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The am task of IEC technical commlttees is to prepare Internatlonal Standar(
s 2-techn echnical

speC|f|cat|on when

INTERNATIONAL ELECTROTECHNICAL COMMISSION

PROCESS MANAGEMENT FOR AVIONICS -
ATMOSPHERIC RADIATION EFFECTS -

Part 3: Optimising system design to accommodate
the single event effects (SEE) of atmospheric radiation

FOREWORD

Thqg International Electrotechnical Commission (IEC) is a worldwide organization f
all [national electrotechnical committees (IEC National Commlttees) The gt
intgrnational co-operation on all questions concerning standardization in the e
this] end and in addition to other activities, IEC publishes International
Tedhnical Reports, Publicly Available SpeC|f|cat|ons (PAS) and Guides

governmental organizations liaising with the IEC also part|0|pate i
withh the International Organization for Standardization (ISO)AT
agreement between the two organizations.

The formal decisions or agreements of IEC on technical matiers & v @S possible, an intern
conlsensus of opinion on the relevant subjects since e i vitee has representation f

Pulllications is accurate, IEC cannot be i the way in which they are used or
misjnterpretation by any end user.

In ¢rder to promote internatiopal uniformity
trarjsparently to the maxi

betyeen any IEC Publication

the|latter.

IEQ provides no
equipment declﬁ?
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expenses grising_out o

Publlication

Attgntion is\dre
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Attgntion is dWfawn to the possibility that some of the elements of this IEC Publication may be the su
patent rightsw ot be held responsible for identifying any or all such patent rights.
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the required support cannot be obtained for the publication of an International Standard,

despite repeated efforts, or

The subject is still under technical development or where, for any other reason, th
the future but no immediate possibility of an agreement on an International Standard.

ere is

Technical specifications are subject to review within three years of publication to decide
whether they can be transformed into International Standards.

IEC 62396-3, which is a Technical Specification, has been prepared by IEC tec
committee 107: Process management for avionics.

hnical
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This technical specification cancels and replaces IEC/PAS 62396-3 published in 2007. This
first edition constitutes a technical revision.

The text of this standard is based on the following documents:

Enquiry draft Report on voting
107/84/DTS 107/87/RVC

Full information on the voting for the approval of this standard can be found in the report on

voting
This g

A list
avion

The ¢
the m
the ds

A bilin

indicated in the above table.

tra
re
wi

re

amended

ublication has been drafted in accordance with the ISO/IEC Directj

of all parts of the IEC 62396 series, under the general titl
cs — Atmospheric radiation effects, can be found on the IE

ommittee has decided that the contents of this publi
aintenance result date indicated on the IEC web_site
ta related to the specific publication. At this date
nsformed into an International standard,
confirmed;

hdrawn;

blaced by a revised edition, or

gual version of this p dvat a later date.

9,

want for

i until
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INTRODUCTION

This industry-wide Technical Specification provides additional guidance to avionics systems
designers, electronic equipment, component manufacturers and their customers to adopt a
standard approach to optimise system design to accommodate atmospheric radiation single
event effects. It builds on the information and guidance on the system level approach to
Single Event Effects in IEC/TS 62396-1, considers some avionic systems and provides basic
methods to accommodate SEE so that System Hardware Assurance levels may be met.

Atmospheric radiation effects are one factor that could contribute to equipment hard and soft
fault rates. From a system safety perspective, using derived fault rate values, the existing
methgdology described in ARP4754 (accommodation of hard and soft fa tes in general)
will also accommodate atmospheric radiation effect rates.

@%

23
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PROCESS MANAGEMENT FOR AVIONICS -
ATMOSPHERIC RADIATION EFFECTS -

Part 3: Optimising system design to accommodate
the single event effects (SEE) of atmospheric radiation

1 Scope and object

This Technical Specification is intended to provide guidance to those involved i ign of
avionic systems and equipment and the resultant affects of Atmosp iatten infduced
Singlg Event Effects (SEE) on those avionic systems. The outp ities and

objeclives described in this Technical Specification will becom level
certification activities and required evidences. It builds on the ihitial \quidanse on ystem
level ppproach to Single Event Effects in IEC/TS 62396-1, considers ioni stems
and provides basic methods to accommodate SEE so tha rance
levels|may be met.
2 Normative references
The fpllowing referenced documents ‘s ment,
only the edition cited applies. For undated ‘xef 9 enced
document (including any amendments)
IEC/TS 62396-1, Process/ma Part 1:
Accommodation of atmospheri 1 y ionics
electrpnic equipment

nents

IEC/TS 62239,
management pla

3 T

For t L s docdument, the terms and definitions of the IEC/TS 62896-1,
IEC/TE ¥ S e folldwing apply

3.1

Analqgue Single EVent Transient

ASET]|

deviatiomaway fromrtheexpectedoperatmg output of theamatogue device forashortduration
due to the effects of a radiation deposited charge within the device.

3.2

Could Not Duplicate

CND

reported outcome of diagnostic testing on a piece of equipment. Following receipt of an error
or fault message during operation, the error or fault condition could not be replicated during
subsequent equipment testing.

3.3

Double Error Correction Triple Error Detection

DECTED

system or equipment methodology to test a digital word of information to determine if it has
been corrupted, and if corrupted, to conditionally apply correction
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NOTE This methodology can correct two bit corruptions and can detect and report three bit corruptions.

3.4

firm error

term (see also soft error) used in the semiconductor community referring to a circuit cell
failure within a device that cannot be reset other than by rebooting the system or by cycling
the power

NOTE Such a failure could be manifest as a soft fault in that it could provide no fault found during subsequent
test and impact the value for the MTBUR of the LRU.

3.5

hard error

term dsed in the semiconductor community referring to permanent or semifperms mage
of a cjrcuit cell failure within a device by atmospheric radiation that is not\ 3 en by

cycling the power off and on

NOTE | Hard errors could include SEB, SEGR and SEL. Such a fault would be H could

impact[the value for the MTBF of the LRU.

3.6
hard fault
term (Qised at the aircraft function level safety analysis referri G e of a

component within an LRU

NOTE | A hard fault results in the removal of. ] 3 maged
compoent before a system/system architecture_can“he act the
value for the MTBF of the LRU repaired.

3.7

Iatchlup

condifion where triggering uding
bulk GMOS) occurs, resulti s the
holding current. This s

NOTE | Latch-up c a<p device
damage, a hard fault.

3.8
Line |
LRU
piece
the sy

ipment that may be replaced during the maintenance cycle of

3.9
Mean
MTBH

component before a system/system architecture can be restored to full functionality and thus
it is a measure of reliability requirements for equipment or systems.

3.10

Mean Time Between Unscheduled Removals

MTBUR

term from the world airlines technical glossary referring to the mean time between
unscheduled removal of equipment or a system in service that could be the result of soft
faults and thus is a measure of reliability for equipment or systems

NOTE MTBUR values can have a major impact on airline operational costs.
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3.1

Multiple Bit Upset

MBU

event which occurs when the energy deposited in the silicon of an electronic component by a
single ionising particle causes upset to more than one bit

3.12

No Fault Found

NFF

reported outcome of diagnostic testing on a piece of equipment. Following receipt of an error
or fault message during operation, the equipment is found to be fully functional and within

Specifir\ofinn durina sithegauagnt gainmant tacting
teaHoR—-adHRg—SHpSeque e gtHpehtt HHg-

3.13
neutrpn
elemgntary particle with atomic mass number of one and carries no

NOTE | It is a constituent of every atomic nucleus except hydrogen.

3.14
Single Error Correction Double Error Detection
SECDED

system or equipment methodology to test a digi of . it has
been torrupted, and if corrupted, to copditional A i

NOTE

3.15
Single
SEB
occurs
energly absorption trigg

of the

3.16
Single
SEE

is the
solar g

rays,

NOTE
latch-up orgate v

xample

3.17
Single¢ Event Fun
SEFI
upsetlin“a complex device, for example, a microprocessor, such that a control path is
corrupted, leading the part to cease to function properly

ional Interrupt

NOTE This effect has sometimes been referred to as lockup, indicating that sometimes the part can be put into a
“frozen” state.

3.18

Single Event Gate Rupture

SEGR

event which occurs in the gate of a powered insulated gate component when the radiation
charge absorbed by the device is sufficient to cause destructive gate insulation breakdown
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3.19

Single Event Latch-up

SEL

condition where ionisation deposited by the interaction of a single particle of radiation in
a device causes triggering of a parasitic pnpn circuit in semiconductor materials (including
bulk CMOS) to occur, resulting in a state where the parasitic latched current exceeds the
holding current, this state is maintained while power is applied

NOTE Latch-up could be a particular case of a soft fault (firm/soft error) or in the case where it causes device
damage, a hard fault.

3.20

Singlg Event Transient
SET
spuriqus signal or voltage, induced by the deposition of charge by a s
propapate through the circuit path during one clock cycle (see 6.3.1,

sle that can

3.21
Single Event Upset
SEU
event|which occurs in a semiconductor device when the iation ROTk by the deyice is
sufficient to change the logical state of a digital i (memory bif cell,
register bit cell, latch cell, etc.)

3.22

soft drror

term (see also firm error) refers to invalid jes i ital electronic logic cell(g) that
could|be induced by atmospheric radigtion and wi s recoverable by cycling the power off
and op

NOTE | Soft error respons \ SET and™SEU. Such failures may not be manifest| during

subsequent test and therefgre could impac

3.23

soft fault

term lsed at the aifcraftVt evelsafety analysis that refers to the characterigtic of
invalidl digital logj S gs within digital hardware electronic circuitry

NOTE | This is¢a fa f Yolve replacement of a permanently damaged component within an LRU, but
it does|involve A i to valid states before a system/system can be restored to full functipnality.
Such a|fa i as_beey suspected in the "no fault found" syndrome for functions implemented with digital
technolog 5 in the
mistakegn repracem pgonent within the LRU, the replacement could impact the value for the MTBF of the

LRU repaired.

4 Process guidance (see Annex A)

In an attempt to achieve a high level of confidence in system safety, certification authorities
mandate the use of defined design processes for the purpose of identifying and eliminating
design faults and providing appropriate feedback mechanisms to ensure a continuous and
closed loop development process. This Technical Specification defines methods and guidance
to be appropriately used in accommodating SEE related issues in Avionics design. However,
this is only one piece in the development assurance process.

To fully address design methodology as it pertains to SEE and the required evidence needed
to validate designs, several different processes will require revision to address this design
issue. The following is a partial list of the processes that may need revision depending on how
processes are currently structured.

— At a program management level, there are often processes in place. In many cases, it
may be necessary to address SEE issues generically at this level.
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— System level processes are likely to require addressing SEE issues and providing
specific direction as to how these processes should be handled, communicated and
fedback through the development process. This is important, because SEE issues in
contrast to standard reliability numbers have been fed back into the design process
that has resulted in design and requirements changes. These changes have been
developed to mitigate various aspects of the effects and then resulted in revised SEE
calculations made against the new design. This makes SEE an aspect of reliability and
system reliability determination an iterative process in ways that never happened
previously.

— Reliability/safety analysis processes will need (depending on system criticality) to
address SEE issues and develop formal mechanisms to address the iterative design

+ th ot | ol ] H % H ] H Al
AopMPUTULULO LIMTAlU TTIAaVvVGe AdRNTITT PYIAaLT 1T wayo TTUL PJTTVIUUOTY TAPYTTTITTIVTU.

SEE perspective.
Guidance for the integration of evolving processes
acconpmodation of those rates in digital systems (flight ctro 5

safety| analysis/system design methodology (compong
provided in Clauses 5 and 6.

5 Atmospheric radiation and e

5.1 |Atmospheric radiation effects o

Atmogpheric radiation affegts the elec on system. The high energy secqgndary

¢ part
or thgrmal neutron radiafion si icon within semiconductor elements|of an

electrpnic component to p . |ch may’cause a Single Event Effect (SEE) [in the

localiged area within tha vce. 9 9 adiation at aircraft altitudes has not been a
signifijcant problem_i i due to the relatively large feature sizes (pbove
1 um)| with simi@ i . Cufrent avionic electronic systems use state-gf-the-
art electronic/digitel d S Wi ure sizes well below 1 um, which makes SEE much more
probaple (energy charge required to produce SEE becomes less) in|these
devices.

When| aircra mplemented using digital technology, atmospheric radiation
effectp g \ digital device failures that in turn can propagate to failures |within

systems ~and P o)) lure of an aircraft function. The failure rate of each pidgce of
electrpnic eq'men which comprises a system is the aggregate rate of the compgnents
which| make-up that prece of electronic equipment. The failure rate of each component|is the
aggrepate rate of all failure mechanisms of that component which dominate that failurg rate.

As th¢feature sizes of individual circuits within digital devices continue to decrease and the
Correimmmmmmmﬁdnver

of the failure rates for these devices. The testing of small feature size IC components for
secondary neutron SEE in suitable simulators or with terrestrial facilities is becoming more
commonplace. Although this is more commonplace, it is still difficult and costly.

Although analogue parts are generally considered immune to atmospheric radiation effects,
some device scaling has occurred in the technology. As a result, a neutron SEE event within
the device may be sufficient to cause a short duration transient from the correct output. This
kind of transient is referred to as an Analogue Single Event Transient (ASET).

Reliability engineering can calculate equipment failure rates from component failure rates and
system engineering can design an architecture that will satisfy the reliability and availability
requirements for the function. At a system architectural level, redundancy is a common
strategy to achieve the required function reliability. In order for redundancy to be cost
effective, equipment failure rates cannot exceed certain limits. Naturally, if the failure rates of
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electronic devices become too great, equipment failure rates become prohibitively high. In the
past atmospheric SEE rates have not been a noticeable driver in the failure rate of digital
devices. Where SEE rates become a significant failure rate driver, these rates need to be
included by reliability engineering in the equipment failure rate calculation. It should be
recognized that, since SEE involves unique technology and associated specialists to
determine component SEE rates, another engineering discipline would need to be in place to
provide those rates to reliability and systems engineering.

From a system safety perspective, faults can essentially be categorized as:

— Hard, i.e. those which result in permanent failure of the affected LRU (s) and

— onality or
Thesgq nents
may fesult in soft faults where functionality may be recovered ng in
permanent failure of the component. Soft fault effects may be ective
actionls within the electronic equipment. As identified in IEC/ quent
SEE that produces soft faults and associated effects is Single

NOTE

— Rellability is the sum of hard fault failure rates,

— Avdilability is the sum of hard and the sum g

Hard ffaults result in a piece of syste ar the
hard fault (see 5.2). Significant hard fautt ts by
neutrgns in the atmosphere.

Availgbility recognizes that so d and
within] a defined perioghof time, ‘the nd be

counted in the originall red S
rates |within dig@ b apother dimension to reliability data and slystem
engin

Since
impor
syste
the a
(soft

system.
within

The perspective of this Technical Specification is SEE on aircraft functions due to SEE ¢n the
electrani ' ir | i i i ificati e will
be using the terms ‘hard faults’ and ‘soft faults’ from the system safety community. There are
a number of terms commonly used in the semiconductor and radiation effects communities to
describe component errors/failures (for example, hard errors, soft error rate, firm errors, latch-
up, burn out, upset, functional interrupt). All of these component errors/failures types (with
their associated terminology) will be grouped into hard fault or soft fault categories. Those
component failures that would impact the Mean Time Between Failure (MTBF) are
categorized as hard faults. Those component failures that would impact the Mean Time
Between Unscheduled Removal (MTBUR) rates and/or cause associated Could Not Duplicate/
No Fault Found (CND/NFF) situations, are categorized as soft faults.

5.2 Hard faults

Hard faults refer to a damaged component whose effects cause a system malfunction and
require repair or replacement of the component to clear the fault. When a repair or
replacement action is taken, it reflects upon the MTBF rate history for that item. Within
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electronic equipment, SEE induced permanent failures (component or device) are considered
in exactly the same way as for other types of failure. For the failure rate criteria of the system
to be met, the aircraft system allowable failure metrics for electronic equipment within that
system shall be met, for example, the MTBF. Atmospheric radiation may produce hard faults
including Single Event Latch (SEL) induced damage, Single Event Burnout (SEB), Single
Event Gate Rupture (SEGR). There are suitable test methods available to determine the SEE
induced hard fault susceptibilities of devices and electronic components. When rates are
found to be too high, a more tolerant part should be selected.

5.3 Soft faults

Soft M&Amwmmwm_@m is a
condifion whereby a latch of some form within a digital device becomes/set\{o an_ihgorrect

state.|Since the device is not damaged, if the soft fault can be detectg g d in a
timelyl manner, then there is no impact on the performance of the s bult is
not cqrrected, there may be a significant impact on system performg which

in turm, when reported will lead to removal of the faulty equipm upon
removal and reapplication of power to the device, soft faults wi ays cle 3 bre no
fault will be found. Such attempted corrective actions negatively | ) R rate
history for equipment. Unscheduled removals negatively {mpa 3 i bst. A
soft fgult could certainly be a contributor to the CND/NE
As their effects could be and often are mitigated S i i ir, soft
faults|associated with SEE could be considergd a iti ipbility
appropch. However, ; cle ystem
functipnality, digital device SEE-induced

— | should be characterised and mitigated in

— | along with failure modes, sho . i iability

engineering.

Comppnents that are sub aults which cannot be reset by hardwpre or
the software it executes dnd\p Fault while power remains applied are becpming
more prevalent. 4 eir system effects would need to be manaded by
appropriate mitigation e | e will be taken for effective recovery of the slystem
or deyice from su b Wple of this kind of soft fault would be a non-destructive
SEL. [n the semiongux iatjon effects communities, a non-destructive SEL might be
categorized as_a i ery from SEL could require independent hardwarg and

For the fa
functipn meetj bte failure metrics), failure metrics for electronic equipment within that
system shall\bé~uet, ¥or example MTBUR. Without mitigation, soft fault rates could have a
significant negative éffect on the ability of a system to meet its allowable MTBUR.

ia of the system to be met (which, in turn, results in the ]ircraft
h

6 Aircraft safety assessment

6.1 Methodology

In [EC/TS 62396-1 it is recognized that, within the systems which implement aircraft functions,
the method of assessing the safety impact of radiation-induced effects on electronic
(particularly digital) components should be identical to that used to assess functional hazards
due to other failure modes and effects traditionally recognized. This is particularly the case for
electronic equipment. This methodology is driven by requirements governing function failure
effects and the probability per flight hour of their occurrence. As an example, Table 1 provides
the probability requirement for the various types of failure effect for Part 23 (general aviation
category airplanes - AC/AMJ 23.1309-1C) and Part 25 (transport category airplanes -
AC/AMJ 25.1309-1C) of the airworthiness standards.
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Table 1 — Failure effect and occurrence probability

Functional failure condition classification Probability (per flight hour) of
per AC1309 and ARP4754 occurrence
Catastrophic 1079 or less (extremely improbable)
Severe major/hazardous 1077 or less
Major 1075 or less
Minor 1073 or less
No effect No requirement

6.2 |Mitigation (see Annex B)

Esserftially, mitigation refers to some form of fault detection and correc{i
at the|system architecture and equipment level and also by careful gele
(see |EC/TS 62396-1:2006 Subclauses 7.4 and 9.5.2) of elecjroni
within| the design, the system level impact of SEE can be reddced
appropch to system level optimization of design for mitigation gf SE
consiglering the system at three levels.

— | system architecture;
— | individual electronic equipment within the

— | components and devices within

System development assurance levels ut the

develppment cycle of products associa t of a
functipn implemented by a system (part blogy)
determines the required p ‘ level
assocjated with that sys S j ed as

vel A
0 single event effects and parts control.
s are sub divided into Level A Type | and Type
ment for compliance demonstration, the|other

level A when failures o

Regaiding rigour of approach ‘
II. In|order of i

signifijcant assura

For additional ing assurance levels, refer to IEC/TS 62396-1{2006,
Clausg 7 ang’'the_raferefce ithin that technical specification. Regardless of assurance level,
mitiggtion consideralions wi ¢ in terms of hard and soft faults. As detailed in 5.3, sofft fault
effects a performance degradation and they consist of faults or errorgs that
clear |(S E) upon removal and reapplication of power or in some gases,
upon fefresh:

6.3 |Specific electronic systems (see Annex C)

6.3.1 Level A'systems
6.3.1.1 General

These systems shall be designed so that the catastrophic failure rate of the function they
provide is 10~9 or less per flight hour. Systems that fall into the Type | implement functions in
which the pilot is not part of the system control loop. Level A Type | systems require the most
rigorous processes to achieve the 10~9 function failure criteria. Level A type | systems would
include a primary flight control system that is completely computer controlled

Some FADEC systems are also classified as Level A. FADEC systems installed on Part 25
aircraft have their software and complex electronic hardware classified as Level A due to the
nature of the common mode threat. As to SEE, FADEC systems that implement certain critical
functions (Overspeed, reverser control, etc) should also be considered Level A as well.
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Level A Type Il systems implement functions in which the pilot is in the control loop. The pilot
closes the control loop through pilot/system information exchange from display systems, for
example closing the flight control loop using information from a Primary Flight Director (PFD)
system. It should be noted that the PFD system could provide catastrophically misleading
information and is categorized Level A. Any other display system that could provide
catastrophically misleading information would also be categorized Level A.

6.3.1.2 Hard faults
6.3.1.2.1 Recovery

Hard faults require device replacement to enable full recovery of system function or
redundancy capability. Their effects can be mitigated at the system architesture, elegtronic
equipment, or component/device level.

6.3.1.R.2 System architecture

At thg architecture level, redundancy and redundancy manage; i ¢ employed
to acqommodate failures that would lead to catastrophic failure atith craft. Multiple
contrql surfaces and multiple engines would be exampl S e and propulsion
aircraft level. Multiple actuators and associated electror ipre ould’/manage effector
(aircraft control surface, engine valve, etc.) . \ ic, system development
assurgnce levels are met, redundancy within the syte architeeture~epsSures that therd is no
problem from a safety requirements aspect at ¢ level. It is the elegtronic
equipment that is SEE sensitive; meghanical eguip inherently immune and is
mentipned only to illustrate the concept of

Since| monitoring across redundant elements could be\relatively easily implemented |within
compuiters, redundancy can be an effecti j ecting the occurrence of faults. The
occurfence of a fault ca e ing across two or more redundant elements
(e.g. effectors, actuators, 3

Redupdancy of Znd complexity due to the need for a method of
activel equipmen ere ore also reduce reliability and increase power
consumption, andt dst. However, the impact of increased fault toldrance

Howeyer, the aII’:ati of redy dacy as\an impact on the aircraft for several reasons.

and system availabili 3[Tow or example, the use of twin-engine aircraft in somgq flight
profilgs wherg~in th or four engine aircraft would have been mandated. Intuairively,
the life cycl in>¢ngjne aircraft should be significantly lower than a similar gfircraft
with thre

At thg eleCtronic equipment level, redundancy may be used as a method of accommogating
failurg by removing the failed equipment from contributing to the system output; the pilgt may

1 Hlas bla Il 4
be withinthe TOOP O 1Ot

6.3.1.2.4 Electronic component/device

System design may be optimized by limiting the range of components used. In space
applications, components have been tested for potential latch-up in their radiation
environment and in many applications component types that are subject to SEL have been
avoided. Many other destructive failure modes have been identified, e.g. SEB and SEGR, see
IEC/TS 62396-1. There are suitable test methods to determine non-destructive SEL
susceptibility of devices. Such parts, once identified, are to be avoided if the level of
susceptibility is unacceptable. This type of approach requires careful selection and control of
electronic components throughout the equipment life cycle, see IEC/TS 62396-1:2006,
Subclauses 7.4 and 9.5.2.
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6.3.1.3 Soft faults
6.3.1.3.1 Recovery

Soft faults do not require digital device replacement to restore the system to full capacity.
Their effects can be mitigated at the system, electronic equipment, or component/device level.
Some soft fault detection/mitigation methods are mentioned in 6.3.1.3. Additional guidance
regarding mitigation of SEE induced electronic equipment soft faults is found in Annex B.

6.3.1.3.2 System architecture

Like hard faults, at the architecture level, redundancy and redundancy management can

provide coverage for soft faults. Regarding mitigation, since monitoring—across redyndant
eleme be an
effect ected
by mdg
In addition to soft fault detection, systems can be designed tg provide time from
soft f. 3 ' be no
signifi
6.3.1.B.
It is gn to
acconmimodate the SEE from electroniC cCg S i iques
that ehable the detection and correction of*s - el are
presepted. As long as the hardware processing i ional,
software mitigation methods should be(effective.
Soft f an be
gener within
the equipment.
These accomm ation,
thereflore there will p in the
equip
Rapid ected
inati

— | computation can be restarted from an appropriate place in instruction execution such

that-equipment and system recovery would be transparent to the function performance.

When| cofrupted data or errors are detected at equipment level, a number of regovery

methods may be chosen depending on system requirements. Upon error detection, the
associated data may be:

a) labelled as faulty;

b) the data may be selectively ignored;

c) the equipment may initiate a switch to a known uncorrupted redundant module;

d) the data is deleted and the affected process re-initialised from known good data.
A SEE within the control paths of a complex device (including microprocessors and
microcontrollers) could produce a number of word errors as a result of an interruption of

normal operation. These errors can be detected by comparison between a number of separate
parallel functions or by detection of the large number of SEE errors.
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Generally, combinational logic has not been subject to atmospheric radiation SEE. However,
because devices with reducing critical charges and with operating frequencies increasing
above 50 MHz are being applied to avionics electronics, consideration of the effects of
propagation of combinational logic errors is necessary. These SEE are very fast transits of
signal level from the correct logic level (glitches). These normally occur for a short period of
time with respect to the clock signal, and are called Single Event Transients (SET). SET can
have a large impact on the clock signals where their edges may induce or terminate digital
processes.

When the interruption of the device normal operation has been detected, the device can
normally be recovered using a software reset. This takes a finite time and is dependant upon

a suffisienthr-operational-processingunit

For tHe case of a non-operational processing unit, an independent haraw efywoulld be
required. Again, as with a software reset, this would take a fipi us of
equipment based upon complex electronic devices can be recoverg dl data.
In order to provide recovery data a regularly refreshed atmospheri Emory

may He employed.

Analogue Single Event Transient (ASET) detection could be

a)| comparison;

b)| rate-of-change. Where the maximum ra forNan analogue parameter or
orditions, any rapid change

due to SEE may be detected.

6.3.1.3.4 Electronic component/dé
It wodld be possible to pro i inNtéchnology using larger feature [sizes,
and they would thereforeSbe ig would severely limit the capabilify and

functipnality of the equipme itiomally may be problems with the availability of
certaip types of comp S ) izes, for example SRAM memory. At the
component level ar extain component elements within the design can pfovide
design benefits gmall amounts of atmospheric radiation tglerant
devices as part of

- S es typically can be configured to use some form of| error

a soft fault can be detected by monitoring across two or| more
puting elements (triple modular redundant microprocessor$ are
on).

Alternjatively, it is possible to design a complex system with current state-of-the-art technology
accepting that SEU and MBU will occur and providing recovery mechanisms that may require
the system to have a SEE tolerant memory backup storage for rapid recovery after detection
of an event.

6.3.2 Level B systems

These systems shall be designed such that the failure rate of the function they provide is 10~7
or less, but may be greater than 10~9 per flight hour. The architectural approach should be
based upon either:

a) Level A rigour/discipline, or

b) Architectures based upon failure/fault rates traceable to SEE tests on similar parts
using test results from non-neutron testing facilities (see IEC/TS 62396-1:2006, 7.4.3,
9.5.1 and 9.5.2).
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6.3.3 Level C systems

These systems shall be designed such that the failure rate of the function they provide is 10—
or less but may be greater than 107 per flight hour. The architectural approach should be
based upon either:

a) Level B rigour/discipline or

b) Architectures based upon failure/fault rates traceable to testing results via a SEE
failure/fault model (use of an average SEE error rate for all potentially sensitive
components - in these instances, the SEE error rate may be high for some components
and low for others, but the overall equipment failure rate can be expected to be
acceptable (see IFC/TS 62396-1-2006 744 951 and 95 2)

6.3.4 Level D and E systems

Thesq systems shall be designed such that the failure rate of the fup€k ide i 10~3
per flight hour or less (level D), and for level E systems there is no xequijre i from a
safety| perspective, their failure effects are minor or none, thes itgctural
appropches consistent with that based upon normal parts control “ald) x ) ification
practices. See IEC/TS 62396-1:2006, 7.4.5, 9.5.1 and 9.5.2.

S
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Design process flow diagram for SEE rates

Planning product design

y

Unresolved issues

Y

COTS semiconductor
devices with unknown SEE
rates

y

Device application

Requires the m
disciplined (test
approach for ch
SEE rates as dg
IEC/TS 62396-1
7422

y

Yes NO——
Y
Level A type | system | ——nNq
( Le@pe&ésystem
Yeg
\/\ \ y
Level B system ——No—» Level C system Ng
ves ves - Yoy
} v Nornjal parts control

and ¢hange notification

st x EE rati SEE rate SEE rate pracfices. No additional

hg/anal ch erization characterization characterization scregning for the effects

hracterizing pproach as approach as approach as of atfnospheric radiation

scribed in \ scribed in described in described in is required unless

IEC/TS 62396-1 IEC/TS 62396-1 IEC/TS 62396-1 specffically requested
7423 7.4.3 7.4.4 by the customer as
warrgnty or other
requirements
[ —
Hard error SEE rates
y 4 4 Soft error SEE rates
System architecture design to meet the requirement for probability Yy v Y Y

(per flight hour) of loss of function

Level A system

107 or less (extremely improbable)

Level B system

107 or less but greater than 10°°

Level C system

107 or less but greater than 107

Mitigation approach for timely function recovery tc meet
safety and/or customer requirements

IEC 1524/08
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Annex B
(informative)

Some mitigation method considerations for single event effects

The following guidelines offer some mitigation methods for the single event problems that may
be experienced both by ground and avionics equipment.

NOTE 1 Mitigation schemes detect and correct soft faults so that the system continues to operate correctly in a

seam| e being

mitigateéd and do not propagate to be soft faults at the system level.

The error

detecti . single

word jand suitable coding, an SEU error may be corrected. Single ouble

Error | Detection (SECDED) utilises the smallest number o bs its

description indicates it can correct for single errors and can d asing

the nyimber of support bits within a single word improve t and

detect errors. Double Error Correction Triple Error Detection as jits name implies,

can cprrect both single and double errors and detec} i ”is a

technijque used to periodically correct flipped bits i i over

the long term but only infrequently read, resulti ue to

multigle events. Scrubbing is typically

A nun s are

included below

- Pari
TH in the
w( ce the
co gle bit
er parity
d come
snaller, the po i eBitUpset (MBU) rises; a single high energy neutrop may
cause upset {0 s€ era bits\in a |bcalised area. Where the individual bits in a wofd are
stored tog Hen it is possible to corrupt several bits in the same|word,
d tec on. For this reason, many manufacturers of digital mgmory
degvi al memory that is several rows apart (non-contiguously)

- Cy Code, capable of detecting multiple bit errors

— H{ ade, nearmally capable of detecting two bit errors and correcting one bit erfor.

— Reed-Solomontade, capable of correcting multiple symbol errors.

— Convyolution codes, capable of correcting burst of errors.

Selective use of SEU-immune digital cell (e.g. flip-flop, latch, memory, counter register).
Cell design options could include usage of large feature size transistors, energy storage
within the cell structure, etc.

RAM data use restrictions: data stored in RAM should not be assumed to be accurate,
especially when that data has to be used for critical decisions/calculations - data could be
recalculated instead of using the stored data. Many parameters may be only determined
one time, such as at power on — such data is vulnerable to corruption, so use of such data
should be minimized.

Some designs read “program pins” only at power up and store this information in RAM.
Instead of just relying on information in RAM, read hardware "constants" every frame.

Consider replacing strictly greater than or less than with = or < respectively. Also, consider
use "2" or "<" instead of "=", wherever possible. An example of this is in counter usage.
Suppose a process is required to be executed every 30 frames and this is done with the
following code:
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begin module

if count = 30

then turn all outputs on for 15 us
end if

inc count

end module

If the RAM location that stored the 8 bit variable "count" had an SEU in bit 5 (or 6 or 7),
then the value of count would be greater than 30. This would continue until "count"
reached 255, at which point the variable increment would cause a wrap back to 0. With

a frame time of 100 ms, turning on of all outputs could take an agditic s, i.e.
instead of every 2 s, the output would occur at 25,3 s once and ecover. This
could result in a nuisance fault that would cause the unit eturned {o the
manufacturer where no fault would be found.

Examples of mitigation approaches for protection against SEUs jin bmory

(registers, counters etc.) are as follows:

— Whtchdog timer, capable of detecting timing and sche€ I|n e(ro could
expect a rotating 8 bit pattern, which could be w different software
meodules.

— Vating redundant outputs, capable of detecti i probable correct Value.
If Imultiple analogue process pajtis are X i everal
monitored redundant loops then, i . igi , iating|value
can be detected by comparison. Triple kstep are examples of redundancy
stfategies used for digital processi Alternatively, the allowed anglogue
values may subject to constra| { w edatermnined limits and deviating values
identified if outside th [

— Rgpeated calculatigns,’s K [ dnsient errors.

— Define constants i

—  Write output i ery frame. The hardware latch is suscept|ble to
SHU.

— Cgntinuously « he (eonfiguration state of devices that have been initialize¢d by
sofftware. Da ; -sysceptible locations in these devices defining the device
configuration_could\be ged by an SEU. If the configuration state of a hardware device
cannot bs od dsly, then reset the device and re-write the configuratior state,
if i S

— Rate ofchange\Wherée the maximum rate of change for a digital parameter or vglue is
limited within defined normal system operating limits, any rapid change due tq SEE
corruption*of a e may be detected.

Filtet/input data. This includes ARINC 629 data, ARINC 429 data, discretes read i||1, and

SO-6h-

Whenever BIT detects a failure, rerun the test to confirm the failure. A SEU could have
caused the test to fail or changed the RAM location containing the pass-fail flag.

When using bi-directional 1/O ports (an I/O port that can be programmed to be used as an
input port or an output port), the configuration of the I/O port should be periodically
refreshed. Example: some microprocessors require that the states of a bi-directional 1/0
port’s output buffers shall be all 1's when the port is to be used as an input. Typically,
such buffers power up in the default state of all 1's, and if the design uses that port strictly
as an input port and nowhere in the design is that state changed, then the design would
never need to write 1's to the output buffer. However, if the output state is not refreshed
periodically, a SEU could disable the port’s ability to read inputs.

NOTE 2 The default power-up state should not be trusted; the required state should always be explicitly set by
the system software.


https://iecnorm.com/api/?name=c042592374e7ff4770981ece99769721

TS 62396-3 © IEC:2008(E) -21-

— Where registers are used to define the CPU configuration, the configuration should be
refreshed periodically.

— Pointers should be range-checked when used so that if corruption has occurred, the error
may be detected. Similarly, integrator state values may need to be bounded and checked
upon use.

— As the operating frequency of combinational logic has risen, the probability that “glitches”
(very short duration deviations from the correct logic state) may be propagated through a
logic block has risen. The effect of these glitches may be mitigated by using triple delay
paths and voting at the end of the block. The three arms of the delay paths have
staggered delays (direct, single delay, double delay), followed by majority voting. If the
delay is longer than the glitch, then the signal is propagated glitch-free.

— Fqgr analogue signals, parallel signal and processing paths for the sapie Tunction niay be
compared at a suitable stage to check that values are within expected toleragces ¢f one
another and within specified ranges.

\

®
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Annex C
(informative)

Example systems

C.1 Level A

c.1.1 Level A Type |

Primafy Flight Controls:

The primary flight controls systems manipulate the positions of
suffaces (elevator, ailerons, rudder for an airplane) in responge
flight crew, autopilot, and flight management systems,
reduired by the desired the flight profile. Faults within the
primary flight controls have to be accommodated to maintaj

=

Sensors

Inertial
air data

Aileron

elevator rudder)

position
commands

Actuators

.1 — Electronic equipment (flight control computers)

C.1.2| “\evel A Type ll

Control surfaces
(aileron, elevator,

IEC 1525/08

Primary Flight Director:

The primary flight director provides information to the flight crew that is critical to aircraft
safe flight and landing. In this case, the aircraft control loop is closed through the human

pilot (captain or first officer of the flight crew).
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