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INTERNATIONAL ELECTROTECHNICAL COMMISSION

PROCESS MANAGEMENT FOR AVIONICS -
ATMOSPHERIC RADIATION EFFECTS -

Part 1: Accommodation of atmospheric radiation effects via
single event effects within avionics electronic equipment

1) Th

all [national electrotechnical committees (IEC National Committees). The
intgrnational co-operation on all questions concerning standardization in the e
this| end and in addition to other activities, IEC publishes International
Teghnical Reports, Publicly Available Specifications (PAS) and Guides
Pullication(s)”). Their preparation is entrusted to technical committees; a
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2) Thdg formal decisions or agreements of IEC on technical matflers éxp % &S§ possible, an intern
conensus of opinion on the relevant subjects since e ittee has representation fi
interested IEC National Committees

3) IEQ Publications have the form of recom ernatiQnal use/and are accepted by IEC N
Committees in that sense. While all reasonable effqrt owensdre that the technical content
Pullications is accurate, IEC cannot be hefd™responsible fonthe way in which they are used or f
misfnterpretation by any end user.

4) In ¢rder to promote internatiopal uniformit ittees undertake to apply IEC Publi
trarjsparently to the maxi onal and regional publications. Any dive
betyveen any IEC Publication anding ‘nationalor regional publication shall be clearly indid
the |latter.

5) IECQ provides i g indi s approval and cannot be rendered responsible f
equipment declaré j f i

6) All

7) No i g, employees, servants or agents including individual expe
me C National Committees for any personal injury, property dan
oth whether direct or indirect, or for costs (including legal feds) and
exp) &_pubhgcation, use of, or reliance upon, this IEC Publication or any oth
Pufli

8) Atte grmative references cited in this publication. Use of the referenced publica
indi pplication of this publication

9) Atte e possibility that some of the elements of this IEC Publication may be the sul
patént rightsw not be held responsible for identifying any or all such patent rights.

The main,“task of IEC technical committees is to prepare International Standarg
exce:l:.: Lo hnical . S ‘

s. In

specification when

hnical

* the required support cannot be obtained for the publication of an International Standard,

de

spite repeated efforts, or

* The subject is still under technical development or where, for any other reason, there is
the future but no immediate possibility of an agreement on an International Standard.

Technical specifications are subject to review within three years of publication to decide

wheth

er they can be transformed into International Standards.

IEC 62396-1, which is a technical specification, has been prepared by IEC technical

comm

ittee 107: Process management for avionics.
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The text of this technical specification is based on the following documents:

Enquiry draft Report on voting
107/41/DTS 107/46/RVC

Full information on the voting for the approval of this technical specification can be found in

the report on voting indicated in the above table.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

IEC 6R396, as currently conceived, consists of the following parts, under the generdl title

Procelss management for avionics — Atmospheric radiation effects:

Part 1 Accommodation of atmospheric radiation effects via si within
avionics electronic equipment

Part Z: Guidelines for single event effects testing for avionics §ystemsi

Part J: Guidelines to optimize avionics system design to ingle‘évent effects rates!

Part 4: Guidelines for designing with high voltage ai single
event effects’

Part §: Guidelines for assessing thermal neutrop L

The committee has decided that the <ont until

the mijaintenance result date indicated “qn the ch" in

the dgta related to the specific publicatient

+ trgnsformed into an International sta
* regonfirmed;

e withdrawn;

* replaced by arevi
* anmended.

A bilingual version g a¥ be issued at a later date.

1 Under consideration.
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INTRODUCTION

This industry-wide technical specification informs avionics systems designers, electronic
equipment, component manufacturers and their customers of the kind of ionising radiation
environment that their devices will be subjected to in aircraft, the potential effects this
radiation environment can have on those devices, and some general approaches for dealing

with these effects.

The same atmospheric radiation (neutrons) that is responsible for the radiation exposure that

crew and passengers acquire while flying is also responsible for causing the Single

Event

Effects (SEE) in the avionics electronic equipment. There has been much work carried out

over {he last few years related to the radiation exposure of aircraft passengers and
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will al

In ad
relate
than 1

aridard JESD89,
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PROCESS MANAGEMENT FOR AVIONICS -
ATMOSPHERIC RADIATION EFFECTS -

Part 1: Accommodation of atmospheric radiation effects via
single event effects within avionics electronic equipment

1 Scope and object

This Technical Specification is intended to provide guidance on Atmosph ffects
on Avjonics electronics used in aircraft operating at altitudes up to 6Q/000 m). It
defings the radiation environment, the effects of that environment op vides
desig

This 5 and
deS|gmers to standard|se their approach to Slngle Evend E viding
guida

Detail ential
problg Appropriate methods are
given components. The qgverall
system safety methodology should be\expa ammodate the Single Event Hffects
rates e application at the complonent
and s

2 N

The fi

For dated refere

of the

IEC 62

mana

3 T

For the purpose™®

NOTE
compa

3.1

¢ document, the following terms and definitions apply.

USers of this technical specification may use alternative definitions consistent with convention with

bllowing refere ] ispensable for the application of this document.
4® < edition i ies. , dition

nents

n their

ies.

aerospace recommended practice
these documents relating to avionics are published by the Society of Automotive Engineers

Inc

3.2
avion

ics equipment environment

is, for aeronautical equipment, the applicable environmental conditions (as described per the
equipment specification) that the equipment shall be able to withstand without loss or
degradation in equipment performance during all of its manufacturing cycle and maintenance
life (the length of which is defined by the equipment manufacturer in conjunction with
customers)
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3.3
capable
term used to indicate that a component can be used successfully in the intended application

3.4

certified

indicates assessment and compliance to an applicable third party standard and maintenance
of a certificate and registration (i.e. JAN, IECQ- CECC)

3.5
characterisation

procefs of testiNg a sample of components to determine the Key electrical parameter values
that caAn be expected of all produced components of the type tested

3.6

comppnent application

procegs that assures that the component meets the design req ent in
whichlit is used

3.7

compponent manufacturer

organjsation responsible for the component specifica

3.8

critical charge

smallg¢st charge that will cause a SEE if inject i the sensitive volume

NOTE ed in femtoCoulombs (fC) rather than pC.
3.9

crosa section (o)

in radiation terms for [proton s ctions, this is combination of sensitivg area
and pfobability @in ' » critical charge for a SEE.

The cfoss section Inay b

NOTE

3.10

elect

elem jative
charg

3.11

Electronic Components Management Plan

ECMP

equipment manufacturer's document that defines the processes and practices for applying
components to an equipment or range of equipment. Generally, it addresses all relevant
aspects of controlling components during system design, development, production, and post-
production support

3.12

electronic components

electrical or electronic devices that are not subject to disassembly without destruction or
impairment of design use. They are sometimes called electronic parts, or piece parts

NOTE Examples are resistors, capacitors, diodes, integrated circuits, hybrids, application specific integrated
circuits, wound components and relays
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3.13
electronic equipment
item produced by the equipment manufacturer, which incorporates electronic components

NOTE Examples are end items, sub-assemblies, line-replaceable units and shop-replaceable units.

3.14

Electronic Flight Instrumentation System

EFIS

example of an avionics electronic system requiring system development assurance level A
type Il and for which the pilot will be within the loop through pilot/system information
exchange

3.15
expernt
has demonstrated competence to apply knowledge and skill to the spe€x

3.16
firm fault
term psed at the aircraft function level. It is a failure tKat et other than by
rebooting the system or by cycling the power to the releva ent. Such g fault
could[impact the value for the MTBF of the LRU and grovide xo d during subsequent
test

3.17
Fly By Wire
FBW
example of avionics electronic system frequiring syst type |
and fgr which the pilot will

3.18
Funciional Hazard A

FHA
assessment of eﬁ@z

3.19
GeV
radiat

NOTE

3.20

Si unrlt of ienising radiation dose and is the energy deposited as ionisation and excitatipn (J)
per unitumass (kq)

NOTE Related units centigray (cGy) and rad. 1 cGy is equal to 1 rad.

3.21

hard error

permanent or semi-permanent damage of a cell by atmospheric radiation that is not
recoverable even by cycling the power off and on

3.22

hard fault

term used at the aircraft function level. It refers to the permanent failure of a component
within an LRU. A hard fault results in the removal of the LRU affected and the replacement of
the permanently damaged component before a system/system architecture can be restored to
full functionality. Such a fault could impact the value for the MTBF of the LRU repaired
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3.23
heavy ions
positively charged nuclei of the elements other than hydrogen

3.24

in-the-loop

test methodology where an LRU is placed within a radiation beam that provides a simulation
of the atmospheric neutron environment and where the inputs to the LRU would be from an
electronic fixture external to the beam to enable a closed loop system

NOTE The electronic fixture would contain a host computer for the aircraft simulation model. The electronic fixture
would also contain appropriate signal conditioning for compatibility with the LRU. In the case of an automatic
control[function, the oufpuis from the LRU could be, in turn, sent to an actuation means _ar direcily to. ffje host
compufer. The host computer would automatically close a stability loop (as in the case/of a fy-by-wire)[control
system). In the case of a navigation function, the outputs from the LRU could be sent to a S ere the
pilot could then close the navigation loop.

3.25
Integrated Modular Avionics
IMA
implement aircraft functions in a multitask computing envirgnm ns for
each [specific system implementing a particular functioma . nat is
executed by a common computing resource (a single/digital € i

3.26

triggering of a parasitic pnpn circuit i k i iy asitic
latchgd current exceeds the holding curgex i i i i i ied

3.27
Linea
LET
energ

NOTE

3.28
Linea

minimum LET to cause an effect at a particle fluence of

piece |of_ayionics electronic equipment that may be replaced during the maintenance cycle of

3.30
may
indicates a course of action that is permissible within the limits of this document

3.31
MeV
radiation particle energy Mega electron volts (million electron Volts)

NOTE The Sl equivalent energy is 160,2 femtojoule.
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3.32
Mean
MTBF

Time Between Failure

is a measure of reliability requirements and is the mean time between failure of equipment or
a system in service

3.33
Mean

Time Between Unscheduled Removals

MTBUR
is a measure of reliability requirements and is the mean time between unscheduled removal of
equipment or a system in service

3.34

Multiple Bit Upset

MBU
occur

ionisimg particle causes upset to more than one bit

3.35
neutr

elemgntary particle with atomic mass number of one 2

of evd

3.36
partid
is for
beam

NOTE

3.37
partig
fluend

NOTE

3.38
pion ¢
sub 3
energ

3.39

Prelimi

PSSA

5 when the energy deposited in the silicon of an electron

oly}

ry atomic nucleus except hydrogen

le fluence

a unidirectional beam of particles\the ® nit surface at right ang
For isotropic flux, this is number/entering sph of unit cross-sectional area
Units: particles/cm?2.

le flux

e rate per<:t>ti
nits: particlesicin?2

evalu

tion-of the planned architecture to determine the reasonableness of the architect

single

arge’ It is a consfituent

es to

bd by

lre to

meet the 'system safety requirements

3.40

proton
elementary particle with atomic mass number of one and positive electric charge. It is a

consti

3.41
risk

tuent of all atomic nuclei

measure of the potential inability to achieve overall program objectives within defined cost,

sched

ule, and technical constraints
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3.42

Single Event Burn Out

SEB

occurs when a powered electronic component or part thereof is burnt out as a result of the
energy absorption triggered by an individual radiation event

3.43

Single Event Effect

SEE

response of a component caused by the impact of a single particle (for example galactic
cosmic rays, solar energetic particles, energetic neutrons and protons)

NOTE | The range of responses can include both non-destructive (for example upset) and de
latch-up or gate rupture) phenomena.

ctive (for.ekample

3.44

Single Event Functional Interrupt

SEFI

upset|in a usually complex device, for example, a microproces [ ath is

corrupted, leading the part to cease to function properly

NOTE | This effect has sometimes been referred to as lockup, indiga into a

“frozen| state (see 6.2.6).

3.45
Single¢ Event Gate Rupture
SEGR
occur$ in the gate of a powered insu
absorped by the device is sufficient to ¢

harge

3.46
Single¢ Event Latch Up
SEL
occurg in a four laye ice is
sufficilent to cau g state
whatejver input issapplie ice_is"de-powered, such latch up may be destructjve or
non-destructive

3.47
Single¢ Eve
SET
spuriqus. sighaNor\altage\ induced by the deposition of charge by a single particle that can
propapate through'the viretit path during one clock cycle (see 6.2.4)

3.48
Singlf Event Upset
SEU

occurs in a semiconductor device when the radiation absorbed by the device is sufficient to
change a cell’s logic state

NOTE After a new write cycle, the original state can be recovered.

3.49

Single Hard Error

SHE

single event induced hard error

occurs when in a single event the radiation absorbed by the device is sufficient to cause
permanent stuck-bit in the device, and a hard error within the equipment
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Single word Multiple-bit Upset

SMU

occurs when the energy deposited in the silicon by a single ionising particle causes upset to
more than one bit in a single memory word

3.51
soft e

rror

also known as a single event upset and is the change of state of a latched logic state from
one to zero or vice-versa, it is non-destructive and can be rewritten or reset

3.52

soft fault

is at
logic

NOTE
does in
funcﬁo
with di
results
MTBF

3.53

Solar
during
neutrg

NOTE
spectrg

3.54

subsfitute componeng

comp
appro

NOTE
to or bd

3.55

3.56

syste
collec]
of airg

brm used at the aircraft function level that refers to the charactge
ell(s) state changes within digital hardware electronic circuitry

in the mistaken replacement of a component within the LRU, the e ould impact the value
f the LRU repaired.

Energetic Particle (SEP) event

these periods there is enh (protons, ions and

bnent used as ) ae uipment after the equipment design has

ved Q
In some contexts At e ponent” is used to describe a substitute component that is|

tter than” the orjg

fion 'of hardware and software elements that implement a specific aircraft function
raft'functions

Higital

U but it
to full
mented
ft fault
for the

some

ergetic

been

equal

or set

3.57
Total
TID

lonising Dose

cumulative radiation dose that goes into ionisation that is received by a device during a
specified period of time

3.58

validation
method of confirmation of component radiation tolerance by the equipment manufacturer,

when

there is no in-service data from prior use or radiation data from a test laboratory
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3.59

will

expresses a declaration of intent when used in the context of being compliant to this
document

4 Abbreviations used in the document

AC Advisory Circular

AIR Atmospheric lonizing Radiation

ARP Aerospace Recommended Practices

ASI Apptication Specific tntegratedCircuit
BIT Built-In Test

BPSG Borophosphosilicate glass

CECLC CENELEC Electronic Components Commj
CMQS Complimentary Metal Oxide Semicondus
COTp Commercial Off The Shelf

D-D Deuterium-Deuterium

DOE Department Of Energy (USA

DRAM Dynamic Random Access

DSP Digital Signal Processo

D-T '

DTS

E

ECMP

EDAC

EFIS

ESA

eV

FBW

FHA

FPGA

GCR

GeV

GLE round Level Event

GV Giga Volt (Rigidity unit)

HW Hardware

IBM International Business Machines

ICE Irradiation of Chip and Electronics

IECQ IEC Quality Assessment System for Electronic Components
IEEE Trans. Nucl. Sci. |IEEE Transactions on Nuclear Science
IGBT Insulated Gate Bipolar Transistor

IMA Integrated Modular Avionics

IUCF Indiana University Cyclotron Facility (USA)
JAN Joint Army Navy (USA Department of Defence)
JEDEC JEDEC Solid State Technology Association
JESD JEDEC Standard

JPL Jet Propulsion Laboratory

LET Linear Energy Transfer

LETth Linear Energy Transfer threshold

LRU Line Replaceable Unit
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MBU Multiple Bit Upset

MeV Mega electron Volt

MOSFET Metal Oxide Semiconductor Field Effect Transistor
MTBF Mean Time Between Failure

MTBUR Mean Time Between Unscheduled Removals
NASA National Aeronautical and Space Agency

PCN Product Change Notification

PSI Paul Scherrer Institute (Switzerland)

PSSA Preliminary System Safety Assessment

PW Putse-Width-Modttator

RADECS RADiations, Effets sur les Composants et Syste
RAM Random Access Memory

RvC Result of Voting (IEC)

SAFETI Systems and Airframe Failure Emulatip ion
SC Stacked Capacitance

SDRAM Synchronous Dynamic Random £

SEB Single Event Burn-out

SECDED Single Event Correction D¢

SEDR

SEE

SEFI

SEGR

SEL

SEP

SER

SET

SEU

SHE

SMU

SRAM

SSA m Safety Assessment

SSEEM S nted Secondary Electron Emission Monitor
SwW oftware

TIC rench Internal Capacitance

TID Total lonizing Dose

TRIUME Tri-University Meson Facility (Canada)

TSL Theodor Svedberg Laboratoriet (Sweden)

WNR Weapons Nuclear Research (Los Alamos USA)

5 Radiation environment of the atmosphere

5.1 Radiation generation

The atmosphere is penetrated by a flux of various charged and neutral particles that in
combination create a complex ionising radiation environment. These particles are created by
the interaction of the continuous stream of primary cosmic ray particles with the atoms in the
atmosphere (mainly nitrogen and oxygen), and so are called secondary cosmic rays. The
primary cosmic rays are usually referred to as the galactic cosmic rays (GCR), indicating that
their origins are beyond that of the solar system.


https://iecnorm.com/api/?name=7be2b0008b92ad7bb7664f5d94b2733d

-16 - TS 62396-1 © IEC:2006(E)

The galactic cosmic radiation is composed of atomic nuclei that have been completely ionised
(fully stripped of their electrons) and subsequently accelerated to very high energies. Galactic
cosmic rays consist of about 83 % protons, 16 % alpha particles and <2 % heavy ions
(particles with atomic number Z > 2). As the primary cosmic rays, mainly very high-energy
protons, bombard the atmosphere, they create a cascade of secondary, tertiary, etc. particles
from their interactions with the atoms of the atmosphere. Thus, for each primary cosmic ray
entering, many more secondary particles are created. At a very approximate level, the flux of
incoming primary cosmic rays at the top of the atmosphere is 3 particle/cm?2.s, and at aircraft
altitudes, the flux of all secondary particles is about 10 particle/cm2.s. The density of the
lowest portion of atmosphere is so high, that most of the flux of particles is absorbed, so that
at sea level the nominal flux of secondary particles is less than 0,1 particle/cm?2-s.

The flux of secondary particles is not uniform around the earth due to the gffest of the e|arth’s

magnetic field that is at right angles to the particle direction at the egua Cross

field ljnes at right angles at the equator and are bent away while & travel

parallel to the field and are not deflected. As a result the primary ble to

penetf with the

atomgq i

5.2

Some evices within ajrcraft

avioni wicés. These secondary

partic in a sensitive portiop of a

devicg to result in a malfunction of thé device 5 S at neutrons, protonjs and

pions

5.3

5.3.1

Neutr es that have been shown to be rainly

respo EUs) in memories and other devices on ajrcraft

since e neutrons as the main cause of the SEUp was

based

1) th d the
v

2) ndutron i < G i i ratory
and integkated with'tke n i i in-flight SEU
rafes

3) upsetra evel, due to secondary neutrons are proportional to rates at ajrcraft
alfitudes sFox the neutrons, as well as all of the secondary particles within the atmosphere,
th¢ variation ofthe particle flux with three parameters is most important, (energy, altitude
and 4atitude), for understanding the variation of the SEU rate.

5.3.2 Energy spectrum of atmospheric neutrons

The energy variation of the atmospheric neutrons is usually presented by plotting the
differential flux (flux per unit energy interval) as a function of energy, which is often called the
spectrum, see Figure 1. Monte Carlo generated spectra have produced the following fractions
<1 MeV 0,53; 1 to 10 MeV 0,2; >10 MeV 0,27. The fits quoted below may give slightly
different values. Measurements of the energy spectrum of the cosmic ray neutrons have been
made since the 1950s using a variety of techniques. In Figure 1 we plot four neutron spectra
at an altitude of approximately 40 000 feet (12,2 km). These include the original
measurements made by Hess in 1959 (Ref. 1)2, a calculation by Armstrong in 1973 (Ref. 2), a
fit to measurements by Hewitt et al at NASA in 1977 (Ref. 3) and the recent DOE
measurements by a fit to measurement by Goldhagen in an ER-2 aircraft during 1997 (Ref 4).

2 This refers to the bibliography.
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A fit tp the NASA Ames data (Energy (EDup s ¢ ad been used in the past has
been [modified for Energy > 300 MeV/ using the ecent measurements. The mddified
spectfum is given, with Energy in MeV,\as

<300 MeV n/cm2.s-MeV (1)

dN/dH = [0,346E-0.9
¢ E >300 MeV

It shquld be n i differential flux is integrated for Energy > 10 MeV, the
integrpted neutronfluxN r hour, which can be rounded up to 6 000 n/cm? per
hour. [This nominghk ] 7 flux 6 000 n/cm2 per hour at 40 000 feet (12, km)
and geographic 4ati be/treated as a typical in flight envelope and scalged for
differgnt aviopni i (forrexample, for altitude variation per 5.3.3 and for Idtitude
variatlon pée .3 i of 6 000 n/cm?2 per hour is conservative by a facfor of
approki 3 o the ER-2 measurements. At ground level the flux is
approkim 00 lower than at 40 000 feet (12,2 km), thus on the ground, the flux

for Engergy 0 n/cmZ2 per hour, (Ref 5) and this agrees with an indepengiently
derivdd calculation fohNew York City (Ref 6).

5.3.3 Altitude variation of atmospheric neutrons

The altitude variation of the atmospheric neutron derives from the competition between the
various production and removal processes that affect how the neutrons and the initiating
cosmic rays interact with the atmosphere. The result is a maximum in the flux at about
60 000 feet (18,3 km), called the Pfotzer maximum that can be seen in Figure 2. The Figure
compares the altitude variation of the 1 to 10 MeV neutron flux as given by two models as a
function of altitude. Of the two models, the simplified Boeing model was developed utilising
two sets of 1 to 10 MeV neutron flux measurements from balloons, and is based on a latitude
of 45°. (Refs. 7, 8). A much more rigorous approach was taken by NASA-Langley in
developing a model that is currently called AIR (Ref. 9). It utilised measurements made on
aircraft during the 1960s and 70s, and developed a model that gives the 1 to 10 MeV neutron
flux as a function of three parameters, the atmospheric depth (g/cm?2), vertical rigidity cut off
(GV) and solar weather conditions.
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Two models are also available for th 8 neutron flux as a fupction
of latltude, a simplified Boeing modeNand\the NA g AIR model. The simplified
Boeing model is based on measureme i aft during the 1960s, in particular| pole-
pole latitude surveys aboard a Boeing|707 ). The initial data was given as the
neutrgn flux as a function e ) f\Based on the observation in Figure 3
that the rigidity cut offs with latitude, the vertical cut offs| were
averaped over geographi i ch 5° in“geographical latitude. These contoufs are

evolving with time du

1 to 10 MeV neutran fiy
curve|of the 1
along|with a curve“frg

latitude variation O
geogrpphical lati

omagnetic field. This allowed the medsured
function of rigidity cut off, to be convertefd to a
a2 function of latitude. This is shown in Figlire 4,
NASA-Langley model, which was also converfed to
e of averaged vertical rigidity cut off as a functjon of
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5.3.5 Thermal:l:

Thermal neutrons ¢ sutrons that have scattered sufficiently to be in thermal
equilibrium with thej i 7 At ¥oom temperatures this leads to an average enefgy of
0,025|eV. The jo al neutrons inside the aircraft are created by the

interagtion of i turé and all of its contents with the higher energy neditrons
within| the a . D neutrons can be significant because they have a very high
probapilityof i i ith ¢ertain isotopes, such as boron 10 (B10), and boron is present
in miqro i ain areas, as a p dopant, and in some forms of the glassiyation
layer,|for e s-byrophOsphosilicate glass. Thus, a 0,025 eV neutron interacting with g B10
atom [eads to.iwo chgrged particles in a device with a combined 2,3 MeV of energy; |f this
energly isdepositedwithin the sensitive volume of a microelectronic device, it can lead to a
single] event upset (SEU).

To date, only one study has attempted to calculate the thermal neutron flux within an
aeroplane (Ref. 12). The hydrogenous materials within an aeroplane, the fuel, the passengers
and crew and the baggage, all serve to thermalise the higher energy neutrons. An entire large
commercial airliner was modelled in terms of 20 sub-volumes, some extremely large. Even
with this crude model the calculations were very useful, showing that at the several locations
within the aeroplane that were reported upon, the thermal neutron flux was about a factor of
10 higher than it is just outside the aeroplane. Based on the few measurements and
calculations available a nominal flux of 1 cm=2 s=1 for Energy < 1 eV appears to be suitable
for calculations of the SEU rate due to thermal neutrons. The number of measurements of
SEU cross sections in devices induced by thermal neutrons is very limited see 8.3.3.
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5.4 Secondary protons

Charged particles have also been measured in the atmosphere, most of which are, like the
neutrons, cosmic ray secondaries, from the interaction of the primary cosmic rays with the
oxygen (O) and nitrogen (N) nuclei in the air. The secondary protons can cause single event
effects in electronics in a manner very similar to that of the neutrons. The distribution of
secondary protons is similar to that of neutrons, especially with respect to energy and altitude.
The energy spectrum of the atmospheric protons is similar to that of the neutrons, as seen in
Figure 5, which contains proton measurements at two mountain tops (US and Russia, Refs.
13 and 14) and from one balloon experiment (Ref. 14). The mountain-top data indicate a
peaking in the differential proton flux at about 200 to 300 MeV. Figure 5 shows that for
energies up to about 500 MeV, the secondary protons in the atmosphere are about 20 to 30 %
of the flux of the neutrons, but at higher energies the proton and atron fluxes are
compdarable. Measurements have shown that for secondary protons |
(100 § Energy < 750 MeV), the variation with altitude is very similar
(Ref. [15), i.e., there is a maximum at ~80 g/cm2 (55 000 fee

purpopes of calculating SEE rates in the atmosphere, sine
the gquggested flux of 6 000 n/cm2 per hour (Ene
contribution of the protons to the SEE rate can be gbnsi
neutrgn-induced SEE rate.
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Figure 5 — Energy spectrum of protons within the atmosphere

5.5 Other particles

The other charged particle secondary cosmic ray within the atmosphere that can induce single
event effects in electronics is the pion (there are both positively and negatively charged
pions). However, in the atmosphere at aircraft altitudes, the pion flux is only a small fraction
of the neutron and proton flux. For energies <1 GeV, the pion/proton (n/p) ratio is estimated to
be ~0,1, and it applies at both aircraft altitudes, 500 g/cm?2 (20 000 feet (6,1 km)), as well as
ground level (Ref. 16). At 40 000 feet (12,2 km) and at an energy of 1 GeV, the differential
pion flux has been calculated to be ~1/30 that of the neutrons and protons (the differential
neutron and proton fluxes are about equal), and at 100 MeV, the differential pion flux is
~1/100 that of the neutron flux (Ref. 17). Thus, the flux of pions in the atmosphere is so small
(<1 %) compared to that of the neutrons, that they can be ignored for purposes of effects on
electronics.
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Electrons and gamma rays are also produced as secondary cosmic radiation in the
atmosphere. Although these particles do not have a high enough dE/dx (energy deposition per
path length) in silicon to cause single event effects in electronics, they do deposit ionising
dose in the electronics. In general terms, the fluxes of high energy electrons and gamma rays
are roughly comparable to those of the atmospheric neutrons.

There are also a very small percentage of heavy ions, i.e., primary cosmic rays and their
secondary fragments, in the atmosphere that survive the passage through the hundreds of
g/cm? of atmosphere. However their flux is very low. Therefore, heavy ions in the atmosphere
can be generally ignored as a potential threat to electronics, although for the case of very
high altitudes it is possible that some heavy ions may be encountered. Only for altitudes
greater_than 60 000 feet (18,3 km), may additional consideration need to be given for the
effects of heavy ions (Refs. 18, 19), for the effects from primary cospaie~rays and| their
secondary fragments.

5.6 |Solar enhancements

Solar |activity follows an approximately 11 year cycle, during whi ige N S igds of
heighfened activity (approximately the middle 6 years) and.Jessenedyacti\i imately
the finst 2,5 years and last 2,5 years). During the entire N lity of
eruptipns on the sun, such as solar flares or coronal rgetic
particles being emitted.

In gerjeral, these solar energetic particles have |gss enetg [ i $. The
first particles reach the Earth in a mafte bveral
hours|to days. They interact with the imilar

way tp galactic cosmic rays but their 10 QNB ; eeper

altitude and latitude profiles. For a fey gh to
give gnhanced secondary fluxes at airg level
eventg or GLEs).

The ephanced secondg round
by thd worldwide netwpr [ | detectors (continually tracking the variation of
the cosmic ray enw 3 g by instruments aboard aircraft (Refs. 2D and
21). The SEP e \ spkeric neutron flux, relative to the background flux
(>10 MeV) of 6 000 s/cm34 S .2, has been calculated for a number of wors{-case
scengfrios. These S¢s depe dent on the particle spectra from specific solal flare
event$, the altltue 3 igid cut-off. For the September 1989 flare, the enhancg¢ment
factorp g0Q_fe are 50 and 33 for rigidities of 0,1 and 5 GV respectively, and at
an altjtude of 56 O ) fes m) the factors increase by a factor of 2,5. With the February

1956 [fla e Incoming particle spectrum is less well characterized, the
enharjcem ) bout a factor of 6 larger. Thus extreme SEE rates could ocfur in
the high lati Qns™(R < 1 GV) during worst case flares that could be as high as 300 at
39 00D feet (12 .

This qudden increase in neutron flux leads to a SEE rate enhancement, which lasts for{short
periOLo (4 to—12 h), g most plunuunbcu' at iligil tatitudes:

6 Effects of atmospheric radiation on avionics
6.1 Types of radiation effects

The ionising radiation environment in the atmosphere, and therefore within an aircraft, can
cause a variety of effects on the electronics used in avionics. Three basic types of radiation
effects on electronics are dealt with in this clause, single event effects, total ionising dose and
displacement damage. It is shown that some single event effects have an impact on the
avionics but that total ionising dose and displacement damage are not of concern. Thus, the
main focus is on single event effects in avionics. Single Event Effects is a generic term and
encompasses all of the potential effects on the electronics caused by the interaction of a
single element of radiation, in the case of Atmospheric Radiation this is secondary neutron.
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Out of the many types of particles resulting from cosmic rays cascading through the earth’s
atmosphere reaching sea level, neutrons are the most significant in causing electronic circuit
problems.

6.2 Single event effects

6.2.1 General

All single event effects (SEE) are caused by the deposition of energy within a microelectronic
device by a single particle that interacts with the device. The energy deposition, which occurs
either dlrectly or |nd|rectly, Ieads to charge belng coIIected When the mcommg particle is

partic '
the LET, Linear Energy Transfer, energy/path length), the more likely t at he based
is sufficient to cause an effect. When the single particle is neutraft] 's S n, the
particle first has to have a nuclear interaction with an atom within © bi rea of
the device. This creates recoiling atoms, called recoils, gy that is
deposgited (indirectly) into the surrounding silicon atoms.

A pro wn to
cause iclear
reacti e£nergy would interact.

Thus hrough nuclear readtions.
Based >100 MeV, protong and
neutrg S ), a flip in the logic |state,
in ele¢ i i . This i S S cti d hence, atmospheric neltrons
are as

In avipnics, si ) erved in electronic devices used in ajrcraft
since e existing literature it has been $ingle

Event e’been recorded. Most if not all of the Upsets

have been attributed te trons. As the size of the total number of bits|in an
aircraft that are@ incréased geometrically over the last decade [more
bits/device, greatevrfuf i 5 need for more memory), the number of SEUs |being
induced has simila ~ HOwewveér, there is not a great deal of documented evigence
of thepe in-flight i

yd correction schemes is routinely used in avionics, but[since
nete is little interest in recording the errors that are detected and

b) the¢ occ heése errors is considered proprietary information, hence it is frarely
coflectedyand.eveh less often analysed and

c) mosterror correction schemes look for errors only in memory that is being utilised, hence
bif fips in unused memory will always be ignored.

6.2.2 Single Event Upset (SEU)

Single event upset (SEU) is the most common type of a single event effect. SEU is caused by
the deposition of charge in a device by a single particle that is sufficient to change the logic
state of a single bit from one binary state to the other. Single bit upsets are sometimes called
soft errors because they are readily corrected by reinitialising the bits. Devices susceptible to
SEUs generally have been memory bits, register bits or latches. Random access memories
are generally the most susceptible devices to SEU because they contain the largest number
of memory bits. However due to the large number of volatile memory bits contained within
microprocessor cached memories and registers, microcontrollers, ASICs and field
programmable gate arrays (FPGAs) are also vulnerable. SEU susceptibility increases as the
applied supply voltage decreases.
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More recently the potential for SEU due to thermal neutrons has been observed in high
density complex devices that have very small feature size and a low critical charge for upset.
Thermal neutrons are produced when the high energy secondary neutrons interact with the
aircraft structure, in particular the hydrogenous materials for example baggage, passengers
and fuel. The thermal neutron flux within the aircraft may be about 2 times that of the high
energy neutrons at some locations. A thermal neutron SEU cross-section comparable to that
of the high energy secondary neutrons was observed during the SEU testing of SRAMs by
several different groups, reference 8.3.3. These devices have a thermal neutron cross-section
because they contain boron 10. The comparatively high thermal neutron flux associated with
the aircraft environment means that for devices that contain boron 10 in any percentage,
consideration shall be given to the thermal neutron flux, for further details refer to Annex A.

6.2.3 Multiple Bit Upset (MBU)

Some| memory devices are also susceptible to Multiple Bit Upset, than
one hit is upset. In general, multiple bit upsets involve more 3 ¢ |word.
Howeper, with MBU, energetic particles may also upset two or.more Xi > = lword,
deperlding on the physical arrangement and size and distributign of\the ithin a
devicg. This type of event can have a large system impact bg iti table.
Genetrally, the MBU rate is at most 1 to 2 % of the SEU rat - : i more
susceptible to MBU than others, even if they have sim {es action
incregses with incident particle energy and has beenrobserved to otons
on 16|Mega bit DRAMs. Multiplicities up to 4 have béen (observed fo ’ i en for
ions (Refs. 25 and 26).

6.2.4 Single Effect Transients (S

An SBU-related event in some devices/that Iea ) i i hsient
(SET)[which a device may interpret as\a ne i i i irious
signals or voltages, indugcéd\by th gates
through the circuit path d ing "¢ . e pating
to a [atch and beco i K i anted
respopse ¢ pf the
circuif. Initially h as
comparators an vices.
Most [SET tests have b \ 45ing beams of heavy ions, but SET has also|been
induced in lineg pvices_\with high-energy proton beams (Refs. 27, 28), hence the
atmogpheric n ; ig’kind of effect.

6.2.5

Singlg eve is a regenerative current flow condition in which a parasitic ntp-n-p
pathway in a(silicon evice is turned on by the deposition of charge from a single particle.
SEL Has generally~heén a concern in bulk CMOS devices, but it has also been seen in ¢MOS

devicgs with relatively thick (>10 uym) epitaxial layers. The regenerative circuit provides a path
for lafgecurrent flow and can often lead to destructive breakdown. Even if the breakdown
does not occur, the latched path will persist until power is removed from the device, so power
shall be recycled to restore normal operation. Beginning in 1992, a small number of CMOS
devices have been shown to be susceptible to proton and neutron-induced latch-up (Refs. 29,
30). SEL susceptibility decreases as the applied voltage decreases, and increases as the
device temperature increases. In addition, on very rare occasions, other single event induced
mechanisms have been observed which can lead to a high current condition in a device that
could lead to its destruction. One such example is a driver contention mechanism in one type
of FPGA (Ref. 31) and other specialized mechanisms have been observed to impact bipolar
devices (Refs. 32, 33).
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6.2.6 Single Event Functional Interrupt (SEFI)

Single event functional interrupt (SEFI) refers to a SEU in a device, usually a complex device,
for example, a microprocessor, such that a control path is corrupted, leading the part to cease
to function properly. This effect has sometimes been referred to as lockup, indicating that the
part has been put into a “frozen” state. Generally, SEFI is brought about by a SEU in a critical
bit, such as a bit that controls important downstream operations. Examples of such bits are
program counters, special function registers, control, timing and mode registers in DRAMs
and even built-in test (BIT) bits utilised by the device vendor only for pre-screen testing. In
some devices such as DRAMs (Ref. 34) and FPGAs (Ref. 35), a SEFI can lead to an increase

in the supply current which is similar to the effect of a single event latch-up, but proceeds via
a diffgrentrmechanism-

6.2.7 Single Event Burnout (SEB)

Devicgs such as N-channel power MOSFETSs, Insulated Gate Bipol8 i s{GB%g) and
bipolar power transistors and diodes, which have large applie ltagexbiases™and high
internpl electric fields, are susceptible to single event induced j:ation
of the| source-body-drain region by the charge deposited b ias the

thin bpdy region under the source. If the terminal bias applied tethegiain e ceeds the local
breakown voltage of the parasitic bipolar, the s S i d pulse inftiates

avalapching in the drain depletion region that ev S estructive burngut. In
comn{ercial N-channel power MOSFETSs, this effectica e$ of the drain voltage,
Vs | [ 3 s from radiation testing in

a hea hich the MOSFET gan be
opera ion. Energetic neutrons and
protor FETs (Ref. 36). In all cases, the

thresh s for heavy ions. SEB is precluded by

operati ons and protons as determinged by
radiat 6 es, 1 ith, a rated V4, of >400 V, tests at ground
level ) i éd destructive failures that are congistent

with r on's (Ref. 37). Since the atmospheric ngutron
flux lgvel at aircraft altifud&s i N 100 _times greater than at ground level, the pofential
for SHB in high u@o devi i iORjCS\ [ .

6.2.8

Both er MOSFETs are subject to single event gate rypture
(SEGR). i ed via the transient plasma filament created by a heayy ion
track OIN| ~ SFET through the thin gate oxide region. As a result of this ion
track [fite 3 localised increase in the oxide field which can cause |oxide
break d gate leakage and finally to gate rupture. With MOSFETSs, ground
level i igh \oltage devices (Ref. 37) has shown that in some of the devicgs the
failurg was due to>SEGR, rather than SEB. Thus the high energy atmospheric neutrorjs are
able tp induce SEGR in some high voltage MOSFETs.

A related effect that has been seen in devices such as field programmable gate arrays
(FPGA) is single event dielectric rupture (SEDR) in which a thin dielectric is ruptured by
heavy ions with very high LET. Testing to date has shown that the dielectrics are ruptured
only by heavy ions with very high LETs, and not by energetic neutrons or protons.

6.2.9 Single event induced Hard Error (SHE)

It has long been known that heavy ions are able to cause "stuck bits" in SRAMs. These
events are sometimes referred to as single hard errors (SHE). These hard errors are due to
very localised total dose effects, caused by a few ions impinging on the gate oxide of
sensitive transistors. Stuck bits are significant because they can invalidate the most common
form of error detection and correction, EDAC, called SECDED, single error correct, double
error detect. Stuck bits are not corrected by EDAC so they persist. If a word contains a stuck
bit, a single SEU in another bit in that word at any time in produces an observable error.
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In the early occurrences of these hard errors, they were caused only by heavy ions with high
LET. More recently the first occurrence of SHE by protons in a laboratory test was published,
indicating that in newer devices (in this case a 64 Mbit DRAM, Ref. 38), protons, and hence
atmospheric neutrons, are capable of inducing stuck bits.

6.3 Total lonising Dose (TID)

Total lonising Dose (TID) effects refer to the cumulative effect of ionisation (charge build-up)
in an IC device leading to a gradual degradation of electrical parameters. When a MOS (metal
oxide-semiconductor) device is exposed to ionising radiation, electron-hole pairs are created
throughout the oxide that induce the build-up of charge which leads to device degradation.
The : . e . ; . . nd of
interfgce-trap charge in the interface between the silicon and the silic ioxide~ [Large

concentrations of oxide-trap charge cause increased leakage currentli ice. Large
concentrations of interface-trap charge increase the threshold stors,
degrafding the timing parameters of a device. Similar effects aré ipolar
devicgs

Baseqd past
20 ye n the
minim br the
vast e TID
thresh ing 1000 cGy as the
minim R e means that a wors{ case
minim Y avi 'd hég apsorb is 500 cGy before TID
effect '\ vjonic

lonising dose is contributed by all (of joR _paftjcles that constitute the radiation
envirg otoris, electrons, photons, etc. Based on
meas grcialaj . , the maximum dose rate from all jof the
particles is ~70 nGy ' hour or ~4 microgray per hour). For a

nominal 100 000 flight he 0-CGy of dose over that lifetime, which|is an
order Jof magnitude _lower tha TID threshold of 500 cGy. For aircraft at higher
altitudes for ex 3 e dose rate doubles to 8 microgray per hoyr with

) ight\houys of 80 cGy well below the TID threshold. However

tivevand any dose from other sources should also be

a maximum dose gvge
the td

An up|
an x-fa
may 0
consistent with~the
inspeg¢tion system
avionics.

e’ maximum dose that an electronics device might receive from
villigray. This is extrapolated from the maximum dose that opjects
machines used to inspect luggage (10 microgray, and ig also
approximate range of doses known to be received from commercial| x-ray
00 to 500 microgray). Thus, TID effects are not generally an isstie for

Mechanical X-ray and gamma ray inspection is carried out on certain parts of the airframe to
demonstrate structural integrity. The radiation doses delivered by this type of inspection may
be higher than that from the luggage inspection machines. Where such inspections are
carried out if the cumulative dose received by any localised avionics electronic equipment
over its lifetime in service potentially exceeds 50 cGy then consideration shall be given to
removing the electronic equipment before the radiation inspection is carried out. Examples of
such equipment include wing and engine mounted electronics.
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6.4 Displacement damage

Still another kind of effect that ionising radiation can induce in microelectronic devices is
displacement damage. This is also a cumulative effect, but in this case it refers to atoms that
are displaced out of their lattice. When a sufficient number of atoms are displaced, the device
no longer functions normally. This effect is primarily due to the heavier particles, neutrons and
protons, since lighter particles, such as electrons and gamma rays, are much less effective in
knocking atoms out of their lattice.

Based on previous experience of testing dozens of parts for displacement damage, an
effective lower bound on the minimum neutron fluence that causes a device to operate out of

fractig
potential for causing displacement damage in devices is greater tha
The NIEL (non-ionising energy loss) function has been calculated
such ps silicon and GaAs as a function of energy, and the

measlire for the potential of a material to undergo displace
for siljcon by neutrons as a function of energy, it is cons

energ bment
dama

At airg V) is
8x103 5, this
results i bound

ges of
ce of
still a

equivilence between the higher energ
displacement damage, this fluence
2,4x1p% n/cm2. This uppe

factor sitive
devicT . on a
minim

7 Guidance fo

7.1

Methg 3 in the
acconmyodation o tronic
comp F ffects
which od of
assespi pact of such effects is identical to that used to assess other pofential

hazarfs ,associated” with an electronic avionics product. Figure 6 contains a flow |chart
showihg<this process at a high level. The flowchart is consistent with the aerogspace
recommended practices contained N ARPZ754 (Certification Considerations jor Highly-
Integrated or Complex Aircraft Systems) and ARP4761 (Guidelines and Methods for
Conducting the Safety Assessment Process on Civil Airborne Systems and Equipment). In
addition to the ARPs, quantitative requirements for the availability of aircraft functions are
provided in AC23.1309-1C and AC25.1309-1A.
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Allocation of aircraft functions Functional hazard analysis
to systems P> _ |dentify functional hazard classes

i

Development of system
architecture

i

Allocation of system
requirements to hardware
and software

System safety assessment

System i ntation

> - Verify system meets safety requirements

< Sys em safety assessment process

The flrst ste in tp process is to allocate the aircraft level functions to sygtems
which these functions. As part of this development phase, each of the systems

is ass ehati 0 patential hazards, which could impact aircraft safety, by usg of a
Funct Ma ySis (FHA). The FHA assesses all hazards against a set of hazard
classe imi Y & classes shown in Table 1. In addition to identification of tog-level
syste e This
classification is set equal to the hlghest crltlcallty hazards associated W|th each functlon SEE
does ho g hodes

can cause the same effects As a result SEE does not need to be mcIuded as a separate
hazard within the FHA.

System development assurance levels refer to processes used during system development
(design, implementation, verification/certification, production, etc.). It was deemed necessary
to focus on the development processes for systems based upon 'highly-integrated' or
'‘complex' (whose safety cannot be shown solely by test and whose logic is difficult to
comprehend without the aid of analytical tools) elements (primarily digital electronic
components and software).
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Development assurance activities support system development processes. Systems and items
are assigned "development assurance levels" based on failure condition classifications
associated with aircraft-level functions implemented in the systems and items. The rigor and
discipline needed in performing the activities supporting development processes will vary
corresponding to the assigned development assurance level and should be tailored
accordingly.

Systems that implement aircraft functions are classified by the failure effects of the functions
they implement. Table 1 provides a cross-reference between functional failure effects and the
classification of systems that implement the corresponding function.

Table 1 — Nomenclature cross reference

Functional failure condition classification

(AC 23.1309-1C, AC 25.1309-1A
and ARP4754)

System development a uran
(ARP4754

Catastrophic

>

Severe major/hazardous

Major

Minor

No Effect

During the development of the syste nts to
hardware and software, a Preliminary S . The
purpoge of the PSSA is to evaluate th Eness
of the architecture to meet the sys PSSA
considlers the intended syste lly or
in combination, can lead évents identified in the FHA. Sincg SEE
would| not introduce i ould

versug hard fa
considered sinc
landing. Since PSS

architgctural mitigation

higher during cruise than during take-off and
architecture mitigation measures, it will identify any

During the ion phase the design is completed and verified. The System
Safety S 3 is pe€rformed to verify and document that the system, as designed
and Huig, cI| with \the safety requirements. Thus, all applicable SEE rates will be
included i e SHA)
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SEE
(All events)

Hard faults Firm faults Soft faults SYSTEM
e.g. SEB, SEGR, SEF], loss of configuration, e.g. SEU, SET, LEVEL
destructive SEL, non-destructive SEL, etc. etc.

etc.
7 7 N\

Soft effect
May affect
No fault found

Hard effect Hard effect
May affect MTBF until power cycled —
availability timing
May affect MTBF

LRU
LEVEL

\ay\\) N)‘m)
\k effect MFEUR

EE i relation to system and LRU effect

7.2

Becal de both malfunction and loss of function, the implemenitation
of son ly require system architectures with some degree of equipment
monit g G . The degree of redundancy is dictated by equipment component
failurg include SEE failure/fault rates an indication of the impact of SEE is
given|in Fi . Singe the neutron interaction events that result in SEE are stochastic and
relatiy tially adverse safety effects would be confined to Level A, B|or C
systems_For Level D and E systems, the impact of SEE would primarily affect economids and

custo

For Level A, B and C systems the SEE rates shall include single event effects that result in
both soft errors and hard errors. Soft errors are defined as those that are easily recovered
from, usually by a rebooting of the system, or even recycling power. The non-destructive SEE
effects that comprise soft errors include SEU, MBU, SET and SEFI (most of the time). Hard
errors are those that cannot easily be recovered from by a rebooting of the system. They can
be brought about by destructive damage to a device or by a soft error being propagated within
a system that results in the standard boot-up not being available. The destructive SEE effects
that constitute hard errors include SEL, SHE, SEB, SEGR and on occasion SEFI. In those few
devices that are susceptible to destructive SEE effects by high-energy neutrons, such as SHE
and SEL, the SEE rates in avionics (see 8.2.3 and 8.2.4) will be much larger than the rates of
hard failures in those devices due to mechanical mechanisms, which are generally in the
range of 100 to 1000 FITs (1x1076 to 1x10~7 Failure/device-hour, Ref. 41) for avionics.
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The SEU rates for individual devices may be obtained from a variety of data sources, and the
two main approaches that can be utilized for these are discussed in Clause B.3 and Clause
B.4. The approach described in Clause B.2, exposing an LRU or circuit board to a proton or
neutron beam, provides more information as to how potential SEEs in devices affect the
subsystem, but few such tests have been carried out. Very few devices have been
documented to be susceptible to destructive SEE effects, primarily SEL, by high-energy
neutrons or protons, but only a limited number of devices have been tested in such beams in
the first place. However, actual in-flight experience of devices used in avionics boxes could
be utilized to demonstrate the lack of susceptibility to destructive SEE mechanisms, although
this has not been done formally to date.

Equippment—redundancy—along—with—other—mitigating—arehitesture—measures—would—ip turn
translpte to requirements for acceptable SEE rates. For a single system j entatiop of a
particplar aircraft function, objectives should revolve around acceptgble equipwgent failure
rates [that include SEE rates. Architectural considerations, equipmerff _design\or onent
selecfion mitigates the impact of failure rates (including SEE & ctt The
discipline and rigor required in the system design for and verjfication\ofgiitigati fault
effectp is dependent on the system development assurance lev

Separfate error rates are required for soft errors and hard 5 % i n the
overall equipment impact of these errors/faults. For exe 3, SO / te an
equipment fault if an automatic or crew initiated re is turn Yhe equipment fo full
operation. The discipline and rigor associated wijth S etermingtion could rangg from
charagterisation of the actual SEE rate for a sc:|f| C efermination of similarity to
a clags of devices with a known SEK rats \ i nction
failurg effect of Catastrophic) system should\ be ified_with / i .4.2) than
that impacting a Level B (function failyre S i . |n like
manner, a SEE rate impacting a Leve B S ifi i igof (see
7.4.3)[than those impacting S g 7.4. i Level
E (No|Effect) systems (se

For thle purpose of this Trable
for expmple by reset anent
and oply recove

7.3 |Hardware ¢

SEU frates aré™a_part uI i igi i . o the
charagteristic, of In 2 ; , i rcuits
(memprj€s, xegisters,-etc\that are fundamental building blocks of digital hardware.

Extreme sola iti ithi ingrease
the oyerall.-atmospheric neutron flux without direct warning. Therefore for Levels A, B and C
systems-a.scaling factor for solar enhancement of the high-energy neutron flux shoyld be
appligd\(s€e 5.6).

Using the safety assessment process and given a failure/fault rate, for each type of SEE, the
system architectures can be provided to achieve robust operation in a potentially fault
producing environment. System architectural features, such as redundancy, monitoring, error
correction, or partitioning, can be useful in mitigating the effects of an equipment fault on the
system operation and reducing the probability of a system hazard. Redundancy is a technique
for providing multiple implementations of a function — either as multiple items, or multiple
lanes within an item. It assumes that a hard error/fault (SEE induced, etc) impacting one
element of the system implementing a function is independent of such a fault impacting the
redundant system element. Monitoring for and accommodation of an equipment fault effect is
a useful technique to minimise the impact of any such effects.
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If various functions are provided by Integrated Modular Avionics (IMA) technology, the
determination of the development assurance level shall include the effects of the
simultaneous loss and/or malfunction of all of the functions that the IMA system provides. The
rigor and discipline associated with the highest system development assurance level would
typically be applied to the hardware associated with the IMA computing platform.

7.4 Parts characterisation and control
7.41 Rigour and discipline

The rigour and discipline needed in characterising parts SEE rates and in parts control will

Vary cbl.,Ulu'illg iU “IU dUVUiUPIIIUIIi dooUulalrice iCVUi dlluI bilUuid IUU idiiUlUd dbbUlUlillgiy.

7.4.2 Level A systems

7.4.21 Characterisation

Level [A systems are categorised into two groups. One group iRvolves ich the

pilot Will not be part of the operational loop. These are clagsified as _Lewel tems,

for example, FBW, etc.

The decond group involves functions for which t ihs i rough

pilot/gystem information exchange. These are defin v s, for

example, EFIS, etc.

NOTE 8 trophic

event than Level A Type Il system failures and malunctigns® e 4 gorous

complignce method for Type | systems than for fype Il sys 8

7.4.2.p Level A Type

This @ssurance level roach

(inclugling SEE raje charaef btable

functipn perfor iry Id be

emplgyed:

e SEE rates in ecific
pdrts used, in by exposure to a suitable simulation facility. An example of @ high
fidelity a Qri environment simulation is the Los Alamos WNR see 8.33 and
Annex.C. ¢ is\ethod is approximately a factor of 2 on the event rate.

e S € components may also be derived from proton testing on the
sgecific edNiri the design by exposure to high energy (greater than 100|MeV)
prpton beam ge 8.3.3, Clause B.2 and Annex C). Accuracy of this methjod is
apgproximately a~factor of 3 on the event rate.

o At|[system level “in-the-loop” type of SEE testing of avionics equipment or systems mjay be

used as described in Clause B.1. Accuracy of this method is approximately a factor of 2 to
3 on the event rate dependent on particle beam used.

e Where such data is not available or testing is impractical then the methods of 7.4.2.3 may
be used to derive event rates, however a suitable minimum factor in event rates over
values calculated by these methods shall be applied.

These types of systems require the most robust parts performance and device technology
controls. Technology controls shall be in place to monitor device supplier changes that could
impact SEE failure/fault rates.
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7.4.2.3 Level A Type ll

SEE rates should be based on either:

a) Level A Type | rigour/discipline or

b) less rigorous/disciplined approach using one of the following methods:

The use of proprietary information and data applicable to SEE for example silicon on
insulator and established thin radiation tolerant epitaxial layer to prevent latch up, and

non contiguous memory to avoid MBU (Accuracy approximately factor of 2 on event
rate).
- illdd;dt;ull Uf ;Ildiv;dudi dViUllibb cquiplllcni itblllb bUIItdillilly d valiciy Uf pUtU |t|a“y
susceptible parts as described in Clause B.2.
— | Any of the following SEE engineering tools that shall be app iation
effects experts:
1)] Use of heavy ion SEE data processed using an analyticg utron
SEE data (see Clause B.3). Accuracy is approximately rate.
2)| Use of neutron/proton SEE data on specific part type hcy is
approximately a factor of 10 on event rate
3)| Use of generic SEE data based on comonent technhology and type¢ (for
example CMOS SRAM); (see Clause B.4) i SEE
data for the parts. Accuracy is approxima cause
this is an inherently conservatiyé
4)| Use of component SEE testing been
calibrated using a reference deyi RAM)
and similar technology and feafure ibfration
devices is approximately a factoy of
Thesq types of systems ire] varts performance and device technology
contrqls. Technology N monitor device supplier changes that|could
impagt SEE failurg/faul
7.4.3
SEE rates should be\bs
a) Level A rigouridiscipline
b) SEE faitu traceable to SEE tests on similar parts using test results from non-
ngutroq te Ng:fae .
Thesq types.of systems require moderate parts and technology control with pdriodic
assurances that no stpplier changes could impact SEE failure/fault rates.

7.4.4

Ceverc

SEE rates should be based on either:

a) Level B rigour/discipline or

b) SEE failure/fault rates traceable to testing results via a SEE failure/fault rate model (use of
an average SEE error rate for all potentially sensitive components — in these instances,
the SEE error rate may be high for some components and low for others but the overall

€q

uipment error rate can be expected to be acceptable — see Clause B.4).

These types of systems use normal parts control and change notification practices. Changes
shall be reviewed for potential impact on SEE failure/fault rates. The impact of a part change
will be tracked by product (identify trends indicating major increases in failure/fault rates).
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7.4.5 Levels D and E
These types of systems use of normal parts control and change notification practices. No

additional screening for the effects of atmospheric radiation is required unless specifically
requested by the customer.

8 Determination of avionics single event effects rates

8.1 Main single event effects

Many microelectronic devices are susceptible to single event effects in avionics at aircraft
altituj:es, and there are many different ways of dealing with the phenomenpa=~First, it shall be

recoghised that even though Clause 6 lists many different kinds of single eveqt_é&ffecgts, in

almost all cases for devices available at the beginning of the 21st main
effectp that need to be dealt with are SEU, MBU and SEFI. This n the
future Lirther
advan single
event , SEL
prese 3 SEL
due t¢ the atmospheric neutrons, a few parts are susc S tutron
SELr Mo i

The ke c = rate
of an LRU, which usually is taken as t S i used
in the :

SEE rate = atmospheric neutron flux ( F i ice)

A number of different app 3 15, i tronic

boardp within it while expo ' i , lating
rates pased on data for the static S e i

The SEE respo@o of particles is characterised as the SEE |cross
section, which is the onts divided by the fluence of particles (p/cm2; the particle
flux in ime) to which the device was exposed. Thus the |cross
section is gi i ' v2/device or cm?2/bit.

8.2 ingle\e offet with lower event rates
8.2.1 i EventBurnout (SEB) and Single Event Gate Rupture (SEGR)

Singlg event-burhqut fSEB) and single event gate rupture (SEGR) apply only to deviceg such
as pqwer., MOSFETs and IGBTs. As discussed in Clause 6, energetic neutrons ip the

atmogphére can induce SEB and SEGR in power MOSFETs, but there is an additional
|mporlan[ device parameter INVolved, Fpg, the dram-source voltage (FVgg, the gate source

voltage plays a minor role). Power MOSFETS are generally operated at a derated condition,
i.e., operated at a Vpg that is lower than the rated V4 of the device. A large number of power
MOSFETs have undergone laboratory testing with beams of heavy ions for SEB and/or SEGR,
and these have identified the value of Vg (passing Vpg) at which no SEB or SEGR occurs.
Similarly, a smaller number of power MOSFETs have been tested with beams of protons and
energetic neutrons for SEB, and the results of these, the passing Vg values, have been
tabulated (Refs. 42, 43, 44). The proton/neutron passing V4, is higher than the heavy ion
passing Vpg. From these results we can generalise that, based on those devices that were
tested, atmospheric neutrons can induce SEB in power MOSFETSs rated at 400 V and above.
However, if the devices are operated at a Vg of <300 V, the probability of an SEB will be low
enough that SEB should not be a concern. For voltages >300 V, the SEB cross section is
needed in order to calculate the SEB rate, and this cross section can be obtained only from
high energy proton/neutron SEB tests, such as those in (Refs. 45, 46, 47).
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There is evidence that high voltage electronics has been affected by secondary neutrons at
sea level. As indicated in references 37 and 42, the instances in which high power electronics
have failed on the ground are all attributable to the cosmic ray neutrons.

8.2.2 Single Event Transient (SET)

Single event transient (SET) responses have been measured in a number of devices with
heavy ions, but in only three different types of devices using proton beams, a comparator
(Ref. 28), analogue to digital converter (Ref. 48) and a pulse width modulator (PWM) (Ref.
27). The ability of a circuit to tolerate a SET is highly dependent on the specific application.
Nevertheless, the calculated SET rates for these three types of devices at aircraft altitudes

consMeung_M&mmaLmumﬂuuseﬁM_mMpme&uTg the
kind gof effects that could be induced, and providing an upper bound on/their_probability of
occurfence. For the PWM, SETs led to changes in the waveform output 0 the deweeywhich is
usuall were
consigered small events, and they have an upper bound rate of 4x105%\eveht/deyvicenhpur at
aircra 3 ate of
1x107] MS in
durati 25 mVv
input,[the proton results lead to an upper bound SET rate 1 jrcraft
altitudes, and with a —12,5 mV input, the proton resu | rate
2x107P event/device-hour at aircraft altitudes.

8.2.3 Single event Hard Error (SHE

For single event hard error (SHE), a 84 Mbj : a i igh-elnergy
protor f a for
estim at all
clear fthat other large SDRAMs will also e U ibili i gds the
SDRAM that was tested(Newver c i jreraft
altitudes is helpful in providi ‘ ~ ili rrors.
Using| this proton data ‘ . bUr is
obtained at aircraft a n the
assunpption that i

8.2.4 i

Many have
also 4 S to be
susceptip om\the protons and neutrons. References 49 and 50 contain a few of
these gve SEL induced by protons and neutrons and their SEL |cross
sectio two one or more new devices are identified by SEE researchers as
susceptible to\p EL (Ref. 51)

One gdppfoach that may be useful is to provide an upper bound rate based on the devicg with

the highestprobabitity of Traving-SEE(RefsT29anmd—50)mduced by atmospheric meutrons at
aircraft altitudes. References 49 and 50 list a total of seven devices with proton SEL cross
sections, and the two highest have SEL cross sections of 4,5x10~9 cm2 (DSP) and
6,6x10=9 cm2 (microcontroller). Unfortunately, two very recent proton-induced latch-up cross
sections have been published for SRAMs (Refs. 26 and 52) and these proton-induced SEL
cross sections, 7x10-9 cm2 and 4x10-8 cm?2; both exceed the largest previous proton SEL
value. Another study (Ref. 53) exposed SRAMs to the WNR neutron beam and SRAMs from
three different vendors latched up, two also with high SEL cross sections. Thus an upper
bound SEL rate for avionics based on the largest measured SEL cross section to date of
4x10~8 cm?2 and the neutron flux of 6x103 n/cm2 per hour is 2,4x10~4 latch-up/device per
hour, or once in about 4 000 hours. Since this rate appears to be high enough to be of
concern, the best certain alternative would be to expose all devices in a LRU to a beam
of high-energy protons or neutrons, and monitor for latch-up (increase in current).
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Devices that are susceptible to neutron-induced SEL could thereby be identified and
alternative actions considered. This is the approach taken by a number of NASA centres and
programs due to concerns of SEL by the trapped protons in space.

8.3 Single event effects with higher event rates - Single event upset data
8.3.1 General

The key to being able to deal with single event effects in avionics is to quantify the single
event effect rate for an avionics box. Once an estimate can be made of the event rate,
appropriate measures can be considered to accommodate the event. If the event rate is low
enough, a decision might be made to tolerate it. If it is too high. a variety of fault tolerant
measlires can be considered for incorporation, such as Error Detectj And Caorrection
(EDAC) or redundancy. These fault tolerant measures involve architg and\_systems
appropches that are beyond the scope of this document.

As indicated in Clause 6, SEU, MBU and SEFI are the three sing b alpriesent
the ldqrgest potential threat to aircraft avionics, and they are listed N decrgasing
occurfence. In addition, as discussed in 8.2.4, for a few C thre lsinglerevent Igtchup
rate cpuld be a concern. At a simplified level, the SEU rat depends O Ot he nymber of bifs in a
devicg¢, and in most cases the bits serve as e|ther memaor iste es. The kinds of

devic s that contain the largest number of volatile bi roprocessors, ASICs
and fi e dt aircraft altitudes is
considered on a per bit basis, the SE i i various kinds of deviges to
within P

8.3.2

The § cross
sectio e flux
integr ce was exposed. Thus the cross sgction

is given in units of ¢ ariows scientific and engineering organisgtions

around the world car s ! 5.in order to characterise the SEU response of
devicgs to the p X e \vast majority of these tests are performdd for
electrpnics that are iNg i d fornuse in space. Therefore, most of the tests arg with
heavy i i & with proton beams. A smaller number are perf¢ormed
using

Thus,]i
that afe

erature, there are three different types of SEU cross seftions
U cross sections, proton SEU cross sections and neutron SEU
Cross jate purposes, the heavy ion SEU cross sections, which are| used
for electroni for space applications, are not directly relevant for avjonics
appligations howeverythe utilisation of heavy ion SEU data for avionics purposes is further
discugsedriniClause-B.3.

8.3.3

For particle energies above 50 MeV, SEU cross sections measured with protons and neutrons
can be taken to be essentially the same, but at lower energies this isn’t true due to the
coulomb barrier for the proton that is not present for the uncharged neutron. However there is
a problem in making comparisons between neutron and proton data in that the proton SEU
cross sections are measured using a monoenergetic proton beam, whereas it is difficult to
achieve a beam of neutrons of a single energy except under special circumstances. Proton
beams are available at a number of high energy accelerators around the world, for example
the Indiana University Cyclotron Facility (IUCF) in the US, the Paul Scherrer Institute (PSI) in
Switzerland, the Tri-University Meson Facility (TRIUMF) in Canada, etc. Each accelerator has
an upper energy, but testing is often done at several energies and the SEU cross sections are
reported as a function of the proton energy.
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At aircraft altitudes, the spectrum of the atmospheric neutrons covers the energy range of
1 to 1 000 MeV. One neutron source is available that simulates the atmospheric neutron
environment and is set up to allow experimenters to expose electronics to the beam and
measure the induced single event effects. This is the Weapons Neutron Research (WNR)
facility at the Los Alamos National Laboratory. One hour in the WNR beam is the equivalent to
about 200 000 h at 40 000 feet (12,2 km) altitude in terms of the neutron fluence delivered.
The WNR facility is now called the ICE (lrradiation of Chips and Electronics) house and was
recently upgraded (year 2001), making testing more convenient. The beam intensity has also
increased so that an hour in the beam is now equivalent to about 1x108 h at 40 000 feet
(12,2 km).

5 and

on to

on to

beam

btons,

nergy

pf the

from

utron

event

ratory

these

by are

imary

S ffects

by their i i i - isotope.withy ivati ilicon),

rather] i ili ¢ i i J rate
due tg

Rese{ f { es of

therm i i there

have c PN i d the

result S 3 2asy . both

therm P\ ) iops. In

one s . 8 the i i i RAMs

from flo i . tutron

Ccross L = ; i i n1,5

and 3 i i i i nergy

neutrgns was.abeut 1>and for the fourth vendor, there were no SEUs from thermal neuftrons.

In thgd second study” (Ref. 54), for one SRAM the thermal neutron SEU cross section was

lower|than that due to the high energy neutrons by about a factor of 10, but for a s¢cond

SRAM; most

compellmg study (Ref. 55) exposed SRAMs to naturally occurring neutrons at a h|gh altitude
location, with some devices receiving the full spectrum and others having the thermal
neutrons shielded out. The SEU rate due to thermal neutrons was about three times that due
to the high-energy neutrons, and when account is taken of the relative magnitude of the
neutrons fluxes, the SEU cross section from thermals is about four times that due to high
energy neutrons. Thus the additional SEU rate from thermal neutrons is an issue for avionics.
There is further discussion of thermal neutron SEE in Annex A.

Thus the neutron SEU cross section obtained from a specific test depends on the neutron
source that was used. For avionics applications, cross sections measured with the WNR beam
are best because these neutrons have the same energy spectrum as the atmospheric
neutrons. These WNR SEU cross sections can be applied directly to the atmospheric neutrons
at aircraft altitudes (Ref. 50).
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The relationship between the WNR SEU cross section and proton and neutron SEU cross
sections at specific energies is shown in Figure 8 for three older SRAMs. For the two devices
with the SEU cross section measured in the WNR beam, it appears the WNR SEU cross
section is approximately equal to the proton SEU cross section for Energy >100 MeV, and to
the monoenergetic neutron SEU cross section at 100 MeV. Therefore SEU cross section from
proton beams greater than 100 MeV can be used to give the equivalent cross section from
WNR. The monoenergetic neutron SEU cross section data were derived from measurements
made with a pseudo-monoenergetic beam and corrected for the contribution from the tail of
lower energy neutrons (Ref. 56).
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neutron SEE cross section compared to higher neutron energies which appears unusual.

Figure 9 also has the SEU cross section from thermal neutrons (less than 1 eV) in 1 device
which is about a factor 1,5 to 3 higher than the SEU cross section from high energy neutrons.
One other group tested included two other SRAM for SEU in a thermal neutron source and
with high energy neutrons or protons. For one of these devices, the thermal neutron SEU
cross section was higher by a factor 2,5 compared to the cross section for high energy
neutrons, and for the other device it was a factor of 10 lower. Thus for some devices, thermal
neutrons may dominate the SEU rate in avionics.
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8.3.4

Thus, n the
WNR WNR
SEU ¢ this,
tabulg S , that
were nd pfoton (Energy > 200 MeV) measurements for both SRAMs and
DRAMs lusion reached in Reference 57 is that based on the original data

that H ¢ d,/the average SEU susceptibility of both SRAMs and DRAMs$ was
decrepsing ove owever, for SRAMs the SEU sensitivity per bit was decreasing sjowly,
while for DRAMs t EU sensitivity was decreasing much more rapidly.

Because-this uuulpi:atiuu of- SEU-—cross—sectiondata—as—afunctiomrof-the—dateof-the—device is
very useful for purposes of understanding trends in the SEU susceptibility of electronics, we
have updated the two curves for SRAMs and DRAMs (Ref. 58). The updating was done by
plotting all of the original data, and then adding data from more recent sources to expand
years covered and the breadth of parts included. The SRAM data is shown in Figure 10.
In addition, two fits are shown in the Figure. The first fit is from the original paper, (Ref. 57)
and is based on all of the original data. It shows a reduction in the SEU cross section over
time, but with a gradual slope. In looking at Figure 10 that includes the newer data, it is
difficult to justify a continuing trend in the reduction of the SEU cross section, i.e., for most
parts it appears to be approaching an asymptotic value. Much of the data appears to be
centred around a SEU cross section of 1x10~13 cm2/bit, but more broadly within a band of a
factor of 3 to 0,33 of this value.
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Finally, we have also included a trend curve derived from data presented in Ref. 59 which is
based on SEU rates on the ground, often called SER (Soft Error Rates) rates. SEU cross
sections were derived from the SER rates using a consistent procedure, and this trend line
(the Ziegler curve) shows the same trend observed above. Based on the measured SEU cross
sections of individual SRAMs, for most devices there appears to be an asymptotic value of the
SEU cross section within the band of 1x10~14 to 1x10~13 cm2/bit.

The conclusion regarding the approximate asymptotic behaviour of SRAMs over time with
respect to their SEU susceptibility from atmospheric neutrons should be treated with caution.
It is derived primarily from the data in Figure 10, and there is no way to determine how
representative the parts used in the Figure are for all SRAMs that may be used in avionics.
The JRAMs used in the Figure are those that had been tested for SEU with-either the|WNR
beam|or high-energy protons. As seen in the Figure, a few SRAMs haye ev lowet] SEU
cross|sections than the apparent asymptotic bands that can be derive 14 to
1x107'3 cm2/bit or 3x10~14 to 3x10~13 cm2/bit.
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Figure 10 — SEU cross section in SRAMs as function of manufacture date

8.3.5 SEU per bit cross section trends and other SEE in DRAMs

With DRAMSs the situation is different. The steep decline of the SEU cross section with year of
DRAM production seen in the original data (Ref. 57) is enhanced by including more recent
data. In this case, as microelectronic technologies are being modified to enable individual
devices to hold an increasing larger number of bits, the net result for SEU susceptibility is a
continuing decline in that susceptibility on a per bit basis. This is seen in Figure 11 which
shows the original data (Ref. 57) along with SEU results from more recent tests. The original
data were based mainly on 4 Mbit and 16 Mbit DRAMSs, but the more recent tests, with much
reduced SEU cross sections per bit, are based mainly on devices in the range of 64 to
256 Mbit. In addition, (Refs. 7 and 23) DRAMs were tested that were designed using different
DRAM technologies, trench internal capacitance (TIC, utilised only by IBM and one or two
other vendors) and stacked capacitance (SC, utilised by all other DRAM vendors). TIC
DRAMs have a lower SEU susceptibility.
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However due to the large variations between devices of differing technology and feature size
designers are recommended to seek relevant data or to test the selected device.
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Two tfend lines are show is the original fit to all of the data, and the
second is derived\fron sig ofNother data for SC DRAMs (Refs. 59, 60, 61)
(Baunpann curv i o fit the format of the Figure since the ofiginal
Baumpnn curve is*ba ize qf the DRAM and not the year of manufacture. It is| clear
that the slope of the\dec 2U cross section with year from the Baumann curve is
similar to that fré data/The main point to be derived from these trend lines is

that the SEU D tion has continued to decrease as the size of the DRAM has

incregsed ich 2 a s tonbe Pelated to the new DRAM technology that has been devegloped
to acHieyé igherdensity memories.

In most app occurrence of SEU in the DRAMs that constitute main mempry is
protegted by-EDA With EDAC additional bits are attached to each word to enable the EDAC
scheme to~ detect a“flipped bit and correct it. However, there are also other SEE effects in
DRAMs<that should be considered, namely their susceptibility to multiple bit upset (MBU),
stuck hi inale h d _arro nd nale—even nction inte a he _naow ,arger

DRAMs appear to be susceptible to the first two of these effects, however, the SEE cross
sections and therefore the SEE rates are low compared to SEU. Thus, these effects should be
considered for future developments in DRAM designs.

Probably the major effect is MBU, which is generally about 1 % to 3 % of the SEU rate.
However, the MBU fraction relative to the SEU rate can vary significantly from one DRAM to
the next, and the impact that a MBU in a DRAM has on the operation of a board can also vary
significantly due to the distribution of the bits per word in the DRAM. The method by which
bits per word are physically distributed within the DRAM varies among the DRAM vendors.
Stuck bits can be a concern because once such bits are stuck, the SECDED EDAC technique
protecting words containing these bits no longer works for those words. The MBU fraction
variation can be much higher and there is value in laser screening to give physical location of
bits and relative sensitivity to MBU. If there is physical separation between the bits per word
then this reduces the susceptibility to MBU in a given word.
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8.4 Calculating SEE rates in avionics

Based on the SEE data shown and discussed in Clause 8, it is clear that single event effects
can be induced in electronics used in avionics. Clause 8 discussed a variety of SEE tests that
have been carried out in the laboratory, using both neutron and proton beams, during which
SEE cross sections in microelectronics have been measured. In addition, a limited amount of
data has been published of actual SEE rates recorded during flight (Refs. 5, 7, 22, 23, 24).
The objective is to establish a methodology for obtaining the SEE rate in the microelectronics
used in the avionics due to the atmospheric neutrons, and to addressing the impact of the
SEE on the actual avionics.

The on for
that dffect (units of cm2) by the integrated neutron flux of 6 000 n/cm?2 MeV)
This ¢ 000 n/cm?2 flux is a nominal value for 40 000 feet (12,2 km) altit 45 Jaflitude,
and may be adjusted for different altitudes and latitudes (see Annex » ' bment
from a solar flare, as discussed in 5.6. Using the environment desefi - rate
may be calculated from:

SEE rate per device-hour = 6 000 (n/cm? per hour) x SEE 2cti ice)
Multiple bit upset rate should be calculated for the been
identilied earlier, and had been deleted from con t any
specific knowledge regarding the MBU cross g is can
conservatively be taken as 3 % of the MBU
rate in the protected memory is assu r that
can affect the LRU.

A fou g SEE
rates |and the impact o > 8 ics, i igorous
assespment to a conservaiivet sxpent. The primary levels involve tesfing of
speciﬂ:c microelectronfss deyi ard lising
existing SEE cross se¢ ’ vative
manner, which thérefo auses
B.1 to B.6.

9 C

9.1

The following st 3 vever
alternptive methods rmay be used where such methods can be justified.

9.2 [Confirm the radiation environment for the avionics application

General guidance is given in 5.3. The degree of solar flare enhancement accommodation
should be defined by the user (see 5.6).

9.3 Identify system development assurance level

The development assurance level will determine the rigour and discipline associated with the
SEE accommodation.(reference Clause 7).
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9.4 Assess preliminary electronic equipment design for SEE

9.4.1 Identify SEE-sensitive electronic components

As part of the equipment manufacturer Electronic Component Management Plan (ECMP),
there is a requirement for the equipment to be able to function in the application avionics

environment — see 4.2.6 of IEC 62239. Guidance for the identification of SEE-sensitive
electronic components is given in Clauses 6 and 8.

9.4.2 Quantify SEE rates

Quanfify-SEE—+ igeu tH y—F~ et 2fined
in 8.4

9.5 SEE
9.5.1

The 4 stem.
Unacg SEE-
induced faults may be accommodated by hardwargan ' er to
Clausp 7.

9.5.2 Management of parts contro}a

Refer|to 4.5 of IEC 62239 and 8.4 of a 96. Changes by the semiconductor
venddr to electronic components may a & 'S

9.6 |[Corrective actions

To take corrective act
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Annex A
(informative)

Thermal neutron assessment

It is important to assess the contribution that thermal neutrons make to the overall SEU rate.
The thermal neutrons can play a major role for two main reasons:

1) it pppes i

(>10 MeV) neutron flux and
2) for many devices the SEU cross section due to thermal neutrons | tor of

1,5 to 3) than the SEU cross section due to >10 MeV neutrons.
There|are confounding issues that make this assessment difficu a : of the
factors. Regarding the thermal neutron flux, it varies significan ithi i irliner,
due tg the proximity of hydrogenous materials which prod e i of the
variatjon has yet to be quantified through rigorous measuren ) g MeV)
neutrgn flux within the aircraft is essentially the sapre a < X" i right
outside the aircraft structure. This is not true for thé the . utron
flux wjithin the aircraft is approximately 10 times higher it C i cause
as thg atmospheric high energy neutrons i i S
thermpl neutrons builds up inside the ments
in a stripped down military 707 indicates_vahatio 3§, u i butron
detecfor as it was moved inside the aipers Y] i ENous
materjal compared to modern airlinerg. \ been
carriefl out for a crudely madelled 747 \i ime ermal
neutrgn flux may be a factonof/1 10 i o} . rison,
within high
energly neutron flux.
Regaiding thern@e which
this has been medsy ection
comp 0 e not
susce PSG,
the m ever,
these Y in much lower concentrations through other constituepts in
the dip ; . Thus the thermal neutron SEU cross section from these|other
boron d~he reduced by 2 to 3 orders compared to that in BPSG and henc¢ may
be igr F it"appears that SRAMs are the only devices which have been fested
with thermal‘\nettrons)and found to have a thermal neutron SEU cross section. However it is
very |ikely ;that ofher devices such as DRAMS, microprocessors and FPGAs arel also
susceptible to SEU from thermal neutrons, but that has not yet been verifigd by

meastrements:

In the SRAMS in which thermal neutron SEU has been measured, for most devices, the ratio
of the thermal neutron SEU cross section to the high energy SEU cross section is >1,
generally in the range of 1,5 to 3. However, for devices from some vendors there is notable
part-to-part variation in the ratio, which is generally higher than the part-to-part variation of
the individual SEU cross sections. For the highest ratio measured to date, the thermal neutron
SEU cross section to high energy SEU cross section ratio is approximately 7. Thus when
combined with the fact that the thermal neutron flux in an airliner may be 1 to 2 times higher
than the high energy neutron flux, the SEU rate due to thermal neutrons could be as high as a
factor of 10 or more greater than the SEU rate due to high energy neutrons. This appears to
be a bounding value, but is nevertheless important since the remainder of this technical
specification is devoted to SEU from the high energy neutrons.
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Annex B
(informative)

Methods of calculating SEE rates in avionics electronics

B.1 Proposed in-the-loop system test — Irradiating avionics LRU in
neutron/proton beam, with output fed into aircraft simulation computer

This i
lowes
It invd
neutrg
conta
syste
would
Emul4d
this s

At thg present time, one hour in
approkimately 1x108 hours at 40 00Q fee
number of upsets that affect the avionis
can be adjusted to obtain the rate at aire

calipration) is equivalgnt to
is" normalisation factof, the
exposure in the WNR |beam

Alternjatively, the typical suggested for use in avionics ingle
event| effects evaluation 8. b.3) is\the, i ated neutron flux of 6 000 n/cm2 per hour
(Energy > 10 MeV). T¥ Hetimegof 100/000 flight hours, the lifetime fluence is
6x108 n/cm2. The conftrib § by neutrons of energies < 10 MeV is [small
enough, as see i Pha 2 eglected. This does not, however, consider SEU
induced by ther

B.2 i neutron/proton beam

This i adiation testing of an avionics LRU, but in this case, the
operapild is the basis for how the neutron-induced SEE effects are manifg¢sted.
The o UNis mot fed into a simulation computer. This test is similar to thosp that

have for space applications, in which an LRU was exposed to a beam of
high-gnergy-protorns. A number of different exposures will probably be required becauge the
coIIimrted proton beam is usually not large enough to fully encompass the entire LRU.

NASA-JSC has used this kind of testing to identify parts that are prone to proton (or neutron)
induced single event latch-up; these parts have generally been deleted from consideration,
irrespective of the SEL rate. The tests have also involved many SEUs in a variety of devices;
in all cases the effects of the SEU have propagated in such a way that the LRU indicates that
normal operation has been interrupted. Thus, this is a dynamic type of testing, in which the
original SEU in one device may propagate to an error in another device which causes the LRU
to malfunction and reboot. Compared to the Clause B.1 testing approach, this methodology
requires the test/analysis team to project how the non-normal operation of the LRU will impact
the avionics system. The architecture of the avionics subsystem may have built in fault
tolerance measures, such as various types of redundancy, which could over-ride an
unexpected or erroneous signal from the LRU due to a SEU or other cause. However, without
rigorous testing of the entire system, or a specified procedure for how the fault tolerance is to
be implemented, it will generally be necessary to be conservative and assume that the SEE
rate in the LRU will be directly propagated to the avionics system.
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If this kind of testing is carried out, it will be advantageous to expose the LRU to fluences
much greater than the expected lifetime fluence for avionics (100 000 flight hours) of
6x108 n/cm2. As an example, if a LRU were exposed to a proton fluence of 1x1010 p/cm? and
5 events were recorded in which the LRU malfunctioned, the LRU upset cross section would
be 5x10~10 cm2 (5 events/1x1010 p/cm?2). For avionics purposes, the LRU rate per hour would
be 5x10-10 cm2 x 6 000 n/cm2 or 3x10-% event/LRU per hour.

B.3 Utilising existing SEE data for specific parts on LRU

B.3.1 Neutron proton data

This approach is much simpler than Clause B.2 because it attempts A0 isting
neutrgn or proton SEE data for the few main parts on the LRU that will be i SEE.
An exttension of this approach could be to carry out SEE testing of individud ilising a

neutrgn or proton beam. In both cases, this approach relies on th e of a

devicg¢ to neutrons or protons, and ignores dynamic effects in the Y > gagated
errors|.

The disadvantage of this approach is that the number o ist ed for
SEE rfesponse to high energy protons or neutrons in za S 3 small.
A list of some of the more useful sources of such protoplne S Table
B.1, and it includes both web sites and journal\con ions. addition, commercially
availaple parts are continuously changing, vat some of the data is

incorgorated into a database, the parf m e e, or a next generatiop part
has feplaced it. Asseen in Figu high energies,| i.e.,
Energy > 100 MeV, may be used to r SEE response due to the atmospheric
neutrgn spectrum.

Table B.1 — Sourcés of\high e opneutron SEU cross section data

Organisation Internet Site

regults (w/ Http://radhome.gsfc.nasa.gov/
EEE Radiation radhome/parts.htm

NASA + Goddard S
Flight ¢enter (Rad
Effects|& Analysis

Section) A

NASA + Jet Propulsi i I pW of SEE results in (w/ Http://radnet.jpl.nasa.gov/SEE.htm

Laboratory (JPL d heavy ions) in IEEE Radiation
' v W )i at Http://radnet.jpl.nasa.gov/Comperndia/
P/ProtonSeeCompendium.htm

EuropeprKSpace . Agen “Proton SEE Results — A Summary of Http://www.escies.org/public/radigtion
SA’8 Ground Test Data,” R. Harboe- /database.html

Sorensen, 1997 RADECS Conference Data

Workshop, p. 89.

B.3.2 Heavy ion data

A less accurate approach is to utilise the available SEE cross sections on parts that were
exposed to heavy ions, and transform this data into proton/neutron SEE cross sections. This
is not straightforward and should only be carried out by engineers and scientists who are
experienced in utilising this kind of single event effects data. A number of models have been
developed that allow for this heavy ion SEU data to be used to calculate the corresponding
proton SEU cross sections or rates. However, care should be taken in correctly utilising the
data and employing the models, since there are ample opportunities for the heavy ion SEE
data to be erroneously applied. References to some of these models are included in Table
B.2. Almost all of this SEE data (heavy ion or proton) are for parts that were or are being
considered for use in space applications; very little are for parts specifically being targeted for
aircraft avionics.
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Table B.2 — Some Models for the Use of Heavy lon SEE Data
to Calculate Proton SEE Data

Model Author Reference
PROFIT P. Calvel “An Empirical Model for Predicting Proton Induced Upset,” IEEE Trans. Nucl.
Sci, 43, 2827, 1996
FOM E. L. Petersen “The SEU Figure of Merit and Proton Upset Rate Calculations,” IEEE Trans.
(Figure of Nuc. Sci., 45, 2550, 1998; also J. Barak et al., “On the Figure of Merit Model
Merit) ...," IEEE Trans. Nuc. Sci., 46, 1504, 1999
J. M. Palau “A New Approach for the Prediction of the Neutron-Induced SEU Rate,” IEEE
Trans. Nuc. Sci., 45, 2915, 1998
L. D. Edmonds “Proton SEU Cross Sections Derived from Heavy-lon Test Data,” IEEE Trans.
Nuc. Sci., 47, 1713, 2000
J. Barak “A Simple Model for Calculating Proton Induced SEU, IEEE ns‘ Nug,. Sci.,
43, 979, 1996; also “A Akkerman et al., “A Practic delfor Calculation of
the Proton Induced SEU ...,” Proceedings 1991 ECS)\ p. 809

O1

BGR E. Normand “Extensions of the Burst Generation Rate Method far Wider. pw o
Proton/Neutron-Induced Single Event Effe " IEEENJ rans+-NUgG. i, 4p,
2904, 1998

oD

SEUSIM C. Inguimbert “Proton Upset Rate Simulation by a te\Carlg M6 theMportanc of
Elastic Scattering Mechanism,” IE Trans.\Nu Ci., 44\2243, 1997

IMDC C.S.Dyer "Microdosimetry Code Simulation ofN\Ch e-t%po 'tiMectra, Single |Event
Upsets and Multiple-Bit Upsgts," IEE ransyNuc. Sgi., 46, 1486, 1999
CUPID P. McNulty “Proton Induced Spallation Reatighs,“Radjat. Phys. Chem., 43, 139, 1p94
N

In general, proton/neutron SEE respohse datazneeds to~be found for just a few of the devices
on an|LRU, those part types that are judged ceptible t0 SEE. This consists pripnarily
of RAMs, microprocessors and FPGAs devices\thaticontain a large number of bits, whigh can

upset| However, only those bits that are u eplible to SEUs that can be recognised
as erfors, and often only A\fractjon_of\all n a device are utilised in the yay it
operates on the LRU. Therefo . iczkpowledge of the fraction of bits that are
actually used in a devjice on heveonseryative approach is to assume that 1)|all of
the bits are used and 6 g U, and 2) all of these SEUs will cauge the
LRU tp malfuncti@

Any memory that i g -BAE _should be deleted from consideration for single |event

upset| because ected by the EDAC. The combined neutron SEU |cross
section for the LR ~ by—adding the SEU cross sections for each of the LRU| parts
types [that i i As, microprocessors and FPGAs), multiplied by the number of
each part

B.4 | Applying generic SEE data to all parts on LRU

In thig case’ the LRU has a number of parts that are likely to be susceptible to SEE by the
atmogpheric neutrons, but there is no SEE data available for one or more of these |parts.
Calculating the SEU rate for such parts by this approach has the least technical basis in terms
of specific data and therefore has to be, of necessity, the most conservative. Like the
approach in Clause B.3, it evaluates only the static SEE response of a device to neutrons or
protons, and ignores dynamic effects in the LRU, such as propagated errors.

Overall, the procedure is quite similar to the approach in Clause B.3. Susceptible devices are
divided into two categories, DRAMs, and all others (SRAMs, microprocessors and FPGASs).
For a DRAM with no available proton or neutron SEU cross section data, we look at Figure 11
to obtain the per bit SEU cross section. The Figure clearly shows that there are large
differences in the per bit SEU cross section, but this is strongly influenced by the size of the
DRAM. As indicated, most DRAMSs in LRUs are protected by EDAC, but this has to be verified
for each LRU. Even if the DRAM is protected by EDAC so that the SEU rate can be deleted as
a matter for concern, the MBU rate needs to be calculated, and this is conservatively taken to
be 3 % of the SEU rate.
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