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INTERNATIONAL ELECTROTECHNICAL COMMISSION

POWER SYSTEMS MANAGEMENT
AND ASSOCIATED INFORMATION EXCHANGE -
DATA AND COMMUNICATIONS SECURITY -

Part 8: Role-based access control

FOREWORD

1) Theg International Electrotechnical Commission (IEC) is a worldwide organization fr st prising
all |national electrotechnical committees (IEC National Committees). The romote
intgrnational co-operation on all questions concerning standardization in the e idlds. To
this] end and in addition to other activities, IEC publishes International 3¢ i¢ations,
Tedhnical Reports, Publicly Available Specifications (PAS) and Guides 5 “IEC

Pulllication(s)”). Their preparation is entrusted to technical committees; hiona intprested
in fhe subject dealt with may participate in this preparatory wgfrk. b d non-
governmental organizations liaising with the IEC also participate in™thi el i closely
with) the International Organization for Standardization (ISOY i d it fiti ined by
agreement between the two organizations.

2) Thg formal decisions or agreements of IEC on technical m e \ ible, i ational
conisensus of opinion on the relevant subj i : i \ i fom all

intgrested IEC National Committees.

3) IEQ Publications have the form of recommendatis i S 6 ational
Corpmittees in that sense. While all reasonab 5 \ i of IEC
Publlications is accurate, i i i or any
misjnterpretation by any end user.

4) In ¢rder to promote interngtio iformi \ ( i iications
trarjsparently to the maX| i i rgence
betyveen any IEC Publicati igated in
the|latter.

5) IEQ itself does net\pro 'de any ‘atte i
asspssment sern, q g
seryices carried ot by independent certifi

6) All psers should engyre

formity
for any

7) No [liability shall attack to itS\diregtors, employees, servants or agents including individual experts and
members of | i ees and IEC National Committees for any personal injury, property damage or
other damage of™an) oever, whether direct or indirect, or for costs (including legal feds) and
expgenses i G e pubflication, use of, or reliance upon, this IEC Publication or any otHer IEC
PuRlic

8) Attgntion v ofmative references cited in this publication. Use of the referenced publicafions is
indispensable~<qr the cyrrect application of this publication.

9) Attgntion_js~drawn te_the possibility that some of the elements of this IEC Publication may be the subject of
patent rights. IEC shall not be held responsible for identifying any or all such patent rights.

The ||ai|| taa'r\ Uf :EC tchhll;bd: bullllllittccb ;D tU pMITPdArc :Iltcllldtiulld: Stallddl S In
exceptional circumstances, a technical committee may propose the publication of a technical
specification when

e the required support cannot be obtained for the publication of an International Standard,
despite repeated efforts, or

e the subject is still under technical development or where, for any other reason, there is the
future but no immediate possibility of an agreement on an International Standard.

Technical specifications are subject to review within three years of publication to decide
whether they can be transformed into International Standards.

IEC 62351-8, which is a technical specification, has been prepared by IEC technical committee
57: Power systems management and associated information exchange.
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The text of this technical specification is based on the following documents:

Enquiry draft Report on voting
57/1119/DTS 57/1153/RVC

Full information on the voting for the approval of this technical specification can be found in the
report on voting indicated in the above table.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

A list pf all the parts In the TEC 623571 series, publiShed under the general tille Power Syflstems
management and associated information exchange — Data and communi¢ations_security, can
be foynd on the IEC website.

The cpmmittee has decided that the contents of this publication WI|| 2|l vanged antil the
stability date indicated on the IEC web site under "http://webstorélec.xh"\in.the datafelgted to
the spgecific publication. At this date, the publication will be

+ trgnsformed into an International standard,
* regonfirmed,

* withdrawn,

* replaced by a revised edition, or

+ amended.

A bililgual version of this publication m a later date.

e over page of this publication indi¢ates
|de d to be useful for the correct understariding
int this document using a colour printer.

IMPORTANT - The ' ur s
that if contains calo i
of its|contents. @s hould therefo
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INTRODUCTION

This Technical specification covers access control in power systems. The power system
environment supported by this specification is enterprise-wide and extends beyond traditional
borders to include external providers, suppliers, and other energy partners. Driving factors are
the liberalization of the energy sector, the increasingly decentralized generation of energy, and
the need to control access to data of precious resources. This specification supports a
distributed security environment in which security is also a distributed service.

The power system sector is continually improving the delivery of energy by leveraging technical
advances in computer-based applications. Utility operators, energy brokers and end-users are
incredsingly accessing muliiple applicafions to deliver, tfransmit and consume energy in a
persopalized way. These disparate applications are naturally connected tg a comamon_ngtwork
infrasjructure that typically supports protection equipment, substatio i protocols,
inter-gtation protocols, remote access and business-to-business ~ ently,
securg access to these distributed and often loosely coupled & more
imporfant than access to an application running on a stand-aloneohj

Secure access to computer-based applications involves/a i o the
appliciation. After authentication, the level at which S a S applicatjon is
determined. The use of local mechanisms for authorization € chwork of appropches

which| are difficult to uniformly administer across the bfe er system entefprise.
Each ppplication decides the authorization on |ts ¢ Jid. Ifaapphcatiohs can use a network, a
S ffiIi ition. Thus, the acceds to a
Eac apllca on|Tan then examlne the |rights

databgse can serve as a trusted sourceg’®
listed [for a subject and corresponding role ine’their le

sharefl user base can be controlled

The rple of a user is transported in g coftai an access token of that user o the
objec]. Access tokens : administe by a (possibly federated) igentity

management tool. All ac 0 f < and are subject to expiration. Prior to
verifigation of the acgCe i y transmitting the access token muyst be
authepticated by the oje t/The obje usts.the management tool to issue access tokens with
suitablle lifetime, ifteatign of the access token’s validity at remotq sites

withoyt the need ; epOsitory (e.g. a centralized revocation list).

Three| different agcess are supported as three different profiles. Two of thgm are
X.509| Access ird—is a software token similar to Kerberos. They can bqg used
over TCP/IP \ sation links.

This gpetifica -\ i ole-based access control (RBAC) for enterprise-wide use in power
systems. S distributed or service-oriented architecture where security| is a
distriguted servite_andyapplications are consumers of distributed services.
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POWER SYSTEMS MANAGEMENT
AND ASSOCIATED INFORMATION EXCHANGE -
DATA AND COMMUNICATIONS SECURITY -

Part 8: Role-based access control

1 Scope

This t

echnical specification covers the access control of users and autoated agents\—|in the

followjng subjects — to data objects in power systems by means of ro aceess qontrol
(RBAC). RBAC is not a new concept used by many operating systei sontrol accegss to
systerm resources. RBAC is an alternative to the all-or-nothing sups A€ is in
keeping with the security principle of least privilege, which state Id be
given| more rights than necessary for performing that ES an

organ
terme
variet
prefer
their ¢
applie
of us

speciffication:

- lo

- lo
an

— dir

- re

zation to separate super-user capabilities and packa ounts
1 roles for assignment to specific individuals accordi bles a

of security policies, networking, firewall, bac e that
s a single strong administrator but wants to le ; bns of
wn system can set up an advanced-user rg ‘ ot eonfined to users howgver, it
s equally well to automated co 0 i.e. re parts operating indepgndent
br interactions. The following i i \ the scope of this tedhnical

and automated computer ageni, e.g.

al (direct wired) access to the object py.a huma
al (direct wired) acces Rj %

ect access by a G ' ng the-objects’ built-in HMI or panel;
mote (via dﬁ:?p : i cce'ss to the object by a human user;
mote (via P B i mated

co on.
As in ing a
busin ames
change mo » store
the freqtent o uently

RBA
policy,

thus provides“a means of reallocating system controls as defined by the organigation

The s

cope of this specification covers everything that is needed for interoperability between

systems from different vendors. The purpose of this specification is therefore:

— firstly, to introduce ‘subjects-roles-rights’ as authorization concept;

— Se

condly, to promote role-based access control for the entire pyramid in power system

management; and

— thi
an

rdly, to enable interoperability in the multi-vendor environment of substation automation
d beyond.

Out of scope for this specification are all topics which are not directly related to the definition of

roles
organ

— us

and access tokens for local and remote access, especially administrative or
izational tasks, such as:

er names and password definitions/policies;
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— management of keys and/or key exchange;

— engineering of roles;

— as
— Sse

signment of roles;

lection of trusted certificate authorities issuing credentials (access tokens);

— defining the tasks of a security officer;

— integrating local policies in RBAC.

NOTE

These issues will be addressed in IEC/TS 62351-91.

The IEC 62351 series specifies end-to-end security in power systems so that secure

conngctions are established between applications. RBAC is recognized as g patentially,efficient
and safe means to control access to data objects.

Existing standards (see [ANSI INCITS 359-2004], [IEC 62443], and 41)|in the
procegs control industry and access control ([RFC2904] and [REC2 jcient as
none pf them specify either the exact role name and associatedfig ccess
token$ or the detailed mechanism by which access tokens are tra cated
by thg target system — however, all this information is needgd thqugh

2 Normative references

The fgllowing referenced documents gré d|s t. For
dated|references, only the edition cited undated references, the latest edifion of
the referenced document (including any ar '

IEC 6[1850 (all parts), Communication n

IEC 6[1850-7-2, Comm 7-2:
Basic|information and rface
(ACS

IEC/TB 62351-1, Pao Data
and commumcat on ty —
Introduction to seouri

IEC/TB 62351\3, Power systems management and associated information exchange — |Data
and cpnfmunisatioRs-secu ity — Part 3: Communication network and system security — Profiles
including P/IP

IEC/TE 62351-4, Power systems management and associated information exchange — |Data
and cpmmpunications security — Part 4: Profiles including MMS

IEC/TS 62351-5, Power systems management and associated information exchange — Data
and communications security — Part 5: Security for IEC 60870-5 and derivatives

IEC 62443 (all parts), Industrial communication networks — Network and system security

ISO 9594-8/ITU-T Recomendation X.509:2005,

Interconnection — The Directory: Public-key and attribute certificate frameworks

1 Under consideration.

Information technology — Open Systems
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3 Terms, definitions and abbreviations

For the purposes of this document, the terms and definitions of IEC/TS 62351-1 apply, as well
as the following.

3.1 Terms and definitions

3.1.1
area of responsibility
range of authority, for instance based on network segregation

3.1.2
automated agent
compuiter program running on a single machine

NOTE |It performs local and/or remote operations independent of user inputs

313
accegs token
evidemce or testimonials concerning one's right to creg iden authority

314
holdelr
entity that possesses or owns an acces en

315
issuef
entity that issues an acces

3.1.6
identity provide
entity [that create aj

scenarios

es Ydentity information; typically used in single s|gn-on

3.1.7
object
any slystem_re j 0 access control such as a file, printer, terminal, datpbase
record, ¢

3.1.8

operation
exec%able image of a program which upon invocation executes some function/activity for the
subject

3.1.9
privilege
attribute or property assigned to a subject by an authority

3.1.10

privilege management infrastructure

PMI

the infrastructure able to support the management of privileges in support of a comprehensive
authorization service and in relationship with a public key infrastructure

3.1.11
right
atomic set of accessing privileges assigned to a particular system object
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3.1.12
role

job function within the context of an organization with some semantics associated regarding the

authority and responsibility conferred on the user assigned to the role

NOTE A role subsumes a set of rights.

Pre-defined role: a role that is defined in this specification.

Default role: a role that is defined by the vendor of the protection equipment (not by its specification) and that is

valid generally for all objects of that vendor.

Specific role: a role that is defined by the utility operator for its particular needs.

3.1.13
servige
permigsion in the context of IEC 61850

3.1.1
sessipn

termindting (either by the user or the system).

3.1.15
static| separation of duty
SSD
enfor¢gement constraints on the assignme

NOTE [Membership in one role may prevent th
on the BSD rules enforced.

3.1.1¢
dynaTic separation o
i

DSD
limitafion of the
within|or across

NOTE
to a role.

NOTE R D
independe
could be achi

providg the enterprise-with greater operational flexibility.

3.1.17
out-of-band
com icati
channel

3.1.18
service provider
an object that provides services

NOTE It is subject to access control.

3.1.19
subject
user or an automated agent

e) and

ending

vated

signed

cted in
of duty
nerally

od or

NOTE A subject is a right holder. It has a name attribute whose value is mandatory. It is this name that is used to

enrol a subject in a particular role.
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3.1.20
token
physical instance of an access token

3.1.21
user
human being

3.2 Abbreviations

For the purposes of this document, the fotlfowing abbreviattons appty-.

AC attribute certificate

ACL access control list

ACRL attribute certificate revocation list

ACS abstract communication system interfa

AMI advanced metering infrastructure

AoR area of responsibility

CIM common Information model

CRL

DER

HMAC

HMI

IED

ID

IS

ISA

LDAP eCtory access protocol

LD ce (IEC 61850)

LN 8l node (IEC 61850)

OCSP online certificate status protocol

OID Object identifier

0SI open systems interconnection

PKI public key infrastructure; the complete set of processes required to
provide encryption and digital signature services

PMI privilege management infrastructure; the complete set of processes
required to provide an authorization service

RBAC role-based access control

SCL substation configuration description language (IEC 61850)

SSL secure socket layer

SwW software

TCP transport control protocol

TLS transport layer security

ulD universal identifier
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4 RBAC process model

4.1 General

The purpose of an access control mechanism is to protect system resources, formally called
objects. For a system that implements RBAC, system resources can represent information
containers (e.g. files, directories in an operating system and/or columns, rows, tables, and
views within a database management system) or exhaustible device resources, such as
printers, disk space and CPU cycles.

Role-based access control (RBAC) is a technology that has the potential to reduce the

comp ligent
devicgs. Under RBAC, security administration is simplified through thé use_of rolep and
constraints to organize subject access levels. RBAC reduces costs sithin angdrganigzation
primafily because it accepts that employees change roles and respopsibilities 1 uently
than the rights within roles and responsibilities have to be changed.
Figure 1 is a generic picture for access control. It consists of a $ br and
an object.
dentj yp@ P
repositol
Subject
Object
IEC 2272/11
ric framework for access control
The spbj 8 resources of the object by means of an access token prgvided
by thg i xder. There are generally two ways to do this:
— the access<ioken\can’be fetched by the object from the repository of the identity prpvider
when the'subject connects to the object: This case is called “PULL”;
— alfernatively, the subject can first fetch the access token from the repository of the identity
prpvidér prior to accessing the object: This case is called “PUSH”.

The access token contains the role of the subject. Role-based access control is part of a
general authentication, authorisation and accounting infrastructure for access control to data.

The subject provides information about its identity to the repository of the identity provider in
order to get authenticated along with a request for an access token to the object (PUSH) or the
object can get the required information (access token) from a repository (PULL).

In general, the subject has rights assigned via roles that are pushed to or pulled by the object.
In deciding whether to employ a push or pull model, several factors should be considered:

For the PUSH model:

— the access token holding the authorisation information must be sufficiently secure;
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— the access token should have a short time to live to prevent replay attacks;
— the access token must be validated,;
— the token exchange should be cryptographically protected.

For the PULL model:

— the authentication service at the repository must be accessible;
— atrusted communication path to the authentication service is required;

— there is no computational overhead associated with verification of the token (but there will
be a time delay for communications);

— the pulled authentication information is always current.
4.2 |Separation of subjects, roles, and rights

421 General

A model for RBAC including separation of duty (static as well a an 3.0l Figure 2.

Static separation

of duty

\
\

. Subject Right

\ assignment assiy men
\\
Subject A\ J
1..n 1..n 1
1..n
-

Y%

IEC 2273/11

e 2 —Diagram of RBAC with static and dynamic
n of duty according to (ANSI INCITS 359-2004)

Q)

The arrows_in~Figt indicate relationships (e.g., a subject can be assigned to one or more
roles,|and a“role cari be assigned to one or more subjects). This arrangement provides| great
flexibijity/and granularity in assigning rights to roles and subjects to roles. Without |these
converiences—there—is—a—dangerthat-asubjectmay-be—granted-more—aceess—to+resodrees than
is needed because of limited control over the type of access that can be associated with
subjects and resources. Any increase in the flexibility of controlling access to resources also

strengthens the application of the principle of least right.

Each session is a mapping of one subject to possibly many roles, i.e., a subject establishes a
session during which the subject activates one or a subset out of a set of roles that it is
assigned to. Each session is associated with a single subject and each subject is associated
with one or more roles.

The main components of RBAC are thus: subject, role, right for operations and objects, and
session.

There are two mappings between these components that need be configured by the
administrator:
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— subject-to-role mapping termed subject assignment; and
— role-to-right mapping termed role assignment.

Figure 3 gives a survey of subjects, roles, rights, and operations in the scope of the IEC 61850
standard.

Subject Subject
Subject A

- | S
IEC 62351-8 A
>§/ <\ ole ass|gnment
S
Right QE;/ @ Q\W
IEC 62351-8
f\

6 Right asgignment

e

Subject assignment

Operation/| Lo L LA N\ (’
Object g
:
RN
ol|lal|Edla
EHEICHEA >
2| 2|22 3
= 2N S
3] 181813 g
Exam, e%G 50_ ?7 o IEC 2274/11

A righ et ©f opérations which is determined by the data model in use; p.g. a
protegti the IEC 61850 data model. This specification supports data npodels
for po

A set|of noles and associated rights must be defined to enable proper operability. Thege so-
called| pre-defined roles and pre-defined rights are encircled by grey boxes in Figure 3] They

dapnt tha oo oart-of thic o Wioation o ar dafinad i £ 2 T P dafinad H ht
repl'e\.wu e oOTC—pPpart O tirS SpoomoatUTT arad— arc aeTmodU— T ooz e pPro-acTeT I'Ig S

represent an abstraction layer towards the underlying data models.

4.2.2 Subject assignment

The subject assignment or subject-to-role mapping is stored outside the system in a repository.
The repository may be accessed with an LDAP-enabled service to retrieve the access tokens.

One or more subjects can be assigned to one or more roles.

The time period during which a particular subject-to-role mapping is valid should be kept
flexible.
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4.2.3 Role assignment

The role assignment or role-to-right mapping is stored inside the object. It represents the
configuration of the object and depends on the data model in use.

This mapping is also determined by security/safety regulations and is the main focus of this
specification. Pre-defined roles and pre-defined rights are used to implement such policies.

A right belongs to at least one role.

NOTE Role definition and role assignment can have different life-cycles. To assure consistency, they are equipped
W|th a UV;D;UII IIUIII‘UUI VV:I;U:I |||uot ILJU L;:IU\.:II\UU‘ iII t:lv Ubjcbt (ot d:DU 111) Ut:IUIVV;DU, a IU:U varll IUU MITOS Ilted tO
an objgct with a different right assignment than the one stored in the object.

4.2.4 Right assignment

The mapping between rights, operations and objects is given by the d
5.2.

4.3 |Criteria for defining roles
4.3.1 Policies

A minimum set of roles is defined by policie D01 —

CIP-0pP9). These roles are mandatory and.are ¢4 roles
are d¢fined in this technical specificatiap.

Vendd roles.
These dures
and/o

Finall meet
their s

roles.

4.3.2

Subje more
frequg

It is t btered
wher

— THe subject-to-role mapping is stored out-side the object at the identity prpvider
(repository).

— Thus, the role-to-right mapping is stored inside the object.
4.3.3 Introducing roles reduces complexity

Without roles, the complexity of the subject-to-right assignment amounts to

Of(s||ril) (1)
where | s| is the number of subjects and | ri| is the number of rights.

The introduction of roles results in two mappings: one mapping of subjects to roles and a
second one of roles to rights. The complexity of these two mappings yields
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O((s|x|ro])+ O(ro| x ri) (2)
where | ro| is the number of roles.

Equation (2) can be smaller than Equation (1). In fact, this is always the case if the number of
roles is smaller than the half of the minimum of the number of subjects and rights. Thus, the
concept of roles is recognized as a possibly efficient means to control access rights.

5 Definition of roles

5.1 Role-to-right assignment inside the object in general
511 General

Roles|shall be assigned a set of rights.
Remalrk: The rights are defined by the data model in use, seg$.

5.1.2 Number of supported rights

The minimum number of supported rights shall be at\|east pne:

5.1.3

The mini

5.1.4

The m
Additi

Secur in the

same

5.2
5.21

5.2.1.

This qubtlause specifies the minimum set of mandatory roles and rights that shall be avTiIabIe
in eadgh logical-device.
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Mandatory pre-defined role-to-right mapping

Table 1 reflects the minimum set of roles to be supported.

Table 1 — List of pre-defined role-to-right assignment

Righ o
ight %
o 2
Value — z a = = _ O >
L = < o O] o 10 ] =
%) x ] Z x = z ©
Role = g 0 & E T — 3
= L < ] =l = = F o wN | W
> 4 =) x s e e (@) \{ NQ %)
- aN
<0> VIEWER X X A (
<1> OPERATOR X X X /\\ \\ \/
<2> ENGINEER X X X X /\ &\ X Ofe
X \
<3> INSTALLER X X X —\\& NN x
<4> SECADM X X | X ( /7 \\/ X | x | x| x
/- A
<5> SECAUD X \x\ <\\ %x <XL> M
<6> RBACMNT X >< —/ X X X
AN
7...32767> Reserved \ (\ Fo Wse of IEC defined roles.
<-B2768 .. -1> Priv<a§ warn#\agreement. Not guaranteed to be interoperafle.
N
Rema
5.21.
The | owing

PACK
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Table 2 — List of mandatory pre-defined rights

Predefined rights

AttributeName

AttributeType

Comments M/O

M: mandatory but conditional, depending on the
object model.

Examples:

An IED without a controllable object shall not
support the right CONTROL;

— An IED without a file system shall not support
the right FILE.

O: optional /\

View BOOLEAN M AN

Read BOOLEAN M AN
Datadet BOOLEAN M \

Repofting BOOLEAN M \ \ \ N4
FileR¢ad BOOLEAN M AN N\

FileW}ite BOOLEAN M N\

Contrpl BOOLEAN v () N

Confi BOOLEAN PN T N

SettingGroup BOOLEAN & M ( \ NS )\/

FileMjt BOOLEAN NN R

Securty BOOLEAN ( ~ ™ \
— VIEW right: Allows the>s hat objects are present within a Lggical-

supject/role,
appear;

- FILEWRITE

- C

Dgvice by presenting the typé

tb\: Lagicdl-Dey
— READ right: Allow D]

and ID of objegef:

righ

objects. If this right is not granted to a
9 the View right has not been granted shall not

obtain all or some of the values in addition to the type
in a Logical-Device;

bject/role to have full management rights for both pernfanent

7 Allows the subject/role to have write rights for file objects. Thig right
in¢ludes’'the FILEREAD right;

— CONFIG right: Allows a subject to locally or remotely configure certain aspects of the

server;

— SETTINGGROUP right: Allows a subject to remotely configure Settings Groups;

— FILEMNGT right: Allows the role to transfer files to the Logical-Device, as well as delete
existing files on the Logical-Device;

— SECURITY

right: Allows

a subject/role to perform security functions at both a

Server/Service Access Point and Logical-Device basis.

5.21.4 Mandatory pre-defined roles (see Table 3)

Table 3 lists the pre-defined roles in the context of this specification.
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Table 3 — Pre-defined roles
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Predefined roles
AttributeName Value Comments M/O
VIEWER <0> M
OPERATOR <1> M
ENGINEER <2> M
INSTALLER <3> M
SECADM <4> M
SECAUD <5> Y
RBACMNT <6> M
— VIEWER: can view what objects are present within a Logical-Device\b e type
ID] of those objects.
— OPERATOR: An operator can view what objects and va gical-
Device by presenting the type ID of those objects as wef
— ENGINEER: An engineer can view what objects 2 gical-
Device by presenting the type ID of those objects/ bss to
DateSets and Files and can configure the serye
- gical-
¢ s and
c
CADM: Security administrator ide the
vice) and role-to-right assignme nange
idation.
ew or
(e.g.
o the
quired

access right (of that data object) is associated with at least one of the roles used in the current
session; see server class and application association model in [IEC 61850-7-2.

There are two areas in which access control shall be applied:

— Service-access-point: Access control will be used to ALLOW or DENY remote access to a
ACSI server (in context of IEC 61850) and/or its children over an access point; a
connecting client can then access a logical-device and/or a file; and

— Data objects: Access control shall be applied to each instance of the hierarchy logical-
device, logical-node, and data-object. Access to the Logical-Device shall be granted or

restricted based upon access rights.
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5.2.21 Service access control
52211 Mandatory pre-defined role-to-right mapping (see Table 4)

Table 4 lists the pre-defined role-to-right mapping in the context of this specification.

Table 4 — Mandatory role-to-right mapping for service access control

Right

Role ; '\l
(DD

Role ¢onfigured in the device (see 5.2.1 and others)

UCINT

Any ofher role X
Additipnally, a maximum number of simultaneous activ i to be
configured for a specific subject. The default value 9 j all be

unlimited (e.g. bounded by the maximum number of assogi

5.2.2.1.2 Mandatory pre-defined ri
5.2.2.1.2.1 ALLOW right (see Table 5)

Table|5 defines the ALLOW right.

able

N
ACSI se{rvw Q&U Comments
Assodiate ( \ > 2 \/ Must be defined as part of access control

Releage /\ N >

Abort O\ >

ri&Table 6)

Table|6 de ight.

5.2.2.11.2

Table 6 — The DENY right

\v APSI eeeee ilce-nameo Commoen ts
Associate Must be defined as part of access control
Release
Abort

5.2.2.2 Definition of mandatory rights other than security rights

The operations assignment of these roles is relegated to IEC 61850.
Informative example: VIEW right.

This right allows the subject/role to discover what objects are present within a logical-device. If
this right is not granted to a subject/role, the logical-device for which the VIEW right has not
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granted shall not appear within the response to the
ogicalDeviceDirectory.

ACSI

If the VIEW right is granted to a role, then the role shall have access to objects in the logical-
device, through the following ACSI services (see Table 7):

Table 7 — VIEW right and associated ACSI services

ACSI service Comment

GetLogicalNodeDirectory Retrieve ObjectReference of a specific ACSI class contained in a logical-node

GetDgtaDirectory

GetDataDefinition

GetDataSetDirectory
5.2.2.8 Logging
Upon |[a successful authentication and association, the ser lowed
roles [to a log named SECAUD. The implementatio i inegd in the specific
communication service mapping (SCSM) of IEC 61850
Chan*es in the role-to-right mapping and thus af ential
shall be logged by the server to enablé nain
5.2.2.4 Configuration of devices
The cpnfiguration shall be pe
The donfiguration of r bbject
model.
The canfigurationgt S
5.2.3
At the fication, there were no specific mandatory roles requested for
CIM. . own roles offered by this specification may be used to fefine
use c jc. xoles whenever needed. Additional roles to be defined in the context of
IEC/T alsobe part of an amendment or a new edition
5.2.4
At thu i of oot thic onA~Ad ication thara \wara e onanifin oAt~ rmy ralac o~ A d for

T O ToouUT gt o P e omootroT, th T T woTCTTo— op T omC—TTantatoTyTOTC o ToquUT ot

AMI. The mechanism to define own roles offered by this specification may be used to define
use case specific roles whenever needed. Additional roles to be defined in the context of

IEC/T

5.2.5

S 62351-8 may also be part of an amendment or a new edition.

DER

At the time of issuing this specification, there were no specific mandatory roles requested for
DER. The mechanism to define own roles offered by this specification may be used to define
use case specific roles whenever needed. Additional roles to be defined in the context of

IEC/T

S 62351-8 may also be part of an amendment or a new edition.



https://iecnorm.com/api/?name=effcebdf5289c678ad0e579c926b53d4

TS 62

5.2.6

351-8 © IEC:2011(E) - 23 -

Markets

At the time of issuing this specification, there were no specific mandatory roles requested for
markets. The mechanism to define own roles offered by this specification may be used to
define use case specific roles whenever needed. Additional roles to be defined in the context of
IEC/TS 62351-8 may also be part of an amendment or a new edition.

5.3

Role-to-right assignment with respect to other non-power system domains (e.
industrial process control)

g.

At the time of issuing this specification, there were no specific mandatory roles requested for

non-p

wer system domain. The mechanism to define own roles offered by this specifi

ation

may b
in the

6 General architecture for the PUSH model

6.1

Figure
object

We apsume that the systems are properly coff

e used to define use case specific roles whenever needed. Additionaglroles to bend
context of IEC/TS 62351-8 may also be part of an amendment or a

General

4 shows the authorization process when a subjg
(e.g. an application) on system B.

efined

A an

been |oaded into system B and subjecef-tonole esponding revision number
is stoned in the repository.
The small letters define the access conftrol
a) firgt, the subject auth of its
agcess tokens and roleswia
b) the repository provides
NOTE | Steps a) an€8
p subject sub en onta|n|ng the role(s) from system A to the system B;
X Ken is
'ns are optional;
okens of the subject and gives the subject authorized gccess
g to the right(s) associated with the role inside the access token
B snay verify whether the access token has not been revokpd by
THe configuratieg/of the role-to-right assignment is a prerequisite to enforce RBAC and

must-be/undertaken in the engineering process of the system;

e) acknowledgement of system B to svustem A
) 4 4

The process outlined from item a) to item e) is similar to Kerberos. The repository takes the
function of a ticketing server. It issues an access token with limited lifetime for a subject used
by system A to authenticate towards target system B.
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S ——
Repository

w

Successful
authentication

N

N
@ Fetching credentials incl. role N
N

1. Credential format 4
> System B
o 4 A Fa SN ) e ol i e 1
VYyolTIiT A w OO CTeUCTIiar WitiT TOTe
P o Access control,
N enforce role
Acknowledgement e

2. Security roles 3. Transport

using

prification of acc
ngle message or,

B. The access token can be bound to a
(see Clause 11).

6.2

This 9
inform

token

LDAP

Each

unique useride er (user ID);

authenti¢ation information; and

— ackess token

7 General architecture for the PULL model

71 General

To support use cases, in which devices are used that do not feature an appropriate interface to
provide the access token locally (e.g., IEDs with simple HMI in terms of display and key pad), a
mechanism is needed to provide the role information for the accessing user. The user may
logon using a user ID and a password. The “PULL” model described in this clause supports
such a user ID, password based logon, but may also be used in conjunction with certificate
based logon.
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It is important to allow logon to a system in situations where connectivity to the LDAP
repository fails. To handle such situations, LDAP supplies a robust and well tested replication

mechanism.

Figure 5 shows a generic authorization scenario where a subject wants to access from system
A an object (e.g. an application) on system B. Note that for the use case accessing an IED via
the HMI described above, systems A and B would coexist and would thus not establish a

separate communication connection.

It is assumed that the systems are properly configured, i.e. the role-to-right assignment has
been loaded into system B and subject-to-role assignment with corresponding revision number

is storedmtheTepository:

The small letters define the access control mechanism, i.e.:

a) Fifst the system A opens a TLS protected communication cha
mpst use TLS mechanisms to verify the identity of the okjec
syccessfully verifying the identity of system B, systek

credentials to system B (e.g., user ID, password and regye

b) System B uses the LDAP bind method and the supg
the authentication information. System B should
repository and to protect the bind exchange.

c) System B uses an LDAP query
repository.

NOTE Steps b) and c) may be optional if data

NOTE 2 Step a) may be optional if System A

d) System B verifies th
allowed to act in the spe

e) System B acknowledg

9,

Bind using supplied @
username and password
1. Credential format

fem A

£d.| After

cation

verify
bf the

ser is

Username password
requested role System B
System A "
< \/érlfy certificate and
Acknowledgement requested role
2. Security roles 3. Transport 4. Verification

Figure 5 — Schematic view of authorization
mechanism based on RBAC PULL model

This specification focuses on the numbered parts in Figure 5 that are:

1) formats of access tokens containing roles (see Clause 8);

IEC 2276/11
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2) security roles and associated rights (see 5.2);

3) methods to transport the authorization information securely to the target system B using
existing protocols (see Clause 10); and

4) verification of access tokens by the target system B. The access token can be bound to
a single message or an application layer session (see Clause 11).

7.2 Secure access to the LDAP-enabled service

This subclause targets the access to an LDAP enabled repository, holding the access token
information.

LDAP|v3 with SSL/TLS should be used.

Each pubject authenticating to the LDAP server should have the followir

- urjique user identifier (user ID);
- adthentication information; and

- adcess token.

7.3 |LDAP directory organization

In order to facilitate interoperability, this specificatiQ ommendations onh how

to orgpnize data in the LDAP directory:

- Each LDAP object used for RBAC
the UID attribute should be unique.
atfribute.

(see RFC4524). The vdlue of
the user should match the UID

- Faqr profile A (see 9. qbject usedvfor RBAC should have an atfribute
ingtOrgPerson:userC I (see
RIFC2798).

To fgtch the aceess user

credeftials. Afte@ tem B

validafes the acce

8.1 |Ggnera

This dpecification defines“the format and content as well as transport options of access tpkens
to be|used_for/RBAC) Three profiles are defined covering the application of ID certificates,
attribyte certificates}”and software tokens. These access tokens can generally be uspd on

differgnt QS| layers. This specification focuses on their application for transport and application
|ayer '\||f Hnac not ||rn|f H'\nw' anlu\ahuluhl to fhoco Thnc fhn\l ma\ l'\n |||'|||-/nr| aleo |n nr OCOIS
bl o 4 L

.................

on other OSI layers. Moreover, the credentlals can be used on a per session basis or on a per
message basis. Therefore, this clause provides information and potential boundary conditions
regarding the session based and the message based approaches.

A session-based approach assumes that there exists an end-to-end communication dialog
between two entities, which has been set up in an authenticated way. It is expected that the
authentication is bound to the RBAC credential. During the setup phase, a session key is
established to cryptographically protect the communication session and to ensure that there is
a cryptographic binding of the communication security to the initial authentication and
authorization.

A message-based approach assumes that the RBAC credential is cryptographically bound to
the content of a single message.

The RBAC applying application or protocol has to integrate one of the two approaches.
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8.2 Session based approach

Applying the RBAC credential on transport layer is a typical example for the realization of the
session-based approach, when the transport connection is end-to-end. Particularly for the
application of TLS, authentication and authorization can easily be achieved during the TLS
handshake phase.

TLS (see RFC5246), which is used in different parts of IEC 62351, utilizes ID certificates
during the key establishment phase for mutual authentication. As Profile A (see 9.5.1) uses an
ID certificate with a RBAC extension, session-based authorization can easily be achieved. The
Profile A credential can be validated an authenticated on transport layer, while the application
can validate the role information

Profilg B instead applies attribute certificates, which are typically bou 'Ficate

during the TLS handshake is defined allowing for direct application o

Profilg C defining a software token is not likely to be used in ¢ ‘ Wi irectly, as
the appropriate message field allowing the transport of g is¥not available
directly within TLS.

If a cfyptographic session is to be bound to the transp6 G e application has to
ensurg the binding of the initial authentication of th P 3 [ i ccess
token|to the remaining part of the comptigication b , ides an
example for this.

Bindirlg of the access token to a transport connecho i i ne-to-
one njapping of the sender and the regei i ible. ios in
which|this is not always pre

— If |there is more tha icati more
specifically the same L& 3 done
on a higher - n and
tolensure an evel per application. This situation may ocdqur for
ingtance, if the instances on a substation controller, |which

communicate LS conhection to a field device.
— Arnother scenaxio \is R rough the existence of multiple hops on the trapsport
connecti Rile 9 gtion connection is intended to be end-to-end in a single hop

faghior i vdy occur in gateway scenarios, where the gateway [is an
inferfnediate\deévice on\the TLS level terminating both ends and forwarding for instange the
MMS communicationbétween a control center and a field device. The authentication pn the
simgle TLSjconnegtions is not visible end-to-end. Thus end-to-end authenticatiopn and
authorization needs to be provided on higher communication layers.

Figurg "6/ shows a generic approach for establishing a secure session between two
communication peers. Here, in the first phase digital signatures are used to protect the
establishment of the session key. The key establishment is done using Diffie Hellman key
agreement. Afterwards, the session key is applied to achieve integrity protection of the session.
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Substation Field
Controller Device B

Start Session Initial message exchange is

v

{Session Info, IDa, IDg, DHa, TS, SN, R}PKa protected using digital signatures

77/11

g of a
e, the
once.
uires

Q
=]
g applying device local certificates
5 « Accept Session and private keys
§ {Session Info, ID4, IDg, DHg, TS, SN, R}PKg = Diffie Hellman key agreement
2 used to establish a session key
Calculate DHap Calculate DHpg
Request
{Request Info, IDa, IDg, TS, SN, R}DHag
S
7]
o « Response
@ {Response Info, ID,, IDg, TS, SN, R}DHags
Notion:
= |DJ Identifier A = DHg Diffie He
= IDg Identifier B = TS Timest&
= DH, Diffie Hellman Part A = SN SequenceNqumbe
IEC 2
The a
series entication and authorization phase. Her
authe can be time-consuming, is executed just
The d mands connected with different roles re
separ ith a transport connection or a higher

commjunication co

8.3

In cor
token
sigha
canb
subst
outbo

sage. Using profile A or B for instance will result in a

wiificate connected with the RBAC information. Thus, each me
sndently. A situation where this is a desired behavior is given thrg
htion-controller having multiple inbound connections, which are mapped to a

conc

ind: connection to a field device. The substation controller in this scenario acts a

layer

d approach, the message based approach applies the access

digital
ssage
ugh a
single
5 data

The advantage of this approach allows for mixing messages from different originators on the
same transport layer connection or on the same higher layer communication connection,
while still being able to authenticate and authorize the single message. The disadvantage lies
in the fact that time-consuming operations like verification or creation of digital signatures
have to be carried out on a per message basis.

9 D

9.1

efinition of access tokens

General

Access tokens are used to transport roles.
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9.2 Supported profiles
Three different formats of access tokens are supported:

— profile A: X.509 ID certificates with extensions;
— profile B: X.509 attribute certificates;

— profile C: Software tokens (not using asymmetric cryptography).

NOTE The combination of the profiles is not intended to avoid ambiguities.

9.3 Identification of access token

The identification of the access token is realized using an OID. The root fo
tree is 1.2.840.10070. For IEC/TS 62351-8 this results in 1.2.840.100

option] to use different OIDs within IEC/TS 62351-8, a further substryct

currently only uses the one number to identify the IEC/TS 62351-8 a

The QID for the definition of the IEC/TS 62351-8 access token is:

NOTE | The OID is the same for all supported profiles. The profile itse easi e.identified through tH
access|token format. If the access token content changes over time; it s REY

any changed version of the access token.

9.4 |General structure of the access tokens
9.4.1
An acfess token shall contain at least the

— sefrial number of the acg

— role assigned to th

— isguer of theﬁs
- ti1e-stamp o] j

—  sig

— signature value of the issuing instance.

e |[EC 6285
‘ ifle an

1 0ID

which

e used
ven for

For profiteComty:
— Hash algorithm;
— key length; and
— Hash value.
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For al

-30 - TS 62351-8 © IEC:2011(E)

Optional fields in the access tokens

| profiles:

— area of responsibility (defines the area (geographic or organizational) where the role is
applicable);

— role definition (refers to the definition of role resp. the underlying data model);

— description of attribute related operations in an operation field for use cases, where the

ac

cess token is applied for user related administrative purposes at the IED; and

— dedicated sequence number field (statusChangeSequenceNumber) to provide means for

re
9.4.4
9.4.4.
The rq

- <

— <_
18

ptay protectiom i environmments withrout time symchromnization.

Definition of specific fields

( RolelD

le is defined using a mapping to an integer space, whereh
32767> are reserved for application within IE

32768

15.

All roles to be used in the context of IE protoc

The c

Forma

A toke
authofi

9.4.4.

To all
is use

t: INTEGER (-32768..32767)

is opt 351-8” per default for positive role IDs. In case
privat bers), it reflects the associated role definition sta
An ow e provided by other standards (other than IEC/TS 62351-8),
utility roleDefinition is valid in the context of the d
Userl . If multiple role definitions are used, multiple access t
shall pe us 3 uhique role-to-right mapping

If the
field.

roleDefinitYon field is present the relying party shall use the mapping defined

IEEE

B51-8.

ikion)

of the
ndard.

by a
=ﬁned
pkens

y that

The relying party shall reject any role ID that has a roleDefinition associated value that it
does not recognize.

Format: UTF8String (0..23)

9.4.4.3 Operation

The operation field supports environments that use the access token for administrative
purposes in order to change user permissions (roles) on an IED rather than using the access
token by the subject itself. It allows a receiving IED to modify locally stored user permissions
(roles) in terms of add, delete, and change.

Format: ENUMERATION { Add (1), Delete (2), Change (3) }
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9.4.4.4 Sequence number

The statusChangeSequenceNumber field supports environments, where time
synchronization is not available. If time synchronization is not available, this field carries an
always increasing sequence number and can be used for replay protection. In those
environments, the receiver needs to store the subject specific sequence number to validate the
next received access token. If a received token has a sequence number which is smaller than
or equal to the stored sequence number, the access token shall be rejected. The actual use of
this field is more explicitly defined by the protocols that require this field.

Format: INTEGER (0..4294967295)

9.44.p Resolution of the timestamp

The time resolution shall be in seconds.
Format: GENERALIZEDTIME in UTC according to IEC/TS 6235

9.4.4.p Maximum lifetime of the access token

The maximum lifetime is 3 years.

Remalrk: The minimal lifetime is an imple
NER{ CIP 001-009.

5 (see

9.4.4.7 Size of access tokens

The maximum supported sj

9.4.4.8 Revision nimn

The rgvision nu i
of the[subject-to-

9.4.4.

asing integer number and represents the version

The a estricts the applicability of a subject’s role to a set of objects.
This (R ahd the format for the AoR as follows:
Fi(%\n{m\& \ \(}o>ding, max length (byte) Example
Arda of respowy > UTFS8, 64 DE.BAVARIA

The AoR—Ts—amidemntifrerand—shoutd—defime—ahierarchicatmame—spaceor—=aTeference—to the
namespace. Note that these identifiers are typically alphanumeric.

The relying party / IED shall validate the complete AoR and shall ignore any UserRoleInfo
definition which includes an unrecognized AoR.

When UTF8String encoding is used, all character sequences should be normalized according
to Unicode normalization form C (see Unicode Standard Annex #15).
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9.5 Specific structure of the access tokens
9.5.1 Profile A: X.509 ID certificate
9.5.1.1 Format

X.509 (see RFC5280) defines a certificate in ASN.1 notation as follows

Certificate ::= SEQUENCE {
tbsCertificate TBSCertificate,
signatureAlgorithm AlgorithmIdentifier,
signatureValue BIT STRING }

TBBCertificate ::= SEQUENCE {
version [0] Version must be v3,
serialNumber CertificateSerialNumber
signature AlgorithmIdentifier,
issuer Name,
validity Validity,
subject Name,
subjectPublicKeyInfo

SubjectPublchey.nfo,
issuerUniquelID [1] 1

subjectUniquelD [2]
extensions

}

To become an ID certificate, the subject
token(holder).

The gxtensions defined for X. 509 v3 ert < iati tional
attribytes with subjects (€.Q" S ging a
certification hierarchy. Th > fe iti Hefine
private extensions to carxy i iot ¢

RFC5p80 aIIow {niti hities.
This possibility is Wsed to be

used |n the conte Itiple
differgnt role attribut i
multiple roles

subclause. ue is

1.2.840.

9.5.1.p

For the certificate rmat X.509v3 shaII be used with the following roIe related attrjbutes
defin given
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The value for the extension is defined as following:
id-IEC62351 OBJECT IDENTIFIER::= { 1 2 840 10070 }
id-IECuserRoles OBJECT IDENTIFIER::= id-IEC62351 { 8 1 }
IECUserRoles: := SEQUENCE OF UserRoleInfo

UserRoleInfo::= SEQUENCE { -- contains the role information blob
-—- IEC62351 specific parameter
userRole SEQUENCE SIZE (1..MAX) OF RolelID
aor UTF8String (SIZE(l..64)),

INTTOoOTD L0 20 0
TIN T LTI LTT \Wvar 7

revrigton -
roleDefinition UTF8String (0..23) OPTIQ
-- optional fields to be used within IEEE 1815 and
operation Operation OPTIONAL,
statusChangeSequenceNumber INTEGER (0..429496

}

RoleId::= INTEGER (-32768..32767)

Opdration::= ENUMERATED { Add (1), Delete
As thip extension describes a sequence, it allows to aSsocia bject.
Within any access token, there shall only be ore : g given

NOTE | When UTF8String encoding is used, al chara nicode
normalfzation form C (see Unicode Standard Annex #15

9.5.1.8

For th

eceiver

affects
n to be

igne Sperator: et drves—deti v i f fields
with signature algorithm ECDSA or ECGDSA (for ECGDSA, see ISO/IEC 15946-2).
Recommended minimum key lengths:
e 192 Bit (in combination with SHA-1);

e 256 bit (in combination with SHA-256).
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9.5.1.4 Field of applications

X.509 ID certificates with extensions are suitable in environments when one or more of the
following are true.

— Lifetime of the right(s) encapsulated by a role is aligned with that of the public-key included
in the certificate; thus, if the public key and the certificate is revoked, the role for the
certificate holder is also revoked.

— The same physical entity is acting both as a certificate authority and as an attribute
authority.

— Delegation is permitted, but for any one delegation, all rights in the certificate have the
same delegation parameters and all extensions relevant to delegation ly equally| to all

rights in the certificate.

For further information, please refer to ISO 9594-8/ITU-T RecomendatiQ

9.5.2 Profile B: X.509 attribute certificate
9.5.2.11 Format
subject. It can bg seen

An atfribute certificate is typically bound to an ID certificate of the
as a temporary extension of the ID certificate.

Accorfling to X.509 v3 an attribute gé s (see also ISO 95%594-8/

ITU-T|[Recommendation X.509):

AttributeCertificate: := SEQUENCE
Acinfo pteCertificateInfo,
thmIdentifier,

STRING

Attri
AttCertVersion -- version is v{4,
Holder,

AttCertlIssuer,
AlgorithmIdentifier,
CertificateSerialNumber,
AttCertValidityPeriod,
SEQUENCE OF Attribute,
Uniqueldentifier OPTIONAL,
Extensions OPTIONAL

Attri

AttributeType,

values SET OF AttributeValue
-- at least one value 1s required

}

AttributeType::= OBJECT IDENTIFIER
AttributeValue::= ANY DEFINED BY AttributeType

Remark: For a given AC, each AttributeType OBJECT IDENTIFIER in the sequence must be
unique. That is, only one instance of each attribute can occur in a single AC, but each instance
can be multi-valued.

AC users must be able to handle multiple values for all attribute types.

An AC shall contain at least one attribute. That is, the SEQUENCE OF Attributes shall not
be of zero length.
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9.5.2.2 Certificate attributes

For the certificate format X.509v3 shall be used with the following role related attributes
defined to be included in the extension. The OID identifying the extension is already given

through 1.2.840.10070. The specific value for the access token is 1.2.840.10070.8.1.

The value for the extension is defined as following:

id-IEC62351 OBJECT IDENTIFIER::= { 1 2 840 10070 }

id-IECuserRoles OBJECT IDENTIFIER::= i1id-IEC62351 { 8 1 }

TEQUSETROIES: := SEQUENCE OF USerROI€eInio

UsgrRoleInfo::
-— TIEC62351 specific parameter

userRole SEQUENCE SIZE (1..)
aor UTF8String (SIZE
revision INTEGER (0..25
roleDefinition UTF8String

-- optional fields to be used within IEE
operation
statusChangeSequenceNumber

}
RoleId::= INTEGER (-32768..32767)

Opgration::= ENUMERATED { Add

As thipg is extension describes a seque
subje¢t. Within any access token there
combination of aor and ro/

NOTE | When UTF8String €N
normalfzation form C [Unicod

9.5.2. Algo@a

For thie used identi
- mEndatory a
- m

NOTE I T y
side. SHA-256~qusthe s

For th
- m[ndatory Signature-operation: RSA with a key length of 1024 Bit;

SEQUENCE { —-- contains the role informais

e to a
given

nicode

eceiver

— mandatory Signature-operation: RSA with a key length of 2048 Bit;

NOTE 2 The mandatory support for RSA with 1024 bit keys is intended for backward compatibility and affects
mainly the receiver side. RSA with 2048 bit keys must be supported and is the preferred signature algorithm to be

used.

— optional Signature-operation: ECC-based using elliptic curves defined over finite prime
fields with signature algorithm ECDSA or ECGDSA. (For ECGDSA, see ISO/IEC 15946-2).

Recommended minimum key lengths:
e 192 bit (in combination with SHA-1);
e 256 bit (in combination with SHA-256).
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Field of applications (informative)

X.509 attribute certificates are suitable in environments when one or more of the following are

true:

— lifetime of the subject-to-role assignment differs from that of the user’s public-key
certificate validity;

— the right is valid only during certain intervals of time which are asynchronous with that
user’s public-key validity or with validity of other rights;

— a different entity is responsible for assigning a particular role to a subject than for issuing
public-key certificates to the same subject;

— there are a number of roles assigned to the subject from a variety of is grauthoritiep.
The attribute certificate may form its own certificate hierarchy and be : hdepgndent
of the|ID certificates (used for a PKIl).
Attribyite certificates can also form a sub-tree in a PKI in that the ceclificate o source-of-
authofity is signed by the root of the PKI.
For fufther information, please refer to ISO 9594-8/IT U~ .509.
9.5.2.p Mapping between ID and attribute certjfi
Table|8 provides the mapping between\D and
Table 8 — Mapping etw(_eQ d attribute certificate
Coneert (NN S

Name] of certificate [\ ID&rtipx@te Attribute certificate

Certifled contents L \b@r th\s\phbl\ic M ID for the attribute

Issuef of the certif(ate} 2 (érti?l‘s@e}\(hMCA) Attribute authority

Certifled holder O\ subrect, Subject

Revogation (\ C\%ks > ACRLs

Anchgr of trust \ h{\ot-c Source of Authority
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