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INTERNATIONAL ELECTROTECHNICAL COMMISSION

POWER SYSTEMS MANAGEMENT AND ASSOCIATED INFORMATION
EXCHANGE — DATA AND COMMUNICATIONS SECURITY -

Part 5: Security for IEC 60870-5 and derivatives

FOREWORD

1) Thqg International Electrotechnical Commission (IEC) is a worldwide organization for standardi
all |national electrotechnical committees (IEC National Committees). The obj romote
intdrnational co-operation on all questions concerning standardization in the electfi idlds. To
this end and in addition to other activities, IEC publishes International Standards\Technicak'Spetifi¢ations,
Teghnical Reports, Publicly Available Specifications (PAS) and Guides 3 5 “IEC
Puljlication(s)”). Their preparation is entrusted to technical committees; a E prested
in fhe subject dealt with may participate in this preparatory work d non-
governmental organizations liaising with the IEC also participate in ih R\ closely
withh the International Organization for Standardization (ISO) in &gccorda Wi iti ined by
agrgement between the two organizations.

tlon conjprising

2) Theg formal decisions or agreements of IEC on technical matte S ational
conisensus of opinion on the relevant subjects since eac 5 representatlon from all

intgrested IEC National Committees.

3) IEQ Publications have the form of recommeéndationg/fqr int ational
Corpmittees in that sense. While all reasdgabl e of IEC
Puljlications is accurate, i or any
misjnterpretation by any end user.

4) In ¢rder to promote international uniformify, IEC_Nati i iications
tranisparently to the maximum extent poss§ible i i i icati . ivgrgence
betyween any IEC Publicatiopahd the e ing i g i icati indigated in
the|latter.

5) IEQ provides no marki or any
equipment declared to

6) All psers should@ )

7) No [liability shall chrt rts and
members of its techn{cal i QU i i injury, hage or
oth¢r damage of 4 e 2 ) i indi , i i s) and
expenses arising\ out\ of\the “publitation,/use of, or reliance upon, thi icati er [EC
PuRlications,

8) Attgntion is\drawn ive i i i ication. icafions is
indispense iCati

9) Attgntion an ibili i icati bject of
patent righ

The main~-task o C technical committees is to prepare International Standards. In
exce;igonal circumstances, a technical committee may propose the publication of a technical
specification when

» the required support cannot be obtained for the publication of an International Standard,
despite repeated efforts, or

* The subject is still under technical development or where, for any other reason, there is
the future but no immediate possibility of an agreement on an International Standard.

Technical specifications are subject to review within three years of publication to decide
whether they can be transformed into International Standards.

IEC 62351-5, which is a technical specification, has been prepared by IEC technical
committee 57: Power systems management and associated information exchange.


https://iecnorm.com/api/?name=c7f50786bfd20b29e8bf0fdcf3f150cd

TS 62351-5 © IEC:2009(E) -7-

The text of this technical specification is based on the following documents:

Enquiry draft Report on voting
57/861/DTS 57/921A/RVC

Full information on the voting for the approval of this technical specification can be found in

the report on voting indicated in the above table.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

A list pf all parts of the IEC 62351 series, under the general title: Power s

manag

ement

and associated information exchange — Data and communications se keyfound on
the IEC website.
The committee has decided that the contents of this publicatig i until
the mpintenance result date indicated on the IEC web site unde in the
data related to the specific publication. At this date, the puflicatio
* regonfirmed,
* withdrawn,
» replaced by a revised edition, or
*+ amended.
A bilingual version of this publication m el e a lat ate.

S
IMPORTANT - The “colo i}sﬁde” lo Wer page of this publication indicates
that it contains COIOMh ar{e}(}ni e be useful for the correct understapding

of its contents.}ls\er shéu

ore print this publication using a colour printer|

PAD
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POWER SYSTEMS MANAGEMENT AND ASSOCIATED INFORMATION
EXCHANGE - DATA AND COMMUNICATIONS SECURITY -

Part 5: Security for IEC 60870-5 and derivatives

1 Scope and object

1.1 §cope

This part of IEC 62351 specifies messages, procedures and algori ing the
operalion of all protocols based on or derived from the standard : ontrol
equipment and systems — Part 5: Transmission protocols. This spedifica least
those|protocols listed in Table 1.

Table 1 — Scope of application t
Number )ta/me ~ \

IEQ 60870-5-101 Companion standard for basic telecontrél ta@ \/
IEC 60870-5-102 Companion standard foAhe tranS/&ss\\( y(teg#;t‘ad talgs in electric power systems
IEC 60870-5-103 Companions standarc&gr the\ln?qmatl(@ |nte\&(ace\ojf p}\éctlon equipment
IEC 60870-5-104 Network access for IEC 6 70- usm staMansport profiles

DNP3 Distributed Network Pr toco ase 870-1 through IEC 60870-5 and
controlle/ckby the DNP Yser Gr

1.2 [Intended audience™a

The initial audie<> i

droups

develpping the protéd ion to
take ¢ tocols
thems
The s ducts
that in

Portigns of _this~specjfication may also be of use to managers and executives in order to
undergtand the purpdse and requirements of the work.

1.3 Ttems outside of scope

This part of IEC 62351 focuses only on application layer authentication and security issues
arising from such authentication, per directions from IEC Technical Committee 57 Working
Group 3. Other security concerns — in particular, protection from eavesdropping or man-in-
the-middle attacks through the use of encryption — are considered to be outside the scope.
Encryption may be added through the use of this specification with other specifications.

1.4 Use with other standards

The working groups developing the protocols listed in Table 1 may issue standards to be
applied in conjunction with this specification. It is expected that these standards will describe
a mapping of this authentication mechanism to the messages and procedures of each specific
protocol.
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Such documents shall not override any of the security measures described in this specifica-
tion as mandatory and normative.

When applied to IEC 60870-5-104, this specification shall be applied in conjunction with
IEC/TS 62351-3: Power systems management and associated information exchange — Data
and communications security — Part 3: Communication network and system security — Profiles
including TCP/IP.

1.5 Document organization and approach

This document is organized working from the general to the specific, as follows.

e Clpuses 2 through 4 provide background terms, definitions, and references:

e Clpuse 5 describes the problems this specification is intended to address;
e Clpuse 6 describes the mechanism generically without referenc ifj Q!

e Clpuses 7 and 8 describe the mechanism more precisely 2z
pdrt of this specification.

e Clpuse 9 describes a few particular implementation iss€
e Clpuse 10 describes the requirements for other stz

e Clhause 11 describes the protocol implementation conformarce Statement (PICS) for this
mechanism.

1.6 |Compliance

Unlesp specifically labelled as informg n are
normative.

2 Normative refere

The fpllowing reference ment.
For dated refere 9 dition

of the|referenced da

IEC 6
Comp

ent and systems — Part 5-101: Transmission protogols —
elecontrol tasks

IEC 6 )\‘ elecontrol equipment and systems — Part 5: Transmission protog¢ols —
Sectiq > panion/standard for the transmission of integrated totals in electric power
syste

IEC 6P870-5-103, Telecontrol equipment and systems — Part 5-103: Transmission protqcols -
Companion standard for the informative interface of protection equipment

IEC 60870-5-104, Telecontrol equipment and systems — Part 5-104: Transmission protocols —
Network access for IEC 60870-5-101 using standard transport profiles

IEC/TS 62351-1, Power systems management and associated information exchange — Data
and communications security — Part 1: Communication network and system security —
Introduction to security issues

IEC/TS 62351-2, Power systems management and associated information exchange — Data
and communications security — Part 2: Glossary of terms
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IEC/TS 62351-3, Power systems management and associated information exchange — Data
and communications security — Part 3: Communication network and system security — Profiles
including TCP/IP

ISO/IEC 9798-4, Information technology — Security techniques — Entity authentication — Part
4: Mechanisms using a cryptographic check function

FIPS 186-2, Digital Signature Standard (DSS)

FIPS 197, Advanced Encryption Standard (AES)

FIPS 198-1, The Keyed-Hash Message Authentication Code

RFC 2104, HMAC: Keyed-Hashing for Message Authentication

RFC 3174, Secure Hash Algorithm (SHA-1)
RFC 3394, Advanced Encryption Standard (AES) Key Wrap

RFC 3629, UTF-8, a transformation format of ISO 10

3 Terms and definitions

itions apply.

IEC 60870-5 standards and nlay be

They pre described here because they\are\spegific\o
useful for reading this spe satig ah independenpdocument.

ablé~terms and definitions.

Refer

3.1
contr

the dd most of the communications and issues commands$

Itis c in some protocol specifications.

3.2
contr

the remote dev at transmits data gathered in the field to the controlling station

It is commonly called the “outstation” or “slave” in some protocols.

3.3
control direction
data transmitted by the controlling station to the controlled station(s)

3.4
monitoring direction
data transmitted by the controlled station to the controlling stations

The following terms are described here because they are specific to this protocol:

3.5
challenger
station that issues authentication challenges
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It may be either a controlled or controlling station.

3.6
responder
station that responds or reacts to authentication challenges

It may be either a controlled or controlling station.

4 Abbreviated terms

rm is
n the

discugsion of this authentication mechanism.

ASDU Application Service Data Unit. The application la jtted to

lower layers for transmission.

5 Problem description

5.1 |Overview of clause

This dlause is informative only. It describes®

e the security threats that this specification is intended\to address;

o the apfication for IEC 60870-5 and dgerived

prptocols;

o the resulting desig

5.2 Specific@a
This |specificatio

IEC/TB 62351-2:

the following security threats, as defingd in

e spoofing;
e modificatig
e replay

e ngn-repud o the extent of identifying individual users of the system.

5.3 |Design issues

5.3.1 —Overview of subclause

This subclause describes the challenges faced in developing an authentication proposal that
can be applied to all the IEC 60870-5 and derivative protocols. This subclause is supplied for
the benefit of security experts reviewing this document who may not be familiar with the
electrical utility protocol environment.

5.3.2 Asymmetric communications

All the protocols affected by this specification share the concept of inequality between the
communication stations. In each of these protocols, there is a designated controlling station
and a designated controlled station, each having different roles, responsibilities, procedures
and message formats. In particular, the controlling station is in many cases responsible for
flow control and media access control.
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The existence of a definite controlled/controlling station designation has two impacts on the
design of this authentication mechanism:

e the format of messages in each direction will differ, even if the functions are the same;

e Kkey distribution is simplified because they will always be issued by the controlling station.
5.3.3 Message-oriented

All of the affected protocols are message-oriented. This means that authentication must be

performed on a message-by-message basis, rather than authenticating only at the beginning
of a data stream and occasionally thereafter, as some connection-oriented protocols do.

5.3.4 Poor sequence numbers or no sequence numbers

seque
harde
becald

Unfor
adequ
permi

There|

time-y

5.3.5

The | major
desigh concern for the ement
necegsarily affects thePa e fact
that many of these d would
affect| not only BS an
electr|cal controh

Therefore, the us ch as

publig

5.3.6

The | N bendwidth available in utility networks has been the prime design
concern (aftef message integrity) of the affected protocols. Links of 1 200 bits per second and
lower|are still"a reality for many applications of these protocols. Some communicationg links

also gharge’costs per octet transmitted.

Therefore, the authentication mechanism must not add very much overhead (i.e. few octets)
to the affected protocols. The size of the challenge and authentication data has therefore
been limited and truncated as much as possible while retaining an adequate level of security.
Other measures may be taken in the implementations in each protocol.

5.3.7 No access to authentication server

The nature of the utility networks in which the affected protocols are deployed is that the
controlling station is often the only device with which the controlled station can communicate.
If there is any access to other networks, it is often achieved through the device implementing
the controlling station.

The impact of this fact on the authentication mechanism is that any system requiring on-line
verification of the controlling station’s security credentials by a third party is not practical.
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5.3.8 Limited frame length

Because of the restrictions on bandwidth and message integrity, the affected protocols are
designed to send data in small frames of 255 octets or less. Some derivative protocols permit
“chaining” frames together to create larger application layer messages.

However, in general, the authentication mechanism cannot assume the transmission of large
data units between the stations.

5.3.9 Limited checksum

Message—inteq high—prierity—r—the—desigr—ofthe—affected—protee

—Was—a , 6 vgr, the
ty measures chosen for these protocols were designed to protect agéa

noise,

and a

ayers.
annot
bne of

dancy
oses,

ise of
sage integrity for security purppses.

ore, the authentication mechanism deschbed this specification cannot make
the eAisting protocol integrity mechanisms @vn

5.3.1Q Radio systems

The & rovide
secur t all.
There : S ale in this specification must assume a hostil¢ and
physid i SSion
5.3.11

pveral

The
seco;{_‘ communications before each frame transmitted. Similarly, many radio
syste eying” times before each frame.

Theregore, the authentication mechanism provides an option, known as “aggressive mode”
that r T :

5.3.12 Variety of protocols affected

The IEC 60870-5 family of protocols share many common functions and an underlying design
philosophy. However, the various companion standards and derivative protocols have been
implemented using a variety of message formats and procedures.

Therefore, this specification describes a generic authentication mechanism that must be
mapped to each specific affected protocol within specifications that are specific to that
protocol.
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5.3.13 Differing data link layers

As discussed in 5.3.9, the affected protocols use a variety of transport mechanisms and
procedures. Although IEC 60870-5 describes a common data link layer, it permits multiple
frame formats and other options. Several of the affected protocols use the FT1.2 frame, one
uses FT3, and one does not use that frame format at all. Some of them use only an
unbalanced media access control procedure, some use a balanced method, and some
optionally use both.

Therefore, the authentication mechanism cannot be based on the data link layer. However, it
can assume that there is addressing information available from lower layers that can be used
for authentication

5.3.14 Long upgrade intervals

Utilitigs depreciate changes to their networks over long periods bveral

differg¢nt generations of network systems simultaneously.
Therefore, this authentication mechanism follows the principfes

5.3.13 Remote sites

The devices that implement the affected protocels\are ¢ at sites that arg very
remote and expensive to access.

Therefore, as much as possible, this mex i ! 9 cred-
ential$ remotely.

5.3.16 Multiple users

A compmon topology fo soles,
or ogFrators) to acces non-
repudjation pur , mand
of the[controlled

Therefore, this from

the cqntrolling

5.3.17

The affectethprotocols are often used over unreliable media. This mechanism attempts tp take
this unreliability\into \account when addressing error conditions. For instance, it dogs not
assume that\the loss’of a single security message necessarily means that an attack is ¢inder-
way.

5.4 General principles
5.4.1 Overview of subclause

This subclause describes the guiding principles behind this specification, based on the
identified threats and design issues discussed in the previous two clauses.

5.4.2 Authentication only

As discussed in Clause 1, this specification addresses authentication only, not encryption or
other security measures. It does not rule out the possibility of such measures being added to
the affected protocols by other standards.
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5.4.3 Application layer only

This specification describes authentication at the application layer. Refer to IEC/TS 62351-1
for a discussion of why application layer authentication is necessary in the utility environment,
in addition to any transport layer security that may be implemented.

5.4.4 Generic definition mapped onto different protocols

This specification describes a common method of authentication that can be used by any of
the affected protocols. The implementation of this method in each protocol shall be defined by
separate standards. Such standards shall reference this specification according to the rules
defined in Clause 10.

5.4.5 Bi-directional

This gpecification describes a mechanism that can be used in eit ction,
despile the asymmetry of communications traffic defined by th f ahd dis-
cussed in 5.3.2.

5.4.6 Challenge-response

The mechanism described in this specification is ba reply.

This grinciple has been applied for the following reasons.

evice tha@

o |t s authentication, which is
m e found in the utility industry.

o |t ed if desired, reducing bandwidth and
pr

o |t

Becat cation

is “ref

5.4.7

This s keys to be used by default. This principle recognizges the

fact tfhat many ‘utilijes e prepared to manage security credentials in a|more

sophi eless require some level of protection.

This ecificati ot prevent the use of public-key cryptography or other key
distriguti A 0 be used to change or distribute the pre-shared keys desgribed
here. ecificajions may standardize such methods, but they are currently out pf the
scope icati

5.4.8

This specification recommends that the following conditions be satisfied when a secure device
(one implementing this authentication mechanism) communicates with a non-secure device.

e The secure device should be able to detect that the non-secure device does not support
the authentication mechanism.

e The non-secure device should continue to operate normally after being contacted by the
secure device. In other words, the authentication message cannot cause the non-secure
device to fail.

e The two devices should be able to continue to exchange information that is not considered
critical.

However, the mechanism’s ability to meet these conditions is largely dependent on the
protocol it is mapped to and on the quality of the implementation on any particular device.
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This specification therefore recommends that secure devices avoid sending security mess-
ages if it is not known whether the remote device supports security. Remote configuration of
security or non-security is beyond the scope of this document.

5.4.9 Upgradeable
This specification permits system administrators to change algorithms, key lengths, and other

security parameters to deal with future requirements. In keeping with the principle of back-
ward tolerance, it also permits one end of a link to be upgraded at a time.

5.4.10 Perfect forward secrecy

This gpecification follows the security principle of perfect forward secrecyas défined in
IEC/TS 62351-2. If a session key is compromised, this mechanism o

particular session at risk, and does not permit an attacker to au future
sessigns.

5.4.11 Multiple users

This gpecification assumes that there may be multiple usé ¢ ocated at the site
of the controlling station. It provides a method to authienti Sh o users sepdrately
from g¢ach other and from the controlling station itself.

The i i inci i i 3 n t® conclusively identify the
individual user (not just the station)<that\{r § message. This information
could i hough such use is out pf the
scope

This s d stations may limit access to dertain
functi sers, or based on the “roles” the|users
perfoqm. iscussed\n thistdocunmyent can be considered to represent npt just
a usef, iINgR_a i .However, this document does not specify a
mechanism for &@us :

6 T

6.1

This ¢ operation of the authentication mechanism in general terms for the
benef i This clause is informative only; in the case of disagreements

betwelen this stause and Iause 7, Clause 7 shall be taken as correct.

6.2 |Narrative description

6.2.1 Basic concepts
The authentication mechanism is based on two concepts:

e a challenge and response protocol, as discussed in 5.4.6. The general mechanism is
illustrated in Figure 1. Because “response” is a keyword in the affected protocols, the term
used here is “reply”;

e the concept of a keyed-hash message authentication code (HMAC) that both the
controlled and controlling stations calculate based on each application service data unit
(ASDU, or protocol message) that is to be authenticated.

An HMAC algorithm is a mathematical calculation that takes a protocol message as input,
produces a smaller piece of data as output, and has the following characteristics.
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e The value of the output is sensitive to small changes in the input message, so the output

of

the HMAC can be used to detect if the message was modified.

e The calculation makes intrinsic use of a secret key that is shared by both ends of the

co

mmunication.

e Itis extremely difficult to determine the secret key by viewing the HMAC output.

e Itis nearly impossible to determine the original message from the HMAC.

e It is difficult to find two messages that produce the same HMAC.

This challenge-reply mechanism using an HMAC is a “unilateral, two-pass authentication”
mechanism as described in ISO/IEC 9798-4.

6.2.2

The c
the 1B
challe
direct

Statio|
beford
Contr

paran
7.3.2.

ly eag

The @
authe

6.2.3

The s

commlunication

The r
the re
The fq

e S(

Initiating the challenge

nge and reply messages will be somewhat different j
ons.

htication coie (
Replying“g

tation (eith

pSpONg e AC algorithm specified in the challenge message to pr
ply: key known to both stations is an integral part of the compu
llowing s of information are included in the computation.

me (addressing information, specific to each protocol, is included in order to aut

Cc

elthe responder as a valid application layer user.

.|Since

of the
toring

to be
\SDU,

hents,
bed in

hdom-

ssage

pefore

bduce
ation.

henti-

e The challenge data is included, to protect against replay attacks.

e If the challenger is protecting a specific critical ASDU, data from that ASDU is also includ-
ed in the computation. This protects against modification of the ASDU by an attacker.

The reply includes the resulting HMAC value.

6.2.4

Authenticating

Upon receiving the reply, the challenger performs the same calculation on the same data
used by the responder. If the results match, the challenger permits communications to
continue. If the challenger was protecting a particular ASDU, it processes the ASDU.
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If the authentication fails, the challenger shall not perform the requested operation. The
challenger may then choose to transmit an error message. To help protect against denial-of-
service attacks, the challenger shall cease to transmit error messages after a fixed number of
failures. The controlling station must reset the session keys before the error condition can be
cleared.

6.2.6

Aggressive mode

To reduce bandwidth usage, a responder attempting a critical operation may optionally

“antic

pate” the challenge and send the HMAC value in the same ASDU being protected

elimin
secur

Statio|
which

ISO/IE

aggre
additi

6.2.7
6.2.7.

Table
mech
freque
one d

Changing keys

{ General

ates the challenge and reply messages. Aggressive mode provide
ty, because not as much data is changing in each message.

i each direction, so that if the K
communications in the other direc

sessio<ay\

Type Change mechanism Range of expected
change interval
Monitoring The controlling station shall Minutes to weeks
direction encrypt the session key in a key

change message using the update
key.

(for infrequent
communications)

session

The controlling station shall
encrypt the session key in a key
change message using the update
key.

Minutes to weeks

. This

lowerclepel of

cation
most
ey for
tion.

Update key The controlling

The update key shall be pre-

Months or years

station shall use the
update key to
periodically change
the session keys.

6.2.7.

shared by the two devices and is
changed only by means external to
the protocol.

2 Managing session keys

The session keys that each station uses to hash the challenge data are the most frequently
used keys. A different session key is used in each direction, so that if the key for one direction
is compromised, it does not compromise communications in the other direction.
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The controlling station initializes the session keys immediately after communication is
established and regularly changes the session keys thereafter. This practice of periodically
changing the session keys protects them from being compromised through analysis of the
communications link.

The controlling station uses a second key, called the update key, to encrypt the new session
keys, together with the challenge data, inside a key change message. The use of a second
key permits the controlling station to change the session key even if the original session key
was compromised. Both the session keys and the update key are symmetric keys.

The sequence for changing the session keys is shown in Figure 5 and Figure 6. Like the
normadl authentication mechanism, it is also based on challenge and reply:

e THe controlling station sends a key status request message, whig 3 ta but
serves to initiate the process.

e THe controlled station replies with a key status message containi e gtatus of
the keys and some challenge data.

e THe controlling station updates the session keys with ha nessage. Besides
chlanging the keys, the key change message also constits z e challende and
pgrmits the controlled station to authenticate that t b is _attempting to change
the session keys.

e THe controlled station replies with a new kgy sta \ i ssage
inglicates whether the key change : . dEer i entic)
and includes freshly generated challenge.da

e TH time,
re

The ¢ pta is

known as a “key wrap’Aalgo |th . i i i ified in

8.2.3.

If eithp utication has failed, it shall assume the most recent

set of jgsed and shall refuse to use them to authenticate any

furthe aggre si e 'modevrequest messages. The controlling station shall send a

key s S p opportunity after detecting the communications failure, and

re-init S

6.2.7.

As dis i 5.4.N, this authentication mechanism permits multiple users of the sysfem to

be authenticated™~sepadrately from the controlling station itself. Each user is identified [by its
own user number and has its own update key and set of session keys.

Each user’s update key is rarely changed. The reason for such a change is dependent on the
security policy of the organization, but may include the update key being compromised, or a
user leaving the organization. In such cases, the update key must be changed through a
mechanism external to the protocol. This mechanism is outside the scope of this specification,
but it must ensure that the update key is kept secret and cannot be eavesdropped upon nor
modified in transit.

6.3 Example message sequences
6.3.1 Overview of subclause

This subclause contains diagrams illustrating examples of how the authentication mechanism
shall behave. This subclause is informative only. Refer to Clause 7 for a formal description of
the mechanism. Bold arrows in these diagrams represent authentication-specific messages.
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6.3.2 Challenge of a critical ASDU

Figure 1 and Figure 2 illustrate the challenge and reply to a critical ASDU.

Responder Challenger

Non-critical ASDU

P

Standard protocol response Perform
N operation

Critical ASDU
Authentication
challenge
Authentication
response

Standard protocol response

Figure 1 — Example o

Responder

Figure 2 — Example of failed challe

>
Perform
operation
>'V Authentication
response
* Authenticate
Authentication error cesasec=="
4-""“"""" Behave as if
Not transmitted if critical ASDU
maximum errar count had not been
exceeded transmitted

IEC 1461/09

nge of critical ASDU
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6.3.3 Aggressive mode

Figure 3 and Figure 4 illustrate authentication of a critical ASDU using aggressive mode.

Responder Challenger

Non-critical ASDU

Standard protocol response e
Perform
| operation
Aggressnve Mode request
Included in critical ASDU
‘» tigate

Standard protocol response rf
rat
C) IEC 1462/09

ggressive/mode request

Figure 3 — Example of 2

Responder allenger
@ ‘
Q Execute
4>
< Standardy 30l response
SSive mode request
\/ Cilided in criticg ASDU
Authenticate
Authentication error cocm=s
4--------’------ Behave as if
Not transmitted if critical ASDU
maximum-errorcount had not been
exceeded transmitted
IEC 1463/09

Figure 4 — Example of a failed aggressive mode request


https://iecnorm.com/api/?name=c7f50786bfd20b29e8bf0fdcf3f150cd

—22- TS 62351-5 © IEC:2009(E)

6.3.4 Initializing and changing session keys

Figure 5 and Figure 6 illustrate how the controlling station initializes and changes the session
keys on startup, periodically, and after a communications failure.

Controlling Controlled
station station

Key status request

Key status (NOT INIT, challenge 1)

Key change (respo@&

Key status (OK, challeng}&)\\

Key
change
timer

expireT\v\

Q \Q MK, challenge 3)
j Key change (response 3)

Key status (OK, challenge 4)

-

IEC 1464/09

Figure 5 — Example of session key initialization and periodic update
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Controlling
station

- 23—

Normal response

Controlled
station

Protocol

request X/ I Protocol

timer (lost) confirm

expires | timer
EXPITES

Key status
request

Key
status
timer
expires

|
|
|
|
|
Y
|
|
Y

»

(lost)

6.4

Figurg
not nq
Claus
corregt.

Howeyer, (these figures are intended to show the general operation of the authenti
protogol:{/n each of the state machine overview diagrams, a state is represented by a

NN

Key status (COMM FAIL, chal g%

Key status reque x

%ri\(resp se 7)

Key stat (OK@\ \
ey statu llerig

IEC 1465/09

ified in

to be

cation
circle

and state transitions are represented Dy arrows.
transition arrow is the name of the event.

to be taken by the station before the transition to the next state.

The text before the stash (7*yon eac
The italicized text after the slash describes action

state

The security idle and wait for reply states are common to both controlling and controlled
stations. The other states are specific to each type of station.

For simplicity, these figures show a transition to the wait for reply state upon receiving an
aggressive mode request. In reality, as described in Table 18, this transition would be only
momentary and the station would immediately return to security idle state after taking the

appropriate action.
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Wait for
reply

Rx invalid reply and
Err count exceeded OR
Comms failure /

Tx key status req

Rx invalid
reply OR
Reply
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Rx critical
ASDU /
Tx challenge

Rx valid reply / timeout /
process Tx emor &
critical ASDU & increment

Tx normal protocol error count

Security

Comms failure
OR
Key change
timeout /
Tx key status req

Wait for
key
status

Max efror
count
exceeded /
Rx challenge / Tx error & start key
increment error count change fimer
Rx key status /
Tx key change
Reply
timeout / Rx challenge / Tx errof &
Tx key increment error coun

status req

C 1466/09

Figure 7 — Major state transitions for controlling station
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Wait for
reply

Rx invalid reply and Rx valid Rx invalid Rx critical
Err count exceeded / reply / reply OR ASDU/
Key status = AUTH_FAIL Process Reply Tx challenge
critical ASDU timeout /
& Tx normal Tx error &
protocol increment
error count

7 F

R-aggressive-medefeguest——
ocess data and Tx normaf protecol OR
Tx error & increment.grror coun

@

Key status =
NOT INIT

Security

Link failure / Key status
= COMM_FAIL

Expected key change
timeout / Key status =
NOT_INIT

Rx challenge’/
Tx respoyise

IEC 1467/0)

Figure 8 — Major state tra foreontrolled station

prmal specification

7.1 |Overview of clause

This ¢lause formally d ¢ ocoNused for this authentication mechanism. |f this
clause¢ differs fr@ i nallbe considered to be definitive.

7.2 |Message de

7.21 ages and ASDUs

This gubgclause desthibes thedata in each security message. A security message is|not a
completé . ist ©f data and the format of this data shall remain the same befween
protogols, e urrounding the message and the mechanisms used to delivef them
shall (differ pe . This mapping to the affected protocol shall be described |n the
specification for the affected protocol, as discussed in Clause 10. Note that all of the affected

protod
same

convention shall be used for all the security messages.

ols, transmit integer values with the least significant octet transmitted first; therefore that

7.2.2
7.2.2.

Challenge message

1 Structure

Each challenge message shall contain the information described in this subclause and
summarized in Table 3. A challenge message shall be a request that the responder authen-

ticate

itself to the challenger.
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Table 3 — Challenge message

Value

Value CSQ = Challenge sequence number, defined in 7.2.2.2

Value

Value

T T T T T
Value USR = User number, defined in 7.2.2.3
Value

Enumerated value

| Enlumleraled |va|l|Je | RSC = Reason for challenge, defined in 7(’2/Q§§\ &

T T T T T >
Value CLN = Challenge data length, definéd in 72226 \s
Value

A
Number of octets \ \)
specified in CLN Pseudo-random challen}e/dw 7&\2

HAL = HMAC algorithm, defined in 7.2.2.4

7.2.2p

Statiops shall use this value to match replies ‘with lenges. Each station shall maintain its
own separate challenge sequence number, tion shall set this value to zgro on
startup, and increment thi i i nif8” a challenge message. If the|value
reaches 4294967295, th A€ ¢ c ansmits shall be zero.

Challenge sequence nbers e ding dent of user number. In other words,| each
statioh need onl ore g \ SQVocally regardless of how many users or d¢vices
itisc )mmunica [

csaQ
7.2.2.8

The cpntrolling sta' this value to identify which set of session keys is to bg used
in thig cf

USR UI[1..8]<0..65535>
Unknown. The challenge-reply sequence is being initiated |by a
controlled station. Therefore, the appropriate USR is not yet kpown.
The controlling station will supply the appropriate USR in the| reply
message.

<1> := Default: The challenge-reply sequence is being initiated by a
controlling station on behalf of more than one user, and the set of
session keys used will therefore be the default set of keys for this pair
of stations. Refer to 7.2.5.2 for more details.

Chosen by the controlling station to be associated with a particular

user and corresponding set of session keys.

<2..65535> :

7.2.2.4 HMAC algorithm

Using this value, the challenger shall specify the algorithm that the responder shall use to
calculate the HMAC Value, as described in 7.2.3.5, and shall also specify the resulting length
of the HMAC value, as described in 7.2.3.4. Refer to the normative references listed in
Clause 2 for details of these algorithms. Each station shall support at least the minimum
subset of algorithms listed in 8.2.2.
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HAL

IMPORTANT: Refer

trunca
longe

7.2.2.

This

use tHi

RSC

7.2.2

This
length

CLN

7.2.2.

Statio|
conte
gener,

7.2.3
7.2.3.

(

Each

5t practical HMAC should be used whenever possible.

:= UI[1..8]<0..255>

<0> := not used

<1> := HMAC SHA-1 truncated to 4 octets (serial)

<2> := HMAC SHA-1 truncated to 10 octets (networked)
<3> ;= reserved for future SHA algorithms

<4> := reserved for future SHA algorithms

<5..127> := reserved for future use

<128..255> :
interoperable.

of the chalfn S

reserved for vendor-specific choices. Not guaranteed to be

to the note in 8.2.5.3 regarding the dependency between the use of

e, the

b Reason for challenge
alue explains the challenger’s reason for making the cha shall
is value to determine what extra data to include when calg
= UI[1..8]<0..255>
<0> = not used
<1> := CRITICAL. Challenging a/ critica responder| shall
include the entire previ i by the responder{when
calculating the"KMAC further protocol-specific
information
<2..255> = reserved for fut
.p Challenge dafa le
alue shall specif he’ challenge data that follows. The migimum

random data in the challenge message to ensure that the

& message are not predictable. The pseudo-random data shgall be

m specified in the FIPS 186-2 digital signature standard.

Structure

reply message shall contain the information described in this subclause and
summarized in Table 4. A reply message shall be a reply to a challenge message.
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Table 4 — Reply message

Value

Value CSQ = Challenge sequence number, defined in 7.2.3.2

Value

Value
T T 1T 17T 171

Value USR = User number, defined in 7.2.3.3
Value

T T T T T
Value HLN = HMAC length, defined in 7.2.3.4 <\(\
Value A (\

Number of octsts HMAC value, defined in 7.2.3.5 x >

specified in HLN

7.2.3.R Challenge sequence number

This yalue shall be as described in 7.2.2.2. The_value itte the responder jn the
reply [message shall be the same v itted shallenger in the previous
challegnge message.

7.2.3.B User number

The cpntrolling station shall use this value\to ident €h set of session keys is to bg used
to authenticate this reply sohder the controlled station, this value shall e the
same|as the USR valye tre i ¢ challefpger in the previous challenge message. If
the responder is the cph i all_set the USR value according to which yser is

beinglauthenticated. 2.5.2 details.

USR @ g +.05

7.2.3.4

HLN

The HMA Recify the length of the HMAC value in octets. The HMAC |ength
shall be co ~ {MAC algorithm specified by the challenger, as described in 7.2.2.4.

HMAC value

7.2.3.

The rfsponder shall calculate the HMAC value according to the HMAC algorithm specifled by
the challenger, as described in 7.2.2.4. The responder shall include in the HMAC value
calculation the data listed in Table 5, in the order listed.
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Table 5 — Data included in the HMAC value calculation

Data Description Described in Included

Challenge message | The entire challenge message | Subclause 7.2.2 Always.
transmitted by the challenger.

Addressing Addressing information Protocol specification Always.

information identifying the challenger and
responder, specific to the
protocol and found in the
lower layers of the protocol.

Challenged ASDU The entire previous ASDU Protocol specification If the reason for challenging is
trafsmitted-by-theresponder 2>—chatengingaeriticat
not including data link layer or function.

APCI information.
N

Paddinp data Any padding data required. Hash specification Amsd WW

algorithwg.

Contrplled stations acting as the responder shall use the urr
key tg calculate the HMAC value.

Controlling

to calgulate the HMAC value.

7.2.4| Aggressive mode request

7.2.4.1

In aggressive mode, a s

configuration. Aggres
consigerably less fan
Each |aggressive

subclause and su

iforing\direction sg¢ssion

stations acting as the responder shall direction sessign key

Structure

ation information in the same ASDU as
be mandatory, but can be disabled by
cure than normal mode operation, buf uses

shall contain the information described ip this

N
Vé‘{‘e CSQ = Challenge sequence number, defined in 7.2.4.3.

Value USR = User number, defined in 7.2.4.4

Value

Number of octets

specified in HLN HMAC value, defined in 7.2.4.5.

7.2.4.2

Aggressive mode must be preceded by challenge/reply

The responder shall not transmit an aggressive mode request until the responder has
received and responded to at least one challenge message from the challenger. Refer to the
procedures in 7.3.3 for more details.
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The responder shall use the data from the most recently received challenge message to
calculate the challenge sequence number and HMAC value in the aggressive mode request,
as described in 7.2.4.3 and 7.2.4.5.

7.24.3 Challenge sequence number

The challenge sequence number (CSQ) shall have the value described in 7.2.2.2. The effect
of the rules described in that subclause is that the CSQ of a given aggressive mode request
shall be the CSQ from the most recently received challenge message, plus the number of
aggressive mode requests the responder has transmitted since receiving that challenge
message, plus one.

7.2.4.|4 User number

The responder shall use this value to identify which set of session iS pe used to

authepticate this aggressive mode request.

USR := UI[1..8]<0..65535>
<0> := Unknown. Not used for this message
<1> := Default: One of two cases is occu

e This message is being ation on belalf of
more than one user.
e This message is bei

no corresponding

d station and there is

sed will be the defallt set
for more details.

<2..65535> := ontrolingestation to be associated with a particular
7.24p HMAC value
In aggressive mode, t § culated in the same manner as in rjormal
mode| but shall be calc an the same ASDU as the aggressive mode refjuest,
rather than the ;@ :

Table 7 - AC value calculation in aggressive mode

Data Described in Included
Challenjge message Subclause 7.2.2 Always.
New C$Q The\new value of CSQ. Subclause 7.2.4.3 Always.
Addresping Mressing information Protocol specification Always.
inform4tion identifying the challenger and
responder, specific to the
protocol and found in the
lower layers of the protocol.
Authenticated data The entire ASDU transmitted Protocol specification Always.
by the responder, not
including data link layer or
APCI information.
Padding data Any padding data required. Hash specification As required by the HMAC
algorithm.

The length of the HMAC value shall be determined by the HMAC algorithm (HAL) of the most
recent challenge received by the responder, as described in 7.2.2.4.



https://iecnorm.com/api/?name=c7f50786bfd20b29e8bf0fdcf3f150cd

TS 62351-5 © IEC:2009(E) -31-

Controlled stations acting as the responder shall use the current monitoring direction session
key to calculate the HMAC value.

Controlling stations acting as the responder shall use the current control direction session key
to calculate the HMAC value.

7.2.5 Key status request message
7.2.51 Structure

Each key status request message shall contain the information described in this subclause
and Sy mm’\r—rt\nl n Tnhln Q

o T

Only the controlling station shall send key status request messages. key status rgquest
message shall elicit a key status message from the controlled station.

Table 8 — Key status request mes

[T 1T T T 171
Value USR = User number, defin
Value

7.2.5.p User number

The dontrolling station uses this value i set of session keys for which it is
requepting the current status.

USR
<0>
<1>

<2..655@
e 9 £ Use of default session keys

\ \ > Case User number
~
Q\ \ Cor}kaolled station sends challenge Unknown <0>

ations,

icular

Tak

\éonNMtion sends aggressive mode request Default <1>
w station challenges response or unsolicited Default <1>

response from controlled station

Controlling station sends request for data to be Default <1>
processed by murtipie users

Any other case <2..65535>

7.2.6 Key status message
7.2.6.1 Structure

Each key status message shall contain the information described in this subclause and
summarized in Table 10.

Only the controlled station shall send key status messages. A key status message shall
indicate to the controlling station the current status of the session keys and provide challenge
data that the controlling station must use to authenticate itself when sending the next key
change message.
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If the key status = OK, meaning that the controlled station considers the session keys to be

valid, the key status message is authenticated with an HMAC.

Table 10 — Key status message

Value

Value KSQ = Key change sequence number, defined in 7.2.6.2

Value

Value

Value USR = User number, defined in 7.2.6.3
Value

Enumerated value KWA = Key wrap algorithm, defined in 7.2.6.

Q
N KST =K tat defined in 7.2.6
Enumerated value = Key status, detined in /.2.0.

T T 1T 17T 171
HAL = HMAC algorithm, definetNin 7.2x6\6
Enumerated value

T T T \\ﬁ}
Value CLN = Challenge data length, defme
Value
Number of octets
specified in CLN Psew&alle&ge de 7.2.6.8

Number of octets HMA@e deﬁ\%rc\?%g

specified in HAL (-\

7.2.6.p Key change se

Each controlled By’ change sequence number, which it shall yse to
match key statusvimeé e . quent key change messages. This value shgll be
initialised to zero o { he eontrolled station. The controlled station shall increment
the KBQ each tiRe - change or key status request message. (The firsf KSQ
transmitted shrall t ¢ be 1). If the value reaches 4294967295, the next K§Q the
contrqlled stati i

The don i tation_shall not process the KSQ except to include it in subsequent key

chandge mes

KSQ UI[1..32]<0.. 4294967295>
7.2.6.B User number

The controlled station shall use this value to identify the set of session keys for which it is
reporting the current status. This value shall match the value supplied in the previous key

status request message, as described in 7.2.5.2.

7.2.6.4 Key wrap algorithm

Using this value, the controlled station shall indicate to the controlling station the algorithm it
will use to decrypt the data in subsequent key change messages. Refer to the normative
references listed in Clause 2 for details of these algorithms. Each station shall support at

least the minimum subset of algorithms listed in 8.2.3.
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KWA := UI[1..8]<0..255>
<0> := not used
<1> := AES-128 key wrap algorithm, as described in 8.2.3.2.
<2.127> = reserved for future use
<128..255> := reserved for vendor-specific choices. Not guaranteed to be interop-
erable.

7.2.6.5 Key status

This value describes the status of the two session keys as known by the controlled station.

KST := UI[1..8]<0..255>
<0> := not used
<1> := OK. There have been no communications fa since
the last time the controlled station received < i hange
message. The session keys are valid.
<2> ;= NOT INIT. The controlled station has<not ived-a c key
change message since it last started ) SSi re not
valid.
<3> := COMM FAIL. The controlled s ptions
failure in either the control keys
are not valid.
<4> = AUTH FAIL. hentic
challenge or<agg ) e not
valid.
<5..255> = reserved for fuju
7.2.6.p
Using| this value, the gentrolled i i tation
shall Use to calculate ‘ i S Il also
specifly the resu@ 3
The enumerated va \ @ e HMAC algorithm are defined in 7.2.3.5, excgpt for
the fol]lowing:
e this

7.2.6.f

This Yalue-shall speeify the length in octets of the challenge data that follows. The minimum
length of thé challenge data shall be eight octets.

CLN = UI[1..16]<8..65535>

7.2.6.8 Pseudo-random challenge data

The controlled station shall include this pseudo-random data in the key status message to
ensure that the contents of the key status message are not predictable. The pseudo-random
data shall be generated using the algorithm specified in the FIPS 186-2 digital signature
standard.

7.2.6.9 HMAC value

If the key status = OK, the controlled station shall calculate the HMAC value according to the
HMAC algorithm HAL, as described in 7.2.6.6. The controlled station shall include in the
HMAC value calculation the data listed in Table 11, in the order listed. It shall use the
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monitoring direction session key from the key change message most recently received from
the controlling station. If the key status is not = OK, there is no HMAC value included in this
object and HAL = 0.

Table 11 — Data included in the HMAC value calculation for key status

Data Description Included

Challenge message | The entire ASDU containing Always.
the key change message most
recently received by the
controlled station.

.....

Pau‘u‘illg dai.a Ally pau‘u‘illg u'ai.a ||::L|ui|cd. I'\b |uqu||cu Uy lIIU ﬂIVIHU
algorithm.

7.2.7 Session key change message
7.2.7A( Structure

Each |[key change message shall contain the informati ' ' e and
summlarized in Table 12. A key change message sh gtation
of a change in the session keys.

Table 1<—\Qy<ﬁg§

T T T 17 T 1
Value
Value KsQ = Key ge sequergé number, defined in 7.2.7.2
Value <
Vau{é\

1T 11 |\*$
/\‘?Iu SR> Us mber, defined in 7.2.7.3

I\

[ NJ \4\ ~
Valu = Wrapped key data length, defined in 7.2.7.4
< w\gm@f <3§\@s Wrapped key data, defined in 7.2.7.5
e din K\N
R

N

7.2.7.R Key change sequence number

This value shalrmatch the KSU transmitted in the Key status message most recently received
by the controlling station, as described in 7.2.6.2.

KSQ = UI[1..24]<0.. 4294967295>
7.2.7.3 User number

The controlling station shall use this value to specify which set of session keys is to be
changed. It shall match the USR in the key status message most recently received by the
controlling station, as described in 7.2.6.3.

7.2.7.4 Wrapped key data length

This value shall be the length of the data produced by the key wrap algorithm, as described in
7.2.7.5.
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WKL

= UI[1..16]<8 ..65535>

7.2.7.5 Wrapped key data

This value shall be the result of passing the session keys and the most recent key status
message through the key wrap algorithm defined in the key status message. The controlling
station shall pass the data through the key wrap algorithm in the order described in Table 13.

Table 13 — Data included in the key wrap (in order)

Data Description Described in Included

Session key length The size of one of the session | Subclause 8.2.4.2 S
keys. Both keys are the same

length. This value is two
octets long. /\ (\

Control direction The key used to authenticate Subclause 7 2.3! Iwa
session key data from the controlling 7.2.4.5

station.

Monitoring direction | The key used to authenticate Subclduse.7. 3 nd Always
session key data from the controlled 7.2.4.
station.
Key status message | All data in the key status \6\) Always
message most recently
received from the controII d
station, KS irs
Padding data As required by Sub ause 2 3 and As required.
algorithm. he alg
cmcatlon

\/

The slession keys shalNbe eat a of ogtets and transmitted with the lowest|index
octet first. For example, Apf : AES specification provides the example of & 128-
bit cigher key s inNTable 14> e wjth index 0, having value 2b, shall be transmitted
first.
<\ - Example of key order

V<ue b 7\\ \s\ 1\9 28 | ae | d2 [ a6 [ab |7 [ 15 |88 |09 | of | 4f | 3c

M\ \33456789101112131415
Note that thexoutput from the key wrap algorithm may be longer than the input. For insfance,

the A
Table

FS key wrap algorithm produces output that is exactly 8 octets longer than its
15'shows a typical example of the wrapped key data using this algorithm.

input.
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Table 15 — Example of wrapped key data

Data Description Size (in octets)
Session key length So the controlled station will know 2
what follows.
Control direction session key Using the minimum size 128-bit 16
keys
Monitoring direction session key y 16
Key status message Using the minimum size of 15
challenge data, i.e. 4 octets
Padding data Required to make the input data a 7

mulfipln of 8 octets

Additional output

For the AES key wrap algorithm

TOTAL

Error message
L Structure

Error message shall

ceiver.

contain the
arized in Table 16. An error message sha

and
pt the
sages

other
ns to
ender

i
RAENN §>

= Challenge sequence number, defined in 7.2.2.2

Va@e

USR = User number, defined in 7.2.8.3

T T

Value

AID = Association ID, defined in 7.2.8.4

Value

Enumerated value

ERR = Error code, defined in 7.2.8.5

As defined in the
affected protocol

ETM = Error time stamp, defined in the affected protocol.
This shall be an absolute and unambiguous timestamp of
the time when the error was detected.

Value

Value

ELN = Error length, defined in 7.2.8.6.

Number of octets
specified in ELN

Error text, defined in 7.2.8.7
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7.2.8.2 Sequence number

This value shall be the CSQ, of the operation that the error message is replying to.

7.2.8.3 User number

This value shall be the USR of the operation that the error message is replying to.

7.2.8.4 Association ID

This value shall uniquely identify the association between controlled and controlling station on
i i i ithi ion. The

nation of USR and AID shall be unique within the controlled station.

AID = UI[1..16]<0 ..65535>

7.2.8.p Error code

This alue shall specify the reason the error message is bejr

ERR ;= UI[1..8]<0..255>
<0> := not used
<1> := Authentication failed. The ation supplied by the

other station

corrupted in 3

<2> ;= Unexpected reply. i ansmitted a message thlat did
not follow the

<3> := No reply. The{ oth S er did not respond to the challenge
i aggressive mode request with dgta for

it was authenticating was

<4> : S itted. The station sending this erroff code

<5> : JOri permitted. The station sending this error code
e’use of the specified HMAC algorithm on this link.
algorithms are specified in 8.2.2.
<6> : p alggrithm not permitted. The station sending this errof code

efmit the use of the specified key wrap algorithm gn this

Authovization failed. The authentication information supplied by the
her device was correct, but the authenticated user is not perpmitted
o’perform the requested operation.
reserved for future standardization
private range for definition by each vendor. A station using this|range
shall use a different error code for each possible error reason, and

shall cunnlv an grrar tavt to gxvnlain gach grrar cade
Ae—SHPPHY—aH-8H-O+t8xt++ >*praHi—-8a6H—-8+H-04 &6

<8..1
<f28..255>=

7.2.8.6 Error text length
This value shall specify the length of the error text that follows.

ELN = UI[1..16]<0 ..65535>

7.2.8.7 Error text

This value shall be a string of text suitable for display on a user interface or in a security log,
encoded in unicode UTF-8 as described in RFC 3629 (note that all characters encoded in 7-
bit ASCIl comply with UTF-8). The error text shall explain the error code. For standardized
error codes, the error text is optional and ELN may be zero. For private range error codes, the
error text shall be mandatory. It is recommended that the error text contain a unique
description of the user represented by the USR.
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7.3 Formal procedures
7.3.1 Overview of subclause

This subclause formally describes the procedures used by stations implementing this
authentication mechanism as a part of each protocol. If this subclause differs from Clause 6,
this subclause shall be considered definitive.

Table 17 describes the states used by the state machines in these procedures, in the general
order in which they might be expected to occur. Refer to Figure 7 and Figure 8 for an
overview of how the state machines work together.

Table 17 — States used in the state machine descriptic(ﬁs\
State Implemented in Description ) Refer to
N tdble
Controlling | Controlled
station station
Wait fof key status YES No The master has either ju i \/ Taljle 19
session keys have i j
transmitted a requ key
is waiting for t stati
status messg#ge.
Wait fof key change YES No Taljle 19
confirmation outstation to
e key’change has been
ey status message
Wait fof reply YES YES The sessian keys have been initialized and an Taljle 18
aut tioq is iy progress. One of the
d es has tr mitted a challenge message
anq is)waiting for the other end to transmit a
reply me e.
Securit WO authentication in progress. The Tahle 18
deyice is executing the standard protocol. The
session keys may or may not be initialized.
In ea¢h of these S rity idle, the station is waiting for a reply concerning a
particplar ugeér. ati - keep a separate set of timers and states for each|user.
Howeyer, on S e’In a state other than security idle at a time.
If an gvent -1 state other than security idle, and the event concerns a user othef than
the ope which>entered that state, the device shall either queue the event or treat it jas an
error,|as describedNir'the state machines.
|f the maximum SFFOF caornt ic aveaandad 1n Ay ~f tha nean A~ ctatae tha ctatios ﬂl’\r\” eturn

O COTT T o CACTC T O T T oty O th T o ToOrc—otatT o5 trre—otatroTrT—ora

to the security idle state and may process events associated with different users. Stations
may not process standard protocol request or response messages associated with the user
whose error count exceeded the maximum until the controlling station re-initializes the
session keys for that user. This requirement is important because it helps to prevent an
attacker from denying service by forcing the device to process a particular user continuously.

7.3.2 Challenger procedures
7.3.21 Challenger role

A station, either controlling or controlled, that requires authentication from the other station in
order to communicate, shall be called a challenger. Challengers shall issue challenge
messages in reply to critical ASDUs, according to the state machine described in Table 18.
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Challengers shall never intentionally retransmit the same challenge message. Any time a
challenge is issued, it shall be created using new challenge data and a new challenge
sequence number.

7.3.2.2 Critical functions

Each challenger shall distinguish between critical ASDUs and non-critical ASDUs. A critical
ASDU shall be a message implementing a critical function. A critical function is any function
that the challenger requires to be authenticated.

Controlled stations shall consider all output operations (controls, setpoint adjustments,

- b - b AN L bt l
paranyeter-settmygs,€1c) to pe crrucar.

Changing any security parameters such as algorithms, key sizes ervals

through the affected protocols shall be considered critical functions.
An additional minimum subset of critical functions for each affg bfined
in eagh protocol specification as specified in 10.3.

Challgngers may optionally consider additional functio i Yy to be
criticql.
7.3.28
If the[ challenger is in any of the sts a “wai hange
confirmation”, when it receives a reply me 3 der the reply message to|be an
Rx inyalid reply event because the slessi VAN yot valid. Similarly, if the challenger

receives an aggressive mode request i és, the challenger shall consideér it to
be an[Rx invalid aggressi¥e m

Upon |receiving a reply v shall calculate the HMAC value from the
information it tra i message, as described in 7.2.3.5.

If the]HMAC value atches the calculated HMAC value, and the challenge
sequgnce number§\frgm t allenge and reply messages also match, the challengerf shall

consiger the repl
Otherpise ¢ consider the reply message to be an Rx invalid reply evelnt.

Upon| receiw containing an aggressive mode request, the challenger| shall
calculate the i lue from the information in the ASDU as described in 7.2.4.5.|If the
HMAGQ value. in the~aggressive mode request matches the calculated HMAC value and the
challenge ;sequence number in the aggressive mode request is correct as described in
7.2.4 B ~the Phallnngnr shall consider the ASDU to be a Rx valid qggrneei\/n mode request

event.

Otherwise, the challenger shall consider the aggressive mode request message to be an Rx
invalid aggressive mode request event.

In particular, the challenger shall consider any aggressive mode request to be an Rx invalid
aggressive mode request event if the challenger has not previously received at least one Rx
valid reply event from the responder. This rule follows from the definition of the aggressive
mode request, because the challenge sequence number in an aggressive mode request is
derived from the challenge sequence number found in the challenge most recently received
by the responder.
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7.3.24 Challenger state machine

Challengers (either controlling station or controlled station) shall implement the state machine
described in Table 18. Portions of this state machine that are only implemented by a
particular type of station are labelled in capitals, i.e. either CONTROLLING STATION or
CONTROLLED STATION.

Note that whenever the controlled station sets the key status to a value other than OK, the set
of session keys for the identified user shall be considered invalid and all authentication
attempts for that user shall fail until the key status is OK again.

@%
S
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7.3.2.5 Error messages

As described more formally in Table 18, stations may initially respond to error conditions by
transmitting error messages. To help protect against denial-of-service attacks, all stations
shall stop transmitting error messages after they have counted a number of errors that
exceeds a preset maximum error count, described in 8.2.4.4. Any station may also choose not
to send error messages at any time regardless of error count.

Note that error messages may be transmitted on communication links other than the one on
which the error occurred. This may be extremely useful for detecting attacks and is therefore
recommended. It is also recommended that all errors be logged. Note that following these re-

com ticular
contrglled station.

7.3.3 Responder procedures

7.3.3] Responder role

A staf theaticatign'\@atay shall be called a
respo i

7.3.3.

A res ssage
within

A res bnded
to th{ lenge
mess

7.3.3.B Aggressive

Aggressive mo wh DU as
the dgta it is aut i bde of
opera

A res mode
requep f the
aggrepsiys bed in
the sgeéi

A responder shall not yransmit an aggressive mode request until it has successfully resppnded
to at Ipastone challehge message.

7.3.4 — Controlling station procedures
7.3.41 Controlling station role

In addition to acting as a challenger and a responder, controlling stations shall follow the
procedures described in this subclause in order to initialize and change keys at the controlled
station.
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7.3.4.2 Changing session keys

There shall be two session keys, one used for authenticating data in the monitoring direction,
and one for authenticating data transmitted in the control direction, as described in Table 2.
The controlled and controlling stations shall maintain a unique set of session keys for each
user of the controlled station and a default set of session keys used for cases when the
master acts for multiple users (as in the case of a poll, for instance), or when the outstation
initiates the security message sequence).

Each controlling station shall initialize the session keys upon establishing communications,
and periodically change the session keys as described in Table 19. The change interval shall
be sefUsing @ configurable parameter as discussed M 8.2°5.3-

The dontrolling station shall use a symmetric update key to encrypt'the s ion s and
transmit it to the controlled station in a key change message. Tk c separate
updatg key for each user of the controlled station and a default upd It set
of segsion keys.

7.3.4.8 Controlling station state machine

The cpntrolling station shall execute the state machiné

S
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