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INTERNATIONAL ELECTROTECHNICAL COMMISSION

POWER SYSTEMS MANAGEMENT AND ASSOCIATED INFORMATION
EXCHANGE — DATA AND COMMUNICATION SECURITY -

Part 100-4: Cybersecurity conformance testing for 62351-4

FOREWORD

[he International Electrotechnical Commission (IEC) is a worldwide organization for standardization,'Compriging
bll national electrotechnical committees (IEC National Committees). The object of IEC is to promoté internatipnal
Co-operation on all questions concerning standardization in the electrical and electronic fields..To this end|and
n addition to other activities, IEC publishes International Standards, Technical Specifications,“Fechnical Rep¢rts,
Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEG, Publication(s)”). Their
breparation is entrusted to technical committees; any IEC National Committee interestéd,in the subject dealt with
may participate in this preparatory work. International, governmental and non-governmental organizations liaiing
ith the IEC also participate in this preparation. IEC collaborates closely with the’International Organization for
Btandardization (ISO) in accordance with conditions determined by agreemeni.between the two organizations.

2) The formal decisions or agreements of IEC on technical matters express, as\nearly as possible, an internatipnal
Consensus of opinion on the relevant subjects since each technical committee has representation fron} all
nterested IEC National Committees.

3) |EC Publications have the form of recommendations for internatignal use and are accepted by IEC Natipnal
Committees in that sense. While all reasonable efforts are madé to ensure that the technical content of |IEC
Publications is accurate, IEC cannot be held responsible_for the way in which they are used or for |any
misinterpretation by any end user.

4) |n order to promote international uniformity, IEC National Committees undertake to apply IEC Publicat|ons
ransparently to the maximum extent possible in their,national and regional publications. Any divergence between
bny IEC Publication and the corresponding national orregional publication shall be clearly indicated in the latter.

5) |EC itself does not provide any attestation of conformity. Independent certification bodies provide conformity
bssessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for|any
bervices carried out by independent certification bodies.

6) RAll users should ensure that they have the tatest edition of this publication.

7) No liability shall attach to IEC or its<directors, employees, servants or agents including individual experts |and
members of its technical committeés and IEC National Committees for any personal injury, property damagg or
bther damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) |and
bxpenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other |IEC
Publications.

8) Attention is drawn to_the\Normative references cited in this publication. Use of the referenced publicatior]s is
ndispensable for the carrect application of this publication.

9) Attention is drawn tethe possibility that some of the elements of this IEC Publication may be the subject of patent
ights. IEC shall.not be held responsible for identifying any or all such patent rights.

IEG TS 62351-100-4 has been prepared by IEC technical committee 57: Power systdms

mahagement and associated information exchange. It is a Technical Specification.

The-textef-thisTFechnical-Specificationisbased-on-thefollowing-documents

Draft Report on voting
57/2505/DTS 57/2564/RVDTS

Ful
the

| information on the voting for its approval can be found in the report on voting indicated in
above table.

The language used for the development of this Technical Specification is English.
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A list of all parts in the IEC 62351 series, published under the general title Power systems
management and associated information exchange — Data and communications security, can
be found on the IEC website.

In this document the following print types are used:

e Abstract Syntax Notation One (ASN.1) and W3C XML Schema Definition (W3C XSD)
notions are presented in bold Courier New typeface; and

e when ASN.1 types and values are referenced in normal text, they are differentiated from

——RermatHext-by-presentingthem-n-betd—Ceurier—New-typeface
w-typeface:

This document was drafted in accordance with ISO/IEC Directives, Part 2, and developed in
acdordance with ISO/IEC Directives, Part 1 and ISO/IEC Directives, IEC Supplement, availgble
at lvww.iec.ch/members_experts/refdocs. The main document types developed by IEC pre
degcribed in greater detail at www.iec.ch/publications.

The committee has decided that the contents of this document will remain.unchanged until the
stapility date indicated on the IEC website under webstore.iec.ch in-the data related to jthe
spdcific document. At this date, the document will be

e [reconfirmed,
e |withdrawn,
e |replaced by a revised edition, or

e |amended.

IMPORTANT - The "colour inside"” logo on'the cover page of this document indicates thaf it
cgntains colours which are considered“to be useful for the correct understanding of |ts
cgntents. Users should therefore printthis document using a colour printer.



https://www.iec.ch/members_experts/refdocs
https://www.iec.ch/publications
https://webstore.iec.ch/?ref=menu
https://iecnorm.com/api/?name=3531356660966097454cd45976444fde

-8 - IEC TS 62351-100-4:2023 © |EC 2023

INTRODUCTION

The quality system of a device producer forms the basis of reliable testing in development and
production activities. Many internal tests during the development of a device result in a unit
level test performed at least by the provider and — if required by applicable standards — by an
independent test authority. In the context of this document, the term type test is restricted to
the functional behavior of the device.

To validate the results of some tests, internal IED information should be made available (see
5.3.4). These requirements are beyond those specified in IEC 62351-4 and therefore the
mahufacturer/vendor shall describe in Table 2 how the IED can expose the required information.

Copformance testing does not replace project-specific system-related tests such as|the POC
(Prpof Of Concept) FAT (Factory acceptance Test) and SAT (Site Acceptance Test)xThe PQC,
FAT and SAT are based on specific customer requirements for a dedicated substafion
autpomation system and are done by the system integrator and normally Wwitnessed by fthe
cudtomer. These tests increase the confidence level that all potential probléms in the sysfem
haye been identified and solved. These tests establish that the delivered-substation automation
sygtem is performing as specified. The conformance testing reduces-therisks of failure during
the| POC, FAT and SAT.

The purpose of this part of IEC 62351 is to cover all possible situations taking into considerafion
thel normal operating test cases and the resiliency test casesto demonstrate the capability of
the] DUT to operate with other devices in the specified way according to IEC 623p1-
4:2018/AMD1:2020, and also according to the PID’, (Protocol Implementation Documeht).
Tegting of Application layer protocol (61860-8-1, 61850-8-2 or ICCP) features or performanges
is qut of scope.

Thijough this part of IEC 62351, a test facility gan prove that the DUT communication subsysfem
(or|a part of it) conforms to IEC 62351-4:2018/AMD1:2020.

The test cases described in this specification do not guarantee full cybersecurity conformance
tesfing. It is to be complemented with other test suites.
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POWER SYSTEMS MANAGEMENT AND ASSOCIATED INFORMATION
EXCHANGE — DATA AND COMMUNICATION SECURITY -

Part 100-4: Cybersecurity conformance testing for 62351-4

1 Scope

This part of IEC 62351, which is a technical specification, describes test procedurges’|for
intgroperability conformance testing of data and communication security for power-sysfem
automation and protection systems which implement MMS, IEC 61850-8-1." (MMS),
IEG 61850-8-2 (XMPP) or any other protocol implementing IEC 62351-4:2018/ANMD1:2020. The
tesfs described in this document cover only E2E security testing and do not evaluate A-securfjty !
profile implementation. Thus, citing conformance to this document doespnot imply that any
parnticular security level has been achieved by the corresponding productyor by the systen in
which it is used.

Th(I goal of this document is to enable interoperability by providing a“standard method of tes{ing
protocol implementations, but it does not guarantee the full(interoperability of devices. If is
expected that using this document during testing will minimize the risk of non-interoperability.
Additional testing and assurance measures will be required to verify that a particL]lIar
imglementation of IEC 62351-4:2018/AMD1:2020 has correctly implemented all the secufrity
functions and that they can be assured to be presentiin the delivered products. This topi¢ is
coVered in other IEC standards, for example IEC 62443.

The scope of this document is to specify available common procedures and definitions|for
confformance and/or interoperability testingcef IEC 62351-4:2018/AMD1:2020.

This document deals mainly with:.eyber security conformance testing; therefore, other
requirements, such as safety or EMC-are not covered. These requirements are covered by other
stahdards (if applicable) and the proof of compliance for these topics is done according to these
stahdards.

T-grofile testing is to be performed prior to E2E security profile testing. T-profile testing is
degcribed in IEC 623535100-3 in the context of IEC 61850-8-1. T-profile testing for IEC 61850-
8-2is to be described’in the corresponding IEC 61850-8-2 test specification.

2 | Normative references

cor
For
amendments) applies.

IEC 62351-4:2018, Power systems management and associated information exchange — Data
and communications security — Part 4: Profiles including MMS and derivatives
IEC 62351-4:2018/AMD1:2020

IEC 62351-3:2023, Power systems management and associated information exchange — Data
and communications security — Part 3: Communication network and system security — Profiles
including TCP/IP

1 A-profile is specified in IEC 62351-4:2020 for backward compatibility with [IEC 62351-4:2007.
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IEC 62351-6, Power systems management and associated information exchange — Data and
communications security — Part 6: Security for IEC 61850

3 Terms, definitions, and abbreviated terms

3.1 Terms and definitions

For the purposes of this document, the terms and definitions given in the PID Protocol
Implementation Document and the following apply.

ISQ® and IEC maintain terminology databases for use in standardization at the following
addresses:

e |IEC Electropedia: available at https://www.electropedia.org/

e |ISO Online browsing platform: available at https://www.iso.org/obp

3.1{1

application context
set|of rules shared in common by two application-entity in order to support an association|(in
an [OSI operational environment)

[SQURCE: IEC 62351-4:2018/AMD1:2020, 3.1.5]

3.112

application entity
actlve element embodying a set of capabilities which is pertinent to communication systens,
and which is defined for the application layer

[SQURCE: IEC 62351-4:2018/AMD1:2020;(3:1.6]

3.113

asgociation
cogperative relationship between application-entity invocations, which enables [the
communication of information-and the coordination of their joint operation for an instancg of
communication

[SOURCE: Rec. ITU-FX:217 (1995), 3.5.1]

3.114

E2E security
sequrity facilities at the application layer that ensures data origin authentication and integrity
end-to-end>with or without confidentiality (encryption) between two entities with zero or mpre
intgrmediate entities

[SOURCE: IEC 62351-4:2018/AMD1:2020, 3.1.18]

3.1.5

environment protocol data unit

application protocol data unit (APDU) that is carrying protocol control information for the
environment protocol in addition to carrying a security protocol data unit

[SOURCE: IEC 62351-4:2018/AMD1:2020, 3.1.20]

3.1.6
protected protocol data unit
application protocol data unit (APDU) defined by a protected application protocol
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[SOURCE: IEC 62351-4:2018/AMD1:2020, 3.1.28]

3.1

7

protocol control information
information exchanged between entities of a given layer, via the service provided by the next
lower layer, to coordinate their joint operation

3.1

.8

Protocol Implementation Document (PID)
document which includes all the required parameters, settings and options for a particular

projtocol implemented in the IED

Not

3.2
AA
TP

AE
DU
TE

PC
PD
AP
En

PrA
Se

SA
RA
PIC
N/R

4.1

Thi
4:2
par

Abbreviated terms
Application Association
Two-Party
AD Authenticated Encryption with Associated Data
T Device Under Test
B Test Equipment
Protocol Control Information
J Protocol Data Unit
DU Application PDU
PDU  Environment PDU
DU Protected PDU
tPDU  Secured PDU
DC Send Application Object Classes
OC Receive Application ObjectClasses
Protocol Implementation Document that includes PICS and PIXIT

Note required
Application structure and information flow

Overview

ameters and describe the test procedures.

e 1 to entry: This document will include the PICS and PIXIT that will be implemented during the tests

5 clause describes the application structure and information flow specified by IEC 623
018/AMD1:2020. These structures will be used in this document to specify the configurafion

51-



https://iecnorm.com/api/?name=3531356660966097454cd45976444fde

-12 - IEC TS 62351-100-4:2023 © |EC 2023

4.2 Application entity structure

Sending application entity Control

function

Environment E2E-security Protected
ShoC | | = fsecrou] i | = 5roc | = PrPEy orotocol sa0C | ¢

h EnvPDU|SecPDU, PrPDU
I . |

SAOC = Send application object class

Receiving Application entity v RAOC = Receive application object clags
Enaronment B2 oo™ | 2257 | protocarsaoc| |
SAOC =) |SecPDU| PrPDU | | SAOC —) protocol SAOC
Control |
Error fu(;r(]:tirgn Errar Errpr

IEC
Figure 1 — Application entity structure and information flow

Figure 1 illustrates the proposed structure of application entity components, their inper
relationship, and the information flows\ The figure is not intended to reflect a possible
imglementation structure but is used to reflect the relationship between the differfent
components of an application entity.

EnvPDU_} SecPDU PrPDU

Y i
EnvPDU SecPDU

PCI PCI
IEC

Figure 2 — Relationships between APDUs

Figure? illustrates the relationship between APDUs as reflected by the maodel shown in
Figure 1. An APDU of a protected protocol is called a protected PDU (PrPDU). An APDU of the
E2E security is called a security PDU (SecPDU). It holds security protocol control information
and may hold a PrPDU. The APDU transporting a SecPDU is called the Environment PDU
(EnvPDU). In addition to the holding the SecPDU, it holds protocol control information
necessary for the overall operation for the environmental handling. An APDU consists of a
header and, if relevant, of a payload. The header holds the protocol control information (PClI)
controlling the underlying protocol. For an EnvPDU, a SecPDU is the payload, while a PrPDU
is the payload for a SecPDU.

As illustrated in Figure 1, an application entity in the context of this document consists of SAOCs
and RAOCs. The control function included in the figure provides the overall coordination of the
application entity. The implementation of control function may reflect the overall application that
includes the capabilities of the enclosing SAOCs and RAOCs.
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Object classes defined in this way have subclasses for specific purposes. As an example, the
E2E-security SAOC has a subclass for each type of SecPDU to be generated. Each such
subclass is described in term of required input and generated output.

Clause 9 describes the SecPDU subclasses specified in IEC 62351-4:2018/AMD1:2020.

Clause 10 describes the EnvPDU subclasses for MMS implementation (IEC 61850-8-1 or ICCP)
specified in 62351-4:2018/AMD1:2020.

Clause 11 describes the EnvPDU subclasses for XMPP implementation (IEC 61850-8
spqgcified in IEC 62351-4:2018/AMD1:2020.

2)

4.3| Relationship to test structure

The test structure and test methodology may also be illustrated using Figure4\_Consider fthe
top| part of Figure 1 (the sending application entity) as the device under tesi+(DUT) and fthe
lowler part (the receiving application entity) as the testing equipment (TEQ):

The DUT is made to send EnvPDUs, which are then analyzed by the,[FEQ. The DUT may| be
triggered to send EnvPDUs in two ways:

a) |The DUT is by external stimuli instructed to issue particular types of EnvPDUs.

b) [The TEQ sends EnvPDUs to the DUT, which requires the DUT to respond with
corresponding EnvPDUs.

The tests consist of:

a) |Test procedures specified for both the OSk environment and the XMPP environmegnts
(Clauses 6 and 7) and are applied depending on which environment, the DUT cla|ms
conformance. These tests validate at thessame time the EnvPDU and the SecPDU behavipur
of the DUT. PCI items (EnvPDU and SECPDU components) are listed in the subclasges
(Clauses 9, 10 and 11) with required*content specified and against which the DUT emitted
EnvPDUs and SecPDUs are checked. Clauses 6 and 7 also describe tests sequencg to
validate the required handshaking between the DUT and the TEQ.

b) |Resiliency tests to validate  the capability of the DUT to recover from errors in [the
implemented protocol. For these tests, the TEQ sends PDU that contains error. Clauses 6
and 7 describe contingency tests resulting from EnvPDU errors and Clause 8 from SecPDU
errors. Clause 8 tests are independent on the operational environment.

The document is structured as depicted in Figure 3.

E2E/OSI Test procedures

E2E/XMPP Test procedures

E2E Resiliency testing

E2E-Security subclasses

OSI Subclasses

XMPP Subclasses

IEC

Figure 3 — Structure for test specifications
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5 General

5.1 General guidelines

The test environment should be as close as possible to the final environment. To perform the
test, a specially designed testing device (TEQ) is used to test the device under test (DUT).
Since the IED can be tested in server or client mode, two TEQs exist.

To realize the tests described in this standard, a TEQ compliant to IEC 62351-
42018/AMD1 2020 shall be used. The TEQ shall offer the capability of analysis all the

mepns of reporting/displaying internal status to provide to the test engineer enough information
in grder to validate the results of the tests.

The test facility will likely use a single server/client simulator, but there is no.restriction on uging
ong server/client which only supports certain communication services andiusing another to| do
the|rest, i.e. as long as the server(s)/client(s) simulators can cover the-input requirements to
the|test case/DUT. Such test environment adaptions should be documented in the test repdrt.

5.2l Test methodology
5.211 General

The¢ tests are realized in a non-intrusive mode. The.device under test (DUT) has the same
soffware and parameters as the production systemmIn order to realize the conformity testing,
IEQ functions, at application level (IEC 61850:8-1, IEC 61850-8-2 or ICCP), are used| to
estpblish a secure connection. When an operation fails, the use of cybersecurity logs will allow
the|identification of the failing tests. The tests are grouped in a table for each type of tests| In
thepe tables, the test procedures have numeric references. If the test case needs more than
ong step, it will be enumerated as 1a), 1b)... The test cases in this document should be referfed
as |n the following example: Table 1-1a).

The detailed test procedures are not part of this document and are left to the conformance {est
body. Test labs claiming the ability to perform conformance testing to these parts of IEC 62351
shdll be accredited for quality and technical competency by an internationally recognized
orglanization.

5.212 Normal procedure tests and resiliency tests

IEG 62351-4,2018/AMD1:2020 specifies how each IED (client and server) shall execute [the
procedures in normal conditions (expected behaviour) and also how it shall behave when
ungxpected or fault events occur during their execution (negative behaviours). The tests cages
are| thus_divided in two categories: the normal procedure test cases addressing the expedted
behaviours and the resiliency test cases addressing unexpected or fault events.

Normal Procedure tests and Resiliency tests shall be performed AT LEAST ONCE for one
mandatory cryptographic algorithms required by the standard referencing IEC 62351-
4:2018/AMD1:2020, with the mandatory key length required by IEC 62351-4:2018/AMD1:2020.
PICS Table 11 — Conformance to cryptographic algorithms for E2E-security in IEC 62351-
4:2018/AMD1:2020 lists the cipher suites supported by the DUT and those selected for the
tests.

5.2.3 SubClass descriptions

Clauses 9, 10 and 11 define the different subclasses used for E2E security.
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The core definition for E2E (SecPDU) is defined in Clause 9 while Clauses 10 and 11 define
subclass used for OS| and XMPP EnvPDU.

The tables in these clauses define the expected value of the different data components. The
tests refer to these tables in order to help the test engineer in interpreting the test results.

5.3 Conformance testing requirements

5.3.1 Testing within the context of an application

The DUT claiming conformance to IEC 62351-4:2018/AMD1:2020 shall execute an applicaf
ocol defined in a standard requiring conformance to the IEC 62351-4:2018/AMD1:2020

5.3[2 Requirements for the device under test

Before the beginning of the testing, the Protocol Implementation Document (P1D) that inclugles
all the required parameters, settings and options for a particular protocglimplemented in fthe
IED} shall be prepared. This document will include the PICS and PIXIT that will be implemenited
durfing the tests.

The entity submitting the device for testing shall provide the folowing:

) [The DUT ready for testing;

b) |Protocol Implementation Conformance Statement (PIES);
) |Protocol Implementation eXtra Information for Tésting (PIXIT)
)

Instruction manuals detailing the installationiand operation of the device or assistance|for
operating the DUT during the test.

A device is ready for testing when the follewing are satisfied:

e) |The DUT is able to operate as a client or server station according to the PID (depending on
the type of DUT).

f) |The DUT must be fully configured according to the supported features declared in the PICS.
Testing can then be executed to all the functionality of the protocol implementation| as
described in the test cases.

g) |The functionality déscribed in the PID related to data points such as parameter loading,
read procedure,.command transmission, etc. is implemented with a representative subset
of data points.

h) |Verificationtef‘the data points shall be possible in a human readable way or format, and fthe
verification “of analog and digital status changes is possible. Such verification| is
recommended to be defined in the PIXIT.

i) [Thes.DUT has successfully passed the readiness requirements like PICS and PIKIT
centaining all required information and DUT is configured to prove all supported
functionality.

IEC 61850 DUT shall also include:

j) |ED capability description (ICD) or Instantiated IED description file (IID) as supported (in
SCL format)

5.3.3 Requirements for the test facility

The following requirements shall be satisfied by the test facility:

The documentation provided with the DUT shall be inspected for correctness and completeness.
Also, the software and hardware versions of the DUT shall be verified.
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e Conformance testing shall be customized for the DUT based on the capabilities identified in
the PID (=PICS+PIXIT). Upon this customization, the test facility shall communicate what
the tailored test plan will cover.

e The test cases listed in Table 3 or Table 4 shall be performed with no errors detected during
testing.

e The test cases may require many steps that should be performed in the order listed in the
table.

e For each test case, the test results need to be marked in the appropriate column of the test
result chart. Each test case can either pass the test (Passed), fail the test (Failed), or the
TSt case was not performed (Reason why the 1est I1s not periormed).

e |Release a conformance test report of the DUT to the test initiator.

The tests can be verified automatically by a testing software or verified manually by-review of
the| test history log after execution of the test procedures. The TEQ is preferahly flexiblg in
adding or changing test cases to be adaptable to changes in the protocol standard and the PID
provided with the DUT. In all cases, the test shall be reproducible.

In ¢perational use, the device may show communication and/or behaviour errors which forges
the| supplier to reproduce the complete conformance test (for. example for verificafion
aft@grwards) or for reproducing only the tests that were shown to-have errors.

The test focuses only on the protocol elements and functions.as described in the PID; the fest
dogs not include the application logic and the operation of'the tested system.

For client testing, a homologated server must be used. This server must have the capability of
sending conformant and erroneous message.

For server testing, a homologated client must be used. This client must have the capability of
serlding conformant and erroneous message.

Conformity tests apply only to a specific software and hardware version.

5.314 Test Validation

Duting the execution of ‘eonformance testing, the following information should be made
avdilable by the DUT for test results analysis:

e |Communication gvents (association establishment, rekey (for E2E security), associafion
release, data\transfer);
o |Certificate{Check results (e.g., valid, expired, revoked, invalid key length, invalid signatufe);
o |Change*cipher result (e.g., unsupported).
o |The, security events raised by the DUT (required by IEC 62351-4:2018/AMD1:20pR0)

whaoanovar A N~ tiva bhoahoviioiir ~nantire vl nAarfA i~ vl tncte
wHcT eV e Cgatv ot o v oo oCCouTro—wWimC— Pt o g T ComCTiCy toStoT

Table 2 shall be filled by the manufacturer to indicate how the information is made available to
the test engineer.

5.4 PICS

The test procedures described in this document are at an abstract level. The conformity body
should develop detailed test procedures to perform conformity testing. To do so, the
manufacturer must prepare the PICS for the application-level implementation. The tests
requirements described in this document can be applied to IEC 61850-8-1, IEC 61850-8-2 and
ICCP. All these protocols shall support PrPDU defined in IEC 62351-4:2018/AMD1:2020.
Moreover, IEC 62351-4:2020 specifies how to implement EnvPDU within an OSI environment
and XMPP environment. IEC 62351-6:2020 includes PICS for IEC 61850-8-1 ISO 9506 profile
security.
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5.5

PIXIT

This document specifies PIXIT to indicate how to conduct and document the test procedures.
Table 1 defines the base profile and Table 2 lists general PIXIT that cover all the tests. The
manufacturer must prepare the PIXIT for the implementation.

Table 1 — PIXIT for Base Profile

ID Description Value/Product Behaviour
1 !De‘scnji‘be Fhe DU'I:.ar.ld grchitecture configuration used during the tests
metodimgbut ot tmitedto:
. interface for connectivity = Single/Dual (delete as required)
e other interface required e.g. monitoring available via DUT webserver
. Primary Time Source (e.g. NTP , PTP)
e  Security Features available (e.g. logging &/or Syslog enabled, port
enabled, Authentication enabled) Y/N (delete as required)
e Describe how DUT Publishes Errors?
. Describe how DUT Records Errors?
Certificate Authority:
e ALL mandatory CIPHERS supported
e  Enrolment method used e.g. EST
e  Certificate Expiry 1hr/24hr/Other
2 Please describe the method(s) by which the DUT is*forced from its base
profile to security enabled, e.g. Configuration T@ol,"\AMI etc.?
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Table 2 — PIXIT for Secure Communication

Description

Value/Product Behaviour

Generate manually and/or automated and provision a trust anchor key-
pair, an intermediate CA key-pair and an entity key-pair as typically a
public key certificate with a correspondent private key.

Describe how the DUT exposes the certificate validation results including
the components defined in 62351-9

Describe the method(s) by which the DUT is forced to initiate an
association Request?

Describe the method(s) by which the DUT exposes an Association Accept?

Describe the method(s) by which the DUT exposes the public-key
certificate validation results?

How can this information be validated?
. DUT records errors

. DUT publish errors

Describe the method(s) by which the DUT is forced to initiate Data
Transfer

Describe the method(s) by which the DUT validates the 10 minutes
difference from the UTC time

How can this information be validated?
. DUT records errors

. DUT publish errors

10

Describe the method(s) by which the DUT validates”time value is received
twice within a time span of 10 min?

How can this information be validated?
. DUT records errors

. DUT publish errors

11

Describe the method(s) by which the DUT validates the signature
component?

How can this information-be validated?
. DUT records.errors

. DUT publish errors

12

Describe theymethod(s) by which the DUT handles a P-Abort?
How can.this information be validated?

. DUT records errors

. DUT publish errors

e  Other (please specify)

13

Describe the method(s) by which the DUT is forced to initiate Data

rransrer

5.6

Tests cases

Table 3 and Table 4 describe the conformity tests for the end-to-end secure mode for the
different protected protocols. Two different sets of tests are required since IEC 62351-
4:2018/AMD1:2020 specifies different EnvPDU requirements for OSI (IEC 61850-8-1 and ICCP)
and XMPP (IEC 61850-8-2) profiles.
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Table 3 - IEC 62351-4:2018/AMD1:2020 E2E Compliancy Testing (IEC 61850-8-1 and

— 19—

ICCP)
Test Case ID Test Case Description Results
Table 14 Association Validate that the DUT initiates mandatory
establishment properly a secure connection with
) the server. O Passed
Client only )
These tests cover EnvPDU and O Failed
SecPDU
Taple 15 Association Validate that the DUT accepts mandatory
establishment properly a secure connection from
the client. U Passed
Server only )
These tests cover EnvPDU and O Failed
SecPDU
Taple 16 Association Validate the DUT (client) can mandatery
establishment — recover from various errors such as
Table 49 Resiliency tests invalid keys, errors in encryption, i Passed
etc. ;
Client only & Failed
Table 16 describes the resiliency.
tests for the EnvPDU.
Table 49 describes the resiliency
tests for the SecPDU
Taple 17 Association Validate the DUT (sefrver) can mandatory
establishment — recover from variQus errors such as
Table 50 Resiliency tests invalid keys, erfots'in encryption, U Passed
etc. ;
Server only O Failed
Table 17 . describes the resiliency
tests for'the EnvPDU.
Table 50 describes the resiliency
tests for the SecPDU
Taple 18 Clear data transfer Validate that the DUT complies to mandatory
clear data transfer.
[ Passed
These tests cover EnvPDU and )
SecPDU D Failed
Taple 19 Clear, data transfer - Validate the DUT (client) can mandatory
Resiliency tests recover from various errors such as
Table 52 s invalid keys, errors in encryption, O Passed
Client only etc. O Failed
Table 19 describes the resiliency
tests for the EnvPDU.
Table 52 describes the resiliency
tests for the SecPDU
Taple,20 Clear data transfer - Validate the DUT (server) can mandatory
Resiliency tests recover from various errors such as
Table 51 invalid keys, errors in encryption, U Passed
Server only etc. O Failed
Table 20 describes the resiliency
tests for the EnvPDU.
Table 51 describes the resiliency
tests for the SecPDU
Table 21 Encrypted data Validate that the DUT complies to Optional
transfer encrypted data transfer. O Passed
These tests cover EnvPDU and O Failed

SecPDU
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Test Case ID Test Case Description Results
Table 22 Encrypted data Validate the DUT can recover from Optional
transfer — Resiliency various errors such as invalid keys,
Table 53 tests errors in encryption, etc. U Passed
Client only Table 22 describes the resiliency O Failed
tests for the EnvPDU.
Table 53 describes the resiliency
tests for the SecPDU
Table 23 Encrypted data Validate the DUT can recover from Optional
transfer — Resiliency various errors such as invalid keys,
Table 54 tests errors in encryption, etc. O Passed
Server only Table 23 describes the resiliency O Failed
tests for the EnvPDU.
Table 54 describes the resiliency
tests for the SecPDU
Taple 14 Association release Validate that the DUT (client) mandatory
) proceeds properly to the
Client only disconnection process. = Passed
These tests cover EnvPDU and U Failed
SecPDU
Taple 15 Association release Validate that the DUT (server) mandatory
responds properly to the
Server only disconnection process) O Passed
These tests coyver EnvPDU and U Failed
SecPDU
Taple 24 Rekey initiated by the Validate that the DUT (client) mandatory
client successfully updates the keys
[ Passed
These tests cover EnvPDU and .
SecPDU D Failed
Taple 25 Rekey initiated by the Validate that the DUT (server) mandatory
server successfully requires key updates
from the client O Passed
These tests cover EnvPDU and O Failed
SecPDU
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Table 4 — IEC 62351-4:2018/AMD1:2020 E2E Compliancy Testing (IEC 61850-8-2)

Test Case ID Test Case Description Results
Table 37 Association Validate that the DUT initiates mandatory
establishment properly a secure connection with
_ the server. O Passed
Client only )
These tests cover EnvPDU and O Failed
SecPDU
Table 38 Association Validate that the DUT accepts mandatory
establishment properly a secure connection from
the client. O Passed
Server only )
These tests cover EnvPDU and O Failed
SecPDU
Taple 39 Association Validate the DUT (client) can mandatory
establishment — recover from various errors such as
Table 49 Resiliency tests invalid keys, errors in encryption, O Passed
etc. i
Client only N Failed
Table 39 describes the resiliency
tests for the EnvPDU.
Table 49 describes the resiliency
tests for the SecPDU
Taple 40 Association Validate the DUT (seryer).'€an mandatory
establishment — recover from variouscerrors such as
Table 50 Resiliency tests invalid keys, errors in“encryption, U Passed
etc. i
Server only O Failed
Table 40 describes the resiliency
tests for the EnvPDU.
Table, 50 describes the resiliency
tests for the SecPDU
Taple 41 Clear data transfer Validate that the DUT complies to mandatory
clear data transfer.
O Passed
These tests cover EnvPDU and .
SecPDU D Failed
Taple 43 Clear data transfer - Validate the DUT (client) can mandatory
Resiliency tests recover from various errors such as
Table 52 cudni invalid keys, errors in encryption, O Passed
i
y etc. 00  Failed
Table 43 describes the resiliency
tests for the EnvPDU.
Table 52 describes the resiliency
tests for the SecPDU
Tapble’42 Clear data transfer - Validate the DUT (server) can mandatory
Resiliency tests recover from various errors such as
Talblex54 | Passed
Server only fAvalid Keys, errors i encryption,
ete. O  Failed
Table 42 describes the resiliency
tests for the EnvPDU.
Table 51 describes the resiliency
tests for the SecPDU
Table 44 Encrypted data Validate that the DUT complies to Optional
transfer encrypted data transfer.
yp O Passed
These tests cover EnvPDU and )
SecPDU D Failed



https://iecnorm.com/api/?name=3531356660966097454cd45976444fde

— 22 —

IEC TS 62351-100-4:2023 © |EC 2023

Test Case ID Test Case Description Results
Table 45 Encrypted data Validate the DUT can recover from Optional
transfer — Resiliency various errors such as invalid keys,
Table 53 tests errors in encryption, etc. U Passed
Client only Table 22 describes the resiliency O Failed
tests for the EnvPDU.
Table 53 describes the resiliency
tests for the SecPDU
Table 46 Encrypted data Validate the DUT can recover from Optional
transfer — Resiliency various errors such as invalid keys,
Table 54 tests errors in encryption, etc. O Passed
Server only Table 45 describes the resiliency O Failed
tests for the EnvPDU.
Table 54 describes the resiliency
tests for the SecPDU
Taple 37 Association release Validate that the DUT (client) mandatory
. proceeds properly to the
Client only disconnection process. & Passed
These tests cover EnvPDU and U Failed
SecPDU
Taple 38 Association release — Validate that the DUT (server) mandatory
server responds properly to the
disconnection process) O Passed
These tests coyver EnvPDU and U Failed
SecPDU
Taple 47 Rekey initiated by the Validate that the DUT (client) mandatory
client successfully updates the keys
[ Passed
These tests cover EnvPDU and .
SecPDU D Failed
Taple 48 Rekey initiated by the Validate that the DUT (server) mandatory
server successfully requires key updates
from the client O Passed
These tests cover EnvPDU and O Failed
SecPDU
6 | E2E conformity testing in an OSI| environment
6.1 Conformance tables for E2E OSl-security profile

The follewing conformance tables (Table 6, Table 7, Table 8, Table 9, Table 10, Table

11,

Tahle.12 and Table 13) are used to provide an overview and details about the IEC 61850
<Client and/or Server> product identified as <device ID and name>, with firmware <version>.

The statement shall identify the applicable details required for each of the Test Cases defined
in [IEC 62351-100-4 that are either:

Mandatory support. The item shall be implemented.

m:
C: Conditional support. The item shall be implemented as specified by the condition.
o:

Optional support. The item may be, but need not be implemented.

i: Out of scope
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Table 5 — Base Profile — E2E Security

Client Server Comments
Base Profiles
5-1 Server IEC 61850-8-1 Compliant N/A
5-2 Client IEC 61850-8-1 Compliant N/A
5-3 Server ICCP Compliant N/A
b-4 Client ICCP Compliant N/A
5 Serve_r IEC 62351-3:2014/AMD2:2020 N/A IEC 6235%-6 PICS
Requirement Support
-6 Clien? IEC 62351-3:2014/AMD2:2020 N/A IEG.62351-6 PICS
Requirement Support
Table 6 — Protocol Handshake — E2E Security
Services [t Sl el Comments
TP (C) (S)
IEC 61850 Application association
. When supported completion of
6j1 | Association Conformance TP Table 7-1 to Table 7-3 is required
Block Supported
state support or non-support
Table 7 — IEC 61850 Application Association — E2E Security
Services AR Clie e Comments
IP (C) (S)
IE€' 61850 Application association
™1 Associate TP
742 | Abort Processing TP C1 C1
713 Release Processing TP C1 C1
C1: At least Abort or(Retease shall be supported (see IEC 62351-4)
Table 8 — OSI EnvPDU Supported — E2E Security
Services (8 St ST Comments
TP (©) (s)

0S| EnvPDU Supported

OSI| EnvPDU Supported

When supported completion of

8-1 according to IEC 62351- TP Table 9.2-Table 9.7 is required to
4:2018/AMD1:2020 state support or non-support
Table 9 — OSI EnvPDU Subclass Supported — E2E Security
Services [t Sl e Comments
TP (C) (S)
0S| EnvPDU Subclass Supported
9-1 OSI Association Request | TP ‘
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9-2 OSI Association Response TP
9-3 OSI Abort TP
9-4 OSI Release Request TP
9-5 OSI Release Response TP
9-6 OSI Clear Data Transfer TP
9-7 OSI Encrypted Data Transfer TP

Services Al Cliept SeIvel Comments
TP (C) (S)
OSI| SecPDU Subclass Supported
10-1 HandshakeRegq TP
10-2 HandshakeACC TP
10-3 ApplicationReject TP
10-4 HandshakeSecReject TP
10-5 ReleaseReq TP
10-6 ReleaseRsp TP
10-7 ClearTransfer TP
10-8 EncrTransfer TP
10-9 HandshakeSecAbort TP
0-10 DtSecAbort TP
0-11 ApplAbort TP

To |be specified by referencing specification. At least one row shall specify "m" for both client
ang server.

Table 11'='0SI Mode of encryption — E2E Security

Services AA: Elart SO Comments
TP (C) ()
Mode of encryption
Use of authenticated Use of single algorithm for
11-1 3 TP - b .
encryption (AE) encryption and integrity
Non-use of encryption or separatg
11-2 |Non-use AE TP algorithms for encryption and
integrity

Table 12 — Cryptographic algorithms — E2E Security

Services LA Sl SEE Comments
TP (C) (S)
Public-key algorithms
12-1 rsaEncryptionAlgorithm TP Mandatory
secp256r1 TP Mandatory
12-2 ecPublicKey
brainpoolP256r1 TP Mandatory

Signature algorithms

12-3 sha256WithRSAEncryptionAlgorithm | TP | | | Mandatory
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12-4 ecdsa-with-SHA256-Algorithm | TP | | | Mandatory
Symmetric encryption algorithms
12-5 aes128-CBC TP C1
12-6 aes256-CBC TP C1
Authenticated encryption algorithms
12-7 aes128- GCM TP C2
12-8 aes256- GCM TP Cc2
Integrity check value algorithms
12-9 hmacWithSHA256 TP C3
1P-10 aes128-GCM TP C3
1P-11 aes256-GCM TP C3

C1: Shall be "m" if E2E security with encryption is declared and non-use of authenticated encrygtion is declarg
Otherwise, it shall be "i".

C3: Shall be "m" if E2E security with encryption is declared and use of authenticated.encryption is declare
Otherwise, it shall be "i".

C3: Shall be "m" if non-use of authenticated encryption is declared (see Table 11)~Otherwise, it shall be "i".

Table 13 — ASN.1 Objects — E2E Security

modules (0) e2e-security (1)
versionl (1)}

TP

. AA: | ,Client | Server
Ed. Services TP (C) (s) Comments
ASN-1 Authentication Object Identifier
E2E-Security {iso(1l) standard(0)
iec62351 (62351) part4 (4) IEC-62351-

4:2018/AMD1:2020

6.2

6.2{1

The test procedure describes how to validate the initial connection between a client an

E2E Test Procedures for OSI environment

Association Management

seryer.

The normal result of this test procedure is a successful connection without any exception.

The tester(will need to define the high-level test procedure that will initiate the handsh

0 a

ke

24l in
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7 E2E conformity testing in the XMPP environment

7.1 Conformance tables for E2E-XMPP security profile

The following conformance tables (Table 27, Table 28, Table 29, Table 30, Table 31, Table 32,
Table 33, Table 34, Table 35 and Table 36 are used to provide an overview and details about
the IEC 61850 <Client and/or Server> produce identified as <device ID and name>, with
firmware <version>.

Th et ettt NE—— N— T ofte=F - tmed
in this document that are either:

m: Mandatory support. The item shall be implemented.

C: Conditional support. The item shall be implemented as specified by the eondition.
o:  Optional support. The item may be but need not be implemented.

i Out of scope

Table 26 — Base Profile — E2E XMPP Security

Client Server Comments
Base Profiles
26-1 Server IEC 61850-8-2 Certified N/A
26-2 Client IEC 61850-8-2 Certified N/A

Table 27 - Protocol Handshake — E2E XMPP Security

AA: Client Server

Services TP (€) (S)

Comments

IEC 61850 Application association

Association Conformance When supported completion of

27-1 TP Table 28-1 toTable 28-3 is requirefl
Block Supported t
o state support or non-support
Table 28 — IEC 61850 Application Association — E2E XMPP Security
Services e Sl el Comments
TP (C) (S)
IEC 61850 Application association

2."1 Abbub;dtv Th
28-2 Abort TP C1
28-3 Release TP C1
C1: At least Abort or Release shall be supported.
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Table 29 — EnvPDU Parameters— E2E XMPP Security

Services

AA:
TP

Client
(C)

Server

(S)

Comments

OSI| EnvPDU Parameters

Value used for the test session as

29-1 | assolD TP defined in IEC 62351-4:2020,

13.3.1.1e)

Table 30— EnvPDU Supported— E2E XMPP Security
Services LAt Slie e Comments
TP (C) (S)
0S| EnvPDU Supported

When supported completion of

30L1 OSI| EnvPDU Supported TP Table 31-1 to of Table 31-9 is
according to IEC 62351-4 required to_state support or non-
support
Table 31 — SecPDU Subclasses— E2E XMPP ‘Security
Services — Al Sergel Comments
TP (C) (s)
XMPP EnvPDU Subclass"Supported
3f-1 iqg stanza HandshakeReq TP 2%0262351'4:2018/AMD1:2020’
3fl-2 | iq stanza HandshakeACC TP [, 02301-4:2018/AMD1:2020,
3-3 iq stanza Applicationfeject TR 2%0262351'4:2018/AMD1:2020‘
3h-4 iq stanza TP IEC 62351-4:2018/AMD1:2020,
HandshakeSecReject 16.2
3h-5 iq stanza ReleaseReq TP 2%0262351-4:2018/AMD1:2020,
3h-6 iq stanza ReleagdRsp R I1EGCZ62351-4:2018/AMD1:2020,
3-7 iq stanza ClearTransfer TP 2%0262351'4:2018/AMD1:2020‘
3[1-8 iq stanza EncrTransfer TP 2%0262351_4:2018/AMD1:2020’
3h-9 message stanza TP IEC 62351-4:2018/AMD1:2020,
HandshakeSecAbort 16.3

IEC 6226814 4-2041Q/AMND4:-2020
31-10 | message stanza DtSecAbort TP '1"6"3”"“”' TEEEIEEEEE
31-11 message stanza ApplAbort TP 2%0362351'4:2018/AMD1:2020’
31-12 | message stanza ClearTransfer TP 2%0362351'4:2018/AMD1:2020’
31-13 | message stanza EncrTransfer TP 2%0362351'4:201S/AMD1:2020’

To be specified by referencing specification. At least one row shall specify "m" for both client

and server.
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Table 32 — Encryption — E2E XMPP Security

Services (a8 et SO Comments
TP (C) ()
Mode of encryption
Use of authenticated Use of single algorithm for
32-1 - TP - b h
encryption (AE) encryption and integrity
Non-use of encryption or separate
32-2 | Non-use AE TP algorithms for encryption and
integrity
Table 33 — Cryptographic algorithms — E2E XMPP Security
Services (8 Gler: el Comments
TP (C) (S)
Pyblic-key algorithms
33-1 rsaEncryptionAlgorithm TP Mandatory
secp256r1 TP Mandatory
33-2 ecPublicKey
brainpoolP256r1 TP Mandatory
Signature algorithms
33-3 sha256WithRSAEncryptionAlgorithm TP Mandatory
33-4 ecdsa-with-SHA256-Algorithm TP Mandatory
Symmetric encryption algorithm
33-5 aes128-CBC TP C1
33-6 aes256-CBC TP C1
Aythenticated encryption algorithms
33-7 aes128- GCM TP Cc2
33-8 aes256- GCM TP Cc2
Integrity check value algorithms
33-9 hmacWithSHA256 TP C3
3B-10 aes128-GCM TP C3
3B-11 aes256-GCM TP C3
C1: Shall be "m" if E2E-Security with encryption is declared and non-use of authenticated encryption is declargd.

Otherwise, it.shall be

C3: Shall be/"m" if E2E security with encryption is declared and use of authenticated encryption is declargd.

Otherwisey it shall be "i"
C3: Shallbe "m" if non-use of authenticated encryption but integrity only is declared (see Table 33). Otherwige,

it'shall be "i".

Table 34 — XMPP - E2E XMPP Security
Services (8 St ST Comments
TP (C) (S)
XMPP Parameters

34-1 | 61850 Client JID TP
34-2 | 61850 Server JID TP
34-3 | Domain name TP
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Table 35 - XMPP- E2E XMPP Security

OSI model layer Specification m/o
Service and protocols for client/server communication E2E XMPP security
Name Service specification Protocol specification
Application Manufacturing 1ISO 9506-1:2003 1ISO 9506-2:2003 m
Message
Specification
MMS end-to-end IEC 62351-4:2020 IEC 62351- m
security 4:2018/AMD1:2020
Prgsentation Abstract Syntax ISO/IEC 8824-1:2008 ITU X.693 (XER) m
Sepsion Association context IEC 62351-4:2020 m

Assgociation Context provides an alternative mapping for M-Services of ISO 9506-2 to end-to-end,Security gnd
XMPP

Table 36 — XMPP T-profile — E2E XMPP Security

O$l Model Layer Specification m/o
Service and protocols for client/server XMPP-T-Profile
Name Service Protocol specification
specification
Transport XMPP RFC 6120, RFC 6121, RFC 6122, XEP-0198, m
XEP-0199
SASL RFC 4422
TLS RFCi56246, IEC 62351-6
Transmission Control REC 793
Protocol (TCP)
Ngtwork Internet Control Message RFC 792 m
Protocol (ICMP)
Internet Protocol RFC 791 c1, c2
IPv6 RFC 2460 c1, c2

c1 shall be one or both for XMPP clients

c2}] mandatory for XMPP'servers

7.2 E2E Test-Procedures for XMPP environment

7.241 Association Management

Thi/ test’procedure describes how to validate the initial connection between a client anfl a
serner

The normal result of this test procedure is a successful connection without any exception.

The tester will need to define the high-level test procedure that will initiate the handshake
process.

During the following tests, the testers will be able to diagnose using the approach described in
Table 2.
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