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FOREWORD

e International Electrotechnical Commission (IEC) is a worldwide organization for standardization compfising

national electrotechnical committees (IEC National Committees). The object /0f Ik is to“\prgmote
ternational co-operation on all questions concerning standardization in the electric ectronic)fields. To
is end and in addition to other activities, IEC publishes International Standard echnical §pécifications,
bchnical Reports, Publicly Available Specifications (PAS) and Guides (hexe efegred Yo as|“IEC
iblication(s)”). Their preparation is entrusted to technical committees; any IE¢ 3 i iaterpsted
the subject dealt with may participate in this preparatory work. and| non-
vernmental organizations liaising with the IEC also participate in this fpreparation korates closely
th the International Organization for Standardization (ISO) in accorda cogditions determingd by
reement between the two organizations
e formal decisions or agreements of IEC on technical matters ex ¢ posgible, an international
nsensus of opinion on the relevant subjects since each ica i épresentation from all
terested IEC National Committees.
C Publications have the form of recommendations fo and aré accepted by IEC National
bmmittees in that sense. While all reasonable efforts, are hat the technical content of IEC
Lblications is accurate, IEC cannot be hich they are used or fo[ any
sinterpretation by any end user.

order to promote international uniformity i 6 i undertake to apply IEC Publicgtions
hnsparently to the maximum extent posgible in th-' i and regional publications. Any divergence
tween any IEC Publication and the corres or regional publication shall be clearly indicajed in
e latter
C itself does not provide Independent certification bodies provide confgrmity
sessment services angd to IEC Jmarks of conformity. IEC is not responsible for any
rvices carried out by independent certjfic
| users should
b liability shall i ire enfployees, servants or agents including individual experty and
embers of its technjcal A C Mational Committees for any personal injury, property damage or
her damage of 2 ether direct or indirect, or for costs (including legal fees) and
penses arising{ oul\ ok _the }Qublication, /use of, or reliance upon, this IEC Publication or any othef IEC
Liblications
tention is e references cited in this publication. Use of the referenced publicatigns is
dispe
tention is dxa e possibility that some of the elements of this IEC Publication may be the subj¢ct of
tent rig held responsible for identifying any or all such patent rights

main .fask EC technical committees is to prepare International Standardg. In
ptiopal circumstances, a technical committee may propose the publication of a techpical
ification when

+ the required support cannot be obtained for the publication of an International Standard,
despite repeated efforts, or

» the subject is still under technical development or where, for any other reason, there is the
future but no immediate possibility of an agreement on an International Standard.

Technical specifications are subject to review within three years of publication to decide
whether they can be transformed into International Standards.

IEC/TS 62325-503, which is a technical specification, has been prepared by IEC technical
committee 57: Power systems management and associated information exchange.
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The text of this technical specification is based on the following documents:

DTS Report on voting
57/1370/DTS 57/1401/RVC

Full information on the voting for the approval of this technical specification can be found in

the report on voting indicated in the above table.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

A ligt of all parts in the IEC 62325 series, published under the genera ramewor

enelngy market communications, can be found on the IEC website.

The |committee has decided that the contents of this publication

the ptability date indicated on the IEC web site under "http; storesi invthe

» transformed into an International standard,
* reconfirmed,

e Withdrawn,

* replaced by a revised edition, or
*+ gmended.

a later date.

for

until
data

IMPORTANT — The ‘c

understanding i
coldur printer.

go \}\th\e/gover page of this publication indicdtes
that| it contains_ calours i e vonsidered to be useful for the cori
@ uld therefore print this document usin

ect
g a
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INTRODUCTION

This Technical Specification is part of the IEC 62325 series which defines protocols for
deregulated energy market communications.

The principal objective of the IEC 62325 series is to produce standards which facilitate the
integration of market application software developed independently by different vendors into a
market management system, between market management systems and market participant
systems. This is accomplished by defining message exchanges to enable these applications
or systems access to public data and exchange information independent of how such

inforpratiern—is |U|J|cocutcd ;IItCIIIaHy.

The [common information model (CIM) specifies the basis for the semanfi sage
exchange. The European style market profile specifications that sup style
design electricity markets are defined in IEC 62325-351. These el (Ci ¢ hsed
on the European regulations, and on the concepts of third party agcess narkets.
The [[EC 62325-451-n International standards specify the contep ged.

The

purpose of this technical specification is to provide th

liné&1o exshange the above

mentioned messages. A European market participant distibutiomwtilities, etc.) qould

beng
the
diffe

This
elec
infor

This
Tran

Technical Specificatiq
smission System

9,

Technical Specification represents\an i
ricity markets other than their }

with

Furopean Transmission System Operators (T4 ; i ding

into

atl ~ hey could use the same or similar

rk of
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1 Scope

This technical specification is for European electricity markets

This| document specifies a standard for a communication platform which/everyk Transmigsion
System Operator (TSO) in Europe may use to reliably and securely extRange documents for
the ; ilities,

etc. couId beneflt from a single, common, harmonized and se bage

exchange W|th the d|fferent TSOs thus reducmg the cost of byt iffere ‘ s to

inter i tani step ip faC|I|taat|ng

parti

From now on the acronym “MADES” (MArket Dats S i ignate

thesp

MAL i on

inten

e H s to
€ Y interfaces mainly provide means to
S ADES network”. Every step of| the
q can request about the delivery statdis of
E back
t iness
q

o N igs of
r are
Hi tion,
€ ge.

The is t0 create a data exchange standard comprised of standard

prot W st practices to create a mechanism for exchanging data over{ any

TCP \ ietwork, in order to facilitate business to business information

excHanges as ibeéd in IEC 62325-351 and the IEC 62325-451 series.

A MADES network acts as a post-office organization. The transported object is a “message” in
whicdh\theé sender document is securely repackaged in an envelope (i.e. a header) containing
all the necessary information for tracking, transportation and delivery.

2 Normative references

The following documents, in whole or in part, are normatively referenced in this document and
are indispensable for its application. For dated references, only the edition cited applies. For
undated references, the latest edition of the referenced document (including any
amendments) applies.

IEC 61970-2, Energy management system application program interface (EMS-API) — Part 2:
Glossary

IETF RFC 1738, Uniform resource locators (URL), http://www.ietf.org/rfc/rfc1738.txt


http://www.ietf.org/rfc/rfc1738.txt
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IETF RFC 3110, RSA/SHA-1 SIGs and RSA KEYs in the domain name system
(DNS), http://www.ietf.org/rfc/rfc3110.txt

IETF RFC 4122, A universally unique identifier (UUID) URN namespace,
http://www.ietf.org/rfc/rfc4122. txt

ITU-T Recommendation X.509, Information technology - Open systems interconnection - The
directory: Public-key and attribute certificate frameworks, http://www.itu.int/rec/T-REC-
X.509/en

3 [Ferms and definitions

For the purposes of this document, the terms and definitions given inAE O<2,apply, as
well[as the following.

NOTH General glossary definitions can be found in IEC 60050, International ro

3.1
advanced encryption standard
AES
symmetric cryptographic algorithm

3.2
distinguish encoding rule
DER
formlat for X.509 digital certificates

3.3
Eurgpean style market pro
ESMP

Eurdpean style mfrket

Yechnical Specification is designed

3.4

mar
MAL
stan

3.5
prof
basi

3.6
tragrmission system operator
TS

company responsible for operating, maintaining and developing the transmission system for a
control area and its interconnections
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4 High level concepts

4.1 What is MADES intended for?

Documents

— TSO/

Auction Market
l Office l Participant I Trader
Figure 1 — MADES overall vie
MAL int to
secy arket
as s and
desqdri $Os,
distr] ders
(CT),
The . as
endpoints) connected to his,i ion system eive
docd i
MADES is a market dataxexgt 3 pri ilizing 1T
best| practices t hanisw for exchanging data over any TCP/IP communication
network, in orde 8Ss-t :
New| 3 new
inforn artiés. Experience shows that, for the exchanges to opgrate
accg : ) the chosen technical solution results from an agreement of
invo Ul oUs constraints, including implementation time scale, veniors’
offer|, al eXiSH munication links, integration capabilities of existing information
syst i ialitynof @xchanged information, legal risks, etc.
Where business procésses require information to be exchanged between multiple systems or
multjple (parties, solutions developed bilaterally may become extremely complex, with ¢ach
interffaCe, taking tlme money and resources to be developed and be maintained. It is also a
notic

have to mstall dlfferent communloatlon tools in order to mterface with dlfferent tradmg
solutions. The future vision is a single interface between all parties in all areas of the
electricity market of Europe.

MADES can support any business process whatever the document types being transmitted
might be (e.g. XML, binary) and whatever the sequence for the exchanges.

MADES is independent of the physical underlying communication Infrastructure, which can be
any IP (Internet Protocol) network, such as Internet, a physical private infrastructure, or a
multi access-point virtual private network (VPN).
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MADES relies on and only on non-proprietary IT standards for communication protocols, data
integrity, signing and confidentiality (encryption), peer access point authentication, peer party
authentication, parties’ directory (e.g. HTTPS, SOAP, X.509), as shown in Figure 2.

Business Logi.c_ : Market rules
(processes and activities)

Document
structureand content

Implementation Guide
(e.g. ENTSO-E ESS XML)

Business
A

Reliable Message Delivery
Transparency
Security
Integration

MADES

Communication Protocols

Network Infrastructure

Information
Technology (IT)
A
e

Figure 2 — MADES

4.2 General overview

The [purpose of the MADES standard iso sp age’delivery platform with the| key

@

Integration

Figure 3 — MADES key features

1. Message delivery — A party (sender) connected to the communication network can
send a message to another party (recipient), which is connected or can connect to the

network.

2. Transparency — Any transported message can be tracked down to gather trustworthy
information about the state of delivery and traversal path.
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Security — Only the recipient of the message is capable of reading the message-
content. The sender of any message can be unambiguously verified.

Reliability — A message cannot get lost.

Integration — The MADES functions for sending and receiving messages can be
integrated with wide variety of technologies.

The first four key features (message delivery, security, transparency and reliability) are
capabilities of the communication system, while the other one (integration) is a design
characteristic of the components of the communication system.

4.3
4.3.1

The

Am
appl

The
docl
with
enve

—WMessage delivery and transparency
A
Message delivery q/Q
main feature of MADES is the message delivery function, as shox

Business Application

aun

4.3. \Q/q)ransparency

que melss

Business Applicatign

ness

The
side

(or
h as
ageND,the identities of the sender and of the recipient, a business-type.

The message path — from the sender’s endpoint to the recipient’s endpoint — goes through
some components of the MADES network. When a message traverses a component, the later
notifies the event and a new message (referred as an acknowledgement) is sent back to the
sender’s endpoint. All the events notified during the message delivery can be retrieved by the
sender’s BA.
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4.4 Security and reliability

MADES ensures a secure message transfer and a fully tracked delivery, as shown in Figure 5.

Reliability

A M

will
not e lost. The sender can.at aqy time ¢hec g ring,
deliy
The iling
com hon-

repu
send

ification of a message and its header which includeg the
¢, the delivery time, etc.

MADES define A gn-and encrypt the transported messages.

For n_tayer, the MADES components use the secure communication
protocols S formation is transported encrypted. Moreover, both sideg of
communicatior authenticated using industry-standard PKI certificates.

The s@:rity features are detailed in 4.8.
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Main components

MADES describes three logical communication components and their interfaces, as shown in
Figure 6.

Message routing
4 1 Directory services

Endpointis
connection point for
business applications

and users

From the users’ or busie pdint of view, the crucial component is| the
endpoint, which pravides the iterfac BAs to send and receive the messages. Actpally
no graphical us i i E8&; such an interface to provide a manual way for
sending and receiwng S8 S slication which can be integrated with the endpojnt.

The |node compox c éntral part of a MADES network. Each node contaips a
diregtory witp i all the registered network components, whether endpoings or

node
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4.6 Distributed architecture

A MADES network may consist of multiple interconnected nodes, each taking care of a part of
the network, as shown in Figure 7.

Nodessynchronize

Endpointuploadsmessagesfor
endpointsregistered to the node

Endpointaccesshome node: inquiring
dirnrinn’;l dnwnln:aﬂing receopred
messages, uploading messapegfor
endpointsr dto the had

- ~ \ I

Y . -

\etWork distributed architecture

@ number of collaborating components with the node in
i

the x3”a distributed architecture; it does not have any single
cent ave equal responsibilities; each manages a part of| the
network.

Each endpoin
refefred as the>xegiste
connected.endpoin

er with a home node. The components registered with a nodq are
red components. Endpoints currently connected to a node are| the

Diregctery information about all registered endpoints is regularly shared between the nodes,
using the node synchronization interface; so that endpoints registered with different home
nodes can exchange messages.

An endpoint can connect to any node to send messages, but it can only receive messages
from the home node.
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4.7 Components’ exposed interfaces

MADES standard specifies the interfaces between the components. All interfaces and
services are presented in Figure 8.

| SendM essage
| ReceiveMessage

A CheckMessageStatus
| Connectivity Test

Business Application
/7 | ConfirmReceivel essage

GetAuthenticationToken
UploadMessages
DownloadM essages
ConfirmDownload
SetComponentiyversion

GetCertificate
GetComponent

Each arrow on Figure 8 s face

ndpoint interface

n endpoint &
lode interface
dto

4.8 | Security features

4.8.1 Overview

Main goals of the MADES security definition are summarized by the following poinis:

e The security solution is transparent to the business applications (BAs) — no specific
implementation shall be required in the application to communicate securely.

e Any message shall be readable only by the recipient.

e The sender of any message shall be unambiguously identified.

e Non-repudiation of the messages — it shall be possible to unambiguously prove that the
sender sent the message and that the recipient received it.

e All communication routes shall be encrypted. The security solution complies with the
X.509 public key infrastructure.

The security issues are covered on two levels: transport-layer security and message-level
security.
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On the transport-layer, MADES requires the communication between two components to
always be encrypted. Two components that exchange information shall first unambiguously
identify each other.

On the message-level, MADES requires that all messages shall be signed and encrypted, so
the sender of the message can be unambiguously identified and the message is only readable
by the intended recipient.

4.8.2 Transport-layer security

The _transport-layer security of the communication between components relies on the
transport protocol layer. When communicating, components shall use a secure profocol
HTTPS providing the encryption of the communication route. Mutua h of
communicating components shall be handled using X.509 certificates; the
server shall authenticate themselves by their respective authenticatjgn i $, as
shown in Figure 9.

The Jcommunicatior_(i. . d by
the [client. This' S ityNeh client-side by not having to allow incoming
conrjections throug S i

Firewall

Communicationis

always initiated by
Endpoint

Figure 10 - MADES secure communication initiation
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4.8.3 Message-level security

The unambiguous identification of the sender of any message sent via the MADES network is
enabled by usage of digital signatures as shown in Figure 11.

= Message Signing =l Message Signature Verification
Q’é "f(: “f{‘ Mos
] e =% =% =
llessane Sigred-Messags Signad-Messag U il
Frivate key Message Signed usir}g PMy ing
private part of sender's r's
signing certificate L
Figure 11 — Message signa
On tre sender’s endpoint, the message is signed usi i '%ning
certificate. On the recipient’s endpoint,.the meg er’s
publjc key of the certificate.
Any|message sent via the MADES sha can
read| the message-content as shown in{Fig
Message content
decrypted using
decrypted session key
Ed WEncryption = Message Decrygtion
. . " £ a
. Encrypted Session Key Encrypted Session Key D:::;:r 1 j
[ Vi | b= Plajn
|_'1 |_'1 Messfige
Encrypted message Encrypted message
X509 Publics key Session key X509 Private key
of recipient's of recipient's
endpoint endpoint

Figure 12 — Message encryption and decryption

The content of the message (i.e. the document) is encoded with a randomly generated
session key, which is then itself encoded with the public key of the encryption certificate of
the recipient. The encoded key is transported together with the message.
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The receiver decodes the key with the private key of his encryption certificate, and then uses

the key to decode the document.

4.8.4 Non repudiation

4.8.4.1 Overview

The general behaviour is first presented in Figure 13, and then detailed in 4.8.4.2 and 4.8.3.

%

Message delivery

Docdment  Compressed Encrypted
Message Content

....................

..................
Header Header : Header Header
Msg ID H i Msgid : I Msgb

— Header
Date Date Date

e 5

Message Fingerprint

Msg ID :
y o

3

! | Message Fingerprint Match Ih°1!
A Encrypted by sender :
Y f.:;i.e.;t.i; ......... !:»Header -
Match|n®3! : Akwmsgip H i Ack MsgID
| Reception date 1 ! Reception date }
§\:'jginal MsgD ; i Original MsgID
LA e f@\

Network

Figure 13 — Non repudiation

4.8.4.2 Message-delivery

The | méssage fingerprint uniquely identifies the document together with some he

AcknowledgementFi.ngerprint ) leddement
encrypted by receiver fingerprint
Recipient
pder
The

H f i I flo H 1D—(NA 1R ol tl H oot U
INTor MMativult, SsutlIlT do T 1TT1cooadytT UlTiyutT T (IVioylU ) allu uic STIiuliTy Uualc allu umie.

document may have been previously compressed.

Both the fingerprint and the document are encoded and transported to the recipient. The
fingerprint is encoded in such a way that uniquely identifies the sender (signature), and the

document in such a way that only the recipient can read it (encryption).

The recipient decodes both the fingerprint and the document. He verifies (match n°1) that the
fingerprint, which he can regenerate from the message, matches the transported signed
fingerprint (signature verification). Then he stores the decoded message and the encoded
fingerprint. Both elements together with the signing certificate prove that the message was

sent by the sender.
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4.8.4.3 Acknowledgement

The recipient sends back a new message, the acknowledgement, using a similar process. The
new message contains the unique ID of the original message (Original Msg ID) and the
attached document is the fingerprint of the original message.

The acknowledgement is signed but not encrypted and transported to the sender of the
original document.

When he receives the acknowledgement, the sender verifies (match n°2) that the
acknowledgement was sent by the recipient (signature verification). He also verifies that the
ackrjowledgement document is the original message fingerprint (match n°3).

The [set, composed of the original message, the signed acknowledgem
certificate, proves that the recipient received the original message.

d\the signing

5 Lomponents’ functions

5.1 Routing messages

A message shall be transported from the sender’s BA (
BA ysing the route shown in Figure 14.

hion) to the recipient’s

Download

Recipient's
Homie
Nade

Sender's
Endpoirit

Recipient's
Endpoint

Sen Recipig

ided
left

The [messagescontent (also referred as the message-payload) is the document providefl by
the sender’'s BA. The composed message contains additional information (i.e. a header) lised
for slecurity;“routing and delivery tracking.

The Llarrows in Figllrn 14 represent the |IP_connections between the components and éach
arrow goes from a client to a server. Thus, a message is uploaded (or sent, or going out) on
the way from sender’s BA to the recipient’s node. It is downloaded (or received, or coming in)
on the way from the node to the recipient’'s BA. “Transfer” is the generic word used to mean
either upload or download.

The node, which the message goes through, shall be the home node of the recipient’'s
endpoint. Note that a reverse going message between the two BAs will not use the reverse
route if sender and recipient have different home nodes.

There are two types of messages:

1 There are several acknowledgements during the message delivery; the one referred to here is sent by the
endpoint of the recipient party after it correctly receives the message (event n°4 in Figure 19).
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e Business-message — is a message composed by the sender’s endpoint from a send
request initiated by a sender’'s BA. The goal of MADES is to transport such business-
messages to the requested recipient’s endpoint.

e Acknowledgement — is an ancillary message used for tracking the end-to-end delivery
process of a business-message. The BAs do not know about those internal
acknowledgements, but a BA can request the endpoint about the delivery status of a
previously sent business-message.

5.2 Component and message unique identification (ID)

Each component shall have a unique ID in a MADES network. The identification scheme is a
network governance issue.

. he “component ID” (also referred as “component code”) is used to identify the compopnent
hen exchanging with other components.

. BA shall use an endpomt ID to |dent|fy the recipient wRen\s ) dour’nLent.

. he IDs of the sender and the recipient are included in t

When a component composes a message, it shall im
Identifier), as defined in IETF RFC 4122 (http://wyiw.ietf’

niversal Unfique

NOTH idated)
sendg uded
within h.
5.3

AM

Ap 3As,
imple s in
accd

The orts
condg

Othd
som
each BA
recejved dosument.

send
NFor dispatching correctly the received documents between BAs,
husiness-type when requesting for downloading a possibly newly

So the business-type’is mandatory text information provided by a sender’s BA, included in the
header, of jthe business-message, transported with the message to the recipient’s endppint,
and used by a recipient’s BA to retrieve the only documents it shall process.

Each party is free to organise how he architectures activities, functions and BAs in his own
Information System, in a way transparent to the other parties. However the business-types
shall be agreed between all parties as part of the overall information exchange designZ2.

5.4 Delivery-status of a business-message

The delivery process of each business-message is fully tracked. Tracking means that the
components taking part in the routing process notifies the sender’s endpoint with events about
the message. The reported events are:

2 Business-types can be compared to port numbers: competing applications in a machine use different port
numbers so that received information can be correctly routed. Used port numbers have to be agreed between
parties (e.g. 21:FTP, 22:SSH, 25:SMTP) but they are not part of IP protocol which accepts any number.
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o Delivery event — notifies that the business-message has been either:

a) transferred to a component; i.e. the component confirms it received the business-

b)

e F

message (“Transfer confirmation” is defined in 5.8);

accepted by a component; the component confirms that it received the business-

message and that the message successfully passed validation. It also means that the

message is ready to be transferred to the next component on the route to
recipient’s endpoint (“Acceptance” is defined in 5.9).

ailure event — notifies that a business-message cannot be delivered because:

a) the message was rejected, for it fails the validation;

the

b) or an unrecoverable error occurred when processing the message.
] Any time Failure
FAILED Events
Sender's Sender's Re::g:::t -
BA Endpoint Node
» Transferred to
3 VERIFYING the sender's
L) Endpoint
({J —_—
>
2 | AccepTED Accepted by the
© sender's Endpoint
©
(]
S | QELIVERING
[72]
[72]
()
= | QELIVERED
RECEIVED

Figure 15

The business-message expresses the knowledge of the sender’s endpoint

about thesmessagedelivery. The status can be requested at any moment by a sender’'s BA

providing_the message ID returned by the sender’s endpoint when the message was sent.[The

posdible/values are provided in Table 1.
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Table 1 — Message delivery status

Message Notified event
delivery-status

The business-message has been transferred to the sender’s endpoint.

VERIFYING Some additional checks are in progress before the endpoint may accept it, e.g.:
the endpoint is waiting for signature by an external signing device (see 5.16.3), or
is waiting for the encryption certificate requested to the node directory.

The business-message has been accepted by the sender’s endpoint. Conditions

RECEFTED are met to transport the message in the network.

DELIYERING The business-message has been accepted by the node.

DELIYERED The business-message has been accepted by the recipient

RECHEIVED

FAILED

The Jacknowledgement, which notifies that a messag ipient’s
endpoint or transferred to a recipient’'s BA, does| no( a 3 the
docyment (i.e. the content of the message) has bee the
endpoint or a BA of the Information em | , . , nt of
the document has not been analysed e P i in a

eptéd or rejected according tq the
even be a new document tha{ the

“fun¢tional acknowledgment”,
busihess rules. Such a functional ac

MADOES network will be entrusted to deli f the
original document.

5.5 | Communicatio

5.5. Princip@

To gommunicate, th a

server compone

The |server cmpo t walida the request and replies. The client component receives back
alidatesthe reply.

y a Secured communication channel between two components

A repguest<from a cliént component to a server component shall only be processed after the
clier|t has_established a secured (i.e. encrypted) communication channel with the server.

The communication channel shall be secured using the HTTPS (HTTP over TLS) protocol. So
each peer, either client or server, verifies that the other peer is a valid and trusted network
component — see 5.16.6.

A client component shall be able to connect to a server component through a network proxy.

An endpoint administrator shall be able to configure a primary and a secondary URL to
connect to the home node.

An endpoint may connect to any node for uploading business-messages and
acknowledgements addressed to a recipient’s endpoint registered with the connected node.
The endpoint shall request by its home node directory the “routing information” for
establishing connection — see 7.3.4.3.
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The node URLs (primary and possibly secondary) in directory should rather contain FQDNs
(Fully Qualified Domain Names) than IP addresses to ease integration with the network
architecture constraints of the parties.

Concerning primary and secondary URLs: the nodes are key components and thus require
high availability. Availability techniques may vary, and redundancy or switch-over mechanism
may not be seamless to other components. So a node administrator may provide two URLs to
access his node. Consequently, the components that connect to a node shall implement a
mechanism to dynamically select the one URL which gains effective access.

5.5.3 __Token authentication of the client component

Apaift for the node-node synchronization, the server shall always first id
know its component ID to authorise the requests.

Frthe glient| i.e.

To do so, the client shall request the server for an authenticati its [own

component ID — see 7.3.2.

The |server provides back a token which:

e is a randomly generated string (e.g. a UUID);

e Hhas a limited duration validity returned to the clienS. to request for a [new
For gvery subsequent request (e.g. mes g ar-directory query), the client shall alyways
provjde the server with:

e the authentication-token;

e the signed authenticafion-tokén — ) ded
o the ID of the aythe
For ¢very receiv@

e the certific i see
5.16.8;

e the sign

NOTHE Such a“token-base { thus
not cpnstrained-by,specifics of software products used for the implementation of the component (e.g. web sefvers,
appli¢ations servers).

5.5.4 Request authorisation

A node shall reject a request for downloading messages or a request on directory if the client
component is not one of its registered endpoints.

A node shall reject a transfer request (download or upload) when it is already and
concurrently processing the same request for the same client — see 5.8.

5.5.5 Request/Reply validation

The server shall validate data of any request and the client shall check the status and validate
data of any reply.

Validation prevents for foreseeable errors to occur and shall include:

1) Check that all mandatory request/reply elements are set.
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2) Checks that all set elements do not contain any illegal characters, have the expected
format and size, and have values in expected list or range.

3) Check that the combination values of elements forms a valid set.
In case the request (or the reply) is a message transfer, the validation by the target
component shall include any additional check to ensure that the transferred messages can be

durably stored — see 5.6 (e.g. the size of the message-content does not exceed the maximal
allowed size).

5.6 Storing messages in components

A cpomponent shall contain an internal message-box where it durably stores messa|ges.

Durgble (or persistent) means that the message shall be recovered after 3 ware crash|or a
hardware failure, when the component restarts (reboot or switch to a hag q in a
redundant architecture).

The [stored information about a message (either business- ent)

shal| be: the content, the header.

The pted

conte

Withiin the message-box, a message sh jale i ional information only Yised

locally by the component:

e Transfer timestamp — set by the com ant - [ in the
r b

o Jtate — see 5.7 for pos

e Rriority — see 5.13.

e Receive timestamp ) was
gccepted by the resipi F the
message — s1

" -type.
has

A cogmpanent administrator shall be able to (long term) archive messages and then deletg the

corrTctIy archived messages from the message-box.

5.7 Lifecycle of a message state within a component

A business-message has a local state in every component that processes it, and all these
states do not have the same values at the same time. The state is not transported data; it is
not part of the message header. The lifecycle of the state of a business-message within a
component is shown in Figure 16.
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Componentprocesses the message

OutTransfer

— > DELIVERED i-—)@

E Component processes the
! delivery events on the message
H (e.g. acknowledgements)

Fmmm e I , .
In Transfer E i Sender's Endpoint >{ DELIVERING ’
i - Trac

A

- Endpoint)

> VERIFYING ‘i

_____________________

(0] Initial state

@ Final state

ness-message

FAILED

E H 4 N Messages
1 S L i DELIVERED &

H ] Recipient's Endpoint |

5 —>| ACCEPTED - ; > (tothe recipient's >(0)

bring Rusine message has been successfully transferred to the next component.
e,business-message has been transferred to the next component, the messag
e\js’set to the status of the acknowledgements coming back and which inform abg
ereg e message delivery (see 5.10).
ve
) AX’business-message in the FAILED state is not delivered. A component shall set the
business-message state to FAILED when it sends a failure-acknowledgement for the
message.
a message has been successtully transterred (I.e. downloaded) Trom a node, the

ing

ut

tate

within the node shall move to DELIVERED which is the final state (and not to DELIVERING).
The reason is the following: If a node is not the home node of the sender’s endpoint of a
business-message, no acknowledgement will ever inform about the rest of the message
delivery.

When a message is accepted by the recipient’s endpoint, the state within the endpoint shall
be directly set to DELIVERED, because the message has reached the destination endpoint
and does not have a next component.

The delivery-status of a business-message, as defined in 5.4, is the local state of the
message in the sender’s endpoint.
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5.8

Transferring a message between two components (Handshake)

The transfer handshake is the mechanism which ensures that no message can be lost while
passing from a component to another. A component (referred as “target component”) that
receives a message shall confirm to the sender component (referred as “source component”)

that

the message has been transferred.

A component is responsible for the message delivery from the moment it sends the transfer
confirmation to the previous component until the moment it receives the transfer confirmation

from

The
resp

o It
o

i

The
in F
and

Time

the next component.
target component confirms a message transfer to tell the source component that iit took
pnsibility for the message, and that it should not transfer it again. It mgans\that either
he message has been stored in a durable way,
he processing of the message has generated an error tha e.g.
hessage inconsistency).
handshake mechanism differs whether the transfer is z own
gure 17 and Figure 18. When downloading, the targe tes the request
An additional request is used to confirm the trans
Source component

Prepare ACCERTED

upload

request [T~ 7 N\C "~ Authorize request

Validate request
< Store messages
equestreply VERIFYING
< (upbload confirmation)
~ | - -~~~ Acceptance validation
\plIvERING
ACCEPTED
v
Figure 17 — Transfer handshake when uploading of a message
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Source component Targetcomponent
Requestfor
Authorize request| ACCEPTED |« download
Validate request
Download reply
Prepare reply (messages)
Validate reply
° Store messages
E
|_
Download
confirmation VERIFYING wo L
PEE— cceptance Validation
DELIVERING Reply

NOTH m the
trans ks. A
targe b the
mess;

The eral
mes bulk
mes i S ledgements — see 7.3.3. When multiple
mes i firmation shall apply to all the transfgrred
mespages. Note that tk er (send or receive) business-messages ong by
one with their e .

A ss the
sam 5 | the
corrg¢ct delive bulk
trang i i

The rally

DEL

When the connection between the components is established or recovered after a failure| the
source<component shall transfer all pending messages in the ACCEPTED state. Note that it
may trappen thatsome of those messages tave aiready been transferred, thatthetarget
component already sent the confirmation, but that the source component did not receive it or
failed while processing it. So the target component may receive an already existing message
(recognized with the message ID). In this situation, it shall then just confirm the transfer and
log this duplicate transfer event.

5.9 Accepting a message

A component shall accept a transferred message after it passed the validation checks
described in Table 3.
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Table 3 — Accepting a message — Validation checks

The transferred message can only be a business-message:
. Existence of the recipient’s endpoint.

e Availability of the encryption certificate of the recipient’s endpoint, i.e.

Sender’s endpoint successfully retrieved from directory cache or from home node directory.

e  Successful signature of the message.

NOTE The business-message shall be compressed (if requested) while received

Node

Recig

Whe

—

Whe
ackn

5.10
5.10

1

ient’s endpoint

n a business-messagg
trangaction3:

he lifecycle)

he compon@ i

bonept-ecan natifi, on Avant skl ~A~~bieo A
T

oy e BllUpUillL, ana it shattbe encrypiled WITETT upioaded 1o e node.

to sign the message.

e The certificates used for signing and e
are not revoked (see 5.16.8).

to a recipient’s BA.
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on which the event occurs is referred as the original message, and its ID shall be included in
the acknowledgement header.

An acknowledgement shall be routed and delivered using the same transfer (upload and
download) mechanism as the business-messages, without being acknowledged itself.

An acknowledgement shall have the same business-type as the original message.

3 In the whole specification a “transaction” means an operation that shall succeed or fail as a complete unit and
cannot remain in an intermediate state.
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The content of an acknowledgement shall never be compressed or encrypted.

5.10.2 Notifying events
“Notifying an event” on a message means either:

e Sending an acknowledgement containing event information to deliver to the sender’s
endpoint of the message.

o Except when the event is notified by the sender’s endpoint of the message itself, then the
event information is just locally stored.

The levent issuer shall update the message according the event (e.g. the message statej,
PreVlious operations shall be realized as a transaction, and the issuer s vent.
<
[)
5 (
o —LFAILED «--—— {6 )
©
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o
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Table 4 — Characteristics of notified events

Event characteristics

Status: VERIFYING
Issuer: Sender’s endpoint

Acknowledger: None (The event is internal to the Sender’s endpoint and does not generate an
acknowledgement)

Status: ACCEPTED

Issuer: Sender’s endpoint

Acknowledger: None (The event is internal to the Sender’s endpoint and does not generate an

acknowledgement)

Status: TRANSPORTED
Issuer: Recipient’s node

Acknowledger: None (Although the event is coming from the node, it/ ifi endeRrsg’endgoint
and does not generate an acknowledgement)

Comment: A node never sends an acknowledgement because lelivered if”it is not thg home
node of the sender’s endpoint of the original message. The rea 1 elsendeXx's endpoint willlnever
connect for downloading messages, including acknowledger 3 egates to the spnder’s
endpoint the issuance of the acknowledgement by noti e uptead response whether it accepits or
rejects the business-message.

Status: DELIVERED

Issuer: Recipient’s endpoint

Acknowledger: Recipient’s endpoint
v' Content: the non-encoded h) of the original message — see 5.14.3|

4 Y

v

Comment: ERED because the acknowledger is the recipient’s endpoint of
the origin

Status:

Issuer:

Comment: A recipient’s BA (not a MADES component) delegates to the recipient’s endpoint the issuance
of the acknowledgement notifying that the successful transfer of the business-message.

Status: FAILED

Issuer: any component.
Acknowledger: if not notified by the sender’s endpoint

v' Content: an English readable description of the encountered error or the reason why the message
was not accepted.

v' Internal type: FAILURE_ACKNOWLEDGEMENT
v' Signed: No.
v' Original message state: FAILED

Comment: The event is referred as the “failure-event”. In case a failure-event occurred in the sender’s
endpoint it processes it internally and does not send an acknowledgement.

The meaning of the characteristics is provided in Table 5.
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Table 5 — Event characteristics description

The value to set to the “state” element of the “trace” item (see Table 70) reporting

Status the event to the sender’s BA through the CheckMessageStatus service —
see 7.2.2.3.
Issuer The component that notifies (issues) the event.

The component that sends the acknowledgement, possibly none or possibly different

AEREE e from the issuer.

Contgnt The content of the acknowledgement message.

Signgd Whether the acknowledgement message is signed or not

The value to assign to the internalType element of t

Interrjal type see Table 61

Original message state The value to set to the local state of the origina i nt
when issuing the event.

5.10,3 Lifecycle of an acknowledgement

Table 6 provides the possible values for the loc & acknowledgement within a
component; these are a subset of the s :

Unlgss signed using an external devic i in the
ACG

Acknowledgement
State

|

Verifili ation is currently processed or pending (e.g. waiting for the

Acce
. sowledgement has been successfully transferred to the next component or hgs
Delivered ; S . , . L
cached the destination, i.e. the sender’s endpoint of the original message.
e component encountered an unrecoverable error when processing the
Faileg acknowledgement. The acknowledgement will never be transferred to another

component.

5.10.4 Processing a transferred acknowledgement

A component shall always accept a transferred acknowledgement. When processing a
transferred acknowledgement:
e The component shall log the event notified by the acknowledgement.

e In case an unrecoverable or an acceptance error (see 5.9) occurs, the component shall
set the acknowledgement and the original message to the FAILED state in a transactional
way, and log the error. This stops the acknowledgement delivery.

e Otherwise the component shall in a transactional way:

— update the state of the original message according to the event in conformance to
Figure 15;
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— when the event is n°4 (see Figure 19), set the “receive timestamp” of the original
message to the time the acknowledgement was created (generated item -
see Table 61).

The original message may not exist in a node for it was delivered through another node. The
acknowledgement shall then be correctly processed and route.

The original message may be in the ACCEPTED state. This may happen when the message
was transferred and the component did not receive the confirmation. When the connection is
back, it may receive the acknowledgement before the message is transferred again.

5.11| Message expiration

5.11[{1 Principle

The [message expiration is a mechanism to notify the sender’s B sage

has |not been delivered in the due time to the recipient’s endpoi it is

excdeded, the sender’s endpoint changes the state of the messga

The |expiration time of a business-message is the timeNlimi ender’s endp)oint

declgre that the message delivery has failed, a the

ackrjowledgement notifying that the message was ag¢cep e ' event
°4 |n Figure 19).

5.1112 Setting the expiration time Qf a‘xe

An @ndpoint administrator shall be able to fiQ i i [ [ the

busipess-messages as

e duration values associated

e g non zero and posjfitive d

The |expiration ti is .[The

time| count sha iness-

mespage (event n”1) ing to

the husiness-type 6

The |expirati

5.11{3

Eachh componen i i i i - s or

ackrjowledgementss X message expires when the expiration time is past and the local stalte is

not amongst DELIVERED, RECEIVED or FAILED.

The senders endpoint shatt motify the expiration of @ business-message using an event-
failure. Otherwise the component shall set the local message states to FAILED and log the
expiration (date, message ID, sender, recipient, sending time, expiration time).

NOTE The default value for maximum delivery duration is a general mechanism to set to FAILED the state of the
messages whose delivery cannot be processed for whatever reason, ensuring then that they will not be forever
delivering (i.e. “zombie” messages).

5.12 Checking the connectivity between two endpoints (Tracing-messages)

A tracing-message is a business-message used to check end-to-end connectivity between two
endpoints using the message tracking process. The message header contains a special type
for a tracing-message (TRACING_MESSAGE - see Table 62).
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A BA can request to process a connectivity test with any endpoint. The sender’s endpoint
shall then compose and send a tracing-message to deliver to the required destination
endpoint.

To check that the tracing-message reached the recipient’'s endpoint, the sender’s BA can
check its delivery status, as for any business-message.

The business-type and the content of a tracing-message are irrelevant but shall have at least
one character. As any business-message, a tracing-message is signed and the content is

encrypted. So the tracing-message delivery success includes the checks of the certificates’
set-yp and prnrnecing

The [header of the acknowledgements whose original messages are trg also
havg a special type (TRACING_ACKNOWLEDGEMENT - see Table 6
Because no recipient’'s BA will ever request for the tracing- ate |of a

tracing-message is DELIVERED in all components — see 5.7.

5.13] Ordering the messages (Priority)

A cpmponent administrator shall be able to co the
busipess-types, and to configure a default priority v
A business-message shall have the ned;

otherwise the default priority.

The
mes

elaborate the transferred lidt of

1) A

2) | priokity, the one that was first transferred by| the
q i ansfer timestamp” in 5.6.

The 3 a component. It may differ between components and ig not
trans i

Assl
BA1
conf
unch

and M2) of the same business-type are sent in this ordgr by
bOth messages, M1 shall be received first. Whatever prioril:]y is
gss-type by each component, the delivery order shall remain

An gcknowledgeme
busihess-type.

has the same priority as the original message, because it has the spme

The priority of the tracing-messages may be configurable; otherwise they have the default
priority.

5.14 Endpoint
5.14.1 Endpoint functions

An endpoint provides interfaces for BAs to send and receive messages in a secure way. An
endpoint shall provide the following functions:
e Communication:

a) Connect to a node using HTTPS.

b) Validate the send-requests from the BAs.
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c) Validate the receive-requests from the BAs and provide the received documents.
e Pre-processing the to-send business-messages:

a) Compose the business-messages (e.g. create the message ID, set the expiration time,
and compress the content).

b) Check the existence of the recipients and get their encryption certificates by the home
node directory.

c) Generate the message signature and encrypt the message-content.

e Post-processing the received business-messages:

) Decrypt the message-content, verify the message signature, a ncompress| the
message-content.

o otifying the events on the message delivery:

) Send and process the acknowledgements.
) Verify the signature and the content of the acknowledge

e Rrocessing the messages:

)
)
¢)
)
)

L
~

e I

signing and encryption certificates.
d signing certificates of the other endpoints.

dministration:

/
) ASynchronize the endpoint time with a reliable source (recommendation is to use a
T standard OS mechanism such as NTP, the Network Time Protocol).

b) Install endpoint and CAs certificates (initial and renewed).
c) Archive and purge the logs.
d) Archive and purge the messages.

5.14.2 Compression

The sender’s endpoint shall compress the content of each business-message whose
business-type is configured to do so.

The endpoint administrator shall be able to configure the business-types of the business-
messages that shall be compressed.

The tracing-messages and the acknowledgements shall not be compressed.
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Compression shall be done using the ZIP algorithm.

Compression means that the message-content is encoded and that the metadata4 (see
Table 7) shall be added to the message header — see Table 61.

Table 7 — Compression — metadata attributes

' ELETE] Metadata Type Description
Attribute Name :

Compression BOOLEAN Value:= true (i.e. the message was compressed)

The [header of a non-compressed message may also contain the metadata with the attripute
valug set to “false”.

5.14,3 Signing

The [signing principles are presented in 5.16.1.

Only the endpoints sign the messages. A sender’s endpoi a i every business-
mesgage. The recipient’s endpoint shall sign the acknowled vent No. 4 [see
Figure 19).

An gndpoint shall verify the signature of every s{g sage that it receives. A message is
signgd if it contains the signature metad

Signjature algorithm shall be RSA-SHA http://www.ietf.org/rfc/rfc3110]txt).
The [signature format shall comply wit i re Syntax and Processing standard”
(http://www.w3.0rg/TR/2002/REC-xmld§ig-cores200201

An @ndpoint shall encode t e private key of the signing certificatg.

The [manifest us@
fompress (contg

¢
+ relatedMes
q

extension + generated + internalType + messagelD
ode + senderCode + senderDescription +

o the ifs o the attributes of the internal message structure as describgd in

e ‘W’ is the.binarycghcatenation of the message attributes in UTF-8 encoding;

o Notelthat the content of the message may be compressed or not, according to 5.14.2] but
notencrypted.

Signing means that following metadata is added to the message header — see Table 61.

4 "Metadata" refers to the part of the message header named “metadata” — (see Table 7).


http://www.ietf.org/rfc/rfc3110.txt
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Table 8 — Signing — metadata attributes

Metadata Metadata type vEle
Attribute Name

Value:= SHA-512

Algorithm STRING

(The algorithm used to generate the message hash).

The ID of the certificate whose private key was used to

Certificate ID STRING generate the signature, i.e. to encode the message hash —

n

When receiving a message an endpoint shall check the me

hea

5.14

The

The
reci

Only
ackr

The

cryp

see 5.16.2.

The message signature compliant with the “XML Signature

Syntax and Processing standard”. The XML signature
gnature STRING document is embedded here as a string.

(An example of an XML signature docume
7.6.4).

der contains signature metadata, and then:

D
<
D
-
=
<
—_
>
Q
=t
—_
>
(0]
o
D
=
=
o
Q
=t
0]
=
Q
»
<
L
a
=
>
D
=
~—
)
D

expiration date-time is a certificate attribute.
part of the message header).

3. Verify the XML signature (i.e/
public key of the signing certifica

‘ -

[
9.

!

business-message shall be encrypted.

. iff the

cate
je is

the

The

The

letric
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Encrypted message
- *

i
¥ A08 Encryption cerificate (public key) from receiver ) ¥ 608 Encryption cerificate (private key) from receiver

9

Yia MADES
i
LN
Message is encrypted using L Message is dec d using
session key. Session key is . session Key. i i
encrypted using recipient's Encrypted session key decrypted us ipieht’
public key |
The [sender’s endpoint shall use the encryption ifi Lt

retrigves it by the home node.

letric
age.
e of

To éncrypt the message-content, the
encrlyption key (called the session key),

e

The S e mes¥age shall be AES (Advanced Encryption
Stan i it

Encr
be a

shall

cryption — metadata attributes

Metadata b i
Attribute Name escription

Value:= AES-256

Cipher (The algorithm used to encrypt the message-content with the

session key).

The ID of the certificate whose public key is used to encode

Pl (1D SRS the session key — see 5.16.2.

The value of the session key encoded using RSA algorithm

SEBEE (227 ERAUE AR and the public key of the encryption certificate.

When receiving a message the recipient’s endpoint shall check if the message is encrypted,
i.e. if the header contains encryption metadata, and then:

1. Verify that the certificate ID used to encrypt the message is one of the owned
encryption certificates.

2. Verify that the encryption certificate was valid when the message was generated
(Certificate expiration date-time is a certificate attribute. The generated date-time of a
message is part of the message header).

3. Decode the symmetric session key using the corresponding private key of the
certificate.


http://en.wikipedia.org/wiki/Advanced_Encryption_Standard
http://en.wikipedia.org/wiki/Advanced_Encryption_Standard
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4. Decode the message-content using the decoded session key and the algorithm used
for encryption.

5.15 Node
5.15.1 Node functions
A node shall provide the following functions:

¢ Communication:

a) Authorize the HTTPS connections from the endpoints or from the other nodes.
) Connect to the other nodes using HTTPS.
e Rrocessing the messages:

4) Upload and download the messages to and from the endpoints,

) Store the messages in the local message-box.
¢) Process the validation checks.
d) Look cyclically for the expired messages.

¢) Update the messages’ states according to the deli

) Process the messages according to the lgeal yriori y@es.

bh) Request the others nodes for their rc ory data — see 5.15.2.
¢) Reply to the others Qnization reqhests — see 5.15.2.

e Administrations
F: Register

)
)
¢)
)
)

e a

q)

h) AArehive and purge the messages.

Archive and pdrge the logs.

5.15.2 Synchronizing directory with other nodes

A node directory is the master reference for all data regarding a sub-network composed of the
node itself and the registered endpoints.

The synchronization between the nodes is carried out cyclically or on the node administrator
demand. Each node requests the others nodes for their sub-network data and stores it in its
own directory.

The synchronization frequency is defined by the network governance.

Example: Figure 21 shows the node A that connects to the node B, and then to the node C to obtain their directory
data.
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Dve
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already exist in anqthe date in directory shall be a transaction.
5.153 Updating: : izati podes’ list

The ble to build and send to all the node administratorg
list 3 informe of all the nodes of the network, namely for each node:

e The

e The node atgess URLs/(primary, secondary).

The [list is a Single

A ndde administrator shall import the file to update the nodes to synchronize with.
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e
-
_-"',-' ._F.-H-F
SOAP via HWP;»*" \\m SOAP via HTTPS
A \“‘x
- S

Eaad Do = | = laad 37} Ead Dolat 4 oo Do f iis | Eod Dloank 9
Era-PartB+ ERd-Pat B2 Era-Poirt-ot Erd-Pert-o2 Erd-Fespo3

S i 83 . Thus the nodes

eck that none of the received componer

ile/referred as the node-list file, whose format is described in 7.4.

the

The

en requesting for
data that it alr¢ady

may

the

The node shall process the file as a transaction, i.e. any error (e.g. incorrect format, non-
unique component ID, missing certificate and internal error) shall cause the rollback of the

whole update process, and the directory data shall remain unchanged.

The importation process shall ignore information about the current node which is included

in the list.

The synchronization process which may update the current node directory shall be

stopped during the importation.

After importation, the node administrator can restart the synchronization process to update

the

directory with the reference data of the nodes.

A node shall memorize the last time it successfully retrieved the data of each node of the
node-list file. Such information shall be accessible by the administrator.
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NOTE A message exchanged between two endpoints having different home nodes can only be delivered correctly
(including acknowledgements) after the two nodes have synchronized with each other at least once.

5.16 Certificates and directory management

5.16.1 Definitions and principles

The security of a MADES network is based on a Public Key Infrastructure (PKI). Such
infrastructure binds certificates both to the network components and to the parties using the
network. Indeed the components cross-check their identities before exchanging information,
the sender parties want that the only intended recipients can read the documents, and each

party want to authenticate the senders of the documents he received.

Certjficates use asymmetric cryptography based on private and public ke n the.contrary

of symmetric cryptography, encoding is done using one key and decodjr € other key

(whigh is different, and hence the asymmetry). Where the public ke dedyiced

from| the private key, the reverse operation is a very complex ma aticaKehallenge. RSA

algorithm is generally used for encoding and decoding.

Enchyption:

e A document is encryptedd when it is encoded witb t€éd symmetric [key.
The key is attached to the document in a setre soded itself with| the
recipient’s public key.

e To decrypt the document, the regipie ; “encoded symmetric key”
ysing its private key, and then decode the

Signling:

e A signature is an encgd list af Yesources. The list is referred ag the
dignature manifest. The tes » gerprint is a “hash”, which is generjated
Via a strong one- f i 8.g. SHA-1, SHA-512). The exact manifest jof a
MADES message is described in5. :

e The algorithr@ : ¢ sh’does not require any key, so anyone having the
manifest can v, Bujlding another meaningful manifest generating| the
dame hash is gl$Q a © \ hatical challenge. The signature is the hash encgded
Wwith the send

e Thus anyghe anifest, the signature and the sender’s public key can verify|that
the manifest issNtheSone\thdt was manipulated by the sender when he generated| the
dign

e $igning

. erifying a“signatdre includes: regenerating the hash from the manifest, decodingl the
gjignatare, and checking that both results are equal.

A Ceriificate Authority (CA) is an entity that issues certificates.

A certificate:

e contains a public key, a name;

e is signed with the private key of the certificate of the issuer CA;

¢ has an expiration date, which is sooner than the expiration date of the certificate of the

issuer CA.

5 Beware that “Encoding” and “Encryption” are not synonymous here. “Encoding” refers to an algorithmic
operation, while “Encryption” is the process described here which ensures confidentiality. Both “Encryption” and

“Signing” processes use “Encoding” operations.
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When signing a certificate, the issuer CA certifies the ownership of the keys (private and
public) by the party whose name is in the certificate. Other parties can verify the certificate
signature using the certificate of the issuer CA. So, if parties trust a CA, they can then rely
upon the signatures generated using the certificates that the CA has issued.

The certificate of a CA may itself have been issued and signed by another CA, the later
delegating to the first the right to issue certificates. The certification chain of a certificate
shows the delegation sequence of CAs: it is the list of the certificates of all CAs’ from the
issuer CA until an unsigned or self-signed certificate, referred as the root certificate.

A valid _certificate is a nnn-nypirnd certificate. An nypirnd certificate shall not be use

auth

old documents or verify their signatures, and thus to prove whatever may B

5.16l2 Certificates: Format and unique ID

All gomponents (endpoints and nodes) shall use certificates

com

(megsage-level security) when necessary.

The

keyq shall have a length of 2 048 bits.

The
certi

5.16/3 Used certificates and issuers (C

5.16/3.1 Overview

Figu

for

entication, encryption or for signing a document. However, it can still be used to_ded

munication peers (transport-layer security), to sign and to

re 22 describes th e certificates used in a MADES netwo

9,

rypt

their
hges

htes’

of a



http://en.wikipedia.org/wiki/Root_certificate
https://iecnorm.com/api/?name=135503f4be45980e9082c38e71238c73

TS 62325-503 © IEC:2014(E) - 45—

—_—
ROOT Means issuance

CA of certificates 8 8
Self-signed &
certificates Network

Administrator
[ INTEGRATED

Intérmediate — |
cA L
cefrtificates
Authentication Signing and encryption
Certificates certificates

(all components) (Only fSLEndpoints)

Node's Administrators

Components' _
ceftificates

5.16/3.2 Transport-la

Eaclhh component (endg
homp node dire

the

s 40 each node administrator the right to issue the authentication
istered endpoints. Each administrator owns an INTEGRATEL CA

The [autheTtication certificate is used whether the component acts as a client or a server.

Wha
has expired.

5.16.3.3 Message-level security (Protect message confidentiality and authenticate
message issuer)

Each endpoint shall own an encryption certificate published in the home node directory for the
others endpoints to encrypt the business-messages they sent. The endpoint uses the
corresponding private key to decrypt the business-messages it receives.

Each endpoint shall own a signing certificate published in the home node directory for the
others endpoints to verify the signature of the messages they receive. The endpoint uses the
corresponding private key to sign the messages it sends.


https://iecnorm.com/api/?name=135503f4be45980e9082c38e71238c73

— 46 - TS 62325-503 © IEC:2014(E)

The signing and encryption certificates can be issued by the home node administrator using
the INTEGRATED CA, or by an EXTERNAL CA trusted by the network parties and not
necessary issued by one the main public trusting organizations.

The signing certificate of an endpoint can either be stored locally or inserted in a
coding/decoding external device (e.g. smart cards).

The endpoint shall never encrypt or sign a message using an expired certificate. The endpoint
shall not decrypt or verify a message signature using a certificate that was expired at the time
the message was created (creation time is included in the message header).

Everly endpoint shall durably store the signing certificates of the other e gints in order to
posgess all necessary evidence.

5.16|{4 Directory services

5.16{4.1 Content and updates

Each node shall contain a directory where all the networ, & described. Each

entry for a component in the directory shall include:

he component ID (non-significant);

t
t
t
e the technical contact information for Bperation admi ation: name of the responsible
Eerson, e-mail and phones; the latter should:be R-personal (hotline, operation ceptre,
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The |node adminigtca update the directory entry of any of the registered
components. T Q pdating and removing components, importing or
e description of the other nodes and their registgred

renewing certificates

components is impo sing\the nodeMsynchronization — see 5.15.2 and 5.15.3.

5.16/4.2

The lendp0Oin querytheir home node directory to get information on a component and to
retrigve ) .)to encrypt a message, to verify a message signature or to

at .
authenticate acomponent that signed a token or a component ID) — see 7.3.4.

5.16|5 ,Caching directory data

To reducCe the request flow on the node directory, the endpoints shall implement a caghing
mechanism for directory data.

A node shall implement a TTL (Time-To-Live) mechanism, whose duration is configurable. It
shall provide an expiration time for any dataset returned by a directory request: the time when
the request is processed + the TTL value.

An endpoint shall not use the expired data in cache and shall then request again the home
node for the data.
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5.16.6 Trusting the certificates of others components
5.16.6.1 Authentication

A component shall only communicate with a peer component if the authentication certificate
presented by the peer component:

e belongs to the ROOT CA certification chain;
e is successfully verified.

During the TLS authentication phase, each peer shall convey to the other the following

ordefed certificate chain:
Its own authentication certificate.
2. The INTEGRATED CA certificate certified by the ROOT CA. 4 the
authentication certificate.
A component shall trust the ROOT CA and any authenticatid the
homg node (e.g. used for token-authentication).
5.16/6.2 Signing and encryption
The lendpoint shall trust the signing and encryption ¢
5.16[7 Renewing the expired certificates
5.16{7.1 Renewing the authentication
In case the authentication certificate o | S enewed, the component will convey
the certificate, possibly certifi ‘ D CA, to the peer component dyring
the [TLS authentication GRATED CA certificate is signed by| the
ROQT CA certificate, tha.co iqati S i
Additionally eve@ hose
certificates may b ved,
components can g9 new
certification chai
5.16
o 1 that
t
o
o The new certificate is then installed into the component (including the private key), before
thelold certificate expires.

To do so:

e A node directory shall be able to store two certificates of any type for a component.

e Until the old encryption certificate expires, a node shall not provide the new one when
replying to a directory request, for it may not have been installed into the owner
component — see rules for the GetCertificate service; 7.3.4.2.

e An endpoint shall be able to contain simultaneously two encryption certificates (private
key).

Installing a new certificate into a component shall not last more than 5 minutes to ensure
business continuity.
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5.16.8 Revoking a certificate

A certificate shall only be revoked for security reasons when there is a reasonable doubt that
it could be misused.

Revoking a certificate is a request to the certificate issuer. As a result, the issuer usually
inserts the certificate serial number in a Certificate Revocation List (CRL), which can be
publicly accessed. MADES does not implement such a CRL mechanism.

Within a MADES network revokmg a oertrfrcate is a request to the admlmstrator of the node
whe
revo
revo

e propagated to others nodes by the node synchronization mechani
e Used to decide whether a requested certificate is delivered or not — &

The| node administrator shall be able to revoke a certificate the
INTEGRATED CA or by an EXTERNAL CA.

Such revocation of a certificate issued by an EXTER \ k with the revocation
process stated by the issuer in his certificate policy. (Th ifi owner shall also|and

alwgys and independently ask for the certifica j the certificate issuer| No
MADES components ever access to any X N

The
desdri

h€ message delivery mechahism
able 10.

FI
certificate

al lIusiness-messages and all signed acknowledgements
ploaded to the home node will be rejected.

(E:enrc:ip;zlgtte&gnmg will be rejected after the node has synchronized with the endpdint

ahd from the endpoint pending in a node (home or not) before the revodation

Endppint
encryption
certiflcate e _bdsiness-messages for the endpoint pending in the home node before the revocation

moment will be delivered to the endpoint.

Endppint From the revocat|on moment, the home node W|II re|ect downloaqu messages for the

certificate the certificate.

NOTE The process to renew a revoked certificate is defined by the network governance.

6 This shall increase the directory Dversion — see Clause 6.
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6 Managing the version of the MADES specification

6.1 Issues and principles
6.1.1 General

When the MADES specification changes from version N-1 to version N, a MADES network
should then upgrade to the new version.

A “big bang” rollout on all components would be both complex to coordinate and risky
regarding business continuity, and thus inacceptable.

A smooth rollout means that an upgraded endpoint can successfully exchange™essages|with
a ngpn-upgraded endpoint (using version N-1), and that two upgfa endpoints | can
sucdessfully exchange messages using new version N.

This|clause shows how such a rollout shall be done and the cg eWw vellsion
of thie specification should satisfy.

6.1.2 Rolling out a new version (Mversion and N-e¢om

The [rollout of a new version shall start with nodes.{An(endpo all gnly upgrade after the
homg node did.

A nqgde upgraded to version N can suce g he reg uests from the non-upgraded
endpoints if and only if it still exposes i S { version N-1. So, as a general
rule, e N—1 compliant interfaces. Alsq the

upgrnaded nodes shall still r S pgraded nodes for synchronization.
A component is referre A it ‘complies with version N of the MADES
spedification, and whe 2 €r messages with components which comply
with|version N-1,

From version 2, eve ~ ll be N-compliant. This means that it complies wijth a

the installed version to which it complies, referred as| the

N-service or a~X-interface is a service or an interface that complies with the version [N of
the MADES specification.

e A N<component is a N-compliant component (e.g. N-node, N-endpoint). Note that & N-
component exposes (as server) or uses (as client) N-services and N-1-services.

e A N-message is a message composed according to the version N of the MADES
specification.

6.1.3 Service compatibility

A N-component server exposes both N-interface and N—-1-interface. This does not mean that
the N-interface is completely new (e.g. some services may not change).

It is up to the specification team to decide which and how the functions, the interfaces and the
services evolve. The possible changes for a service are listed in Table 11.
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Table 11 — Service compatibility — Possible changes

4(E)

“ Service changes

1

2

The service does not change.

The description of the service does not change but the way the elements are used in queries and
responses does change, e.g.:

e Some previously technically optional elements are now functionally required.

e New values are now possible in the elements (e.g. new encryption algorithm using different
metadata).

In o
“ser
with
vers
reply

6.1.4

The
1 to

mespg

To ¢
unde

(-l a) M- |

o) M| < =1

o

The description of the service changes in a compatible way, e.g.:

e A new optional element is created.
e A mandatory element becomes optional.
e An unused optional element is removed.

The description of the service changes in a non compatible way > Aci0a
new name.

rstand, the priqcip
he node dir:;

ndpoints, whi

he transfer (uploadd and download) N-services shall mix N-messages and N—1-mess
.g. the collection of messages transferred in the UploadMessage request can co
oth’ N-messages and N-1 messages.

der to allow the specification team to use all these pdssib de a
iceMversion” element as part of the request. ehaviour can change

but creating a new service, provided the client hich
on of the specification it is working with. The seryen can\the and
as expected.

] Message compatibility

description of a message or the w N N—

can

ered
gs.

d the

the

ges,
tain

e A sender’s endpoint shall compose a business-message that the recipient’s endpoint can
understand — see detailed rules in 6.2.4.

e A component shall compose an acknowledgment using the same Mversion as the original
message.

e In case a component receives a message that it cannot process:

a) It shall reject the message, while confirming the transfer when a node.

b) Otherwise it shall log the error and (if possible) it may store the message in the

FAILED state, and shall issue a failure-event.

6.1.5 Interface with BAs

The BAs are not concerned with the MADES specification version; so the used Mversion is
not an element of the endpoint interface.
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A change in a service of the endpoint interface should be backward compatible; otherwise the
new specification should create a new service, and both (old and new) services should be
described in the new specification. New BAs would then use the new service, and existing
applications would migrate to the new service. Thus the migration timescale for the BAs can
be kept independent of the network components' upgrade.

An endpoint administrator shall be able to configure an association between a business-type
and a minimum required Mversion. The default value is 1. It can be used when some new
features available from this version are required for the business process (e.g. new encryption
algorithm).

6.2

Using the correct version for services and messages

6.2.1 Node synchronization and authentication

Figu

betw
clien

Nod

N-Synchro
N-1-Synchro

Server
Interface

Client
Interface

N-2-Endpoint

e A node shalMt and store the Mversion of each node of the node-list file.

o Thé GetNodeMversion service (see 7.3.5.1) shall be used by a node to get the Mversig

ised
As a

n of
le is

dnode of the node-list filn, each time the node (rn)cfarfe and each time the node-list f

updated.

¢ A Np-node shall stop synchronizing with a Ng-node when |[N,—Ng[>17.

e When requesting for a Ng-node directory data using the GetAllDirectoryData service (see
7.3.5.2), a Np-node shall use the N-service, where N = Min (N4, Ng)é8.

Requesting for an authentication-token:

e A Ng-endpoint shall request for a token to the home node using the Ng-service.

7 |a]: means "absolute value" (or "modulus") of a.

8 M

in (a, b): means "minimum" value of a and b.
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e A Ng-endpoint shall request for a token to another Ny-node using the N-service where
N = Min (Ng, Ny). The Mversion of the node is available in the home directory with the
node routing information.

e A Ny-node shall reject the authentication request from a Ng-endpoint when (Ng>Ny) or
(Ne<Np-1).

6.2.2 Directory services and Network acceptance

Figure 24 describes the management of different MADES version in a MADES network.

N-Node
N-1
N-Endpoint

NodeshattTejectthe
Endpointwhenit
connectstothe
Network.

N-Endpoint

/S

N-1-Endpoint

N-2-Endpoint

A Ng men requesting a directory service.

Aftef an endpoingka i 9 § ytion-token from the home node, it shall always
requlest for acce SPK.

Tod
serv
rejeq

the
d or

o0 so, the co

Are

ptance by

¢ A Npfnode shall reject a Ng-endpoint when either:
a)\(Ng>Np) or (Ng<Np=1);
b) the node cannot authenticate the endpoint (i.e. incorrect signed endpoint ID);

c) the endpoint did not register with the node;

e Otherwise the node shall accept the endpoint, store the endpoint Mversion in the
directory, increase the directory data version (Dversion) if Ng stored value changes, and
reply providing its own Mversion (Ny).

e A node shall log that the Mversion of an endpoint has changed; or that the endpoint has
been rejected.

When a node restarts, after the installed version has changed, no session information (e.g.
token) from the previously connected endpoints shall remain. This ensures that all endpoints
will newly request for network acceptance.
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NOTE In case an N-1-endpoint is stopped, other endpoints will continue to send it N-1-messages. When it comes
back to the network, being upgraded to version N, other endpoints will still continue to send it N-1-messages until
their directory cache (see 5.16.5) is renewed. But the endpoint will process correctly those N-1-messages. Only
the pending N-2-messages will be rejected, but anyway the endpoint cannot exchange anymore with those N-2
peers until they upgrade.

6.2.3 Messaging services

{Endpoint

Figure 25 — Managing the

Figure 25 shows:

he messaging servi gtween components and the possible

[ ]

— —_ —+
=
<
D
=
28
o
=]
o
=
~—
>
(0]
~—
=
Q
(7]
=h
[¢)
(¢
o

he endpoints that \ sessagesand the required Mversion for the exchange

n green). Q

Figure 25 presents’a ndpoints cannot exchange although they only have
1 vefsion differengé ‘ ason is that the N—1-endpoint has registered with ja N-
node. c any N-2-message either a business-message of an
ackn

~~

6.2.4

Figur[1 e way of handling different versions of MADES and Table 12 proyides
the 3
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Ng-Endpoint

Busmess-message
—_—

Acknowledgement
____________ >

N

The ‘ one
of th i

Condition Reason for rejection

unknown

e MADES version of the recipient’s endpoint is unknown.

[Ng —Ngl> 1 The sender’s endpoint and the recipient’s endpoint are not MADES compatible.

[INyg =Ng[ > 1 The sender’s endpoint is not MADES compatible with the recipient’s node

[Nyg = Ngl > 1 The recipient’s endpoint is not MADES compatible with the sender’s node.

N. > N The sender’s endpoint is not MADES compatible with the minimal version required for
B S the business-type

N. > N The recipient’s endpoint is not MADES compatible with the minimal version required for
B

R the business-type.
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7 Interfaces and services

7.1 Overview
711 General

This chapter describes all services for components to exchange each other or with the BAs.
The description provides all elements in a request and the corresponding reply independently
of an implementation language.

7.1.2 Error Codes

In case a service encounters an unrecoverable error, it returns informatio e error. When
not gescribed the set of the returned elements is listed in Table 14 andat oxGaode vdlues
are listed in Table 15.

Element name

N
errorCode A code representing the type of error. string
errorlD Unique identification of the error. string
i eer

Table 14 — Interfaces and services — Gen"'c 3

Element
type

Description

errorllessage An English readable text describiag th string

errorPetails (optional) Adgd 7 daails about the error context. string

Strin

véssage is not valid (content size exceeded, unknown sender/recipient,
ignature is not valid etc.).

INTE hternal application error. The error was not caused by the content of reques{ but

by the application itself (Null Pointer Exception in code, full database etc.)

CONCURRENT._ERROR The server component is already processing a concurrent request from the sagme

client.

7.1.3 " Types for Time

All date and time shall be expressed in UTC (Coordinated Universal Time). The used time
types are:

e ‘“timestamp” technically means “xsd:long”, and the value is the number of milliseconds
since 'midnight 1.1.1970 UTC".

o ‘“dateTime” technically means “xsd:dateTime” and the value is according to the XSD
specification (http://www.w3.org/TR/xmlschema-2/#dateTime).
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7.2 Endpoint interface
7.21 Overview

The endpoint interface provides the business applications (BAs) with the access to the
MADES communication network.

MADES specifies this interface using Web services — The BA calls the web services exposed
by the endpoint.

There are 5 available services:

e $endMessage — used to upload a message into the endpoint in order d it toranqgther

ndpoint.

ReceiveMessage — used to download a message from the endpojr

§
g
F

o (CheckMessageStatus — used to check the current delivery st
(
ConfirmReceiveMessage — used to notify the endpoiniha i essage has been
t

The |BAs can access the network using files. Thig FSSF (File System

Shated Folders) and is described in 7.2.3.

7.2.2 Services
7.2.21 SendMessage service
The a BA%Ioa amessage into the endpoint in order to

send it to another endpoint

The |service request elg i Table 16.

Elel

Element type Required

SentMessage

R (see Table 76) e
convg string Falsge
Con satponID: There are situations where the sender’s BA may not receive back

or njay fail-to durably store the returned message ID, for example in case of failure of the
endpoint, of the network or of the BA itself. So the BA does not know if the message wds or
was |not.correctly transferred to the sender’s endpoint. There are two subsequent issues:

o If the message was actually correctly transferred and stored in the endpoint, the BA does
not know the message ID needed for further processing, such as checking the delivery
status of the message.

e Considering that losing a message is a non acceptable risk, the BA will send the message
again when the connection with the endpoint is restored. The drawback is that the same
message may then be sent twice with two different IDs.

So, resending the message using the same conversationlD value solves both issues. Indeed,
when an endpoint is requested to send a message with a conversationID value that has
already been used for an existing stored and sent message, it shall not send the message
again but return the caller BA with the ID of the already existing message. The
recommendation is that conversationID:= senderApplication + baMessagelD.
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The service response elements are provided in Table 17.

Table 17 — SendMessage — Service response elements

type

The UUID (Universal Unique ID) of the message composed and stored by the

endpoint — see 5.2. string

messagelD

Additional?® error elements for the service are listed in Table 18.

Element name

receiyerCode The component ID of the requested recipient’s endpoint for the

Table 18 — SendMessage — Additional error elements

Description

7.2.2.2 ReceiveMessage Service

The |ReceiveMessage service is used by a BA to downlo
The |service request elements are provided in Ta
Table 19 — ReceivelM 3 _rvice 5t elements

Element Require
type d

string True

Element name

businessType

down boolean True

The

. . . ReceivedMessage
receiyedMessage Sending context and possibly content of a message. (see Table 74)

The number of remaining messages received by the
endpoint, matching the requested business-type and

ninaM c waiting for delivery. )
remainingMessagesCount integer
In case the service returns the content of a message,

the message is not included in the count of the
remaining messages.

9 In addition to the elements described in 7.1.2.

10 Ppattern is the « regular expression » that the element value shall match.
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Additional error elements for the service are provided in Table 21.

Table 21 — ReceiveMessage — Additional error elements

4(E)

slemen! type

businessType The business-type that was requested. string

Until the recipient’'s BA confirms to the recipient’s endpoint that the message is correctly

caivallacoa~an camsina +h N~

+ ch
T T

all Ao A th
oTrart

transferred—using—the—GonfirmReceiveMessage—service—the—endpoin constder—tha
mespage has not been transferred, but is still pending and shall be transferred again
time[a BA requests for the business-type. This ensures that no messag

condequence the BAs shall be aware that, in some failure or recove

posgibly receive an already delivered message (i.e. having a known

7.2.2.3 CheckMessageStatus Service

The [CheckMessageStatus service is used to check the curyé S of ‘@ messag

The

the
next
A\s a
may

je.

ype

The UUID (Universal

status is requested — sk string True

Service response elements

MessageStatus
(see 7.5)

Element type

type

string

Element

7.2,

The ConnectivityTest service can be used to check if another endpoint can be reached.

The

service just sends a tracing message whose delivery-status can further be requested using
the CheckMessageStatus service. The connectivity is successful, i.e. the tracing-message

has reached the recipient’s endpoint, when the status is DELIVERED.

The service request elements are provided in Table 25.
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Table 25 — ConnectivityTest — Service request elements

Element name Description Element Require
type d

The component ID of the recipient’s endpoint whose
connectivity is checked.
Pattern: [A-Za-z0-9-@]+

receiverCode string

The service response elements are provided in Table 26.

Table 26 — ConnectivityTest — Service response elements

True

Description

Element name

receiVerCode The component ID of the recipient’'s endpo string

requested.

Element:

7.2.2.5 ConfirmReceiveMessage‘serwvigé

The |ConfirmReceiveMessage service ipient's BA to confirm the downfload
trangfer of a message from the recipient’s

A BA cannot reject a m lonal acceptance (i.e. compliance |with
busipess rules) is ano ot confirmed back, for example in cage of
failufe, the endpoint wi xt ReceiveMessage call.

In cdse a BA en@ e error when processing a transferred message,|and
wheh the error co g€ itself (e.g. inconsistent elements) and not fron] the
appljcation (e.g. BA should confirm the transfer, log the error|and

posS
is cd

The

The UUID (Universal Unique ID) of the message whose

transfer to the BA is being confirmed — see 5.2. string

messagelD

The service response elements are provided in Table 29.

Table 29 — ConfirmReceiveMessage — Service response elements

True

The UUID (Universal Unique ID) of the message whose transfer

has be confirmed. string

messagelD

Additional error elements for the service are provided in Table 30.
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Table 30 — ConfirmReceiveMessage — Additional error elements

4(E)

messagelD The requested message ID. string

7.2.3 File System Shared Folders (FSSF)

7.2.3.1 Overview

The FSSF interface is the way for a BA to exchange documents as files with the endpoint.
The file system where the files are written is accessed by the endpoint as local file system.

The Nttt Aae Ara tha FAll vt
P CTPTC S arcthCToOmowWwigo-

Il the sender’'s BAs write in a common and unique OUT-folder the/docirents-tha
ndpoint shall send.

ding-and receiving documents using files, ma
s.a business application (BA) embedded with

onsidered — d 2
ndpoint. @

7.2.3.2 Used filés

imited to alphanumeric or hyphen characters. Accented characters, \
efal characters shall not be used.

o Hach party
dpaces, and spe

¢ Joining underscores shall be present even when optional part is missing or empty.

the

the
and

e as

e in
the

y be
the

rate

hite

Table 31 provides respectively the description and filename format and Table 32 the filen
description.

ame
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Table 31 — FSSF - Description and filename format

Files to be OouT / The folder contains the files written by BAs to be sent by the endpoint.

sent BAs , ) . .
The sender’s endpoint removes from the folder the files that it has processed

correctly (i.e. accepted files are deleted) or not (i.e. rejected files are moved to
the OUT_ERROR folder).

Filenames:
<SenderBA>_<Recipient>_<BusType>_<BAmessagelD>.<Ext>

Failed files OUT_ERROR/ The folder contains the files that the sender’s endpoint did not process
Sender’s endpoint  correctly. They have been moved from the OUT-folder to the OUT-ERROR-
folder without changing their names.

that
Eed
correctly.
ReceiJed files IN/ ;
Recipient’s received by the recipient’s endpoin i 'S r
endpoint information of the received mess
The files should be removed ffom not,
by the recipient’s BAs.
Filenames:
<SenderBA d 3 3 xt>
Log files OUT_LOG / int.
Sender’s endpoint the

atenation of the MessageTraceltem
kMessageStatus service response.

hge is

Description

<B/ An identifier of the document provided by the sender’s BA. Informatign
is transported “as is” to the recipient’s BA. — Pattern: [A-Za-z0-9-]*
The business type for the message (see 5.3). —

S S Pattern: [A-Za-z0-9-]*

<Ext> Optional The file extension — Pattern: [A-Za-z0-9-]*

| The UUID (Universal Unique ID) of the message composed by the

Sk BT MEme e sender’s endpoint (see 5.2) — Pattern: [A-Za-z0-9-]+
The component code of the sender’s endpoint. —

<Sender> Mandatory Pattern: [?A-Za-zO-Q-@]+ B

<SenderBA> Optional The identifier of the sender’s BA. — Pattern: [A-Za-z0-9-]*

<Receiver> Mandatory The component code of the recipient’s endpoint. —

Pattern: [A-Za-z0-9-@]+

Additional rules:

e The to-be-sent filenames without extension shall not end with the dot character (“.”).
e The sender’s endpoint shall ignore files in the OUT-folder with extension “TMP” (or “tmp”).

e The sender’s endpoint shall fail to send the files that matches one of the following
conditions:

1) Filename does not match the “files to-be-sent” Filename format.


https://iecnorm.com/api/?name=135503f4be45980e9082c38e71238c73

- 62 — TS 62325-503 © IEC:2014(E)
2) Filename is longer than 200 characters.
3) File is empty.
7.2.3.3 Concurrent access to files
7.2.3.3.1 General

As the BAs and the endpoint concurrently access to the files, special attention is required to
avoid access conflicts and data losses.

7.2.3.3.2 Access conflicts

To avoid access conflicts between the writer and a reader of the file:

e The file-reader shall ignore files whose extension is “TMP” (or “tmp

e The file-writer shall write the data first in a temporary flle wh
“tmp”), and then rename it changing the extension (note: °
gn every file system).

7.2.3.3.3 Data losses

Datg may be lost if a file is overridden by another file i a . id this,
each file should have a unique filename:

e QUT - OUT_ERROR - OUT_LOG: : Ises

A
w
@
>
Q
@
=
°Y)
>
\%
Q
>
o
A
°Y)
>
3
D
(7]
"
Q

«Q
ol
O
\Y
O
®

e IN: the use of <MessagelD> in the i ; iffgrent

7.2.3.4 Configuring

The jadministrator shal
DUT folder r@
DUT_ERROR 15ld

list of Busjne S ] i fault

The |recipient’s ite in fi i - nose

¢ The filezshall be
type.
. he“file shall have the extension provided in the “extension” attribute of the message

header — see Table 61. When none, the extension shall be the default extension for the
message’s business-type.

written in the IN folder which is associated with the message’s businfess-

7.3 Node interface
7.3.1 Overview

The node interface (see Figure 27) provides the endpoint access to the node. MADES
specifies the interface exposed by the node using Web services — over SOAP/HTTPS
protocol. The services are classified as follows:

o Authentication service — see 7.3.2.
e Messaging services — see 7.3.3.

o Directory services — see 7.3.4.
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The node synchronization interface is used by the nodes to synchronize their directory data
each other. MADES specifies the interface using Web services — over SOAP/HTTPS protocol

—see 7.3.5.

v

'MADES Node

Uploading and

downloading messages

e

ot infor i
5 cogp

Messaging AP
/N
Tran certificaxgs ahd

Directory
service API

\ equysts for
L1 \A tication

N

7.3.2

Thene is one authen

can pe generated’s

The |client shall t > tication-token signed with the authentication certifi
for dvery folloMing oe 5.5.3. The client has to renew the authentication-token U

the game se

Figure 287s S 3de interface for the authentication service.

Get Authentication TokenO

Authentication token
S ‘ Input I:) Output ‘ Token expiration datetime

GetAuthenticationToken, used by a g

component to retrieve plied by\a server component, which is referred as
“authentication- xpiration time (i.e. date and time). Such a t

lient
the
bken

cate
sing

a Error

Error Code
Error ID
Error Message

Error Details

Figure 28 — Node interface — Authentication service

The service request elements are provided in Table 33.
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Table 33 — Authentication — Service request elements

The component ID of the connecting client requesting for an

e genenit etz sl authentication-token.

True

The MADES version of the current service that is requested

by the client — see 6.1.3. v

serviceMversion integer

The service response elements are provided in Table 34.

Table 34 — Authentication — Service response elemen i.

Element Type Description
name

Require:

authTloken string The requested authentication token.
expiration timestamp The expiration date and time of the provid
token.

7.3.3 Messaging Services

7.3.3.1 General

Mesgaging services are operations for b ‘ d of messages.

The |download process is a two-phasé
server; then it confirms thatt 3

e client downloads messages from
—see 5.8.

Twol limits shall be canfigure ithi h.source component regarding the bulk transfer
mechanism (defined b e ~

e the maximum

e the maximum 3 i , i ains
the messages

7.3.3.2

The |tran C the

tarth compeanent $ not

recejve the cenfirma 'on then

trangfer it again.

The [ac€eptance of a message by a component generally means more, i.e. that the mesgage
has ‘passed additiomat vatidatiom checks. Moreover, acceptance atways feads to am event
notification (whether delivery or failure).

Upload: When a node accepts an uploaded message, it delegates the event notification of the
event No. 3 to the sender’s endpoint and uses the upload response to do so. Other
components shall not use the upload response to reject a business-message. The
interpretation of the possible responses by the sender’s endpoint is:

No confirmation is received; the message shall be transferred again.

2. The message is accepted; a delivery acknowledgement shall be issued if the message
is a business-message.

3. The message is rejected (it can only on a business-message); a failure
acknowledgement shall be issued and the message shall not be transferred again.
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Download: The target component of a download transfer (recipient’ endpoint) always issues
the acknowledgement. So there is no need to accept or reject a message when confirming the

transfer (see ConfirmDownload 7.3.3.5).

7.3.3.3 UploadMessages service

Figure 29 shows the node interface for the UploadMessages service:

Upload Messzages

[ Mp::ngp{ | 1 | llpln:dpd Mp-{{:gp:

l Authentication Token | Input .II Output | Mot Uploaded Messages

Q Error

Error Code
Error [T

Error Message
Error Details

The

he authentication token provided by the server
which is signed back by the client using the
authentication certificate.

authT|

The MADES version of the current service that is

servi requested by the client — see 6.1.3.

The SE¢ ents are provided in Table 36.

2’36 — UploadMessages — Service response elements

-@plo adMessages service

True
True

True

The collection of the IDs of the messages
uploadedMessages string[] which are confirmed as transferred, or
accepted.

e The collection of {ID, error details} for each
nzibplleseReliEeeeges ElRDE20rSE] non-accepted (i.e. rejected) message
(see Table 73) o ’

The ID of every message of the request shall belong to a collection of the response.

7.3.3.4 DownloadMessages service

Figure 30 shows the node interface for the DownloadMessages service:

False

False
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Messages
Mumber of waiting messages

Download Messages O
Authentication Token

Input Cutput

Q Error

Error Code
Error 1D
Error Message

| Error Lretails |

A client component shall present the signed component ID/0f\the ) ich it
requests messages. The certificate used for signing the the
authgentication certificate of the endpoint.

The | node shall verify that the endpoint ID is sydccessfully->si with a non-revopked
authentication certificate of the endpoint, and log anlerr 3 the verification fails.

The |service request elements are proy¥ided.in

Element name

collection which contains the

endpgints of the recipient’s endpoint whose True
Ressages are requested for download.
e adthentication token provided by the server
authTloken which is signed back by the client using the True

a0thentication certificate.

The MADES version of the current service that is

sl Ehilve e requested by the client — see 6.1.3.

True

Element name ipti Required

messages accordmg to prlorlty rule in the server— see 5 8

(see Table 61)

The number of messages, matching the request, but
waitingMessages integer not included in the current response and still waiting True
to be downloaded by the client.

7.3.3.5 ConfirmDownload service

Figure 31 shows the node interface for the ConfirmDownloadMessages service:
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Confirm Download O
Message IDs ) ‘ Confirmed messages

Authentication Token Input Output Mot confirmed messages

a Error

Error Code
Error ID
Error Message

Error Details

The [client (source) component confirms the transfer of all or ; S at it
prevjously received using a download request.

The |service request elements are provided in Table 39

Table 39 — ConfirmDownload -

Element name Element type
N/

string(] af the IDS of the messages whose False

authTloken AuthentigationToke ication token provided by the server True
(see Table i igned back by the client using the

servigeMversion e MADES version of the current service that is True

The

Download — Service response elements

confilmedMessages string[] (Unused) False

NotConfirmedMessageResponse []
(see Table 72)

notCgnfirmedMessages

(Unused) False

7.3.4 Directory services
7.3.41 SetComponentMversion Service

SetComponentMversion is used by a component to be accepted in the network — see 6.2.2.

To prevent that a component sends wrong data which could disrupt the network behaviour,
the component ID shall be signed.

The service request elements are provided in Table 41.
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Table 41 — SetComponentMversion — Service request elements

The ID of the component requesting for network

componentCode string True
acceptance.
The RSA encoding of the SHA-1 hash of the
component ID (componentCode) of the component

signature string requesting for network acceptance. True
The certificate used for encoding shall be the
authentication certificate of the component.

. . The ID of the certificate used to sign, i.e. to-gererate

certificatelD string w ”
the “signature”.

comppnentMVersion integer

AuthenticationTok

authTloken en
(see Table 53) authentication certificate
servigeMversion integer Tl SIS sl True

The [service response elements are provided in

Table 42 — SetComponen

Element name

nodeMversion

True

e if the component is accepted in the

gtwork — see 6.2.2 T

acceptance

7.3.4.2
GetQertificate certificate of a given type (signing, encryption, or
authgenticati he given endpomt and possibly having the requested ID.

Figure interface for the GetCertificate service:

Component code Get Certificate O

Certificate type —
Certificate ID Input Ooutput [ Certificate ]

Authentication token
a Error

Error Code
Error ID

Error Message
Error Details

Figure 32 — Node interface — Directory services — GetCertificate service

The service request elements are provided in Table 43.
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Table 43 — GetCertificate — Service request elements

Elemen! type

The ID of the component that owns the requested

componentCode string certificate. True
CertificateType e

type (see Table 54) The type of the requested certificate, True

certificatelD string The ID of the requested certificate. False

AuthenticationToken The authentication token provided by the

authTpken which is signed back by the client using
(see Table 53) . o2 o

authentication certificate.

True

The MADES version of the curre

sl hilvie e TS requested by the client — see 6.1.8

The [service response elements are provided in Table 44.

Table 44 — GetCertificate — ServiC|ﬁo q
Element Element type Description
name

Certificate
(See Table 54)

Additional conditi@s a
ificate — Additional conditions

Certificate type When certificatelD is not requested

Request Error: this situation should never
occur. A component shall only request for a
authentication certificate to check a signed
token or a signed component ID, and thus
always knowing the certificate ID.

certificate False

=]

Authg

The returned certificate shall be valid and npt

Thereturned certificate can be expired or
revoked.

revoked, for it may be requested to
Encryption decrypt a message that was composed When several certificates match conditions,|the

W
(2]

revocation time.

first.

The returned certificate can be expired or
revoked, for it may be requested to check

Signing the signature of a message that was
composed before the expiration time or
the revocation time.

Request Error: this situation should never
occur. A component shall only request for a
signing certificate to check a signature and
thus always knowing the certificate ID.

7.3.4.3 GetComponent service

GetComponent is used for retrieving descriptive and routing information on a component.

Figure 33 shows the node interface for the GetComponent service:
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Get Component O
Sl plidul e [ Component information ]

Authentication token ‘ Input output

2 Error

Error Code
Error 1D
Error Message

o

Errasr Mool
e Emhs

Figure 33 — Node interface — Directory services — GetComg
The |service request elements are provided in Table 46.

Table 46 — GetComponent — Service r

ement name Element type Required

E

comppnentCode string True
AuthenticationToken
authTloken (see Table 53) True
" ] ; ior’of the current service that is
servigeMversion integer . True
lient — see 6.1.3.
Description Required
The directory Information about the component.
If the requested component does not exist, the False

response is empty.

The |GetNodeMversion service is used by a node to get the Mversion of another node —| see

The service request elements are provided in Table 48.

Table 48 — GetNodeMversion — Service request elements

The installed MADES version of the requesting

. True
client node.

mversion integer

The service response elements are provided in Table 49.
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Table 49 — GetNodeMversion — Service response elements

Element Element type Description Required
name

mversion integer The installed MADES version of the replying server node. True
nodeCode string The component ID of the replying server node. True
7.3.5.2 GetAllDirectoryData service

The GetAllDirectoryData service is used by the nodes to synchronize each other.

The |service request elements are provided in Table 50.

Table 50 — GetAllDirectoryData — Service request |i 3

Element name Element type Description

dversjon integer False

servigeMversion integer True

e replying server node, plus the description of the node itself.

comppnents False

collection shall only be provided when the current directory
ersion of the server node is strictly higher than the version
already owned by the client node.

7.4 e-list file

The jnodes-list file shall be in UTF-8 encoding.

The lkecords in the file shall be delimited by the new line character (LF U+000A)

Each record provides a list of attributes for one node. Attributes are delimited by the empty
space character (SPACE U+0020) and shall appear in the order given in Table 52.

Table 52 — Node attributes ordered list

Attribute Description

Node component ID The component ID of the node True
Primary node URL The primary URL to access the node, formatted according to RFC 1738 True

Secondary node URL The secondary URL to access the node, formatted according to RFC 1738 False
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7.5 Typed Elements used by the interfaces

MTOM (Message Transmission Optimization Mechanism) is a W3C recommendation for
handling binary data in SOAP messages — http://www.w3.0org/TR/soap12-mtom/

MTOM shall be used to optimise the size of the messages sent. Binary data in the SOAP
message have to be encoded as text because SOAP uses XML. The base64 text encoding
increases the size of the data by about 33 %. MTOM provides a way to send the binary data
in the original binary form. MTOM optimizes the element content that is in the canonical
lexical representation of the xsd:base64Binary type.

All ﬂement types used in Clause 7 in the interfaces of the services are gathered, from
Table 53 to Table 76.

Table 53 — AuthenticationToken

Description lired

Element
Element name
type

token| string
service).
The signed token, i.e. the RSA ¢nco

signafure string True
of the client.

certiffcatelD string The ID of the ce igning . True

Element name

certificatelD True

certiflcate Bi ) ata’of the certificate in DER (Distinguished True
expiration j S ache expiration date-time of the certificate if cached by

Do not confuse with the expiration date of the certificate as
defined by the certificate issuer and included in the
certificate itself.

The element is required for directory service, but not for
directory synchronization

able 55 — CertificateType — string enumeration

String value Description
AUTHENTICATION A certificate used for TLS and token authentication
ENCRYPTION A certificate used for encryption
SIGNING A certificate used for signing

Table 56 — ComponentCertificate

type CertificateType The type of the certificate (e.g. encryption, True
(see Table 55) signing, authentication)

revoked boolean ‘true’ if the certificate has been revoked. False

certificate Certificate The certificate. True

(see Table 54)
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Table 57 — ComponentDescription

name

information Componentinformation All about the component: ID, type, contact True
(see Table 58) information, routing information.

certificates ComponentCertificate[] The collection of the certificates owned by the True
(see Table 56) component, whatever type (signing, encryption

and authentication), and possibly more than one
for some types.

Table 58 — Componentinformation

Element Element type Description Required
name

code string

type ComponentType The type of component.
(see Table 59)

orgarfization string The organization responsih

persgn string The technical contact p€ True

email string True

phong string True

routirlg RoutingInformation True
(see Table 75)

expiration timestamp

codelMversion integer False

nriects to the network, and no message can be
nt to the component.

ComponentType — string enumeration

‘ing value Description
mponent is a node.

-

The“component is an endpoint.

Table 60 — Endpoint

code string The component ID of an endpoint. True

The RSA encoding of the SHA-1 hash of the
component ID of the endpoint. The certificate used for
encoding is the authentication certificate of the
endpoint.

signature string True

certificatelD string The ID of the certificate used to encode the signature. True
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Table 61 — InternalMessage

messagelD string The ID of the message. True

Business-message, Tracing-message - The

component ID of the recipient’s endpoint.
receiverCode string True
Acknowledgement > The senderCode of the original

message.

Business-message = The business-tvne as nrovided
7 J T L

by the sender’s BA.

Tracing-message > Irrelevant, but at least o

character needed. I

busingessType string

Acknowledgement - The business-type
original message.

content base64Binary True

encrypted content.

Acknowledgement

extension string False

o

enejate datefRime True

Busingss-message, Tracing-message > The
jration date and time of the message — set by the

nder’s endpoint when accepting the message (see
'9). True

expirationTime

Acknowledgement > The expirationTime of the
original message.

Business-message, Tracing-message - The

component ID of the sender’s endpoint.
send¢rCode } True
Acknowledgement > The ID of the component

sending the acknowledgement.

send¢rDescription string The display name of the senderCode component. True

InternalMessageT
internalType ype The technical type of the message. True
(see Table 62)
Business-message, Tracing-message > Not used.

relatedMessagelD string Acknowledgement > The message ID of the original ~ False
message..

Business-message, Tracing-message - The
identifier of the sender’s BA as provided when
SenderApplication string sending the document. False

Acknowledgement > Not used.

Business-message, Tracing-message > An identifier
baMessagelD string of the document as provided by the sender’s BA. False
Acknowledgement > Not used.
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— 75—

metadata MessageMetadata
(see Table 63)
messageMversion integer

The metadata added to the message by
; ; ; False

compression, signature or encryption — see 5.14.

The MADES version to which the message complies

—see 6.1.4 v

NOTE The underlined attributes are those included in the manifest used to generate the message signature —

see 5.14.3.

The “message header” refers to the set of all elements except “content”.

String Value

STANDARD_MESSAGE
DELIYERY_ACKNOWLEDGEMENT
RECHEIVE_ACKNOWLEDGEMENT
FAILURE_ACKNOWLEDGEMENT
TRAGING_MESSAGE

TRAGING_ACKNOWLEDGEMENT

Element name

geProcessorsQ

lement name Eiement

procgssorlD

procgssorData Map

Table 62 — InternalMessageType — string enumeration

Description

AGE

AGE

BE

3age processor (collection count may range False
1 to 3).

Description Requ

The unique ID of the message processor. There are 3
processors whose IDs are:

“signature”

True
“encryption”
“compressor”
A collection of named values. True

ired

Table 65 — Map

entries MapEntry[]

A collection of data, each provided with a name and a
value, i.e. a set composed of a key (name), a type False
(format) and a value (according to the type).
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Table 66 — MapEntry

slemen! type

type

value

LONG

BYTH_ARRAY

BOOIEAN

String value

VERIFYING

ACCEPTED

TRANSPORTED

DELIYERED
RECHEIVED
FAILE

D

mess

state

receiyerCode
send¢rCode

businessType

Siring Vaiue

string The name of the metadata True
ValueType The type/format of the metadata. True
string The value of the metadata. True

String

A 64bit number expressed as string. Example number 42 i
(without quotes)

< base64Binary type

A string equal to “true” or “false”.

Table 68 — MessageState (string

Table 67 — ValueType (enumeration)

Description

termediate component (except the recipiept’s

Description

The UUID (Universal Unique ID) of the message whose statug
reported in this data structure — see 5.2.

S

The delivery-status of the requested message.
(see values in 5.4 - uppercase)

The component ID of the recipient’s endpoint of the message.

The component ID of the sender’s endpoint of the message.

string The business-type of the message.
senderflication string Thejdentrljfllfer ofkserlderﬂls“BA if any and as provided by the
SCTIUTT o DA TIT UiTT UUIIUIVIUOOGHU SCTVIUT,
baMessagelD strin The identifier of the message assigned by the sending BA, if any
9 9 and as provided by the sender’s BA in the SendMessage service.
The time when the message was created by the sender’s endpoint
sendTimestamp dateTime (The generated element of the InternalMessage type — see
Table 61).
The “reception time” of the message in the sender’s endpoint. It is
the time when the message state was set to DELIVERED in the
dateTime sender’s endpoint, which is also the time when the

receiveTimestamp

trace

acknowledgement with the DELIVERED status (event n°6) was
sent.

MessageTraceltem [] The collection of the traces reporting the events about the
(see Table 70) message delivery.
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Table 70 — MessageTraceltem

Element Element type Description Required
name P

timestamp dateTime The date and time of the reported event. True
MessageTraceState
state (see Table 71) The reported event True
. The ID of the component (see 5.2) where the event
component string True
happened.

Component . The display name of the component where the event

A string ~ o True
deSCI’IIpuull mappenea:
Details string The English readable details about the event. False

Table 71 — MessageTraceState (string enumeratjd
String value
N/
The acceptance of the message by the sender’s endpe nectivit
VERIFYING
ACCHPTED
TRANSPORTED
e’ 8
pthe eclhpje
DiE fERED (event roportethifsing a DEDWERY-ACKNOWLEDGEMENT or a
TRAGING_ACKNO DGEMENT — sege Table 62)
by a recipient’s BA.
RECHEIVED
IVE_ACKNOWLEDGEMENT — see Table 62)
age has failed and the delivery is stopped.
FAILED d by the sender’s endpoint or event reported using a
OWLEDGEMENT — see Table 62)
blen72 — NotConfirmedMessageResponse

Element Description Required
type

string The ID of the message whose upload failed. True

A code representing the type of the error (e.g. validation TEan
error, unexpected error) i

otrine
SHHRG

Unique identification of the error and for the component

errorlD string implementation. The error ID shall be always written in the True
logs.

errorMessage string An English readable text describing the error. True

errorDetails string (optional) Additional English readable details about the error False

context.
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Table 73 — NotUploadedMessageResponse

type

messagelD

fatal

string The ID of the message whose upload failed. True

Set to true if the error is not recoverable. The message shall
boolean then be set in the failed state by the client source component, True
which shall never try to upload it again.

businessErrorMess

age

string An English readable description of the error. False

errorCode

errorlD

errorllessage

errorDetails

Element
Element name
type

messpgelD
receiyerCode
sendg¢rCode

businessType

contegnt

node The component ID of the component’s home node. True
primgryURL string The primary URL of the node according to REC 1738 True
seconearIRL StrAg Fhe-secondary-URofthenode-aceerding-toRFS—4738 False

sende¢rApplication Q i

A code representing the type of the error (e.g. validatign
error, unexpected error)

string True

Unique identification of the error and for the comg
string implementation. The error ID shall be always w
logs.

string An English readable text describing the

(optional) Additional English readak about the exror

context. e

string

Table 74 — Received

string

e message — see 5.2.

string ipient’s endpoint of the message — see §.2.

string t ehder’s endpoint of the message — see 5.4.

of sender’s BA, if any and as provided by the sender’s BA

in"the_SepdMessage service.

The igentifier of the message assigned by the sending BA, if any and as
proyided by the sender’s BA in the SendMessage service.

ble 75 — Routinginformation

Element Description Required
| type
7

nodeMversion

integer The installed MADES version of the component’s home node — True
see 6.1.2

Table 76 — SentMessage

Fomet

receiverCode

businessType

The component ID of the recipient’s endpoint (see 5.2) —

Pattern: [A-Za-z0-9-@]+ T

string

The business-type of the message (see 5.3) — Pattern: [A-Za-

20-9]+ True

string
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=

An identifier of the document provided by the sender’s BA.
baMessagelD string Information is transported “as is” to the recipient’'s BA — False
Pattern: [A-Za-z0-9]*

The identifier of the sender’s BA. Information is transported
senderApplication  string “as is” to the recipient’s BA — False
Pattern: [A-Za-z0-9]*

The content of the message, i.e. the business document.

NOTE There is no constraint about the structure of the

document which is processed as a stream of bytes. E.q. it True
can be a human-readable XML document, multiples files

compressed in ZIP format.

content base64Binary

7.6 | Description of the services

7.6.1 About WSDL and SOAP

The [services are described using the Web Services Descri
See|http://www.w3.0org/TR/wsdl and Figure 34.

DL) 1}111.

The [SOAP 1.1 and SOAP 1.2 bindings allow using thg
protocols.

.1 and SOAR 1.2

Section

P d
Abstract v

Concrete
Section

Figure 34 — WSDL 1.1 definitions

7.6.2 Endpoint interface

<?xml version="1.0" encoding="UTF-8"?>

<wsdl:definitions name="MadesEndpoint" targetNamespace="http://mades.entsoe.eu/"
xmlns:wsdl="http://schemas.xmlsoap.org/wsdl/"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soap="http://schemas.xmlsoap.org/wsdl/soap/"
xmlns:ecp="http://mades.entsoe.eu/"
xmlns:soapl2="http://schemas.xmlsoap.org/wsdl/socapl2/">

<wsdl:types>
<xsd:schema targetNamespace="http://mades.entsoe.eu/">

11 Figure 34 from http://en.wikipedia.org/wiki/Web Services Description _Language.
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<xsd:element name="SendMessageRequest">
<xsd:complexType>
<xsd:sequence>
<xsd:element name="message" type="mades:SentMessage"/>
<xsd:element minOccurs="0" name="conversationID" nillable="true"
type="xsd:string"/>
</xsd:sequence>
</xsd:complexType>
</xsd:element>

<xsd:element name="SendMessageResponse">
<xsd:complexType>
<xsd:sequence>
<xsd:element name="messageID" type="xsd:string"/>
</xsd:sequence>
</xsd:complexType>
</xsd:element>

<xsd:element name="SendMessageError">
<xsd:complexType>
<xsd:sequence>
<xsd:element name="errorCode" type="xsd:
<xsd:element name="errorID" type="xsd:
<xsd:element name="errorMessage" typg="xsd:str
<xsd:element minOccurs="0" name="re¢eivye
typefF"xsd:string" />
<xsd:element minOccurs=)
</xsd:sequence>
</xsd:complexType>
</xsd:element>

e="true"

pe="xsd:string" />

<xsd:element name="ReceiveMes
<xsd:complexType
<xsd:sequence
<xsd:element

ype="xsd:string"/>
" type="xsd:boolean"/>

typ¢

</xsdielement
<xsd:element name="ReceiveMessageError">
<xsd:complexType>
<xsd:sequence>
<xsd:element name="errorCode" type="xsd:string"/>
<xsd:element name="errorID" type="xsd:string"/>
<xsd:element name="errorMessage" type="xsd:string"/>
<xsd:element minOccurs="0" name="businessType" nillable="true"
type="xsd:string"/>
<xsd:element minOccurs="0" name="errorDetails" type="xsd:string"/>
</xsd:sequence>
</xsd:complexType>
</xsd:element>

<xsd:element name="ConfirmReceiveMessageRequest">
<xsd:complexType>
<xsd:sequence>
<xsd:element name="messagelID" type="xsd:string"/>
</xsd:sequence>
</xsd:complexType>
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</xsd:element>

<xsd:element name="ConfirmReceiveMessageResponse">
<xsd:complexType>
<xsd:sequence>
<xsd:element name="messageID" type="xsd:string"/>
</xsd:sequence>
</xsd:complexType>
</xsd:element>

<xsd:element name="ConfirmReceiveMessageError">
<xsd:complexType>
<xsd:sequence>

<xsd:element name="errorCode" type="xsd:string"/>
<xsd:element name="errorID" type="xsd:string"/>
<xsd:element name="errorMessage" type="xsd:string"/>
<xsd:element minOccurs="0" name="messageID" nillableg
typefF"xsd:string"/>
<xsd:element minOccurs="0" name="errorDetails"
</xsd:sequence>

</xsd:complexType>

</xsd:element>

tyR

<xsd:complexType name="SentMessage">
<xsd:sequence>
<xsd:element name="receiverCode" type
<xsd:element name="businessType" t
<xsd:element name="conten
<xsd:element minOccurs="Q"
typeF"xsd:string"/>
<xsd:element minOccurs="0"
typefF"xsd:string"/>
</xsd:sequence>
</xsd:complexType>

<xsd:complexType

type="xsd:string"/>
type="xsd:string"/>

type€

typ¢

<xsds'complexTy

<xSd:sequence>
<xsd:element name="messageID" type="xsd:string"/>

<xsd:element name="state" type="mades:MessageState"/>

name="MessageStatus">

<xsd:element name="receiverCode" type="xsd:string"/>

<xsd:element name="senderCode" type="xsd:string"/>

<xsd:element name="businessType" type="xsd:string"/>

<xsd:element minOccurs="0" name="senderApplication" nillable="true"
type="xsd:string"/>

<xsd:element minOccurs="0" name="baMessageID" nillable="true"
type="xsd:string"/>

<xsd:element name="sendTimestamp" type="xsd:dateTime"/>

<xsd:element minOccurs="0" name="receiveTimestamp" nillable="true"
type="xsd:dateTime" />

<xsd:element name="trace" nillable="true" type="mades:MessageTrace"/>

</xsd:sequence>
</xsd:complexType>

<xsd:complexType name="MessageTrace">
<xsd:sequence>


https://iecnorm.com/api/?name=135503f4be45980e9082c38e71238c73

	CONTENTS
	FOREWORD
	INTRODUCTION
	1 Scope
	2 Normative references
	3 Terms and definitions
	4 High level concepts
	4.1 What is MADES intended for?
	4.2 General overview
	4.3 Message delivery and transparency
	4.3.1 Message delivery
	4.3.2 Transparency

	4.4 Security and reliability
	4.5 Main components
	4.6 Distributed architecture
	4.7 Components’ exposed interfaces
	4.8 Security features
	4.8.1 Overview
	4.8.2 Transport-layer security
	4.8.3 Message-level security
	4.8.4 Non repudiation


	5 Components’ functions
	5.1 Routing messages
	5.2 Component and message unique identification (ID)
	5.3 Business-type of a business-message
	5.4 Delivery-status of a business-message
	5.5 Communication between components
	5.5.1 Principle
	5.5.2 Establishing a secured communication channel between two components
	5.5.3 Token authentication of the client component
	5.5.4 Request authorisation
	5.5.5 Request/Reply validation

	5.6 Storing messages in components
	5.7 Lifecycle of a message state within a component
	5.8 Transferring a message between two components (Handshake)
	5.9 Accepting a message
	5.10 Event management
	5.10.1 Acknowledgements
	5.10.2 Notifying events
	5.10.3 Lifecycle of an acknowledgement
	5.10.4 Processing a transferred acknowledgement

	5.11 Message expiration
	5.11.1 Principle
	5.11.2 Setting the expiration time of a message:
	5.11.3 Looking for the expired messages:

	5.12 Checking the connectivity between two endpoints (Tracing-messages)
	5.13 Ordering the messages (Priority)
	5.14 Endpoint
	5.14.1 Endpoint functions
	5.14.2 Compression
	5.14.3 Signing
	5.14.4 Encryption

	5.15 Node
	5.15.1 Node functions
	5.15.2 Synchronizing directory with other nodes
	5.15.3 Updating the synchronization nodes’ list

	5.16 Certificates and directory management
	5.16.1 Definitions and principles
	5.16.2 Certificates: Format and unique ID
	5.16.3 Used certificates and issuers (CAs)
	5.16.4 Directory services
	5.16.5 Caching directory data
	5.16.6 Trusting the certificates of others components
	5.16.7 Renewing the expired certificates
	5.16.8 Revoking a certificate


	6 Managing the version of the MADES specification
	6.1 Issues and principles
	6.1.1 General
	6.1.2 Rolling out a new version (Mversion and N-compliance)
	6.1.3 Service compatibility
	6.1.4 Message compatibility
	6.1.5 Interface with BAs

	6.2 Using the correct version for services and messages
	6.2.1 Node synchronization and authentication
	6.2.2 Directory services and Network acceptance
	6.2.3 Messaging services
	6.2.4 Which version to use to send a message?


	7 Interfaces and services
	7.1 Overview
	7.1.1 General
	7.1.2 Error Codes
	7.1.3 Types for Time

	7.2 Endpoint interface
	7.2.1 Overview
	7.2.2 Services
	7.2.3 File System Shared Folders (FSSF)

	7.3 Node interface
	7.3.1 Overview
	7.3.2 Authentication service
	7.3.3 Messaging Services
	7.3.4 Directory services
	7.3.5 Node Synchronization interface

	7.4 Format of the node-list file
	7.5 Typed Elements used by the interfaces
	7.6 Description of the services
	7.6.1 About WSDL and SOAP
	7.6.2 Endpoint interface
	7.6.3 Node interface
	7.6.4 XML signature example


	Figures
	Figure 1 – MADES overall view
	Figure 2 – MADES scope
	Figure 3 – MADES key features
	Figure 4 – MADES message delivery overview
	Figure 5 – MADES security and reliability
	Figure 6 – MADES components
	Figure 7 – MADES network distributed architecture
	Figure 8 – MADES interfaces and services
	Figure 9 – MADES transport security overview
	Figure 10 – MADES secure communication initiation
	Figure 11 – Message signature
	Figure 12 – Message encryption and decryption
	Figure 13 – Non repudiation
	Figure 14 – Delivery route of a business-message
	Figure 15 – Reported events during the delivery of a business-message
	Figure 16 – Lifecycle of the local state of a business-message within a component
	Figure 17 – Transfer handshake when uploading of a message
	Figure 18 – Transfer handshake when downloading of a message
	Figure 19 – Acknowledgements along the route of the business-message
	Figure 20 – Encryption process 
	Figure 21 – A node synchronizes with two other nodes
	Figure 22 – Certificates and certificate authorities (CAs) for a MADES network
	Figure 23 – Managing the specification version – node synchronization and authentication
	Figure 24 – Managing the specification version – Directory services
	Figure 25 – Managing the specification version – Messaging services
	Figure 26 – Managing the specification version – Which version to use to send a message?
	Figure 27 – Node interface – Overview
	Figure 28 – Node interface – Authentication service
	Figure 29 – Node interface – Messaging services – UploadMessages service
	Figure 30 – Node interface – Messaging services – DownloadMessages service
	Figure 31 – Node interface – Messaging services – ConfirmDownload service
	Figure 32 – Node interface – Directory services – GetCertificate service
	Figure 33 – Node interface – Directory services – GetComponent service
	Figure 34 – WSDL 1.1 definitions

	Tables
	Table 1 – Message delivery status
	Table 2 – Business message status
	Table 3 – Accepting a message – Validation checks
	Table 4 – Characteristics of notified events
	Table 5 – Event characteristics description
	Table 6 – Acknowledgement state description
	Table 7 – Compression – metadata attributes
	Table 8 – Signing – metadata attributes
	Table 9 – Encryption – metadata attributes
	Table 10 – Consequences of a certificate revocation
	Table 11 – Service compatibility – Possible changes
	Table 12 – Which version to use to send a message?
	Table 13 – Managing the specification version – Rejection conditions
	Table 14 – Interfaces and services – Generic error
	Table 15 – Interfaces and services – String value for errorCode
	Table 16 – SendMessage – Service request elements
	Table 17 – SendMessage – Service response elements
	Table 18 – SendMessage – Additional error elements
	Table 19 – ReceiveMessage – Service request elements
	Table 20 – ReceiveMessage – Service response elements
	Table 21 – ReceiveMessage – Additional error elements
	Table 22 – CheckMessageStatus – Service request elements
	Table 23 – CheckMessageStatus – Service response elements
	Table 24 – CheckMessageStatus – Additional error elements
	Table 25 – ConnectivityTest – Service request elements
	Table 26 – ConnectivityTest – Service response elements
	Table 27 – ConnectivityTest – Additional error elements
	Table 28 – ConfirmReceiveMessage – Service request elements
	Table 29 – ConfirmReceiveMessage – Service response elements
	Table 30 – ConfirmReceiveMessage – Additional error elements
	Table 31 – FSSF – Description and filename format
	Table 32 – FSSF – Filename description
	Table 33 – Authentication – Service request elements
	Table 34 – Authentication – Service response elements
	Table 35 – UploadMessages – Service request elements
	Table 36 – UploadMessages – Service response elements
	Table 37 – DownloadMessages – Service request elements
	Table 38 – DownloadMessages – Service response elements
	Table 39 – ConfirmDownload – Service request elements
	Table 40 – ConfirmDownload – Service response elements
	Table 41 – SetComponentMversion – Service request elements
	Table 42 – SetComponentMversion – Service response elements
	Table 43 – GetCertificate – Service request elements
	Table 44 – GetCertificate – Service response elements
	Table 45 – GetCertificate – Additional conditions
	Table 46 – GetComponent – Service request elements
	Table 47 – GetComponent – Service response elements
	Table 48 – GetNodeMversion – Service request elements
	Table 49 – GetNodeMversion – Service response elements
	Table 50 – GetAllDirectoryData – Service request elements
	Table 51 – GetAllDirectoryData – Service response elements
	Table 52 – Node attributes ordered list
	Table 53 – AuthenticationToken
	Table 54 – Certificate
	Table 55 – CertificateType – string enumeration
	Table 56 – ComponentCertificate
	Table 57 – ComponentDescription
	Table 58 – ComponentInformation
	Table 59 – ComponentType – string enumeration
	Table 60 – Endpoint
	Table 61 – InternalMessage
	Table 62 – InternalMessageType – string enumeration
	Table 63 – MessageMetadata
	Table 64 – MessageProcessor
	Table 65 – Map
	Table 66 – MapEntry
	Table 67 – ValueType (enumeration)
	Table 68 – MessageState (string enumeration)
	Table 69 – MessageStatus
	Table 70 – MessageTraceItem
	Table 71 – MessageTraceState (string enumeration)
	Table 72 – NotConfirmedMessageResponse
	Table 73 – NotUploadedMessageResponse
	Table 74 – ReceivedMessage
	Table 75 – RoutingInformation
	Table 76 – SentMessage


