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INTERNATIONAL ELECTROTECHNICAL COMMISSION

MULTIMEDIA HOME SERVER SYSTEMS -
CONCEPTUAL MODEL FOR DIGITAL RIGHTS MANAGEMENT

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote
interpattoratco-operatiomomatttresto © Hre—standardizatton atarre= jelds. To
this ¢nd and in addition to other activities, IEC publishes International Standards, Technica Spe0| ications,
Techhical Reports, Publicly Available Specifications (PAS) and Guides (heredfter referred\ to |as “IEC
Publication(s)”). Their preparation is entrusted to technical committees; any IEC National (Commitiee interested
in thle subject dealt with may participate in this preparatory work. International\ govegnmentalN\gnd non-
govefnmental organizations liaising with the IEC also participate in this prepa ECcollaburate$ closely
with [the International Organization for Standardization (ISO) in accorda sonditions\detefmined by
agre¢ment between the two organizations.

2) The formal decisions or agreements of IEC on technical matters exppes wly as possible,’an |nternationa|
consensus of opinion on the relevant subjects since each technice | from all
inter¢sted IEC National Committees.

3) IEC Publications have the form of recommendations for in Ts 3 National
Compnittees in that sense. While all reasonable efforts are\made fo ensiOxe tha i t of IEC
Publications is accurate, IEC cannot be held respongi i i for any
misirjterpretation by any end user.

4) In order to promote international uniformity, lications
transparently to the maximum extent possib 3 e iyergence
betwgen any IEC Publication and the correspondi ational orxegional publication shall be cIearIy indjicated in
the I3tter.

5) IEC provides no marking ppo edure to |n|cat ahd cannot be rendered responsible| for any
equigment declared to be in )

6) All ugers should ensure

7) No lipbility shall attach [to i ire ployees, servants or agents including individual experts and
mempers of its te icakcommittges National Committees for any personal injury, property dgmage or
othel damage ¢ g q er’ direct or indirect, or for costs (including legal f¢es) and
expepses arising } use\of, or reliance upon, this IEC Publication or any other IEC

Publications.

8) Atterftion is draw i atl 8 refer ces C|ted |n this publication. Use of the referenced publicpations is
indispensable for

9) Atterftion i ibilitys that some of the elements of this IEC Publication may be the spbject of
patent rj ) Nnot\be held’responsible for identifying any or all such patent rights.

The mai echnical committees is to prepare International Standafds. In
exceptijonal ci Ances, a technical committee may propose the publication of a technical
specifi¢ation when

+ thelrequired support cannot be obtained for the publication of an International Standard,
despite repeated efforts, or

+ the subject is still under technical development or where, for any other reason, there is the
future but no immediate possibility of an agreement on an International Standard.

Technical specifications are subject to review within three years of publication to decide
whether they can be transformed into International Standards.

IEC 62224, which is a technical specification, has been prepared by IEC technical committee
100: Audio, video and multimedia systems and equipment.
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The text of this technical specification is based on the following documents:

Enquiry draft Report on voting
100/1064/DTS 100/1117A/RVC

Full information on the voting for the approval of this technical specification can be found in
the report on voting indicated in the above table.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

d until
.ch" in

the datp related to the specific publication. At this date, the publication<will b

« transformed into an International Standard,
* recpnfirmed;

* withdrawn;

* replaced by a revised edition, or
*+ ameénded.

A bilingual version of this document may be issu
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INTRODUCTION

Due to the recent trends in the rapid popularization of mobile phones and the Internet, as well
as the realization of high-speed data transmission and large-volume data recording media,
high-quality content distribution and ubiquitous information services are making progress and
a new type of information distribution and network sharing service has gradually emerged into
the market. It is capable of utilizing terabyte-sized home servers also in private homes.

Under these circumstances, in distribution of content over shared networks, it is crucial to
establish digital rights management (DRM) technologies to protect the content from illegal
copying and usage. A truly successful DRM system must be built on open worldwide

TCrotTTe

An open interoperable specification that follows this technical specificafion i nstruct
highly [expandable PKIl-based DRM, targeting usage between g ihg the

expansgion of recent content distribution services and clients (console t, PC,
mobile| phone terminal, automotive telematics terminal, chnical
specifi¢ation gives protocol specifications for the exchange among the
DRM module, the description of specifications for lice crypted

content formats.

During|the development of this model, the main conside¢ratiom wa e use of contents in
consumer electronics equipment connected ith 2 Also considered were
distribJtion, storage exchange and uSe “af content befwe he _distribution server gnd the
destingtion client system, allowing for i e rights holder, and without
loss of| convenience for the users. The i i itS popularization based jon this
model will enable interconnection between DRMYqodules allowing strong content protegtion in
varioug content distribution services qver such as the Internet and mobile| phone

@%@
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MULTIMEDIA HOME SERVER SYSTEMS -
CONCEPTUAL MODEL FOR DIGITAL RIGHTS MANAGEMENT

1 Scope

This technical specification explains the conceptual model of a protocol specification to
exchange licence information between DRM modules and outlines what should be defined as
standards.

2 Ndrmative references

ument.

The foIIowing referenced documents are indispensable for the
edition

For dafed references, only the edition cited applies. For undate
of the feferenced document (including any amendments) applies)

ISO/IE
IT secl

eria for

ITU-T
— The |

nection

3 Te

3.1

For thg purposes of t ome of

those diven in I'@

3.1.1
accesg condition
information th

NOTE
informat

content

3.1.2
accesg control
list of ¢onditions to
so on

ccess content for each principal such as content users, user groups and

3.1.3
asset identifier
information which identifies an asset which may include one or more contents

NOTE A licence should include an asset identifier. There are cases, for example, when an asset identifier is in
accordance with a content identifier, which specify the group of content identifier or a part of the content identified
by the content identifier.

3.14
certification authority
authority trusted by one or more users to create and assign public-key certificates

[ITU-T Recommendation X.509, 3.3.17]
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3.1.5

certificate revocation list

signed list indicating a set of certificates that are no longer considered valid by the certificate
issuer. In addition to the generic term CRL, some specific CRL types are defined for CRLs
that cover particular scopes

[ITU-T Recommendation X.509, 3.3.12]

3.1.6

class certificate

certificate which declares the justifiability of TREM and its class public key with its related
information

3.1.7
class private key
key kept privately inside a TREM being subject to the same TREM

NOTE The TREM developer or manufacturer should keep and manage this

3.1.8
class public key
public key corresponding to the class private key

3.1.9
content credential
informgtion to certify integrity of the con

NOTE This information includes a digital signature~of the
encrypted with the generator’s private key. In gner
data.

3.1.10
content identifier
identifier which i i ¢’ to each content that is a unit of infofmation
providgd by the

nt data ator of the content data

i.e., the hash value of the contpnt data
e end of the protected content formjat (PCF)

3.1.11
conten
conten

3.1.12

concat

NOTE The.first bit of the second original stream is next to the last bit of the first original stream.

3.1.13
decoder TREM
TREM in which encrypted content can be decrypted and played

3.1.14
destination TREM
TREM receiving a licence

3.1.15

digital rights management

technology or functions to protect rights relating with digital content, for example, copyright, or
system or module which provides these functions

NOTE Inside this system or module it manages content access conditions and behaves under these conditions.
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3.1.16

encrypted content

encrypted content data with its related meta data: broadcasting content, download content,
streaming content, and so on

3.1.17

entry TREM

TREM that has the function of generating a new licence according to indication from outside
and behaves as a source TREM, inside the licence distribution server and so on

3.1.18

hash function
(mathematical) function which maps values from a large (possibly very large)omain into a
smallef range

[ITU-T Recommendation X.509, 3.3.32]

3.1.19

licence

inform3tion including one or more content keys and au i gtion like jaccess
conditipns, etc.

NOTE |[f it is outside a TREM, it should be a protected lice prated in

accordarnce with SLTP.

3.1.20
licence identifier
data ag an output of the concatenated
transagtion identifier

ass

3.1.21
licencé move

moving of a Iice@

NOTE Once the licengs
encrypted content copy ey

with the

3.1.22
licence rela
LRM

system sion

NOTE
order to felay.the protes

twork in
ed licence via the LRP connection.

3.1.23
licence relay protocol
LRP

protocol between LRMs

NOTE Over this protocol, secure licence transaction protocol (SLTP) is realized for the Internet environment. For
the SLTP, the LRP provides functions of transaction management, restart of disconnected SLTP session, protocol
negotiation, and transfer of information relating with user authentication or accounting management.

3.1.24

licence server

server system that has a TREM and the LRM which mediates the transmission of a licence
issued by the TREM
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3.1.25
licence transaction
unit of processing to distribute, move or copy a licence

NOTE For each transaction, the different resources are assigned and managed.

3.1.26
mediator TREM
TREM that mediates licence transfer as a main role

NOTE A mediator TREM has both roles as destination and source TREMs.

3.1.27

principal
subject that accesses a specific content or asset, such as content gperati
storagg medium, a content user and a group or domain of them

3.1.28
protected content format (PCF)
data format in which the encrypted content is distributed

NOTE PCF can include multimedia contents and information /frepre
content ¢gredential.

3.1.29
protected licence
licence|information protected to transfer

NOTE A protected licence includes encrypted
keys arg encrypted with the SL¥R i
hash, is|encrypted with the S{TP Ses
information is often very shart, h

3.1.30
protection Ieve@
robustness to pr t

NOTE i i mper-resistant module.

3.1.31
public 3
cryptogy Wil WRigh the\encryption and the decryption keys are different

e

ipn

lonships. It can i

formation, including access conditio
asure to its modification. Because auth

NOTE caling the data, the key used for encryption is publicly distributed. RSA and ellip

cryptosyptemgare.wel own as public key cryptosystems.

3.1.32

hent, a

hclude a

content
ns or its
orization

ic curve

root private key
private key securely maintained by the certification authority

3.1.33
root public key
public key corresponding to the root private key

3.1.34
secure licence transaction protocol (SLTP)
protocol to transfer licence information securely between TREMs

NOTE This protocol consists of formats of the information exchanged between TREMs and a state transition

specification of the TREM, which should be implemented.
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3.1.35
session key
temporary key shared between TREMs at each SLTP session

NOTE A session key is a random number produced by one TREM and a key for the symmetric key cryptosystem.

3.1.36
SLTP session
secure session generated between TREMs according to the SLTP in order to transfer licence

NOTE Each SLTP session has a session key shared by both sides of the TREMs.

3.1.37
sourced TREM
TREM |ssuing a licence

3.1.38
symmgétric key cryptosystem
cryptogystem in which the same key is used to encrypt and d

NOTE The advanced encryption standard (AES) standardized b ell-known symmetric

key crypjosystem.

3.1.39
tamper-resistant module
TRM
modulg to protect from analysis or modi Ad its processing

NOTE $ee FIPS 140-2.

3.1.40
tampeip-resistant righ
TREM
system| or modul hi

NOTE 8 e i module. TREM has functions to enforce rights, mapage the
licence 3

3.1.41
transa
identifi

3.1.42
transa
log datp representing the status of a licence transfer transaction and the licence issued]in that
transagtion

NOTE A transaction log is securely stored in the TREM.

3.1.43
TREM class
set of TREM authorized in a security judgment

NOTE A TREM that belongs to a TREM class has a subset of the same class certificates set issued by that
judgment.

3.1.44
TREM (individual) private key
key kept privately by each TREM individually
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3.1.45
TREM (individual) public key
public key corresponding to a TREM (individual) private key

3.2 Abbreviated terms

ACL Access Control List

AES Advanced Encryption Standard
AID Asset Identifier

CA Certification Authority

CRL Certificate Revocation List
DES Data Encryption Standard
DRM Digital Rights Management

EC-DH Elliptic Curve Key Agreement Scheme, Diffie-Hellman
EC-DSA  Elliptic Curve Verification Primitive, DSA version
GLF Generic Licence Format

ID Identifier

LRM Licence Relay Module

LRP Licence Relay Protocol

PCF Protected Content Forma

SLTP Secure Licence Transaction 3C

T-DES Triple DES
TID Transaction Id
TREM Tamper-resista A lodule

TRM Tamper-resistan

4 Ndtation Q

4.1 Numerica

In this mode)/t i essions of numerical values are used.

ble 1 — Expression of numerical values

Binary (BIN) Decimal (DEC) Hexadecimal (HEX)
Letters qsed fer/'value '0'~1" '0'~9' '0'~9", 'A'~F'
Appenngd letter Nothing (or'h") Nothing 'h
11001000
Example 200 C8h
(or 11001000b)

4.2 Notations for keys
The following are the rules to represent keys in this model.

a) Keys that are used for cryptography shall be represented by a string starting with capital
‘K.
b) Key expression with a capital ‘P’ in the second letter represents a public key of the public

key cryptosystem. The public key shall have a corresponding private key which is
represented by a key expression without a capital ‘P’ in the second letter.
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c) A key expression with a small letter, ‘c’, ‘s’ or ‘x’ as the second letter represents the
symmetric key (shared key) or private key corresponding to the public key. A symmetric
key expression with small letter ‘s’ as the second letter represents a session key and ‘x’
represents a symmetric key for individual TREM.

d) Key expression with a small letter ‘t’ represents the embedded key in a TREM.

e) Key expression with a small letter ‘t’ and ‘c’ represents a symmetric key for a TREM class.

f) A numerical suffix letter or a letter 'x’ or j’ indicates a number or an identifier of each
individual key or class key. The numerical suffix is a natural number and can be omitted.

4.3 Notation list

This mpdetusesthefoltowimg motations:

Table 2 — Notations used in this mode/\ %

Name Expression DeNhgn \

Encryptipn E (K, D) The result of encryption of |nfo}rQat|on\‘*E\>\\N|\l\a M}}

Hash H (D) The result of hash of |nfo@ }\\R \ \

Concatepation AllB The result of data c;xﬁ%ni\?m\o\ }\QW

Content key Kc A content encrypt(on @fsso Late ith;%ch content

Root priyate key Ka Akrivate keyGe\v\MV(airﬁé{ned\&gCA

Root puljlic key KPa <he bli<kc;\y céresp ndi}wg/{o Y@/

Relevan{ information Ixx |nfo n re tlngt

Certificaje C (Ka, KPxx || Ixx) certlflcate ayaublitnkey KPxx.
Pxx || 1xx))

Class private key Ktcx \ ( &th\f%h)e s‘a\rpgclass TREM keeps inside them secretly

N
Class puplic key KP{t})\ (‘ TheWorresponding to Ktex

TREM pilivate key KtJ(\ \ \QN trﬁ;the TREM keeps individually and secretly

TREM puiblic key \//?(Pt MMkey corresponding to Ktx

ommunication entities per each communication session

Session key /§G\ \/\;\anorary key of symmetric key cryptosystem shared between the

CRL update time/hj{t C\Lb‘p\at\s\ Date and time when CRL is renewed

Content |D \ QD\ \/ The value of a unique identifier assigned to each content

TransacliﬁlD \ \ JiD \ The value of an identifier assigned for each transaction

Asset ID \\ID Identifier of asset that is authorized to access by a licence
Transaction log T}énsactionLog The log of the status of each transaction stored securely
Individugl<-FTREM Kx A key of a symmetric key cryptosystem that each individual TREM
symmetrickey uses inside its TRM

5 Requirements

5.1 Viewpoint of content user
5.1.1 Content usage environment
The aim of this conceptual model is that equipment operating digital contents is implemented

conforming to the specifications compliant with this model, and then the rights to manipulate
the contents can be exchanged freely among the equipment, storage media, and digital locker



https://iecnorm.com/api/?name=026bcb11eee644c75cc20bf20fcc0ff2

- 14 - TS 62224 © IEC:2007(E)

services1 without infringement of any rights. Implementation according to this model realizes
the environment where the general consumer can purchase and enjoy high-quality contents
(AV contents, programmes and multi-media contents) with any equipment, such as home
server, TV, mobile phone, PC, PDA, IT microwave oven, automotive telematics terminal, etc.
anywhere without infringement of any of the rights. Ubiquitous content usage environment like
this is shown in Figure 1.

) Automatic decryption
) Simple charge
)
)

ecordina ranlav nasiti
y-pasition

1) Server authentication .
[2) Privacy control J Mr%b"e phone /J
=l

\Download site]

22X SR

Mﬁng i

place
ilies

CJ

14) Usagé control
of versatfle data

Stora e ed
15)
kup nd store
e av. |I|tx\

J 60

a% IT microwave oven
Mobile TV  CCTV

IEC 2196/07

Requir
follows

are as

a) Se
b) Pr

C) A tomatic Annn:pticn- tha nr\hunrl/ cont

Py
oo trc— O T oy T trT TCTVWV OGO teTT

without complex operations by the user.

b.

anrd—decoded

d) Simple charge: the content can be played with simple charge.

e) Recording replay position: the user can restart the playing of content from the position
last interrupted.

f)  Moving rights: rights of purchased content can be moved within the conditions assigned
by rights holder.

g) Exchange with any equipment: the user can exchange content between mobile and home
equipments.

1 Digital locker service: service to provide the user’s virtual storage over the Internet. The user can store content,

which the user already has or has purchased, to the virtual storage and read (download or receive as a
streaming content) it from the virtual storage via the Internet.
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h) Playback at moved place: after going to a second room, the user can watch the rest of
the same content on a PC as the one which was being watched on the TV in the first
room.

i) Sharing with families: the user can share a content purchased with other families without
infringement of any rights.

i) Resale: the purchased content may be sold to another without infringement of any rights.
k) Transfer of rights: the user can transfer rights of purchased content to another.

I) Restriction by user identification: the player system can control the play of content
according to the result of the user identification, for example, the age of the user.

m) Real-time authentication and usage control: the user system can process usage control in
reql time in receiving and playing of the content.

n) Uslage control of versatile data: without infringement of any rig can enjoy
mudltimedia content including motion picture, music, superi image,
programme, and others. The user equipment can also proces§ nop> i i pata, for
expmple, recipe data processed by an IT microwave oven.

stored

o) Transportability: transportability of recording media. The user ca
' cating the |restart

in [a recording media and watch the rest of the codten thdud) indi

pogition.
p) Bdck-up and restore: in the case where the confent 8 media\is broken or I¢st, the
user can revoke the rights to play the media s a new

package media without renewal of

gq) Offline availability: The user ca etwork)

enyjironment.

5.1.2 Content distribution service's

In this
above gnvironment arex

a) Nefwork dov% ~
b) Strgaming se 4

pution services that are required|in the

c) i€e, which supports the copying or moving of prptected
fle equipments (such as P2P) and digital lockers without
d) KIQ whislr'the user can purchase contents.

e) Superdisthib t ervice, by which the user can purchase just the rights to play an

In this model) the folldwing functional requirements for these services are considered.

a) Ubiquitous servicetheuser cam purchase any contentand ptay itwhereverand—whenever.

b) Mediation function: any type of digital content can be downloaded and forwarded with its
rights into any type of content operation system (like a digital content player device)
through any type of mediation server system such as contents management system,
contents distribution system, digital locker server, home server and so on.

c) Automatic session recovery: the content distribution service system can automatically
reconnect just after disconnection in downloading content. After reconnection, only the
rest of the content data not yet downloaded should be downloaded.

5.1.3 Integrity of content

The superdistribution service, considered in this conceptual model, encourages the exchange
of encrypted content among users unknown to each other. With superdistribution, it is
necessary for the user who has received encrypted content from an unreliable site to be able
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to confirm the integrity of the encrypted content, because anyone may modify the original
content data at one of the unreliable sites where the content distribution was mediated.

5.2

Viewpoint of rights holder

In this model, it is considered that multimedia contents (for example, movies, games,
documents, programmes, etc.) are distributed, stored and used according to the conditions
designated by the rights holders. It must also be considered that the rights are protected
without spoiling the usability.

5.2.1 Overview of requirements for content protection

The following are the requirements for content protection in the content digtribution and usage

environiment described in 6.1.

a) Right to read: the content holder can grant the right to read and pla i rint the
content

b) Right to edit: the content holder can grant the right to edit and sto

c) Right to copy or move: the content holder can grant th€ righ - rights.
After the rights are changed , the rights in the source

d) Editing of rights: the content holder can edit the rightswithigthe limited ri ed.

e) Penfmission for each principal: the content ar o rincipal
sugh as a content operation equippient, a sterag roup or
dorpain of them.

f) Permission with a time limit: the content ho

g) Rights countability: the content holder ea i nber of
eqyipments or media through whigh t : ple, in
order to limit the numger of uSers Whe_usea/content simultaneously.

h) Rights exchange [¢ he _rights may be exchanged among ¢ontent
mahagement serve ) is{ributiomserver, digital locker server, home server|and so
on.

i) Ubiquitous ac to the
prirjcipal (via eg

5.2.2

In this scribed

in 6.1 and.6. . ervices

in the 1 ‘ h del are
descril

a) Contentis encrypted and distributed in any way.

b) The licence information includes content keys and access conditions (ACs).

c) Once created by rights holder, the encrypted content and protected licence are decrypted
only in TREM (tamper-resistant rights enforcement module).

d) The licence information is protected by cryptosystem outside TREMs and shall be moved
among TREMs according to the AC itself.

e) A role to issue the changed licence is called source TREM and a role to receive the
changed licence is called destination TREM.

f) The TREM processes user a request according to the AC in the licence.

g) Entry TREM (defined in of 3.1.17) in such a content management/distribution server can
receive plain content data and plain licence information and can create the encrypted
content and the protected licence information and behave as a source TREM.

h) Mediator TREM (defined in of 3.1.26) in a content/licence mediation system behave as

both source and destination TREMs.
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i) Decoder TREM (defined in of 3.1.13 ) in such a playback system can receive the licence
from the other TREM and decrypt encrypted contents according to the AC included in the
licence.

TREM developers/manufacturers Content [=-77m7rmmmmmmmmmmmmmsommmeoemee ey

Playback system

frssanemsnen e : Decoder TREM i
| Encrypted content oGantent
5 o T T _ S 5
; III‘I\mﬁ Distribution of encrypted content ;
: Y (in any way) :
: ,@‘%L‘/f ‘{/ :
- REED |
i Rights holder i
{ | Entry TREM |
: AC +f :
! Distrjpution server 5

AC: Access condition (usage condition)
EC 2197/07

5.2.3

Table punter-

measu

Threats and counter-measures in the licence service model
Subj}bK\ \ Attack (threat) Counter-measures
%alysis of TREM 1) Manufacturing TREM as TRM
Camouflage of the
TREM user Camou- destination TREM 2) Encryption with session key shared after
flage mutual authentication by the certificate of the

Replay (camouflage of
the source TREM)

destination TREM

TREM user and
network user

Leakage of TREM class private
keys or temporary private keys

3) Encryption with individual key for each
destination TREM instance

Camouflage of disconnection of
the licence transaction session

4) Comparison between logs in each TREMs

Leakage of private key for the CA
or the TREM class

lllegal manufacturing

Key renewal

5) Issue of CRL

TREM Termination of the broken
manufacturer Leakage of key information or illegal TREM
PC user Analysis of software TREM 6) Content protection level control



https://iecnorm.com/api/?name=026bcb11eee644c75cc20bf20fcc0ff2

-18 - TS 62224 © IEC:2007(E)

5.2.31 Manufacturing TREM as TRM

TREM must be TRM in order to prevent the content user from analysing the TREM and
stealing the secret keys from it.

5.2.3.2 Encryption with session key

In the licence distribution service, impersonation of the TREM such as replay attack by
camouflage of the licence sender TREM causes unauthorized unlimited copies of the content.
So, in order to prevent anyone from developing the module impersonating the source (sender)
or destination (receiver) TREM, the changed licence must be encrypted with the session key
shared after the mutual authentlcatlon of the source and destination TREMs using the

certificgtefortheclasspubtic key of thedestimatiom TREM:

5.2.3.3 Encryption with individual key

TREM
erwise,
TREM

The chpnged licence should be encrypted with also key for eac
instande, in order to prevent anyone from breaking the TRE
once the TREM class public key is broken by anyone to anal
class, all the other instances of the same class are also brQkem

5.2.34 Comparison between logs

It is ngcessary that the licence transaction logs( are’s i . en the
session to transfer/change licence is¢/dise cyéry of the session fo send
the licence is needed once more, inati TREM should be sgcurely
transfefred to the source TREM in orde ) 3 of source and destingtion to
confirm if the licence was already recé€ived by thédestination or not. Otherwise, anyone may

camouflage the unauthorized copy of the Ii wi e/Session recovery.

The prpbabilities of dj cohqec ion unexpected by the user are many during purchaging of
licence| through commu 3 ially wireless mobile networks. If therg is no
countef-measure fQr t ibutor could only repeatedly send licences to a
deceitful TREM gally disconnected TREM. Because not oply the
disconmection mayfe but also there is no evidence that the licence Jarrived,
the sc;]:lrce TRE

accounti

iwer the licence to the destination in exchange for

5.2.3.5

CRL c4 S arderto terminate the use of illegal or broken keys and TREMs. for the
descrigti

5.2.3.6 Protection level control

The robustness of software TRM is remarkably low if compared with that of a dedicated
hardware TRM. In the environment where TREM as hardware TRM and TREM as software
TRM coexist, the fact that the software TRM was broken influences the whole of the
environment without protection level control.

Protection level control is in accordance with the following rules described in Figure 3.

a) The higher the value of the TRM level, the more robust the system is against attacks
(threats).

b) The licence can be changed to the TRM with the same or higher level as the permitted
level of the licence.
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Permitted

Level: 2 revel 2 TRM :)
Permitted
level: 1 or 0

Permitted

ol Level 1 TRM

I:l : Licence '
TTREM
——» : Direction to be
ablﬁ to move Permitted
icence level: 0

4198/07

5.24 Evaluation criteria

In orddr to realize a secure content protectio Wi_itAs necessary that the gecurity
evaluation criteria for TREM are specified for each M protection level described in [6.2.3.6
and all| of the TREMs are judged to € beria or not. The security critgria for
content protection should pe.compliant

e Seg

o If t 3 3 S stem hash function and function to gg¢nerate
ran i S

e Rol z ‘ mple, the security level of TRM compliant with FIPS
140

e Pro

6 De

In this bed in

Clause

a) Segurity model.

b) Interconnection model.

c) Licence information model.

d) Protected content format model.

6.1  Security model

In this subclause, the security model satisfying the requirements described in 6.2.3 is
specified.

6.1.1 Overview of security model

In the security model (Figure 4) of this conceptual model, contents to be protected are
encrypted and distributed in any way. Also, in this model, the content encryption key and the
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licence information including access conditions (AC) for the content are protected using TRM

and cryptosystem and have the following lifecycle as a licence.

a) The licence is created in an entry TREM.
b) The licence is at first issued as a protected licence from the entry TREM.

c) The licence is transferred to a decoder TREM through more than 0 mediator TREM.

d) The licence is used to decrypt the content according to the AC in the decoder TREM.

Content/o%ationmge\f
D
(\f\ g

Principal {

E Firewall, etc. TRM (Tamper resistant module) 3

i SLTP!

Bntry TREM | |S€SSIoh Mediator TREM

5 Aq;+r Issue

Licence X
AC +}

AC: Agcess condition

re 4 — Security model of content protection

he following functions.

Tampet-resistant function preventing leakage of licence information as a TRM.

action protocole 3% The number of mediator TREMs may be 0 or more

IEC 2199/07

Function to create and maintain the SLTP session.

Function to move licence between TREMs always using the SLTP session.

TREM according to the protected mediator access conditions (ACm).

In the case of mediator TREM, function to decrypt the licence and transfer it to other

e) In the case of decoder TREM, function to decrypt the licence and decrypt the content with

the decrypted key according to the protected decoder access condition.

6.1.2 Secure licence transaction protocol (SLTP) model

In this subclause, the SLTP model to satisfy all of the requirements described in Clause 6 is
explained as an example of the most simple secure licence transaction protocol between
TREMs. Standardization and implementation of SLTP are needed also as counter-measures,

as described in 6.2.3.2 and 6.2.3.4.
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SLTP is a protocol to move licence information securely between TREMs. This protocol must
consist of formats of the information exchanged between TREMs and a specification of state
transition inside the TREM.

6.1.2.1 Generation of SLTP session

In the basic normal sequence of the SLTP model, the following messages are exchanged in
accordance with the following steps (Figure 5) to generate the SLTP session as the counter-
measures described in 6.2.3.2 and send the licence information securely.

a) Destination certificate: Class public key certificate (defined in ITU-T Recommendation
X.509) is sent from licence destination TREM to licence source TREM and checked at the

andom
on and
lprivate

Soyrce

b) SoLllArce key: First step of the TREM authentication. The source TR
number as the first session key, encrypts it with the class public ke
trapsmits that result to the destination. The destination decrypf
keyl to share the first session key with the source.

c) SLTP session key: The second step of TREM authenticatign. TH stinadj nerates
angther random number as the second session key, s it on key
and transmits that result to the source. The source on key
and shares the second session key with the destipati

d) Liceénce: The source encrypts the licence and i ey and
trapsmits it to the destination. The destination\decryptdi ion| key to
obtpin the licence.

Source TRM Destination TRM

r‘(&)i\\@mc&n
ID IIQ(K\1 21| CRLUpdate)
Q (4)%{%&&1@1@/” Licence Information)

ﬁ

IEC 2200/07

re 5 — Basic procedure of SLTP model
In ordsg : umber as a session key, the random number shall be generated
secure he sécure random numbers shall be different in each generatipn and
values to be estimated within the period meaningful for the attackers.
If the reeetvedinformation—cannotbeinterpretedproperyinthe TREM the TREM-rejects it
immediately, in order to prevent any type of attacks using the fragile of the module

6.1.2.2 Recovery of SLTP session

The counter-measure described in 6.2.3.4 should be supported for secure recovery of SLTP
session.

6.1.3 Certification authority

In order to let a TREM class participate in the content distribution service environment, the
manufacturer (developer or builder) of the TREM class is required to create a pair of class
public keys and class private keys and apply for the class public key with the information
relating to the CA .
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If the CA has authorized that the application information is proper and the TREM conforming
to the security criteria is properly manufactured (or structured), the CA creates the certificate
for the TREM class public key and its related information according to RFC 3280. A digital
signature with the private key of the CA is added to the certificate, and then the certificate is
issued to the manufacturer.

The TREM manufacturer embeds the certificate and the corresponding class private key into
the TREM, and then the TREM becomes able to receive the licence moved from the other
class of TREM already authorized by the same CA (see Figure 6).

CA (Certification authority)

] ] —2
AP alio O red e

public keya®—""{) ~o
Authorizatio

7

a0

-

Issuing the i
certificate ) q
@Soft a
4 S100ey

Ha/rdware TR
manufacturg

=
N

C 2201/07

6.1.4

Key re model
becausg

CRL is| CRL is
used a

a) Afterdssued from the CA, CRL is embedded into the TREMs, especially entry TREMs.

b) If the destination TREM sends the revoked ceriificate to the source TREM (i.e., identifier
of the certificate for destination TREM is found in the CRL), the licence move is rejected.

c) If the certificate is not revoked, the CRL is transferred to the destination TREM with the
licence.

d) If all the certificates belonging to destination TREM are revoked, the licence issued after
the revocation shall neither be distributed nor moved to the TREM. This means the
termination of TREM.

6.2 Interconnection model

6.2.1 Generic interconnection model

In this interconnection model (Figure 7), LRM relays the licence protected by SLTP session
between TREMs. LRM is a system or module that has the function of controlling internal bus
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and network in order to relay a protected licence between TREMs through the SLTP session;
but the protected licence can neither be decrypted nor be interpreted in LRM.

The source and destination LRMs are in front of each TREM in each licence exchange system
and relay the protected licence using inter LRM protocol called LRP. For the SLTP, the LRP
provides functions of transaction management, restart of disconnected SLTP session,
protocol negotiation, and transfer of information related to user authentication or accounting
management.

00X | . Public key certificate D
1 02
oA [ ] .TREM = . Move xS
X . Revoked T/\ Ter@@l‘
TeRY

- Prohibited to move v

Issue i
Certificate revocation list I
007
v /v
S Terminated
Cop
H Licence B
Koo
>
. 00B

iy

C 2202/07

\%\encéiou% system Licence destination system
frrrSOYUFCG ( Source \ ( Destination Destination
& TREM LRM LRM TREM

Local
TREM
interface

Local
TREM
interface

[GLF] [LRP]

Licence +

>

TREM: Tamper resistant rights enforcement module SLTP: Secure licence transaction protocol
LRM: Licence relay module LRP: Licence relay protocol

GLF: Generic licence format

PCF: Protected content format

IEC 2203/07

Figure 8 — Generic interconnection model for content protection
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The reason why LRM and LRP are divided from TREM and SLTP is as follows.

a)

The lower layer protocols (for example, local bus interface) of each local TREM class are
different and various. So, if a licence is needed to be exchanged between the different
classes of TREMs, it is necessary to convert each local lower layer protocol by LRM (of
course, using LRP in case of exchange over the Internet).

Most TREMs for business are needed to be manufactured as cheap and robust TRMs. So,
they can not have many functions supported in LRM.

If divided, the manufacturer can apply to CA for TREM alone. So, even if only the
functions of LRM are extended or changed, the manufacturer does not need to apply once
more.

The SUTP does not depend on the type of licence description format tr nsfe ed by |it. It is
possible to utilize various rights expression like XrML, CCI (copy ¢ i n) and
others.|Whereas, in this model, generic licence format (GLF) is consjd brdized
to covdr various types of services and equipment such as digital l6¢cke server,
set top|box AV terminal, PC and mobile phone.

SLTP, |LRP and GLF do not depend on the distribution g crypted
conten]. They are also applicable to various services i cording
media,| download and the streaming services, and j pes of
protected contents form depending on respective di § model,
the pratected content format (PCF) is supposed as aI used
to exchjange the content between recoyd

6.2.2

LRP h [lowing
functiops.

a) Mapagement and r

b)
c)

6.2.2.1 Managem

The LR
and m
automati

Prgtocol negotjatio
Coopperatio

Ds to each licence move transaction according t¢ SLTP
recovery of a licence transaction is required, the¢ LRM
wery session for the transaction using the recovery fungtion of

SLTP. |A ple 'on of\the transaction, garbage collection of the transaction resoyrces is

execut

6.2.2.2 Protocolhegotiation

The LRP supporis tThe Tollowing negotiation functions for SLTP.

Version negotiation: function to negotiate versions of SLTP, LRP and the licence format
used in the SLTP session.

Cryptosystem negotiation: function to negotiate algorithms for the public key cryptosystem
and the symmetric cryptosystem used in the SLTP session.

Hash algorithm negotiation: function to negotiate algorithms for the hash function used in
the SLTP session.

Character code set negotiation: function to negotiate character code set used in the SLTP
session.

Rights script negotiation: function to negotiate rights description language or form
transferred via the SLTP session.
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6.2.2.3 Cooperation on user authentication and accounting

The licence destination LRM can send user authentication information to the licence source
LRM as a LRP message parameter added to the destination certification message of SLTP.
The licence source LRM can execute the process to cooperate with the user management
function or the accounting function using the user authentication information.

6.2.3 Implementation model of inter-connection

The licence transfer system based upon LRP containing SLTP can be realized on various
communication protocols through their corresponding interfaces implemented by the licence
requesting agent and the licence issuing agent (Figure 9).

The licence requesting agent and the licence issuing agent get and pu
contain SLTP message) with destination LRM and source LRM respegtively,
exchange the LRP message between each other following the proce

example, local function/object interface, remote function/obje
etc.), because the LRP message is independent of any co

Sourge ; La o ud Lad Laalan ool Lud L ;
TRENI ‘ T \ h ATy Ty T Y Ty Th Pl Th T TR T TNy

Destination
LRM

Source
LRM

Local
TREM
interfade

Locall
TREN
interface

License
requesting
agent

Li
issuing
gent
| Local | |
L functidg/obje API \ . function/object
interfac interface
N

1
RW
P\ function/dbject

Remote
function/object
interface

terface

| |
Internet
b Internet HTTP, HTTPS interface
interface
Nl
\

LA
/

Another Another protocol Another
interface interface = L |

J \ J

—* . Route to transfer licence data IEC 2204/07

Figure 9 — Implementation model of inter-connection

In this implementation model, the licence requesting agent and the licence issuing agent
implement the following functions:

e the interfaces of communication protocols to transfer the LRP message;
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procedure to exchange LRP messages defined by LRP.

LRM implements the interfaces for the LRP message, so LRM translates the LRP message to
input parameters of local TREM interface and translates output data of local TREM interface

to LRP

message.

6.3 Licence information model

6.3.1

Access conditions

Two types of access condition information described in Table 4 are considered in this licence
information model. Both types are transferred as parameters of licence information.

Table 4 — Types of access condition (\(
R (AN

Type o

Mediator

access condition Meaning é(a\l‘}l{s \
?
rityNeyel)

- Access condltlon_s Number to be abke to ptay\nurbe begble
access conditions enforced by mediator and content testion levelEesu
TREM AN

0 move

Decoder

Access conditions Size to be ableto p ti W play, flag t
access conditions enforced by decoder prohibit editing and flag to prohibit changing sq
TREM play, ~

O

eed to

V6B

ACL is|also considered in order to enforce eht content/usage rule for each p
(user, Wiser group and so on) in digital lock d oth

6.3.2 Generic licence f

In this conceptual mod GLF) is considered as the licence
that cap be used in a » ibéd in Clause 6. GLF has fields for a
of rights descriptign a mon with digital locker, home server, T
mobile [phone, ‘

In GLH
specifi
decode
examp

In this

key shall be encrypted

key, As

and transferred between TREM using SLTP. ACL together with

set fDrand\ranisaction ID shall be transferred in protected form using SLTP.

rincipal

format

hy type
\V, PC,

bns for
hsist of
1. An

content
content
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