IEC TS 61850-80-1:2016-07(en)

IEC IEC TS 61850-80-1

o
®

TECHNICAL
SPECIFICATION

Edition 2.0 2016-07

N\
>
&
Qﬁb colour
<O “ inside
NS
©
A2
&
O

Cgmmunication networks and systems for chIQ utility automation —
Part 80-1: Guideline to exchanging inform from a CDC-based data model
us

ng IEC 60870-5-101 or IEC 60870-5-10&
Q



https://iecnorm.com/api/?name=6a76151b334185e5e1f72547501a0513

THIS PUBLICATION IS COPYRIGHT PROTECTED
Copyright © 2016 IEC, Geneva, Switzerland

All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized in any form
or by any means, electronic or mechanical, including photocopying and microfilm, without permission in writing from
either IEC or IEC's member National Committee in the country of the requester. If you have any questions about IEC
copyright or have an enquiry about obtaining additional rights to this publication, please contact the address below or

your local IEC member National Committee for further information.

IEC Central Office
3, rue de Varembé

Tel.: +41 22 919 02 11
Fax: +41 22 919 03 00

CH-1211 Geneva 20 info@iec.ch
Switzerland MANeC-ch
About the IEC
The |International Electrotechnical Commission (IEC) is the leading global organization that prepares and_publ

Inter

Aboyt IEC publications

ational Standards for all electrical, electronic and related technologies.

shes

The fechnical content of IEC publications is kept under constant review by the IEC. Please make sure that you havg the

lates} edition, a corrigenda or an amendment might have been published.

IEC Gatalogue - webstore.iec.ch/catalogue Electropedia - www.electropedia.org

The |stand-alone application for consulting the entire  The world's leading onlige. dictionary of electronic| and

bibliographical information on IEC International Standards, electrical terms containing 20 000 terms and definitions in

Techpical Specifications, Technical Reports and other  English and French, sith/equivalent terms in 15 additional

docufnents. Available for PC, Mac OS, Android Tablets and languages. Also known“as the International Electrotechnical

iPad. Vocabulary (IEV)-online.

IEC publications search - www.iec.ch/searchpub IEC Glossary - std.iec.ch/glossary

The @dvanced search enables to find IEC publications by a 65 000 eleCtrotechnical terminology entries in English and

variefy of criteria (reference number, text, technical  French @&xtracted from the Terms and Definitions clause of

committee,...). It also gives information on projects, replaced IEC publications issued since 2002. Some entries have|been

and withdrawn publications. collected from earlier publications of IEC TC 37, 77, 86 and
CISPR.

IEC Just Published - webstore.iec.ch/justpublished

Stay [up to date on all new IEC publications. Just Published IEC Customer Service Centre - webstore.iec.ch/csc

details all new publications released. Available online and If you wish to give us your feedback on this publicatipn or

also ¢nce a month by email. need further assistance, please contact the Customer S¢rvice

Centre: csc@iec.ch.



mailto:info@iec.ch
http://www.iec.ch/
http://webstore.iec.ch/catalogue
http://www.iec.ch/searchpub
http://webstore.iec.ch/justpublished
http://www.electropedia.org/
http://std.iec.ch/glossary
http://webstore.iec.ch/csc
mailto:csc@iec.ch
https://iecnorm.com/api/?name=6a76151b334185e5e1f72547501a0513

IEC TS 61850-80-1

Edition 2.0 2016-07

TECHNICAL
SPECIFICATION

“ colour
inside

Cammunication networks and systems for power utility automation —
Part 80-1: Guideline to exchanging information from a CDC-based data model
usjng IEC 60870-5-101 or IEC 60870-5-104

INTERNATIONAL
ELECTROTECHNICAL
COMMISSION

ICS 33.200 ISBN 978-2-8322-3535-5

Warning! Make sure that you obtained this publication from an authorized distributor.

® Registered trademark of the International Electrotechnical Commission


https://iecnorm.com/api/?name=6a76151b334185e5e1f72547501a0513

-2- IEC TS 61850-80-1:2016 © IEC 2016

CONTENTS
O T 1 8
1 S Yoo o 1= Y0P 10
P2 \\Fo ] 4 g F= Y (A= T =Y (=Y (=Y o] 11
3 Abbreviated terms .o 11
4  The mapping arChiteCture ... e 12
5 Conceptual architectures and associated USE CaASES .........c.ovvvvuiuiiiiiiiniiiiiiiiiiiaiaann, 13
.1 Conceptual architecture of a gateway device .........c.ccoeviiiiiiiiiiiiciiinn 0 O .13
5.1.1 LCT=Y a1 =Y PP, S P .13
5.1.2 Use case a) for a gateway deviCe .........coooviiiiiiiiiiiiic e B .14
5.1.3 Use case b) for a gateway device .........ccoooviiiiiiiiiiiie e SN e .15
5.1.4 Use case c) for a gateway deviCe ........ccooeviiiiiiiiiiiii e O e ..16
§.2 Conceptual architecture of an IED directly connected to a WAN-(optional).......... .17
6 |Mapping of a device-oriented information model to IEC 60870-5-104 or

IEC B0870-5-T0 ..ieiiiiiiiiie e e e e e el e e e e e e e .18
q.1 LT =Y = Y S .18
q.2 Mapping of a device-oriented information model reference ...............cc.cooeiiiiiiny .18
q.3 Logical device Class MappiNg .. ..ceu i et et ettt e e et e e e .19
q.4 Logical node class Mapping......ccccveevieiiieee el .19
7 | Mapping of the common data classes (CDC) ..« i .19
7.1 List of CDC, type Identifications and corresponding mappings for IEC 61850...... .19
1.2 CDC single point status (SPS) ...... . e .23
1.3 CDC double point status (DPS) s i .23
7.4 CDC integer status (INS) ... . ot e .24
1.5 CDC protection activated information (ACT)......cciiuiiiiii e .27
7.6 CDC directional protection activation information (ACD)........ccooiviiiiiiiiiiiieennn, ..29
1.7 CDC Security violationcounting (SEC) ..o .32
7.8 CDC binary counterreading (BCR) ......cc.oiuiiiiiii e ..33
1.9 CDC measured value (MV) .. ... e .34
71.10 CDC complex measured value (CMV) ..o, ..36

71.11 CDC Phaske to ground related measured values of a three-phase system
LT 5 PP ..38
71.12 CPC phase to phase measured values of a three phase system (DEL)............... ..39
713 __<EDC sequence (SEQ) ..o .40
7-14,~CDC harmonic value (HMV ) ... .41
4 1+— B HMW Y -defired-iHEC61850F4320080—F""""""""""""”"”"-"--. 41
7.14.2 CDC HMV defined in [EC 61850-7-3:2010 ....ivniiniiiiiiieeee e 42
7.15 CDC harmonic value for WYE (HWYE) ..o 42
7.15.1 CDC WYE (HWYE) defined in IEC 61850-7-3:2003 .........ceeiiiiiiiiieiieeeeenn 42
7.15.2 CDC WYE (HWYE) defined in IEC 61850-7-3:2010 ......ccieiuiiiiiiiiei e, 43
7.16 CDC harmonic value for DEL (HDEL).......ccoiiiiiii e 44
7.16.1 CDC DEL (HDEL) defined in IEC 61850-7-3:2003 ........coeieiniiiiiiieeeeeeeen 44
7.16.2 CDC DEL (HDEL) defined in IEC 61850-7-3:2010 .......ovvviiiiiiiieiieeeee e, 44
7.17 CDC controllable single point (SPC) ....couiiiii e 45
7.18 CDC controllable double point (DPC)......ceiiiiiii e 47
7.19 CDC controllable integer status (INC) ..o 48

7.20 CDC binary controlled step position information (BSC)..........ccooiiiiiiiiiiiinnn, 50


https://iecnorm.com/api/?name=6a76151b334185e5e1f72547501a0513

IEC TS 61850-80-1:2016 © IEC 2016 -3-
7.21  CDC integer-controlled step position information (ISC)...........c.coiiiiiins 53
7.22 CDC controllable analogue set point information (APC)........oooiiiiiiiiiiiiin 55
7.22.1 CDC APC defined in IEC 61850-7-3:2003 .......iiiiiiiiie e e 55
7.22.2 CDC APC defined in IEC 61850-7-3:2010 ....ieuiiniiiiiiieie e 56
7.23 CDC Single point setting (SPG) . cuiuiiiiii 59
7.24 CDC integer status setting (ING) ... e 60
7.25 CDC analogue settings (ASG) .. 61
7.26 CDC enumerated status (ENS) ... 61
7.27 CDC Histogramm (HST) ... 63
71.28 CDC controllable enumerated status (ENC) .........oooviiiiiiiiiiiiiieeee Gy .64
71.29 CDC Enumerated status setting (ENG) ... N ..68
71.30 CDC Binary controlled analog process value (BAC) .......ccooeviiiieevnp 5V, ..68
71.31  CDC Curve shape setting (CSG).....ccovviiiiiiiiiiiiiiiiiieieeeieneeee N ..69
8 | MapPPIiNg Of SEIVICES et AT e .70
g.1 List of service models and corresponding mappings ......c.ccoceee@ared e ieieineiieeennn. .70
.2 Server Class MapPiNg . ....ccoiiiiiii e e e .72
8.3 Association class Mapping ......coooveiiiiiiiiini D ..73
g.4 Logical node Class MappPing......c. it e e e .73
8.5 Data class mapping....ccoooiviiiiiiiee e e i e .. 74
§.6 Setting group Class MapPPiNg ... ...t e .75
.7 Report control block class mapping ............ 8 ..76
8.8 Control class MapPiNg ....c.veviiieieieee D M .. 77
8.8.1 LY 1= = L.77
8.8.2 Direct control with normal security (optional)..........c.coooiiiiiiiiiinee, ..79
8.8.3 Direct control with enhancedSecurity ..o ..86
8.8.4 SBO control with enhanced security .........cocooiiiiiiii e, .91
9 [Protocol stack selections for IEC\60870-5-101 and IEC 60870-5-104 ..............ccoeenennes 100
9.1 GNEIAL . B 100
9.2 Structure of application data..... ... 100
9.2.1 GaNeral oo e 100
9.2.2 Structure.of-application data defined in IEC 60870-5-101...................ooeiil. 101
9.2.3 Structure of application data defined in IEC 60870-5-104 ............ccccevinennn. 101
9.3 IEC 6087015 interoperability ..........oieuiiii e 102
9.3.1 [EC 60870-5-101 interoperability .........ccoooiiiiii e 102
9.3.2 IEC 60870-5-104 interoperability .........cooiiiiiii 112
Annex A~(informative) Use of SCL (substation configuration language) to include
IEC|60870-5-101 or IEC 60870-5-104 information..............ooiiiiii e 126
A SCtinformatiommodetierarchy 126
A.11 LY o 1= = 126
A.1.2 Mapping of the common address of ASDU ..o 127
A.1.3 Mapping of the I0A (information object address)..........c.cooviiiiiiiiinn. 127
A.1.4 Mapping of the type identifiers (TI) .....oooii i, 127
A.2 Use of the SCL elemMents ... ..o e 127
A.2.1 LY o 1= = 127
A.2.2 L DD e 127
A.2.3 ACCESS P OINT .. 127
A.2.4 ST Y- 127
A.2.5 LD VI et 127

A.2.6 LN e e 128


https://iecnorm.com/api/?name=6a76151b334185e5e1f72547501a0513

-4 - IEC TS 61850-80-1:2016 © IEC 2016

A.2.7 15 P 128
A.2.8 ST 128
A.2.9 D PP PP 128
A.2.10 DA/BDA/SDO ... e 128
A.2.11 CoNtrol MOAEI ... 129
A3 IEC 60870-5-101 or IEC 60870-5-104 private section syntax..........c..cc.coeeuniennnn. 129
A.3.1 LY 1= = 129
A.3.2 IEC 60870-5-101 private section schema................cccooiiiiiiii, 129
A.3.3 IEC 60870-5-104 Private section schema .................cc.ccoiiiiiiiiiiiii . 130
A.3.4 Use of Private section examples..........cccooiiiiiiiiiiiiiiciiiieieeeeeeeeee o 131
A4 IEC 60870-5-101 communication parameters configuration using SCL.......\.... 167
A.5 IEC 60870-5-104 communication parameters configuration using SCL..;...,“....... 169
BiblJOgraphy ... e N 173
Figyre 1 — Conceptual architecture of a gateway device..........cooevee Qs .13
Figyre 2 — Use case a) for a gateway device ..........ccoeeiveiiiininiiicn et MO .14
Figure 3 — Use case b) for a gateway deviCe .........ccooiiiiiiiiin e ..15
Figuyre 4 — Use case c) for a gateway deviCe .........ccooiiiiic i v .16
Figyre 5 — Conceptual architecture of an IED ......... ... .17
Figyre 6 — Mapping architecture (conceptual) ..........c..dv o .19
Figyre 7 — Direct control with normal security with status update — positive case
applied t0 gateWay AEVICE ... ... A e .79
Figyre 8 — Direct control with normal security with status update — positive case
apPlied tO IED ... ..80
Figyre 9 — Direct control with normal security in general — negative case a) applied to
gat@Way deVICe ... .80

Figure 10 — Direct control with normal security in general — negative case a) applied to IED.81

Figuyre 11 — Direct control with hormal security in general — negative case b) applied to
o BN AV VAo [N o e PP ..81

Figyre 12 — Direct control'with normal security in general — negative case b) applied to IEQ}.82
Figyre 13 — Direct control with normal security with status update — negative case c)

applied t0 ateWaAY UEVICE . ... e ..82
Figuyre 14 — Direct control with normal security with status update — negative case c)

PP IEA 10 IE D o i ..83
Figyre 15«—Direct control with normal security without status update — positive case

applied t0)gateway eVICE ... ... ..83
Figl ren16 — Direct control with normal melrify without status ||pdah= — Innqitivp case

APPHEA 10 IE D .. e e 84
Figure 17 — Direct control with enhanced security — positive case applied to gateway

(0T 86
Figure 18 — Direct control with enhanced security — positive case applied to IED.................. 87
Figure 19 — Direct control with enhanced security — negative case c) applied to

JALEWAY AOVIC ..t e e 88
Figure 20 — Direct control with enhanced security — negative case c) applied to IED............. 88
Figure 21 — Direct control with enhanced security — negative case d) applied to

GALEWAY QOVICE .. et 89
Figure 22 — Direct control with enhanced security — negative case d) applied to IED ............ 89

Figure 23 — SBOw control — positive case applied to gateway device .............coovevveieiiiininnnnn. 91


https://iecnorm.com/api/?name=6a76151b334185e5e1f72547501a0513

IEC TS 61850-80-1:2016 © IEC 2016 -5-

Figure 24 — SBOw control — positive case applied tO IED ... 91
Figure 25 — SBOw control — negative case a) applied to gateway device................coooeiinnnis 92
Figure 26 — SBOw control — negative case a) applied tO IED ..........cooiiiiiiiiiiii, 92
Figure 27 — SBOw control — negative case b) applied to gateway device..............ccoeeeveiinnen. 93
Figure 28 — SBOw control — negative case b) applied to IED..........ccooiiiiiiiiiiiiieeee, 93
Figure 29 — SBOw control — negative case c¢) applied to gateway device ................ccoeeeiinnnis 94
Figure 30 — SBOw control — negative case c) applied to IED .........ocoviiiiiiiiii, 94
Figure 31 — SBO with enhanced security — positive case applied to gateway device ............. 95
Figure 32 — SBO with enhanced security — positive case applied to I[ED ........................(&, ..96
Figyre 33 — SBO with enhanced security — negative case a) applied to gateway device)..... ..96
Figyre 34 — SBO with enhanced security — negative case a) applied to IED..........\........... .97
Figyre 35 — SBO with enhanced security — negative case b) applied to gateway device...... .97
Figure 36 — SBO with enhanced security — negative case b) applied to IER....cevvnennnnen. ..98
Tabje 1 — Mapping structure CDC onto ASDU type ..o G eee e eeena .20
Table 2 — CDC: Single point status (SPS)......oouiiiiii o e ..23
Table 3 — CDC: Single point status (SPS) mapping......cccc.caS i, ..23
Tabje 4 — CDC: Double point status (DPS) ... e .24
Table 5 — CDC: Double point status (DPS) Mapping s .o .24
Table 6 — CDC: Integer status (INS) ... e .25
Table 7 — CDC: Integer status (INS) mapping . & e ..26
Tabje 8 — CDC: Protection activated information (ACT).......cooiiiiiii e .27
Table 9 — CDC: Protection activated information (ACT) Mapping........coovevveiiiiiiiiiininenene, ..28
Tabje 10 — CDC: Protection activated\information (ACD) .......cciiiiiiiii e ..30
Tabje 11 — CDC: Directional protéction activated information (ACD) mapping..................... .31
Tabje 12 — CDC: Security vialation counting (SEC) .......cciiiiiiiii e .33
Table 13 — CDC: Security violation counting (SEC) Mmapping .......cccooviiiiiiiiiiiieene, ..33
Table 14 — CDC: Binary.counter reading (BCR) .......ouiiiiiiiiii e .33
Tabje 15 — CDC: Binary counter reading (BCR) Mapping .......cccoeeviiiiiiiiiiiiiiii e .34
Tabje 16 — CDG::Measured value (MV) ... ..35
Table 17 — CDEC: Measured value (MV) Mapping......c.oceu i ..35
Tabje 18-~CDC: Complex measured value (CMV) ... ..o .36
Tabje M9 — CDC: Complex measured value (CMV) Mapping......cccceeeviiiiiiineieiieeeeeneaneenn .37
Table 20 — CDC: Phase to ground related measured values of a three-phase system

(A = PP PP PPPPPTP 38
Table 21 — CDC: Phase to phase measured values of a three phase system (DEL).............. 39
Table 22 — CDC: Sequence (SEQ) ..o e 40
Table 23 — CDC: Harmonic value (HMV) Ed. 1. ... 41
Table 24 — CDC: Harmonic value (HMV) Ed.1 Mmapping......ccccoviiiiiiiiei e 41
Table 25 — CDC: Harmonic value (HMV) Ed.2..... ..o 42
Table 26 — CDC: Harmonic value for WYE (HWYE) Ed.1 ... 43
Table 27 — CDC: Harmonic value for WYE (HWYE) Ed.2 ... 43

Table 28 — CDC: Harmonic value for DEL (HDEL).......ccuiiuiiii e 44


https://iecnorm.com/api/?name=6a76151b334185e5e1f72547501a0513

-6- IEC TS 61850-80-1:2016 © IEC 2016

Table 29 — CDC: Harmonic value for DEL (HDEL) Ed.2........oooiiiiiiii e 44
Table 30 — CDC: Controllable single point (SPC) ......coiiriiii e, 45
Table 31 — CDC: Controllable single point (SPC) mapping .......ccooeiiiiiiiiiiieee e 46
Table 32 — CDC: Controllable double point (DPC).......cciiiiiiii e 47
Table 33 — CDC: Controllable double point (DPC) Mapping......cccccuviiiiiiiieieieeiieeieeeeeeees 48
Table 34 — CDC: Controllable integer status (INC).........oooiiiiiiii e 49
Table 35 — CDC: Controllable integer status (INC) mapping.......cccooviiiiiiiiiiieeeees 50
Table 36 — CDC: Binary controlled step position information (BSC)..............coooiiiiin. 51
Tabje 37 — CDC: Binary controlled step position information (BSC) mapping of data

attriputes of the functional constraint ST..........cooiiiiiii e ..52
Tabje 38 — CDC: Binary controlled step position information (BSC) mapping of data

attriputes of the functional constraint CO.........c.oiiiiiii i e ..53
Table 39 — CDC: Integer-controlled step position information (ISC)............ ™. ..54
Tabje 40 — CDC: Integer-controlled step position information (ISC) mappin@...................... .55
Tabje 41 — CDC: Controllable analogue set point information (APC) (Ed.1) ........ccoeviiinienn.n, ..56
Tabje 42 — CDC: Controllable analogue set point information (APC)(Ed.2) .......ccceeiniiniild .57
Tabje 43 — CDC: Controllable analogue set point information (APC) mapping of data
attriputes of the functional constraint MX ... a .58
Tabje 44 — CDC: Controllable analogue set point informatioh (APC) mapping of data

attriputes of the functional constraint SP ... S ..59
Tabje 45 — CDC: Single point setting (SPG) ......... 8/ e ..60
Table 46 — CDC: Integer status setting (ING)..a e ..60
Table 47 — CDC: Analogue settings (ASG) .l e ..61
Table 48 — CDC: Enumerated status (ENS) T ... ..62
Tabje 49 — CDC: Enumerated status (ENS) mapping ......ccooeiiiiiiieeea ..63
Table 50 — CDC: Histogramm (HST ). ... ouuiiii e ..64
Tabje 51 — CDC: Controllable enumerated status (ENC) ..........cooiiiiiiiiiii e, ..65
Table 52 — CDC: Controllable enumerated status (ENC) mapping .........ccooovveieiiviiniineinnnnnnn. ..66
Tabje 53 — CDC: Enumeérated status setting (ENG) ..o ..68
Table 54 — CDC Binary controlled analog process value (BAC) .......ccocoiiiiiiiiiiiiiiniiincne, ..68
Tabje 55 — CDC:\Binary controlled analog process value (BAC) mapping of data

attriputes of the-functional constraint MX ... ..69
Tabje 56 —~\CBC: Curve shape setting CSG ... ..70
Table 572+ Services requiring client/server communication profile................ocooiinld .71
Table"58 — Server services mapping |73
Table 59 — Association ServiCes MapPiNg . ..euie i 73
Table 60 — Logical N0des SErviCes MapPPiNg......ccuiuiiriiniiii et e e ens 74
Table 61 — Data ServiCes MapPPiNg ... ettt e eaas 75
Table 62 — Setting group SErvices MapPing ....c.oeu i 76
Table 63 — Report control block services mapping .....coveoe i 77
Table 64 — Direct control with normal security services mapping ........cccocovvviieiiiiiiiiniceenn, 85
Table 65 — Direct control with enhanced security services mapping..........ccooceveiiiiiiiiiiiennes 90
Table 66 — SBO control with enhanced security services mapping..........cccccovvviiiiniiiiiin e, 99

Table A.1 — Extension of the “P” element types to hold IEC 60870-5-101 information ......... 167


https://iecnorm.com/api/?name=6a76151b334185e5e1f72547501a0513

IEC TS 61850-80-1:2016 © IEC 2016 -7-

Table A.2 — Extension of the “P” element types to hold IEC 60870-5-104 information .........
Table A.3 — Extension of the “P” element types using redundancy groups .................cccuenis



https://iecnorm.com/api/?name=6a76151b334185e5e1f72547501a0513

1)

9)

-8- IEC TS 61850-80-1:2016 © IEC 2016

INTERNATIONAL ELECTROTECHNICAL COMMISSION

COMMUNICATION NETWORKS AND
SYSTEMS FOR POWER UTILITY AUTOMATION -

Part 80-1: Guideline to exchanging information from a CDC-based

d g > 60870-5-101¢ > 60870-5-104

FOREWORD

he International Electrotechnical Commission (IEC) is a worldwide organization for standardization compifising
all national electrotechnical committees (IEC National Committees). The object of AEC is to promote
international co-operation on all questions concerning standardization in the electrical and,electronic field§. To
this end and in addition to other activities, IEC publishes International Standards, Zechnical Specificatjons,
echnical Reports, Publicly Available Specifications (PAS) and Guides (heredfter referred to as |‘IEC
Hublication(s)”). Their preparation is entrusted to technical committees; any IEC Natiohal Committee inter¢sted
in the subject dealt with may participate in this preparatory work. Internatiénal, governmental and [non-
governmental organizations liaising with the IEC also participate in this prepamation. IEC collaborates clpsely

ith the International Organization for Standardization (ISO) in accordanee with conditions determined by
agreement between the two organizations.

he formal decisions or agreements of IEC on technical matters express,/7as nearly as possible, an internatjonal
cpnsensus of opinion on the relevant subjects since each technical' committee has representation frofn all
interested IEC National Committees.

IEC Publications have the form of recommendations for intérpational use and are accepted by IEC Nafional
Jommittees in that sense. While all reasonable efforts are) made to ensure that the technical content off IEC
Hublications is accurate, IEC cannot be held responsible for the way in which they are used or for any

isinterpretation by any end user.

Im order to promote international uniformity, IEC (National Committees undertake to apply IEC Publications
tlansparently to the maximum extent possible in® their national and regional publications. Any diverggence
between any IEC Publication and the corresponding national or regional publication shall be clearly indicated in
the latter.

IEC itself does not provide any attestation of conformity. Independent certification bodies provide confofmity
assessment services and, in some aréas, access to IEC marks of conformity. IEC is not responsible fof any
services carried out by independent,certification bodies.

Alll users should ensure that theyshdve the latest edition of this publication.

o liability shall attach to IEC-or its directors, employees, servants or agents including individual experty and
embers of its technical eommittees and IEC National Committees for any personal injury, property damage or
other damage of any_fnature whatsoever, whether direct or indirect, or for costs (including legal fees)| and
expenses arising out_of the publication, use of, or reliance upon, this IEC Publication or any other| IEC
Hublications.

Attention is drawn ‘to the Normative references cited in this publication. Use of the referenced publicatiops is
indispensabléfor the correct application of this publication.

Attentiop_‘is-drawn to the possibility that some of the elements of this IEC Publication may be the subjgct of
patentrights. IEC shall not be held responsible for identifying any or all such patent rights.

Thel_main task of IEC technical committees is to prepare International Standards| In
exceptional circumstances, a technical committee may propose the publication of a technical
specification when

the required support cannot be obtained for the publication of an International Standard,
despite repeated efforts, or

the subject is still under technical development or where, for any other reason, there is the
future but no immediate possibility of an agreement on an International Standard.

Technical specifications are subject to review within three years of publication to decide
whether they can be transformed into International Standards.

IEC 61850-80-1, which is a technical specification, has been prepared by IEC technical
committee 57: Power systems management and associated information exchange.
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This second edition cancels and replaces the first edition published in 2008. This edition
constitutes a technical revision.

This edition includes the following significant technical changes with respect to the previous
edition:

a) IEC TS 61850-80-1:2008 is based on the definitions of IEC 61850 Edition 1. After the
publication of IEC TS 61850-80-1:2008 the standard series IEC 61850 was updated to
Edition 2 (almost all parts);

b) In partlcular IEC 61850-7-3: 2010 mtroduces new Common Data CIasses (CDCs) WhICh
: 2 : 56-80-
2008 Those new CDCs are: ENS, HST, VSS, ENC BAC, ENG ORG TSG, CUG VSG,
CSG. IEC 61400-25-4, which is currently being updated, makes reference to™NEC| TS
51850-80-1:2008 and therefore needs to be updated according to the definjtions of |this
tecond edition of IEC 61850. The following CDCs are missing in the IEC 61850-80-1:2008
hnd have therefore been added to this new edition for IEC 61400-25-4cEdition 2: ENS,
ENC, ENG, ORG.

Theltext of this technical specification is based on the following documernits:

Enquiry draft Report on voting
57/1649/DTS 57/1726/RYC

Fulllinformation on the voting for the approval of this te€hnical specification can be foun[d in
the report on voting indicated in the above table.

Thig publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

A list of all parts of the IEC 61850 series;(published under the general titte Communicgtion
networks and systems for power utility automation, can be found on the IEC website.

The| committee has decided that the“contents of this publication will remain unchanged yntil
the |stability date indicated on the IEC website under "http://webstore.iec.ch"” in the data
related to the specific publication: At this date, the publication will be
e {ransformed into an International standard,

e feconfirmed,

e Wwithdrawn,

o feplaced by, a‘revised edition, or

e amended.

A bilingual edition of this document may be issued at a later date.

IMPORTANT - The 'colour inside’' logo on the cover page of this publication indicates
that it contains colours which are considered to be useful for the correct
understanding of its contents. Users should therefore print this document using a
colour printer.



https://iecnorm.com/api/?name=6a76151b334185e5e1f72547501a0513

Thig
exc
IEC
guidg

The
dats
(for
or |
pub

Afte
mod
sho
IEC

The
info
modg

wid¢ area network (WAN) compliant\te the definitions of IEC 60870-5-101 or IEC 6087

104
dep
that
prod
utilit
resq
IEC
and

Thig
dev
IED

-10 - IEC TS 61850-80-1:2016 © IEC 2016

COMMUNICATION NETWORKS AND
SYSTEMS FOR POWER UTILITY AUTOMATION -

Part 80-1: Guideline to exchanging information from a CDC-based
data model using IEC 60870-5-101 or IEC 60870-5-104

Snnna
cope

part of IEC 61850, which is a technical specification, gives a guideline oh)hov
hange information from a CDC-based data model (for example IEC 61850) u
60870-5-101 or IEC 60870-5-104 between substation(s) and control center(s). Md
elines for functions needed in a substation gateway device are given.

goal of this technical specification is to describe standardized mapping of device-orie

models (for example IEC 61850) with already defined attributes,of CDCs and serv
example IEC 61850-7) onto the already defined ASDUs and séryices of IEC 60870-5
EFC 60870-5-101. It is not the goal of this technical specification to add any extension|
ished standards (for example IEC 61850 or IEC 60870-5-104 or IEC 60870-5-101).

r an introduction giving a basic description of the mapping, the mapping of the informa
el with associated data classes, and the mapping of services are described. Claus
wvs how the mapped data and services ,according to the IEC 60870-5-104
60870-5-101 protocol are marked (selected).in the interoperability sheet.

scope of this technical specification.is to achieve real-time exchange of prodg
‘mation required for operational purposes between a substation using a CDC-based
el (for example IEC 61850) and (a)icontrol center(s) using a communication link ov

The amount of real-time information provided by the substation-gateway device can

receive real-time information in order to monitor and control geographically widespi
esses. The described(mapping can be used for several fields of application of pg
ies, such as substations, hydro and wind power plants, and decentralized en
urces DER. Thesmapping is based on the definitions of the IEC 61850 series
60870-5-104:2006/IEC 60870-5-101:2003. The scope of the mapped IEC 60870-5-
IEC 60870-5-101 subset is given in Clause 9.

technical* specification focuses mainly on defining rules and functions of a gate
ce aswarpart of the substation. However, the rules and functions are also valid wher
may_Joptionally be connected directly to a WAN compliant with IEC 60870-5-10

IEC

v to
5ing
stly

nted
ces
104
s to

tion
e 9
and

ess
Hata
er a
D-5-
bary

endent on the operational needs. Actors could be regional and nationwide control cenfters

ead
wer
ergy
and
104

way
an
or

60870-5-104 and therefore, the mapping has to be done inside the IED.

To enable an automated database management approach, which aims to ensure consistency

between the databases of substations and control

centers, the SCD file (substation

configuration description) can be extended with IEC 60870-5-101/IEC 60870-5-104 specific
information to configure the 61850 to 101/104 gateway. How the SCD file can be extended is
described in Annex A.

The extended substation configuration description (SCD+) is recommended to be used to
configure any gateway in a vendor independent format.
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Normative references

The following documents are referred to in the text in such a way that some or all of their
content constitutes requirements of this document. For dated references, only the edition
cited applies. For undated references, the latest edition of the referenced document (including

any

amendments) applies.

IEC 60870-5-3, Telecontrol equipment and systems — Part 5: Transmission protocols —
Section 3: General structure of application data

IEC
Sec

IEC
Sec

IEC
Con

IEC

IEC

IEC
Con

IEC
info
con

IEC
Par

— Abstract communication service interface (ACSI)

IEC
com

IEC
Pari

IEC
Spé€]

60870-5-4:1993, Telecontrol equipment and systems — Part 5. Transmission protoco
fion 4: Definition and coding of application information elements

60870-5-5:1995, Telecontrol equipment and systems — Part 5: Transmission\protocg
fion 5: Basic application functions

60870-5-101, Telecontrol equipment and systems — Part 5-101: Transmiission protocq
ppanion standard for basic telecontrol tasks

61850 (all parts), Communication networks and systems for power utility automation

61850-6, Communication networks and systems/for power utility automation — Pa

rmation and communication structure~for substation and feeder equipment — Absi
munication service interface (ACSI)

61850-7-2:2010, Communication networks and systems for power utility automatid
7-2: Basic information and.communication structure for substation and feeder equipn

61850-7-3:2003, Communication networks and systems in substations — Part 7-3: B
munication structure — Common data classes

61850-7-3:2010, Communication networks and systems for power utility automatid
7-3: Basic_communication structure — Common data classes

61850-8-1, Communication networks and systems for power utility automation — Part

/s —

/s —

60870-5-104:2006, Telecontrol equipment and systems 4 Part 5-104: Transmisgion
profocols — Network access for IEC 60870-5-101 using standard {ransport profiles

t 6:

figuration description language for communication in electrical substations related to IEDs

61850-7-2:2003, Communication networks and systems in substations — Part 7-2: Basic

ract

n_
hent

asic

n_

8-1:

cific’ communication service mapping (SCSM) — Mappings to MMS (ISO 9506-1

ISO

and

9506-2) and to ISO/IEC 6602-5

IEEE 754:2008, IEEE Standard for Binary Floating-Point Arithmetic

RFC 2200, Internet Official Protocol Standards, Request for Comments 2200 (June 1997)

3

For

ACSI

Abbreviated terms

the purposes of this document, the following abbreviated terms apply.

ASDU Application service data unit

Abstract communication service interface (defined for example in IEC 61850-7-2)
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CASDU Common address of ASDU

CDC Common data class (defined for example in IEC 61850-7-3)
Cl Counter interrogation

COoT Cause of transmission

Gl General interrogation

GOOSE Generic object oriented substation event

HMI Human machine interface
IED Intelligent electronic device
IOA] Information object address
LD Logical device

LN Logical node

Pl Process image

P/N Positive/negative

QO Qualifier of interrogation
QD$ Quality descriptor

RFd Request for comments

S/E Select/execute

SCL Substation configuration language (defined forexample in IEC 61850-6)
TI Type ldentification

TISBUE Technical issue as part of the maintenance process of IEC 61850
WAN Wide area network

XML Extensible mark-up language
4 [The mapping architecture

The|mapping architecture consists-of five parts:

1) Fonceptual architecture/ofra gateway device and associated use cases;
2) tonceptual architecture of an IED directly connected to a WAN (optional);
3) mapping of the information model;

4) mapping of the data (which is in fact part of the information model);

5) mapping of*the services.
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5 Conceptual architectures and associated use cases

5.1

5.1.1
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Conceptual architecture of a gateway device

General

— —— — — ——————— — ———— ——— —

GOOSE IEC 61850
publ./subsecr, server
A

IEC 61850 GOOSE
server publ./subscr,

Substatio

IEC 61850 station bus

|
I
I

et —— — -

IEC 61350
client

Gateway
Device
Process
image
g
[EC 60870-5

»controlled station*

co

Wieh-
services 4

IEC 608705
,controlling station*

Control Center

.

¢

EC 61850
Serverlproxy

/
JEC 80870-5
s$,4zntrolled station®

Remote device

_—— =
|
!
|
!

>~ - —

IEC 51850 GOOSE
client publisubsecr,

HMI

Defined in TS

Standard direction
WD = Monitor Direction
CD = Control Direction

option: dual mode

IEC 61850
client

Client outside Substation

IEC
Figure 1 —.Conceptual architecture of a gateway device

Figyre 1 describes the ‘eonceptual architecture of a gateway device within a substation. [The
gatgway device is @decoupling the IEC 61850 station bus from the IEC 60870-5-101 or
IEC|60870-5-104 WAN via a process image (Pl). The advantage of this approach is that pnly
serVices for contrel-model interaction need to be mapped.
The|Pl is organized according the data model of IEC 61850 (LDs, LNs, CDCs).
The| IEC 61850 client/GOOSE subscriber is used to update the Pl with process data made
avaitabte by thetEDs:
The IEC 61850 server/proxy is used to:
¢ make process data coming from remote devices available for IEDs inside the substation;
e retrieve the data model for:

— |EC 61850 clients inside the substation (for example HMI);

— |EC 61850 clients outside the substation (for example future control centers);

— existing control centers using IEC 60870-5-101 or IEC 60870-5-104 for WAN

communication by using additional services (for example SCL extensions or web

services).
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The IEC 60870-5-101 or IEC 60870-5-104 controlled and controlling functionality makes use
of the attributes of CDCs in a defined way to build up ASDUs to communicate with control
centers or “devices on the WAN network® using WAN communication based on IEC 60870-5-
101 or IEC 60870-5-104 (including redundant connections).

The IEC 60870-5-101 or IEC 60870-5-104 controlling functionality inside the gateway device
is used to connect “devices on the WAN network” with IEC 60870-5-101 or IEC 60870-5-104
controlled functionality to the substation.

The gateway device can optionally act as a “mediator” between the substation and all

“d &b P=y n—th MALAN —mabwarl’ Whan JEC 60070 E 104 —leC ano7n E 104 “Adol d
e (e s—or—thRe—rrAnN—HRetworfr— e hi— e o 0o oo To T O = O Uo oo 194 ar—moae

fungtionality” is used, the same ASDUs are used in the monitor and the control direction on
the WAN.

5.1.p Use case a) for a gateway device

— — — — — —— ——— —— ——— — — — — f—
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I Process %ﬁ HMI |
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‘ ﬂ o Defined in TS |
| o p ] = Standard direction; |
[EC 60870-5 Q)\\ [EC 50870-5 B MD = Moritor Direction
I Jcontrolled station* £ W\~ ,controlling station* / CD = Control Direction |
B ol option: dual mode
co 0x} |
e | —— — — o — — — — — — —— E——— —— — S— - —— —— — ——
T S .
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e o WAN R
Web- | e wr______ o —
services 4
‘ _’ =
IEC 80870 [EC B0870-5 £ IEC 81850
.controlling station* »controlled station* \ client
o, <
Control Center Remote device Client outside Substation

IEC

Figure 2 — Use case a) for a gateway device

Figure 2 describes use case a) using a subset of functions of the conceptual architecture.
The IEC 61850 client/GOOSE subscriber is used to update the Pl with process data made
available by the IEDs.

The IEC 60870-5-101 or IEC 60870-5-104 controlled functionality makes use of the attributes
of CDCs in a defined way to build up ASDUs to communicate with control centers using WAN
communication based on IEC 60870-5-101 or IEC 60870-5-104 (including redundant
connections).
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Use case b) for a gateway device
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Figure 3 — Usé’case b) for a gateway device

re 3 describes use case b)‘using an extended subset of functions of the concep
itecture.

IEC 61850 client/GOOSE subscriber is used to update the Pl with process data m

IEC 61850.proxy is used to retrieve the data model for IEC 61850 clients inside
station (fof example HMI).

IEG60870-5-101 or IEC 60870-5-104 controlled functionality makes use of the attrib
up ASDUs to communicate with control centers using V|

IEC

tual

ade

the

tes
VAN

com

connections).

Jant


https://iecnorm.com/api/?name=6a76151b334185e5e1f72547501a0513

-16 - IEC TS 61850-80-1:2016 © IEC 2016

514 Use case c) for a gateway device

I GOOSE [EC 61850 : |EC 61850 GOOSE
| publ./subscr, server IED's server publ./subscr,

A

0 ] IEC 61850 station bus

Substation |

IEC
ava

| image
B |

T GRGEEEE T L N — i
v :

Gateway IEC 61850 GOOSE

Devi client ubl./subser, |EC_61%®

evice client publ/suhscr
e
Process IEC 61850 HMI
serveriproxy
Defined in TS

Standard direction:
WD = Monitor Direction
S0 = Control Direction

IEC G0&70-5
.controlled station*

option: dual mode
co

Web-
services

IEC 60870-5 |EC B0870- X : ..I.é\.i F1?RI '
controlled 0’- client '
Control Center Remote.device Client outside Substation Ec
Figure 4 — Use case c) for a gateway device
Figyre 4 describes use case c) using' nearly all functions of the conceptual architecture. [The
61850 client/GOOSE subsctiber is used to update the Pl with process data made
{lable by the IEDs.
The|lIEC 61850 server is used to:
Make process data’coming from remote devices available for IEDs inside the substation;
etrieve the data model for:
+ |EC 64850 clients inside substation (for example HMI);
+ existing control centers using IEC 60870-5-101 or IEC 60870-5-104 for WAN
communication by using additional services (for example SCL extensions or web

services).

The IEC 60870-5-101 or IEC 60870-5-104 controlled and controlling functionality makes use
of the attributes of CDCs in a defined way to build up ASDUs to communicate with control
centers or “devices on the WAN network” using WAN communication based on IEC 60870-5-

101

or IEC 60870-5-104 (including redundant connections).

The IEC 60870-5-101 or IEC 60870-5-104 controlling functionality inside the gateway device
is used to connect “devices on the WAN network” with IEC 60870-5-101 or IEC 60870-5-104

con

trolled functionality to the substation.

The gateway device can optionally act as a “mediator” between the substation and all
“‘devices on the WAN network®. When IEC 60870-5-101 or IEC 60870-5-104 “dual mode
functionality“ is used, the same ASDUs are used in the monitor and the control direction on

the

WAN.


https://iecnorm.com/api/?name=6a76151b334185e5e1f72547501a0513

IEC TS 61850-80-1:2016 © IEC 2016 -17 -

5.2

Conceptual architecture of an IED directly connected to a WAN (optional)
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Figure 5 — Conceptual architecture of an IED

re 5 shows the conceptual architecture of an IED which optionally may be conne

tions defined for a gateway deyvice as a part of a substation are also valid for the map

IED decouples the process information from the IEC 60870-5-101 or IEC 60870-5-
N via a process image (Pl). The advantage of this approach is that only services
rol model interaction need to be mapped.

Pl is organized according the data model of IEC 61850 (LDs, LNs, CDCs).

IEC 61850 server/proxy is used to:

akeprocess data coming from remote devices available for the process connected tg

IEC

cted
and
bing

104
for

the

ED:

o retrieve the data model for:
— |EC 61850 clients outside the substation (for example future control centers);
— existing control centers using IEC 60870-5-101 or IEC 60870-5-104 for WAN

communication by using additional services (for example SCL extensions or
services).

web

The IEC 60870-5-101 or IEC 60870-5-104 controlled and controlling functionality makes use
of the attributes of CDCs in a defined way to build up ASDUs to communicate with control
centers or “devices on the WAN network” using WAN communication based

IEC

60870-5-101 or IEC 60870-5-104.

on
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The IEC 60870-5-101 or IEC 60870-5-104 controlling functionality inside the IED is used to
connect “devices on the WAN network” with IEC 60870-5-101 or IEC 60870-5-104 controlled
functionality to the IED.

The IED can optionally act as a “mediator” between the IED and all “devices on the WAN
network®. When IEC 60870-5-101 or IEC 60870-5-104 “dual mode functionality” is used, the
same ASDUs are used in the monitor and the control direction on the WAN.

6 Mapping of a device-oriented information model to IEC 60870-5-104 or
IEC 60870-5-101

6.1 General

The| defined mapping for a device-oriented information model is based on using exidting
fungtionalities in IEC 60870-5-104 or IEC 60870-5-101 by using the

— ¢ommon address of ASDU (CASDU), and the
— information object address (I0OA)
to gccommodate the device model using LD (logical device)«and LN (logical node) [and

transfer of real-time information (data) using standardized ASDUs. The same is applicable for
the gervices and the basic application functions in IEC 60870-5-104 or IEC 60870-5-101.

6.2 Mapping of a device-oriented information model-reference

The| device-oriented information model (for example IEC 61850) shall be mapped to a
hierprchical structure. The conceptual mapping s, depicted in Figure 6. The device-oriented
infofmation model (for example IEC 61850) is-intended to be preserved when mapped to
IEC|60870-5-104 or IEC 60870-5-101. This eSpecially means that

— the server/proxy implements the hierarchical device-oriented information model of| for
bxample, IEC 61850 that can be retfieved by the services according to Clause 8;

— the client implements the device-oriented information model by configuration. That canf be
lone in different ways:

b by using the SCL fitey* specifying the implemented information model, mapping |and
addressing details.according to the rules in IEC 61850-6;

» by other configutation methods.

- lhe master/client) station ("controlling station") accesses the hierarchical device-oriepted
nformation «model of, for example, IEC 61850 through the services provided| by
EC 60870-5-104 or IEC 60870-5-101 to exchange real-time data.
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Figure 6 — Mapping architecture (conceptual)

6.3| Logical device class mapping

Thellogical device reference shall map toxthe common address of ASDU (CASDU).

The| CASDU may be structured or. unstructured. For example, the CASDU may identify| the
statlon ID and the logical device-instance ID. It is recommended to make an addrespging
sch¢me in order to have unique address for the specific station. For example, for small
statlons, one CASDU can perassigned for a station, all LD will then have the same CASDU.
For|a large station several CASDU can be used to identify each LD. The maximum number of
CASDU for one link is ©€5.534.

6.4 Logical nede‘class mapping

The|logical node instance ID and data attribute reference shall map to the information ohject
addfess (10OA).

All attributes of the LN class are implicitly defined and visible. The IOA may be structured or
unstructured. For both cases, a decimal approach for defining the TOA addresses is
recommended. The maximum number of IOA addresses per CASDU is 65 536.

7 Mapping of the common data classes (CDC)

7.1 List of CDC, type Identifications and corresponding mappings for IEC 61850

Each common data class consists of one or more data attributes of a specific data type. Each
data attribute shall be mapped to one specific IOA (as in 6.4). In IEC 60870-5-104 or
IEC 60870-5-101, each IOA is directly related to a specific ASDU type (with or without time).
Therefore, the CDC is basically mapped as in Table 1.

The mapping shown in Table 1 shall be considered as a default mapping — carefully selected
out of a variety of mapping possibilities.
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The requirements for the mapping of LD,LN onto CASDU,IOA can vary in different fields of
application. The most suitable way of mapping should be defined on a utility or project basis
depending on the specific needs. CASDU and IOA in IEC 60870-5-101 or IEC 60870-5-104
are just numbers which have to be unique within one Utility/project.

Table 1 — Mapping structure CDC onto ASDU type

CDCs defined in IEC 61850-7-3:2003

CDC (Attribute data types)

ASDU type

SPS Single point status

monitor direction (status):
T1<30> as event

Tl<1> as part of Gl

DP

B Double point status

monitor direction (status):
TI<31> as event
TI<3> as part of Gl

INY Integer status

monitor direction (status):
T1<35> or Tl <33> or Tl <30> as event
TI<11> or TI<7> or Tl <1> as part.of Gl

AC

I Protection activation information

monitor direction (status):
TI<39> as event or
T1<30> as event

Tl<1> as part of Gl

AC

D Directional protection activation Information

monitor direction (status):
TI<40> as event or
TI<30> as event

Tl<1> as part of ‘Gl

SE

C Security violation counting

monitor direction (status):
TI<37>{as event or as part of Cl

BC

R Binary counter reading

monitordirection (status):
TIL37>" as event or as part of Cl

MV

Measured value

monitor direction (status):
TI<36> or TI<35> as event
TI<13> or Tl<11> as part of Gl

CM

V Complex measured value

monitor direction (status):
T1<36> or TI<35> as event
TI<13> or TI<k11> as part of Gl

WY[E Phase to ground related measured values in a
thrge phase system

monitor direction (status):

via CMV to

T1<36> or TI<35> as event
Tl<13> or TI<11> as part of Gl

DE

L Phase to phase related measured values in a

thrge phase system

monitor direction (status):

via CMV to

TI<36> or TI<35> as event
TI<13> or TI<11> as part of Gl

SEQ Sequence monitor direction (status):
via CMV to
T1<36> or TI<35> as event
TI<13> or TI<11> as part of Gl
HM)V Harmariic yvalue monitor direction (status):

according IEC 61850-7-3:2003
TI<36> as event
TI<13> as part of Gl

accordinalEC 648507 .2-2010

J
via CMV
TI<36> or Tl<35> as event
TI<13> or TI<11> as part of Gl

HWYE Harmonic value for WYE

monitor direction (status):
according IEC 61850-7-3:2003
similar as HMV (Ed.1) to
TI<36> as event

TI<13> as part of Gl
according IEC 61850-7-3:2010
similar as HMV (Ed.2) to
TI<36> or TI<35> as event
TI<13> or Tl<11> as part of Gl
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ASDU type

HDEL Harmonic value for DEL

monitor direction (status):
according IEC 61850-7-3:2003
similar as HMV (Ed.1) to
TI<36> as event

Tl<13> as part of Gl
according IEC 61850-7-3:2010
similar as HMV (Ed.2) to
T1<36> or TI<35> as event
T1<13> or TIk11> as part of Gl

SPC _Controllable single point

monitor direction (status):

T1<30> as event

Tl<1> as part of Gl

control direction (command):

Tl<45> (without time tag) or TI<58> (with time’tag)

DPE Controllable double point

monitor direction (status):

Tl<31> as event

TI<3> as part of Gl

control direction (command):

Tl<46> (without time tag) or TI<59> (with time tag)

INQ Controllable integer status

monitor direction (status);

T1<35> as event

TI<11> as part of Gl

control direction (command):

TI<49> (withouttime tag) or TI<62> (with time tag)

BSC Binary controlled step position information

monitor direction (status):

T1<32> as event

Tl<5> ag part of Gl

controldirection (command):

Tl<47> (without time tag) or TI<60> (with time tag)

1SQ Integer-controlled step position information

mounitor direction (status):

TI<32> as event

Tl<5> as part of Gl

control direction (setpoint):

T1<49> (without time tag) or TI<62> (with time tag)

APC Controllable analogue set point information

monitor direction (status):

TI<36> as event

TI<13> as part of Gl

control direction (command):

T1<50>(without time tag) or TI<63> (with time tag)

SPG Single point setting

control direction (command):
T1<45> (without time tag) or TI<58> (with time tag)

ING Integer status setting

control direction (setpoint):
T1<49> (without time tag) or TI<62> (with time tag)

ASG Analogue setting

control direction (setpoint):
T1<50> (without time tag) or TI<63> (with time tag)

C (Attribute data types)

ASDU type

STY Status value

Mapped via
CDC INS Integer status

SPV-Sttpointvatue

Mappedvia

CDC APC Controllable analogue set point information

ALM Alarm

Mapped via
CDC INS Integer status for Data Attribute actVal

CDC SPC Controllable single point for Data Attribute

almAck
CMD Command Mapped via

CDC INC Controllable integer status
CTE Event counting Mapped via

CDC INS Integer status
for DataAttribute actCtVal
CDC SPC Controllable single point
for DataAttribute manRs
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Additional CDCs defined in IEC 61400-25-2

CDC (Attribute data types)

ASDU type

TMS State timing

Mapped via

CDC SPC Controllable single point
for DataAttribute manRs

CDC INS Integer status
for DataAttribute actTmVal and
for DataAttribute oldTmVal

Tl:= Type ldentification

Gl:= General Interrogation or station interrogation
ASDU TI<100>

Cl:¥ Counter interrogation ASDU TI<101>

Common data classes CURVE, DPL, LPL ,CSD and SAV from IEC 61850-7-3:2003 and

(former ASS) from IEC 61400-25-4 cannot be mapped to ASDUs of IEG)60870-5-104

IEC|60870-5-101.

AST
| or

Additional CDCs defined in IEC 61850-7-3:2010 G\'\U

CDC (Attribute data types)

_ASDU type

ENP Enumerated status

monitor direction (status):
T1<35> or Tl <30>
Tl<11> or TI<i>4as part of Gl

HST Histogramm

monitor direction (status):
TI<35> or T+<33>
Tl<11>0r TI<7> as part of Gl

ENC Controllable enumerated status

monitor'direction (status):

TI<35> or Tl <30>

TI<11> or TI<1> as part of Gl

control direction (command):

Tl<49> (without time tag) or TI<62> (with time tag)
or

TI<45> (without time tag) or TI<58> (with time tag)

ENG Enumerated status setting

control direction (setpoint):

T1<49> (without time tag) or TI<62> (with time tag)
or

T1<45> (without time tag) or TI<58> (with time tag)

BAC Binary controlled analog process value

monitor direction (status):

T1<36> as event

TI<13> as part of Gl

control direction (command):

TI<47> (without time tag) or TI<60> (with time tag)

CS{ Curve shape setting

control direction (setpoint):
T1<50> (without time tag) or TI<63> (with time tag)

Tl:3 Type ldentification

Gl:¥ General Interrogation or station interrogation
ASBU TI <100>

Cl: +—Counterinterrogation-ASDUTl<104
. o

The Common data classes VSS, ORG, TSG, CUG and VSG from IEC 61850-7-3:2010 cannot
be mapped to ASDUs of IEC 60870-5-104 or IEC 60870-5-101.

The mapping of all CDC’s defined for service tracking in IEC 61850-7-2:2010 - CTS, BTS,
UTS, LTS, GTS, MTS, NTS, and STS - cannot be mapped to IEC 60870-5-101 or IEC 60870-

5-104.

NOTE The mappings shown include the timestamp and are applicable for the monitor information if sent as an
event. If the information is sent as part of Gl (general interrogation/station interrogation) or CI (counter
interrogation), the complete mapping is applicable, apart from the timestamp. All Gl and CI data is sent excluding a

timestamp.
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7.2 CDC single point status (SPS)

The data attributes of the common data class SPS depicted in Table 2 shall be mapped as
shown in Table 3.

Table 2 — CDC: Single point status (SPS)

SPS class
Attribute name Attribute type | FC | TrgOp ‘ Explanation and value / range M/O
DataName Inherited from data class (see IEC 61850-7-2)

Dath attribute

Stafus

stVal BOOLEAN ST dchg TRUE | FALSE M
q Quality ST qchg Quality M
t TimeStamp ST Time value M

Thel|signal [stVal + q + t] shall map to the ASDU TI<30> "Single point information with time tag
CP36Time2a" as specified in Table 3.

Table 3 — CDC: Single point status (SPS) mapping

CD(g class IEC 60870-5-101 or IEC 60870-5-104 mapping

SPY T1<30>

Attribute name |Attribute type information |IEC60870-5-104 or IEC 60870-5-101 object group
element mapping

stVal BOOLEAN SiQ SPI: <0> OFF = FALSE

<1> ON = TRUE

q Quality validity -> IV
good | invalid -> valid | invalid
questionable -> NT
source -> SB
substituted -> substituted
operatorBlocked -> BL

blocked -> blocked

t TimeStamp CP56Time2a Seven octet binary time, CP56Time2a — Time of
occurrence of dchg or qchg

7.3 CDC double point status (DPS)

The data attributes of the common data class DPS depicted in Table 4 shall be mapped as
shown in Table 5.
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Table 4 — CDC: Double point status (DPS)

DPS class
Attribute name Attribute type ‘ FC ‘ TrgOp ‘ Explanation and value / Range M/O
DataName Inherited from data class (see IEC 61850-7-2)

DataAttribute

status

stVal CODED ENUM ST dchg intermediate state | off | on |bad M
state

q Quality ST qchg Quality M

t TimeStamp ST Time M

The|signals [stVal + g + t ] shall map to the ASDU TI<31> "Double point infofpation with {ime
tag CP56Time2a" as specified in Table 5.

Table 5 — CDC: Double point status (DPS) mapping

CD(Q class IEC 60870-5-101 or IEC 60870-5-104 mapping

DP{ TI<31>

Attrijbute name |Attribute type Information IEC 60870-5-104 or IEC 60870-5-101 object group
element mapping

stVal CODED ENUM DIQ DPI

<0x.intermediate state = intermediate-state
£ determined state OFF = OFF
<2> determined state ON = ON

<3> indeterminate = bad.state

q Quality validity -> IV
good | invalid -> valid | invalid
questionable -> NT

source -> SB
substituted -> substituted

operatorBlocked -> BL
blocked -> blocked

t TimeStamp Seven octet binary time, CP56Time2a — Time of
occurrence of dchg or qchg

7.4 .°€DC integer status (INS)

The DataAttributes of the common data class INS depicted in Table 6 shall be mapped as
shown in Table 7.
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Table 6 — CDC: Integer status (INS)

INS class
Attribute name Attribute type | FC | TrgOp ‘ Explanation and value / Range M/O
DataName Inherited from data class (see IEC 61850-7-2)

DataAttribute

status

stval INT32 ST gﬁgg' M
q Quality ST qchg Quality M
t TimeStamp ST Time M
configuration, description and extension

unith ‘ Unit ‘ CF ‘ dchg ‘ See Annex A of IEC 61850-7-3:2040 a

The
withi
CP§

For
(IEQ

exigting control center systems, the signals [stVal + g t} shall map to ASDU TI<30> "Si

poirn

The

usefl if the value range for the default mapping to ASDU TI<35> (scaled value) is

suff

In I1EC 61850-7-3:2010 the configuration-attribute “units” of type “Unit” was added to the (
The TrgOp of the attribute “units™ was defined as “dchg”. Furthermore the TrgOp “dupd”

INS
was|

The
opti

That means that optionally the attribute “units.multiplier”, which might have an influence

the
valu

signals [stVal + q + t] shall map to either ASDU TI<35> "Measured’value, scaled v
time tag CP56Time2a" or optionally ASDU TI<33> "Bitstring 6f 32 bits with time
6Time2a" as specified in Table 7.

the special use case that the attribute EEHealth of adogical node with the CDC

t information with time tag CP56Time2a".

mapping of CDC INS to ASDU TI<33> (binary state information) is optional. It may

cient.

added for the attribute “stVal’!

type “Unit” consists ef\two attributes — “SlIUnit” (as mandatory) and “multiplier”
bnal), both of type ENUMERATED.

mapping of thewalue of stVal, can be mapped to ASDU TI<35> "Measured value, sc
e with timetag CP56Time2a".

alue
tag

INS

61850-7-4:2003) has to be mapped onto one single‘status to meet the requirements of

hgle

be
not

LDC

(as

on
hled
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Table 7 — CDC: Integer status (INS) mapping

CDC class IEC 60870-5-101 or IEC 60870-5-104 mapping
INS Tl <35>
Attribute name |Attribute type Information IEC 60870-5-104 or IEC 60870-5-101 object group
element mapping
stval INT32 SVA = Scaled value |SVA  116<-2'5..+215.1>
O maponO

Valid range for INT32 is <-2'5 .. +215.1>

q Quality QDS = Quality validity -> IV
descriptor
good | invalid -> valid |invalid

questionable -> NT
detailQual -> OV

overflow -> overflow
source -> SB

substituted -> substituted
operatorBlocked -> Bt

blocked.-> blocked

t TimeStamp CP56Time2a Seven octet Binary time, CP56Time2a — Time of
occurrenceof'dchg, qchg or dupd

CD(g class IEC 60870-5-101 or IEC 60870-5-104 mapping

INS T1<33>

Attribute name |Attribute type Information IEC 60870-5-104 or IEC 60870-5-101 object grolip
element mapping

stVal INT32 BSI = Binary.staté [BSl:= 32BS1[1..32]<0,1>
information

q Quality QDS = Quality validity -> IV
descriptor

good | invalid -> valid |invalid

questionable -> NT
detailQual -> OV

overflow -> overflow
source -> SB

substituted -> substituted
operatorBlocked -> BL

blocked -> blocked

t TimeStamp CP56Time2a Seven octet binary time, CP56Time2a — Time of
occurrence of dchg, qchg or dupd
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CDC class IEC 60870-5-101 or IEC 60870-5-104 mapping

INS T1<30>

Attribute nme |Attribute type Information IEC 60870-5-104 or IEC 60870-5-101 object group
element mapping

stVal INT32 SiQ stVal:= <1> ok -> SPl:=<0> OFF = FALSE

stVal:= <3> Alarm -> SPI:= <1> ON = TRUE

q Quality validity -> IV

good | invalid -> valid | invalid

questionable -> NT
source -> SB

substituted -> substituted
operatorBlocked -> BL

blocked -> blocked

t TimeStamp CP56Time2a Seven octet binary time, CR56Time2a — Time of
occurrence of dchg, qchgor dupd

7.5 CDC protection activated information (ACT)

The| data attributes of the common data class ACT depicted in Table 8 shall be mapped as
shown in Table 9.

Table 8 — CDC: Protection activated information (ACT)

ACT class
Attrfibute name Attribute type | FC | TrgOp ‘ Explanation and value / Range M/0
Datg@Name Inherited from data class\(see IEC 61850-7-2)

DataAttribute

statys

gengral BOOLEAN ST dchg TRUE | FALSE M
phsA BOOLEAN ST dchg TRUE | FALSE (e
phsB BOQLEAN ST dchg TRUE | FALSE g
phsC BOOLEAN ST dchg TRUE | FALSE (e
neu BOOLEAN ST dchg TRUE | FALSE g
q Quality ST qchg Quality M
t TimeStamp ST Time value M

The signals [general + phsA + phsB + phsC + neut + q + t] shall map to the ASDU TI<39>
"Packed start events of protection equipment with time tag CP56Time2a" or multiple ASDUs
TI<30> "Single point information with time tag CP56time 2a” as specified in Table 9.


https://iecnorm.com/api/?name=6a76151b334185e5e1f72547501a0513

- 28 - IEC TS 61850-80-1:2016 © IEC 2016

Table 9 — CDC: Protection activated information (ACT) mapping

a) Mapping to ASDU Tl <39>

CDC class IEC 60870-5-101 or IEC 60870-5-104 mapping

ACT TI1<39>

Attribute name |Attribute type Information IEC 60870-5-104 or IEC 60870-5-101 object group
element mapping

general BOOLEAN SPE GS = general start of operation:= BS1[1]<0..1>

FALSE = <0>:= no general start of operation
TRUE = <1>:= general start of operation

phsA BOOLEAN SPE SL1 = start of operation phase L1:= BS1[2]<0..1>
FALSE = <0>:= no start of operation L1
TRUE = <1>:= start of operation L1

phsH BOOLEAN SPE SL2 = start of operation phase L2:= BS1[3]<0..1>
FALSE = <0>:= no start of operation L2
TRUE = <1>:= start of operation L2

phs( BOOLEAN SPE SL3 = start of operation phase &3:7 BS1[4]<0..1>
FALSE = <0>:= no start of operation L3
TRUE = <1>:= start of operation L3

neut BOOLEAN SPE SIE = start of operatiofi\JE“(earth current)
FALSE = <0>:= no start of operation |IE
TRUE = <1>:= stdrt of operation IE

q Quality QDP validity -> IV
good | invalid -> valid | invalid
Qquestionable -> NT
El\not used:= set to zero .= elapsed time valid
source -> SB
substituted -> substituted
operatorBlocked -> BL
blocked -> blocked

t TimeStamp CP56Time2a Seven octet binary time, CP56Time2a — Time of
occurrenceof dchg or qchgt
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b) Mapping to ASDU TI<30>

CDC class IEC 60870-5-101 or IEC 60870-5-104 mapping
ACT T1<30>
Attribute name |Attribute type Information IEC 60870-5-104 or IEC 60870-5-101 object group
element mapping
general BOOLEAN SIQ SPI
<0> OFF = FALSE
<1> ON = TRUE
phs BOOHEAN Sta SP4
<0> OFF = FALSE
<1> ON = TRUE
phsH BOOLEAN SIQ SPI
<0> OFF = FALSE
<1> ON = TRUE
phs( BOOLEAN SIQ SPI
<0> OFF = FALSE
<1> ON = TRUE
neuf BOOLEAN SIQ SPI
<0> OFF = FALSE
<1> ON = TRUE
q Quality SiQ validity -> IV
goodiyhinvalid -> valid | invalid
questionable -> NT
source -> SB
substituted -> substituted
operatorBlocked -> BL
blocked -> blocked
t TimeStamp CP56Timeé2a Seven octet binary time, CP56Time2a — Time of
occurrence of dchg or qchg
Each attribute maps to(one ASDU TI<30> "Single point information with time |tag
CP{6Time2a" as specified in Table 3 using consecutive indices:
IOA|Nn := general
IOAIn+1 := phsA (Optional)
IOAIn+2 := phsB (Optional)
IOAIn+3 =phsC (Optional)
IOA[n#4:= neut (Optional)
7.6 CDC directional protection activation information (ACD)

The data attributes of the common data class ACD depicted in Table 10 shall be mapped as
shown in Table 11.
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Table 10 — CDC: Protection activated information (ACD)

ACD class

Attribute name Attribute type ‘ FC ‘ TrgOp ‘ Explanation and value / Range M/O
DataName Inherited from Data Class (see IEC 61850-7-2)

DataAttribute

status

general BOOLEAN ST dchg | TRUE | FALSE M
dirGeneral ENUMERATED ST dchg unknown| forward | backward | both M

phsA BOOLEAN ST dchg | TRUE | FALSE GCHYP(1)
dirPhsA ENUMERATED ST dchg unknown | forward | backward GC_Pp(1)
phsB BOOLEAN ST dchg | TRUE | FALSE GC_P(2)
dirPhsB ENUMERATED ST dchg unknown | forward | backward GC_Pp(2)
phsC BOOLEAN ST dchg | TRUE | FALSE GC_P(3)
dirPhsC ENUMERATED ST dchg unknown | forward | backward GC_P(3)
neu BOOLEAN ST dchg | TRUE | FALSE GC_p(4)
dirNeut ENUMERATED ST dchg unknown | forward j\backward GC_Pp(4)
q Quality ST qchg Quality M

t TimeStamp ST Time value M

The| signals [general + phsA + phsB + phsC + neut + q + t] shall map to the ASDU TI

"Pa¢ked output circuit information of protection~equipment with time tag CP56Time2a
multiple ASDUs TI<30> "Single point information with time tag CP56time 2a as specifie

Tabje 11.

40>
or
d in
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Table 11 — CDC: Directional protection activated information (ACD) mapping

Without using directional attribute

CDC class IEC 60870-5-101 or IEC 60870-5-104 mapping
ACD Tl<40>
Attribute name |Attribute type Information IEC 60870-5-104 or IEC 60870-5-101 object group
element mapping
general BOOLEAN OCl GC = general command to output circuit:= BS1[1]<0..1>
FALSE = <0>:= no general command to output circuit
TRUE = <1>:= general command to output circuit
phsA BOOLEAN OCl CL1 = command to output circuit phase L1:= BS1[2]<0:|1>
FALSE = <0>:= no command to output circuit phase“L1
TRUE = <1>:= command to output circuit phasée)L4
phsH BOOLEAN OClI CL2 = command to output circuit phase L2:= BS1[3]<0.}1>
FALSE = <0>:= no command to output gircuit phase L2
TRUE = <1>:= command to output circuit-phase L2
phs( BOOLEAN OCl CL3 = command to output circuitrphase L3:= BS1[4]<0.{1>
FALSE = <0>:= no command to"output circuit phase L3
TRUE = <1>:= command to output circuit phase L3
q Quality QDP validity -> IV
good | invalid s> valid | invalid
questionable -> NT
El not used:= séef'to zero:= elapsed time valid
source ->SB
substituted -> substituted
operatorBlocked -> BL
blocked -> blocked
t TimeStamp CP56Time2a Seven octet binary time, CP56Time2a — Time of

occurrence of dchg or qchg
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Use of directional attribute
CDC class IEC 60870-5-101 or IEC 60870-5-104 mapping
ACD TI<30>
Attribute name |Attribute type Information IEC 60870-5-104 or IEC 60870-5-101 object group
element mapping
general BOOLEAN SIQ SPI
<0> OFF:= FALSE
<1> ON:= TRUE
phs/ BOOLEAN SHQ Sk
<0> OFF:= FALSE
<1> ON:= TRUE
phsH BOOLEAN SIQ SPI
<0> OFF:= FALSE
<1> ON:= TRUE
phs( BOOLEAN SIQ SPI
<0> OFF:= FALSE
<1> ON:= TRUE
neut BOOLEAN SIQ SPI
<0> OFF:= FALSE
<1> ON:= TRUE
q Quality SIQ validity -> IV
good |jnvalid -> valid | invalid
questionable -> NT
source~>\SB
substituted -> substituted
operatorBlocked -> BL
blocked -> blocked
t TimeStamp CP56Time2a Seven octet binary time, CP56Time2a — Time of
occurrence for object
Each value of direction attribute;maps to one ASDU TI<30> "Single point information with {ime
tag CP56Time2a" as specified'in Table 3 using consecutive indices:
IOA|Nn = general&-unknown
IOA[n+1 = general#+ forward
IOA[n+2 = general + backward
IOAIn+3  :=.general + both
IOA[n+4  /=phsA + unknown
IOAIn¥7Z  := phsB + unknown
IOA n+10 := phsC + unknown
IOA n+13 := neut + unknown
IOA n+15 := neut + backward
7.7 CDC Security violation counting (SEC)

The data attribute of the common data class SEC depicted in Table 12 shall be mapped as
shown in Table 13.
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Table 12 — CDC: Security violation counting (SEC)

SEC class
Attribute name Attribute type | FC | TrgOp ‘ Explanation and value / Range M/O
DataName Inherited from data class (see IEC 61850-7-2)
DataAttribute
Status
cnt INT32U ST dchg
t TimeStamp ST Time value M
The| signal [cnt + t] shall map to the ASDU TI<37> "Integrated totals with [time |tag
CP36Time2a" as specified in Table 13.
Table 13 — CDC: Security violation counting (SEC) mapping
CD(Q class IEC 60870-5-101 or IEC 60870-5-104 mapping
SEC TI<37>
Attrijbute name |Attribute type Information IEC 60870-5-104 or IEC 60870-5-101 object grpup
element mapping
cnt INT32U BCR Counter reading ... 132 <-231 . +231.1>
t TimeStamp Seven octet binary time, CP56Time2a — Time of
occurrence of dchg
BCR-[Isequence SQ:= sequence number = set to zero
notation CY:= carry = set to zero
CA:= counter was adjusted = set to zero
IV:= validity
good -> valid
7.8| CDC binary counter reading (BCR)
The| data attribute of the common data class BCR depicted in Table 14 shall be mapped as
shown in Table 15.
Table 14 — CDC: Binary counter reading (BCR)
BCFF class @0
Attllibute name Attribute type | FC | TrgOp ‘ Explanation and value / Range M/O
Datg@Name Inherited from Data Class (see IEC 61850-7-2)
DataAttribute
Status
actVal INT128 / INT64 ST dchg M
frval INT128 / INT64 ST dupd GC_2(1)
frTm TimeStamp ST Time value GC_2(1)
q Quality ST qchg Quality M
t TimeStamp ST Time value M

configuration, description and extension

units

Unit

‘CF ‘dchg ‘SeeAnneonfIEC 61850-7-3:2010 | O
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The signal [actVal + g + t] shall map to ASDU TI<37> "Integrated totals with time tag
CP56Time2a" with IOA n and the optional signal [frVal + frTm + g] shall map to ASDU TI<37>
"Integrated totals with time tag CP56Time2a" with IOA n+1 as specified in Table 15.

The type “Unit” consists of two attributes —

optional), both of type ENUMERATED.

“SlUnit” (as mandatory) and “multiplier” (as

Optionally the attribute “units.multiplier”, which might have an influence on the mapping of the
value of actVal or frVal, can be mapped to ASDU TI<35> "Measured value, scaled value with
time tag CP56Time2a".

Table 15 — CDC: Binary counter reading (BCR) mapping

CD(g class IEC 60870-5-101 or IEC 60870-5-104 mapping

BCR TI<37>

Attribute name |Attribute type Information IEC 60870-5-104 or IEC 6087045-101 object grpup
element mapping

notation

actVfal INT128 / INT64 BCR = Binary Counter|counter reading 132 ¢z:231..+231-1>
Reading
q Quality BCR-sequence SQ:= sequence number = set to zero
notation
CY:= carry/~, set to zero
CA:= counter'was adjusted = set to zero
IV:= validity
good -> valid
t TimeStamp CP56Time2a Seven octet binary time, CP56Time2a — Time of|
dccurrence of dchg or qchg
frva INT128 / INT64 BCR = Binary Codntér counter reading 132 <-231,_.+231.1>
Reading
frTm TimeStamp CP56Time2a Seven octet binary time, CP56Time2a — Time of
occurrence of dupd, dchg or qchg
q Quality BCR-sequence SQ:= sequence number = set to zero

CY:= carry = set to zero
CA:= counter was adjusted = set to zero
IV:= validity

good -> valid

In IEC 61850-7-3:2010 the attribute type of “actVal” and “frVal” have been changed to IN]
gateway or proxy shall take the least significant 31 bits plus sign extension of the v

The
for mapping

7.9
The

47

CDC:measured value (MV)

data attributes of the common data class MV depicted in Table 16 shall be mappe

[64.
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Table 16 — CDC: Measured value (MV)

MV class
Attribute name Attribute type | FC | TrgOp ‘ Explanation and value / Range M/O
DataName Inherited from data class (see IEC 61850-7-2)
DataAttribute
measured attributes
mag AnalogueValue MX dchg, dupd M
q Quality MX gchg Quality M
t TimeStamp MX Time value M
configuration, description and extension
db INT32U CF dchg 0 ... 100 000 0]
unitp Unit CF dchg See Annex A of O
IEC 61850-7-3:2010
sVQ ScaledValueConfig CF dchg AC_SdAV
The|signal [mag + g + t] shall map to the either ASDU TI<36> "Measured value, short flogting
poirlt value with time tage CP56time2a" or ASDU <35> "Measured value, scaled value with
timg tag CP56time2a" as specified in Table 17.
NOTE In IEC 61850-7-3:2010 the trigger option “dupd” was added for the data attribute “mag” and the tr[gger
optign “dchg” was added for the data attribute “db”.
The| type “Unit” consists of two attributes — “SIUnit” (as mandatory) and “multiplier’| (as
optipnal), both of type ENUMERATED.
The| type “ScaledValueConfig” consists.of two attributes — “scaleFactor” and “offset”, both
marjdatory and of type FLOAT32.
Table 17 - €DC: Measured value (MV) mapping
CD( class IEC 60870-5-101 or IEC 60870-5-104 mapping
MV TI<36> or T1<35>
Attribute |Attribute type |DAComponent |Information IEC 60870-5-104 or IEC 60870-5-101 object
na element group mapping
a) mag |AnalogyeValue |mag.f IEEE STD 754 R32.23{Fraction,Exponent,Sign}
FLOAT32
b) mag |AnalogueValue |mag.i SVA 116<-215. +215.1>
INT32
OmaponO
Valid range for INT32 is <-215 ... +215]1>
q Quality QDS validity -> IV
good | invalid -> valid | invalid
questionable -> NT
detailQual -> OV
overflow -> overflow
source -> SB
substituted -> substituted
operatorBlocked -> BL
blocked -> blocked
t TimeStamp CP56Time2a Seven octet binary time, CP56Time2a — Time of
occurrence of dchg or qchg
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Either a) or b) shall be mapped.

Optionally the attribute “units.multiplier”, which might have an influence on the mapping of the
value of mag, can be mapped to ASDU TI<35> "Measured value, scaled value with time tag
CP56Time2a.

Optionally “sVC.scaleFactor” and “sVC.offset” which also might have an influence on the
mapping of the value of mag, can be mapped to ASDU TI<36>"Measured value, short floating
point value with time tag CP56Time2a”.

The[optional configuration atfribute "db™ can be optionally set by ASDU TI<TT1> "Parametiégr of
megsured value, scaled value" or ASDU TI<112> "Parameter of measured valué, “short
floating point value" as described in Clause 8.

If refquired, this parameter can be reported as part of an interrogation response.

7.1Q CDC complex measured value (CMV)

The|data attributes of the common data class CMV depicted in Table18 shall be mapped as
shown in Table 19.

Table 18 — CDC: Complex measured. value (CMV)

)
CMY class Ve Q)
Attribute Attribute type FC TrgOp Value/Value range M/O/C
nanje

DataName Inherited from data class (see IEC 61850¢7-2)
DatpAttribute

medsured attributes

cVa Vector MX dchg, dupd M
q Quality MX gchg M
t TimeStamp MX M

configuration, description and extehsion

db INT32U CF dchg 0 ... 100 000 O
unitp Unit CF dchg See Annex A of O
IEC 61850-7-3:2010
madSVC ScaledValueConfig CF dchg AC_SCAV
angpBVC ScaledValueConfig CF dchg AC_SCAV
The| type “Unit” consists of two attributes — “SIUnit” (as mandatory) and “multiplier”| (as

optional), both of type ENUMERATED.

The type “ScaledValueConfig” consists of two attributes — “scaleFactor” and “offset”, both
mandatory and of type FLOAT32.

NOTE In IEC 61850-7-3:2010 the trigger option “dupd” was added for the data attribute “cVal’and the trigger
option “dchg” was added for the data attribute “db”.

Table 19 defines the mapping for data attributes of common data class CMV. The data
attributes [cVal + q + t] shall map to IEC 60870-5-104 or IEC 60870-5-101 ASDU TI<36>
"Measured value, short floating point value with time tag CP56Time2a" or ASDU TI<35>
"Measured value, scaled value with time tag CP56Time2a".
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Table 19 — CDC: Complex measured value (CMV) mapping

CDC class IEC 60870-5-101 or IEC 60870-5-104 mapping
CMV T1<36> or TI<35>
Attribute |Attribute type |[DAComponent |Information IEC 60870-5-104 or IEC 60870-5-101 object
name element group mapping
a) cVal Vector cVal.mag.f IEEE STD 754 R32.23{Fraction,Exponent,Sign}
FLOAT32
b) cVal Vector cVal.mag.i SVA 116<-215 +215.1>
INT32

U TTTdpP OITU

Valid range for INT32 is <-2'° ....+2'0=1

q Quality QDS validity -> IV
good | invalid -> valid | invalid

questionable -> NT

detailQual -> OV
overflow -> overflow

source -> SB
substituted--> substituted

operatorBlocked -> BL
blocked -> blocked

t TimeStamp CP56Time2a Seven octet binary time, CP56Time2a — Time ¢f
occurrence for object
a) cYal Vector cVal.ang.f IEEE STD 754 R82.23{Fraction,Exponent,Sign}
FLOAT32
b) cYal Vector cVal.ang.i SVA 116<-215..+215.1>
INT32
0O maponO
Valid range for INT32 is <-2"° ....+2"°-1
q Quality QDS validity -> IV

good | invalid -> valid | invalid
questionable -> NT

detailQual -> OV
overflow -> overflow

source -> SB
substituted -> substituted

operatorBlocked -> BL
blocked -> blocked

t TimeStamp CP56Time2a Seven octet binary time, CP56Time2a — Time off
occurrence of dchg or qchg

Either a) or b) shall be mapped in both cases.

If both attributes (mag and angle) have to be mapped, two consecutive IOA addresses is
recommended to be used.

IOA n := CMV.cVal.mag.f or CMV.cVal.mag.i

IOA n+1 := CMV.cVal.ang.f or CMV.cVal.ang.i

Optionally the attribute “units.multiplier”, which might have an influence on the mapping of the

value of cVal, can be mapped to ASDU TI<35> "Measured value, scaled value with time tag
CP56Time2a.

Optionally “magSVC.scaleFactor”, “magSCV.offset” and/or “angSVC.scaleFactor”,
“angSVC.offset” which also might have an influence on the mapping of the value of cVal, can
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be mapped to ASDU TI<36>"Measured value, short floating point value with time tag
CP56Time2a”.

The optional configuration attribute "db" can be optionally set by ASDU TIl<111> "Parameter of
measured value, scaled value" or ASDU TI<112> "Parameter of measured value, short
floating point value" as described in Clause 8.

7.11 CDC Phase to ground related measured values of a three-phase system (WYE)

The data attrlbutes of the common data class WYE depicted in Table 20 shall be mapped as

nnnnnnn 4 AORA-ER-A ata acc oo AL —t o
ol £ ik Al cl CAN\L K Tabl 10
mu I'JIU |||a|J|J|||\dc ottt oM o—aata—orasSS—ovrv—aS—SAowHr—H—raore—o-

Table 20 — CDC: Phase to ground related measured values
of a three-phase system (WYE)

WYE class

Attribute Attribute type FC TrgOp | Value/Value range M/O/C
nanje

DatgName Inherited from Data Class (see IEC 61850-7-2)

Data

phsA CMV GC_1
phsB CMV GC_1
phsC CMV GC_1
neu CMvV GC_1
net CcMV GC_1
res CMV GC_1

Each present data attribute (of common data class CMV) shall map to the ASDU TI{36>
"MeEsured value, short floating point value with time tag CP56Time2a" or ASDU TIq35>
"Mepsured value, scaled value with’time tag CP56Time2a". Six ASDUs of TI<36> or TI<3§> is
recgmmended to be used with consecutive IOA indices:

IOAINn = CMV phsA.cVal:mag.f or CMV phsA.cVal.mag.i
IOAIn+1 := CMV phsBseVal.mag.f or CMV phsB.cVal.mag.i
IOA|n+2 := CMV phsC.cVal.mag.f or CMV phsC.cVal.mag.i
IOA[n+3 := CMV-neut.cVal.mag.f or CMV neut.cVal.mag.i
IOA|n+4 := CMV net.cVal.mag.f or CMV net.cVal.mag.i
IOAIn+5= CMV res.cVal.mag.f or CMV res.cVal.mag.i

Thelamount of used 10A addresses is dependent on the presence of the data afiributels of

CDC WYE. If all data attributes are present six IOA adresses are needed as shown in the
example.

If both attributes (mag and angle) of every present data attribute of type CMV have to be
mapped, two consecutive IOA addresses should be used for each present data attribute.

IOA N = CMV phsA.cVal.mag.f or CMV phsA.cVal.mag.i
IOA n+1 := CMV phsA.cVal.ang.f or CMV phsA.cVal.ang.i
IOA n+2 := CMV phsB.cVal.mag.f or CMV phsB.cVal.mag.i
IOA n+3 := CMV phsB.cVal.ang.f or CMV phsB.cVal.ang.i
IOA n+4 := CMV phsC.cVal.mag.f or CMV phsC.cVal.mag.i
IOA n+5 := CMV phsC.cVal.ang.f or CMV phsC.cVal.ang.i
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IOA n+6
IOA n+7
IOA n+8
IOA n+9

IOA n+10 :
IOA n+11 :

CMV neut.cVal.mag.f or CMV neut.cVal.mag.i
CMV neut.cVal.ang.f or CMV neut.cVal.ang.i
CMV net.cVal.mag.f or CMV net.cVal.mag.i
CMV net.cVal.ang.f or CMV net.cVal.ang.i
CMV res.cVal.mag.f or CMV res.cVal.mag.i
CMV res.cVal.ang.f or CMV res.cVal.ang.f

The amount of used IOA addresses is dependent on the presence of the data attributes of
CDC WYE. If all data attributes are present twelve IOA adresses are needed as shown in the

example.
The|mapping of common data class CMV is shown in detail in Table 19.
The| conditional GC_1 means that at least one of the attributes shall be present for a g|ven
instance of the DataObject.
7.12 CDC phase to phase measured values of a three phase system-{DEL)
The| data attributes of the common data class DEL depicted in Table 21 shall be mapped as
muliiple mappings of the common data class CMV as shown in_Table 19.
Table 21 — CDC: Phase to phase measured values of a'three phase system (DEL)
DELU class
Attribute Attribute type FC TrgOp | Valuei¥alue range M/O/C
name
DataName Inherited from data class (see IEC 61850-7-2)
Data
phshB CMV GC_1
phsBC CMV GC_1
phsCA CcMV GC_1
Each data present attribute (of common data class CMV) shall map to the ASDU TI436>
"Mepsured value, shert® floating point value with time tag CP56Time2a" or ASDU TIq435>
"Mepsured value, scaled value with time tag CP56Time2a". Three ASDUs of TI<36> or TI435>
is rgcommended‘to-be used with consecutive IOA indices:
IOA[n 7 €MV phsAB.cVal.mag.f or CMV phsAB.cVal.mag.i
IOA|n+1~ 3= CMV phsBC.cVal.mag.f or CMV phsBC.cVal.mag.i
IOAIn¥2 := CMV phsCA.cVal.mag.f or CMV phsCA.cVal.mag.i

The amount of used IOA addresses is dependent on the presence of the data attributes of
CDC DEL. If all data attributes are present three IOA adresses are needed as shown in the
example.

If both attributes (mag and angle) of every present data attribute of attribute type CMV have
to be mapped, two consecutive IOA addresses have to be used for each present data
attribute. In that case, six ASDUs of TI<36> is recommended to be used with consecutive IOA
indices:

IOA
IOA
I0OA

n
n+1
n+2

CMV phsAB.cVal.mag.f or CMV phsAB.cVal.mag.i
CMV phsAB.cVal.ang.f or CMV phsAB.cVal.ang.i
CMV phsBC.cVal.mag.f or CMV phsBC.cVal.mag.i
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IOA n+3 := CMV phsBC.cVal.ang.f or CMV phsBC.cVal.ang.i
IOA n+4 := CMV phsCA.cVal.mag.f or CMV phsCA.cVal.mag.i
IOA n+5 := CMV phsCA.cVal.ang.f or CMV phsCA.cVal.ang.i

The amount of used IOA addresses is dependent on the presence of the data attributes of
CDC DEL. If all data attributes are present six IOA adresses are needed as shown in the

exa

mple.

The mapping of common data class CMV is shown in detail in Table 19.

The

inst

hnce of the DataObject.

7.13 CDC sequence (SEQ)

conditional GC_1 means that at least one of the attributes shall be present for azg|ven

The| data attributes of the common data class SEQ depicted in Table 22 shalbbe mapped as
multiple mappings of the common data class CMV as shown in Table 19.
Table 22 — CDC: Sequence (SEQ)
SEQ class
Attribute Attribute type FC TrgOp | Value/Value range M/O/C
name
DataName Inherited from data class (see IEC 61850-7-2)
Datg
ct CMV M
c2 CMV M
c3 CMV M

Each data attribute (of common data class CMV) shall map to the ASDU TI<36> "Meas
valye, short floating point value ‘with time tag CP56Time2a" or ASDU TI<35> "Meas

valu

recqmmended to be used with' consecutive IOA indices:

I

e, scaled value with timetag CP56Time2a". Three ASDUs of TI<36> or TI<35p is

IOA[n = c¢1.cVal.mag.f or CMV c1.cVal.mag.i

IOAIn+1 := c2.cMalymag.f or CMV c2.cVal.mag.i

IOAIN+2 := c3eVal.mag.f or CMV c3.cVal.mag.i

If both attributes (mag and angle) of every attribute of attribute type CMV have to be mapped,
two|consegcutive IOA addresses have to be used for each attribute. In that case, six ASDUs of
Tl <368> is recommended to be used with consecutive IOA indices:

IOA n = CMV c1.cVal.mag.f or CMV c1.cVal.mag.i

IOA n+1 := CMV c1.cVal.ang.f or CMV c1.cVal.ang.i

IOA n+2 := CMV c2.cVal.mag.f or CMV c2.cVal.mag.i

IOA n+3 := CMV c2.cVal.ang.f or CMV c2.cVal.ang.i

IOA n+4 := CMV c3.cVal.mag.f or CMV c3.cVal.mag.i

IOA n+5 := CMV c3.cVal.ang.f or CMV c3.cVal.ang.i

The mapping of common data class CMV is shown in detail in Table 19.
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7.14 CDC harmonic value (HMV)
7.14.1 CDC HMV defined in IEC 61850-7-3:2003

The data attributes of the common data class HMV depicted in Table 23 shall be mapped as
shown in Table 24.

Table 23 - CDC: Harmonic value (HMV) Ed.1

HMV class
Attribute name Attribute type ! EC ! Trgnr\ ! Fvlnlnnnl'inn and value [ Pnncn M/O
DataName Inherited from data class (see IEC 61850-7-2)

DataAttribute

Haronics and interharmonics

har ARRAYI[0..numHar] OF MX dchg, M
Vector dupd

Basjcs

q Quality MX | qchg Quality M

t TimeStamp MX Time value M

Table 24 defines the mapping for data attributes of commaon data class HMV. The number of
"har" attributes is variable (n:= 0 — numHar). The sighals [har(n).mag + q + t] shall map to

IEC|60870-5-104 or IEC 60870-5-101 ASDU TI<36>)"Measured value, short floating point
value with time tag CP56Time2a".

Table 24 — CDC: Harmonig value (HMV) Ed.1 mapping

CD(Q class |IEC 60870-5-101 or IEC 60870-5-104 mapping
HM\} TI<36>
Attribute |Attribute type |DAComponent |Information IEC 60870-5-104 or IEC 60870-5-101 object
na element group mapping
har Vector hap-mag.f IEEE STD 754 | R32.23{Fraction,Exponent,Sign}
FLOAT32
q Quality QDS validity -> IV

good | invalid -> valid | invalid
questionable -> NT

detailQual -> OV
overflow -> overflow

source -> SB

substituted -> substituted

operatorBlocked -> BL
blocked -> blocked

t TimeStamp CP56Time2a |Seven octet binary time, CP56Time2a — Time of
occurrence of dchg, dupd or qchg

Each data attribute "har" (of attribute type Vector) shall map to the ASDU TI<36> "Measured
value, short floating point value with time tag CP56Time2a". The amount of ASDUs of TI<36>
for the mapping is defined by the configuration attribute "numHar". The IOA addresses for all
necessary ASDUs is recommended to be used with consecutive IOA indices:

IOAn :=har[0].mag.f or har[0].mag.i
IOA n+1 := har[1].mag.f or har[1].mag.i
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IOA n+numHar:= har[numHar].mag.f or har[numHar].mag.i
7.14.2 CDC HMV defined in IEC 61850-7-3:2010

The data attributes of the common data class HMV Ed.2 depicted in Table 25 shall be mapped
via the CDC CMV as shown in Table 19.

Table 25 - CDC: Harmonic value (HMV) Ed.2

HMV class
Attribute name Attribute type ! EC ! Trgn:ﬁ ! Fvlnlnnnl'inn and value [ Pnncn M/O
DataName Inherited from data class (see IEC 61850-7-2)

DataAttribute

Haronics and interharmonics

har ARRAYI[0..numHar] OF MX dchg, M
CMV dupd

The|number of "har" attributes of type CMV is variable (n:= 0 — numHar). Every data attripute
“han’ shall be mapped via the CDC CMV as defined in 7.10. Every signal [har(n).cVal.mag.f +
har(n).qg + har(n).t or har(n).cVal.mag.i + har(n).q + har(n).t] shall map to IEC 60870-5-104 or
IEC|60870-5-101 ASDU TI<36> "Measured value, short floating point value with time|tag
CP36Time2a" or ASDU TI<35> “Measured value, scaled yalue with time time tag as shown in
Table 19 .

The| amount of ASDUs of TI<36> for the mapping is defined by the configuration attribute
"numHar". The IOA addresses for all necessary)’ASDUs are recommended to be used with
consecutive IOA indices:

IOAIn  := har[0].cVal.mag.f or har[0].cVal.mag.i
IOAIn+1 := har[1]. cVal.mag.f or har[1}eVal.mag.i

IOA|n+numHar:= har[numHar].cVal.mag.f or har[numHar].cVal.mag.i
7.13 CDC harmonic value-for WYE (HWYE)
7.141 CDC WYE (HWYE) defined in IEC 61850-7-3:2003

The|data attributes-of the common data class HWYE depicted in Table 26 shall be mapped as
mulfiple mappings of the common data class HMV as shown in Table 24.
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Table 26 — CDC: Harmonic value for WYE (HWYE) Ed.1

— 43 —

HWYE class

Attribute name Attribute type | FC ‘ TrgOp ‘ Explanation and value / Range M/O

DataName Inherited from data class (see IEC 61850-7-2)

DataAttribute

Harmonics and interharmonics

phsAHar ARRAYI[0..numHar] OF | MX dchg, M
Vector dupd

phsBHar ARRAYI[0..numHar] OF | MX dchg, g
Vector dupd

phs{CHar ARRAYI[0..numHar] OF | MX dchg, g
Vector dupd

neufHar ARRAYI[0..numHar] OF | MX dchg, g
Vector dupd

nethlar ARRAY[0..numHar] OF | MX dchg, g
Vector dupd

reshlar ARRAYI[0..numHar] OF | MX dchg, g
Vector dupd

Basjcs

q Quality MX qchg Quality M

t TimeStamp MX Time value M

Each used data attribute of the CDC WYE (HWY.E) Ed.1 shall be mapped in the same way as

it is|defined for the CDC HMV.

The|mapping of common data class HM\V/\is"shown in detail in Table 24.

7.18.2 CDC WYE (HWYE) defined'in IEC 61850-7-3:2010

The| data attributes of the commen data class WYE (HWYE) Ed.2 depicted in Table 27 ghall

be mapped as multiple mappings of the common data class HMV Ed.2 as shown in Table 25.

Table\27 — CDC: Harmonic value for WYE (HWYE) Ed.2

HWYE class O
N .

Attriibute name Attribute type | FC ‘ TrgOp ‘ Explanation and value / Range M/O

DatgName Inherited from data class (see IEC 61850-7-2)

DataAttribute

Harfmouni€s and interharmonics

phsAHar ARRAYI[0..numHar] OF | MX dchg, M
CMV dupd

phsBHar ARRAYI[0..numHar] OF | MX dchg, (0]
CMV dupd

phsCHar ARRAYI[0..numHar] OF | MX dchg, (0]
CMV dupd

neutHar ARRAYI[0..numHar] OF | MX dchg, (0]
CMV dupd

netHar ARRAYI[0..numHar] OF | MX dchg, (0]
CMV dupd

resHar ARRAYI[0..numHar] OF | MX dchg, (0]
CMV dupd



https://iecnorm.com/api/?name=6a76151b334185e5e1f72547501a0513

- 44 - IEC TS 61850-80-1:2016 © IEC 2016

Each used data attribute of the CDC WYE (HWYE) Ed.2 shall be mapped in the same way as
CDC HMV Ed.2 (shown in Table 25) using multiple mappings of CDC CMV as shown
in Table 19.

7.16 CDC harmonic value for DEL (HDEL)
7.16.1 CDC DEL (HDEL) defined in IEC 61850-7-3:2003

The data attributes of the common data class DEL (HDEL) Ed.1 depicted in Table 28 shall be
mapped as multiple mappings of the common data class HMV Ed.1 as shown in Table 24.

Table 28 — CDC: Harmonic value for DEL (HDEL)

HDEL class
Attrjibute name Attribute type | FC ‘ TrgOp ‘ Explanation and value / Range M/0
DataName Inherited from data class (see IEC 61850-7-2)

DataAttribute

Harnonics and interharmonics

phsABHar ARRAYI[0..numHar] OF | MX dchg, M
Vector dupd

phsBCHar ARRAYI[0..numHar] OF | MX dchg, g
Vector dupd

phsfCAHar ARRAYI[0..numHar] OF | MX dchg, g
Vector dupd

Basjcs

q Quality MX qchg Quality

t TimeStamp MX Time value

Each data attribute of the CDC DEL(HDEL) Ed.1 shall be mapped in the same way as |it is
defiped for the CDC HMV Ed.1.

The|mapping of common data.elass HMV Ed.1 is shown in detail in Table 24.

7.1.2 CDC DEL (HDEL) defined in IEC 61850-7-3:2010

The|data attributes of the common data class DEL (HDEL) Ed.2 depicted in Table 29 shall be
mapped as mulfiple mappings of the common data class HMV Ed.2 as shown in Table 25.

Table 29 — CDC: Harmonic value for DEL (HDEL) Ed.2

HDEL<class

I T T
Attribute name Attribute type | FC | TrgOp | Explanation and value / Range M/O
DataName Inherited from data class (see IEC 61850-7-2)

DataAttribute

Harmonics and interharmonics

phsABHar ARRAYI[0..numHar] OF MX dchg, M
CMV dupd

phsBCHar ARRAYI[0..numHar] OF | MX dchg, (0]
CMV dupd

phsCAHar ARRAY[0..numHar] OF | MX dchg, (0]
CMV dupd
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Each used data attribute of the CDC DEL (HDEL) Ed.2 shall be mapped in the same way as
CDC HMV Ed.2 (shown in Table 25) using multiple mappings of CDC CMV as shown
in Table 19.

7.17 CDC controllable single point (SPC)

The data attributes of the common data class SPC depicted in Table 30 shall be mapped as
shown in Table 3 (for the attributes with the functional constraint ST) and Table 31 (for the
parameters for control services.).

Table 30— CDC: Controllable single point (SPC)

SP({ class

Attribute Attribute type FC TrgOp | Value/Value range M/O/Cc
nanje

DataName Inherited from data class (see IEC 61850-7-2)

DataAttribute

statys and control mirror

orig|n Originator ST AC_CO_O
stVal BOOLEAN ST dchg FALSE | TRUE AC_ST

q Quality ST qchg AC_ST

t TimeStamp ST AC_ST

con

iguration, description and extension

ctiModel ‘ctIModeIs ‘CF |dchg | M

parameter for control services

ctivhl ‘ BOOLEAN ‘ |off (FALSE) | on (TRUE)

Table 3 defines the mapping for the data attributes with the functional constraint ST [stVall + q
+1].

Tabje 31 defines the mapping for data attributes of SPC for the parameters for control
seryices.

The| data attribute [¢tlVal + origin] or [ctlVal + origin + T] shall map to IEC 60870-5-104 or
IEC|60870-5-101. ASDU TI<45> "Single command" or to IEC 60870-5-104 ASDU TIq58>
"Single command\with time tag CP56Time2a”.

In I[EC 61850-7-3:2003 the parameter for control services “ctlVal” was defined with|the
fungtional) constraint “CO” and the condition for attribute inclusion “AC_CO_M”". The TrgOp
“dchg’dor the data attribute “ctiModel” was added in IEC 61850-7-3:2010.

NOTE The attributes T and ctiModel are defined in Clause 17 of IEC 61850-7-2:2003 or Clause 20 of IEC 61850-
7-2:2011.
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Table 31 — CDC: Controllable single point (SPC) mapping

IEC TS 61850-80-1:2016 © IEC 2016

CDC class IEC 60870-5-101 or IEC 60870-5-104 mapping

SPC Tl<45> (without time tag) or TI<58> (with time tag)

Attribute name |Attribute type Information IEC 60870-5-104 or IEC 60870-5-101 object group
element mapping

ctiVal BOOLEAN SCO SCS (Single command state)

<0> OFF:= off (FALSE)
<1> ON:= on (TRUE)

simple SPC -> QU <0> no additional definition

other QU values are not used

IEC 60870-5-104 and IEC 60870-5-104-support the
following modes of the IEC 61850 Centrol Model
(ctiModel):

direct control with normal.security
direct control with enhanced security

S/E <0>:= direct control
SBO control with enhanced security
S/E <1>:= select and execute

for details’'see“Subclause 8.8

origin.orldent OCTET STRING64 |COT

Origipatoy' Address:= UI8[9..16] <0..255>
<0>:= default @
<1..255>:= number of originator
address

The number of originator address shall be mapped to
attribute orldent (OCTET STRING64).

NOTE Only values of the length of one octet of orld¢nt
can be mapped to Originator Address because of the
limitation in value range.

origip.orCat ENUMERATED COT

Cause:= UIl6[1..6] <0..63>

Valid for _parameter for control services (or FC=CO):

remote control <-> activation <6> *)
Valid for FC = ST:

not supported  <-> not used <0>

remote control <-> return information caused by
remote command <11>

automatic-remote -> return information caused by

rerote COTTmTara

bay control <-> return information caused by local
command <12>

station control,

automatic bay,

automatic station -> return information caused by local

command <12>

process
maintenance

<-> spontaneous <3>
-> spontaneous <3>

a8 |If the attribute origin does not exist in the CDC the Originator Address has to be set to <0>:= default and the

Cause has to be set to “activation” <6>.
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7.18 CDC controllable double point (DPC)

The data attributes of the common data class DPC depicted in Table 32 shall be mapped as
shown in Table 5 (for the attributes with the functional constraint ST) and Table 33 (for the
parameters for control services).

Table 32 — CDC: Controllable double point (DPC)

DPC class

Attribute Attribute type FC TrgOp | Value/Value range M/0/C
name

DataName Inherited from data class (see IEC 61850-7-2)

DataAttribute

statys and control mirror

Origin Originator ST AC_CO_O
stVal CODED ENUM ST dchg intermediate-state | off | on | bad-state | M

q Quality ST qchg M

t TimeStamp ST M

con

iguration, description and extension

ctiModel ‘ ctiModels ‘ CF | dchg | M

pargmeter for control services

ctivhl | BOOLEAN | | off (FALSE) | on (TRUE)

Table 5 defines the mapping for data attributes<ef DPC with the functional constraint ST [stVal
+qft].

Tabje 33 defines the mapping for data attributes of DPC for the parameters for control
seryices.

The| data attribute [ctlVal+ origin] or [ctlVal + origin + T] shall map to IEC 60870-5-104 or

IEC
Tl<§

In |
fund
“dcH

NO
7-

T
2:2

9> "Double command with time tag CP56Time2a.

EC 61850-7-3:2003 the parameter for control services “ctlVal” was defined with
tional constraint’ “CO” and the condition for attribute inclusion “AC_CO_M". The Tr
g” for the data attribute “ctiModel” was added in IEC 61850-7-3:2010.

E  Thedatiributes T and ctiModel are defined in Clause 17 of IEC 61850-7-2:2003 or Clause 20 of IEC 61
011.

60870-5-101 ASDU TJ}<46> "Double point command" " or to IEC 60870-5-104 A$DU

850-
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Table 33 — CDC: Controllable double point (DPC) mapping

CDC class IEC 60870-5-101 or IEC 60870-5-104 mapping

DPC Tl<46> (without time tag) or TI<59> (with time tag)

Attribute name |Attribute type Information IEC 60870-5-104 or IEC 60870-5-101 object group
element mapping

ctiVal BOOLEAN DCO DCS (Double command state)

<0> not permitted
<1> OFF:= off (FALSE)
<2> ON:= on (TRUE)

3> not permitted

simple DPC -> QU <0> no additional definition
other QU values may be used (see clause 8.8)

IEC 60870-5-104 and IEC 60870-5-101 support the
following modes of the IEC 61850 Conttol'Model
(ctiModel):

direct control with normal security
direct control with enhanced\security
S/E <0>:= direct control

SBO control with enhanced security
S/E <1>:= select@nd execute

for details seeSubclause 8.8

origip.orldent OCTET STRING64 [COT OriginatorAddress:= UI8[9..16] <0..255>

<0>:= default

<1..255>:= number of originator
address

The number of originator address shall be mapped to
attribute orldent (OCTET STRING64).

NOTE Only values of the length of one octet of orldgnt
can be mapped to Originator Address because of the
limitation in value range.

origip.orCat ENUMERATED COT Cause:= Ul6[1..6] <0..63>

Valid for parameter for control services (or FC = CO):

remote control <-> activation <6>
Valid for FC = ST:
not supported  <-> not used <0>

remote control <-> return information caused by
remote command <11>

automatic-remote -> return information caused by
remote command <11>

bay control <-> return information caused by loch
command <12>

btat;ull bUIItIU:,

automatic bay,

automatic station -> return information caused by local
command <12>

process <-> spontaneous <3>
maintenance -> spontaneous <3>

7.19 CDC controllable integer status (INC)

The data attributes of the common data class INC depicted in Table 34 shall be mapped as
shown in Table 7 (for the attributes with the functional constraint ST) and Table 35 (for the
parameters for control services).
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Table 34 — CDC: Controllable integer status (INC)

INC

class

Attr

name

ibute Attribute type FC TrgOp | Value/Value range M/O/C

DataName Inherited from data class (see IEC 61850-7-2)

DataAttribute

status and control mirror

Origin Originator ST AC_CO_O
stVal INT32 ST dchg M
q Quality ST qchg M
t TimeStamp ST M
configuration, description and extension
ctiModel ctiModels CF dchg M
unitp Unit CF dchg See Annex A of O
IEC 61850-7-3:2010
pargmeter for control services
ctivhl | INT32

Tab
+q

Tab
sery

The
IEC
ASL

In |
fund
“dcH

NOT
7-2:2
In 1H

INC
was

ices.

data attribute [ctlVal + origin] or [ctlVal + origin + T] shall map to IEC 60870-5-10
60870-5-101 ASDU TI<49> "Set. point command, scaled value" or to IEC 60870-5-
U Tl<62> "Set point command, scaled value with time tag CP56Time2a".

EC 61850-7-3:2003 the -parameter for control services “ctlVal” was defined with
tional constraint “CO” (and the condition for attribute inclusion “AC_CO_M”. The Tr
g” for the data attribute “ctiModel” was added in IEC 61850-7-3:2010.

E  The attributes J~and ctIModel are defined in Clause 17 of IEC 61850-7-2:2003 or Clause 20 of IEC 61
011.

FC 6185047-3:2010 the configuration attribute “units” of type “Unit” was added to the (

added.for the attribute “stVal”.

e 7 defines the mapping for data attributes of INC with the functional constraint ST [stVal
+ t].
e 35 defines the mapping for data attributes of INC for the parameters for co

ntrol

 or
104

the
jOp

850-

LDC

The TrgOp of the attribute “units” was defined as “dchg”. Furthermore the TrgOp “déipd”

The

4 72 BT . — — dorard 4 oLl L b )\ i TR T 2
Lypc UTIIL CUIISIss U (WU dlllrfioboutics = O ITUTITL (as 1Tiaiiuatory) diiu IMTUttrpIret

optional), both of type ENUMERATED.

(as

Optionally the attribute “units.multiplier”, which might have an influence on the mapping of the
value of stVal, can be mapped to ASDU TI<35> "Measured value, scaled value with time tag
CP56Time2a"
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Table 35 — CDC: Controllable integer status (INC) mapping

CDC class IEC 60870-5-101 or IEC 60870-5-104 mapping
INC T1<49> (without time tag) or TI<62> (with time tag)
Attribute name |Attribute type Information IEC 60870-5-104 or IEC 60870-5-101 object group
element mapping
ctiVal INT32 SVA SVA ... 116 <-215..+215-1>

simple INC -> QU <0> no additional definition
other QU values are not used

TEC 60U870-5-104 and TEC 608/7/0-5-TUT support the
following modes of the IEC 61850 Control Model
(ctiModel):

direct control with normal security

direct control with enhanced security

S/E <0>:= direct control

SBO control with enhanced security
S/E <1>:= select and execute
for details see Subclause 8.8

origin.orldent | OCTET STRING64 | COT Originator Address:= UI8[9.96] <0..255>

<0>;=default *)

<1..255>:= number of originator
address

The number of originator address shall be mapped to
attribute orldent (OCTET STRING64).

=3

NOTE Quly values of the length of one octet of orlden
can be'mapped to Originator Address because of the
limjtation in value range.

origin.orCat ENUMERATED coT Cause:= UIB[1..6] <0..63>

Valid for parameter for control services (or FC=CO):

remote control <-> activation <6> *)
Valid for FC = ST:
not supported  <-> not used <0>

remote control <-> return information caused by
remote command <11>

automatic-remote -> return information caused by
remote command <11>

bay control <-> return information caused by loch
command <12>

station control,

automatic bay,

automatic station -> return information caused by lo¢al
command <12>

process <-> spontaneous <3>
maintenance -> spontaneous <3>
) NOTE 17 the atrbute ofigin 15 not existing m the TDT the Ofgmator Address hias 10 be set 1o US> .= default

and the Cause has to be set to “activation” <6>.

7.20 CDC binary controlled step position information (BSC)

The data attributes of the common data class BSC depicted in Table 36 shall be mapped as
shown in Table 37 (for the attributes with the functional constraint ST) and Table 38 (for the
parameters for control services).
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Table 36 — CDC: Binary controlled step position information (BSC)

BSC class

Attribute Attribute type FC TrgOp | Value/Value range M/O/C
name

DataName Inherited from data class (see IEC 61850-7-2)

DataAttribute

status and control mirror

origin Originator ST AC_CO_O
valWTr ValWithTrans ST dchg AC_ST

q Quality ST qchg AC_ST

t TimeStamp ST AC_ST
Corffiguration, description and extension

ctiModel ‘ ctiModels ‘ CF | dchg | M

parameter for control services

ctiVpl ‘ CODED ENUM ‘ |stop | lower | higher | resefyed

Table 37 defines the mapping for data attributes of BSC with/the functional constraint ST. [The

datd
TI<]

Tab
sery

The
IEC
Tl<4

In |
fund
“dcH

NOT
2:20

2> "Step position information with time tag CP56Time2a".

ices.

0> "Regulating step command with/time tag CP56Time2a".

EC 61850-7-3:2003 the paramieter for control services “ctlVal” was defined with
tional constraint “CO” and ;the condition for attribute inclusion “AC_CO_M”. The Tr
g” for the data attribute™ctiModel” was added in IEC 61850-7-3:2010.

E  The attribute T and“ctiModel are defined in Clause 17 of IEC 61850-7-2:2003 or Clause 20 of IEC 618

1.

attributes [valWTr + q + t]. shall map to IEC 60870-5-104 or IEC 60870-5-101 A$DU

e 38 defines the mapping for data attributes’ of BSC for the parameters for control

data attribute [ctlVal + origin] or [ctlMal”+origin + T] shall map to IEC 60870-5-104 or
60870-5-101 ASDU TI<47> "Regulating step command" or to IEC 60870-5-104 A$DU

b0-7-
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Table 37 — CDC: Binary controlled step position information (BSC) mapping
of data attributes of the functional constraint ST

CDC class IEC 60870-5-101 or IEC 60870-5-104 mapping
BSC Tl<32>
Attribute |Attribute type [DAComponent (Information |IEC 60870-5-104 or IEC 60870-5-101 object
name element group mapping
valWTr ValWithTrans valWTr.posVal [VTI Value 17 <-64 ...+63>
INT8
valWTr.transInd [VTI Transient BS1[8]
BOOLEAN

<0> equipment is not in transient state:= FALSHE
<1> equipment is in transient state:= TRUE

q Quality QDS validity -> IV
good | invalid -> valid | invalid
questionable -> NT
detailQual -> OV
overflow -> overflow
source -> SB
substitUted -> substituted

operatorBlocked -> BL
blocked -> blocked

t TimeStamp CP56Time2a |Seven octet binary time, CP56Time2a — Time of
ogeelrrence o f dchg or qchg
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Table 38 — CDC: Binary controlled step position information (BSC) mapping
of data attributes of the functional constraint CO

CDC class IEC 60870-5-101 or IEC 60870-5-104 mapping

BSC T1<47> (without time tag) or TI<60> (with time tag)

Attribute name |Attribute type Information IEC 60870-5-104 or IEC 60870-5-101 object group
element mapping

ctlVal CODED ENUM RCO RCS Regulating step command state

<0> not permitted

<1> next step LOWER:= lower
<2> next step HIGHER:= higher
<3> not permitted

simple BSC -> QU <0> no additional definition
other QU values are not used

IEC 60870-5-104 and IEC 60870-5-101 support the
following modes of the IEC 61850 Control Model
(ctiModel):

direct control with normal-security
direct control with enhanced security

S/E <0>:= direct control
SBO control with enhanced security
S/E <1>:= seléct and execute

for details’see Subclause 8.8

origip.orldent OCTET STRING64 [COT Origimater Address:= UI8[9..16] <0..255>

<0>:= default

<1..255>:= number of originator
address

The number of originator address shall be mapped to
attribute orldent (OCTET STRING64).

NOTE Only values of the length of one octet of orldgnt
can be mapped to Originator Address because of the
limitation in value range.

origip.orCat ENUMERATED COT Cause:= UI6[1..6] <0..63>

Valid for parameter for control services (or FC=CO):

remote control <-> activation <6>
Valid for FC = ST:
not supported  <-> not used <0>

remote control <-> return information caused by
remote command <11>

automatic-remote -> return information caused by
remote command <11>

bay control <-> return information caused by loch
command <12>

station control,

automatic bay,

automatic station -> return information caused by local
command <12>

process <-> spontaneous <3>
maintenance -> spontaneous <3>

7.21 CDC integer-controlled step position information (ISC)

The data attributes of the common data class ISC depicted in Table 39 shall be mapped as
shown in Table 37 (for the attributes with the functional constraint ST) and Table 40 (for the
parameters for control services).
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Table 39 — CDC: Integer-controlled step position information (ISC)

ISC class
Attribute Attribute type FC TrgOp | Value/Value range M/O/C
name
DataName Inherited from data class (see IEC 61850-7-2)
DataAttribute
status and control mirror
origin Originator ST AC_CO_O
valWTr ValWithTrans ST dchg AC_ST
q Quality ST qchg AC_ST
t TimeStamp ST AC_ST
configuration, description and extension
ctiModel ‘ctIModeIs ‘CF |dchg | M
parameter for control services
ctiVhl ‘ INT8 ‘ |-64 ... +63
Tabje 37 defines the mapping for data attributes of ISC with’ the functional constraint ST
[valWTr + q + t].
Tabje 40 defines the mapping for data attributes~of ISC for the parameters for control
seryices.
The| data attribute [ctlVal + origin] or [ctlVal_+\origin + T] shall map to IEC 60870-5-104 or
IEC|60870-5-101 ASDU TI<49>"Set pointcommand, scaled value" or to IEC 60870-5{104
ASDU TI<62> "Set point command, scaled value with time tag CP56Time2a".
In IEC 61850-7-3:2003 the parameter for control services “ctlVal” was defined with|the
fungtional constraint “CO” and the“condition for attribute inclusion “AC_CO_M”". The TrgOp
“dchg” for the data attribute “cttModel” was added in IEC 61850-7-3:2010.
NOTE The attribute T and ctIModel are defined in Clause 17 of IEC 61850-7-2:2003 or Clause 20 of IEC 61850-7-

2:20

1.
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Table 40 — CDC: Integer-controlled step position information (ISC) mapping

CDC class IEC 60870-5-101 or IEC 60870-5-104 mapping

ISC Tl <49> (without time tag) or Tl <62> (with time tag)

Attribute name |Attribute type Information IEC 60870-5-104 or IEC 60870-5-101 object group
element mapping

ctlVal INT8 SVA 116 <-215. . +215.1>

simple ISC -> QU <0> no additional definition
other QU values are not used

IEC 60870-5-104 and IEC 60870-5-101 support the
following modes of the IEC 61850 Control Model
(ctiModel):

direct control with normal security
direct control with enhanced security

S/E <0>:= direct control
SBO control with enhanced secdrity
S/E <1>:= select and execute

for details see Subclause-8.8

origip.orldent OCTET STRING64 [COT Originator Address;= U18[9..16] <0..255>

«0>:= default

<1..255>:= number of originator
address

The numbeTr of originator address shall be mapped to
attribute orldent (OCTET STRING64).

NQTE" Only values of the length of one octet of orld¢nt
canh'be mapped to Originator Address because of the
limitation in value range.

origin.orCat ENUMERATED COT Cause:= Ul6[1..6] <0..63>

Valid for parameter for control services (or FC=CO):

remote control <-> activation <6>
Valid for FC = ST:
not supported  <-> not used <0>

remote control <-> return information caused by
remote command <11>

automatic-remote -> return information caused by
remote command <11>

bay control <-> return information caused by loch
command <12>

station control,

automatic bay,

automatic station -> return information caused by logal
command <12>

process => SPONtdneous <o
maintenance -> spontaneous <3>

7.22 CDC controllable analogue set point information (APC)
7.221 CDC APC defined in IEC 61850-7-3:2003

The data attributes of the common data class APC depicted in Table 41 shall be mapped as
shown in Table 43 (for the attributes with the functional constraint MX) and Table 44 (for the
attributes with the functional constraint SP).
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Table 41 — CDC: Controllable analogue set point information (APC) (Ed.1)

016

APC class

Attr

name

ibute Attribute type FC TrgOp | Value/Value range M/O/C

DataName Inherited from data class (see IEC 61850-7-2)

DataAttribute

setpoint and measured attributes

setMag AnalogueValue CO,MX |[dchg M

orig|n Originator CO,MX O

q Quality MX qchg M

t TimeStamp MX M

Corffiguration, description and extension

ctiModel ctiModels |cF | | M

NOTE 1 During the maintenance process of IEC 61850-7-3:2003, TISSUE 28.related to CDC APC has peen
brought up. According to TISSUE 28, the FC (functional constraint) of the attribut€’s setMag and origin of Table 38
had peen changed from SP to CO. The proposed mapping to TI<50> or TI<53>%n Table 40 is in accordance| with
this TISSUE.

Tabje 43 defines the mapping for data attributes of APC«with the functional constraint MX.
The|data attributes [setMag + q + t]. shall map to IEC 60870-5-104 or IEC 60870-5-101 A$DU
T1<36> "Measured value, short floating point value withtime tag CP56Time2a".

Tabje 44 defines the mapping for data attributes of APC with the functional constraint [CO.
The|data attribute [setMag + origin] or [setMag™+ origin + T] shall map to IEC 60870-5-10¢4 or
IEC|60870-5-101 ASDU TI<50>"Set poipnfscommand, short floating point value" of to
IEC|60870-5-104 ASDU TI<63> "Set point command, short floating point value with time| tag
CP36Time2a".

NOTE 2 The attribute T and ctiModel are.defined in Clause 17 of IEC 61850-7-2:2003.

7.22.2 CDC APC defined-in\lIEC 61850-7-3:2010

The| data attributes of the common data class APC depicted in Table 42 shall be mapped as
shown in Table 43/(for attributes with the functional constraint MX) and Table 44 |(for

parg

meter for control services).



https://iecnorm.com/api/?name=6a76151b334185e5e1f72547501a0513

IEC

TS 61850-80-1:2016 © IEC 2016 - 57 -

Table 42 — CDC: Controllable analogue set point information (APC) (Ed.2)

APC class

Attribute Attribute type FC TrgOp | Value/Value range M/O/C
name

DataName Inherited from data class (see IEC 61850-7-2)

Dat

aAttribute

setpoint and measured attributes

mxVal AnalogueValue MX dchg AC_ST
orig|n Originator MX AC_CO_O
q Quality MX qchg AC_SF
t TimeStamp MX AC: ST

con

iguration, description and extension

ctiModel ctiModels CF dchg M
unitp Unit CF dchg | See ANNEX A of 0

IEC 61850-7-3:2010
sVQ ScaledValueConfig CF dchg AC_SCAV
db INT32U CF dchg |0 ... 100 000 o)
Pargmeters for control services
ctiVpl ‘ AnalogueValue ‘ |
The| type “Unit” consists of two attributes — “SIUnit” (as mandatory) and “multiplier’| (as
optipnal), both of type ENUMERATED.
The| type “ScaledValueConfig” consists oftwo attributes — “scaleFactor” and “offset”, both
marjdatory and of type FLOAT32.
Tabje 43 defines the mapping for(data attributes of APC with the functional constraint MX.
The|data attributes [mxVal + g«+_t]. shall map to IEC 60870-5-104 or IEC 60870-5-101 A$DU
T1<36> "Measured value, shert-floating point value with time tag CP56Time2a".
Tabje 44 defines the mapping for parameter for control services of APC. The data attribute
[ctlfal + origin] or [ctlVal + origin + T] shall map to IEC 60870-5-104 or IEC 60870-5{101
ASDU TI<50>"Set(point command, short floating point value" or to IEC 60870-5-104 A$DU

Tl<§

NOT

3> "Set point.command, short floating point value with time tag CP56Time2a".

E  The attribute T and ctIModel are defined in Clause 20 of IEC 61850-7-2:2011.
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Table 43 — CDC: Controllable analogue set point information (APC) mapping
of data attributes of the functional constraint MX

CDC class IEC 60870-5-101 or IEC 60870-5-104 mapping
APC T1<36>
Attribute |Attribute type [DAComponent (Information IEC 60870-5-104 or IEC 60870-5-101 object group
name element mapping
setMag AnalogueValue |setMag.f IEEE STD 754 | R32.23{Fraction,Exponent,Sign}
/mxVal FLOAT32
q Quality QDS validity -> IV
good | invalid -> valid | invalid
questionable -> NT
detailQual -> OV
overflow -> overflow
source -> SB
substituted -> substituted
operatorBlocked -> BL
blocked ->.blocked
t TimeStamp CP56Time2a |[Seven octet binarytime, CP56Time2a — Time of]

occurrence of(dchg or qchg
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Table 44 — CDC: Controllable analogue set point information (APC) mapping
of data attributes of the functional constraint SP

CDC class

IEC 60870-5-101 or IEC 60870-5-104 mapping

APC

T1<50> (without time tag) or TI<63> (with time tag)

Attribute
name

Attribute type

DAComponent

Information
element

IEC 60870-5-104 or IEC 60870-5-101 object
group mapping

setMag /
mxVal

AnalogueValue

setMag.f
FLOAT32

IEEE STD
754

R32.23{Fraction,Exponent,Sign}

origin.orldent

OCTET

CoT

Originator Address:= UI8[9..16] <0..255>

STRINGG64

<0>:= default *)
<1..255>:= number of
originator
address

The number of originator address.shall be ma
to attribute orldent (OCTET STRING64).

NOTE Only values of the length of one octet
orldent can be mapped to.Originator Address
because of the limitation‘in value range.

ped

origin.orCat

ENUMERATED

COoT

Cause:= UI6[1..6]<0..63>

Valid for parameter for control services (or

FC=CO):
remoteccontrol <-> activation <6> *)

Valid fer FC = ST:

not supported  <-> not used <0>

<-> return information caused
remote command <11>

automatic-remote -> return information cause

remote command <11>

remote control

bay control <-> return information causeq
local

command <12>
station control,
automatic bay,
automatic station
local

-> return information cause

command <12>

process
maintenance

<-> spontaneous <3>
-> spontaneous <3>

by

i by

by

d by

OTE

If the attribute origin is not existing in the CDC the Originator Address has to be set to <0>:= de
gnd the Causethas to be set to “activation” <6>.

fault

Opt

time

onallysthe attribute “units.multiplier”, which might have an influence on the mapping of

value ©of 'setMag/mxVal, can be mapped to ASDU TI<35> "Measured value, scaled value
tag*\CP56Time2a.

the
with

Optionally “sVC.scaleFactor’ and “sVC.offset” which also might have an influence on the
mapping of the value of setMag/mxVal, can be mapped to ASDU TI<36> "Measured value,
short floating point value with time tag CP56Time2a”.

The optional configuration attribute "db" can be optionally set by ASDU TI<111> "Parameter
of measured value, scaled value" or ASDU TI<112> "Parameter of measured value, short
floating point value" as described in Clause 8.

7.23 CDC Single point setting (SPG)

The data attributes of the common data class SPG depicted in Table 45 shall be mapped as
shown in Table 31.
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Table 45 — CDC: Single point setting (SPG)

SPG class

Attribute Attribute type FC TrgOp | Value/Value range M/O/C
name

DataName Inherited from Data Class (see IEC 61850-7-2)

DataAttribute

setting
setval ‘ BOOLEAN | sp ‘ | off (FALSE) | on (TRUE) AC_NSG_M
The| data attribute [setVal] shall map to IEC 60870-5-104 or IEC 60870-5-101 ASDW TI445>
"Single command" or to IEC 60870-5-104 ASDU TI<58> "Single command with"time|tag
CP36Time2a" as shown in Table 31.
In IEC 61850-7-3:2010 the TrgOp “dchg” was added to attribute setVal.
To ¢reate an event in monitor direction the Data Attribute setVal can'be mapped like the Data
Attribute stVal of CDC SPS with g = valid and t = actual time.
7.24 CDC integer status setting (ING)
The| data attributes of the common data class ING depicted in Table 46 shall be mapped as
shown in Table 35.

Table 46 — CDC: Integer status setting (ING)
ING| class
Attribute Attribute type FC TrgOp | Value/Value range M/O/C
name
DatgName Inherited from data class (see IEC 61850-7-2)
DatpAttribute
setting
set\al INT32 |sp | | AC_NSG_M
configuration, descriptiomahd extension
unitp Unit CF dchg See ANNEX A of O

IEC 61850-7-3:2010

The| dataattribute [setVal] shall map to IEC 60870-5-104 or IEC 60870-5-101 ASDU TI449>
"Sef point/command, scaled value" or to IEC 60870-5-104 ASDU TI<62> "Set point command,

scalled.value with time tag CP56Time2a" as shown in Table 35.

In [EC 61850-7-3:2010 the TrgOp “dchg” was added to attribute setVal.

In IEC 61850-7-3:2010 the configuration attribute “units” of type “Unit” was added to the CDC

ING

. The TrgOp of the attribute “units” was defined as “dchg”.

The type “Unit” consists of two attributes — “SlUnit” (as mandatory) and “multiplier” (as
optional), both of type ENUMERATED.

Optionally the attribute “units.multiplier”, which might have an influence on the mapping of the
value of setVal, can be mapped to ASDU TI<35> "Measured value, scaled value with time tag
CP56Time2a.
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To create an event in monitor direction the Data Attribute setVal can be mapped like the Data
Attribute stVal of CDC INS with q = valid and t = actual time.

7.25 CDC analogue settings (ASG)

The data attributes of the common data class ASG depicted in Table 47 shall be mapped as
shown in Table 44.

Table 47 — CDC: Analogue settings (ASG)

AS(F class

Attllibute Attribute type FC TrgOp | Value/Value range M/O/C
nanje

DataName Inherited from Data Class (see IEC 61850-7-2)

DataAttribute

setting

setMlag AnalogueValue | SP ‘ | AC_NSG_M

con

iguration, description and extension

unit

3 Unit CF dchg See ANNEX A of (0]
IEC 61850-7-3:2040

sVQ ScaledValueConfig CF dchg AC_SCAV
The| type “Unit” consists of two attributes — “SIUnitY (as mandatory) and “multiplier”| (as
optipnal), both of type ENUMERATED.

The
mar

The
|ISe
poin

In I§

Opt
vall
tag

Opt
maq
floa

type “ScaledValueConfig” consists of two.-attributes — “scaleFactor” and “offset”,
datory and of type FLOAT32.

data attribute [setMag] shall map o IEC 60870-5-104 or IEC 60870-5-101 ASDU TI
point command, short floating™point value" or to IEC 60870-5-104 ASDU TI<63>
t command, short floating point-value with time tag CP56Time2a" as shown in Table 4

FC 61850-7-3:2010 the (TrgOp “dchg” was added to attribute setMag.

onally the attribute*units.multiplier”, which might have an influence on the mapping of
e of setMag, can’be mapped to ASDU TI<35> "Measured value, scaled value with
CP56Time2a

onally .fsVC.scaleFactor” and “sVC.offset” which also might have an influence on
ping-6f*the value of setMag, can be mapped to ASDU TI<36>"Measured value, s
ing point value with time tag CP56Time2a”

both

50>
Set

the
ime

the
hort

To create an event in monitor direction the Data Attribute setMag can be mapped like the
Data Attribute mag of CDC MV with q = valid and t = actual time.

7.26 CDC enumerated status (ENS)

The DataAttributes of the common data class ENS depicted in Table 48 shall be mapped as
shown in Table 49.
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Table 48 — CDC: Enumerated status (ENS)

ENS class
Attribute name Attribute type | FC | TrgOp ‘ Explanation and value / Range M/O
DataName Inherited from data class (see IEC 61850-7-2)

DataAttribute

status

stVal ENUMERATED ST dchg

q Quality ST gchg Quality
t TimeStamp ST Time

The| data attributes [stVal + q + t] shall map to either ASDU TI<35> "Measured\value, scaled
value with time tag CP56Time2a".

Optlonally the data attributes [stVal + q + t] can be mapped to ASDUCTI<30> "Single-pgoint
infofmation with time tag CP56Time2a" as specified in Table 49.

NOTE The semantic of stVal dependent on the corresponding Data Attribute is defined in Clause |8 of
IEC $1850-7-3:2010.
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Table 49 — CDC: Enumerated status (ENS) mapping

CDC class IEC 60870-5-101 or IEC 60870-5-104 mapping
ENS T1<35>
Attribute name |Attribute type Information IEC 60870-5-104 or IEC 60870-5-101 object group
element mapping
stval ENUMERATED SVA = Scaled value |SVA  116<-2'5..+215.1>
O maponO

Valid range for INT32 is <-2'% ... +215.1

q Quality QDS = Quality validity -> IV
descriptor good [ invalid -> valid |invalid

questionable -> NT
detailQual -> OV

overflow -> overflow

source -> SB
substituted -> substitUted

operatorBlocked -> BL
blocked -> blocked

t TimeStamp CP56Time2a Seven octet binary time, CP56Time2a — Time of
occurrenceof dchg or qchg
CD(Q class IEC 60870-5-101 or IEC 60870<5-104 mapping
ENS T1<30>
Attrijbute name |Attribute type Information IE€"60870-5-104 or IEC 60870-5-101 object grolip
element mapping
stVal ENUMERATED SIQ = Single-point\_JSPI <1> ON = TRUE

information with
quality descripter

q Quality QDS = Quality validity -> IV
descrindd good | invalid -> valid |invalid

questionable -> NT
source -> SB

substituted -> substituted

operatorBlocked -> BL
blocked -> blocked

t TimeStamp CP56Time2a Seven octet binary time, CP56Time2a — Time of
occurrence of dchg or qchg

If the mapping to ASDU TI <30> is used ,the semantic of the corresponding Data Attribute|has
an impactyon the number of ASDUs needed for mapping. Every enumerated value defined for
the corfesponding Data Attribute shall map to one ASDU TI<30> with SPI <1> on =TRUE.|For

o EALG

AT 4 A=Y =Y = !
Gl t IS AOUU T1 I WILT orir~u = FALOL 15 UsSCTU.

7.27 CDC Histogramm (HST)

The data attributes oft he common data class HST depicted in Table 50 shall be mapped. The
number of “hstVal” attributes is variable (numPts:= 0 ... maxPts-1).The signals [hstVal
(numPts)+ q + t] shall map to either ASDU TI<35> "Measured value, scaled value with time
tag CP56Time2a" or optionally ASDU TI<33> "Bitstring of 32 bits with time tag CP56Time2a"
as specified in Table 7 (such as stVal).
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Table 50 — CDC: Histogramm (HST)

HST class
Attribute name Attribute type ‘ FC ‘ TrgOp ‘ Explanation and value / Range M/O
DataName Inherited from data class (see IEC 61850-7-2)

DataAttribute

status
hstval DRRAY o -umPts ST |dchg M
q Quality ST qchg Quality
t TimeStamp ST Time
Configuration, description and extension
nunPts INT16U CF 0 < numPts <= maxPts
maxPts INT16U CF
unitp Unit CF dchg See ANNEX A of
IEC 61850-7-3:2010
Each data attribute “hstVal” (of Attribute Type INT32) shall map) to either ASDU TI{35>

"Me
"Bit
the

nec

IOA
I0OA
IOA

In I
HST

The
opti

Opt
valy
CP5

7.28

The
sho
parg

asured value, scaled value with time tag CP56Time2a" or optionally ASDU TI433>
5tring of 32 bits with time tag CP56Time2a".The amount of " ASDUs of TI<35> or T1<333 for
mapping is defined by the configuration attribute “numPts”. The IOA addresses fol all
bssary ASDUs shall be used with consecutive IOA indices:

n hstVal[0]
hstVal[1]

n+(maxPts-1) := hstVal[maxPts-1]

n+1

FC 61850-7-3:2010 the configuration attribute “units” of type “Unit” was added to the ¢DC

. The TrgOp of the attribute “units’~was defined as “dchg”.
type “Unit” consists of two<attributes — “SlUnit” (as mandatory) and “multiplier”| (as
bnal), both of type ENUMERATED.

onally the attribute “units.multiplier”, which might have an influence on the mapping of| the
e of hstVal, can be.mapped to ASDU TI<35> "Measured value, scaled value with time tag
6Time2a.

CDC controllable enumerated status (ENC)

data attributes of the common data class ENC depicted in Table 51 shall be mapped as
vn in Fable 49 (for attributes with the functional constraint ST) and Table 52 (for seryice
meter ctlVal).
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Table 51 — CDC: Controllable enumerated status (ENC)

ENC class

Attr

name

ibute Attribute type FC TrgOp | Value/Value range M/O/C

DataName Inherited from data class (see IEC 61850-7-2)

DataAttribute

Status and control mirror

origin Originator ST AC_CO_O

stvdl ENUMERATED ST dchg M

q Quality ST qchg M

t TimeStamp ST M

Corffiguration, description and extension

ctiModel ‘ctIModeIs ‘CF ‘dchg ‘ M

pargmeters for control services

ctIVhl ‘ ENUMERATED ‘ ‘

Tabje 49 defines the mapping for data attributes of ENC aith’ the functional constrainf ST
[stVal + q + t].

Tabje 52 defines the mapping for data attributes of”ENC used for control services.The ¢ata
attripute [ctIVal + origin] or [ctIVal + origin + T] shallmap to IEC 60870-5-104 or IEC 6087D-5-
101/ ASDU TI<49> "Set point command, scaled:value" or to IEC 60870-5-104 ASDU TI{62>
"Se{ point command, scaled value with time tagh\€P56Time2a".

Optjonally the data attribute [ctlVal + origin] or [ctlVal + origin + T] shall map to IEC 60870D-5-
104| or IEC 60870-5-101 ASDU TI<45> “Single command” or to IEC 60870-5-104 A$DU

TI<4

NOT

8> “Single command with time tag'CP56Time2a”.

E The attribute T and ctIModel are-defined in Clause 20 of IEC 61850-7-2:2011.
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Table 52 — CDC: Controllable enumerated status (ENC) mapping

CDC class IEC 60870-5-101 or IEC 60870-5-104 mapping

ENC T1<49> (without time tag) or TI<62> (with time tag)

Attribute name |Attribute type Information IEC 60870-5-104 or IEC 60870-5-101 object group
element mapping

ctival ENUMERATED SVA SVA ... 116 <-215..+215-1>

simple ENC -> QU <0> no additional definition
other QU values are not used

IEC 60870-5-104 and IEC 60870-5-101 support the
following modes of the IEC 61850 Control Model
(ctiModel):

direct control with normal security
direct control with enhanced security

S/E <0>:= direct control
SBO control with enhanced security
S/E <1>:= select and execute

for details see Subclausé.8.8

origip.orldent OCTET STRING64 [COT Originator Address:= UI8[9..16] <0..255>

<0>:= default *)

<1..255>:= number of originator
address

The numbet of originator address shall be mapped to
attribute orldent (OCTET STRING64).

NQTE™ Only values of the length of one octet of orld¢nt
can'be mapped to Originator Address because of the
limitation in value range.

origip.orCat ENUMERATED COoT Cause:= UI6[1..6] <0..63>

Valid for parameter for control services:

remote control <-> activation <6> *)
Valid for FC = ST:
not supported  <-> not used <0>

remote control <-> return information caused by
remote command <11>

automatic-remote -> return information caused by
remote command <11>

bay control <-> return information caused by loch
command <12>

station control,

automatic bay,

automatic station -> return information caused by logal
command <12>

" a
PTOCTSS == oponanecous <9

maintenance -> spontaneous <3>
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CDC class IEC 60870-5-101 or IEC 60870-5-104 mapping

ENC TI<45> (without time tag) or TI<58> (with time tag)

Attribute name |Attribute type Information IEC 60870-5-104 or IEC 60870-5-101 object group
element mapping

ctlVal BOOLEAN SCO SCS (Single command state)

<1> ON:= on (TRUE)
simple ENC -> QU <0> no additional definition
other QU values are not used

IEC 60870-5-104 and IEC 60870-5-101 support the
ToTowWIng modes of
the IEC 61850 Control Model (ctiModel):

direct control with normal security
direct control with enhanced security

S/E <0>:= direct control

SBO control with enhanced security.
S/E <1>:= select and execute

for details see Subclause 8.8

origin.orldent OCTET STRING64 |COT Originator Address:= UI8{9..16] <0..255>

<05%:=default *)

<1..255>:= number of originator
address

The number of'originator address shall be mapped to
attribute orldent (OCTET STRING64).

—

NOTE-Only values of the length of one octet of orlden]
can _bé mapped to Originator Address because of the
limjtation in value range.

origip.orCat ENUMERATED COT Cause:= Ul6[1..6] <0..63>

Valid for parameter for control services:
remote control <-> activation <<6>> @
Valid for FC = ST:

not supported  <-> not used <0>

remote control <-> return information caused by
remote command <11>

automatic-remote -> return information caused by
remote command <11>

bay control <-> return information caused by loch
command <12>

station control,

automatic bay,

automatic station -> return information caused by lo¢al
command <12>

process <-> spontaneous <3>
maintenance -> spontaneous <3>

@ |f the attribute origin does not exist in the CDC the Originator Address has to be set to <0>:= default and the
Cause has to be set to “activation” <6>.

If the mapping to ASDU Tl <45> “Single command” or TI<58> “Single command with time tag
CP56Time2a” is used, the semantic of the corresponding Data Attribute has an impact on the
number of ASDUs needed for mapping. Every enumerated value defined for the
corresponding Data Attribute shall map to one ASDU TI<45> or TI<58> with SPI <1> on
=TRUE.

ASDU TI<58> can be used for IEC 60870-5-104 only.
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7.29 CDC Enumerated status setting (ENG)

The data attributes of the common data class ENG depicted in Table 53 shall be mapped as
shown in Table 52.

Table 53 — CDC: Enumerated status setting (ENG)

ING class
Attribute Attribute type FC TrgOp | Value/Value range M/O/C
name
DatgiName mnermed 1Tom ddia Cldss (see TEC 0 1o0U-7-2)
DatpAttribute
setting
set\al ‘ ENUMERATED |SP ‘dchg | AC_NSG_M
The| data attribute [setVal] shall map to IEC 60870-5-104 or IEC 60870-5-101 ASDU TI449>
"Se{ point command, scaled value" or to IEC 60870-5-104 ASDU TI<62> "Set point command,
scaled value with time tag CP56Time2a" or optionally to IEC 60870-5-104 or IEC 60870-51101
ASDU TI<45> “Single command” or to IEC 60870-5-104 ASDU_TI<58> “Single command with
timg tag CP56Time2a”as shown in Table 52.
To ¢reate an event in monitor direction the Data Attribute(setVal can be mapped like the Data
Attribute stVal of CDC ENS with q = valid and t = actualtime.
NOTE The semantics of setVal dependent on the Data Attribute are defined in Clause 8 of IEC 61850-7-3:2010.
7.3Q CDC Binary controlled analog process value (BAC)
The| data attributes of common data class BAC depicted in Table 54 shall be mapped as
shown in Table 55.

Table 54 — CDC Binary controlled analog process value (BAC)
ENS class
Attrjibute name Attribute type ‘ FC ‘ TrgOp ‘ Explanation and value / Range M/0
DatgName Inherited from data class (see IEC 61850-7-2)
DatpAttribute
statys and control.mirror
orig|n Originator MX AC_C0_O
mx\al AnalogueValue MX | dchg AC_ST
q Quality MX__ | gchg Quality AC_ST|
t TimeStamp MX Time AC_ST
configuration, description and extension
ctiModel ctiModels CF | deng M
units Unit CF dchg See ANNEX A of (0]

IEC 61850-7-3:2010

Parameters for control services

ctlVal CODED ENUM ‘ ‘stop | lower | higher | reserved

In IEC 61850-7-3:2010 the configuration attribute “units” of type “Unit” was added to the CDC
BAC. The TrgOp of the attribute “units” was defined as “dchg”.
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The type “Unit” consists of two attributes — “SlUnit” (as mandatory) and “multiplier” (as

optional), both of type ENUMERATED.

Table 55 defines the mapping for data attributes of BAC with the functional constraint MX.
The data attributes [mxVal + q + t]. shall map to IEC 60870-5-104 or IEC 60870-5-101 ASDU
T1<36> "Measured value, short floating point value with time tag CP56Time2a".

Optionally the attribute “units.multiplier”, which might have an influence on the mapping of the
value of mxVal, can be mapped to ASDU Tl <35> "Measured value, scaled value with time

tag CP56Time2a.

Table 55 — CDC: Binary controlled analog process value (BAC) mapping
of data attributes of the functional constraint MX

CD(g class IEC 60870-5-101 or IEC 60870-5-104 mapping
BAC TI<36>
Attribute |Attribute type [DAComponent (Information IEC 60870-5-104 or IEC 60870-5-101 object grpup
na element mapping
mxVgl AnalogueValue |mxVal.f IEEE STD 754 | R32.23{Fraction,Exponent,Sign}
FLOAT32
q Quality QDS validity -> IV,
good’| invalid -> valid | invalid
questionable -> NT
detailQual -> OV
overflow -> overflow
source -> SB
substituted -> substituted
operatorBlocked -> BL
blocked -> blocked
t TimeStamp CP56Time2a |Seven octet binary time, CP56Time2a — Time of]
occurrence of dchg or qchg
Table 38 defines the mapping for the Service parameter ctlVal of BAC. The data attribute
[ctlfal + origin] or [ctlVfal '+ origin + T] shall map to IEC 60870-5-104 or IEC 60870-54{101
ASDU TI<47> "Regulating step command" or to IEC 60870-5-104 ASDU TI<60> "Regulgting
steg command with time tag CP56Time2a".
NOTE The attribates T and ctiModel are defined in Clause 20 of IEC 61850-7-2:2011.
7.31 CDC Curve shape setting (CSG)
The| data attributes of the common data class CSG depicted in Table 56 shall be mapped as

shown in Table 44.
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Table 56 — CDC: Curve shape setting CSG

CSG class
Attribute name Attribute type | FC | TrgOp ‘ Explanation and value / Range M/O
DataName Inherited from data class (see IEC 61850-7-2)
DataAttribute
setting

ARRAY 0..maxPts -1 AC_NSG_M
crvPts OF Point SP dchg - -
Configuration, description and extension
maxPts INT16U CF M
xUnijt Unit CF M
yUnjt Unit CF M
The| type “Unit” consists of two attributes — “SlIUnit” (as mandatory)and “multiplier”| (as
optipnal), both of type ENUMERATED.
As fefined in Subclause 6.11 of IEC 61850-7-3:2010 the data\type “Point” consists ¢f 3
FLJAT32 Values (xVal, yVal, zVal). The data attribute ,ZVal is optional (used for| 3"
dimension) and is currently not mapped.
Each data attribute of “crvPts” (of class “Point”) of theCARRAY shall map to the ASDU TIq50>
“Sef point command, short floating point value” or t6/ASDU TI<63> “Set point command, short
floajing point value with time tag CP56Time2a” as . shown in Table 44.
The|l amount of ASDUs of TI<50> or TI<63>(for the mapping is defined by the configurdtion
attripute “maxPts”.
The| data attributes “xVal” and “yVal™of class “Point” shall be used with consecutive [OA
indiges:
IOAINn = crvPts[0].xVal
IOA[n+1 := crvPts[0].yVal
IOA|n+2 := crvPts[1].x\Val
IOA[n+3 := crvPts[1].yVal
IOA|n+((maxPts=1)*2) .=crvPts[maxPts-1].xVal
IOA|n+((maxPRts-1)*2)+1:= crvPts[maxPts-1].yVal
Optjonally)‘the attributes “xUnits.multiplier” and/or “yUnits.multiplier’, which might havg an
inflyenCe on the mapping of the value of “xVal” and/or “yVal”’, can be mapped to ASDU TI
<35>"Megsuredvatue, scated vatue with time tag CP56 Tme2a:
8 Mapping of services
8.1 List of service models and corresponding mappings

The service models defined in ACSI (for example IEC 61850-7-2) and the corresponding
mapping to IEC 60870-5-104 or IEC 60870-5-101 is summarized in Table 57.
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Table 57 — Services requiring client/server communication profile

IEC 61850-7-2 service

Maps to

Server

Outstation (controlled station)

GetServerDirectory

n.a. (to be added optionally with
services outside of IEC 60870-5-104

or IEC 60870-5-101) &

Association

Connection

Associate Establish; IEC 60870-5-104:2006
Subclause 7.1 Station initialization

Abort n.a. a

Release Close; IEC 60870-5-104;2006

Subclause 7.1 Station,initializatig

=]

Logjcal Device

CASDU

GetLogicalDeviceDirectory

n.a. (to be added’ optionally with
services outside’of IEC 60870-5-[104

or IEC 60870-5-101) @

Logjcal Node

One.or'a’set of IOA(‘es)

GetLogicalNodeDirectory

n’as, (to be added optionally with
services outside of IEC 60870-5-[104

or IEC 60870-5-101) @

GetAllDataValues

Interrogation command TI1<100>

Datd

One or a set of ASDU(‘es)

GetDataValues

Read command ASDU TI<102>

(the Read procedure is defined i
IEC 60870-5-101:2003 Subclausg
7.4.14)

P

SetDataValues

ASDU TI<111> "Parameter of

measured value, scaled value" o
ASDU TI<112> "Parameter of

measured value, short floating pgint
value" are optinally used to set the
attribute db of CDCs MV and CM)V
(the procedure of parameter loadling
is defined in IEC 60870-5-101:20[03
Subclause 7.4.9)

GetDataDirectory

n.a. (to be added optionally with
services outside of IEC 60870-5-[104

or IEC 60870-5-101) °

GetDataDefinition

n.a. (to be added optionally with
services outside of IEC 60870-5-[104

or IEC 60870-5-101) &

Data Set

GetDataSet\ alues

SetDataSetValues

CreateDataSet

DeleteDataSet

GetDataSetDirectory

Setting Group Control Block

SelectActiveSG

SelectEditSG

SetSGValues

ConfirmEditSGValues
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IEC 61850-7-2 service Maps to
GetSGValues n.a.®
GetSGCBValues n.a. @
Report Control Block
Report Gl, Spontaneous and/or integrity
’t[)ransmission with applicable ASDUs
GetBRCBValues n.a. @
SetBRCBVatues na
GetURCBValues n.a. @
SetURCBValues n.a 2¢
LOG Control Block n.a. @
GetLCBValues n.a. @
SetLCBValues n.a. @
LOg n.a
GetLogStatusValues h.a. 2
QueryLogByTime n.a. @
QueryLogAfter n.a.?
Conftrol Controllable information objec
Select n.a. @
SelectWithValue ASDU TI
<45,46,47,49,50>0r<58,59,60,62)63>
Cancel ASDU TI
<45,46,47,49,50>0r<58,59,60,62)63>
Operate ASDU TI
<45,46,47,49,50>0r<58,59,60,62)63>
CommandTermination ASDU TI
<45,46,47,49,50>0r<58,59,60,62)63>
TimeActivatedOperate n.a. @
a) Not applicable for thé_mapping to IEC 60870-5-104 or IEC 60870-5-101.
b) ;\)SDUS for sporitaneous transmission: <30>,<31>,<32>,<33>,<35>,<36>,<37>,<39>,<40> (selected in Cljuse
c) A§ID$RU21OO> ACT can be optionally mapped to the service SetBRCBValues/SetURCBValues with attripute
B

8.2 Server class mapping

The server class shall be mapped to services of a controlled station as shown in Table 58.

NOTE Details of the initialization etc. of the controlled station are defined in IEC 60870-5-104 or IEC 60870-5-
101.
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Table 58 — Server services mapping

IEC 61850-7-2 service

Maps to

Server

Outstation (controlled station)

GetServerDirectory

n.a. (to be added optionally with services outside of IEC 60870-5-104

or IEC 60870-5-101) 2

a)

Not applicable for the mapping to IEC 60870-5-104 or IEC 60870-5-101.

8.3 —Associationclass mapping

The| association service shall be mapped to services of IEC 60870-5-104 as shown in

Tabje 59.

NOTE Details of the initialization etc. of controlled and controlling station are defined in IEC 60870-5-104.

Table 59 — Association services mapping

IEC 61850-7-2 service

v

Maps t‘? @\

Asspciation

Connection

Associate Establish; IEC 60870-5-104:2006 Subclause 7.1 Station initializatign
Abort n.a. a
Release Close; IEC 60870-5-104;2006 Subclause 7.1 Station initialization

a) Not applicable for the mapping to IEC 60870-5-104.

8.4| Logical node class mapping

The| GetAllDataValues service shall

IEC|60870-5-101 as shown in Table 60«

be mapped to services of |EC 60870-5-104| or
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Table 60 — Logical nodes services mapping

IEC 61850-7-2 service Maps to
Logical node One or a set of IOA(‘es)
GetAllDataValues T1<100> General Interrogation with:

— applicable CASDU address

— Qualifier of interrogation (QOI)=20
<station interrogation (global)>

The corresponding process data response shall be one or more than one of the following ASDUs depending on
the type of the applicable signals with cause of transmission (COT) = 20 <interrogated by station interrogation>.

Type Id | ASDU Abbreviatipn

Prog¢ess information in monitoring direction

<1> Single-point information without time tag M\SP_NA_1
<3> Double-point information without time tag M_DP_NA_1
<5> Step position information without time tag M_ST_NA_1
<7> Bitstring of 32 bit M_BO_NA_
<11 Measured value, scaled value without time tag M_ME_NB_
<13 Measured value, short floating point value without time tag M_ME_NC_
IEC 61850-7-2 service \Q/\) Maps to
Logical node One or a set of IOA(‘es)
GetAllDataValues Tl<101>Counter Interrogation with:

— applicable CASDU address

— Qualifier of counter interrogation
(RQT)=1-4, 5 <request counter group
general request counter>

— FRZ = 0 <read>

:
>

The|corresponding process data response shalllbe one or more than one of the following ASDUs depending oh
the type of the applicable signals with cause~of transmission (COT) = 37, 38 — 41 <requested by general counter
reqyest, requested by group 1 — 4 counter_request>.

Type Id | ASDU | Abbreviation

Progess information in monitoring direction

<37 ‘ Integrated total§with time tag CP56Time2a ‘M_IT_TB_1

8.5| Data class.mapping

The| GetDataValues and SetDataValues services shall be mapped to services| of
IEC|60870-5-104 or IEC 60870-5-101 as shown in Table 61.
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Table 61 — Data services mapping

IEC 61850-7-2 service

Maps to

Data

One or a set of ASDU(‘es)

GetDataValues

Tl<102> Read command with:
— applicable CASDU address
— applicable IOA address

— COT <5>:= Request

The corresponding process data response shall be only one of the following ASDUs depending on the type of the

use

i to set the optional configuration attribute*db" of instances of CDCs MV or CMV.

of requested signal with cause of transmission (COT) = 5 <requested
Type Id ASDU Abbreviation
Profess information in monitoring direction
<30 Single-point information with time tag CP56Time2a M 'SP_TB_1
<31 Double-point information with time tag CP56Time2a M_DP_TB_1
<32 Step position information with time tag CP56Time2a M_ST_TB_1
<33 Bitstring of 32 bits with time tag CP56Time2a M_BO_TB_1
<35 Measured value, scaled value with time tag CP56Time2a M_ME_TE_1
<36 Measured value, short floating point value with time tag CP56Time2a M_ME_TF_1
SetDataValues TI<M }> "Parameter of measured value,
scaled value" or Tl <112> "Parameter of
measured value, short floating point valye"
with:
— CASDU address of the related instance
of CDCs MV or CMV
— unambiguous IOA address related to
the instance of CDCs MV or CMV
— COT <6>:= activation
Thepe ASDUs (with Qualifier of parameter of measured value KPA <1>:= Threshold value) shall be optionally

8.6
The

Setting group class mapping

SelectActiveSG service shall be mapped as shown in Table 62.
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Table 62 — Setting group services mapping

IEC 61850-7-2 service Maps to

Setting group control block Controllable IOA

SelectActiveSG Write Request:

Tl<45> [ TI<49> or TI<58> / TI<62> in
control direction:

— applicable CASDU address

— applicable IOA address

— Qualifier of command (QOC)=0 <no
additional definition>

— COT <6>:= Activation
— S/E <0>:= Execute

Write Respond:

TI<45> [ TI<49> or TI<5857 T1<62> in
monitor direction:

applicable CASDU address

— applicable JOA.address

— Qualifier-af command (QOC)=0 <no
additional definition>

— CQT <7>:= Activation confirmation
— «S/E <0>:= Execute

and

TI<45> | Tl<49> or TI<58> / TI<62> in
monitor direction:

— applicable CASDU address

— applicable IOA address

— Qualifier of command (QOC)=0 <no
additional definition>

— COT <10>:= Activation termination

S/E <0>:= Execute

8.7 Report control block'class mapping

The|Report service shallbé mapped as shown in Table 63.
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Table 63 — Report control block services mapping

IEC 61850-7-2 service Maps to

Report control block

Report ASDUs with

COT <1>:= periodic/cyclic,
COT <3>:= spontaneous,

COT <11>:= remote controlled,
COT <12>:= local controlled

The following ASDUs use the listed COTs for spontaneous or periodic/cyclic data transfer and for return

infoi-matinn caused by a control operation

Typle Id ASDU Abbreviation
Progess information in monitoring direction

<30 Single-point information with time tag CP56Time2a M_SP_TB_1
<31 Double-point information with time tag CP56Time2a M_DP_TB_1
<32 Step position information with time tag CP56Time2a M_ST_TB_1
<33 Bitstring of 32 bits with time tag CP56Time2a M_BO_TB_1
<35 Measured value, scaled value with time tag CP56Time2a M_ME_TE_1
<36 Measured value, short floating point value with time tag CP56FimeZ2a M_ME_TF_1
8.8 Control class mapping
8.8.11 General

The
the

CONTROL class model (defined in Clause-17 of IEC 61850-7-2) defines, depending
application, different behaviours of a control object. The different behaviours of a conf

on
trol

objgct are classified in four cases. Only*{wo cases can be mapped almost seamless ¢nto

bas
IEC

To fnake use of IEDs-in existing installations that use "Direct control with normal security
CONTROL class”mapping and to avoid changing of parameter settings for control clags in
thede IEDs, amoptional mapping is defined as:

the

NOTE

{unction "direct command" defined in Subclause 6.8 of IEC 60870-5-5:1995.

c application function "command-{ransmission” (defined in IEC 60870-5-5) useq
60870-5-101 and IEC 60870-5-104¢

case 4: SBO control with.enhanced security (described in 8.8.4) which is mapped onto

case 1.2Direct control with normal security (described in 8.8.2) which is mapped onto

—— INPNY L _ACSDLL £ i £ e LLPYH + P~ LU f 1l Cc o007 o L L
T Ot o o= \"A~A~u =4

oS—REeEeSSat y—tror—m TR et —aHeetr—eommant

in

case 3: Direct control with enhanced security (described in 8.8.3) which is mapped ¢nto
{he function "direct command™ defined in Subclause 6.8 of IEC 60870-5-5:1995;

the

{unction "select and execute command" defined in Subclause 6.8 of IEC 60870-5-5:1995.

of

the

have—a—eorresponding

IEC 61850 message, which means that in some cases, two ASDUs have to be generated in result of one
IEC 61850 message (i.e. no one to one mapping of messages is possible)

For Case 2 "SBO with normal security" of the control model, as an adequate mapping to the
basic application function "command transmission” of IEC 60870-5-5 is possible.

The functions for control model mapping for a gateway device and optionally for an IED by an
independent function called "Ctl mapper" are shown in Figure 7 to Figure 36 as examples.
These examples shall be used when the mapping is done in a gateway device that
communicates with IEDs that interact with the operated device or optionally done in an IED

that

interacts with the operated device.

The sequence of interactions (starting from top) are identical, irrespective of the Ctl mapper is
implemented in a gateway device or optionally in an IED.



https://iecnorm.com/api/?name=6a76151b334185e5e1f72547501a0513

- 78 - IEC TS 61850-80-1:2016 © IEC 2016

Each controllable object shall be assigned to one ctIModel in the server implementation. The
client shall use the same ctIModel as assigned in the server in order to be able to control the
object. It is recommended to decide on a control model that gives satisfactory safety for the
contolled object. The ctiIModel must be defined in the SCL file. The SCL file is described in

Ann

ex A.

For those controllable CDCs which do not have ctiModel attribute (SPG, ING, ASG, ENG,
CSQG) direct command transmission is recommended.

NOTE 2 The mapping of the CONTROL class model onto the basic application function "command transmission”

defi

es the use of QU <0> (Qualifier of command:= no additional definition) for the ASDUs used in c

ntrol

direg
rang
(defi

Bec
to m
way
are|
of IH

For
has
<15

QU=

QU4
QU4
QU4

tion. However, IEC 60870-5-101 and IEC 60870-5-104 allow the use of qualifiers of command QU wit
b of <9> to <15> for the selection of other predefined functions and the range of <16> to <31> for specia
hed in Subclause 7.2.6.26 of IEC 60870-5-101:2003).

ause of the lack of an equivalent attribute in IEC 61850 control services it_is, hot posg
ap qualifiers of commands QU <> 0 of ASDU's used in control direction in-a@ standard
. If QU <> 0 is used in existing implementations of IEC 60870-5-104 orEC 60870-5-
stricted mapping to the "Check" attribute (for 4 different QU values) of'the control sery
EC 61850 is possible.

example, if the service parameter “Check” (described in IEC _61850-7-2:2010, 20.5.1
to be mapped it could be done by the following extension 6fithe QU in the range of <9

>.

0 ... with interlocking no synchrocheck (default)
£9 ... no interlocking no synchrocheck

£10 ... no interlocking with synchrocheck

£11 ... with interlocking with synchrocheck

As an alternative the service parameter Check can be mapped to two SPC to influence

con
inte

NOT

Figd
dev
spe
und

NOT
man

Jitions for interlocking and synchrocheck.The default values of SPC dedicateg
rlocking is TRUE and the SPC dedicated to synchrocheck = FALSE.

E 3 A mapping example for the service parameter Check is shown for the CDC SPC in Annex A).

re 7 to Figure 36 alsoshow examples of the sequences of interactions with the oper
ce itself. The interface to the operated device is beyond the scope of this techn
Cification. Showingithe interaction with the operated device itself may be useful for
prstanding of the eomplete control operation.

F 4 For Commands (C_SC, C_DC, C_RC) ACT, ACTCON, RETURN_INF (status update) and ACTTERN
atory. ForSetpoints (C_SE) the RETURN_INF (status update) and ACTTERM are optional.

the
use

ible
zed

01,
ces

.7.)
> to

the
to

hted
ical
the

I are
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8.8.2 Direct control with normal security (optional)

8.8.2.1 Direct control with normal security with status update — positive case

8.8.2.1.1 Applied to gateway device

IEC 60870-5-101 or IEC 61850 Informative example

IEC 60870-5-104 on interaction with

Gateway Device IED operated device

Operated
Client LT e Device
Ctrl mapper ]
C_SC,C DC,C_SE,C RC
ACT;S/E=0 Oper_req (off/on)
P | —— £
'; Timeout for
¥ Oper_ rap
P
C_sc,c_Dc,Cc_SE,C RC v
ACTCON Pos; S/E=0 | Oper_rspit

Vi Timeaut for
¥ Status change
v

M_SP,M DP,M ST

COoT<1,3, 11,12> Status update|
2 Ao ot~ — - ==
| B! Status update

C_SC,C_DC,C_SE,C_RC v 7 expected
ACTTERM Pos; S/E=0 v

/N

Server

stafUs.change by Report,
GOOSE message or Poll response

IEC

The feturn information caused by a command (M_SP{ M_DP, M_ST with COT <1,3,11,12>) is supplied to the ¢lient
either by a Report, GOOSE message or by a Device Object Poll-reply and should be transmitted beforg the
comrpand termination (C_SC, C_DC, C_SE, C_RGwith ACTTERM Pos; S/E =0).

Figure 7 — Direct control with normal security with status update —
positive-case applied to gateway device
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8.8.2.1.2  Applied to IED

Informative example

IEC 60870-5-101 or Control Model IEC 61850-7-2 on interaction with
IEC 60870-5-104 operated device
i Control Object | | Operated
i I Device
v Ctrl mapper i —
C_SC,C DC,C_SE C RC | |
~ ACT;SE=D ; Oper req (off/on) |
1 e i
E COper r ]
C_scC, ¢_DC,C_SE, C_RC [ : )
ACTCON Pos; SIE=0 L Oper_rsp+ Activate Output
B e - e e
! Y‘t Status change "BEWLrEEn"
M_SP, M_DP, M_ST ; / by framnnnaees
COT<1,3,11,12> j e Status update “offfon’ b
i q — E— s — s — lfusansanns ‘; ...........
! ! Status update !
C_SC, C_DC,C_SE, C_RC ! v’ expected !
ACTTERM Pos; S/E=0 L ]
E IED i
S rs O W =
IEC
Figure 8 — Direct control with normal security with status update —
positive case applied’to1ED
8.8.R.2 Direct control with normal security in‘general — negative case a) no
Oper_resp from control object/server/IED
8.8.p.2.1 Applied to gateway device
IEC 60870-5-101 or IEC 61850 Informative examp}:e
on interaction wit
IEC 60870-5-104 operated devige
Gateway Device IED P
Control Ohject Operated
Client Device
ctrl mapper[ | ]

€_SC, C_DC,C/SE.€ RC oper EEERE T

ACT ;S/E5)o
i — =
V Timendt for
Vs
.
G=8€,C DC,C_SE, C RC /
MCTCON Neg; S/E=0 !

Server —

IEC

Figure 9 — Direct control with normal security in general —
negative case a) applied to gateway device
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8.8.2.2.2  Applied to IED

Informative example
|[EC 60870-5-101 or Control Model IEC 61850-7-2 on interaction with
IEC 60870-5-104 operated device

1 :
: Control Object : Operated
; i Device
\Ctrl mapper : T
C_SC, C_DCC_SE, C_RC T T T
ACT:SE=0 | Oper_req (off/on) |
i— o - !
. | Timeout for !
' e '
| / |
€_SC, C_DC,C_SE, C_RC : [ i
ACTCON Neg; S/E=0 ! t !
: i
: IED L i —
IEC
Figure 10 — Direct control with normal security in general —
negative case a) applied to [ED
8.8..3 Direct control with normal security in general — negative case b) negative
Oper_resp from control object/server/lED
8.8..3.1 Applied to gateway device
IEC 60870-5-101 or R .0 cxarhole
|IEC 60870-5-104 on interaction with
Gateway Device IED operated devite
Client
—_ Control Object Operated
Deavice
Ctrl mappe —
C_sc, C_DC,C_SE, C_R¢
= ACT:S/E=p Opel_req (joffion)
s p— =
| Timeout for
C_SC, C_DOC SE, C RC Lrsp
ACTCON-Nég; SIE=0 X‘ oper_rsp -
i ) e.g. caused Hy
> interlocking
T Server

IEC

Figure 11 — Direct control with normal security in general —
negative case b) applied to gateway device
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Informative example
on interaction with

operated device

!
l :
: Control Object l Operated
i ! Device
i Ctrl mapper i —
L ook, L UL O, U KL v
3, o, e e, 1l '
s : Oper_req (off/on) :
— oad > |
! :‘Txmeoutfor 3
C _sc,c_DC,C_SE, C_RC ! i |
ACTCON Neg ;S/E=0 : * Oper_rsp - Artivate Dutput
- ; < LTI,
i ! i
! v e.g. caused by |
{ interlocking( ™
: . -
U IED L] :
]
1

8.8..4 Direct control with normal security with-status update — negative case c) no
status update detected

_________________________________________________________

8.8.p.4.1 Applied to gateway device

o

Figure 12 — Direct control with normal security in general —
negative case b) applied to'|[ED

IEC

IEC 60870-5-101 or | -
|IEC 60870-5-104 y on interaction with
Gateway Device IED §
operated device
Client
] Contral Object Qperated
Device
Ctrl mapper, ]
C_SC,C_DC,C_SE,C_RG 7
ACT;S/E=0 7 Oper_req (off/on)
d ??’J’meout for
VOwer rsp
C_SC,C_0OC,0.8E, C RC :
ACTCON Pos; SIEE=0 - ’ Oper_rsp+ Activate Dutput
. 7 el R
Timeout for v
Status change ¥ g

|

T

I’ =

: Status update
C SC,C DC.C SE,C RC : expected

ACTTERM Neg; SE=0 Z
| | Server )

IEC

Figure 13 — Direct control with normal security with status update —
negative case c) applied to gateway device
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8.8.2.4.2  Applied to IED

|[EC 60870-5-101 or
IEC 60870-5-104

— 83 -

Control Model |IEC 61850-7-2

Informative example
on interaction with
operated device

! |
i i
! |
. Cantrol Ohject | | QRerted
I p Device
i Ctrl mapper ! T
¢ _Sc, ¢_DC,C_SE, C _RC i !
ACT-S/E =0 | nper_r\av: Lofflanl H
— 7 > |
' \ Timeout far ;
! . Cwer rap ;
¥ 1
c_sc, C_DC,C_SE, C_RC : / :
ACTCON Pos; S/E=0 ! i Oper_rsp+ Activate Output
o ; % i ———— —— s 4 s E e A s w5 5 w5
Tineout for E x{ E
Stan,:s change ‘ v "Bet\fyeen"
! v @ ruennnsn ) ...r.-.- ......
i | Status update 0y
i s (e — e — 0 —— SRR A 2 s a v nnn
i : Status update ]
C_SC,C DC,.C_SE,C_RC : ; expected < i
ACTTERM Neg: S'/E=0 i ; |
: 1958, g ) i
! = | o~
N 1
! |
£ 1
! IED ]
I 1
1

8.8.R.5 Direct control with normal security without status update — positive case

8.8..5.1 Applied to IED

"""""""""""""""""""""""""""" IEC

Figure 14 — Direct control with normal security with status update —

negative case c) applied to IED

|IEC 60870-5-101 or
|IEC 60870-5-104

Gateway Device

| IEC 61850 |

Informative examplq

on interaction with

IED operated device

Client
Cantrol Ohject Operatad
Device
Ctrl mapper i
C_SC, C_D,CSE, C RC
ANS/E=0 Oper_req (of il
et >
¥ Timeout for
i Oper_rsp
D sc, c_DC,C_SE, C RC ; -
ACTCON Pos; SEE=0 "5 Oper _rspi Activite Dutput
<+ . - hsssnsssnspanapasnnnn >
7 Eremmerr
C_sc,C_DC,C_SE, C RC 7 lfainanaas - REE——
ACTTERM Pos; S/E=0 7 Mo status “oftjon”
“ S EETTTT T T FTTTTPTY
update
expected
| | Server

IEC

Figure 15 — Direct control with normal security without status update —
positive case applied to gateway device
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8.8.2.5.2  Applied to IED

Informative example

|[EC 60870-5-101 or Control Model IEC 61850-7-2 on interaction with
[EC 60870-5-104 operated device
| R al
| |
i Control Ohject | ! Operated
i Device
i Ctrl mapper : =
¢ _sc, Cc_DC,C_SE C RC : et res et .
AT, 2 =V : i
S e i
E } Timeout for :
! ! Qper_rap !
1 ! i
¢ _SC,C_DC,C_SE C RC ! : !
ACTCON Pos; S/E=0 g x Oper_rsp+ Activate Output
o f— a4 4" sandainins »|
! Y/
¢ _sc, c_DC,Cc_SE C_RC ! 7
ACTTERM Pos; S/E =0 | 7/ e
= i update
! expected =
1
| [ED

"""""""""""""""""""""" e 1EQ

Figure 16 — Direct control with normal security\without status update —
positive case applied to 1ED

The|direct control with normal security services shall be mapped as shown in Table 64.
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Table 64 — Direct control with normal security services mapping

IEC 61850-7-2 service

Maps to

Control

Controllable IOA

Operate

Operate Request:

T1<45,46,47,49,50> or <58,59,60,62,63> in
control direction:

applicable CASDU address
applicable IOA address
Qualifier of command (QOC)=0 <no

additional definition>
COT <6>:= Activation
S/E <0>:= Execute

Operate Respond:

T1<45,46,47,49,50>0r <58,569,60,62,63>

monitor direction:

applicable CASDU address
applicable JOA.address

Qualifier-of command (QOC)=0 <no
additiénaldefinition>

CQT <7>:= Activation confirmation
S/E <0>:= Execute

and

T1<45,46,47,49,50> or <58,59,60,62,63

monitor direction:

applicable CASDU address
applicable I0A address

Qualifier of command (QOC)=0 <no
additional definition>

COT <10>:= Activation termination

S/E <0>:= Execute

in

in
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8.8.3 Direct control with enhanced security
8.8.3.1 Direct control with enhanced security — positive case

8.8.3.1.1 Applied to gateway device

|[EC 60870-5-101 or IEC 61850 Informative example
|IEC 60870-5-104 on interaction ywth
IED operated device

Gateway Device

Control Object Operated
Client Device
Ctrl mapger] []
C_SC,C_DC,C_SE,C RC 7
= TAGT:SE=0 Opegrenifeian
> —— +
E Timeout for
C_SC,C_DC,C_SE, C_RC v Operrsp
ACTCON Pos ; S/E=0 *‘ Oper_rsp + Activate Clutput
< B e L, Nl S RS AT ey »>|
o Timeout for Q
e i ¥ |Status change Betweer| ﬁ
M SP,M DP,M ST Cma’?’erm_reqf £ mannm .u‘% ---------
cOoT<1,3, 11,12>

statu$ change " "\
.. Bl U .......
¢ _S¢, ¢ _DC,C_SE, G RC

:
i
:
;
:
:
‘
:
;
|
i x‘o
ACTTERM Pos ; SIE=0 CmidTern_req + eactivats Outpul

; - _ : s . S ._

-\
, O
Stathsehanoe by Report,

e — IEC

The feturn information caused by a command (M_SP, M, DP, M_ST with COT <1,3,11,12>) is supplied to the ¢lient
either by a Report, GOOSE message or by a Device’ Object Poll-reply and should be transmitted beforg the
comrpand termination (C_SC, C_DC, C_SE, C_RC with ACTTERM Pos; S/E =0).

Figure 17 — Direct‘control with enhanced security —
positive,case applied to gateway device
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8.8.3.1.2  Applied to IED

Informative example

IEC 60870-5-101 or Control Model IEC 61850-7-2 on interaction with
IEC 60870-5-104 operated device

: Contral Ohject : Operated
: : Device
| Cirl mapper i ]

c_sc, C_DC,C_SE, C_RC i : |

~  ACT-SE=0 i Oper_req (offion) :

e - > ]
i i-?'x'neourfor '

¢ sc, ¢ _DC,C_SE, C_RC : o Oper |

ACTCON Pos ; S/E=0 E x‘ Oper_rsp + Activate Oltput
= i 7 —-— po{s s s s s s
v Timeoutfor |
| v Status change | " "
Timeoutfor s 2B rge: I BEtweenl o\
M_SP, M_DP, M_ST SR ML IE o ] :
cOT<1,3, 11,12> | v Status change i "offfon”

: :.-_4._.._.._xq ............. ‘:. ...............

©_SC, C_DC,C_SE, C_RC L v !

ACTTERM Pos ;S/E=0 \ : CmdTerm_req + Deacttate Output
: I— W — ——————————————— .. + --------------
. ;
T Ny |
IEC

Figure 18 — Direct control with enhanced security — positive case applied to IED

8.8.5.2 Direct control with enhanced security — negative case a) no Oper_resp from
control object/server/IED

8.8.5.2.1 Applied to gateway device
See|Figure 9.

8.8.8.2.2  Applied to IED

See| Figure 10.

8.8.5.3 Direct control with enhanced security — negative case b) negative Oper_ressp
from_control object/server/IED

8.8.5.3.1 Applied to gateway device
See|Figure 11.

8.8.3.3.2  Applied to IED

See Figure 12.
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8.8.34 Direct control with enhanced security — negative case c¢) no status change
detected by control object/server/IED

8.8.3.41 Applied to gateway device

IEC 60870-5-101 or IEC 61850 Informative examp}:e
on interaction wit
IEC 60870-5-104 ) operated device
Gateway Device IED
S Contral Chject Operated
Ctrl mapper ]
opef reafomom
i .-:l T:J;.-eouf far
c_sc, ¢_DC,C_SE, C_RC {rse
ACTCON Pos;S/E=0 7 Oper_rsp + Activate Cutput
W= o R R N e
Timeautfor 7y \ | Fimeout for
CmdTerm_req ) W | [Status change
4 i
| (e
.‘ | %) Mo status
1 i
-: E ’ S'o'\‘ N change
€_S¢, C_DC,C_SE, C_RC ‘ i Timeo
ACTTERM Neg ; S/IE=0 : CmHTerm_req - “, i Outp
+ -l e e
i
' )
N2 Server .|
x N

IEC

Figure 19 — Direct control with’enhanced security —
negative case c) applied\to gateway device

8.8.5.4.2 Applied to IED

Informative example

IEC 60870-5-101 or Gantrol Model IEC 61850-7-2 on interaction with
IEC 60870-5-104 operated device
= e e e e e e e e A
| Caontrol Object : Qperated
I ) Device
| Ctrl mapper ) M
c sc, ¢ Dc,c SENG/RC : ; !
ACT; Si&= : OHerred (oiHon; :
i wa ]
i ET&meouth.r i
c_sc,{bLC_SE, C_RC : g !
KCYCON Pos ; S/E=0 i _xi Oper_rsp + Activate Clutput
: 7 - T ET T PP PE TP R T PTEPRTETE &
Timeoutfor ¢ 1 | Timeout for )
CmaTern req! X | Status change |
| ; ! "Eietween“i
: { et P o dhais
i v Status change i offian” | change
i E 4————54 ------------- jruasesncasansans
¢_sc, ¢_De,C_SE, C_RC Pl g limeoute
ACTTERM Neg ;S/E=0 | ¥ CmdTerm_req - + Deactivate Output
. i

""""""""""""""""""""""""""""" IEC

Figure 20 — Direct control with enhanced security — negative case c) applied to IED


https://iecnorm.com/api/?name=6a76151b334185e5e1f72547501a0513

IEC

8.8.3.5

TS 61850-80-1:2016 © IEC 2016 -89 -

from control object/server/IED

8.8.3.5.1 Applied to gateway device

Direct control with enhanced security — negative case d) no CMDTerm_req

IEC 60870-5-101 or IEC 61850 Informative example
|IEC 60870-5-104 on interaction y\nth
Gateway Device IED operated device

5 Crperateth
Client e Device
Ctrl mapper ra
€_sc, ¢_DC,C_SE, C_RC
ACT;S/E=0 Oped_req (offion)
> — o
\ Timeout for
¥
C_SC,C_DC,C_SE,C RC v Q
ACTCON Pos;S/E=0 {* Oper_rsp + Activate CL![QD
| - et —— 1 4 oo o >
Timeoutfor  } 7 éy
Crngd Term_red E v %

: Q;\

v

v

: | <\c~ )
€_Sc, ¢_DC,C_SE, C_RC v Q

ACTTERM Neg ; S[E=0 v \Q/
S
Q | Server |

Figure 21 — Direct contro] with enhanced security —
negative case d)applied to gateway device

IEC

8.8.8.5.2 Applied to IED
Informative exaniple
IELC 60870-5-101 or Control Model IEC 61850-7-2 on interaction with
IEC 60870-5-104 operated device
i i
i i
i !
! Control Ohject : e
: : Device
| Ctrl mapper I ]
c_sc, c\De/c_SE, C RC | i
ACT: SE=0 : Oper_req (off/on) :
i 2 :'-Txmeoutfor il !
(“_Q(‘ (‘_I‘l(‘ (‘_QF (‘_E(‘ - : _F5f
ACTCON Pos ; SIE=0 5 X' Oper rsp + Activate Olitaut
— - sdssssmansnnnnns CIEEE TR P |
Timeout for E ! |
CrcTemn gl ¥ ]
1 ]
. :
L !
[ o I
r |
C_SC, C_DC,C_SE, C_RC N — |
ACTTERM Neg ; SIE=0 Ly : L]
. Y IED :
: !
""""""""""""""""""""""""""""" IEC

Figure 22 — Direct control with enhanced security — negative case d) applied to IED
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Table 65 — Direct control with enhanced security services mapping

IEC 61850-7-2 service

Maps to

Control

Controllable IOA

Operate

Operate Request:

Tl <45,46,47,49,50> or <58,59,60,62,63> in

control direction:

applicable CASDU address

applicable IOA address

Qualifier of command (QOC)=0~<no
additional definition>

COT <6>:= Activation
S/E <0>:= Execute

Operate Respond:

Tl <45,46,47,49,50> or <58,59,60,62,63

monitor direction:

applicable, CASDU address
applicable IOA address

Qualifier of command (QOC)=0 <no
additional definition>

COT <7>:= Activation confirmation
S/E <0>:= Execute

Command Termination

Tl <45,46,47,49,50>0r <58,59,60,62,63

monitor direction:

applicable CASDU address
applicable IOA address
Qualifier of command (QOC)=0 <no
additional definition>
COT <10>:= Activation Termination
S/E <0>:= Execute
P/N <0>:= no AddCause present
AND
Error:= NoError <0>
<1>:= AddCause present
OR
Error <> NoError <0>

n
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8.8.4 SBO control with enhanced security
8.8.4.1 SBOw control — positive case

8.8.4.1.1 Applied to gateway device

Informative example

IEC 60870-5-101 or IEC 61850 on interaction with
IEC 60870-5-104 operated device
Gateway Device IED
Operated
Client Device
— TontraT Ohject ]
€_SC, €_DC,C_SE, C RC EU e o i
o s selVal Jreq (offlon) Q
Plos o o > Y/
C_SC, ¢_DC,C_SE, C_RC P ‘
ACTCON Pos; S/E=1 7
! 7 i SelVal rsp+ Sel
< % Q"ﬂn,
€_sC, C_DC,C_SE, C_RC Desehid ¥ (o
DEACT; S/E="1 Timer 1 cankh (b
Stop Select P o » '\
L (Timeaut for )
C_Sc,C_DC,C_SE,C RC | %
DEACTCON Pos; S/E=0 i canjcel rs Degeleft
-2
< ?‘_ X 0 i . »
r v Q
N\ v
Server
Vo | —

IEC

Figure 23 — SBOw control — positivercase applied to gateway device
8.8.4.1.2 Applied to IED

Informative exa\:]wple

IEC 60870-5-101 or Control Model IEC 61850-7-2 on interaction wjith
IEC 60870-5-104 operated devide
JE e e e e e e e e e e e 1 Operated
i ! Device
E Cantral Object | ]
1 1
c_sc, ¢_D@:A\SE, C_RC ¢ Gl mapper i
RENCIE S i SelVal_req (off/on) |
y - - » i
' \Tineout for i
c_S¢e DC,C_SE, C_RC [ Y _rp i
. B = ] ¥ ]
ACTCON Pos; S/E=1 ; : Selval_rsp+ select !
ra— L | — 4 Prasasssssarnsisnnnnnfe
! Y :
C_sc, C_DC,C_SE, C_RC Dewid A ;
DEACT; SEE=1 Timer Canes| !
Stop SETETT " e - — "
f 7% / imeout for {
€_Sc, ¢_DC,C_SE, C_RC : g ’
DEACTCON Pos; S/E=0 ' i * Cancel_rsp+ Deseleict
% : P [ A
. i L
1 1
i IED - |

"""""""""""""""""""""""""""""" IEC

Figure 24 — SBOw control — positive case applied to IED
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8.8.4.2 SBOw control — negative case a) no _rsp from control object/server/IED

8.8.4.21 Applied to gateway device

IEC 60870-5-101 or ‘ IEC 61850 ‘ Informative example
IEC 60870-5-104 on interaction with
Gateway Device IED operated device
Operated
Client Device
— Caontrol Object ]
bl FrHaHEEHE

F_SC, C_DC,C_SE, CRC Selval jreq (off/on) of
ACT or DEACT; SIE=1 Tcancel

- — 2
AV Timeout for
e
;

E sc, ¢ _DC,C_SE, C_RC /
ACTCON Neg or DEACTCON Neg; S/E = 1

: -'-'!’——-'-'—v

%,

L] &cj Server -

IEC

Figure 25 — SBOw control — negative case-a) applied to gateway device

8.8.4.2.2 Applied to IED

Informative exa\ﬂple

IHC 60870-5-101 or Cohtrol Model IEC 61850-7-2 on interaction \ th
IIEC 60870-5-104 operated device
| | Operated
! | Device
] —
. Control Ohject ;
! i
C_SC, C_DC,C_SE, C_RC } Ctrl mapper _ :
ACT or DEACT; S/B=1 | #IRW_fe (attion) ot !
= Cancel = i
. i — S— > 1
i | Timeout for i
' P _tap f
i v !
c Jsc, c_pc,c_SE S RC | 7 :
ACTCON Med or DEACTCON Neg; SEE=1 | | é |
| IED L
] L | 1

_______________________________________________________ IEC

Figure 26 — SBOw control — negative case a) applied to IED
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8.8.4.3 SBOw control — negative case b) negative _rsp from control object/server/IED

8.8.4.3.1 Applied to gateway device

Informative example

IEC 60870-5-101 or [IEC 61850 | on interaction with
IEC 60870-5-104 operated device
Gateway Device IED
Operated
Client _ Reyice
— Control Ohject
il Mappe
C|sC,C DC,C_SE,C_RC - SelVal jreq (nff.i‘nn] or|
ACT or DEACT; S[E=1 Canc d
_E :’Tmeouf far i ‘\L::
c|sc,c_DC,C_SE,C RC / E--—’““_F’ SelVal_rsp-or
ACTCON Neg or DEACTCON Neg: S/E=1 o Cancel rsp-
4 x— e S
. é)
o
,<$ o
— C. Server
OV
S Vi

IEC

Figure 27 — SBOw control — negative case b) applied to gateway device

8.8.4.3.2 Applied to IED

Informative example

IE v 60870-5-101 or &dntrol Model IEC 61850-7-2 on interaction wth
IEC 60870-5-104 operated devicp
S g Operated
E ! Device
| Control Object ! ]
[ |
| |
| Cril mapper |
€_pC, ¢ DC,C_SE, C_RC i SelVal_req (off/on) or !
ACT or DEACT; SIE=)1 : Cancel |
é "—E Timeout for i :
C EC, C_DC,C_SE S RC ! v~  SelVal_rsp-or !
ACTCON Me¥ or DEACTCON Neg; S/E =1 i * Cancel_rsp- :
& ! &
: 7 N !
! % |
: i
? IED i =

IEC

Figure 28 — SBOw control — negative case b) applied to IED
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8.8.4.4 SBOw control — negative case c) second select of same object
8.8.4.41 Applied to gateway device
Informative example
IEC 60870-5-101 or IEC 61850 on interaction with
IEC 60870-5-104 operated device
Gateway Device IED
Operated
s Device
Client
S Control Object T
C SCcDoe SF G RG S
BTy SIE 52 selval jreq (off/on)
i ‘E ;:n;'.-eouf for S
C_SC, C_DC,C_SE, C_RC ! rsp >
) ACTCON Pos; SEE=1 .x ) sevaE Selb N
C_Sc, C_DC,C_SE, C_RC D;’.“""“E- v %‘
ACT; S[E=1 i ¥
secohd v Selval req (offion) (OQ
Seleqt { .-E?'J'meoutfor %
to C_SC, C_DC.C_SE, C_RC | > N
SCaD"ngI ACTCON Neg; S/E=1 ¢ selvall rsp- _ Q)
Ohjeft ' -*: = 5
o
\Q’/ Server o0
[N
IEC
Figure 29 — SBOw control — negative .case c) applied to gateway device
8.8.4.4.2 Applied to IED
Informative exarple
IEC 60870-5-101 or €ontrol Model IEC 61850-7-2 on interaction with
IEC 60870-5-104 operated devige
R R R R e ™. Operated
! ; Device
i Cantrol Objact ! ]
¢ sc, ¢ pc,c SEN® RC ; C_tr' AEhED E
ACT; YENN | selval_req (off/on) E
i -E_';néoutfor i i
C_SC, CYQGC_SE, C_RC : U !
ARFEON Pos; S/E=1 ! ’ ;
. ’ Select
P ; W e SEIACEs R S A
€Ac, C_DC,C_SE, C_RC | D_J%?G'*?C*E /
ACT; SIE=1 U '
sedand : N SelVal_req (off/on) N i
Seject i E \ Thrneaut for i
566-B-6:6—6E—6—R : L '
same = ACTCON Neg: S/E = 1 | 7 selVal_rsp- :
ol ) ACTCON Neg; S/E=1 ! . 7 e elVal_rsp :
Object ' ; 35 :
| [ !
: i :
i v | -
| IED . ;

IEC

Figure 30 — SBOw control — negative case c) applied to IED
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8.8.
8.8.

4.5 SBO with enhanced security — positive case

4.5.1 Applied to gateway device

The
eithg
comi]

GOOSE message or Poll response
fe— v v —— b =

'%Qtatus change by Repart,
%

eturn information caused by a command (M &%I_DP, M_ST with COT <1,3,11,12>) is supplied to the

r by a Report, GOOSE message or by vice Object Poll-reply and should be transmitted before
hand termination (C_SC, C_DC, C_SE, &ﬁt with ACTTERM Pos; S/E =0).

&Y

QOQ |
S
Re
S
%

Figure 31 — SBO with enhanes& security — positive case applied to gateway device

IEC 60870-5-101 or Gateway Device Informative example
IEC 60870-5-104 — IED on interaction with
Ctrl mapper _ _ operated device
7/ | - Operated
ect Device

€ SC,C _DC,C_SE, C RC 7 ' []
- ACT. SE=1 / 2, SelVAl rel [ofon]
g v | ©
& Cc_ScC,C_DC,C_SE,C_RC ‘-\\

ACTCON Pos; S/E= 1 v ! (1>-'
Cc sc,Cc_DC,C_SE,C RC % / '
ACT;SIEE=0 // %
C_sC, C_DC,C_SE, C_RC s i '
ACTCON Pos; S/E=0 r5F
& = et - Y PP P Y >
5 Timeout for b Timeout for |y =
Z M_SP,M DP,M_ST CraaiTerm_req ; . .........
2 COT<1,3, 11,12> Lot
€ sC,C_DC.C_SE,C RC
ACTTERM Pos; S/E=0 ut i

IEC

lient
the
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8.8.4.5.2  Applied to IED

Informative example

IEC 60870-5-101 or Control Model IEC 61850-7-2 on interaction with
IEC 60870-%-104 | operated device
! Ctrl mapper E
1
i ol Ot E Operated
: antro JEC i Device
C_SC, C_DC,C_SE,C_RC ! i ]
ACT; SIE=1 N selVal_req (off/on) |
] Nt — ¢
= 1 | Thmeout for '
@ c SC.c DCC SE.C RC !  ran . - |
ACTCON Pos; S/E=1 7 I T |
' - |
\ U i
" i
C sc, ¢_DC,C_SE, C_RC ! : i
ACT; SIE=0 ) / Oper_req (off/on) |
: - - ‘
Dessiact]  y Timeout for )
C_SC. C_DC.C_SE. C_RC ; Timer : 'l s .
ACTCONPos; S/E=0 | | 1 ; Oper_rsp + Activate Oufpyt
A * -* (LEER LR ET LY S CLCELEEETRRLRELE &
5 Timeout for :. . Timeout for E “Betwmen |
% M_SP, M_DP, M_ST GWTE'-W?_-’EQ': :‘ v Sfa?uscmr@ﬁ: 4.-.-.--".-'.u"uiuuuuu-u
1 1
COT<1,3, 11, 12> E i E Status change : S — E
: 4____& ............... beesassenaass
C_SC, C_DC,C_SE, C_RC N v :
ACTTERM Pos; S/IE=0 \ cmdTerm_req # Deactivate Output
i 4 m—( ——————— kA m s EAEEEsEsEESEmEEsEEEEEEE »
i | L
! b4 L
|
1
1
1

) e IEC
Figure 32 — SBO with enhanced security — positive case applied to IED

8.8.4.6 SBO with enhanced security,—~hegative case a) no status change detected| by
control object/server/IED

8.8.4.6.1 Applied to gateway device

"
IEC 60870-5-101 dr Gateway Device _lEC 61850 Informative examplg
IEC 60870-5-404 IED onh interaction with
— Client operated device
Ctrl mapper
Operated
Control Ohject Device
¢_sG. ON\DE,C_SE, C RC M
RCT:S/E=1 - SelVal_rey (off/on)
= — —
: ¢_bC, c_DC,C_SE, C_RC ?lmméfo' J
W »L, C_DCLC Sk, C R +
ACTCON Pos; S/E = 1 : . S
-
v
Ir I
vy i
6§66 PCCSE-CRG :
ACT; SIE=0 E Operl_req|{offion)
-
i
C_Sc,C_DC,C_SE,C RC De_serecti Ej’;z:out for
ACTCON Pos; S/E=0 ‘T’me’ W oper_rsp + Activate Outplt
% p - - pesansnnssnnapannnndscannnnann -»|
P_‘é Tirneou for‘ : i ’ imacutior, I‘
v |
% ConefTerm_reqt i r Status change !
. | O status
v : change
7 ;
c_sc,c_DC,C_SE, C RC : i i Timeout
ACTTERM Neg; S/E=0 7 CmpTerm_req - v Deactivate Outpout
<+ - LT T Tr O EEETTT T &
L] Server L
] IEC

Figure 33 — SBO with enhanced security — negative case a) applied to gateway device
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8.8.4.6.2  Applied to IED

Informative example

IElECGg?Jg%SQ%fI Control Model IEC 61850-7-2 on interaction with
= S —— |+ CLe e
! Ctrl mapper i
3 Control Ohject E Operated
| | Device
€_sc, ¢_DC,C_SE, C_RC ! ; M
ACT; SIE=1 i SelVal_req (off/on) !
% ¢_sc, ¢_DC,C_SE, C_RC | Emmmw :
L A, g | 1 y | ¢ _fE8p i
ACTCON Pos; S/E =1 L NE R :
X :
L s 1 [
N7 ;
€_SC, ¢_DC,C_SE, C_RC ! . |
ACT; SIE=0 i / Oper_req (offion) !
; - |
{ V' FTimeout for |
C_SC, C_DC,C_SE, C_RC 1 Deselc oy e |
ACTCON Pos; S/E=0 o Tkoetd Oper rsp + Activate Outplt
i * " - = = T CLLEEETERT AT TR Y EEETETERECE = 8
5 ; e imeoutfor ‘Betweer
§ G?;xgregﬁ;{%qﬁ v Status changei L | E——— A
] T ¥ 1
3 . Status change E “affian i Mo status
| E ; q————iq .............. e LG change
I ¥ ‘ I H
GiBE, . DE.Z.SE, E.REC N | Timeout i
ACTTERM Neg; S'/E=0 ) * 1x_ CmdTerm_req - ", Deactiyate Output
: s e ——— i b e assamnnnns LELRLELEELY s
v 1 ; L
‘ = :
| IED :
b o e s 4 IEC

Figure 34 — SBO with enhanced security — negative case a) applied to IED

8.8.4.7 SBO with enhanced security — negative case b) no CmdTerm_req from
control object/server/IED

8.8.4.7.1 Applied to gateway device

i IEC 61850 .
IEC 60870-5-101 or Gateway Device Informative exarple
IEC 60870-5-104 IED on interaction with
o mapperc"em operated devige
. Operated
Control Chbject Device
c_Sc,C_DC,C_SE, CRC M
& " ACT:S/E=1 N [selVil_relq (off/ion)
(&) - 1 L
[1E) ¥
0 c_sc, ¢_pc,c(SE, C_RC jTimeoit
o = NP +
ACTCON P5%; S/E=1 e Scit e
B
Fe
v
¢ 58C _DC,C_SE, C_RC :
ACT; S/E=0 _i Oper_reg|(off/on)
= ot -
A Timeout for
C_SC,C_DC,C_SE, C_RC Deselecty |,
F BCTCOUNFUS, S'E=-U ’ ; * OPer_T5p F Lk | R &
= 72
=} eout for 5 ‘l,
o CrelTerm_reqy
w : :
¥ 1
P
7
C_sc,C_DC,C_SE,C RC 7
feE= prek
. ACTTERM Neg; S/E=0 %
‘:. L Server L
o] IEC

Figure 35 — SBO with enhanced security — negative case b) applied to gateway device
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8.8.4.7.2  Applied to IED

select

execute

The
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Informative example

IEC 60870-5-101 or Control Model IEC 61850-7-2 on interaction with
IEC 60870-5-104 operated device
L e o B s e e T Ao I e P T T e g S ey
| Ctrl mapper !
1 1
' Control Ohject : Operated
| | Device
1 el
c_sc, c_DC,C_SE, C_RC ! i
ACT: S/E=1 e SelVal_req (off/on) k
T - = |
| i I
] TTimeout for !
Eo8g.6 0G0 SE.GRG ; P Selval rsp+ :
% 4 2 :
. E
L :
€_SC, C_DC,C_SE, C_RC i . !
ACT; SIE=0 ! _ E Oper_req (off/on) :
— i ]
! A Timeout for |
C_SC,C_DC,C_SE, C_RC | Deﬁe.@ct{ ¥ _rsp )
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Figure 36 — SBO with enhanced security < negative case b) applied to IED

SBO control with enhanced security services shall be mapped as shown in Table 66.
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Table 66 — SBO control with enhanced security services mapping

IEC 61850-7-2 service

Maps to

Control

Controllable IOA

SelectWithValue

Select with Value Request:

T1<45,46,47,49,50> or <58,59,60,62,63> in control directi
applicable CASDU address
— applicable IOA address

on:

— Qualifier of command (QOC)=0 <no additional definition>

COT 6= Activation

— S/E <1>:= Select
Select with Value Respond:

T1<45,46,47,49,50> or <58,59,60,62,63> in mohitor
direction:
— applicable CASDU address

applicable I0A address

— Qualifier of command (QOC)=0 <no additional definiti
— COT <7>:= Activation confirmation
— S/E <1>:= Select

bn>

Cancel

Cancel Request:

TI<45,46,47,49,50>0r<58,59,60,62,63> in control directi
— applicable CASDU address

— applicabléOA address

— Qualijfienof command (QOC)=0 <no additional definiti
— COF <8>:= Deactivation

— SJ/E'value is irrelevant

€ancel Respond:

T1<45,46,47,49,50> or <58,59,60,62,63> in monitor
direction:

— applicable CASDU address

— applicable IOA address

— Qualifier of command (QOC)=0 <no additional definiti
— COT <9>:= Deactivation confirmation

S/E value is irrelevant

on:

bn>

bn>

Operate

Operate Request:

T1<45,46,47,49,50> or <58,59,60,62,63> in control directi
— applicable CASDU address

— applicable IOA address

— Qualifier of command (QOC)=0 <no additional definiti
— COT <6>:= Activation

— S/E <0>:= Execute

on:

pbn>

Operate Respond:

T1<45,46,47,49,50> or <58,59,60,62,63> in monitor
direction:

— applicable CASDU address

— applicable IOA address

— Qualifier of command (QOC)=0 <no additional definition>

— COT <7>:= Activation confirmation
— S/E <0>:= Execute
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IEC 61850-7-2 service Maps to

Command Termination T1<45,46,47,49,50> or <58,59,60,62,63> in monitor
direction:

— applicable CASDU address

— applicable IOA address

— Qualifier of command (QOC)=0 <no additional definition>
— COT <10>:= Activation Termination

— S/E <0>:= Execute

— PJ/N <0>:= no AddCause present
AND
<1>:= AddCause present
OR
Error <> NoError <0>

9 |[Protocol stack selections for IEC 60870-5-101 and IEC 60870:5-104

9.1 General

The| mapping to IEC 60870-5-101 and IEC 60870-5-104 is done for the applicable ¢ata
(ASpPUs) and services (basic application functions) according. to the marked check boxes in
the nteroperability sheet in 9.3.1/ 9.3.2. The interoperability. sheets are subsets of the related
standards.

NOTE The selections done in the interoperability sheets of JEC/60870-5-101 and IEC 60870-5-104 repres¢nt a
recommended set of parameters, ASDUs and basic applicatiof functions which conform to the definitions of this
guid¢line.

9.2 | Structure of application data
9.2/ General

IEC|60870-5-3 describes the basic_application data units in transmission frames of telecontrol
systems. This subclause selects\specific field elements out of that standard and def|nes
APPLICATION SERVICE DATA ~UNITs (ASDU) used in standard IEC 60870-5-104 |and
IEC|60870-5-101 protocol.

The| APPLICATION SERWCE DATA UNIT (ASDU) is composed of a DATA UNIT IDENTIFIER and |one
or more INFORMATION_OBJECTs. ASDUs containing no INFORMATION OBJECTS are permitted as
welll.

In afddition, inysome cases, the ASDU consists only of the DATA UNIT IDENTIFIER

The| DATA' UNIT IDENTIFIER always has the same structure for all ASDUs. The INFORMATION
OBJECTS of an ASDU are always of the same structure and type., which are defined in the TYPE
IDENTIFICATION field. Each ASDU always contains a single TYPE IDENTIFICATION (TI) and a
single CAUSE OF TRANSMISSION.

The COMMON ADDRESS is the station address, which may be structured to permit the
addressing of the whole station or just a particular station sector.

There is no data field LENGTH OF ASDU. Each frame has only a single ASDU available.
TIME TAGs (if present) always belong to an individual INFORMATION OBJECT.

If Day of week is not used, the values can be set to 0.
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The INFORMATION OBJECT consists of an INFORMATION OBJECT IDENTIFIER, a SET OF INFORMATION
ELEMENTs and, if present, a TIME TAG OF INFORMATION OBJECT.

The INFORMATION OBJECT IDENTIFIER consists only of the INFORMATION OBJECT ADDRESS (IOA).
In most cases, the cOMMON ADDRESS OF ASDU together with the INFORMATION OBJECT ADDRESS
distinguishes the complete SET OF INFORMATION ELEMENTS within a specific system. The
combination of both addresses shall be unambiguous per system. The TYPE IDENTIFICATION is

not

co

comlbination of information elements.

NOT
infor

9.2.

The|structure of the DATA UNIT IDENTIFIER is:

Oct

ASDU defines the CAUSE OF TRANSMISSION field.

The|size of the COMMON ADDRESS OF ASDU istdetermined by a fixed system (network sped
parameter, in this case one or two octets.

The|use of two octets for cCOMMON ADBRESS OF ASDU is recommended.

The| size of the INFORMATION OBJECT ADDRESS is determined by a fixed syg
(networkspecific) parameter, in-this case one, two or three octets.

The|use of three octets for INFORMATION OBJECT ADDRESS is recommended.

If D

The| set of information elements consists of a single information element/combinatio
elements ora’sequence of information elements.

9.2.3 Structure of application data defined in IEC 60870-5-104

The set of information elements consists of a individual
£

a part of a COMMON ADDRESS or an INFORMATION OBJECT ADDRESS.

single information eleme
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;ation objects of a specific ASDU (telegrams) are of the same structure, type and format.

” Structure of application data defined in IEC 60870-5-101

bne octet TYPE IDENTIFICATION (TI)

bne octet VARIABLE STRUCTURE QUALIFIER

bne or two octets CAUSE OF TRANSMISSION (INCLUDED ORIGINATOR ADDRESS)
bne or two octets COMMON ADDRESS OF ASDU

bne, two or three octets INFORMATION OBJECT ADDRESS (IOA)

bt 3 (and optionally Octet 4:= ORIGINATOR ADDRESS) of the DATA UNIT IDENTIFIER of

hy of week is nOtyUsed, the values shall be set to 0.

The type identification (Tl) defines the structure, the type and the format of the information/objec}.

All

the

ific)

tem

n of

The structure of the DATA UNIT IDENTIFIER is:

one octet type identification (TI)

one octet variable structure qualifier

two octets cause of transmission (Included Originator Address)
two octets common address of ASDU

three octets information object address (I0A)

The format CP56Time2a for TIME TAGS is used exclusively in IEC 60870-5-104.

If D

ay of week is not used, the values can be set to 0.
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NOTE The TYPE IDENTIFICATION (TI) defines the structure, the type and the format of the INFORMATION OBJECT. All
INFORMATION OBJECTs of a specific ASDU (telegrams) are of the same structure, type and format.

9.3 IEC 60870-5 interoperability
9.3.1 IEC 60870-5-101 interoperability
9.3.1.1 General

The companion standard IEC 60870-5-101 presents sets of parameters and alternatives from
which subsets shall be selected to implement particular telecontrol systems. Certain
parameter values, such as the choice of “structured” or “unstructured” fields of the
INFQRMATION OBJECT ADDRESS of ASDUs represent mutually exclusive alternatives. This mgans
that/only one value of the defined parameters is admitted per system. Other parametets,-quch
as the listed set of different process information in command and in monitor directien, allow
the |specification of the complete set or subsets, as appropriate for given applications. [his
clayse summarizes the parameters of the previous clauses to facilitate a suitable’selection for
a specific application. If a system is composed of equipment stemming) from different
marjufacturers, it is necessary that all partners agree on the selected parameters.

NOTE 1 In addition, the full specification of a system may require individual seleCtion of certain parameters for
certdin parts of the system, such as the individual selection of scaling factors for individually addresgable
meagured values.

The|selected parameters should be marked in the white boxes as follows:
|:| Function or ASDU is not used
|X| Function or ASDU is used as standardized (default)

El Function or ASDU is used in reverse mode
Function or ASDU is used in standard and reverse mode

The| possible selection (blank, X, R, or B) is specified for each specific clause or parameter.
The| selections made in Subclause 9.321" of this document select all parameters and ASPUs
whi¢h are required for the mapping. 'of CDCs onto IEC 60870-5-101 as described in [this
document.

NOTE 2 Due to the hierarchical ‘Client—server service concept (of, for example, IEC 61850), all functions or
ASDUs can be used in standardized (default) mode only.

9.3./.2 System or.device
(sydtem-specific qparameter, indicate definition of a system or a device by marking one ofl the
follqwing with 2X%)

System definition

|:| Controlling station definition (Master)
|:| Controlled station definition (Slave)

9.3.1.3 Network configuration

(network-specific parameter, all configurations that are used are to be marked ‘X’)

Point-to-point |:| Multipoint-partyline
|X| Multiple point-to-point |:| Multipoint star
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9.3.14 Physical layer

(network-specific parameter, all interfaces and data rates that are used are to be marked ‘X’)

Transmission speed (control direction)

Unbalanced interchange Unbalanced interchange Balanced interchange

Circuit V.24/V.28 Circuit V.24/V .28 Circuit X.24/X.27

Standard Recommended if >1 200 bit/s

|:| 100 bit/s D 2 400 Dit/s D 2400 Dit/s |L| 56 000 ~bjt/s
|:| 200 bit/s |:| 4 800 bit/s |:| 4 800 bit/s 64 000 bjt/s
[]| 300 bitis 9 600 bit/s 9 600 bit/s

1] s00 bitss 19200 bit/s

[ 111 200 bit/s 38 400 bit/s

Trapsmission speed (monitor direction)

Unbjalanced interchange Unbalanced interchange Balanced interchange
Cirquit V.24/V.28 Circuit V.24/V.28 Circuit X.24/X.27

Stanpdard Recommended if >1 200_bit/s

[]| 100 bits [] 2400 bit/s [] 2400 bitis 56 000 bits
[ ]| 200 bitrs []4800 bitis [[] 4800 bitss 64 000 bifs
[]| 300 bit/s [X] 9 600 bitis 9 600 bit/s

[ ]| 600 bitss 19 200 bit/s

[]]1200 bitss 38 400 bit/s

9.3.11.5 Link layer

(network-specific parameter, all options that are used are to be marked ‘X’. Specify|the
maximum frame lehgth. If a non-standard assignment of class 2 messages is implemented for
unbplanced transmission, indicate the type ID and COT of all messages assigned to class [2.)

Frame format’'FT 1.2, single character 1 and the fixed time out interval are used exclusively in
IEC|60870+5-101.

Lirtranstissionprecedure Adaress-fretd-of-thetint
Balanced transmission D Not present (balanced transmission only)
[] unbalanced transmission One octet
Two octets
Frame length |:| Structured
Maximum length L [[] Unstructured

(number of octets)
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When using an unbalanced link layer, the following ASDU types are returned in class 2
messages (low priority) with the indicated causes of transmission:

I:l The standard assignment of ASDUs to class 2 messages is used as follows:

Type identification Cause of transmission

9,11, 13, 21 <1>

|:| A special assignment of ASDUs to class 2 messages is used as follows:

Type identification Cause of transmission

NOTE In response to a class 2 poll, a controlled station may respond with class~1 data when there is no clgss 2
datalavailable.

9.3./1.6 Application layer

Trapnsmission mode for application data

Mode 1 (least significant octet first), as defined in¢Subclause 4.10 of IEC 60870-5-4:1998, is
usedl exclusively in companion standard IEC 60870-5-101.

Common address of ASDU

(syqtem-specific parameter, all configufations that are used are to be marked ‘X’)

|:| One octet Two octets

Infgrmation object address

(sydtem-specific paraméter, all configurations that are used are to be marked ‘X’)

|:| One octet structured
|:| Two octets unstructured

Three loctets

Cause of transmission

(system-specific parameter, all configurations that are used are to be marked ‘X’)

[[] one octet Two octets (with originator
address). Originator address is

set to zero if not used

Length of APDU
(system-specific parameter, specify the maximum length of the APDU per system)

The maximum length of APDU for both directions is 253. It is a fixed system parameter.
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Maximum length of APDU per system in control direction

Maximum length of APDU per system in monitor direction

Selection of standard ASDUs
Process information in monitor direction

(station-specific parameter, mark each Type ID ‘X’ if it is only used in the standard direction,
‘R’ if only used in the reverse direction, and ‘B’ if used in both directions)

CP56Time2a

IZl <1> Single-point information M_SP_NAM
|:| <2> Single-point information with time tag M_SPTA_1
<3> Double-point information M_DP_NA_1
|:| <4> Double-point information with time tag M_DP_TA_1
<5> Step position information M_ST_NA_1
|:| <6> Step position information with time tag M_ST_TA_1
<7> Bitstring of 32 bit M_BO_NA_1
I:l <8> Bitstring of 32 bit with time tag M_BO_TA_1
I:l <9> Measured value, normalized value M_ME_NA_1
I:l <10>:= Measured value, normalized value with time tag M_ME_TA_1
<11>:= Measured value, scaled value M_ME_NB_1
I:l <12>:= Measured value, scaled value with time tag M_ME_TB_1
<13>:= Measured value, short floating point value M_ME_NC_1
|:| <14>:= Measured value, short floating point value with time tag M_ME_TC_1
<15>:= Integrated totals M_IT_NA_1
|:| <16>:= Integrated totals with time tag M_IT_TA_1
|:| <17>:= Event of protection equipment with time tag M_EP_TA_1
I:l <18>:= Packed start events'efiprotection equipment with time tag M_EP_TB_1
|:| <19> := Packed output circuit information of protection equipment with time tag M_EP_TC_1
I:l <20>:= Packed singlezpoint information with status change detection M_PS_NA_1
I:I <21>:= Measured value, normalized value without quality descriptor M_ME_ND_1
<30> := (Single-point information with time tag CP56Time2a M_SP_TB_1
<315 :7* Double-point information with time tag CP56Time2a M_DP_TB_1
<82> := Step position information with time tag CP56Time2a M_ST _TB_1
<33> := Bitstring of 32 bit with time tag CP56Time2a M_BO_TB_1
I:l <34>:= Measured value, normalized value with time tag CP56Time2a M_ME_TD_1
IZl <35> := Measured value, scaled value with time tag CP56Time2a M_ME_TE_1
<36>:= Measured value, short floating point value with time tag CP56Time2a M_ME_TF_1
IZl <37>:= Integrated totals with time tag CP56Time2a M_IT_TB_1
I:l <38>:= Event of protection equipment with time tag CP56Time2a M_EP_TD_1
<39> := Packed start events of protection equipment with time tag CP56Time2a M_EP_TE_1
<40>:= Packed output circuit information of protection equipment with time tag

M_EP_TF_1
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Either ASDUs of the set <2>, <4>, <6>, <8>, <10>, <12>, <14>, <16>, <17>, <18>, <19> or of
the set <30 —40> are used.

Process information in control direction

(station-specific parameter, mark each type ID ‘X’ if it is only used in the standard direction,
‘R’ if only used in the reverse direction, and ‘B’ if used in both directions)

<45>:= Single command C SC NA 1
46—=—Peotbte-commeand C—DE—NA—
<47>:= Regulating step command C_RC_NA_4
I:l <48>:= Set point command. normalized value C SEINA 1
IZl <49>:= Set point command, scaled value C,SE NB 1
<50>:= Set point command, short floating point value C_SE_NC_1
I:l <51>:= Bitstring of 32 bit C_BO_NA_1

(7]

ysttem information in monitor direction

(stalion-specific parameter, mark an ‘X’ if it is only used in_the/standard direction, 'R' if pnly
J in the reverse direction, and 'B' if used in both directions)

70> := End of initialization M EI NA 1

X &

System information in control direction

(stalion-specific parameter, mark each type IDVX’ if it is only used in the standard direcfion,
‘R’ if only used in the reverse direction, and(*B’ if used in both directions)

100>:= Interrogation command C_IC_NA_1
101>:= Counter interrogation command C_CI_NA_1
102>:= Read command C_RD_NA_1

D 103>:= Clock synchronization,eommand C_CS_NA_1

I:l 104>:= Test command C_TS_NA_1

|:| 105>:= Reset procéss) command C_RP_NA_1

I:l 106>:= Delay acquisition command C_CD_NA_1

Parameter in\control direction

(stalion~specific parameter, mark each Type ID ‘X’ if it is only used in the standard direcfion,
‘R’ if only used in the reverse direction, and ‘B’ if used in both directions)

I:I <110>:= Parameter of measured value, normalized value P_ME_NA_1
IZI <111>:= Parameter of measured value, scaled value P_ME_NB_1
IZl <112>:= Parameter of measured value, short floating point value P_ME_NC_1

I:l <113>:= Parameter activation P_AC_NA_1
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File transfer

(station-specific parameter, mark each Type ID ‘X’ if it is only used in the standard direction,
‘R’ if only used in the reverse direction, and ‘B’ if used in both directions)

I:l <120>:= File ready F_FR_NA_1
I:I <121>:= Section ready F_SR_NA_1
D <122>:= Call directory, select file, call file, call section F_SC_NA_1
I:l <123>:= Last section, last segment F_LS_NA_1
I:l 124>:= Ack file, ack section F_AF_NA_#
D 125>:= Segment F_SG_NA_1
D 126>:= Directory {blank or X, only available in monitor (standard) direction} F_BR_TA_1

Typle identifier and cause of transmission assignments
(stalion-specific parameters)

Shalded boxes: option not required.

Blagk boxes: option not permitted in companion standard IEC- 60870-5-101.
Blank = function or ASDU is not used.

Mark Type ldentification/Cause of transmission combinations:

‘X’ If only used in the standard direction,
‘R’ if only used in the reverse direction,
‘B’ if used in both directions.
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Type identification Cause of transmission
112 |3 |4 |5 |6 |7 |8]|9 (1011|1213 |20 |37 |44 |45 |46 |47

to | to
36 | 41

<1> |M_SP_NA_1 X

<2> |M_SP_TA_1

<3> |M_DP_NA_1 X

<4> |M_DP_TA_1

<5> |M_ST NA 1 X

<6> M_ST_TA_1

<7>| |M_BO_NA_1 X

<8> M_BO_TA_ 1

<9>| [M_ME_NA_1

<103 |M_ME_TA_1

<11 M_ME_NB_1 X

<12% |M_ME_TB_1

<13} |M_ME_NC_1 X

<14% |M_ME_TC_1

<15} |M_IT_NA_1 X

<16+ [M_IT_TA_1

<17+ |M_EP_TA_1

<18 |M_EP_TB_1

<194 [M_EP_TC_1

<203 [M_PS_NA_1

<21 M_ME_ND_1

<30% |[M_SP_TB_1

<31 M_DP_TB_1

<32+ [M_ST_TB_1

X | XX | X
X | X | X | X

<334 |M_BO_TB_1

<34} |M_ME_TD_1

<35} |M_ME_TE_1

<36} |M_ME_TF_1

<374 |M_IT=TB_1

<38 fM_EP_TD_1

<39> |[M_EP_TE_1

<40> |M_EP_TF_1

<45> [C_SC_NA_1

<46> |C_DC_NA_1

<47> |[C_RC_NA_1

<48> |C_SE_NA_1

<49> |C_SE_NB_1 X | X | x| x|Xx X | x| x|x
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Type identification

Cause of transmission

8

9

10

11

12

13

20
to
36

37
to
41

44

45

46

47

<50>

C_SE_NC_1

<51>

C_BO_NA_1

<70>

M_EI_NA_1¥

<100>

C_IC_NA_1

<101>

C_CI_NA_1

<103>

C_RD_NA_1

<103>

C_CS_NA_1

<104>

C_TS_NA_1

<108>

C_RP_NA_1

<106>

C_CD_NA_1

<110>

P_ME_NA_1

<111>

P_ME_NB_1

<113>

P_ME_NC_1

<113>

P_AC_NA_1

<12Q>

F_FR_NA_1

<121>

F_SR_NA_1

<123>

F_SC_NA_1

<123>

F_LS_NA_1

<124>

F_AF_NA_1

<128>

F_SG_NA_1

<126>

F_DR_TA_1*

) glank or X only

9.3.11.7

Station initialization

(stafion-specifictparameter, mark ‘X’ if function is used)

L]

Cydlic.data transmission

Remote initialization

Basic application functions

(station-specific parameter, mark ‘X’ if function is only used in the standard direction, ‘R’ if
only used in the reverse direction, and ‘B’ if used in both directions)

(x]

Cyclic data transmission

Read procedure

*) Optional

(station-specific parameter, mark ‘X’ if function is only used in the standard direction, ‘R’ if
only used in the reverse direction, and ‘B’ if used in both directions)

Spontaneous transmission

Read procedure
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(station-specific parameter, mark ‘X’ if function is only used in the standard direction, ‘R’ if
only used in the reverse direction, and ‘B’ if used in both directions)

x]

Spontaneous transmission

Double transmission of information objects with cause of transmission spontaneous

(station-specific parameter, mark each information type ‘X’ where both a Type ID without time
and corresponding Type ID with time are issued in response to a single spontaneous change

of a

monitored object)

The
cha
tran

HEEnEE

(7]
[
=

OA
=
=

]

o
o

OA
=
=

following type identifications may be transmitted in succession caused by a single(st
hge of an information object. The particular information object addresses for which 'do
smission is enabled are defined in a project-specific list.

Single-point information M_SP_NA_1, M_SP_TA_1, M_SP_TB_1 and M_PSy NA_1
Double-point information M_DP_NA 1, M DP_TA _1and M_DP_TB_1

Step position information M_ST _NA 1, M_ST _TA 1and M_ST_TBd

Bitstring of 32 bit M_BO_NA_1, M_BO_TA 1 and M_BO_TB_1 (if-defined for a specific project)

Measured value, scaled value M_ME_NB_1, M_ME_TB A‘and M_ME_TE_1
Measured value, short floating point number M_ME_NC_1%M: ME_TC_1 and M_ME_TF_1

ion interrogation

fion-specific parameter, mark ‘X’ if function.is: only used in the standard direction,
used in the reverse direction, and ‘B’ if used’in both directions)

global

group 1 [] group 7 [] group 13

group 2 |:| group. 8 |:| group 14

group 3 [] group 9 [ ] group 15

group 4 [ ]Cgroup 10 [] group 16

group 5 I:I group 1 Information Object Addresses assigned to each
group 6 I:l group 12 group must be shown in a separate table

Lk synchronization

lion-specific parameter, mark ‘X’ if function is only used in the standard direction,
used,in the reverse direction, and ‘B’ if used in both directions)

Measured value, normalized value M_ME_NA 1, M_ME_TA 1, MM\ME_ND_1and M_ME_TO

atus
Lible

R’ if

[

L]
L]
L]

Cl le qarn
CTOCICSyTToTT

Day of week used (Optional)
RES1, GEN (time tag substituted/ not substituted) used (Optional)
SU-bit (summertime) used (Optional)

Command transmission

(object-specific parameter, mark ‘X’ if function is only used in the standard direction, ‘R’ if only
used in the reverse direction, and ‘B’ if used in both directions)
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Direct command transmission

Direct set point command transmission
Select and execute command

Select and execute set point command
C_SE ACTTERM used

No additional definition

SNort pulse duration (duration determined by a system parameter in the outstation)

Long pulse duration (duration determined by a system parameter in the outstation)
Persistent output

E 1 The command transmission for each control model (ctiModel) is described in 8.8.

EF 2 If the Option "C_SE ACTTERM used" is selected, the condition (trigger/event)) for sending CH_

[ERM and the related monitored information has to be specified individually per project.

nsmission of integrated totals

SE

fion- or object-specific parameter, mark ‘X’ if function(is only used in the standgard

ction, ‘R’ if only used in the reverse direction, and ‘B’ if used in both directions)

Mode A: Local freeze with spontaneous transmission
Mode B: Local freeze with counter interrogation
Mode C: Freeze and transmit by counter intetrogation commands

Mode D: Freeze by counter interrogation command, frozen values reported spontaneously

Counter read
Counter freeze without reset
Counter freeze with reset

Counter reset

General request-counter
Request ceunter group 1
Request)counter group 2

Request counter group 3

Ré&quest counter group 4

U
[Y
=
[V
3
1)
~-*
(1)
=
[*]
[
Q.
=]
«Q

(object-specific parameter, mark ‘X’ if function is only used in the standard direction, ‘R’ if only
used in the reverse direction, and ‘B’ if used in both directions)

LD

Threshold value

Smoothing factor
Low limit for transmission of measured value

High limit for transmission of measured value
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Parameter activation

(object-specific parameter, mark ‘X’ if function is only used in the standard direction, ‘R’ if only
used in the reverse direction, and ‘B’ if used in both directions)

|:| Act/deact of persistent cyclic or periodic transmission of the addressed object

Test procedure

(station-specific parameter, mark ‘X’ if function is only used in the standard direction, ‘R’ if
onlyused-imthereversedirectiom,and-B*ifused-mbothrdirections)

|:| Test procedure

File|transfer
(stalion-specific parameter, mark ‘X’ if function is used)

File|transfer in monitor direction

Transparent file

Transmission of disturbance data of protection equipmént

Transmission of sequences of recorded analogude)values

[]
]
|:| Transmission of sequences of events
[]

FileA transfer in control direction

[l

Transparent file

Badkground scan

(station-specific parameter, mark (X’ if function is only used in the standard direction, ‘R’ if
only used in the reverse direction, and ‘B’ if used in both directions)

|:| Background scan

Acquisition of transmission delay

(stalion-specific parameter, mark ‘X’ if function is only used in the standard direction, ‘R’ if
only used in thewreverse direction, and ‘B’ if used in both directions)

|:| Acquisition of transmission delay

9.3.2 IEC 60870-5-104 interoperability

9.3.2.1 General

The companion standard IEC 60870-5-104 presents sets of parameters and alternatives from
which subsets shall be selected to implement particular telecontrol systems. Certain
parameter values, such as the choice of “structured® or “unstructured” fields of the
INFORMATION OBJECT ADDRESS of ASDUs represent mutually exclusive alternatives. This means
that only one value of the defined parameters is admitted per system. Other parameters, such
as the listed set of different process information in command and in monitor direction allow
the specification of the complete set or subsets, as appropriate for given applications. This
clause summarizes the parameters of the previous clauses to facilitate a suitable selection for
a specific application. If a system is composed of equipment stemming from different
manufacturers, it is necessary that all partners agree on the selected parameters.
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The interoperability list is defined as in IEC 60870-5-101 and extended with parameters used
in IEC 60870-5-104. The text descriptions of parameters which are not applicable to

IEC

60870-5-104 are struck-through (corresponding check box is marked black).

NOTE In addition, the full specification of a system may require individual selection of certain parameter
certain parts of the system, such as the individual selection of scaling factors for individually addressable
measured values.

The

[l

selected parameters should be marked in the white boxes as follows:

Function or ASDU is not used

s for

[R]

The
The
whi
doc

A bl

NOT
can

9.3.

(syg
follg

L]
L]

9.3.

(network-specific parameter, all configurations that are used are to be marked ‘X’)

9.3.

Function or ASDU Is used as standardized (detault)

Function or ASDU is used in reverse mode
Function or ASDU is used in standard and reverse mode

selections made in Subclause 9.3.2 of this document select all parameters and AS
h are required for the mapping of CDCs onto IEC 60870-5-104%as described in
iment.

ack check box indicates that the option cannot be selected,in [EC 60870-5-104.

E  Due to the hierarchical client—server service concept (of, for example, IEC 61850), all functions or A§
e used in standardized (default) mode only.

R.2 System or device

tem-specific parameter, indicate definition, of;a system or a device by marking one of
wing with ‘X’)

System definition
Controlling station definition\(Master)

Controlled station definition (Slave)

.3 Network configuration

Point-to-point B Mutipointpartyline

R.4 Physical layer

possible selection (blank, X, R, or B) is specified for each specific clause or parameter.

DUs
this

DUs

the

(network-specific parameter, all interfaces and data rates that are used are to be marked ‘X’)

Transmission speed (control direction)

Unb
Circ

alanced interchange Unbalanced interchange Balanced interchange
uit V.24/V.28 Circuit V.24/V.28 Circuit X.24/X.27

Standard Recommended if >1 200 bit/s
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600 bit/s B 10200 bius

i
|
|

1200 bit/s B ss400 bivs

Transmission speed (monitor direction)

Unbalanced interchange Unbalanced interchange Balanced interchange

Cirquit V.24/V.28 Circuit V.24/V.28 Circuit X.24/X.27

Standard Recommended if >1 200 bit/s

B 200 bivs B 4800 bivs B 2800 bivs ] 64000 bjiis
B 00 bius B osoo sivs Bl oso0 bibs

B o0 bius B o200 bivs

B 200 sivs B ss400 biys

9.3.R.5 Link layer

(network-specific parameter, all options that areused are to be marked ‘X'. Specify|the
maxXimum frame length. If a non-standard assignment of class 2 messages is implemented for
unbplanced transmission, indicate the Type ID and COT of all messages assigned to class| 2.)

Link transmission Address field of the link

Bl | saienced transmissich Bl Notpresent{balanced transmission-only)

. Unbalanced-tranesission . One-oectet
B =voostets

Fraime length - S

| Bl Bl Unstructured

{Rumberofocteis)
thll Ubillg dll Ullbdidllbcd iilllr\ idycl, tild fU“UVViIIg ASDU typUb dlc IUtUIIICd iII L.,ia\S 2

messages (low priority) with the indicated causes of transmission:

Type identification Cause of transmission

9,11, 13, 21 <1>

.I A . . £ ASDU | 2 . foll :
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Type identification Cause of transmission

9.3.R.6 Application layer

Trapsmission mode for application data

Mode 1 (Least significant octet first), as defined in Subclause 4.10 of IEC 60870-5-4:1998, is
usedl exclusively in IEC 60870-5-104.

Common address of ASDU

(syqdtem-specific parameter, all configurations that are used are tobe marked ‘X’)
.I One-octet Two octets

Infgrmation object address

(sydqtem-specific parameter, all configurations that ate used are to be marked ‘X’)

- One-octet structured
- Fwo-ostets unstructured

Three octets

Cause of transmission

(sydqtem-specific parameter,-all Configurations that are used are to be marked ‘X’)

B | creoctet Two octets (with originator
address). Originator address is

set to zero if not used (see Note)

Length of APDU

(sydqtem-specific parameter, specify the maximum length of the APDU per system)

The maximum length of APDU for both directions is 253. It is a fixed system parameter.

- Maximum length of APDU per system in control direction
- Maximum length of APDU per system in monitor direction

NOTE |If the gateway device acts as "mediator" between the substation and all "devices on the WAN network", the
originator address has to used.

Selection of standard ASDUs

Process information in monitor direction
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(station-specific parameter, mark each Type ID ‘X’ if it is only used in the standard direction,
‘R’ if only used in the reverse direction, and ‘B’ if used in both directions)

<1> := Single-point information M_SP_NA_1
2 = Sinale-noint information with timae taa M-_SP TA 1
irgle-pointinformationwith-time-tag M—SPTA 1

<3> := Double-point information M_DP_NA_1

<56> := Step position information M_ST_NA_1
a = Sten nosition-information with time taa I\/I_S |_ e_g

<7> := Bitstring of 32 bit M_BO_NAL1
8 = Bitetrina of 32 hit with tima taa M-_BO. EA_ 1

= Bitstring-of 32 bit-with-time-tag M-BO-TA

<9> := Measured value, normalized value M_ME_NA_1
<10>—=—Measured-value,—normalized-value-with-time-tag—— ===

<11>:= Measured value, scaled value M_ME_NB_1
<42>—:=—Measured-value,scaled-value-with-timetag———————————————————~———M-ME_TB—

<13>:= Measured value, short floating point value M_ME_NC_1
<H>—=Measured-valueshortfloating-point-value-with-time tag— M_ME_FC_
<15>:= Integrated totals M_IT_NA_1
1685 = Intaarated totale with tima taa M IT TA 1
18=:= Integrated-totals-with-timetag MAT—TA A

<20>:= Packed single-point information with status change detection M_PS_NA_1

<21>:= Measured value, normalized valueswithout quality descriptor M_ME_ND_1

<30> := Single-point information withtime tag CP56Time2a M_SP_TB_1
<31>:= Double-point information’ with time tag CP56Time2a M_DP_TB_1
<32>:= Step position information with time tag CP56Time2a M_ST_TB_1
<33>:= Bitstring of/32.bit with time tag CP56Time2a M_BO_TB_1
<34>:= Measured.value, normalized value with time tag CP56Time2a M_ME_TD_1
<35> := Megasured value, scaled value with time tag CP56Time2a M_ME_TE_1
<36> :=\Measured value, short floating point value with time tag CP56Time2a M_ME_TF_1
<37>.= Integrated totals with time tag CP56Time2a M_IT_TB_1
3B>—=—FEventofprotectiomequipment-with-time-tag-€P56Fme2a M—EP—FB—4
<39>:= Packed start events of protection equipment with time tag CP56Time2a M_EP_TE_1

<40>:= Packed output circuit information of protection equipment with time tag CP56Time2aM_EP_TF_1

< <] L] DxI<] 101 ] <] <] [0 I O <) < < I <] I < I <] I

In IEC 60870-5-104, only the use of the set <30> — <40> for ASDUs with time tag is permitted.
Process information in control direction

(station-specific parameter, mark each Type ID ‘X’ if it is only used in the standard direction,
‘R’ if only used in the reverse direction, and ‘B’ if used in both directions)
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D <45>:= Single command C_SC_NA_1
I:l <46>:= Double command C_DC_NA_1
I:l <47>:= Regulating step command C_RC_NA_1
I:l <48>:= Set point command, normalized value C_SE_NA_1
I:l <49>:= Set point command, scaled value C_SE_NB_1
I:l <50>:= Set point command, short floating point value C_SE_NC_1
I:l <51>:= Bitstring of 32 bit C_BO_NA_1
Y 585 = Qingln commandwith time. l‘ag CP568Time 22 P_QP_TA_'I
X <59>:= Double command with time tag CP56Time 2a C DC TA\d
X <60>:= Regulating step command with time tag CP56Time 2a C_RGyTA_1
: <61>:= Set point command, normalized value with time tag CP56Time 2a C_SE_TA_1
X <62>:= Set point command, scaled value with time tag CP56Time 2a € SE_TB_1
Y <63>:= Set point command, short floating point value with time tag CP56Time 2a C_SE_TC_1
j <64> := Bitstring of 32 bit with time tag CP56Time 2a C_BO_TA_1

Eitheer the ASDUs of the set <45> — <51> or of the set <58> — <64>care used.

(]

ystem information in monitor direction

(stafion-specific parameter, mark an ‘X’ if it is only used in the standard direction, 'R’ if

use

<70>:=

[>]

()
<
(/2]

Q

P N

j in the reverse direction, and 'B' if used in both directions)

End of initialization

tem information in control direction

M_EI_NA_1

lion-specific parameter, mark eachdI'ype ID ‘X’ if it is only used in the standard direc
if only used in the reverse direction, and ‘B’ if used in both directions)

IZl 100>:= Interrogation command C_IC_NA_1
101>:= Counter interrogation tommand C_CI_NA_1
102>:= Read command C_RD_NA_1
I:l 103>:= Clock synchronhization command C_CS_NA_1
. 104-:= Test~omrmand C—TFS—NA
I:I 105>:= Reset process command C_RP_NA_1
” 106>== Nelav acauisition command C_CD NA 1

} = -belay-acquisiton-command —CD-NA
I:l 107>:= Test command with time tag CP56time2a C_TS_TA_1

bnly

ion,

Parameter in control direction

(station-specific parameter, mark each Type ID ‘X’ if it is only used in the standard direction,
‘R’ if only used in the reverse direction, and ‘B’ if used in both directions)

D <110>:=
<111>:=
<112>:=
D <113>:=

Parameter of measured value, normalized value
Parameter of measured value, scaled value

Parameter of measured value, short floating point value

Parameter activation

File transfer

P_ME_NA_1
P_ME_NB_1
P_ME_NC_1
P_AC_NA_1
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(station-specific parameter, mark each Type ID ‘X’ if it is only used in the standard direction,
‘R’ if only used in the reverse direction, and ‘B’ if used in both directions)

I:l <120>:= File ready F_FR_NA_1
I:l <121>:= Section ready F_SR_NA_1
I:l <122>:= Call directory, select file, call file, call section F_SC_NA_1
I:l <123>:= Last section, last segment F_LS_NA_1
I:l <124>:= Ack file, ack section F_AF_NA_1
I:l <125>:= Segment F SG NA 1
I:l 126>:= Directory {blank or X, only available in monitor (standard) direction} F_DR_TA_\1
I:l 127>:= Query Log — Request archive file F_SCGONB_1

Type identifier and cause of transmission assignments
(stafion-specific parameters)

Shalded boxes: option not required.

Blagk boxes: option not permitted in IEC 60870-5-104
Blank = function or ASDU is not used.

Mark type identification/Cause of transmission combjnations:

‘X’ if only used in the standard direction,

‘R’ i[ only used in the reverse direction,

‘B’ if used in both directions.
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Type identification Cause of transmission
1 2 |3 5 7 (8|9 [10[11[12 |13 |20 |37 |44 |45 |46 |47

to | to
36 | 41

<1> M_SP_NA_1 X

<> |M_SP_TA

<3> M_DP_NA_1 X

<4> |M_DP_TA 1

<5> M_ST _NA 1 X

<6>| |M_SFFA 4

<7> M_BO_NA_1 X

<8~ |M_BO_TA

<9> M_ME_NA_1

<10p | MME_TA

<11 M_ME_NB_1 X

<2p | M_METB1

<13 M_ME_NC_1 X

<Hp | MME_TC 1

<15 M_IT_NA_1 X

<Hp |M_EPFA S

<H8p | M_EPTFBH

<19p |M_EPFCH

<20 M_PS_NA_1

<21 M_ME_ND_1

<30 M_SP_TB_1 X X

<31 M_DP_TB_1 X X X

<32 M_ST_TB_1 X X

<33 M_BO_TB_1 X X

<34 M_ME_TD_1

<35 M_ME_TE_1

<36 M_ME_TF.1

<37 M_IT_ABL1

<38 M_EP>TD_1

<39 M_EP_TE_1 X

<40 M_EP_TF_1 X

<45> | C_SC_NA_1

<46> | C_DC_NA_1

<47> | C_RC_NA_1

<48> | C_SE_NA_1

<49> | C_SE_NB_1
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Type identification Cause of transmission

112 (3|4 |56 |7 |89 |[10|11|12|13|20 |37 |44 |45|46 |47

to | to
36 | 41

<50> |C_SE_NC 1
<51> |C_BO_NA_1
<58> |C_SC_TA_1 X | X[ X[ X]|X X | X | X |X
<59> |C_DC_TA 1 X | X[ X[ X]|X X | X | X |X
<60> C_RC_TA_1 X[ X[ X[ X[|X X | X[ X | X
<61 C SE-TA 1
<62 C_SE_TB_1 X | X[ X[ X]|X X | X L% x
<63 C_SE_TC_1 X [ X[ X[ X|X X | X)X | X
<64 C_BO TA_1
<70 M_EI_ NA_1* X
<10Q> |C_IC_NA_1 X | X X X X |x [x
<101> |C_CI NA_1 X X X X X |x [x
<102> |[C_RD_NA 1 X X X |x [x
<103> |C_CS_NA_ 1
10 C_TSNAH
<104> |C_RP_NA 1
104 C_CBNA -l
<107> [C TS TA 1
<11Q> |P_ME_NA 1
<111> |P_ME_NB_1 X |X X X X |x [x
<114> |P_ME_NC 1 X X X X X |x [x
<113> |P_AC NA 1
<12Q> |F_FR_NA_1
<121> |F_SR_NA 1
<122> |F_SC_NA 1
<123> |F_LS_NA_1
<124> |[F_AF_NA_1
<124> |F_SG_NA 1
<124> |F_DR_TA_1*
121> |F_sc_NB_1*
) Hlank or X only
9.3.R.7 Basic application functions
Station initialization
(sta iUII'DpCbifib paldlllctcl, mark—X—if-fonctions uavu')

I:l Remote initialization

Cyclic data transmission

(station-specific parameter, mark ‘X’ if function is only used in the standard direction, ‘R’ if

only used in the reverse direction, and ‘B’ if used in both directions)

|:| Cyclic data transmission

Read procedure

(station-specific parameter, mark ‘X’ if function is only used in the standard direction, ‘R’ if

only used in the reverse direction, and ‘B’ if used in both directions)
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Read procedure

Spontaneous transmission

(station-specific parameter, mark ‘X’ if function is only used in the standard direction, ‘R’ if
only used in the reverse direction, and ‘B’ if used in both directions)

[X]

Spontaneous transmission

Double transmission of information objects with cause of transmission spontaneous

(sta
and
of a

The
cha
tran

HREEEEN

(7]
-
8

OA
=
=

[

o
)

fion-specific parameter, mark each information type ‘X’ where both a Type ID without
corresponding Type ID with time are issued in response to a single spontaneous'chg
monitored object)

following type identifications may be transmitted in succession caused hy‘a single st
nge of an information object. The particular information object addresses-for which do
smission is enabled are defined in a project-specific list.

Single-point information M_SP_NA_1, M_SP_TA_1, M_SP_TB_1and M_PS_NA_1
Double-point information M_DP_NA_1, M_DP_TA_1 and M_DP-TB_1

Step position information M_ST_NA_1, M_ST_TA_1 and/M_ST_TB_1

Bitstring of 32 bit M_BO_NA_1, M_BO_TA_1 and M_BO_TB 1 (if defined for a specific project)

Measured value, normalized value M_ME_NA_1, M_ME_TA_1, M_ME_ND_1and M_ME_TO_

Measured value, scaled value M_ME_NB_1, MOME_TB_1and M_ME_TE_1
Measured value, short floating point number M_ME NC 1,M_ ME_TC 1and M_ME_TF_1

ion interrogation

fion-specific parameter, mark ‘X’.if>function is only used in the standard direction, °
used in the reverse direction, and“B’ if used in both directions)

global

group 1 [ Jcaroup 7 [ ] group 13

group 2 I:l group 8 I:l group 14

group 3 [ ] group 9 [ ] group 15

group 4 I:l group 10 I:l group 16

group 5 |:| group 1 Information object addresses assigned to each
group.6 I:l group 12 group must be shown in a separate table

tk(synchronization

ime
nge

atus
Lible

R’ if

(station-specific parameter, mark ‘X’ if function is only used in the standard direction, ‘R’ if
only used in the reverse direction, and ‘B’ if used in both directions)

[

L]
L]
L]

Clock synchronization

Day of week used
RES1, GEN (time tag substituted/ not substituted) used

SU-bit (summertime) used

optional, see Subclause 7.6 of IEC 60870-5-104
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Command transmission

(object-specific parameter, mark ‘X’ if function is only used in the standard direction, ‘R’ if only
used in the reverse direction, and ‘B’ if used in both directions)

Direct command transmission
Direct set point command transmission
Select and execute command

Select and execute set point command

[ D00 DX

jdct. The maximum allowable delay is, if the supervision function is selected, valid for all commands

C_SE ACTTERM used

No additional definition
Short pulse duration (duration determined by a system parameter in the
Long pulse duration (duration determined by a system parameter in the

Persistent output

Supervision of maximum delay in command direction of commands and set point commands
| Maximum allowable delay of commands andiset point commands

F 1 The command transmission for each control model (ctiModel)-is described in 8.8.

E 2 If the option "C_SE ACTTERM used" is selected, the“condition (trigger) for sending CE_SE ACTT]
he related monitored information has to be specified individually per project.

F 3 The maximum allowable delay of commands and,'set point commands has to be specified individuall

int commands.

nsmission of integrated totals

ction, ‘R’ if only used in the reverse direction, and ‘B’ if used in both directions)

Mode A: Local freeze with spontaneous transmission
Mode B: Local freeze with counter interrogation
Mode C: Freeze and transmit by counter interrogation commands

Mode D: Freeze by counter interrogation command, frozen values reported spontaneously

Counter read

ERM

per
and

lion- or object-specific parameter, mark ‘X’ if function is only used in the standard

Counter freeze without reset

OO O DIH0x

[]

[]
L]

L]
L]

Counter freeze with reset

Counter reset

General request counter
Request counter group 1
Request counter group 2
Request counter group 3

Request counter group 4
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Parameter loading

(object-specific parameter, mark ‘X’ if function is only used in the standard direction, ‘R’ if only
used in the reverse direction, and ‘B’ if used in both directions)

[]
L]

Threshold value

Smoothing factor

Low limit for transmission of measured value

|:| High limit for transmission of measured value

Paereter activation

(object-specific parameter, mark ‘X’ if function is only used in the standard direction; “R’ if pnly
used in the reverse direction, and ‘B’ if used in both directions)

|:| Act/deact of persistent cyclic or periodic transmission of the addressed-object

Test procedure

(stalion-specific parameter, mark ‘X’ if function is only used jin the standard direction, ‘R’ if
only used in the reverse direction, and ‘B’ if used in both direCtions)

|:| Test procedure

File|transfer

(stafion-specific parameter, mark ‘X’ if functiontisiused)

File|transfer in monitor direction

I:l Transparent file

|:| Transmission of disturbance data of protection equipment

|:| Transmission of sequences of events

|:| Transmission of sequences of recorded analogue values

File|transfer in control direction

I:l Transparehtifile

Badkground scan

(stlation—specific parameter, mark ‘X’ if function is only used in the standard direction, ‘R’ if
only-usedHnthereversedirection—and—B-ifusedinbothdirections)

[

Background scan

Acquisition of transmission delay

(station-specific parameter, mark ‘X’ if function is only used in the standard direction, ‘R’ if
only used in the reverse direction, and ‘B’ if used in both directions)

Aeavisition of ssion_del

Definition of time outs
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Parameter Default value Remarks Selected value
t, 30s Time out of connection establishment
t, 15 s Time out of send or test APDUs
t, 10 s Time out for acknowledges in case of no data
messages t, < t,
ts 20s Time out for sending test frames in case of a long
idle state
Maxirdrange-of-ratuesfor-timeotts-igto-tx—{1+te265)s—acedracy—+5-

Recommended range for timeout t3: 1 s to 48 h, resolution 1 s.
Long timeouts for t3; may be needed in special cases where satellite links or dialup
conpections are used (for instance to establish connection and collect valugs only once|per

day|or week).

Maximum number of outstanding | format APDUs k and latest acknowledge

Parameter Default value Remarks Selected valyge
k 12 APDUs Maximum difference receive sequénce number to
send state variable
w 8 APDUs Latest acknowledge after receiving w I-format
APDUs

Maximum range of values k: 1 to 32 767 (215-1) APDUs, accuracy 1 APDU

MaXimum range of values w: 1 to 32 767 APDUs, accuracy 1 APDU (Recommendation: w
shopild not exceed two-thirds of k).

Portnumber

Parameter Value Remarks

Portnumber 2 404 In all cases

Redundant connections

|::| Number N of redundancy group connections used
RFQG 2200 suite

RFC 2200 is an official Internet Standard which describes the state of standardization of
protocols used in the Internet as determined by the Internet Architecture Board (IAB). It offers
a broad spectrum of actual standards used in the Internet. The suitable selection of
documents from RFC 2200 defined in this standard for given projects has to be chosen by the
user of IEC 60870-5-104.

[X] Ethernet 802.3
|:| Serial X.21 interface
|:| Other selection from RFC 2200:
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List of valid documents from RFC 2200

1.

2.

etc.
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Annex A
(informative)

Use of SCL (substation configuration language) to include
IEC 60870-5-101 or IEC 60870-5-104 information

The SCL (substation configuration language) files include all the information needed to
configure IEDs, communication networks and substation topologies. The elements described
in this file format can also be used to define the information model of a complete wind power
plant._In this annex, only the elements of the SCL file needed to link the process information
model with the IEC 60870-5-101 or IEC 60870-5-104 addressing information are described.
Apart from that, configuration and descriptive information that is not interchanged| by
communication means can be described inside the SCL file so both sides-in [the
communication link can share this information.

o2

NOTE The complete definition of the SCL language and its associated schema are definedqinside IEC 61850-

The| SCL file is a configuration file that shall be shared by both client and server. It refledts a
confract that links the IEC 60870-5-101 or IEC 60870-5-104 addressing information to thg LN
and| CDC-based information model so both sides are able to-know the reference [and
"mepning" of any data interchanged. The SCL file shall typically be stored at the server|and
be gccessible to clients. The content shall reflect the latest configured information.

The| SCL file is described in a XML format so it can be,easily interpreted and transformed|. Its
schéma restricts the information allowed and it assures that its information can be procegsed
by different tools.

Thig annex describes how the IEC 60870-5-104+ or IEC 60870-5-104 addressing informgtion
can| be linked with the LN and CDC-pbased information model using the substdtion
configuration language (SCL). Three different approaches to hold the IEC 60870-5-10f or
IEC|60870-5-104 information inside the;SCL files have been analyzed:

— 1{he use of the “sAddr” attribute of the “DAI” element;

— the extension of the “DAI” elément including new attributes using a different namespaceg;

— {he use of “private” sections.

The| approach selected\is based on the definition of a specific syntax to be used inside a
private section. The feasons to select this alternative are the following.

— The “sAddr ‘attribute is an implementation specific attribute whose syntax is vefpdor
Epecific. Theruse of this attribute to hold IEC 60870-5-101 or IEC 60870-5-104 informdtion
ight altep current implementations using this attribute.

— The(use of new namespaces have as a drawback that they are not maintained by IED or
ubstation configuration tools, so this information could be lost if different tools are us€gd.

— The syntax of private sections is not defined and the configuration tools shall ensure its
persistence. The syntax used inside the private section has been defined so this
information could be interpreted unambiguously by different tools.

A.1 SCL information model hierarchy

A11 General

The SCL file includes five top-level elements: header, substation, communication, IED and
DataTypeTemplates. The attributes related to IEC 60870-5-101 or IEC 60870-5-104
information are included inside mainly in the IED section, but also the DataTypeTemplates
section is used to reduce the need to assign its type identifier to all the DAI elements of the
information model.
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A.1.2 Mapping of the common address of ASDU

The common address of ASDU (CASDU) can be assigned to any of the following elements in
the SCL file: IED, LDevice, LN, LNO, DOI, SDI, DAI. In the case where more than one CASDU
are defined in the hierarchy, the CASDU defined in the lower level shall be used. For
instance, if there is one CASDU defined in the IED level, and there is a second definition in
the LDevice level, the CASDU of all the elements below that logical device shall use the
CASDU address specified at the LDevice element.

A1.3 Mapping of the IOA (information object address)

The|lOA shall be defined in the DAI level. The reason to include the IOA at the DAI level|and
not pt the DOI level is that some CDCs need to map more than one of its attributes to_different
Tls pnd therefore need more than one [OA.

A.1)4 Mapping of the type identifiers (TI)

The| type identifiers can be defined either at the DAI level or inside the¢DataTypeTemplates

insigle the DA (data attribute) or BDA (basic data attribute). If,itHhis included in|the
DataTypeTemplates or SDI level, all the instances (DAI) where thisattribute is refererced
shall use the type identifier specified in the templates, acceptin these cases where the {ype

idertifier is specified in the DAI level, this type identifier shall be used independently from| the
DA/BDA definition.

A.2| Use of the SCL elements

A.2/1 General

The|elements IED, LDevice, LN, DOI, SDI and“DAI are used to create the information model
hierprchy and the object references linked” to the IEC 60870-5-101 or IEC 60870-5{104
addressing information.

The|object reference shall be built as-defined in Clause 19 of IEC 61850-7-2:2003:

LDName/LNName.DataName[.DataName]...]]. DataAttributeName[.DAComponentName[ .}..]]

NOTE The inner square brackets [...] indicate further recursive definitions of nested data attribute componenfs.
A.212 IED

IED|is the top-level element in the hierarchy. Its attribute “name” shall be used to create| the
LDName as_ spéecified inside IEC 61850-6.

A.213 AccessPoint

A [~ SR LI = el Qo o I : el 2 el [P + 1
The ATCTETSST OMTU MRS alIT 10 WItT e ST Ime COTIarmeatiornT — SECUOIT. 1T 1S 1Mot uStu tO

include IEC 60870-5-101 or IEC 60870-5-104 information.

A.2.4 Server
This is the element inside the IED that grants access to its information model expressed by

the logical devices information. It is not used to include IEC 60870-5-101 or IEC 60870-5-104
information.

A.2.5 LDevice

The logical device represents the information model of a physical devices.
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Its attribute “inst” is used to build the LDName part of the object reference related to the
IEC 60870-5-101 or IEC 60870-5-104 information.

LDName = “name” attribute of IEDName element + “inst” attribute of LDevice element

A.2.6 LN

” o«

Its attributes, “prefix”, “InClass” and “Inlnst” define the logical node name (LNName) used to
build the object reference related to the IEC 60870-5-101 or IEC 60870-5-104 information.

tNName—"prefix = tmClass =+ frminst*
A.2[7 DOl

Data object instance. Its attribute “name” is used to build the object reference-related to| the
IEC|60870-5-101 or IEC 60870-5-104 information.

A.2{8 SDI

Instantiated subdata: middle name part of a structured data nameEach element between| the
top-level DOI and the BasicType represented by the DAI elenfent shall be assigned a [SDI
typg element.

<DOIl name="X">
<SDI name="X">

<SDIl'dame="X">
<DAIl name="X" />
</SDI>

</SDI>
</DOI>

Its attribute “name” is used to. build the object reference related to the IEC 60870-5-10f or
IEC|60870-5-104 information;

A.2{9 DAI
DAI| (data attribute~instance) is the lowest element in the information model hierarchy| Its

attripute “name”«is~used to build the object reference related to the IEC 60870-5-101 or
IEC|60870-5-104 information.

Thelattributes “q” and “t” of a CDC are mapped to the same IOA as the DAI.

Th

D

ctiMaodal DAL chall hbeucad to-dafina tho contral madeal
Gt e o eua S e et G e et e Gortro o et

Inside the hierarchy, the DAI element shall include a private section holding IEC 60870-5-101
or IEC 60870-5-104 related information. The reason to include the private section at the DAI
level and not at the DOI level is that some CDCs need to map more than one of its attributes
to different Tls and they need more than one IOA.

A.2.10 DA/BDA/SDO

DA (data attribute) or BDA (basic data attribute) are the lowest elements in the data type
templates hierarchy.
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Those elements may include a private section holding IEC 60870-5-101 or IEC 60870-5-104
related information. In that private section, only the definition of a type identifier should be
included.

A.2.11 Control model

Each controllable data class includes the mandatory attribute “ctiModel”. This attribute
specifies the control services that must be used to operate that element. The values available
are one of the following:

status-onlyv
4

0

1} direct-with-normal-security
2 |- sbo--with-normal-security
3
4

— direct-with-enhanced-security
— sbo-with-enhanced-security

In the SCL, the control model of each controllable object may be specified or nets This specification
recdmmends the inclusion of the value of the control model used either in_the~IED section o1 the
DatdTypeTemplates section of the SCL.

Example of “ctiModel” definition in the DataTypeTemplate section;

<DA name="ctIModel" bType="Enum" type="ctIModel" fe="CF">
<Val>direct- with-normal-security</Val>

</DA>

Example of “ctiModel” definition in the IED«Section:

<DAIl name "ctiModel">
<Val>sbo-with-normal-security</Val>
</DAI>

For[ctlVal in the following examples the mapping as defined in IEC 61850-8-1 is used.

A.3| IEC 60870-5-101 or IEC 60870-5-104 private section syntax

A.3/1 General

—to—deseribe-its—content.
The use of the attribute “type” is mandatory and shall be used with the value
“IEC_60870_5 101" or “IEC_60870_5_104".

Th,\ H F F'H H Lol % FY Y-l PPrY 3 ol 1) ot
S MV atltc oTULLIVUITO TITUTUUT twU dtirnivul o TIidiimtcyu SUUTUT [<1RAV] Lyryve

The content of the private section is described in the associated schema. Two different
schemas have been defined.

A.3.2 IEC 60870-5-101 private section schema

<?xml version="1.0" encoding="UTF-8"7?>

<xs:schema targetNamespace="http://www.iec.ch/61850-80-
1/2007/IEC_60870_ 5 101" xmlns:xs="http://www.w3.0rg/2001/XMLSchema"
xmlns="http://www.iec.ch/61850-80-1/2007/IEC_60870-5-101"
xmlns:IEC_60870_5 101="http://www.iec.ch/61850-80-1/2007/IEC 60870-5-101"
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elementFormDefault="qualified" attributeFormDefault="unqualified"
finalDefault="extension" version="1.0">
<xs:annotation>

<xs:documentation xml:lang="en">COPYRIGHT IEC, 2007. Version 1.0.
Release. (Uncommented)

</xs:documentation>
</xs:annotation>

<xs:simpleType name="enumUsedBy">
<xs:restriction base="xs:string">

<xs:enumeration value="controlled-station"/>
<xs:enumeration value="controlling-station"/>
</xs:restriction>
<Yxs:simpleType>

<ts:simpleType name="enumCheck">

<xs:restriction base="xs:string">
<xs:enumeration value="interlocking"/>
<xs:enumeration value="synchrocheck"/>

</xs:restriction>

<Jxs:simpleType>

<ks:complexType name="tIEC 60870 5 10lAddresgy™>

xs:attribute name="1inkAddr" type="xs:un<€ignedInt" />
xs:attribute name="casdu" type="xs:un®ignedInt" />
xs:attribute name="ioa" type="xs:unsignedInt" />
xs:attribute name="ti" type="xs:urfsignedInt" />
xs:attribute name="usedBy" typem'enumUsedBy" use="optional"
defpult="controlled-station"/>

<xs:attribute name="expect&dValue" type="xs:integer" use="optional"|/>
<xs:attribute name="inverted" type="xs:boolean" use="optional"/>
<!--scaleMultiplier and scaleOffset are optional for mapping of values -->
<xs:attribute name="3sgaleMultiplier" type="xs:float" use="optional'
deflault="1.0"/>

<xs:attribute name="scaleOffset" type="xs:float" use="optional"
deflault="0.0"/>

<!—Unit-Multiplier\s optional for mapping of values -->
<xs:attribufe~name="unitMultiplier" type="multiplier" use="optionall
deflault="0"/>
<l—check’s optional for control services defining interlock check and synchro check -{>
<xs:attnibute name="check" type="enumCheck" use="optional"/>

<} xs ycamplexType>
<kslveTement name="Address" type="tIEC 60870 5 101Address"/>

</xs:schema>

A.3.3 IEC 60870-5-104 Private section schema

<?xml version="1.0" encoding="UTF-8"?>
<xs:schema targetNamespace="http://www.iec.ch/61850-80-1/2007/IEC_60870-5-
104" xmlns:xs="http://www.w3.0rg/2001/XMLSchema"
xmlns="http://www.iec.ch/61850-80-1/2007/IEC_60870-5-104"
xmlns:IEC_60870_5 104="http://www.iec.ch/61850-80-1/2007/IEC 60870-5-104"
elementFormDefault="qualified" attributeFormDefault="unqualified"
finalDefault="extension" version="1.0">

<xs:annotation>

<xs:documentation xml:lang="en">COPYRIGHT IEC, 2007. Version 1.0.

Release. (Uncommented)
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</xs:documentation>
</xs:annotation>

<xs:simpleType name="enumUsedBy">
<xs:restriction base="xs:string">
<xs:enumeration value="controlled-station"/>
<xs:enumeration value="controlling-station"/>
</xs:restriction>
</xs:simpleType>

A

ks:simpleType name="enumCheck">

<xs:restriction base="xs:string">
<xs:enumeration value="interlocking"/>
<xs:enumeration value="synchrocheck"/>

</xs:restriction>

<JYxs:simpleType>

<ks:complexType name="tIEC 60870 5 104Address">
<xs:attribute name="casdu" type="xs:unsignedInt" /(>
<xs:attribute name="ioa" type="xs:unsignedInt" />
<xs:attribute name="ti" type="xs:unsignedInt'V it>
<xs:attribute name="usedBy" type="enumUsedBy"“use="optional"
defpult="controlled-station"/>
<xs:attribute name="expectedValue" type="xs:integer" use="optional"|/>
<xs:attribute name="inverted" type="Xs¥boolean" use="optional"/>
<!--scaleMultiplier and scaleOffset are optional for mapping of values -->
<xs:attribute name="scaleMultiplile¥" type="xs:float" use="optional"
deflault="1.0"/>
<xs:attribute name="scaleOffs&t" type="xs:float" use="optional"
deflault="0.0"/>

<!—Unit-Multiplier is optional for mapping of values -->
<xs:attribute name="unigMultiplier" type="multiplier" use="optional’
deflault="0"/>

<l—check is optional for eantrol services defining interlock check and synchro check --p
xs:attribute name#£"g¢heck" type="enumCheck" use="optional"/>
<fxs:complexType>
<ks:element nampesAddress" type="tIEC 60870 5 104Address"/>
</xp:schema>
A.3/4 Use\of Private section examples
A.3l4.1 General
The PI;VOtU OCbt;UII ;D ;Ilb:udcd ;IID;dC thc “DA:” C:Ulllcllt. Th;D u:auoc U;VUD UI\OIII'J:UO Uf h W it

shall be used.

The examples describe the use for IEC 60870-5-101 and IEC 60870-5-104 according to the
defined Schemas.

NOTE In the examples all the information has been included at the DAI level.

<DAI name="f">
<Private type="IEC 60870 5 101">
<IEC 60870 5 104:Address linkAddr="3" casdu="1" ioa="1010"
ti="36"/>
</Private>

</DAI>
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<DAI name="f">
<Private type="IEC 60870 5 104">
<IEC 60870 5 104:Address casdu="1" ioa="1010" ti="36"/>
</Private>

</DAI>

A.3.4.2 SPS common data class example

<DOI name="MySPS">
<DAI name="stVal">
<Private type="IEC 60870 5 104">
<IEC_60870 5 104:Address casdu="1" ioa="1010" ti="30"/>
</Private>
<y DAI>
</DpI>

A.3/4.3 DPS common data class example

<DO[ name="MyDPS">
DATI name="stVal">
<Private type="IEC 60870 5 104">
<IEC 60870 5 104:Address casdu="1" iQ&="1011" ti="31"/>

</Private>
</DATI>
</DPI>
A.3/4.4 INS common data class example

a) Using TI<35>

<DO[ name="MyINS">
DATI name="stVal'">

<Private type="IEC 6087035 104">

<IEC 60870 5 1049+vAddress casdu="1" ioa="1011" ti="35"

unifMultiplier="6"/>
<l--tnitMultiplier can be added'if needed (e.g. “6” means 10° “Mega”)-->
</Private>

<Y DAI>
</DPpI>
b) Using TI<33>

<DO[[ names"MyINS"> <!--for downward compatibility of EEHealth in Ed.1 -->
DAT neme="stVal">
<Private type="IEC 60870 5 104">
<IEC 60870 5 104:Address casdu="1" ioca="1011" ti="33"/>
</Private>
</DAI>
</DOI>
c) Using TI<30>

<DOI name="MyINS">
<DAI name="stVal">
<Private type="IEC 60870 5 104">
<IEC 60870 _5 104:Address casdu="1" ioa="1011" ti="30"
expectedvValue="3"/>
<IEC 60870 _5 104:Address casdu="1" ioa="1011" ti="30"
expectedValue="1" inverted="true"/>
</Private>
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</DAI>
</DOI>

NOTE Details of the mapping of the attribute stVal of CDC INS onto TI<30> SPI are defined in Table 7.

A.3.4.5 ACT common data class example
a) Using TI<39>

<DOI name="MyACT">
<DAI name="general">

Private—type—"TEC 658705164~
<IEC 60870 5 104:Address casdu="1" ioa="1013" ti="39"/>
</Private>
<Y DAI>

</DPI>
NOTE The ACT common data class attributes phsA, phsB, phsC, neut, t and q are also mappéd to TI<39>.
b) Using multiple TI<30>

<DO[ name="MyACT">
DAI name="general">
<Private type="IEC 60870 5 104">
<IEC_60870 5 104:Address casdu="1" idd="1013" ti="30"/>
</Private>
<Y DATI>
DAT name="phsA">
<Private type="IEC 60870 5 104">
<IEC 60870 5 104:Address &asdu="1" ioa="1014" ti="30"/>
</Private>
<Y DAI>
DAI name="phsB">
<Private type="IEC 6087645 104">
<IEC_60870 5 104wAddress casdu="1" ioa="1015" ti="30"/>
</Private>
<V DAI>
DATI name="phsC">
<Private type=s"IEC 60870 5 104">
<IEg 60870 5 104:Address casdu="1" ioa="1016" ti="30"/>
</Private>
<Y DAI>
DAT name="neut">
gPrivate type="IEC 60870 5 104">
<IEC_60870 5 104:Address casdu="1" ioa="1017" ti="30"/>

A

Private

</DAI>

</DOI>

A.3.4.6 ACD common data class example
a) Using TI<40>

<DOI name="MyACD">
<DAI name="general">
<Private type="IEC 60870 5 104">
<IEC 60870 5 104:Address casdu="1" ioa="1013" ti="40"/>
</Private>
</DAI>
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</DOI>
NOTE The ACD common data class attributes phsA, phsB, phsC, neut, t and q are also mapped to Tl<40>.
b) Using multiple TI<30>

<DOI name="MyACD">

<DAI name="general">
<Private type="IEC 60870 5 104">

</Private>

<IEC 60870 5 104:Address casdu="1" ioa="1013" ti="30"/>
</Private>
</DAI>
DAI name="dirGeneral">
<Private type="IEC 60870 5 104">
<IEC 60870 5 104:Address casdu="1" ioca="1014" ti="30"/>
<IEC_60870 5 104:Address casdu="1" ioa="1015" ti="30"/>
<IEC 60870 5 104:Address casdu="1" ioa="1016" ti="GQ"/>
<IEC 60870 5 104:Address casdu="1" ioa="1017" tis"30"/>
</Private>
/DATI>
DAT name="phsA">
<Private type="IEC 60870 5 104">
<IEC 60870 5 104:Address casdu="1" ig@a="1018" ti="30"/>
</Private>
/DAT>
DAI name="dirPhsA">
<Private type="IEC 60870 5 104">
<IEC 60870 5 104:Address gasdu="1" ioa="1019" ti="30"/>
<IEC 60870 5 104:Addresspgdsdu="1" ioa="1020" ti="30"/>
<IEC 60870 5 104:Address’ casdu="1" ioca="1021" ti="30"/>
</Private>
DAI>
<DAI name="phsB">
<Private type="IEC\60870 5 104">
<IEC_60870~5 104:Address casdu="1" ioa="1023" ti="30"/>
</Private>
/DATI>
DAI name="dirPhsB">
<Privafestype="IEC 60870 5 104">
<IEC_60870 5 104:Address casdu="1" ioa="1024" ti="30"/>
<IEC_60870 5 104:Address casdu="1" ioa="1025" ti="30"/>
<IEC 60870 5 104:Address casdu="1" ioa="1026" ti="30"/>
</Private>
</DAI>
<DATI name="phsC">
<Private type="IEC 60870 5 104">
<IEC 60870 5 104:Address casdu="1" io0a="1028" ti="30"/>
</Private>
</DAI>
<DAI name="dirPhsC">
<Private type="IEC 60870 5 104">
<IEC 60870 5 104:Address casdu="1" io0a="1029" ti="30"/>
<IEC_60870 5 104:Address casdu="1" ioa="1030" ti="30"/>
<IEC 60870 5 104:Address casdu="1" ioa="1031" ti="30"/>



https://iecnorm.com/api/?name=6a76151b334185e5e1f72547501a0513

IEC

<

</D

NOT

A3

<DO

</D
NOT

A3
<DO

<
</D

TS 61850-80-1:2016 © IEC 2016 - 135 -

/DAI>
<DAI name="neut">
<Private type="IEC 60870 5 104">
<IEC 60870 5 104:Address casdu="1"
</Private>

</DAI>
<DAI name="dirNeut">

<Private type="IEC 60870 5 104">
<IEC 60870 5 104:Address casdu="1"
TEC 60870 5 104:Address casdu="1"

ioca="1033"

io0a="1034"
i0a="1035"

ti="30"/>

ti="30"/>
ti="3Q"

<IEC 60870 5 104:Address casdu="1"

</Private>
DAI>

DI>

4.7 SEC common data class example

[ name="MySEC">
DAT name="cnt">
<Private type="IEC 60870 5 104">
<IEC 60870 5 104:Address casdu="d"
</Private>
DAI>
DT>

E  The attribute “t” of the CDC SEC is mapped to-the same |0A.

4.8 BCR common data class example

[ name="MyBCR">
DATI name="actVal">
<Private type="IEC (0870 5 104">
<IEC 6087Q % '104:Address casdu="1"
</Private>
DAI>
DAI name="ffVal">
<PrivateNtype="IEC 60870 5 104">
<IEC 60870 5 104:Address casdu="1"
</Rprivate>
DAT>
DI

ioca="1036"

F  The ACD common data class attributes t, g maps to each T1<30>.

ioca="1010"

ioca="1010"

ioca="1011"

ti="30"/>

£i="37"/>

£i="37"/>

£i="37"/>

NOTE The attribute “t” of the CDC BCR is mapped to the same IOA as actVal. The attribute “frTm” of the CDC

BCR

is mapped to the same I0A as frVal.

A.3.4.9 MV common data class example

a)

<DO

Using TI<36>

I name="MyMV">
<SDI name="mag">
<DAI name="f">
<Private type="IEC 60870 5 104">

<IEC 60870 5 104:Address casdu="1" io0a="1010" ti="36"
unitMultiplier="0"” scaleMultiplier="1.5" scaleOffset="100"/>
<l--unitMultiplier , scaleMultiplier and scaleOffset can be added if needed)-->

</Private>


https://iecnorm.com/api/?name=6a76151b334185e5e1f72547501a0513

- 136 - IEC TS 61850-80-1:2016 © IEC 2016

</DAI>

</SDI>
</DOI>

b) Using<TI 35>

<DOI name="MyMV">

uni

</D

A3
a)

<DO

</D

b)

<SDI name="mag">

<DAI name="i">
<Private type="TEC 60870 5 104">

<IEC 60870 5 104:Address casdu="1" i0a="1010" ti="35"
FMultiplier="0" scaleMultiplier=”1.5" scaleOffset="100"/>
<l--unitMultiplier , scaleMultiplier and scaleOffset can be added if needed)-1>
</Private>
</DATI>
SDI>
DT>

4.10 CMV common data class example
Using TI1<36>

[ name="MyCMV">
SDI name="cVal">
SDI name="mag">
<DAI name="f">
<Private type="IEC 6087005 104">
<IEC 60870 5 104%Address casdu="1" i0a="1010" ti="36"/
</Private>
</DAI>
/SDI>
SDI name="ang">
<DAI name="f">
<Private .type="IEC 60870 5 104">
<IEC 60870 5 104:Address casdu="1" ioa="1011" ti="36"/
</Private>
</DAL>
/SDI>
SDI>
DT>

sing T1<35>

<DOI name="MyCMV">
<SDI name="cVal">

<SDI name="mag">

<DAI name="i">
<Private type="IEC 60870 5 104">
<IEC 60870 5 104:Address casdu="1" ioa="1010" ti="35"/>
</Private>
</DAI>

</SDI>
<SDI name="ang">

<DAI name="i">
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<Private type="IEC 60870 5 104">
<IEC 60870 5 104:Address casdu="1"
</Private>
</DATI>
</SDI>
</SDI>
</DOI>

A.3.4.11 WYE common data class example

ioca="1011"

ti="35"/>

a) [Psing T1<36> for attribute mag

<DO[ name="MyWYE">
SDI name="phsA">
<SDI name="cVal">
<SDI name="mag">
<DAI name="f">
<Private type="IEC 60870 5 104">
<IEC 60870 _5 104:Address casdu="1"
</Private>
</DAI>
</SDI>
</SDI>
/SDI>
SDI name="phsB">
<SDI name="cVal">
<SDI name="mag'">
<DAI name="f">
<Private type="IEC 60870 5 104">
<IEC 60870 5\r04:Address casdu="1"
</Private>
</DATI>
</SDI>
</SDI>
/SDI>
SDI name="phsC)>
<SDI name="eVal">
<SDI npame="mag">
<DAL name="f">
<Private type="IEC 60870 5 104">
<IEC 60870 5 104:Address casdu="1"
</Private>

feg="1010"

ioca="1011"

ioca="1012"

ti="36"/

£i="36"/

ti="36"/

</DAI>
</SDI>
</SDI>
</SDI>
<SDI name="neut'">
<SDI name="cVal'">
<SDI name="mag">
<DAI name="f">
<Private type="IEC 60870 5 104">
<IEC 60870 5 104:Address casdu="1"
</Private>
</DAI>

ioa="1013"

ti="36"/>
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</SDI>
</SDI>
</SDI>
<SDI name="net">
<SDI name="cVal">

<SDI name="mag">

<DAI name="f">
<Private type="IEC 60870 5 104">
<IEC 60870 5 104:Address casdu="1" ioa="1014" ti="36"/>

Private
</DAI>
</SDI>
</SDI>
/SDI>

SDI name="res">
<SDI name="cVal">
<SDI name="mag">
<DAI name="f">
<Private type="IEC 60870 5 104">
<IEC_60870 5 104:Address casdu="}" 10a="1015" ti="36"/
</Private>
</DAI>
</SDI>
</SDI>
/SDI>
</DpI>

b) Msing TI<35> for attribute “mag”

<DO[ name="MyWYE">
SDI name="phsA">
<SDI name="cVal'">
<SDI name="mag">
<DAI name="1">
<Private' type="IEC 60870 5 104">
<IEC_ 60870 5 104:Address casdu="1" ioa="1010" ti="35"/
<APrivate>
</OB¥>
</SRhI»
</$DI>
[SDI>
SET T pirsB"
<SDI name="cVal">
<SDI name="mag">
<DAI name="i">
<Private type="IEC 60870 5 104">
<IEC 60870 5 104:Address casdu="1" ioa="1011" ti="35"/>
</Private>
</DAI>
</SDI>
</SDI>
</SDI>
<SDI name="phsC">
<SDI name="cVal'">
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<SDI name="mag">
<DATI name="i">
<Private type="IEC 60870 5 104">
<IEC 60870 5 104:Address casdu="1"
</Private>
</DAI>
</SDI>
</SDI>
</SDI>
SDT name="pneut"

ica="1012"

ti="35"/>

<SDI name="cVal">
<SDI name="mag">
<DATI name="i">
<Private type="IEC 60870 5 104">
<IEC 60870 _5 104:Address casdu="1"
</Private>
</DAI>
</SDI>
</SDI>
/SDI>
SDI name="net'">
<SDI name="cVal'">
<SDI name="mag">
<DAI name="i">
<Private type="IEC 60870 5 104">
<IEC 60870 5 104:Addxe5s casdu="1"
</Private>
</DAI>
</SDI>
</SDI>
/SDI>
SDI name="res">
<SDI name="cVal">
<SDI name="mag">
<DATI name=MNi">
<Prjiwvate type="IEC 60870 5 104">
<IEC 60870 5 104:Address casdu="1"
<X Private>
</DAT>
</ SDI>
</SPI>

ST

i0a="1013"

ioa="1014"

ioca="1015"

ti:"35"/

£i="35"/

ti="35"/

</DOI>

c) Using TI<36> for attributes “mag” and “ang”

<DOI name="MyWYE">
<SDI name="phsA">
<SDI name="cVal">
<SDI name="mag">
<DAI name="f">
<Private type="IEC 60870 5 104">
<IEC 60870 5 104:Address casdu="1"
</Private>
</DAI>

ioa="1010"

ti="36"/>
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</SDI>
<SDI name="ang">
<DAI name="f">
<Private type="IEC 60870 5 104">
<IEC_60870 5 104:Address casdu="1" ioa="1011" ti="36"/>
</Private>
</DAI>
</SDI>
</SDI>
SDT
SDI name="phsB">
<SDI name="cVal'">
<SDI name="mag">
<DAI name="f">
<Private type="IEC 60870 5 104">
<IEC 60870 5 104:Address casdu="1" ioa="1032" ti="36"/
</Private>
</DAI>
</SDI>
<SDI name="ang">
<DAI name="f">
<Private type="IEC 60870 5 104">
<IEC_60870 5 104:Address casdu="1" ioa="1013" ti="36"/
</Private>
</DAI>
</SDI>
</SDI>
/SDI>
SDI name="phsC">
<SDI name="cVal">
<SDI name="mag'">
<DAI name="f">
<Private type="IEC 60870 5 104">
<IEC™60870 5 104:Address casdu="1" ioa="1014" ti="36"/
</Private>
</DAI>
</SDI>
<SDI gamie="ang">
<DAT name="f">
<Private type="IEC 60870 5 104">
<IEC_60870 5 104:Address casdu="1" ioa="1015" ti="36"/

RS2

Pacisia.
</DAI>
</SDI>
</SDI>
</SDI>
<SDI name="neut">
<SDI name="cVal">
<SDI name="mag">
<DAI name="f">
<Private type="IEC 60870 5 104">
<IEC_60870 5 104:Address casdu="1" ioa="1016" ti="36"/>
</Private>
</DAI>



https://iecnorm.com/api/?name=6a76151b334185e5e1f72547501a0513

	CONTENTS
	FOREWORD
	1 Scope
	2 Normative references
	3 Abbreviated terms
	4 The mapping architecture
	5 Conceptual architectures  and associated use cases
	5.1 Conceptual architecture of a gateway device
	5.1.1 General
	5.1.2 Use case a) for a gateway device
	5.1.3 Use case b) for a gateway device
	5.1.4 Use case c) for a gateway device

	5.2 Conceptual architecture of an IED directly connected to a WAN (optional)

	6 Mapping of a device-oriented information model to IEC 60870-5-104 or IEC 60870-5-101
	6.1 General
	6.2 Mapping of a device-oriented information model reference
	6.3 Logical device class mapping
	6.4 Logical node class mapping

	7 Mapping of the common data classes (CDC)
	7.1 List of CDC, type Identifications and corresponding mappings for IEC 61850
	7.2 CDC single point status (SPS)
	7.3 CDC double point status (DPS)
	7.4 CDC integer status (INS)
	7.5 CDC protection activated information (ACT)
	7.6 CDC directional protection activation information (ACD)
	7.7 CDC Security violation counting (SEC)
	7.8 CDC binary counter reading (BCR)
	7.9 CDC measured value (MV)
	7.10 CDC complex measured value (CMV)
	7.11 CDC Phase to ground related measured values of a three-phase system (WYE)
	7.12 CDC phase to phase measured values of a three phase system (DEL)
	7.13 CDC sequence (SEQ)
	7.14 CDC harmonic value (HMV)
	7.14.1 CDC HMV defined in IEC 61850-7-3:2003
	7.14.2 CDC HMV defined in IEC 61850-7-3:2010 

	7.15 CDC harmonic value for WYE (HWYE)
	7.15.1 CDC WYE (HWYE) defined in IEC 61850-7-3:2003
	7.15.2 CDC WYE (HWYE) defined in IEC 61850-7-3:2010

	7.16 CDC harmonic value for DEL (HDEL)
	7.16.1 CDC DEL (HDEL) defined in IEC 61850-7-3:2003
	7.16.2 CDC DEL (HDEL) defined in IEC 61850-7-3:2010

	7.17 CDC controllable single point (SPC)
	7.18 CDC controllable double point (DPC)
	7.19 CDC controllable integer status (INC)
	7.20 CDC binary controlled step position information (BSC)
	7.21 CDC integer-controlled step position information (ISC)
	7.22 CDC controllable analogue set point information (APC)
	7.22.1 CDC APC defined in IEC 61850-7-3:2003
	7.22.2 CDC APC defined in IEC 61850-7-3:2010

	7.23 CDC Single point setting (SPG)
	7.24 CDC integer status setting (ING)
	7.25 CDC analogue settings (ASG)
	7.26 CDC enumerated status (ENS)
	7.27 CDC Histogramm (HST)
	7.28 CDC controllable enumerated status (ENC)
	7.29 CDC Enumerated status setting (ENG)
	7.30 CDC Binary controlled analog process value (BAC)
	7.31 CDC Curve shape setting (CSG)

	8 Mapping of services
	8.1 List of service models and corresponding mappings
	8.2 Server class mapping
	8.3 Association class mapping
	8.4 Logical node class mapping
	8.5 Data class mapping
	8.6 Setting group class mapping
	8.7 Report control block class mapping
	8.8 Control class mapping
	8.8.1 General
	8.8.2 Direct control with normal security (optional)
	8.8.3 Direct control with enhanced security
	8.8.4 SBO control with enhanced security


	9 Protocol stack selections for IEC 60870-5-101 and IEC 60870-5-104
	9.1 General
	9.2 Structure of application data 
	9.2.1 General
	9.2.2 Structure of application data defined in IEC 60870-5-101
	9.2.3 Structure of application data defined in IEC 60870-5-104

	9.3 IEC 60870-5 interoperability 
	9.3.1 IEC 60870-5-101 interoperability
	9.3.2 IEC 60870-5-104 interoperability 


	Annex A (informative) Use of SCL (substation configuration language) to include IEC 60870-5-101 or IEC 60870-5-104 information
	A.1 SCL information model hierarchy
	A.1.1 General
	A.1.2 Mapping of the common address of ASDU
	A.1.3 Mapping of the IOA (information object address)
	A.1.4 Mapping of the type identifiers (TI)

	A.2 Use of the SCL elements 
	A.2.1 General
	A.2.2 IED
	A.2.3 AccessPoint
	A.2.4 Server
	A.2.5 LDevice
	A.2.6 LN
	A.2.7 DOI
	A.2.8 SDI
	A.2.9 DAI
	A.2.10 DA/BDA/SDO
	A.2.11 Control model

	A.3 IEC 60870-5-101 or IEC 60870-5-104 private section syntax
	A.3.1 General
	A.3.2 IEC 60870-5-101 private section schema
	A.3.3 IEC 60870-5-104 Private section schema
	A.3.4 Use of Private section examples

	A.4 IEC 60870-5-101 communication parameters configuration using SCL
	A.5 IEC 60870-5-104 communication parameters configuration using SCL

	Bibliography
	Figures 
	Figure 1 – Conceptual architecture of a gateway device
	Figure 2 – Use case a) for a gateway device
	Figure 3 – Use case b) for a gateway device
	Figure 4 – Use case c) for a gateway device
	Figure 5 – Conceptual architecture of an IED
	Figure 6 – Mapping architecture (conceptual)
	Figure 7 – Direct control with normal security with status update –positive case applied to gateway device
	Figure 8 – Direct control with normal security with status update –positive case applied to IED
	Figure 9 – Direct control with normal security in general –negative case a) applied to gateway device
	Figure 10 – Direct control with normal security in general –negative case a) applied to IED
	Figure 11 – Direct control with normal security in general –negative case b) applied to gateway device
	Figure 12 – Direct control with normal security in general –negative case b) applied to IED
	Figure 13 – Direct control with normal security with status update –negative case c) applied to gateway device
	Figure 14 – Direct control with normal security with status update –negative case c) applied to IED
	Figure 15 – Direct control with normal security without status update –positive case applied to gateway device
	Figure 16 – Direct control with normal security without status update –positive case applied to IED
	Figure 17 – Direct control with enhanced security –positive case applied to gateway device
	Figure 18 – Direct control with enhanced security – positive case applied to IED
	Figure 19 – Direct control with enhanced security –negative case c) applied to gateway device
	Figure 20 – Direct control with enhanced security – negative case c) applied to IED
	Figure 21 – Direct control with enhanced security –negative case d) applied to gateway device
	Figure 22 – Direct control with enhanced security – negative case d) applied to IED
	Figure 23 – SBOw control – positive case applied to gateway device
	Figure 24 – SBOw control – positive case applied to IED
	Figure 25 – SBOw control – negative case a) applied to gateway device
	Figure 26 – SBOw control – negative case a) applied to IED
	Figure 27 – SBOw control – negative case b) applied to gateway device
	Figure 28 – SBOw control – negative case b) applied to IED
	Figure 29 – SBOw control – negative case c) applied to gateway device
	Figure 30 – SBOw control – negative case c) applied to IED
	Figure 31 – SBO with enhanced security – positive case applied to gateway device
	Figure 32 – SBO with enhanced security – positive case applied to IED
	Figure 33 – SBO with enhanced security – negative case a) applied to gateway device
	Figure 34 – SBO with enhanced security – negative case a) applied to IED
	Figure 35 – SBO with enhanced security – negative case b) applied to gateway device
	Figure 36 – SBO with enhanced security – negative case b) applied to IED

	Tables 
	Table 1 – Mapping structure CDC onto ASDU type
	Table 2 – CDC: Single point status (SPS)
	Table 3 – CDC: Single point status (SPS) mapping
	Table 4 – CDC: Double point status (DPS)
	Table 5 – CDC: Double point status (DPS) mapping
	Table 6 – CDC: Integer status (INS)
	Table 7 – CDC: Integer status (INS) mapping
	Table 8 – CDC: Protection activated information (ACT)
	Table 9 – CDC: Protection activated information (ACT) mapping
	Table 10 – CDC: Protection activated information (ACD)
	Table 11 – CDC: Directional protection activated information (ACD) mapping
	Table 12 – CDC: Security violation counting (SEC)
	Table 13 – CDC: Security violation counting (SEC) mapping
	Table 14 – CDC: Binary counter reading (BCR)
	Table 15 – CDC: Binary counter reading (BCR) mapping
	Table 16 – CDC: Measured value (MV)
	Table 17 – CDC: Measured value (MV) mapping
	Table 18 – CDC: Complex measured value (CMV)
	Table 19 – CDC: Complex measured value (CMV) mapping
	Table 20 – CDC: Phase to ground related measured values of a three-phase system (WYE)
	Table 21 – CDC: Phase to phase measured values of a three phase system (DEL)
	Table 22 – CDC: Sequence (SEQ)
	Table 23 – CDC: Harmonic value (HMV) Ed.1
	Table 24 – CDC: Harmonic value (HMV) Ed.1 mapping
	Table 25 – CDC: Harmonic value (HMV) Ed.2
	Table 26 – CDC: Harmonic value for WYE (HWYE) Ed.1
	Table 27 – CDC: Harmonic value for WYE (HWYE) Ed.2
	Table 28 – CDC: Harmonic value for DEL (HDEL)
	Table 29 – CDC: Harmonic value for DEL (HDEL) Ed.2
	Table 30 – CDC: Controllable single point (SPC)
	Table 31 – CDC: Controllable single point (SPC) mapping
	Table 32 – CDC: Controllable double point (DPC)
	Table 33 – CDC: Controllable double point (DPC) mapping
	Table 34 – CDC: Controllable integer status (INC)
	Table 35 – CDC: Controllable integer status (INC) mapping
	Table 36 – CDC: Binary controlled step position information (BSC)
	Table 37 – CDC: Binary controlled step position information (BSC) mapping of data attributes of the functional constraint ST
	Table 38 – CDC: Binary controlled step position information (BSC) mapping of data attributes of the functional constraint CO
	Table 39 – CDC: Integer-controlled step position information (ISC)
	Table 40 – CDC: Integer-controlled step position information (ISC) mapping
	Table 41 – CDC: Controllable analogue set point information (APC) (Ed.1)
	Table 42 – CDC: Controllable analogue set point information (APC) (Ed.2)
	Table 43 – CDC: Controllable analogue set point information (APC) mapping of data attributes of the functional constraint MX
	Table 44 – CDC: Controllable analogue set point information (APC) mapping of data attributes of the functional constraint SP
	Table 45 – CDC: Single point setting (SPG)
	Table 46 – CDC: Integer status setting (ING)
	Table 47 – CDC: Analogue settings (ASG)
	Table 48 – CDC: Enumerated status (ENS)
	Table 49 – CDC: Enumerated status (ENS) mapping
	Table 50 – CDC: Histogramm (HST)
	Table 51 – CDC: Controllable enumerated status (ENC)
	Table 52 – CDC: Controllable enumerated status (ENC) mapping
	Table 53 – CDC: Enumerated status setting (ENG)
	Table 54 – CDC Binary controlled analog process value (BAC) 
	Table 55 – CDC: Binary controlled analog process value (BAC) mapping of data attributes of the functional constraint MX
	Table 56 – CDC: Curve shape setting CSG
	Table 57 – Services requiring client/server communication profile
	Table 58 – Server services mapping
	Table 59 – Association services mapping
	Table 60 – Logical nodes services mapping
	Table 61 – Data services mapping
	Table 62 – Setting group services mapping
	Table 63 – Report control block services mapping
	Table 64 – Direct control with normal security services mapping
	Table 65 – Direct control with enhanced security services mapping
	Table 66 – SBO control with enhanced security services mapping
	Table A.1 – Extension of the “P” element types to hold IEC 60870-5-101 information 
	Table A.2 – Extension of the “P” element types to hold IEC 60870-5-104 information
	Table A.3 – Extension of the “P” element types using redundancy groups




