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e International Electrotechnical Commission (IEC) is a worldwide organization for standardizatiop~camp
national electrotechnical committees (IEC National Committees). The object of IEC is)te pr
ernational co-operation on all questions concerning standardization in the electrical and electronic fiel
s end and in addition to other activities, IEC publishes International Standards, Technical-Specificg
chnical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to as
blication(s)”). Their preparation is entrusted to technical committees; any IEC NationahCommittee inte
the subject dealt with may participate in this preparatory work. International{™governmental and
vernmental organizations liaising with the IEC also participate in this preparation."tEC collaborates ¢
th the International Organization for Standardization (ISO) in accordance with conditions determin
reement between the two organizations.

e formal decisions or agreements of IEC on technical matters express, as nearly as possible, an interng
nsensus of opinion on the relevant subjects since each technical committee has representation frg
erested IEC National Committees.

C Publications have the form of recommendations for international use and are accepted by IEC N3
mmittees in that sense. While all reasonable efforts are made to ensure that the technical content g
blications is accurate, IEC cannot be held responsible for‘the way in which they are used or fo
sinterpretation by any end user.

order to promote international uniformity, IEC National Committees undertake to apply IEC Public
nsparently to the maximum extent possible in their/national and regional publications. Any diver
tween any IEC Publication and the correspondingmational or regional publication shall be clearly indica
e latter.

C provides no marking procedure to indicate its approval and cannot be rendered responsible fo
uipment declared to be in conformity with_an IEC Publication.

users should ensure that they have the latest edition of this publication.
liability shall attach to IEC or its;directors, employees, servants or agents including individual expert
embers of its technical committegsiand IEC National Committees for any personal injury, property damg
penses arising out of the ‘publication, use of, or reliance upon, this IEC Publication or any othe]
blications.

tention is drawn to the*Normative references cited in this publication. Use of the referenced publicati
Hispensable for the“corfect application of this publication.

tention is drawn\te the possibility that some of the elements of this IEC Publication may be the subj
tent rights. JEC\shall not be held responsible for identifying any or all such patent rights.

ptiohal*circumstances, a technical committee may propose the publication of a tech

main.task of IEC technical committees is to prepare International Standards.
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ification when

the required support cannot be obtained for the publication of an International Standard,

d

espite repeated efforts, or

the subject is still under technical development or where, for any other reason, there is the
future but no immediate possibility of an agreement on an International Standard.

Technical specifications are subject to review within three years of publication to decide
whether they can be transformed into International Standards.

IEC/TS 61000-5-9, which is a technical specification, has been prepared by subcommittee
77C: High power transient phenomena, of IEC technical committee 77: Electromagnetic
compatibility.
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This Technical Specification forms Part 5-9 of IEC 61000. It has the status of a basic EMC
publication in accordance with IEC Guide 107 [1].

The text of this technical specification is based on the following documents:

Enquiry draft Report on voting
77C/190/DTS 77C/194/RVC

Full information on the voting for the approval of this technical specification can be found in

a-adieatadin-th.
T

a bavae-tabla
T L4

OV CTTioTCT

the BOL Baratin
r POTTOTT Vot g arcatec Tt

This|publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

The committee has decided that the contents of this publication will remain ugchanged |until
the maintenance result date indicated on the IEC web site under "http://webstore.iec.ch” in
the data related to the specific publication. At this date, the publication witl:be

transformed into an International standard,
reconfirmed,

* withdrawn,
replaced by a revised edition, or

*+ admended.

A biljngual version of this publication may be issued-at.a later date.

1 Figures in square brackets refer to the Bibliography.
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INTRODUCTION

IEC 61000 is published in separate parts according to the following structure:

Part

1: General

General considerations (introduction, fundamental principles)

D

Part

efinitions, terminology

2: Environment

O
d
d

Part

o —

Part

Part

N

Part

Part

Each part is further subdivided into several parts and published either as Internat
dards or as technical specifications or technical reports, some of which have alrpady

Stan

escription of the environment
lassification of the environment

ompatibility levels
3: Limits

mission limits
mmunity limits (in so far as they do not fall under the responsibility of the prg
ommittees)

4: Testing and measurement techniques

leasurement techniques

esting techniques
5: Installation and mitigation guidelines

nstallation guidelines
litigation methods and devices

6: Generic standards

9: Miscellaneous

duct

onal

been published as sections. Others will be published with the part number followed by a fdash

and

h second numbert identifying the subdivision (example: IEC 61000-6-1).
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ELECTROMAGNETIC COMPATIBILITY (EMC) -

Part 5-9: Installation and mitigation guidelines —
System-level susceptibility assessments for HEMP and HPEM

1 Scope

The faim of this part of IEC 61000 is to present a methodology to assess the impact af\fligh-
altityde Electromagnetic Pulse (HEMP) and High Power Electromagnetic~\(HREM)
envifonments on electronic systems. In this context a system refers to a collection of |sub-
syst¢ms, equipment and components brought together to perform a function. (A more
complete definition is given in 3.20.) The techniques associated with this methodology| and
their| advantages and disadvantages will be presented along with examples of how the
techpiques can be applied to evaluate the susceptibility of electronic systems such as those
found in installations. This work is closely related to the evaluation.of EMC system [evel
susceptibility.

The purpose of this Technical Specification is to provide information on available methods for
the assessment of system-level susceptibility as a result ofN\HEMP and HPEM environmgnts.
The pdvantages and disadvantages of the methods will be,discussed along with examples of
how [the techniques should be employed.

Typital systems have external connections, wired or wireless, and the assessment of these
are included within this specification.

This|specification gives general guidance, t*does not cover safety issues nor does it copflict
with [ITU-T efforts concerning the protection of telecommunications equipment [2]2.

2 Normative references

The [following referenced documents are indispensable for the application of this docurent.
For dated references, only the edition cited applies. For undated references, the latest edition
of the referenced document (including any amendments) applies.

IEC 60050(161), ‘tnternational electrotechnical vocabulary — Chapter 161: Electromagnetic
compatibility

IEC/TR 61000-1-5:2004, Electromagnetic compatibility (EMC) — Part 1-5: General — [High
powerelectromagnetic (HPEM) effects on civil systems

IEC 61000-2-9:1996, Electromagnetic compatibility (EMC) — Part 2: Environment — Section 9:
Description of HEMP environment — Radiated disturbance. Basic EMC publication

IEC 61000-2-10:1998, Electromagnetic compatibility (EMC) — Part 2-10: Environment —
Description of HEMP environment — Conducted disturbance

IEC 61000-2-13:2005, Electromagnetic compatibility (EMC) — Part 2-13: Environment — High-
power electromagnetic (HPEM) environments — Radiated and conducted

2 Figures in square brackets refer to the Bibliography.
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IEC/TR 61000-4-32:2002, Electromagnetic compatibility (EMC) — Part 4-32: Testing and
measurement techniques — High-altitude electromagnetic pulse (HEMP) simulator
compendium

IEC 61000-4-33:2005, Electromagnetic compatibility (EMC) - Part 4-33: Testing and
measurement techniques — Measurement methods for high-power transient parameters

IEC 61000-4-35:2009, Electromagnetic compatibility (EMC) - Part 4-35: Testing and
measurement techniques — HPEM simulator compendium

IEC/FR—6466

O atiorn and
mitigation guidelines — HEMP protection concepts

£5.2:-1Q00Q0Q Llanfromaannatin anpanatihilify, (CAfM) Doyt B _2- Inct
oo T IOIIT et ormagn cuC— COTToatoity (= T oo, 1 T

IEC/TS 61000-5-4:1996, Electromagnetic compatibility (EMC) — Part 5: Installation| and
mitigation guidelines — Section 4: Immunity to HEMP — Specifications for protective devices
agaipst HEMP radiated disturbance. Basic EMC Publication

IEC $1000-5-5:1996, Electromagnetic compatibility (EMC) — Part 5: Installation and mitigation
guidelines — Section 5: Specification of protective devices for HEMP“€onducted disturbgnce.
Basic EMC Publication

IEC/TR 61000-5-6:2002, Electromagnetic compatibility (EMC) — Part 5-6: Installation| and
mitigation guidelines — Mitigation of external EM influences

IEC 61000-5-7:2001, Electromagnetic compatibility \(EMC) - Part 5-7: Installation | and
mitigation guidelines — Degrees of protection provided by enclosures against electromaghetic
distyrbances (EM code)

3 Terms and definitions

For {he purposes of this document the terms and definitions of IEC 60050-161 as well as the
folloying apply.

3.1
apernture coupling regime
frequency range wheré-~aperture coupling dominates; this is typically between 200 MHz to
18 QHz

3.2
back-door coupling
coupling ,of-EM energy to equipment via connecting cables or apertures (not via antennas or
senspors

NOTE Detailed discussion of back-door coupling can be found in Clause 5.

3.3

cable coupling regime

frequency range where cable coupling dominates; this is typically between 500 kHz and
400 MHz

3.4
coupling
transfer of electromagnetic energy from source to victim

3.5
E/E/PE equipment
equipment that employs electrical, electronic or programmable electronic technologies
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pment

general designation which includes modules, devices, apparatuses, subsystems, complete
systems and installations

3.7

equipment under test

EUT

refers to the equipment being tested

3.8

front-door coupling

coupling of EM energy to equipment via antennas and/or sensors
NOTH Detailed discussion of front-door coupling can be found in Clause 5.
3.9

HEMP

Hightaltitude Electromagnetic Pulse

3.10

highi-level illumination

HLI

use of high-level (>100 V/m) signals to assess the immunity or susceptibility
3.1

HPEM

High{ Power Electromagnetic

3.12

immunity

abilify of a device equipment or systent to perform without degradation in the presence
elecfromagnetic disturbance

[IEV|161-01-20]

3.13

installation

com
(indi

NOTH
an ing

bination of dpparatuses, components and systems assembled and/or ere
Vidually) in a_given area

For physical reasons (e.g. long distances between individual items) it is in many cases not possible f
tallatien_as a unit.

3.14

bf an

cted

o test

low-level continuous wave
LLCW

use of low-level signals (typically <1 V/m) to characterise the coupling of an external
electromagnetic environment to an internally induced current, voltage or field (magnetic or
electric)

3.15

margin
usually expressed in dB, this in the amount added to a result to improve confidence or to
allow for uncertainties
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3.16

norm
mathematical function used to describe a parameter of a waveform; several norms can be
used to describe the ‘uniqueness’ of a waveform

3.17

pulsed current injection

PCI

use of current injection methods to assess the immunity or susceptibility with a pulsed
waveform as opposed to more traditional continuous wave (CW) signals

3.18

surface current injection

SCI

injection of current directly on to the surface of an equipment box of system skin

3.19

susgeptibility

inab
ane

[IEV

3.20
syst
com

interjded to be installed and operated to perform (a) ‘specific task(s)

4 General

4.1

HEMP occurs as a result of a high=altitude nuclear explosion and can cover several millio
squdre kilometres with electric-field strengths of up to tens of kV/m. Further discussig
HEMP can be found in IEC 61000-2-9 and IEC 61000-2-10.

HPE
are
thes

known as Non-Nuclear EMP (N2EMP) and High power Microwave (HPM). Further discus

of th

This
4.2

lity of a device, equipment or system to perform without degradation in the presen
ectromagnetic disturbance

161-01-21]

pm
bination of apparatuses and/or active componenis, constituting a single functional uni

Introduction

M is the collectivesname given to a set of high power radio frequency (RF) sources
capable of gengerating high levels of RF at ranges <1 km. The waveforms generate
b types of sourees vary and include Ultra Wideband (UWB), Damped Sine (DS)

Bse soure&s can be found in IEC 61000-2-13.

specification discusses methods available for the assessment of systems as defing

e of

and

hs of
n of

that
d by
also
sion

ed in

not distributed civil infrastructure3) to the effects of HEMP and HPEM. Typical sy

stem

examples are vehicles, aircraft and small ships. The techniques can be applied to larger
systems such as buildings, however, with careful consideration.

The

assessment methodology discussed in this specification is not appropriate

for

geographically large connected or distributed systems. However, the techniques may be
applicable to individual components, equipments, subsystems or systems contained within a
large connected or distributed system.

The assessment methodology may be used to determine the status of a particular system with
respect to its hardening to HEMP and/or HPEM environments.

3 Di

stributed civil infrastructure is discussed in IEC 61000-5-8.
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It is important to note that the assessment methodology presented within this specification
should help to assist in reducing the risk of detrimental system performance due to exposure
to HEMP and HPEM environments. This methodology can be applied during the design and
development phases of a system. A full system-level test using the HEMP or HPEM
environment of interest is an important part of this methodology. Information on worldwide
HEMP and HPEM simulators can be found in IEC 61000-4-32 and IEC 61000-4-35
respectively.

4.2 Systems and subsystems

In the context of this specification, a system may consist of several subsystems which are

eachrcomprisedof-severatequipments—which,inturm—conststof-severatcomporents—iguyre 1

shows a typical system architecture.

A system can also be considered to be a set of supplied equipments located within a
defimed physical boundary that are interconnected in order to perform a defined function.

The defined physical boundary may be

—

ne outer hull (for systems located on military platforms — vehiclesf{aircraft and ships),

—

he outer building wall (for systems located within buildings).

The jnterconnection may be either

=

ireline (using either metallic or optical cables),

(@)

r wireless,

and the interconnection is made for the purpose af.either

D

xchanging information,

(@)

r receiving or supplying electrical powét:

Any |[physical connection (i.e. wireling<or wireless) with supplied equipment that doeg not
originate from within the system's defined physical boundary is an interface. Interfaces|may
be permanent (in the case of buildings, where a permanent connection with wireline ppwer
and felecommunications infrastructure can be expected) or temporary (in the case of military
platfporms, where the inherent mobility of the platform prevents permanent wirgline
interfacing).

Individual supplied.(pieces of equipment may themselves be individual systems|(i.e.
subslystems, or sub=subsystems, and so forth) that should themselves have been subject to
the methods caontained within this specification.

Component

Equipment 1
Component

- Sub-system

Component

Equipment
Component

> System

Component

Equipment
Component

Sub-system .

Component

Equipment
Component

Figure 1 — Example system architecture
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For example, a vehicle (system) may consist of an engine management unit (subsystem)
which consists of circuit boards (equipment) and integrated circuits (component).

5 Interaction mechanisms and protection methods

5.1 General

Within IEC 61000-1-5, the terms deliberate penetration and inadvertent penetration are used
to describe the penetration of EM energy into a system. This specification uses the terms
back-door coupling and front-door coupling (see Figure 2) since they better relate to the
fund i ; ; o ithout
degrpding its function. While careful back-door shielding should not degrade the function| of a
m at all, protection against in-band front-door coupling may degrade the funcfion of the
system.

5.2 | Front-door coupling

The |radiation couples to equipment ports intended for wireless communication or o¢ther
interpction with the external environment. Hence, they cannot easily be fully shielded agpinst
elecfromagnetic radiation without loosing or severely degrading their function. Examples are
antepnas and sensors.

Fronf-door coupling can be subdivided into first and secondcorder, as follows.

a) Hront-door coupling, first order (in-band)

F
Tlhe frequency of the radiation coincides, at least partly, with the working frequency of the
equipment. An example is a telecom base-station irradiated in its pass band.

b) Hront-door coupling, second order (out-of-band)
Tlhe frequency of the radiation dees not coincide with the working frequency of the
gquipment. An example is a HF radio antenna exposed to high power microwaves.

5.3 | Back-door coupling

The | radiation couples toelectronic circuits through imperfections (apertures) in| the
elecfromagnetic shield enclosing the electronics, or directly to the electronic circuit boards. In
the gase of a shielded structure this leakage gives rise to a diffuse and complex field pajttern
within the structuré. y)The apertures can be unintentional or intentional. An example of the
former is a paintcor an oxide, layer in a shielding joint between conductive surfaces.
Examples of _the-latter are holes for drainage or ventilation. The radiation may also cquple
direqtly to anexternal wire connected to a component or a subsystem [3]. The reasgn to
define sucha wire as back-door coupling and not as a second-order front-door coupling is
motiyated-by the fact that the wire could be shielded without degrading the function of the
equipment

It is important to note that HEMP or HPEM disturbances can be radiated or conducted in
nature. It follows therefore, that the source of the front-door or back-door coupling can be
radiated or conducted in nature. It should be noted that conducted disturbances cannot only
be out-of-band but also occur under normal operating conditions (in-band and out-of-band).
Examples of this include transient overvoltages much higher than the voltage under normal
operation or surge currents flowing in a system.

This specification deals mainly with back-door coupling although some attention is given to
front-door coupling in Annex H.
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Front-Door Coupling
« Through antennas, sensors etc.
¢ For microwave receivers: HPM joints etcs

frequency within receiving band. * Resonance’at approx. 1-3 GHz.
« Protection: transient protectors, filters. * Protection: shielding, filtering.

Back-Door Coupling
* Penetration-through holes,

van in the centre of the picture contains the HPEM source.
Figure 2 — Example of radiated HPEM at high frequencies [3]

Protection methods

Front-door coupling: While in-band disturbarnces are difficult to neutralize, permanent dammage
effedts can be mitigated by use of tranpsient protectors. Out-of-band disturbances, that is,
second-order front-door coupling, can'be handled by use of filtering, for example for

equi
mea

bment, or by use of metallic meshes or thin films for optical equipment. Often, prote
sures will lead to some degradation of the intended function of the system.

BacK-door coupling: Use of conventional EMC protection techniques, such as shielding

filter

the HPEM threat (although not for the military HPM threat). Transient protection devices

be rq

adio
ctive

and

ng, should suffice.to.achieve a 30 dB protection level [4], which should be sufficient for

may

pquired to protect filters from high-voltage transients and should be carefully combined

with ffilters to increase the level of protection.
An alternative’ way of considering protection is based on the type of HEMP or HPEM
distUrbance' to be protected against. Radiated disturbances can be mitigated by the use of

shiel

ingr and conducted disturbances can be mitigated by the use of transient prote

ction

devicesand-fitters:

Detailed information on protection methods can be found in IEC/TR 61000

IEC/TS 61000-5-4, IEC 61000-5-5, IEC/TR 61000-5-6 and IEC 61000-5-7.

6 Description of overall assessment methodology

6.1 Methodology

This clause discusses the overall assessment methodology.

-5-3,
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Figure 3 — Methodology flowchart
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6.2 Subsystems and equipment characterization phase

Characterization of the subsystems and equipment shall be completed prior to any detailed
evaluation or assessment. At this stage, it is essential that functional and topological
descriptions of the system are generated to allow for critical aspects of the system to be
identified.

A functional description deals with the intentional flow of information within the system that is
the information flow for decision-making and responses from the intentional external interface
throughout the system.

A topological description deals with;

a) the physical units that correspond to each function within the functional desesiption| (i.e.
he individual boxes, cards or units),

b) the intended physical interconnections between the physical electronics (i€ cabling)

c) the relative location of each physical unit and intended physical interconnection.|This
Bllows an assessment to be made of the relative importance of the' three fundamgntal
nteractions: box-to-box, cable-to-box and box-to-cable radiation.

Together, functional and topological descriptions allow the propagation of front-door| and
back-door coupling within the system to be understood and hence hardening strategies fo be
developed. In addition, these descriptions will enable the\impact of any HEMP or HPEM
induged effect to be correctly assigned as either immunity or susceptibility duringl the
susceptibility assessment phases. Also, areas of potential weakness should be identified
based upon information about similar systems or technology types.

During this phase it is necessary to gather immunity and/or susceptibility information that{may
be r¢elevant. This should be obtained from electromagnetic compatibility (EMC) test daja. If
waveforms associated with susceptibilities’ are available, waveform norms that allow
parameters of waveforms to be mathematically quantified should be computed for later|use.
Further details on the use of waveformnorms can be found in IEC 61000-4-33, Annex A [P].

A typical subsystem and equipmeéent characterization will breakdown the system intp its
component subsystems and equipments. Each of these subsystems and pieces of equipment
will then be assessed for coupling paths relevant to the frequency density of the illumingating
HEMP or HPEM environment of interest. This is performed by translation of the frequency
content of the illuminating environment into wavelengths by using the simple expression given
in Equation (1).

c=fA (1)

whelle

¢ isthespeedoftightima vacoum(3< 08 mrsy;
f is the frequency (Hz),

A is the wavelength (m).

Depending on the type of coupling path, frequencies corresponding to a wavelength of L/2 or
L/4 (where L is the length of the conductor of interest, for example, a cable) tend to dominate
and this provides an indication of the ability of the illuminating HEMP or HPEM environment to
couple to the subsystem and equipment being characterised.

Any protection added should be noted during this phase of the assessment and may negate
the need for more extensive testing during the later stages. An effective shield at the
frequencies of interest may reduce the illuminating HEMP or HPEM environment to a level
that is below the immunity requirements for commercial electronics, thus demonstrating that
further radiated testing of the commercial electronics is not required. In this case, a conducted


https://iecnorm.com/api/?name=5d2a7860a9ff79f2849f814b03ad4e36

TS 61000-5-9 © IEC:2009(E) 17 -

test would still be required, unless adequate filtering can be demonstrated to show that
anticipated conducted currents and voltages would be attenuated to a level for which the
electronics has been demonstrated to be immune. However, testing at the later stages is
recommended to assure that the added protection is adequate.

For example, a shield affording 80 dB (a factor of 10 000 in terms of electric field strength) of
attenuation would reduce an external illuminating HEMP field of 50 kV/m to 5 V/m. Immunity
test data (driven by EMC requirements) are typically amplitude modulated (AM) continuous
wave (CW) but the induced current expected from HEMP illumination will be damped
sinusoidal in nature. Evaluation of the energy content of a CW and a damped sinusoidal
waveform of the same (centre) frequency shows that the CW waveform has much greater
enerpgy. Thus, If an equipment or system is immune to 5 V/im CW, it is possible that it-w|ll be
immune to larger peak amplitudes of transient (damped sinusoidal) signals. For interference
the peak amplitude is likely to be the susceptibility driver, but for permanent damage), energy
is a key susceptibility driver.

A further consideration here is that EMC tests are driven by the neegdyto demonjtrate
continued operation in a particular EM environment that is they are required to demonsftrate
immunity in that environment. Without the appropriate test information, it is generally not
possfible to make conclusions about susceptibility based on immunity-data only. Howevgr, in
the gontext of system level assessments, the immunity data plays.an important role as i{ can
be uped as a lower bound on equipment strength and provide an indication of the range [from
HPEM environments where continued functionality (immufity) can be expected. Without
suscptibility information, this type of calculation will provide ‘the system user with a range at
which the system will continue to operate, but does nopt provide information on the range at
which effects can be expected. Detailed susceptibility,'data is required in order to gengrate
this information.

Knowledge of the shielding effectiveness of equipment, subsystem and system interfaces|also
provides important information as subsysteprimmunity of 5 V/m (CW) with system shielding of
26 dB means that the subsystem will continue to operate in an externally illuminating figld of
100 V/m (CW).

Information obtained during this phase will be used in the next phase. Waveform normg can
be gomputed to enable a rigorously mathematical method of comparing data. Normg are
discussed in more detail in €.2:2.

6.3 | System analysis-phase

The |purpose of the.system analysis phase is to identify critical subsystems and equipment,
syste¢m configurations and operational modes that will be assessed through a combination of
low- I vel and hlgh -level tests to estlmate a system s susceptlblllty to the HEMP and HPEM
test
the
the

mterfaces (obtalned in the subsystems and equment character|zat|on phase) During the
test point selection process, emphasis should be placed on choosing test points at EUT
interfaces that both;

a) are predicted to have the highest level stresses and

b) are functionally critical to proper operation of the system.
6.4 System test phase

6.4.1 General

This phase describes EUT and/or system level testing that can be used to provide information
on the system’s overall protection against a HEMP or HPEM environment. In some cases, test
facilities cannot manage large systems therefore breaking down the system level test into a
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test for subsystems and/or equipments and combining the results may be an acceptable
alternative. If this approach is to be adopted, extreme care shall be taken to ensure that the
integration of equipments and subsystems does not impact on the effect of the HEMP or
HPEM environment at the system level.

To conduct a complete system level test, all subsystems and equipment should be installed in
the system, interconnected and functioning in its normal intended operational state.

6.4.2 Low-level tests

Low-level (LL) tests can be conducted with either continuous wave (CW) or pulsed
illumlinating fields.

Transfer function and attenuation data should be collected for those cable bundles|and greas
of irfterest identified by the system analysis. For HEMP and/or HPEM envireghments| that
dominate in the cable coupling regime (500 kHz to 400 MHz, depending of) the lengih of
cabling) convolution with cable bundle transfer functions will result in predicted currents|as a
result of the incident field of the environment of interest. For HEMP and/or HPEM
envifonments that dominate in the aperture coupling regime (400 MHz{0* 18 GHz) convolytion
with jattenuation data will result in predicted fields within the systemi-enclosure. This datd can
then| be compared with any available electromagnetic compatibility (EMC) test resulis to
provlde immunity and possibly, susceptibility thresholds.

As these tests are conducted at low-level, they willnynot adequately characterise| the
performance of non-linear phenomenon such as arcing’ and transient protection device$ [6].
The performance of these devices should be carefullysxconsidered in the overall assessment.

6.4.3 High-level testing
6.4.3.1 General

Hightlevel (HL) susceptibility tests should be conducted by an appropriate technique. |This
could include free-field (directional) methods, reverberation chamber methods, or via direct
injection methods. Reverberation<ghamber testing can be said to represent a worst fase
illumlination from a polarisation-and orientation perspective, due to the statistically isotfopic
envifonment of the chambep-"However, for the same reason, it essentially represents onl|y an
average case in terms of the-stress on the EUT, compared with a plane wave having the game
field| strength [7]. High-level free field testing will identify susceptibility dependencieg on
polarisation, orientation*and HPEM waveform parameters within the constraints of the facility
used for the assessment.

Congideration.0f the parameters of the HPEM and/or HEMP waveform of interest ang the
likely upset'parameters for the technology contained within the subsystem or equipment under
test [(EUT)" is necessary in order to utilise the optimum test parameters during| the
assessment.

During this part of the assessment, the EUT should be made to operate in a representative
configuration. This must include careful location of cables used during the EUTs deployed
state. Any RF link between a screened chamber and the outside world requires hard-wired
replacement such that the EUT can be monitored for any induced susceptibility. It is important
that the addition of any such link is suitably attached to the EUT, such that changes in the
electromagnetic properties of the EUT are minimised. This is particularly the case when
replacing RF links for hard-wired links as the RF link has inherent physical isolation but a
hard-wired link introduces another path for coupling of RF to the system. The impact of this is
typically alleviated by the use of ferrite loaded cables to prevent the circulation of skin
currents in the screen of the cable (discussed further in Annex B). Bulkhead connectors
should also be used to prevent the transfer of any circulating current entering the inside of the
system and re-radiating.
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The result of this stage of the assessment will be a set of frequencies at which the system has
been affected allowing susceptibilities to be identified. A frequency density spectrum can be
generated for all HPEM and/or HEMP sources of interest. This can be compared against the
frequency bands for susceptibilities to identify sources that could generate the same effect.

Where applicable, an accurate comparison of the effects of different modulation types at this
stage is critical.

6.4.3.2 Pulsed current injection (PCI)

This part of the assessment involves the injection of pulsed waveforms whilst the EUT or
systeém is monitored for susceptibility. This can involve the injection of damped sinusfidal

waveforms that are centred on a single frequency or complex transients that consist{of“many
frequencies. For example, it is possible to obtain a predicted induced cable bundle current for
an ifluminating HEMP or HPEM environment using the transfer functions gathered diyring
6.4.2.

DuriLg this part of the assessment, it is important to consider the impact of single|port
excitiation when the HEMP or HPEM environment may excite many ports simultaneously. In
particular, multi-port excitation should be used on EUT where redundancy may be bujlt in
durinig practice. If multi-port excitation is used, the assessmént” must give due caile to
ensuyring that all ports are excited within the cycle time of the(EUT as failure to do this|may
result in an misleading test result.

The [PCI methods described in IEC 61000-4-23 [6], |IEC 61000-4-24 [8] and IEC 6100044-25
[9] may be useful during this phase.

6.4.3.3 Surface current injection (SCI)

Direc¢t drive techniques may be used to inject currents onto either a return conductor |built
arouhd the system under assessment orithe system itself. The current flow, on the return
conductor or on the system exterior;.cross-couples to the cabling within the system.|This
metHod can be used at low level to_.measure transfer functions or at high levels to monitar for
suscptibilities. One of the advaritages of this technique is that it can be applied at Ipwer
frequencies than the LLCW methods discussed in 6.4.2 [6].

6.4.3.4 High-level illumination (HLI)

This| part of the assessment involves exposing the system to high power RF soyrces
indicative of the .types of technology that could be used as HPEM and/or HEMP. These
include Ultra Wideband (UWB), High Power Microwave (HPM), Damped Sinusoid (DS)| and
hybr|d sources<although other more general microwave sources can also be considered| It is
esselntial that-the set-up used during the radiated susceptibility phase is used to ensure| that
the coupling paths to the system remain unchanged. Changes in the set-up could dither
remqgveé/or provide additional modes of ingress into the system that could potentially alter the

I feam-aanatienranartiac £ i aviatam
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Selection of HEMP and/or HPEM waveform parameters should be based around the
modulations used during the radiated susceptibility. The effect of variation in pulse length,
pulse amplitude and pulse repetition frequency (prf) should be investigated during this stage.

At this stage, it is important to increase the level of the incident environment in stages up to
the full level [6, 9]. Experience of HEMP qualification testing shows that the system can
exhibit no effects at 10 kV/m and 50 kV/m but many effects at 30 kV/m. In these cases the
protection devices did not operate at 30 kV/m but the environment contained enough energy
to cause effects in some of the system’s equipments. At 50 kV/m protective devices operated
and protected the system.
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This stage of the methodology confirms the findings of the radiated assessment discussed in
6.4.2 and 6.4.3.

6.5 Susceptibility assessment phase

The purpose of the susceptibility assessment phase is to evaluate the test data including any
observed effects such as EUT upset or damage that occurred during the testing to determine
any degradation to normal system operational performance. Typically, test simulators do not
exactly reproduce the HEMP or HPEM environments. Therefore the stress waveform data
needs to be extrapolated to the actual HEMP or HPEM environment of interest. Susceptibility
assessments should be based on high-level test data since linear scaling of low-level test
Fcing
ress
h the

A safety margin is frequently applied in these comparisons to account for uncertainties in the
susceptibility assessment process. These uncertainties are due to~Jlimitations both in
knowledge of system parameters and in testing including, but not limited\to, inability to tept all
syste¢m configurations and operational modes, system orientations,- and angles of incidgnce.
For ¢xample, a factor of two margins (6 dB in terms of electric field-strength) applied to pach
critidal interface means that the immunity or susceptibility data, must exceed the meagured
extrgpolated stress test data by a factor of two or greater. Higher safety margins are gengrally
applled to more critical systems (e.g. nuclear reactors.)&lt*is important to note that pven
though no observed effect may have occurred during the test, the system still fails the oyerall
asselssment if it fails to meet or exceed its stated safety‘margin requirements.

If any EUT is damaged or upset during the testingvand this degrades the system functionglity,
then|the system is deemed to be susceptible. An exception to this is if the susceptible [EUT
can pbe shown to be used in a redundant manner by the system. If this is the case and the
susceptibility can be shown to be eliminated by the use of redundancy, then the systgm is
immune.

If no|EUT damage or upsets occurred during the testing, or if any damage or upsets obsgrved
do njot degrade the function of-the system, then the system is deemed to be immune.| The
extenpt of immunity depends™on whether the EUT test results exceed the required safety
margin defined earlier in this-subclause.

Finally, if the measufed stress (e.g. induced current) at each interface in the system is|less
than|the immunity level (e.g. the level achieved during testing with no effects observed) for
the §ame interface*then the system is deemed to be immune to the environment of intergst. If
the stress is-gfeater than the immunity level, then the system is deemed to be marginally
immgne as immunity levels have been exceeded but effects have not been observed.

6.6 | “The use of reverberation chambers to characterise immunity

Reverberation chambers provide a means of identifying limits of immunity that may exist
within a system, see IEC 61000-4-21 [10]. Within one revolution of the chamber paddle, the
EUT is illuminated with an average (in power sense) over all 4-pi directions of incidence and a
polarization, thus an average case susceptibility profile can be obtained. This method enables
the investigation of peak field, duty cycle and pulse length dependencies.

Figure 4 shows an example of radiated immunity testing in a reverberation chamber. Each
effect is given a different label such that susceptibility analysis can be conducted.
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Reverberation Chamber Radiated Susceptibility Results - All Effects
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Figure 4 — Reverberation chamber results: all effects
Figute 5 shows the same graph as Figure 4 after analysis of system-level performpnce
degrpdation. For this system, the susceptibilitiesare spread between 200 MHz and 2 GHz. In
this example, high-level testing should besconcentrated on using HPEM environments|with
enerfgy content across this frequency range:. It is important to note that susceptibilities|may
exisfl at frequencies outside of the those shown in Figure 5, but may not be identified dye to

limitations with the facility used for the assessment (for example, the limit of field stre

may

have been reached resulting in_no effect observed).

ngth
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Reverberation Chamber Radiated Susceptibility Results - Susceptibilties
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Figure 5 — Reverberation chamber results: susceptibilities

hation of the suitability of available HREM sources for further assessment can no
b. Analysis of the frequency contenfiof available HPEM sources in conjunction wit
eptibility data obtained during revierberation chamber testing will identify those H

then be investigated. Figlre 6 shows the frequency content of three example H

bre likely to cause‘susceptibility during HPEM assessment.

v be
the
EM

ces that are likely to cause~an effect. The effect of changing the HPEM squrce
meters such as pulse length,“pulse repetition frequency, polarisation and directionality

PEM

ces with the frequency ranges for both effects (224 MHz to 9 GHz) and susceptibilities
MHz to 2 GHz) identified. The shaded box on the graph highlights the HPEM soldrces



https://iecnorm.com/api/?name=5d2a7860a9ff79f2849f814b03ad4e36

TS 61000-5-9 © IEC:2009(E) - 23 -

0

Comparison of RF Source Frequency Spectrum (Example)
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Figure 6 — Frequency spectrum of several HPEM sources
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Annex A
(informative)

Classification of effect

A.1 Introduction

The terms immunity and susceptibility have subtly different definitions when used by
com : ; hune
whenm no effects are observed up to the specified test level. If an effect is observed the
equipment is said to be susceptible. It is only when this susceptibility has an impact on the
missjon of the equipment that it is deemed to be vulnerable. In the commercial:community,
equipment can show effects during testing and still be immune as long as there/is deemegd to
be np degradation to the performance of the equipment.

Thug, a transient non-critical effect (such as screen interference on“a computer monitor)
would be deemed as a susceptibility in the military community. If this ‘effect does not degTrade
the performance of the equipment, the commercial community wotld/state that the equipment
is immune.

Figure A.1 shows a flowchart that explains the correct assignment of terminology accordihg to
IEC definitions.

HEMP or HPEM
induced Effect?
Yes
Performanoe
No Degraded’?

No \
)
|

Figure A.1 — Classification of effect

Suscefptibility ]

Effects can be further categorised by

a) attributes of the physical interaction mechanism,
b) the impact of the effect on the main (or critical) function of the system,

c) the duration and the need of human intervention, to recover normal operation.

Classification by attributes of the physical interaction mechanism contains less sufficient
information to assess the effect with regard to operational value or the main function. For
example, a bit flip that occurs only during the exposure to an UWB environment can be
detected and corrected by channel coding. Even if the coding is not able to correct the bit flip,
the system will be back to full operation after the environment has been removed.
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Consequently, classification by attributes of the physical interaction mechanism is not in the
scope of this specification and is not considered further.

A.2 Classification by criticality

For a practical assessment of HPEM induced effects it is necessary to classify the observed
effects with regard to the operational impact, the functionality of the system and operational
condition (e.g. critical periods of time, critical functions, minimum performance). Nitsch and
Sabath introduced a classification of effects by its criticality for the main function or mission in
[A-1] (see Table A.1). This classification provides the essential information on the functionality

isolgtedfrom ItS duratton and pnysicat mechantsm. ... |

Table A.1 — Categorisation of effect by criticality

Level Effect Description
U unknown Unable to determine due to effects on another component.or not observed.
N no effect No effect occurs or the system can fulfil his missien without disturbances.
interference The appearing disturbance does not influencé the main function or mission.

The appearing disturbance reduces, the efficiency and capability of the

I degradation system.

loss of
11 main function
(mission kill)

The appearing disturbance\prevents that the system is able to fulfil its main
function or mission.

Aq classification by criticality requires analysis of ,the.observed effect and its impact on the function of the
syptem with regard to a particular application. This*classification scheme depends on the system’s
aplplication and its operational conditions. As_a-result the assessment usually requires the assistance of a
syptem specialist, who is familiar with the system under test.

A.3 | Classification by duration

Othear than the criticality; the duration of an effect provides essential information on the
susceptibility or vulnerability of a system under test. For example, degradation coulfd be
accelptable if the'\.system recovers without human intervention some time after| the
envitonment has:been removed. Classification based on the duration of the effect is shoyn in
Table A.2.

The main_advantages of this method of classification are that;

a) effects—are characterisedmdependentty of theparticutar systemm—amnd—themaim—function,
and

b) criteria are objective.

However, the decision between category T and H does not support aspect b) without
restrictions. At this point the reliance on human intervention requires some explanation. In
most cases a hang-up in a software or program (e.g. in the system software) can only be
solved by a manually initiated reboot of the computer or a restart of the software. The
situation becomes more complicated if the system software of an IT system (e.g. computer
network or server) runs through an automatic reboot, but the status of normal operation
requires a manual start of application software (or data stream). Some test engineers tend to
classify this situation as category “T” as the system itself recovers without human
intervention. As the main function needs the manual start of software the situation can be
categorized as “H”. In reality, the decision depends on whether the test focuses on the main
application (this will lead to H) or the basic system (T).
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Table A.2 — Categorisation of effect duration

Category Duration Description
Unable to determine due to effects on another component or no effect is
U unknown
observed or no effect occurs.
during Observed effect is present only during exposure to HPEM environment;
E exposure system functionality is completely available after HPEM environment has
only vanished.

Effect is present some time after HPEM environment has vanished, but
system recovers without human intervention.

T temporary . . . . .
Fottow=uptimeTs—shorteror equattotypicat Teactionfoperatiom cycte of the]
system.

Effect is present till human intervention (e.g. reset, restart of functien)) Dug to
resistant the effect the system is not able to recover to normal operation within an

H until human acceptable period (e.g. typical reaction/operation cycle of the system).

intervention )
No replacement of hardware or reload of software is necessary.

Effect is permanent; intervention of an operator or userdoes not recover
permanent or until | normal operation.

P replacement of HW
/ SW Effect has damaged hardware to the point that issmust be replaced or
software to the point that it must be reloaded.

A.4

Whe
the |
nece
(Tab
can

Combination of both classification schemes

h considering the operational efficiency or operational restrictions which are caused by
HPEM environment, criticality as well as the durdtion of the status (effect) can both be
ssary information. As classification by criticality (Table A.1) and classification by duration
e A.2) present the information as a function-of one isolated criterion, both classificafions
be combined. Combinations with practical@elevance are listed in Table A.3.

Table A.3 — Combination_of criticality level and duration category

\J;\Q Criticality level

O

S u | N I nol o
’\/

T u U N
DD | E LE | ILE | NLE
5

o | 7 LT LT | T
o

= | H LH | ILH | 1H
5

a | p P | e | mp

A.5
[A-1]

[A-2]
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Annex B
(informative)

Good measurement practice

Care must be taken to ensure that the signal recorded during a Low Level (LL) transfer
function measurement is only as a result of coupling to the cable bundle under test and not as
a result of unwanted coupling to other parts of the measurement chain. One particular
problem can occur with the cable used to connect the measurement sensor to the fibre optic
link (FOL). Shield currents can be generated in these cables and these can cross-cou%e to

the gable inner giving an erroneous reading. These unwanted shield currents can be rempved
by the addition of ferrite beads at regular intervals along the connecting cable.~Fhe fgrrite
addq inductance to the equivalent circuit acting as a choke, thus preventing unwanted shield
currgnts from circulating. Figures B.1 to B.4 demonstrates the effectiveness of ferrite chpkes
whem making measurements in a radiated field environment.

Effect of Ferrites During LLSC Reference Field Measurement.(VHF)
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Figure B.1 — Effect of adding ferrites to connecting cable:
swept frequency example
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Comparison of Flexible SMA Cable
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Figure B.2 — Effect of adding ferrite to connecting cable:
reverberation chamber example
Transient Measurements With and Without Ferrites
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Figure B.3 — Effect of adding ferrite to connecting cable:
transient example (time domain)
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Annex C
(informative)

Computational electromagnetics

General

One of the important tools available for system-level susceptibility assessments for HEMP and

HPE
evol

for 4

cate

jories:

a) differential equation (DE) solution methods and

Althg

is wi
instr

integral equation (IE) methods.

h time as an explicit, independent variable, until relatively recently, most electromag

depgndence is assumed. A principal reason for favouring ‘the FD over the TD in the

com

Furth

was

argely confined to the FD.

Timg domain electromagnetics (EM) became *more in vogue with the arrival of the d

com
com
com
both

puter, which has not only profoundly affected what can be accomplished numericall
putationally), but also experimentally. Since the beginning of what has come to be ¢

TD and FD modelling. This growth;“which began slowly at first, was primarily confin

intedral-equation (IE) treatments,~ but has grown almost explosively recently as

diffe

ential-equation (DE) modelling-has attracted wide attention.

We nnow review the essential_élements of CEM environments, as follows;

|
o = S B W=

ime Domain Differential Equation (TDDE) models, the use of which has incre
emendously oyer-the past several years, primarily as a result of much larger and f
omputers.

ime Domain-"Integral Equation (TDIE) models, although available for well over 30 y

nese-methods very attractive for a large variety of applications.

has

ed over the past decade to a point where extremely accurate predictions can belmade
wide class of problems. The available methods may be classified broadly into two

ugh Maxwell’s curl equations are usually first encountered in the time domain (TD), that

netic

iction and research has taken place in the frequency domain (FD) where time-harmonic

pre-

puter era had been that a FD approach was generally more tractable analytigally.
ermore, the experimental hardware available fof\making measurements in past years

gital

ly (or
alled

putational electromagnetics (CEM) intthe early 1960s, there has been a steady growfth in

ed to
TD

ased
hster

pars,

ave gained increased attention in the last decade. The recent advances in this area make

requency Domain Integral Equation (FDIE) models which remain the most widely stydied

! ! (| 41 41 e 4 : (DT | (R ! 4
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— Frequency Domain Differential Equation (FDDE) models whose use has also increased
considerably in recent years, although most work to date has emphasized low frequency

a

pplications.

These four choices can actually be narrowed down to two broad choices, that is;

a) |IE models and

b) DE models, depending on the mathematical formulation.

The well-known method of moments (MoM) in general, involves IE modelling whereas the

well-

known finite element method (FEM) uses DE formulation.
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C.2 Statistical electromagnetics

Although there is a plethora of computational EM tools available for application to the study of
the interaction of high power electromagnetics with systems, the challenge of CEM tools is
that not all of the boundary conditions can be known in advance. As a result, an alternative
paradigm needs to be developed. Statistical electromagnetics provides such an alternative.

One of the challenges in treating problems pertaining to the coupling of HEMP and HPEM with
systems is the short-wavelength nature of the radiation. The coupling properties of systems
(an enclosure) depend in great detail on its size and shape, the structure of the apertures that

- A . f the
romagnetic radiation. Furthermore, the nature of the modal patterns within the encClgsure
is exftremely sensitive to subtle changes in frequency, the shape of the enclosuressand the
orientation of the internal disturbances (which could be critical assets).

At pfresent, even with the plethora of fast and powerful computers that utilize efficienf 3-D
CEM tools, addressing this problem is a great challenge. The main issue(s-the large aspect-
ratio|problem, which is a consequence of the ratio of the largest-to-smallest dimensions ip the
problem. Most of the CEM tools apply Maxwell’s equations aftery“meshing” the gntire
simuflation region of the problem. For low frequencies (say 100 MHz and lower), these fools
have proven to be reliable for calculating internal electromagnetic fields for large-gcale
syst¢gms. However, when attempting to resolve higher frequencies (GHz and above)| the
entire simulation region will have to be “meshed” with increasingly fine resolution. As a result,
the number of mesh-points that would be required cause such an approach to be impractigcal.

Statistical electromagnetics seeks to address the“.question, “Given an electromagpetic
envifonment and an electronic system, what is the probability that the system’s performpnce
will pe unacceptably degraded?” [C-1]. The proponents then construct stochastic mgdels
based on certain fundamental assumptions¢for the fields within complicated enclostres.
Thede predictions can then be validated\with measurements performed in mode-sfirred
chambers.

The |coupling of high-frequency .etectromagnetic energy into complicated enclosures |falls
withip a larger class of similar problems previously encountered by physicists in the fielgls of
acoustics, mesoscopic transport, and nuclear physics [C-2]. These seemingly disparate
systems comprise shortdwavelength waves (electromagnetic, acoustic, or quaptum
mechanical) that are trapped within an irregularly-shaped enclosure or “cavity,” in the(limit
where the perimeter ofithe cavity is many wavelengths. This limit is termed the “Ray Limit”. In
this limit, the enclosure’can be approximated as rays undergoing specular reflection off gf the
boundaries of thewenclosure.

The ptudy of such wave-systems, in the short-wavelength or ray-limit, is widely termed “yvave
chags” ors‘quantum chaos” (when referring to quantum-mechanical wave systems such as
atonfic.nuclei or mesoscopic condensed-matter systems).

This emerging field will likely be of use to the ‘HEMP/HPEM coupling to systems’ problem.

C.3 Analytical methods

C.3.1 General

Analytical methods play an important role in system-level HEMP and HPEM assessments, in
particular the use of Fourier transforms are key in extracting frequency information from time-
domain waveforms. Additionally, the use of waveform norms enables the unique
characterisation of a waveform and this technique can be useful during system-level
assessments.
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C.3.2 Fourier analysis

Fourier analysis is a method applied to time-domain waveforms to evaluate their frequency
content. The method computes a frequency density spectrum which is referred to as the result
of a Fourier transform. This frequency density spectrum can be used to identify the
frequencies that contribute the largest amount of energy to the transient.

C.3.3 Waveform norms

Waveform norms are a method of uniquely characterising a waveform by computation on
various properties. Strictly, a norm is a mathematical description of a property of a waveform;

wav
syst

Theg
susc
inted

Furth

C.4
[C-1]

[C-2]

ie]nmunity/susceptibility test results;

m-level susceptibility, three properties are of key significance:

ithin the waveform;
eak — this specification provides the peak level for direct ceomparison

ction integral — this specification provides an indication of the energy contained wit
aveform.

e three properties enable the evaluation of a waveform with respect to the pri
eptibility drivers, namely stress (maximum rate-of-riset<and peak) and energy (a
ral).

er discussion on waveform norms can be found-in JEC 61000-4-33.
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Annex D
(informative)

System level assessment - HEMP

General

This annex provides an example of a system level assessment to HEMP. The assessment

applies o a fIctonar bultdmg that CoNtains a SIMpie COMpUter Network ]

The
this
com
emp
HEM
be d
stan
IEC

[D-5].

This
not ¢
systg
chan

D.2

The
conn

first stage of the methodology requires that critical aspects of the system are identifie
case, the primary concern is the continued operation of the server computer_that all

puters connect to. The server is located within an office with no specific<EM prote
oyed. Thus, this assessment assesses the survivability of the server computer
P environment. During this phase, details on the immunity of the server computer w
btained either from EMC measurements, if available, or by_.assuming immuni
jards such as IEC 61000-4-2 (ESD) [D-1], IEC 61000-4-3 (radiated immunity) [
51000-4-4 (EFT) [D-3], IEC 61000-4-5 (surge) [D-4], IEC 61080-4-6 (conducted immu

example addresses the three components of the HEMP waveform separately. Alth
onsidered in this example, the effects of the earlier-time waveforms could changg
bm and impact the assessment of the intermediate and late-time HEMP. For exan
ges in connections to earth could alter the latestime HEMP impact.

Early-time HEMP assessment

initial measurement phase wouldginclude LLCW measurements on all the serve
ecting cables such as mouse lead, keyboard lead, power leads (both computer

woul
incid
Also

in am understanding of the protection required to ensure that the server computer ren

unaf

By
protd
stren
imm

stren

monEor, if applicable), monitor VGA lead and network leads. Attenuation measuren

also be made in the area\where the server computer is located. From this informs
nt server computer field\strengths can be predicted and compared to immunity le
predicted currents can.be predicted for comparison with immunity levels. This will r

ected by an incident HEMP.

vay of a simple example, if the attenuation measurement showed that the inh¢
ction afforded by the building was 20 dB over the frequency range of interest, the
gth incident upon the server computer would be 500 V/m. If the server comput
ine to~3 V/m, additional protection of 44,4 dB would be required to ensure that the
gthr does not exceed the immunity level.
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The same analysis can be performed for the conducted aspects of the incident HEMP by
considering the difference between conducted immunity levels and predicted currents as a
result of an incident HEMP.

If further information on the immunity level of the server computer is required, high-level
testing could be conducted. This could be with the aid of free-field radiating simulators that
simulate the early-time component of HEMP or by injecting the predicted current using
damped sinusoidal injection (direct drive) methods. Both techniques could yield effects the
threshold of which would determine the minimum level of protection required to ensure

conti

nued operation of the server computer.
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D.3 Intermediate-time HEMP

For the intermediate-time HEMP, the main threat to a building with a simple computer network
is the conducted environment produced by the coupling to long lines outside of the building.
This should include both the power system and the communications system.

To assess the levels of conducted environment, it is not necessary to consider whether the
long lines are fully exposed in the air or whether they are below ground as this is not an
important factor. If no lightning protection is found, then test level IC3 from IEC 61000-4-25
should be applied. The test level is 4 kV (common mode) using the ITU-T test from
|EC 64000-4-5, This waveform-rises-in-10 LS and has 3 plllcn width of 700 LS The test should
be pgrformed at the point the communications cables enter the building (or at the mainCpanel)
or gt the point where the power line reaches the power panel. As described in
IEC $1000-4-25, it is also necessary to test (or evaluate) at the lower voltage levels of [1 kV
and P kV to ensure that non-linear effects are not important.

D.4| Late-time HEMP

The |ate-time HEMP couples to the long lines power lines outside of‘the building and can|be a
concern for both the medium voltage power lines and long communications cables (in thie air
or byried). If there is a building transformer that reduces the\ voltages from medium tq low
voltgge before entering the building, tests or analyses sheuld be performed for level|LC3
(4001V, 25 A) from IEC 61000-4-25. The waveform to be used rises in approximately 1 § and
has p pulse width of 60 s. Some test generators proddeing these types of pulses have peen
made from car batteries.

In the case of the power system, an important.test to perform at the equipment level fis to
inject high levels of harmonics into the power@port. These harmonics are caused by the qpasi-
d.c. purrents injected upstream by the late<time HEMP into transformers that are then dfiven
into half-cycle saturation. IEC 61000-4-13\is recommended in IEC 61000-4-25 with levels of
5 % pf residual voltage, V, for the second harmonic and 8 % of V; for the third harmonic.

For felecommunications cables.entering the building, the threat level LC2 (400 V, 1,33 A) is
recommended with the same A4S 'rise and 60 s pulse width shape. The test or analysis should
be performed for an external (to the building) injection or an injection into the main
teledommunications pangl‘inside the building.
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measurement techniques — Surge immunity test
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measurement techniques — Immunity to conducted disturbances, induced by radio-
frequency fields
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Annex E
(informative)

System level assessment - HPEM

Rail traffic management system

Assessment of the threat from front door in-band radiated disturbances towards the European

rail t

E.2

Rail
Con
This
rely

to the utilization of antennas that are distributed along the tracks and on the tr

asse
are
syst
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the s
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E.3

E.3.1

The
with
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Duri]vg the first decades of this century the railways in Europe will implement the Euro

dliTiC management system.

Background

Traffic Management System (ERTMS) which consists of the ETCS)(European

system, will greatly increase the capacity and safety of the Eurépean railways, bu
heavily on wireless communication [E-1], [E-2] for train communication and control.

ssment of susceptibility from radiated HPEM sources is, important. Trackside ante
hormally positioned on masts 30 m to 40 m high and“\connected to a communic

ioned at the input port of the communication system and will be a critical compone

connected through a cable to a cab-radio, with.a'LNA at the input port.

Assessment

Steps in system assessment

system assessed here ranges\from the antenna to the connected communication sy
a LNA as a critical component. The example follows the methodology describe
se 6 and Figure 3 and js described in detail in [E-3]. Figure E.1 shows the steps tak
ystem assessment for this example.

pbean

Train
rol System) and the GSM-R (GSM mobile communications standacd’for railway usage).

b will
Due
ains,
nnas
ation

m/base station at the bottom of the mast. A lowCnoise amplifier (LNA) is norllnally

nt of

ystem. For the rolling stock, the antenna is normally positioned in the front of the engine

stem
d in
BN in
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upling path to the system (here free-space propagatioh)
stem exterior (here GSM-R antenna)

upling to system interior (here cable properties

stem effect/response (here LNA threshold levels)

Figure E:1\= Steps taken in the system assessment

gure E.1, the source used is a low-tech source made from a commercially avai
pwave oven. Thé ‘coupling path to the system has been considered to be free s
ngation with the system exterior being a GSM-R antenna where the gain of the anten
nction of frequency and angle of incidence of the HPEM environment as shown.
ling to thewsystem interior is a function of the cable properties and is shown in attenu
meter for /different cables as a function of frequency. Finally, the system respon
n fora.HPM environment of different pulse durations.
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train

is considered more likely to cause interference and permanent damage than illumination of
the communication system itself inside the building or engine (back-door). With in-band front-
disturbance the specified gain of a targeted antenna will, besides the intended
communication signals, increase the received power of any disturbance (in the specified
band). Thus, even weak sources can be a problem.

door

Front-door system assessment is divided into:

a) possible sources used by attacker (Step 1 in Figure E.1),

b) coupling to system; characteristics and behaviour of the antennas (Steps 2 and 3 in
Figure E.1),

c) propagation; propagation and attenuation in cables (Step 4 in Figure E.1),
d) effect; susceptibility levels of the LNA (Step 5 in Figure E.1).
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A similar approach can also be used for a back-door coupled interference or a transient
directly injected into a conductor system.

E.3.2 Details of assessment phases

E.3.2.1 HPEM source

HPEM sources can be categorized [E-4] according to many characteristics, but the main
division for radiated sources is between narrowband (HPM) and wideband (such as UWB and
DS) sources. A correct assessment of the source is vital since the assumed source

dete

E.3.2.2 Antennas - coupling to system

Upo

cleaf that the actual bands of use (frequency and lobe widths) were much wider. than speg
by the manufacturer. This is, of course, unfavourable from a susceptibility point-of-view s
it opens up for a wider range of sources. The antenna investigation wasycarried out i
anedhoic chamber following experimental praxis (as in [E-3]).

E.3.2.3 Cable - propagation path

The

on the critical component and thus act to reduce the vulnerability. Assuming that the ca
are matched with the antennas (and communication system, thus disregarding reflectio

thes
Addi

E.3.2.4 Low noise amplifier, LNA — system susceptibility

The
the
sour

deriVie the thresholds.

E.3.3 Threshold distance for permanent damage to the communication system

Com
LNA
inter

the gommunication Systems can be estimated (using the Friis transmission equation),

rmines much of the assessment.

investigation of the reflection coefficient and gain pattern of the antennas,.'it beq

attenuation in the cables connecting the antennas to thedsystems will decrease the s

b points) the attenuation in the signal is due to-the electrical properties of the c
ng a mismatch factor is not difficult.

communication system. The susceptibility tests performed should match the assu
ce waveform (step 1 above). Altéernatively, a careful analysis has to be carried o

pbining the knowledge on HPEM sources, antenna characteristics, cable attenuation
susceptibility thresholds, an overall assessment on the ERTMS system from front{
ference can bermade. A maximum separation distance to induce a permanent dama
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4n Feceived LNA
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ress
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| NA, which amplifies the weak signal captured by the antenna, is a critical component of

med
ut to

and
door
e in

where

G

rec

is the receiver antenna gain,

Girans @nd Py5,) are the assumed transmitter antenna gain and power,

PreceivedLNA

R

(including polarisation mismatches and cable attenuation for example),

is the approximate maximum distance for achieving different suscepti
levels to the communication system (see Figure E.2).

If a wideband source is assumed some Fourier analyses are required.

is the susceptibility data from the LNA and e are attenuation factors

bility
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M saranton detarces for Sermanerd Serage. 1 MW st
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Elevation angha |Degrea)

Maximum free-space separation distances between transmitting source and| frecejving
tracside GSM-R antenna to destroy the LNA for elevation angle for a source with)power

of 1

An €|

MW. The transmitter is placed aiming at the antenna (adapted from [E-3]).

Figure E.2 — Maximum free-space separation distances

x jo  Critical regions, 1 MV source

<
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Frequency [Hz)

=

U5D 100

" a0 &0
Elevation Angle [Degree]

by a1 MW source. The transritter is placed on the ground (height approximately 2 m

the

antepna (adopted from [E-3]).

Figure E.3 — Critical regions for permanent damage

Howgver, notafi~angles and frequencies can, for a given situation, be a threat since fo
elevation angles the distance from the HPM generator placed at ground to the GS§M-R

rece

regigns, where the maximum separation distances to induce permanent damage

Figu

level

xample of critical regions for permanent damage to a trackside antenna when illuminated

and

fleceiver is placed at the top of a tower (30 m). The transmitter is aiming at the G§M-R

 low

ver .grows very large. The critical regions, see Figure E.3, are here defined ag the

from

e £ 9) minus the physical distances from transmitter to the antenna (nn the 30 m frwer)

are larger than zero (Rmax-threshold — Rphys > 0)- This is shown in Figure E.3. The critical
regions grow with increased transmitted power.

E.4
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Annex F
(informative)

Limitations

Technical limitations

This annex discusses potential technical limitations of the techniques discussed within this

an appropria

spe ;
‘ te margin can be considered and applied to the system. These limitations
listed below.

F.2

Man

syst¢gm may be exposed from a direction or directions by the threab environment whi

diffe

F.3

It is
para
whic
supp

F.4

Susd
the ¢
by re

F.5

Cong
hard
misul

F.6

Single point illumination

test techniques illuminate the test object from a single discrete loecation. However

rent to that tested (see also discussion on directivity).

Facility limitations

generally not possible for a single test facilityC to provide all of the required
meters. There also may be physical limitations of’the facility such as the size of sy
h can be accommodated within the test volume or the availability of the correct p
lies.

Cumulative effects

eptibility testing generally requires a step by step increase in the stress environment
usceptibility threshold is found-and recorded. However, some systems may be weak
peated exposure to the stress environment.

Degradation/ageing

ideration shoeuld be given to the life cycle of the system. It is well known that the sy
hess can _becreduced over the lifetime of the system due to issues such as corro
se and poor maintenance.

Non-linearity

that
are

, the
ch is

test
stem
bwer

until
bned

stem
sion,

The low-level techniques discussed in this specification provide a transfer function for the
system in a relatively benign environment. High-level illumination may excite non-linearities
within the system such as flashover, ‘rusty bolt effects’, saturation and activation of protective
devices which may affect the transfer function.

F.7

Synergistic effects

In some cases, cable bundles may be tested in isolation whereas in reality all cable bundles
would be excited simultaneously. This can lead to a difference in the susceptibility level of the
system.
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F.8 Statistical confidence

A one-off system would need a complete assessment whereas a production line approach
requires re-measurement of transfer functions and susceptibility data at various stages to
confirm that the overall system response to the HEMP or HPEM environment of interest is not
impacted.

F.9 Directivity

Directivity is a property of the radlat|on or recervrng pattern produced by an antenna It is
defined—=

test ¢
of it§ susceptibility, that is, the EUT is most susceptible in the direction corresponding t¢ the
maximum directivity. Due to the random location of coupling paths, (for exampleaperturgs on
the gkin), the maximum directivity at a given frequency is smaller than that-of a delibgrate
antepna of the same size. Expression that can be used to estimate the thaximum directivity
for a|typical EUT is given in [F-1].

The [directivity of a EUT appears as a complex lobe pattern. The differences between pgaks
and |hulls might be 20 dB or even larger. The width of the lobes _décreases with increasing
frequency. At a few GHz the width is typically of the order of 10’ or less for a EUT having a
size [of approximately 0,2 m [F-2]. This means that hundreds{/or even thousands of angles of
incidence may be needed in a plane wave susceptibility test in order to achieve an uncertpinty
of a|couple of decibels. If the test is instead carried out in a reverberation chamber| this
problem disappears due to its statistically isotropic environment. On the other hand, sinc¢ the
available energy is spread out in an isotropic fashion,"thereby irradiating the EUT from many
angles of incidence simultaneously, most of the energy is wasted in directions for which the
EUT]is not susceptible. Therefore, a margin related to the maximum directivity of the EUT has
to be added in order to simulate worst case plane wave irradiation. This margin is typically of
the grder of 10 dB to 15 dB [F-3]. It should\be noted that worst-case plane wave illumingtion
may |be difficult to perform [F-4].

F.10 Ageing/degradation

The |impact of ageing and )corrosion on the performance of shielding joints has peen
investigated in various studies, see [F-5] and references therein. Corrosion is governed by
matgrials, material combinations, atmospheric conditions, etc. Effects of corrosion on the
elecfrical performance-are governed by amounts and properties of corrosion products formed,
as well as by the-design and mechanical properties of the joint. Avoiding unsuitable
combinations of, materials is thus not sufficient for ensuring continued shielding performgnce.
In [H-5] results are reported from a test where different kinds of gaskets, materials| and
coatings were combined. The specimens were exposed for one year under a hood outdpors,
immediately north of Stockholm City Centre. The study shows that fingerstock gaskets |offer
good shielding performance, but are sensitive to corrosion. Performance of wire mesh gagkets
varies depending on design. g not show as good
performance as fingerstock gaskets initially, but suffered virtually no effects from the one-year
weather protected exposure. Other types of gaskets, likely to provide lower contact force,
offer lower shielding effectiveness and, in many cases, suffer deterioration from exposure.
Results with and without chromate conversion coatings show that corrosion protection offered
by a conversion coating is no guarantee for preserved shielding properties.

F.11 Non-linear effects

Determination of shielding effectiveness is a vital part in the analysis of a systems capability
to withstand HPEM. It is usually assumed that the shielding effectiveness, determined at low
field levels, is valid also at threat levels. This assumption might be refuted by the presence of
non-linear effects. These may result in generation of new frequency components in the
spectrum of the transmitted pulse. Irradiation at threat levels may also result in damage of
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shielding joints. 31 corroded EMC joints from two groups of specimens, one subjected to
laboratory exposures (see IEC 60062-2-28 [F-6]) and the other to a one year outdoor
exposure immediately north of the Stockholm City Centre, were investigated [F-7]. The
specimens were exposed to radiation from a 3 GHz radar source. The pulse length was 1 us
and the maximum electric field strength about 50 kV/m. Non-linear effects were revealed by
changes in the time-domain shape and frequency analysis. Degradation was studied by
comparing the transmission cross-section of the specimens before and after irradiation. No
major degradation could be detected after the HPM irradiation. Most of the objects showed
none, or only a moderate, generation of harmonics.
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Annex G
(informative)

Detailed description of low-level techniques

G.1 Application

These techniques can be applied at system level to understand system-level response to
HPEMand HEMPenvironments.

Trangfer functions allow the identification of resonant frequencies for the system under
evalliation. This information can be used to identify environments that will transfer, the highest
amount of RF to the system. This does not necessarily identify the frequénties at which
susceptibilities will occur. It is useful, however, to identify which high powentest sources are
likely to couple to the system most effectively.

Limifations of the following techniques are discussed in Annex F.

G.2| Transfer functions

Cable bundle transfer functions can be measured in the frequency domain or the time dorpain.
A transfer function is a ratio of two electrical responsés)and is valid only for a linear system.

Timg domain transfer functions are measured by)using a transient source with knowledge of
the incident excitation. Thus, the measured dinduced cable bundle current transient cap be
normalised to the incident field.

The Quality of transfer functions measuted in this way is dependent on frequency range df the
incident waveform. For example,if a transfer function is required between 1 MHz| and
200 MHz, the incident time domain~waveform must have sufficient content over this frequency
range to enable measurement(Deficiencies in the content of the incident waveform will{lead
to thpse same deficiencies in {he transfer function.

G.3| Cable bundle transfer functions

Trangfer functions*allow one to identify the significant resonant frequencies in a system under
test and this/information can be used to identify EM environments that will transfer the highest
amolnt ofRF energy to the system. Transfer functions do not necessarily identify the
frequencies' at which susceptibilities will occur. However, they are useful to identify which|high
er test sources are Ilkely to couple to the system most effectlvely A transfer functlon may

' ' ' equire
phase reconstructlon prior to predlct|on of induced current via convolution (see Annex | for
further information).

To illustrate transfer function definitions and their use, consider the case of a facility
illuminated by an external antenna with wire currents being measured inside the facility at
selected points of interest. Figure G.1 shows the interaction sequence diagram describing the
progression of EM energy into the facility. This diagram and its implications are discussed in
more detail below.

To start, a source of electrical energy, either transient or continuous wave (CW), produces an
output voltage Vg, which is applied to the terminals of an antenna that illuminates the facility
or other test object. The antenna, in turn, produces a local E-field, say in the aperture of the

antenna, which is denoted by E,,etyre-


https://iecnorm.com/api/?name=5d2a7860a9ff79f2849f814b03ad4e36

TS 61000-5-9 © IEC:2009(E) - 43 -

This E-field is radiated by the antenna and propagates to the outer walls of the facility under
test, at which point the E-field has been reduced in amplitude and its waveshape modified by
the radiation characteristics of the antenna. This incident E-field on the facility is denoted as
Eincident- Notice that this incident field is that existing in the absence of the facility and as
such, it does not contain any reflected fields from the facility, its appendages or the earth.

At the facility outer surface, the incident EM field interacts with the facility enclosure and
ultimately penetrates into the interior regions of the facility. In doing so, the penetrating field
acquires the influences of the external natural resonances of the facility. This interior E-field,
Einsiges Will propagate further inside the facility and it takes on additional natural resonances
of the interior volume. Upon arrival to a cable, the internal field is denoted by E . and it
induges a current on the cable, which is denoted as / ,pc-

Facility Responses

Facility outer Facility Cable
surface [ ©| interior %}~ coupling

—p :

Source te4 Antenna _._Propagation_.f_

E

aperture Eincident Einside cable Icat le

Figure G.1 — Electromagnetic interaction sequence diagram
for a facility illuminated by an‘external antenna

Ratios of any two of the EM responses of Figure’G.1, when written in the frequency domain,
can pe used to define a spectral function. Foryexample, as we are interested primarily in the
induged cable current, we can define a source voltage-to-cable current transfer function T,
as the ratio of the following frequency domrain responses

Icable (f)

S G.1
A )

Tx(f)=

Similarly, if one is interested in the transfer function between the incident E-field at the facility
boundary to the cable-current, Tg(f), the following definition may be used:

Tec(f)=IZ?Le(§,f)) (S -m) G.2)

From the-diagram of Figure G.1 it is clear that the transfer function T..(f) serves as a upeful
indiclation of the facility current response if the incident field information is known. It contains
all of the external coupling, penetration and internal coupling factors, but any information
about the spectral content of the pulser and antenna has been removed by using the incident
field as a reference.

As such, this transfer function can be used to compute the cable current response produced
by a different incident field, Ej,.o(f), that might be produced by another source or antenna. In
this manner the cable current spectrum for this alternate excitation is given by

Icable(f): Tec(f): EincZ(f) (AIHZ) (G.3)

The transfer function between the antenna source and current in Equation (G.1) contains both
the effects of the facility and the antenna radiation producing the incident E-field. It can be
used to determine the cable current if a new source having a different excitation spectrum is
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used with the same antenna, much like the case involving the alternate E-field in
Equation (G.3). Thus, this source to current transfer function is useful in cases where the
same antenna, but a different excitation source is used.

As will be noted later, transfer function measurements involving the source voltage as a
reference are easier to make and they are often more commonly obtained in test programs.
However, the most useful transfer function is the one used in Equation (G.2) relating the
current to the incident E-field on the facility to the induced cable current. In order to use a
measured excitation source-to-current transfer function Tgc(f) to compute the current for a
specified incident field excitation, it is necessary to modify this transfer function to remove the
source and antenna characteristics. This is accomplished by writing

_ [ca e(f) _ [ca e(f) VS(f) -m
Teof)= ﬂi@)_ V&H Einc(f) (S-m) G4)
Tec(f)— Z isc)(f)
Inc /Vs(f)
1(r) (S-m) G.5)
Tee(f)

In thjs last expression, a source voltage-to-incident E-field transfer function Tgg(f) is defined
as

1oo(r)= 28U (4/m) G.6)

As a| result, if one measures the source-voltage-to-current transfer function in Equation (G.1)
and [then computes or measures the source voltage-to-incident field transfer functign in
Equation (G.6), the facility transferfunction between the incident E-field on the facility and the
current can be determined by,"Equation (G.3) using the “corrected” transfer functign of
Equation (G.5).

It is important to recognize that while an incident field transfer function for a facility can be
devdloped using Equation (G.5), it may not be suitable for describing cable response due to a
plane wave incident field. This is because the illuminating antenna used to providg the
incident field on the facility most likely does not provide a plane wave at the facility. Rather, it
prov|des a narrow spot-light beam, as shown in Figure G.2.
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Figure G.2 — lllustration of the difference of a directed, narrow-beam antenna
exciting the facility with a spot beam, along withaplane wave
providing illumination to the entire facility

h [G-1] has described a method in which the facility can be illuminated by the
nna at a number of different locations and the resulting measured current responses
ombined analytically to synthesize the plane~wave response. Doing this req

in practical cases. Alternatively, one can combine the magnitudes of the various cu
bnses for different antenna locations and eonstruct an average current transfer fun
nitude. While phase information cannot.be accurately extracted from such an aver
nitude response, it can be approximated using a minimum phase approximation tq
bl plane wave spectrum [G-2].

preceding discussion of the transfer function has all involved frequency domain (spe
bnses within the system. li_the time domain, it is also possible to define a tran
fer function, but unfortunately, it is not defined as a simple ratio of waveform

1 t
:—”“”16( ) This is,_because the inverse Fourier transform of Equation (G.3) w

V(1)

des the time domain counterpart of the product of two frequency domain spectra is g
e convolution.operation and not by a simple multiplication.

ng F represent the time to frequency domain Fourier transform, as in G(f) = F[ g(¢) ]

is ca

be thetinverse Fourier transformation where g(7) = F~'[ G(f) ], the transient cable cu
Iculated from Equation (G.1) is expressed as
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Icable (t)= F_1[Icable (f)]= F [Tsc (f) Vs(f)] (A) (G.7)

Fourier transform theory [G-3] states that if the above spectral functions Tg¢(f) and Vg(f) have

time

and

domain counterparts as

Tso(t) = F [T (£)] (Ss) (G.8a)

V(e)= Fs(£)] (V) (G.8b)
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then the expression for the transient current in Equation (G.7) is given by the convolution (*)
operation.

Icable(t)= Tsc(t)* Vs(t)

[Tele-s@)dzr  (A) (G.9)

—o0

[rac(esle—naz

In a pimilar manner, the incident E-field to cable current transfer function in the timedaomain is
defirled by the equation

Icable(t)=Tec(t)*Einc(t) (A) (¢.10)

In both Equations (G.9) and (G.10), the transient transfer functions F x(f) and T.() mgy be
used to compute the cable currents using one of the convolution-operations defingd in
Equation (G.9). In most instances, the transient transfer functionstare obtained by performing
a numerical inverse Fourier transform on the measured frequency domain transfer funcfions
of Eguation (G.1) or (G.2). However, if time domain transfer functions are desired [from
measured transient data, say I (1) and Vg(z), then both the response and refergnce
trangient functions must first be transformed into the frequency domain, then divided as in
Equation (G.1) or (G.2) and then converted back intothe time domain.

At times, it may be desired to compute the transient transfer function directly in the |time
domain using the measured transient excitation and response. This essentially [is a
decdnvolution (defined as 1/+) of the operation in Equation (G.9) and is denoted symbolically
as

Tflt) = Leapie (1) H Vs(e) (Sis) (G.11)

wherfe both I ,,c(?) and V4(#);y are known. For the case where these functions are known|at N
equglly-spaced sample_points, the discrete waveforms are represented by /., .(k) and K (k),
(k=pP, 1, ... N-1). Nahnman [G-4] has shown how the transient transfer function can be written
direqtly in terms of the transient waveforms as

k—1

Icab|e(k)—ZTSC(i)VS(k+1—i)] (S/s) for k=0, 1,..., N-1 (6.12)
i=1

TSC(k)

1
 Vs()

As pointed out in [G-4] and [G-5], the evaluation of Equation (G.12) can be very sensitive to
numerical noise in the /(1) and Vg(z). One solution is to use an alternate iterative
technique, which are described in these last references. Furthermore, the evaluation of the
transfer function in the frequency domain can also be sensitive to noise, as will be displayed
in the next clause.

G.4 Transfer functions determined from transient measurements

As an example of cable current transfer functions obtained from transient measurements, data
acquired in a test program described in reference [G-6] can be employed. For these
measurements, the instrumentation shown in Figure G.3 was used. A pulsed voltage source
(pulser) having a peak amplitude of 2,8 kV with a rise time of about 100 ps and a 1/e fall-time
of 2 ns was used to excite an “impulse radiating antenna” (IRA), the operation of which has
been described elsewhere in [G-7, G-8]. This antenna illuminated a buried facility from the
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outside, and inside the facility the transient currents on various cables were measured with a
wideband response sensor and recording instrumentation.

The quality of transfer functions measured in this manner is dependent on frequency range of
the incident waveform. For example, if a transfer function is required between 10 MHz and
1 GHz, the incident time domain waveform must have sufficient content over this frequency
range to enable measurement. Deficiencies in the content of the incident waveform will lead
to those same deficiencies in the transfer function.

Facility

IRA
RprUIIbU

Sensor d
¢ N Pulser
Fiber Optics

Transmitter | yrigger Fiber Optios Reference
Res”""se\ r Transmitter [ 8  Sensor
- R
Sampling = Fiher Optics
Oscilloscopemmmmm Receiver
| T Key

Computer m—— Fiber Optic-Cable

= Coaxial Cable

Figure G.3 — Measurement equipment and configuration for measuring transient
responses in a buried facility, as reported by [G-6]

As gn example of the measured cable currentsiin the facility, Figure G.4a presentg the
trangient current due to the IRA illumination of\the facility. Figure G.4b shows the resulting
freqyency domain spectrum that is calculatedZnumerically from the waveform. The meagured
waveform had 10 000 sample points with a'sampling interval of At = 20 ps, with the resul{ that
the waveform duration was from ¢ = 0 fo#' = ¢, = 200 ns. For this waveform, the maximum
frequyency, its computed spectrum, is.atthe Nyquist frequency f,,5, = 1/(2Ar) = 25 GHz.

Becguse the transient waveformtis assumed to be repetitive with a period of 200 ns whien a
discrlete Fourier transform is-used, the spectral response is also discretely sampled from| 0 to
Jmax |with 5001 sample points and a sampling interval of 1/t,,, = 5 MHz. Note that the
negdtive frequency portion of the spectrum is just the complex conjugate of the pogitive
frequency portion and s generally not included in the plots.
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Figure G.4a — Measured transient current Figure G.4b — Computed current-spectjum

spectral magnitude, as computed by a Fourier transform((b)

waveform with a 20 ps sampling interval and a resulting Nyquist(frequency of 25 GHz

sped

limits to the upper operational frequency of the fibre optics links)and the oscilloscope us

has

the ¢

and

frequency is seen to be about 600 MHz. Consequently, any transfer functions compute
frequencies higher than this are questionable.

Figure G.4 — Example of a measured transient cable current (a) and theresulting

mportant to observe that while the sampling oscilloscope is able~o provide a meagured

the

trum of the measured signal is by no means accurate up to.this frequency. Therg are

ually

an analog bandwidth that is significantly lower than theXNyquist frequency. As a result,
pectrum computed from the transient waveform is usually valid up to a certain frequency,
above this frequency the spectrum is noise-daminated. In Figure G.4b, this Upper

d for

The reference quantity for computing the sourge voltage to current transfer function T, is the
voltage applied to the antenna. Instead ofi'measuring this quantity directly with a reference
sensor, as suggested in Figure G.3, an analytical representation of the pulser voltage
waveform may be used. The voltage waveform is shown in Figure G.5a, and| the
corrgsponding spectral magnitude forthe voltage is presented in part b of the figure.
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Figure G.5a — Transient pulser voltage Figure G.5b — Computed voltage spectrum

Figure G.5 — Plots of the analytical pulser output open circuit voltage waveform (a)

and spectral magnitude (b), which are used as reference for computing
the transfer function 7

For the transfer function relating the incident E-field to the cable current, T, it is necessary
to specify the distance between the IRA antenna and the observation point, where the
incident E-field is to be specified. In the measurements of [G-6], this distance was estimated
to be roughly 6 meters. Reference [G-9] provides an analytical model for the on-axis E-field
radiated by the IRA and for a range of 6 meters Figure G.6 presents the transient radiated E-

field

(Figure G.6a) and the computed E-field spectrum (Figure G.6b).
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Figure G.6 — The radiated E-field from the IRA at a distance of 6 meters
for the analytical pulser excitation (a) and the resulting spectral magnitude (b)

g the measured current spectrum of Figure G.4b and the voltage.and E-field spect
‘e G.5 and Figure G.6, the frequency domain transfer functions, can be computed
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Figure G.7 — The spectral magnitude of the computed transfer function 7 (a)
and the corresponding transient transfer function (b)

To minimize this high frequency noise effect in the spectrum, it is possible to filter the spectral
data with a low-pass filter, as shown in the red curve in Figure G.7a. Details of the cut-off
frequency for the filter, together with the number of poles (or sections) for the filter depend on
the nature of the spectral data to be filtered and must be estimated on a case-by-case basis
by examining the original and filtered data. As an example, the red curve in Figure G.7a
provides the transfer function with a 10-pole low-pass filter having a cutoff frequency of
1 GHz, and this transfer function looks more reasonable at high frequencies.
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Figure G.7 presents the result of Fourier transforming the filtered spectral data, and this is the
transient transfer function T (). Note that the units of this function is (S/s) and is must be
used as a distribution function in Equation (G.9) to evaluate the cable current for a particular
pulser voltage waveform.

The results of a similar calculation for the incident E-field to current transfer function are
shown in Figure G.8. Part a shows the filtered spectrum, and part b is the transient transfer
function waveform. Note that there still is a problem in the transfer function at a frequency of
about 3,6 GHz, where there is a null in the pulser voltage spectrum and for the transfer
function has a small peak. However, the filter has minimized the effect of this spectral error
and is it not evident in the transient response.
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Figure G.8 — The spectral magnitude of'the computed transfer function 7 (a)
and the corresponding transient transfer function (b)

G.5| Frequency domain transfer-functions

Confinuous Wave (CW) frequency.sources can be used to measure frequency domain transfer
functions using either spot frequéncies or swept frequencies.

Generally, these transferifunctions are measured with low-level RF fields such that the impact
on other spectrum users is minimised. This approach is known as a low-level CW (LHCW)
method.

Swept frequengy transfer function measurements are used internationally for the clearange of
civil pnd military aircraft to High Intensity Radiated Fields (HIRF). Low-level (typically <1 M/m)
RF {fields are used to gather cable bundle transfer functions using a series of trapsmit
antenras that are effective in the cable coupling regime (500 kHz to 1 GHz). Dipole antenpnas

o+ 4+l | PR ~TaYatll M N | 4+ O AMLL-N P | 4 b P
are usegtocoverne T oata(OUUKTZtozo vz angotrrogantenmas—canoeuseato—cover

the VHF and UHF bands (25 MHz to 1 GHz). Longer dipoles can be used to extend the lower
frequency if required however, field uniformity and beam width must be considered. The low-
level radiation used during this technique enables the assessment to be conducted outside
whilst not impacting on other spectrum users. If the assessment is to be conducted in a harsh
electromagnetic environment, this environment can be used to provide the illuminating field
thus negating the need to generate high-level fields. In this case, the ambient should be used
as the reference field and the measured transfer functions normalised accordingly.

Initially, a reference field measurement is made without the system to be measured present
(shown in Figure G.9).
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Figure G.9 — LLCW reference field measurement

A figld sensor is used to measure the field at the centre\point of where the EUT is to be
located. Typically, a spectrum analyser with tracking/ource is used to excite the transmit
antepna at a particular frequency whilst measuring the)field at the same frequency. The
is measured via a Fibre Optic Link (FOL) to ensure that no additional coupling paths

(antgnnas) are generated.

field

The [measurement is then repeated with the ‘EUT present and thus illuminated (as shoyn in

Figure G.10).
Antennas Instrumentation Van
7 <
Current Probe \. —
O EUT 0

| T

Antennas

Figure G.10 — LLCW induced current measurement

Induced currents are measured in the cable bundles of interest using the same method as for
the reference field measurement but using current probes in place of the field sensor. These
induced currents can then be normalised to the incident field. Thus, the resulting transfer
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function is expressed in terms of induced current per unit field (an example is shown in
Figure G.11).

Swept frequency transfer functions can be used to measure transfer functions for cable
bundles in an office building. Careful consideration must be given to the transmit antennas
such that adequate beam width and field uniformity is achieved.

Typical Transfer Function

Normalised Induced Current (dB(uA)/V/m)
N [ 3 (3] [=2] ~
o o o o o o

=y
o
I

o

1E+5 1E+6 1E+7 1E+8 1E+9
Frequenecy (Hz)

Figure G.11 — Typical-magnitude-only transfer function

Carg must be taken to ensure that the measured transfer function is a function of the
extefnally illuminating field and«not affected by the measurement chain. Annex B gives gome
examples of good measurementpractice.

The |LLCW method can‘be used to also be used to measure voltage and surface cufrent
trangfer functions.

It is| importantsto" note that the extrapolation of measurements made using low-Jevel
techpiques to high-level environments needs careful consideration of any non-linear effects
that may occur. An example of this is the activation of transient protection devices that do not
operpte @uring a low-level measurement but would in a high-level environment. In| this
instgnce, the current flow could be changed significantly such that the extrapolation becgmes

or—th eason A be—necessa o—conduct—a—system—tevelte e—oebtain

reducing the risk of observing effects during a system level test.

G.6 Alternative techniques

Alternative techniques include using a reverberation chamber to measure the transfer
function. However, the primary limitation here is that the size of the system dictates the size
of chamber required, and the lowest usable frequency is determined by the reverberation
chamber dimensions.

Direct injection techniques can be used to gain transfer function data at low frequencies. This
technique uses the direct attachment of an injection point to one end of the system with a
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return point being taken at the opposite end. Current flows along the skin of the system and
the cable looms of interest are monitored for induced currents.

G.7 Attenuation measurements

Attenuation measurements can be made in the aperture coupling regime (200 MHz to tens
of GHz) to determine the protection afforded by areas to an incident HPEM and/or HEMP
environment.

As with transfer functions, these measurements can be made in the time domain or the
frequency domain and the same limitations apply. Antenna changes are required to erjsure
the fleld uniformity is maintained across the frequency range of interest.

Prediction of incident field inside the area of interest as a result of an incident'"HEMP anpd/or
HPEM environment can be calculated using a similar technique to that discusséd Annex /1

If the assessment is to be conducted in a harsh electromagnetic environment, it maly be
possjible to use this environment to provide a measure of system shielding effectivenesgs at
spot[frequencies across a wide frequency range. For example, it is possible to measure the E-
field|due to a broadcast radio/TV service outside a telecommunjcations centre, at many ppints
within the centre (i.e. in many different rooms) and the asseciated common-mode cufrent
flowing on associated cabling. Further information on  this” technique can be found in
IEC 51000-4-23.

The [LLCW method can be extended in frequency“range to make field transfer fungtion
measurements or attenuation measurements. Typically this is conducted from 200 MHz to
18 GQHz and results in a measure of the attenuation of externally illuminating EM field inc|dent
upor] an enclosure. This information can be used to define the internal enclosure environment
as afresult of an illuminating HEMP or HPEM environment.
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Annex H
(informative)

Detailed description of high-level test techniques

H.1 High-level techniques

H.1.1 Front-door coupling, first order

Anallyses of levels for permanent damage can be handled by use of “galvanic” injection)[H-1]
and [H-2], see Figure H.1.

Figure H.1 — Microwave injection testing of a low noise amplifier, LNA [H-2]. LNA
at theitip of the arrow

Due |to the well-defined coupling path damage levels are rather easy to determine compared
to thle back-door coupling case.n”first order front-door coupling the susceptibility can pften
be determined from knowledgé-of the transfer function, taken from the external field tgo the
power or energy delivered_to the antenna port of the equipment, in combination | with
susceptibility data derived from injection of pulses into that port. It is often the]| first
component, typically aslow noise amplifier (LNA) that breaks down. A typical investigption
includes damage levelvs. pulse length. Statistical matters include variation between diff¢grent
samples of the same equipment. Determination of levels for interference is much [ore
complicated since’it depends on how smart the disturbing signal is and how well designed the
syst¢m-under={est is to deal with interference. In the case of HPEM it is presumably most
releyant te—determine the noise saturation level, that is, the level at which the recgiver
becgmes._saturated by the disturbing signal. Determination of damage level can alsp be
achig¢ved’ by irradiating the receiving antenna, this could be appropriate if, for example| the
directional properties of the receiving anienna are not Known or accessible.

H.1.2 Back-door coupling and front-door coupling, second order

Susceptibility testing can be made in a plane wave environment such as an anechoic or semi-
anechoic chamber, or in a TEM-cell. At higher frequencies, testing can alternatively (or as a
complement) be carried out in the statistically isotropic environment of a reverberation
chamber (RC). The choice between a plane wave and an isotropic environment can be made
from a technical standpoint, for example that the choice of the test environment shall reflect
the kind of threat environment the equipment-under-test (EUT) is expected to be subjected to.
The choice can also be made from a more economical point-of-view. In a plane wave test at
microwave frequencies the EUT should, at each frequency, be subjected to a great number of
angles of incidence, typically several hundreds or more, in order to find the worst case within
an acceptable level of uncertainty [H-3]. In the statistically isotropic environment of a
reverberation chamber this problem vanishes. However, in order to simulate the stress
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