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e International Electrotechnical Commission (IEC) is a worldwide organization for standardization~camp
national electrotechnical committees (IEC National Committees). The object of IEC is)te pr
ernational co-operation on all questions concerning standardization in the electrical and electronic fiel
s end and in addition to other activities, IEC publishes International Standards, Technical-Specificq
chnical Reports, Publicly Available Specifications (PAS) and Guides (hereafter refefred to as
blication(s)”). Their preparation is entrusted to technical committees; any IEC NationahCommittee inte
the subject dealt with may participate in this preparatory work. International{~governmental and
vernmental organizations liaising with the IEC also participate in this preparation."tEC collaborates c|
th the International Organization for Standardization (ISO) in accordance with conditions determin
reement between the two organizations.

e formal decisions or agreements of IEC on technical matters express, as nearly as possible, an interng
nsensus of opinion on the relevant subjects since each technical committee has representation frg
erested IEC National Committees.

C Publications have the form of recommendations for international use and are accepted by IEC N4
mmittees in that sense. While all reasonable efforts are made to ensure that the technical content g
blications is accurate, IEC cannot be held responsible for,'the way in which they are used or fo
sinterpretation by any end user.

order to promote international uniformity, IEC Natiohal Committees undertake to apply IEC Public
nsparently to the maximum extent possible in their/national and regional publications. Any diver
tween any IEC Publication and the correspondingmational or regional publication shall be clearly indica
e latter.

C provides no marking procedure to indicate its approval and cannot be rendered responsible fo
uipment declared to be in conformity with_an I[EC Publication.

users should ensure that they have the latest edition of this publication.

embers of its technical committegssand IEC National Committees for any personal injury, property dama
her damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees|
penses arising out of the ‘publication, use of, or reliance upon, this IEC Publication or any othe]
blications.

tention is drawn to the*Normative references cited in this publication. Use of the referenced publicati
Hispensable for the“corfect application of this publication.

tention is drawn\te the possibility that some of the elements of this IEC Publication may be the subj
tent rights. JEC\shall not be held responsible for identifying any or all such patent rights.

main.task of IEC technical committees is to prepare International Standardg
ptiohal*circumstances, a technical committee may propose the publication of a tech
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the required support cannot be obtained for the publication of an International Standard,

d

espite repeated efforts, or

the subject is still under technical development or where, for any other reason, there is the
future but no immediate possibility of an agreement on an International Standard.

Technical specifications are subject to review within three years of publication to decide
whether they can be transformed into International Standards.

IEC/TS 61000-5-8, which is a technical specification, has been prepared by subcommittee
77C: High power transient phenomena, of IEC technical committee 77: Electromagnetic
compatibility.
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This Technical Specification forms Part 5-8 of IEC 61000. It has the status of a basic EMC

pub

lication in accordance with IEC Guide 107 [1]7).

This document is being issued in the Technical Specification series of publications (according
to the ISO/IEC Directives, Part 1, 3.1.1.1) as a “prospective standard for provisional
application” in the field of protection of the infrastructure against HEMP because there is an
urgent need for guidance on how standards in this field should be used to meet an identified

nee

d.

This document is not to be regarded as an “International Standard”. It is proposed for

ntral

provisional application so that information and experience of its use in practice may be
gathered. Comments on the content of this document should be sent to the IEC Ge
Office.

A rejiew of this Technical Specification will be carried out not later than 3 years afte

pub
Sta

The text of this standard is based on the following documents:

Full
voti

This[publication has been drafted in accordance\with the ISO/IEC Directives, Part 2.

The [committee has decided that the contents of this publication will remain unchanged

the
the

Ab

lication with the options of: extension for another 3 years; conversion into,ah Internat
ndard; or withdrawal.

Enquiry draft Report on voting
77C/192/DTS 77C/196/RYEC

nformation on the voting for the approval of this-standard can be found in the repo
ng indicated in the above table.

maintenance result date indicated @n the IEC web site under "http://webstore.iec.c
data related to the specific publication. At this date, the publication will be
reconfirmed,

withdrawn,

replaced by a revised edition, or

dmended.

illngual version of'this publication may be issued at a later date.
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AORTANT - The 'colour inside' logo on the cover page of this publication indicates that it
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ﬂtains colours which are considered to be useful for the correct understanding ¢

1) Figures in square brackets refer to the Bibliography.
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INTRODUCTION

IEC 61000 is published in separate parts according to the following structure:

Part

1: General

General considerations (introduction, fundamental principles)

Definitions, terminology

Part

2: Environment

O
d
d

Part

o —

Part

Part

N

Part

Part

Each part is further subdivided into several parts and published either as Internat

Stan

beer published as seetions. Others will be published with the part number followed by a

and

escription of the environment
lassification of the environment

ompatibility levels
3: Limits

mission limits
mmunity limits (in so far as they do not fall under the responsibility of the prg
ommittees)

4: Testing and measurement techniques

leasurement techniques
esting techniques

5: Installation and mitigation guidelines

nstallation guidelines
litigation methods and devices

6: Generic standards

9: Miscellaneous

dards or as technical specifications or technical reports, some of which have alr|

h second number identifying the subdivision (example: 61000-6-1).

duct

onal
pady
dash
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ELECTROMAGNETIC COMPATIBILITY (EMC) -

Part 5-8: Installation and mitigation guidelines —
HEMP protection methods for the distributed infrastructure

1 Scope

The Jaim of this part of IEC 61000 is to provide guidance on how to protect the distriquted
infraptructure (power, telecommunications, transportation and pipeline networks, etc!) [from
the threat of a high altitude electromagnetic pulse (HEMP). In order to accomplish(this gqal, it
is ngcessary to describe the special aspects of the HEMP threat to electrical/electfonic
syst¢ms that are connected and distributed in nature. In particular a nuclear barst at a typical
altitude of 100 km will illuminate the Earth to a ground radius from the point.directly under the
bursi to a range of 1 100 km. This means that any distributed and connected infrastrugture
such| as power or telecommunications will observe disturbances simultaneously over a |wide
areal This type of situation is not normally considered in the EMC or HEMP protection of
facilillties that are part of a distributed network as the impact of a“local disturbance is usually
evalliated only locally.

This|publication provides general information concerning the disturbance levels and proteftion
metHods for all types of distributed infrastructures. Dué to its importance to all other paits of
the ipfrastructure, the distributed electric power systém (power substations, generation pjants
and | control centres) and its protection are “described in more detail. While| the
teledommunication system is also critical to most of the other distributed infrastructures) the
protection of the telecommunication network from HEMP and other electromagnetic thregts is
covefred by the work done by ITU-T.

2 Normative references

The [following referenced documents are indispensable for the application of this document.
For dated references, only the edition cited applies. For undated references, the latest edition
of the referenced document‘(including any amendments) applies.

IEC 60050(161), International Electrotechnical Vocabulary — Chapter 161: Electromagnetic
compatibility

IEC 1000-2<9,> Electromagnetic compatibility (EMC) — Part 2: Environment — Sectign 9:
Desgription-ef HEMP environment — Radiated disturbance

IEC 61000-2-10, Electromagnetic compatibility (EMC) — Part 2-10: Environment — Description
of HEMP environment — Conducted disturbance

IEC 61000-2-11, Electromagnetic compatibility (EMC) - Part 2-11: Environment -
Classification of HEMP environments

IEC 61000-4-4, Electromagnetic compatibility (EMC) — Part 4-4: Testing and measurement
techniques — Electrical fast transient/burst immunity test

IEC 61000-4-5, Electromagnetic compatibility (EMC) — Part 4-5: Testing and measurement
techniques — Surge immunity test

IEC 61000-4-23, Electromagnetic compatibility (EMC) — Part 4-23: Testing and measurement
techniques — Test methods for protective devices for HEMP and other radiated disturbances
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IEC 61000-4-24, Electromagnetic compatibility (EMC) — Part 4: Testing and measurement
techniques — Section 24: Test methods for protective devices for HEMP conducted
disturbance

IEC 61000-4-25, Electromagnetic compatibility (EMC) — Part 4-25: Testing and measurement
techniques — HEMP immunity test methods for equipment and systems

IEC/TR 61000-5-3, Electromagnetic compatibility (EMC) — Part 5-3: Installation and mitigation
guidelines — HEMP protection concepts

|E C/FR-61088-5-6—Flectromagreticcompatibifity (EMGI—PRart-5-6—nstatfationand-mitgation
guidelines — Mitigation of external EM influences

IEC/TS 61000-5-9, Electromagnetic compatibility (EMC) — Part 5-9: Installation and“/mitigation
guidelines — System-level susceptibility assessments for HEMP and HPEM

IEC
imm

IEC

3

51000-6-6, Electromagnetic compatibility (EMC) — Part 6-6: Genericystandards — HEMP

inity for indoor equipment

51850 (all parts), Communication networks and systems in substations

Terms and definitions

For the purposes of this document, the definitions contained in IEC 60050(161) as well a

follo

31
distn
the g

ving apply.

ibuted infrastructure
ortions of the infrastructure of a sogiety that are connected either physically or thr

5 the

bugh

real-fime communications over distan¢es of hundreds of kilometres, and include electrical| and
elecfronic controls to operate that infrastructure

NOTH This normally includes the el€ctric power system, the telecommunications system, pipeline networkg, and
the transportation system.

3.2

E1, E2, E3

term|nology for the'early, intermediate and late-time HEMP electric fields. E1 is for times|less
than|1 microsecend, E2 for times between 1 microsecond and 1 second and E3 is for tjmes
greater than 1isecond.

NOTH See IEC 61000-2-9 for additional information.

33

equipment

this term is not limited and includes modules, devices, apparatuses, subsystems, complete
systems and installations

[IEV
3.4

151-11-25, modified]

HEMP
high-altitude electromagnetic pulse

3.5

HEMP coupling
interaction of the HEMP field with a system to produce currents and voltages on system
surfaces and cables. Voltages result from the induced charges and are only defined at low
frequencies with wavelengths larger than the surface or gap dimensions
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3.6

installation

combination of apparatuses, components and systems assembled and/or erected
(individually) in a given area; for physical reasons (e.g. long distances between individual
items) it is in many cases not possible to test an installation as a unit

[IEV 151-11-26, modified]

3.7
point-of-entry
PoE

physical location (point) on an electromagnetic barrier, where EM energy may enter or exit a
topological volume, unless an adequate PoE protective device i1s provided

NOTH A PoE is not limited to a geometrical point. PoEs are classified as aperture PoEs or conduetive [PoEs
accorfling to the type of penetration. They are also classified as architectural, mechanical, structural“or eleg¢trical
PoEs|according to the functions they serve.

3.8
pulse width
time|interval between the points on the leading and trailing edges 'aff a pulse at which the
instantaneous value is 50 % of the peak pulse amplitude, unless otherwise stated

3.9
rectified impulse
RI
intedral of the absolute value of a time waveform’s amplitude over a specified time intervdl

3.10
rise time (of a pulse)
time| interval between the instants in which“the instantaneous amplitude of a pulse| first
reaches specified lower and upper limits, namely 10 % and 90 % of the peak pulse amplifude,
unless otherwise stated

[IEV|161-02-05, modified]

3.1
sevdrity
the grobability that a level‘of HEMP environment will be less than the stated value

NOTH For example a/90.% severity level of current induced on an elevated, randomly oriented condudtor is
1,5 kA. This means that'only 10 % of currents would exceed this value.

3.12
shoit-circuit-current
the alu€ of current that flows when the output terminals of a circuit are shorted

NOTE— This current 1S normally of interest when checking the performance of surge protection devices.

[IEV 441-11-07, modified and IEV 603-02-26, modified]

3.13
source impedance
impedance presented by a source of energy to the input terminals of a device or network

3.14

system

combination of apparatuses and/or active components constituting a single functional unit and
intended to be installed and operated to perform (a) specific task(s)
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4 General

The publications developed to protect civil systems from the threat of high-altitude
electromagnetic pulse (HEMP) in the past have mainly covered the methods to protect
important equipment, systems and installations against the threat of a severe electromagnetic
pulse environment at the location of the system of interest. IEC 61000-2-9 recommends that
an early-time (E1) HEMP with a peak value of 50 kV/m be used to design protection and to
perform radiated tests, if the system of interest is fully exposed to the environment. It is well
known that the HEMP field will vary across the Earth, however, since the location of a burst is
not known in advance, system specifications have usually considered the maximum field level
likely to be found anywhere at the Earth’s surface.

In the same manner IEC 61000-2-10 indicates that the full HEMP field will illuminate| and
couple to all conductors, including cables and wires, creating a conducted HEMP
envifonment, which may flow into connected equipment. For the early-timé{(E1) HEMP
envifonment, the levels of currents induced will vary due to the polarization) and ang|e of
incidence of the HEMP field and the orientation of the conductor to the HEMP propagdtion.
This|means that large variations of currents are possible for randomly ofiented above-grpund
conductors ranging from a 50 % severity value of 500 A to a 99 % severity value of 4 kA
(based on a cumulative probability density function).

While the two examples above refer to the early-time HEMP environment, the intermediate-
time|(E2) and late-time (E3) HEMP waveforms are also a eoncern to very long condudtors,
such[ as exposed power lines and telephone wires. As indicated in IEC 61000-2-10, the peak
currents that are induced may be determined from thé peak electric field, the length of the
conductor and the resistance of the conductor over the exposed coupling length.

For high voltage power transmission lines, the4late-time (E3) HEMP induces currents on the
ordef of hundreds of amperes for tens of seeconds; these currents are likely to create |half-
cycle saturation in high voltage transformers.and will also produce severe harmonics thaf can
disrypt the voltage regulation of the netwark [2].2

For felecommunication lines the late-time (E3) HEMP environment has the ability to infduce
currents of up to tens of amperes’ for tens of seconds that are high enough to trip spfety
protection systems and to shut{down each exposed line [3]. The currents induced are lower in
teledommunication lines as(the resistance per unit length of these lines is much higher|than
for ppwer transmission cables.

Given these threats,to important infrastructures, this publication provides methods to
detefmine the appropriate levels of electromagnetic radiated and conducted disturbances for
particular types)of distributed infrastructures. In addition, these disturbances are comparg¢d to
other natural 'EM environments that have well defined protection and test methods. |This
publicationseoncludes with recommended protection strategies and methods that vary ddie to
the qost versus effectiveness considerations involved, especially given a low probability gvent
such{as\HEMP.

5 Description of the distributed infrastructure

Each critical infrastructure is dependent upon other infrastructures as shown in Figure 1. This
figure is an example that describes in a simplified way the many interdependencies between
them (not all connections are shown). The interdependence of critical infrastructures is likely
to create difficulties in the ability to recover from the widespread disruption and damage that
could be caused by an HEMP attack due to the large area impacted within a short time.

2 Figures in square brackets refer to the Bibliography.
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[gure 1 — Simplified depiction of the interdependency of critical infrastructures |

gy, financial, transportation, emergency’, services, water, food, etc., have elect
tes embedded in most aspects of their systems. Electric power is clearly the pri
ce underlying society and all of its .gther critical infrastructures. Any large-area blag
ed by a HEMP event will be<Adifficult to alleviate quickly due to the los

o re-energize the grid.

Early-time (E1)_HEMP spatial variations

early-time (E1) HEMP field has frequency content mainly above 1 MHz (with most
gy in the-téns of MHz); for this reason the field travels by line of sight. For typical
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it is straightforward to compute the radius of the Earth exposed to early-time HEMP by a given
burst height (where the line of sight is tangent to the Earth’s surface). Figure 2 indicates the
tangent radius as a function of burst height. In addition, a simple formula may be used when
the burst height is much smaller than the radius of the Earth, which is the usual case: Rt (km)

~ 11

0 square root [HOB (km)].
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An important issue concerning the early-time (E1) HEMP is the fact that it propagates at the
speed of light from an apparent focal point at the burst. For the example and as shown in
Figure 3 (burst height of 170 km), the time difference between the first and last arrival of the
E1 HEMP at the Earth’s surface is only 4,3 ms. This means that any disturbances created by
the HEMP on a network, such as the power system, will create potential impacts over
thousands of kilometres, but within one power cycle (20 ms/50 Hz; 16,7 ms/60 Hz). This
provides a unique disturbance situation for a distributed infrastructure.

6.2 Intermediate-time (E2) HEMP spatial variations

For the intermediate-time (E2) HEMP environments, the E2 HEMP radiated field lasts
between T us and T s and has a peak field of 100 V/m (IEC 61000-Z-9). The peak n:[d of

100 V/m normally occurs within 100 km of surface zero and decreases to levels of afew| V/m
at thle Earth’s tangent. The frequency content contained in this pulse shape does\not allow
efficlent coupling to equipment, systems or even small installations. In general the main gffect
is through the coupling to long (>100 m) conductors that lead to an installation and the
equipment contained within.

6.3 | Late-time (E3) HEMP spatial variations

The E3 HEMP radiated field is expected to be as high as 40 V/km“(IEC 61000-2-9), with 4 rise
time|on the order of seconds and a pulse width on the order of 100 s. This level of peak|field
is spmewhat dependent on the burst height and yield, hewever, in general the arda of
coverage for high levels of fields is within a radius of 250_km from surface zero. As in the
case| of E2, the even lower frequency content of this E3 field makes it suited only for coupling
to vegry long cables (over 1 km in length).

7 Implications for HEMP coupling to extended conductors

71 General

Due [to the fact that the HEMP conducted environments are only produced by coupling of the
HEMP radiated environments, there~are three distinct types of conducted environments: darly-
time|(E1), intermediate-time (E2) and late-time (E3).

7.2 | Early-time (E1) conducted environments

As dpescribed in IEC 64000-2-10 the early-time (E1) HEMP field couples efficiently to extepded
conductors (such as eables and wires) and can create large currents and voltages with| rise
times on the order of 10 ns. Depending on the polarization of the HEMP field, the ang|le of
incidence to the\Earth’s surface and the relative orientation of an above-ground or buried
conductor to\the incident field, currents up to 4 kA may be induced. Table 1 [from
IEC $1000=2-10 presents several examples of probabilistic E1 HEMP currents that cah be
indugced for the case of random conductor orientation over the entire area exposed by the
HEMP.“Fhe upper portion of Table 1 indicates the results for above-ground conductors| and
the lower portion indicates similar resulis for buried conductors. The currents shown are for
the flow on a conductor and are either shield currents or bulk currents for unshielded cables.
The induced pulse shapes of the currents can be described by a (10/100) ns waveform (rise
time/pulse width) for above-ground conductors and by a (25/500) ns waveform for buried
conductors.

It is noted that the currents carried on above-ground conductors can be much larger than
those from buried conductors. In addition, there is little variation shown due to the effect of
the ground reducing the efficiency of the phasing of the incident field and the propagation of
the induced currents on the conductors. The ground conductivity itself is, however, a factor in
terms of the peak induced currents. As the information provided in Table 1 has been with
regard to shield or bulk currents, the characteristic impedance of the cables must be
considered to determine the appropriate voltage levels. The common-mode characteristic
impedance of the above-ground conductors has a value of 400 Q versus only 50 Q for the
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buried conductors. This means that the induced peak voltages average 200 kV for above-
ground conductors and range between 10 kV and 20 kV for buried conductors.

Table 1 — Peak currents induced by the E1 HEMP

on above-ground and buried conductors

Table 1a — Above-ground conductor

Lok
Severity L>200m 100<L<200m L<100 m
T2
50 500 500 5,0,L
90 1500 75L 7.5 L
99 4 000 20L 20 L

a2 Pg

Waveform 1: (10/100) ns.

Sourde impedance, Z_ = 400 Q

rcentage of currents smaller than the indicated value.

Table 1b — Buried conductor

Lok

A
Ground conductivity All lengths > 10 m
S/m
102 200
10-3 300
10~4 400

Wave

Sourg

NOTH
same

form 2: (25/500) ns.

e impedance, ZS =50Q

Source impedances are used in Table 1 to inject the proper ratio of voltages and currents. They afe the
as the common-mode.characteristic impedances.

7.3

For
IEC

Intermediate-time (E2) conducted environments

he lintermediate-time or E2 HEMP field coupling to extended conductors, results |from
541000-2-10 are summarized here. Table 2 describes the currents

induced in

long

con

UcCtors as a rtuncton or the ground conductivity, length or the conductors and wheine

the

conductors are above ground or buried. Table 2 indicates that lower ground conductivities
produce larger currents for both locations of conductors; however, the currents for the above-
ground conductors are higher by factors of 2 to 3 and the characteristic impedance is higher.
Note also that the currents do not increase further for above-ground conductors greater than
10 km long or for buried conductors greater than 1 km. In both cases, the induced current
waveform can be expressed as a (25/1 500) us waveform.
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Table 2a — Above-ground conductor

Table 2 — Peak currents induced by the E2 HEMP
on above-ground and buried conductors

pk
A
Ground conductivity L>10000 m 1000<L<10000m 100< L <1000m L<100 m
S/m
+5=2 456 75 565t &
1073 350 200 0,15 L 0
104 800 600 0,45 L 0
Waveform 3: (25/1 500) us.
Sourde impedance, Z_ = 400 Q
Table 2b — Buries conductor
ka
A
Ground conductivity L>1000m 100,<L<1000m L<100 m
S/m
1072 50 0,05L 0
1073 150 0,15 L 0
10~* 450 0,45 L 0

Wave

Sourg

form 3: (25/1 500) ps.

e impedance, ZS =50Q

NOTH
same

NOTH
This 4
7.4

The
anyt

this

Late-time-(E3) conducted environments

1 Source impedances are used“in Table 2 to inject the proper ratio of voltages and currents. They a
as the common-mode characteristic impedances.

2 In Table 2a for values of L between 1 000 m and 10 000 m, the values provided are approximate v
ccounts for the discontinuity for values below 1 000 m. For L <1 000 m, use the formula provided.

ate-time or E3 HEMP waveform rises in a time of seconds but cannot couple efficien
ning‘other than conductors longer than 1 km. Since the maximum peak field is 40 V

re the

hlues.

Ly to
/km,

could induce a voltage over 1 km of 40 V. If the conductor and its grounding system

have

10 Q of resistance, then a current of 4 A will flow. While this is a very low current, it also has
a pulse width of 100 s, thereby providing a threat to fuses and other similar protective
devices. As described here and in IEC 61000-2-10, a simple DC approach may be taken to
evaluating the currents induced by the E3 HEMP, where the field level and the length of a
conductor are first used to determine the induced voltage. The next step is to evaluate the
entire resistance in the ground loop, which is then divided into the voltage to determine the
induced current. This current will have the same time dependence as the incident E3 electric

field.
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8 Relation of HEMP disturbances to natural EM environments

8.1 General

In terms of the radiated pulse field that is associated with the E1 HEMP, similar natural pulses
are the EM transient fields produced by arcing events in power substations and the pulsed
fields created by electrostatic discharge (ESD) events. In the case of the substation events,
pulsed fields have been measured with rise times on the order of 10 ns and peak field levels
of 10 kV/m. In the case of ESD, measurements have been made at a distance of 0,1 m from
an arc produced by an ESD test gun and have indicated a peak field up to 10 kV/m with a rise
time of 0,7 ns and a pulse width of 30 ns. The E1 HEMP waveform described in
IEC 67000-2-9 is a (Z,5725) ns waveform with a peak field of 50 kV/m. Tn the case of fSD,
testy have indicated that electronic equipment can be affected by these types of fields\uless
protection is provided. In the case of power substations, it is known that significant high-
frequency currents and voltages can be induced on equipment cables in substatiohs provjding
overtvoltages that connected equipment must withstand. HEMP fields are often comparéd to
nearpy lightning fields, and measured lightning fields have peak fields of #0/kV/m or higher;
howgver, the lightning field rise times are longer than 100 ns (often 1 ws))and therefore are
not gs similar to E1 HEMP as ESD or substation arcing events (IEC 61000-5-3).

With|regard to the E2 HEMP radiated fields, the waveform is veryssimilar to natural lighthing,
althqugh the peak field value of 100 V/m is far less than nearby lightning electric fields. It
doeq appear that because the E2 HEMP field propagates as a plane wave, it is more efficient
in cqupling to conductors and therefore creates levels of ctitrents nearly as high as 1 kAf The
E2 HEMP conducted environment, previously discussed, has a waveform that rises in 25 us
and pas a pulse width of 500 us. This is very similar.fo)the ITU-T immunity test waveform that
has ja pulse shape of (10/700) us (IEC 61000-4-5). A typical level of performance for the
immunity of equipment to this EM pulse is 2 kV...As indicated above in Table 2, the HEMP E2
conducted environment may be as high as 300°kV on above-ground conductors longer [than
10 km.

The [E3 HEMP electric fields are verysimilar in their time dependence to the natural elgctric
field$ produced in the Earth due to.geomagnetic storms created by enhanced solar acfjvity.
Dire¢t measurements of the geomagnetic fields, the induced electric fields and the curfents
induged in high-voltage power networks have been made and published over many years| It is
notefl that recent measured ,electric fields have reached levels of 1 V/km, although|it is
possllible that the fields _may be as high as 5 V/km during severe storms where no direct
electric field measurements were made.

8.2 | Comparison of HEMP E1 to EFT and surge

The | conducted E1 HEMP environment for an above-ground conductor is defined in
IEC $1000-2-10 as a waveform that rises in 10 ns (10 % to 90 %) and has a pulse width ($0 %
— 50(%) ©f)100 ns (this is typically described as a (10/100) ns waveform). Of course the| real
HEMPR&conducted transients can vary due to the coupling angle of incidence and| the
conductivity of theEarthrimthevicimity of aconductorFora buriedconmductor the—waveform is
expected to be (25/500) ns for well-buried conductors. For surface conductors the HEMP
waveforms are expected to have rise times and pulse widths that are between these two
ranges.

The electrical fast transient (EFT) waveform is typically produced from arcing events in power
substations and is a threat to electronic control equipment in the substations and to nearby
factories. It is described in IEC 61000-4-4 as a (5/50) ns waveform. It occurs in bursts of
pulses with a repetition rate between 5 kHz and 100 kHz. It is important to recognize that the
test method defined by the IEC is widely used and most electronic systems are tested to this
disturbance, although at lower peak voltages than those that can be produced by HEMP.
Typically, the test levels for EFT range between 0,5 kV and 4 kV (open circuit voltage). For
HEMP the levels can be 10 kV to 20 kV for equipment inside of buildings and much higher for
fully exposed equipment.
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It should be noted that the main differences between the E1 HEMP waveform and the EFT
waveform is the fact that the rise time is slower for the HEMP waveform and the pulse width is
longer for the HEMP waveform. This means that the derivative norm (dV/dt) for the HEMP
waveform is one half that of the EFT for the same peak value. It also means that the rectified
impulse of the HEMP waveform is twice as large as the EFT, again for the same peak value.
Since charge transfer and energy are not normally the primary means for causing damage
(damage is usually caused by the triggering of arcs on circuit boards that allow the equipment
power supply to damage low voltage components), the derivative norm is the most important
to consider. This means that for a given peak voltage level, the EFT test produces twice the
derivative norm than does a HEMP. For this reason test level EC9 in IEC 61000-4-25
identifies the largest open circuit voltage test of 16 kV using the IEC 61000-4-4 test method,

h' 1 ) : Il : b QAo L A\L LICAAID £
WNICT PTOUUULT S UIT oSalllT TTITdATITIUTTT UTTTVAUIVE do a o4 RV TTEIVITT WavcTUTlTIT.

The |EC also has defined a surge immunity test for most electronic systems that are)likgly to
be ekposed to lightning transients inside a building due to a nearby lightning stroke? Thig test
is dgfined in IEC 61000-4-5 and can be described by an open circuit voltage waveform with a
(1/5Q) us pulse shape. This waveform is much slower in its rise (100 times)\and longer |n its
pulsé¢ width (nearly 1000 times) than the E1 HEMP conducted transientiwaveform. For this
reaspn there is no relationship between these waveforms, and tests\using IEC 61000-4-5
cannot replace tests for the E1 HEMP waveform (in spite of more rectified impulse and energy
delivered for the same peak value).

8.3 [ Comparison of HEMP E3 to currents induced by geomagnetic storms

The |late-time (E3) HEMP electric field waveform is ,defihed in IEC 61000-2-9 as (1/R0) s
waveform as illustrated below in Figure 4 (although™with significant amplitude to timg¢s of
sevefral hundred seconds. This electric field is cteated by the interaction of the inc|dent
magnetic field with the conductivity of the Earth;xand it couples to conductors such as|high
voltgge power transmission lines that are grounided through the neutrals of their transformers
[6 tol 7]. The peak field shown is approximately 40 V/km, which will induce currents with the
sameg time history in the phase wires with an amplitude that is determined from the length of
the ¢onductor and the resistance of the-Conductor. For an example of a 100 km powel line
and b Q of wire resistance, an approxinrate total current flow of 800 A is possible. Quas|-d.c.
currgnts will seriously impact the efficient operation of a large high-voltage transformer by
producing harmonics from half-cycle saturation and creating a large inductive load dye to
trangformer losses. As many" transformers produce this inductive load rapidly | and
simufltaneously over a large(area of a power grid, this provides a serious threat to the stapility
of tHe network; this can ‘cause a power blackout as in the case of the power system in
Quebec, Canada on 13%March 1989 [8].
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Figure 4 — Late-time (E3) electric field waveform from IEC 61000-2-9

In the case of geomagnetic storms, which are produced by enhancements of the solar wind
coupling to the Earth magnetotail, these periodic storms can create electric field waveforms
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that are similar to the HEMP E3 waveform. Typically the induced geomagnetic storm electric
fields are lower than the HEMP E3 fields (on the order of 1 V/km during a severe storm), but
could reach levels of 5 V/km or more in extreme cases. For the case described above and for
a 1 V/km geomagnetic storm electric field, the peak induced quasi-d.c. current would be 20 A.
This is a level large enough to saturate a high voltage transformer, but the level is lower than
the IEC E3 HEMP waveform induced current by a factor of 40 (the difference in the peak
electric fields).

In terms of the time dependence, both waveforms have rise times as short as a few seconds
and have pulse widths on the order of minutes. Of course each geomagnetic storm may
display somewhat different characteristics, as may the late-time HEMP.

In tdrms of spatial coverage, it appears that significant levels of late-time (E3) HEMR will
covelr regions of 250 km in radius from ground zero, while geomagnetic storms)appegr to
extend over much larger geographic areas with linear dimensions often (greater |than
1 00D km. This difference is understandable since the late-time HEMP begins with a point
sourge of energy within the ionosphere, while geomagnetic storms are caused by a wjdely
dispérsed "curtain" of charged particles flowing from space downward into-the ionosphere or
by other large-scale magnetospheric disturbance processes.

In tefms of system effects, the power blackout of 13 March 1989 in.Quebec, Canada occurred
due fo an estimated induced electric field level on the order,of A V/km [8]. For the late{time
(E3)|HEMP, the Soviet nuclear test experience is directly re€levant as they performed high-
altityde nuclear tests over land. Their analyses indicated that the failures of| two
teledommunication systems were due to HEMP-induced é€lectric field levels on the ordger of
5 V/Ekm [3]. Given the similarities of the late-time HEMP)and geomagnetic storm environmgnts,
it is likely that the effects created would be similar.for both types of disturbances.

9 Protection strategy

9.1 General

In general, the HEMP protection)strategy for an infrastructure consists of four major
components:

a) HEMP immunity standards for new electrical and electronic equipment,
b) selected retrofit protection including redundancy considerations,

c) el(:nergency operational procedures, and

d) plans for restoration in the event of widespread failures.

In this international publication, items ¢) and d) should be combined into a comprehensive
HEMP andiwidespread disaster plan.

An important consideration for civil systems is cost. A goal of this publication is to idantify
protection methods that provide a substantial level of protection at relatively low cost.
Infrastructures that apply these protection strategies will benefit from a greater reliability from
non-HEMP threats such as electrical and EM transients (including intentional electromagnetic
interference), sabotage, widespread physical damage from hurricanes, earthquakes, etc. and
geomagnetic storms. The protection strategies are listed in the order of importance and cost
effectiveness.

9.2 Electric power
9.2.1 Background

The electric power infrastructure is a highly interconnected and dynamic system that may
consist of a single integrated utility or a combination of many public and private utilities.
These utilities use a supervisory control and data acquisition (SCADA) system to automate
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the control of electric power generation, transmission and distribution within and among
control areas. The overall objective of power infrastructure controls is to match the generation
with the load. Load changes that occur on a millisecond to second time frame are
accommodated by the stored energy in the generator magnetic flux and the rotating mass of
the generator cores. Energy is also exchanged with the adjacent control areas via the
interconnected transmission lines. If the load change is large enough, the generators will slow
down for an increase in load or speed up for a decrease in load. The generator control
systems will increase or decrease power to the turbines as appropriate to maintain the proper
power frequency. Thus, second-to-second and even minute-to-minute changes (within limits)
are handled automatically without the intervention of the control centre or the use of the
SCADA system.

In mpst SCADA systems, the master terminal unit (MTU) communicates with remote(terminal
unity (RTUs) located at substations and power stations to send control commands and reg¢eive
datal A scan of all data parameters in the system will normally be completed within seyeral
seconds. The SCADA system can provide complete logs of the operation and’status of the
powgr system. Modern power infrastructure control normally makes use of.«control systems
that |are responsive to frequency variations, cost factors, transmissioh)losses and |oad-
gendration miss-matches. Corrective control pulses are sent to the generation units by the
automatic generation control (AGC) system. The AGC is normally a patt of the SCADA sygtem
and |s a great step forward over generator plant governor control @nly. These systems prgvide
frequency control with transmission loss considerations,~ control of interconngcted
trangmission lines to other utility systems and economic operation of generation. The MTU is
usudlly produced from personal computer components and is”likely to be vulnerable to |both
radigted and conducted HEMP environments without some_additional protection [11].

A fofecast of the load as a function of time is used’to anticipate the generation needs to
ensure that generation matches load. Historical data, date, time of day, weather forecasty and
othef data are used to predict the load profile.“T'he generation mix that will provide the most
ecorjomical match to the load is determined® This process is called economic dispatgh or
energy management and it provides the hour-to-hour control. An energy management sygtem
(EM$) is often part of the SCADA system. The EMS communicates to the power plants| that
they|should be on-line at a certain_time with a certain participation factor (fraction of full
outplit). Since some generators .take some time to bring on-line, a good forecast of the
gengration needs is an importanf function of power system control.

If a large mismatch in actualload and the on-line generation occurs, the control area has to
rely pn the interconnected transmission lines to cover the power demand until adjustmernts in
gengration can be made."Many control centres have real time load-flow and stability analyses
basgd on data provided by the SCADA system. The control centre operator monitorg the
system for thermial- or stability limits, schedules the most economical energy supply| and
switghes linesut of service for scheduled maintenance. The control centre operator is a|so a
power broker.)if more economical power can be purchased, then the more uneconomical
plants in_the*system will be shut down to save operating cost. However, a certain amount of
spinning‘reserve must be maintained in the event of a major line loss or generator shutdpown.
Spinphing reserves are extra generating capacity that is kept running to respond to unexpgcted
increased demand or drop in generation on the power grid.

Power systems also need to be protected against overcurrents, overvoltages and
undervoltages and instabilities. High-voltage transmission lines have breakers that can be
opened in the event of a fault. Faults are detected and signals are sent to actuate breakers by
the protective relay system. These protection systems are independent of the SCADA system,
yet are one of the most important control assets to be protected from the early-time HEMP
waveform.

The interconnectedness of the power infrastructure provides for high reliability and economic
operation during normal operations, but it also provides a major vulnerability during multiple
malfunctions and widespread disturbances. If there is a widespread loss of loads due to line
flashovers or line switching caused by an HEMP event, then the system will collapse. If there
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is a widespread mismatch in the reactive loads and generation due to geomagnetic storms or
a late-time HEMP event, massive power failures could result.

9.2.2 Emergency planning, operating procedures and restoration

In many cases, an approaching crisis such a hurricane or geomagnetic storm event will be
forecast to occur within days. Even a HEMP event could be preceded by a period of
international tensions. The power infrastructure could be made more robust to withstand the
widespread disturbance caused by these events if the operational strategy where changed
from the normal economic mode to an emergency secure mode. This is accomplished by
attempting to match load and generation within each control area and the power network
i ould
onal
the
power infrastructure industry. It will also be necessary to determine the organization or
govaernment agency that would issue the command to switch to the emergency sgcure
operptional mode.

A major problem for the electric power infrastructure during and after widespread damagg and
disttﬂ;ances such as those caused by a hurricane is the lack of adequate communicatjons.
unications will also be critical during and after an HEMP evént. An independent HEMP-
imm@ine communications system should be established to meet emergency operation| and
restgration requirements. During restoration, communications between control centres,
gengdration stations and field operations is critical. It should be noted that during the AJygust
2003 blackout in the north-eastern U.S., cell phone communications failed after several Hours
in sgme locations due to the lack of sufficient battepy\power at many cell towers. It is tlear
that communications are needed to help restore power after an outage and communications
may |be dependent on the electric power after some.time. These factors must be considered.

An egmergency restoration plan that includes~the unique attributes of HEMP-induced probjems
should be prepared and tested by practice drills. Because HEMP blackouts can be
widespread, restoration procedures baséd on assistance from neighbouring utilities or cgntrol
areap may be ineffective. Thus, the\restoration plans should not rely on other areas for
elecfrical start-up power and persannel. To the degree necessary for system protection| and
perspnnel safety, a select number of power plant instrument and controls, protective r¢lays
and SCADA system components may have to be checked for damage before restoration can
proceed. DC power supplies)are critical for restoration of the electric power infrastrugture.
BacKup emergency generators to recharge substation batteries may be required for extepded
outage times. All of these aspects are required in order to achieve a black start capability

9.2.3 HEMP immunity standards for new equipment

It is|recognized that equipment located in power substations and generation plants must
operpte in<a*harsh environment of conducted and radiated transients. Thus, EMC immpunity
stangards/are available for these environments. For example, IEC 60255 for substption
equipment defines a variety of type withstand tests designed to simulate EMI phenomena
commonly encountered in the substation. These include fast transients, transients due to
inductive load switching, lightning strikes, ESD, RF interference due to personnel using
portable radio handsets, ground potential rise resulting from high current fault conditions
within the substation and a variety of other EM disturbance phenomena commonly
encountered in the substation.

Although IEC immunity standards for substations and generation stations will not assure
HEMP immunity, these standards will decrease the probability of equipment failure over a
portion of the power infrastructure within the area of coverage of the HEMP fields. These
standards should be used as a minimum for all new equipment purchases including critical
communications and control centre equipment. However, a HEMP standard for power
substations, generation plants, control centres and communications should be used to
achieve a substantial level of immunity.
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A new trend in SCADA and relay protection in power infrastructures is a utility
communications architecture that uses Ethernet network technology. The overall goal is
interoperability between varieties of Intelligent Electronic Devices. With this system, RTUs are
no longer necessary and may not be included. This system is described in IEC 61850. Utilities
should ensure that the equipment used in an IEC 61850 system meets EMC and HEMP
standards.

To achieve a higher level of HEMP immunity, the power infrastructure industry should
examine and improve the immunity of its equipment as defined in IEC 61000-4-25.

9.2.4 Selected retrofit protection

During the process of developing the emergency plan discussed in 9.2.2, critical links| and
syst¢ms that are necessary for the safe operation and restoration during and (followipg a
HEMP event should be identified. If the electronic boards and equipment used in these
systeéms are not in compliance with recent IEC EMC standards for the powe€ryinfrastrugture,
then|retrofit hardening is required.

There are two major approaches defined for protecting equipment inside*of a building or ¢ther
facility. There is the building hardening approach, which is typically applied for the crjtical
military systems [9]. This approach is not cost-effective for retrefit protection, but maly be
reaspnable for new constructions. IEC 61000-5-6 describes approaches for using “layg¢red”
protection. This means that critical equipment can be\protected with the addition of
elecfromagnetic shielded racks or by small, shielded rooms. In addition to the shielding] it is
necgssary to properly bond any metallic wiring that connects the equipment to o¢ther
equipment outside of the protected area. If fibre optic)cables are used, they must penetrate
any shielding with the use of waveguides below cut*off.

There are three other IEC publications that-aid in the process of retrofit hardening. [First
IEC $1000-2-11 indicates how different levels of HEMP environments can be found in
diffefent types of facilities depending on their construction type. IEC 61000-5-3 describes|how
to protect equipment through the uselof shielded racks and rooms, thereby reducing the
HEMP environment on the equipment(see Table 3). IEC 61000-6-6 is a generic standard that
provldes detailed test requirements’/for equipment as a function of the protection congepts
applied. This document uses a 90-% severity level for the HEMP conducted environment.

Table 3 — Minimum required attenuation of peak time domain external environments
for the six principal protection concepts

Concept Minimum attenuation
dB
Electric field Magnetic field Conducted current
TA 0 0 0
1B 0 0 20
2A 20 20 0
2B 20 20 20
3 20 20 40
4 40 40 40
5 60 60 60
6 80 80 80

NOTE Frequency evaluation ranges for E and H fields are 100 kHz to 30 MHz for concepts 1 and 2, and 1 MHz to
200 MHz for concepts 3 to 6.

In Table 3, Concept 1 describes an above-ground wooden or concrete (no steel
reinforcement) building with large windows, Concept 2 describes and above-ground concrete
building with steel reinforcement or a buried brick building (where B indicates the presence of
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lightning protection at the building level, which should provide a reduction in conducted
transients at the equipment level). Concept 3 is a shielded enclosure with minimum RF
shielding effectiveness (20 dB), and Concept 4 is a shielded enclosure with modest RF
shielding effectiveness (40 dB). Concept 5 is a shielded enclosure with good RF shielding
effectiveness (60 dB) and good PoE surge protection and filtering. Concept 6 is similar to
Concept 5 except the shielding and PoE protection is of high quality (80 dB). Measurements
should be made to confirm these levels through the use of IEC 61000-4-23 and
IEC 61000-4-24. Assessments can also be made with IEC 61000-5-9, which is being
developed to provide a methodology to assess the HEMP hardness of a facility.

9.2.5 Application to a high-voltage power substation

Supgrvisory control refers to equipment that allows for remote control of a substafion's
funciions from a system control centre or other point of control. Supervisory control~can be
used to

e change the settings on circuit breakers,
e Jperate tap changers on power transformers,
e supervise the position and condition of equipment, and

e telemeter the quantity of energy in a circuit or in substation equipment.

The | substation control house contains switchboard panels;—batteries, battery chargers,
supdrvisory control, power-line carrier, meters and relays.Jt\should be noted that while felay
settipgs can be changed in some cases using the SCADA system, their operation ynder
distUrbed conditions is autonomous from the control-System itself due to the need to feact
quickly to over-current situations. The control house provides all weather protection| and
secufrity for the control equipment. Control wiressare installed connecting the control hpuse
contfol panels to all the equipment in the substation. A typical substation control hpuse
contains several hundred metres of conduit and miles of control wire.

The [following figures indicate the scope' of the E1 HEMP cable coupling and proteftion
problem in a high-voltage substation from the cables connected to sensors, to the cable|runs
to the control house, to the cable, connections inside and the cable runs to the cdntrol
equipment. The exposure of the ,cables, the lack of shielding and the lack of high frequency
grouhding procedures are clearly*shown.

Figure 5 illustrates the fact that cables and conduits will be directly exposed to the HEMP
field$ in a high-voltage substation. While a conduit is shown in this case, these conduits are
not g¢lectromagnetically shielded for high frequencies, and therefore a portion of the coypled
currgnts on the conduits will be transferred to the control cables at the point that the cohduit
ends.
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Example of Vertical exposure
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Figure 5 — Vertical conduit geometry for a current tﬁq@sformer (CT)

As the insulated cables enter the shallow below-ground tg‘s es, they are no longer within
metgllic conduits. In addition, the cables do not have e@ tromagnetic shields. In the case
shown in Figure 6, the cables are grouped laid togethér in a concrete tray, which places the
cablgs only slightly below the surface of the groun @ ile a shielded metallic conduit would
add pdditional protection to the cables from E1 H@P, there would still be transients flowing
on the wiring from the exposed vertical cables ;\h@t are required to measure the power flow in
the qubstation.

Close-up of trenway with
cover removed - Multiple

Control Cables

e —~=

IEC 1808/09

Figure 6 — Covered shallow trench for control cables

When the cables enter the control house, the ground wires and mechanical shields are
grounded to a grounding bar as shown in Figure 7. However, the length of these high
inductance grounds is very long and will not provide a low impedance ground for E1 HEMP
conducted transients, which have tens of MHz content. Shorter ground wires (0,05 m to 0,1 m
in length) would significantly reduce the HEMP transients flowing into the equipment.
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