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INTERNATIONAL ELECTROTECHNICAL COMMISSION

ELECTROMAGNETIC COMPATIBILITY (EMC) -

Part 5-10: Installation and mitigation guidelines —
Guidance on the protection of facilities against HEMP and IEMI

FOREWORD

he International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprjising
aJl national electrotechnical committees (IEC National Committees). The object of IEC\is*to promote
international co-operation on all questions concerning standardization in the electrical and electronic fields. To
this end and in addition to other activities, IEC publishes International Standards, Technical Specificatjons,
chnical Reports, Publicly Available Specifications (PAS) and Guides (hereaftefreferred to as [IEC
ublication(s)”). Their preparation is entrusted to technical committees; any IEC National"Committee intergsted

the subject dealt with may participate in this preparatory work. International_governmental and [non-
gpvernmental organizations liaising with the IEC also participate in this preparation. IEC collaborates clpsely
ith the International Organization for Standardization (ISO) in accordance- with conditions determined by
agreement between the two organizations.

he formal decisions or agreements of IEC on technical matters express{as nearly as possible, an internatjonal
cpnsensus of opinion on the relevant subjects since each technical committee has representation frofn all
interested IEC National Committees.

C Publications have the form of recommendations for interpational use and are accepted by IEC Nafjonal
ommittees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC
ublications is accurate, IEC cannot be held responsible for the way in which they are used or for| any
isinterpretation by any end user.

order to promote international uniformity, IEC National Committees undertake to apply IEC Publications
tlansparently to the maximum extent possible in_their national and regional publications. Any diverggence
between any IEC Publication and the corresponding®national or regional publication shall be clearly indicated in
the latter.

C itself does not provide any attestation-of*conformity. Independent certification bodies provide confofmity
assessment services and, in some areasy access to IEC marks of conformity. IEC is not responsible fof any
services carried out by independent certification bodies.

Il users should ensure that they have'the latest edition of this publication.

o liability shall attach to IEC orlits directors, employees, servants or agents including individual experty and
embers of its technical committees and IEC National Committees for any personal injury, property damage or
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and
ekpenses arising out of \the publication, use of, or reliance upon, this IEC Publication or any other| IEC
ublications.

ttention is drawn tojthe Normative references cited in this publication. Use of the referenced publicatiops is
indispensable for\the correct application of this publication.

ttention is_drawn to the possibility that some of the elements of this IEC Publication may be the subjgct of
pptent rights.)IEC shall not be held responsible for identifying any or all such patent rights.

The| main' task of IEC technical committees is to prepare International Standards| In
exceptional circumstances, a technical committee may propose the publication of a technical
specification when

the required support cannot be obtained for the publication of an International Standard,
despite repeated efforts, or

the subject is still under technical development or where, for any other reason, there is the
future but no immediate possibility of an agreement on an International Standard.

Technical Specification IEC 61000-5-10 has been prepared by subcommittee 77C: High-
power transient phenomena, of IEC technical committee 77: Electromagnetic compatibility.

It forms part 5-10 of IEC 61000. It has the status of a basic EMC publication in accordance
with IEC Guide 107.
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The text of this technical specification is based on the following documents:

Enquiry draft Report on voting
77C/260/DTS 77C/262/RVDTS

Full information on the voting for the approval of this technical specification can be found in

the

report on voting indicated in the above table.

This document has been drafted in accordance with the ISO/IEC Directives, Part 2.

A list of all parts in the IEC 61000 series, published under the general title Electromagn
compatibility (EMC), can be found on the IEC website.

The

staljility date indicated on the IEC website under "http://webstore.iec.ch" in thé)data relate]

the

e amended.

A bi

committee has decided that the contents of this document will remain unchanged unti
specific document. At this date, the document will be

econfirmed,
vithdrawn,

eplaced by a revised edition, or

lingual version of this publication may be issued‘at a later date.

etic

the
d to

un
co

PORTANT — The 'colour inside'-16go on the cover page of this publication indicat

that it contains colours which'® are considered to be useful for the corréct

derstanding of its contents.\\Users should therefore print this document using
our printer.

es

a
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INTRODUCTION

61000 is published in separate parts according to the following structure:

Part 1: General

General considerations (introduction, fundamental principles)

Defi

nitions, terminology

Par

Des

Clag

2: Environment
cription of the environment

sification of the environment

Conppatibility levels

Par

Emi

Immn

3: Limits
5sion limits

unity limits (in so far as they do not fall under the responsibility of the pro

committees)

Par

Med

Tes

Par

Inst

Miti

Par

Par

4: Testing and measurement techniques
surement techniques

ing techniques

5: Installation and mitigation guidelines
bllation guidelines

pation methods and devices

6: Genericstandards

9. Miscellaneous

duct

Each part is further subdivided into several parts, published either as international standards
or as technical specifications or technical reports, some of which have already been published
as sections. Others will be published with the part number followed by a dash and a second
number identifying the subdivision (example: IEC 61000-6-1).
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ELECTROMAGNETIC COMPATIBILITY (EMC) -

Part 5-10: Installation and mitigation guidelines —
Guidance on the protection of facilities against HEMP and IEMI

Scope

017

Thig
pow
inte
enti

This
has
fung

2

The
con
cite
any

IEC
higH

IEC
eled

IEC
Des

IEC
Des

IEC
Clag

IEC

part of IEC 61000 provides guidelines to protect commercial facilities from thé \h
er electromagnetic disturbances of high-altitude electromagnetic pulse (HEMP)
ntional electromagnetic interference (IEMI). These guidelines are developedifrom
‘e body of IEC SC 77C publications.

document is applicable to both existing facilities and new buildings-when the custg
decided that protection of critical electronics from HEMP and IENN-s important to
tion of the facility.

Normative references

ent constitutes requirements of this document. For-dated references, only the ed
| applies. For undated references, the latest edition of the referenced document (inclu
amendments) applies.

TR 61000-1-3, Electromagnetic compatibility (EMC) — Part 1-3: General — The effect
-altitude EMP (HEMP) on civil equipmeht-and systems

TR 61000-1-5, Electromagnetic «compatibility (EMC) — Part 1-5: General — High pd
tromagnetic (HPEM) effects on-civil systems

61000-2-9, Electromagnetic compatibility (EMC) — Part 2: Environment — Sectio
cription of HEMP envirénment — Radiated disturbance

61000-2-10:1998,\\Electromagnetic compatibility (EMC) — Part 2-10: Environmer
cription of HEMP,environment — Conducted disturbance

61000-2-445 Electromagnetic compatibility (EMC) - Part 2-11: Environmen
sification/of HEMP environments

igh-
and
the

mer
the

following documents are referred to in the text in such a way that some or all of their

tion
ling

s of

wer

n 9:

wer

e/eC”U”’ag”@”c iHPEW” SnvIronments — Radiated ana conaucted

IEC

61000-2-13, Electromagnetic compatibility (EMC) — Part 2-13: Environment — High-pd

61000-4-23:2016, Electromagnetic compatibility (EMC) - Part 4-23: Testing

and

measurement techniques — Test methods for protective devices for HEMP and other radiated
disturbances

IEC 61000-4-24, Electromagnetic compatibility (EMC) — Part 4-24: Testing and measurement
techniques — Test methods for protective devices for HEMP conducted disturbance

IEC 61000-4-25, Electromagnetic compatibility (EMC) — Part 4-25: Testing and measurement
techniques — HEMP immunity test methods for equipment and systems
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IEC TR 61000-4-32, Electromagnetic compatibility (EMC) — Part 4-32: Testing and
measurement techniques — High-altitude electromagnetic pulse (HEMP) simulator
compendium

IEC 61000-4-33, Electromagnetic compatibility (EMC) — Part 4-33: Testing and measurement
techniques — Measurement methods for high-power transient parameters

IEC TR 61000-4-35, Electromagnetic compatibility (EMC) - Part 4-35: Testing and
measurement techniques —HPEM simulator compendium

IEC[6T00U0-4-36.20714, Electromagnelic compatibility (EMCJ] — Part 4-36. [Testing land
megsurement techniques — IEMI immunity test methods for equipment and systems

IEC|TR 61000-5-3, Electromagnetic compatibility (EMC) — Part 5-3: Installation and-mitigdtion
guidelines — HEMP protection concepts

IEC|TR 61000-5-4, Electromagnetic compatibility (EMC) — Part 5: Installation and mitigdtion
guidelines — Section 4: Immunity to HEMP — Specifications for protective devices agginst
HEMP radiated disturbance

IEC|61000-5-5:1996, Electromagnetic compatibility (EMC) — Part 5: Installation and mitigdtion
guidelines — Section 5: Specification of protective devices fof HEMP conducted disturbancg

D

IEC|TR 61000-5-6, Electromagnetic compatibility (EM@) — Part 5-6: Installation and mitigdtion
guidelines — Mitigation of external EM influences

IEC|61000-5-7:2001, Electromagnetic compatibility (EMC) — Part 5-7: Installation |and
mitigation guidelines — Degrees of protection-provided by enclosures against electromagnetic
distyrbances (EM code)

IEC|TS 61000-5-8, Electromagnetic compatibility (EMC) — Part 5-8: Installation and mitigdtion
guidelines — HEMP protection methaods for the distributed infrastructure

IEC|TS 61000-5-9, Electromagnetic compatibility (EMC) — Part 5-9: Installation and mitigdtion
guidelines — System-level susceptibility assessments for HEMP and HPEM

IEC|61000-6-6, Electramagnetic compatibility (EMC) — Part 6-6: Generic standards — HEMP
immunity for indoof equipment

3 |Terms/definitions and abbreviated terms

For |the ‘purposes of this document, the following terms, definitions and abbreviated tgrms
apply

ISO and IEC maintain terminological databases for use in standardization at the following
addresses:
e |EC Electropedia: available at http://www.electropedia.org/

e |SO Online browsing platform: available at http://www.iso.org/obp
3.1 Terms and definitions

3.11

attenuation

reduction in magnitude (e.g., as a result of absorption and/or scattering) of an electric or
magnetic field or a current or voltage


http://www.iso.org/obp
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Note 1 to entry: It is usually expressed in dB.

3.1.2

bandratio

br

ratio of the high and low frequencies between which there is 90 % of the energy

Note 1 to entry: If the spectrum has a large DC content, the lower limit is nominally defined as 1 Hz.

3.1.3

conducted HPEM environment
HY £ L | 1 + ' 4 al Lt + + H N L a4

tOta Ily Ul Illyll FUVVUI GIUULIUIIIGyIIUlIU CUITTceoiIlitto [«1RA"] VUIlGHGO aratc arc CIlrrel UUUPIUU l)

direftly injected into cables and wires with voltage levels that typically exceed 1 kV

3.1.i1

continuous wave
Ccw
timg waveform that has a fixed frequency and is continuous

ling

or

intefaction of HEMP/IEMI fields with a system or equipment to_produce currents and voltdges

Note|1 to entry: E1 is early time HEMP electric field, for/times less than 1 ys, E2 is intermediate time HEMP

abil
withiout introducing intolerable electromagnetic disturbances to anything in that environment

[SOURCE: IEC 60050-161:1990, 161-01-07]

3.1.B
elegtromagnetic. disturbance

ty of an equipment or systemto function satisfactorily in its electromagnetic environment

any| electromagnetic phenomenon which may degrade the performance of a deyice,

equ|pment orsystem

[SOURCE”: IEC 60050-161:1990, 161-01-05, modified — the last part of the definition has been

deldgted/]

3.1.9
electromagnetic interference
EMI

degradation of the performance of a device, transmission channel or system caused by an

electromagnetic disturbance

Note 1 to entry: Disturbance and interference are respectively cause and effect.

[SOURCE: IEC 60050-161:1990, 161-01-06, modified — in the definition "equipment" has been

replaced by "device" and a new note has been added.]
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3.1.10

shield

electromagnetic shield

electrically continuous housing for a facility, area, or component used to attenuate incident
electric and magnetic fields by both absorption and reflection

3.1.11

(electromagnetic) susceptibility

inability of a device, equipment or system to perform without degradation in the presence of
an electromagnetic disturbance

Note|1 to entry: Susceptibility is a lack of immunity.

[SOURCE: IEC 60050-161:1990, 161-01-21]

3.1.112
equjipment
modules, devices, apparatuses, subsystems, complete systems and installations

3.1.13

equlipment under test

EU

partjcular equipment being subjected to the test

3.1.014

high-altitude electromagnetic pulse

HENMP

eledtromagnetic pulse produced by a nuclear explosion outside the earth’s atmosphere

Note|1 to entry: This typically occurs above an altittde of 30 km.

3.1.115
high-power microwaves
HP

narfowband signals, nominally with peak power in a pulse, in excess of 100 MW at the source

Note|1 to entry: This is a historieal definition that depended on the strength of the source. The interest in this
document is mainly on the EM field incident on an electronic system.

3.1.716

hyplerband signal
signal or wayeform with a pbw (see 3.1.21) value between 163,4 % and 200 % qr a
banfgratio > 10

3107
hyppband signal
narrowband signal or waveform with a pbw of < 1 % or a bandratio < 1,01

3.1.18

installation

combination of apparatuses, components and systems assembled and/or erected
(individually) in a given area

Note 1 a l'article: For physical reasons (e.g. long distances between individual items) it is in many cases not
possible to test an installation as a unit.
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3.1.19

intentional electromagnetic interference

IEMI

intentional malicious generation of electromagnetic energy introducing noise or signals into
electric and electronic systems, thus disrupting, confusing or damaging these systems for
terrorist or criminal purposes

3.1.20

mesoband signal

signal or waveform with a pbw value between 1 % and 100 % or a bandratio between 1,01
and 3

3.1.p1
per¢entage bandwidth
pb

banfwidth of a waveform expressed as a percentage of the centre frequency of.that wavefprm

Note|1 to entry: The pbw has a maximum value of 200 % when the centre frequency issthe mean of the high and
low frequencies. The pbw does not apply to signals with a large DC content (e.gn"“E1 HEMP) for which the
bandratio decades term is used.

3.1.p2

port of entry
PoE
physical location (point) on an electromagnetic barrier, where EM energy may enter or e
topglogical volume, unless an adequate PoE protective’device is provided

ta

Note|1 to entry: A PoE is not limited to a geometrical point.

Note|2 to entry: PoEs are classified as aperture PoEs or“conductive PoEs according to the type of penetrgtion.
They| are also classified as architectural, mechanical, structural or electrical PoEs according to the functions|they
serve.

3.1.p3
pulse
trangient waveform that usually rises to a peak value and then decays, or a similar waveform
that|is an envelope of an oscillating waveform

3.1.p4

pulse width
timg interval between)the points on the leading and trailing edges of a pulse at which|the
instantaneous value.is 50 % of the peak pulse amplitude, unless otherwise stated

3.1.5
radiated HREM environment

totality, of high-power electromagnetic fields with peak electric field levels that typically exdeed
100(\Am

3.1.26

rise time (of a pulse)

time interval between the instants in which the instantaneous amplitude of a pulse first
reaches specified lower and upper limits, namely 10 % and 90 % of the peak pulse amplitude,
unless otherwise stated

[SOURCE: IEC 60050-161:1990, 161-02-05, modified — the note has been incorporated into
the definition

3.1.27
source impedance
impedance presented by a source of energy to the input terminals of a device or network
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3.1.28

sub-hyperband signal

signal or waveform with a pbw value between 100 % and 163,4 % or a bandratio between 3
and 10

3.1.28

system

combination of apparatuses and/or active components constituting a single functional unit and
intended to be installed and operated to perform (a) specific task(s)

3.1.29

transient, adj. and noun
pertpining to or designating a phenomenon or a quantity which varies between [two
congecutive steady states during a time interval which is short compared with the time-stale
of interest

Note|1 to entry: A transient can be a unidirectional impulse of either polarity or a damp€ed\oscillatory wave| with
the first peak occurring in either polarity.

[SOURCE: IEC 60050-161:1990, 161-02-01, modified — a note has been added.]

3.1.p0

waVeguide below cutoff
WBC
a wpveguide which severely attenuates the electromagnetic fields at frequencies below|the
cutgff frequency

3.2 Abbreviated terms

Cw Continuous wave

DS Damped sinusoid

EMI Electromagnetic interference
ESQ Electrostatic discharge

EUT Equipment under test

HEMP High-altitude electremagnetic pulse
HIR
HPEM High-poweTr electromagnetic

11

High-intensity.radiated fields

HPM High-power microwave
LV Low Moltage

MOY Metal oxide varistor

MV Medium voltage

PoE Port-of-entry

SE Shielding effectiveness
SPD Surge protective device
VPD Vertically polarized dipole

WBC Waveguide below cutoff
4 General

IEC SC 77C has developed a wide variety of high-altitude electromagnetic pulse (HEMP) and
intentional electromagnetic interference (IEMI) protection reports and standards, and the
growth of these publications has been organic, responding to the needs of industry. In
addition, some of the standards are being revised to be more specific and useful to industry.
IEC SC 77C publications are currently found in many parts of the IEC 61000 series including:
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IEC 61000-1: General — two publications

IEC 61000-2: Environment — four publications

IEC 61000-4: Testing and measuring techniques — seven publications

IEC 61000-5: Installation and mitigation guidelines — seven publications

IEC 61000-6: Generic standards — one publication

As the aim of the entire work program in IEC SC 77C is to determine the likely disturbance

levels from HEMP and IEMI and to develop protection and test methods to protect electronics
from these disturbances, it is felt that a comprehensive guide to consolidate this work will be

f at- baln HZW- PRP-X TIWEEE - SP-V- V- I 1P ar-u i | £ ik I 0 770 vaofaranocac o HP=Y HP=S Ot t
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can|be considered normative in nature as this document indicates how they are applied:

Thid document includes several specific examples of how to apply the publicatiops in the [I[EC
SC [7C series. The sample problems should include:

a) Epplication of a protection and testing scheme for the design of a new fagijlity,
pplication of a protection and testing scheme for an existing facility.!

For [pboth applications, protection and testing schemes need to be identified for three cases|

1) A HEMP protection and testing scheme;
2) &n IEMI protection and testing scheme; and

3) B HEMP plus IEMI protection and testing scheme.

Thid means there are six schemes covered in this docdment.

As fhe aim of this work is to provide protection”information dealing with the entire group of
IEC|SC 77C publications, we recommend.that this publication be part of the IEC 61000}5-x
seriges.

Annex A of this publication provides a summary of the scope (Clause 1) of each of|the
doctiments within the entire bodyxef IEC SC 77C publications at the beginning of this project,
follqwed with additional discussien concerning the applicability of each of the publications to
this[document. In most casesithe text in the main body will refer to particular standards, [and
the feader is encouraged to-look at Annex A to obtain more information.

5 |Development-of'the environment levels

5.1 General

In ofder to describe the electromagnetic environments of HEMP and those that produce IEMI,
one|should refer to IEC 61000-2-9 (radiated) and IEC 61000-2-10 (conducted) for the HEMP,
and|IE€ 61000-2-13 and IEC 61000-4-36 (both cover radiated and conducted environments)
for the HPEM environments producing IEMI. For HEMP the standard waveforms (for E1, E2,
and E3) are to be used to define the hardening and testing approach. For IEMI the situation is
more complex, as there is a wide variety of pulsed waveforms with different parameters that
can be produced (both narrowband and wideband), and the peak levels of fields potentially
exposing electronics depend both on the technology of the IEMI weapon (discussed in
IEC 61000-2-13) and the distance of deployment. In particular it is necessary to be sure to
clearly establish the radiated and conducted environments for both threats.

5.2 High-altitude electromagnetic pulse (HEMP)

The radiated HEMP environment is fully defined in IEC 61000-2-9, and it provides worst-case
time and frequency waveforms that are to be used for protection design. For facilities, which
possess electronics inside building structures, the emphasis on the protection of facilities will
be mainly for the early time E1 HEMP disturbances. As such the E1 HEMP Fourier transform
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is a composite of the expected HEMP waveforms for all scenarios, and therefore it is
appropriate for evaluating the shielding effectiveness required to reduce the external E1
HEMP fields to levels such that the electronics inside building structures can survive and
continue to maintain function. The E2 HEMP radiated environment is not a significant concern
for the electronics inside building structures as the level is low, although the conducted E2
HEMP environment could be important to ensure that E1 HEMP filters can survive. It is also
true that the E3 HEMP could create serious stability issues for the operation of the public
utility electrical grid due to harmonics in the power supply (harmonics of 50 Hz or 60 Hz), and
it is likely that some of these harmonics will propagate from the high voltage grid to the low
voltage grid and through the E1 HEMP filters. In general, however, the shielding for radiated
fields is aimed only at reducing the E1 HEMP fields.

For|the conducted HEMP environment it is important to recognize that the conducted E1
HENIP fields couple differently to external power and telecommunications cables as afundtion
of \iEhether they are elevated or buried cables. As indicated in IEC 61000-2-10 the‘\inducedq E1
HENMP currents on above ground cables can be more than 10 times higher than for a buried
cable. The E2 and E3 coupling is also defined in IEC 61000-2-10, although E3 is relevani for
the [power network itself, and the impact on a building operating at low~voltage will be|the
harmonics generated in the transmission grid (especially the 279 harmonic) that |can
progpagate to the low voltage system and into a building. Since these~harmonics are closg to
the [fundamental frequency, they cannot be filtered. There is also-an important Annex € in
IEC|61000-2-10:1998 that discusses E1 HEMP coupling to simple antennas. Antennas rleed
to be evaluated both with respect to the E1 HEMP in-band signal that will reach transmifters
and|receivers in the building and the common mode currentsion the shields of cables leafling
to the facility (this requires proper high frequency grounding).

On¢g should also consider the level of protection/hat may be needed as a function of|the
“impgortance” of the facility. IEC 61000-2-11 considers that some facilities may not requir¢ as
high a level of shielding effectiveness due to their ability to respond to temporary outages with
on gite personnel or with regard to their mission. Since IEC 61000-2-11 has six levels (and
some sublevels), these are probably too much for this document to consider. This document
progoses that a shielding effectivenessof ~60 dB is practical and useful as a well-shielded
optipn for new critical national infrastructure buildings. For existing buildings for refrofit
purposes a lower level of shielding effectiveness of ~30 dB is considered practical, largely
due|to cost factors. This is discussed further in 6.2.2.

5.3 | Intentional electromagnetic interference (IEMI)

The| main informationsin® the IEC SC 77C documents comes from |IEC 61000-2-13, which
proyides the basic.\radiated and conducted IEMI disturbances for both narrowband |and
wide¢band sourcesAlthough this document properly describes the types of waveforms [that
can|be creatediva‘newer publication, IEC 61000-4-36, provides a broader range of wideband
and|narrowband test waveforms that may be easier to use. It is suggested that one shepuld
selgct a setof waveforms that describe the range of disturbances that need to be dealt with
from a, protection point of view. As an approximation, this document will focus on the geak
fielq levels of both wideband and narrowband radiated IEMI fields. With the assumption [that
the Dhlc:dlllu Uffcbt;VUIIUDD vdall bU dco;yllcd fUI flcqucuuy bUIItCIIt bUtVVCCII 1 :\Vl:::L and
10 GHz (due mainly to reflection), then the focus for protection is shifted to computing the
peak radiated fields inside a facility. In addition, it is possible that conducted IEMI
disturbances can be injected into power and communications lines outside a facility and
should also be considered.

5.4 Comparison of the HEMP and IEMI radiated fields

Figure 1 compares the frequency spectra of the E1 HEMP and the narrowband and wideband
IEMI radiated fields. The E1 HEMP electric field has spectral magnitude up to 1 GHz, while
the IEMI radiated environments extend to frequencies of about 10 GHz. While it is possible
that weapons can produce even higher frequency content (above 10 GHz), it is also clear that
as the frequency content becomes higher, the typical susceptibility levels of the electronics
also rise. This is believed to be related to the fact that wiring inside and outside equipment
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behaves as receiving antennas, and the power levels of coupled signals decrease as the
square of the wavelength [1]1.
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NOTE Adapted from IEC TR 61000-1-5, IEC 61000-2-9 andEC 61000-2-13.

Figure 1 — Comparison.of IEMI radiated environments
with those of°‘E1 HEMP and lightning

6 |Protection and testing approach for new facilities

6.1 General

As an example of designing a new facility for HEMP protection, where the importance of| the
facility is evaluated._to be high, consider a minimum 60 dB shielding level target| for
congtructing a new shielded building. It is noted that the use of the term shielding
effeftiveness (SE) in this document refers to the reduction of external disturbances in the time
donain. It is~-important to recognize that to reduce the EM fields inside a facility requires| not
onlyl metalie” walls, but also careful treatment of all apertures and wire penetratipns.
Forfunately power filters are currently available on a commercial basis to achieve time domain
redyctions required for transients injected from the power system into a building. In add|tion
£
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metallic fiber optic cable fed through a waveguide below cutoff provides a better alternative.

For facilities of perhaps lower "importance" or where some degradation of performance of
electronics inside the facility can be tolerated, a lower level of protection (10 dB to 40 dB)
could be considered. In this case careful selection of traditional building materials and
architectural shielding techniques can be used to enhance the natural attenuation of the
structure.

1 Numbers in square brackets refer to the Bibliography.
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It is likely that with the proper protection and test procedures, it should be possible to protect
against the IEC E1 HEMP radiated field and most “reasonable” levels of radiated
environments that can produce IEMI. IEC standards cover nearly all of the needed aspects of
protection as discussed in 6.2, 6.3, 6.4 and Clause 7.

6.2 HEMP protection for new facilities
6.2.1 General

Subclauses 6.2, 6.3 and 6.4 of this document identify the basic hardening approach to be
applied for new facilities. A representative illustration (see Figure 2) from IEC TR 61000-1-5
displays the main aspects required for protection, including the treatment for antennas.

Conductor (including anteniha)

Aperture treatment treatm_ent

Filled in mesh covered Electrical bond
conductive coating Electrical isolation
Waveguide below cut-off Filter

Suppression device
Closed metal shield

Reflected curren

Shunted current

Closed metal shield v
Shielded cables u—l—
Other Internal ground
system v P ‘
External earthing

Good electrical bonds
Hardened system

IEC
Figure 2 —Basic high frequency shielding approach for a building

Each of the aspects in Figure 2 will be discussed in this document, and the following
disqussion in{the remainder of Clause 6 and in Clause 7 will make reference to both|the
protection techniques and the test methods required to verify that the performance of|the
protectiontelements are satisfactory.

6.2.2—~_Electromagnetic-shield

Several of the publications of IEC SC 77C have dealt with developing HEMP hardening
concepts (IEC 61000-2-11), including the definition of test levels for equipment as a function
of the hardening concept applied to their building concept (IEC 61000-4-25). In the HEMP
generic standard (IEC 61000-6-6) the protection concepts are evaluated, and the basic
immunity requirements for equipment inside different buildings are developed. One of the
tables from the generic HEMP standard is shown in Table 1.

It is noted that Table 1 provides very general categories of protection, which include
electromagnetic shielding to reduce the fields inside a facility, so they do not couple high
levels of induced currents and voltages on internal cabling or couple directly to the equipment
cases. In addition to the reduction of the EM fields, each concept also requires a reduction of
external currents and voltages induced on different types of external conductors that
penetrate the shield. These conductors are referred to as PoEs, including those associated
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with power, telecommunications, data ports, and antenna signals. While the reductions are
not precisely balanced between the radiated and conducted disturbances, the intent is to
ensure that if a high level of RF shielding is achieved it is necessary to ensure that a high
level of PoE protection is also achieved. This will allow in some cases that no further effort is

required to harden equipment inside a building if the protection level is high (e.g. concept 6 in
Table 1).
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Table 1 — Radiated and conducted environments for early time
HEMP and concepts 1 to 6 (IEC 61000-6-6)

Concept

Equipment location

Radiated
disturbance?,
kV/m

Conducted
disturbance

AC power and
telecom, kV

Conducted
disturbance

1/0 data ports®,
A

Conducted
disturbance

Exterior
antennas®, kV

Within a room or building
with excellent RF
shielding (80 dB) and
PoE protection (80 dB)

0,005

0,015

0,0075

0,007

Within a room or building
with good RF shielding
(60 dB) and PoE
protection (60 dB)

0,05

0,150

0,075

0,07

Within a room or building
with good RF shielding
(40 dB) and nominal PoE
protection (40 dB)

0,5

1,5

0,75

0,72

Within a structure with
some shielding (20 dB)
and nominal PoE
protection (40 dB)

1,5

7,5

0,72

2B

Within a structure with
metal or rebar shielding
(20 dB) and nominal
lightning protection at the
exterior antennas and
the AC mains (20 dB)

60

7,5

2A

Within a structure with
metal or rebar shielding
(20 dB) without lightning
protection at the exterior
antennas and the AC
mains (0 dB)

600
254

7,5

1 800/
450 > f> 25

(fis expressed in
MHz)

1B

Within a poorly shielded
building or residence

(0 dB) with nominal
lightning protection at the
exterior antennas and
the AC mains (20 dB)

50

60

75

4

1A

Within a poorly.shielded
building or residence (0
dB) withoat lightning
protectign at the exterior
antennas and the AC
mains(0 dB)

50

600
254

75

1 800/
450 > f> 25

(fis expressed in
MHz)

a |The radiated environment does not include ESD performance but the ESD test is required
for,protection against internally generated transients. The ESD environment is defined in IEC 61000-4-2.

by this documpnt

b |Bulk’cable current for a 10 m signal cable. For longer cables, increase the current proportionally to a length

o1 up to a maximum of TO0U m.

¢ The exterior antenna response depends on the size of the antenna and is approximately equal to 1 800/f kV
where fis the centre frequency of the antenna for 450 MHz > /> 25 MHz. If nominal lightning protection is
used at the antenna, the response will be about 4 kV. Lightning protection is assumed for protection
concepts 1B and 2B. For protection concepts 3 to 6, the response for a 25 MHz antenna is used to
maximise the severity level. Consult an HEMP specialist to determine the appropriate test values for
antennas that operate out of the frequency range indicated above.

d For underground lines without insulation breakdown, the time waveform is 25/500 ns wave with a 50 Q
source impedance. Insulation breakdown may modify the actual disturbance.

It is noted in Table 1 that for new buildings both concepts 5 and 6 look acceptable for the
electronics equipment inside the facility from an EMC point of view. The residual conducted
environments are much lower than those normally tested for residential EMC immunity
(IEC 61000-4-4, IEC 61000-4-5 and IEC 61000-6-1). The E1 HEMP radiated environments are
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pulsed waveforms with peak values of 5 V/m and 50 V/m (concepts 6 and 5) which are higher
than the CW test levels in IEC 61000-4-3, but equipment failures due to HEMP waveform
testing do not normally occur below 1 kV/m (IEC TR 61000-1-3).

For retrofit hardening, the expense of the shielding installation and the options available for
shielding can be much higher than for new construction, so it appears that a protection
concept between 3 and 4 would be appropriate (for preventing damage). This means that for
the radiated fields the goal should be to achieve 30 dB attenuation, while achieving 40 dB for
the conducted environments. It is important to recognize that the protection of the commercial
power entry is one of the most important conductive penetrations because above ground

powywmﬂmmwnwwmers
shall be used and tested according to IEC 61000-4-24.

A lejel of 60 dB attenuation should be sufficient for critical or ‘important’ commercial facilities,
and|in some cases a level of 30 dB allowing equipment to upset on a temporary, basis should
be gllowed (damage would not be allowed). The testing of the shield should not be performed
unti| all of the other elements of protection have been added (waveguides, filters, ddors,
groynding system, etc.). Then the test methods of IEC 61000-4-23 can be.usSed to validate the
shidlding effectiveness of the shield.

Another aspect is the external grounding of the facility at high“frequencies (above 1 MHz).
Thefe are techniques such as circumferential bonding of cable(Connectors, and even clamping
techniques with low inductance ground cables that allow thé«xtension of lightning grounding
pragtices to higher frequencies (IEC TR 61000-5-3 and %EC TR 61000-5-6). In addition|the
confact of the metallic floor of the new facility on conerete provides a large surface that|has
low impedance to ground. In this case the metallic shield should be welded instead of bging
bolted due to the possibility of water leakage and“corrosion. Additional external groynds
should connect the building to the grounding system especially where external condudtors
(sugh as power lines and their filters) attach to‘the shield, as these locations are likely to have
a hjgh level of surface current flow wheh” surge arresters and filters operate. Internal
grounding of equipment should be far frem the external conductor grounding location to
preyent currents continuing to flow insideithe enclosure in case of a leak [2].

Other particular considerations forothe electromagnetic shield include the following aspgcts
(IECG TR 61000-1-5, IEC TR 61000-5-3 and IEC TR 61000-5-6):

e Waveguides below cutoff for air flow and also for feeding fiber optic cables through|the
bhield need to be designed according to the frequency range of the E1 HEMP.
e Architectural pipes shall be bonded to the shield at their point of entry.

e Personnel doors need to be designed to a consistent level as the overall shield with a
louble dogr interlock if there is a risk that a single door could be left open for long per{ods
pf time,

e Antenna shields and other shielded cables entering the shielded facility shall be bonded to

e Internal grounding of electronic equipment should be to the inside of the shield, so holes
are never drilled through the shield.

e Placing critical external equipment outside the shield is not recommended, but if this is
necessary (as shown in Figure 2) the electric power for this equipment shall flow from
inside the shielded volume to the external equipment through conduits or shielded cables
or if a shield is not used, then surge protective devices SPDs shall be used at both ends of
the cables. For the case of a shielded conduit a CW test can be performed to ensure there
is no leakage after installation. For shielded cables and surge arresters, the IEC accepts
tests of prototype protection and quality control for surge arresters/filters.

With regard to external power and other metallic conducted penetrations and waveguides
below cutoff, it is recommended that these penetrations be located in one general area of the
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building, and that this area not be near a door. In addition, the area where these penetrations
are located should have additional grounding straps/plates connecting the building to the
external grounding grid.

Once all external metallic cables, filters, doors, waveguides, etc., have been properly
mounted to the shield, then SE evaluation of the shield, including all connected penetration
plates can be performed (IEC 61000-4-23). This testing involves low level testing, but can
reveal problems in bonding conductors and waveguide arrays to the shield. Nonlinear surge
arresters and filters should be tested at the appropriate high levels, but this testing can be
performed in the laboratory on prototypes. It is noted that non-linear surge arresters on cables
may_provide a path for penetration of low level currents induced on those cables during CW
test|ng, and they may radiate fields inside giving the appearance of a failure of the shieling
effeptiveness test. This possibility should be considered during the final testing of a facility|

6.3 | IEMI protection for new facilities

For [the IEMI protection of a new facility (IEMI as shown in Figure 1), a 60dB-protection level
is spfficient, although some effort is needed to ensure that the IEMI sgdurce cannot get|too
close to the building to create a very high external and pinternal environment
(IEG 61000-4-36). In addition an IEMI radiated field detector shouldObe mounted inside|the
facility near the critical equipment to determine if an IEMI event is7occurring or has occufred
that| could cause electronic equipment to not operate properly: This type of detectgr is
intepded to cover both narrowband and wideband EM fields as‘'summarized in Figure 1. These
detgctors are designed to possess the ability to detect.and alarm at levels that are high
enopgh to interfere with the electronics inside the facilityy*This type of detector can alsg be
used to qualify the protection scheme during testing.and provide a cue for restoration off the
opefation of the facility.

Modern shield designs appear to be able to extend their shielding effectiveness at levels
80 dB to 100 dB upwards from 1 GHz (1010 GHz or more). CW SE tests performed to
evaluate the shield when completed will> need to be extended at least up to 10 GH
(IEG 61000-4-23).

Wayeguides below cutoff (needed(mainly for airflow and exhaust) will need to be made pf a
smdller diameter for IEMI (10 cm_for E1 HEMP and 1 cm for IEMI), and the main issue will be
to gnsure that the overall size’ of the waveguide arrays is sufficiently large to provide|the
correct air flow. Also, bringing architectural pipes into the building below ground level|will
redyce the need to usewthe smaller pipe diameters, as the high-frequency IEMI fields capnot
pengtrate the soil and freflect” through the floor. This is convenient as the 10 cm diamjeter
pipgs are a convenient size for sewage pipes, while 1 cm pipes would not be satisfactory.

The|power ling~entry to the building is less of a problem for radiated IEMI than for E1 HEMP,
as the IEMI\field coupling of very narrow and high frequency pulses is not as efficient ag for
E1 HEMPThe induced currents will be much lower for IEMI (roughly a factor of 10 lowef for
aboye/greund power entries and even more for buried power line entries), and therefore [it is
cledr_that the full E1 HEMP power filter will not n Ithough if the facility is prote¢ted
to both E1 HEMP and IEMI then the HEMP power filters will be needed, and they shall also
attenuate the IEMI currents and voltages for frequencies up to 10 GHz).

While the radiated fields are very important with regard to facility protection, it is possible that
conducted disturbances could be injected into external wiring that is accessible to an attacker.
Studies have shown that injections of transients in a differential mode can propagate well
even for frequencies above 1 GHz. It is therefore very important to restrict public access to
wiring that may enter the facility of interest. This includes telecommunications and power
wiring. If access cannot be restricted then filters that can attenuate frequencies above 10 MHz
should be considered for lines connected to sensitive equipment inside.

For all metallic cables and metallic pipes carrying water and sewage, and considering the
IEMI radiated disturbances, it is recommended to bury these cables and pipes and to have
them enter through the floor of the facility. Typical soil and concrete materials will attenuate
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the IEMI high frequency fields significantly, and any propagation of conducted transients
along the cables and pipes will not be significant due to the dispersive effect of the
soil/concrete around them.

Numerical evaluations are needed to evaluate the coupling to external antennas (to determine
the in-band conducted disturbance), especially for those antennas providing a GPS signal.
These are found at nearly all facilities today, and they are likely critical to the operation of the
electronics inside. The penetration of an antenna cable through the facility wall and shield
also requires consideration as metallic cable shields act as broadband antennas for high-level
IEMI fields and should be grounded before entering a facility. It should also be noted that
many_GPS antennas have active semiconductor components located very close to the
antgnna elements. The active part of the antenna is likely to be exposed to a high-level
radipted disturbance and could be vulnerable to typical IEMI fields. Also the coaxiah cable
connected between the receiver and antenna may be used to provide DC power to the agtive
elements and may use the screen of the cable as ground return. If the groand returp is
broken, for example, to terminate the cable screen at the shield ,wall, then |the
antgnna/receiver may cease to function. Given the complications involved with’GPS antennas
with[ active elements and IEMI radiated fields, it is recommended that~only passive GPS
antgnnas be used.

6.4 HEMP and IEMI protection for new facilities

To tombine the protection for E1 HEMP and IEMI (assuming-that the E1 HEMP hardeping
was| the main objective) the main issues are to reduce.the” size of the “apertures” fof all
exppsed (not below ground) waveguides below cutoff, and to evaluate the IEMI coupling for
extgrnal antennas. The IEMI protection approach sheuld include security considerationg to
keep an attacker at some distance from the fagility and should also include some IEMI
radipted field detection devices to determine whether the facility is under a continuous attdck.

The| CW SE testing of the shielding for theadiated fields (IEC 61000-4-23) will requirg an
extgnded frequency range (above 1 GHz:to a level of at least 10 GHz), and any PoE
protection testing may require the injection of additional conducted disturbance wavefgrms
(founpd in IEC 61000-4-36).

7 |Protection and testingapproach for existing facilities

7.1 General

Thig approach is cohsiderably different from that for building a new facility. One of the ffirst
reqyirements will be/for the facility to identify its “criticality” with regard to whether it can $top
opefating for séme time and how long that time should be. This will provide some guidgdnce
with| regard to{the “objective” for protecting the electronic equipment inside the facility [and
whejther upset of electronics is acceptable or even minor damage if replacement equipment is
avallable.

For an existing facility it is clear that an assessment of the Tacility should be performed first.
IEC TS 61000-5-9 provides examples of different assessment methodologies, and of course
the evaluation of the SE of the existing facility is an important first step. For facilities with less
than 30 dB of natural shielding (this covers almost all cases for non-shielded facilities) there
are rapid techniques for evaluating the shielding effectiveness (use of the commercial radio
spectrum, for example, as described in IEC 61000-4-23). Once this “as-is” SE level is known
and the objective level is determined, then there are different hardening techniques available
to increase the level of protection. Some of these will be slightly different for HEMP and IEMI
(IEC TR 61000-5-6).

7.2 HEMP protection for existing facilities

For E1 HEMP protection, special attention will need to be given for all external conductors
entering the building. One important goal is to bury these cables (for a distance of at least
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10 m as they approach the building) so that they enter the building from underground with a
burial depth of at least 30 cm; this reduces the conducted disturbance by more than a factor
of 10. In addition, all external antenna cable shields and other shielded cables shall be
grounded (with a low inductance grounding method) before they enter the facility. Any existing
backup power system should be hardened or a new external hardened power system could be
designed using a containerized approach with shielded power cables connecting the backup
power supply to the shielded building. Again, the backup power supply cables should enter
the building from underground.

It is likely that a shielding effectiveness objective in the range of 30 dB could be reasonable
for cases in which short interruptions of operation are acceptable without damage, This level
can|be viewed as reasonable when examining Table 1 and concepts 3 and 4. Noté [that
danjage to electronics seldom occurs from an E1 HEMP pulse below 1,6 kV/m,which is
appfoximately midway between concepts 3 and 4 for the radiated disturbance. Concepfs 3
and|4 are similar with regard to the protection from conducted disturbances. These resigual
levells are generally compatible with EMC generic standards for industrial applications. It
should be noted that higher protection levels could be used for this case, but,fer the purpgses
of this document, the 30 dB attenuation level is assumed. It is also true ¢that this 30 dB Ievel
might be sufficient for a new facility depending on whether upset can bg\tolerated (see Clduse
6).

To @chieve an increase in shielding effectiveness, either external or internal shielding could
be gdded to the building or to a critical room inside the building” Another possibility is to Quild
a shielded room inside the building or in the case where ¢here are a small number of crifical
eledtronics to build a shielded rack.

If the additional shielding required is modest (10 dB t6 20 dB), then it is possible to deal with
cable protection techniques inside the building,. including better bonding and grounding,
add|ng gaskets, using better connectors, adding’ferrites on cables, or even replacing crijical
cabling with fiber optics (IEC TR 61000-5-6).‘There is a large range of possibilities.

7.3 | IEMI protection for existing facilities

An assessment is required for all.eXisting facilities regarding the IEMI threat. This assessment
consists of three parts: onel.s the estimation of the strength of the IEMI solrce
(IEG 61000-2-13), the second\is the determination of the nearest point of attack, and the third
is tg evaluate the shielding_éeffectiveness of the facility for frequencies between 1 GHz |and
10 GHz (IEC 61000-4-23).- This range of frequencies is not usually examined for the| E1
HENIP, as it is defined.to reach only up to 1 GHz.

With this information, it is possible to determine the likely field levels that could reach|the
eledtronics inside the building. For example a suitcase IEMI wideband source could provi
range (m).times peak field level (kV/m) of 500 kV, so at a range of 10 m it could produce
50 KV/m-at the outside of the building under ideal conditions. If the building provides 30 dB of
attepuation across the frequency range of the IEMI radiated waveform, then the IEMI
woul k at 1 kV/m. This i level wher lectroni have not n maged
(IEC TR 61000-1-5) so this would be a successful situation if temporary upset of electronics is
permitted.

One important difference between IEMI and E1 HEMP is the fact that preventing an IEMI
attacker from getting close to the electronics allows one to reduce the level of shielding
required for the equipment. It is important to control personnel and vehicle access to ensure
that it is not possible for IEMI weapons to be placed close to a building wall, especially a wall
that is close to the location of the internal critical electronics. This factor is not considered at
all for HEMP, as E1 HEMP is a plane wave coming from space and does not decrease for
propagation distances on the order of the size of a building. The IEMI electric fields will
decrease on the order of 1/r from the weapon where r is the distance (range) from the
weapon.
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As in the case of HEMP, reinstalling critical equipment in one or two rooms can minimize the
amount of radiated field shielding required for IEMI. Also, by ensuring that all external cables
entering the building are buried below ground reduces the level of the conducted disturbances
due to the higher frequency content involved in IEMI (relative to E1 HEMP) which reduces the
penetration of the radiated fields. There is a separate concern that cables that are accessible
outside a building (external power plugs or telecom cabinets) can be targets for injecting IEMI
conducted disturbances, which will propagate well in differential mode into the building. If
these access points cannot be eliminated, then it is important to protect the equipment inside
the building directly connected to these lines.

One i ' ' in-

incliiding GPS antennas. If the GPS signals are required for the facility to work properly\it| will
be hecessary to analyse the levels of voltage and current that could arrive at the GPS
recdiver and to build in surge protection (limiters) against this disturbance. It should-also be
considered that this disturbance will likely be repetitive, and the protection technigues should
consider this aspect. Without any protection, it is likely that receiver(s) could be*damagef. It
should be noted that surge protectors, while preventing damage, can still pass-enough eng¢rgy
to cfeate interference in a received signal.

Alsq as mentioned before for the new facility protection approach, it isS_.wise to include an IEMI
field detector near critical electronics to allow the facility operatar’to know if the facilify is
under continuous attack (IEMI attacks can last for hours or, days, while HEMP wavefgrms
occlir only one or two times from a single nuclear detonation—at high altitudes). Even if an
attapk is relatively short in time, an IEMI field detector would be useful in determining|the
possible cause of electronic malfunctions.

A s¢cond special factor is to ensure that any waveguide below cutoff arrays or panels (fof air
flow] or to allow fiber optic cables to enter the building from the outside) are sized properly for
the higher frequencies. To achieve more than‘an' 80 dB level of attenuation, a 1 cm diamjeter
waveguide is needed for IEMI, while a 10 cni<diameter waveguide is needed for E1 HEMR (in
both cases the waveguide length should he6 times the diameter to achieve more than 80 (IB).
For lower levels of shielding effectiveness, the lengths of the waveguides can be reduced.

7.4| HEMP and IEMI protectionfor existing facilities

As moted in 7.3, the main facter in protecting from IEMI in addition to HEMP is to determine
the Jevel of external field that an attacker may produce. If this level is equal to or lower than
50 kV/m, this means ithat the same level of shielding can be used for both radiated
distyrbances. Of course-the shielding level should not decrease above 1 GHz as compared to
the |evel measured-between 1 MHz and 1 GHz.

Another factof/ef importance is to evaluate the in-band response of all antennas against| the
IEM| conducted disturbance to determine whether non-linear transient protection will be
required-far-the connected transmitter and/or receiver. It is likely that the transient protedtion
requirements could be quite different from E1 HEMP and the EM fields that would produce
[EMIL N rticular transient protection Vi that can r nd to the rise time of HEMP
induced transients may not respond quickly enough for faster rising IEMI transients.

For waveguides below cutoff, protecting against both types of radiated E1 HEMP or IEMI
fields requires that smaller waveguide diameters be used (for IEMI). This actually can be an
advantage provided that the proper airflow can be guaranteed, as 6 cm long waveguides are
not as heavy as 60 cm long waveguides (assuming that a high level of shielding effectiveness
is required).

As for testing when combining protection against both HEMP and IEMI, after add-on
protection is provided, it will be necessary to re-evaluate the shielding effectiveness of the
building, rooms and racks (depending on the approach) to ensure that the protection level
achieved is adequate across the entire frequency range using the techniques suggested in
IEC 61000-4-23.
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For conducted penetrations, if conductive penetrations were designed for E1 HEMP and are
located above ground, then it will be necessary to compute the conducted waveforms for IEMI
to determine the requirements for surge protection devices and filters and to test these
devices in the laboratory to ensure that they work properly. Information on many of these
conducted transients can be found in IEC 61000-4-36.

8 Method to develop other shield-level examples

This document has provided two particular examples of shielding effectiveness in a
comprehensive fashion. Using the protection concepts developed in IEC 61000-2-11 and the
relafed documents IEC 61000-4-25 and IEC 61000-6-6, it is possible to develop a consistent
protection and test program by considering the basic factors described here and by examining
the [summaries of the publications of IEC SC 77C as presented in Annex A. Clear|y’if more
detgils are required, the particular publications should be consulted.

9 |Hardness maintenance

9.1 General

The| protection measures that are used in a facility shall remain.in place to be effective in
protecting the facility from HEMP or IEMI. This means ,that maintenance of protedtion
megsures is necessary over the lifetime of the facility.

9.2 General annual maintenance

Thelfirst step is that during the construction of the protection for the facility (new or existing) it
is necessary to identify and mark each pieceofyequipment that has a role in protecting| the
facility. This includes any shielding used, special doors, waveguides below cutoff, filters,
surde arresters, conduits, etc. In addition the-organization responsible for the protection of the
facilities shall document this information.and assign a department or person to be respongible
for the maintenance of the protection-measures.

On |an annual basis shield doors” (if used) should be cleaned, lubricated and adjusted
according to the requirementsf the supplier. The hinges should be inspected for wear and if
confact fingers are used, these should be replaced when needed.

For [the shield walls, penetration wires, architectural pipes, filters, waveguide air vent parnels,
waveguide feedthreughs and panels added for cable penetrations, visual inspections shpuld
be performed onat-east an annual basis to ensure that panels have not become loose qr to
ensyre that newswire penetrations have not been drilled through the shield walls. If problems
are |[found these deficiencies should be corrected quickly as seemingly minor problems |can
redyce the-protection level of the facility to a large extent.

With regard to the shield walls, it is not always easy to see whether a shield violation [has
occurred. For this reason a retest of the shield should be performed periodically using the
same test method used originally to qualify the facility and by comparing to the original data
from those tests. It is not necessary to perform the complete original test, but rather to select
a single frequency, such as 1 GHz, to check for shield leakage.

9.3 PoE filter and MOV maintenance

Commercial power filters are very important to the performance of the facility, and since they
consist of both electrical filters and MOVs, it is important to check that the components have
not degraded over time. Other PoEs may be protected only by an MOV, and therefore these
components should also be maintained. Maintenance support and advice should be provided
by the supplier of the filter or other PoE protection. The following general maintenance
activities are recommended:
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1) Annual visual inspection to check the condition of the filter or PoE case, i.e. no charring,
warping or discolouration of the case or corrosion.

2) Annual visual inspection of the MOVs (no charring, discolouration or clear signs of
fatigue).

3) MOV testing is achieved by de-energizing the filter, disconnecting the MOV, and by
performing the MOV test to determine that the minimum reference voltage (varistor
voltage) at 1 mA is achieved (see IEC 61000-5-5). This test is to be performed either
annually or on a schedule determined by the facility owner.

The following maintenance activities (those that are applicable) should be performed at least
oncg—mmﬂmﬁmmmw—dmm—m—m—mm rticat itity—The
acce¢ptable levels of performance should be provided by the manufacturers:

a) [Thermal imaging of filters and varistors in hard-to-access areas to look for hot spots.

b) |nsertion loss measurements of the filter, which require the filter to be isolated from|the
Circuit.

c) [Capacitance and power factor measurements. Require the filter to_be-isolated from|the
Circuit.
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Annex A
(informative)

IEC SC 77C publications

A.1 General

Preparation of SC 77C standards is consistent with the development of EMC standards within
the IEC and is therefore structured according to "IEC publication 61000" which is divided into
sevén major parts as indicated:

Parf 1: General

Parf{2: Environment

Parf 3: Limits

Parf4: Testing and measurement techniques
Par{ 5: Installation and mitigation guidelines
Par{ 6: Generic standards

Parf 9: Miscellaneous

Each part is further subdivided into several subparts.“\Fhese are published either
Intefnational Standards, Technical Specifications or Technical Reports.

as

Figyre A.1 indicates the publications produced by IEC.SC 77C.

(EM environment)

environment

environment

IEC 61000-1- | -3 HEMP effects omsystems | -5 HPEM effects on systems
(General)
-9 HEMP -10 HEMP -1 -13
IEC 61000-2- radiated conducted Classification of HEMP HPEM

environments

environments

-23 -24 -25 -32 -33
IEC 61000-4- Test Test methods HEMP HEMP HPEM
(Testing and / methods conducted immunity simulator measurement
measuring . radiated tests compendium methods
techniques)
-35 -36
-3 HEMP -4 Specifications -5 Specifications -6 Mitigation of
protection for radiated for conducted external EM
IEC_61000-5- concepts protection protection influences
(Installation and
mitigation -7 EM code -8 HEMP protection -9 System-level -10
guidelines) methods for the susceptibility Application
Mn.n’l il to for & icl
infrastructure HEMP and HPEM
IEC 61000-6-

(Generic standards)

NOTE Black
publications.

text

-6 Generic standard for HEMP immunity

indicates publications dealing with HEMP, while blue/grey text

IEC

indicates HPEM/IEMI

Figure A.1 — Organization of the current publications of IEC SC 77C

A summary of key aspects of each document relevant to this document is subsequently given.


https://iecnorm.com/api/?name=401ee15a63720fc24dbbfbf9ef49f46a

- 28 - IEC TS 61000-5-10:2017 © IEC 2017

A.2 |EC TR 61000-1-3: General — The effects of high-altitude EMP (HEMP) on
civil equipment and systems

The purpose of this document is to describe the effects that have occurred during actual and
simulated electromagnetic pulse testing throughout the world. These effects include those
observed during the high-altitude nuclear tests conducted by the United States and the Soviet
Union in 1962, and the HEMP simulator tests conducted by many countries during the years
after atmospheric testing ended. In addition to direct effects, this publication also contains
information on HEMP coupling to "long lines" as it is important to verify that particular levels
of currents and voltages can be induced by HEMP on these lines; this provides a basis for
diregt |nJ|nf\hnn fnchnn of electronic nqlnpmnnf H-should be noted that in-maost caS8s, the
eledtrical equipment tested or exposed did not contain the sensitive electronics in use tojay.
Alsq it should be emphasised that all tests and exposures did not produce failure “of| the
equ|pment; factors such as the geometry of the HEMP interaction and the electromagrietic
shiglding of the equipment are variables that can produce differing results. The,description of
thede effects is intended to illustrate the seriousness of the possible effects of HEMH on
modern electronic systems.

Thig technical report provides information of failures of commercial elecironic equipment Iboth
duripg nuclear high-altitude tests and in simulators where the HEMP EA field was reprodug¢ed.
Impacts on HF and VHF radios occurred at levels as low asA5 kV/m, including transistor
danlage to radios tested in the early 1970s. Radios operatingcat higher frequencies were| not
afferted at levels below 50 kV/m. In terms of commercial eleetronics tested in the mid-1980s,
critical upsets of TVs, VCRs, stereo receivers, personal computers, cordless telephones |and
medical equipment occurred at levels as low as 6,7 kV/m with damage beginning at
16,8 kV/m. The report also indicates that long line~systems are susceptible to HEMP with
public street light fuses failing in Honolulu at adevel of about 5,6 kV/m and MV/LV pole
trangformers being damaged during injection testing at 264 kV to 304 kV when no lighthing
protection was present. This level of voltage is’€quivalent to an induced long line current for
aboye ground medium voltage power lines_ofabout 750 A, well below the IEC 61000-2-10 E1
HEMP worst case specification of 4 kKA.

A.3] IEC TR 61000-1-5: General’— High power electromagnetic (HPEM) effects
on civil systems

Thid technical report provides background material describing effects of high-pgwer
elegtromagnetic (HPEM) fields, currents and voltages on civil systems. In the light of ngwly
emgrging transient antenna technology and the increasing use of digital electronics,|the
possibility of equipment being upset or damaged by these environments is of concern. This
document begins, with a general introduction to this subject and a listing of the pertinent
defipitions used:Following these clauses, the HPEM environments that are of concern|are
des¢ribed andha discussion of the various effects that these environments can induce in givil
sysfems is-presented. Finally, techniques used to protect systems against these environments
are pummarised.

This publication identifies the different types of HPEM threats that might affect commercial
systems, including radar systems (which could impact aircraft), and electromagnetic weapons
that are designed to harm commercial systems. This latter category is of greatest interest for
protection. Both narrowband and wideband disturbances are described in general terms
including the levels where effects might occur for typical electronics. IEC 61000-2-13 provides
additional detail on how to categorize these effects for different types of waveforms.

The document also introduces various protection schemes for buildings. Figure A.2 and
Figure A.3 show important aspects of the protection. It should be noted that while these
figures are contained in a document dealing with HPEM (or IEMI), they are also appropriate
for the protection of E1 HEMP.
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IEC 61000-2: Environment — Section 9: Description of HEMP environmer
Radiated disturbance

ide nuclear explosion.

the general case of thelselectromagnetic pulse (EMP), those dealing with this sub
Sider two cases:

nigh-altitude nuclearexplosions,

ow-altitude nuclear explosions.

civil systems the most important case is the high-altitude nuclear explosion. In this c
other effects of the nuclear explosion such as blast, ground shock, thermal and nug
ringsradiation are not present at the ground level. However the electromagnetic p
bciated with the explosion may cause disruption of, and damage to, communica
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The object of this standard is to establish a common reference for the HEMP environment in
order to select realistic stresses to apply to victim equipment for evaluating their performance.

This standard presents the three components of the HEMP including the early time (E1),
intermediate time (E2) and late time (E3) “radiated” fields. These are all described analytically
and are plotted in Figure A.4 and Figure A.5. The standard also describes the attenuation of
the E1 field as it penetrates the soil, which is of interest when coupling to buried cables. It is
noted that the E1 HEMP field is of greatest interest to the protection of commercial electronics
inside buildings. The E2 and E3 HEMPs are of greatest interest only for the coupling to very
long lines (greater than 100 m for E2 and 1 km for E3).
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Figure A.5 — Amplitude spectrum of each HEMP component

A.5 IEC 61000-2-10: Environment — Description of HEMP environment —
Conducted disturbance

This standard defines the HEMP conducted environment (i.e. the environment that couples to
and propagates through conductors such as power lines).
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The object of this standard is to establish a common reference for the conducted HEMP
environment in order to select realistic stresses to apply to victim equipment for evaluating
their performance.

This standard uses the standard HEMP radiated environments supplied in IEC 61000-2-9 to
determine the coupling to long lines leading to buildings and to some simple antennas both
from a worst case and from a probabilistic point of view.

Table A.1 provides probabilistic peak current coupling for E1 HEMP to power and
communications lines entering a building for both above ground and buried lines. It can be
seel hat— he—HRe—is—buried—fe Rote arean B—r—tae redeed—eurrents—s
substantially from the worst-case above ground line case. In addition the current wavef
rises more slowly and the characteristic impedance (V,./I.) is reduced to 50 Q from 400 Q.

Table A.1 — Early time HEMP conducted common-mode short-circuit
current including the time history and peak value I, as a function
of severity level, length L in m and ground conductivity in ' §/m

Table A.1a) — Elevated conductor (line height greater than 5'm)

Ipk (A)
Severity L>200m 100 m<L<200m L<100m
(%)
50 500 500 50xL
90 1 500 7,5xL 7,5xL
99 4 000 20%x L 20x L

Soy

Percentage of currents smaller than the indicated value;
veform 1: 10/100 ns.

rce impedance, Zg = 400 Q.

Table A:1b) — Buried conductor (depth of 0,3 m)

Tok (A)

Ground conductivity

All lengths > 10 m

(S/m)
102 200
103 300
104 400

Sol

veform_2+.25/500 ns.

rce impedance, Zg = 50 Q

For the intermediate time E2 HEMP case, the induced currents are considered only for lines
longer than 100 m. As indicated in Table A.2, the currents do not reach a maximum value until
the lines are 10 km in length.
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Table A.2 — Intermediate time HEMP conducted common-mode
short-circuit currents including the time history and peak value Iok
as a function of length L in m and ground conductivity in S/m

Table A.2a) — Elevated conductor

Iok (A)
Ground L>10000m 1000 m <L <10000m 100m<L<1000m L<100m
conductivity
(S/m)
102 150 75 0.05xL 0
103 350 200 0,15x L 0
104 800 600 0,45x L 0

Waleform 3: 25/1 500 ps.

Soyrce impedance, Zg = 400 Q.

Table A.2b) — Buried conductor

Ipk (A)
Ground conductivity L>1000m 100 m <L <1000 m L<100m
(S/m)
102 50 0,05(0,15x L 0
103 150 0,45x L 0
104 450 0

Wapeform 3: 25/1 500 ps.

Soyrce impedance, Zg = 50 Q.

For the late time (E3) HEMP, the main concern with this environment is for high voltage pqwer
line$ (V > 100 kV) and the possibility that quasi-DC currents will be injected into the AC pgwer
systiem creating half-cycle saturation of transformers and voltage collapse of the network. [t is
alsg possible that transfofmer hot-spot heating could occur, leading to damage of|the
trangformer. For equipment inside a building the main issues of concern are the posdible
danfage of building transformers and the increased flow of power harmonics in the low volfage
power network that.could affect the operation of commercial electronics. It is not possible to
simply estimate the’currents that will flow, as they are a function of the resistance in|the
power network.sFigure A.6 illustrates the circuit to be considered.

R =rL
—1 —
1T

y [Ry

T
O

IEC

Figure A.6 — Simple equivalent circuit where E; is the induced
late time HEMP electric field

Using the figure provided, the peak current can be calculated as:
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Iy =— 97 00
pk 2(Rs +Ry)+ 1

(A1)

where r_is the parallel wire resistance per unit length (Q/m), R; is the ground resistance
(Q),Ry is the parallel winding resistance in one transformer (Q), and L is the line length (m).

For antenna coupling, there are many types of antennas, so this standard computes the
antenna load current (/) into 50 Q for a range of geomagnetic field dip angles (for variations
in geomagnetic latitude which controls the polarization of the E1 HEMP fields) and probability
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antgnnas and horizontal dipole antennas. The results are given in Table A.3 and Table, A\4.
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Table A.3 — E1 HEMP response levels for I|_ for the
loaded vertical monopole antenna?

(current values are in kA)

voTooar oo

Lgngth 1m 3m 10 m 100 m
L)
Selverity 50% 90% 99% [ 50% 90% 99% | 50% 990%™ 99% | 50% 90% 99 %
Dip|angle
0° 0,06 0,15 0,17 | 0,23 0,49 0,55 |©O,76 1,31 1,33 | 2,37 2,71 3|53
5° 0,06 0,14 0,16 | 0,23 0,48 0,53(| 0,76 1,26 1,29 | 2,28 2,59 3|34
B0 ° 0,05 0,13 0,15 0,2 0,43 "0;47 | 065 1,13 1,15 | 2,08 2,32 3
45° 0,04 0,10 0,12 | 0,16 0,35 0,39 | 0,54 092 0,94 | 169 1,91 2[51
50 ° 0,03 0,07 0,08 | 0,12~"0,25 0,27 | 0,39 0,65 0,67 | 1,177 1,35 1{79
r5° 0,02 0,04 0,04 . 006 0,13 0,14 0,2 0,34 0,34 | 0,61 0,7 0]91
D0 ° 0 0 0 0 0 0 0 0 0 0 0 0

a8 |For the corresponding<doad voltage values, multiply these values by 50 Q.
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Table A.4 — E1 HEMP response levels for I|_ for the
loaded horizontal dipole antenna?
(current values are in kA)

Le

(£)

ngth 1m 3m 10 m 100 m

Severity | 50 % 90 % 99 % 50 % 90 % 99 % | 50 % 90 % 99% | 50 % 90 % 99 %

Dip
angle

N

30° 0,024 0,036 0,044 | 0,092 0,15 0,17 | 0,29 0,44 054 | 084 1,1 1

D° 0,002 0,012 0,032 | 0,008 0,04 0,13 |0,028 0,14 0,39 | 0,078 0,42~ 1

5° 0,014 0,02 0,036 |0,050 0,078 0,14 | 0,16 0,23 04 045 ~0,65 1

5° 0,034 0,05 0,054 | 0,13 0,2 0,22 | 0,41 0,61 0,6401,17 151 1
0° 0,042 0,062 0,062 | 0,16 0,25 0,26 0,5 0,74 . 076 | 1,44 183 2
5° 0,046 0,068 0,070 | 0,177 0,28 0,29 | 0,55 083" 0,85 | 1,60 2,04 2

0° 0,048 0,07 0,072 | 0,177 0,28 0,3 0,57 0,86 0,88 | 1,66 21 2

26

33

58

83

05

18

22

For the corresponding load voltage values, multiply these values by 50 Q_
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IEC 61000-2-11: Environment — Classification of HEMP environments

purpose of this document is to classify the high-altitude EMP (HEMP) electromagn
ronments and to help specify théevimmunity requirements of an item (e.g. equipmen
Eystem) containing electrical or-electronic parts to ensure that it will operate during an
[ exposure to a HEMP wayeform. This standard is primarily intended for those who

ides basic guidance faor the selection of immunity test levels for any component, dey
pment, subsystem or system which contains electrical circuits that may be disturbeq
tromagnetic signals:

document considers the reduction of the HEMP environments due to the location of
pment and_the possibility of the reduction of those environments due to the “naty
ection of the building where the equipment is located. Existing buildings may possess
wing.“protection” concepts:

onsible for writing product immunity standards and/or other immunity standardg.

etic
t or
d/or
are
It
ice,
i by

the
ral”
the

cept'1: Above-ground wooden, brick or concrete block building or structure with large

Con

Con

Con

windows and doors without rebar or other explicit shielding. Lack or presenc

e of

conducted lightning protection (overvoltage protection without filtering) defines

subconcepts 1A and 1B, respectively.

cept 2: Above-ground concrete building or structure with rebar or buried brick or
concrete building or structure. Lack or presence of conducted lightning

protection (overvoltage protection without filtering) defines subconcepts 2A
2B, respectively.

and

cept 3: Shielded enclosure with minimal RF shielding effectiveness. Typical equipment
box with small apertures. Nominal lightning overvoltage and EMI conducted

penetration protection (filtering).

cept 4: Shielded enclosure with modest RF shielding effectiveness and good bonding at
all PoEs. Nominal lightning overvoltage and EMI conducted penetration

protection (filtering).
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cept 5: Shielded enclosure with good RF shielding effectiveness and PoE protec
(overvoltage and filtering).

cept 6: Shielded enclosure with high-quality RF shielding and PoE protec
(overvoltage and filtering).

Table A.5 — Minimum required attenuation of peak time domain
external environments for the six principal protection concepts
for E1 HEMP

017

tion

tion

Concept Minimum attenuation, dB

Efectricfietd————Magneticfield comductedTUTTENt]

1A 0 0 0
1B 0 0 20
2A 20 20 0
2B 20 20 20
3 20 20 40
4 40 40 40
5 60 60 60
6 80 80 80

NO
to 2

TE Frequency evaluation ranges for E and H fields are 100 kHz to 3Q’MHz for concepts 1 and 2, and 1 N
00 MHz for concepts 3 to 6.

IHz

The
also
effe
env
leak
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26,1

protection levels indicated in Table A.5 are applicable to E1 HEMP protection and
be used for protection against IEMI, .although the measurement of the shiel
ctiveness will need to be extended into ‘the GHz range due the fact that the |
ronment can reach frequencies as highvas 10 GHz at this time. This means that sh
age at higher frequencies than those.considered by E1 HEMP could be important.

IEC 61000-2-13: Environment — High-power electromagnetic (HPEM)
environments — Radiated and conducted

document defines a set’of typical radiated and conducted HPEM environment wavefg
may be encountered in civil facilities. Such disturbances can produce damaging eff
lectrical and electsonic equipment in the civilian sector, as described in IEC TR 6100
is necessary\to define the radiated and conducted environments, in order to dev
ection metheds:

the purposes of this standard, high-power conditions are achieved when the peak ele

can
ling
EMI
ield

rms
ects
0-1-
Blop

ctric
of

exXceeds 100 V/m, corresponding to a plane-wave free-space power density

and

EMC applications, which are covered by the standards produced by IEC SC 77B.

W/m?Z2. This criterion is intended to define the application of this standard to EM radixted
. H H . aIII

This document discusses the nature of high-power EM environments, especially those relating
to electromagnetic weapons. It begins by relating the frequency content of these
environments as shown in Figure A.7. This is important for understanding the requirements for
building shielding that may be required to reduce these environments before electronic
equipment is exposed.
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Figure A.7 — Several types of HPEM.environments compared
with the IEC E1 HEMP 'waveform

Thig document also defines a new way to determine the bandwidths of wideband signals fthat
have not been well defined in the past. The“method is to determine the bandratio (ratip of
frequencies containing 90 % of the energy of the waveform). Table A.6 provides these
defipitions.

Table A.6 — Definitions for IEMI bandwidth classification

Bandwidth type Percent bandwidth (pbw) Bandratio (br)
Hypoband or narrowband <1% <1,01
Megoband 1% < pbw £ 100 % 1,01 <br<3
SuB-hyperband 100 % < pbw = 163,4 % 3<br<10
Hygerband 163,4 % < pbw £ 200 % br>10

The|document also provides examples of the different types of waveforms. It also defines| the
rangesmultiplied by the peak time domain field level (r x E_,) as the “strength” of a sourceg, so
that to determine the field level at a given range, one divides that product by the range.

This document also provides information regarding the fact that conducted signals are created
in two different ways. One is from the coupling of electromagnetic fields to wires and cables,
creating induced voltages and currents, which then enter electronic equipment through their
power or data cables. The second coupling method includes the direct injection of transient
voltages into the power or data lines from outside a building, allowing the propagation of
these signals inside the building. This latter case is more efficient as most of the energy is
sent to a particular cable, however, often the cable has limits with regard to breakdown that
may prevent an extremely high current reaching the equipment. On the other hand, damage to
the wiring in a building will also prevent the electronics in a building from operating properly.
Also fast wideband signals with narrow pulse widths may not damage the insulation of the
wiring and could still damage or upset the connected electronics.
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In one of the annexes of the document, different levels of technology contained in
electromagnetic weapons are identified, from low-tech, to medium-tech, to high-tech
generator systems. Examples are provided of each “class”.

A.8 IEC 61000-4-23: Testing and measurement techniques — Test methods for
protective devices for HEMP and other radiated disturbances

This part of IEC 61000 provides a protective devices test method for HEMP and other
radiated disturbances. It is primarily intended for HEMP testing but can be applied to other
externally generated radiated disturbances where appropriate. It provides a brief description
of the most important concepts for testing of shielding elements. For each test, the following
basic information is provided:

o {heoretical foundation of the test (the test concept);

e {est set-up including outside-to-in and inside-to-out measurements;
e fequired equipment;

e {est procedures; and

e data processing.

Thig standard does not provide information on requirements fof specific levels for testing.

IEC|61000-4-23:2016 (Edition 2) has been updated to include a new test method, which is
desgribed below.

Based on the available space, a transmitting antenna position outside the barrier has mainly
beeh suggested. However, nowadays, many EMP protection facilities in practical use do| not
actdally have enough space available outside the electromagnetic barrier due to physical
consgtraints such as concrete walls or soilto allow the method described in IEC 61000D-4-
23:2000 (Edition 1) to be applied correctly. From experience many facilities have available
spage for a 1 m separation or less only

Therefore, in many practical cases it is not possible to measure shielding effectiveness
according to the test method(of previous documents. The constructors for EMP protedtion
facilities are also unwilling to build facilities with extra space for measurements with|the
tranpmitting antenna outside the barrier due to the great expense and inefficiency of|the
operational working area for new or existing buildings.

Thig revised editien provides additionally a method that allows the transmitting antenna t¢ be
pladed inside/the enclosure and the receiving antenna outside the barrier (‘inside-to{jout’
method). Annex F of IEC 61000-4-23:2016 is informative and includes test set-up |and
progeduresexamples.

Thid—document provides several methods for evaluating the shielding effectiveness of
buildings, cables and connectors, gaskets, and waveguides.

With regard to evaluating the shielding effectiveness of buildings, the CW technique offers
many advantages in terms of finding whether there is leakage at particular frequencies, and
these frequencies can be extended upward to 10 GHz (to consider IEMI disturbances) beyond
the normal range of E1 HEMP. There are three basic techniques available, including “global
illumination with active radiators” as shown in Figure A.8. It has the advantage of measuring
the illumination of an entire building from a distance, although to test as low as 1 MHz, one
should be at least 300 m away to achieve a plane wave condition. This is difficult to do in
cases where the shielding effectiveness is high, as the output of the CW pulser should be
high to measure signals inside a well-shielded facility. This may create interference issues
with commercial broadcasting and normally requires the approval of the national
communications agency.
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CW radiating antenna
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Network analyser and

measurement equipment IEC

Figure A.8 — Typical configuration of a CW-test facility

The| second method to evaluate a building shielding effectiveness is to use the ambient|EM
CW]| field from communications signals as discussed in IEC 61000-4-23 and shown in
Figyre A.9. This method is very good when evaluating the shielding effectiveness of existing
buildings below 40 dB (and for buildings in which electronics equipment are present and|are
opefating). This technique uses incident plane wave signals (due to the usual distdnce
invdlved with commercial transmitters). It iscaPminimal use when trying to evaluate a 60 dB to
80 PB shielding level, as the external, signals are rarely high enough to allow internal
megsurements when there are high levels of attenuation.
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Figure A.9 — Example scan from 9 kHz to 3 GHz for the ambient
electromagnetic field from communication signals

To evaluate high-level shields, the localized barrier shielding effectiveness test method is the
best. This involves placing a transmitting and receiving antenna on both sides of a shielded
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surface and measuring the local barrier SE. This does require many measurements, as the
entire surface of the closed shield should be evaluated. An example test set-up is shown in
Figure A.10.

dy
Transmitting [« » Receiving
antenna antenna
Oscillator | a'r;;‘ll‘li;:er L_{ Preamplifier - Spectrum analyser
1EC
Figure A.10a) — Calibration
dy dj
Transmitting | Receiving
antenna I antenna
(Outside) (Inside)
Oscillat Power P lifi Spect |
scillator - 5 plifier réamplifier — Spectrum analyser
Electromagnetic —
barrier IEC
Figure A.10b) — Measurement (outside-to-in)
i T N Receiving
! Transmitting dz 43 antenna
I antenna M1 (outside)
1 .
I (inside)
i
Oscillator :
1
1
I 1
i
Power d " Spectrum analyser /
amplifier 1 Preamplifier Network analyser
{ Electromagnetic
{ barrier ’
1
1 w
! Shielded enclosure |
e ! IEC
Figure A.10c) — Measurement (inside-to-out)
Dimensions

d4 (at least 2 m)
dp
d3

dp +dg + barrier thickness

dq — 30 cm (within dynamic range and physical constraints)

30 cm (within dynamic range and physical constraints)

Figure A.10 — Measurement methods for evaluating shielding
effectiveness of high-level shields

As for cables, waveguides and other connections to allow penetration through a shield, there
are two aspects to be considered with regard to testing. The first is to ensure that the external
shield currents flow to the EM shield instead of penetrating inside. For this the local barrier
CW test is the best suited, where the test is performed near each penetration point. In
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addition there will be a need to ensure that the signal and power lines do not carry transients
inside the building, so these will likely require filters and/or SPDs that shall be tested with
time domain pulsers to measure the effectiveness of the protection. These tests are defined in
IEC 61000-4-24. The performances of cable shields and waveguides are already well defined
by CW test techniques applied by industry, and those standards can be used as required.

A.9
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IEC 61000-4-24: Testing and measurement techniques — Test methods for

protective devices for HEMP conducted disturbance

document deals with _methods for testing protective devices for HEMP conducted
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irbance. It includes two-terminal elements, such as gas discharge tubes, varistors,
port SPDs, such as HEMP combination filters. It covers testing of voltage breakdown
hge-limiting characteristics but also methods to measure the residual voltage cand/or
Jual current, peak rate of rise and root action for the case of very fast changes -of volt
current as a function of time. This standard does not cover insertion loss, measuren
hods.

standard describes the test method, the test levels and the test residuals required foj
s of wire penetrations through a shielded test volume. These include AC/DC power li
metric data lines, non-symmetric data lines and coaxial lines! The standard ident
ced levels for the conducted environments depending en whether the cable entr
e ground or is buried. It also provides residual levels (pass-levels during the time don
5) for signal and power ports. There is a strong motivation’to not have any non—fiber-g
al cables penetrating the shield as all metallic PoEs_shall have filters that have pas
-level time domain injection tests. In addition, thelstandard provides motivation to en
power and signal lines enter the shielded area)from below ground as the injection le
ired are lower as shown in Table A.7. The EJ ‘residuals for different classes of facil
also provided in Table A.8 for the power line filter.

Table A.7 — Overview of conducted early time HEMP test requirements
defined in‘other specifications
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Rise Source Peak
Type ti FWHM 2 . short-circuit Specifications
ime impedance current
IEC 61000-2-10, 99 % severity for
CgP, <10 ns 1%% E,‘/S i?g g 4+(1)800/A elevated conductor, for cable length
o\ = R longer than 200 m
IEC 61000-2-10, 90 % severity for
CEP, <10 ns 1%% E/S 1(1)2 g 1+?800/A elevated conductor, for cable length
oY e - R longer than 200 m
IEC 61000-2-10, 50 % severity for
CgP, «40/ns 1%% r;/s 1?2 g f?(())g elevated conductor, for cable length
oY e - R longer than 200 m
IEC 61000-2-10, for buried conductor
CH P4 25 ns ioo TS 50 Q fOOVA in the ground conductivity of 10-4 fbr
90 % 00 =10 % cable length longer than 10 m
500 ns 2500 A : .
CEP4 <20 ns +10 % > 60 Q 10 % According to [4], wire-to- ground
500 ns 5000 A According to [4], common-mode,
CEPs <20ns +10 % =600 +10 % under installed conditions only

FWHM is an acronym for full-width at half-maximum (amplitude).

In all cases, for practical reasons lower source impedance may be used. However the source impedance
should not be less than typically 10 Q to ensure that the applied pulse voltage is greater than the breakdown

voltage of the non-linear components in the DUT.
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Table A.8 — Performance criteria of a filter against early time HEMP
at the AC power port with a nominal load of 2 Q
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subI‘ected to HEMP radiated and conducted- electromagnetic disturbances. For radi

It dmfines specifications for laboratory.immunity tests. On-site tests performed on equipn

. . Peak residual current Peak'rate of Root action
Severity Protection or voltage rise
Level Concepts
[Load’ A ULoad’ v Als A\/E
Level 1 IEC 61000-6-2 (industrial) U\ 6ad ! RLoad 2-0Noma 2x 108 3,2
Level 2 Critical infrastructures 50 100 5x 107 8,0 x 107"
Special case
Level o LAY ZU LAY 1,0 U
(Mil-Std-188-125-1)
Level X User defined up b ub ubD ub
a Unom!S the peak value of the nominal operating voltage.
b UD means “user defined”.

test methods for equipment and systems

document describes the immunity test levels and related\test methods for electrical
tronic equipment and systems exposed to high-altitudeelectromagnetic pulse (HE

cifications for test equipment and instrumentationtest set-up, test procedures, pass
ria, and test documentation requirements are ,also defined by this standard. These t
intended to demonstrate the immunity ofselectrical and electronic equipment w

rbance immunity tests, specifications ape defined in this standard both for small
ities and large HEMP simulators.

e final installation to verify immunity are also specified. These verification tests use
e specifications as laborataory tests, except for the climatic environmental specification

D IEC 61000-4-25: Testing and measurement techniques;— HEMP immunity
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ronments. It defines ranges of immunity test levelsy'and establishes test procedures.
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objective of this document is to establish a common and reproducible basis for evalug
performance of electrical and electronic equipment, when subjected to HEMP radi
ronments and the associated conducted transients on power, antenna, and input/o
signal and contrel lines.

ied if ohe) were to test electronic equipment, but based on its location (within a shie
[). In-many cases the test methods are adapted from other test methods used in the
EMC-immunity testing, as those test methods already exist. In some cases, for exan

ted
tput

standard{defines the radiated and conducted immunity test methods that will need t¢ be

ded
IEC
hple

the

radiated E1 HEMP field testing that would be necessary for equipment fully expd

sed

outside, a high-level E1 HEMP simulator is required. These have been built at various
locations around the world and the large simulators can be found in the HEMP simulator
compendium, I[EC TR 61000-4-32. The conducted test methods are adapted from many of the
standard IEC EMC immunity test methods, however, again at the high levels, there are new
test methods that have been defined. For testing buildings and other shielded areas, it is not
expected that equipment inside will require high-level tests, but protective devices such as
filters and SPDs will need to be tested to ensure that they can provide the proper protection at

the

building level.
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A.11 IEC TR 61000-4-32: Testing and measurement techniques — High-altitude
electromagnetic pulse (HEMP) simulator compendium

This technical report provides information about extant system-level high-altitude EMP
(HEMP) simulators and their applicability as test facilities and validation tools for IEC SC 77C
immunity test requirements. This report provides the first detailed listing of HEMP simulators
throughout the world. This report is the preliminary summary of this effort. It should be
updated on a regular basis as the status of test facilities changes.

The main body of the report is a collection of datasheets describing 42 EMP simulators in 14

coufTﬂMﬂMﬂWﬁMﬁMmal
community. They have been constructed in the past in 14 countries to test large transportable

vehicles to determine if they can survive the E1 HEMP field. These simulators vatry)in gize
with| some having the capability to test large aircraft or vehicles. A few can lonly [test
equ|pment with a maximum height of 1,5 m. It is not likely that any of these simufators cpuld
test|a full building, unless the simulator was transportable.

A.12 IEC 61000-4-33: Testing and measurement techniques ~ Measurement
methods for high-power transient parameters

Thig document provides a basic description of the methods and means (e.g., instrumentafion)
for [measuring responses arising from high-power transient electromagnetic paramefers.
Thepe responses can include:

— the electric (E) and/or magnetic (H) fields (e.g.,«incident fields or incident plus scattg¢red
fields within a system under test),

— the current I (e.g., induced by a transient field or within a system under test),

— the voltage V (e.g., induced by a transien{field or within a system under test), and
— the charge Q induced on a cable or other conductor).

Thepe measured quantities are generally complicated time-dependent waveforms, which |can

be |described approximately by()several scalar parameters, or “observables”. THese
pargmeters include:

he peak amplitude of the)response,

he waveform rise-time,

he waveform fall-time (or duration),

he pulse width, and
- athematically defined norms obtained from the waveform.

Thig standard provides information on the measurement of these waveforms and on|the
mathematical determination of the characterizing parameters. It does not provide information

on 9pecificlevel reguirements-for testing
el ot bl J

This standard is focused on the methods to measure fast transient waveforms that also
simultaneously possess high amplitudes. This means that special attention is required for
designing sensors that will not break down under high voltage levels and that will also perform
well at frequencies in the GHz range. Also, special attention is required to provide sufficient
shielding of instrumentation cables and to account for signal loss in measurement cables.

While this standard is very important for measuring high-level signals, its most important
application for protecting equipment inside shielded buildings is to ensure that the conducted
transient testing of filters and SPDs at high levels applies the required time waveforms. For
the case of IEMI, measurements in the 1 GHz to 10 GHz range should be designed to ensure
that the measured fields and currents are properly identified.
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A.13 IEC TR 61000-4-35: Testing and measurement techniques — HPEM
simulator compendium

This technical report provides information about extant system-level high-power
electromagnetic (HPEM) simulators and their applicability as test facilities and validation tools
for immunity test requirements in accordance with the IEC 61000 series of standards. HPEM
simulators with the capability of conducted susceptibility or immunity testing are included in
IEC 61000-4-36. In the sense of this report the group of HPEM simulators consists of
narrowband microwave test facilities and wideband simulators for radiated high-power
electromagnetic fields. IEC 61000-2-13 defines high-power electromagnetic (HPEM) radiated
environments—as those with 2o nnall power rlonclhl that ovceeds 26 \I\I/m2 /1ﬂﬂ \/I or
0,24 A/m). This part of IEC 61000 focuses on a sub set of HPEM 3|mulators capable of
achleving much higher fields. Therefore the HPEM radiated environments used\ in [this
doctiment are characterized by a peak power density exceeding 663 W/m2 (500 V/m or 1,33
A/ml|). The intention of this report is to provide the first detailed listing of both\narrowband
(hypoband) and wideband (mesoband, sub-hyperband and hyperband) simulators throughout
the world.

A general description of HPEM simulators, as listed in this report, is '‘presented. A dataljase
was| created by collecting information from simulator owners and,-operators, and these ¢ata
are [presented for the technical characterization of the test Aacilities. In addition, spme
impprtant commercial aspects, such as availability and coperational status, are galso
addressed.

Thigd report reviews the availability of large sized sfarrowband and wideband simulaltors
avallable throughout the world for evaluating the{ immunity of electronic equipment |and
systems, although the systems are typically no larger than an automobile or a small fighter
aircfaft. In most cases the simulators are used:to test equipment. The point is that these
simyilators, with few exceptions, are not really applicable for the testing of fixed buildings at
higHh levels. This is due to the limitations witti-regard to the narrowness of the beams and| the
disthnces necessary to expose a large building.

It i true that many of the portable“simulators could expose part of a building and cpuld
therefore prove that the electronies-inside could operate without interruption. It is felt that|this
appfoach for protecting a new_,or-existing building and then testing at high levels is a diff|cult
appfoach to apply, as compared to evaluating the penetration of CW fields to determine|the
shiglding effectiveness of, a-building and then using linear transfer functions to determine| the
likelly time waveforms of\various transient fields from E1 HEMP or IEMI.

A.14 IEC 61000-4-36: Testing and measurement techniques — IEMI immunity
test methods for equipment and systems

Thig document provides methods to determine test levels for the assessment of the immynity
of gquipment and systems to IEMI sources. It introduces the general IEMI problem, IEMI
soul o L : ;

This document considers a range of IEMI source parameters including:

1) the frequency range of the source,

2) the amplitude of the source vs. distance to the victim system,

3) the pulse width, pulse repetition frequency, burst length of the source,
4) the source mobility, and

5) the technical capability of the source user/designer.
In addition the document includes the protection level of the fixed installation considering

a) the range or distance between the IEMI source and the victim electronics,


https://iecnorm.com/api/?name=401ee15a63720fc24dbbfbf9ef49f46a
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