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INTERNATIONAL ELECTROTECHNICAL COMMISSION

TELECONTROL EQUIPMENT AND SYSTEMS -

Part 5-601: Conformance test cases for
the IEC 60870-5-101 companion standard

FOREWORD

1) [The International Electrotechnical Commission (IEC) is a worldwide organization for stahdardjzation Compriging
hil national electrotechnical committees (IEC National Committees). The objecgt( of IEC\ is.'to promote
nternational co-operation on all questions concerning standardization in the electpicaNang-¢ | To
his end and in addition to other activities, IEC publishes International Standaxd ipns,
Technical Reports, Publicly Available Specifications (PAS) and Guides 1IEC
Publication(s)”). Their preparation is entrusted to technical committees; an sted
n the subject dealt with may participate in this preparatory work. I on-
jovernmental organizations liaising with the IEC also participate in this repara 0 sely
vith the International Organization for Standardization (ISO) in a€cdo by
hgreement between the two organizations

2) Trhe formal decisions or agreements of IEC on technical matteys expr ipnal
Consensus of opinion on the relevant subjects since eac all
nterested IEC National Committees.

3) |EC Publications have the form of recomm ipnal
Committees in that sense. While all reasoriable effg IEC
Publications is accurate, IEC cannot be “eld any
misinterpretation by any end user.

4) |n order to promote international uniformity ons
ransparently to the maximum extent posgi nce
between any IEC Publication din
he latter.

5) |EC provides no marking p e to indieate |ts appio al and cannot be rendered responsible for |any
equipment declared to be ati

6) All users should epsu ) 8 ast edition of this publication.

7) No liability shaII ) i } , exgployees, servants or agents including individual experts [and
members of its techriicahco ittet ational Committees for any personal injury, property damage or
bther damage of an v e éther direct or indirect, or for costs (including legal fees) [and
expenses arising 0 i se of, or reliance upon, this IEC Publication or any other [IEC
Publications

8) Attention is drav ve references cited in this publication. Use of the referenced publications is
ndispensable for t ion of this publication

9) Attentigh | ssibility that some of the elements of this IEC Publication may be the subjegt of
batent tights s a held responsible for identifying any or all such patent rights

The¢ main ta EC technical committees is to prepare International Standards.| In

exdeptionaleircu ces, a technical committee may propose the publication of a techn|cal

spdcification"'when

+ [therequired support cannot be obtained for the publication of an International Standard,

despite repeated etrorts, or

+ The subject is still under technical development or where, for any other reason, there is

the future but no immediate possibility of an agreement on an International Standard.

Technical specifications are subject to review within three years of publication to decide

whether they can be transformed into International Standards.

IEC 60870-5-601, which is a technical specification, has been prepared by IEC technical

committee 57: Power systems management and associated information exchange.
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The text of this technical specification is based on the following documents:

Enquiry draft Report on voting
57/738/DTS 57/764/RVC

Full information on the voting for the approval of this technical specification can be found in

the report on voting indicated in the above Table.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

A l|st of all parts of the IEC 60870 series, under the general title Telecontral equipmeént

syqtems, can be found on the IEC website.

The committee has decided that the contents of this publication wi i hanged U
: iec.ch

thel maintenance result date indicated on the IEC web site under
the|l data related to the specific publication. At this date, the pubticati

» |transformed into an International standard,
* [reconfirmed,

* |withdrawn,

» [replaced by a revised edition, or
* |amended.

A Wilingual version of this publication may

hnad
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TELECONTROL EQUIPMENT AND SYSTEMS -

Part 5-601: Conformance test cases for
the IEC 60870-5-101 companion standard

Scope

Th: oartof _tha 1COC NO7N E caoriaa doacord ibaoa oot ococac for ocon formmanca tactino Of

o ottt Ot e 0 OU0T U0 oCTTCo— OCSTCTToCo— tCot CcaoCT o 107 COTToOTTT oot to oty

telgecontrol equipment, Substation Automation Systems (SAS) and telecontrol systems,

inc

uding front-end functions of SCADA.

The use of this part of IEC 60870 facilitates interoperability by providi | of
testing protocol implementations, but it does not guarantee intera pe y gs. If is
expected that using this part of IEC 60870 during testing wi imj i on-
intgroperability.

The¢ goal of this part of IEC 60870 is to enable unambiguou d\sta of
IECG 60870-5 companion standard protocol implementati guldeNnes“and conditions|for

the| testing environment are described in |IEC 6087 . giled test cases per
companion standard, containing among others
per Basic Application Function, ASDU and tranpsy
a te i i

mandatory test cages
, Will become availablg as
i$ is

beyond the scope of this part of IEC 60870. esti iti ine

these additional test cases.

This part of IEC 60870 dea ipy~wit icatio conformance testing; therefore other
reqlgirements, such as sa - by
othler standards (if appli in
acgordance with these

2 [ Normative ref

The following ref C are indispensable for the application of this documént.
FoIdated reférences the edition cited applies. For undated references, the latest edifion
of the ref M E uding any amendments) applies.’

IEG 60870-5 ' rol equipment and systems — Part 5: Transmission protocols —
Se¢tion One:Fransmission frame formats

IEG 60870-5-2, Telecontrol equipment and systems — Part 5: Transmission protocols$ —

Se

0tion, 2: Link transmission procedures

IEC 60870-5-3, Telecontrol equipment and systems — Part 5: Transmission protocols —
Section 3: General structure of application data

The base standard always takes precedence. In case of ambiguity between this part of IEC 60870 and the base
standards (IEC 60870-5-1 to IEC 60870-5-5, IEC 60870-5-101), this part of IEC 60870 needs to be clarified or
amended.

When testing negative behavior is not described in the base standard, the behavior described in this part of
IEC 60870 shall prevail and shall be observed.

The conformance statement produced after testing shall indicate any lack of conformance to either the test plan
or the base standard.
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IEC 60870-5-4, Telecontrol equipment and systems — Part 5: Transmission protocols —
Section 4: Definition and coding of application information elements

IEC 60870-5-5, Telecontrol equipment and systems — Part 5: Transmission protocols —
Section 5: Basic application functions

IEC 60870-5-6, Telecontrol equipment and systems — Part 5-6: Guidelines for conformance
testing for the IEC 60870-5 companion standards

AQNQT7ZA L ANnd4 T |

£ L H 4 ol £
|EC VUOT VU™ TU T, TCICUVUITUTUrN TYUITPDTTITTIU dTITU O Yy olTIITo

Companion standard for basic telecontrol tasks

IEBE 754, Standard for Binary Floating-Point Arithmetic

3 | Terms and definitions

For the purposes of this document, the terms and definitiong give

4 | Abbreviated terms

For the purposes of this document, the/ahbrevja

5 | Conformance testing for IEC 6048

5.1 Overview and legent

= H H rs
- ITdrrorriro orvurt Ui ULUUUS -

0870~5-6 apply.

60870-5-6 apply.

Prdcedural and functional testi start with the Station Initialisation funciion

and proceeds with the
shquld be follo

test case.

Unctions. The procedure in each test case
is able to function as described in the spedific

iV

The test procedupesii . 4)should be tested with no errors detected during tesfing
of |all the Basic i ctions in Tables 15 to 32. These tests are prefergbly

resjult in no errors de

used test platform.

ance criteria listed in the test procedures, 5.3 lists the protqcol
be verified automatically by the testing software or verified manuglly
istory log after execution of the test procedures. The verification shquld
tected during the complete test procedure.

This_test’plan has a direct reference to the PICS and possibly a PIXIT. Without a referencer to

a PICS or PIXIT this test plnn is obsolete

Test case numbering syntax is Subclause number + Table number + test case number.

Test cases are Mandatory depending on the description in the column ‘Required’. The
following situations are possible:

M =

PICS, x.x

Mandatory test case regardless if enabled in the PICS/PIXIT, not only in one
situation but during execution of all the tests as in the PICS and/or PIXIT

Mandatory test case if the functionality is enabled in the PICS (by marking the
applicable check box), with a reference to the Subclause number of the PICS
(x.x); For example: PICS 8.x always refers to 60870-5-101:2003, Clause 8
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PIXIT = Mandatory test case if the functionality is enabled/described in the PIXIT.
Verification of these test cases by the user/owner of the PIXIT is required

before the test is started.

For each test case, the test results need to be marked in the appropriate column of the test
result chart in 5.5 and 5.6. Each test case can either pass the test (Passed), fail the test
(Failed), be not applicable when the configuration value is not supported by the device (N.A.),
or the test case was not performed (Empty). Ideally there should be no empty boxes when

testing is complete.

The test Tables are divided in five subclauses:

— |[Subclause 5.2 Configuration Parameters for IEC 60870-5-101
— |Subclause 5.3 Verification of IEC 60870-5-101 communication
— |Subclause 5.4 Conformance Test Procedures

— |Subclause 5.5 Test Result Chart

— |Subclause 5.6 Test Results of Command Transmission

The procedure to perform all the mandatory test cases a
Figure 1.

N

nfigliced according

N
\pr? the conformance test

cedures according to 5.4 i Perform each
> g mandatory test
case according

i

- N to the tailored
Do verification according to 5.3 test plan for the
for the mandatory test cases ) configured DUT

Refer to Figure 2 in IEC 60870-5-6
Defects?

PIDY is showr

IEC 1132/06

Figure 1 — Test procedure
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