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INTERNATIONAL ELECTROTECHNICAL COMMISSION

MEDICAL ELECTRICAL EQUIPMENT -

Part 4-6: Guidance and interpretation — Voluntary guidance to help
achieve basic safety and essential performance with regard to the

_ possible effects of electromagnetic disturbances
FOREWORD

THe International Electrotechnical Commission (IEC) is a worldwide organization for standardization comp
al| national electrotechnical committees (IEC National Committees). The object of IEC is to promote interng
cd-operation on all questions concerning standardization in the electrical and electronic fields. To this en
infaddition to other activities, IEC publishes International Standards, Technical Specifications, Technical Re]
Pyblicly Available Specifications (PAS) and Guides (hereafter referred to as HEQC Publication(s)").
preparation is entrusted to technical committees; any IEC National Committee interésted in the subject dea
may participate in this preparatory work. International, governmental and non-governmental organizations li
with the IEC also participate in this preparation. IEC collaborates closely with the International Organizati
Standardization (ISO) in accordance with conditions determined by agreement between the two organizati

THe formal decisions or agreements of IEC on technical matters expres§ysas nearly as possible, an interng
cdnsensus of opinion on the relevant subjects since each technical~\committee has representation frg
inferested IEC National Committees.

IEIC Publications have the form of recommendations for international use and are accepted by IEC N3
Committees in that sense. While all reasonable efforts are~made to ensure that the technical content g
Pdblications is accurate, IEC cannot be held responsible{for the way in which they are used or fo
m{sinterpretation by any end user.

In| order to promote international uniformity, IEC National Committees undertake to apply IEC Public
trgnsparently to the maximum extent possible in theirrational and regional publications. Any divergence be
arly IEC Publication and the corresponding national‘or regional publication shall be clearly indicated in the

IEIC itself does not provide any attestation of conformity. Independent certification bodies provide conf
agsessment services and, in some areas,\access to IEC marks of conformity. IEC is not responsible fg
sgrvices carried out by independent certification bodies.

All users should ensure that they have the latest edition of this publication.
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members of its technical committees and IEC National Committees for any personal injury, property dam
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fee
eXdpenses arising out of.the publication, use of, or reliance upon, this IEC Publication or any othe
Pyblications.

Attention is drawn te_the Normative references cited in this publication. Use of the referenced publicati
inflispensable for_the correct application of this publication.

IEIC draws attention to the possibility that the implementation of this document may involve the use
pdtent(s). IEC/takes no position concerning the evidence, validity or applicability of any claimed patent rig
reppect.thereof. As of the date of publication of this document, IEC had not received notice of (a) patent(s),
may be.required to implement this document. However, implementers are cautioned that this may not rep

liability shall attach to IEC ornits directors, employees, servants or agents including individual experjs and
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latest information, which may be obtained from the patent database available at https://patents.iec.cl

shallnot be held responsible for identifving-anyv or all such natent rights
f g PARAE- Y g =4

IEC TS 60601-4-6 has been prepared by subcommittee 62A: Common aspects of medical
equipment, software, and systems, of IEC technical committee 62: Medical equipment,
software, and systems. It is a Technical Specification.

The text of this Technical Specification is based on the following documents:

Draft Report on voting

62A/1538/DTS 62A/1589/RVDTS

Full information on the voting for its approval can be found in the report on voting indicated in
the above table.
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The language used for the development of this Technical Specification is English.

This document was drafted in accordance with ISO/IEC Directives, Part 2, and developed in
accordance with ISO/IEC Directives, Part 1 and ISO/IEC Directives, IEC Supplement, available
at www.iec.ch/members_experts/refdocs. The main document types developed by IEC are
described in greater detail at www.iec.ch/publications.

In this document, the following print types are used:

recommendations and definitions: roman type.

t 4 it infia o f
Lol 1MMTrotruvviiviTo. 1Itd

ifformative material appearing outside of tables, such as notes, examples and references: in smaller
Normative text of tables is also in a smaller type.

TIERMS DEFINED IN CLAUSE 3 OF THIS TECHNICAL SPECIFICATION OR AS NOTED: SMALL CAPIT

In referring to the structure of this document, the term

clause" means one of the numbered divisions within the table of contents, inclusive
qubdivisions (e.g. Clause 1 includes 1.1, 1.2, etc.);

subclause" means a numbered subdivision of a clause (e.g. 1, 1.2 and 1.3.1 an
qubclauses of Clause 1).

References to clauses within this document are preceded by the term "Clause" followed b
clause number. References to subclauses within this document are by number only.

In th|s document, the conjunctive "or" is used as an\inclusive or" so a statement is true i
combination of the conditions is true.

The yerbal forms used in this document conform to usage described in Clause 7 of the ISQ
Diregtives, Part 2. For the purposes of this,document, the auxiliary verb:

shall" means that compliance withia requirement or a test is mandatory for compliance
this document;

should" means that compliance with a requirement or a test is recommended but i
nandatory for compliance,with this document.

=

A lisf of all parts of thes}EC 60601 series, published under the general title Medical elec
equipment, can be found on the IEC website.

The pommittee’has decided that the contents of this document will remain unchanged unt
stability date indicated on the IEC website under webstore.iec.ch in the data related tc
specjfic document. At this date, the document will be

type.

LS.

bf all

e all

y the

any

/IEC

with

5 not

frical

| the
the

reconfirmed,

withdrawn, or

revised.

IMPORTANT - The "colour inside"” logo on the cover page of this document indicates
that it contains colours which are considered to be useful for the correct understanding
of its contents. Users should therefore print this document using a colour printer.
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INTRODUCTION

In 2017 it was decided to remove Annex F of IEC 60601-1-2:2014 [1]" into a separate document
and provide guidance to help achieve basic safety and essential performance with regard to the
possible effects of ELECTROMAGNETIC DISTURBANCE by a technical specification under the
IEC 60601 series of standards.

This IEC document provides voluntary guidance on the assessment and application of
techniques and measures that can help reduce the risks associated with the interfering effects
of ELECTROMAGNETIC DISTURBANCES on medical equipment and medical systems.

1 Numbers in square brackets refer to the Bibliography.
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MEDICAL ELECTRICAL EQUIPMENT -

Part 4-6: Guidance and interpretation — Voluntary guidance to help
achieve basic safety and essential performance with regard to the
possible effects of electromagnetic disturbances

This

PERFAORMANCE with regard to the possible effects of EM DISTURBANCES throughout the EXPE
SERMICE LIFE of ME EQUIPMENT or an ME SYSTEM.

Thege practical methods attempt to address all of the different types of errors, malfunctio

failu

The

used in the design, VERIFICATION, and validation of systems, hafdware, software, and firm
used in ME EQUIPMENT or ME SYSTEMS to help achieve BASIC SAFETY and ESSENTIAL PERFORM

with

2 Normative references

The
cons|
For
ame

IEC

esselntial performance

3

3.1

For
follo

ISO
addr

Terms, definitions . and abbreviated terms

document provides practical methods to help achieve BASIC SAFETY and. (ESSE

es that can be caused by EM DISTURBANCES in ME EQUIPMENT or ME SYSTEMS.

burpose of this document is to provide recommendations for thetechniques and meas

regard to the EM DISTURBANCES that could occur throughout the EXPECTED SERVICE LIF

ollowing documents are referred to in the text’in such a way that some or all of their co
titutes requirements of this document. For~dated references, only the edition cited apy
undated references, the latest edition of the referenced document (including
ndments) applies.

50601-1, Medical electrical equipment — Part 1: General requirements for basic safety

Terms and definitions

he purposes' of this document, the terms and definitions given in IEC 60601-1 ang
ving apply.

and, TEC maintain terminology databases for use in standardization at the follo

NTIAL
CTED

NS or

ures
ware
ANCE

htent
lies.
any

and

the

wing

hoonc:

CUOOTUT

e |EC Electropedia: available at https://www.electropedia.org/

e |ISO Online browsing platform: available at https://www.iso.org/obp

3.1.1

COMPETENCE
training, technical knowledge, experience, and qualifications relevant to the specific duties to
be performed
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3.2 Abbreviated terms

AC
ANSI
CE
CISPR

DC
EDR

alternating current
American National Standards Institute
Conformité European (European Conformity)

Comité Internationale Speciale des Perturbations
(International Special Committee on Radio Interference)

direct current

event data recorder

Radioélectriques

EMI
EMP
ESD
HEMP
110
IEC
IEMI
ISM
ISO
JTAG
NEMP
PCB
PDS
RF

etectrommagmeticinterference
electromagnetic pulse

ELECTROSTATIC DISCHARGE

high-altitude electromagnetic pulse
input/output

International Electrotechnical Commission
intentional electromagnetic interference
industrial, scientific, and medical
International Organization for Standardization
Joint Test Action Group

nuclear electromagnetic pulse

printed circuit board

pre-defined state

radio frequency

4 How to use this document

This|document makes it possible to create a structured justification to demonstrate adedquate
mitigation of the effects that can,be caused by EM DISTURBANCES for each of the BASIC SAFETY

or EYSENTIAL PERFORMANCE {Ssues associated with ME EQUIPMENT or an ME SYSTEM.

Clauge 4 describes theluse of this document in detail. It is recommended to create a strucfured
justification for each-ofthe BASIC SAFETY or ESSENTIAL PERFORMANCE issues, by completing the
cells|in the right-hand-most column of the example checklist in Table B.1, plus providing a|l the
documents referenced in those cells.

In generaliit is expected that most ME EQUIPMENT or ME SYSTEMS could have several BASIC
SAFE[TY/Or-ESSENTIAL PERFORMANCE issues, each one of which is recommended to be assoc|ated
with jitssown, completed, Table B.1 checklist.

In some circumstances two or more different issues for BASIC SAFETY or ESSENTIAL PERFORMANCE
might be able to be addressed by a single Table B.1 checklist.

Note that IEC 60601-1, along with 1SO 14971 and ISO TR 24971, provides a well-proven
PROCESS for assessing RISKS and by how much they need reduction to be acceptable RISKS,
and prescribes well-proven techniques and measures for reducing each of those RISKS.

This document relies on a HAZARD analysis and RISK ASSESSMENT PROCESS as specified in
IEC 60601-1 and ISO 14971 having been completed. This document assumes the correct
application of the requirements of IEC 60601-1-2:2014 and IEC 60601-1-2:2014/AMD1:2020,
and of the requirements in any relevant "particular" standards in the ISO/IEC 60601-2-XX and
IEC 80601-2-XX series. This document provides a list of possible techniques and measures
that can be used to mitigate the effects that can be caused by EM DISTURBANCES.
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5 General

5.1

Mitigation of effects caused by EM DISTURBANCES

There are many well-proven techniques and measures for mitigating the effects that can be

caus

a) p

O T

ed by EM DISTURBANCES, including in:

roject management, planning and specification;

system design (both hardware and software);

perational design (both hardware and software);

Q.

)
)
) o
)
e)
f)
¢))
5.2

5.2.1

Appr
EM D
EXPH

The
mea
deta

Figu

plementation, integration, installation and commissioning;
ERIFICATION and validation of both hardware and software;
peration, maintenance, repair, refurbishment and upgrade, and
commissioning.

Implementing well-proven techniques and measures for mitigating the effects
can be caused by EM DISTURBANCES

General principles

opriate techniques and measures for mitigating the &ffects that can be cause

that

by

STURBANCES are recommended to be identified and applied as necessary throughout the

CTED SERVICE LIFE.

aim of this subclause is to give an informative overview of a range of techniques
bures available for mitigating the effects that ¢an be caused by EM DISTURBANCES. For
led information on these techniques and méasures, see Annex A.

e 1 shows the general principles of this approach.

It will often be the case that some of the techniques and measures listed in Annex A will
dy been used by the MANUFACTURER in a given type of ME EQUIPMENT or ME SYSTEM to

alres
cont
EM D
help
desd]

How
and
can
SAFE
EXPH

ol RISKS caused by errors,malfunctions and failures that are not directly associated
STURBANCES. In this case}.it is recommended to modify these techniques and measur
achieve adequate mitigation of the effects that can be caused by EM DISTURBANCE
ribed in their entries\in Annex A.

bver, even where'this is done, it is recommended that as appropriate, additional techni

and
mnore

have
with

Bs to
5, as

ques

measures specified in Annex A are used to achieve sufficient mitigation of the effectq that
be caused‘by EM DISTURBANCES, to help achieve the MANUFACTURER's aims for the BASIC
TY and\ESSENTIAL PERFORMANCE of the ME EQUIPMENT or ME SYSTEM throughouf the

CTED SERVICE LIFE.

This is especially so because it is in the nature of EM DISTURBANCES to create a wide range of
possible errors, malfunctions, or failures in several locations all at once or in some critical time

sequ

ence (see A.1.2).

5.2.2 Choosing design techniques and measures from Annex A

It is recommended to follow the techniques and measures with the following considerations:

a) It has been generally found to be impractical to perform anything more than a general
assessment of the EM DISTURBANCES that could possibly occur throughout the EXPECTED
SERVICE LIFE. A MANUFACTURER's specification for the maximum ELECTROMAGNETIC
ENVIRONMENT of their equipment is generally composed of assessments of EM

DISTURBANCES and levels.
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b

) These assessments are good enough for determining which of the many published EMC
EMISSIONS and IMMUNITY standards to apply for the achievement of functionality with
adequate uptime, but cannot determine what EM DISTURBANCES, and combinations of
them, could foreseeably occur during the EXPECTED SERVICE LIFE.

) It is necessary to maintain adequate mitigation of the effects that can be caused by Em
DISTURBANCES in the operational environment despite all foreseeable faults, misuse,
ageing, component tolerances, assembly errors, physical and climatic conditions, etc.,
that could occur throughout the EXPECTED SERVICE LIFE.

It is recommended that the MANUFACTURER selects an adequate combination of techniques and
measures that, together, help achieve adequate mitigation of the effects that can be caused by
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EM DJSTURBANCES. It is recommended that their selection is documented with the reasonis for

elections made and for rejecting those that are not used. These decisions are)uspally
mented in the RISK MANAGEMENT FILE.

b B.1 provides a basic checklist that can be be applied for this purposex It identifles a
ber of techniques and measures that can be used at appropriate stages.of the EXPELTED
ICE LIFE. However, Table B.1 is not necessarily exhaustive and itGis“applicable to| use
ional techniques and measures to give adequate assurance that-the effects that can be
ed by EM DISTURBANCES will not cause failure to achieve BASIC-SAFETY and ESSENTIAL
ORMANCE of the ME EQUIPMENT or ME SYSTEM throughout the EXPECTED SERVICE LIFE.

chniques and measures with regard to EM DISTURBANCES{.such as those described in this
ment, can be assumed to guarantee complete protegtion against every possible type of
STURBANCE, combination of EM DISTURBANCES, fault or misuse that could result in EM|.

exact combination of techniques and measures  that a MANUFACTURER might select for a
cular ME EQUIPMENT or ME SYSTEM depends'on many factors specific to the medical
cation in question. Except where stated otherwise, the techniques and measures spegified
nex A are appropriate for both "continuous" and "on-demand" functions.

Depending on the nature of the project)different techniques and measures might be used |n its

varidg

us stages, for example:

iff a project does not involveg any software design, then no software design techniqueg and
measures would be selected for any of the project's stages; likewise,

shiel

there is no circuittdesign, then circuit design techniques and measures would ngt be
eeded.

ME EQUIPMENT\0f an ME SYSTEM does not need to maintain its functionality or be safe jafter
nuclear explosion that created EMP (such as HEMP or NEMP), then the techniqueg and
easures.described in this document that are intended to provide protection against EMP,
EMP ottNEMP, need not be applied.

MC)
g J 3 ding
dlng, filtering, and tran5|ent suppressmn) are able to prevent EM DISTURBANCES from

affecting the BASIC SAFETY and ESSENTIAL PERFORMANCE during the EXPECTED SERVICE LIFE can
be used during the selection and application of the techniques and measures, where this is
justified.
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Each technique or measure described in this document is described in more detail in Annex A,
based on its relevance to the stage of the project, under the headings: Aim; Description;
Identification; Mitigation, and Effectiveness.

Aim The overall purpose of the technique or measure.
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imple¢mented, or it might be that an alternative technique or measure is used instead
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3 = Unacceptable risk

Description Broadly how the technique or measure achieves its aim.

Identification
of an error or malfunction that could be caused by EM DISTURBANCES

Mitigation The behaviour of the system function in response to the detected erro
malfunctions that could have been caused by EM DISTURBANCES.

The effectiveness of the technique or measure in revealing the presence

rs or

ctiveness" specifies the value of each technique or measure for mitigating the effects
he caused by EM DISTURBANCES, using the attributes:

ot Effective (NE);

ffective (E);

ighly Effective (HE).

s document, the "effectiveness" of a technique or measure listed.in"Table B.1 as NE,
see above) is graded by the RISK level resulting from the“application of the PRO

ribed in Annex C of ISO TR 24971:2020 [3] by the MANUFACTURER of the ME EQUIPME
YSTEM.

E RISK levels are used in this document, taken from_ C.4 of ISO TR 24971:2020 [3]:

= Insignificant or negligible risk
= Investigate further RISK reduction

ecommended that if a technique or-measure rated as HE for the relevant ME EQUIPME
YSTEM is not used, a detailed techhical explanation of why it was not used is docume
pxample, the technique or measure might not actually be relevant for the design |

des the same benefits regarding mitigation of the effects of EM DISTURBANCES for the de

e a technique ormeasure applies to a technology that is not relevant to the ME EQUIP
E SYSTEM concerned, and the effectiveness is shown in Table B.1 as being HE,
mmended that.a justification for why that technique or measure was not applig

"effectiveness" levels (E, HE) listed in Table B.1 are generic starting points, and
mmended that the MANUFACTURER makes an informed application consistent
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It is important to understand that ME EQUIPMENT and ME SYSTEMS cannot be said to achieve BASIC
SAFETY and ESSENTIAL PERFORMANCE with regard to EM DISTURBANCES simply on the basis of the
system parts from which they are composed.

Other techniques and measures not listed in Table B.1 might also be able to assist in
demonstrating that the effects that can be caused by EM DISTURBANCES, have been sufficiently
mitigated to achieve BASIC SAFETY and ESSENTIAL PERFORMANCE throughout the EXPECTED
SERVICE LIFE, and space has been allowed in that table for them to be written in.
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Good EMC and functional safety
engineering practices used throughout
the design, including appropriate
techniques and measures
~
Result:
EM resilience
Compliance with all test standards for
emissions and immunity applicable to The safety integrity
the normal EM environments expected ~  achieved is sufficently
to be experienced - resilient to all
over the lifecycle (assuming no faults) reasonably foreseeable
EM disturbances and
/1 faults over the lifecycle

Appropriate additional practices,
techniques and measures are used to
ensure risks remain tolerable - despite

reasonably foreseeable EM disturbances
and/or faults over the lifecycle

IEC

Figure 1 — General principles for achieving mitigation of effects
that can be caused by EM DISTURBANCES

Tablg B.1 summarizes the techniques and measures reconimended for helping to achieve
suffitient mitigation of the effects that can be caused bhy,"EM DISTURBANCES throughouj the
EXPECTED SERVICE LIFE. It also provides a useful chec€klist that is recommended for uge in
demonstrating the application of the guidance in this-document.

See |Annex A for detailed information on the\techniques and measures summarizgd in
Table B.1.

5.3 | Documenting the well-proven techniques and measures used for mitigating th
effects that can be caused by\EM DISTURBANCES

1]

5.3.1 ME EQUIPMENT or ME SYSTEM

It is fecommended that the safety documentation of ME EQUIPMENT or an ME SYSTEM includegs all
of the evidence that helps-ensure that it maintains BASIC SAFETY and ESSENTIAL PERFORMANCE
over|the EXPECTED SERVICE LIFE.

Prion to the ME EQUIPMENT or ME SYSTEM being put into use, it is recommended that a strucfured
justification is included in the safety documentation demonstrating that reasonable assurpnce
of BASIC SAFETY and ESSENTIAL PERFORMANCE with regard to EM DISTURBANCES has been
achigved. «Fhis justification could be assessed as part of RISK ASSESSMENT activjties;
alterhatively, other appropriate structured assessment approaches could be used.

This structured justification could help to assess the extent of compliance with the applicable
safety standards and the adequacy of the range of activities, techniques and measures that
have been used to achieve BASIC SAFETY and ESSENTIAL PERFORMANCE about EM DISTURBANCES,
including VERIFICATION and validation activities.

It is recommended that supporting information is made available for this justification. This
usually includes ELECTROMAGNETIC ENVIRONMENT specifications, EMC test results and
certifications, and material demonstrating the range and suitability of the techniques and
measures used to help assure BASIC SAFETY and ESSENTIAL PERFORMANCE with regard to EM
DISTURBANCES.
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It is also recommended that information used to support claims made as to the BASIC SAFETY
and ESSENTIAL PERFORMANCE with regard to EM DISTURBANCES of ME EQUIPMENT or an ME SYSTEM
is made available to system integrators and end users and retained in order to support system
review activities throughout the EXPECTED SERVICE LIFE of the ME EQUIPMENT or ME SYSTEM.

Independent assessment of the justification that BASIC SAFETY and ESSENTIAL PERFORMANCE
have been achieved with regard to EM DISTURBANCES can be undertaken where considered

app

ropriate.

It is recommended to demonstrate that the guidance in this document has been followed by

add
doc

As d|scussed in 5.2.2, if a technique or measure in the checklist in Table B.1 is categorize

HE

recojnmended that the right-hand-most column in Table B.1 states (or provides a link

doc

5.3.

in text and hyperlinked references to relevant design, VERIFICATION, or valid
ments, into the cells in the right-hand-most columns of the example checklist of Table

for the ESSENTIAL PERFORMANCE in question but has not been applied, then

ument that states) the reasons why not, and what was done instead.
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EM DJSTURBANCES is made available to system integrators and end users, and
MANYFACTURER recommends that they retain it in order to support review activities throud
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PERFORMANCE have been achieved with regard to EM DISTURBANCES.

FAORMANCE of the ME SYSTEM, and this information made available to system integrators
sers.

recommended that such information includes the“environmental specifications with w

ign of the non-ME EQUIPMENT to mitigate the éffects that can be caused by EM DISTURBAN
juidance on installation and maintenance;

gvior, where appropriate, in the case of degradation; for example, "pre-defined operat

Ierable EM DISTURBANCES, as.well as guidance on the application of the non-ME EQUIPM

HXPECTED SERVICELIFE of the ME SYSTEM. Such information might use one or more copi
checklist in_Annex B, broadly as discussed in 5.3.1, to help to provide a struct
ification démonstrating that reasonable assurance of BASIC SAFETY and ESSE

btained or developed to determine the potential impact on/the BASIC SAFETY and ESSENTIAL
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Annex A
(informative)

Detailed guidance on the techniques and measures for mitigating the

A1

effects that can be caused by EM DISTURBANCES

Techniques and measures that might be helpful in project management,

planning and specification

AA1.

Aim

Techniques and measures for project management and planning

To help avoid failures in the management, planning, selection, design, implements

cominissioning, VERIFICATION, and maintenance of measures for avoiding and Contrg

dang
This

Desq

erous failures due to EM DISTURBANCES and EMI.

applies to an ME SYSTEM, ME EQUIPMENT, and to the components thergof!

desi

tription: It is recommended that the PROCESSES for the management, planning, seled
n, implementation, commissioning, modification, VERIFICATION, and maintenance of

funclion explicitly include measures for mitigating the effects jthat can be caused b
DISTYRBANCES and be documented.

It is| recommended that a competent person has overall responsibility for managing
mitigation of the effects that can be caused by EM_BISTURBANCES on the ME EQUIPMENT ¢
SYSTEM. It is also recommended that appropriate COMPETENCE is made available throughou
EXPECTED SERVICE LIFE.

Identification: By assessment of the design:for conformance with this document.

Mitig
this

A.1.1

Aim
EM D
and

Desq
ME E
EM D

ation: By using the techniques.and measures such as, for example, those describ
locument (or equivalent techniques and measures as documented).

p Techniques and measures for use when creating a design specification

To help ensure that the design specification includes all reasonably foresegq
STURBANCES and-their EMI effects are taken into account in the specification of the sy
ts subsystems@and component parts.

NUIPMENT.Or ME SYSTEM will achieve BASIC SAFETY and ESSENTIAL PERFORMANCE despitd
STURBANCES throughout the EXPECTED SERVICE LIFE.
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Eription:_Specify and use appropriate techniques and measures to help ensure thaf the
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on-operation when operation is required;
peration when no operation is required; and

nintended or inaccurate operations.

It is recommended that the specifications for techniques and measures for MITIGATING the
effects that can be caused by EM DISTURBANCES are complete, free from errors and
contradictions, and easy to verify.
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It is recommended that the design specifications with regard to EM DISTURBANCES and their EMI
effects are specified using a variety of semi-formal and formal modelling techniques, for
example those listed in the bibliography under “VERIFICATION/validation and other techniques
(not specifically related to EM DISTURBANCES), a preliminary HAZARDS analysis as a semi-
quantitative technique to be used in the initial design PROCESS, and Taguchi's "Design of
Experiments" (see [771]).

Whichever techniques are chosen, take into account the potential effects of EM DISTURBANCES
on the hardware and software. Typically, this might include consideration of the possibility of
corruption of data and program memory content, corruption of data in transit on internal or
external serial or parallel buses and their consequent effects on the safe operation of the ME
SYSTEM.

Put more simply: EM DISTURBANCES (including intentional EMI (IEMI)) can contribute tg the
probpbility of a HAZARD occurring and its effects either eliminated, mitigated, or accommodated
using appropriate techniques and measures such as, for example, those described in| this
document.

It is fecommended that this activity takes fully into account the fact that-EM DISTURBANCEY and
EMI kan cause an effectively infinite variety of:

a) dny of noisy, degraded, distorted, false, delayed, retprioritized, overvoltage, | etc.
cpntrols/signals/data, both intermittently and continuously;

b) jny of under/over voltages, noises, dropouts, and intefruptions, lasting from less than one
icrosecond to many seconds, minutes, even permanent, in one or any number of AC or
OC power supplies, both intermittently and continuously;

c) any of waveform distortions, frequency perturbations in any number of AC power supplies,
lus phase and voltage imbalances in multi-phase supplies;

d) dne or more combinations of any of the:above, occurring in any number of signal paths or
wer supplies, simultaneously or in any critical time relationship.

Itis fecommended that the design speecification states the selection of techniques and meagures
to be used for achieving adequate mitigation of the effects that can be caused by EM
DISTURBANCES to the ME EQUIPMENT or ME SYSTEM or its subsystems or component parts to|help
achi¢ve BASIC SAFETY and ESSENTIAL PERFORMANCE in its expected operational environments
over|its EXPECTED SERVICE LIFE.

References: See the 'list in the bibliography under “VERIFICATION/validation and o¢ther
techpiques (not specifically related to EM DISTURBANCES)”.

A.1.3 Specifying EMC test standards to help ensure availability

Aim3] To(help ensure adequate availability of the ME EQUIPMENT or ME SYSTEM and all o¢f its
syste¢ms’ that help achieve BASIC SAFETY or ESSENTIAL PERFORMANCE throughout the EXPELTED

SERWEE—HF o that naci~s asarcTN, onA CoorEMTIAL DA IANMAE o maintainad talanal | t
T O o SU— tTat DASTO oA I arnu COSEINTIACT T ERTORNvimiNGE—arc— rrantanTcU— taniTy Into

account availability, throughput rate, production rate, and other financial and mission-critical
needs.

Description:

a) To help ensure that both intentional and unintentional ELECTROMAGNETIC EMISSIONS,
throughout the expected service life, do not exceed levels that are likely to affect other
equipment.

b) To help ensure that the reasonably foreseeable normal operational ELECTROMAGNETIC
ENVIRONMENT does not cause sufficient EMI to activate any safe failure modes, ensuring
adequate availability of the ME EQUIPMENT or ME SYSTEM throughout the expected service life.


https://iecnorm.com/api/?name=58e7a45969c55794aca6f137e0a8581f

IEC TS 60601-4-6:2024 © |EC 2024 -17 -

EMISSIONS and IMMUNITY tests are selected from the IEC (including CISPR) series of EMC
EMISSIONS and IMMUNITY test methods considered appropriate for both the intended application
and the expected ELECTROMAGNETIC ENVIRONMENT(S) throughout the EXPECTED SERVICE LIFE (see
the bibliography under “IEC, I1SO, IEEE, and CISPR standardized EMC test methods”). It is
recommended that the assessment of the expected ELECTROMAGNETIC ENVIRONMENT includes
both inter-system and intra-system electromagnetic energy coupling paths.

However, other types of EMC tests can be more appropriate than IEC or CISPR, especially for
automotive, rail, aerospace, military, etc., applications and environments for which specific
EMC test standards have been developed (see the bibliography under “Automative industry
EMC test standards” to “ITE, telecommunications and wireless industry EMC test standards”.).
Whefe appropriate EMC test standards are unavailable, it can be applicable for| the
MANUFACTURER to specify their own test methods and acceptance criteria.

To cprrespond to the predicted ELECTROMAGNETIC ENVIRONMENT and the application, it cgn be
applicable to modify the test standards. For example an EMISSIONS limit can bereduced oyer a
certdin frequency range because of the close proximity of certain sensitive"equipment off can
be extended by some gigahertz to help protect certain wireless communications.

EXAMPLE 1: ME EQUIPMENT or an ME EQUIPMENT located near an airport or harbor can be tested for ragliated
IMMUNITY using the IEC 61000-4-3 method modified to simulate the nearby radar levels, frequencies, moduldtions,
pulse|repetition rates, etc., in addition to the tests specified in the relevant test'standard (e.g. IEC 60601-1-2)

EXAMPLE 2: Most ME EQUIPMENT and ME SYSTEMS will be exposed, to, close-proximity transmitting PORTABLE
electrpnic devices (T-PEDs), radio-frequency identification (RFID) readers, and/or machine-to-machine (M2M)
transritters, and wireless-data-enabled laptops, tablets, PDAs, e-book’readers and the like. Consequently| their
IMMUNITY can be tested accordingly, probably requiring the application of test standards such as [224] and/or [317],
in adqition to the other EMC IMMUNITY tests that have been selecied.

EXAMPLE 3: Proximity to high-power electrical installations."can expose ME EQUIPMENT or ME SYSTEMS to|large
magngtic fields, high-amplitude conducted noise at frequencies from DC to at least 10 kHz, and/or high-gnergy
radiated and conducted transients requiring appropriate.testing in addition to the other EMC IMMUNITY tests that have
been pelected.

Also| an IMMUNITY TEST LEVEL can be in¢feased over a certain frequency range, or extended to
higher frequencies, because of the close proximity of certain "noisy" equipment (for example,
radig-frequency materials processing equipment operating with high RF power in an ISM hand,
a radio-communications transmitter, or a SPECIAL ENVIRONMENT.).

It cap also be useful to, modify standard testing to help confirm that specific aspects of the
equipment's performanceare adequately tested, for example, by extending test frequencigs to
help|confirm that the_performance of the system clock is adequately tested. The tablgs of
recommended tests.in IEC 61000-1-2 and IEC 61000-6-7 can assist with identifying farifield
IMMUNITY tests. Near-field IMMUNITY testing (for an example, see [317]) can also be approgriate
for sjtuations-where PORTABLE radio transmitters (such as mobile phones, cellphones, Wi-Fi,
Bluelooth,_etes) could be in very close proximity to the equipment.

IMMUNITY levels can be increased to account for test measurement uncertainty. Testing at the
specified TTrmit only provides a b0 % coniidence inierval that the IMMUNITY level has been applied
as there is equal probability that the IMMUNITY level applied is plus or minus the specified limit.
Safety standards such as IEC 60601-1-2 do not mandate a particular confidence level for
electromagnetic measures, but for EMC tests a minimum 95 % confidence interval is
recommended. Further guidance is in [10].

See Clause 5 and [11] to [14] for discussions of the fact that no practicable IMMUNITY testing
plan can, on its own, demonstrate sufficient confidence that EM DISTURBANCES will not cause
unacceptable degradation of BASIC SAFETY or ESSENTIAL PERFORMANCE throughout the EXPECTED
SERVICE LIFE.

Other appropriate techniques and measures such as, for example, those described in this
document, are also needed to help achieve BASIC SAFETY or ESSENTIAL PERFORMANCE with regard
to EM DISTURBANCES.
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Identification: Make certain to devise a test plan by persons competent in applying the selected
EMC tests and carry out VERIFICATION and validation testing according to this plan, as described
in A.5.

It is recommended that VERIFICATION tests (see A.5) are applied to all relevant components of
ME EQUIPMENT and ME SYSTEMS, ideally by the MANUFACTURER, during the integration phase.

It is recommended that validation tests (see A.5) are applied to the complete ME EQUIPMENT or
ME SYSTEM, functioning in its final configuration in its intended application and environment.

It is recommen ded — ¥ty a abte; andard are—apphed—s
highest practicable level of assembly of the ME EQUIPMENT or ME SYSTEM or its subsystems| and
the likely limitations and consequences of the partial testing documented. In addition,| it is
recommended that in situ EMC testing is carried out where practicable, for examples; by Using
the methodology described in [600].

It is fecommended that the IMMUNITY tests show that the tested items, equipment, or systems
are ynaffected at the applied test levels (i.e. their good electromagnetic design, plus filtgring,
shielding, etc. offers adequate protection against the EM DISTURBANCES())

The point of complying with IMMUNITY test standards is to maintain the intended availabilfty of
the ME EQUIPMENT or ME SYSTEM. To that end, it is recommended that components| and
subslystems intended for incorporation into ME EQUIPMENT ofkan ME SYSTEM not fail during these
testg — unless they fail to a PDS and this situation is adequately documented.

For the same reason, it is recommended that functions that help achieve BASIC SAFETY or
ESSENTIAL PERFORMANCE are not triggered during: these tests — unless this is adequptely
addrgessed in the documentation.

It is lecommended that functions that help.achieve BASIC SAFETY or ESSENTIAL PERFORMANCE are
never inhibited from operating as a restlt of these tests, which can require certain technigues
and measures to be used, such as — for example — some of those described in this docunjent.

It is fecommended that the results of the testing according to the plan are documented| and
assejssed against the relevant design specification. It is also recommended that any unexpgcted
or arjomalous behaviour jsiinvestigated, the underlying causes corrected, and the work invglved
documented.

It is fecommended. that the tests are carried out in a manner that provides sufficient confidence
that fomplianceywith them will be maintained throughout the EXPECTED SERVICE LIFE.

EXAMPLE 45-Some MANUFACTURERS take equipment that complies with its specified EMC EMISSIONS and IMMUNITY
test sfandards, artificially age it using well-established acceleration techniques, then retest the aged units to check
that they«still comply with those EMC test standards.

Mitigation: By competently modifying the design using good electromagnetic engineering
practices (see A.3.27) until the test specifications are met in a way that indicates their
maintenance throughout the EXPECTED SERVICE LIFE.

NOTE 1 Compliance with EMC regulations applicable in the country of application is generally a starting point for
this specification exercise, but is almost never sufficient, because complying with the conventional EMC test
standards alone is generally insufficient for achieving sufficient mitigation of the effects that can be caused by EM
DISTURBANCES (see Clause 4 and [11] to [14]).

NOTE 2 Manufacturers are not necessarily precluded from doing these tests themselves or constrained to using
certain types of third-party test laboratories.

The degree of accuracy, confidence, test accreditation and independence needed for these
tests is — like most BASIC SAFETY or ESSENTIAL PERFORMANCE issues — generally dependent on
the RISK level, and therefore determined by the MANUFACTURER.
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References: The bibliography under “Assessing the ELECTROMAGNETIC ENVIRONMENT, and
detecting threats” includes some references on assessing ELECTROMAGNETIC ENVIRONMENTS and
some relevant standards from different industries and application areas.

A1.4 Protecting against high impact, unusual and malicious EM DISTURBANCES

Aim: To help achieve BASIC SAFETY and ESSENTIAL PERFORMANCE where the occurrence of high
impact, unusual and malicious EM DISTURBANCES could reasonably be foreseen and cause
temporary disturbance and/or permanent damage to hardware (electronic components,
interconnections, etc.).

Desg¢ription: Examples of unusual EM DISTURBANCES include: very near proximity lighfning
stroKe, unusual ELECTROSTATIC DISCHARGE (ESD) events and transients, such as corona,due to
a nearby power fault or high-voltage switching event. Examples of malicious EM DISTURBANCES
include HEMP, IEMI and jamming of wireless channels (see [661] [38] [659] [660]-and [66R]).

Identification: By specifying appropriate environments, selecting appropriate techniques| and
measures for helping to achieve sufficient mitigation of the effects that.¢an be caused by EM
DISTURBANCES and performing appropriate tests, using (for example)cthe relevant documents
and standards listed in the bibliography.

Maké certain to devise a test plan by persons competent in applying the selected EMC [ests
and ¢arry out VERIFICATION and validation testing according.to.this plan, as described in A|5.

VERIFICATION tests (see A.5) are applied to all component parts and subsystems tp be
incofporated in the ME EQUIPMENT or ME SYSTEM, id@ally by their MANUFACTURERS, during the
integration phase.

It is fecommended that validation tests (see A¢5) are applied to the complete ME EQUIPMENT or
ME S[ySTEM in its final configuration in its, intended application, running a typical application
progfam. Where this is not practicable, tiis recommended that the standard tests are applied
at the highest practicable level of assembly of the ME EQUIPMENT or ME SYSTEM or its subsystems
and the likely limitations and consequences of the partial testing documented. Some of these
testd might involve in situ testingiwith EM DISTURBANCES.

Mitigation: Where it is considered necessary to cope with the occurrence of one or more such
highlimpact EM DISTURBANCES throughout the EXPECTED SERVICE LIFE, it is recommended| that
apprppriate mitigation he applied, for example, as described in documents listed under “Good
EMQ engineering for systems and installation” or “Good EMC engineering for individual ifems
of equipment”, to pass the relevant tests.

Alternatively,.a@ppropriate techniques and measures could be applied to detect inhibition or false
operption of the functions that help achieve BASIC SAFETY or ESSENTIAL PERFORMANCE and cpuse
it to [default to a redundant or backup function that provides at least a minimal level of BASIC
SAFEMYOor ESSENTIAL RPEREFORMANCE -To aid fault attribution-and rhgnnnchr‘c it is recommended
that the fault detection is correlated to independent EMI event detect|on and monitoring (see
A.2.10).

The redundant or backup function that provides at least a minimal level of BASIC SAFETY or
ESSENTIAL PERFORMANCE could be normally completely disengaged from all power and signals,
so that it is more likely to survive these powerful electromagnetic events and minimize common-
cause failures.

A redundant or backup function that provides at least a minimal level of BASIC SAFETY or
ESSENTIAL PERFORMANCE that uses low-technology electronics (i.e. does not use programmable
electronics) is more likely to survive such powerful electromagnetic events, with a non-electrical
backup system likely to be the most rugged. A non-electrical backup system is one based on
mechanical, hydraulic and/or pneumatic technologies alone (i.e., with no electrical or electronic
control).
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NOTE The military and defence sectors have their own sets of standards for these high-power EM DISTURBANCES.
See the relevant references in the bibliography for examples.

A.2

Techniques and measures that might be helpful in system design

A.2.1 General

This subclause describes various techniques and measures to help achieve and maintain
adequate mitigation of the effects that can be caused by EM DISTURBANCES to ME EQUIPMENT and
ME SYSTEMS.

During the operation of ME EQUIPMENT or an ME SYSTEM, EM DISTURBANCES might cause hard
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systeém to the variety of EM DISTURBANCES described in A.1.

Som
if teg

Whe

the ME EQUIPMENT or ME SYSTEM concerned, and the_effectiveness as shown in Table B

bein
appl!

A.2.]

Aim
PERF
PERF
for B
not
PERF

Des(
crea
or ES
ESSH

inction in the form of corruption of data in memories, and corruption of signals‘on
bss and control bus lines and interfaces.

in turn can cause software, and hence the system, to malfunction, possibly*preventin

measures be applied accordingly, bearing in mind all the possible susceptibilities o

b suitable techniques and measures are described in A.3 to.A.8. Alternatives can be
hnical justifications are documented.

e a technique or measure in this subclause applies té.a technology that is not releva

j HE, it is recommended that a justification fof)why that technique or measure wa
ed is documented (see 5.3).

4 Separating system parts necessary’for achieving BASIC SAFETY or ESSENTIAL
PERFORMANCE from system parts that are not important for BASIC SAFETY or
ESSENTIAL PERFORMANCE

To separate the system paris necessary for achieving BASIC SAFETY or ESSE
ORMANCE from system parts“that are not important for BASIC SAFETY or ESSE
ORMANCE, so that the EM.DISTURBANCES created by the system parts that are not impo
\SIC SAFETY or ESSENTIAL PERFORMANCE, or the consequences of EMI occurring in ther
pffect the system parts that are necessary for achieving BASIC SAFETY or ESSE
ORMANCE.

tription: In the.Specification, it is recommended that it is decided whether it is possih
e a complete or partial separation of the system parts necessary for achieving BASIC SA
SENTIAL PERFORMANCE, from the system parts that are not important for BASIC SAFE]
NTIAL'PERFORMANCE.

Identification: |t is recommended that clear specifications are written for the interfs
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Possible remaining routes for interference that could create coupling between the system parts
necessary for achieving BASIC SAFETY or ESSENTIAL PERFORMANCE and the system parts that are
not important for BASIC SAFETY or ESSENTIAL PERFORMANCE can be identified and documented,
such that appropriate techniques and measures can be implemented to address them, such as
those described in this document.

Mitigation: By applying the above interface specifications throughout all project stages, plus
VERIFYING and validating that the specifications have been correctly applied at all project stages,
and at the end.
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Reference: [125]

NOTE This technique concerns the physical separation of hardware and the connections made between items of
hardware (i.e. their communication, power, and physical interfaces).

A.2.3 Recording how the design specifications are achieved through design choices

Aim: To produce a stable design of the ME EQUIPMENT or ME SYSTEM, and any part of it, in
conformance with its design specification (see A.1).

Description: This is where the design choices, mitigation strategies, techniques and their
justifieationsane s—used-to ywith-the-design-specificationare-doctumented.

G O v, atio cl aOCU

The
suffi

e will typically include EMI filtering, separation, segregation, grounding and,‘shielfling,
ient at least to meet normal test standards for ELECTROMAGNETIC IMMUNITY together| with
a selection of techniques and measures such as (for example) those described in this document
according to their effectiveness for the RISK level as determined by the MANUFACTURER.| See
also|A.3.27.

Identification: The checklists in Annex A provide a non-exhaustive selection of techniqueg and
measgures that are likely to be applicable during the design PROCESS and for the pragtical
implémentation. Additional techniques can be used if they are documented.

Mitigation: It is recommended that a list of all the appliCable techniques and measures is
documented, and that this also records the justificationsdor not implementing any rated HE|(see
5.3).|It is recommended that the documentation shows, that the parts of the design specification
that felate to the RISK levels have been fulfilled.

NOTH 1 Itis generally impractical to demonstrate/verifylvalidate that a set of electromagnetic mitigation techrjiques
and measures alone is sufficient for any particular RISKlevels.

NOTH 2 The RISK level can be used to determine-the degree of COMPETENCE, amount of detail, amount of work, and
amoupt of documentation involved.

A.2.4 Co-design electromagnetically diverse hardware/software in redundant
channels

Aim) To detect and/or correct systematic failures using multiple electromagnetically dijerse
hardware channels and/er software components, to reduce the likelihood that the common-
causle characteristics/of*EM DISTURBANCES will cause an incorrect output to be created.

Des¢ription: Electromagnetically diverse hardware and software designs have different mpdes
and fates of fdilure due to EM DISTURBANCES.

Hardwaré and software diversity are often described as being different types of techniqueg and
measures. However, these days some traditional hardware diversity techniques and meagures
mig i i i ; iti versity
techniques and measures might now be more effectively accomplished in hardware (for
example, by using field-programmable gate arrays (FPGAs)) — so co-design is preferred.

It is recommended that hardware and software designers work together (i.e. co-design) to
achieve the desired overall diversity in the most effective way in order to meet the design
specification and RISK levels.

Identification / Mitigation for diverse hardware:

Where ME EQUIPMENT or an ME SYSTEM uses redundant hardware "channels" with comparison or
voting on their outputs to detect and/or correct errors or faults, it is recommended that these
channels be electromagnetically diverse.
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This helps reduce the probability of systematic common cause errors or failures when the
ME EQUIPMENT or ME SYSTEM experiences EM DISTURBANCES and helps to increase the probability
of detecting such errors and failures, surviving them, and maintaining availability.

Methods for achieving electromagnetically diverse hardware channels include (but are not
limited to):

a) Different physical principles, such as sensing different but related physical parameters, for
example, the temperature and pressure of a sealed vessel, using resistances and
thermocouple voltages to measure temperature; etc.

b) ernal
structures.

c) Algorithms that use different techniques to solve the same problem or calculate(the game
results.

d) Different methods of physical realization, such as using shielded cables, wireless or fiber-
optics for communications.

e) Ypatial separation, so that an EM DISTURBANCE or ionizing radiation.\track is likely to|only
affect one of the redundant channels.

f) LUocating each item of equipment in a different ELECTROMAGNET{C'EENVIRONMENT.

g) Routing cables such that each cable runs through, @ )different ELECTROMAGNETIC
ENVIRONMENT.

h) Different circuit design principles, such as operating(oh a signal, the value of whi¢h is

represented as either a voltage; current; frequency; mark-space ratio; digital code, etd.

unctional diversity, i.e. the use of different approaches to achieve the same result, such
analogue, digital, or optical electronic technologies.

echanical, hydraulic, and pneumatic technologies have the advantage of being immupe to

here different channels are synehronized to the same clock, operating them out ofstep
ith each other. Ideally, operating redundant channels non-synchronously.

here different communication channels, sensors, etc., use specific narrowpand
flequencies, ensure that(@ach of them uses frequencies that are not harmonically related to
the others. Examples -include linear variable displacement transducers (LVDTs), dtrain
gauges and other bridge measurements run on AC, Doppler sensors for velocity, metal
etectors, solid-state gyroscopes, and any sensor, transducer or other type of circuif that
uses phase-sensitive detection, phase-locked loops, or very narrow band-pass filters.

n) Hrovide different channels with power from different, independent sources.

An example-of'using diversity in a multi-channel control system (many other ways are possible):

Two reddndant, identical electronic sensors are mounted on the same printed circuit boand, or
in the same integrated circuit, and sense the same physical parameter (for example, the
position, velocity, temperature, gas concentration, etc.). A comparator checks whether their
outputs agree and switches the ME EQUIPMENT or ME SYSTEM into a safe state when they do not.

Because the sensors are so close together, they share the same ELECTROMAGNETIC
ENVIRONMENT, which means that they experience the same EM DISTURBANCES at the same time.

A common effect of EM DISTURBANCES on electronic sensors is to cause a positive or negative
"zero shift"; when this occurs, both of these sensors will give false high or low measurements
at the same time.
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If large enough, EM DISTURBANCES can cause zero-shifts in many types of sensors of as much
as full scale deflection (FSD), but the comparator will be unable to detect any false high or low
measurements, even up to +tFSD, because both sensors have the same (false) output at the
same time. The ME EQUIPMENT or ME SYSTEM would not be switched into a safe state, even if the
errors in the sensor signals resulted in unsafe operation (if, for example, the position were too
far or not far enough; the velocity, temperature, or gas concentration were too high or too low;
etc.).

However, introducing electromagnetic diversity by connecting one of the sensors so that it
produces signals that are inverted with regard to the other, and restoring the correct polarity at
its input to the comparator, makes it highly probable that the sensors' zero-shifts, due to
EM DJSTURBANCES, would in fact be detected by the comparator.

Identification / Mitigation for diverse software:

The [first option for electromagnetic diversity of software is to use two or more indeperident
software components to implement the same function, where each component is designed and
coded separately and uses different partitions of memory for its data (and might use different
algofithms where this is feasible). To avoid common conceptional error§-itsis reasonable to have
the diverse software developed by different people.

Diffefences in the outputs of these components are detected by the software itself or by means
of cdmparison or voting logic as for hardware redundancy.

The rationale for the use of electromagnetically diverse\software components is that a memory
corryption or incorrect instruction execution caused{by”EM DISTURBANCES might not affect|both
(all) pf the diverse software components. If it does;\then the effects of the EMI will, in general,
be dffferent, allowing the comparison or voting legic to detect the error.

The [second option for electromagnetically diverse software is to use an electromagnetically
divelse monitor: a software component-that checks the expected output of the main software
against the actual output, to help ensure safe (but not necessarily correct) behaviour.

The glectromagnetically diverse-monitor continually checks the output of the main softwarg and
prevents the system enteringuan unsafe state, either by means of a separate output ar by
brinding the main software back to a correct state.

An ¢lectromagnetically Jdiverse monitor is usually simpler than achieving electromagnetically
divefse main software. If not, it is equivalent to a redundant implementation.

It might be helpful to implement the electromagnetically diverse monitor on a separate computer
to reduce the likelihood of the main software and the diverse software monitor being affgcted
in the sameé way by the same EM DISTURBANCE.

If a separate computer is not used then it is applicable for the electromagnetically diverse
monitor to be capable of operating (and, in particular, capable of recovering from EMI-induced
errors) independently of the main software, for example, in a different PROCESS or task using
separate memory areas.

Electromagnetically diverse software of both kinds can be combined with electromagnetically
diverse hardware (using different input channels and/or processors) to further reduce the
likelihood of common cause errors due to EMI.

Extending the method to three or more channels needs a voting function that is sufficiently
reliable and adequately resistant to EM DISTURBANCES for the specified RISK level. This voter can
have a reliability (despite EMI) that corresponds to the improvement in confidence that is the
purpose of using the multiple channels. Various techniques can be used to do this, for example,
dynamic self-testing as described in A.3.22.
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Where such voting is used it can be assumed, given sufficient confidence in the
electromagnetically diverse behaviour of the channels, that channels that meet the
specifications for the voting function are operating correctly. Whilst the voting result is positive
the system can maintain BASIC SAFETY and ESSENTIAL PERFORMANCE without any need to fail to
a safe state.

In the absence of a safe state, the use of a sufficient number of redundant electromagnetically
diverse technology channels with a voting function is one of the most important methods for
maintaining ESSENTIAL PERFORMANCE.

NOTE 1 Bear in mind that functionally equivalent items of hardware from the same or alternative suppliers might
not bghave sufficiently differently when subjected to the same EM DISTURBANCE. In this case their internal hargware
and/of software design are not sufficiently electromagnetically diverse.

NOTH 2 It can be possible to suspend operation for a period of time until the channels agree once'more, without
degrading ESSENTIAL PERFORMANCE. This helps to maintain availability by reducing the number of times the system
fails tp a safe state as the result of temporary or transient EMI, and so reduces the possibility that‘users will modify
the system and unintentionally compromise BASIC SAFETY or ESSENTIAL PERFORMANCE (an exaniple of foresgeable
misusle).

NOTH 3 EM DISTURBANCES can cause software instructions or data to change, due o corruption of instrfiction
addrjs and/or data bus.

Refgrences: Methods of partitioning software on the same computer: [113] to [115] and [122]
to [1R5]. Common cause failures: [746]

A.2.% System integration, installation, and commissioning

Aim] To help ensure that sufficient mitigation of)the effects that can be caused by EM
DISTURBANCES is correctly considered when parts. of the system that have been separptely
testgd are brought together to form the complete\functional system.

Desg¢ription: Most systems are constructed-from a variety of functional modules and muljtiple
comimercially sourced products.

Each part can be designed and verified as being suitably resistant to EM DISTURBANCES [(see
A.8)) however, further attention‘is-needed when the individual parts of the system are holsed
and [connected, including thelshared power supplies and system interconnections that| can
create additional opportunities for EMI to occur or its effects to be propagated within the sygtem.

Typi¢al system-level EMI issues might occur through, for example, the inappropriate seleftion
of cable types; cable segregation issues (such as crosstalk); unsuitable earthing/grourding
strudtures; commaon’cause failures due to EMI, etc.

It is lecommended that the approach taken to avoid an increase in system-wide EM DISTURBANCE
vulngrability due to system integration (physical, electrical, and functional) is documented

Identification: By independent assessment of the design and realization of the integration
against relevant good electromagnetic engineering practices for systems and installations (see
A.3.27).

The use of event data recorders (e.g. non-volatile memory that stores events) within the system
might help to pinpoint the likely causes of malfunction, (see A.2.6), and data communication
error counts might provide an indication of EM DISTURBANCES influencing communications
networks or systems.

Mitigation: By modification of the relevant design to the satisfaction of the appointed
independent assessors.
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A.2.6 Fault detection and event data recording for later diagnosis

Aim: To increase the probability of localizing malfunctions caused by EM DISTURBANCES.

Description: Unless physical damage is caused by EMI, there is usually no evidence that it
has occurred, other than a transient malfunction of the system, which might not even be noticed
at the time.

Physical damage caused by EM DISTURBANCES is also likely to be misdiagnosed unless
EM DISTURBANCE detection is used to correlate events.

An gvent data recorder (EDR) can be used to enable the establishment of evidence(ihjat a
malflinction, which could have been caused by EM DISTURBANCES, has occurred.

Whehever an anomaly is detected (such as an out-of-range data value, checksum fallure,
sequencing error, etc.) relevant data can be recorded. For example, electromagnetically dijerse
software might reveal implementation errors via the discrepancy of results during operatioh, so
all slich discrepancies are timestamped and logged in an EDR (when onelis used).

This|data can then be analysed statistically in real time or at some’later time to detect and
diaghose trends due to sporadic failures and to propose remedial action.

Datal captured by an EDR can only reflect the events and:malfunctions it has been designed
and |programmed to detect and record. Consequently; to be practically useful, [t is
recojnmended that an EDR stores information for(the sort of event types adequat¢ for
diagnosing the system behaviour retrospectively.

To gid fault attribution and diagnostics, it is.recommended that the fault detection is {ime-
corrglated to the independent EMI event detéction (see A.2.10).

Identification: A routine can be called.€ach time a malfunction is detected and usually recprds,
at thp very least, the data itself and.a time stamp code.

It is hecessary for the resolution of the data recorded and its sample rate to be adequate for
meaningful subsequent analysis.

Depénding on the type-of'event recorder used and its mode of operation, pre-event data setfings
might also be important.

Depeénding on‘the size of the system and the level of the RISk, the EDR might be physically
train

and
trends.

It is recommended that future designs, or modifications to the existing design, take the resulting
information into account to keep pace with the worsening of the ELECTROMAGNETIC
ENVIRONMENT, and also to improve the techniques and measures used for helping to achieve
sufficient mitigation of the effects that can be caused by EM DISTURBANCES.

NOTE 1 Also see the anti-tampering techniques and measures in A.2.11.

NOTE 2 It can be applicable to consider increasing the ELECTROMAGNETIC IMMUNITY of the EDR, by using the
techniques and measures such as, for example, those detailed in this document, to help ensure that an
electromagnetic event that affects the ME EQUIPMENT or ME SYSTEM does not also affect the data stored in the EDR.
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A.2.7 Improving mitigation of the effects that can be caused by EM DISTURBANCES in
communication links

A.2.7.1 General

Overall aim: To help confirm that communication links have sufficient mitigation of the effects
that can be caused by EM DISTURBANCES, where their functional performance is necessary for
helping achieve BASIC SAFETY or ESSENTIAL PERFORMANCE.

This applies to, but is not limited to, communications links such as networks (for example, CAN,
Profibus, Ethernet, wireless links including wide/local area networks, etc.); backplanes (for
exampte;, VME);, primtedTircuit boardsanmdevermron=chipimterconmect;

Overall description: Communication links can be made more robust to improve mitigation of
the gffects that can be caused by EM DISTURBANCES, by applying suitable hardware;and software
techpiques and measures.

Overall Identification/mitigation: It is recommended that hardware and; seftware technigues
and neasures are used, individually or together, to improve the reliability.of the communication
links| with regard to EM DISTURBANCES. Suitable hardware technigues exist, such as } for
example — those described in this document. Suitable software techniques include, but ar¢ not
limit¢d to, those set out in A.2.7.2 to A.2.7.4.

Wireless links are especially susceptible to EM DISTURBANGES (see A.3.26).
References: [100] to [102].

A.2.7.2 Error detection on parallel or serial-buses

Desg¢ription: Redundant data is appended te:the actual data using error detection coding (EDC)
and error correction coding (ECC) techniques (for examples, see A.3.12 to A.3.14).

This| enables the detection of data corruption using techniques such as parity or dyclic
redupdancy checking (CRC).

Once data corruption is detected, appropriate action can be taken to maintain the ESSENTIAL
PERFORMANCE, as described in the documentation. For example, various retry schemes gould
be uged to improve thereliability of the link (at the expense of the overall system performance).

Wherle the safety~.document for a subsystem or component part includes a PDS, it can prgvide
suffigient detailon it to allow its correct use by a safety system's designer.

A.2.7.3 Error correction on serial or parallel buses

S Tla H HEH tle : 4 oot I 4l ol : lo i
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level of error correction is possible in order to both detect corruption and also correct for its
effects.

Various error correcting code (ECC) schemes (see A.3.12 to A.3.14) can be used to improve
the reliability of the link at the expense of a reduced data rate.

Whenever error correction occurs, it is recommended that this is logged to aid later diagnosis
(see A.2.5).
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A.2.7.4 Protection of a sequence

Description: When there is a stream of data packets on a data bus or communications link the
packets might be duplicated, corrupted, delayed or lost during transmission possibly due to
EMI.

Extra sequence codes can be appended to each packet to enable detection of delayed, lost, or
duplicated packets.

Various techniques and measures in this document can be used at the packet level, for
example, even just a single bit can be alternated between packets to detect a single packet
failufe (omission or duplication) (for example, see [107]).

Morg elaborate techniques are needed to detect multiple packet failures or corruption:
Identification: Depends on the technique used for marking the sequence of,thé packets.

A.2.7.5 Wireless mesh data communications networks

Desg¢ription: Creates multiple geographically diverse wireless data communication links to
imprpve the redundancy of data communications. Wireless mesh*networks are being rmade
incrgasingly cost-effective by the creation of low-cost commergialproducts intended to be psed
in the "Internet of Things" (loT).

Identification: A wireless mesh network (WMN) is a cemmunications network made up of fadio
nodgs organized in a mesh topology. It is also a form of wireless ad hoc network. Wirgless
mesh networks often consist of mesh clients, meshrouters and gateways. The mesh clients are
ofter] laptops, cell phones, sensors, and other wireless devices while the mesh routers forward
traffic to and from the gateways which can, but'need not, be connected to the Internet.

The foverage area of the radio nodes .working as a single network is sometimes called a mesh
cloud. Access to this mesh cloud is dependent on the radio nodes working in harmony with pach
othef to create a radio network.

A mgsh network is reliable andoffers redundancy. When one node can no longer operatg, the
rest [of the nodes can still ' communicate with each other, directly or through one or more
intermediate nodes, as.long as the nodes have been programmed to automatically adapt to
changes in the mesh(Wireless mesh networks can be programmed to self-form and self-heal.

Wireless mesh-‘hetworks can be implemented with various wireless technologies inclyding
802.111, 802.1454.802.16, cellular technologies and need not be restricted to any one technglogy
or prptocol.X(From https://en.wikipedia.org/wiki/Wireless_mesh_network).

Mitigation: The geographically diverse redundant nature of an automatically adaptive mesh
network helps to ensure that data communication I1s maintained despite EM DISTURBANCES,
because they tend to occur at high enough levels to cause EMI only over relatively small areas.

Accordingly: the larger the size of the mesh network, and the more redundant paths exist in the
network, the greater is the mitigation of the effects that can be caused in data communications
with regard to the effects of EM DISTURBANCES.

It is common to create mesh networks using all the same wireless technologies and frequency
bands, however, additional protection against degradation of data communications as the result
of EM DISTURBANCES can be achieved by using different technologies and frequency bands in
the network. See also A.3.26.
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A.2.8 Synchronization and resynchronization techniques

Aim: To improve the availability of a synchronous function or system in the event of a detected
EMI-induced corruption.

Description: The ability of a synchronous function or system to detect that it is running
abnormally and then reset its own state, or the state of the system, whilst maintaining its
ESSENTIAL PERFORMANCE.

For example, in some processor architectures EM DISTURBANCES can cause a processing
exception due to corrupt data or the incorrect execution of an instruction.

Identification: By any appropriate techniques and measures, such as (for exampley those
described in this document.

Mitigation: A clear and understandable system design concept is needed for the crediblg and
pracfical implementation of this technique.

Different techniques might be needed to resynchronize continuods and non-continpous
synchronous systems.

Such resets or resynchronizations are to be safely tolerated by the application.

The pse of low-level programming features is useful tolimplement state resynchronization, or
to refurn the system to a safe state.

It i recommended that the wuse of buil-in exception handling (for example:
httpg://en.wikipedia.org/wiki/Exception_handligg) within the language runtime packagge or
operpting system is only be relied upon)if the resulting response is deterministic| and
accommodated as part of the overall design.

It is plso recommended that the use,of an electromagnetically diverse monitor be considered
(seelA.2.4).

NOTH The effectiveness of this technique depends on whether the function is intended for: continuous opefation;
to opgrate "on demand"; or where,any kind of system has no safe state.

A.2.9 Protection from persistent interference by monitoring retry counts

Aim) To help achieve adequate mitigation of the effects that can be caused by EM DISTURBANCES
during persistént-failures including those caused by EMI.

Desg¢ription: If a system is exposed to persistent EM DISTURBANCES to which it is susceptible,
causlinglit to suffer EMI, then the operation of the system might be severely affected or gven
halted:

For example, a communication link, even with a retry facility, might be so affected that no
message traffic can successfully be communicated.

Any defence mechanism relying on reactivation of a function or retransmission of a message
might be so affected that there is effectively a "denial of service" (DoS), which might or might
not be deliberate.

Identification: A task that continually monitors the retry counter values and timestamps of
functions, memory checkers, communication protocols, and any other function that uses a retry
or state recovery approach, to improve its perceived short-term reliability.
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This task itself would involve a check for "Liveness" [128], for example, a timeout in order to be
effective, preferably based on an electromagnetically diverse independent hardware watchdog
timer (see A.2.4 and A.3.20).

Mitigation: Possible approaches might be to switch to a backup system; to switch to document
operation; or to provide information to OPERATORS or maintainers. It is recommended that many
other possibilities for the end-use application are considered at the system design stage.

Reference [143] can also be of use in the case of near-continuous EMI.

NOT -6
operation.

A.2.10 Independent detection of EM DISTURBANCES and/or EMI

Aim] To help detect EM DISTURBANCES in the environment and/or EMI in the equipment.

pr-dgmand

Des¢ription: Independent detectors are used to sense the occurrence of certain types (idgally,
all types) of EM DISTURBANCES, although perhaps only when they exceed certain leveld. An
example is described in [664], and [665] describes current experience of a deployed [EMI
Detelctor. Several other types of detectors have been developedi usually by military/seqgurity

orgahizations.

Identification: Where certain electromagnetic signals are-hecessary for safe operation, such
as GJPS signals, some means to detect their absence or’jamming" is useful for maintenange of
ESSENTIAL PERFORMANCE. (Also see A.2.11, where the €ommunication link is electromagnetically

basgd).

An approach that relies on the internal resoureces of commercial off-the-shelf (COTS) deyices
operpting system logs and other internal data . and signals to provide valuable information gbout
whether EMI is being experienced, is intreduced in references [666] and [667]. An effective set
of sgnsors has been identified for computers and smartphones and it has been shown that these

observables were responsive to EM DISTURBANCES.

This|definition of observables.is,empirical as it involves only resources that are accessiljle to
users with simple or administrative rights in the operating system and which were not designed
by the COTS MANUFACTURERS to be used for EMC testing, or for anything to do with BASIC

SAFE[TY or ESSENTIAL PEREORMANCE.

Congequently, this approach could be improved by having CPU MANUFACTURERS and operating
syst¢m editors-provide more interfaces to gather low-level information about the health sjatus
of thle system)‘This approach has the benefits of allowing the design of a real-time remote

monitoringssystem for EM DISTURBANCES that cause EMI.

Mitigation: This technique can be used in many ways. for example:

a)

To help manage the external conducted and/or radiated ELECTROMAGNETIC ENVIRONMENT
throughout the EXPECTED SERVICE LIFE, for example, by displaying or sounding a warning —
or initiating other actions as documented — if the equipment starts to experience levels of
EM DISTURBANCE in excess of the level of IMMUNITY it was designed to withstand.

It could, for example, warn of the use of equipment using high RF power, such as a
diathermic heater, in too-close proximity. This technique has been used in hospitals to help
enforce their "no cellphones" policies by sounding a warning and could be helpful in
enforcing the walkie-talkie example in A.3.5.

By detecting a failure of electrostatic control measures (such as humidity control, static floor
re-treatments, etc.) that could expose equipment to higher levels of ESD than it was
designed to be able to cope with.
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(The usual maximum ESD test level in IMMUNITY standards is +8 kV, but levels of £25 kV or
more have been seen during reduced atmospheric humidity and the automobile industry has
tested to such levels for decades for this reason.

By making sure that certain sensor or transducer readings were ignored, or certain circuits
were reset, for the duration of an excessive disturbance.

This is a well-established technique for preventing intentional interference with machines
that can pay out money, for example gambling machines, change machines, automatic teller
machines (ATMs), etc. (A typical tool used for such IEMI is the cattle prod, which generates
impulses of around 35 kV.)

It has also been used with some very sensitive medical diagnostic instruments to warn when
to ignore their results because the ELECTROMAGNETIC ENVIRONMENt was noisier than|they
ere designed to cope with (sometimes at quite low levels, such as >1 V/m).

y recording data on the occurrence of certain types and/or levels of EM DISTURBANCES in
n EDR (see A.2.5), ideally with time-of-event correlation to help attribute and@iagnose the
uses of failures, after the fact.

y monitoring the internal ELECTROMAGNETIC ENVIRONMENT of equipfent that relies on
ternal shielding, filtering and/or surge protection so that if any of\them degrade, dnd if
at degradation permits higher-than-acceptable levels of EM DISTURBANCE to entel the
quipment, then action in accordance with the documentation garobe initiated.

t

e

Tlhis could be helpful in enforcing A.6.2 so that, for examplé€, if someone uses an incofrrect
type of shielded cable, or does not terminate it correctly,.an alarm is sounded.

1 Protection of systems from tampering via communication links to external
systems

Aim] To help maintain the BASIC SAFETY and ESSENTIAL PERFORMANCE of ME EQUIPMENT or
ME S[ySTEMS and/or of their subsystems or component parts that have external communichtion
links| especially with the internet, at least withiregard to adequate mitigation of the effectq that

can

pbe caused by EM DISTURBANCES.

Des¢ription: Many systems are connected to the internet or an intranet and as such are
vulng¢rable to hacking attacks, virus-infestation, Trojan attacks, spoofing (imitation of identity),

and

DoS attacks.

The offensive techniques can be used to access, change, or delete electronic data recorder

(EDR) records and to change programs to make them more vulnerable to EMI.

Identification: Typically, a firewall is used to prevent attack, enable protection of the EM| log,

and

For EDRs that’are built in, the removal and replacement record can be consulted.

eep a record of the attacks it has detected, together with any consequent actions.

Remember that it is the system integrator who is responsible for protecting the system from this
kind of threat (see A.1.4).

Mitigation: At least provide some protection of the EMI log by using a firewall to help prevent
attacks from succeeding. Actually, detecting and subsequently attributing a malicious event is
more likely to be effective in a broader context than just helping to achieve adequate mitigation
of the effects that can be caused by EM DISTURBANCES.

If the EDR log media is physically removable, then it is recommended that the records of its
removal and replacement are stored in a non-volatile memory that is built permanently into the
system.

In the event of the EMI log being tampered with this record can be consulted.
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Some EDR logs are built into the system and accessed interactively via a PORT. In this case it
is necessary to restrict access to "read only" so that the EDR data cannot be altered or deleted,
thus destroying possible evidence. EDR data can be encrypted to make tampering harder and
alteration easier to detect.

A.2.12 Robust, high-specification electromagnetic mitigation

Aim: To provide a benign "internal ELECTROMAGNETIC ENVIRONMENT" by reliably attenuating the
external ELECTROMAGNETIC ENVIRONMENT to a very high degree, throughout the EXPECTED
SERVICE LIFE.

Desg¢ription: A combination of high-specification electromagnetic mitigation inglyding
shielding, filtering, transient suppression, galvanic isolation, etc., traditionally taking. the [form
of almechanically rugged metal ENCLOSURE fitted with bulkhead-mounted cablecgonnegtors
incollporating robust filtering, transient suppression and/or galvanic isolation.

This|combination is designed so as to provide reliable attenuation of allkEM DISTURBANCES,
possfibly even including direct lightning strike and electromagnetic pulse(EMP — see Al1.4),
thrornghout the EXPECTED SERVICE LIFE by a suitable combination of initial design plus regular
maintenance, repair, and refurbishment, which includes re-VERIFICATION of mitightion
perfgrmance.

Elecfromagnetic detection techniques (see A.2.10) might be“able to be used within an oyerall
ENCLOSURE used for this purpose, in order to provide prior indication of certain failurgs or
degrpdations in mitigation, perhaps enabling repair and refurbishment to take place when
needed outside of the regular maintenance schedule-This approach can also be useful to|help
iden{ify foreseeable misuse, such as doors or panels.left open or not fitted properly, the use of
incolfrect types of cables/connectors, etc., or to. identify EM DISTURBANCES that exceed those
covered by the original design.

Robuyst, high-specification electromagnetic mitigation, when implemented correctly, can allow
an electronic system to operate continuéusly throughout any/all external EM DISTURBANCES, SO
can be very useful when degradation or interruption of functionality is not desired.

Identification/mitigation: With.appropriate design, this technique can be used to addresg any
extefrnal (i.e. inter-system) EM DISTURBANCES throughout the EXPECTED SERVICE LIFE. Howegver,
it cannot deal with intra-system (internal) EM DISTURBANCES.

NOTH The extent to (which robust conventional EMC mitigation techniques (for example, high-specification
electrpmagnetic mitigation including shielding, filtering, transient suppression, galvanic isolation, etc.) can pfevent
EM DI§TURBANCES fromiaffecting BASIC SAFETY or ESSENTIAL PERFORMANCE throughout the EXPECTED SERVICE LIFE can
be taen into account during the selection and application of the techniques and measures, where this is justified.

A.2.13 ,Techniques and measures to prevent RISKS being increased by virtualization of
memory and PROCESS resources (e.g. a "digital twin")

Aim: To help confirm that virtualized systems do not prevent adequate mitigation of the effects
that can be caused by EM DISTURBANCES.

Description: Virtualization is a technique for creating a virtual (rather than actual) version of
something, including virtual computer hardware platforms, storage devices, and computer
network resources. The virtualization is designed to provide a more idealized or convenient
representation of the underlying physical computing resources, for example a virtual apparently
contiguous memory address space composed from disjoint physical segments of memory.

Identification: For the system designer and programmer virtualization can be very convenient,
particularly when attempting to support multiple programs on shared hardware, each apparently
running on a different processor and with its own address space. However, the convenient
illusion comes at a cost; consideration of this can be given during the design PROCESS in order
to be aware of the potential for errors or malfunctions that could be caused by EM DISTURBANCES.
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Virtualization almost always involves the low-level manipulation of computing resource. It
makes systems more susceptible to EMI. For example, with memory virtualization, when data
is read or written the virtual address will be translated by software or hardware at run time into
the actual physical location of the memory. So, this mechanism itself needs protection from
effects of corruption by EMI.

Similar situations arise for processor (instruction set) virtualization and network (private virtual
network) virtualization.

Mitigation: In each case (memory, processor, and network) the mechanism used to translate
between the virtual and physical can be subjected to a HAZARD and mitigation analysis

appr
resp

DISTYRBANCES.

Notel that errors induced by corruption of the virtualization mechanisms can be'extremely

to d
virtu
virtu

A.2.

Aim
due

Desg¢ription: People are unaffected by a wide rafge of EM DISTURBANCES that can c

malf

instelad of electronics.

Also

indiciation of the malfunction has been provided.

Iden

with

bpriate mechanisms put in place to help understand the behavior of the system fungti
bnse to the detectable errors or malfunctions that could have been caused|b

ptect and compensate for at the application software level, precisely because
blization is presumed to provide an ideal execution environment-at) that level ang
blization mechanism is (intentionally) hidden from the application {ayer of the softwarsg

4 Usability Engineering (Human Factors)

To use human resources and electronic resources wisely, to help minimize safety A
o EMI.

inctions (EMI) in electronics. So sometimes it\makes good sense to use human resou

a human can recognize that electronics have malfunctioned even though no

DN in
EM

hard
the
the
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ISKS

puse
rces

bvert

kification: When using humanresources, a number of issues can be managed to opt

imize
the design for effectiveness — this is generally called Usability Engineering but is also kr[gwn

as H

Like
ISO
how
caus
prov

Mitigation:"By the appropriate use of usability engineering techniques and measures to
achi(fve adequate mitigation of the effects that can be caused by EM DISTURBANCES.

A3

uman Factors Engineering.

14971, but little_detail is provided. It is not within the scope of this document to dis
to do usability ‘engineering to help achieve adequate mitigation of the effects that c4
led by EM DISTURBANCES, but it is worth mentioning that [15] is a valuable resource]
des referénces to many other resources on this important issue.

the topic of EM DISTURBANCES, the topic of usability engineering is briefly mentionéd in

cuss
n be
and

help

Techniques and measures that might be helpful in operational design

A.3.1 General

When the design is implemented, the functionality can be realized in hardware and/or software.
In A.3.2 to A.3.29 techniques and measures are classified as either hardware or software based,
but some techniques and measures can have equivalent representations in either hardware or
software, which might be more effective.

NOTE Where a technique or measure in this subclause applies to a technology that is not relevant to the equipment
or system concerned, and the importance as shown in Table B.1 as being HE, it is recommended that a justification
for why that technique or measure was not applied be included in the documentation (see 5.3).
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A.3.2 Developing appropriate operation and maintenance instructions

Aim: To develop instructions for PROCEDURES that help to avoid EMI-induced failures during the
operation and maintenance of ME EQUIPMENT or an ME SYSTEM, or a component or subsystem
used within ME EQUIPMENT or an ME SYSTEM.

Description: This is where the operation and maintenance specifications — and their
justifications — for the techniques and methods used to comply with the design specification for
the adequate mitigation of the effects that can be caused by EM DISTURBANCES are documented.

The operation instructions might include, for example:

a) restrictions on the use of potentially interfering equipment in the vicinity of the safety)system
uch as mobile phones, cellphones, welding equipment etc.)

b) restrictions on the removal of access panels where these contribute to the mitigation gf the
fects that can be caused by EM DISTURBANCES.

c) for PORTABLE ME EQUIPMENT or ME SYSTEMS, restrictions on the type -0f\ELECTROMAGNETIC
NVIRONMENT in which they are intended to be used.

d) restrictions in the use of the ME EQUIPMENT or ME SYSTEM, for gxample, where it is User-
nfigurable, where this might affect the adequate mitigation\of the effects that cap be
used by EM DISTURBANCES.

e) the recording and reporting of system upsets, system restarts, safe failures, trips to|safe

state etc., especially where the cause is not obvious @nd might be due to an EMI eyent.
ecording and assessing system trips is an impoftant contributor to reliability growth in
neral, and in some instances might even provide the only indication that mitigation gf the
fects that can be caused by EM DISTURBANCES i$ not operating as intended.)

f) onitoring the ELECTROMAGNETIC ENVIRONMENT and detecting/recording EMI events to
nable correlation with faults.

The maintenance instructions might include, for example:

a) nmponitoring/inspection of physical protection measures against EM DISTURBANCES, sudh as

ccess panel/door gaskets fordeterioration or corrosion of mating surfaces, shiel]ding
fectiveness, etc.

b) recommendations on the)inspection and maintenance intervals necessary to maiptain
hysical defences against EM DISTURBANCES.

c) dany lifetime restrictions due to the anticipated degradation of physical protection meadqures
ainst EM DISTURBANCES, such as those due to corrosion.
d) PROCEDURES“to be followed to verify the continued effectiveness of physical proteption

easures~dafter an unusual EM DISTURBANCE event, such as a major power surge, ngarby
htning-strike, etc.

Identification: By independent assessment of the relevant documents against, for example,
the his-doeument

gt o A -t
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Mitigation: By correction of the relevant documents.

NOTE Experience indicates that operation and maintenance instructions typically only achieve a RISK reduction
factor of no more than two.

A.3.3 Designing appropriate maintenance techniques

Aim: To help achieve adequate mitigation of the effects that can be caused by EM DISTURBANCES
throughout the EXPECTED SERVICE LIFE.

Description: To make it practical to monitor the condition/performance of, and replace, if
applicable, electromagnetic mitigation items such as filters, surge suppressors, conductive
gaskets, etc., which can have a limited operational life.
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Identification: By independent assessment of how easy it is for the relevant people to monitor
and replace electromagnetic mitigation items that can have a limited life.

Mitigation: By correction of the relevant documents.

NOTE Experience indicates that maintenance instructions typically only achieve a RISK reduction factor of no more
than two.

A.3.4 Limiting the possibilities for operation and hence mis-operation

Aim: To help avoid EM DISTURBANCES causing failures by affecting OPERATOR controls.

Desg¢ription: EM DISTURBANCES can affect OPERATOR controls, creating the same effect’gs an
unskilled or even malicious OPERATOR. This technique helps to avoid operation in upwant¢d or
unngcessary modes.

Identification: This approach helps reduce the operation possibilities, and thereforg the
possfibilities for EM DISTURBANCES to cause failures, by limiting, for example:

a) the number of generally possible operating modes;

b) physically protected operation of special operating modes,” for example, by using| key
switches that are lockable or have protected access;

c) the number of operating elements;

d) cpnsistency checks specifically aimed at detecting “operationally inconsistent or |[non-

C
plausible operating modes.

It is recommended that the hardware and/or software design techniques and measures used
for limiting the possibilities for operation comply‘with this document.

Competent independent assessment of the hardware and/or software design techniques lsed
for limiting the possibilities for operation:

Mitigation: By modification of the design using appropriate techniques and measures such as,
for exkample, those described in-this document.

A.3. Protecting against operation errors

Aim] To help protect the system against OPERATOR errors, mistakes, and other foresegable
misufse.

Desg¢ription;Micorrect OPERATOR inputs (value, time, etc.) are detected via plausibility checks,
monjtoring-of the ME EQUIPMENT or ME SYSTEM, or other methods.

To intégrate these facilities into the design, it is necessary to state at a very early stage which
inputs are possible and which are permissible.

It is recommended that any mistake in operation does not result in a dangerous failure, and that
any foreseeable use/misuse is not permitted to compromise BASIC SAFETY or ESSENTIAL
PERFORMANCE.

Identification: Competent independent assessment of the hardware and/or software design
techniques and measures used for the protection against OPERATOR mistakes.

For example, using a walkie-talkie or cellphone closer than is permitted, or the failure to
correctly close a shielding door, or to refit a shielding inspection panel, could reduce availability
and/or prevent the attainment of a safe state (see A.2.10).
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Mitigation: By HAZARD analysis, modification of the design and logging of mal-operations, using
appropriate techniques and measures such as, for example, those described in this document.

A.3.6 Protecting against hardware or software modifications or manipulations

Aim: To help protect ME EQUIPMENT or an ME SYSTEM against hardware or software modifications
or manipulations by any technical means.

Description: Modifications or technical manipulations can be detected automatically, for
example, by plausibility checks for the sensor signals, detection by the technical PROCESS,
automatic start-up tests, etc.

If an|un-approved modification or technical manipulation is detected, appropriate action is taken
in adcordance with the documentation.

(A.2{10 describes one way of detecting modifications that could degrade .€lectromaghetic
mitigation.)

Identification: Competent independent assessment of the hardware‘and/or software dgsign
techpiques used for detecting modifications or manipulations.

Mitigation: By modification of the design, using techniqués and measures such as + for
example — those in this document.

NOTH Modifications are usually subjected to a documented chahge control PROCEDURE and they are not expgected
to copromise BASIC SAFETY or ESSENTIAL PERFORMANCE.

A.3.T Defensive programming techniques
A3.TA1 General

Overall aim: To design software programs in such a way that they will assist in the deteftion
of apomalous control flow, data flow* or data values that might have been caused by EM
DISTYRBANCES during their executioh’and to react in a predetermined and acceptable manher.

Overall description: Many(techniques can be used during programming to help detect and
control the anomalies induced by EMI-induced corruption; see the references.

A range of error detection and/or correction techniques and measures, such as (for example)
thos¢ described in.this document, can be used to implement an acceptable hardware/software
solution.

To a|d faultiattribution and diagnostics, it is recommended that the fault detection is corre|ated
with the. independent EMI event detection (see A.2.10).

Overall identification/mitigation: The principal defensive mechanisms are listed below, in
A.3.7.2 to A.3.7.4.

Where the safety document for a subsystem or component part includes a PDS, it is
recommended that it provides sufficient detail on it to allow its correct use by a safety system'’s
designer.

References: [100] to [102] and [104] and by prevention: [113] to [115].
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A.3.7.2 Range checking in hardware and in software

Identification: Range checking of the values of all variables, for credibility.

This is achieved by specifying a number of bands for the value of each variable, the meaning
of the bands being specific to the application.

A typical example of three bands is: normal operational values; warning zone values; and out
of range values.

. . . . . . " "
This Qppllne tovalues Qn\JI\AthI’Q inthe processing r\hsun, not J|||cf LLO clgnnle ; whether they

are gnalogue or digital. It also applies to algorithms implanted in hardware such as FPGAs.

This|is valuable for EMI detection as the value of the original variable might have beencorrypted
by an EMI event.

A program might well be correct, but the result of an assignment might be Yout of range'| and
causle the program to malfunction.

The programming language provides a means of assigning a data type to a data variabjle to
specify the range (or set) of values that it is intended to contain(

Whehever values are assigned to the variable, either at gempile time (constant values) pr at
runtime (constant or modified values) then a check is made that the new data value is within
the renge of values specified by the type of the variable.

SomE standards and other publications call thisithis "strong data typing".

In anly case, it is recommended that all variables are initialized explicitly to an acceptable value,
befofe being used, so that out-of-range errors are not caused by the arbitrary value in memory
when power is first applied.

Mitigation: If the language's run<time package supports range checking, then that can be lsed
(bearing in mind the loss of performance and increased size of program). If there is no automatic
run-time range checking, then it is recommended that explicit tests are designed intg the
progfam. This also applies to hardware, for example hardware specified algorithmically in
langyiages such as Verilog, including in FPGAs.

Range checks can‘be implemented both at:

a) "Compile\time", using assertions about the value ranges that the software/logic is spegified

tp hanpdle. This is often referred to as "static analysis"; it has no runtime overhead.

b) "Dperation time" or "run time", using program checks during system operation to Verify
\IdiuUb IL.)GfUIU ﬂlcy dltc IU“G\JI UpuItl fUI UIGL;iDiUII-IIIdlr\iIIg. Tilib ib Uﬁ.cll ||:f|:|||:u' tU asS "UIylldmiC
analysis". The run-time load can be taken into account in the system design.

References: [100], [102] and [104].

A.3.7.3 Sequence checking

Identification: Sequence checking is a powerful technique for ensuring that a sequence of
values or stream of data packets is in the correct order and that there is no duplication or
omission.

Sequence checking can be used for data and also for program state, for example, using finite
state machines or Petri nets.
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The program contains intermediate points where the expected state of the program, i.e. the
values of data or status variables, can be checked for credibility.

Mitigation: Various techniques and measures, such as (for example) those described in this
document, can be used at the hardware level to implement an acceptable solution.

Communication protocols using sequencing can be used to improve the effective quality and
reliability of the link, for example, packet sequencing.

If the program is detected as being out of sequence, then this fact can be logged and then, if
apprppriatea very-attem i rde-froma-krownvatid-state.

References: [102], [104] and [107].

NOTH The importance of this technique depends on whether the function is intended for contindous operatjon or
on demand.

A.3.T4 Correct rounding and resolution in all calculations

Desg¢ription: The incorrect handling of rounding errors and resolution (fixed or floating goint)
has peen the cause of many high-profile project failures, such“as [129], and [130]. Where
diffefent parts of systems use different units of measurement) contemplate examining the
conversions between data used in all contexts.

The [corruption of data by EM DISTURBANCES can caus€ invalid values of data to occur| and
software exception handling techniques, such as range checking, can be used to verify the
plausibility of data before it is relied upon by a safety critical function.

Refj;ences: [120], [121], [129] (an example ofpoor exception handling), [130] (an example of
incompatible units), [141].

A.3.7.5 Floating point unit and real number arithmetic

Aim] To help avoid the corruption of arithmetic computation by EM DISTURBANCES.

Desg¢ription: Floating point.is an example of a class of instructions that take multiple |ICPU
cyclgs, making them more ‘vulnerable to suffering interference due to EM DISTURBANCES| (i.e.
they|have a larger timeswindow for data corruption).

Identification: In\most applications the fixed-point capability of processors gives adeduate
accufracy for réal-number arithmetic and use of either hardware or software floating point is not
contgmplated./However, as the complexity of the arithmetic computations increases rounding
errorns rapidly become significant.

Whelre—Tesponse—times —are important—forthe—achievement—of B8ASIC—SAFETY or essential
performance, generalized software floating point routines are unlikely to offer a viable solution
and the addition of a hardware floating point begins to look attractive. The hardware can be
either a co-processor or on-chip.

There are a number of difficulties with verifying that programs using real-number arithmetic are
free from overflow, divide-by-zero, or error accumulated from the effects of rounding. These
difficulties can be reduced by using hardware floating point arithmetic with the necessary
precision.
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Mitigations:

i)

A.3.8 Limited use of interrupts

Use scaled integers and fixed-point arithmetic where possible.

Extend the normal fixed word lengths when applicable by double precision. Round and
truncate before output.

Use floating point only where fixed-word-arithmetic is inadequate.
Minimize the number of clock cycles taken to perform the arithmetic functions.
Range and clip results from both fixed- and floating-point calculations.

Use the overflow, divide-by-zero, and various error states for failure management and

ragnostics:
ﬂ:terweave a diagnostics routine within the application to compare sample fixed and floqting-
ploint calculations. Invoke failure management when differences are detected.

Use on-chip floating point implementations rather than external co-processors‘-Externgl co-
plrocessors can be subject to temporary or permanent corruption that might'\not at the game
time corrupt the CPU, and such errors might not be detectable.

Use integrated circuit IMMUNITY test techniques (robotized near field\IMMUNITY test-bgnch,
special GTEM cells, etc.) to check EM IMMUNITY of critical arithmetié-computations at QPU /
floating-point component level.

Seek evidence of validation / certification from MANUFACTURER.

Aim] To reduce the likelihood that EM DISTURBANCES will‘affect the execution of the software.

Des¢ription: EM DISTURBANCES can increase the likelihood that spurious interrupts| are
gendrated, possibly at such high rates that the timing of the software execution can be affefted.

Interfupts can arrive asynchronously and,.of course, interrupt the flow of the main progran] and

possjibly other interrupt routines that might be running at the time.

Interfupts are therefore prone_to-causing errors, and the determinism of the program's
behgviour becomes very difficult;to predict. For example, can it be guaranteed that an intefrupt

routine will never cause a logop that freezes the whole system?

It is fecommended thatthe use of interrupts is restricted, but they can be used if they sinjplify

the grogram to giveran-overall advantage for BASIC SAFETY and ESSENTIAL PERFORMANCE.

For ¢xample, itjis*understood that some very critical nuclear and military software is designed
withgut any.interrupts at all, in order to improve the determinism of the program's behaviopr.

Idenrification: At compile time a static analysis program can be used to flag up any uge of

inter

unts
S

Mitigation: It is recommended that the use of interrupt routines be limited and, when used,
their effect on system timing and the sharing of computing resources is documented.

It is recommended that software handling of interrupts is inhibited during critical parts (for
example, time critical, critical-to-data changes) of the executed functions.

If interrupts are used, then it is recommended that parts not interruptible have a specified
maximum computation time, so that the maximum time for which an interrupt is inhibited can be
calculated.

Also see A.2.2.
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References: [123], [125], [144] and [145].

A.3.9 Limited use of memory address pointer variables

Aim: To reduce the impact of memory corruption due to EMI.

Description: A pointer is a variable with a value that is an address of data in memory.

If the pointer variable is corrupted by EMI, then the impact on the behaviour of the program is
likely to be unpredictable. For example, the corrupted pointer can either be pointing at some

data

writgl operation will corrupt the system.

Iden

poinfers.

Mitigation: A set of programming guidelines would normally prohibit the explicit use of poi

unle

documentation.

If th

protgcted access, then this feature can be used to ensure‘d¢hat only the intended me

parti
dete
acce

Parti
viola

References: [113] to [115].

NOTH The importance of this technique depends on whether the function is intended for: continuous operati

opera
addre

A.3.
Aim

Desg¢ription: Recursion is the act of a program calling or referencing a part of itself, g
direqtly or indifectly.

It is
held

the program subroutine stack the hnnp oreventhe program itself and r\nncnqnnnﬂ\
b k) H

fification: At compile time a static analysis program can be used to flag up ahy u

Es this is essential from an algorithmic viewpoint and its use can bé& clearly justified i

e hardware or run-tiME EQUIPMENT architecture allows me&mory address ranges to

ions are accessible in each context. This would also make available the mean
cting an access violation. However, it would not/detect data content corruption w
Ssible address ranges.

|:ioned ranges of memory and/or a memeory,management unit can be used to d
ions and provide some measure of protegtion (see A.3.11.4).

e "on demand"; or where any kind of.system has no safe state. Be aware that the executable code mig
pses indirectly even if the source-code is free from pointers.

0 Avoiding recursion

To help reduce therimpact of corruption due to EMI on program execution.

more” susceptible to the effects of EMI-induced corruption as the nested chain of ca
as.alinked list of pointers on the stack, in effect potentially a very large list of pointers

any

e of
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more

susceptible the implementation. In general, the use of recursion can be replaced by an
equivalent loop structure; this avoids extensive use of pointers and the possibility of running
out of memory used to accommodate the pointer linkages for implementing recursion.

It is recommended that recursion is only used with the greatest caution — and comprehensive
justification documented — in any software that helps achieve BASIC SAFETY or ESSENTIAL
PERFORMANCE.

Identification: At compile time a static analysis program can be used to find instances of
recursion in the program source text.
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Mitigation: Programming guidelines would normally prohibit the use of recursion unless its use
is fully analysed for resource usage and is clearly justified in the documentation. This would
involve a rigorous argument for, or proof of, the maximum depth of recursion that would be
experienced during operation, and the amount of memory that would be needed to support this
at runtime.

Every algorithm that can be expressed using recursion also has an equivalent using an iterative
looping construct. In general, it is recommended that the latter be the preferred solution for
helping achieve BASIC SAFETY and ESSENTIAL PERFORMANCE.

A.3.11  Error detection and correction for invariable memaory

A.3.11.1 General

Overall aim: To help detect information modifications in the invariable memoryti.e. ROM, or
progfam memory).

Overall mitigation: It is recommended that techniques and measures are-applied accordipgly,
bear|ng in mind all the possible susceptibilities of the system to the variety of EM DISTURBANCES
described in A.1.

Sompe other suitable techniques and measures are described in A.3, and alternative or
addifional techniques can be used if technical justifications for\them are documented.

A.3.11.2 Signature of a word or block of data

Aim3] To detect single and multi-bit corruption within a block of data. Various chegking
techniques are available, such as cyclic redundancy checks (CRC), secure hash algofithm
(SHA), and Hamming codes (for correction as well as detection).

Desg¢ription: This PROCEDURE calculatesta signature using an error-checking technique. The
extended signature is stored, recalculated, and compared as in the single-word case. A fdilure
is indlicated if there is a difference between the stored and recalculated signatures.

IderlTificationlMitigation: Wheéen an error is detected, apply a response specified by the
documentation. It is recommended that the error detection and/or correction method used is
apprppriate for the achievement of ESSENTIAL PERFORMANCE.

Whele the safety docUmentation for a subsystem or component part includes a PDS,|it is
recommended that.it provides sufficient detail on it to allow its correct use by the designer of
the ME EQUIPMENT or ME SYSTEM.

References: [108] to [112] inclusive, [131] for Hamming codes and CRC, [132] for SHA.

A.3.°

Aim: To help detect bit failures.
This is a powerful technique, and it is recommended that it is used wherever practicable.

Description: The address space is duplicated in two memories, and it is recommended that
they are physically separate. The data is stored inversely in one of the two memories and
inverted again to be compared with the other copy. The inversion of the data in one memory
makes this technique much more effective against the common-cause errors, malfunctions or
failures including the typical effects of EMI.

Identification: The outputs are compared, and a failure indication is produced if a difference is
detected.
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Mitigation: Repeat the memory read as many times as applicable without unacceptably
degrading the ESSENTIAL PERFORMANCE.

If the failure clears, continue operation as usual. In any case, if a log is available, it is
recommended that the fault be recorded (see A.2.6). If during the time available the failure does
not disappear, apply an appropriate response, which is documented.

Where the safety documentation for a subsystem or component part includes a PDS, it can
provide sufficient detail to allow its correct use by the designers of ME EQUIPMENT or an
ME SYSTEM.

NOTH The use of electromagnetically diverse memories improves the effectiveness of this technique for. adequate
mitigdtion of the effects that can be caused by EM DISTURBANCES (see A.2.4).

A.3.11.4 Memory boundary protection

Aim] To prevent incorrect areas from being overwritten in specified types ofymemory.

Des¢ription: Runtime plausibility checking of use of a memory segmented into partitions.|This
is important as EMI-induced corruption of the program counter, staek pointer, heap pointer or
any pointer in a program could cause data to be written to a wrong_memory address, resulting
in corruption of data or execution of the storing program instructions.

Statipally defined and protected address ranges are used far the following:

a) program;

b) sftack;

c) sfatically allocated variables;

d) hleap (dynamically allocated variables);
e) imputs; and

f) outputs.

Identification: This technique simply prevents incorrect memory areas from being used, for
example, by the effects on the-address bus of EM DISTURBANCES.

If the mechanism usedto’ manage memory accesses can detect out-of-range addresgsing
violations, they could/e+logged to support testing and diagnosis of system malfunction.

Mitigation: Upon-detection, apply an appropriate response that is documented.

Whele a safety document for a subsystem or component part includes a PDS, it can pr¢vide
sufficient detail to allow its correct use by a safety system's designer.

References: [113] to [115].

A.3.12 Error detection and correction techniques in redundant designs

Aim: To help achieve adequate mitigation of the effects that can be caused by EM DISTURBANCES
by comparing the results of multiple redundant channels in hardware or software.

Description: The system can be replicated using one or more processors and/or buses. Each
system independently determines the next action to be taken and their results are compared
before the action is sanctioned. Various schemes can be used, for example, two channels, three
channels, one channel per processor or multiple channels per processor.
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Where duplicate or triplicate channels are used without hardware diversity, with or without
software diversity, the effectiveness of this technique against common-cause errors can be
increased by ensuring that the channels are desynchronized, or if synchronous are kept out of
step with one another. This makes it less likely that EM DISTURBANCES will affect all the channels
in the same way.

Similarly, to increase the effectiveness of this technique against the common-cause errors,
malfunctions, or failures typical of EMI, electromagnetically diverse encoding of data and or
programs can be used (see A.2.4).

effedts that can be caused by EM DISTURBANCES WI|| be enhanced if the power suppl|e<
isolated and the interconnections are properly protected against EM DISTURBANCES.

Identification: The result of comparing the sets of signals will facilitate the acceptance of spfety
in the current context.

The fomparator or voter (the circuit used to compare channels and detect-errors) is a potential
single point of failure and so can be designed to have considerably greater resistance tp EM
DISTURBANCES for this technique to be effective. This can be achieved by, for example} the
strorng use of self-testing to verify correct operation, switching-to a redundant comparatpr or
voter (ideally one using diverse technology; see A.2.10), if applicable. An alternative possipility
is the use of rugged, lifetime-reliable, high-specification electtomagnetic mitigation, which can
be aghievable with small size and low weight on a printed Circuit board (see [69]).

Mitigation: Upon detection of an anomaly, apply anlappropriate response that is documented.

Whele a safety document for a subsystem or_component part includes a PDS, it can prgvide
suffitient detail to allow its correct use by asafety system's designer.

NOTH The importance of this technique depends on whether the function is intended for continuous operatjon or
on demand.

A.3.13 Time-based error detection/correction in buses and interfaces

Aim] To assist in the detection of transient failures in bus and/or interface communication|
Desg¢ription: The information is transferred several times in sequence.
The fepetition is.effective only against transient failures.

Identification: Each instance of the information is stored as it is received and ther] the
instances are compared to see if they are consistent.

Often, Sequence numbers or time stamps are incorporated into the data so that it becomes
possible to check that data has arrived in the correct order and that none have been lost in
transit.

To improve the effectiveness of this technique it is often combined with the use of error-
checking codes to protect the sequence numbers or time codes (see A.3.12 and A.3.14).

Mitigation: Apply an appropriate response that is documented.

Where a safety document for a subsystem or component part includes a PDS, it can provide
sufficient detail to allow its correct use by a safety system's designer.

NOTE Needs at least one complete repetition in one cycle time of the PROCESS.


https://iecnorm.com/api/?name=58e7a45969c55794aca6f137e0a8581f

IEC

Ref

A.3
A3

TS 60601-4-6:2024 © IEC 2024 -43 -

erences: [100], [102], [104], [107] and [109].

.14 Error detection and correction for variable memory

141 General

Overall aim: To assist in the detection of failures during addressing, writing, storing, and
reading data in memory.

A.3

.14.2 Memory testing

Aim{To provide memory testing before operation and/or during operation to help detect e

spe

cffic to memory systems.

frors

Desg¢ription: It is crucial that read/write memory devices function correctly in (oerder fon any

com
EM D
DIST

Itis
con

RBANCES.

fherefore necessary to efficiently test the memory before operation and during operati
firm that it is functioning normally. It is also necessary to design the testing in such a

that the known causes of error are tested as separately as possible.

This|becomes more and more important as products and systems increase their use and
of mgmory. It is important that memory tests do not corfupt the running of the system itsel

exa

mple, the content of memory stacks, heaps, and,cenfiguration data.

Howegver, even well-designed memory systems<are naturally susceptible to EMI, in parti
when they rely on the storage of electrical charge to represent digital values as charge cgn be

alte

red by EM DISTURBANCES (and by ionizing radiation).

:[uter-based system to work reliably. The content of memory devices can be corruptgd by

STURBANCES and the devices themselves might even be physically damaged by severe EM

bn to
way

size
If, for

cular

The purpose of the memory test is to.confirm that the memory device is fully functional, sq this
kind [of test usually writes a set of data to each individual address in the device and veri

corrg

the
con

slerve the memory content)in situ.

The [tests used usuallyyare designed to efficiently identify the likely kinds of faults tha
memory device being tésted is likely to suffer from, or have induced by, EM DISTURBANCES a

ioni

Cat

mea

Zling radiation.

a

data| address, and control line busses. Often these problems are difficult to detect and is

as the

fy its

ct value by reading the data_back. In cases where such a test would destroy the dqta in
memory precautions can-bg’taken, such as copying it, or specific techniques are us¢d to

I the
nd/or

strophicinternal failure of devices sometimes occurs and can be detected by approgriate
s, but-most memory failures are caused by wiring problems, including crosstalk on the

blate
sed

memorvaffacted miaht not actuallvy ha used for extended neriods of timae Whan it ic
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and causes mal-operation of the system it can be very difficult to diagnose and isolate the
originating cause.

A memory test strategy that takes account of at least the following points is recommended:

T

O

)
)
)
)

o

e)

detection of missing memory chips;
detection of incompletely inserted or connected memory devices;

testing the memory data bus, preferably one bit at a time to aid fault isolation;

testing the memory address bus, primarily to detect that address bus faults are not causing

overlapping memory locations to be addressed;
testing the function of the memory device itself;
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f) if dynamic memories are being tested then signal integrity tests for DDR memory signal

lines would also need to be tested;

g) testing of systems using "memory caching" techniques needs special consideration, such
as provision for the safe flushing of cache memory, which might otherwise temporarily mask

a fault that has developed after the saved data has been cached.

h) testing of memory currently in use by the system (its stacks, heaps, and state variables)
needs great care in order for the testing not to corrupt the system itself. This is of particular
concern for operational systems when memory tests are periodically scheduled as

background activities to check on-going system integrity.

Detection: The memory test can be run:

uring the initialization of the system and after any reset of the system; i-€.| /b¢
perational use of the system starts; and/or

uring the real-time operation of the system.

Mitigation: Analysis and diagnosis of the memory test result data can e used to idg
spediific kinds of common faults in the memory system efficiently.

It is lecommended that future designs, or modifications to the existing’design, take the resy
information into account to keep pace with the changes in memery technology, in particul
susceptibility to EM DISTURBANCES as memory cell sizes continue’to be reduced, compou
by the worsening of the ELECTROMAGNETIC ENVIRONMENT.

Also apply other techniques and measures as appropriate~far testing memories and achieving the a
this stibclause.

References: [133] to [136].

A.3.14.3 One-bit redundancy

Aim] To detect some changes in the content of a memory location, bus, or I/O register.

Desg¢ription: Every data word is extended by a single bit, often called the parity bit, bassg
the Qinary value of the data.

Identification: The parity bit of the data word is set when it is stored, and then checked
timelit is read.

If anlinvalid parity\wvalue is detected it indicates that the content has been corrupted. A f4
actign can then/be activated.

If the parity: value is correct then there might have been no error, however, there might
been multiple bit changes to the content resulting in the same parity value.

bfore

ntify

Iting
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ms of
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ilure

have

Mitigation: Upon detection, apply an appropriate response as documented.

Where a safety document for a subsystem or component part includes a PDS, it can provide

sufficient detail to allow its correct use by a safety system's designer.
References: [107].

A.3.14.4 Block replication with inversion to detect all bit failures

The techniques and measures in A.3.11.3 for invariable memory also apply here.
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A.3.14.5 Memory boundary protection

The techniques and measures in A.3.11.4 for invariable memory also apply here.

A.3.15 Error detecting/correcting coding for ROM, RAM, buses, and interfaces

Aim: To help detect and/or correct one, or more, bit failures in a word.

Description: The memory, or the content of a data stream, is extended by one or more bits.
Data code protection provides for dataflow-dependent failure detection, based on information

redu

Iden
a co
esta

ndancy (for example, CRC or Hamming codes) and/or time redundancy.

tification: Every time data is handled, either hardware or software can determine wh¢
rruption has taken place by checking the additional bits. The number of addjtiona
blishes the number of bit errors in the data word that can be detected and/or\correcte

Mitigation: If a difference is found, corrective action can be taken (orca failure indic

prod

Whe
suffi

Corr
reco

Liced) as specified and documented.

e a safety document for a subsystem or component part incfudes a PDS, it can prqd
tient detail to allow its correct use by a safety system's designer.

bction of the data can be used to maintain the correct operation of the function.
mmended that the strength of the technique used ‘is justified and this justificatiq

documented.

References: [110] to [112]

A.3.

A.3.

6 Error detection and correction for‘logic and data processing

6.1 General

Overall aim: To assist in the recognition of any failures that could lead to incorrect resu

proc

Ovel

with

Bssing units.

detecting failures.in.the processing units and soft failures (bit flips) in memories

regigters, and are therefore useful for detecting damage caused by lightning (or other) su

and

ELECTROSTATIC. DISCHARGES, as well as soft failures such as those caused by ion

radidtion etc.

A.3.

6.2 _'Self-test supported by hardware (one-channel)

Des¢ription: Additional special hardware supports self-test functions, for example, it mor
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relies on data content rather than time.

tification: Used for detecting disruption of program execution.

hdog

Coverage depends on the extent of the software functions generating the bit pattern signature.

Mitigation: Corrective action can be taken, or a failure indication produced, as documented.

Where a safety document for a subsystem or component part includes a PDS, it can provide
sufficient detail to allow its correct use by a safety system's designer.

The additional hardware could, for example, drive ME EQUIPMENT or an ME SYSTEM to a safe
state, and/or restart it (if it is safe to do so).
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It is usual for the additional hardware to be low technology (i.e. not programmable or
electromechanical), or even mechanical, pneumatic, or hydraulic because they are not affected
at all by EM DISTURBANCES.

A.3.16.3 Coded processing (one-channel)

Description: Processing unit designed with special failure-recognition or failure-correction
circuit techniques.

Typically, a detection mechanism, such as a watchdog timer, can be used to detect a
malfunction affecting the safety of the system. In response the system can be reset to a known
statd, often referred to as a "restore point", and the continuation of operation of the sygtem
attempted.

Identification: Good design practice maintains the independence of the detectiof of safgty or
operptional malfunction from the main processing system.

For ¢xample, a watchdog timer that is implemented by a separate piece~gPhardware in sych a
way [as to be itself electromagnetically resilient, otherwise false system resets and resfores
would be triggered.

Mitigation: The system-level implications of resetting to eachr reachable restore point b¢fore
continuation, at any time during system operation, is usefulkto-consider.

Wheh used, it is recommended that the benefits to mitigation of the effects that can be capsed
by HBM DISTURBANCES are assessed for the partiecular implementation, and the anglysis
documented.

Whele a safety document for a subsystém or component part includes a PDS, |[it is
recomnmended that it provides sufficient detail on it to allow its correct use by a safety system's
designer.

References: [100] to [102], [122] and [124].

A.3.16.4 Reciprocal comparison by software

Desg¢ription: Two or more electromagnetically diverse processing units exchange data (results,
intermediate results,'and test data) and cross-check at specified "restore points" from which
systgm operation, _could be continued in the event of a discrepancy. Detected differences
indiciate a failures

Identification: Coverage of data discrepancies is high, and detection can be fast.

Excdllent against hard failures and can be good against soft and transient failures too.

Mitigation: If the diagnostic test interval is short compared to the PROCESS safety time, a restart
might be possible while keeping the PROCESS running. If the failed unit can be identified,
continued operation with the healthy unit might be possible. Otherwise, restoration of the
function to a safe state will offer desirable protection.

Where a safety document for a subsystem or component part includes a PDS, it can provide
sufficient detail to allow its correct use by a safety system's designer.

NOTE It is applicable that hardware and/or software diversity (see A.2.4) is used to greatly improve coverage of
the common-cause errors, malfunctions, and failures typical of EMI.
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A.3.16.5 Self-test by software during operation

Description: Standard processing unit hardware with additional software functions that run
self-tests.

Identification: Can detect some failures but coverage is low. The self-test can also be affected
by the failure.

Mitigation: Additional monitoring circuitry is useful to achieve a safe state on failure.

Where-a cnfof\][ document for a QIIl"\Q\JIanm or r\nmpnnonf pnrf includes g DnQ, it can prnv|de

sufficient detail to allow its correct use by a safety system's designer.
References: [124] and A.3.14.2.

A.3.17 Error detection and correction for electrical and electromechanical
components

Aimj] To help control failures in electromechanical components, such as relays, actugtors,
magnetic logic devices etc.

Desg¢ription: Electrical and electromechanical components.are generally less susceptible to
EMI{induced failure than electronic components as their @perating signal levels are uspally
much higher, but they are never totally immune.

Direg¢t failures due to gross overload causing contact welding or coil burnout are possifle in
some applications.

EMI o circuits that control electromechanical devices can cause failures due to:

a) chatter (unintended repeated operation causing early wear-out);
b) neration of additional EM DISTURBANCES via arcing or sparking at electrical contacts;|or

Cc) ralysis (device physically stuck).

Identification: Electromechanical components can be monitored as part of loop, for example,
by relay contact monitoring, by actuator position monitoring, or by the effects on th¢ ME
EQUIPMENT or ME SYSTEM*(on-line monitoring). It is recommended that care is taken that such
monitoring will detect ehatter (especially in relays) or partial operation in actuators.

The |use of electromagnetically diverse technologies (see A.2.4) is recommended when
perfgrming parallel functions to help deal with the common-cause effects of EM DISTURBAN[CES.

Mitigation: It is recommended that burn-out or paralysis failures are designed to achieve a|safe
state-

Where a safety document for a subsystem or component part includes a PDS, it is
recommended that it provides sufficient detail on it to allow its correct use by a safety system's
designer.

Multi-channel systems might be able to tolerate a single-channel failure, but it is useful to
consider the likelihood of common mode failures.

Examples are suppression of arcing and proper termination of inductive loads to avoid induced
spikes.
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A.3.18 Caution when using hardware or software libraries

Aim: To confirm that the techniques and measures for adequate mitigation of the effects that
can be caused by EM DISTURBANCES are applied and verified throughout the whole software
design and implementation of ME EQUIPMENT or an ME SYSTEM.

Description: Software development relies more and more on "standard" components
encapsulated in libraries, for example, a TCP-IP stack, a matrix multiplication package etc.
They are the software equivalent of COTS hardware. The overall software is as strong as its
weakest part and so it is essential for ME EQUIPMENT or an ME SYSTEM that any library software
used has been designed to the appropriate guidelines, such as (for example) those described
in thjS"document.

techniques and measures for adequate mitigation of the effects that can be c¢aused by EM

Iden‘Eification: Auditing the source code of all library code will help to confirm-that the
DISTURBANCES have been competently and adequately applied.

Mitigation: It is recommended that any hardware or software componerits or modules cqpied
from|any library is checked against the guidance in this document before being incorpofated
into &n operational system.

NOTH Hardware specification is now often implemented algorithmically (for example, IEEE Verilog, IEEE Standard
1364-R005) [70] for FPGAs.

A.3.19 Error detection and correction for electronic components
A.3.19.1 General

Overall aim: To help control failures in solid-stateractive and passive components.

A.3.19.2 Tests by redundant hardware

Aim) To use additional hardware to monitor the operation of functions that help achieve BAsIC
SAFE[TY Or ESSENTIAL PERFORMANCE.

Desg¢ription: Redundant hardware can be used to provide diagnostic testing for functiong that
help|achieve BASIC SAFETY Or_ESSENTIAL PERFORMANCE.

Identification: Good fordetecting failed states but might be poor at detecting transient failures.
Covegrage depends on the rate of test compared to the PROCESS periodicity.

Mitigation:Effectiveness depends on diagnostic coverage and diagnostic test intgerval
compared to the PROCESS periodicity. If/when used, it is recommended that the benefits for
adeduate mitigation of the effects that can be caused by EM DISTURBANCES are assessed fgr the
particular implementation and the analysis documentied.

Where a safety document for a subsystem or component part of ME EQUIPMENT or an ME SYSTEM
includes a PDS, it can provide sufficient detail to allow its correct use by designers to help
ensure BASIC SAFETY and ESSENTIAL PERFORMANCE.

A.3.19.3 Using dynamic signalling techniques

Aim: To help detect static failures by dynamic signal communications and processing.
Description: A forced change of otherwise static signals helps to detect static failures.

For example, alternating voltage signals are less vulnerable to stuck-at faults than static (direct
voltage) signals.
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Identification/mitigation: Good at detecting failed states, but poor at detecting transient
failures. If/when used, it is recommended that the benefits for adequate mitigation of the effects
that can be caused by EM DISTURBANCES are assessed for the particular implementation, and
the analysis documented.

Where a safety document for a subsystem or component part includes a PDS, it is
recommended that it is provided with sufficient detail on it to allow its correct use by a safety
system's designer.

A.3.19.4 Caution with use of test access and real-time trace PORTS, and boundary-
scan

Aim] To help prevent any added test/diagnostics, especially real-time trace PORTS| and
bourjdary-scan (such as JTAG) from making the system more susceptible to EM DISTURBANCES.

NOTH JTAG refers to the Joint Test Action Group; IEEE Standard 1149.1-1990, Standard Test Access Poft and
Boundary-Scan Architecture [71].

Des¢ription: The added interconnections can make susceptibility worse;-especially boundary
scan| (which adds logic between the 1/O buffers and the integrated cirCuits core logic to allow
testing the core logic, creating a possible path for EM DISTURBANCES right into the "heart" of any
elecfronics).

the PCB for release into production. Indeed, the large-number of signals, fast and sensitive
signals connected directly to the core, high density connectors and a large surface taken op the
PCBJj can increase the radiated EMISSIONS and / or degrade the IMMUNITY to EM DISTURBAN(CES.

On }ome processors the real-time trace PORT can be a real problem if it is not removed [from

If teqt access PORTS and their connections can be designed to be electromagnetically resjlient
thenjthe system will be made more susceptiblelinstead of less. Using a low-profile PCB-surface-
mounted connector for the JTAG access PORT, and ensuring that no cable is ever left attaghed
to it,|is very helpful in helping to achieveradequate mitigation of the effects that can be capsed
by El DISTURBANCES.

Identification/Mitigation: Where-used, it is recommended that their effectiveness agpinst
EM DJSTURBANCES is determined taking into account the particular design features, and this
analysis documented.

It is|also recommended that real-time trace PORTS are kept only in the development| and
debygging phase, of-functional prototypes; and that pre-production and production vergions
remgve this feature.

References»[137] to [138]

A.3.19:5 Monitored redundancy

Aim: To compare the behaviour of two or more channels in a multi-channel system, to help
detect errors and/or to correct them.

Description: The function is executed by at least two electromagnetically diverse hardware
channels (see A.2.4). The outputs of these channels are monitored and if the output states
differ a suitable action is initiated to maintain the BASIC SAFETY and ESSENTIAL PERFORMANCE.

Identification: Effective against static and transient failures, provided the monitoring system is
not itself prone to EMI.

Mitigation: As specified in the documentation, apply an appropriate response that maintains
BASIC SAFETY and ESSENTIAL PERFORMANCE.
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For a subsystem or component part: transition to a PDS as recorded in the safety document,

can

provide sufficient detail to allow its correct use by a safety system's designer.

However, with three or more channels and a voting function, error correction (isolation of the
faulty channel and continued operation) can be practicable (see A.2.4).

A.3.
Aim

19.6 Hardware with automatic self-test

: To detect faults by periodic checking of the functions using automatic self-tests.

Identification: Will only detect failed states, not the transient failures that might have'ca
then.

Mitigation: As specified in the documentation, apply an appropriate responsé that main

BASI

For
can

L SAFETY and ESSENTIAL PERFORMANCE.

@ subsystem or component part: transition to a PDS as recorded in the safety docun
provide sufficient detail on it to allow its correct use by a safety, system's designer.

Howgver, by using redundant electromagnetically diverse-téchhology channels (see A.2
mightt be practicable to continue safe operation by switching from a failed channel to ong
is still operating correctly.

A.3.
Aim
Des

Trip

9.7 Analogue signal monitoring

To improve confidence in signals and controls.
¢ription: Analogue signals are used:in preference to digital on/off states.

or safe states are represented by analogue signal levels, which can be continug

monitored for credibility (for example, by using window comparators for amplitude ranges;
pass|, band-pass and low-pass-filters for frequency ranges, etc.).

Identification: Can be effective against EMI, especially if unusual signals are detected, lod

and

nvestigated.

Mitigation: As_specified in the documentation, apply an appropriate response that main

BASI

For
can

C SAFETY-and ESSENTIAL PERFORMANCE.

used

tains

hent,

4) it
that

pusly
high-

ged,

tains

hent,

subsystem or component part: transition to a PDS as recorded in the safety docun
T)rovide sufficient detail on it to allow its correct use by a safety system's designer.

However, by using redundant electromagnetically diverse-technology channels (see A.2.3) it
might be practicable to continue safe operation by switching from a failed channel to one that

is st

ill operating correctly.

Signals can also be "smoothed" in hardware and/or software up to the maximum permitted for
the accuracy and responsiveness needed.

Information on signal anomalies from event logs might be able to be used to improve long term
mitigation of the effects that can be caused by EM DISTURBANCES, and future designs.
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A.3.19.8 "Data assurance” (content credibility checking)

Aim: To use known relationships within datasets to detect corruption due to EMI.

Description: The notion of data can include individual data values and also collections of data
items, such as lists, arrays, records, and sets. The credibility checking can include range
checking, and consistency of values between related data, such as by using the technique
known as "median filtering".

There are several aspects to consider such as static (compile time) data typing, static range
checking and dynamic (at runtime) value range checking, both on assignment and during the
evalliation of arithmetic expressions.

Iderrlltification: Various checking schemes can be used to enable detection of cornuption, for
example, checksums or CRCs.

Varigus techniques described in this subclause can be used at the hardware\evel to implement
an agceptable solution.

Mitigation: As specified in the documentation, apply an appropriate’response that maintains
BASIC SAFETY and ESSENTIAL PERFORMANCE.

For & subsystem or component part, transition to a PDS as.recorded in the safety document,
can provide sufficient detail on it to allow its correct use’by-a safety system's designer.

However, by using redundant electromagnetically. diverse-technology channels (see A.2[3) it
mightt be practicable to continue safe operation by switching from a failed channel to ong that
is still operating correctly.

Reference: [139]

NOTH The importance of this technique depends on whether the function is intended for continuous operatjon or
on demand.

A.3.20 Error detection/correction by monitoring program sequence
(i.e. watchdogs)

A.3.20.1 General

Overall aim: To helpdetect a defective program sequence or timing and either take appropriate
actigns to maintain the ESSENTIAL PERFORMANCE; or restart the correct sequence if this is
apprppriate formaintaining the ESSENTIAL PERFORMANCE.

Overall description: A defective program sequence exists if the individual component pafts of
a pragram (for example software modules, subprograms, or commands) are processed in the
wrong sequence or period of time, or if the clock of the processor is faulty.

Overall mitigation: As specified in the documentation, apply an appropriate response that
maintains BASIC SAFETY and ESSENTIAL PERFORMANCE.

For a subsystem or component part, transition to a PDS as recorded in the safety document,
can provide sufficient detail on it to allow its correct use by a safety system's designer.

However, by using redundant electromagnetically diverse-technology channels (see A.2.3) it
might be practicable to continue safe operation by switching from a failed channel to one that
is still operating correctly.
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A.3.20.2 Watchdog with separate time base without time-window

Description: External timing elements with a separate time base (for example, watchdog
timers) are periodically triggered to monitor the computer's behaviour and the plausibility of the
program sequence. It is important that there is a clear design justification for the placement of
triggering points in the program.

The watchdog is not triggered at a fixed period, but a maximum interval is specified.

It is recommended that the watchdog(s) be designed using appropriate techniques and
measures for adequate mitigation of the effects that can be caused by EM DISTURBANCES such
as, for example, those that follow the guidance in this document.

Identification: When the program fails to trigger any watchdog, a failure is indicated.

There could be several watchdogs, each monitoring different points in the program's execlition
sequence.

A.3.20.3 Watchdog with separate time base and time-window

Desg¢ription: Timing elements physically separate from the computer, with a separate |time
bas¢g (watchdog timers), are periodically triggered to monitor the-computer's behaviour andl the
plausibility of the program sequence.

It is [mportant that there is a clear design justificationfor the placement of triggering points in
the grogram.

It is useful to specify lower and upper limits for,the watchdog.

This|technique is preferred over A.3.20.2;

Identification: If the program sequence takes a longer or shorter time than expected, a fgilure
is indlicated.

A.3.20.4 Logical monitoring of program sequence

Desg¢ription: The correet sequence of the individual program sections is monitored dsing
software (for example,/ counting PROCEDURE, key PROCEDURE) or using external monitpring
facilities.

It is [mportant that there is a clear design justification for the placement of triggering points in
the grogram:

This fnrhniqlln is profnrrnr’l over A.3.20.2 above

Identification: If the correct program sequence does not occur, a failure is indicated.

A.3.20.5 Combination of temporal and logical monitoring of program sequences

Description: A temporal facility (such as a watchdog timer with a time-window) monitoring the
program sequence is retriggered only if the sequence of the program sections is also executed
correctly.

This technique is preferred over any of the three techniques in A.3.20.2, A.3.20.3 or A.3.20.4
above. It is also preferred over the application of both A.3.20.3 and A.3.20.4 at the same time
but independently.
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Identification: If the temporal facility monitoring the program sequence is not retriggered, a
failure is indicated.

A.3.21 Error detection and correction using multi-channel input/output interfaces

Aim: To help detect random hardware failures (stuck-at failures), failures caused by external
influences (such as EMI), timing failures, addressing failures, drift failures and transient failures
(such as intermittency).

Description: This is a dataflow-dependent multiple-channel technique with independent inputs
and/or outputs for the detection of random hardware failures and systematic errors.

Identification: Failure detection is carried out by comparing the signals with each other.

The pomparator (the circuit used to compare channels and detect errors) is a,weak poin{ and
so it|is applicable to be designed to have considerably greater mitigation of the‘effects that can
be chused by EM DISTURBANCES for this technique to be effective (for example, very frequent
dyngmic testing). The technology used for the comparator can be justified\in’'the documentgtion.

Mitigation: If a signal corruption is detected by the communicating partner(s), retransmigsion
of the input or output data is requested. If the failure clears, continue operation as usual.

However, if during the time available the failure does not disappear, apply an appropriate
resppnse as specified in the documentation.

As specified in the documentation, apply an appropriate response that maintains BASIC SAFETY
and ESSENTIAL PERFORMANCE.

For a subsystem or component part, transition to a PDS as recorded in the safety document,
can provide sufficient detail to allow its correct use by a safety system's designer.

However, by using redundant electromagnetically diverse-technology channels (see A.2[3) it
might be practicable to continue safe operation by switching from a failed channel to ong that
is still operating correctly.

Refefrence: [115]

A.3.22 Using test patterns: static and dynamic

Aim] To help detect static failures ("stuck-at" failures) and crosstalk, particularly in inpuf and
outpuit units\_(digital, analogue, serial or parallel), and to help prevent the sending of
inadmissible inputs or outputs to the PROCESS.

Des : , B v a pat— -
specified test pattern to compare observations with the corresponding expected values.

The test pattern information, the test pattern reception, and test pattern evaluation need to all
be independent of each other. It is recommended that the test pattern not interfere with the
correct operation of the function.

Useful for helping achieve adequate mitigation of the effects that can be caused by EM
DISTURBANCES by detecting damage caused by over-voltages from lightning, ELECTROSTATIC
DISCHARGES, or other sources.

Identification: When the observations do not correspond with the expected values for the test
pattern, a failure is indicated.
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Mitigation: Repeat the test pattern as many times as there is time for, without unacceptably
degrading ESSENTIAL PERFORMANCE.

If during the time available the failure clears, log in the EDR (if one is available) and continue
operation as usual.

If during the time available the failure does not clear, log in the EDR (if one is available) and
apply an appropriate response as specified in the documentation.

and ESSENFALP

Howgver, by using redundant, electromagnetically diverse channels (see A.2.4) it .might be
practicable to continue safe operation by switching from a failed channel to opg .that ig still
operpting correctly.

A.3.23 Using fiber-optic cables for signals and data communications

Aim) To avoid the effects of EM DISTURBANCES on communications media by using metal-free
fibertoptic cables which do not conduct electricity.

Desg¢ription: Optical fibers in themselves (see the note<below) are unaffected by all
EM DJSTURBANCES (although they need protection from the thermal effects of lightning strikes, if
expgsed to them) and with suitable environmental protection can be used in all applicatjons,
including the most arduous.

Fibef-optic cables and their electronic interfaces.(transmitters and receivers) are availablg in a
wide|range of types (and costs) to carry analogue signals from DC up to several gigahert4 and
datalat up to hundreds of gigabaud.

Where electrical power needs are under 5 W, it is also practicable to carry AC or DC ppwer
over| ordinary fiber-optics, converting the optical power into electrical power by using a
photpvoltaic cell instead of a signal/data receiver.

Mitigation: Optical fiber (transmitters and receivers themselves are affected by EM
DISTYRBANCES, and so nged to use the good electromagnetic design techniques describgd in
A.3.27.

However, they afe .very small, making it much easier and less costly to achieve sufficient
confidence in eammunications than when using metal cables.

Metdl-free optical fibers are a good choice for at least one of the channels when designing an
elecllromagnetically diverse multi-channel redundant communication link (see A.2.4).

NOTE Certain types of optical cables use metal foils as moisture barriers, metal wires as drawstrings, and/or metal
armor. These all conduct electricity and can also worsen the thermal effects of lightning if the optical cable is struck
by lightning.

A.3.24 Techniques and measures for AC and DC power supplies/power converters
A.3.24.1 General

Overall aim: To help detect or tolerate failures caused by degradations or defects in any of the
electrical power supplies.
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Overall description:
Degradations and defects in both DC and AC supplies:

Under voltages, over-voltages, sags, swells, and interruptions lasting from less than one
microsecond to many hours, days, even months in some cases. AC ripple and noises with any
frequency range and level.

Transients, "spikes" and surges lasting from less than one microsecond to hundreds of
milliseconds.

Degradations and defects in AC supplies only:

Waveform distortions, frequency perturbations and, in multi-phase supplies, phase and/or
voltage imbalances, all with any amplitudes and lasting from less than one second to many
hourg, days, even months in some cases. Includes incorrect phase rotation.

A.3.24.2 Detecting degradations and defects

Identification: Various devices and circuit techniques are readily available for detecting any/all
defegts in AC or DC power supplies. For detecting excessive RF noise, see A.3.24.4.

Mitigation: Upon detecting a degradation or defect in acpower supply apply an approgriate
resppnse that is specified in the documentation and that.maintains BASIC SAFETY and ESSENTIAL
PERAORMANCE.

Can [usefully be combined with mitigation in A.3¢24.3 and/or A.3.24.5

A.3.24.3 Power hold-up

Aim3 To maintain the power supply for\leng enough during and/or after any transient or short-
term|deficiencies in the electrical pewer supply (such as dips, dropouts, interruptions, ynder
voltages, sags, etc.) to avoid a dangerous failure.

So g.g. electrolytic capaciters with liquid electrolytes might not be a good choice for gome
applications, especially those with high operating temperatures.

Desg¢ription: Sufficient energy is stored in capacitors, supercapacitors, batteries, etc., to|help
ensure the above‘aims are met.

In the case‘oflong sags, under voltages or interruptions, it is applicable to consider the energy
stordge (fequirements to be sufficient to continue correct (safe) operation whilst the¢ ME
EQUIPMENT or ME SYSTEM is put into a safe state, or some other action taken, as describgd in

the cnnnmr\n{n{inn tomatntain Daci~ o AEETY AnA COOENTIAL DEDEADMANACE
oo o ttro oot oASTC oA o oSN AT T ROV G

ME EQUIPMENT or ME SYSTEMS with high power consumption and/or needing a long time to be put
into a safe state despite lack of power might use large battery banks (for example either directly
or as part of a UPS) and/or rotating reserve power generators.

Identification: Analysis and testing of the worst possible combinations of circumstances,
including a continuous low and/or distorted supply voltage, components tolerances and the
effects of ageing, to help ensure that the above aims are reliably met.

Mitigation: Improvement of the design, for example, by adding more energy storage of an
appropriate type.
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Before the energy storage becomes exhausted to the point where errors, malfunctions or
failures could possibly occur, apply an appropriate response that is specified in the
documentation and that maintains BASIC SAFETY and ESSENTIAL PERFORMANCE.

Can usefully be combined with A.3.24.5.

A.3.24.4 Detecting excessive RADIO FREQUENCY noise on power supplies

Aim: To detect the presence of excessive noise on power supplies, whether caused by
failed/degraded decoupling capacitors, shielding, filtering, etc., or by EMI.

Desg¢ription: Simple broadband RADIO FREQUENCY (RF) detectors can readily be createdysing
ordinary circuit techniques (for example, a resistor, Schottky diode, capacitor, and operatjonal
amplifier) that will reliably detect frequencies up to tens of MHz, if they have sufficient
amplitude. Some semiconductor MANUFACTURERS make single-chip RF detectors t@)detect lip to
many gigahertz.

It will generally be necessary to set the sensitivity of the detector so that\it does not trigge¢r on
the normal systematic noises made by the equipment or system itselfiin any operating mode
whemn operating correctly.

174

Identification: Excessive levels of RF on AC power lines or DPC power rails cause th¢ RF
detegtor to trigger.

Mitigation: Apply an appropriate response that is specified in the documentation and| that
maintains BASIC SAFETY and ESSENTIAL PERFORMANCE:

A.3.24.5 Redundant electromagnetically diverse power supplies

Aim3] To maintain BASIC SAFETY and ESSENTIAL PERFORMANCE despite any of the probjems
deteg¢ted by A.3.24.2, A.3.24.3 and A.3.24.4, by providing alternative power supplies.

Desg¢ription: Providing alternative‘power supplies to replace failed ones.

Identification: Problems with power supplies can be detected using the techniques|and
measures described in A.3.24.2, A.3.24.3 and A.3.24.4 above.

Mitigation: The availability of redundant electromagnetically diverse power supplies (see A.2.3)
allows safe operation by switching from a failed power supply to one that is still operpting
corrgctly. It is useful to design the switch to be very electromagnetically robust as describgd in
the qocumentation.

A.3.25/,"Monitoring of ventilation, cooling, and heating

Aim: To help confirm that ventilation, cooling, and heating systems are appropriately monitored
to assist in the prevention of malfunctions caused by EM DISTURBANCES.

Description: Failures of the ventilation, cooling or heating can expose the ME EQUIPMENT or
ME SYSTEM to environmental conditions that are outside is specified capabilities, possibly
increasing the rate of dangerous failure to an unacceptable level. Such failures could be caused
by EM DISTURBANCES.

Identification: Ventilation, cooling and heating systems are monitored for correct operation.

Mitigation: When a failure is detected, apply an appropriate response that is specified in the
documentation and that maintains BASIC SAFETY and ESSENTIAL PERFORMANCE.
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However, by using redundant electromagnetically diverse ventilation, cooling or heating
systems (see A.2.3) it might be practicable to continue safe operation by switching from a failed
one to one that is still operating correctly.

A.3.26 Careful use of wireless (radio) data communications

Aim: To help confirm that any wireless malfunction due to unwanted (in-band) and/or co-
channel interference will not cause an unsafe failure, and that the introduction of a wireless
function does not adversely impact upon the BASIC SAFETY or ESSENTIAL PERFORMANCE of ME
EQUIPMENT or an ME SYSTEM.

Desg¢ription: As many products now include an element of wireless functionality, |it is
conceivable that they will be used to contribute to the achievement of BASIC SAFETY apd/or
ESSENTIAL PERFORMANCE. A "heartbeat" signal is typically used in wireless design to confirn] that
therg is continuous communication between the transmitter and receiver.

Identification: Selection of suitable frequencies that support continuous: transmissign is
needed since many frequency allocations do not allow for this type of trafirsmission. Refergnce
[140] provides recommendations on suitable frequencies, power ¢levels and modulation
techniques for short-range wireless systems with implications for the-safety of human life.

The |ntroduction of a wireless function will change the ELECTROMAGNETIC ENVIRONMENT, sq it is
applicable to confirm the compatibility of the ME EQUIPMENTNOf ME SYSTEM to have sufficient
IMMUNITY at the frequencies of wireless operation, plus techniques and measures such ag (for
example) those in this document, which help ensure that'even if the IMMUNITY is insufficient for
any feason, BASIC SAFETY and ESSENTIAL PERFORMANEE are maintained.

With| regard to wireless coexistence: at this time there are limited consensus standards
addressing the RISKS associated with inadequate wireless coexistence. Most current methods
of ejaluating wireless coexistence use testimethods (in situ or special tests) that vary wjdely
amohg device MANUFACTURERS. Moreover, current ELECTROMAGNETIC COMPATIBILITY (EMC)
stanglards often do not specify requirements or test PROCEDURES to assess the performange of
systéms containing RF receivers in the presence of in-band interference.

Mitigation: Where the heartbeat signal is lost, a specified signal is generated and input tp the
systeém. If during the time available the heartbeat signal is re-established, log this in the EDR
(if one is available) and e¢ontinue operation as usual.

If dufing the time avaijlable the heartbeat signal is not re-established, log in the EDR (if ohe is
avairllable) and apply an appropriate response that is specified in the documentation and| that
maintains BASIC.SAFETY and ESSENTIAL PERFORMANCE.

However; by using electromagnetically diverse redundant channels (see A.2.4) it might be
practicable to continue safe operation by switching from the failed wireless link to another|data

communication link that is still npnrahng r\nrrnr‘fly_

Successful coexistence among wireless devices is dependent on three main factors: time,
frequency, and space. In terms of time, the probability of coexistence increases as the overall
channel occupancy of the wireless channel decreases. In terms of frequency, the probability of
coexistence increases as the frequency separation of channels increases between wireless
networks. In terms of space, the probability of coexistence increases as the signal-to-noise ratio
(SNR) increases.

To achieve a successful coexistence, it is necessary to at least control one of the three
parameters, two it is even better, the three being the ideal.
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The ANSI C63.27 standard [558] provides an evaluation PROCEDURE and supporting test
methods for wireless coexistence and evaluation of key performance indicators (KPI). The
standard will provide evaluation PROCEDURES, test methods and other guidance necessary for
performing the evaluation. AAMI TIR 69-2017 [559] complements C63.27 [558] for RISK
ASSESSMENT and management.

NOTE Also see A.6.
A.3.27 Good electromagnetic engineering at every level of design

Aim: To use accepted, good electromagnetic engineering practices at the time of system

Desg¢ription: Well-proven and widely accepted good electromagnetic engineering“design
practices at the time of system implementation are applied at every level of 'desigh as
apprppriate, including (but not limited to) partitioning printed circuit boards (P(Bs),
unitg/modules/subassemblies/products, systems, installations, networks, ete” into diff¢rent
elecfromagnetic zones (see [24]), and also into lightning protection zones_(usually the sanje as
the |electromagnetic zones) see [36], segregated by physical cSpace and/or other
elecfromagnetic mitigation techniques.

Iden£ification: Design assessment by persons competent in~the relevant electromagpetic
design issues.

Mitigation: By competent correction of the design, as appropriate. Examples include:

lectronic/electrical design appropriate for each<electromagnetic zone;

b) sklection of electronic, electromechanical, and electrical components appropriate for pach
dlectromagnetic zone;

c) communications design (within and between electromagnetic zones);

d) HCB design and layout (often incorporates several electromagnetic zones);

e) power converter design e.g. AC to DC, DC to DC, DC to AC, AC to AC (generally located at
dlectromagnetic zone boundaries);

f) ENCLOSURE design for units/modules/subassemblies and products (could incorporate

several electromagnetic'zones);

itigation techniquesisuch as filtering, shielding, galvanic isolation, surge, and trangient
suppression, etc. (located at electromagnetic zone boundaries);

slystem design.(generally incorporates several electromagnetic zones); and

For ¢ircuitsunits
EMC engineering for individual items of equipment”.

For cabinets, systems, installations, networks, etc., see the bibliography under “Good EMC
engineering for systems and installations”.

The "Electromagnetic Zoning" technique [24] and guides based upon it: [21] to [23].

A.3.28 Design to comply with EMC test specifications as set out in A.1.3
and A.1.4

Aim: To help ensure that the ME EQUIPMENT or ME SYSTEM will comply with the EMC test
specifications as set out in A.1.3 and, if relevant, A.1.4, during VERIFICATION and validation (see
A.5.2) iflwhen they are tested.
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Description: It is applicable to design the ME EQUIPMENT or ME SYSTEM to aim to comply with
the EMC test specifications as set out in A.1.3 and, if relevant, A.1.4, when the VERIFICATION
and validation tests (see A.5.2) are performed.

Identification: Achieved through regular assessment by personnel who are competent in the
electromagnetic design of the relevant hardware and/or software, commensurate with the level
of RISK.

Mitigation: Modification of the design, followed by re-assessment, until the appointed
assessors are satisfied.

A.3.29 De-rating of hardware components, where appropriate

Aim)] To increase the reliability of hardware components, particularly those used fof the
suppression of EM DISTURBANCES or protection against their effects.

Desg¢ription: Hardware components are operated at levels well below their specified maximum
ratings or stress levels, so as to help ensure their correct function despitelaging/degradatipn of
perfgrmance.

As rule, EMI suppression/protection components are especially conservatively RATHD to
survive repeated stress levels considerably higher than the& worst anticipated, taking| into
account the full range of all reasonably foreseeable physical and climatic environments
throyghout the EXPECTED SERVICE LIFE (such as vibration, shock, humidity, extremes of ampient
temgerature (for example, when the air-conditioning has{failed), etc.).

Identification: Achieved through independent assessment of the design by personnel who are
competent (according to the RISK level) in the\field reliability of the hardware compornents
concerned.

Mitigation: By modification of the design, followed by re-assessment, until the appo|nted
assessors are satisfied.

A.3.30 Improve robustnessoofinterrupts

Aim] To help reduce the impact of CPU saturation and program execution lock-up due to| EMI
throygh interruptions.

Desg¢ription: Interrupts are provided by circuits external to the processor running the software,
and s such aréliable to suffering sufficient coupling of EM DISTURBANCES to cause a false
signal. Whereg-an'interrupt is not masked or otherwise disabled, such EMI will have an immegiate
effedt on the software.

Becduseof its effect on software execution, a false signal (e.g. due to EMI) on an interrugt pin
of a processor is very much more Tikely To impact reliability of funciionality than similar false
signals on most other types of processor inputs, all outputs, and power supply pins.

Identification: Whilst most of the advantages of using interrupts are associated with
optimization of the hardware resources and achieving consistent response times, some benefits
in robustness, and reliability, can also be attained by effective use of the internal interrupt
mechanisms, which are sometimes called exceptions and traps.

EM DISTURBANCES can potentially increase the input data rate, which can saturate and lock-up
the CPU, causing loss or corruption of data, inhibiting other part of system from executing failure
modes, fallback operation, or the normal control operations. In effect, EM DISTURBANCES can
potentially cause a "denial of service" to the interrupt servicing.
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Mitigations:

Limit the use of interrupts only to what is necessary: reduce external interrupt inputs, reduce
levels of interrupts, and reduce the rates of interrupts.

b) Provide electronic filtering (analogue and/or digital) to control slew-rate, de-bounce and
reduce the bandwidth of potential interrupts.

c) Use edge or level triggering in conjunction with a level control at the beginning of interrupt
routine to filter the unwanted / parasitic interrupts.

d) It is recommended that use memory protection and user / supervisor mechanism;
interruption routines are executed only in privileged supervisor / system / kernel mode.

e) Qontrol the use of the Enable and Disable interrupt instructions and use only matched.gairs.

f) Disable interrupts during power-up initialization.

g) Disable and mask-out unused interrupt vectors. It is recommended that unusedvectors point
t¢ an error handling routine or reset, as appropriate.

h) Use "atomic" Test-and-Set instructions or signalling mechanism, such~as semaphores, to
protect and mark as "in-use" any common resources.

i) donfirm that each interrupt and all interrupts together will not_deadlock the system| and
imhibit the liveliness of the system.

i) Use an independent observation technique to detect and react to a lock-up.

k) Use a watchdog timer to free lock-up situations: the watchdog can never be "kicked" [from

A.4| Techniques and measures that.might be helpful in implementation,

an interrupt routine.

Gonfirm that calculations of CPU usage level and“the specific impact of all the expegcted
worst-case instances of all interrupt servicing can’be met, with a safe margin of spare [CPU
apacity (typically of the order of 30 %).

(@]

integration, installation, and commissioning

A.4. Providing information on-constraints and additional measures

Aim)] To aid procurement, installation, and commissioning in accordance with the rele
design specification for adequate mitigation of the effects that can be caused by
DISTYRBANCES.

Desg¢ription: It is reeommended that the design specification for ME EQUIPMENT or an ME SY
is bgsed upon itscoperation in a specified ELECTROMAGNETIC ENVIRONMENT, or one that is
severe. The actual achievement of that specified ELECTROMAGNETIC ENVIRONMENT, Or one
is leps severe,"might rely on certain constraints or additional measures being used d
instdlllation.-tmprovements to the lightning protection system of the site are a common exar

vant
EM

STEM
less
that

iring

nple.

Identification: Achieved through the assessment of the intended operational site an

d its

characteristics by personnel who are competent in the relevant site-related issues,

commensurate with the RISK level.

Mitigation: By modification of the design, followed by re-assessment, until the appointed

assessors are satisfied.

Measures include, but are not limited to, the provision of information on:

a) any constraints on the physical positioning of the items of equipment that comprise the

ME EQUIPMENT or ME SYSTEM,;

b) any constraints on types, lengths and routing of power, control, and signal interconne
cables;

c) the methods to be used when terminating any cable screens (shields);

cting
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d) the types of connectors to be used and any special assembly needs;

e) the electrical power supply specifications (power quality);

f) any additional screening (shielding) that is needed, and how to install it;
g) any additional filtering that is needed, and how to install it;

h) any additional overvoltage and/or overcurrent protection that is needed, and how to install
it (for example, by referencing the appropriate specifications in all applicable parts of
IEC 62305);

i) any additional power conditioning that is needed (such as a reliable UPS);

k) any additional physical protection needs (for example, against the possibility of-unusual
physical and/or climatic conditions);

I) the earthing (grounding) and bonding needs of the installation;
m) the PROCEDUREs and materials to be used;
n) any protection against corrosion and its effects throughout the EXPECTED)SERVICE LIFE;|and

0) any OPERATOR/maintainer constraints, for example, the use of mobijle-phones or cellphpnes
whilst performing commissioning or maintenance.

In addition: it is recommended that proper installation and comniissioning, having regard tp the
consfraints and additional measures listed above (and any, others not listed above), is
competently verified before the system is first operated (see A.5.4) and thereafter checked
regularly throughout the EXPECTED SERVICE LIFE, depending'on the specifications for maintajning
BASIC SAFETY and ESSENTIAL PERFORMANCE (see A.6.2).

A.4.2 Procuring materials, components, and products

Aim3 To help confirm that all materials, components and products are procured accordifg to
their| specifications for achieving adequate“mitigation of the effects that can be caused by
EM DJSTURBANCES, which will help to confirm that the ME EQUIPMENT or ME SYSTEM will comply
with the EMC test specifications from-A:1.3 and A.1.4, during VERIFICATION and validation|(see
A.5.2).

Des¢ription: Substandard or'counterfeit materials, components and products are increasjngly
appdaring in supply chains, especially when purchased on the "grey market" (an activity] that
this document does not recommend). Such components can threaten the adequate mitigation
of the effects that can"be caused by EM DISTURBANCES.

Identification: By\regular quality audits on goods received during the project.

Audits are<typically carried out by personnel who are competent in the relevant quality cgntrol
issugs for_the types of goods concerned in each case, commensurate with the RISK level.

It is recommended that appropriate tests (see A.5.2 and, if appropriate, A.5.3) are applied to
verify suppliers' claims of compliance with specifications, the rate of which depends on the
acceptable quality level (AQL) chosen in each case.

Such tests are recommended in general to avoid substandard or counterfeit materials,
components, and products from being incorporated in the ME EQUIPMENT or ME SYSTEM.

EXAMPLE 1 In the military avionics industry, it is not unknown to hear claims that suppliers' build quality slips by
enough to cause failure to meet specifications after seven units have been manufactured. Detecting the failure and
ensuring that the supplier corrects the problem is claimed to typically result in a further failure to meet specification,
another seven units later.

EXAMPLE 2 The US Department of Defense has found counterfeit components in every weapons system; and in
response has created a Regulation which all its suppliers now have to comply with, to try to prevent counterfeits from
entering the military supply chain [9].
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Mitigation: Replacement of the out-of-specification materials, components or products with in-
specification materials, components or products that satisfy the appointed inspectors before
they are assembled.

A.4.3 Assemblel/integrate according to the design for adequate mitigation of the
effects that can be caused by EM DISTURBANCES

Aim: To help confirm that the correct materials, components, and products are used in the
correct ways so that the ME EQUIPMENT or ME SYSTEM is assembled and integrated according to
their design specifications for helping to achieve adequate mitigation of the effects that can be
caused by EM DISTURBANCES.

To help confirm that good electromagnetic engineering practices are used (see Af3.26) as
apprppriate during assembly and integration.

To help confirm that the ME EQUIPMENT or ME SYSTEM will comply with the EMC test specificalions
as s¢t outin A.1.3 and A.1.4, during VERIFICATION and validation (see A.5.2).

Identification: By regular quality audits and/or assessments by personmnel who are compegtent
in the assembly/integration activities concerned, commensurate with-the level of RISK.

Mitigation: Replacement of incorrect materials, components{or-products, and/or reworking of
incolfrect assembly or integration, as needed, to satisfy thecappointed assessors.

A4d.4 Install/commission according to the desigh for achieving adequate mitigatipn
of the effects that can be caused by EM DISTURBANCES

Aim] To help confirm that the correct installation;and commissioning methods are used fofr the
ME EQUIPMENT or ME SYSTEM according to theityassociated design specifications for achigving
adeduate mitigation of the effects that can be caused by EM DISTURBANCES.

To help confirm that good electromagnetic engineering practices are used (see A.3.2%) as
apprppriate during installation and.€ommissioning.

To help confirm that the ME EQUIPMENT or ME SYSTEM will comply with the EMC test specifications
from|A.1.3 and A.1.4 during VERIFICATION and validation (see A.5.2).

Desg¢ription: The design of ME EQUIPMENT or an ME SYSTEM will have assumed or specified that
its infstallation and commissioning will be performed in a certain way, to help achieve adequate
mitigation of theteffects that can be caused by EM DISTURBANCES. Consequently, it is impgrtant
that |installation "and commissioning are performed as was assumed or specified by its
designers.

Identification: By regular quality audits and/or assessments by personnel who are compegtent
in the installation/commissioning acfivities concerned, commensurate with the Tevel of RISK.

Mitigation: Reworking of incorrect installation or commissioning as needed to satisfy the
appointed assessors.

A.5 Techniques and measures that might be helpful in VERIFICATION and
validation (including testing)

A.5.1 Applying VERIFICATION and/or validation techniques and measures

Aim: To verify and/or validate as far as is practicable that the design techniques and measures
that have been applied function according to the relevant design specification created as
described in A.1.
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Description: The VERIFICATION and validation of ME EQUIPMENT or an ME SYSTEM will have been
specified by the designers as described in A.1, to help achieve adequate mitigation of the
effects that can be caused by EM DISTURBANCES. Consequently, it is important that all
VERIFICATION and validation activities are performed exactly as specified in A.1.

Identification: By performing a sufficient number of techniques listed below, or equivalent
techniques described in the documentation, to enable different types of weaknesses or
omissions in the design to be discovered.

The competency, measurement accuracy and measurement uncertainty needed for each
VERIFICATION or validation technique is appropriate to be commensurate with the RISK leve].

VERIFICATION applies these techniques to all components, sub-assemblies, efc;off the

ME EQUIPMENT or ME SYSTEM.

Whefe the component or sub-assembly is a third-party item, its MANUFACTURER might have
perfgrmed some or all of these techniques and documented their results(ih the item's safety

documentation.

Validation applies these techniques at the highest practicable _level of assembly of the

ME EQUIPMENT or ME SYSTEM.

Failyre prediction techniques can be helpful for quantitative.RISK ASSESSMENT, when the R|SK

cannot be shown to be tolerable through other qualitative means.

Typi¢al quantitative techniques include:

a

o O T

)
)
)
)
)

Examples of VERIFICATION and validation techniques include:

c)

d)

failure modes and effects analysis (FMEA);

failure modes, effects, and criticality analysis (FMECA);
use-consequence diagrams;

ent tree analysis (ETA);

fault tree analysis (FTA); and
fault tree models.

monstrations, .such as demonstrating that the BASIC SAFETY and ESSENTIAL PERFORMANCE
ve been achieved, using any appropriate methods.

ecklists,<torhelp confirm that design techniques and measures have been obsefved,
pplied, and implemented correctly.

inspections, to help confirm that the designs for assembly and installation have been
rtectly followed.

reviews and assessments, to help confirm compliance with the objeciives of each phase of
the EXPECTED SERVICE LIFE. These are usually performed by competent persons on each
phase of the EXPECTED SERVICE LIFE and the various stages of the activities within each
phase.

independent reviews and assessments. The degree of independence of the assessment
being commensurate with the SEVERITY of RISK which has been determined by the
MANUFACTURER, for example by applying Annex C in ISO TR 24971:2020 [3].

audits, which include VERIFICATION processes for specification, design, assembly, and
installation.

"walk-throughs" of normal operation and plausibly abnormal operations (sometimes called
"devil's advocacy").
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individual and/or integrated hardware tests. Different parts of the final assembly or system
are assembled step by step, with checks and tests applied to help confirm that they function
correctly at each step.

validated computer modelling, simulation, etc.

the normal EMC tests applied in accordance with A.5.3 can be modified to provide greater
coverage of the possible effects of EMI, as described in [651], [601] and [602]; also see
A.5.4.

third party safety certification complying with the guidance in this document, at component,
module, product or system level, examples: integrity of data, wireless standard, encryption,
etc.

Mitigation: Changes are made to the design or operation to eliminate the weaknessas or

omissions, and the relevant VERIFICATION or validation re-applied.

It is fecommended that preceding phases of the EXPECTED SERVICE LIFE are reviewed if they can
be affected by the changes. It is recommended that consideration be given as\to whether similar
weaknesses or omissions might be present in other, similar functions. If soy.it is recommepded

that similar changes are made to those functions.

This|PROCESS is repeated until the appointed assessors are satisfied. It is recommended that

the

documentation.

Thede quantitative techniques were not originally developed to deal with the effects of EM
they|need to be competently modified to take into acceunt the issues mentioned in A.1.2.

decisions made and actions taken in this regard aré jdescribed in detail in| the

, SO

NOTH Because there can be multiple orthogonal (i.e. independent) effects acting on equipment, Taguchi's "0esign
of Experiments" approach [771] can help improve tests for robustness by quickly determining the worst cases|to be

testeq.

References: See the list in the bibliography under “VERIFICATION/validation and ¢ther

techniques (not specifically related to_ EM DISTURBANCES)”, especially [746].

A.5.2 VERIFICATION testing to-the EMC test plan from A.1.3 and A.1.4

Aim3] To help confirm that.the ME EQUIPMENT or ME SYSTEM complies with the EMC| test

spedifications from A.1.3.and, if appropriate, A.1.4.

Desg¢ription: An EMC test plan that helps to achieve adequate mitigation of the effects thaf can
be chused by EM DISTURBANCES, will have resulted from the activities described in A.1.3) and
perhpps A.1.4<400. Consequently, it is important that these test plans are performed exactly as

specijfied.

Identification: By performing tests in accordance with the EMC test plan(s) created by applying

ment

and facilities.

MANUFACTURERS are not necessarily precluded from doing these tests themselves or
constrained from using certain types of third-party test laboratories.

Care is typically taken over the order of tests, for example, performing EMISSIONS after IMMUNITY
to reveal whether seals or protection have been "softened" during the IMMUNITY test.

The degree of accuracy, confidence, test accreditation and independence needed for these
tests is — like most BASIC SAFETY or ESSENTIAL PERFORMANCE issues — generally dependent on
the level of RISK.
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Mitigation: Modification of the ME EQUIPMENT or ME SYSTEM, followed by re-VERIFICATION and/or
re-validation of the failed tests.

Depending on the tests which were failed, and the modifications needed to achieve passes to
them, it is applicable to redo other EMC tests, possibly all of them.

This PROCESS is repeated until the appointed assessors are satisfied.

It is recommended that the decisions made and actions taken in this regard are described in
detail in the documentation.

NOT
that

A.5

Aim] To help confirm that the ME EQUIPMENT or ME SYSTEM or any component'part or subsy

of it

to the level of RISK.

Desg¢ription: Complying with the EMC tests specified by A.1.3 “and (if appropriate) A.1

nec

ME EQUIPMENT or ME SYSTEM so that OPERATORS or owners aré/not inclined to modify the
ordef to achieve productivity targets.

Of cpurse, this is very important for adequate mitigation of the effects that can be cause
EM DJSTURBANCES, but no affordable or practicable . EMC test plan can possibly demonstratg
EM D|STURBANCES cannot unacceptably degrade.the BASIC SAFETY or ESSENTIAL PERFORMAN

Usinp a suitable number of design techniqués and measures is what makes it possible for g

SAF
SER

Non4standardized or ad hoc cheeks or tests can be used in addition to the list in A.5.3 to ach

the

by EM DISTURBANCES, according to the RISK level.

In many situations theyyean prove very useful in assessing the design for the mitigation ¢
effedts that can be Caused by EM DISTURBANCES.

Identification;By performing non-standardized or ad hoc checks or tests.

.3 Using non-standardized ad hoc checks or tests

H Complying with the conventional test standards alone is insufficient for adequate mitigation of the’q
cpn be caused by EM DISTURBANCES (see Clause 1 and References [11] to [14]).

nas adequate mitigation of the effects that can be caused by EM DISTURBANCES, approp

gssary for maintaining sufficiently high levels of availability. of the normal functions o

E[TY and ESSENTIAL PERFORMANCE not t&'be degraded by EM DISTURBANCES over the EXPE
MICE LIFE. A.6.1 lists techniques and‘measures that can be used to verify or validate th

necessary confidence in the'design for adequate mitigation of the effects that can be ca

ffects

stem
riate

4 is
f the
m in

d by
that
CE.

ASIC

CTED

is.
ieve

used

f the

following’in the documentation:

It is fecommended that any non-standard ad hoc test methods are justified by recordinT the

Rationale.

What measurements are needed? What is the purpose of measuring it? Why is a
standard ad hoc test being proposed rather than a standards-based method?

A detailed explanation of the test method.
Including figures or photographs and its theoretical underpinning
A demonstration of validity of this non-standard ad hoc test.

non-

(If it is not immediately obvious to an engineer competent in testing the issue concerned).
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Examples of some non-standard ad hoc checks and tests include:

significantly increasing the test levels of standard IMMUNITY tests;

modulating continuous wave disturbances with frequencies, pulse shapes or patterns, or
wave shapes to which a design might be especially susceptible (from
inspection/investigation of the design);

applying two or more disturbances at once (for example, multiple frequencies during
conducted or radiated tests to cause intermodulation in the tested design);

applying different wave shapes on transient tests (such as surge, ESD, etc.);

erforming significan arger numbers of transient te 0 _cover a greate ion of

the rangeof ossible equipent states;

ecks on earthing, grounding, and bonding by, for example, measurement with approgriate
[)C meters and/or visual inspections;

ecking that temperature and humidity sensors are functioning correctly (to help prgvent
orrosion of shielding, overheating of filters, etc.);

ecking the behaviour of shielding joints and gaskets during physical’stress (for example,
on-flat mounting surface), mechanical shocks, vibration, (temperature changes,
temperature extremes, condensation, icing, changes in air presSure (or water pressure for
nderwater equipment), etc., for example, by using battery-powered "comparison rnoise
gmitters" inside an ENCLOSURE, and close-field probes outside it, within an environmgntal
test chamber.

quick checks of EMISSIONS and IMMUNITY performance for units that have undergone hjghly
dccelerated simulations of their likely exposure to{mechanical, climatic, chemical, |etc.,
gnvironments and/or user interactions (for example, opening/closing doors, hatghes,
imspection panels, etc.) throughout their EXPEGTED SERVICE LIFE.

Mitigation: Modification of the ME EQUIPMENT or, ME SYSTEM, followed by re-VERIFICATION and/or

re-validation of the failed checks or tests.

Depending on which checks or tests\were failed, and the modifications needed to achieve
passles to them, it is applicable to redo other checks or tests, or even standards-based tegting.

This|PROCESS is repeated untikthe appointed assessors are satisfied. It is recommended that

the
doc

Refdrences: [600] t0)[604] in the bibliography under “Some ad-hoc test methods”.

L]iecisions made and actions taken in this regard are described in detail in the prpject
mentation.

NOTH A manufaeturer is not precluded from doing these tests personally or constrained to use certain types of

third-party test laboratories.

The fdegree of accuracy, confidence, and independence needed for these non-standard ad hoc
checks. dnd tests is — like most BASIC SAFETY or ESSENTIAL PERFORMANCE issues — genegrally
dependent on the level of the RISK.

A.5.4 Verifying correct installation and commissioning

Aim: To help confirm proper installation and commissioning having regard to the constraints
and additional measures listed as the result of applying A.4.1 and A.4.2, and any others not
listed in those subclauses.

This is essential for "version control” of the finished as-built system, listing all the hardware and
software parts that are used together as a "working set" to fulfil the BASIC SAFETY and ESSENTIAL
PERFORMANCE objectives throughout the EXPECTED SERVICE LIFE.


https://iecnorm.com/api/?name=58e7a45969c55794aca6f137e0a8581f

IEC TS 60601-4-6:2024 © |EC 2024 - 67 -

Description: The designers of ME EQUIPMENT or an ME SYSTEM will have specified that its correct
installation and commissioning will be verified in a certain way, to help confirm the achievement
of sufficient mitigation of the effects that can be caused by EM DISTURBANCES. Consequently, it
is important that the installation and commissioning are verified exactly as specified by its
designers.

Identification: Inspection by competent personnel before the system is first operated and
checked regularly throughout the EXPECTED SERVICE LIFE.

Mitigation: Modification of the ME EQUIPMENT or ME SYSTEM, followed by re-inspection, repeated
until the appointed assessors are satisfied

It is recommended that the decisions made and actions taken in this regard are described in
detall in the documentation.

A.5.5% EMC tests before and after accelerated life tests

Aim] To help confirm that adequate mitigation of the effects that ean be caused by EM
DISTYURBANCES is effective during and after accelerated life tests.

Desg¢ription: Testing environments that simulate the reasonably foreseeable locations of use
of ME EQUIPMENT or an ME SYSTEM are recommended to verify that adequate mitigation of the
effedts that can be caused by EM DISTURBANCES is maintained throughout the EXPECTED SERVICE
LIFE.

Identification: When these tests are carried out, theimitigation of the effects that can be calsed
by EM DISTURBANCES can be evaluated both before and after the life tests; and some EMC fests
might be able to be combined with the lifetime\tests. Following the tests, it is necessary to
evalllate whether the EMC performance -has not been degraded, which can lead tp an
unadceptable RISK.

Mitigations:

a) Uink to calculations of reliability on sensitive components whose characteristics can|vary
over time (e.g. capacitors)

b) Helection of components with appropriate electrical and thermal properties.

c) The tolerance of thescomponents (e.g. value, voltage) can be chosen carefully taking into

ccount aging.

d) If is recommended that particular attention is paid to the EMC seals of cabinets, racks,
ors, connpectors, and openings; because repeated handling can degrade their EMC
rformance over time.

e) The, fixing points and electrical connection undergoing corrosion can be adapted| and
retécted.

f) The life test profiles can take into account the environmental constraints of the intended or
foreseeable environment (s).

A.6 Techniques and measures that might be helpful in operation,
maintenance, repair, overhaul, refurbishment, and upgrade

A.6.1 Assessment of changes in the ELECTROMAGNETIC ENVIRONMENT

Aim: To discover new ELECTROMAGNETIC ENVIRONMENT conditions that were not taken into
account in the original design.

To modify/upgrade as appropriate so that availability is maintained at a high level (as discussed
in A.1.3).
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Description: It is recommended that the design specification for ME EQUIPMENT or an ME SYSTEM
is based upon their eventual operation in a specified ELECTROMAGNETIC ENVIRONMENT (or one
that is less severe) throughout the EXPECTED SERVICE LIFE.

The achievement of that specified ELECTROMAGNETIC ENVIRONMENT, or one that is less severe,
throughout the EXPECTED SERVICE LIFE is important for availability and needs the
ELECTROMAGNETIC ENVIRONMENT to be managed, specifically in this case to identify and assess
any changes in it. Ideally, proposed changes would be assessed before they were implemented,
and modified if applicable, so as not to degrade the availability.

Identifi

a) anges in the EMC test standards used in the specification (see A.1.3 and A.1.4).

b) anges in the standards listed in the bibliography under “Assessing the ELECTROMAGNETIC
NVIRONMENT, and detecting threats”.

c) results from independent detection of EM DISTURBANCES as described in A.2.9.
d) results recorded as described in A.2.6, and then analysed.
e) the assessment techniques described in A.1.3 and [650].

f) proposed changes in the ME EQUIPMENT or ME SYSTEM, or other equipment/systems that gould
fect inter-system or intra-system electromagnetic energy couplings into the ME EQUIPMENT
or ME SYSTEM.

Thege proposed changes could be upgrades, repairs, overhauls, or any modifications fof any
reaspns.

It might be useful to perform a "gap analysis", comparing the ELECTROMAGNETIC ENVIRONMENT
that [was the basis of the original design“\specification (see A.1), with the cufrent
ELECITROMAGNETIC ENVIRONMENT.

Mitigation: By re-applying the appropriate parts of the PROCESS recommended by]| this
document, as appropriate to the changes in the ELECTROMAGNETIC ENVIRONMENT, for example in
accordance with the approach taken-by ISO 14971 in such circumstances.

This|PROCESS is repeated until’\the appointed assessors are satisfied.

It is recommended thai‘the decisions made and actions taken in this regard are describgd in
detall in the documentation.

A.6.2 Assessment of continuing correct installation

Aim] To help confirm the maintenance of proper installation and commissioning having regard
to the constraints and additional measures listed as the result of applying A.4.1, and any others
not listed in that section.

Description: The design of ME EQUIPMENT or an ME SYSTEM will have assumed or specified that
its installation be performed in a certain way, to help achieve adequate mitigation of the effects
that can be caused by EM DISTURBANCES.

Because adequate mitigation of the effects that can be caused by EM DISTURBANCES is needed
throughout the EXPECTED SERVICE LIFE, it is important that installation continues to have the
same characteristics throughout the EXPECTED SERVICE LIFE as were assumed or specified by
its designers for its initial installation.

Identification: Regular inspections by competent personnel throughout the EXPECTED SERVICE
LIFE.
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These inspections can include, for example: grounding/bonding; shielding effectiveness; filter
insertion loss; the condition of surge protection components/devices and electromagnetic
shielding gaskets; unapproved modifications (including cable/connector replacements and/or
additions, software upgrades or other changes); etc.

EXAMPLE A common example is conductive gaskets used to seal apertures in shielding ENCLOSURES, and dissimilar
metal bonds (such as earth/ground connections). These are often subject to corrosion that progresses over time until
they no longer function well-enough to maintain adequate mitigation of the effects that can be caused by EM
DISTURBANCES.

Another example is surge protection components and/or devices, which generally degrade as time progresses due
to the surges they experience, until they can no longer provide adequate protection.

Note that these surge protection components/devices and earth/ground bonds might be located remotely from the
electrpnics of the ME EQUIPMENT or ME SYSTEM — for example, they might be installed as part of a site.or|yehicle's
lightn|ng and/or EMP protection system, and yet the adequate mitigation of the effects that can be ccaused py EM
DISTURBANCES of the ME EQUIPMENT or ME SYSTEM can still rely on the protection they provide.

Mitigation: Modification of the ME EQUIPMENT or ME SYSTEM, followed by re-inspection, unt|l the
corrgct constraints and additional measures are once again satisfied.

Preventative maintenance also can be used wherever any aspect of thé&installation appedrs to
be spffering from degradation of its electromagnetic characteristics)at such a rate that|they
could become unacceptable before the next planned inspection,

Where the periodicity of the planned inspections is found fo be inadequate to prevent cdrtain
electromagnetic characteristics from degrading by toe much, it is recommended tha{ the
planping is changed to inspect at least those chardcteristics sufficiently often that |their
degrpdation is corrected before they have degraded fo'the point of unacceptability.

NOTH This activity is another essential for the "version control" of the as-built system (see A.5.4).

A.6.3 Maintaining adequate mitigation.of the effects that can be caused by Em
DISTURBANCES, despite modifications or changes

Aim) To help ensure that repairs, modifications, overhauls, upgrades, refurbishment, et¢. do
not ynacceptably degrade the mitigation of the effects that can be caused by EM DISTURBANCES
of the ME EQUIPMENT or ME SYSTEM.

Desg¢ription: Repairs, modifications, overhauls, upgrades, refurbishments, etc. can chuse
significant degradationsito the mitigation of the effects that can be caused by EM DISTURBANCES
of a $ystem. For example, even replacing a cable with a different one, even if supposedly df the
sam¢ type, cancalse unacceptable degradation of ELECTROMAGNETIC EMISSIONS and/or
IMMUNITY.

It is fecopmended that such issues are foreseen and taken care of in the planning (see A[1.2),
so thatreven if the ME EQUIPMENT or ME SYSTEM becomes unavailable as a result, it doe$ not
becgmevunsafe.

This activity is another essential for the "version control" of the as-built system (see A.5.4).

Identification: By re-applying the parts of the PROCESS described in this document that are
appropriate to the proposed changes to the ME EQUIPMENT or ME SYSTEM (for example in
accordance with the approach taken by the applicable clauses of I1SO 14971 in such
circumstances).

Mitigation: Implement whatever the above PROCESS shows to be necessary — whether in
specifications, system design, detailed techniques and measures, VERIFICATION/validation, etc.
— to help ensure that the repairs, modifications, upgrades, refurbishment, etc. do not
unacceptably degrade the mitigation of the effects that can be caused by EM DISTURBANCES of
the ME EQUIPMENT or ME SYSTEM.
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A.6.4 Batch (lot) traceability

Aim: to help analysis of the root cause of the problem caused by EM DISTURBANCES and
containment by identifying product at RISK.

Description: Critical components for the achievement of adequate mitigation of the effects that
can be caused by EM DISTURBANCES are identified, and it is recommended that their
MANUFACTURERS / distributors provide traceability; this concerns the electronic components,
printed circuit boards, power modules, displays, cables, specific electronic modules, etc.

Identification: If a concern does arise in volume production, it is essential to contain the
situation by being able to identify the product at RiSK efficiently.

ISO P000:2015 [18] and other industry quality standards aim to be able to trace all,matgrials
throgygh the production PROCESS.

Mitigation: It is recommended that the MANUFACTURER / distributor of thé\component cpdes
(e.g.| using barcodes, RFID tags, silicon fuses, embedded memories, BNA, etc.) all prqduct
such|that the component parts can be tracked back to their respective ‘delivery date. If properly
designed, these codes can provide sufficient information to the MANUBACTURER to able to {race
the garts through its system.

A.6.5 Component changes, new supplier, dual / alternate source

Aim) To preserve the design for the adequate mitigation of the effects that can be causqd by
EM DJSTURBANCES, when replacing components due to‘changes in specifications or PROCE$S, a
reference change, a change of supplier, or obsolescence.

Desg¢ription: Assess the EMC criticality of the’component and if critical request sampleg and
perfgrm the following tests at component orassembly level:
igh temperature and/or humidity fufctional tests
ow temperature and/or humidity)functional tests

amps between temperature;eéxtremes

H
L

F
\jibrations
High supply voltages

Low supply voltages
HLECTROMAGNETIC EMISSION tests
B

LECTROMAGNETIC IMMUNITY tests

Compinethe tests if applicable.

Iden ! duct;
they help to confirm that the new component conforms to equivalent, or better specifications,
and help to confirm a sufficient level of confidence about the complete product before re-test if
applicable.

See also Reference [731] on obsolescence management.

Mitigation: If a changed or new component, or the same component from a new supplier or
alternate source fails to comply with all of the test specifications for a component that is critical
for achieving adequate mitigation of the effects that can be caused by EM DISTURBANCES, ensure
that component will not be purchased or used but an alternative sought that does comply with
all of the test specifications.
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Where an alternative is not available, it might be possible to redesign so that an available
component can be used whilst still achieving the necessary mitigation of the effects that can be
caused by EM DISTURBANCES. It is recommended that such redesign go back to the earliest stage
in the overall project PROCESS to confirm that all necessary changes to any/all related aspects
of the design; specifications; test plans; VERIFICATION and validation methods; maintenance;
overhaul, and repair techniques, etc., are made to accommodate the component concerned to
achieve the necessary mitigation of the effects that can be caused by EM DISTURBANCES, and to
help confirm that it will be maintained throughout the EXPECTED SERVICE LIFE.

A.7 Techniques and measures that might be helpful in decommissioning

Aimj To help ensure the maintenance of adequate mitigation of the effects that can beycapsed
by EM DISTURBANCES throughout any decommissioning, dismantling, or disposal PROGESSESS.

Desg¢ription: Since safety is expected to be maintained throughout the EXPECTED SERVICE|LIFE,
plus [decommissioning, it is useful to ensure that dismantling and/or disposal”’does not chuse
unadceptable safety RISKS due to degradation of the mitigation of the effects.that can be calsed
by EM DISTURBANCES, when ME EQUIPMENT or an ME SYSTEM is being degraded by the dismantling
and/pr disposal PROCESS even while those functions are still needed.

Whefe it is not practicable to remove all power supplies (of dny type: electrical, pneumatic,
hydraulic, etc.) from ME EQUIPMENT or an ME SYSTEM, or wheq<the ME EQUIPMENT or ME SYSTEM
itself contains significant amounts of stored energy (electrical, pneumatic, hydraulic, nuglear
fissioanable or explosive materials, etc.), BASIC SAFETY/ ,0r"ESSENTIAL PERFORMANCE could be
conslidered to be maintained in full operation until safé disposal has been achieved.

EXAMPLE Certain types of batteries need controlled rates ofscharge and discharge if they are not to overheat and
ruptuie, which would cause various kinds of safety HAZARDS In smaller batteries (such as laptop computers)|these
chargp control systems are built-into the battery, but they might be external items.

It can|be applicable for a charge/discharge controltsystem to remain in full working order at all times for reas¢ns of
BASIC|SAFETY or ESSENTIAL PERFORMANCE, right up;to the point of final disposal.

Identification: By re-applying the .appropriate parts of the PROCESS described in this document
to the proposed dismantling and/or disposal project (for example, in accordance with the
apprpach taken by ISO 1497 1in’such circumstances.)

Mitigation: Implement_whatever the above PROCESS shows to be necessary — whethgr in
spedjfications, systeni design, detailed techniques and measures, VERIFICATION/validation| etc.
— to |help ensure thatythe dismantling and/or disposal project does not unacceptably degrade
the pecessary mitigation of the effects that can be caused by EM DISTURBANCES of pach
ME EQUIPMENTO#FME SYSTEM concerned.

NOTH Dismantling and disposal might mean that the exposure of workers and/or the public to the foreseeable pafety
HAZARDY is different from the operational stage of its EXPECTED SERVICE LIFE, and this might affect its BASIC SpFETY
or E$SENTIAL PERFORMANCE. Its specifications for BASIC SAFETY or ESSENTIAL PERFORMANCE during the
decommissioning stage might be higher or lower than during operation, for example. A change in BASIC SAFETY or
ESSENTIAL PERFORMANCE will (of course) influence the PROCESS described in this document.

A.8 Integrating third-party items into ME EQUIPMENT or ME SYSTEMS

A.8.1 The general iterative approach

Figure A.1 shows an example of the iterative PROCESS by which volume-manufactured
commercially available standard products are chosen for incorporation into ME EQUIPMENT or an
ME SYSTEM based upon the specifications for adequate mitigation of the effects that can be
caused by EM DISTURBANCES of the ME EQUIPMENT or ME SYSTEM (see A.1).
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As Figure A.1 shows, it can be necessary for the designer(s) to iterate the design of the
electromagnetic mitigation measures, or even add new electromagnetic zones to create suitable
ELECTROMAGNETIC ENVIRONMENTS for the chosen standard products.

In practice, this means that the detailed design of the ME EQUIPMENT or ME SYSTEM'S mitigation
of the effects that can be caused by EM DISTURBANCES can be modified in order to achieve BASIC
SAFETY or ESSENTIAL PERFORMANCE, due to the characteristics of the chosen standard products.

Always remember that designing and realizing any ME EQUIPMENT or ME SYSTEM is usually not a
linear progressmn of steps — iteration (Ioopmg back to an earller prOJect stage) is often needed
as the ) Iring . ) ation,
|nstIIat|on VERIFICATION and valldatlon stages

Figufe A.1 shows:

Step 1: The specifications for the adequate mitigation of the effects that can be caused by
EM DJSTURBANCES for ME EQUIPMENT or an ME SYSTEM, are developed using.the techniqueg and
measgures in A.1, comprising the list of EMC tests to be complied with(plds a non-exhauptive
list df appropriate techniques and measures to be used to achieve adequate mitigation of the
effedts that can be caused by EM DISTURBANCES.

Step 2: The specifications for the adequate mitigation of the’ gffects that can be causegd by
EM DJSTURBANCES for each of the subsystems or component parts to be used in th¢ ME
EQUIPMENT or ME SYSTEM are then developed from the specifications created in Step 1. These
comprise a specification for the EMC tests to be complied with, plus a list of approgriate
techniques and measures to be used to achieve ad€équate mitigation of the effects that cgn be
caused by EM DISTURBANCES, taking into accountiany electromagnetic mitigation provided by
the glectromagnetic zone in which the subsystem-or component part will be located.

Step 3: The specifications for the adequate mitigation of the effects that can be causegd by
EM DJSTURBANCES of an individual subsystem or component part is compared with| the
information provided by commercial-suppliers in their products' safety documentation.|It is
recommended that these include . (details of the EMC tests that were complied with] the
techniques and measures used:to. help achieve adequate mitigation of the effects that cgdn be
causled by EM DISTURBANCES, and (where continual error-free performance is not confirmed) any
PDSE.

Step 4: The standard volume-manufactured subsystems and component parts tg be
incofporated into the ME EQUIPMENT or ME SYSTEM are chosen from the list of commagrcial
prodlicts whose safety documentation meets the necessary specifications and have acceptable
PDSE.

It is|goad ,practice for the electromagnetic specifications to be included in the purchasing
contract.

Also note that it is not recommended to place any reliance on CE Marking (European conformity
marking) or MANUFACTURER's certificates/declarations of conformity.

Step 5: Where suitable commercially available products do not comply with the specifications,
electromagnetic mitigation measures and/or techniques and measures for mitigation of the
effects that can be caused by EM DISTURBANCES can be applied, or existing mitigation,
techniques or measures modified, at any level of assembly and in any electromagnetic zone in
order to change the specification for the adequate mitigation of the effects that can be caused
by EM DISTURBANCES for the individual subsystem or component part in Step 2.

Step 6: Steps 2 to 4 are iterated for each subsystem and component part until compliance is
achieved with the specifications for the adequate mitigation of the effects that can be caused
by EM DISTURBANCES FOR the ME EQUIPMENT or ME SYSTEM in Step 1.
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Step 7: The same process is repeated for every subsystem or component part of the
ME EQUIPMENT or ME SYSTEM.

STEP 1 STEP 7
Create specifications for the RISK CONTROL Repeat Steps 2-6 for all the other sub-systems
with regard to EM DISTURBANCES N\ or component parts to be used in the ME
for an ME EQUIPMENT OF ME SYSTEM EQUIPMENT or ME SYSTEM to help ensure it
\1[ achieves RISk CONTRoL Wwith regard to EM
DISTURBANCES
STEP 2 VvV VvV VvV VvV ¥

Define the specifications for a sub-system or

component part to be used in the Select all the other sub-systems or

component parts to be incorporated into the

A.8.1

Supy
EMC

to chi
corre

Ther
prod
are v

supp
conf

ME EQUIPMENT O MIE SYSTEM
ME EQUIPMENT OF ME SYSTEM to ensure

\1, that it achieves Risk coNTROL with regard to
ELECTROMAGNETIC DISTURBANCES
STEP 3

Compare Step 2’s specifications with the
specifications of the available sub-systems

or component parts STEP 5
If necessary, apply or modify-mitigation
‘1’ and/or other techniques and.measures
STEP 4 / to the ME EQUIPMENT.Or ME SYSTEM

Iterate Steps 2-5 until compliance is achieved
for a sub-system or component part

v
STEP 6
Select the sub-system or component part to be
incorporated into the ME EQUIPMENT or ME
SYSTEM to help ensure it achieves RISK CONTROL
with regard to EM DISTURBANCES

IEC

Figure A.1 — Choosing standard volume-manufactured
subsystems and component parts

4 Suppliers’ certifications and‘electromagnetic assessments

liers' markings, certifications;xand declarations (including CE marking with regard t

b the

Directive) result from a "self-declaration" PROCESS. Accordingly, it is recommended| that
companies involved with integrating any electronic equipment or system take reasonable gteps

eck whether any markings, certificates or declarations issued by suppliers are rel
ct.

jably

e are many «ndependent assessment bodies that will validate and certify customer's

Licts againstitheir specifications. Using products whose EMC performance specifica

lions

alidatedby independent assessment bodies is one way of achieving due diligence. Some

liers areKnown to forge third-party assessment documents, so it is always a good id
rm,them with the body purported to be the issuer.

pa to

Anot

her way is to investigate suppliers' claims yourself, for example, by requesting

test

certificates or test reports; checking that they indicate the desired performance; and checking
with the test laboratory to see how independent they are. Alternatively, you could perform simple

chec

ks, or even full tests, to verify suppliers' performance claims.

In general, the higher the RISK level, the more work is needed to achieve the assurance that
purchased or free-issued subsystems or component parts have the electromagnetic
characteristics their MANUFACTURERS claim.

A.8.3 Custom-manufactured component parts

In some cases, it could be a quite reasonable solution to pay a supplier of standard products to
produce a custom-engineered version that meets the safety-system designers' electromagnetic

spec

ification and is provided with believable test results.
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A product MANUFACTURER might even be persuaded to make a completely new type of product
for use in a certain ME EQUIPMENT Oor ME SYSTEM.

This is typical of safety-critical electronics in automobiles (for example, anti-lock braking, engine
management, etc.) where product volumes are high, justifying considerable investment in
products that can be incorporated by the system integrator without having to create special
electromagnetic zones for them by adding more electromagnetic mitigation.

The same "custom-designed component” approach might also be appropriate where the
ME EQUIPMENT or ME SYSTEM is individually unique or only made in small quantities, and as such
are not very price-sensitive
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Annex B
(informative)

Checklist of techniques and measures recommended for helping to
achieve adequate mitigation of the effects that can be caused by Em
DISTURBANCES

It is recommended that as many copies of Table B.1 are completed as will cover each of the
different issues concerned with helping to achieve the basic safety and/or essential
performance of the ME EQUIPMENT or ME SYSTEM concerned, see Clause 4 and 5.2.2
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