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FOREWORD

e International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
national electrotechnical committees (IEC National Committees). The object of |IEC «is to pr¢mote
ernational co-operation on all questions concerning standardization in the electrical and electronic fields. To
s end and in addition to other activities, IEC publishes International Standards, Technical Specificdtions,
chnical Reports, Publicly Available Specifications (PAS) and Guides (hereafter’referred to as| “IEC
blication(s)”). Their preparation is entrusted to technical committees; any IEC Natioenal Committee intefested
the subject dealt with may participate in this preparatory work. International, governmental and| non-
vernmental organizations liaising with the IEC also participate in this preparation. IEC collaborates c|osely
th the International Organization for Standardization (ISO) in accordante ‘with conditions determing¢d by
reement between the two organizations.

e formal decisions or agreements of IEC on technical matters express{ as nearly as possible, an international
nsensus of opinion on the relevant subjects since each techniéal ‘committee has representation frgm all
erested IEC National Committees.

C Publications have the form of recommendations for international use and are accepted by IEC Ngtional
mmittees in that sense. While all reasonable efforts are“made to ensure that the technical content df IEC
blications is accurate, IEC cannot be held responsijble’\for the way in which they are used or for any
sinterpretation by any end user.

order to promote international uniformity, IEC National Committees undertake to apply IEC Publicgtions
nsparently to the maximum extent possible ja“\their national and regional publications. Any divergence
tween any IEC Publication and the corresponding national or regional publication shall be clearly indicated in
e |atter.

C itself does not provide any attestation, 'of conformity. Independent certification bodies provide conf¢rmity
sessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible fqr any
rvices carried out by independent certification bodies.

users should ensure that they have the latest edition of this publication.

liability shall attach to IEC\or its directors, employees, servants or agents including individual experts and
embers of its technical committees and IEC National Committees for any personal injury, property damdge or
her damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees)) and
penses arising out(of) the publication, use of, or reliance upon, this IEC Publication or any othef IEC
blications.

tention is drawn\to the Normative references cited in this publication. Use of the referenced publicatipns is
Hispensabledfor.the correct application of this publication.

tention is\drawn to the possibility that some of the elements of this IEC Publication may be the subjpct of
tent rights. IEC shall not be held responsible for identifying any or all such patent rights.

The
technical committee may propose the publication of a technical report when it has collected
data of a different kind from that which is normally published as an International Standard, for
example "state of the art".

: 4 ! £l 4 L : ! it — Lot 4 Q4 ! ! Ll
Tai’t tdSK Ul TEG 1eUTImiarl CUTITITTIIIETS 15 U prepdic TTeriatulidl otdlifudius. TTUWTEV r, a

IEC TR 80001-2-9, which is a technical report, has been prepared by subcommittee 62A:
Common aspects of electrical equipment used in medical practice, of IEC technical committee
62: Electrical equipment in medical practice, and ISO technical committee 215: Health
informatics.
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It is published as a double logo technical report.

The text of this technical report is based on the following documents:

Enquiry draft Report on voting
62A/1097/DTR 62A/1128/RVDTR

Full information on the voting for the approval of this technical report can be found in the
report on voting indicated in the above table.

This[document has been drafted in accordance with the ISO/IEC Directives, Part 2.
Terms defined in Clause 3 of this standard are printed in SMALL CAPITALS.

A ligt of all parts of the 80001 series, published under the general title Application ofl risk
mangagement for IT-networks incorporating medical devices, can be found-en the IEC webgite.

The pommittee has decided that the contents of this document will remain unchanged unt|l the
stabllity date indicated on the IEC website under "http://webstoredec.ch" in the data relatg¢d to
the dpecific document. At this date, the document will be
e reconfirmed,

e Wwithdrawn,

-

bplaced by a revised edition, or

e gmended.

A biljngual version of this publication may betissued at a later date.
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INTRODUCTION

This document outlines a process for supporting CONFIDENCE in the use of the 80001 series by
developing security ASSURANCE cases (henceforth SECURITY CASEs) to complement a security
RISK MANAGEMENT process. IEC 80001-1 provides the roles, responsibilities and activities
necessary for RISK MANAGEMENT.

IEC TR 80001-2-2 provides additional guidance in relation to how SECURITY CAPABILITIES might
be referenced (disclosed and discussed) in both the RISK MANAGEMENT process and
stakeholder communications and agreements phases. IEC TR 80001-2-2 contains an

informnﬁ\la csot of common —deserintiva SECURITV. cARARUHITIES intandad ta ha tha ctarting
Hethr-e—-5et+o+—GoHhot HpPtH -8 oo oAt et e a8 e—+to0—be—+te-—Stathg

LEEA = A ~a~a~g

for g security-centric discussion between the vendor and purchaser or among a largef
of stakeholders involved in a MEDICAL DEVICE IT-NETWORK project. Scalability is~poskible
acrops a range of different sizes of RESPONSIBLE ORGANIZATIONS (henceforth called healtHcare
delivlery organizations — HDOs) as each evaluates RISK using the SECURITY CAPABILITIES and
decigles what to include or not to include according to their RISK tolerance, intended useg and
available resources. This information may be used by HDOs as input te<their IEC 80001-1
PROGESS or to form the basis of RESPONSIBILITY AGREEMENTS .among stakeholders.
IEC TR 80001-2-1 provides step-by-step guidance in the RISK (MANAGEMENT PROQESS.
IEC TR 80001-2-2 SECURITY CAPABILITIES encourages the disclosure of more detpiled
SECURITY CONTROLS.

IEC TR 80001-2-8 identifies SECURITY CONTROLS from key.S€curity standards which ai
provlde guidance to HDOsS, MEDICAL DEVICE manufacturers (MDMs) when adapting| the
framework outlined in IEC TR 80001-2-2 and establishing“each of the SECURITY CAPABIUTIES
presented here. A SECURITY CAPABILITY, as defined in™[EC TR 80001-2-2, represents a
category of technical, administrative and/or organizational SECURITY CONTROLS1) requirgd to
mangage RISKS to confidentiality, integrity, availability and accountability of data and systems.
IEC TR 80001-2-8 presents these categories of"SECURITY CONTROLS prescribed for a systgm to
establish SECURITY CAPABILITIES to support&the maintenance of confidentiality and| the
protection from intentional or unintentional intrusion that may lead to compromises in intdgrity
or system/data availability. IEC TR 80004-2-8 provides HDOs and MDMs with a catalog
techpical, management, operational and administrative controls. IEC TR 80001-2-8 pregents
the 19 SECURITY CAPABILITIES, their respective “requirement goal” and “user need” (identiqal to
that [in IEC TR 80001-2-2) with.a_corresponding list of SECURITY CONTROLS from a numbgr of
seculrity standards.

This|document integrates-the information and guidance contained in IEC TR 80001-2-2| and
IEC TR 80001-2-8 together to provide guidance to HDOs and MDMs for identifying,
devdloping, interpreting, updating and maintaining security ASSURANCE cases. Although ¢ther
meaps of establishing CONFIDENCE in a particular property (e.g. security) exist, this document
provldes one s(ich way in assuring CONFIDENCE in the establishment of IEC TR 80001-2-2
SECURITY CAPABILITIES through the use of SECURITY CASES. The purpose of the SECURITY LASE
is to|provide €ONFIDENCE in the establishment of the IEC TR 80001-2-2 SECURITY CAPABIUTIES
for networked MEDICAL DEVICES. This is achieved by applying a SECURITY PATTERN to ea¢h of
the r‘lg SECURITY CAPABILITIES. The objectives of the SECURITY PATTERN are as follows:

— to reduce the time required to develop the SECURITY CASE by providing a repeatable and
systematic step-by-step, RISK based blue-print;

— provide a means to re-use components of the SECURITY PATTERN either within a SECURITY
CASE or from one SECURITY CASE to another;

— to reduce the complexity often associated with the development of SECURITY CASES;

— provide a visible traceability matrix linking the SECURITY CONTROLS to the security threats
and vulnerabilities identified during RISK MANAGEMENT;

-

) For the purpose of consistency throughout this document, the terms SECURITY CONTROLS refer to the technical,
management, administrative and organizational controls/safeguards prescribed to establish SECURITY
CAPABILITIES.
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reduce the likelihood of missing a step in the ARGUMENT;
improve the readability of the SECURITY CASE;

provide CONFIDENCE regarding the integrity of the EVIDENCE collected based on the

information presented in the ARGUMENT.

The process of developing the SECURITY CASE is not intended to replace a RISK MANAGEMENT
process nor does it generate new processes, rather, the SECURITY CASE should complement
the RISK MANAGEMENT process with a reference to, or, inclusion of the following supporting
documentation by MDMs and HDOs:

The
phas
can

information regarding the intended use of the MEDICAL DEVICE, operational environ

nent,

etwork structure, interfaces, boundaries etc.;

imformation regarding system description, security objectives and assets to be protected;

juistification for selection of SECURITY CAPABILITIES;
juistification for non-selection of SECURITY CAPABILITIES;
gssets being protected by specific SECURITY CAPABILITY;
RISK acceptability criteria policy;

gll identified unacceptable threats/vulnerabilities;
threat / vulnerability / RISK log;

mpact / threat scenario / consequence information;

informative feedback practices.

This[document is not intended to provide exhaustive guidance for the application of a

MAN/

reference to source for selection of SECURITY CONTROLSA{e.g. IEC TR 80001-2-8 tables).

above information becomes part of, and remains’ with the SECURITY CASE from cor|cept
e through to development, operation and retirement. Supporting information such ag this
hid in better design choices, better maintenance during operation and more efficienf and

RISK

GEMENT process nor does it mandate the use of any particular RISK MANAGEMENT profcess

however I[EC 80001-1 provides guidance on how to carry out RISK MANAGEMENT for medical IT-
networks. Similarly, 1SO 14971 ‘provides guidance for the process of conducting

MAN/
anal

MDMs refer to ISO 14974,6.5.

RISK

GEMENT for MEDICAL DEVICES. For RISK MANAGEMENT processes such as RISK/bgnefit
sis, which is not coveted' in this document, HDOs refer to IEC 80001-1:2010, 4.4.5 and
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APPLICATION OF RISK MANAGEMENT FOR IT-NETWORKS
INCORPORATING MEDICAL DEVICES -

Part 2-9: Application guidance — Guidance for use of security assurance

cases to demonstrate confidence in IEC TR 80001-2-2 security capabilities

This|part of 80001 establishes a SECURITY CASE framework and provides guidance(to"h
care|delivery organizations (HDO) and MEDICAL DEVICE MANUFACTURERS (MDM) for identif
devdloping, interpreting, updating and maintaining SECURITY CASES for networked MEQ
DEVICES. Use of this part of 80001 is intended to be one of the possible means to bridge the
gap petween MDMs and HDOs in providing adequate information to support the HDOs
MANAGEMENT of IT-NETWORKS. This document leverages the requirements set ol
ISO/JEC 15026-2 for the development of ASSURANCE cases?2). It ispnot intended that
SECURITY CASE framework will replace a RISK MANAGEMENT strategy; rather, the intention
complement RISK MANAGEMENT and in turn provide a greater level @f ' ASSURANCE for a MEL

DEVICE by:

The | purpose of developing the ~SECURITY CASE is to demonstrate CONFIDENCE in
blishment of IEC TR 80001-2-2 SECURITY CAPABILITIES. The quality of artifacts gathlered
and documented during the development of the SECURITY CASE is agreed and documentg
part|of a RESPONSIBILITY AGREEMENT between the relevant stakeholders. This docu
des guidance for one‘such methodology, through the use of a specific SECURITY PATTERN,
to dgvelop and interpret-SECURITY CASES in a systematic manner.

The [following“documents are referred to in the text in such a way that some or all of
content, Constitutes requirements of this document. For dated references, only the eg
cited applies. For undated references, the latest edition of the referenced document (incld

L00pe

mapping specific RISK MANAGEMENT steps to each of the IEC TR 80001-2-2 SEcU

brmat of a SECURITY CASE with the inclusion of a ré~useable SECURITY PATTERN;

d
f
providing guidance for the selection of appropriate SECURITY CONTROLS to esta
SECURITY CAPABILITIES and presenting them® as part of the SECURITY CASE p
(JEC TR 80001-2-8 provides examples of stich SECURITY CONTROLS);

P

d

roviding EVIDENCE to support the implementation of a SECURITY CONTROL, hence prov
ONFIDENCE in the establishment of gach of the SECURITY CAPABILITIES.

Normative«references

palth

ying,
ICAL

RISK
t in
this
is to
ICAL

RITY

APABILITIES, identifying associated threats and vulnerabilities and presenting them in the

lish
tern

ding

the

d as
ment

their
ition

ding

any amendments) appiies.

IEC TR 80001-2-2:2012, Application of risk management for IT-networks

incorporating

medical devices — Part 2-2: Guidance for the disclosure and communication of medical device
security needs, risks and controls3)

These requirements are adapted for networked MEDICAL DEVICES where the sole critical property is “security”
and where the CLAIM relates to the establishment of the IEC TR 80001-2-2 SECURITY CAPABILITIES with the

inclusion of a specific security ARGUMENT PATTERN.

IEC TR 80001-2-2 contains many additional standards, policies and reference materials which are
indispensible for the application of this document.

also
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3

3.1

For

Terms, definitions and abbreviated terms

Terms and definitions

the purposes of this document, the following terms and definitions apply.

ISO and IEC maintain terminological databases for use in standardization at the following
addresses:

3.1.

IEC Electropedia: available at http://www.electropedia.org/

I -3

P~ T 1 : Iy el bt v : Ll
U UTHIITTIC DTOWSITIY PIdUUlTI. avaliallc at TIUP..7/7Www.1s5U.0Ty/r00pP.

1

ASSURANCE
grouhds for justified CONFIDENCE that a CLAIM has been or will be achieved

[SOURCE: ISO/IEC 15026-1:2013, 3.1.1]

3.1.

2

ARGUMENT

con

nected series of CLAIMS intended to establish an overall cLAM

[SOURCE: GSN Community Standard Version 1:2011, 0.3]

3.1.

CLAIM

3

proppsition being asserted by the author that isca*true or false statement

[SOURCE: GSN Community Standard Version 1:2011, Glossary]

3.1.

qual

CONAF]IDENCE
ty or state of being certain _that the ASSURANCE case is appropriately and effecfively

strudtured, and correct

[SOUYRCE: Definition by: ‘Grigorova, S., & Maibaum, T. S. E. (2013, November). Taki
paggq from the law books: Considering evidence weight in evaluating assurance
confldence. In Software Reliability Engineering Workshops (ISSREW), 2013
International Symposium on (pp. 387-390). IEEE. Definition: page 388]

3.1.

5

EVIDENCE
information or objective artefacts being offered in support of one or more CLAIMS

hg a
case
EEE

[SOURCE: GSN Community Standard Version 1:2011, Glossary]

3.1.

6

MEDICAL DEVICE
any instrument, apparatus, implement, machine, appliance, implant, in vitro reagent or

cali

a)

brator, software, material or other similar or related article:

intended by the manufacturer to be used, alone or in combination, for human beings for

one or more of the specific purpose(s) of:
— diagnosis, prevention, monitoring, treatment or alleviation of disease,

— diagnosis, monitoring, treatment, alleviation of or compensation for an injury,

— investigation, replacement, modification, or support of the anatomy or of a

physiological process,


http://www.iso.org/obp
https://iecnorm.com/api/?name=07aebb759a87defe8ed9cb5bf0dd2cb0
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— supporting or sustaining life,
— control of conception,
— disinfection of MEDICAL DEVICES,

— providing information for medical or diagnostic purposes by means of in
examination of specimens derived from the human body; and

vitro

which does not achieve its primary intended action in or on the human body by
pharmacological, immunological or metabolic means, but which may be assisted in its

intended function by such means.

Note 1 to entry The definition of a device for in vitro examination includes, for example, reagents, calibrators,

sample collection and storage devices, control materials, and related instruments or apparatus. The infarn
provided by such an in vitro diagnostic device may be for diagnostic, monitoring or compatibility purposes. In
jurisd|ctions, some in vitro diagnostic devices, including reagents and the like, may be covered by, sej
regulgtions.

Note P to entry Products which can be considered to be MEDICAL DEVICES in some jurisdictions byt for which
is not|yet a harmonized approach, are:

Note B to entry Accessories intended specifically by manufacturers te.'be used together with a ‘parent’ MH
DEVICE to enable that MEDICAL DEVICE to achieve its intended purpose should be subject to the same
procedures as apply to the MEDICAL DEVICE itself. For example,/ant\accessory will be classified as though
MEDIJAL DEVICE in its own right. This may result in the accessory“having a different classification than the ‘p
device.

Note # to entry Components to MEDICAL DEVICES are generally controlled through the manufacturer’s d
manapgement system and the conformity assessment _precedures for the device. In some jurisdictions, compd
are included in the definition of a ‘MEDICAL DEVICE’.

[SOYRCE: IEC 80001-1:2010, 2.14]

3.1.7
RESHONSIBILITY AGREEMENT
one [or more documents (that together fully define the responsibilities of all reld
stake¢holders

Note [l to entry This agreement can be a legal document, e.g. a contract.

[SOURCE: IEC.808001-1:2010, 2.21]

3.1.8
RESHONSIBLE ORGANIZATION
entity'accountable for the use and maintenance of a MEDICAL IT-NETWORK

dids for disabled/handicapped people;
devices for the treatment/diagnosis of diseases and injuries in animals;
gccessories for MEDICAL DEVICES (see Note to entry 3);

disinfection substances;
d
3

evices incorporating animal and human tissues which can meet the requirements of the above definitig
re subject to different controls.

ation
some
arate

there

n but

DICAL
GHTF
t is a
arent’

uality
nents

vant

Note 1 to entry The accountable entity can be, for example, a hospital, a private clinician or a telehealth
organization.

Note 2 to entry Adapted from IEC 60601-1:2005, 3.101.

[SOURCE: IEC 80001-1:2010, 2.22]

3.1.9
RISK
combination of the probability of occurrence of HARM and the severity of that HARM

[SOURCE: IEC 80001-1:2010, 2.23]
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3.141
RISK

0
MANAGEMENT

systematic application of management policies, procedures and practices to the tasks of
analyzing, evaluating, controlling, and monitoring RISK

[SOURCE: IEC 80001-1:2010, 2.28]

3.141

1

SECURITY CAPABILITY
broad category of technical, administrative or organizational controls to manage RISKS to

conf

dentiality, integrity, availability and accountability of data and systems

[SOL

311
SECU
reas
set (¢
EVID

Note

[SOL
“ASS

3.1.1
SECU
man
pres
the 4

[SOL

3.1.1
SECU
ame

JRCE: IEC TR 80001-2-8:2016, 3.21]

2
RITY CASE

bned, auditable artefact created that supports the contention that its.top-level CLAIl
f cLAIMS) is satisfied, including structured and explicit argumentation and its under
ENCE and explicit assumptions that support the CLAIM(S)

to entry A SECURITY CASE contains the following and their relationships:
ne or more CLAIMS about the critical property security;
RGUMENTSs that logically link the EVIDENCE and any assumptions to-the CLAIM(s);
body of EVIDENCE and possibly assumptions supporting these"\ARGUMENTSs for the CLAIM(S);

stification of the choice of the top-level CLAIM and the method of reasoning.

JRCE: ISO/IEC 15026-1:2013, 3.1.3, modified — Adapted and amended definitig
URANCE CASE” specifically addressing seecufity as the critical property]

3
RITY CONTROL

cribed for an information system to protect the confidentiality, integrity, and availabil
ystem and its information

JRCE: FIPS Publication 199, Appendix A]

4
RITY PATTERN
ans of documenting and reusing successful security ARGUMENT structures

[SOL

) (or
ying

n of

hgement, operational, and ‘téchnical controls (i.e. safeguards or countermeaslres)

ty of

JRCE/ Adapted and amended definition in Kelly, T.P., & McDermid, J.A. (1997). S

pfety

Casg ‘Construction and Reuse using Patterns 16th International Conference on Comjputer

Safe

ty, Reliability and Security (SAFECOMP' 97) (pp. 55-69): Springer London]
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3.2 Abbreviated terms

ALOF Automatic logoff

AUDT Audit controls

AUTH Authorization

CNFS Configuration of security features
CSUP Cyber security product upgrades

DIDT Health DATA de-identification

DTBK Data backup and disaster recovery
EMRG Emergency access

IGAU Health data integrity and authenticity
MLD[P Malware protection/recovery

NAUIT Node authentication

PAUIl Person authentication

PLOK Physical locks on device

RDMP Third party components and roadmaps
SAHD System and application hardening

SGUD Security guides

STCF Health data storage confidentiality
TXCF Transmission confidentiality

TXIG Transmission integrity

MDV MEDICAL DEVICE manufacturer

HDO Healthcare delivery organization
SDLEL System/software developmentilifecycle

4 ASSURANCE case

An ASSURANCE case is arstructured, EVIDENCE based ARGUMENT used to demonsfrate
CONRIDENCE that a system holds a particular critical property. ASSURANCE cases have been
commonly applied to the'safety domain, specifically addressing safety concerns for systems,
howg¢ver the use of (ASSURANCE cases has expanded and nowadays address other crjtical
properties such as._dependability, reliability and security across a range of safety crjtical
domains such as)automotive, railway, defence, aviation etc. An ASSURANCE case is caIIEd a

safely case when used to argue the safety of a system. Similarly they are referred tp as
SECURITY €ASES and dependability cases when arguing security and dependapility
respgctively.

A SECURITY CASE s Tequireddue to theassociatedsecurity Risk refated—propertiesof tertain
MEDICAL DEVICES where CONFIDENCE is required to demonstrate security ASSURANCE of such
MEDICAL DEVICES.

An ARGUMENT is a connected series of CLAIMS intended to establish an overall cLAIM. This
hierarchy of CLAIMS presents the ARGUMENT of a SECURITY CASE. The ARGUMENT in a SECURITY
CASE shows how a high-level CLAIM is supported by a number of child CLAIMS, which, in turn
are supported by detailed presentation of EVIDENCE. It is the combination of CLAIMS and
EVIDENCE that provide CONFIDENCE in the overall high level CLAIM for the SECURITY CASE. In
demonstrating the security ASSURANCE of a MEDICAL DEVICE, it is difficult to see the adequacy
of the EVIDENCE (e.g. test results) if no ARGUMENT supporting the CLAIM of the MEDICAL DEVICE
exists. Presenting the ARGUMENT and EVIDENCE in a structured approach reduces the
likelihood of uncertainty and allows for a better analysis of the achievement of the set of
objectives (the CLAIMS).
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The SECURITY CASE also provides a mechanism for capturing supporting information (by

means of additional

notations which can form part of an ARGUMENT) in the form of

assumptions, justifications and context. This information supports rationale and decision

maki

ng while developing, interpreting and updating the SECURITY CASE.

5 Use of this document

5.1

Intended use

The following subclause outlines the use of this document for MDMs and HDOs.

5.2
5.21

This
inter
HDO
ASSU
appl
(GSH
appl

5.2.2

This
CONH
prov
RISK

A SH
main
main
asso
durin
toa

Intended audience
Intended purpose

document is intended to supply MDMs and HDOs with guidance for,the”developn
bretation, updating and maintenance of SECURITY CASES. It specifically guides MI
s and other stakeholders for supporting a security dialogue~through the us
RANCE cases as a shared approach between all stakeholders. ThisTdocument detail
cation of SECURITY CASES by providing examples with the use<of-Goal Structure Not
N) while acknowledging that other annotations and other means to communicate are
cable.

MEDICAL DEVICE MANUFACTURERS (MDM)

IDENCE in the achievement of IEC TR 80001-2-2 SECURITY CAPABILITIES for the purpo
ding HDOs with the appropriate level of idnformation to adequately support the H
MANAGEMENT of MEDICAL DEVICES on a MEBICAL DEVICE IT-network.

CURITY CASE should be treated as-a ‘living document’ that is continuously devel
tained and updated during design, production and operation of a MEDICAL DE
taining the traceability between the SECURITY CONTROLS, security RISKs and

ciated SECURITY CAPABILITIES ‘CLAIMS. Treating a SECURITY CASE as a ‘living’ docu
g operation of a MEDICAL-DEVICE will aid in gathering operational information and ado
changing threat landscape.

A SE
othe

DM should commence development of the SECURITY CASE at the outset of
m/software deyelopment lifecycle (SDLC).

hent,
DMs,
e of
b the
btion
also

document provides guidance to MDMs for developing a SECURITY CASE to demonsjrate

e of
DO’s

bped
VICE
their
ment
btion

the

ified

sing

URITY CASE can form part of a broader ASSURANCE case for a MEDICAL DEVICE addres

A SECURITY CASE can be developed by MDMs to demonstrate the security ASSURANCE of a
MEDICAL DEVICE to HDOs.

The SECURITY CASE may act as a support document to the Manufacture Disclosure Statement
(MDS?) which also utilizes IEC TR 80001-2-2 SECURITY CAPABILITIES.

In the event of an incident concerning a MEDICAL DEVICE, the SECURITY CASE is useful for
analysis and also to provide information/feedback to HDOs.
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5.2.3 Healthcare delivery organizations (HDO)

ASSURANCE cases can be applied to any level of an IT-network which can support the entire
HDO IT-network addressing any network component e.g. the radiology network, network
communication components, MEDICAL DEVICES, accessories and even components of devices.

HDOs can use the SECURITY CASE, as outlined in this document, to form part of a broader
ASSURANCE case addressing additional critical properties such as safety, reliability,
maintainability etc. Similarly, a SECURITY CASE for one MEDICAL DEVICE on an IT-network can
form part of a larger MEDICAL DEVICES IT-network SECURITY CASE.

Howpver, a CLAIM “The object xyz is secure” will not make sense in every case, e.g. pn a
devi¢e level, the achievement of required security ASSURANCE may depend on whethef the
devige is protected by malware protection in the network infrastructure or users’ arg¢ for
instgnce restricted access by organizational policies. In other words, acceptable securitonr a
MEDICAL DEVICE IT-network requires the combined effort of the HDO, MDM and o¢ther
stak¢holders.

Secyrity is not limited to technical measures and may also require administrative meadures
e.g. pccess controls at the users site or field monitoring and patch prfocesses at MDMs sitg.

SECURITY CASES with their layered approach are a means\.fo cope with such conjplex
situgtions. In general, it is a best practice to start on a levelthat a HDO has chosen 4gs its
obje¢t to apply RISK MANAGEMENT to. This might be part of*a medical IT-network and s¢ the
CLAIM might be “This part of the medical IT-networksis secure”. This cLAIM will then be
supported by a set of ARGUMENTS which will eventually lead to a CLAIM for a single MEDICAL
DEVICE that is part of the medical IT-network. However, this CLAIM for a specific MEDICAL
DEVICE is not necessarily “the MEDICAL DEVICE xyz,is secure” but instead the CLAIM may b for
a specific (set of) property (properties) of the MEDICAL DEVICE. Typical properties of a MEDICAL
DEVICE that relate to security are given in IEC TR 80001-2-2.

HD('s should use this document for ong’or more of the following:

a) dgvaluate a SECURITY CASE to détermine the extent of achievement of the IEC TR 80001-2-2
9JECURITY CAPABILITIES for aparticular MEDICAL DEVICE; or

b) develop a complete SECURITY CASE for a MEDICAL DEVICE on an IT-network, as per Clpuse
8; or
c) further develop (a" received MDM SECURITY CASE to include additional spgcific

hreats/vulneraljilities related to the environment and also EVIDENCE of any operationfal or
dministrative\controls implemented in the operational environment.

Q) —+ —h

The [ information contained in a SECURITY CASE will support HDO decision makens in
detefminjrig-the following:

a) gstablishing suitability of a MEDICAL DEVICE for a specific environment;

b) identifying use-environment security RISKs which may require RISK treatment (based on
information provided by a MDM SECURITY CASE);

c) knowledge and understanding of design choices taken by MDM;

d) knowledge of understanding of actions required by HDO to maintain a MEDICAL DEVICE as
per the documented intended use;

e) improved knowledge and understanding of network RISK MANAGEMENT requirements based
on MDMs information.

In the event of an incident concerning a MEDICAL DEVICE, the SECURITY CASE is useful for
analysis of such incidents and also for the purpose of information sharing / feedback to
MDMs.
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5.2.4 Other stakeholders

Stakeholders (involved in conformity assessment, certification, regulation, acquisition or audit)
can evaluate the SECURITY CASE to determine the extent of achievement of the top-level CLAIM
(establishment of the SECURITY CAPABILITIES) by the MEDICAL DEVICE and whether this
achievement is demonstrated within the allowable uncertainty or RISK and any related
consequences. The results regarding the top-level CLAIM and its support along with related
uncertainties and consequences constitute a basis for rationally managing RISK, achieving
grounds for appropriate CONFIDENCE, and aiding in decision making.

6.1

The following guidelines apply when developing and interpreting a SECURITY CASE:

a)

b)

f)

g)

6.2

The following includes recommendations for the use of this document:

b)
c)

d)

o | quideli

General

The components4) of a SECURITY CASE should be unambiguous;. identifiable,
dccessible.

Bach component should be uniquely identified and should be “able to have its @
ifdentified, its history ascertained, and its integrity assured.

Detailed supporting artifacts, which have been developed €lsewhere, should be iden
ih the “context3)” component and should be accessible.

or each component, its description and requited“components, e.g. EVIDENCE for C|

H

domponents with which it has relationships should Be identifiable and accessible.

H

dnd related information such as test case results, should be identifiable and accessibl

Where a particular SECURITY CAPABILITY is deemed necessary6), a CLAIM relating td
gstablishment of that SECURITY CAPABILITY~should be developed.
A
d

or each SECURITY CAPABILITY, a SECURITY PATTERN (as outlined in Clause 7) w
omprises of a number of specific eemponents should be utilized.

Overview of the SECURITY CASE framework

All 19 SECURITY CAPABILITIES should be considered for inclusion in the SECURITY
diving consideration” to the ‘user needs’, intended use, operational environn
interfaces, identified RISKS functionality etc.

Where a SEGURITY CAPABILITY is not required (due to any of the considerations in
justification{for omission should be documented in the SECURITY CASE.

Selection of a SECURITY CAPABILITY is justified by the MEDICAL DEVICE assets protecte
hat SECURITY CAPABILITY.

—

and

rigin

ified

or each component, the component's contents, the infermation related to it, and the ¢ther

AIMS

a)
.

the

hich

CASE
hent,

d by

hreats/vulnerabilities which are identified rhlring RISK MANAGEMENT should be prese

nted

in the SECURITY CASE which is developed until an adequate solution for mitigation

(SECURITY CONTROL) is identified.

The inclusion of the associated impact or consequence is also documented (as con
on the SECURITY CASE.

text)

ISO/IEC 15026-2 uses the term “components” for the main parts of the SECURITY CASE to describe the structure

and contents.

Context may include, but is not restricted to, definitions of the terms used, description of environment co
output from threat and vulnerability identification practices and the identities of entities responsible
component’s development or maintenance.

ntext,
for a

Based on communicated ‘user needs’ and results from requirements gathering and RISK management activities.
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f) The SECURITY PATTERN includes the SECURITY CONTROLS that are selected to mitigate the
associated threat or vulnerability (to support the SECURITY CAPABILITY). SECURITY CONTROLS
required to establish the SECURITY CAPABILITIES may be selected from IEC TR 80001-2-8.
IEC TR 80001-2-8 provides a catalogue of SECURITY CONTROLS for each SECURITY
CAPABILITY.

g) Selection of SECURITY CONTROLS is based on the MEDICAL DEVICE intended use, operational
environment, context and RISK acceptability criteria.

h) SECURITY CONTROLS should be applied until the residual RISK is deemed acceptable based
on the RISK acceptability policy.

i) MDMs may document the EVIDENCE in the SECURITY CASE (e.g. test results, reports, etc.) or

!
!
t

=
~
e il |

n)

Clau
SECU

6.3
6.3.1

This
asso
SECU
Ther
CASH
SECU
This
usab

rovide reference to it.

etermination, selection, acceptability and sharing of EVIDENCE is an agreement an
he relevant stakeholders. Such information should be documented and may form part
takeholder RESPONSIBILITY AGREEMENT.

he sharing, extent and use of proprietary information within a SECURITY. GASE should
e documented and form part of a stakeholder RESPONSIBILITY AGREEMENT.

is recommended that MDMs using this framework supply the SECURITY CASE to H
ith the MEDICAL DEVICE.

Vith this information, HDOs should identify their ‘on-site’“SECURITY CONTROLS

olicies, procedures etc.) for the MEDICAL DEVICE on the |F-nétwork. The SECURITY CA
haintained in order to show any additional EVIDENGE in terms of additiong
mplementation of IT-network SECURITY CONTROLS.

he SECURITY CASE should form part of HDO RISK-MANAGEMENT file (RMF) and shoul
haintained and updated as necessary. The SECURITY CASE may also be useful
nechanism for feedback to MDMs in the case\of an incident, identified unacceptable R
r change regarding the IT-network.

se 7 provides instructions for develeping the SECURITY CASE with the inclusion
RITY PATTERN.

Notation
Components of a SECURITY CASE

clause outlines the: components of a SECURITY CASE in notation form along
ciated extensions«. All components are required in developing the SECURITY CAS
RITY CASE requires a structured ARGUMENT (hierarchy of CLAIMS) supported by EVIDE
e are numerous_formats and notation types that can be used for developing the SECY
S. As an example, this document uses Goal Structure Notation (GSN) to presen
RITY CASE{GSN is not a tool but a mature notation, standardised and widely used
notation—has also been extended to allow for abstractions to support patterns o
le reasoning.

hong
of a

also

DOs

with
E. A
NCE.
RITY

the
6].7)
f re-

6.3.

Goal

A goal is a CLAIM or proposition to be assured about a particular MEDICAL DEVICE and is a true-
false statement. It may be accompanied with supporting components such as “Assumption”,
“Justification” or “Context”. Within the SECURITY CASE, CLAIMS are supported by sub-CLAIMS
where the set of sub-CLAIMS make up the body of the ARGUMENT. Figure 1 below shows the
SECURITY CASE top-level CLAIM. The ARGUMENT describes the relationship between the cLAIM
and the EVIDENCE and is therefore critical for the establishment of CONFIDENCE in the EVIDENCE
obtained.

7) Numbers in square brackets refer to the bibliography.
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This SECURITY CASE framework utilizes a SECURITY PATTERN. The use of a SECURITY PATTERN
provides a repeatable process to develop the SECURITY CASE while maintaining the structure
for the SECURITY CASE. An instantiated SECURITY PATTERN may be reusable from one SECURITY
CASE to another or within a SECURITY CASE.

G1
IEC 80001-2-2
security capabilities
successfully
established for

PRI 1T
DevICeE [#]

IEC
Figure 1 — Example GOAL (top-level)

6.3.3 Strategy

The [strategy describes the nature of the reasoning that exists between a CLAIM and its [sub-
CLAIMS. Figure 2 shows the strategy which is used in the SECURITY €ASE framework to link the
top-lpvel CLAIM to the ARGUMENT.

S1
Argue all
security
capabilities
addressed IEC

Figure 2 —“Example strategy

6.3.4 Justification

Becguse the choice of a CLAIM is critical to meet the objective of the SECURITY CASE qome
CLAIMS will require justificatiofiofor their selection. In order to provide CONFIDENCE in the
reaspn for selection (or( non-selection) and establishment of SECURITY CAPABILITIES,
justi]ication for non-selection of SECURITY CAPABILITIES is required in every case. Wherg| it is
justified that a particular~SECURITY CAPABILITY is not required, the SECURITY PATTERN will npt be
devdloped any further.Figure 3 shows an example of how justification uses the RISK andlysis
results to justify the'non-selection of a particular SECURITY CAPABILITY.

J1
Justification
for non

calacHon
Seweetoh

Figure 3 — Example justification

6.3.5 Context

Because the choice of a top-level CLAIM and its property is critical in order to meet the
objective of a SECURITY CASE, the context in which the CLAIM or reasoning step is made should
be captured. A top-level cLAIM shall have an associated context outlining the user need,
intended use, operational environment etc. Figure 4 shows an example of a context
component with reference to system description, interfaces, boundaries and assets.
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System description,

interfaces,
boundaries, assets

Figure 4 — Example context

Solution (EVIDENCE)

An ARGUMENT continues until a CLAIM or sub-CLAIM is supported by EVIDENCE to support the

truth%&e%%eﬁed—%%%%w*s%%&w
CONHRIDENCE in the top-level goal (CLAIM). Figure 5 shows an example of EVIDENCE relati

the igentified threats and vulnerabilities.

6.3.7

This

comimunicated SECURITY CAPABILITIES associated iny'some way with the goal to which

attad
CAPA

6.3.8

Tablg 1 below further\expands the notation with a set of notation extensions.

Snl
Threat/
vulnerability
log

IEC

Figure 5 — Example solution (EVIDENCE)

Stakeholder

is a form of context symbol which is used to indicate the stakeholders outlining

hed. Figure 6 shows an example of a stakeholder component with reference to SECL
BILITIES that may have been specified by HDO:

SH1:'Security
capabilities
communicated
by HDO

IEC

Figure 6 — Example stakeholder

Notation extensions

Table 1 — Notation extensions

ides
g to

any
it is
RITY

Extension Description

SupportedBy

Line with rendered arrowhead indicating an inferential or evidential
~

relationship.

InContextOf
Line with hollow arrowhead indicating a contextual relationship.

A diamond expressing the need for further development with sub-
CLAIMS or EVIDENCE.

actual document or findings etc.

This indicates the need to instantiate or replace a component with an

A black diamond indicates optionality.

—_—
An arrow with a black dot indicates multiplicity (zero to many)
expressed in n.
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7 Developing the SECURITY CASE

This clause outlines the steps required to develop a SECURITY CASE to demonstrate
CONFIDENCE in the establishment of IEC TR 80001-2-2 SECURITY CAPABILITIES. Figure 7 and
Table 2 (SECURITY CASE leading components) and Figure 8 and Table 3 (SECURITY CASE
pattern) below presents the reusable SECURITY PATTERN steps in their hierarchical format.

The SECURITY PATTERN (Steps 10 through Step 24 below) should be repeated (each with
uniquely identifiable ID’s) for each of the 19 SECURITY CAPABILITIES from IEC TR 80001-2-2 to
develop the entire SECURITY CASE by demonstrating CONFIDENCE in each of the SECURITY
CAPABILITIES. CONEIDENCE is demaonstrated when residual RISK meets the criteria of the

spedified RISK acceptability policy through the implementation of SECURITY CONTROLS.

acceptability policy

€ON4: Intended use

€EON5: Overall
network infrastructure

<

SH1: Security
capabilities
communicated
by HDO

'

G1: Device [#] is
acceptably secure for
environment [#]

A 4

S1: Argument
over security
capabilities
addressed

Y CONE: Device [#]

n =19 from IEC 80001-2-2

IEC

Figure 7-~Leading components — Steps 1 through 9
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Table 2 — SECURITY CASE steps 1 through 9

Step ID Description Notation
1 G1 Goal
State the top CLAIM
G1: Device [#] is
This is the top goal for the SECURITY acceptably secure for
CASE which cLAIMS that a particular environment [#]
device, device [#], is secure for a
particular environment, environment

[#]. IEC

2 CON1 InContextOf
What is Device [#]?

G1: Device'{#] is
acceptdbly,securg
envifonnment [#]

=

This context component should or

describe the MEDICAL DEVICE,
interfaces, boundaries etc.

CON1: System
description, interfaces,
boundaries, EAL, PP

Where a protection profile (PP) is
required, or an evaluation ASSURANCE
level (EAL) is assigned to a MEDICAL
DEVICE, this should be included here
as a rationale for
selection/application of SECURITY
CONTROLS.

IEC

3 CON2 InContextOf

What are the SECURITY CAPABILITIES?
G1: Device [#] is
acceptably securd for
environment [#]

Reference to parent standard for
SECURITY CAPABILITIES —
IEC TR 80001-2-2.

CON2: |[EC 80001-2-2

IEC

4 CON3 InContextOf
What is acceptable RISk for Device Ci’:;;:blis]li(ty polic
[#1?

This context information should detail
acceptable RISK and reference a RISK
acceptability criteria policy.

G1: Device [#] is
acceptably secure for
environment [#]

IEC
5 CON4 InContextOf
Wh | . ” . | I I [ D . V{Com:lmended use)
[#1? G1: Device [#] i
acceng\i seclfre for A
This context component should environment [#]
outline information pertaining to the IEC
intended use of the MEDICAL DEVICE

[#], operational environment, network
structure, etc.

6 CONS5 InContextOf

What is the platform for Device [#]?
This context component should
outline information pertaining to
assumptions relating to the intended
platform hosting MEDICAL DEVICE [#].

G1: Device [#] is
acceptably secure for
environment [#]

CONS: Overall
network infrastructure

IEC
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Table 2 — SECURITY CASE steps 1 through 9 (continued)

Step ID Description Notation
7 CONG6 InContextOf
What assets is Device [#] protecting? ) )
G1: Device [#] is
This context information should detail acceptably secure for
all identified assets for Device [#]. environment [#]
CONBG6: Devige [#)
assets
IEC
8 SHA1 Stakeholder SH1: Security
capabilities
What SECURITY CAPABILITIES_(if any) < wmg":nni;ated
were communicated by HDO for VA
Device [#]?
Information regarding HDO or HDO Slpevcel#lis |
security requirements should be Cnvifonm\ém[#]
included (referenced to) here.
IEC
9 S1 Strategy
Gl
What strategy is adopted to support |EC 80001-2-2
G1? security capabilities
successfully
Apply a strategy to address.all“19 established for
security from IEC TR 80001-2-2 Device [#]
capabilities.
Y
s1
Argueall
security
capabilities
addressed IEC
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G2: Security ‘ON7: IEC
capability [#] 80001-2-2, clause [#]
addressed security capability [#]
lof2
J1: Justification G3: Security G4: Security J2: Justification
for non capability [#] not capability [#] for selection i.e.
selection ichad ibod o
J
A\

JARN

CONB: Identified
unacceptable
threats/vulnerabilities

§2: Argument
over defeating

threats/vulnerabilities,
mitigated

Al: Risk
identification
completé

G5: No
unacceptable

risks (n) present

sn1: Threat/
vulnerability/Risk
log

G6: Risk associated
with threat/
vulnerability [#}
mitigated

A,

CON9: Consequence of
threat/vulnerability [#]

S3:
Argument
over each
mitigating
control

G8: No newly
CON_10: Implemented G7: Mitigating introduced
as per guidance from | | «mem—— security control [#] unacceptable
standard [#], clause [#] implemented threats/
vulnerabilities
/\ present

lof2 .ToG5

Sn2:
Evidence of

: Th
control [#] Snd: Threat/

vulnerability
log

Figure 8 — SECURITY CAPABILITY pattern

IEC
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Table 3 — SECURITY CASE steps 10 through 26

Step

Description

Notation

10

G2

Goal
Address SECURITY CAPABILITY

[#
For each SECURITY CAPABILITY,

a CLAIM to specifically address
each one should be included.

The arrow with a black dot
indicates there are 19 (n)

G2: Security
capability [#]
addressed
AN

JAN

IEC

QCUURITTT UCAFADILTTIES VV:I;\.’:I
should be addressed
individually.

11

CON7

InContextOf

What is SECURITY CAPABILITY
31

Include or make reference to
the description of SECURITY
CAPABILITY [#] including
requirement goal, user need.

G2: Security
capability [#]
addressed

A

JAN

CON7:1EC 80001-2-2
clause [#] security
capability [#]

12

Goal — Optionality

Assert to establish or omit
the SECURITY CAPABILITY

Either G3 or G4 child-goal
should be developed here. The
black diamond represents
optionality (G3 or G4).

G2: Security
capa bility [#]
addressed

A\

G3: Security
capability [#]
not
established

/\
JARY

1of2

G4: Security
capability [#]
established

AN
A=

13

J1

Justification

Why is SECURITY CAPABILITY [#]

not required?

The reason SECURITY CAPABILITY

[#] has not been selected
should be included as a
justification for the cLAIM G3.

1
Justification
for non
selection

G3
Security
capability [#]
not
esta t}Qshed

LN e

14

J2

Justification

Why is SECURITY CAPABILITY [#]

J2:

required?
Details of the asset(s) which

SECURITY CAPABILITY [#] protects

should be included here as
justification for G4.

G- Carurii-\,l
capability [#] |
established

/\
JARN

Justification
for selection
i.e. assets

IEC

15

CON7

InContextOf

What threats/vulnerabilities
were identified?

For SECURITY CAPABILITY [#],
include (or make reference to)
all defeating threats/
vulnerabilities identified.

CONB: Identified
unacceptable threats/ <
vulnerabilities

$2: Argument
over defeating
threats/
vulnerabilities
mitigated

IEC
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Table 3 — SECURITY CASE steps 10 through 26 (continued)

Step

Description

Notation

16

A1

Assumption

Support the validity of S2

S2 relies on the assumption that
the process of RISK
identification has been carried
out. This may include
responsible person name, date
RISK identification commenced

$2: Argument

overdefeating
threats/

vulnerabilities
mitigated

Al: Risk
identification
complete

IEC

completed etc.

17

G5

Goal

For the identified
threats/vulnerabilities, what
level of RISK remains?

CLAIM that no unacceptable
RISKs remain for SECURITY
CAPABILITY [#].

S2
Argument over
defeating
threats/
vulnerabilities
mitigated

G5
No
unacceptable
risks (n) present

IEC

18

Sn1

OR

Optionality/Solution

Where no unacceptable RISKS
exist, EVIDENCE should be
provided to support this.

(n=0)

In order to provide CONFIDENCE
in this assertion (G5), solution
Sn1 should be instantiated.
Records of threat/vulnerability
log should be.included to
indicate nolremaining
unacceptable RISKs.

For, al*remaining RISKs
requiring RISK reduction, G6
should be developed.

G5: No
unacceptable
risks (n) present

1of2

Snl: Threat/
vulnerability/
Risk log

IEC

19

G6

Optionality/Goal

Where unacceptable RISK
exists, what
threats/vulnerabilities require
RISK reduction?

Each threat/vulnerability
presenting unacceptable RISK

G5: No
unacceptable
risks (n) present

1of2

should be explicitly stated here
to be addressed in the following
sub-goals.

When developing the SECURITY
CASE there may be a number of
CLAIMS in parallel to this
depending on the number of
threats and vulnerabilities
requiring RISK treatment. This is
indicated by the arrow with a
black dot and n > 0.

n>0

G6: Risk
associated with
threat/
vulnerability
[#] miﬁ;\ated

JARN

IEC
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Table 3 — SECURITY CASE steps 10 through 26 (continued)

Step ID Description Notation
20 CON9 InContextOf
. . G6: Risk
What is the associated associated with
consequence of this? 'CON9: Consequence of | threat/
. threat/vulnerability [#] .
Details of consequence vulnerability
associated with identified [#] mitigated
threats/vulnerabilities (and ;\
unacceptable RISK) should be AR
included (or referenced to) in IEC
context of G6.
21 S3 Strategy
Change the strategy to . &6 .
address the SECURITY Risk associated
CONTROLS with threat/
The strategy of the ARGUMENT vulne.r?blllty
should change to address RISK [#] ml/tl\gated
control measures for
threat/vulnerability [#].
S3
Argument
over each
mitigating
control
IEC
22 G7 Goal
S3: Argument
What SECURITY CONTROLS over each
reduce the RISK associated mitigating
with threat/vulnerability {#]? control
For each mitigating/SECURITY
CONTROL, assert_ that SECURITY
CONTROL [#] has been n
implemented:
AND G7: Mitigating
security control
68 [#] implemented
When developing the SECURITY AN
CASE there may be a number of / \ IEC
CLAIMS in parallel to this.
SECURITY CONTROLS should be
applied until the residual RISK is
deemed to be acceptable.
23 CON_10 InContextOf
Identify the source for the /CON_10: Implemented as \ G7: Mitigating

selected SECURITY CONTROL to
support CLAIM G7.

Include (or reference) the
source of the SECURITY CONTROL
selected.

per guidance from
standard [#], clause [#]

security control
[#] implemented

A\

L\

IEC
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Table 3 — SECURITY CASE steps 10 through 26 (continued)

Step ID Description Notation
24 Sn2 Solution
Provide EVIDENCE of the G7: Mitigating
implementation of the security control
SECURITY CONTROL [#] implemented
For each mitigating SECURITY A\
CONTROL, provide reference or
traceability to verification
report(s)
Sn2:
Evidence of
control [x}
25 G8 Goal
S3: Argument
Have any new unacceptable over each
threats /vulnerabilities been mitigating
introduced with the control
implementation of SECURITY .
CONTROL [#]?
For each mitigating SECURITY n
CONTROL, assert that newly
introduced
threats/vulnerabilities are not G8: No newly
present. G7: Mitigating introduced
security control unacceptable
[#] implemented threats/
A vulnerabilities
/[ \ present
II: (¢
26 Sn3 Solution G8: No newly
introduced
No newly introduced unacceptable
unacceptable threats / threats/
vulnerabilities identified vulnerabilities
Provide EVIDENCE to show that present »
all RISKs have been reduced to 1of2 To G5
an acceptable level.
NOTE Where a new threat /
vulnerability is introduced, revert to
CLAIM G5 and repeat the steps in
the SECURITY CASE.
Sn3: Threat/
vulnerability
log
IEC

The complete SECURITY CASE structure is shown in Figure 9. The components shaded
represent the resuable SECURITY PATTERN.
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'CON3: Risk acceptability
policy

SH1: Security
capabilities
communicated

by HDO

g> CON4: Intended use
G1: Medical Device
[#] is acceptably
secure for
environment [#]

_

'ON1: System
description, interfaces,
boundaries, EAL, PP

ONS: Intended
environment and
assumptions

Argument
over security
capabilities
addressed

CON2: EC 80001-2-2

‘CONG&: Device [#]
assets

n =19 from |EC 80001-2-2

G2: Security

capability [#] 80001-2-2, clause [#]
addressed security capability [#]
1of2
J1: Justification G3: Security G4: Security J2: Justification
for non capability [#] not capability [#] for selection i.e.
selection J established established assets J

ONB: |dentified S$2:Argument
unuacceptable

hreats/vulnerabilities

Al: Risk
identification
complete

wvulnerabilities
mitigated

G5: No
unacceptable
risks (n) present

Sni: Threat/
wvulnerability/
Risk log

G6: Risk associated
with threat/
vulnerability [#]
mitigated

[CON9:.Consequence of
threat/vulnerability [#]

53
Argument
over each
mitigating
control

G8: No newly
CON_10: Implemented G7: Mitigating introduced
as per guidance from | «——————{ security control [#] unacceptable
standard [#], clause [#] implemented threats/
vulnerabilities
present

lof2 .To

[m)
v,

snz:
Evidence of
control [#]

Sn3: Threat/
vulnerability
log

IEC

Figure 9 — SECURITY CASE structure
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8 SECURITY CASE change management

A SECURITY CASE should be treated as a live document reflecting the current state of the
security of a MEDICAL DEVICE or a MEDICAL DEVICE IT-network. For the purposes of traceability,
change management procedures should be applied to reflect this SECURITY CASE lifecycle. A
simple change management or document revision system would suffice in maintaining this.
Where it is simply the context or EVIDENCE that changes this should be made clear by the
reference or citations shown within the context or solution components.

The SECURITY CASE can be revised by 1) editing a component of the SECURITY CASE, 2) adding
ane

A component or 3) removing a component
L 7 7 Ll

Exar
scenfarios:

a)

b)
c)
d)
e)

f)

g)

h)

t
§
§

Q) Q)

Q)

nples of when a SECURITY CASE should be revised include the following non-éxhau

he supporting information used to inform the development of the SECURITY/,CASE cha
.g. changes to the intended use of a MEDICAL DEVICE, operational envirohment, interfi
tc.;

n incident occurs which requires reporting and/or mitigation;
MEDICAL DEVICE is added to a MEDICAL DEVICE IT-network;
MEDICAL DEVICE is removed from a MEDICAL DEVICE IT-network;

dditional SECURITY CAPABILITIES or other SECURITY €ONTROLS are required to fu
rotect MEDICAL DEVICE assets;

dditional SECURITY CAPABILITIES or other SECURITY_CONTROLS are required as a result
hange to the MEDICAL DEVICE IT-network;

dditional security capabilities or other SECURITY CONTROLS are required as a result of]
hreats/vulnerabilities arising from already(established SECURITY CONTROLS;

dditional SECURITY CAPABILITIES or othér SECURITY CONTROLS are required as a resy
ngoing RISK MANAGEMENT activitiesy,where new RISKS with potential to impact a MEL
EVICE or MEDICAL DEVICE IT-netwerk are identified.

5tive

nges
hces

rther

of a

new

It of
ICAL
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Annex A
(informative)

Exemplar SECURITY PATTERNS

A.1 General

The following are examples of a SECURITY PATTERN for the SECURITY CAPABILITIES person
authentlcat|on (PAUT) automat|c logoff (ALOF) and aud|t controls (AUDT) F|gure A. 1 Figure

A2 ep

A.2| Exemplar SECURITY PATTERN for person authentication (PAUT) — SECUR

CAPABILITY PAUT established by MDM for a medical system?3)

A.2. Goal G6: Replay attack mitigated

Context CON9: Attacker attempts to replay login

Goal| G7: Detect replay attacks

Soldtion Sn4: Implement the control-as defined in ISO/IEC 15408-2 — FTP_RPL

A.2.2 Goal G8: ‘Man-in-the-middle’ attack mitigated

Context CON11: Attacker attempts to intercept communication

Goal| G9: Detect ‘man-in-the-middle’ attacks

Soldtion Sn5:; implement the cryptography control as defined in IEC 62443-3-3, SR 4.3

A.2.3 Goal G10: Brute force attack mitigated

Context“CON13: Attacker attempts to brute force passwords

ECURITY CAPABILITY. It is assumed that showing this core path_provides an example
is usleful for both HDOs and MDMs.

r

Ev

th

TY

Goal G12: Detect brute force attacks

of
of

I 1T-

a

at

Solution 1, Sn6: Implement ‘unsuccessful login attempt’ control as defined in IEC 62443-3-3,
SR 1.11

Solution 2, Sn6: Implement ‘Strength of password-based authentication control as defined in
IEC 62443-3-3, SR 1.7

8)

In this example, lightly shaded components (CLAIMS, EVIDENCE) represent components that do not require

development.
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Goal G13, G14: Denial of service attacks due to account lockout controls

Context CON15: Safety concerns introduced due to security account lockout controls

Goal G15: Account lockout mitigated

Solution Sn7: Implement ‘Authenticator management’ control as defined in IEC 62443-3-3,

SR 1.5

ON: Ickentified
unuacceptable threats/ e}
u\nerablh

G6: ‘Replay
ons: atacer atermprs N
(o repiay logln attacx
mitigated prv— GB: "Man-in-
attempts intercept  J<] the-middle’
G mitigated

$3: Argument

54 Acgument
owrexh
mitigating
cantral

67:

Control Ref
FPT_RPL Replay
Detection

IEC 62443-3.3,

69:
Control Ref SR 4.3
Use of
cryptography

Snd:
Evidence of
control 67

Sns:
Eaic "

ON_14: Imalemented 2
per guidance from

Jause SR 1.7 and SR1.11,

CON13: Attacker
attempts ta brilte fore
plagsierd

<}

: CON7
iy PAUT
addressed uthentication PAUT,
lof2

Ga: Security 12
capability Justification
PAUT for selection
established @. asset; J

52: Argument
aver defeating
threans/
inerai ites

identification

@5: No

risks () present

Strength of

Control RefSR 1.7

password-based
suthentication

610: ‘Password
g’
Buessing G14: Accoun
(brute force) ONS: Safety concern
<] lockout
attacks (due to account lodkout
12 mitigated
mitigated
55: Argument
mitigating
control I
56: Argument |
owver each
mitgating
control
n=
o R G13: Account
Control Refs lackout could
Unsuccessful Logi lond 10 doial of
oy ead to denial o
service attacks G15:
Control RefSR 1.
Authenticator
management
nql

W

authentication
penetration test
report

sa7:
Evidence of

contrel 615

IEC

NOTE Watermarked components in this figure represent those from the pattern that have not been developed

from the security pattern for this particular example.

Figure A.1 — Exemplar SECURITY PATTERN for PAUT
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