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e International Electrotechnical Commission (IEC) is a worldwide organization for standardizatiopr~comp
national electrotechnical committees (IEC National Committees). The object of IEC is)te pr

rising
mote

ernational co-operation on all questions concerning standardization in the electrical and ele¢tronic fielg

chnical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to as
blication(s)”). Their preparation is entrusted to technical committees; any IEC National Committee inte
the subject dealt with may participate in this preparatory work. International{™gevernmental and
vernmental organizations liaising with the IEC also participate in this preparationytEC collaborates c
th the International Organization for Standardization (ISO) in accordance with conditions determin
reement between the two organizations.

nsensus of opinion on the relevant subjects since each technical cammittee has representation frdg
erested IEC National Committees.

mmittees in that sense. While all reasonable efforts are made to ensure that the technical content g
blications is accurate, IEC cannot be held responsible for‘the way in which they are used or fo
sinterpretation by any end user.

order to promote international uniformity, IEC National Committees undertake to apply IEC Public
nsparently to the maximum extent possible in their 'national and regional publications. Any diver
tween any IEC Publication and the correspondingmational or regional publication shall be clearly indica
e |atter.

C itself does not provide any attestation oftconformity. Independent certification bodies provide confi
sessment services and, in some areas,-acecess to IEC marks of conformity. IEC is not responsible fd
rvices carried out by independent certification bodies.

users should ensure that they have«the latest edition of this publication.

embers of its technical committees and IEC National Committees for any personal injury, property damd
her damage of any nature ‘whatsoever, whether direct or indirect, or for costs (including legal fees
penses arising out of the.publication, use of, or reliance upon, this IEC Publication or any othe
blications.

tention is drawn to"the Normative references cited in this publication. Use of the referenced publicati
Hispensable for the-eorrect application of this publication.

tention is drawn"to the possibility that some of the elements of this IEC Publication may be the subj
tent rights~[EC shall not be held responsible for identifying any or all such patent rights.

Mmain task of IEC technical committees is to prepare International Standards. HoweV|
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s end and in addition to other activities, IEC publishes International Standards, Technical SpecificTions,
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IEC 80001-2-4, which is a technical report, has been prepared by a Joint Working Group of
subcommittee 62A: Common aspects of electrical equipment used in medical practice, of IEC
technical committee 62: Electrical equipment in medical practice and ISO technical committee
215: Health informatics.

The text of this technical report is based on the following documents:

Enquiry draft Report on voting
62A/818/DTR 62A/835/RVC
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Full information on the voting for the approval of this technical report can be found in the
report on voting indicated in the above table. In ISO, the technical report has been approved
by 15 P-members out of 16 having cast a vote.

This

publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

Terms used throughout this technical report that have been defined in Clause 3 appear in
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INTRODUCTION

This technical report is a guide to help a HEALTHCARE DELIVERY ORGANIZATION (see 1.2)
fulfilling its obligations as a RESPONSIBLE ORGANIZATION in the application of IEC 80001-1, in
conjunction with other technical reports in this series. Specifically, this guide helps the
HEALTHCARE DELIVERY ORGANIZATION assess the impact of the standard on the organization
and establish a series of business as usual PROCESSES to manage RISK in the creation,
maintenance and upkeep of its MEDICAL IT-NETWORKS. Whilst this document is aimed solely at
HEALTHCARE DELIVERY ORGANIZATIONS, the term RESPONSIBLE ORGANIZATION is used throughout
this document to ensure consistency with IEC 80001-1. In this respect the two terms are
synonymous.

This| technical report will be useful to those responsible for establishing an IEC\80001-1
compliant RISK MANAGEMENT framework within a RESPONSIBLE ORGANIZATION that is|expefting
to edtablish one or more MEDICAL IT-NETWORKS. In particular, the RISK MANAGEMENT framework
should address the KEY PROPERTIES — SAFETY, DATA AND SYSTEM SECURITY and EEFECTIVENHSS —
as defined in IEC 80001-1. The purpose of the framework is to ensure.that the potgntial
problems associated with the incorporation of MEDICAL DEVICES into IT-NETWORKS, identifigd in
IEC B0001-1, are avoided.

Defining and implementing the RISK MANAGEMENT framework and the‘business change thaf can
result, will require the RESPONSIBLE ORGANIZATION to draw upah,a range of skills from within
the grganization, managerial, clinical and technical. Where stch skills are not available within
the RESPONSIBLE ORGANIZATION, consideration should be ‘given to collaboration with similar
orgahizations or through experts in the field. It is™important that the RESPON$IBLE
ORGANIZATION be able to draw upon expertise with respect to appropriate standards and [their
corrgsponding technical reports.

In egtablishing a RISK MANAGEMENT framework,a ‘RESPONSIBLE ORGANIZATION will need to|take
account of:

— the size and capabilities of the organization;

— the extent of its IT operations and.the complexity of its current infrastructure and systems;
and

— the cost of implementing IEC 80001-1.

It is| expected that some of\the above factors, for example size of IT operations|and
complexity of the networks, will be proportionate to the size of the organization. It is impoftant
that [the framework itself_does not create patient RISK by placing unnecessary demands on
clinigal staff, yet at thessame time this workload should not introduce avoidable new RISKS
when implementingra.new technology.

In taking a RESPONSIBLE ORGANIZATION through the key decisions and steps requirgd to
successfullycestablish a RISK MANAGEMENT framework for MEDICAL IT-NETWORKS this document
refens to small and large organizations. These are subjective terms, for which no precise

— a few clinicians, or

with many clinicians, a consolidated IT function and a highly centralised governance
structure

e a large organization could be:

a multi-hospital conglomerate, or

an organisation with distributed clinics and a mixture of in-house and outsourced
clinical and IT governance.

Small organisations may also find the guidance identified under large organisation relevant.

The RISK MANAGEMENT framework developed by a RESPONSIBLE ORGANIZATION following the
guidance in this technical report needs to fit into the formal management systems that are
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routinely used for normal business: the business as usual PROCESSES. Such business as
usual PROCESSES need to ensure RISK MANAGEMENT is part of the on-going requirement when

systems are changed or new systems are deployed by:

— including the RISK MANAGEMENT PROCESSES in the existing management PROCESSES, for

example the organization's Quality Management System;
— ensuring that the internal audit schedule includes the RISK MANAGEMENT PROCESSES;

— making sure RISK MANAGEMENT training is included on induction of new staff and provided

to existing staff; and

— ensuring RISK MANAGEMENT is undertaken for both new work and changes to existing

MEDICAL IT-NETWORKS.

Havihg established a RISK MANAGEMENT framework, the RESPONSIBLE ORGANIZATION Wi
readly to undertake a detailed RISK ASSESSMENT (see IEC/TR 80001-2-1 [1]).

be
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1.1

This|technical report helps a RESPONSIBLE ORGANIZATION through the key decisions and g

APPLICATION OF RISK MANAGEMENT FOR
IT-NETWORKS INCORPORATING MEDICAL DEVICES -

Part 2-4: Application guidance — General implementation guidance
for healthcare delivery organizations

L00pe

Purpose

teps

requjred to establish a RISK MANAGEMENT framework, before the organization embarks pn a

detalled RISK ASSESSMENT of an individual instance of a MEDICAL IT-NETW@RK. The stepg

supgorted by a series of decision points to steer the RESPONSIBLE ORGANIZATION through the

PRO

changes required to execute the responsibilities of TOP MANAGEMENT as defined in Figure

IEC

1.2

¢Ess of understanding the MEDICAL IT-NETWORK context and identifying any organizat

B0001-1:2010.

HEALTHCARE DELIVERY ORGANIZATION

are

onal
1 of

This|technical report is addressed to all HEALTHCARE DELIVERY ORGANIZATIONS. A HEALTHCARE

DELI
clini

ERY ORGANIZATION includes hospitals, doctors’ )offices, community care homes
g¢s.

and

In the provision of a MEDICAL IT-NETWORK containing a MEDICAL DEVICE within a HEALTHEARE

DELIYERY ORGANIZATION there can be a :iumber of RESPONSIBLE ORGANIZATIONS. Fof

the

purppse of this document the focus is\the HEALTHCARE DELIVERY ORGANIZATION ang its

obligations with respect to IEC 80001-1%

It is| important for the HEALTHCARE DELIVERY ORGANIZATION to identify the RESPONS$IBLE

ORGA

1.3

This|technical report’details the steps to be undertaken by the RESPONSIBLE ORGANIZATI(

imp

NOT
satis

1.4

Field of application

Iementing thesrequirements of 3.1 to 3.3 and 4.1 to 4.6 of IEC 80001-1:2010.

H It is‘assumed that the RESPONSIBLE ORGANIZATION will consider IEC/TR 80001-2-1 [1] for detailed adV
fying 4.4 of IEC 80001-1:2010.

NIZATION(S) responsible far;any aspect of the network which is subject to IEC 80001-1.
This|allows a clear assignmeént of the roles and responsibilities of that standard.

N in

ice in

b "

The International Standard IEC 80001-1:2010 is prerequisite to this technical report. The
guidance in this technical report is intended to help a RESPONSIBLE ORGANIZATION establish a
RISK MANAGEMENT framework to satisfy the underlying requirements of IEC 80001-1, ensuring:

RISK MANAGEMENT policy and PROCESSES are in place;
probability, severity, and RISK acceptability scales are specified; and
MEDICAL IT-NETWORKS are well defined.
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2 Normative references

The following documents, in whole or in part, are normatively referenced in this document and
are indispensable for its application. For dated references, only the edition cited applies. For
undated references, the latest edition of the referenced document (including any
amendments) applies.

IEC 80001-1:2010, Application of risk management for IT-networks incorporating medical
devices — Part 1: Roles, responsibilities and activities.

3 erms and definitions

For fhe purposes of this document, the following terms and definitions apply:

3.1
ACCQMPANYING DOCUMENT
a document accompanying a MEDICAL DEVICE or an accessory and containing information for
the RESPONSIBLE ORGANIZATION or OPERATOR, particularly regarding SAFETY

Note [I to entry: Adapted from IEC 60601-1:2005, definition 3.4.
[SOYRCE: IEC 80001-1:2010, 2.1]

3.2
CHANGE-RELEASE MANAGEMENT
PROGESS that ensures that all changes to the< IT-NETWORK are assessed, apprqved,
implémented and reviewed in a controlled mannperand that changes are delivered, distriblrted,
and [rracked, leading to release of the change in a controlled manner with appropriate {nput
and putput with CONFIGURATION MANAGEMENF

Note || to entry: Adapted from ISO/IEC 200004422005, Subclauses 9.2 (change management) and 10.1 (rglease
manapement).

[SOYRCE: IEC 80001-1:2010, 2.2]

3.3
CONRIGURATION MANAGEMENT
a PRPCESS that ensures:that configuration information of components and the IT-NETWORK are
defirled and maintajned in an accurate and controlled manner, and provides a mechanism for
identifying, contralling and tracking versions of the IT-NETWORK

Note [l to entry;y” “Adapted from ISO/IEC 20000-1:2005, Subclause 9.1.
[SOYRCE:NEC 80001-1:2010, 2.4]

3.4
DATA AND SYSTEMS SECURITY

an operational state of a MEDICAL IT-NETWORK in which information assets (data and systems)
are reasonably protected from degradation of confidentiality, integrity, and availability

Note 1 to entry: Security, when mentioned in this technical report, should be taken to include DATA AND SYSTEMS
SECURITY.

Note 2 to entry: DATA AND SYSTEMS SECURITY is assured through a framework of policy, guidance, infrastructure,
and services designed to protect information assets and the systems that acquire, transmit, store, and use
information in pursuit of the organization’s mission.

[SOURCE: IEC 80001-1:2010, 2.5]
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3.5
EFFECTIVENESS
ability to produce the intended result for the patient and the RESPONSIBLE ORGANIZATION

[SOURCE: IEC 80001-1:2010, 2.6]

3.6

EVENT MANAGEMENT

a PROCESS that ensures that all events that can or might negatively impact the operation of the
IT-NETWORK are captured, assessed, and managed in a controlled manner

Note [ to entry: Adapted from ISO/IEC 20000-1:2005, Subclauses 8.2 (incident management) and 8.3 (problem
manapement).

[SOURCE: IEC 80001-1:2010, 2.7]

3.7
HAR
physjical injury or damage to the health of people, or damage to property ‘or the environment,
or re[duction in EFFECTIVENESS, or breach of DATA AND SYSTEM SECURITY.

Note |l to entry: Adapted from ISO 14971:2007, definition 2.2.
[SOUYRCE: IEC 80001-1:2010, 2.8]

3.8
HAZARD
poteptial source of HARM

[SOYRCE: IEC 80001-1:2010, 2.9]

3.9
HAZARDOUS SITUATION
circumstance in which people, property, or'the environment are exposed to one or more HAZARD($)

[SOURCE ISO 14971:2007, 2.4]

3.10
HEALTHCARE DELIVERY ORGANIZATION
one pr more RESPONSIBLE ORGANISATIONS

Note || to entry: Within this technical report, HEALTHCARE DELIVERY ORGANIZATIONS are considered |to be
profegsional healtmorganisations including hospitals, doctors’ offices, community care homes and clinics.

3.1
IT-NETWORK (INFORMATION TECHNOLOGY NETWORK)
a syptem or systems composed of communicating nodes and transmission links to prqvide
physically linked or wireless transmission between two or more specified communication
nodes

Note 1 to entry: Adapted from IEC 61907:2009, definition 3.1.1.

Note 2 to entry: The scope of the MEDICAL IT-NETWORK in this standard is defined by the RESPONSIBLE
ORGANIZATION based on where the MEDICAL DEVICES in the MEDICAL IT-NETWORK are located and the defined use of
the network. It can contain IT infrastructure, home health and non-clinical contexts.

[SOURCE: IEC 80001-1:2010, 2.12]
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3.12

KEY PROPERTIES

three RISK managed characteristics (SAFETY, EFFECTIVENESS, and DATA AND SYSTEMS SECURITY)
of MEDICAL IT-NETWORKS

[SOURCE: IEC 80001-1:2010, 2.13]

3.13

MEDICAL DEVICE

means any instrument, apparatus, implement, machine, appliance, implant, in vitro reagent or
calibrator, software, material or other similar or related article:

a) ir||tended by the manufacturer to be used, alone or in combination, for human beingg for
gne or more of the specific purpose(s) of:

- diagnosis, prevention, monitoring, treatment or alleviation of disease,
- diagnosis, monitoring, treatment, alleviation of or compensation for an injury,

- investigation, replacement, modification, or support of the~ahatomy or of a
physiological PROCESS,

- supporting or sustaining life,
- control of conception,
- disinfection of MEDICAL DEVICES,

- providing information for medical or diagnostic~\purposes by means of in |vitro
examination of specimens derived from the huméan body; and

b) which does not achieve its primary intended) action in or on the human body by
pharmacological, immunological or metabolicixmeans, but which may be assisted ip its
intended function by such means.

Note [ to entry: The definition of a device for in wtro examination includes, for example, reagents, calibrptors,
sample collection and storage devices, control materials, and related instruments or apparatus. The information
provided by such an in vitro diagnostic device may*be for diagnostic, monitoring or compatibility purposes. In|some
jurisd|ctions, some in vitro diagnostic devices; including reagents and the like, may be covered by sepgarate
regulgtions.

Note P to entry: Products which may-\be considered to be MEDICAL DEVICES in some jurisdictions but for which
therelis not yet a harmonized approachy are:

— a|ds for disabled/handicapped people;

— dpvices for the treatment/diagnosis of diseases and injuries in animals;
ccessories for MEDICAL DEVICES (see Note 3 to entry);

sinfection substances;

evices incofporating animal and human tissues which may meet the requirements of the above definitign but

Fe subject,to different controls.

Note B to enfry: Accessories intended specifically by manufacturers to be used together with a ‘parent’ medical DEV|CE to
enablp«tha@t MEDICAL DEVICE to achieve its |ntended purpose shouId be subject to the same GHTF procedu s as
apply M mple—ana666880 ACE in
its own r|ght Thls may result in the accessory havmg a dlfferent cIaSS|f|cat|on than the parent deV|ce

Note 4 to entry: Components to MEDICAL DEVICES are generally controlled through the manufacturer’s quality
management system and the conformity assessment procedures for the device. In some jurisdictions, components
are included in the definition of a ‘MEDICAL DEVICE’.

[SOURCE: IEC 80001-1:2010, 2.14]

3.14
MEDICAL IT-NETWORK
an IT-NETWORK that incorporates at least one MEDICAL DEVICE

[SOURCE: IEC 80001-1:2010, 2.16]
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3.15

MEDICAL IT-NETWORK RISK MANAGER
person accountable for RISK MANAGEMENT of a MEDICAL IT-NETWORK

[SOURCE: IEC 80001-1:2010, 2.17]

3.16

OPERATOR
person handling equipment

[SOL

3.17
PRO(
set @

JRCE: IEC 80001-1:2010, 2.18]
ESS
f interrelated or interacting activities which transforms inputs into outputs

Note [l to entry: The term “activities” covers use of resources.

[SOUYRCE: IEC 80001-1:2010, 2.19]

3.18

RESHONSIBILITY AGREEMENT

one [or more documents that together fully define the\résponsibilities of all relq
stak¢holders

Note [l to entry: This agreement can be a legal document, e.g-a"contract.

[SOYRCE: IEC 80001-1:2010, 2.21]

3.19

RESHONSIBLE ORGANIZATION

entity accountable for the use and maintenance of a MEDICAL IT-NETWORK

Note || to entry: The accountable entity’\can be, for example, a hospital, a private clinician or a tele
organjization.

Note P to entry: Adapted from IEC 60601-1:2005 definition 3.101.

[SOYRCE: IEC 80001-1:2010, 2.22]

3.20

RISK

combination of.the probability of occurrence of HARM and the severity of that HARM
[SOYRCESIEC 80001-1:2010, 2.23]

3.21

RISK ANALYSIS

systematic use of available information to identify HAZARDS and to estimate the RISK

[SOURCE: IEC 80001-1:2010, 2.24]

3.22
RISK

ASSESSMENT

overall PROCESS comprising a RISK ANALYSIS and a RISK EVALUATION

[SOURCE: IEC 80001-1:2010, 2.25]

vant

ealth
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3.23

RISK CONTROL

PROCESS in which decisions are made and measures implemented by which RISKS are reduced
to, or maintained within, specified levels

[SOURCE: IEC 80001-1:2010, 2.26]

3.24

RISK EVALUATION

PROCESS of comparing the estimated RISK against given RISK criteria to determine the
acceptability of the RISK

[SOYRCE: IEC 80001-1:2010, 2.27]

3.25
RISK[MANAGEMENT
systeématic application of management policies, procedures and practices 10 the tasKs of
analyzing, evaluating, controlling, and monitoring RISK

[SOURCE: IEC 80001-1:2010, 2.28]

3.26
RISK|MANAGEMENT FILE
set df records and other documents that are produced by RISK'MANAGEMENT

[SOURCE: IEC 80001-1:2010, 2.29]

3.27
SAFETY
freedqom from unacceptable RISK of physicallinjury or damage to the health of people or
damage to property or the environment

Note [l to entry: Adapted from ISO 14971:200Q7; definition 2.24.
[SOUYRCE: IEC 80001-1:2010, 2.30]

3.28
TOP MANAGEMENT
perspn or group of people who direct(s) and control(s) the RESPONSIBLE ORGANIZATION
accountable for a MEDICAL IT-NETWORK at the highest level

Note [l to entry: Adapted from ISO 9000:2005, definition 3.2.7.
[SOUYRCE: IEC 80001-1:2010, 2.31]

4 RESPONSIBLE ORGANIZATION

4.1 TOP MANAGEMENT responsibilities

This subclause refers to the duties which are placed by IEC 80001-1 on the organization’s
TOP MANAGEMENT and covers the need for explicit policies setting out IEC 80001-1
compliance.

It is good practice for the TOP MANAGEMENT to appoint a sufficiently independent function to
oversee the effective operation of RISK MANAGEMENT practices in the organization. The steps
described in this report will generally be executed by a team of individuals within the
RESPONSIBLE ORGANIZATION. It is recommended to have representation from multiple
departments, including IT, biomedical engineering, clinical, and RISK MANAGEMENT. The
makeup of the team should align with existing structures within the organization. This can
include consideration of patient SAFETY and network security. Senior clinicians should be
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included in the creation of this function and thereafter advise on the clinical impact of IT-
NETWORK related HAZARDS as part of a RISK ASSESSMENT. Suitable links to the organization's
teams responsible for clinical governance or clinical accountability should also be put in
place.

TOP MANAGEMENT needs to ensure the following functions are done:

define and document the organization's RISK MANAGEMENT policy. This policy will need to
address the KEY PROPERTIES;

create and disseminate suitable RISK MANAGEMENT PROCESSES. These PROCESSES can be

Ekﬂm&mwm%ﬂﬂmmw;&mm_@_mamy
anagement system or its enterprise RISK MANAGEMENT system, where these exist;

stablish RISK acceptability criteria to determine which RISKS are tolerable) to| the
dgrganization. The criteria will take into account relevant:

D

¢ regulations (e.g. EU Directives);
o international standards;

o national standards;

o regional standards; and

o professional (e.g. clinical) guidelines

nsure that a staged approach is taken to the depleyment and use of MEDICAL IT-
ETWORKS such that the RISK MANAGEMENT PROCESSES \can be efficiently and effecfively
pplied, consistent with the complexity of the MEDICGAL IT-NETWORK being deployed. |This
pproach should require TOP MANAGEMENT to signff each stage; and

review the suitability of the RISK MANAGEMENT.PROCESSES at planned, regular intervdls to
nsure the continuing EFFECTIVENESS of the\RISK MANAGEMENT PROCESSES and document
ny decisions and actions taken.

Both| large and small organizations should commence their IEC 80001-1 implementation by
operling a MEDICAL IT-NETWORK RISK MANAGEMENT FILE which should act as a focus for &ll of
the grganization’s activities in this area. The MEDICAL IT-NETWORK RISK MANAGEMENT FILH can
be used as a means to demonstrate the organization’s compliance with the requiremenits of

IEC B0001-1 as part of an audit-activity.

Small RESPONSIBLE ‘ORGANIZATION — points to consider

Whep evaluating TOP)MANAGEMENT functions, a small organization should consider| the

folloying points:

Do we have‘any systems which interface with MEDICAL DEVICES? Is IEC 80001-1 appligable
to us at«this moment in time? Do we have future plans for integrating MEDICAL DEVICEY into
dqur I'Finfrastructure?
d
t

aniwe safely phase our compliance plans over a longer period of time, thereby redycing
1€ Immediate burden on resources?

Are there any similar RESPONSIBLE ORGANIZATIONS in the area with whom we could share
resources and jointly establish IEC 80001-1 compliance? Do we know of similar
RESPONSIBLE ORGANIZATIONS who are already compliant and would share their
experiences?

How do we establish an accurate inventory for IT operations? Do we have a proper design
for our IT-NETWORKS and any exiting MEDICAL IT-NETWORKS? Where does the boundary
exist between MEDICAL IT-NETWORK and our routine IT systems?

Do we have a formal PROCESS to make these compliance decisions? Do we have a
suitable repository, for example a quality management system, in which we can
incorporate the RISK MANAGEMENT PROCESSES? How are we going to prepare such
PROCESSES?
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— Have we an existing staff member (manager or administrator) who can assume the
additional responsibilities of MEDICAL IT-NETWORK RISK MANAGER? How do we get our staff

S

4.3

uitably trained in RISK MANAGEMENT?

Large RESPONSIBLE ORGANIZATION — points to consider

When evaluating TOP MANAGEMENT functions, a large organization should consider the
following points in addition to the points identified for a small organization above:

the RISK MANAGEMENT policy? How is clinical governance related?

Where does RISK MANAGEMENT responsibility sit within our organization? Who should own

- 0

-V
r

5.1

This
undsg
ASSE

foW 00 e RISk MANAGEMENT PROUCESSES it 1TTto e orgamnization' s quatity marmage
stem? Where will the RISK MANAGEMENT PROCESSES and policy sit?

OW can RISK MANAGEMENT PROCESS be divided into manageable sub-PROCESSES-and
hould these sub-PROCESSES be co-ordinated?

o we need a specific IEC 80001-1 compliance project? Do we need to appoint a pr|

manager and establish a project team?

Vhat are our IT support arrangements? Which suppliers aré€‘impacted by t
bquirements? Have we communicated supplier responsibilities properly?

RISK MANAGEMENT implementation steps

Overview

rtaken by the RESPONSIBLE ORGANIZATION before it embarks on the detailed
SSMENT of a new or changing MEDICAL IT-NETWORK.

three steps proposed in this documentiteimplement IEC 80001-1, are:

etermine the clinical context within@which the healthcare provision is made (see 5.2);
stablish an underlying RISK MANAGEMENT framework (see 5.3); and

— determine and understand eXxisting MEDICAL IT-NETWORK(S) (see 5.4).

Thes

5.2

The
orga

In de

-t

e three steps are explored in greater detail in the following subclauses.

Determine the'clinical context within which the healthcare provision is made

RESPONSIBLEYQRGANIZATION must establish a clear understanding of the purpose of

hization from*a clinical perspective.

riving.this understanding the RESPONSIBLE ORGANIZATION could consider the following

pe clinical needs of patients the organization provides services for;

nent

how

bject

nese

subclause looks at the RISK MANAGEMENT framework and prerequisite work t¢ be

RISK

the

— the nature of the clinical services provided by the organization and the PROCESSES
involved with each of those clinical services; and

- C

5.3

linical staffing and competencies.

Establish underlying RISK framework

There is a requirement for the RESPONSIBLE ORGANIZATION to define a RISK MANAGEMENT
framework and to put PROCESSES in place before commencing a detailed RISK ASSESSMENT.

A RESPONSIBLE ORGANIZATION should consider what PROCESSES are needed to support the RISK
MANAGEMENT activities. For example, these PROCESSES need to be commensurate with the

size

of organization, the clinical context and the level of IT operations.
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In determining the extent of the PROCESSES to be developed, or existing PROCESSES to be
updated, the organization should ensure that the areas identified in IEC 80001-1 are
addressed as a minimum. These areas include:

RISK MANAGEMENT (IEC 80001-1:2010, subclauses 4.2.2 and 4.4);
CHANGE-RELEASE MANAGEMENT (IEC 80001-1:2010, subclause 4.5.1);
CONFIGURATION MANAGEMENT (IEC 80001-1:2010, subclause 4.5.1);

RISK MANAGEMENT planning (IEC 80001-1, subclauses 4.3.5 and 4.5.2.3);
go-live (IEC 80001-1:2010, subclause 4.5.3);

nromitormg (HEC80001+=172010,subctause4-61)=amd

HVENT MANAGEMENT (IEC 80001-1:2010, subclause 4.6.2).

In fgrmulating the PROCESSES that govern the RISK MANAGEMENT work there .are gome
prindiples which will help to guide and keep a clear focus on the needs of the RESPON$IBLE

ORGANIZATION including:

Hree from additional RISK: The work should not itself introduce-additional RISk| for
gxample by disrupting clinicians and over burdening them whilst they are responsible for
delivering care to patients.

LUight touch: The RISK MANAGEMENT controls should avoid overly bureaucratic PROCEBSES
gqnd be commensurate to the level of RISK identifiedi@s part of a subsequent |RISK
ASSESSMENT.

Qwnership: Has the RESPONSIBLE ORGANIZATION assigned suitable personnel to asfsess
gnd own the RISKS? For example, clinicians own-the clinical PROCESSES and are thergfore

ell placed to assess the severity of HARM. They‘should be consulted regularly to ratify the
JISK ASSESSMENT decisions and conclusions;

Qonsistent: RISK MANAGEMENT activities should sit comfortably alongside clipical
dovernance measures in the RESPONSIBLE ORGANIZATION and align with relevant natjonal
professional clinical standards and regulatory/legal requirements.

et RISK: The introduction of a new "MEDICAL IT-NETWORK will be a trade-off between R|SKS;
will help remove or mitigate<and the inherent RISKS that the new technology brings. In
ome circumstances, for example capital investment, it might be incumbent on| the
RESPONSIBLE ORGANIZATIONN\o demonstrate that the introduction of a new system will have
q net reduction in RISK te-the patient and the organization. This demonstration will require
the RESPONSIBLE ORGANIZATION to assess both the old and the new systems in accordance
ith the RISK MANAGEMENT framework.

Determining.and understanding a MEDICAL IT-NETWORK
Performing a RISK ASSESSMENT
the

Clear
lows

across and within them and how that |nformat|on is used.

Within the context of this document, a MEDICAL IT-NETWORK can consist of:

an individual, discrete MEDICAL DEVICE connected directly to the RESPONSIBLE
ORGANIZATION'S IT-NETWORK;

several discrete MEDICAL DEVICES connected directly to the RESPONSIBLE ORGANIZATION'S
IT-NETWORK; or

a self-contained MEDICAL IT-NETWORK which is connected in its entirety to the RESPONSIBLE
ORGANIZATION'S IT-NETWORK.

In reviewing each MEDICAL IT-NETWORK the following aspects should be considered:
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the configuration of the MEDICAL IT-NETWORK including a clear definition of the equipment
constituting the network and the functions they provide, the machine and human interfaces
and what data is exchanged across these interfaces (described in 5.4.2);

the development status of the MEDICAL IT-NETWORK (described in 5.4.3);
who provides the equipment (described in 5.4.4); and
what level of support is available (described in 5.4.5).

When undertaking the above, a large RESPONSIBLE ORGANIZATION should consider the following
points:

5.4.2 MEDICAL IT-NETWORK configuration

5.4.2.1 Understanding of the components of the MEDICALT-NETWORK

quite difficult for any organization. A useful technique is the use of a pilot proje
rove the new PROCESSES.

ow do we identify the correct people to gather the information? This question stould
e considered before gathering the information. Establishing a multi-dis€iplined team to
nswer the technical and clinical questions that will arise is best doné.from the oytset.
Contact arrangements can be put in place and agreements with line) managers made,
thereby preventing a loss of impetus later in the PROCESS.

A REISPONSIBLE ORGANIZATION will need to form a good understanding of the components of the
MEDICAL IT-NETWORK and their interaction. For exampléys the actual MEDICAL DEVICE, all of the
connected systems, the nature of their connectivity and interrelationship and the broader
network services such as backup. Note that subclause 4.3.2 of IEC 80001-1:2010 requirgs an

orgahization to establish a list of assets.

The |effort required to gather the information will be proportionate to the complexity of the
MEDICAL IT-NETWORK and how well it hastbeen documented to date. The type of networl can

also|require the RESPONSIBLE ORGANIZATION to work closely with other organizations.

In determining the configuration of a MEDICAL IT-NETWORK, the following views could be

congltructed; additional views.may also be assembled as required:

= v |

hysical view: a diagram including the MEDICAL DEVICE(S), other systems and| key
imterfaces (both human and machine). This view should clearly show the boundary of the
EDICAL IT-NETWORK.

ata view: a @iagram showing the flow of clinical data around the MEDICAL IT-NETWORK, for
xample adata flow diagram.

v O w -

ROCESS view: This could be a list of services, provided by the MEDICAL IT-NETWORK and
its agSociated MEDICAL DEVICES. A service could be a pathology result. It is important to
nderstand the associated roles and tasks for the services provided.

The MEDICAL IT-NETWORK being considered, from the physical view, will fall into one of the
following categories:

a)

b)

c)

Standalone: the classic single-system/small number of users, small dedicated MEDICAL IT-
NETWORK which a small RESPONSIBLE ORGANIZATION would typically use. This category
would also apply to the type of small specialist MEDICAL IT-NETWORK found in highly
specialist departments in a large RESPONSIBLE ORGANIZATION, which are segregated from
the main site network (for example, in the pathology laboratory).

Collaborative: where two or more RESPONSIBLE ORGANIZATIONS link their relatively simple
and discrete standalone systems within a broader interoperable context. It is
recommended that the details of the collaborations are recorded in addition to the details
for the simple standalone systems.

Centralised: a typical centralised MEDICAL IT-NETWORK would exist in a large hospital,
where a central IT department manages the network and services associated with a
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number of clinical specialities. The specialities themselves have dedicated network
services from this central provision and are given access to applications which support the
administrative and potentially clinical areas of care delivery. These networks will invariably
interface with MEDICAL DEVICES to some degree. The level of complexity of the MEDICAL IT-
NETWORK is an order of magnitude greater than would be seen in a small RESPONSIBLE
ORGANIZATION. Care should be taken to be clear about the separation between clinical
domains as in the centralised context some common MEDICAL IT-NETWORK components will
be shared across different MEDICAL IT-NETWORKS.

Examples for these configurations are presented in Annex A.

Thelpurpose Of establishing the physical VIEwW In terms of the above coniiguratons |s to
ensuyre that an accurate model of the MEDICAL IT NETWORK is derived for the RISK ASSESSMENT,
especially in terms of connected systems and associated interfaces. Whilst the nature of the

conflguration does not change the basic RISK ASSESSMENT PROCESS it will be ‘helpfpl in
determining the potential HAZARDS and HAZARDOUS SITUATIONS.

5.4.2.2 Small RESPONSIBLE ORGANIZATION — points to consider

For @ small organization, the biggest threat here is becoming overwhéelmed by the quantity of
information being collated. It is therefore important to avoid over eéomplication at this sfage.
There are a few simple questions which will help a small organization to understand the
MEDICAL IT-NETWORK:

— Do we have an asset register? How accurate is(if? The asset register is a upeful
arting point for identifying the equipment within a MEDICAL IT-NETWORK. It does, however,
eed to be accurate. If it is not, then there is a_good chance that a portion of the MEDICAL

IT-NETWORK will fall out of scope of the RISK:ASSESSMENT and therefore compromisg the
FETY of the whole MEDICAL IT-NETWORK.

- an we supplement the asset register’with markers to show MEDICAL DEVICE$? If
ossible, you should try to mark the asset register with an indicator for those MEDICAL
EVICES which make up part of the-MEDICAL IT-NETWORK. This will make things easigr to
aintain and give considerable help-when assessing the impact of changes to the MEDICAL

IT-NETWORK.

- hat MEDICAL DEVICEs do we-have in our RESPONSIBLE ORGANIZATION? MEDICAL DEVICES
re labelled as such and-“should come with a Certificate of Conformance from| the
anufacturer together with an ACCOMPANYING DOCUMENT; do you have these? If you have

$sues in this area)\ suppliers’ websites can carry this documentation. In addltion,

egulatory Agencies provide useful databases covering current systems approvals.

- =

u can progress to a RISK ASSESSMENT, you need a clear understanding of the clipical
formation<passing to and from any MEDICAL DEVICE. Clearly, the starting point for this
piece of\work is an understanding of what is, or is not, a MEDICAL DEVICE.

- \;F)hat interfaces-exist between the MEDICAL DEVICE and our broader system(s)? B¢fore

5.4.2.3 Large RESPONSIBLE ORGANIZATION — points to consider

It is important before commencing this exercise in a large organization to differentiate
between a regulated standalone MEDICAL DEVICE and a regulated MEDICAL DEVICE which
interfaces with other systems via a network. It is important to remember that the focus of
IEC 80001-1 is the MEDICAL IT-NETWORK, and whilst good practice would dictate that a
RESPONSIBLE ORGANIZATION has good PROCESSES and inventory around controlling standalone
MEDICAL DEVICES, the subject of this document is how to implement IEC 80001-1.

Establishing the configuration in a large organization will be a complex undertaking and the
following points, in addition to those specified above for a small organization, should be
considered:

— What help can the specialist clinical function offer in establishing an accurate
picture? A good place to find out information on MEDICAL DEVICES in radiology is to ask the
radiologists and associated clinical staff who use the systems on a daily basis. Specialist
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clinical users should be consulted within each MEDICAL IT-NETWORK domain to properly

capture the regulatory picture and their knowledge of working practices and
equipment.

— What help can the technical functions (IT and biomed) offer? Many failure modes

the

of a

MEDICAL IT-NETWORK are technical in nature and require the expertise of technical

functions to both identify failure modes as well as to evaluate the likelihood of the failu
— What help can the RISK MANAGEMENT function offer? Although the interpretation of

re.
RISK

is slightly different with respect to the quantification of HAZARDS and that generally used by
project managers, those conversant with a RISK approach will be able to assist in ensuring

RISKS are defined, documented and controlled.

hat help can the RESPONSIBLE ORGANIZATION’s clinical governance team provid
ESPONSIBLE ORGANIZATION should have a clinical governance and compliance team
il have a good perspective on the regulatory environment in the RESPON
RGANIZATION.

an we break up the MEDICAL DEVICES we have into associated clinical domains?
portant to ensure that the organization captures the correct clinical gontext within w
€ MEDICAL DEVICE is operating. The MEDICAL IT-NETWORK configuration-views benefit
implification if the MEDICAL IT-NETWORKS can be separated into:clustered interre
linical domains.

o we have any common MEDICAL DEVICEs which interact across the organizat
hen gathering the configuration information, MEDICAL DEYIGES which are operating ag
veral clinical settings should be identified. The analysis.of the MEDICAL DEVICES with
-NETWORK can be of use in the assessment of other)IT-NETWORKS containing the s
EDICAL DEVICE.

Development status of MEDICAL IT-NETWORK

s of the MEDICAL IT-NETWORK, as thisswill significantly influence the approach takg
ate the RISKS. In defining the development status of a MEDICAL IT-NETWORK the follo
ifications should be considered:

xisting: stable and unchanged)baselined MEDICAL IT-NETWORK. The purpose of the
SSESSMENT is to identify any inherent RISKS and establish the EFFECTIVENESS of]
revailing controls or mitigations associated with the deployed and operation of
EDICAL IT-NETWORK.

odification: stable‘baselined MEDICAL IT-NETWORK onto which one or more changes
eing introduced.(The purpose of the assessment is to identify the impact of the cha
nd to examine(their impact on existing RISK CONTROL measures.

nder deyvelopment: new or existing MEDICAL IT-NETWORK where components
ubstantially new. The purpose of the assessment is to identify any potential R
ssociated with the MEDICAL IT-NETWORK under development and to ensure that adeq
ntrols® or mitigations are implemented to ensure the RISKS are within the ag

b? A
who
BIBLE

Itis
hich
from
ated

on?
ross
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ame

important that a RISK ASSESSMENT uses .information which correctly reflects the cufrent

n to
wing

RISK
any
the

are
hges

are
ISKS
uate
reed

cceptability criteria.

The RESPONSIBLE ORGANIZATION needs to consider the development status of a MEDICA
NETWORK and make a reasoned judgement as to which status is relevant, along wi
corresponding consideration of the RISK ASSESSMENT approach.

5.4.4 Manufacturer identification

LIT-
th a

Once the RESPONSIBLE ORGANIZATION has quantified its MEDICAL IT-NETWORKS, it is necessary
to identify the manufacturers of the various components. Completion of this activity will ensure

that all component manufacturers have been identified.

The responsibilities of manufacturers and providers are defined in subclauses 3.5 and 3
IEC 80001-1:2010, respectively.

.6 of
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Points to consider for any size of organization:

5.4.5 External IT and bio-medical engineering support

Is the manufacturer the same as the supplier?
Do our procurement PROCESSES ensure the RESPONSIBLE ORGANIZATION gets access to

any

supporting information? This could be from the manufacturer or from the supplier if these

are different organizations.
Who can request information from a manufacturer / supplier?

Who can commission (or compel if necessary) a manufacturer / supplier to take action to

mitigate a RISK?

What is the complexity of the supply chain, for example, the use of sub-contractors?

It is [mportant that the RESPONSIBLE ORGANIZATION ensures proper RESPONSIBILITYN\AGREEMENTS

are

mitigation of any identified RISKS associated with components of the MEDICAL IT-NETWORK
Clause 6). In this section IT is related to the basic network components rather than
MEDICAL DEVICE.

In onder to clarify the support model it is useful to consider how*the service is operated

n place with external support organisations in order to ensure adequate support

and
(see
the

and

maintained. To do this a RESPONSIBLE ORGANIZATION will néed to consider the following

questions:

6

IEC B0001-1:2010, subclause 8.2 states that "The overall responsibility for RISK MANAGE

for

resppnsibility, the RESPQNSIBLE ORGANIZATION will need the timely input of information fro
mangfacturers. Ensuring* the availability of this material can be achieved thr
RESHONSIBILITY AGREEMENTS.

Vhich organizations are responsible for providing support?
o we have support contracts in place with each.6f these organizations?

re we clear which services are delivered insupport of the network and its compor
or example, the range of basic support<tasks like resetting forgotten password
rovision of new desktop computers) under,each contract?

O O<

5 the support adequate for our current and potential future needs?

RESPONSIBILITY AGREEMENTS

@ MEDICAL IT-NETWORK (shall stay within the RESPONSIBLE ORGANIZATION”. To fulfil

ents
s to

MENT
this
m its
bugh
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Annex A
(informative)

MEDICAL IT-NETWORK configuration examples

General

This annex presents four examples of MEDICAL IT-NETWORK configurations to support the text

pres
from

Table C.1 of IEC 80001-1. The subsequent three examples (A.3 to A.5) are variatio

systém configuration 2b, from Table C.1 of IEC 80001-1:2010, with increasing complexity

With
NETV)
MEDI
dired

A.2

The
Tabl
sour

appl

The
The
RESH
oper
to-d4
imag
netw
IEC

tly to the general purpose IT NETWORK.

Isolated network configuration

cable to system configurations 1a and 1b.

RESPONSIBLE ORGANIZATION is a singlefacility and is not associated with any

pating within the facility. The first is@ general purpose IT network that is used for the
y business applications. The second is a MEDICAL DEVICE network comprising diagn
ing equipment that was installed by a single MEDICAL DEVICE manufacturer. As t

B0001-1.

ENted In 5.4.2. The 1irst example (A.Z) represents the system configurations 1a and 1b

s of

n the following diagrams the MEDICAL DEVICE being connected to the general purpoge IT
ORK is shown as a collection of equipment on its own specific network. Equally the
CAL IT-NETWORK could consist of a one or more discrete MEDICAELDEVICES conngcted

example presented in Figure A.1 is comparable to system configuration 1 described in
e C.1 of IEC 80001-1:2010. As this example is not_explicit as to whether the equipmgnt is
ced from one or more MEDICAL DEVICE manufagturers, the interpretation is equally

RESPONSIBLE ORGANIZATION is a provider of-radiological services for a small community.

bther

ONSIBLE ORGANIZATION. The RESPONSIBLE ORGANIZATION has two segregated networks

day-
pstic
hese

orks are independent fromi-one another, this configuration is outside the scope of
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