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FOREWORD
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The text of this Technical Report is based on the following documents:

Draft Report on voting
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The language used for the development of this Technical Report is English.
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This document was drafted in accordance with ISO/IEC Directives, Part 2, and developed in
accordance with ISO/IEC Directives, Part 1 and ISO/IEC Directives, IEC Supplement, available
at www.iec.ch/members_experts/refdocs. The main document types developed by IEC are
described in greater detail at www.iec.ch/publications.

The committee has decided that the contents of this document will remain unchanged until the
stability date indicated on the IEC website under webstore.iec.ch in the data related to the
specific document. At this date, the document will be

e reconfirmed,

e withdrawn, or

e rev|sed.

IMPORTANT - The "colour inside” logo on the cover page of this document indicates
that it contains colours which are considered to be useful for the correct understapnding
of its[contents. Users should therefore print this document using,a‘colour printef.
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INTRODUCTION

a) Technical background, main issues and organisation of the standard

This document focuses on methods for implementing cybersecurity risk management processes
for instrumentation and control (I&C) systems and electrical power systems (EPS) at NPPs,
resulting in various cyber-risk approaches. The goal of this document applies a common
analysis process to each of the cyber-risk approaches to identify and evaluate key insights for
cyber-risk management for I&C systems and EPS of NPPs to support potential development of
an international standard based upon common elements.

This rgport considers eleven challenges for apply : ybersecu |ty r|sk

these
sufficignt consensus to recommend developing an IEC risk management @Standard
Systenys and EPS at NPPs.

It is infended that this standard be used by operators of NPPs (utilities), systems evaluators
and byl|licensors.

b) Sifuation of the current standard in the structure of the IEC SC 45A standard geries

IEC TR 63486 is a fourth level IEC SC 45A document. Within the general principles defined by
IEC 62p45 as the entry level document for IEC SC 45A security standards, this dogument
summdrizes an evaluation of cyber-risk approaches that are in use by NPP operators to manage
cybersecurity risks.

For mare details on the structure of the lEC SC 45A standard series, see item d) |of this
introdufction.

c) Recommendations and limitations regarding the application of the standard

It is imjportant to note that a technical report is entirely informative in nature. It gathefs data
collect¢d from different origins and it establishes no requirements.

To enspre that the standard will continue to be relevant in future years, the emphasis hgs been
placed|on issues of principle, rather than specific technologies.

d) D¢gscription’ of the structure of the IEC SC 45A standard series and relationships with
other [EC documents and other bodies documents (IAEA, I1SO)

The IEC SC 45A standard series comprises a hierarchy of four levels. The top-level documents
of the IEC SC 45A standard series are IEC 61513 and IEC 63046.

IEC 61513 provides general requirements for instrumentation and control (I&C) systems and
equipment that are used to perform functions important to safety in nuclear power plants (NPPs).
IEC 63046 provides general requirements for electrical power systems of NPPs; it covers power
supply systems including the supply systems of the I&C systems.

IEC 61513 and IEC 63046 are to be considered in conjunction and at the same level. IEC 61513
and IEC 63046 structure the IEC SC 45A standard series and shape a complete framework
establishing general requirements for instrumentation, control and electrical power systems for
nuclear power plants.
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IEC 61513 and IEC 63046 refer directly to other IEC SC 45A standards for general
requirements for specific topics, such as categorization of functions and classification of
systems, qualification, separation, defence against common cause failure, control room design,
electromagnetic compatibility, human factors engineering, cybersecurity, software and
hardware aspects for programmable digital systems, coordination of safety and security
requirements and management of ageing. The standards referenced directly at this second level
should be considered together with IEC 61513 and IEC 63046 as a consistent document set.

At a third level, IEC SC 45A standards not directly referenced by IEC 61513 or by IEC 63046
are standards related to specific requirements for specific equipment, technical methods, or
activities. Usually these documents, which make reference to second-level documents for
general requirements, can be used on their own.

A fourth level extending the IEC SC 45 standard series, corresponds to the Technical Reports
which are not normative.

The IE[C SC 45A standards series consistently implements and details the,safety and qecurity
principles and basic aspects provided in the relevant IAEA safety standards“and in the rgelevant
documents of the IAEA nuclear security series (NSS). In particular_this includes th¢ IAEA
requirgments SSR-2/1 , establishing safety requirements related to the design of nucleaf power
plants {(NPPs), the IAEA safety guide SSG-30 dealing with the safety classification of strulctures,
systemls and components in NPPs, the IAEA safety guide SSG<39 dealing with the dejsign of
instrumentation and control systems for NPPs, the IAEA safety guide SSG-34 dealing With the
design|of electrical power systems for NPPs, the IAEA safety guide SSG-51 dealing with[human
factors|engineering in the design of NPPs and the impléementing guide NSS42-G for computer
security at nuclear facilities. The safety and security terminology and definitions used|by the
SC 45A standards are consistent with those used by the IAEA.

IEC 61p13 and IEC 63046 have adopted a:presentation format similar to the basic| safety
publicdtion IEC 61508 with an overall life-cycle framework and a system life-cycle framework.
Regarding nuclear safety, IEC 61513 and4EC 63046 provide the interpretation of the general
requirements of IEC 61508-1, IEC 61508=2 and IEC 61508-4, for the nuclear application|sector.
In this |[framework, I[EC 60880, IEC 62138 and IEC 62566 correspond to IEC 61508-3 |for the
nuclear application sector.

IEC 61p13 and IEC 63046 refer to ISO 9001 as well as to IAEA GSR part 2 and IAEA G§-G-3.1
and IAEA GS-G-3.5 for topics related to quality assurance (QA).

At levedl 2, regarding nUclear security, IEC 62645 is the entry document for the IEC/$C 45A
security standards.\1t builds upon the valid high level principles and main concepts| of the
generig security standards, in particular ISO/IEC 27001 and ISO/IEC 27002; it adapts theém and
compl}es themto fit the nuclear context and coordinates with the IEC 62443 series. At level 2,

IEC 60P64 \is)ithe entry document for the IEC/SC 45A control rooms standards, IEC 6335/l is the
entry document for the human factors engineering standards and IEC 62342 is th¢ entry
document for the ageing management standards.

NOTE 1 Itis assumed that for the design of I&C systems in NPPs that implement conventional safety functions (e.g.
to address worker safety, asset protection, chemical hazards, process energy hazards), international or national
standards would be applied.

NOTE 2 IEC TR 63400 provides a more comprehensive description of the overall structure of the IEC SC 45A
standards series and of its relationship with other standards bodies and standards.
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1 Sc

NUCLEAR FACILITIES — INSTRUMENTATION,
CONTROL AND ELECTRICAL POWER SYSTEMS -
CYBERSECURITY RISK MANAGEMENT APPROACHES

ope

1.1 General

IEC 62
IEC 62
elemern
securit

545 [1]! provides a cybersecurity framework for digital I&C programmable sydgtemsZ2.
645 [1] aligns strongly with the information security management system [ISMS)
ts detailed within ISO/IEC 27001:2013 [2]. The “I&C digital programmable pystem
y programme” (as defined in 5.2.1 of IEC 62645:2019 [1]) align with the ISMS programme.

The frdgmework for this programme assigns security degrees (SD) to I1&C gystems and EPS and

defines
corresy

IEC 62
outline
a gene
method
regulat

IEC 62

“The
Risk
1&C
land

vuln

cybersecurity requirements based upon these SDs. Theassignment of pn SD
onds heavily to the safety categorization of IEC 61513 [3] and\I[EC 61226 [4].

645 [1] does not provide detailed guidance on risk management. The only gyidance
g in I[EC 62645:2019 [1] is in 5.4.3.2.2.4, and it states(that ISO/IEC 27005 [5] “pfovides
ric framework for information security risk assessment, but the specific implementation
ology is up to the organization, depending~on’ its organizational, industrigl, and
pry context.”

545:2019 [1] also references risk in 5.4.3(2.2.5, stating:

specific risk assessment methodologies and tools shall be identified and kept up
re-assessments shall be performed periodically throughout the whole life cycl
systems, when modifications(to the system occur and when changes to the| threat
scape are identified, such.as"new threats or new vulnerabilities that can affect the

inst:LIIed I&C programmablel.digital system. The number of potential threa{s and

rabilities usually increases with progress from stand-alone to interconnected sygtems.”

In recent years, there have been advances in NPP cybersecurity risk management nationally

and in
Nuclea

ernationally. For“example, International Atomic Energy Agency (IAEA) publifations
Ir Security Seties (NSS) 17-T [6] and NSS 33-T [7], propose a framework for computer

securit
individ

y risk management that implements a risk management program at both the facility and
al systémilevels. These international approaches (i.e., IAEA), national approaches (e.g.,

Canad@’s HTRA [8]) and technical methods3 (e.g., HAZCADS [9], Cyber Informed Engineering
[10], EBIOS-{11] [12]) have advanced risk management within NPP cybersecurity programmes

that implement international and national standards

The sc

ope of this document is to capture the national and international cyber-risk approaches

employed to manage cybersecurity risks associated with Instrumentation and Control (1&C) and
Electrical Power Systems (EPS) at a Nuclear Power Plant (NPP).

Num

bers in square brackets refer to the Bibliography.

2 The terms 1&C system and EPS in this document refers to those systems which are digital and thus susceptible
to cyber-attacks.

3 The

term “cyber-risk approaches” is used in this document to refer to international approaches, national

approaches and technical methods.


https://iecnorm.com/api/?name=4853392b9e3f70bd25a7da9876a30733

- 18 — IEC TR 63486:2024 © IEC 2024

This report inherits the scope from IEC 62645 [1], which defines adequate measures for the
prevention of, detection of, and reaction to malicious acts by digital means (cyberattacks) on
I&C systems and EPS. This scope includes any malicious act that creates an unsafe situation,
equipment damage, or plant performance degradation, such as:

e Malicious modifications affecting system integrity;

e Malicious interference with information, data, or resources that could compromise the
delivery of or performance of the required I&C system’s programmable digital functions;

e Malicious interference with information, data, or resources that could compromise operator
displays or lead to loss of management of I&C systems or EPS; and

e Malicious hardware, firmware, or software changes at the programmable logic controller
level.

Human errors leading to violation of the security policy and those impacting the performance of
cybersecurity controls are key risks to be assessed by risk management processes evaluated
for this|document.

This dgcument summarizes an evaluation of cyber-risk approaches that are in use by puclear
facility joperators to manage cybersecurity risks.

The scppe of this document generally follows the exclusions of\l[EC 62645 [1] which are}:

¢ Nonp-malevolent actions and events such as accidentalAfailures, human errors (except those
staled above, such as impacting the performance_of)cybersecurity controls), and jhatural
evgnts. In particular, good practices for managing“applications and data, including packup
and restoration related to accidental failure, are -out of scope.

NOTE 1 Although security programs in other normative contexts often cover such aspects (e.g.| in the
ISO/IEC|27000 series [13] or IEC 62443 series [14]), this\document is only focused on evaluating risk manpgement
processg¢s that manage risks associated with malicious, acts by digital means (cyberattacks) on digital 1&C|systems
(1&C) arld Electrical Power Systems (EPS). The @ain reason for the limitation in scope is that in the] nuclear
generatipn domain, other standards and practicés- already cover accidental failures, unintentional humap errors,
natural gvents, etc. The focus of this document-is to provide the maximum consistency and the minimum overlap with
these other nuclear standards and practices, especially IEC 62645 [1].

o Site physical security, access\control (site and specific locations within the site), gnd site
sedurity surveillance systems. While not explicitly addressed in IEC 62645 [1]] these
sysftems are generally ecovered by plant operating procedures and programmes.

NOTE 2| This exclusion does _not deny that cybersecurity has clear dependencies on the security of the|physical
environment (e.g., physical_protection, or heating/ventilation/air-conditioning systems). However, this exdusion is
based of the scope of JEE subcommittee and the working group that developed this document.

o Confidentialityl of information regarding I&C systems and EPS is not within the sgope of
IEQ 62645\[1] (see IEC 62645:2019 [1], 5.4.3.2.3). However, unauthorized disclogure of
sensitive information regarding 1&C systems or EPS can lead to changes in risks asspciated
with those systems. Loss of confidentiality and its impact on risks were considereq within

th| cvaiuatiun.

Standards such as ISO/IEC 27001:2013 [2] and ISO/IEC 27005:2018 [5] are not directly
applicable to the cyber protection of NPP |&C systems and EPS. The regulatory and safety
requirements needed for the safe operation of systems within an NPP render much of the
ISO/IEC 27001:2013 [2] and ISO/IEC 27005:2018 [5] content immaterial or inadequate.
However, |IEC 62645 [1] builds upon the valid high-level principles and main concepts of
ISO/IEC 27001:2013 [2], adapts them, and completes them to fit into the nuclear context. In a
similar manner, this document aims to evaluate and summarize key insights within
ISO/IEC 27005:2018 [5] risk management elements for possible adaptation for a potential
standard under IEC 62645 [1] NPP cybersecurity programmes.

An overview of the hierarchy of IEC SC 45A standards related to cybersecurity is shown in
Figure 1.
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Framework

This document summarizes key insights of the international and cyber-risk approaches used at
NPPs regarding the application of ISO/IEC 27005:2018 [5]. The evaluation is based on 11
challenges to cybersecurity risk management and their applicability to NPP risk management.
The challenges are detailed in Clause 7.

The risk management elements within ISO/IEC 27005:2018 [5] considered within the evaluation
are listed below:

Context Establishment (external and internal)

Risgtdemtification

Risk Analysis

Risk Evaluation

Risk Decision Point 1 (Assessment satisfactory)
Risk Treatment

Risk Decision Point 2 (Treatment satisfactory)
Risk Acceptance

Risk Communication and Consultation

Monitoring and Review

This ddcument also relates the risk management elemeénts of IEC 62645 [1] and IEC 63096 [15].

1.3

_imitations

This dpcument is limited to the scope defined in IEC 62645 [1]. Therefore, this dogument
assumes that I&C systems and EPS do .not directly contribute to the potential theft of puclear
material. The risk of theft of nuclear material and its consequence is covered through the|design,
implementation, and operation of Physical Protection Systems and the design and operation of

these gre unique for each NPP.

2

There are no normative jreferences in this document.

3

For thg pUrposes of this document, the following terms and definitions apply.

Ngrmative references

Terms and)definitions

ISO and IEC maintain terminological databases for use in standardization at the following
addresses:

IEC Electropedia [16]: available at http://www.electropedia.org/
ISO Online browsing platform [17]: available at http://www.iso.org/obp

IAEA Nuclear Safety and Security Glossary [18] available at
https://www.iaea.org/publications/15236/iaea-nuclear-safety-and-security-glossary
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3.1
attack

pathway

path or route by which an attacker or malicious program can gain access to a computer-based

system

Note 1 to entry: Examples of attack pathways are (1) physical access, (2) wired network connectivity, (3)
network connectivity, (4) portable media/mobile device connectivity, and (5) supply chain.

Note 2 to entry: Adapted from “attack vector” definition from IEC 62645:2019, 3.1.

3.2

attack vector

method_or means by which an attacker or malicious program performs tasks
compufer-based system

Note 1 t¢ entry: The attack vector enables the attacker to perform tasks after accessing an attack pathway.
[SOURCE: IEC 62645:2019, 3.1]

3.3

authorjization

function of specifying access rights to resources, which is related to information secun
computer security in general and access control in particular

[SOURCE: IEC 62645:2019, 3.2]

3.4

availability

properly of being accessible and usable upon demand by an authorized entity

Note 1 t¢ entry: This definition is specific to the context of security of nuclear information and is therefore
from the|one used in other IEC/SC45A standards s Wwhich is “ability of an item to be in a state to perform a
function lunder given conditions at a given instahtiof time or over a given time interval, assuming that the
external|resources are provided.”

[SOURCE: IAEA Nuclear Safety;and Security Glossary, 2022 Interim Edition]

3.5

computer-based item

item thpt relies on soffware instructions running on microprocessors or microcontrollers
Note 1 t¢ entry: Thesterm item can be replaced by the terms “system,” “equipment,” or “device.”

Note 2 t¢ entry:x~A computer-based item is a kind of programmable digital item.

Note 3 t¢ enfry: This term is equivalent to a software-based item.

[SOURCE: IEC 62138:2018, 3.8]

3.6

confidentiality
property that information is not made available or disclosed to unauthorized individuals, entities,

or proc
[SOUR

3.7

esses

CE: IAEA Safety and Security Glossary, 2022 Interim Edition]

cyberattack

malicio

[SOUR

us acts by digital means

CE: IEC 62645:2019, 3.6]

wireless

on a

ity and

different
required
required
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3.8
cybersecurity
set of activities and measures whose objective is to prevent, detect, and react to:

o Malicious modifications (integrity) of functions that may compromise the delivery or integrity
of the required service by I&C system (including loss of control) or EPS, which could lead
to an accident, an unsafe situation, or plant performance degradation;

e Malicious withholding or prevention of access to or communication of information, data, or
resources (including loss of view) that could compromise the delivery of the required service
by 1&C systems or EPS (availability), which could lead to an accident, an unsafe situation
or plant performance degradation;

)erform
malicious acts which could lead to an accident, an unsafe situation, or plant perfafmance
dedradation.

b

Note 1 t¢ entry: This definition is tailored to reflect the IEC 62645 standard scope and the overall SC 45A dpcument
structurq. It is recognized the term “cybersecurity” has a broader meaning in other standardstand guidange, often
including non-malevolent threats, human errors, and protection against natural disasters{)thiose aspects |- except
human drrors that degrade cybersecurity protections — are not included in the concept of’cybersecurity us¢d in the
SC 45A ptandard series. See Annex A of IEC 62645:2019 for more detail regarding this)document scope exglusions.

Note 2 t¢ entry: Computer security and cybersecurity are considered synonymads, in this document.

3.9

design
procesg and result of developing a concept, detailed-plans, supporting calculations, and
specifi¢ations for a facility and its parts

[SOURICE: IAEA Nuclear Safety and Security glossary, 2022 Interim Edition]

3.10
design basis threat
DBT
attributes and characteristics of potential insider or external adversaries who might attempt
unauthprized removal of nuclear ‘material or sabotage, against which a physical prdtection
system| is designed and evaluated

Note 1 tp entry: Cyberattacks_and related adversaries are not considered in an equivalent manner in DBTs; this
depends| on each cyber-risk approach and legal framework. Moreover, the content of a nuclear DBT is trpated as
highly cgnfidential.

Note 2 t¢ entry: IAEAsNuclear Security Series publications leverage the concept of a physical protection slystem to
protect ggainst mali€ious acts targeting theft of nuclear material or resulting in radiological sabotage. Cofversely,
IEC SC 45A standards focus on protection against compromise of I1&C systems and EPS of resulting in unacceptable
impacts fo the safety and security of an NPP.

[SOURICESAAEA NSS No. 13, 2011 modified: notes 1 and 2 added]

3.1

electrical/electronic/programmable electronic item

E/E/PE item

item based on electrical (E) or electronic (E) and/or programmable electronic (PE) technology

Note 1 to entry: This term and its definition, the word “item,” can be replaced by the words: “system,” “equipment,”
or “device.”

Note 2 to entry: The definitions of the terms related to the technology: E/E/PE item, programmable digital item,

computer-based item, hardwired item, programmable logic item provide a taxonomy that allows for a consistent and
coherent means of classifying these items. Programmable digital items are susceptible to cyber-attacks.

[SOURCE: IEC 62138: 2018, 3.15]
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3.12

Hardware Description Language-programmed device

HPD

integrated circuit configured (for NPP 1&C systems), with Hardware Description Languages
(HDL) and related software tools

Note 1 to entry:

proper assembly of pre-developed micro-electronic resources.

Note 2 to entry: The development of HPDs can use pre-developed Blocks.

Note 3 to entry:

technologies.

HDLs and related tools (e.g., simulator, synthesizer) are used to implement the requirements in a

HPDs are typically based on blank Field Programmable gate Arrays or similar micro-electronic

Note 4 t

Note 5 t

[SOUR

3.13
1&C fu
functio

[SOUR

3.14

I1&C syjstem

system
as sery

Note 1t
and othg
devices.

Note 2 t
boundar

Note 3 tdg
related
distribut
in conju
IEC 630

Note 4 t

Note 5 t
HMI sys

entry: HPD is a kind of programmable logic item.

entry: See the definition of “E/E/PE item” and the associated notes.

CE: IEC 62566: 2012, 3.7]

hction
h to control, operate or monitor a defined part of the process

CE: IEC 61513:2011, 3.28]

, based on E/E/PE items, performs plant instrumentation and control functions
ice and monitoring functions related to the operation of the system itself

entry: A general term that encompasses.allh system elements such as internal power supplies,
r input devices, data highways and other(communication paths, interfaces to actuators, and othg
The different functions within a system may use dedicated or shared resources.

b entry: The elements included.in a“specific I&C system are defined in the specification of the
es.

entry: See also “electrical pewer system.” The terms “electrical power system” and “I&C system” 3
o the main functions the systems perform, respectively, “electrical power generation, transmis
on” and “measurement,\protection, control and HMI related to the NPP process.” They have to be co
hction and are consistent and coherent with the general requirements established by IEC 61
L6 for instrumentation, control, and electrical power systems for nuclear power plants.

entry: Segjalso the definition of the E/E/PE item and the associated notes.

b entry.. “According to their typical functionality, IAEA distinguishes between automation/control
ems(inferlock systems, and protection systems.

hs well

sensors,
r output

Eystem’s

re terms
Eion and
hsidered
613 and

Bystems,

[SOU

CE”IEC 62138: 2018, 3.26]

3.15

integrity
property of protecting the accuracy and completeness of assets

[SOUR

CE: ISO/IEC 27000:2018, 3.36, modified — the phrase “of assets” was added]
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3.16
programmable digital item
item that relies on software instructions or programmable logic to accomplish a function

Note 1 to entry: In this term and its definition, the term item can be replaced by the terms: system or equipment, or
device.

Note 2 to entry: See also the definition of the E/E/PE item and the associated notes.
Note 3 to entry: The main kinds of programmable digital items are computer-based and programmable logic items.

Note 4 to entry: This term used by IEC SC 45A is equivalent to programmable electronic item (PE item) defined
accordingly to IEC 61508.

[SOURICE: IEC 62138:2018, 3.34]

3.17
risk
potentipl that a given threat will exploit vulnerabilities of an asset or group of assets and fhereby
cause harm to the organization. It is measured in terms of a combination(ef-the likelihood of an
event gnd the severity of its consequences

[SOURCE: IAEA Nuclear Security Series No. 17:2011]

3.18
risk agsessment
overall|process of systematically identifying, estimating) analysing, and evaluating risk

[SOURCE: IAEA Nuclear: Safety and Security Glossary, 2022 Interim Edition, modified — the
phrase|“for the purpose of informing priorities; déveloping or comparing courses of actipn, and
informiphg decision making of assets” was deleted]

3.19
security controls
means|of managing security which\can be technical, physical, or administrative

[SOURCE: IEC 62645:2019, 3.18]

3.20
security degree
gradatipn of security protection with associated sets of requirements assigned to a pystem
accord|ng to thesmmaximum consequences of a successful cyberattack on this system in terms
of plan} safety~and performance

Note 1 t¢ entry: |EC 62645 defines three security degrees corresponding to S1, S2, and S3. The rationalg behind
the use of these three degrees for I&C systems Is provided In Annex B. This document Is Tmited to 1&C systems and
EPS and does not make any assumptions about the security degrees for other systems. Non-1&C systems (e.g.,
office computers) might be assigned to supplemental/different security degrees, leading to a graded approach with
more than three security degrees from a global perspective. Moreover, some national practices involved the
subdivision of security degrees.

Note 2 to entry: The term “security degree” is preferred to “security level” or avoid possible confusion with the
concept of I&C levels commonly found in other standards and industry practices.

[SOURCE: IEC 62645:2019, 3.19]
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3.21

security programme
set of interrelated or interacting elements of an organization to establish security policies and
objectives, as well as processes and security plans to achieve those objectives

Note 1 to entry:

Note 2 to entry:

synonymous in this document.

[SOUR

CE: IEC 62645:2019, 3.20]

Programme is a concept similar to a “management system” as defined in ISO/IEC 27000:2018.

Computer security programme, cybersecurity programme, and security programme are considered

3.22
threat
potenti

or people

Note 1 t
to malic
hazards,

[SOUR
amend

3.23
vulner

weakngss of an asset or a security control that can belexploited by a threat

[SOUR

4 Ab

CDA
CFR
CR
CSP
CERT
CIE
CSRM
DBSy
DBT

al cause of an unwanted incident, which may result in harm to a system, ergan

entry: In the frame of this document (see IEC 62645), the considered events or0¢currences ar

human errors not impacting cybersecurity).

CE IEC 62645:2019, 3.22, modified — the phrase “harm to a-system or organizatig
ed to “harm to a system, organization, or people”]
ability

CE: IEC 62645:2019, 3.23]

breviated terms

Critical Digital Asset

Code for Regulation

Component Requirement

Computer Security Policy

Computer Emergency Response Team
Cyber Informed Engineering
Computer Security Risk Management
Domain Based Security

Design Basis Threat

ous ones and to human errors that degrade cybersecurity — not include accidental aspects (e.g)

zation,

e limited
natural

n” was

DCSA
DER
DiD
DI&C
DBT
DOE
EBIOS
EPRI
EPS
ES

Defensive- Computer-Security Architecture

Detection and Reaction

Defense in Depth

Digital Instrumentation and Control

Design Basis Threat

United States Department of Energy

Expression of needs and identification of security objectives
Electric Power Research Institute

Electrical Power System

Electrical System

FCSRM Facility Computer Security Risk Management
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FOI Focus of Interest

FSTEC Russian Federal Service for Technical and Export Control
FTA Fault Tree Analysis

HAZCADS Hazards and Consequences Analysis for Digital Systems
HAZOP Hazard and Operability

HDL Hardware Description Language

HMG His Majesty’s Government (UK)

HPD HDL Programmed Device

HTRA Harmonized Threat and Risk Assessment Methodology
1&C Instrumentation and Control

IACS Industrial Automated Control Systems

IAEA International Atomic Energy Agency

IEC International Electrotechnical Commission
ISMS Information Security Management System

ISO International Organization for Standardization
IT Information technology

1&C Instrumentation and Control

MFA Multi-factor authentication

NEI Nuclear Energy Institute

NM Nuclear Material

NPP Nuclear Power Plant

NRC United States Nuclear Regulatory Commission
NSS Nuclear Security Series

oT Operational Technology.

PRA Probabilistic Risk Assessment

RE Requirement Enhancement

RG Regulatory.Guide

RMF Risk Management Framework

SCSRNM System Computer Security Risk Management
SD Security Degree

SIEM Security Information and Event Management
SL Security Level

SL-T Security Level — Target

SOC Security Operations Centre

SR System Requirement

SSEP Safety, Security and Emergency Preparendess
STPA Systems Theoretic Process Analysis

TR Technical Report

UCA Unsafe Control Actions

URC Unacceptable Radiological Consequences

V&V Verification & Validation
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5 |IEC 62645 risk management elements

5.1 General

IEC 62645:2019, 5.4 [1] provides a high-level outline of cyber security management processes,
which are adapted from ISO/IEC 27001:2013 [2]. However, IEC 62645 [1] does not attempt to
provide detailed guidance on how to perform a risk management process. IEC 62645 [1] scope
is limited to establishing “requirements and provides guidance for the development and
management of effective computer security programmes for 1&C systems and EPS. Inherent to
these requirements and guidance is the criterion that the power plant I&C programmable digital

system

security programme complies with the applicable country’s requirements.”

The cu
risk as
adapte
standa

a result, there is a need for further guidance to aid risk management appreaches fq

cybers
ISO/IE
NPPs.

Risk is
in the 1
assum
unacce
circum
a near
mitigat

5.2 |

IEC 62

a) the
b) fun

c) con

IEC 62
Securif
and ey,
three s
deman
in gene

rent approach of IEC 62645 [1] is to establish a cyber security programme thatu
sessment process from ISO/IEC 27005:2018 [5] and the risk assessment

d from ISO/IEC 27001 [2]. However, the ISO/IEC 27001 [2] and ISO/IEC 27
rds are not directly applicable to the cyber protection of NPP I&C systems and E

bcurity programmes similar to the relationship between ISQ/IEC 27001 |
C 27005 [5] to further optimize the allocation of limited resources”for cybersec

typically described as consequences times likelihood. However, applying this des

ttances. Therefore, for instrumentation, control;and electrical systems critical to

bd/reduced to the greatest extent possible,

Assignment of security degrees in the management of risk
£545:2019, [1] 5.4.3.1.1.2 outlines-a'risk classification scheme that is based upon

consequences of a cyberattack;
ctional assessment; and

sequence-based assignment approach that is rigorous and repeatable.

y Degrees) are'imposed on |&C systems and EPS based upon an analysis that id
ecurity .degrees from most demanding (i.e., most significant consequence) t

ric. measures applied to all I&C systems and EPS).

ses the
ethod
05 [5]
PS. As
r NPP
P] and
Lirity at

Cription

uclear domain tends to prioritize consequence over likelihood. This inherent prggmatic
btion as the potentially severe consequences assgciated with nuclear power plants is
ptable, and risks associated with these consequences cannot be accepted under any

safety,

total reliance on consequence determines, the'level of effort to ensure these risks are

545 [1] requires-the application of a graded approach where sets of requirements (i.e.,

entifies

aluates the,potential consequences resulting from compromise of these systems. The

b least

Hing are.(SD1, SD2, and SD3) and baseline requirements (i.e., requirements thaf result

The evaluation of consequences and SD assignments are dependent upon the following risk
elements and activities:

External Context (Regulation, Laws, Safety Classification);

Internal Context (Operational Performance, Organization Objectives);

Risk Identification (identification of consequences: ISO/IEC 27005:2018, [5] 8.2.6); and

Risk Analysis (assessment of consequences: ISO/IEC 27005:2018, [5] 8.3.2).

IEC 62645 [1], however, gives no detailed description of how to implement risk management
processes in conjunction with the security degrees and safety classification.
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5.3 Safety correlation

IEC 62645:2019 [1], 5.4.3.1.2 provides guidance on the link between safety categories, safety
classes, and SDs. The assignment of the appropriate SD to a system shall consider the effects
of a compromise with its safety class. Consequently, the assignment of SD without critical
thought based on the safety categories is not recommended as there is no strict one-to-one
mapping between safety classes and security degrees for instrumentation, control, and
electrical systems. If there is a potential for a cyberattack to increase the consequence severity
of the system not operating as expected an assignment to a higher security degree may be
warranted.

Typically, the final determination of the SDs is based on the function category or the maximum
consej}:ences of a malicious act or event on any part of the function. concurrence|by the

personpel responsible for safety and those responsible for security on the determined SD is
necessary to ensure that both perspectives are incorporated. This agreement is a‘\necepsity to
providg the appropriate protection based on the maximum severity associated with'the potential
safety pnd security consequences. The agreement shall account for differefhtes in mgasures
put in glace for safety that may not provide protection for security. For example, safety systems
implement redundant components and systems to increase reliability and@void potentia| safety
consequences resulting from the failure of these components and systems, thereby epsuring
availability. However, implementing identical redundant digital components that contpin the
same Mulnerabilities will provide cyber security protection. The vulnerabilities can be exploited
if the grimary or secondary systems are active, and the attack“can potentially impact iptegrity
and copfidentiality.

6 NRBP cyber risk management challenges and analyses

6.1 Seneral

This dgcument identifies challenges considered not adequately covered by IEC 62645 [{1]. The
following sections of this document, summarize and provide analyses of cyber-risk apprpaches
to risk[management that could providé-insight into these specific challenges affecting NPP
operatdors when managing cyberseecurity risks. Challenges affect effective cybér risk
management. Challenges can increase uncertainty of elements necessary to meagure or
estimate risks, increasing compléexity or ambiguity in relationships between related risks,
activitigs, or systems, or involve different organizations or methods in risk management
activities. The analyses were structured to align the cyber-risk approaches’ elemenjts with
ISO/IEC 27005:2018 [5];, €lauses 7 through 12.

The challenges evaluated in this document are listed in Table 1. Challenges impgct risk
management aetivities and increase uncertainty in risk management outputs, but [do not
represent specific cybersecurity risks (like those associated with theft or sabotage) that are
identified, analyzed, evaluated, treated and managed by a nuclear facility operator,

Table T — Risk management challenges

# Description Rationale

1 Aggregate risk of multiple units / locations:

There is a need for additional ways to evaluate
levels beyond Security Degree assignment for
aggregate risk of multiple units / locations.

The analysis focuses on multiple locations (not co-
located), and some clauses of IEC 62645 [1] do
not address multiple co-located units.

Complexity of interdependencies and
interactions:

Identifying and analyzing risks associated with
attacks that target more significant functions
through their interdependencies and/or interactions
with less significant functions.

The NPP may not directly manage risks
associated with interdependencies between
systems and functions. For example, an attack on
a diesel fuel supply may impact standby generator
operation or external offsite power.
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3 Incident likelihood determination (leading to Severe accidents at NPPs are extremely rare and
extremely rare but unacceptable events): can result in unacceptable radiological
Estimating the likelihood of an extremely rare but consequences.
unacceptable event is challenging. Accidents for which the initiating event is a
cyberattack are rare and lack statistical data that
would allow for likelihood to be considered in risk
analysis and evaluation.
4 Unknown or lacking sufficient detail for pre- Modern supply chains that result in digital I&C
developed components: system components are complex. Specifically, the
. NPP operator is not provided a complete bill of
Pre-developed components that make up digital materials and software provenance. This gap in
1&C systems have not been individually identified information increases uncertainty in risk
amd-evatuated-for risks—assocrated-wittr NPP management activities.
applications. In these cases, the Operator performs
the risk assessment and may incur extra effort to
treat risk.
5 Differences in cyber-risk management: The differences between member states’
. ) regulations or between organizations within|a
Many differing risk management processes are member state with respect fofisk managemgnt are
used across or within member states. significant, especially whéfe the level of
abstraction is low (e.g{,/asset).
6 Lack of abstract analysis methods: Standard processes that provide for abstragt
) ) . analysis, wheresfunctions and levels are
There exists a general lack of guidance on risk considered, arelnot available for this level df risk
management applied to conceptual facilities, assessments
systems, and processes where the technology or
operational environment is not completely known. IAEA FCSRM [6] and NIST Risk Managemept
o Framework (RMF NIST SP800-37 [19]) provjde for
The risk impact has a greater dependence on the multiplé levels of risk management processés
controlled process (e.g., primary asset; Domain based on the level of abstraction to separatg the
Based Security) that may be unknown. hature and source of risks to simplify tasks pnd
There is a need to provide additional guidance on activities associated with risk management.
performing cybersecurity risk management at an
abstract level.
7 Uncertainty in vulnerability / susceptibility An unacceptable degree of uncertainty in the
analysis: quality of vulnerability analysis of an I&C syjstem
L . ) ) ) increases the difficulty in performing effectiye risk
Significant uncertainty is associated with the use of management.
vulnerability / susceptibility analysis-/ documents
necessary for effective risk management.
8 IAdversary characterization tncertainty: The application of cyber DBT within risk
management and the degree of uncertaint
A_pplying a cyber DBT/Adversary analysis to‘formal assoc?ated with adversa?y analysis (e.g., I%IBT)
risk management of icybersecurity for NPPs is increases the difficulty in performing effectiye risk
difficult due to the.dégree of uncertainty associated management.
with adversary analysis in the DBT.
9 Excessive.information volume: Modern digital information systems and
) ) ) cybersecurity risk management rely upon a
Effective:and timely analysis of the large volume of | romendous volume of input data. Rationalifing
inforMation to assess risk is not practical this amount of information is challenging anf
(reasonable). could lead to ineffective risk management
10 Lack of a common and comprehensive risk Significant risks are associated with
management process: consequences that will not result in radioactive
. release or theft of nuclear material (i.e., not
There exists a need for a commonand = required by regulation). The risks that lead to
comprehensive process that manages all significant | {056 consequences may not be identified and
risks, both regulatory and organizational objectives. effectively managed.
11 Advanced security capabilities incompatibility: Contemporary and effective technical measures

Security controls that provide advanced security
capabilities (e.g., Cyber SOC or SIEM,
cryptography, virtualization) are unsupported or
incompatible with isolated or legacy systems
reducing defense in depth and increasing risk.

cannot be implemented on legacy and/or
physically isolated systems.

The cyber-risk approaches evaluated to determine whether effective guidance exists to address
each of the challenges are listed in Table 2.
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Table 2 — Cyber-risk approaches
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Management (SCSRM) [6]

security controls, attack pathways, and tactical
risks.

Approach Description Entity
Facility Computer Security Risk The FCSRM [6] assesses the impacts of IAEA
Management (FCSRM) [6] compromise on facility functions and strategic
risks.
System Computer Security Risk The SCSRM assesses the assets, systems, IAEA

(HAZC

\DS [9])

Control Actions (UCAS) within control systems that
may result from faults including those caused by
cyberattacks. This analysis allows for risk-informed
hazard analy$is and selection of security controls.

(EPRI)

EBIOS [11], [12] EBIOS provides a formalized approach for Agence nationale de
assessing and treating risks within the field of la sécurité des
information systems security, including support systémes
tools for nnnfranfing allfhnrifiae‘ Hra'ﬂ'ing dinformation
documents, and raising awareness (ANSSI)4

YVLA.12 [20] YVLA.12 [20] sets out requirements for the Finland
management of information security at a nuclear
facility, and it specifies in more detail the design
requirements outlined in the STUK Regulation on
Security in the Use of Nuclear Energy (STUK
Y/3/2020) [20]

IEC 621443 [14] IEC 62443 [14] provides a series of standardsiwith IEC
a focus on Operational Technology (OT). The
IEC 62443 considers systems and compenents in
risk informing requirements and implementation of
security controls.

Cyber |nformed Engineering CIE [10] provides a framework férrunderstanding US Department of

(CIE) [10] and addressing cyber threats fo NPP systems and Energy (DOE)
facilities.

Hazards and Consequences HAZCADS [9] leverages.Systems Theoretic Electric Power|

Analysis for Digital Systems Process Analysis (STPA) [21] to identify Unsafe Research Instijute

oy Guide (RG) 5.71 [24]

regarding the protection of digital computers
=) =) ™ =) ™ Y

Harmonized Threat Risk HTRA [8)provides a scalable framework to address | Canada
Assesgment (HTRA) [8] strategic-and tactical risks. HTRA provides several
toolsiand tables to simplify the risk management
processes.
Malicious Acts Guidelines for These guidelines are “classified information — for Germany
Compuger-Based Systems official use only” and not publicly available. They
(SEWD) [22] cover the whole IT-security framework for the
nuclear field with some parts for cyber risks.
Information Security The national standard GB/T 36466-2018 [23] China
Techndlogy—Implementation “Information security technology—Implementation
Guide {o Risk AsseSsment of guide to risk assessment of industrial control
Industr|al ContrehSystems GB/T systems” provides guidelines for cyber security
36466 |23] assessment for industrial control systems.
Regula| RG 5.71 provides one acceptable approach US Nuclear

Regulatory
~ 7

communications systems, and networks from a
cyber attack as defined by Title 10 Code of Federal
Regulations (CFR) Part 73.1 [25]

Commission (NRC)

4 EBlos [11][12] is a risk analysis method recommended by ANSSI but is not the national approach for France
which is detailed in [14]. This approach consists of an approved procedure for information systems of vital
importance. This procedure requires NPP operators to periodically perform risk analysis (which can be performed
using EBIOS) as well as security audits and formal management of the associated risks to information systems
of vital importance.
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Approach

Description

Entity

Russian Federal Service for
Technical and Export Control
(FSTEC) [26], [27], [28], [29],
[30], [31], [32], [33]

FSTEC [26], [27], [28], [29], [30], [31], [32], [33]
provides a series of documents with a focus on the
security of the control systems for the critical
infrastructure. The FSTEC classifies the systems
using risk-oriented approach and assign the set of
the security controls to protect the control system.

Russia

His Majesty’s Government (HMG)
Information Assurance Standard
Numbers 1 & 2 and Domain
Based Security (DBSy) [34] [35]

Provides a methodology for technical risk
assessment and risk treatment for implementation

by Central Government Departments and Agencies.

It was also recommended for the wider public
sector. The technical risk assessment is supported
the DBSy modelling technique. The standard has

United Kingdom

been withdrawn but is stillin use h\]/ NPPs

This dgcument was developed through the execution of four tasks:

a) Idefptification and description of NPP operator-specific challenges
mahagement are detailed in Table 1.

associated with risk

b) Identification and analysis of cyber-risk approaches that may offer insights into reduding the
chdllenges; the cyber-risk approaches are detailed in Table 2.

c) Usipg ISO/IEC 27005:2018 [5] as the base:

1) |Associate the Challenges (Table 1) with specific ISOfIEC 27005:2018 [5] Risk
and Clauses (process shown in green in Figure 2).

Phases

2) |Associate the cyber-risk approaches with ISQ/IEC 27005:2018 [5] Risk Phasgs and

d) Co

Clauses (process shown in blue in Figure 2).

Clause numbers as an index and summarize-the combined data.

bine the challenges and cyber-risk approaches, leveraging ISO/IEC 27005:2018 [5]

Correlatp Challenges to ISO/IEC
27005:2p18 Phases and Clauses

:

Correlate National Approac]
Technical Methods with 19
27005:2018 Phases and C|

hes and
O/IEC
auses

Identify ghd describe challenges

For eachfchallenge:
Determing the relevant ISO
27005:2(Q18 Risk phases and rational

For eachlrelevant phase:
Determinfe which ISO 27005:2018
clauses gre relevant with rational

Output:
One spreiidsheet per challenge

COMMNICATION AND CONSULTATION

CONTEXT EXTABLISHMENT

RISK IDENTIFICATION

'

RISK ANALYSIS

'

RISK EVALUATION

RISK TREATMENT

MONITORING AND REVIEW

containing(:
1) Description of Challenge;

Identify a set of national apprd
to be evaluated

ches

Eor each approach:
Determine the ISO 27005:201
Phases that are addressed b
approach

8 Risk
the

For each addressed phase:
Map the guidance from the nal
approach to the ISO 27005:24
clause(s)

ional
18

Output (for each approach):

A cross reference of one of mi
national approach clauses to ¢

27005:2018 clauses

2) List of appiicapie pnases and
rationale; and

3) List of applicable clauses and
rational.

Information Security Risk Management Process, 1ISO 27005:2018

Figure 2 — Technical report development approach

6.2

Challenge 1: Aggregate risk of multiple units / locations

e
rach ISO

IEC

There is a need for additional ways to evaluate levels beyond security degree assignment for
aggregate risk of multiple units/locations. For example, a system can be installed on several
units or multiple locations. Current analyses do not focus on multiple installations of the same
unit with identical, similar, or common design, configuration, and functionality.
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While the impact of a compromise of a single system would affect a single unit or location, the
attack could propagate to other identical systems, or an additional attack could be performed
targeting like systems. For example, an adversary could leverage a supply chain attack to
compromise a vulnerable system located at all units and locations. The current approach to risk
management may not consider these strategic risks.

In many current approaches, risk analysis focuses on multiple locations (not co-located), and
some clauses in IEC 62645 [1] do not address multiple co-located units. However, both
Canada’s HTRA [8] and Finland’s YVLA12 [20] provide flexibility when setting the scope and
context of the risk management process.

ractions

6.3

Identifying and analyzing risks associated with attacks that target more significant|fupctions
through their interdependencies and/or interactions with less significant functions(s'da challenge.

An example of this challenge is the Colonial Pipeline attack that disrupted gasoline supplies to
the U Northeast. This attack affected IT systems that interfaced with’I&C systems that
controlled delivery of gasoline. The attack led to prolonged disruptionof gasoline supplies.

Prolonged and widespread disruption of fuel supplies to an NPP\may have cascading |effects
leadingd to increased risks to NPP systems and processes thatvdepend on fuel supply (e.g.,
emergéncy generators).

A non-malicious event that supports this challenge was)th'e loss of bulk electrical supply in the
northeast of North America in 2003 (i.e., Northeast blackout of 2003). The complexityl of the
bulk elpctrical supply resulted in a latent design deficiency where a failure mode and |effects
were not anticipated and accounted for resulting in severe consequences. Similarly] latent
design|deficiencies can lead to flaws that may be exploited by adversaries by cyben-attack
leadind to consequences and affecting risk.management.

Challepge 2 differs from Challenge_dy The interdependencies are targeted in Challgnge 2,
whereds Challenge 1 addresses a.common vulnerability or weakness in multiple locatiops.

6.4 Challenge 3: Incident likelihood determination

Estimating the likelihood~of an extremely rare but unacceptable event is challending as
likelihojod values are associated with large uncertainty. A specific example is performing a risk
analysis, including the likelihood, of sabotage at NPPs where the initiating event is a|cyber-
attack.

The edample postulated scenario is assumed to be extremely unlikely as it would jnvolve
multiple and” persistent access to various systems, complex interactions, and other fifficult
elemenissor a potential adversary to achieve radiological sabotage

6.5 Challenge 4: Unknown or lacking sufficient detail for pre-developed components

Pre-developed and purchased components that make up digital 1&C systems have not been
individually identified and evaluated for risks associated with NPP applications. In these cases,
the Operator performs the risk assessment and may incur extra effort to treat the risk.

This challenge differs from Challenge 2: Complexity of Interdependencies and Interactions. This
challenge occurs when the NPP operator does not have sufficient resources or the capability
(e.g., as in reverse engineering) to span the information gap that is necessary to perform
effective risk management.

Additionally, the NPP operator may be restricted by legal obligations (e.g., EULA) prohibiting
them from performing these activities. Or, if there are sufficient resources and the capability is
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present to gather sufficient information to perform effective risk management, the supplier may
have limited information about a proprietary product upon which the supplied item depends.

6.6 Challenge 5: Differences in cyber-risk management

There are many different risk management processes used across Member States. Reasons
for this difference can come from:

a) differing regulatory constraints on risk management or risk methodologies across Member
States; and

b) accreditation of (risk analysis, risk treatment) defensive architecture, zones, or libraries of
common controls for risk modification to sensitive systems and digital assets, and
asspciated V&V processes.

This challenge is particularly impactful to the system or asset-level risk management.| At the
systeml/asset level, it is difficult to accredit common controls, DCSA elements;and asspciated
V&V pfocesses. The greater the specificity needed to perform risk management tasks and
activitiIs, the greater the potential for modifications to the process to.@ccount for national
differences.

6.7 Challenge 6: Lack of abstract analysis methods

There gxists a general lack of guidance on risk management applied to conceptual fagilities,
systemls, and processes where the technology or “asset” is,unknown. There is a need to provide
additiopal direction on performing cybersecurity risk mapagement at an abstract level.

The la¢k of abstract analysis methods increases, the difficulty when comparing cyber|versus
non-cyper risks. For example, it is challenging to_:

a) comppare and rationalize these risks (i.e,,"equate cyber versus non-cyber risks and treat
them in an equivalent manner) within the'NPP operator’'s management system; and

b) establish the context for assessing the comparable risks.

For neyv power plants, some approaches require two risk assessment phases — Facility Level
and Systems Level.

First level — Facility Level:'systems technology is unknown (could be analogue), validaftes the
DCSA rone/level model; differing risk decision criteria (established context is different) fand

Second level — System Level: SD is informed/established by the DCSA model; the system shall
complyl with SD-réquirements.

6.8 Challenge 7: Uncertainty in vulnerability / Susceptibility analysis

There iSa challenge with accommodating uncertainty associated with vulnerability/susceptibility
analysis/documents necessary for effective risk management.

Vulnerability analysis is based on known vulnerabilities, susceptibilities, weaknesses, or
adversary tactics, techniques and procedures. This analysis does not account for unknown or
unreported weaknesses or exposures. Example: I&C systems that utilize general purpose
operating systems rely on a “Penetrate and Patch” approach for security that is not readily
accommodated by nuclear I&C configuration management processes.

At any operational time, any operating system has more than several hundred open
vulnerabilities, and many of these are critical (i.e., ease of exploitation with high potential
impact(s) from compromise).
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I&C project management has long lead times and is frequently delayed. The time between
design approval, installation, commissioning, and placing into service is significant. Risk
assessments completed at earlier stages of this process may be significantly impacted by new
weaknesses or vulnerabilities that become known during this period.

6.9 Challenge 8: Adversary characterization uncertainty

There is a challenge in applying DBT/Adversary analysis to formal risk management of
cybersecurity for NPPs.

Challenge 8 is similar to Challenge 5 above but differs in the focus on uncertainty with adversary
analysis and not the differences in applying this analysis and requlatory requirements.

Adversfary analysis is based upon incomplete intelligence informed largely by expert ppinion
and relies upon the application of sense-making loops to “fill in” missing details, cong¢erning
adverspry capabilities, resources, motivation, opportunity, and intent.

In many national regulations, the DBT is an instrument that delineates theyisk-sharing/transfer
arrangément for security between state and operator. However, States-have not repojted, or
have not disclosed, a robust or proven capability to detect, intercept, infiltrate, and disrugt cyber
adverspries that exceed the DBT.

The dejveloped adversary analysis does not clearly bind threats associated with identifigd risks
becauge they are too vague or have too much uncertaibty when considering the petential
consequences of NPP operations. This lack of certainty may not allow for efficignt risk
managgment.

6.10 Challenge 9: Excessive information volume

There gxists a challenge for the NPP personnel to analyze large volumes of informatipn and
assess|risk in an effective and practical (reasonable) time period during both the design ghase(s)
and opgrations. Additional analysis is required to leverage the safety analysis when consfidering
specifi¢ impacts of cyberattacks (i.e;, maloperation) by using the safety analysis on each pystem.
Cyberdecurity risk management.€an benefit from these safety analyses (e.g., non-malicious
threats| like floods). However{ safety analysis may not consider specific failure modes and
effects|associated with cybgerattacks. For example, a safety-related air operated valve and high-
pressufe instrument air_gpexpected modes of operation (mal-operation) are not considered
within fhe safety analysis.

The re$ources required to perform a more in-depth analysis that requires additional tine and
information place' excessive demands above the resources available to NPP opgrators.
Additiopally,sthe sensitivity of disclosing information regarding cybersecurity risks resgults in
limiting the_personnel who can provide critical review and analysis. Restricted acgess to
sensitiye.Minformation coupled with a lack of advancement/availability of risk gupport
tools/technology (i.e., modelling and simulation) to ease the challenge associated with data
input/analysis and rationalization results in significant reliance on expert opinion or experience.

6.11 Challenge 10: Lack of a common and comprehensive risk management process

There is a need for a common and comprehensive process that manages all significant risks
and regulatory and organizational objectives. Other risks may include the long-term impact on
production (See Challenge 2 main transformer example), reputation, political, and reduction of
public support for nuclear power (e.g., the cyber attack on Korea Hydro and Nuclear Power Co.
Ltd, in 2014). For example, a unit outage impacts the maintenance schedule.

A common repeatable process has the potential to reduce effort and errors while providing a
comprehensive approach to risk management.
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6.12 Challenge 11: Advanced security capabilities incompatibility

There exists a challenge whereby security controls that provide advanced security capabilities
(e.g., cyber-SOC or SIEM, cryptography, virtualization) are unsupported or incompatible with
isolated or legacy I&C systems reducing defence in depth and increasing risk.

“Air Ggp”, and/or isolated systems and networks impairs network security and real-time
(or continuous) monitoring and response. Air gaps eliminate the potential for holistic,
comprehensive Security Information and Event Management (SIEM) systems that provide
real-time alerting, perform threat hunting, as well as fail to prevent or detect insider threats.
The reliance on isolation assumes that placement within Vital Areas is sufficient risk
modification for cyberattacks. However, it does not protect against malicious actions (witting or
unwittifig) of individuals with authorized physical and portable media / mobile deviCe gccess,
and sypply chain attacks. Additionally, legacy I&C systems and protocols do not“support
contenfporary (non-deprecated) cryptographic mechanisms.

Use of fail-secure, deterministic, unidirectional data communication pathways (e.g., data|diodes)
may pfovide logical isolation while still allowing for real-time operation and confinuous
monitofing.

7 Cyber-risk approaches versus challenges by ISO/IEC-27005

7.1 Seneral

Cyber-fisk approaches (see Annex A through Annex K) were evaluated to determine whether
their gluidance addressed one or more of the identified challenges (see Clause 7). The
evaluation was structured based on the ISO/IEC 27005:2018 [5] clauses to simplify subsequent
analysis and summary.

Each of the subclauses below applies to a specific ISO/IEC 27005:2018 [5] clause and prpvides:

¢ |A summary of the ISO clause
e |Applicable challenges to which the clause applies

e |Summary of the cyber-tisk approaches based on the evaluations (see Annex A through
Annex K)

e |The cross-reference table legend is below:

“Key” — approach contains key insight(s). Key insights are those elements of g cyber-
risk approach that have significant benefit to cyber security risk managemept, and
which\could be considered for inclusion in a potential new standard for cyher risk
management.

— /X’ — approach contains guidance but is not a key insight.

Rl 1 ol 4 el £l baoll
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7.2 ISOJ/IEC 27005:2018, 7.1 General considerations
7.21 Summary

ISO/IEC 27005:2018, [5] 7.1 requires that an external and internal context for cybersecurity risk
management be established. This context involves:

a) setting the basic criteria necessary for information security risk management
(ISO/IEC 27005:2018 [5], 7.2);
b) defining the scope and boundaries (ISO/IEC 27005:2018 [5], 7.3), and

c) establishing an appropriate organization operating the information security risk
management (ISO/IEC 27005:2018 [5], 7.4).
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7.2.2 Applicable challenges

The external and internal context is particularly important for challenges impacted by events
and information from inside and outside the organization. For example, the internal context is
vital for Challenge 11 (advanced security capabilities incompatibility), as a facility’s technology
and modification processes would demand specific approaches to obsolescence and the
feasibility of integrating advanced technologies. Similarly, the external context is essential for
Challenge 10 (common and comprehensive risk process), as national risk approaches may
influence the scope and boundaries of risk management. See Table 3.

Table 3 — ISO/IEC 27005:2018, 7.1: Applicable challenges

Challenge Description
y Complexity of Interdependencies and Interactions
4 Unknown or Lacking Sufficient Detail for Pre-developed Components
K Differences in Cyber-risk Management
q Lack of Abstract Analysis Methods

Uncertainty in Vulnerability / Susceptibility Analysis

g Excessive Information Volume
1P Lack of a Common and Comprehensive Risk Management Process
n Advanced Security Incompatibility

7.2.3 Summary of key approaches
Cyber-fisk approaches with key insights for Challenge 2 are:

e |HAZCADS [9] relies upon scenario-informed fault trees, modified fault trees thgt allow
fault tree analysis (FTA). FTA provides a structured manner to analysis systeqs and
interactions.

o |IAEA CSRM [6] identifies interdependencies and interactions that need to be consfdered.

e |US NRC [24] addresses the identification and analysis of risks associated with pttacks
that target safety, sectrity, and emergency preparedness (SSEP) functiops and
associated systems\through their interdependencies and / or interactions with less
significant functions / systems.

Key apjproaches for €hallenge 4 are:
o |HAZCADS [9] use of FTA will minimize the impact of pre-developed components |f there

existsta*traditional FTA (e.g., existing operating fleets that leverage probabilistic risk
assessment (PRA)).

Tl 2 S aYa W W WX W L BN ! ol : £t ol ol oot L I ol ol o
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layer requirements (IEC 62443 Part 4 [36], [37]).

Key approaches for Challenge 6 are:
e HAZCADS [9] demands a control structure model abstraction to allow for effective STPA
[21] analysis to identify UCAs and inform fault tree analysis.

e |EC 62443 [14] leverages a tiered approach focused on different types of organizations.
IEC 62443-2 [38], [39].

e is focused on operating the organization’s programmes, |[EC 62443-3 [40], [41] focuses
on architectural analysis, and IEC 62443-4-2 [37] is focused on component analysis.


https://iecnorm.com/api/?name=4853392b9e3f70bd25a7da9876a30733

IEC TR 63486:2024 © IEC 2024 - 37 -

Key approach for Challenge 9 is:

e |AEA CSRM [6] provides a tiered analysis approach (facility, system) with
compartmentalized activities to reduce the amount of information needed for each
activity.

e HAZCADS [9] leverages a type of FTA that can provide a pathway to utilize PRA. PRA
is associated with many tools and processes to simplify or support analysis than can
reduce excessive information.

Key approaches for Challenge 10 are:

e Germany’s cyber-risk approach [22] allows different State authorities to authorize
differing risk management processes while being compliant with federal guidelings.

e |IAEA CSRM [6] allows for all risks to be considered in a common and comprehensive
manner. The facility covers strategic risks with unacceptable (major/$evere)
consequences to the operator, whereas the system covers tactical risks\@ssociatpd with
graded consequences impacting the correct operation of a system.

o |IEC 62443 [14] provides lists of risk sources that can provide a baSis for a commlon and
comprehensive risk process.

e |Russia’s FSTEC [29], [30], [31], [32] approach provides common ground for challenge
10 by enforcing the same approach for all critical infrastructure.

7.2.4 Cross-reference table (Table 4)

Table 4 — ISO/IEC 27005:2018, 7.1: Cross-reference table

Approach 1 2 3 4 5 6 7 8 9 10 1
Chjina X X X X X X b
Gg¢rmany X X X X Key
HAZCADS Key Key Key Key
IAEA CSRM Key Key Key
IEC 62443 X Key Key Key
Ryssia X X X Key
U$ NRC Key X X X X X X

7.3 SO/IEC 27005:2018, 7.2 Basic criteria

7.3.1 Summary

Risk mapagement basic criteria involve identifying an approach, evaluation, impa¢t, and
acceptance criteria. Examples of basic criteria are the significance of sensitive digital|assets
and the importance of their confidentiality, integrity, and availability. Different risk approaches
and/or acceptance criteria can also apply to different risk classes (e.g., strategic, tactical,
nuclear safety, and security).

7.3.2 Applicable challenges

Risk management basic criteria are particularly important for challenges that affect risk criteria.
Specifically, the type of approach, evaluation, impact, and acceptance criteria significantly
contribute to Challenges 2, 3, 5, 7, and 10. For example, interdependencies (Challenge 2) or
vulnerabilities of pre-developed components (Challenge 7) may be difficult to assess at a higher
level of complexity or detail with the potential to bring about Challenge 9 (excessive information).
National differences in risk tolerance/acceptance (Challenge 5) also need to be considered
when applying a common and comprehensive process, especially for organizations operating
in multiple national jurisdictions (Challenge 10).
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Additionally, the sequence or timing of when specific risk management activities are conducted
could impact these challenges. See Table 5.

Table 5 - ISO/IEC 27005:2018, 7.2: Applicable challenges

Challenge Description
1 Aggregate risk of multiple units/locations
2 Complexity of Interdependencies and Interactions
3 Incident Likelihood Determination
4 Unknown or Lacking Sufficient Detail for Pre-developed Components
5 Differences in Cyber-risk Management
6 Lack of Abstract Analysis Methods
7 Uncertainty in Vulnerability / Susceptibility Analysis
9 Excessive Volume of Information
0 Lack of a Common and Comprehensive Risk Management Process

7.3.3

Key ap|

Key ap|

Key ap|

Key approaches
proach for Challenge 1 is:

A key step of UK IS/DBSy [34], [35] is the requdirement to create a model of t
assessment scope. The model can include_a/full plant with many Units or
extended to other plants, although in practicerthe assessment is done on a plant

proaches for Challenge 2 are:

consequences). This linkage _fequires deliberate analysis of interaction
interdependencies.

IAEA CSRM [6] listed intefdependencies and interactions that can be used to s
risk evaluation criteria and-impact criteria identification.

IEC 62443 [14] tiered*approach covers the interactions and interdependencies b
different types of organizations, all managed by the operating organization.

UK IS/DBSy (34], [35] requires the modelling and analysis of requireme
of risk.

proach-for Challenge 3 is:

he |&C
can be
basis.

HAZCADS [9] uses STPA [21] to identify UCAs and link them to hazards and lossgs (i.e.,

s and

upport

btween

hts for

exchanging. data between systems and the impact of those interactions in the evgluation

hcident

CIE“[10] focuses on consequences to reduce the impact of uncertainty on i

Key ap

likelihood. Additionally, CIE accredits cybersecurity culture and planned resilience in

protecting against incidents, reducing the likelihood.
proaches for Challenge 4 are:

IEC 62443 Part 4 [36], [37] provides requirements on components that suppliers p

rovide.

These requirements identify key attributes of acquired components to support the

cybersecurity objectives of the operating organization.

UK IS/DBSy [34], [35] requires the modelling of assets within the scope of the technical
risk assessment to consider the systems that support the evaluated assets, this will

include the need to assess components delivered by supply chain.
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Key ap

proaches for Challenge 6 are:

HAZCADS [9] uses abstraction to simplify the STPA [21] efforts. STPA simplif

ies the

cybersecurity analysis by only considering the impact of the cyberattack to cause a

system to mal-operate.

IEC 62443-2 [38], [39] provides abstract analysis to allow an organization to d
and implement its cybersecurity management system (i.e., programme).

evelop

UK IS/DBSy [34], [35] provides a modelling methodology that allows for the creation of
a plant abstract model based on I&C systems significance rather than specific

technology or system architecture.

Key a

Key ap|

Key ap|

roach forChallenaae 7 ic-
oG 1O+ Here R ge——5-

Canada’s HTRA [8] provides pre-compiled lists of these vulnerabilities (tol/m
uncertainty, especially in reducing unknown or missing vulnerability/susce
analysis considerations.

proach for Challenge 9 is:

IAEA CSRM [6] leverages existing information and analysisA4o\reduce the info
necessary to be considered/re-evaluated to perform cybersecurity risk manag
The key activity is the facility characterization which feverages the Facility’s
analysis and other documents.

perform key risk activities in each tier.

proaches for Challenge 10 are:

directly associated with the consequences of theft of NM or radiological sabotag
French cyber-risk approach allows NPP operators to apply a commo|
comprehensive risk management'approach to significant and other systems.

Germany’s cyber-risk approach [22] pre-classifies systems and their risks
regulatory requirements by-thie competent authority.

IAEA CSRM [6] provides an ordered list of the effects of a system compron
functions. This approach can provide a basis for setting risk evaluation, impa
acceptance criteriato support a common and comprehensive risk management p

IEC 62443 [14]_is an international standard for industrial automated control s
(IACS) or operational technology (OT) systems. It broadly addresses risks ass
with criticalinfrastructure and can inform a common and comprehensive approad

Russia’s cyber-risk approach [29], [30], [31], [32] provides common ground for ch
10,by enforcing the same approach for whole all critical infrastructure.US NRC gJ

nimize
btibility

mation
ement.
safety

[The tiered approach of IEC 62443 [14] compartmeqtalizes the necessary information to

France’s cyber-risk approach [11], [12].does not exclude considering other systgms not

e. The
n and

under

ise on
ct, and
ocess.

ystems
bciated
h.

bllenge
idance
sult in

was” primarily developed for risks associated with consequences that will rg

radioactive release. It could be used as a starting point for developing a cybersecurity

framework for addressing risks not required by regulation.

UK’s IS/DBSy [34], [35] provides a very detailed and repeatable stepped process to
perform the technical risk assessment, with guidance and templates for use at each step.
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7.3.4 Cross-reference table (Table 6)
Table 6 — ISO/IEC 27005:2018, 7.2: Cross-reference table
Approach 1 2 3 4 5 6 7 8 9 10 11
China X X X X X
CIE X Key X X X X
France X X Key
Germany X X X X Key
HAZCADS Key X Key X
HTRA X X Rey X X
IAEA JSRM Key X X Key Key,
IEC 624443 Key Key Key X Key Key
Russia X X Key
US NRE X X X X Key
UK IS/PBSy Key X X Key X X Key
7.4 SO/IEC 27005:2018, 7.3 Scope and boundaries
7.41 Summary
Scope [and boundaries need to be defined to ensure.effective cybersecurity risk management.

The asfsessment scope needs to account for all relevant assets and bounded to ensul

are coii

Scope
and str

7.4.2

These
consid
betwed
risk as

sidered both within and through them.

and boundaries rely on an organization’s policies, risk management approach, fu
ucture, sensitive digital assets, DCSA, and stakeholders’ expectations.

Applicable challenges

er risks that may arise, through interdependencies and interactions (i.e., Challg
n other organizations or systems that may not be directly assessed. The scope
sessment may affect Challenge 5 and Challenge 10. Specifically, differences in n

Additio
with i
sufficie

ally, scopétand boundaries are associated with Challenges 4, 7, and 9. A widsg
ited abstfaction would lead to uncertainty in vulnerability analysis and/or
nt detail~or excess volume of information. See Table 7.

risk anagement typically reflect different national stakeholders (e.g., national regujators).

e risks

hctions

challenges affect how scope and boundaries are set. For example, boundaries need to

nge 2)
of the
ational

scope
ack of

Table 7 — ISO/IEC 27005:2018, 7.3: Applicable challenges

Challenge Description
2 Complexity of Interdependencies and Interactions
3 Incident Likelihood Determination
4 Unknown or Lacking Sufficient Detail for Pre-developed Components
5 Differences in Cyber-risk Management
6 Lack of Abstract Analysis Method
7 Uncertainty in Vulnerability / Susceptibility Analysis
9 Excessive Information Volume
10 Lack of a Common and Comprehensive Risk Management Process
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7.4.3
Key ap

Key ap

Key approaches

proach for Challenge 1 is:

A key step of UK IS/DBSy [34], [35] is the requirement to create a DBSy model that
defines of the I&C assessment scope. The model can include a full plant with many units

or can be extended to other plants.
proaches for Challenge 2 are:

IAEA FCSRM [6] provides a list of interdependencies to be considered within t

he risk

process. This list could be used to set the scope and boundaries of risk assessments

fficient

Key ap

Key ap|

Key ap

nd leverage a tiered analysis, and this would reduce the impact of lacking st
detail (Challenge 4) and excessive information volume (Challenge 9).

IEC 62443-3-2 [40] provides a process to investigate the interdepepdenci¢s and

interactions with other systems.
UK IS/DBSy [34], [35] requires the definition of the specific Focus offlnterest (F(

Dl) that

defines the scope of the technical risk assessment, as well.as to identify any

interconnections with other systems outside the FOI.

proaches for Challenge 4 are:

Russia [29], [30], [31], [32] provides guidance to investigate software, firmwgre and

hardware vulnerabilities related to pre-developed components.

UK IS/DBSy [34], [35] as part of defining the scopée allows the modelling of inter
between systems and organisations, including those responsible for system desi
development i.e., assessment of the supply chain.

proach for Challenge 5 is:
Germany’s cyber-risk approach [22] provides two frameworks (BSI 200-3 [4

ISO/IEC 27005 [5]). These frameworks are not fully compatible but generally
similar outcomes. Application ©of either framework provides a path to complian

hctions
gn and

2] and
ead to
ce with

regulatory requirements. The framework used is dependent upon the utility/operafor and

vendors or integrators need)to be able to comply with either.

proaches for Challenge 7 are:

Canada’s HTRA\[8] allows for smaller modular assessments that may limit the level of

uncertainty in the analysis.

IEC 62443)[14] specifically addresses component layer requirements (62443
[37]) to identify and describe a component’s vulnerabilities and addresses vulnera
of components provided by the vendor.

4 [36],
bilities

Key ap

proaches for Challenge 9 are:

Canada’s HTRA [8] provides pre-compiled lists of these criteria (e.g., asset val

uation,

safeguard (control measures) listing, threat (sources) listing, impacts, etc.), hierarchical
structures, taxonomy, and an extensive glossary to allow for modular assessments that
can compartmentalize information, thereby alleviating the challenge of excessive

information.

IAEA CSRM [6] tiered analysis sets the scopes and boundaries to prioritize and

compartmentalize information to ease excessive information challenges.

UK IS/DBSy [34], [35] modelling allows for identification of focus of interest (FOI) from
the overall model. Each FOI is then assessed independently, helping to manage the

large amount of information.
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France’s cyber-risk approach [11], [12] allows NPP operators to set the scope and
boundaries of risk management. It only requires a minimum set of significant systems

that shall be considered.

Canada’s HTRA [8] provides a list of risk sources that can provide a basis for a common

and comprehensive risk process. These resources can help NPPs address stakeholders

expectations, the socio-cultural environment, and other constraints affecting the
organization.

Russia’s approach [29], [30], [31], [32] provides a common and comprehensive approach
to set the scope and boundaries of risk management for all critical infrastructure.

7.4.4 Cross-reference table (Table 8)
Table 8 — ISO/IEC 27005:2018, 7.3: Cross-reference table
Approach 1 2 3 4 6 8 9 10 M

China X X X X X X

CIE X X X X X

France X X X X Key

Germahny Key X

HAZCADS X X X X X

HTRA X X Key Key | Key

IAEA JSRM Key X X Key X

IEC 62§143 Key X Key

Russia X Key X X Key

UK IS/IPBSy Key Key Key X Key X Key
7.5 SO/IEC 27005:2018, 7.4 Organization for information security risk management
7.5.1 Summary
The organization and respansibilities of the cybersecurity risk management process jhall be
established and maintained. Development of the process, identifying stakeholders, defifing the
roles apd responsibilities of entities, and other key aspects of the process shall be manpged.
7.5.2 Applicable challenges
Challepges. 2, 4, and 9 are impacted by how the risk management process is organfzed. A

commdnirisk process, organization, and experts shall provide a consistent approach to gddress

these challenges. Challenges 5 and 10 would benefit from a single risk process and responsible
organization, thereby reducing variance through centralized control and the conduct of a risk
management programme. Challenge 7 may result in the need to address this within decision
escalation paths or external parties to supplement analysis. See Table 9.
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Table 9 — ISO/IEC 27005:2018, 7.4: Applicable challenges

Challenge Description

2 Complexity of Interdependencies and Interactions

3 Incident Likelihood Determination

4 Unknown or Lacking Sufficient Detail for Pre-developed Components

5 Differences in Cyber-risk Management

6 Lack of Abstract Analysis Methods

7 Uncertainty in Vulnerability / Susceptibility Analysis

9 Excessive Information Volume

10 Lack of a Common and Comprehensive Risk Management Process
7.5.3 Key approaches
Key apjproaches for Challenge 9 are:

e |Canada’s HTRA [8] outlines how organizational structure may be too large and cpmplex
to handle excessive information coherently. HTRA details’ how to define rolgs and
responsibilities to ensure excessive information is distributed across several roles to a
manageable level.

o |IAEA CSRM [6] specifies key outputs and outcomes of the risk management pfocess.
This method may allow for redundant or unnecéssary information to be filtered opt.

Key apjproach for Challenge 10 is:

e |France’s cyber-risk approach [11], [?2] mandates the involvement of specifiq multi-
disciplinary personnel and roles for.security approval allowing for consequencep to be
identified that are impactful but not&egulatory.

e [In Russia’s cyber-risk approach)[29], [30], [31], [32], the security approval involyes the
regulator, the owner and opérator (usually it is the same), the security officer as jwell as
technical experts. That provides a key insight to dealing with challenge 10 in dgtecting
consequences that are'significant but are not regulatory.

7.5.4 Cross-reference table (Table 19)
Table-10 — ISO/IEC 27005:2018, 7.4: Cross-reference table
Approach 1 2 3 4 5 6 7 8 9 10 11

Frante X X X X Key

HTRA X X X Key

IAEA CSRM X X X Key

IEC 62443 X X X X X X

Russia X X X Key

US NRC X X X X

UK 1S/DBSy X X X X
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7.6 ISO/IEC 27005:2018, 8.1 General description of information security risk
assessment
7.6.1 Summary

A general description of information security risk is needed to identify, quantify, or qualitatively
describe and prioritize risks. The risk assessment consists of risk identification, analysis, and
evaluation and needs to be consistent with established criteria.

7.6.2 Applicable challenges

These challenges require a risk assessment process described with inputs, actions, and
";a'e-i; ~e—Particte Y e e T Neetrs oconsider—stratedicrisks—ch rently7
possibly by application of abstract analysis methods, whereas more detailed analysjs may
experignce Challenges 2, 4, and 7.

A gengral description of the risk assessment process considers the need“to”be corjsistent
regardless of the necessary level of detail (i.e., challenge 10). See Table M)

Table 11 — ISO/IEC 27005:2018, 8.1: Applicable challenges

Challenge Description

1 Aggregate Risk of Multiple Units / Locations

Complexity of Interdependencies and Interactions

Unknown or Lacking Sufficient Detail for Pre-developed Components

Lack of Abstract Analysis Methods

Uncertainty in Vulnerability / Susceptibility Analysis

Adversary Characterization Uncertainty

O || N[O~ DN

Excessive Information Volume

Lack of a Common and-Comprehensive Risk Management Process

7.6.3 Key approaches
Key apjproach for Challenge "1 is:

e |UK IS/DBSy[34][35] methodology consisting of well-defined steps can be appglied to

different scope of assessment, including an assessment of the overall NPP 1&C.
Key apjproach\fer Challenge 2 is:

e |The Chinese cyber-risk approach [23] recommends that a mock-up of the sysfem be
buit—This—process—ecould—be—ofbenefit in—identifiying—a—systems—furctional
interdependencies and interactions with less significant functions.

o |AEA [6] specifically indicates that the operator shall set the scope to include an

assessment inclusive of those risks associated with this challenge.

Key approaches for Challenge 4 are:

e US NRC approved the methodology in NEI 10-04, “Ildentifying Systems and Assets
Subject to the Cyber Security Rule,” [43] that could help the Operator when identifying
and prioritizing risks to SSEP functions and systems associated with pre-developed
components during the risk assessment.
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Key approach for Challenge 6 is:

o |AEA CSRM [6] prioritizes analysis of facility functions to address strategic risks in
compromising or altering these functions. Functions are an emergent property
(abstraction) resulting from the complex interactions and organizations of a set of
elements within a system. This analysis technique is widely used for safety analysis.

Key approach for Challenge 7 is:

e |EC 62443 [14] application of common measures, such as DCSA implementing defense
in depth reduces the impact of uncertainty in Vulnerability/Susceptibility Analysis on risk
management.

Key appproach for Challenge 8 is:

e |IEC 62443 [14] leverages an attack pathway analysis approach that aims t6)deny pccess
of the adversary to I&C and EPS by implementing a DCSA. The DCSA may limit the
effect of uncertainty on risk management. |[EC 62443-3-2 [40] contains a stagped risk
analysis, first to implement a DCSA and a second more detailed assessment to|modify
unacceptable residual risks.

Key approach for Challenge 9 is:

e |IEC 62443 [14] leverages a tiered approach to manage,the facility, system, and sllupplier
risks. Categorizing the information in this way reduces the amount of infofmation
required for each activity.

Key approaches for Challenge 10 are:

o |[[AEA CSRM [6] leverages functions as a gommon and comprehensive means to pssess
all risks. Correct performance of functions is necessary for an organization to gchieve
all objectives.

e |UK IS/DBSy [34], [35] applies a consistent risk assessment process that is commlon and
comprehensive for all risks impacting the NPP I&C systems.

7.6.4 Cross-reference table.(Table 12)

Table 12 — ISOJIEC 27005:2018, 8.1: Cross-reference table

Approach 1 2 3 4 5 6 7 8 9 10 11
Chinp X Key X X X X
Gernpany X X X
IAEA CSRM Key X Key X Key
IEC $2443 X X Key Key Key X
US NRC X X Key X X X
UK IS/DBSy Key X X X X X X Key

7.7 ISO/IEC 27005:2018, 8.2 Risk identification
7.71 Summary

Risk identification involves the identification of assets; threats; existing controls; vulnerabilities;
and consequences. The purpose of risk identification as it relates to cybersecurity risk for NPPs
is to understand the impacts of compromise, how and why the impact could arise from
cyberattacks, and existing mitigations to prevent or protect against these impacts.
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Applicable challenges

Subclause 7.7 (i.e. Risk identification) is associated with all challenges.

For example, the identification of assets and vulnerabilities is associated with Challenges 1
(multiple locations), 2 (inter-dependencies), 4 (pre-developed components), 5 (national
differences), 7 (uncertainty vulnerabilities), and 9 (excessive information) as the number of
assets and their vulnerabilities could be significant.

The identification of threats is associated with Challenge 8 and Challenge 11. Challenge 11
also pertains to existing controls. Advanced technologies can enable techniques such as threat-

hunting

and behaviour-based detection. Incompatibility with these technologies reduces

information regarding threat sources on an organization’s networks and systems arjd may

increade uncertainty in threat identification and adequacy of the control measures. Sée, T

Table 13 — ISO/IEC 27005:2018, 8.2: Applicable challenges

Challenge Description

1 Aggregate Risk of Multiple Units / Locations

Complexity of Interdependencies and Interactions

Incident Likelihood Determination

Unknown or Lacking Sufficient Detail for Pre-developed Components

Differences in Cyber-risk Management

Lack of Abstract Analysis Methods

Uncertainty in Vulnerability / Susceptibility Analysis

Adversary Characterization Uncertainty

Ol | N[~ |[WDN

Excessive Information Volume

_
o

Lack of a Common and Comprehensive Risk Management Process

=N
=N

Advanced Security Capabilities Incompatibility

7.7.3

Key apjproaches for chaltenge 1 are:

Key apjproaches for Challenge 2 are:

Key approaches

UK IS/DBSy [34], [35] methodology uses a threat-based risk assessment, also allpws for
modellingcofian entire facility, making it easier to identify threats that could impac} whole
plant.

CIETTOT principles are effective in supporting challenges but are very general. However,
ClE-related literature leverages HAZAOP analysis to complement risk analysis that
considers information and data flow that could harm systems.

Canada’s HTRA [8] provides detailed lists within its annexes to identify risks and identify
and describe the potential interdependencies and interactions between items on these
lists via grading tables.

IAEA CSRM [6] considers interactions and interdependencies at the facility level (via
functions) and system level (e.g., information flows, engineering/resources) to identify
risks in a similar manner but through independent processes.

IEC 62443-3-2 [40] demands special attention to safety-related systems, wireless,
internet-connected devices, mobile devices, and assets that other organizations
manage. These are key interdependencies and interactions that increase complexity.
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o UK IS/DBSy [34], [35] step 1 includes as part of the asset identification, the modelling
of systems and organisations interdependencies.

Key approaches for Challenge 4 are:

e CIE [10] and related literature (see Clause B.13) provides categories of attacks and
points of entry within the supply chain. This literature helps analyze key risks within the
supply chain and establish the requirements for the level of detail for the pre-developed
of components necessary to support effective risk management.

o |EC 62443-4 [36] [37] imposes requirements on suppliers to ensure components can
provide the required level of security to meet operator needs.

LI _1S/NMDC,, 241 [2E]1 _ctan 41 ollonaa for oo odallina ol b ot raaniaatio d
o O TOTOOOYy [V]; [YY] OtCpP T anows o oacTTyg SUp Pty orratT orgarirsat NS an

systems, therefore providing the opportunity to assess pre-developed componenis used
in the 1&C systems.

Key apjproaches for Challenge 6 are:

e |HAZCADS [9] abstraction of the control system structure associates ftisks with UC|As that
are then linked to hazards and losses. This process simplifies the identification df risks.
However, in large interconnected systems, a large number of"UCAs may be identrified.

o |[[AEA CSRM [6] prioritizes a high degree of abstraction (functions) to identify s
risks at the facility level.

rategic

e |UKIS/DBSy [34], [35] step 1 uses an abstract modelling approach that can be usgdd even
when the systems are not deployed (i.e., plant updér construction).

Key appproach for Challenge 7 is:

e |Canada’s HTRA [8] lists vulnerabilities that aid in identifying risks associated with these
vulnerabilities. These lists ensure that vulnerabilities are carefully and systemptically
considered, reducing the uncertainty associated with deficiencies in ideptifying
vulnerabilities.

e [The Chinese cyber-risk approach [23] provides detailed vulnerability risks and pfovides
ways to identify them, reducing the uncertainty in identifying vulnerabilities.

e |IAEA CSRM [6] treatsfunctions as targeted by threats. The threat analysis dges not
consider the vulnerability the adversary would exploit to cause the impact, only that the
adversary can do so\if they obtain access.

Key approaches for Challenge 8 are:

e |Canada’s¢{HTRA [8] uses an extensive catalogue of threats, including natufal and
physical threats. Using this type of catalogue reduces the uncertainty associatg¢d with
the failure to consider certain types of threats.

e |UKIS/DBSy [34], [35] Steps 2 and 4 detail the approach for threat evaluation, uncgrtainty
mmﬁmﬂ?mmﬂ%dustry

sources to evaluate threat levels as well as the identification of threat actors levels within
the NPP.

Key approaches for Challenge 9 are:

e |AEA CSRM [6] identifies risks in modular activities, such as facility characterization and
threat characterization in facility-level processes and deeper analysis in system-level
processes.

o UK IS/DBSy [34], [35] Step 3 provides the mean for splitting the overall NPP security
model into Focus of Interest areas where risks can be identified and assessed, reducing
the amount of information into manageable sets.
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proaches for Challenge 10 are:

France’s cyber-risk approach [44] does not restrict the risk management approach to
radiological sabotage or theft of NM. This approach allows other risks to be identified

where the impact is graded from minor to critical.

Germany’s cyber-risk approach [22] allows for variance between State regulation and

implementation by differing NPP operators.
HAZCADS [9] risk evaluation is consistent with PRA.

Canada HTRA [8] identifies all risks to the objectives of an organization. Types of risks,
such as safety, security, economic, and cybersecurity, are all identified and managed

similarly.

Key ap

IAEA CSRM [6] recommends evaluating all significant functions of an organjzati
provides a 5-level example that accounts for all digital assets associated with'a 1

US NRC [45] protection of SSEP functions could be a starting point forzincludin
functions and a common and comprehensive approach to risk management.

proach for Challenge 11 is:

[The Chinese cyber-risk approach [23] describes the process of choosing and t

on and
acility.

j other

hiloring

the security controls, including the advanced security capabilities, for industrial |control
systems.
7.7.4 Cross-reference table (Table 14)
Table 14 — ISO/IEC 27005:2018, 8.2:"Cross-reference table
Approach 1 2 3 4 5 6 7 8 9 10 11

China X X X X Key X X X Key
CIE Key X Key X X
France X X X Key X
Germafy X X X X X Key
HAZCADS X X Key X X X Key
HTRA Key X X Key Key X Key X
IAEA QSRM Key X X Key Key X Key Key
IEC 624143 Key Key X X X X X X
Russia X X X X X X
USNR( X X X X X X X Key
UK IS/PBSy, Key Key Key Key X Key Key X

7.8 ISO/IEC 27005:2018, 8.3 Risk analysis

7.8.1

Summary

Risk analysis involves the assessment of incident likelihood, consequences, and level of risk.
The purpose of risk analysis as it relates to cybersecurity risk for NPPs is to understand the
severity of impacts related to compromise. Conservative decision-making and the lack of
statistical data necessary to determine incident likelihood has limited risk analysis associated
with the ‘worst case’ impacts of compromise.
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7.8.2 Applicable challenges

Risk analysis is associated with all challenges.

Risk analysis of impacts (i.e., consequence severity) is associated with Challenges 1 (multiple
locations), 2 (inter-dependencies), 5 (national differences), 9 (excessive information), 10
(common and comprehensive process), and 11 (technology incompatibility).

Risk analysis of incident likelihood is associated with Challenges 1 (multiple locations), 2 (inter-
dependencies), 3 (incident likelihood determination), 4 (pre-developed components), 5 (national
differences), 7 (uncertainty vulnerabilities), 8 (uncertainty in threat), and 9 (excessive
information).

Level df risk assessments is impacted by all challenges. See Table 15.

Table 15 — ISO/IEC 27005:2018, 8.3: Applicable challenges

Challenge Description

1 Aggregate Risk of Multiple Units / Locations

Complexity of Interdependencies and Interactions

Incident Likelihood Determination

Unknown or Lacking Sufficient Detail for Pre-developed Components

Differences in cyber-risk approaches

Lack of abstract analysis methods

Uncertainty in Vulnerability / Susceptibjlity Analysis

Adversary Characterization Uncgéftainty

|| N[~ |DN

Excessive Information Volumé

N
o

Lack of a Common and Comprehensive Risk Management Process

-
-

Advanced Security Capabilities Incompatibility

7.8.3 Key approaches
Key apjproach for Challénge 1 is:

e |US NRC RG.5:71 [24], “Cyber Security Programs for Nuclear facilities,” [24] and NEI 08-
09, “Cyber/Security Plan for Nuclear Power Reactors,” [46] discuss the need to gerform
assessments of those digital assets that, if compromised, could potentially have|a high
adverse impact or consequence. The security applied to any device that protects multiple
Critical Digital Assets (CDAs) is at the same or greater level of the security than|that of
the protected CDAs Alternative methods to provide a function may have greater
importance to address this challenge.

Key approaches for Challenge 2 are:

e HAZCADS [9] application of STPA identifies UCAs and then associates them with
consequences. The risk analysis occurs in the evaluation of scenario-informed fault
trees. UCAs that are part of cut sets are assumed to be unmitigated and prioritized for
risk treatment. UCAs that are part of prevention sets are assumed to be mitigated (i.e.,
prevented) and can be accepted.

o UK IS/DBSy [34], [35] ensures that possible risks from interdependencies are evaluated
using same criteria as risk present in the I&C system infrastructure.
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Key approach for Challenge 3 is:

e The Chinese cyber-risk approach [23] provides a calculation method to estimate the loss
(i.e., consequences) and the likelihood of an incident.

Key approach for Challenge 4 is:

e UKIS/DBSy [34], [35] threat evaluation criteria can be used also to assess risks resulting
from modelling of the Supply chain and their use of pre-developed components.

Key approach for Challenge 6 is:

d_dpl[ . ANd JU A0 Ol
level) and the correct operation of the system/assets (system-level). This ahst
aids the analysis in prioritizing strategic risks to functions over tactical risks.

Key apjproaches for Challenge 7 are:

e |HAZCADS [9] uncertainty is addressed via conservative assumptions. The likeliffood of
a UCA that is not mitigated is set to a likelihood of ‘1’. Whereas.the likelihood ofla UCA
that is mitigated (i.e., prevented) is set to a likelihood of ‘0’.

e |IAEA CSRM [6] assumes all systems are vulnerable due t@ constraints to updating and
patching systems at NPPs. Therefore, denial of adveisary access to the sygtem is
prioritized.

Key apjproaches for Challenge 8 are:

e |Germany’s cyber-risk approach [22] identifies. this challenge and defines it ag a key
element of risk management.

e |HAZCADS [9] conservative assumptions for vulnerability/susceptibility reduce rgliance
on threat assessment and its associated uncertainty.

e |[Canada’s HTRA [8] lists threat agent capabilities and associates these capabilities to
consequences deriving threat~impact or gravity. This evaluation of threat [agents
minimizes the effect of uncertainty in analyzing risks.

e |[[AEA CSRM [6] leverages the Design Basis Threat and generates functional and
technical scenarios to“reduce uncertainty in threat assessment as it impadts risk
analysis.

o [I[EC 62443 [14])-threat characterization is captured within 62443-3-2 [40] Security Level
descriptions..The description creates graded levels to evaluate the protectiony of OT
systems.

o |UKIS/DBSY [34], [35] being a threat-based risk assessment uses threat characterisation
as input'for the risk analysis.

Key approaches for Challenge 9 are:

o |EC 62443-3-2 [40] utilizes two stages: (i) a risk analysis to define and implement DCSA,
leveraging a denial of access approach; and (ii) a risk analysis to implement measures
that reduce risks not addressed by the DCSA, possibly leveraging a denial of task
approach. The complementary approaches reduce the amount of information that needs
to be considered for each approach separately.

o UK IS/DBSy [34], [35] being a threat-based risk assessment uses threat characterisation
as input for the risk analysis.
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Key approaches for Challenge 10 are:

e HAZCADS [9] can be applied to any system where the control structure can be modelled.
However, in instances where Fault trees do not pre-exist, the effort to apply to all
systems and risks could be challenging. Risk methods that rely on existing analysis tools
and information may limit how widely an approach can be leveraged.

e Canada’s HTRA [8] provides tables to assist in risk analysis. In these tables, all risks
are addressed in an identical matter, such as safety, economic, security, and
cybersecurity.

e The UK IS/DBSy [34], [35] risk analysis criteria are well documented and consistently
applied throughout the lifecycle of the plant.

7.8.4 Cross-reference table (Table 16)
Table 16 — ISO/IEC 27005:2018, 8.3: Cross-reference table

Approach 1 2 3 4 6 9 10 1
Ching X X Key X X X X X X X X
CIE X X X X X
Gernpjany X X X X X X X Key X X X
HAZCADS Key X X Key Key X Key
HTRA X X X X X X Key X Key X
IAEA CSRM X X Kéy Key Key X
IEC 62443 X X X X Key Key
Rusgia X X
US NRC Key X X X X X X X X
UK 1$/DBSy Key Key. X X Key Key Key

7.9 SO/IEC 27005:2018, 8.4 Risk evaluation
7.9.1 Summary

Risk eyaluation begins withvan ordered set of risks based on severity and is compared against
risk criteria (evaluatiop.and acceptance). The risks are then prioritized for risk treatment.

7.9.2 Applicable challenges

Risk evaluation'is associated with all challenges.

The orglered set of risks considers many challenges (Challenges 3, 4, 8, and 9). Howeyer, the
prioritization of those risks depends on cyber-risk approaches (Challenge 5) and may demand
modification based on the lack of a common and comprehensive process (Challenge 10). Finally,
the risk priority may change with Challenge 1 if several sites have the same risk. Finally, an
abstract analysis method may be used to solve some of the other challenges. See Table 17.



https://iecnorm.com/api/?name=4853392b9e3f70bd25a7da9876a30733

- 52 - IEC TR 63486:2024 © IEC 2024

Table 17 — ISO/IEC 27005:2018, 8.4: Applicable challenges

Challenge Description

1 Aggregate Risk of Multiple Units / Locations

Complexity of Interdependencies and Interactions

Incident Likelihood Determination

Unknown or Lacking Sufficient Detail for Pre-developed Components

Differences in Cyber-risk Management

Lack of Abstract Analysis Methods

Uncertainty in Vulnerability / Susceptibility Analysis

Adversary Characterization Uncertainty

O || N[~ |W]|DN

Excessive Information Volume

N
o

Lack of a Common and Comprehensive Risk Management Process

-
-

Advanced Security Capabilities Incompatibility

7.9.3

Key ap

Key ap

Key ap

Key ap|

Key approaches

proach for Challenge 1:

threat activities that could have a wider impactyise., on the overall I&C archited
plant.

proaches for Challenge 2 are:
US NRC [24] has several controls that aim to cover interdependencies and inter
and simplify risk evaluation.

UK IS/DBSy [34], [35] ensures that accidental or malicious activities from
potentially impacting I&C system i.e., risks through their interfaces with other s
are part of the methodology;

proaches for Challenge 4 are:

US NRC [24] guidance recommends licensee/applicant testing (e.g., vulnerability
which is performed before the operational use of a CDA.

UK 1S/DBSy~[34], [35] modelling of the Supply chain and their interaction with t
systemsTallow the identification of threat activities that could impact pre-deV
compenents.

proaches for Challenge 7 are:

UK IS/DBSy [34], [35] abstract modelling of a full_ NPP will allow for the identification of

ture or

hctions

threats
ystems

scans),

he 1&C
eloped

Germany’s cyber-risk approach [22] identifies this challenge and defines it as a key

element of risk management.

IAEA CSRM [6] assumes that the likelihood of postulated scenarios is ‘1’ unless m

odified

by defensive control measures (such as the Defensive Computer Security Architecture

(DCSA). DCSA protections are accredited in scenario analysis that prevents or p
against adversary access to the vulnerable or susceptible system.

rotects

US NRC [24] guidance highlights the need for threat and vulnerability management that

includes vulnerability scans and assessments to reduce uncertainty.
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Key ap

Key ap

proaches for Challenge 8 are:

IAEA CSRM [6] assumes that the adversary can access systems via any attack pathway.
The scenarios evaluate the DCSA and other measures in reducing risks associated with

adversary access.

In the UK IS/DBSy [34], [35] threat characterisation and evaluation are key components

of the risk evaluation.

proach for Challenge 9 is:

UK IS/DBSy [34], [35] focus of interest will allow the analysis of threat actors accidental

or malicious activities in selected areas of the security model, reducing the vol

ume of

Key ap

information to be assessed.
proaches for Challenge 10 are:

France’s cyber-risk approach [44] bases risk analysis on impact grading-and co
the risk acceptance criteria for those risks. An adaptable risk acceptance criterig
that allows for modification and customizations would simplify challenges in apg
common and comprehensive risk process.

HAZCADS [9] relies upon PRA elements (i.e., Fussell-Vesely interval, Birn
measure) to evaluate risk. These elements can be commonly applied but requ

IEC 62443 [14] is an international standard for InQustrial Automated Control S
(IACS) or Operational Technology (OT) systems. It broadly addresses
infrastructure risks and classifies them into. categories A, B, and C. These
generally applied to most NPP consequences\(other than radiological sabotage a
of NM) to produce a common and comprehensive process. Many national s
institutes widely adopt parts of IEC 62443:

criteria and grading.

nsiders
matrix

lying a

baum’s
ire the

tools and information on the associated systems and risks, which may not be available.

ystems
critical
can be
d theft
ndard

[The Russia cyber-risk approach [29]3{30], [31], [32] provides common risk acceptance

7.9.4 Cross-reference table (Table 18)
Table 18 — ISOHEC 27005:2018, 8.4: Cross-reference table

Approach 1 2 3 4 5 6 7 8 9 10 1
China X X X X X X X X X X X
France Key
Germafy Key X
HAZCADS X X X X X X Key
IAEA JSRM X X X Key Key X X
IEC 62543 XK X XK X X Key
Russia Key
US NRC X Key X Key X X Key X X X X
UK IS/DBSy Key Key Key X Key Key X
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7.10 ISO/IEC 27005:2018, 9.1 General description of risk treatment

7.10.1

Risk treatment takes a prioritized list of risks and develops a risk treatment plan to:

Summary

a) modify,

b) retain,

c) avo

id, or

d) share the risks. NPP cybersecurity has historically focused on the modification of risks
through the application of controls with some retention.

7.10.2

Applicable challenges

Risk treatment is associated with Challenges 1-3, 5, and 7-9.

For ex
multipl
options
as con
in nati
toleran

hmple, risk treatment is impacted by Challenges 1, 3, 5, and 7. Theraggregate
b units/locations may result in different prioritization or incur costsyto modify thg
(like avoidance) may be beneficial. Additionally, Challenge 3 makes risk sharing
bequences may be severe and beyond a third party’s ability to cover. Finally, diffg
bnal risk management may demand different risk treatment options based

ce thresholds. See Table 19.

Table 19 - ISO/IEC 27005:2018, 9.1: Applicable challenges

risk of
t other
Hifficult
rences
bn risk

Challenge

Desgription

1

Aggregate Risk of Multiple Units / Locations

Complexity of Interdependenciés and Interactions

Incident Likelihood Determination

Unknown or Lacking Sufficient Detail for Pre-developed Components

Differences in Cyber-risk Approaches

Uncertainty in Vulnerability / Susceptibility Analysis

Adversary‘Characterization Uncertainty

© || N[N

Excessive Information Volume

7.10.3

Key ap|

Key approaches

proach\fer Challenge 2 is:

UK/ IS/DBSy [34], [35] provides a specific set of controls that can be applied ]o risks

Key approaches for Challenge 3 are:

France’s cyber-risk approach [44] identifies security risks, that are formally noted by the
operator. Furthermore, this approach requires the operator to install all security updates,
except when there are justified technical or operational difficulties.

IAEA CSRM [6] leverages conservative assumptions in assuming that the threat of
radiological sabotage and theft of NM is present unless justified by a formal analysis and
demonstrated with the necessary rigour.

Key approach for Challenge 4 is:

The Russian approach [29], [30], [31], [32] which, during the risk analysis, identifies
possible security controls to mitigate the risks found within pre-developed components.
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Key approach for Challenge 5 is:

e |AEA CSRM [6] provides a hierarchical list of unacceptable consequences that may
inform the application of a graded approach in the regulation of IAEA Member States.

Key approaches for Challenge 7 are:

e France’s cyber-risk approach [44] demands verification of the security controls. The
verification process allows the operator to reduce uncertainty within the
vulnerability/susceptibility input documents.

e Germany’s cyber-risk approach [22] requires a risk treatment plan as part of the risk
management process. All risks shall be avoided, mitigated, or accepted.

e |USNRC RG 5.71 [24] and NEI 08-09 [46] guidance on vulnerability analysis andygngoing
effectiveness analysis of applied security controls. The guidance prompts dicensees to
be “aware of evolving cybersecurity threats and vulnerabilities” and ‘be” “aware of
advancements in cybersecurity protective strategies and security controls.”

Key apjproach for Challenge 8 is:

e [The UK IS/DBSy [34], [35] controls level consider their use ac€ording to the thredt level.
More rigorous controls are applied to highest threat level.

Key approach for Challenge 9 is:

e [The UK IS/DBSy [34], [35] control sets can be applied independently to the selected
focus of interest in the assessment scope, thusyallowing for the amount of infofmation
to be reduced to manageable levels.

7.10.4| Cross-reference table (Table 20)
Table 20 — ISO/IEC 27005:2018, 9.1: Cross-reference table

Approach 1 2 3 4 5 6 7 8 9 10 1
Ching X X X X
Frange X Key Key
Gernjany X Key X
HAZCADS
HTRA X X X X
IAEA CSRM Key Key X
IEC 62443 X X X X
Russjia Key X
US NRC X X X Key
UK IS/DBSy X Key X Key Key

7.11 ISO/IEC 27005:2018, 9.2 Risk modification
7.11.1  Summary

Risk modification is the traditional approach to risk treatment for cybersecurity risks at NPPs.
It involves the application of security controls to modify (lessen) the level of risk.
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7.11.2 Applicable challenges

Risk treatment is associated with all challenges. For example, the aggregate risk of multiple
units/locations (Challenge 1) would require modification at all units and leads to the potential
for a diverse set of controls. Risk modification needs to consider that security controls can also
bring about vulnerabilities that could be used to attack sensitive assets.

Also, Challenges 3, 8, and 9 reflect the difficulty in qualitatively or quantitatively assessing risk.
Providing a specific value for the risk and modifying that value based on the implementation of
control is difficult. Challenges 5 and 10 may impact the assigned value of the risk before the
residual risks can be determined to be acceptable.

Finally] Challenges 11 make continual monitoring and assessment of control effectiveness
difficul{. See Table 21.

Table 21 — ISO/IEC 27005:2018, 9.2: Applicable challenges

Ghallenge Description

1 Aggregate Risk of Multiple Units / Locations

Incident Likelihood Determination

Unknown or Lacking Sufficient Detail for Pre-developed Components

Differences in Cyber-risk Management

Uncertainty in Vulnerability / Susceptibility Analysis

Adversary Characterization Uncertainty

© || N|O|d|®

Excessive Information Volume

10 Lack of a Common and Comprehensive Risk Management Process

11 Advanced Security Capabilities.ilncompatibility

7.11.3| Key approaches
Key apjproach for Challenge 1s;

o |UK DBSy [34], [35].provides controls that can be applied at the plant or plants level, i.e.,
controls that wodld help mitigating risks impacting various systems.

Key apjproach for Challenge 3 is:
e |France’s ¢yber-risk approach [44] identifies security risks, that are formally noted by the

operator. Furthermore, this approach requires the operator to install all security updates,
except when there are justified technical or operational difficulties.

Key approaches for Challenge 4 are:

e |AEA CSRM [6] recommends both DCSA and baseline measures to provide facility-wide
protection against uncertainty associated with pre-developed components. Additional
recommendations are to perform tests to evaluate the cybersecurity of key pre-
developed components to acquire information to support risk management and inform
potential additional controls.

o UK IS/DBSy [34], [35] provides controls to mitigate risks related to the Supply Chain and
the use of pre-developed components.
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Key approaches for Challenge 7 are:

Key a

Key a

IAEA CSRM [6] recommended performance testing could also be applied to other
and components to identify vulnerabilities and provide additional information, t
reducing uncertainty in Vulnerability/Susceptibility Analysis.

assets
hereby

UK IS/DBSy [34], [35] assurance activities allow for the identification of compensatory
controls when the technology used to deliver I&C systems is not compatible with modern

technical controls.

pproaches for Challenge 10 are:

France’s cyber-risk approach [44] is not restricted to regulatory risks. It allows the

operator to manage all significant risks.

Germany’s cyber-risk approach [22] requires all unacceptable risks to be modifie
acceptable level.

HAZCADS [9] introduces three classes of control methods:

a) Protect;

b) Detect;

c) Respond and Recover, which could be applied regardless of the type of risk.

regardless of cause, and these shall be modified.

pproaches for Challenge 11 are:

controls are incompatible with the system.

d to an

Canada’s HTRA [8] considers all unacceptable residual” risks in a similar manner

US NRC [24] guidance allows for the use -of alternate controls when recommended

e |UK IS/DBSy [34], [35] provides advanced security controls at DEFEND level that [nclude
the use of SOC, network and host menitoring and robust MFA objectives.
7.11.4| Cross-reference table (Table"22)
Table 22 — ISO/IEC-27005:2018, 9.2: Cross-reference table

Approach 1 2 3 4 5 6 7 8 9 10 11
Ching X X X X X X X
CIE X X X
Frange X Key X Key X
Gernpany X X X X Key
HAZCADS X X X X X Key
HTRA X X X X X Key -
IAEATTSRM Key X Key X X X
IEC 62443 X X X X X X X
Russia X X X X
US NRC X X X X X X X Key
UK IS/DBSy Key Key X Key X Key
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7.12 ISO/IEC 27005:2018, 9.3 Risk retention
7.12.1 Summary

Risk-retention is permitted when the level of risk meets the risk acceptance threshold. NPP
cybersecurity generally considers impacts on safety, security, and emergency preparedness
functions that have the potential to lead to (or support) scenarios that result in unacceptable
radiological consequences or theft of nuclear material.

7.12.2 Applicable challenges

Risk-retention is affected by Challenges 1, 5, 7, and 10. Challenge 1 may result in an aggregate
risk thgtecannotberetained—compared-toindividuatunits—Atso—Chattenges5and-t0-affect the
risk acgeptance threshold (by

O O arvradoar o - U d

J U , A 9 i v
raising or lowering it based on national risk tolerance)-

Challenge Description
1 Aggregate Risk of Multiple Units / Locations
5 Differences in Cyber-risk Management
7 Uncertainty in Vulnerability / Susceptibility Analysis
8 Adversary Characterization Uncertainty
10 Lack of a Common and Comprehensive Risk*Management
Process

7.12.3| Key approaches
Key apjproach for Challenge 1 is:

e |UK IS/DBSy [34], [35] allows to produce an overall plant I&C security cage that
consolidates the risk assessment from multiple systems thus allowing for an evgluation
of risks impacting plant level.

Key apjproaches for Challenge 5 are:

e |Germany’s cyber-risk (@approach [22] demands a similar level of documentation of
retained risks and a formal acceptance process, including the approving authoritig¢s. The
German cyber-risksapproach allows acceptance of differing methods, such as BSI-200
or ISO/IEC 27004 _]2].

e |US NRC [24)\applies a graded approach during the cyber risk assessment for gcaling
the security.controls applied to a given digital asset that may minimize differepces in
national risk management.

Key apjproaches for Challenge 7 are:

e Germany’s cyber-risk approach [2Z2] demands a similar level of documentation of
retained risks and a formal acceptance process, including the approving authorities.

e |AEA CSRM [6] highlights the challenge of determining the efficacy of administrative
controls (e.g., procedures) to reduce exposure of vulnerabilities or correct susceptible
elements of systems which in turn increases uncertainty in Vulnerability/Susceptibility
Analysis and adversary impact retained risks.

e US NRC [24] guidance identifies assurance activities such as vulnerability analysis as a
key element in reducing uncertainty.

e UK IS/DBSy [34], [35] overall security case will consider cumulative risks to legacy
systems and reassess compensatory measures to further treat those risks.
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Key approach for Challenge 8 is:

e |AEA CSRM [6] details how administrative measures are not to be solely relied upon for
an extended time since uncertainty in threat capabilities or access may lead to increases
in retained risks that may exceed acceptable levels.

Key approaches for Challenge 10 are:

e France’s cyber-risk approach [44] allows for the operator to retain risk if determined to
be not significant, and this shall be a formal decision by the operator.

e US NRC [24] considers the protection of SSEP functions as a starting point for
developing a common and comprehensive risk management process.

7.12.4| Cross-reference table (Table 23)

Table 23 — ISO/IEC 27005:2018, 9.3: Cross-reference table

Approach 1 2 3 4 5 6 7 8 9 10 1

Ching X X

Frange X X Key
Gernpjany X Key Key X X

HTRA X X X X

IAEA CSRM Key Key

Rusdia X

US NRC X Key Key X Key

UK 1$/DBSy Key X Key X X

7.13 ISO/IEC 27005:2018, 9.4 Risk avoidance
7.13.1| Summary

Risk ajoidance is an option that stops”or eliminates an activity to avoid the risk associatped with
that activity. As with other industries, complete avoidance of cybersecurity risks is unllkely to
be ac:leved. NPPs are assoclated with URC and nuclear material; however, the depepdence
on conputer-based systems and programmable hardware devices might be reduced t¢ avoid
specifig¢ risks.

7.13.2| Applicablechallenges

Risk agvoidancé‘)is associated with all challenges except for Challenge 11 (tecHnology
incompatibility»: Particularly, risk avoidance is affected by Challenges 1, 5, 8, and 9. Risk
avoidahce may be to avoid reusing common components and technologies in sensitiveg digital
assets [toJimit Challenge 1. Risk avoidance could also limit the number of countries to Jicense
to reduce Challenge 5. However, both potential options would limit the scalability and adversely
impact economic considerations.

Challenges 8 and 9 further limits the risks that can be avoided. See Table 24.
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Table 24 — ISO/IEC 27005:2018, 9.4: Applicable challenges

Challenge Description

1 Aggregate Risk of Multiple Units / Locations

Complexity of Interdependencies and Interactions

Incident Likelihood Determination

Unknown or Lacking Sufficient Detail for Pre-developed Components

Differences in Cyber-risk Management

Lack of Abstract Analysis Methods

Uncertainty in Vulnerability / Susceptibility Analysis

Adversary Characterization Uncertainty

O || N[~ |W]|DN

Excessive Information Volume

N
o

Lack of a Common and Comprehensive Risk Management Process

7.13.3

Key ap|

7.13.4

Key approaches
proach for Challenge 7 is:

Germany’s cyber-risk approach [22] recognizes the uncertain

Cross-reference table (Table 25)

Table 25 - ISO/IEC 27005:2018,°9:4: Cross-reference table

vulnerability/susceptibility and prioritizes avoidance of tisks affected by this unce]

y in
rtainty.

Approach 1 2 3 4 5 6 7 8 9 10 1
CIE X X X X X
France X X
Germany X X Key X X
HTRA X X
Riissia X X

7.14
7.14.1

Risk sh
cases,

SO/IEC 27005:2018, 9.5 Risk sharing
Summary

aring jnvolves another party that can most effectively manage a particular risk. |
this is risk transfer to a supplier/vendor where they apply cybersecurity controls

sharind

N many
or risk

r NPP

cybersecurity, the operator and the State share the most severe consequences of NM theft and

URC.

7.14.2

Applicable challenges

Risk sharing is associated with all challenges except for Challenge 1. Particularly, Challenges
1, 3, 5, and 10 result from the severe consequences of URC and NM theft, resulting in
differences in risk tolerance and limiting entities that can share risks associated with these
consequences. Challenges 6, 7, and 9 are related as they may not be associated with severe
consequences but cannot be shared or transferred due to the complexity of the analysis and
the potential for error. See Table 26.
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Table 26 — ISO/IEC 27005:2018, 9.5: Applicable challenges

Challenge Description
2 Complexity of Interdependencies and Interactions
3 Incident Likelihood Determination
4 Unknown or Lacking Sufficient Detail for Pre-developed Components
5 Differences in Cyber-risk Management
6 Lack of Abstract Analysis Methods
7 Uncertainty in Vulnerability / Susceptibility Analysis
8 Adversary Characterization Uncertainty
9 Excessive Information Volume
10 Lack of a Common and Comprehensive Risk Management Process
11 Advanced Security Capabilities Incompatibility

7.14.3| Key approaches
Key apjproach for Challenge 7 is:

e |Germany’s cyber-risk approach [22] recognizes the uncertainfy in
vulnerability/susceptibility and demands formal approval of risk sharing of those risks
affected by this uncertainty.

Key approach for Challenge 11 is:

o |IEC 62443-4-2 [37] addresses the need.for components to have security capapilities.
These component requirements allow risk assessments to determine whether a supplied
component meets the security leveltarget. Suppliers of components will likely need to
maintain and update these capabilities to ensure their continued effectijeness.
IEC 62443-4 [36], [37] recognizes that suppliers of these components will need to be
managed, and risk is shared between the suppliers and the operator.

7.14.4| Cross-reference table (Table 27)

Table 27.=1SO/IEC 27005:2918, 9.5: Cross-reference table

Approach 1 2 3 4 5 6 7 8 9 10 1
CIE X X X X X
Germany X X Key X X
IE|C 62443 X X X Kgy

7.15 ISO/IEC 27005:2018, Clause 10 Information security risk acceptance
7.15.1 Summary

Risk acceptance involves a decision to accept risks. Risk acceptance is limited for NPP
cybersecurity for those risks associated with URC and theft of NM due to national requirements
and regulations. However, risk acceptance approaches for those risks not associated with these
consequences are diverse.
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7.15.2 Applicable challenges

Risk acceptance is associated with all challenges. Risk acceptance is limited by Challenges 1,
3, 5, and 8, which address severe consequences and resulting differences in national security
threats and risk tolerance. Challenges 2, 4, 7, and 8 address the uncertainty involved in risk
evaluation and hence the level of risk, prioritizing conservative decision making, thus limiting
risk acceptance. Challenges 6 and 10 involve potential processes that can be used to accept
all risks by reducing uncertainty in the level of risk and minimizing national differences. See
Table 28.

Table 28 — ISO/IEC 27005:2018, Clause 10: Applicable challenges

Challenge Description

1 Aggregate Risk of Multiple units or locations

Complexity of Interdependencies and Interactions

Incident Likelihood Determination

Unknown or lacking sufficient detail for pre-developed components

Differences in Cyber-risk Management

Lack of Abstract Analysis Methods

Uncertainty in Vulnerability / Susceptibility Analysis

Adversary Characterization Uncertainty

Ol | N[N

Excessive Information Volume

_
o

Lack of a Common and Comprehensive Risk Management Process

=N
=N

Advanced Security Capabilities Incompatibility

7.15.3| Key approaches
Key apjproach for Challenge 3 is:

e |France’s cyber-risk approach [44] requires verification of retained risks. A securify audit
allows for a reduction imuncertainty associated with likelihood.

Key apjproach for Challenge 4 is:

e |France’s cyber-risk approach [44] requires verification of retained risks. A securily audit
allows for areduction in uncertainty associated with pre-developed components.

Key apjproachgs for Challenge 5 are:

e |Germany’s cyber-risk approach [22] allows for differing approaches that attain a|similar
level of risk management effectiveness and acceptance by the national authority]

e The US NRC [24] cyber-risk approach aligns with the risk management approach
discussed in ISO/IEC 27005 [5] except for the risk acceptance criteria. US NRC
guidance recognizes that regulatory considerations and risk profiles from the different
Member States drive risk acceptance criteria.

Key approach for Challenge 7 is:

e France’s cyber-risk approach [44] requires verification of retained risks. A security audit
allows for a reduction in uncertainty associated with likelihood.

Key approach for Challenge 10 is:

e France’s cyber-risk approach [44] requires a formal decision by the NPP operator to
retain risks.
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7.15.4 Cross-reference table (Table 29)

Table 29 — ISO/IEC 27005:2018, Clause 10: Cross-reference table

Approach 1 2 3 4 6 7 8 9 10 1
China X X X X X X X X X X
France X X Key Key X Key X Key
Germany X X X X Key X X X X X
HTRA X X X X X X X X X X
Russia X X X X X X
US NRC X X X X Key X X X X
UK 1$/DBSy X X X X X X X

7.16 |ISO/IEC 27005:2018, Clause 11 Information security risk communication ang
consultation

7.16.1| Summary

Risk cqmmunication needs to cover the normal and emergency.operations of an NPP. F

br NPP

cybersecurity, there are many stakeholders, both internal (within the operator) and external

(regulators, public). Risk communication plans need to berdeveloped to detail how risk

managpd and communicated.

7.16.2| Applicable challenges

will be

Risk communication is associated with all challehges. Each of these challenges affedts how
risks afe communicated and the uncertainty, associated with risk management activitigs. See

Table 30.
Table 30 — ISO/IEC 27005:2018, Clause 11: Applicable challenges
Challenge Description
1 Aggregate Risk of Multiple units or locations
2 Comptexity of Interdependencies and Interactions
3 Incidént Likelihood Determination
4 Unknown or Lacking Sufficient Detail for Pre-developed Components
5 Differences in Cyber-risk Management
6 Lack of Abstract Analysis Methods
7 Uncertainty in Vulnerability / Susceptibility Analysis
8 Adversary Characterization Uncertainty
9 Excessive Information Volume
10 Lack of a Common and Comprehensive Risk Management Process
11 Advanced Security Capabilities Incompatibility
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Key approaches

proaches for Challenge 2 are:

Germany’s cyber-risk approach [22] recognizes the challenges due to complexities

resulting from differing cyber-risk approaches. This challenge results from Chall

enge 5

in differing risk management processes that place increased demands on NPP operators

and regulators to perform equivalency evaluation.

US NRC [24] recognizes that individual stakeholders may have different perspectives
and considerations regarding the importance and impact of various situations and

events. These differences are factored into risk communication plans and
interdependencies among the various stakeholders’ efforts and the impact

reflect
these

Key ap|

Key ap|

Key ap

Key ap

Key ap

differences will have on their interactions.
proach for Challenge 3 is:

France’s cyber-risk approach [44] requires verification of retained risk§~A securi
allows for a reduction in uncertainty associated with likelihood.

proach for Challenge 4 is:

France’s cyber-risk approach [44] requires verification of rétained risks. A securi
allows for a reduction in uncertainty associated with pre~developed components.

[The Russian cyber-risk approach [29], [30], [31], [32Dusing the national wide {
catalogue of the pre developed components security flaws.

proach for Challenge 6 is:

IAEA CSRM [6] tiered approach that prioritizes abstraction simplifies communicat
consultation with senior leadership and:management without the need to detail c
cybersecurity elements.

proach for Challenge 7 is:

France's cyber-risk approaeh [44] requires a formal decision by the NPP ope
retain risks.

proaches for Challenge 9 are:

HAZCADS [9]is—simplified if fault trees and PRA reports exist, limiting th

organizationnwould also simplify consultation with other departments and risk @
However\if no PRA experience exists, the effort may be excessive, and this effq
create-excessive information.

IAEA-CSRM [6] module approach to both facility and system risk allows for the re

y audit

y audit

ecurity

on and
bmplex

ator to

€ new

information that” shall be created or evaluated. The familiarity of PRA within the

wners.
rt may

Huction

f\the information that needs to he communicated faor each rpqnirpd nm‘pn‘r

The Russia cyber-risk approach [29], [30], [31], [32] establishes a nation-wide security

incident catalogue.


https://iecnorm.com/api/?name=4853392b9e3f70bd25a7da9876a30733

IEC TR 63486:2024 © IEC 2024 - 65—

Key approaches for Challenge 10 are:

e France’s cyber-risk approach [44] requires a formal decision by the NPP operator to
retain risks.

Germany’s cyber-risk approach [22] allows for differing risk management approaches,
which impacts consultation.

HAZCADS [9] is a way PRA processes could be leveraged to support cybersecurity
analysis, thereby increasing the potential for a common and comprehensive approach
to managing all types of risks.

IAEA CSRM [6] focus on functions allows for integration into existing management
systems and supports a common and comprehensive risk management approach.

e [The Russian cyber-risk approach [29], [30], [31], [32] provides a nation-wide>gecurity
incident logging facility and defines a common format for security incident descriptions.

e [US NRC [24] details two distinct areas for communication and consultation for the
cybersecurity team (CST) — internal and external. Potential differences)exist in fhe risk
management processes between these areas — and betweendifferent external
stakeholders. Risk communication plans identify and address thesé-issues and dglineate
decision makers in the various scenarios.

7.16.4| Cross-reference table (Table 31)
Table 31 — ISO/IEC 27005:2018, Clause 11: Cross-reference table

Approach 1 2 3 4 5 6 7 8 9 10 1
CIE X X X X X
France X X Key Key X Key X Key
Germany X Key X X X X X X X Key X
HAZCADS X X X X X Key Key
HTRA X X X X X X X X X X
IAEA CSRM X X X Key X X Key Key
IEIC 62443 X X X X X
Riissia X Key X X Key Key
U NRC X Key X X X X X X X Key X

7.17 ISO/IEC 27005:2018, Clause 12 Security risk monitoring and review
7.17.1| Summary

Monitofing.,and review need to include risk factors and risk management. Risk factors (Malue of
assets, threats, vuinerabitities, tiketitoodof occurrence) may change over time, whereas the
risk management process may need to be improved based on operational experience.

7.17.2 Applicable challenges

Information security monitoring and review are associated with all challenges. For example,
Challenges 1, 3, 4, 7, 8, 9, and 11 are likely to impact how risk factors are reviewed and
monitored. Challenges 5, 6, and 10 can be impacted by changes or improvements to risk
management, either by the operator or another stakeholder (e.g., a stakeholder). See Table 32.
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Table 32 - ISO/IEC 27005:2018, Clause 12: Applicable challenges

Challenge Description

1 Aggregate Risk of Multiple units or locations

Complexity of Interdependencies and Interactions

Incident Likelihood Determination

Unknown or lacking sufficient detail for pre-developed components

Differences in cyber-risk Management

Lack of abstract analysis methods

Uncertainty in Vulnerability / Susceptibility Analysis

Adversary Characterization Uncertainty

O || N[~ |W]|DN

Excessive Information Volume

N
o

Lack of a Common and Comprehensive Risk Management Process

-
-

Advanced Security Capabilities Incompatibility

7.17.3| Key approaches
Key apjproach for Challenge 1 is:

e |The application of UK IS/DBSy [34], [35] in NPPs ineludes the requirement to review and
update the overall plant risk assessment at perigdic intervals.

Key apjproach for Challenge 3 is:

e |France’s cyber-risk approach [44] requires re-examination of the risk assessmegnt and
approval every three years and when, an event or an evolution modifies the context of
the system unacceptable events oceurs.

Key apjproach for Challenge 4 is:

e |France’s cyber-risk approach [44] requires re-examination of the risk assessmegnt and

approval every three years, and when an event or an evolution modifies the ccr)TTtext of
the system, e.g. when new significant information on a pre-developed component
become known.

Key apjproach for Challenge 6 is:

e |[IAEA CSRM’s [6] facility-level analysis minimizes the impact of minor events pr new
incidents-allowing for planned and systematic risk assessments at the strategic level.

Key apjproaches for Challenge 7 are:

e France’s cyber-risk approach [44] requires re-examination of the risk assessment and
approval when there is an adverse change in uncertainty for vulnerability/susceptibility.
For example, disclosure of new vulnerabilities or reports of active exploitation will affect
the validity of the vulnerability analysis.

e Germany’s cyber-risk approach [22] recognizes the uncertainty in
vulnerability/susceptibility and prioritizes reviewing the risks affected by this uncertainty.

e |AEA CSRM [6] recommends a review if changes in vulnerability are identified.
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Key ap

US NRC RG 5.71 [24] describes a cybersecurity life cycle as a good concept to plan for
periodic reviews. This concept allows for a determination that the effectiveness of the
implemented controls has not been adversely impacted by changes in the system,
network, environment, or emerging threats. Of these four factors, emerging threats are

of great concern, and the resulting uncertainty presents a significant challenge

to any

recurrent vulnerability scan/assessment or other means of determining the continued

effectiveness of implemented controls.
proaches for Challenge 8 are:

IAEA CSRM [6] recommends a review if changes in threat are identified.

The UK IS/DBSy [34], [35] review includes a re-assessment of the threat environment

with the objective to consider changes in adversarial threats.

Key approaches for Challenge 9 are:
e |Germany’s cyber-risk approach [22] recognizes the challenge withmonitoring and
review, including an analysis of risks associated with an immense amount of inforpnation.
e [The UK IS/DBSy [34], [35] allows for reviews and updates of the-security risks peitaining
to specific I&C system(s), for example when a system is changed; upgraded, or replaced.
Key apjproach for Challenge 10 is:
e |[France’s cyber-risk approach [44] requires a re-examination of the risk approvdl when
new significant risks are identified or every three y&ars.
7.17.4| Cross-reference table (Table 33)
Table 33 — ISO/IEC 27005:2018, Clause 12: Cross-reference table
Approach 1 2 3 4 5 6 7 8 9 10 1
Ching X X X X X X X X X
CIE X X X
Frange X Key Key Key X Key
Gernjany X X Key X Key X
HTRA X X X X X X X X X
IAEA CSRM X X Key | Key X
IEC 62443 X X X X X X X X X
Russdlia X X X
US NRC X X X X Key X X X X
UK 1$/DBSy Key X X X X Key | Key X

7.18 Overall summary of approaches to challenges

Describe how the table was created and how it can be a quick lookup of challenges and practical

approa

ches.
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Table 34 summarizes the analysis and the coverage of key insights to any ISO/IEC 27005:2018
[5] clause. Some notable elements are:

Challenge 1 has little coverage, and only one approach has a key insight. This exclusion

may reflect that NPP risk management does not appropriately consider common
failure resulting from compromising of common or similar design elements.

Challenges 2-4 and 6-10 have good coverage and many key insights. This co

cause

verage

may be due to strong relation to existing elements of ISO/IEC 27005:2018 [5] with

additional guidance for NPP specificities.

Challenge 5 has moderate coverage and few insights. This moderate coverage may be

due to many of the approaches being evaluated as part of this document being

HAZCADS [9], d.o not covér this challenge. The IAEA CSRM [6] is a

Challenge 11 has very little coverage and only two approaches have ca“Key
including the Chinese cyber-risk approach [23] which describes a procé€ss for se
and tailoring the security controls which includes advanced security Capabilitie
lack of widespread coverage across approaches is likely due to many risk appr

standard or approach that recommends or requires spec€ific technologie
implementations would need to be updated more frequently to keep pace with tech
changes and new implementations (e.g., virtualization, ccyptography).

Table 34 — Summary of approaches to challenges

notable gxc¢

cyber-
0] and
ption.
insight
lecting

s. The
baches

prioritizing performance-based or outcome-focused normative . guidance. Therefore, a

s and
nology

Approach 1 2 3 4 5 6 7 8 9 10 11
Ching X Key Key X Key X Key X X Key Key
CIE Key Key Key X X X
Frangte X X Key Key X Key X Key X
Germany X Key X Key. Key X Key X X Key X
HAZCADS Key Key Key Key Key Key Key
HTRA X Key X Key X X Key Key Key Key X
IAEA CSRM Key Key Key Key Key Key Key Key Key
IEC 62443 Key X Key X Key Key Key Key Key
Rusdia X X X Key X X X Key Key X
US NRC Key Key X Key Key X Key X X Key Key
UK I$/DBSy Key Key Key Key Key Key Key Key

8 Canclusions

ISO/IEC 27005 [5] provides a generic domain-independent framework for information security
risk assessments but does not consider the specific consequences associated with NPPs.
Additionally, nuclear power is a heavily regulated industry that demands a certain level of
effectiveness in cybersecurity risk management. The specific nuclear risks need to be identified
by the threat and risk analysis team and are to be based on the applicable DBT.

Current cyber-risk approaches share many common elements with ISO/IEC 27005:2018 [5]
while addressing some or all identified challenges in Clause 7. Additionally, the guidance within
these cyber-risk approaches enhances (builds upon) the existing framework of IEC 62645 [1]
with respect to risk management. The cyber-risk approaches are complementary and not
contradictory, as detailed in the analysis of Annex A through Annex K.
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A future IEC risk management standard for NPP operators may consider the identified key
insights from the cyber-risk approaches evaluated for this document. A summary of the key
insights for consideration in a potential new standard is as follows:

Challenge 2 is related to complexity of interdependencies and interactions. China [23], CIE
[10], Germany [22], HAZCADS [9], IAEA [6], US NRC [24] provide key insights. The IAEA
provide identifies significant categories of common interdependencies and interactions with
the potential to inform incident scenarios, likelihood, impacts, threats, and vulnerabilities.
Additionally, other methods such as HAZCADS [9] provide a framework to investigate or
consider unique interdependencies and interactions within I&C systems and EPS.
Therefore, a taxonomy of interdependencies and interactions, listings of specific
dependencies, and scenarios that detail how adversaries (e.g., direct and indirect threats
fro ; -

Challenge 3 is related to uncertainty in incident- scenario likelihood determination.
itional physical protection approaches are highly dependent upon scenarios| based
updn the national threat assessment or DBT [47]. Conversely, cybersecurity DBT and
scenarios are not as well known or established. Many cyber-risk approachés such IAEA
[6],|CIE [10], and France [44] provide key insights. EBIOS [11], [12] idéntifies securily risks
that could inform the development of scenario sets that are consistently applied jy NPP
op¢grators, similar to a DBT. The IAEA [6] recommends two sets of scenarios, functiopal and
technical ones, that align with the two-tiered analysis. CIE [10] incorporates principles of
sequrity culture to limit human error as the initiating event of a scenario, and glanned
res|lience. Planned resilience demands a set of incident scenarios for which the system or
facility can be protected against. Therefore, a standard set (or catalogue) of scenarips may
be p single set for all significant risks and tiers or separate sets of scenarios to gddress
eadh class of risks or tiers.

Challenge 4 is related to unknown or lacking sufficient detail for pre-developed components.
Thgre are many key insights from the cyber-risk approaches including Russia FSTEC [31]
that provides the set of requirements :and methodologies to estimate and gddress
vuIIerabiIities in hardware and software,

Challenge 6 is related to the lack of¢abstraction methods to support cybersecurjty risk
mapagement. Historically, NPP cybersecurity risk management is based upon impleented
and in service systems with a heavy reliance on actual implementation (e.g., asset-centric).
Hoyever, many cyber-risk approaches such as the IAEA [6], IEC 62443 [14], and HAZCADS
[9]1,/IEC TR 63415 [33] recomimend use of abstraction to allow for multiple tiers (iterfations)
of risk assessments to address strategic and tactical risks separately. Abstractipn can
engble a high degree.of compartmentalization or modular activities would decregse the
amount of information)needed to perform an effective analysis (i.e., Challenge 9).

Challenges 7 and.8 are addressed via risk modification values that can be accfedited
independently)within each of the tiers of risk assessment. A standard method to accr¢dit the
risk modification value of common controls. A template of DCSA and other key copmmon
conftrols would minimize some challenges in evaluating their benefits. Coupled with dbstract
methods_or tiered approaches, the iterative risk assessments can apply differing apalysis
technigtes. For example, IEC 62443 [14] and IAEA [6] both recommend an initial d¢nial of
access analysis to identify controls such as the DCSA that deny adversary access to an
attack pathway. The subsequent analysis applies a denial of task approach to eliminate
vulnerabilities, detect their exploitation, and mitigate the consequences of compromise of
the I1&C system. Therefore, common controls (such as DCSA) resulting from the application
of diverse approaches reduce the impact to risk from the uncertainty in vulnerability analysis
and the uncertainty in adversary characterization.

Challenge 9 is addressed through the use of existing mature processes from other domains
improves information acquisition and analysis to simplify the rationalization of large volumes
of information, addressing Challenge 9. HAZCADS [9] leverages existing PRA approaches
that are common to manage NPP safety risks. By leveraging existing approaches, PRA tools
and technologies simplify the structure, analysis, and presentation of large amounts of
information (e.g., computer models, system notebooks).
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e Challenge 10 is related to a common and comprehensive risk management framework to
address all types of risks (cybersecurity, regulatory, non-malicious). Cyber-risk approaches
such as IEC 62443-1-1 [14], ISO/IEC 27005 [5], and HTRA [8], provide for taxonomy that
can be used to relate or describe risks in a similar manner. For example, HTRA [8] provides
new criteria (e.g., threat impact or gravity) that is a composite score of attributes associated
with all risks. These composite scores allow for a common and comprehensive risk
evaluation process addressing all risks using a single composite score. Alternatively,
alternate taxonomies for non-regulatory risks could still leverage the same risk management
processes with differing risk acceptance criteria. Finally, additional security degrees could
be established for different classes of risks (i.e., not I&C systems or EPS).

e Challenges associated with uncertainty is addressed by HTRA [8] and IEC 62443 [14] that
. . . S vide a
re key

e NPP cybersecurity risk management demands large amounts of information” to perform
effdgctive and comprehensive risk assessment. Cybersecurity was not consSidered within the
initial design and construction of the existing NPP fleet. The analyses”in this dogument
revealed very few key insights regarding advanced cybersecurity technologies to support
risi management. Additionally, cybersecurity technologies and/tools to addregs risk
mapagement challenges are not mature or “user-friendly” to be ‘easily adopted, bpt their
design and use within NPPs is needed. For example, SIEM,or_Cyber Security Opgrations
Centres increase the excessive information (Challenge 9) thatmay be considered in pystem
ris assessments and require a significant effort to tune and analyze to capture, synthesize,
and present this information in a form that lends to figorous, consistent, and repg¢atable
andlysis. Nevertheless, the capture of this information and the improvement |of the
supporting technology and tools is key for _.continuous improvement of cybgr risk
mapagement at NPPs.

e Allleditions of ISO/IEC 27005 [5] distinguishi‘between two types of assets: primary|assets
and supporting assets. The primary assets are processes or information of valug to an
orgpnization and supporting assets are-the IT components upon which the primary|assets
are|based (e.g., hardware, software,\network, personnel, site, or organizational strycture),
In the NPP context, examples of top-level processes are reactor core cooling or ayoiding
the| release of radioactivity. Both-primary and supporting assets can be structuned, for
exgmple cooling pumps of the €ore cooling process and I&C systems and subsystemg$ which
control the cooling process(and the cooling pumps. The EBIOS [11], [12] method implements
thig approach within two modules which cover analysis of the risks at the primary assgt level
(called “essential assets® in EBIOS [11], [12]) and the secondary asset level. Somg of the
cyber-risk approaches were primarily developed for risks required by regulation, guch as
thope associated with radioactive release. Nonetheless, such cyber-risk approaches could
be used as a_ starting point for developing a cybersecurity framework for addressing risks
not|required-by regulation.

e Pernforming™security audits, as mandated by France’s cyber-risk approach [44] for the
apgroval’ of information systems of vital importance, allows to better estimgte the
cybersecurity of those systems. This includes pre-developed components, and thus
addresses challenge 4. Furthermore, security audits can help evaluate the effectiveness of
security controls that may be proposed during the risk management process, addressing
challenge 7.

The cyber-risk approaches have significant alignment with ISO/IEC 27005 [5] elements with
many identified key insights that could establish the basis for a new IEC cybersecurity risk
management standard for NPPs. However, while each cyber-risk approach is consistent with
ISO/IEC, these approaches may not be aligned with each other, and additional work is required
to identify and resolve differences between cyber-risk approaches.
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Annex A
(informative)

Chinese approach

A.1  Summary of general approach

Currently there is no unified and standard cyber security assessment approach in nuclear sector
in China. Based on the previous project experience, a national standard of cyber security
assessment for industrial control systems is chosen as the China approach. The national

standa = =
risk aspessment of industrial control systems”. The China approach can provide insig
most of the challenges identified in Table A.1. See also Table A.2 through Table A.12.

Table A.1 — Chinese approach: Challenges addressed

lide to
hts for

Challenge Description

1 Aggregate Risk of Multiple Units / Locations

Complexity of Interdependencies and Interactions

Incident Likelihood Determination

Unknown or Lacking Sufficient Detail for Pre-developed Components

Differences in Cyber- risk management

Lack of Abstract Analysis Methods

Uncertainty in Vulnerability / Susceptibility Analysis

Adversary Characterization Uncertainty

|l |N|loo|loa|(d~|[W|DN

Excessive Information volume

-
o

Lack of a Common and Cemprehensive Risk Management Process

11 Advanced Security Capabilities Incompatibility

A.2 [ISO/IEC 27005:2018, 7.1 Context establishment

ISO/IEC 27005:2018, (5] 7.1 deals with context establishment, both internal and external.

The CHina approach addresses this topic through the following:

e |Clause 5 “Implementation Methods,” provides the implementation methods
assessment for ICS as checking documents, on-site interviews, on-site review,

of risk
on-site

tests, and simulation tests. AIl these methods can help discover vulnera
Especially due to the high availability requirements for ICS, it’'s not feasible t

ilities.
o do a

penetration test in the real environment, so it proposes to do the penetration test in a
mock-up environment. This method can be used for discovering vulnerabilities of a whole

ICS or the components of an ICS.

Table A.2 — Chinese approach: Insights for ISO/IEC subclause 7.1

ISO/IEC Clause 1 2 3 4 5 6 7 8 9 10

11

71 X X X X X X
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ISO/IEC 27005:2018, 7.2 Basic criteria

ISO/IEC 27005:2018, [5] 7.2 covers the basic criteria for the security risk management process.

The China approach addresses this topic through the following:

4.3.2 “Risk Assessment Process”:. The cited section illustrates the risk evaluation
process and specifies it as three steps: preparation of risk assessment, assessment of

risk element, and comprehensive analysis.

6.1.3 “Scope Definition” provides the process of defining the scope of risk assessment
of ICS, including input elements, methods, and output elements. The input elements

contaln the assets related (0 the evaluation target o1 the organization.

Table A.3 — Chinese approach: Insights for ISO/IEC sublause 7.2

ISP/IEC Clause 1 2 3 4 5 6 7 8 9 10 11
7.2 X X X X X
A.4 [ISO/IEC 27005:2018, 8.1 General description of information security sk
assessment
ISO/IEC 27005:2018, [5] 8.1 provides a general description of the information securjty risk
assessjment.
The CHina approach addresses this topic through the following:

o [6.1 “Preparation” describes the risk assessment's general steps, including Assegsment
objective identification, Assessment' scope determination, Assessment team|setup,
System investigation, Assessment plan formulation, and Mock-up system building (if
necessary).

The key insight for Challenge 2 {€Complexity of interdependencies and Interactions,” is pfovided
by the |China approach. The 6.1y mock-up system building could be a benefit in identifyjng the
system's interdependencies and/or interactions with less significant functions.
Table A.4 - Chinese approach: Insights for ISO/IEC subclause 8.1
ISP/IEC Clause 1 2 3 4 5 6 7 8 9 10 11
8.1 X Key X X X X
A.5 ISO/IEC 27005:2018, 8.2 Risk identification

ISO/IEC 27005:2018, [5] 8.2 covers: ldentification of assets, threats, existing controls,
vulnerabilities, and consequences.

The China approach identifies the four basic elements of risk:

a) ldentification of assets,

b) Identification of threats,

c) lIdentification of vulnerabilities, and

d) Identification of protection capabilities.
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The protection capabilities are the capabilities of the organization to provide cyber security

protect

ion measures and controls.

The China approach addresses these areas through the following:

6.2.2 “Asset Classification” and 6.2.3 “Asset Investigation”. A way of asset classification
is suggested. Assets are classified into hardware, software, and personnel assets based

on their manifestation pattern.

— The hardware assets are divided into seven categories: field control layer, network,

security, computer, storage, transmission lines, and supporting equipment.

— The software assets are divided into seven categories: operating system software,

The ke
by the
but car
classifi
them.

The ke|
in the (
nationd

systems, the general protocol of networking, data, and system logs.

equipment vendors, operating staff, and maintenance staff.

vulnerability list, the communication, and wireless connection vulnerability
platform hardware vulnerability list, the platform software vulnerability list,
platform configuration vulnerability list.

protection capability. Another -Chinese national standard GB/T 32919-2016

control,” is referred by this section.

to indu

application software, Source program, proprietary protocols of indaustrial jcontrol
— The personnel assets are cybersecurity staff, ICS design and integration staff,|critical

6.3.2 “Threat Classification” and 6.3.3 “Threat Investigation”. The~thteat sourcgs, like
the threat agents, are classified into environmental factors, internalnon-malicioys false
operations, internal malicious compromise, external cyber attacks, and supply chains.

6.4.2 “Physical Environmental Vulnerability Identification”,(6,4.3 “Network Vulngrability
Identification”, and 6.4.4 “Platform Vulnerability lIdentification”. Vulnerabilities are
grouped into three classes, physical environment, ‘aetwork, and platform. $everal
vulnerability lists are provided. These lists include the‘physical environment vulngrability
list, the network architecture and boundary vulnerability list, the network equipment

Est, the

nd the

6.5 “Protection Capability Assessment”. The protection capabilities inclufle the
capabilities related to network security management, ICS security management,
Cryptography management, education and training, incident response, and teghnical

[48],

“Information security technology’— Application guide to industrial control system decurity

y insight for Challenge 7,.*Uncertainty in vulnerability/susceptibility analysis,” is pfovided
China approach. First, the China approach regards vulnerabilities that can be id¢ntified
not be easily fixed Thus, it is suggested the results of the vulnerability assessnent be
ed. Second, the"China approach provides detailed vulnerability lists and ways to [dentify

y insight_for Challenge 11, “Advanced security capabilities incompatibility,” is pfovided
Lhina-approach. The China approach of GB/T 36466-2018 [23] refers to another Jhinese

guide

| standard GB/T 32919-2016 [48], “Information security technology — Applicatio
strial control system security control,” which describes the process of ¢ hQQs'Lg and

tailoring the security controls, including the advanced security capabilities, for industrial control

system

S.

Table A.5 — Chinese approach: Insights for ISO/IEC subclause 8.2

ISO/IEC Clause 1 2 3 4 5 6 7 8 9 10

11

8.2

X X X X Key X X X Key
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ISO/IEC 27005:2018, 8.3 Risk analysis

ISO/IEC 27005:2018, [5] 8.3 covers risk analysis. The China approach addresses it through the
following :

The ke
approa

likelihojod of an incident.

6.2.4 “Asset Analysis” describes the asset valuation method according to the associated
applications, referring to GB/T 20984 “Information security technology - Risk
assessment method for information security” [49].

6.3.4 “Threat Analysis” describes the threat's valuation method, according to the threat
probability and impact, referring to GB/T 31509 “Information security technology — Guide
of implementation for information security risk assessment” [50].

6.4.4 “Vulnerability Analysis,” describes the valuation method for the vulnerapilities,
according to the vulnerability impact, vulnerability exploitation difficulty, and vilngrability
prevalence, referring to the Common Vulnerability Scoring System.

6.5.8 “Protection Capability Analysis,” describes the valuation methodfopthe prdtection
capability, referring to GB/T 32919-2016 “Information security technology — Appl|ication
guide to industrial control system security control” [48].

6.6.1 “Risk Analysis principle”. The basic risk estimation¢meéthod is R = F(Loss,
Likelihood) = F(f(A, P), g(T, V, P)), where the A, T, V, P are the results from thg above
our valuation process of the assets, the threats, the vulnerabilities, and the prgtection
capabilities.

insight for Challenge 3, “Incident Likelihood Detérmination,” is provided by thg China
h. 6.6.1 provides a calculation method to estimate’the loss, i.e., consequences and the

Table A.6 — Chinese approach: Insights for ISO/IEC subclause 8.3

D/IEC Clause 1 2 3 4 5 6 7 8 9 10 11

8.3

X X Key X X X X X X X X

A.7

ISO/IE

through the following:

ISO/IEC 27005:2018/.8.4 Risk evaluation

C 27005:2018, [5]\8.4 deals with risk evaluation. The China approach addregsses it

6.6.2 “Risk.determination”. It provides a five-level grading method for the risk apalysis
results.(For each level, a description of the risk criteria is given to help defermine
whethier this risk level is acceptable.

Table A.7 — Chinese approach: Insights for ISO/IEC subclause 8.4

IS

O/IEC Clause 1 2 3 4 5 6 7 8 9 10 11

8.4

X X X X X X X X X X X

A.8

ISO/IE
approa

ISO/IEC 27005:2018, 9.1 General description of risk treatment

C 27005:2018, [5] 9.1 deals with a general description of risk treatment. The China
ch addresses it through the following:

6.7 “residual risk control”.
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Table A.8 — Chinese approach: Insights for ISO/IEC subclause 9.1

ISO/IEC Clause 1 2 3 4 5 6 7 8 9 10

11

9.1

X X X X

A.9

ISO/IEC 27005:2018, 9.2 Risk modification

ISO/IEC 27005:2018 [5], 9.2 deals with risk modification. The China approach addresses it
through the following:

6.7 “residual risk control”.

Table A.9 — Chinese approach: Insights for ISO/IEC subclause 9¢2

ISP/IEC Clause 1 2 3 4 5 6 7 8 9 10 11
9.2 X X X X X X X X
A.10 [ISO/IEC 27005:2018, 9.3 Risk retention
ISO/IELC 27005:2018, [5] 9.3 deals with risk retention. The<«China approach addresses it through
the follpwing:
e [6.7 “residual risk control”.
Table A.10 — Chinese approach:.Insights for ISO/IEC subclause 9.3
ISP/IEC Clause 1 2 3 4 5 6 7 8 9 10 11
9.3 X X X X X
A.11 [ISO/IEC 27005:2018,-Clause 10 Information security risk acceptance
ISO/IEC 27005:2018 [5], Clause 10 deals with risk acceptance. The China approach addresses
it through the followjng:
e [6.6.2 “Risk‘determination”.
Table A.11 — Chinese approach: Insights for ISO/IEC Clause 10
ISO/EC Clause 1 2 3 4 5 6 7 8 9 10 11
10 X X X X X X X X X X
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A.12 ISOJ/IEC 27005:2018, Clause 12 Security risk monitoring and review

ISO/IEC 27005:2018, [5] Clause 12 deals with monitoring and review.

The China approach addresses it through the following:
e 6.7 “residual risk control”.

Table A.12 — Chinese approach: Insights for ISO/IEC Clause 12

ISO/IEC Clause 1 2 3 4 5 6 7 8 9 10 11
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B.1

Annex B
(informative)

Cyber informed engineering

Summary of general approach

Cyber informed engineering (CIE) [10] is a body of knowledge and a methodology to
characterize the risks presented by the introduction of digital computer systems in a traditionally
analog environment and offer a strategy to apply engineering risk processes to mitigate these

risks. |
cycle,
methog
princip
groupe
a) Des
1)
2)
3)
4)

6)

s well as techniques which allow the elimination of cyber risk via traditional engi
s (see Reference documents, INL 2015) CIE consists of a framewofk)'of
es to ensure that cybersecurity demands inform design. These twelve eleme
d into two types:

ign and Operational Principles

Consequence-Focused Design

Engineered Controls

Secure Information Architecture

Design Simplification

Resilient Layered Defenses

Active Defense

danizational Principles

Interdependency evaluation

Digital Asset Awareness

Cyber-secure supply chain controls

Planned resilience with no assumed security
Engineering Information-€ontrol
Cybersecurity Culture

The gu(lidance provided by the CIE addressing the following challenges is seen as key i

to the

verall risk management process. See also Table B.1 through Table B.11.

Tahbte'B.1 — Cyber informed engineering: Key challenges addressed

ign life
eering
twelve
nts are

nsights

Challenge Description

2 Complexity of Interdependencies and Interactions

Incident Likelihood Determination

Lack of Abstract Analysis Methods

3
4 Unknown or Lacking Sufficient Detail for Pre-developed Components
6
9

Excessive Information Volume
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Challenges indirectly addressed by the CIE are:

Table B.2 — Cyber informed engineering: Challenges indirectly addressed

Challenge Description
7 Uncertainty in Vulnerability / Susceptibility Analysis
8 Adversary Characterization Uncertainty
10 Lack of a Common and Comprehensive Risk Management Process
11 Advanced Security Capabilities Incompatibility

These
are the
cybers

B.2

CIE 1
applied
does n

B.3

ISO/IE

CIE [1(

ndirectly addressed challenges require analysis and interpretation to derive insig
refore not seen as key for establishing a consensus risk management process f
bcurity.

ISO/IEC 27005:2018, 7.1 General considerations

D] principles are applied to the system lifecycle to ensure cybersecurity princip
. However, CIE does not address the overall risk managément approach and th
bt cover ISO/IEC 27005:2018, [5] Clause 7.

ISO/IEC 27005:2018, 7.2 Basic criteria

C 27005:2018, [5] 7.2 considers the followihg’aspects of basic criteria:

7.2.1 Risk Management Approach
7.2.2 Risk Evaluation Criteria
7.2.3 Impact Criteria

7.2.4 Risk Acceptance Criteria

] has three principles that provide input to the basic criteria:

a) Comsequence Focused-Design that focuses on functions that could result in unacc

con
imp
b) Cyh

c) Pla
tha

sequences and ‘examine how to avoid such consequences through secure
lementation, and operations,

ersecurity culture to consider cyber-related concerns, and

hned resilience with no assumed security where conservative assumptions are to
the system will be compromised at some point in the system lifecycle.

d) Consequence prioritization;

e) Systems-of-Systems analysis (focused on access);

f) Consequence-based Targeting (e.g., kill chain analysis), and

hts and
br NPP

es are
brefore

pptable
Hesign,

expect

as four

g) Mitigations and Protections engineering risk analysis (e.g., Kill Chain Mitigations) that
provides a key insight to investigate Challenge 3 (Incident Likelihood Determination) (see
Reference documents, IntechOpen Journals 2022).
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Table B.3 — Cyber informed engineering: Insights for ISO/IEC subclause 7.2

ISO/IEC Clause 1 2 3 4 5 6 7 8 9 10 11
7.2 X Key X X X X
B.4 ISO/IEC 27005:2018, 7.3 Scope and boundaries
CIE [10] has three principles that directly support Scope and Boundaries:
a) Interdependency evaluation,
b) Corlsequence-Focused Design,
c) Digjtal Asset Awareness. The principles and aids (Annex D) are general but provide [a good

SCo
sys

tem.

Table B.4 — Cyber-informed engineering: Insights for ISO/IEC'Subclause 7.3

ping checklist to set the scope and boundaries of a risk assessmentcfor’a pafticular

D/IEC Clause 1 2 3 4 5 6 7 8 9 10

11

7.3

B.5

CIE [1(
does n
sugges

o

While
vulnerd

B.6

ISO/IE

assessment

] is an approach that supplements risk@ssessment based on the system lifecyc
pt define a risk assessment sequence or method. However, a case study on Cl
ts using the formula:

yber Risk = f(threat, vulnerability, consequence)

his approach does not address the challenges that identify uncertainty in thre
bility, it is an alternative approach to risk evaluation.

ISO/IEC 27005:2018, 8.2 Risk identification

C 27005:2018, [5] 8.2 considers the following aspects of risk identification:

8.2.4 Introduction to risk identification

8:2v2 Identification of assets

ISO/IEC 27005:2018, 8.1 General description of information security sk

le. CIE
F [B-3]

at and

8.2.3 Identification of threats
8.2.4 Identification of existing controls
8.2.5 Identification of vulnerabilities

8.2.6 Identification of consequences

CIE [10] principles effectively support challenges but are too general to provide key insights for
risk management. CIE principles:

a) digi

tal asset awareness,

b) Resilient Layered Defenses, and
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c) Active Defense state what needs to be achieved and cover much of the risk identification
clauses but do not detail how to perform or implement these principles. Annex D contains
checklists and questions that can structure the application of CIE principles.

The case study [B-3] provides hazard and operability (HAZOP) analysis as an effective
complement to Risk Analysis. The focus of HAZOP was to identify the consequences of cyber
incidents on the new I&C components. Cyber incidents considered included deliberate and
inadvertent actions that could disrupt data or information flow within a control system leading
to degradation, mal-operation, or failure of a digital device and/or system functions. Also
considered were incidents that could result in an ‘unknown’ state—a potentially dangerous state
for a light water reactor.

Specififally, supply chain analysis IS supported by the supply chain aitack surface (SCAS)
refererniced within CIE (see Reference documents, IntechOpen Journals 2022). Mhel SCAS
providgs categories of attacks, their point of entry within the supply chain, and the\interpctions
and in{erdependencies within the supply chain. These categories are especially helpful for
identifying risks within the supply chain for systems, services, and componeqnts.

Table B.5 — Cyber informed engineering: Insights for ISO/IEC subclause 8.2

ISP/IEC Clause 1 2 3 4 5 6 7 8 9 10 1
8.2 Key X Key X X

B.7 |ISO/IEC 27005:2018, 8.3 Risk analysis

ISO/IELC 27005:2018, [5] 8.3 considers the following aspects of risk analysis:

e [8.3.1 Risk analysis methodologies
e [8.3.2 Assessment of consequences
o [8.3.3 Assessment of incidentlikelihood

e 18.3.4 Level of risk determifiation

The C|E [10] principle of consequence-focused design is key in prioritizing avoidgnce of
conseduences. However,sCIE does not detail what " avoidance " means and is likely o infer
risk avpidance and risk ‘modification options.

Table B.6~ Cyber-informed engineering: Insights for ISO/IEC subclause 8.3

ISP/IEC Clause 1 2 3 4 5 6 7 8 9 10 11
8.3 X X X X X

B.8 ISO/IEC 27005:2018, 9.2 Risk modification

The CIE [10] principles aim to design, implement and operate engineered systems to avoid
consequences. Risk modification could be associated with all design, operational, and
organizational principles. Cyber-secure supply chain controls apply to modification if an
organization is required to impose internal controls (e.g., Site Acceptance Test) and sharing if
a supplier is required to impose controls or demonstrate effective risk management.
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Table B.7 — Cyber informed engineering: Insights for ISO/IEC subclause 9.2

ISO/IEC Clause 1 2 3 4 5 6 7 8 9 10 11
9.2 X X X X X

B.9 ISO/IEC 27005:2018, 9.4 Risk avoidance

The CIE [10] principle of consequence-focused design states that avoidance of the
consequence is prioritized. However, CIE does not detail whether avoidance is in terms of risk
avoidance, where the activity is not undertaken or permitted. Therefore, the risk(s) associated
with the activity is entirely avoided.

Table B.8 — Cyber informed engineering: Insights for ISO/IEC subclause 9.4

ISP/IEC Clause 1 2 3 4 5 6 7 8 9 10 11
9.4 X X X X X

B.10 [ISO/IEC 27005:2018, 9.5 Risk sharing

The CIE [10] principle of cyber-secure supply chain contrdls generally addresses risk $haring
by stat|ng that procurement language and contract requirements are imposed on the vepdor to
ensure| products meet design specifications and)organizations demonstrate appropriate
cybersecurity.

The supply chain attack surface (see Reference documents, IntechOpen Journals 2022) would
assist ith risk-sharing plans and arrangements.

Table B.9 — Cyber informed‘engineering: Insights for ISO/IEC subclause 9.5

ISP/IEC Clause 1 2 3 4 5 6 7 8 9 10 11
9.5 X X X X X

B.11 [ISO/IEC 27005:2018, Clause 11 Information security risk communicatjon
and consultation

The CIE prin¢iple of cybersecurity culture generally discusses the need for all employegs (and
users) jof.digital systems need to participate in cybersecurity. However, this principle dpes not
contain guidance on how cybersecurity culture informs and communicaies risk.

Table B.10 — Cyber informed engineering: Insights for ISO/IEC Clause 11

ISO/IEC Clause 1 2 3 4 5 6 7 8 9 10 11
11 X X X X X
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B.12 ISO/IEC 27005:2018, Clause 12 Security risk monitoring and review

If implemented, the CIE [10] principle of active defense would provide key data and information
necessary for risk monitoring and review. “Active defense is more than detection; it provides
the ability to quickly collapse and remove the attacker’s presence within the system. Only by
having a full, accurate, and complete understanding of all system interactions are the defenders
capable of such a task. Section 3.1.2.11 of INL/EXT-16-40099 Rev 0: Cyber-Informed
Engineering (see Reference documents, INL 2017) identifies the key to active defense as being
the highly skilled personnel resources that can evolve their capabilities to include creative and
flexible behaviors. CIE principles indicate what needs to be achieved rather than how it may be
implemented, limiting its insights to general outcomes and outputs.

Intech@pen Journals (see Reference documents, IntechOpen Journals 2022) proyides a
notiongl usage of CIE [10] principals throughout the systems engineering lifecycle, While not
focusedl on risk management, this notional usage would be helpful to understand What agtivities
are neg¢ded to appropriately identify risks and manage them during the system'Slifecycle.

Table B.11 — Cyber informed engineering: Insights for ISO/IEC-Clause 12

ISP/IEC Clause 1 2 3 4 5 6 7 8 9 10 11
12 X X X X X
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CA

Annex C
(informative)

French approach

Summary of general approach

The French approach consists in an approval procedure for information systems of vital
importance. This approval requires to periodically perform risk analysis as well as security
audits and requires the operator to formally manage the risks weighing on the systems of vital

5 such,
ccount

importarce:

The French cyber-risk approach does not specify the risk analysis method thatshall be used
during [the security approval, even though the EBIOS RM method is recommended. A

the key insights of EBIOS methods regarding the challenges are not directly,taken into &

in the french approach.

EBIOS]|is described below. See also Table C.1 through Table C.14.

C.2 [EBIOS

C.21 General

The EBIOS risk analysis is a comprehensive cybersecurity risk management tool complig
the ISQ/IEC 27001 [2], 27005 [5] and 31000 [51] standards.

‘EBIOS’ is a French acronym standing for expression of needs and identification of s

objecti
design

Sécurité des Systéemes d’Information;now called ANSSI — Agence Nationale de la Sécu

es (Expression des Besoins et Identification des Objectifs de Sécurité). It ha
bd by the French Information Seeurity Central Office (DCSSI — Direction Centra

nt with

ecurity
5 been
e de la
ité des

Systénjes d’Information). EBIOS provides a formalized approach for assessing and Teating
r

risks within the field of information systems security, including support tools for con

authori

Using
approa

more re¢cently, from. 2018, EBIOS Risk Manager [11].

C.2.2
EBIOS

0
see Figure-G-

ties, drafting documents,/and raising awareness.

Ich. Two versions of the EBIOS tool are used by the operators: EBIOS 2010 [1

EBIOS-2010
204

acting

FBIOS is recommended by the authorities when implementing the French cyber-risk

P] and,

pdules,

[12] is the third revision of EBIOS method. It follows a process around 5 m
1
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Module 4

Risks study
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Threat scenarios

A

v

Module 5

Security controls

Module 1: context analysis
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system
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Output

Module 2: feared events

The se
securit
list of i
securit
externd

Output

Sensitivities

Module¢ 3: thréeat scenarios

The th

events

Target of the study (Context + elements.+ entities)

Figure C.1 — EBIOS 2010 process overview

IEC

cond module contributes to the risk assessment. The module results in identify,
y needs of essential elements (in terms of availability, integrity, and confidentid
mpacts (on missions, pérsonnel security, finance, image, environment, etc.) whe
y needs are not observed, and the sources of threats (human, environmental, i
[, etc.) that can besat-the origin. This identification helps define high-risk events.

rd module allows for identifying and evaluating the scenarios that can cause

t module outlines the study's technical, business and regulatory context. An infomation
is specifically based on essential elements, functions, and information that co
ed value of the information system for the organization.

nstitute

ng the
lity), a
 these
ternal,

feared

ts that

sources threats can generate and exploitable vulnerabilities.

Output: Threat formalization (including scenarios)

Module 4: risks study

toraxnress ricke Siich agualuation/actimatinn ic narfarmad hy caoncidarina thraod
tO—EXPHESEHSKS— U ER—8 VAt aH -8 SH A HO RSP e HOHRe B Y—GCORSIGe HRGtHes

The fourth module highlights the risk to the entity by confronting feared events and threat
scenarios. This module also describes how to estimate and evaluate this risk and how to identify
associated security objectives.

Output: Security objectives
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Module 5: security controls

The last module identifies security controls, how to implement these controls, and deal with
residual risks. For systems under the nuclear cybersecurity order, the process of specific risk
analysis leads, if appropriate, to implementing complementary security measures on top of the
homogenous requirements provided by the security degree approach.

Output: Functional and assurance requirements

c.2.3 EBIOS RM

pts an
approach to managmg the dlgltal rlsk startmg from the hlghest Ievel (major missjons| of the
studied object) to progressively reach the business and technical functions by studying ppssible
risk scénarios. It is organized around five workshops, see Figure C.2.

@&‘3

ECOSYSTE

WORKSHOP 3
STRATEGIC
SCENARIOS
WORKSHOP 1 WORKSHOP 2

SCOPE AND RISKORIGINS N R e ey gy SR WORKSHOP 5

SECURITY BASELINE RISK TREATMENT

Iy}
$ o
A\Q RISK ASSESSMENT

EE ENENENOPERATIONALCYCLEN E N EEE N

EEEEEEN STRARTEGICCYCLE N EE N IIIIIIIIIIIIIIIIIIIIIJ
IEC

https:/fwww.ssi.gouv.fr{upteads/2019/11/anssi-guide-ebios_risk_manager-en-v1.0.pdf

Figure C.2 — EBIOS risk manager overview [11]

Workshep—tsecope-and-security-baseline

The first workshop aims to identify the studied object, the workshop participants, and the
timeframe. The mission, business assets, and supporting assets related to the studied object
are listed during this workshop. The feared events associated with the business assets are
identified, and the severity of their impacts is assessed. The security baseline is also defined.

Workshop 2: risk origins

In the second workshop, the risk origins (RO) and their high-level targets, called target
objectives (TO), are identified and characterized. The RO/TO pairs deemed the most relevant
are selected at the end of the workshop. The results are formalized in a mapping of the risk
origins.
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Workshop 3: strategic scenarios

In workshop 3, a mapping of the digital threat of the ecosystem for the studied object is
established to construct high-level scenarios called strategic scenarios. They represent the
attack paths a risk origin is likely to take to reach its target. The scenarios reflect the scale of
the ecosystem and the business asset of the studied object and are assessed for severity. At
the end of this workshop, the security measures on the ecosystem can already be defined.

Workshop 4: operational scenarios

The purpose of workshop 4 is to construct technical scenarios that include the methods of attack

—tketytobetusedby-theriskorigins—tocarry—< re-strategic—scenarios: is—workshop
adopts|an approach similar to the prior workshops but focuses on critical supporting«pssets.
The leyel of likelihood of the operational scenarios obtained is then assessed.

Workshop 5: risk treatment

The lagt workshop consists of creating a summary of all the risks studied to defing a risk
treatment strategy. The latter is then broken down into security<measures written|into a
continjous improvement plan. During this workshop, the summary of the residual fisks is
established, and the framework for monitoring risks is defined.

CcC.24 Mapping between modules/workshops from EBIOS methods and challendges

The modules or workshops that constitute key insights/for the challenges are noted in |bold in
the follpwing table.

Table C.1 — French approdch: Challenges addressed

Chhpllenge EBIOS 2010 [12] EBIOS RM [11]
1 Module 1 Workshop 1
2 Module 2 Workshop 2
3 Module 2, Module 4 Workshop 4
4 Module 3, Module 5 Workshop 3, Workshop 5
5 Not addressed Not addressed
6 Module_ 1 Workshop 1
7 Nottaddressed Not addressed
8 Module 2 Workshop 2
9 Not addressed Workshop 2
10 Module 2 Workshop 1
11 Module 5 Workshop 5

Modules 2 and 4 from EBIOS 2010 method provide key insights for Challenges 3 and 10:

e Module 2 results in identifying all relevant risk sources (Challenge 3) and determining
the final states (challenge 10).

e Module 4 supports the identification of the likelihood of each risk (Challenge 3).
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Workshops 1 and 2 from EBIOS RM method provide key insights for Challenges 9 and 10:

o Workshop 1 identifies missions, business/essential assets, supporting assets, high-risk
events associated with the business assets, and the severity of the associated impact.
All events, even those with a less severe impact, are thus identified (Challenge 10).

e Workshop 2 results in selecting the most relevant pair risk origins/target objectives,
reducing the number of situations to be considered (challenge 9).

None of the two EBIOS methods address Challenges 5 and 7, and EBIOS 2010 does not
address Challenge 9.

C.3 [SOAEC 2700572018, 7.2 Basic criteria

ISO/IEC 27005:2018 [5] , 7.2 maps to the following French cyber-risk approach clauses}:
e |7.2.1 (Risk management approach), 7.2.2 (Risk evaluation criteria), 7.2.3 (impact
criteria), 7.2.4 (Risk acceptance criteria)

“Arrété du 10 mars 2017” [44], appendix |, rule 2 (rule‘regarding the decurity
approval)

— “L’homologation de sécurité en neuf étapes simples” (“The security approvallin nine
simple steps”), step 1 (“what information systems_d0”l need to get approved and
why?”): “Detail the regulatory framework”

The French cyber-risk approach does not deal with challenges 5 and 9.

Howevgr, the French cyber-risk approach providesiinsights for Challenge 10 by not resftricting
the sedurity approval only to systems whose attack may result in radioactive release or theft of
nuclear material.

Table C.2 - French approach: Insights for ISO/IEC subclause 7.2

ISP/IEC Clause 1 2 3 4 5 6 7 8 9 10 1
7.2 X X Key

C.4 (ISOJ/IEC 27005:2018, 7.3 Scope and boundaries

ISO/IEC 27005;2018, [5] 7.3 maps to the following French cyber-risk approach clauses:

o |‘Arréte.du 10 mars 2017” [44], appendix I, rule 2 (rule regarding the security apgdroval)

e [|‘L’homologation de sécurité en neuf étapes simples” (“The security approval jn nine
Simple Steps’), step 1 ( what information systems do | need to get approved and why?”):
“2. Delimit the perimeter of the system”

The French cyber-risk approach does not deal with challenge 5.

However, the French cyber-risk approach provides insights for Challenge 10 by not restricting
the security approval only to systems whose attack may result in radioactive release or theft of
nuclear material.

Table C.3 — French approach: Insights for ISO/IEC subclause 7.3

ISO/IEC Clause 1 2 3 4 5 6 7 8 9 10 11
7.3 X X X X Key
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C.5 ISOJ/IEC 27005:2018, 7.4 Organization for information security risk
management

ISO/IEC 27005:2018 [5], 7.4 maps to the following French cyber-risk approach clauses:

o “Arrété du 10 mars 2017” [44], appendix |, rule 2 (rule regarding the security approval)

e “L’homologation de sécurité en neuf étapes simples” (“The security approval in nine
simple steps”), step 3 (“Who contributes to the approval?”)

The security approval involves the operator, the system owner, the security officer, and
technical experts. As such, the French approach provides a key insight to dealing with challenge

10 in d'\+r\r\|'inr1 concaauencesthat ara cianificant hitt ara Nt ranlatarg
e ot g oo e guerceotatare—Srgrhoarttr oot areorreguatory-

Table C.4 — French approach: Insights for ISO/IEC subclause 7.4

ISO/IEC Clause 1 2 3 4 5 6 7 8 9 10 11
7.4 X X X X Key

C.6 [ISO/IEC 27005:2018, 8.2 Risk identification

ISO/IELC 27005 [5]:2018, 8.2 maps to the following Frenchrcyber-risk approach clauses:

e [8.2.1 General
“Arrété du 10 mars 2017” [44], introductory text

o [8.2.2 (ldentification of assets), 8.2.3 (ldéntification of Threats), 8.2.4 (Identificgtion of
Existing Controls), 8.2.5 (Identification*of Vulnerabilities)

“Arrété du 10 mars 2017” [44], chiapter Il (declaration of information systems|of vital
importance)

e [8.2.6 (Identification of consequéences)

“Arrété du 10 mars 2047” [44], chapter Il (declaration of information systems|of vital
importance)

—  “Arrété du 10 mars 2017” [44], appendix I, rule 2 (“The approval of a systgm is a
formal decision taken by the operator attesting that the security risks on a pystem
have been idéntified and that the adequate protective means have been undeftaken.
It also attests that the possible residual risks have been identified and accepted by
the operator.”)

The Ffench cyber-risk approach regarding risk identification does not directly gddress
challenges 5’and 9.

The French cyber-risk approach provides insights for Challenge 10 by not restricting the risk
management approach only to consequences resulting in a radioactive release or theft of
nuclear material. The security audit undertaken during the system approval may identify security
risks whose impact may range from minor to critical.

Table C.5 — French approach: Insights for ISO/IEC subclause 8.2

ISO/IEC Clause 1 2 3 4 5 6 7 8 9 10 11
8.2 X X X X Key X
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C.7

ISO/IEC 27005:2018, 8.3 Risk analysis

ISO/IEC 27005:2018 [5], 8.3 maps to the following French cyber-risk approach clauses:

The Fr
during
French

8.3.1 (Risk analysis methodologies), 8.3.2 (Assessment of consequences), 8.3.3

(Assessment of incident likelihood), 8.3.4 (Level of risk determination)

“Arrété du 10 mars 2017” [44], chapter Il (declaration of information systems
importance)

— “L’homologation de sécurité en neuf étapes simples” (“The security approval
simple steps”), step 5

the security approval, even though the EBIOS method is recommended. As\st
cyber-risk approach does not address the challenges of ISO/IEC subclausg '873.

Table C.6 — French approach: Insights for ISO/IEC subclause 8.3

of vital

in nine

ETTCT Cyber-TISKk approach does not Specify the Tiskanatysts methodthat shattbe used

ch, the

D/IEC Clause 1 2 3 4 5 6 7 8 9 10

11

8.3

C.8

ISO/IE
clause

The Fr
during
French

Howev
the risk
nuclea
risks w
criteria
control

ISO/IEC 27005:2018, 8.4 Risk evaluation

C 27005:2018 [5], 8.4 (Risk evaluation) maps to the following French cyber-risk ap

b .

“Arrété du 10 mars 2017” [44], chapter\ll (declaration of information systems
importance)

“L’homologation de sécurité en neuf étapes simples” (“The security approval
simple steps”), step 5 (“Which risks concern the system?”)

ench cyber-risk approach does not specify the risk analysis method that shall b
the security approval, even though the EBIOS method is recommended. As su
cyber-risk approach does not address the challenges of ISO/IEC subclause 8.4

management approach only to consequences resulting in radioactive release or
material. The security audit undertaken during the system approval may identify S
hose impact may range from minor to critical. From those risks and their accg
the operator can manage the risk by either avoiding the risk, implementing s
5 to (mitigate it, or accepting the residual risks.

proach

of vital

n nine

e used
ch, the

br, the French cyber-risk approach provides insights for Challenge 10 by not regtricting

theft of
ecurity
ptance
ecurity

Table C.7 — French approach: Insights for ISO/IEC subclause 8.4

ISO/IEC Clause 1 2 3 4 5 6 7 8 9 10

11

8.4

Key
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ISO/IEC 27005:2018, 9.1 General description of risk treatment

ISO/IEC 27005:2018 [5], 9.1 (General description of risk treatment) maps to the following

French

cyber-risk approach clauses:

“Arrété du 10 mars 2017” [44], appendix |, rule 2 (rule regarding the security approval)

“Arrété du 10 mars 2017” [44], appendix I, rule 4 (rule regarding the maintenance in
security condition)

“L’homologation de sécurité en neuf étapes simples” (“The security approval in nine
simple steps”), step 7 (“Which supplementary security controls are required to address
the risks?”)

The F
challen

The Fr
French
notes t
all sec
operati

The Fr
is follo
the ris

associated with the input documents.

rench cyber-risk approach regarding risk identification does not directly Vgqddress
ge 5.

ench cyber-risk approach provides insights for Challenge 3. During the tisk analygis, the
approach identifies security risks. During the security approval process, the operator
hose security risks. Furthermore, the French approach requires-that the operatof install
irity controls mitigating risks on a system, except when therg are justified technical or
ponal difficulties.

ench cyber-risk approach also provides insights for Challenge 7. Indeed, the risk analysis
ved by a security audit to verify that the security gontrols are implemented to mitigate
ks effectively and identify other risks. This sé€curity audit reduces the uncértainty

Table C.8 — French approach: Insights for ISO/IEC subclause 9.1

ISP/IEC Clause 1 2 3 4 5 6 7 8 9 10 11
9.1 X Key Key
C.10 [ISO/IEC 27005:2018,9:2 Risk modification
ISO/IEC 27005:2018 [5],59.2 (Risk modification) maps to the following French cyber-risk
approach clauses:

“Arrété du-f0mars 2017” [44], appendix I, rule 2 (rule regarding the security apgdroval)

“Arrété (du 10 mars 2017” [44], appendix |, rule 4 (rule regarding the maintenance in
security condition)

“L.*hemologation de sécurité en neuf étapes simples” (“The security approval jn nine

The F

mptesteps’);step 7 (“Whichsupptememntary security controtsare tequired toaddress
the risks?”)

rench cyber-risk approach regarding risk modification does not directly address

challenges 5 and 9.

The French cyber-risk approach provides insights for Challenges 3 and 10.

During
approv

the risk analysis, the French approach identifies security risks. During the security
al process, the operator notes those security risks. Furthermore, the French approach

requires that the operator install all security controls mitigating risks on a system, except when
there are justified technical or operational difficulties.
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The operator can also manage all significant risks, not restricted to the radioactive release.
Indeed, the risk management approach is not focused only on consequences resulting in
radioactive release or theft of nuclear material. Furthermore, the security audit undertaken
during the system approval may identify security risks whose impact may range from minor to
critical. When the risk is judged significant enough, the operator can implement security controls
to modify it.

Table C.9 — French approach: Insights for ISO/IEC subclause 9.2

ISO/IEC Clause 1 2 3 4 5 6 7 8 9 10 11
9.2 X Key X Key X
C.11 [ISO/IEC 27005:2018, 9.3 Risk retention

ISO/IE
clause

C 27005:2018, [5] 9.3 (Risk retention) maps to the following French.-cyber-risk ap

b .

“Arrété du 10 mars 2017” [44], appendix |, rule 2 (rule regarding the security app

security condition)

“L’homologation de sécurité en neuf étapes simples™ (“The security approval
simple steps”), step 7 (“Which supplementary security controls are required to 3
the risks?”)

The Ffench cyber-risk approach regarding risk~modification does not directly 3
Challepge 5.
The French cyber-risk approach provides insights for Challenges 7 and 10.

The ris
This ss

Furthe

releasq:

releasq
system

k analysis is followed by a security audit that verifies the risk level of the retaine
curity audit reduces the uncertainty associated with the input documents.

more, the operator,can manage all significant risks, not restricted to the radi
indeed, the risk.management approach only to consequences resulting in radi
or theft of nuclear material. Furthermore, the security audit undertaken dur
approval may“identify security risks whose impact may range from minor to

proach

roval)

“Arrété du 10 mars 2017” [44], appendix |, rule 4 (rulectegarding the maintenance in

n nine
ddress

ddress

H risks.

bactive
bactive
ng the
critical.

When the risk is judged insignificant enough, the operator can take the formal decision t¢ retain

this risk.

Table C.10 — French approach: Insights for ISO/IEC subclause 9.3

ISO/IEC Clause 1 2 3 4 5 6 7 8 9 10

11

9.3

X X Key



https://iecnorm.com/api/?name=4853392b9e3f70bd25a7da9876a30733

-92 - IEC TR 63486:2024 © IEC 2024

C.12 ISOJ/IEC 27005:2018, 9.4 Risk avoidance

ISO/IEC 27005:2018 [5], 9.4 (Risk avoidance) maps to the following French cyber-risk approach
clauses:

o “Arrété du 10 mars 2017” [44], appendix I, rule 2 (rule regarding the security approval)

o “Arrété du 10 mars 2017” [44], appendix I, rule 4 (rule regarding the maintenance in
security condition)

e “L’homologation de sécurité en neuf étapes simples” (“The security approval in nine
simple steps”), step 7 (“Which supplementary security controls are required to address
the risks?”)

The Frénch cyber-risk approach regarding risk modification does not directly address\challenge
5and 9.

The French national indirectly addresses challenges 1 and 8.

Table C.11 — French approach: Insights for ISO/IEC subclause 9.4

ISO /IEC Clause 1 2 3 4 5 6 7 8 9 10 11
9.4 X X

C.13 (ISO/IEC 27005:2018, Clause 10 Information security risk acceptance

ISO/IEC 27005:2018 [5], Clause 10 (Risk acceptance) maps to the following French cyber-risk
approach clauses:
o |‘Arrété du 10 mars 2017” [44], appendix |, rule 2 (rule regarding the security apgdroval)

o [|‘Arrété du 10 mars 2017” [44],)appendix I, rule 4 (rule regarding the maintenance in
security condition)

e [|‘L’homologation de sécurité en neuf étapes simples” (“The security approval jn nine
simple steps”), step 7. (“Which supplementary security controls are required to gddress
the risks?”)

The French cyber-risk) approach regarding risk modification does not directly gddress
challerge 5.

The French cyber-risk approach provides key insights regarding challenges 3, 4, 7, and| 10.

During| the/risk analysis, the French approach identifies security risks. During the decurity
approval process, the operaior takes noie of all the security risks, Including those with an
extremely rare occurrence. Furthermore, the French approach requires that the operator install
all security controls mitigating risks on a system, except when there are justified technical or
operational difficulties.

The risk analysis is followed by a security audit that allows to verify the risk level of the retained
risks. This security audit allows to reduce the uncertainty associated with the input documents
and with the pre-developed components with no identified or evaluated risks.

The operator is also able to manage all significant risks, not restricted to the radioactive release:
indeed, the risk management approach only to consequences resulting in radioactive release
or theft of nuclear material. Furthermore, the security audit undertaken during the system
approval may identify security risks which impact may range from minor to critical. When the
risk is judged insignificant enough, the operator is able to take the formal decision to retain this
risk.
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Table C.12 — French approach: Insights for ISO/IEC Clause 10

ISO/IEC Clause 1 2 3 4 5 6 7 8 9 10 11
10 X X Key Key X Key X Key
C.14 ISOJ/IEC 27005:2018, Clause 11 Information security risk communication

and consultation

ISO/IEC 27005:2018, [5] Clause 11 (Information security risk communication and consultation)

maps t

The F

challenges 5 and 9.

The Fr

During
approv

extremgly rare occurrence. Furthermore, the French appréach requires that the operato
irity controls mitigating risks on a system, except when there are justified technical or

all sec
operati

The ris

risks. This security audit allows to reducedhe uncertainty associated with the input doc
and with the pre-developed components.with no identified or evaluated risks.

The op
indeed

or theft of nuclear material. Furthermore, the security audit undertaken during the

approv
risk is j
risk.

The se
part of

o the followina French cvber-risk annroach clauses:
~J J Ll

“Arrété du 10 mars 2017” [44], appendix |, rule 2 (rule regarding the security.app

“L’homologation de sécurité en neuf étapes simples” (“The security approval
simple steps”), step 8 (“How to decide on the approval?”)

fench cyber-risk approach regarding risk modification does (not directly 4

bnch cyber-risk approach provides key insights regarding/challenges 3, 4, 7, and

the risk analysis, the French approach identifies: security risks. During the s
al process, the operator takes note of all the security risks, including those

onal difficulties.

k analysis is followed by a security auditthat allows to verify the risk level of the r

crator is also able to managetall significant risks, not restricted to the radioactive r
the risk management approach only to consequences resulting in radioactive

al may identify security risks which impact may range from minor to critical. W}
udged insignificantyenough, the operator is able to take the formal decision to ret

curity risksidentified, the results of the security audit, the assumed security risks
the approval file, which is share between the stakeholders.

roval)

n nine

ddress

10.

ecurity
vith an
install

ptained
iments

blease:
elease
5ystem
en the
hin this

are all

Table C.13 — French approach: Insights for ISO/IEC Clause 11

ISO/IEC Clause 1 2 3 4 5 6 7 8 9 10

11

11

X X Key Key X Key X Key

C.15

ISO/IEC 27005:2018, Clause 12 Security risk monitoring and review

ISO/IEC 27005:2018 [5], Clause 12 (Information security risk monitoring and review) maps to

the foll

owing French cyber-risk approach clauses:

“Arrété du 10 mars 2017” [44], appendix |, rule 2 (rule regarding the security approval)

“L’homologation de sécurité en neuf étapes simples” (“The security approval
simple steps”), step 8 (“How to decide on the approval?”)

in nine
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The French cyber-risk approach regarding risk modification does not directly address
challenges 5 and 9.

The French cyber-risk approach provides key insights regarding challenges 3, 4, 7, and 10. The
approval is reviewed at least every three years as well as when an event or an evolution
modifies the context of the system. The same process as the initial approval is thus regularly
conducted: a new risk analysis, taking into account the potential new risks identified, and
another security audit is conducted.

This reexamination allows to update the unacceptable events (challenge 3), to take into account
the potential new information regarding pre-developed components (challenge 4), to reduce the
uncertainty associated with input documents (challenge 7) or to take into account new
signifidant risks (challenge 10).

Table C.14 — French approach: Insights for ISO/IEC Clause 12

ISP/IEC Clause 1 2 3 4 5 6 7 8 9 10 1
12 X Key | Key X Key X X Key X
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D.1

Annex D
(informative)

German approach

Summary of general approach

The German approach addresses, deals within the nuclear sector not with all the challenges
identified in Table 1 below. The basis of the German approach within nuclear is the so called
SEWD-RL IT guideline [22]. This document is classified as restricted and some additional

docum

There

missing challenges. These additional guidelines are the Energy Industry- Act w

corresy

ETTCas coTnfiderTtiat:
are in Germany many other sector overlapping rules and guidelines which) co

onding papers for the critical infrastructure. See also Table D.1 through Table D

er the
th the
.15.

D.2 [ISO/IEC 27005:2018, 7.1 General considerations
7.1 degls with general considerations.
For the German perspective the key element is Challenge 10 “Lack of a comm¢n and
comprehensive risk management process” due to the fact, that different authorities gnd the
authorigzed technical support organizations are coping‘with different risk assessment objectives
in a comprehensive manner.
Table D.1 — German approach: Insights for ISO/IEC subclause 7.1
ISP/IEC Clause 1 2 3 4 5 6 7 8 9 10 11
7.1 X X X X Key
D.3 [ISO/IEC 27005:2018, 7.2 Basic criteria
7.2 coVers the basic criteria for the security risk management process.
Challempge 10 deals with the topic of “Lack of a common and comprehensive risk management
procesg.” Specifically, this challenge deals with risks associated with consequences that will

tions).

The risksthat lead to these consequences will be identified according to domain independent

tal I&C

as well as overall plant security and therefore, not effectively managed. The SEWD-RL IT
covers these risks only implicit, as the main focus is on systems and their risks which are under
authority supervision. Also, there is an appendix with a given classification, where the resulting

classifi

cation is not intuitive or simple for all.

Table D.2 — German approach: Insights for ISO/IEC subclause 7.2

ISO/IEC Clause 1 2 3 4 5 6 7 8 9 10

11

7.2

X X X X Key
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ISO/IEC 27005:2018, 7.3 Scope and boundaries

ers topics to scope and boundaries for the security risk management process.

Challenge 5 deals with differences in national risk management and there are two frameworks
in that area in Germany. One is ISO/IEC 27005 [5] and the other BSI 200-3 [42] (former version
BSI 100-3) which are not fully compatible.

Table D.3 — German approach: Insights for ISO/IEC subclause 7.3

ISO/IEC Clause 1 2 3 4 5 6 7 8 9 10

11

7.3

Key X

D.5 |ISO/IEC 27005:2018, 8.1 General description of information. security fisk
assessment
8.1 prgvides a general description of the information security risk assessment. In the German
approagch:
Challenge 4 with “Unknown or lacking sufficient detail for pre~-developed components.| is the
key eel}ment, as there is specific topic in the guideline, but this topic is unspe ific in
requirgments and measures.
Table D.4 — German approach: Insights for ISO/IEC sublause 8.1
ISP/IEC Clause 1 2 3 4 5 6 7 8 9 10 11
8.1 X X X

D.6 [ISO/IEC 27005:2018, 8.2 Risk identification
8.2 coVers:
a) Asgdet Identificatiop;
b) Threat Identification,
c) ldeptificatiomof existing controls,
d) Ideptification of vulnerabilities, and
e) Ideptification of consequences.

The German approach addresses these areas through the SEWD-RL IT which request of all
five mentioned points.

But the risk management process underlay some restrains by local nuclear authorities and can
vary between plants.

Table D.5 — German approach: Insights for ISO/IEC subclause 8.2

ISO/IEC Clause 1 2 3 4 5 6 7 8 9 10

11

8.2

X X X X X Key
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D.7 ISO/IEC 27005:2018, 8.3 Risk analysis

8.3 covers risk analysis. The German approach can be done with ISO/IEC 27005 [5] as well as
BSI 200-3 [42]. But in both cases the uncertainty in the adversary characterisation is the
challenge and so defined as key element.

Table D.6 — German approach: Insights for ISO/IEC sublause 8.3

ISO/IEC Clause 1 2 3 4 5 6 7 8 9 10 11

8.3 X X X X X X X Key X X X

D.8 [ISO/IEC 27005:2018, 8.4 Risk evaluation

8.4 deals with risk evaluation. The German approach is based on classified nuclear dociiments
and in |addition on domain independent guidelines and standards. Therefere challengg 10 is
concerped. The key element is Challenge 7, “Uncertainty in vulnerability/susceptibility apalysis.’

Table D.7 — German approach: Insights for ISO/IEC-subclause 8.4

ISP/IEC Clause 1 2 3 4 5 6 7 8 9 10 11

8.4 Key X

D.9 |[ISO/IEC 27005:2018, 9.1 General description of risk treatment

9.1 depls with a general description of.risk treatment. The German approach addrgsses it
through ISO/IEC 27005:2018, [5] 9.1, which states that: "Output: Risk treatment plan and
residugl risks subject to the acceptance decision of the organization's managers." And|no risk
can be|untreated. It shall be avoided, mitigated, or accepted.

Table D.8 — German approach: Insights for ISO/IEC subclause 9.1

ISP/IEC Clause 1 2 3 4 5 6 7 8 9 10 11

9.1 X Key X

D.10 [ISO/IEC 27005:2018, 9.2 Risk modification

9.2 deals with risk modification. The German approach addresses it through the requirement in
the guidelines, that risks shall be modified to an acceptable level.

Table D.9 — German approach: Insights for ISO/IEC subclause 9.2

ISO/IEC Clause 1 2 3 4 5 6 7 8 9 10 11

9.2 X X X X Key
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9.3 deals with risk retention. The German approach addresses it through the requirement, that
risk retention shall be clearly documented and formal accepted by the company board and the

risk owner.
Table D.10 — German approach: Insights for ISO/IEC sublause 9.3
ISO/IEC Clause 1 2 3 4 5 7 10 11
9.3 X Key Key X
D.12 [ISO/IEC 27005:2018, 9.4 Risk avoidance
9.4 degls with risk avoidance. The German approach also addresses the avoidance of rigk. This
is a key element for Challenge 7.
Table D.11 — German approach: Insights for ISO/IEC sublause 9.4
ISP/IEC Clause 1 2 3 4 5 7 10 11
9.4 X X Key X
D.13 |[ISO/IEC 27005:2018, 9.5 Risk sharing
9.5 deals with risk sharing. The German approach allows the sharing of risk, but it shall be
clearly|ldocumented and formal accepted.by the risk owner and the company board. This is a

key elgment for Challenge 7.

Table D.12 — Germansapproach: Insights for ISO/IEC sublause 9.5

ISP/IEC Clause 1 2 3 4

10

11

9.5 X

Key

D.14 |ISO/IEC-27005:2018, Clause 10 Information security risk acceptance

Clause| 10deals with risk acceptance. The German approach addresses like Clausg 10 of

ISO/IEC 27005:20T8 [5]. The key elementis again Challenge 5 with the different objeciives and

tasks of different authorities, see Clause D.2.

Table D.13 — German approach: Insights for ISO/IEC Clause 10

ISO/IEC Clause 1 2 3 4

10

11

10 X X X X

Key
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D.15 ISO/IEC 27005 :2018,Clause 11 Information security risk communication
and consultation

Clause 11 deals with risk communication and consultation. The German approach addresses
like Clause 11 of ISO/IEC 27005:2018 [5]. Key elements are Challenge 2 due to the complexity
and Challenge 10 a common and comprehensive risk management, see Clause D.2.

Table D.14 — German approach: Insights for ISO/IEC Clause 11

ISO/IEC Clause 1 2 3 4 5 6 7 8 9 10 11

11 % e % * X X X X X Key X

D.16 |[ISO/IEC 27005:2018, Clause 12 Security risk monitoring and_ review
Clausel 12 deals with monitoring and review. The German approach is especially directed to the
two key aspects: Challenge 7 with an uncertainty of analysis and Challenge 9 by the immense

amounf of information, risks and systems.

Table D.15 — German approach: Insights for ISO/IEC Clause 12

ISP/IEC Clause 1 2 3 4 5 6 7 8 9 10 11

12 X X X X Key | X Key | X X
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Annex E
(informative)

Harmonized threat and risk assessment (Canada)

ISO/IEC 27005:2018, 7.2 Basic criteria

The key to HTRA (see Reference documents, CSE 2007) is the ability to tier the analysis (e.g.,
System, Department, Organization), scoping, and providing multiple generic lists for
vulnerabilities, threats, consequences, etc.

ChallerLge 2 — is not directly covered by the HTRA.

7.2 coers a wide range of risk criteria. HTRA assists this through providing pfescompil
of thede criteria. A key part of HTRA are the hierarchical structures, taxonomy, ex

glossa

y and criteria that provides for a consistent approach even though {

consequences associated with NPPs are not detailed other than Nuclear Accidents.

Bbd lists
ensive
pecific

Challemge 7 deals with uncertainty regarding vulnerabilities. A key jinsight in HTRA is fhe use

of lists|of vulnerabilities which can be used where the actual vulnerabilities are not knoywn with
certainty. See also Table E.1 through Table E.14.
Table|E.1 — Harmonized threat and risk assessment:Jnsights for ISO/IEC subclause 7.2
ISP/IEC Clause 1 2 3 4 5 6 7 8 9 10 11
7.2 X X Key X X
E.2 |ISO/IEC 27005:2018, 7.3 Scope and boundaries
ISO/IEC 7.3 maps to HTRA:

Management Summary, Section 2.4 ("Scope of the TRA Project") recommen
TRAs be “as shaortas possible consistent with the need for informed decision ni

project, and that’projects can be rescoped “fo meet changing circumstances such
discovery,ofpreviously unknown threats and vulnerabilities”

Annex-A_+ Section 4 ("Scope of assessment") warns that “[u]nless realistic boul
set at the start, subsequent data collection and analysis could become open-end
thé project might collapse under the sheer weight of the effort”.

Is that
aking”.

It is recommended that modular assessments are performed rather than a single large

as the

ds are
ed and

Management Summary, Section 4 ("Threat Assessment ) notes “Upon completior

1 of the

Asset ldentification and Valuation Phase, the TRA team shall identify “any threats that
could reasonably be expected to cause injury to employees, assets or service delivery”
and that “[a]ll threats — man-made (deliberate or accidental) and natural hazards — are
considered at a level of detail commensurate with the scope of the assessment’. This

approach is used throughout the document.

The use of smaller modular assessments is a key insight for addressing the following challenges

7 — Uncertainty in Vulnerability / Susceptibility Analysis

9 — Excessive Information Volume
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The identification of “any threat that could reasonably expected to cause injury” is a key insight
to challenge 10 “lack of a common and comprehensive risk management process” in that risks
arising from any threat will be assessed and recommendation made (note that HTRA does not
cover the risk management).

Table E.2 — Harmonized Threat and Risk Assessment: Insights for ISO/IEC Clause 7.3

ISO/IEC Clause 1 2 3 4 5 6 7 8 9 10

11

7.3

X X X Key Key Key

E.3

ISO/IE

HTRA
or bus

ISO/IEC 27005:2018, 7.4 Organization for information security risk
management

C 7.4 maps to the following HTRA clauses:

Management Summary, Section 2.5 ("Team Composition")
Management Summary, Section 2.6 ("Other Resources")
Annex A, Section 5 ("TRA Team Composition")

Appendix A-2, Section 2.3 ("Subject-Matter Experts")
Appendix A-4 ("Use of TRA Consultants")

Annex A, Section 6 ("TRA Work Plan")

8] (clause 2.5) provides minimum list of staff'to be included as stakeholders (p

depart
such

managegrs, internal auditors, and legal céuncil and also provides (Appendix A-5) pro
more detailed list. HTRA states that the plan defines the terms of reference for each TR
membgr (Appendix A-6).

The rol
not dire
of simi

This pn
complsg

respon

Table

ental security authorities). HTRA (clause 2.6) provides examples of other re
s privacy coordinators, occupational health and safety staff, financial and

iness managers, project managers, facility manager, chief information 3:‘ficers,

fogram

ources
aterial
ides a
A team

s and responsibilities arg-based on Canada and the Canadian government, so they are

ctly applicable outside of Canada, although the selected roles could inform the se
ar individuals in other countries.

ovides an insight for challenge 9 where the organizational structure may be lar

5ibilities'within the TRA work plan which could be helpful for a large complex orgar

lection

ge and

x to deal with large amounts of information. HTRA requires definition of the roles and

ization.

E3 ='Harmonized threat and risk assessment: Insights for ISO/IEC subclaure 7.4

IS

O/IEC Clause 1 2 3 4 5 6 7 8 9 10

11

7.4

X X X X Key | X

E.4

ISO/IEC 27005:2018, 8.1 General description of information security risk

assessment

HTRA is an approach that provides for assessment of risk arising from deliberate threats,
accidental threats and natural hazards. HTRA uses the following formula for risk:

Risk = f (Asset Value, Threat, Vulnerability)
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HTRA notes that as threat and vulnerability the risk approaches the maximum possible injury,
see Figure E.1.

Risk = Asset Value

As threats and the associated vulnerabilities are maximized,
the consequences of a threat event approach complete compromise of the asset

gty
R=7f(Ava, T, V)

Then, the actual risk approaches the maximun possible injury

E.5

HTRA
(8.2.2
Contro

HTRA

This a
relatior

(i.,e. R=Ava )

-

IEC

Figure E.1 — HTRA risk formula (Figure B-4 of [8])

ISO/IEC 27005:2018, 8.2 Risk identification

brovides worksheets for performing the ISO/IEC 27005 [5}«activities for risk identi
dentification of Assets, 8.2.3 Identification of threats; 8.2.4 Identification of E
s, 8.2.5 Identification of Vulnerabilities, and 8.2.6 ldentification of Consequence

Annex C, §1.1 provides insights for risk identification, namely:

[Threat Identification — to list all threats that-might affect assets within the scopg
assessment at an appropriate level of detail.

Likelihood Assessment — to assess the probability of each threat actually occurr
Gravity Assessment — to determine the prospective impact of each threat.

[Threat Assessment — to assigh threat levels ranging from Very Low to Very H
each threat based upon comimon metrics for likelihood and gravity.

ranked from the most serious to the least.

pproach defines ‘threat based upon likelihood and gravity, and table D-2 pro
ship between thfeat capability and gravity.

ication
xisting

igh for

Prioritized Threat Listing’ — to produce a comprehensive list of threats which fnay be

ides a
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Table E.4 — HTRA: Relationship between threat capability and gravity [8]

Deliberate Threat Agent Magnitude of Accidents of

Capabilities Natural Hazards Threat Impact or Gravity

. . Highly Destructive
Extensive Knowledge/Skill .
. Extremely Grave Error High
Extensive Resources . .
Widespread Misuse

Limited Knowledge/Skill
Extensive Resources
Or

. . Moderately Destructive
Extensive Knowledge/Skill

SorioueErraor Madium

Limited Resources
Or
Moderate Knowledge/Skill

Significant Misuse

Moderate Resources

Modestly Destructive
Limited Knowledge/Skill
Minor Error Low
Limited Resources
Limited Misuse

This approach is applicable to any challenges which involve-risk assessment and pro

ides a

key insjght for challenge 10 (Lack of a common and comprehensive risk management prpcess).

Figure |C-3 provides insight into how indirect and direct'threats contribute to risk. This is a key

insight|for challenge 2 (Complexity of interdependencies and interactions).

Annex |C §4, (Threat Assessment) makes use of an extensive catalogue of threats

which

includgs natural and physical threats and as a threat catalogue, as recommengded in

ISO/IEC 27005 [5]. This catalog is a_key insight for addressing Challenge 8 (Ad
Challepge Uncertainty), and Challenge 10 (Lack of common and comprehensi
management process).

Table
threat

D-1 provides insight into/the impact of safeguards on the risk variables, assef]
and its sub components gravity and likelihood) and vulnerability. This table also

ersary
e risk

value,
shows

how spafeguards affect—the probability of the threat event occurring, the probablflity of

comprgmise and the severity of outcome. Table D-2 provides insight on how vulnerabilit

es and

safeguprd effectiveness affect the probability of compromise. These insights are applicable to

all challenges and.are key insights to challenge 10.

Appendix D=2.provides a list of vulnerabilities which could be an approach used to g
challenge 7 (“Uncertainty in vulnerability”) whereby a list of vulnerabilities could be used

there is

llnrprmim‘y rpgnrding the actual \/||Inpmhili’ry

ddress
where

Table E.5 — Harmonized threat and risk assessment: Insights for ISO/IEC subclause 8.2

ISO/IEC Clause 1 2 3 4 5 6 7 8 9 10

8.2

Key X X Key | Key X Key
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E.6 ISO/IEC 27005:2018, 8.3 Risk analysis
HTRA [8] describes risk analysis in the same section as risk identification.

Table D-4 provides a method for calculating a rating for each vulnerability that exposes an asset
(from Very Low to Very High). This calculation is based upon the impact of a vulnerability on
the probability of compromise and the severity of the outcome that were determined during risk
assessment. This is the fundamental means by which HTRA establishes common metrics which
allow for comparative analysis and is a key insight for challenge 10 (Lack of common and
comprehensive risk management process). Annex E provides the method for calculating
residual risk and developing a prioritized list of risks.

A key ipsight of table D-2 is that measures can work on the adversary (e.g., to reduce Iikellihood)
or on cpnsequence (to reduce gravity). This is a key insight where the threat is ungértaip, such
as challenge 8.

Table|E.6 — Harmonized threat and risk assessment: Insights for ISO/IEC subclause 8.3

ISP/IEC Clause 1 2 3 4 5 6 7 8 9 10 11
8.3 X X X X X X X Key X Key X

E.7 [ISO/IEC 27005:2018, 8.4 Risk evaluation

HTRA [8] method provides a prioritized list of risks which is presented to the risk authority (risk
management is external to this process). The list.includes recommendations for risk treatment:

e |Acceptance, where risk is acceptable
e |Additional safeguards to reduce risk’to an acceptable level, and

¢ |Removal of safeguards, in rarg_cases where safeguards are excessive.

The method is applicable to all.challenges, but does not offer key insight into any gpecific
challenges.

Table|E.7 — Harmonized threat and risk assessment: Insights for ISO/IEC subclause 8.4

ISP/IEC Clause 1 2 3 4 5 6 7 8 9 10 11
8.4 X X X X X X X X X

E.8 USO/EC 27005:2018 9.1 General description of risk treatment

Annex F §2.4.2 of the HTRA [8] provides a general description of risk treatment options
("responsible managers may be presented with the following options:" (1) Retain EXxisting
Safeguards, (2) Implement Proposed Safeguards, or (3) Remove Excessive Safeguards”).

HTRA does not provide any key insights for the above challenges.

Table E.8 — Harmonized threat and risk assessment: Insights for ISO/IEC subclause 9.1

ISO/IEC Clause 1 2 3 4 5 6 7 8 9 10 11
9.1 X X X X
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E.9 ISO/IEC 27005:2018, 9.2 Risk modification

HTRA [8] Annex F, §3, “Selection of potential safeguards” outlines a two-stage process in which
security measures are identified to address all unacceptable residual risk followed by an
assessment of the effectiveness of the safeguard selected. HTRA recommends that one (and
preferably several options) are identified for each unacceptable risk. A table of safeguards is
provided in F-2 and a checklist of selection criteria (with instructions) is provided in section 3.

The HTRA [8] guidance is applicable to all challenges, gut is a key insight to challenge 10 (“Lack
of common and comprehensive risk management processes”) since it considers all
unacceptable residual risk, regardless of cause.

Table|E.9 — Harmonized threat and risk assessment: Insights for ISO/IEC subclauLe 9.2

ISP/IEC Clause 1 2 3 4 5 6 7 8 9 10 11
9.2 X X X X X X Key X

E.10 [ISO/IEC 27005:2018, 9.3 Risk retention

HTRA [8] Annex F, §2.4.2 discusses risk retention and states that when risk is retained, gxisting
safeguprds can be retained, new safeguards required to,achieve acceptable level of frisk be
implenmented or in rare cases excessive safeguards can/deremoved. There is no key ingight to
any of the above challenges.

Table E.10 — Harmonized threat and risk assessment: Insights for ISO/IEC subclayse 9.3

ISP/IEC Clause 1 2 3 4 5 6 7 8 9 10 11
9.3 X X X X

E.11 [ISO/IEC 27005:2018,-9.4 Risk avoidance

HTRA |[8] Annex F §2.4:3\'recommends that, if risk is excessive, options are to propose
additiopal safeguards (i.e!, risk modification), to revise the original requirements (which could
includg accepting an elevated residual risk), or cancelling the project (to avoid risk altogether).
This is|consistent.with the advice of ISO/IEC 27005 [5] and there is no key insight to any of the
above thallengest

Table E.11.-2Harmonized threat and risk assessment: Insights for ISO/IEC subclause 9.4

ISO/IEC Clause 1 2 3 4 5 6 7 8 9 10 11
9.4 X X X X

E.12 ISO/IEC 27005:2018, Clause 10 Information security risk acceptance

HTRA [8] Annex F provides process for determining if assessed risk is acceptable and
recommending corrective actions, if not. This depends upon the target risk level identified during
TRA work planning, however the guidance on TRA work planning provided in Annex A, §6 states
“a typical work plan should include ... the target risk level that is deemed acceptable”.

HTRA [8] Provides no specific insights for the above challenges.
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Table E.12 — Harmonized threat and risk assessment: Insights for ISO/IEC Clause 10

ISO/IEC Clause 1 2 3 4 5 6 7 8 9 10 1
10 X X X X X X X X X
E.13 ISO/IEC 27005:2018, Clause 11 Information security risk communication
and consultation
HTRA [8] provides the following insights:

The HTRA [8] guidance does not go significantly beyond what is currently in ISO/IEC 27
and copsequently provides no insight to addressing any of the challenges.

Tabl

sharing, and Annex A, §4.3 notes that the report length is “as long as_necés
convey the findings and recommendations to the risk acceptance authorityix

Annex A §5.5 identifies (internal and external) sources of specialized.informatiorn
Annex F-7 provides a HTRA sample report.

Annex A 2.3 provides general requirement for management to promote infovlmation

sary to

005 [5]

p E.13 — Harmonized threat and risk assessment: Insights for ISO/IEC Clauge 11

IS

D/IEC Clause 1 2 3 4 5 6 7 8 9 10

11

11

X X X X X X X X X X

E.14

For theise approaches ISO/IEC 27005:2018, [5] Clause 12, HTRA [8] addresses 12.1 onl
it mapg to HTRA Section 7.2 (TRA Projects and Risk Management)

Most ¢
cyber
recogn
[ )
[ )

ISO/IEC 27005:2018, 12 Security‘risk monitoring and review

nallenges identified the\need for continuous management due to the dynamic ng
isk variables (asset\ value, threat, or vulnerability). HTRA (Section 7.2, Page
jzes that:

A fundamental requirement is that continuous risk management is essential.
Shows that managers monitor implementation of the TRA recommendations.
Review=and update the TRA when the risk variables evolve significantly.

Fermal TRA method simplifies the process since only the affected portions nee

which

ture of
MS-8)

j to be

undated and an entire reassessmentis not naaded
dpaateaahaah-ehitHe+easSesSsHhehit1is ot hReeaea-

Shows how the TRA report (a static record) fits into a simplified management system.

The HTRA [8] guidance does not go significantly beyond what is currently in ISO/IEC 27005 [5]

and co

nsequently provides no insight to addressing any of the challenges.

Table E.14 — Harmonized threat and risk assessment: Insights for ISO/IEC Clause 12

ISO/IEC Clause 1 2 3 4 5 6 7 8 9 10

11

12.

X X X X X X X X

X
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E.15 Reference document

Government of Canada, Communications Security Establishment/Royal Canadian Mounted
Police, "Harmonized Threat and Risk Assessment Methodology," CSE, Ottawa, 2007 (see
Reference documents, CSE 2007).
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Annex F
(informative)

HAZCADS approach

NOTE This analysis was performed prior to the revision of HAZCADS [9] in 2021 (see Reference documents, EPRI

2021).

F.1  Summary of general approach

FTA (F

tree, rgsulting in a Systems-Theoretic Fault Tree (SIFT). The application of STRPA all

identification of UCAs that could be initiated by a cyberattack. UCAs are asSociatgd with
hazardp and losses. Combination of STPA with FTA allows for existing reliability,information to

be conpidered, thereby enhancing risk assessment.

Risks gan be qualitatively or quantitatively assessed with HAZCADS./The key element
to incofporate UCAs into SIFT, which is central to evaluation of risk." The EPRI repo

is how
[t (See

Reference documents, EPRI 2018) consists of a methodology and two case examples t¢ which

HAZCADS was applied. See also Table F.1 through Table F.10.

Table F.1 - HAZCADS approach: Key challenges addressed

Challenge Description
2 Complexity of Interdependencies and*nteractions
4 Unknown or Lacking Sufficient Detail for Pre-developed Components
6 Lack of Abstract Analysis Methods
9 Excessive Information Voluime
10 Lack of a Common and_Comprehensive Risk Management Process

The gyidance provided by the"HAZCADS addressing the above challenges is seen

insight$ to the overall risk.ranagement process.

Challenges indirectly addressed by HAZCADS are given below:

Table F.2 - HAZCADS approach: Challenges indirectly addressed

as key

Challenge Description
Z IUncertaintyv in \Vulnerability / Susceptibility Analvsis
¥ ¥ P ¥ ¥
8 Adversary Characterization Uncertainty

These indirectly addressed challenges demands analysis and interpretation to derive insights
and is therefore not seen as key for the establishment of a consensus risk management process

for NPP cybersecurity.
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F.2 ISO/IEC 27005:2018, 7.1 General considerations

HAZCADS [9] process is outlined in Figure F.1. The key insights are its combinatory approach
to both STPA [21] and FTA. STPA provides for a model (abstraction) of the control structure
(STPA step 2) to address Challenges 2 and 6, whereas FTA provides a structured manner to
interpret system/components interactions and faults to address Challenges 4 and 9. The use of
FTA in this manner is consistent with PRA approaches and may further alleviate Challenge 9
as PRA tools can be leveraged to assist with structuring, presentation, and analysis of
tremendous amounts of information.

Specmcally, use of FTA only mltlgates Challenges 4, 9, and 10 when a tradltlonal fault tree

fault tre thereby requmng an extenswe effort that may I|m|t the use of HAZCADS

HAZCADS Activity 3.1
Gather Plant Design,

System Design and
Hazard Data

STPA FTA
1) Define Losses 1) Identify
and Hazards - Undesired Events
HAZCADS Activity 3.2
Define the Losses,
Hazards, and the
Control Structure 2) Model
2) Model the Component/System
Gpntrol Structure Interaction and Faults

HAZCADS Activity 3.3 HAZCADS Activity 3.4
Identify the Unsafe Obtain or Create 3) Create System

Control Actions a Traditional Fault Tree
Fault Tree

3)| Identify Unsafe
ontrol Actions

. 4) Solve Fault Tree
4) Identify Loss and Inspect Cut Set

Scenarios
Results
HAZCADS Activity 3.5
Generate a Systems-Theoretic

Informed Fault Tree, Evaluate
Component Importance

Traditional HAZCADS Activity 3.6 Traditional
Use of STPA Determine the Target Use of FTA

Control Method Effectiveness
Score for each of the
1&C System Elements

System Design and Evaluation

IEC
Figure F.1 — Overview of HAZCADS method (See Reference documents, EPRI 2018)

Table F.3 - HAZCADS approach: Insights for ISO/IEC subclause 7.1

ISO/IEC Clause 1 2 3 4 5 6 7 8 9 10 11
71 Key Key Key Key
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ISO/IEC 27005:2018, 7.2 Basic criteria

C 27005:2018 [5], 7.2 considers the following aspects of basic criteria:

7.2.1 Risk Management Approach
7.2.2 Risk Evaluation Criteria
7.2.3 Impact Criteria

7.2.4 Risk Acceptance Criteria

HAZCADS [9] is a system-level analysis approach that uses both FTA and STPA [21] to assess

risk. T

in iden

failureg that lead to a failure of systems to perform their intended functions (FTA~app
The kely insight for addressing cybersecurity (and challenges 2 and 6) is the identificg

UCAs
failure
compo

HAZCA

STPA

interacfions and system effects, and moderately effective for intérfelationships between

and an

HAZCADS [9] section 2.2.2 evaluated FTA method against the same criteria as the
method. FTA has high value for risk prioritization and.can be easily used within existing

analys

e imparf criteria _are either in Iinl(ing IUCAs to hazards and losses (QTDA appro

lifying a top event (i.e., unacceptable consequence) and determining a singlelo

hnd their linking to Hazards and losses. Traditional fault trees are unlikely to c
modes and effects resulting from compromise (i.e., cyberattack).'of a sys
hents.

was evaluated to be highly effective for identifying new failure modes ar

hplogue system elements. However, STPA method has-ow value for risk prioritizg

S.

Table F.4 — HAZCADS approach:insights for ISO/IEC sublause 7.2

ch) or
set of
Foach).
tion of
bnsider
tem or

DS [9] section 2.2.1 evaluated specific criteria for the application of the STPA method.

d new
digital
tion.

STPA
hazard

D/IEC Clause 1 2 3 4 5 6 7 8 9 10

11

7.2

Key X Key X

F.4

HAZCADS [9] is a system analysis approach that depends upon STPA [21] and FTA. E
traditiopal fault trees\are necessary to leverage this approach effectively, without incy
signific

ISO/IEC 27005:2018,7.3 Scope and boundaries

System fault trees from the plant’s Probabilistic Risk Assessment (PRA) model, in

xisting
rring a

ant effort(te" create. Section 3.1 provides a list of appropriate PRA and faylt tree
information that would be beneficial. These are:

cluding

spatial initiators such as fires and floods:

System notebooks, written for the PRA;
System operator training manuals;
System Piping and Instrumentation Diagrams; and

Plant operation procedures, manuals, processes and policies.
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Digital

Instrumentation and Control (DI&C) System documentation is a key HAZCADS inputs.

The recommended list of information and appropriate documentation is:

Design criteria, such as independence, separation, environmental (heat,
electromagnetic and radio frequency interference, , etc.), human factors engineering,
etc.

DI&C architecture;
DI&C network topology;
Description of network segregation;

Description of digital controller logic, along with process variable sensors providing

The ab
The ST

of the ¢xpert performing the analysis.

(TITUTTTITAtUTT U Uty itd LUTINUTICT o,

Network component configurations;

Network equipment (routers, switches, etc.);

Facility power sources (both primary and backup);
Computer and control system policies and procedures;
Procedures and systems to govern computer user access;
Operation plans or disaster recovery plans; and

DI&C component (e.g., controllers) manuals and otherc¢technical details.

bve lists are for a single system or small set of system that perform/provide a key function.
PA [21] analysis relies upon the DI&C documentation and relies upon the competence

Table F.5 - HAZCADS approach: Insights for ISO/IEC subclause 7.3

ISP/IEC Clause 1 2 3 3 5 6 7 8 9 10 1
7.3 X X X X X
F.5 |ISO/IEC 27005:2018.8.1 General description of information security fisk

HAZCA
define

F.6

assessment

DS [9] is an approach that supplements over risk assessment. HAZCADS dqges not
b risk assessment sequence or method.

ISO/NEC 27005:2018, 8.2 Risk identification

ISO/IE!

8.2.1 Introduction to risk identification

8.2.2 ldentification of assets

8.2.3 Identification of Threats

8.2.4 |dentification of Existing Controls
8.2.5 Identification of Vulnerabilities

8.2.6 ldentification of Consequences
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HAZCADS [9] leverages STPA to (1) define losses and hazards, (2) model the control structure,
ntify UCAs, and (4) identify loss scenarios (HAZCADS Figure 3-2). Specifically, the

(3) ide
losses
(1)

2)
3)
)

)

—_~ o~

4
5

—~~

that may be considered are:

Severe human injury or loss of life
Environmental contamination
Equipment damage

Significant loss of revenue
Reputational damage

These consequences (while not complete) demonstrate that HAZCADS can be leveraged to

apply @
conseq
that reg

(1

common and comprehensive risk management process for both severe and m
uences. Additionally, STPA abstracts the threats by using UCAs as the initiatin
bults in the appearance of a hazard. HAZCADS considers four types of UCAs/whi

Control Action Not Provided

derate
event
ch are:

)
(2)| Control Action Provided
(3)| Control Action Provided Too Early, Provided Too Late, or Previded in the Wrong Order
(4)| Control Action Stopped Too Soon or Provided Too Long
The abjove UCA types are key insights for Challenge 6, but alsoassists with Challenge$ 7 and
8 (uncgrtainty in vulnerability and threat).
Table F.6 - HAZCADs approach: Insights for ISO/IEC subclause 8.2
ISP/IEC Clause 1 2 3 4 5 6 7 8 9 10 11
8.2 X X Key X X X Key
F.7 |ISO/IEC 27005:2018, 8.3 Risk analysis
ISO/IEC 27005:2018 [5], 8.3 considers the following aspects of risk analysis:
e [8.3.1 Risk Analysis.Methodologies
e [8.3.2 Assessment-of consequences
e [8.3.3 Assessment of incident likelihood
e [8.3.4 Level of Risk Determination
HAZCADS([9] Section 3.5 and 3.6 outline an approach to solve the SIFT for preventign sets.
Prevention/ sets represent the complete success paths based on prevent|on analysis.
Preventior 1T ’ ’ ' ' equence).

HAZCADS prowdes key S|mpI|fy|ng assumptions based on these preventlon sets. UCAs are set

to True if not contained within a selected prevention set (i.e.,

the UCA is not prevented by

controls) or else set to false (i.e., contained in prevention set; UCA is prevented by controls).
These assumptions within the SIFT are key insights for Challenges 2, 7, and 8. Challenge 2 is
addressed by the STPA analysis to capture interdependencies and interactions, whereas the
conservative assignment of true and false values accounts for Challenges 7 and 8
(uncertainties).

Table F.7 - HAZCADS approach: Insights for ISO/IEC subclause 8.3

ISO/IEC Clause 1 2 3 4 5 6 7 8 9 10

11

8.3

Key X X Key Key X Key
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F.8 ISO/IEC 27005:2018, 8.4 Risk evaluation

HAZCADS [9] leverages Fussell-Vesely Interval and Birnbaum’s measure to evaluate risk
importance. Both Fussell-Vesely Interval and Birnbaum’s measure are widely used in PRA.
Fussell-Vesely measures the overall percent contribution of cut sets (failures) associated with
an unacceptable consequence. Birnbaum measures the rate of change in total risk because of
changes to the probability of an individual basic event. Based on these values, Figure 3-6 and
Table 3-3 provide a Basic Control Method Effectiveness Score. This provides a key insight to
how to leverage a common and comprehensive risk approach for the selection of controls.

Table F.8 - HAZCADS approach: Insights for ISO/IEC subclause 8.4

ISP/IEC Clause 1 2 3 4 5 6 7 8 9 10 11
8.4 X X X X X X Key

F.9 |ISO/IEC 27005:2018, 9.1 General description of risk treatment

HAZCADS [9] does not discuss General Risk Treatment other than application of gontrols
evaluated as per Clause F.8.

F.10 [ISO/IEC 27005:2018, 9.2 Risk modification

In add|tion to 15.8 above, HAZCADS provides a Control Method Classes and CME| Score
Differeptiation (Section 3.6.3 of EPRI, 2018, in Reference documents) that introduceg three
classeg of control methods:

(1)| Protect — control reduces or eliminates component failure or less significant
(2)| Detect — detect degradation or.failure of component
(3)| Respond and Recover — ‘prevent the occurrence of the failure or minimize the

consequences of failure

While fhese are limited to safety considerations, the protect, detect, and respond and fecover
classes may provide key information for cybersecurity analysis if implemented. A standpard set
of contfol classes for risk~modification could be a key insight for a common and comprehensive
risk mgnagement process.

Table#:9 - HAZCADS approach: Insights for ISO/IEC subclause 9.2

ISP/IEC Clause 1 2 3 4 5 6 7 8 9 10 11
9.2 X X X X X X Key

F.11 ISO/IEC 27005:2018, Clause 11 Information security risk communication
and consultation

HAZCADS [9] integration of FTA and its conservative assumptions with respect to probability
of UCAs are key insights that may progress use of PRA for cybersecurity analysis.
Organizations that already rely upon PRA and have the associated documentation (e.g., PRA
models) could leverage HAZCADS for a common and comprehensive risk approach that
considers cyber while using their existing tools and technologies for analysis of the large
amounts of information associated with PRA and cybersecurity analysis.

However, a significant effort will be needed to perform the STPA analysis and generate the
SIFT.
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ISO/IEC Clause 1 2 3 5 9 10 11
11 X X X X Key Key
F.12 Reference documents
Energy Power Research Institute, "EPRI TR 3002012755 HAZCADS - Hazards and

Consequences Analysis for Digital Systems,," EPRI, Palo Alto, 2018

Energy

Power Research Institute, “EPRI, Technical Report 3002016698 HAZCADS;\H

and Cdnsequences Analysis for Digital Systems — Revision 1,”, 2021

azards
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G.1

Annex G
(informative)

IAEA computer security risk management

Summary of general approach

The IAEA Nuclear Security Series (NSS) publications No. 17-T [6] and 33-T [7] both discuss
risk management. IAEA NSS No. 17-T [6] has extensive guidance on facility and system risk
management. In particular, the focus is on protection of facility functions, use of security levels

to app

arrang
defens

Specifi

also T4

c challenges that are explicitly addressed by IAEA publications are. given belo
ble G.1 through Table G.15.

Table G.1 — IAEA approach: Key challenges addressed

Yy & graded approdactT, Security zones for_estabtistmmemt—of—secure bourndarigs, and
ement of these zones into a defensive cybersecurity architecture (DCSA) toqimfglement
b in depth (DiD).

Ww. See

Challenge Description
2 Complexity of Interdependencies and Interactions
6 Lack of Abstract Analysis Methods
9 Excessive Information Volume
10 Lack of a Common and Comprehensiyve Risk Management Process

The g
key in

Challenges indirectly addressed by(the IAEA publications are given below.

Table G.2 — IAEA approach: Challenges indirectly addressed

idance provided by the IAEA publications addressing the above challenges is seen as
ights to the overall risk management process.

Challenge Description
4 Unknown or Lacking Sufficient Detail for Pre-developed Components
5 Differences in Cyber-risk Management
7 Uncertainty in Vulnerability / Susceptibility Analysis
3 Adversary Characterization Uncertainty

These indirectly addressed challenges demands analysis and interpretation to derive insights
and is therefore not seen as key for the establishment of a consensus risk management process
for NPP cybersecurity.
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G.2 ISOJ/IEC 27005:2018, 7.1 General considerations
The IAEA publication NSS 17-T [6] key insights pertain to challenge 2, 9 and 10.

NSS 17-T [6] para 4.26 identifies four types of interdependencies:

a) Information dependency,

b) Engineering and physical resource dependency,
c) Policy and procedural dependency, and

d) Proximity.

These [four types need to be considered within the context of risk management to)gddress
Challenge 2.

NSS 1|7-T [6] para 3.20 describes a two-tier risk management approach-that addresses
Challemges 9 and 10. The two-tiers separate strategic risks (facility) and tactical risks (dystem)
that refluce the amount of information that is necessary to identify, assessyand treat risks. The
facility |nas the overall scope of the NPP and relies upon abstraction,(e-g., functions) that limit
the defnth of technical information needed to perform a strategic risk assessmenjt. This
assessment can be iterated (para 2.19) to balance efficiency and simplicity.

The IAEA publication NSS 17-T [6] has some insights pertain_to challenge 7.

Para 4.16 provides elements to characterize all facility’ functions may be assessed|in this
mannef and may include all consequences listed in\ISO/IEC 27005:2018 [5] (IAEA parp 4.16)
to addrness Challenge 10.

The IAEA publications rely upon the DCSA (patas 4.67 to 4.83) to implement DiD and gddress
uncertainty associated with Challenges 7.

The IAEA publications do not address:Challenge 11.

Table G.3 —-IAEA approach: Insights for ISO/IEC subclause 7.1

ISP/IEC Clause 1 2 3 4 5 6 7 8 9 10 1
7.1 Key X X X X Key | Key

G.3 [ISO/IE€ 27005:2018, 7.2 Basic criteria

The IAEApublication NSS 17-T [6] key insights pertain to challenge 2, 9 and 10

NSS 17-T [6] para 4.26 describes the four types of interdependencies and the impacts of their
maloperation. These impacts can support both the risk evaluation criteria and the impact criteria,
especially the level of classification of an SDA which has interdependencies with more sensitive
functions through one or more of the specified interdependencies. This is key for addressing
Challenge 2.

NSS 17-T [6] para 4.22 provides an ordered list of the effects of compromise on a facility
function. This is key for setting the risk evaluation, impact, and acceptance criteria for risk
management. The ordered list provides a common and comprehensive manner by which to
assess risks from compromise of a facility function, thereby supporting a common and
comprehensive risk management process (Challenge 10).
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Para 4.16 provides a common manner by which to characterize facility function that reduces
Challenge 9 as information is identified and listed in a common manner. While the IAEA
publications prioritize those functions if compromised could lead to or support URC or theft of
NM, the publications address all facility functions to illustrate the contributions of other functions
to DiD against risks associated with compromise of computer-based systems. This extends the
security levels (degrees) from 3 in IEC 62645 [1] to 5 in IAEA NSS 17-T [6].

The IAEA publications indirectly address Challenge 5 and 7.

Additionally, the IAEA NSS publications are international consensus publications and are key
informative references to many national standards (CSA N290.7 [52], US NRC, IEC 62645 [1]),

which wmmmmmwm@mwm DiD
strategly and DCSA concept indirectly address Challenge 7.

Table G.4 — IAEA approach: Insights for ISO/IEC subclause 7.2

ISP/IEC Clause 1 2 3 4 5 6 7 8 9 10 11
7.2 Key X X X X Key | Key
G.4 (ISO/IEC 27005:2018, 7.3 Scope and boundaries
The IAEA publication NSS 17-T [6] key insights pertain to.Challenges 2 and 9.
The twp-tiered approach of the IAEA assists with Challenges 2 and 9. The entire sco

bound3
(systen
to perf

The ak
analys
interac
signific

of mulffiple facility functions or-involve blended elements (para 4.36). The guidance p

particu
functio

The IA

Paras
providg

ries of each tier are provided in paras 4.9"and 4.13 (facility) and 5.9 and 5.14

prm an effective risk assessment, thereby minimizing Challenge 9.

straction within the Facility CSRM simplifies the interdependencies and inter
s. This abstraction provides*a- common manner to document interdependenci
ions to consider those that'are permanent or temporary (paragraph 4.35). Addit
ant attacks (associated-with severe consequences) will likely demand the comp

arly includes this tothe' in scope and may require iterative assessments for each
N (para 4.37) to address Challenge 2.

EA publicationtindirectly addresses Challenges 4, 7, and 10.

A.39 torAT41 detail the external scope and interfaces for risk management but
insights that are not already found within ISO/IEC 27005:2018 [5] to 4

Challer||ges 4,7 and 10.

pe and
fo 5.16

n). This division helps to compartmentalize information and reduce the volume peeded

hctions
bs and
onally,
romise
ovided
facility

do not
ddress

Table G.5 — IAEA approach: Insights for ISO/IEC subclause 7.3

ISO/IEC Clause 1 2 3 4 5 6 7 8 9 10

11

7.3

Key X X X Key X
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G.5 ISOJ/IEC 27005:2018, 7.4 Organization for information security risk
management

The IAEA publication NSS 17-T [6] key insights pertain to Challenge 9.

The IAEA publication details the records to be kept in paras 4.16, 4.33 to 4.38 (facility functions),
4.54 t0 4.60 (CSP), 4.66, and 4.126 to 4.130. By specifying the outputs of FCSRM, superfluous
information not necessary for risk management can be filtered out, thereby reducing Challenge
9. The outputs of the FCSRM are the Cybersecurity Programme and the DCSA specification.

The IAEA publication NSS 17-T [6] addressed stakeholders and their roles and responsibilities
in pards A.39 and A.4T but did not provide additional information beyond what is,tqund in
ISO/IEC 27005:2018 [5].

Table G.6 — IAEA approach: Insights for ISO/IEC subclause 7.4

ISP/IEC Clause 1 2 3 4 5 6 7 8 9 10 11
7.4 X X X X Key X

G.6 [ISO/IEC 27005:2018, 8.1 General description of<information security fisk
assessment

The IAEA publication NSS 17-T [6] key insights pertain to Challenges 2, 6, and 10. Tlhe key
insights are found in paras 3.12 to 3.20 of IAEANSS 17-T [6]. Para 3.12(a) provides|for the
assessment and management of aggregated computer security risks to facility functions|for the
entire facility. The focus on “facility functionS* provides an abstract analysis meth¢d that
enhanges the identification and assessment of risks (i.e., Challenge 6). Additionally, the
assessment of functions provides for a common and comprehensive risk management grocess
(i.e., Ghallenge 10) and simplifies the\ analysis of independencies and interactions (i.e.,
challenge 2).

Table G.7 — IAEA approach: Insights for ISO/IEC subclause 8.1

ISP/IEC Clause 1 2 3 4 5 6 7 8 9 10 11
8.1 Key X Key X Key

G.7 [ISO/IEC27005:2018, 8.2 Risk identification

ISO/IEL27005:2018 [5], 8.2 considers the following aspects of risk identification:

e 8.2.1 Introduction to risk identification

8.2.2 Identification of assets
8.2.3 Identification of threats

8.2.4 Identification of existing controls

8.2.5 Identification of vulnerabilities

8.2.6 Identification of consequences
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The IAEA guidance provides key insights into Challenges 2, 6, 7, 9, and 10. ldentifying facility
functions (IAEA NSS 17-T [6] paras 4.14 to 4.17) provides key insights into identifying functions
that have value (i.e., significance) to the NPP. IAEA guidance treats “facility functions” as assets
that have value to the organization. This guidance simplifies the strategic analysis. This
abstraction provides a key insight to reduce the necessary information (i.e., Challenge 9) and
provides a consistent manner in which functions and the consequences of their compromise
are assessed (i.e., Challenge 10).

The IAEA guidance considers uncertainty in vulnerabilities (i.e., Challenge 7) by prioritizing
DCSA. The DCSA acts to deny access to the adversary to one or more of the attack pathways.
One or more attack pathways shall be accessed for the adversary to compromise a system
function and achieve its goals. The DCSA layers and their associated measures may prevent
or delaly the advancement of attacks (para 4.80).

Table G.8 — IAEA approach: Insights for ISO/IEC subclause 8.2

ISP/IEC Clause 1 2 3 4 5 6 7 8 9 10 11
8.2 Key X X Key Key X Key Key

G.8 [ISO/IEC 27005:2018, 8.3 Risk analysis

ISO/IEC 27005:2018 [5], 8.3 considers the following aspg€ts of risk analysis:

e [8.3.1 Risk analysis methodologies
e [8.3.2 Assessment of consequences
e [8.3.3 Assessment of incident likelihood

e [8.3.4 Level of risk determination

The IAEA publication NSS 17-T [6] key insights pertain to challenges 7 and 8. The twq-tiered
approach simplifies the assessment of consequences and provides for two types of scgnarios.
The top tier leverages the Design’Basis Threat (DBT) or national threat statement to develop
functiohal scenarios. Functiohal scenarios include sabotage resulting in unaccg¢ptable
radiolopgical consequences or unauthorized removal of nuclear material (para 4.120(a)).
Technigal Scenarios are those based on the specific implementation of measures and digital
assets|(para 4.120(b)).The Functional scenarios are used to evaluate the DCSA specification
and analyze critical ‘dependencies between functions and systems. Functional scénarios
prioritize access toithe adversary, whereas technical scenarios consider both access angd tasks
of the pdversary.<Further guidance is provided in paras 4.122 and 4.123 to bind and provide
guidange on_the-scenarios.

A key insight for Challenge 6 is developing a hierarchical list of potential nuclear security|events
resulting fTrom the compromise of Tacility functions (para 4.6 and footnote 2T). An ordered list of
functions provides a key insight for completing a level of risk determination.

Table G.9 — IAEA approach: Insights for ISO/IEC subclause 8.3

ISO/IEC Clause 1 2 3 4 5 6 7 8 9 10 1
8.3 X X X Key | Key | Key X X
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ISO/IEC 27005:2018, 8.4 Risk evaluation

The IAEA publication NSS 17-T [6] key insights pertain to Challenges 7 and 8. IAEA NSS 17-T
[6] para 4.95 states,

“The operator should justify all assumptions about the likelihood of attacks or their
success (e.g., vulnerability, exposure, opportunity) used in the evaluation. The likelihood
should be assumed to be 1 for postulated scenarios that can result in unacceptable
radiological consequences or unauthorized removal of nuclear material (i.e., compromise
of SDAs).”

The ag
conser

sumption that—thetiketitood—of attacks—amd—success—is—assumed—tobe—t*
Vative decision-making and demands risk modification or, in some cases, risk avo

The affrementioned paragraphs 4.120 and 4.122 also ensure a rigorous cand rep

proces

5 is used to prioritize risks associated with incident scenarios.

Table G.10 — IAEA approach: Insights for ISO/IEC subclause 8.4

nsures
dance.

patable

ISP/IEC Clause 1 2 3 4 5 6 7 8 9 10 11

8.4 X X X Key Key X X
G.10 (ISO/IEC 27005:2018, 9.1 General description of risk treatment
The IAEA publications provide two types of unaceeptable events:
a) sabotage resulting in unacceptable radialogical consequences (URC), and
b) theft of nuclear material.
IAEA NSS 33-T [7] para 3.12 provides-a hierarchical list of potential consequences of sabotage
which are:

Radiological consequence below the URC threshold: Targets posing the
consequences need\a correspondingly low level of protection.

URC can be graded into three categories ranked from the lowest to the
consequences:

— Consequence Level C: Sabotage that could result in doses to persons on-s
warrant urgent protective action to minimize on-site health effects.

— , Consequence Level B: Sabotage that could result in doses or contamination
that warrants urgent protective action to minimize off-site health effects (may

e low

nighest

te that

off-site
hlso be

consiaerea nign radiological consequences).

— Consequence Level A: Sabotage that could result in severe deterministic
effects off-site (likely also high radiological consequences).

health

The consequences associated with the theft of nuclear material are based on the category of
the material (IAEA NSS 13 Table I). The categorization of material is based on the quantity of
material (in kg) and the enrichment. The hierarchical lists for both sabotage and material provide
key international norms on which to consider risk treatment options.

Table G.11 — IAEA approach: Insights for ISO/IEC subclause 9.1

ISO/IEC Clause 1 2 3 4 5 6 7 8 9 10

11

9.1

Key Key X
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G.11

ISO/IEC 27005:2018, 9.2 Risk modification

IAEA NSS 17-T [6] recommends specifying baseline measures that apply to the entire facility
within the CSP (para 4.57) and DCSA (para 4.68). The CSP baseline measures consist of
requirements that will be implemented in policies and translated into procedures. For example,
these policies and procedures could address and modify the risk of future procurements of
systems and services, thereby mitigating the potential impact of Challenge 4 (unknown or
lacking sufficient detail for pre-developed components). Additional baseline measures would
implement functional and performance testing (para 4.93) to address Challenges 4 and 7.

Additionally, the independence of the two tiers (Facility and System) ensures that the teams

respon
and th
minimi:

sible for enﬂ'ing the rnqllirnmnnfe for the fnr\ilihjl, those implnmnnﬁng the rnquir

pse validating the requirements are not the same (para 3.16). This indepe
res the potential that a single error or weakness invalidates the cybersecurity-of/th

Table G.12 — IAEA approach: Insights for ISO/IEC subclause)9:2

ments,
hdence
e NPP.

ISP/IEC Clause 1 2 3 4 5 6 7 8 9 10 11
9.2 Key X Key X X X
G.12 [ISO/IEC 27005:2018, 9.3 Risk retention
IAEA NSS 33-T [7] para 3.49 and IAEA NSS 17-T [6] para 6.26 indicate that risk retention is

allowed for risks at or below an acceptable level. However, where administrative measu

used it
an acc

recommends that they not be solely relied upon for an extended period to reduce

eptable level. This guidance implies thatithe adversary may, over time, acqui

fes are
risk to
fe new

capabilities or access (i.e., Challenge 8) “or that the administrative measures npjay be

implemented incorrectly (e.g., weakness orivulnerability to adversary capabilities) or

Are not

adhered to by NPP staff. The efficacy of*administrative measures is challenging to defermine
and thus contributes greatly to Challenge 7 (Uncertainty in Vulnerability / Susceptibility
Analys|s).
Table G.13 — IAEA approach: Insights for ISO/IEC subclause 9.3
ISP/IEC Clause 1 2 3 4 5 6 7 8 9 10 11
9.3 Key Key
G.13 [ISOHEC 27005:2018, 9.4 Risk avoidance
The |IABAgtidance—doeshotdiscuss—risk—avoidance—and—the—publcatio ddress—facilities

where

AS—a
the associated consequences of sabotage and theft of nuclear material can

reasonably avoided.

G.14

ISO/IEC 27005:2018, 9.5 Risk sharing

not be

The IAEA guidance does not discuss risk sharing via contracts, and the IAEA guidance is limited
to specific policies and procedures for suppliers, service providers, and other contractors.
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ISO/IEC 27005:2018, Clause 10 Information security risk acceptance

IAEA guidance does not discuss a list of accepted risks with justification for those not meeting
the organization’s normal risk acceptance criteria, except when safety conflicts with security

(see CI

ause G.12).

G.16 ISOJ/IEC 27005:2018, Clause 11 Information security risk communication

and consultation

IAEA NSS 17-T [6] provides a list of key elements for the FCSRM outputs (para 4.59) and

SCSR

proces
the con
SCSRN
implem
SCRSN
level. 7
FCSRN

outputs (pam 5 ‘-'\G) that provides for a common and comprehensive risk mana
5 at each of the two tiers. The FCSRM focuses on strategic risks to the NPP baseg
hpromise of functions and the specification of requirements for the CSP and-DES
1 focuses on tactical risks to the NPP based upon systems (ie.,” sy
entation of the DCSA, Security Zones, and measures. There is one ECSRM fo
I reports, simplifying the acceptance or risks at the facility (strategic) orsystem (t
A common method of reporting risks, especially for systems and.feconciling w
I, eases the Information security risk communication and consuttation.

Table G.14 — IAEA approach: Insights for ISO/IEC Clause 11

jement
d upon
A. The
stems),
F many
bctical)
ith the

D/IEC Clause 1 2 3 4 5 6 7 8 9 10

11

11

X X X Key X X Key Key

G.17

ISO/IE

[ ]
[ ]
IAEA N

require
identifi

ISO/IEC 27005:2018, Clause 12 Security risk monitoring and review

12.1 Monitoring and review of risk factors
12.2 Risk Management monhitoring, review, and improvement
SS 17-T [6] provides examples of situations where the FCSRM and SCSRM

review. These include instances where new or changed threats or vulnerabilit
bd (para 4.87(e))-Additionally, risk trends based on successive iterations of FCSH

C 27005:2018, [5] Clause 12 considers the following aspects of risk identification:

butputs
es are
RM and

SCSRM need to be @ceounted for within security risk monitoring and review (paral 4.89).
Periodic review andwpdate of scenarios are also recommended based on updates to the DBT,
new credible attack'routes, new critical vulnerabilities, and changes to the threat/adyersary
characferization(para 4.124). The lists provided by IAEA guidance are particularly beneficial in
addrespging Ghallenges 7 and 8 systematically and rigorously.
Table G.15 — IAEA r h: Insights for | IE 1 12
ISO/IEC Clause 1 2 3 4 5 6 7 8 9 10 1

12

X X Key | Key X X
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Annex H
(informative)

IEC 62443

H.1  Summary of general approach

IEC 62443 aims to secure Industrial Automated Control Systems (IACS). Key to IACS security
is to reduce risks to assets. Within IEC, Assets are the focus of a security program. Assets can
be physical, logical (informational), or human. “Process automation assets are a special form
of logigat—assets—ThesSe Processes are myhty dependentupor the tepetitive—ortomjinuous
executfon of precisely defined events” [14].

Risk management involves

a) [assess initial risk;
b) limplement risk mitigation countermeasures; and

c) lassess residual risk.
Risk tr¢atment is referred to as “risk response,” which includes:

d) [Design the risk out ~ Risk avoidance (ISO/IEC 27005 {5])
e) [Reduce the Risk ~ Risk Modification

f) |Accept the Risk ~ Risk Acceptance/Retention

g) [Transfer or Share the Risk ~ Risk Sharing

h) [Eliminate or redesign redundant or*ineffective controls ~ Risk Review anf Risk
Modification

Specific challenges that are explicitly, addressed by IEC 62443 are given below. Sge also
Table .1 through Table H.15.

Table H.1 +'IEC 62443: Key challenges addressed

Challenge Description
2 Complexity of Interdependencies and Interactions
4 Unknown or lacking sufficient detail for pre-developed components
6 Lack of abstract analysis methods
7 Uncertainty in Vulnerability / Susceptibility Analysis
8 Adversary Characterization Uncertainty
9 Excessive Information Volume
10 Lack of a common and comprehensive risk management process

The guidance provided by the IAEA publications addressing the above challenges is seen as
key insights into the overall risk management process.

Challenges indirectly addressed by the IAEA publications are given below.
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Table H.2 — IEC 62443: Challenges indirectly addressed
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Challenge Description
1 Aggregate Risk of Multiple units/locations
3 Incident Likelihood Determination
5 Differences in cyber-risk approaches
11 Advanced security capabilities incompatibility

These indirectly addressed challenges demand analysis and interpretation to derive insights

and arg-therefore—ne

nnnnnnnn ractablic

anacans

NPP cy

H.2

IEC 62143-2-1 [38] addresses cyber security risks for the entire orgahization by spsg
requiregments for establishing, implementing, maintaining, and contintally improving a
security program (SP). These requirements provide security capabilities that aim to

IACS 3
indepe
providg
Challemnges 6 and

A f
MO T SCTTT aS— KTy 10T

bersecurity.

ISO/IEC 27005:2018, 7.1 General considerations

10.

iehina o concaoanalia riol oo
CoTaoTTSTITTg-a CUTTSTTTISUS o1 Tt

The stijucture of the IEC 62443 series of standards is.given in Figure H.1.

IEC 62443

Industrial communication networks — Network and system security

ss for

cifying
h IACS
reduce

ecurity risks to a tolerable level, and these requirements shall be implementation
ndent (i.e., abstract). The specification of implementation.independent requireme
the organization capability to reduce risk to an acceptable level are key insig

nts that
hts for

General

Concepts and
models

Policies and Procedures
Security program
requiréments for

IACS asset owners

P

Security technologies
for IACS

Component / Produ:t

Secure produgt
development lifedycle
requirements

erms and abbreviati

Master glossary of

Security rick assessment

IACS it i
Security program ratings and system design

ions

Technical securjty
requirements fpr
IACS componefits

and use-cases

System security
conformance metrics (

IACS security lifecycle

~N

System security
requirements and
security levels

Patch management in
the IACS environment

HEH B

Security programm
requirements for
IACS service providers

Implementation
guidance for
IACS asset owners

IEC

Figure H.1 — Parts of the IEC 62443 series [39]

This structure provides for Global fundamentals and definitions (Part 1), Organizational
Management (e.g., ISMS, IACS SP; Part 2), System Level (Part 3), and Components (Part 4).
This structure intrinsically assists with many of the Challenges identified in this document.

Table H.3 — IEC 62443: Insights for ISO/IEC subclause 7.1

ISO/IEC Clause

1 2 3 4 5 6 7

8

9

10 11

71

X Key Key

Key
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H.3 ISO/IEC 27005:2018, 7.2 Basic criteria

The key insights are the tiered analysis for risks:

a)

organizational level with independent implementation requirements to provide
organizational security capabilities,

system level with a focus on zone and conduit requirements, and

component level focused on suppliers and secure development to reduce the likelihood of
vulnerabilities and assurance of the security of the components.

This tiered approach allows for abstract analysis (organizational; IEC 62443-2 [38] [39]),
archite i = - i DA43-4
[36] [3T7]). The tiered approach minimizes the information that needs to be considered within

each

ssessment, simplifying and structuring the evaluation of interdependéncigs and

interacfions. IEC 62443 contains the concepts of security levels (requirements)ithat provide
organizational security capabilities and security zones (and conduits) that constitute a defensive
architefture. These concepts seem in line with a common approach when compared tp IAEA

guidange.
Table H.4 — IEC 62443: Insights for ISO/IEC subclause 7.2
ISP/IEC Clause 1 2 3 4 5 6 7 8 9 10 1
7.2 Key Key Key X Key Key

H.4 |ISO/IEC 27005:2018, 7.3 Scope and boundaries

The IEC 62443 tiers of the organization, system, and components provide natural scope and
boundaries for risk management. Specifically, the organization focuses on requiremgnts to
providg security capabilities aligned with*NIST Cybersecurity functions or ISO/IEC 27p01 [2]
domairls. The capabilities are challenging to quantify as they broadly apply to thel entire
organization’s automation solution\(for a facility). However, once the scope and boundaries of
a particular IACS are known,~the risk can be further addressed via security zong¢s and
architefture and the imposition.of the organizational cybersecurity programme requirements to
the IACS. The specification of implementation-independent requirements is a key ingight to

simplify the analysis via-abstraction.

Table H.5 — IEC 62443: Insights for ISO/IEC subclause 7.3

ISP/IEC Clause 1 2 3 4 5 6 7 8 9 10 11

7.3 Key X Key

H.5 ISO/IEC 27005:2018,7.4 Organization for information security risk

management

IEC 62443 has similar text to IEC 62645 [1], IAEA Guidance, and other cyber-risk approaches.
There are no key insights that go beyond those found in similar guidelines.

Table H.6 — IEC 62443: Insights for ISO/IEC subclause 7.4

ISOIEC Clause 1 2 3 4 5 6 7 8 9 10 11

7.4 X X X X X X
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H.6 ISO/IEC 27005:2018, 8.1 General description of information security risk
assessment

IEC 62443-3-2 [40] has several insights to address uncertainty. System risks are iterative with
the risk treatment decisions varied. The initial risk assessment involves grouping of assets
intention of grouping assets into zones and conduits to identify those assets which share
common security requirements and to permit the identification of common security measures
required to mitigate risk. This reduces the amount of information needed to analyze risks related
to a specific asset (e.g., address risk in the aggregate).

Additionally, applying common measures to a group of assets is likely more efficient and better

manag pe-te-previdefora-greaterdegree-of protection—-~Alse—aprudent-designwewldinreeyporate

defensg in depth to ensure that multiple, overlapping, layers of protection were prox|ded to
groups|of assets associated with the most severe consequences.

The two-tiered risk analysis and implementation of controls allows for crediting’eommon gontrols
in the first tier, such as DCSA, to account for protections against adversary‘access tg attack
pathwgys. Therefore, a denial of access risk analysis is less affected” by uncertdinty in
vulnergbility analysis of a component.

The sgcond tier of analysis prioritizes a denial of task, which{imposes controls to mjitigate,
elimingte, or defend against adversary attempts to exploit a vulnerability, mal-operate a dystem,
or compromise a component via an attack vector. Therefore, the denial of task analysis s more
affectefd by the uncertainty in vulnerability analysis of a eamponent.

Table H.7 — IEC 62443: Insights for'ISO/IEC subclause 8.1

ISP/IEC Clause 1 2 3 4 5 6 7 8 9 10 1
8.1 X X X Key | Key | Key X

H.7 |[ISO/IEC 27005:2018, 8.2 Risk identification

ISO/IEC 27005:2018 [5], 8.2.considers the following aspects of risk identification:

e [8.2.1 Introductiof 1o risk identification
e [8.2.2 Identification of assets

e [8.2.3 ldentification of Threats

e [8.2.4dentification of Existing Controls

o [8.2.5-1dentification of Vulnerabilities

e 0.Z.60 Identurication or Lonsequences

IEC 62443-3-2:2020, [40] 4.4.2 mentions that special attention be paid to safety-related
systems, wireless systems, systems connected to the internet, mobile devices, and assets
connected to IACS managed by other entities. Safety-related systems protect against severe
consequences, and the other elements have interfaces, interactions, or interdependencies with
elements beyond the system evaluation. Nonetheless, the risks of these elements need to be
considered, especially for architectural design.

Another key insight is a supplier reference architecture, which may account for uncertainty in
component cybersecurity. The supplier reference architecture may precede the Purdue
reference model defined in IEC 62264-2-1 [53].
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Finally, IEC TS 62443-1-1 [14] provides a way to evaluate controls between traditional
cyber/digital control measures and analogue (or non-cyber independent protection layers). The
non-cyber-independent layers may be paired with safety-related systems to prevent, protect or
mitigate severe consequences.

Table H.8 — IEC 62443: Insights for ISO/IEC subclause 8.2

ISO/IEC Clause 1 2 3 4 5 6 7 8 9 10

11

8.2

Key Key X X X X X X

H.8

ISO/IE

ISO/IEC 27005:2018, 8.3 Risk analysis

C 27005:2018, [5] 8.3 considers the following aspects of risk analysis:

8.3.1 Risk Analysis Methodologies
8.3.2 Assessment of consequences
8.3.3 Assessment of incident likelihood

8.3.4 Level of Risk Determination

Assesgment of incident likelihood depends on an understanding of the threat. IEC 624
[40] Annex A contains threat statements and links them tosecurity levels (SLs). These

SL 1: Protection against casual or coincidental Violation

SL 2: Protection against intentional violatien’ using simple means with low res
generic skills, and low motivation

SL 3: Protection against intentional violation using sophisticated means with mg
resources, IACS-specific skills, and’moderate motivation

SL 4: Protection against intentignal violation using sophisticated means with ex
resources, IACS-specific skillsy and high motivation

The Sls are graded based or the means, resources, skills, and motivation of the ad

(threat
of the i

The ri

. This linking of protection requirements to threat statements simplifies the asse
hcident likelihood and addresses the challenge of uncertainty in threat.

bk analysis is .performed at the organization, system, and component level

organization focuses on requirements that lead to security capabilities captured wit

cybers
an initi

43-3-2

purces,

derate

tended

ersary
5sment

5. The
hin the

bcurity programme. The system level (IEC 62443-3-2 [40] performs two risk asses

sments,

guidanfe and rationale for the IACS system requirements. The previous grouping of assets into
ims’to optimize the risk analysis, especially if the grouped assets share similar threats
or are affected by the same threat events.

Zzones

| onefocUsed on architecture and a second detailed analysis that provides supplekmental

Specially, IEC 62443-3-2 [40] clause 4.6 (ZCR5) indicates that any detailed risk assessment
methodology may be considered. ISO 31000 [51], NIST SP800-39 [54], and ISO/IEC 27005 [5]

are all

considered suitable for the detailed risk assessment methodology.

Table H.9 — IEC 62443: Insights for ISO/IEC subclause 8.3

ISO/IEC Clause 1 2 3 4 5 6 7 8 9 10

11

8.3

X X X X X Key | Key X
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H.9 ISO/IEC 27005:2018, 8.4 Risk evaluation

Risk evaluation is performed at all levels (organization, system, component). IEC 62443-3-2
[40] Annex B provides some key tables that assist in prioritizing risks through a combination of
event likelihood and consequences. Examples of consequence types are operational, financial
(including reputation), health, safety, and environment. Several example consequences for
each type are provided and equated. The consequences are then assigned a category of A, B,
and C. This assignment allows for a common risk evaluation approach to consider diverse and
differing consequences. Lookup tables and examples are extremely useful and apply to NPPs,
especially for consequences that do not meet the threshold of unacceptable radiological
sabotage.

Table H.10 — IEC 62443: Insights for ISO/IEC subclause 8.4

ISP/IEC Clause 1 2 3 4 5 6 7 8 9 10 11
8.4 X X X X X Key

H.10 [ISO/IEC 27005:2018, 9.1 General description of risk treatment

Risk treatment within IEC 62443 is performed at several tiers.(organizational, system, and
component). The security capabilities provided by the organizational cybersecurity progfamme
do not pllow for IACS risks to be directly treated but provide/a holistic approach to cybergecurity
protectjon (similar to nuclear security fundamentals). The.system risk assessment is completed
in two|stages. The first stage treats risk by grouping assets, impositions of zong¢s and
easements for conduits, and the arrangement withinran architecture. After this assessinent, a
detailefl assessment is performed, and the focusgis on measures at the zone boundaries| within
the conduits and within the zones. In some cases, this detailed risk assessment may résult in
an asspt or group of assets being evaluated with an unacceptable risk (IEC 62443-3-2:2020,
[40] 4.5.13) and additional controls are.imposed, or the zone is moved “deeper” within the
architefture to take advantage of the protection of an additional zone.

The deftailed risk assessment calCulates the unmitigated risk (IEC 62443-3-2:2020, [40] 4.6.6)
and aspigns a target SL. The tisk is once again evaluated and compared to acceptable]risk. If
this is|still unacceptable, the zone/conduit is moved up to another SL (higher prdtection
requiregments).

Table .H.11 — IEC 62443: Insights for ISO/IEC subclause 9.1

ISP/IEC Clause 1 2 3 4 5 6 7 8 9 10 11
9.1 X X X X

H.11 ISO/IEC 27005:2018, 9.2 Risk modification

IEC 62443 relies mostly on the imposition of controls, especially at the IACS (System) level to
reduce risk to a tolerable level.

Table H.12 — IEC 62443: Insights for ISO/IEC subclause 9.2

ISO/IEC Clause 1 2 3 4 5 6 7 8 9 10 11
9.2 X X X X X X X
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H.12

ISO/IEC 27005:2018, 9.3 Risk retention

IEC 62443 only allows for risk retention when the risk is at or below tolerable levels.

H.13

ISO/IEC 27005:2018, 9.4 Risk avoidance

The IEC 62443 does not discuss risk avoidance as this discusses how to manage risks
associated with the operation or an automation solution by an organization.

H.14

ISO/IEC 27005:2018, 9.5 Risk sharing

IEC 62
cybers
that arg
a set

requirgments to provide a capability similar to information and communication tech

control
assess|
specifi

The i
associ

143-4-2 [37] addresses the need for components to have capabilities~1t0 §
bcurity. The standard provides a list and rationale for component requirementg
e derived from system requirements (SRs) in IEC 62443-3-3 [41]. CRs-may also
of requirement enhancements (REs) which are additional subsets’ of com

5 (e.g., NIST SP800-53 [55]). The combination of CRs and RES allows for t

ment to determine whether a supplied component can meet the requiremen
L security level target (SL-T).

position of CRs and REs in line with SRs would reduce the incompatibility ch
ted with advanced security technologies and IACS{

Table H.13 — IEC 62443: Insights for ISO/IEC subclause 9.5

upport
(CRs)
nclude
ponent
nology
he risk
s of a

bllenge

D/IEC Clause 1 2 3 4 5 6 7 8 9 10

11

9.5

Key

H.15

IEC gufidance does not discuss_a list of accepted risks with justification for those not n
the orglanization’s normal risk-acceptance criteria.

H.16

IEC 62
IEC 62
control

ISO/IEC 27005:2018, Clause 10 Information security risk acceptance

ISO/IEC 27005:2018, Clause 11 Information security risk communicat
and congsultation

143 Aidentifies that the asset owner management approves risk assessment
143 requires that those accountable for the safety, integrity, and reliability of the g
ed by the system under consideration review and approve the risk assessment

neeting

on

esults.
rocess
esults.

IEC 62443 indicates that no other personnel have the authority to make decisions that accept

risk.

Table H.14 — IEC 62443: Insights for ISO/IEC Clause 11

ISO/IEC Clause 1 2 3 4 5 6 7 8 9 10

11

11

X X X X X X
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