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INTRODUCTION

Technical background, main issues and organization of the technical report

Artificial intelligence(Al) is transforming many fields including nuclear industry drastically. It
has been explored and deployed for many years in the nuclear industry and recent advances
in Al have enabled many more potentials. Wide adoption of Al calls for standardization
efforts to minimize the risks and optimize the efficiency in developing and deploying Al
applications. Due to its nature as an enabling technology, the topic of Al applications will
cross-cut with almost all working groups within SC 45A, which entails discussions on the
setting up of a new working group to dedicate to this new technical field.

This technical report overviews Al technologies from a nuclear perspective, and summaries
poterti fCatt oS ftittes: f ; -tiered
strcture for nuclear Al standards within the framework of SC 45A is proposed, and
devVielopment priorities are discussed. This document then moves on from “technical
dis¢ussions to the organizational challenges in SC 45A. It analyses the cross-cutting|nature
| applications in nuclear facilities and makes the recommendation the setting-ug a new
king group, whose title and scope are also proposed. Possibility of-S€ 45A liaispn with
br technical subcommittees is explored and recommendation is given accordingly.

Situation of the current technical report in the structure of the TEC SC 45A standard
serjes

Thg technical report IEC TR 63468 is a fourth level IEC SC.45A document. This dogument
overviews the fundamentals of artificial intelligence (Al)Jand its potential applications in
nuqlear facilities to foster better understanding and adoption of Al technologies with|n such
facllities. It also proposes a structure for future SC)45A standard series on nuclear Al
apqglications.

For| more details on the structure of the SC.45A standard series, see item d) |of this
intrpduction.

Re¢ommendations and limitations regarding the application of this technical report

Thig document is the first of its kind within SC 45A, intended to pave the road for exjensive
and systematic efforts in the standard development activities with regard to Al appligations.
It helps stakeholders to understand the main benefits and challenges of Al from a puclear
pergpective. More documents are expected to follow in this direction in the coming ylears.

It i$ important to note thaty:a technical report is entirely informative in nature,|and it
establishes no requirements.

Description of the structure of the IEC SC 45A standard series and relationships with
othier IEC documeénts and other bodies documents (IAEA, 1SO)

Thg IEC SC 45A standard series comprises a hierarchy of four levels. The tdp-level
doduments ofthe IEC SC 45A standard series are IEC 61513 and IEC 63046.

IE] 61513-provides general requirements for instrumentation and control (1&C) systems and
eqyipment that are used to perform functions important to safety in nuclear power plants
(NRPs)/IEC 63046 provides general requirements for electrical power systems of NPPs; it
covers power supply systems including the supply systems of the [&C systems.

IEC 61513 and IEC 63046 are to be considered in conjunction and at the same level.
IEC 61513 and IEC 63046 structure the IEC SC 45A standard series and shape a complete
framework establishing general requirements for instrumentation, control and electrical
power systems for nuclear power plants.

IEC 61513 and IEC 63046 refer directly to other IEC SC 45A standards for general
requirements for specific topics, such as categorization of functions and classification of
systems, qualification, separation, defence against common cause failure, control room
design, electromagnetic compatibility, human factors engineering, cybersecurity, software
and hardware aspects for programmable digital systems, coordination of safety and security
requirements and management of ageing. The standards referenced directly at this second
level should be considered together with IEC 61513 and IEC 63046 as a consistent
document set.
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At a third level, IEC SC 45A standards not directly referenced by IEC 61513 or by IEC 63046
are standards related to specific requirements for specific equipment, technical methods, or
activities. Usually these documents, which make reference to second-level documents for
general requirements, can be used on their own.

A fourth level extending the IEC SC 45 standard series, corresponds to the Technical
Reports which are not normative.

The IEC SC 45A standards series consistently implements and details the safety and
security principles and basic aspects provided in the relevant IAEA safety standards and in
the relevant documents of the IAEA nuclear security series (NSS). In particular this includes
the IAEA requirements SSR-2/1 , establishing safety requirements related to the design of
nuclear power plants (NPPs), the IAEA safety guide SSG-30 dealing with the safety
clagsifieationof-struetures i re—+A e SSG-
39 dealing with safety

IEQ 61513 and IEC 63046 refer to ISO 9001 as well as to IAEA GSR part 2 and IAEA GS-
G-3.1 and IAEA GS-G-3.5 for topics related to quality assurance (QA).

level 2, IEC 60964 is the entry document for the IEC/SC 45A control rooms stamdards,
IE] 63351 is the entry document for the human factors engineering standards and
IEQ 62342 is the entry document-for the ageing management standards.

NOTE 1 It is assumed that for the/design of 1&C systems in NPPs that implement conventional safety functions
(e.g| to address worker safety, .asset protection, chemical hazards, process energy hazards) interndtional or
natipnal standards would be-applied.

NOTE 2 IEC TR 64000 provides a more comprehensive description of the overall structure of the IEQ] SC 45A
standards series and\of its relationship with other standards bodies and standards.
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3.1

artificial intelligence

Al

research and development of mechanisms and applications of Al systems

Note 1 to entry: This definition is further expanded in Clause 5 of ISO/IEC 22989.
Note 2 to entry: For the purpose of this document, this definition can be supplemented by the definition given in

Wikipedia, where Artificial Intelligence is defined as “intelligence—perceiving, synthesizing, and inferring
information—demonstrated by machines, as opposed to intelligence displayed by animals and humans”.

[SOURCE: ISO/IEC 22989:2022, 3.1.3]

3.2

artificiLI intelligence system
Al system

enginepred system that generates outputs such as content, forecasts, recommendat|ons or
decisigns for a given set of human-defined objectives

[SOURICE: ISO/IEC 22989:2022, 3.1.4]

3.3
autongmy

autonomous
characgeristic of a system that is capable of modifying_its operating domain or goal Without
external intervention, control or oversight

[SOURICE: ISO/IEC 22989:2022, 3.1.5]

3.4
automatic
automation
autom3gted
pertaining to a process or system that, under specified conditions, functions without [human
intervention

[SOURICE: ISO/IEC 22989:2022, 3.1.7]

3.5
Bayes{an network
probabijlistic model-that uses Bayesian inference for probability computations using a directed
acyclic|graph

[SOURICE.ASO/IEC 22989:2022, 3.3.1]

3.6

continuous learning

continual learning

lifelong learning

incremental training of an Al system that takes place on an ongoing basis during the operation
phase of the Al system life cycle

[SOURCE: ISO/IEC 22989:2022, 3.1.9]

3.7

data mining

computational process that extracts patterns by analyzing quantitative data from different
perspectives and dimensions, categorizing them, and summarizing potential relationships and
impacts
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[SOURCE: ISO 16439:2014, 3.13, modified — “identifies” has been replaced by “extracts”]

3.8

data sampling

process to select a subset of data samples intended to present patterns and trends similar to
that of the larger dataset being analyzed

Note 1 to entry: Ideally, the subset of data samples will be representative of the larger dataset.

[SOURCE: ISO/IEC 22989:2022, 3.2.4]

3.9
datase|t
collectijon of data with a shared format

Note 1 t¢ entry: Datasets can be used for validating or testing an Al model. In a machine learping)context, [datasets
can also|be used to train a machine learning algorithm.

[SOURICE: ISO/IEC 22989:2022, 3.2.5]

3.10
decision tree
model for which inference is encoded as paths from the root te_a leaf node in a tree structure

[SOURICE: ISO/IEC 22989:2022, 3.3.2]

3.1
declarative knowledge
knowledge represented by facts, rules and theorems

Note 1 t¢ entry: Usually, declarative knowledge ¢annot be processed without first being translated into prpcedural
knowledge.

[SOURICE: ISO/IEC 22989:2022, 3:4-.12]

3.12
deep learning

deep ngural network learning
<artificjal intelligence>J)approach to creating rich hierarchical representations through the
training of neural networks with many hidden layers

Note 1 t¢ entry; “Deep learning is a subset of ML.

[SOURCE~ ISO/IEC 22989:2022, 3.4.4]

3.13

expert system

Al system that accumulates, combines and encapsulates knowledge provided by a human
expert or experts in a specific domain to infer solutions to problems

[SOURCE: ISO/IEC 22989:2022, 3.1.13]

3.14

general Al

artificial general intelligence

AGI

type of Al system that addresses a broad range of tasks with a satisfactory level of performance

Note 1 to entry: Compared to narrow Al.
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Note 2 to entry: AGI is often used in a stronger sense, meaning systems that not only can perform a wide variety

of tasks,

[SOUR

3.15
label

but all tasks that a human can perform.

CE: ISO/IEC 22989:2022, 3.1.14]

target variable assigned to a sample

[SOUR

3.16

CE: ISO/IEC 22989:2022, 3.2.10]

evoluti
throug

[SOUR

3.17
long-s
LSTM
type of
long ar

[SOUR
‘long-s

3.18

life cyIle

n of a system, product, service, project or other human-made entity, from.Con
retirement

CE: ISO/IEC/IEEE 15288:2015, 4.1.23]

hort-term-memory network

neural network that processes sequential data with a satisfactory performance f|
d short span dependencies

CE: ISO/IEC 22989:2022, 3.4.7, modified — “lgng-short-term” has been repla
hort-term-memory”]

machine learning

ML
proces
model'

[SOUR

3.19

5 behavior reflects the data or_experience

CE: ISO/IEC 22989:2022,:3"3.5]

machine learning model

mathern
informa

[SOUR

3.20

tion

CE: ISGHEC 22989:2022, 3.3.7]

Ception

br both

ced by

5 of optimizing model parameters~through computational techniques, such that the

natical construct) that generates an inference, or prediction, based on input data or

model

physical, mathematical, or otherwise logical representation of a system, entity, phenomenon,
process or data

[SOURCE: ISO/IEC 18023-1:2006, 3.1.11, modified —"or data" added]

3.21

narrow Al

type of Al system that is focused on defined tasks to address a specific problem

Note 1 to entry: Compared to general Al.

[SOUR

CE: ISO/IEC 22989:2022, 3.1.24]
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3.22

neural network

neural net

artificial neural network

NN

network of one or more layers of neurons connected by weighted links with adjustable weights,
which takes input data and produces an output

Note 1 to entry: Neural networks are a prominent example of the connectionist approach.

Note 2 to entry: Although the design of neural networks was initially inspired by the functioning of biological
neurons, most works on neural networks do not follow that inspiration anymore.

[SOURICE: ISO/IEC 22989:2022, 3.4.8]

3.23
prediction
primary output of an Al system when provided with input data or information

Note 1 tq entry: Predictions can be followed by additional outputs, such as recommendations, decisions and actions.
Note 2 t¢ entry: Prediction does not necessarily refer to predicting something if the future.

Note 3 tg entry: Predictions can refer to various kinds of data analysis or production applied to new data or listorical
data (inqluding translating text, creating synthetic images or diagnosing a previous power failure).

3.24
reinforicement learning
RL
earning of an optimal sequence of actions to maximize a reward through interaction With an
environment

[SOURICE: ISO/IEC 22989:2022, 3.1.27]

3.25
sample
atomic|data element processed in quantities by a machine learning algorithm or an Al system

[SOURCE: ISO/IEC 22989:2022, 3.2.13]

3.26
semi-slupervised/machine learning
machirje learning that makes use of both labelled and unlabelled data during training

[SOURICE: ISO/IEC 22989:2022, 3.3.11]

3.27

sub-symbolic Al

Al based on techniques and models that use an implicit encoding of information, that can be
derived from experience or raw data.

Note 1 to entry: Compared to symbolic Al. Whereas symbolic Al produces declarative outputs, sub-symbolic Al is
based on statistical approaches and produces outputs with a given probability of error.

[SOURCE: ISO/IEC 22989:2022, 3.1.34]

3.28
supervised machine learning
machine learning that makes use of labelled data during training

[SOURCE: ISO/IEC 22989:2022, 3.3.12]
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3.29
symbo

lic Al

Al based on techniques and models that manipulate symbols and structures according to

explicit

Note 1 to entry:

is based

[SOUR

3.30

ly defined rules to obtain inferences

on statistical approaches and produces outputs with a given probability of error.

CE: ISO/IEC 22989:2022, 3.1.33]

test data

evalua
data us

Note 1 t

[SOUR

3.31

training

model
proces
machin

[SOUR

3.32
unsup
machin

[SOUR

3.33

validatfion data

develo
data ug

Note 1 t
where th
sets — a
generati

Note 2 t
to the ef

fondata
ed to assess the performance of a final model

entry: Test data is disjoint from training data and validation data.

CE: ISO/IEC 22989:2022, 3.2.14]

raining
5 to establish or to improve the parameters of a machin€ learning model, bas¢g
e learning algorithm, by using training data

CE: ISO/IEC 22989:2022, 3.3.15]

brvised machine learning
e learning that makes only use of unlabelled data during training

CE: ISO/IEC 22989:2022, 3.3.17]

bment data
ed to compare thesperformance of different candidate models

entry: Validation-data is disjoint from test data and generally also from training data. However,
ere is insufficient data for a three-way training, validation and test set split, the data is divided into
test set and¢a-training or validation set. Cross-validation or bootstrapping are common methods
Ng separate training and validation sets from the training or validation set.

entry:) Validation data can be used to tune hyper-parameters or to validate some algorithmic ch

ect(of including a given rule in an expert system.

[SOUR

CE: ISO/IEC 22989:2022, 3.2.15]

4 Abbreviated terms

Al
BWR
CAP
CFD
CNN
CRDM
Ccv

Artificial Intelligence

Boiling Water Reactor
Corrective Action Program
Computational Fluid Dynamics
Convolutional Neural Network
Control Rod Drive Mechanism

Computer Vision

Compared to sub-symbolic Al, symbolic Al produces declarative outputs, whereas sub-symbolic Al

don a

in cases
only two
for then

ices, up
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DL Deep Learning

ENIQ European Network for Inspection and Qualification
FFD Fitness For Duty

GOFAI Good Old-Fashioned Artificial Intelligence
HST Hot Spot Temperature

1&C Instrumentation and Control

KG Knowledge Graph

ML Machine Learning

NDT Non-Destructive Testing

NLP Natural Language Processing

NN Neural Network

NPP Nuclear Power Plant

RUL Remaining Useful Life

SAE Society of Automotive Engineers

SSC Systems, Structures, Components

V&V Verification and Validation

5 Al|overview from a nuclear perspective

5.1 Brief history of Al

The higtory of Al dates back to the 1940s when Warren McCulloch and Walter Pitts suggested
connedted neuron networks could learn. Alan Tdring proposed the Turing test, machine I¢arning,
and reipforcement learning in his 1950’s article “Computing Machinery and Intelligence [

The tefm “artificial intelligence” was coined at a Dartmouth workshop in 1956. The néxt two
decadgs were golden years for Al and the field received extensive government fundg for its
promis|ng potential for logic-based problem solving. However, by 1974, overly high expedtations
and linfited capabilities led to the-first “Al winter”. The rise of knowledge-based expert systems
brought new successes in the 1980s and following years. But the second “Al winter” [started
with the identification of expert systems limitations in 1987. Al returned to favor in 1993 with
the help of increased camputational power. From 2012, unprecedented availability of data and
computiational power ‘enabled breakthroughs in machine learning, in particular deep machine
learning, and ushered in greater success for Al. In the last decade, Al applications in such fields
as image analysis, speech recognition and autonomous driving have greatly changed pgople’s
daily liyes. With-deep learning and other advanced techniques, Al now can outperform Humans
over a(range,of specific tasks such as image recognition and also beat human champlions at
games|sdch as go. An intuitive development of different periods of Al is shown in FigurT 1.
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Figure 1 — Brief history of Al

The nuglear industry’s effort in pursuing the application of Al techniques dates back to, gt least,
the eafly 1980s, when the Al itself was experiencing the secofid boom with the sucg¢ess of
expert [systems. As the industry shifted into improving the safety aspects of operating| NPPs,
following the Chernobyl accident, the interest in automation was overshadowed by the need to
improve safety. Over decades of operations, the industry resorted to increasing staffing levels
to medt increasing and emerging safety requirements, accompanied by increasing |use of
systemfatic processes and procedures in all aspects.of industry operations. This incrgase of
staffing requirements offset the economic advantage of the relatively low energy cost of puclear
fuel in pomparison to other forms of baseload energy sources, i.e., mainly fossil energy

However, the drop in oil and gas prices/following the 2008 global financial crisis gnd the
associgated crash of fossil energy prices resulted in a substantial economical challgnge to
nucleaf power, especially in non-subsidized nuclear energy markets. An NPP operating gt 1 000
MWe gould have more than 10 folds the number of a staff as a fossil plant operating at the
same power level. This disadvantage of nuclear energy, coupled with the urge to fight glimate
changg using nuclear energy as the main baseload clean source of energy, rejuvenaged the
interesf in automation to offset manual activities performed by an NPP staff and enaple the
industry to become morg-economically sustainable.

In parallel to this realization by the industry, Al as a science have benefited from advancgments
in computational.power and presented unique capabilities to enable the needed automation for
the nuglear power industry. Given, all those factors, Al has found an exponentially growing
number of (@applications in the nuclear industry. While NPPs operation was one of the main
drivers of the nuclear mdustry Ieveraglng Al, the broader nuclear screntlflc and profe sional
commuity y—adopted—Al—too—Al—is—rhow—used—in—reactors—design rzation,
intelligent control, preventlve malntenance agelng management, non- destructlve testing,
physical protection, cybersecurity, and many other related fields.

5.2 Major concepts of Al
5.2.1 Al definition

Historically, Al has been approached from a number of different perspectives and accordingly
diverse definitions have been established. Some definitions of Al have defined intelligence in
terms of fidelity to human performance, while others prefer an abstract, formal definition of
intelligence called rationality.
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This document will leverage the Al definition from ISO/IEC 22989, which views Al systems as
engineered systems that generate outputs such as content, forecasts, recommendations or
decisions for a given set of human-defined objectives. It is worthwhile to note that this definition
has been further expanded in Clause 5 of ISO/IEC 22989:2022 to make it more concrete. For
the purpose of this document, the definition can be supplemented by the one given in Wikipedia,
where Al is viewed as ‘“intelligence—perceiving, synthesizing, and inferring information—
demonstrated by machines, as opposed to intelligence displayed by animals and humans”. This
supplemental definition emphasized the machine intelligence aspects of ISO/IEC 22989
definition.

To put this definition into context, a simplified functional view of an Al system is presented in
Figure 2, which is illustrated from a nuclear facility application perspective. The workflow for a
deployed nuclear Al system is very straightforward, which is comprised of three| major
compopents, namely inputs, Al processing and outputs. Taking the Al system forcideptifying
nsients as an example, it takes inputs from plant instrumentation and control systems,
s intelligent analysis and inference, and then generates some outputscthat predict the
type offtransients the NPP is experiencing.

Behind| the abovementioned workflow, is an Al model that has been designed and deVeloped
by human developers. Essentially there are two major approaches~o build the model| either
encodipg human knowledge (e.g., expert experience) into the Al model, or “educate” g model
by enapling it to “learn” from data gathered for this specific purpose. Moreover, the modgl itself
can aufonomously evolve, in a process known as continuousxlearning. Technically, thgse two
differemt ways for achieving intelligence are known as symbolic and sub-symbolic Al, ang these

terms Will be explained in the coming sections. A combination of the two approaches|is also
possible by leveraging to various extent the data and human knowledge.

Domain knowledge :> Symbefi@Al

from nuclear experts

(e.g. expert system)

Al models

Subsymbolic Al |:> (for specific nuclear
aklngiata |:> (e.g. neural networks) facility applications)

Inppts 6

- Teéxt

- Inpage

- Veo Outputs

- 3P Models |:> |:> - Prediction

- Ingtrumentatiop.data Acti

- OBM data - Actions

_ - Recommendations
v - Decisions

Al applications for nuclear facilities

IEC

Figure 2 — Functional view of a nuclear Al system

5.2.2 Levels of intelligence and autonomy

It is worthwhile to note the difference between “strong Al” and “weak Al” which describes the
levels of intelligence an Al system has. Simply put, weak Al focuses on performing a specific
task, such as detecting an anomaly in a reactor neutron monitor or optimizing a refueling plan.
In contrast, strong Al will possess an intelligence equal to humans, and it would have a self-
aware consciousness that has the ability to solve problems, learn, and plan for the future. As
far as the state of the art is concerned, we are still far from building “strong Al” systems for
nuclear applications.
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Practically, this document will focus on weak Al, and there are different classifications of
autonomy. In some scheme, autonomy can be described in three classes: algorithmically based,
algorithmically driven and algorithmically-determined systems.

Considering the current level of Al development, the interpretability of Al prediction results is
still an important content that scholars are studying, so it is suggested that the Al in this
document will mainly play a recommendatory role in nuclear facilities, and currently it is not
recommended to be directly used in important and safety-related scenarios.

Algorithmically based Al applications work as pure assistance systems without autonomous
decision-making author|ty An example in the nuclear industry is the use of AI to flag anomalles
for a h
take pdrtial decisions from humans or shape human decisions through the results theyreglculate.
As a r¢gsult, the actual decision-making scope of humans and consequently their-possjbilities
for selftdetermination shrink. Al-based predictive maintenance is an example of sUch approach,
where Al estimates how long an equipment has before it needs to be maintained’and the|human
makes |the final decision on that prediction. Finally, algorithmically-determined Al appligations
make decisions independently and thus exhibit a high degree of autonemy. Due to the high
degree| of automation, there is no longer a human decision in individualcases, especlally no
human|review of automated decisions. Autonomously operating mi¢ro reactors is a cpmmon
futuristjc use case of this type of Al.

When ¢onsidering the Al system autonomy level for nuclear-facility applications, at lepst the
following criteria shall be taken into account:

— the|level of external supervision, either by a human operator (“human-in-the-loop’) or by
andther automated system; Instead of substituting for human work, in some cages the
maghine will complement human work, which™is called human-machine teaming. Qverall,
the|presence of accountable supervision duriflg operation can assist in ensuring that the Al
system works as intended and avoids unwanted impacts on stakeholders;

— the| system’s degree of situated: ‘Wnderstanding, including the completenegs and
opdgrationalizability of the system’s model of the states of its environment, and the cg¢rtainty
with which the system can reason.and act in its environment;

— the|degree of reactivity or.résponsiveness, including whether the system can aglapt to
intgrnal or external changes,jhecessities or drives, and react to changes, and whethdr it can
stipulate future changes;

— the]ability to evaluate\its own performance or fitness, including assessments agairst pre-
set| goals and thé ability to decide and plan proactively in respect to system| goals,
motivations and_ drives.

A morg discretized classification system typically used for autonomous vehicles is frpm the
Society of Automotive Engineers (SAE) which defines 6 levels of driving automation ffanging
from O [fully.manual) to 5 (fully autonomous). It has been widely adopted by autonomous|driving
system companies worldwide, which is illustrated in Table 1 in the context of operating p valve
for load following in an NPP.

For every application in nuclear facilities, Al systems deployed can have different degrees of
decision autonomy. The deployment of various levels of autonomy has been gradually
advancing from the low levels of autonomy in Table 1 to recently L4 type of applications,
especially for futuristic uses of micro reactors that adopt a decentralized and autonomous
modes of monitoring and control. However, enabling highly or fully autonomous Al use in
nuclear facilities is still not practical presently, due to both technical and regulatory concerns.
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Table 1 — Example of autonomy levels for nuclear facilities (Referring to the

categorization scheme of autonomy levels from SAE)

Autonomy levels Operating a valve in a nuclear load following example
LO: No automation Manually operating a process valve based on operation procedures and grid
information
L1: Assistance Al recommends operating a valve based on grid condition but a human needs to
act on it

L2: Par

L3: Co

tial automation

Al recommends operating a valve based on grid condition. A human approves

grid demand and removes the valve manual operation override to allow Al to

operate the valve

ditional automation Al operates a valve based on grid condition under normal operating conditi

ns.

L4: H

9

L5: Ful

The human does not exclusively monitor the valve performance but'can tak
control at any point of time

automation Al operates a valve based on grid condition in all conditions.|Che human d
exclusively monitor the valve performance but can take control at any point
time

The human monitors its performance and can take control at any point oftime

h automation Al operates a valve based on grid condition under normal operating conditipns.

e

es not
of

5.2.3

Data afe central to any data-driven Al system to learn the (underlying models that re

input Vi
relation
specifi
system

— dat
the
it is
ind

in separate tools and databases, representing islands of data even in a single NPP. 1

the
The
ma

— nor
ma
diff
dat

Data processing and specifications

ariables relationships to the desired output. Data¥can come in structured for
al databases in NPP data historians) or unstructured form (e.g. event 1
tation documents, non-destructive testing images and files). Data are a key aspe
s and they go through processes (as definéd.in ISO/IEC 22989) including:

A acquisition, in which the data are obtained from one or more sources. The suita
data needs to be assessed, for example, whether it is biased in some ways or v
broad enough to be representativelof the expected operational data input. The
Istry has been accumulating data“over decades of operation, most of which is ay

variation in data across thejindustry, the basic systems and tools used are con
refore, the data is considered broad enough to apply Al methods, provided it
bped to a standard set of’data model across the industry;

Mmalization, which-is:the adjustment of data values to a common scale so that th
hematically comparable. A significant part of data that exists in the nuclear indust
brent definition;-and ranges, therefore this is a key process to enable mapp
bsets from-~ihe different plants. For example, one nuclear facility could prioritize

alp
alsq

nabetically, others might use numeric. Within a process, the process data unit
b differ (e.g. gallons per minute vs m3/s);

resent

(e.g.,
eports,
ct of Al

bility of
hether
huclear
ailable
Despite
sistent.
can be

ey are
[y uses
ng the
events
5 could

partlal failure (e. g sensors drlftmg) or complete loss could need to be rectlfled before the
data is used;

— data labelling, in which datasets are labelled. To use supervised learning techniques,
samples should be labelled manually or semi-manually. The nuclear industry data ranges
from fully unlabelled data (e.g. process sensors missing labels on equipment condition) to
full labelled data (e.g. an event assigned a priority by a human and logged into a database);
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Depending on the use case and on the approach used, data in an Al system can be involved in

severa

— trai
the

| ways:

ning data is used specifically in the context of Al: it serves as the raw material from which
Al learning algorithm modifies its model to address the given task. This training data

can be of any form such as time series, images, video, text, or acoustic. Because the current
fleet of nuclear facilities are data abundant, this data usually exists. However, for newly
developed nuclear reactors, this data is usually not available and a simulation of a model

tha

t represent the system is performed to generate synthetic data to use;

— validation data corresponds to data used by the developer to make or validate some
algorithmic choices (hyper-parameter search, rule design, etc.). This set of data is usually

ext
— tes

racted from the same data set from which the training data is extracted;

data is the data used to evaluate the performance of the Al system, be1|ore its

defgloyment. It is expected to be similar to production data, and proper evaluation| needs

tes
for
me

data to be disjoint from any data used during development. The test data is/usually used
supervised machine learning methods. Given that the unsupervised machine I¢arning
hods lack labelled data, dedicated methods exist to evaluate the _performancel of the

ungupervised machine learning algorithm, which often involve humanJevaluations| of the

res

invplve benchmarking the findings of one model or method against others;

— pro

facllity applications.

5.24
5.2.4.1

Since t
symbo
attemp
symbo
derivat

machine learning.

Moder

ilts. One example of the methods used to test unsupervised machine learning methods

Huction data is the data processed by the Al system in the\operation phase for puclear

Symbolic and sub-symbolic approaches

General

he foundation of Al as a discipline, two paradigms have developed: symbolic Al apd sub-
ic Al. Symbolic Al, also known as Gooed Old-Fashioned Al (GOFAI), focuges on
ing to express human knowledge clearly in symbols, that is, facts and ruleg. Sub-
ic Al is characterized in particular-by an inductive procedure, i.e. by the (algofithmic)
on of general rules or relationships from individual cases, and the major techrique is

Al systems typically contain elements of both symbolic Al and sub-symbolic A]. Such

systems are called hybrid Al. “Figure 3 shows the three approaches to Al and include$ some

typical
to be ¢

xamples algorithms&/techniques under each category. These examples are not intended
haustive.
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Artificial intelligence

Sub-symbolic Al

Probabilistic Machine Search Neurosymbolic

Traditional logic inference learning techniques Al

Knowledge Bayesian Supervised Genetic
graph network learning algorithm

Probabilistic Unsupervised Swarm

First-order logic graph model learning intelligence

Fault and Event Reinforcement Simulated

Expert systems trees learning annealing

Propositional
logic

Deep learning

IEC
FRigure 3 — Major approaches to Al

5.2.4.2 Symbolic Al

5.2.4.2{1 General

Symbolic Al invelves encoding knowledge with symbols and structures and it mostly useg logics
ematical-formulation to model reasoning processes. Information is represented psing a
yntaxthat can be processed by a machine and is explainable to a human. In the puclear
wexplainability of any automated decision is a key requirement to enable independent
4 ) . X L safety-

5.2.4.2.2 Traditional logic
5.24.2.2.1 General

Traditional logic is a category of Al that converts reasoning statements of associations between
events into forms of logical relationship between the input variables and the output.

5.2.4.2.2.2 Propositional logic

Propositional logic, also known as sentential logic, statement logic and Boolean logic, provides
methods to create an incremental set of structures to design a complicated structure. This
structure builds a logical relationship between a predefined set of inputs and outputs.
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Propositional logic is represented by a language structure that is based on simple undividable
states joined together with logical connectors. For example,

P: The NPP with an seismic trip system experienced a beyond design basis earthquake.

Q: The control rods were automatically released.

P — Q.

Due to this unique simplicity and powerful outcome for logical reasoning, propositional logic is
widely adopted in Al in solving complex problems that can be disassembled into simple logic

relationships, such as sequential control routines in NPPs. While propositional logic is a useful
tool for reasoning, it has some limitations such as:

— |t cannot address relations like ‘some’

— It hps limited expressive ability.

— ltig prone to human errors.
5.2.4.212.3 First-order logic

First-ofder logic is another way of knowledge representation in Al, and is sufficiently expfessive
to repregsent the natural language statements in a concise way. First-erder logic does gssume
that the world contains facts like propositional logic but also contains the following cpntents
with syntax and semantics:

— Relptions: unary relation (approved version, within calibration, verified) or n-any relation (a

- Obercts: valves, pumps, nuclear fuel, work orders.
ponent of, supervisor of, in between).

co
— Functions: accident precursor, power module ofend of.

Becauge first-order logic is close to the semantics of natural language, it can be uged for
knowledge engineering (the process of constructing a knowledge-base) in a special-purpose
knowledge base (in contrast to general ptirpose knowledge base). However, first-order logic
still hap its limitations on its expressiveness and expressive logics like second-order/higher-
order were developed to overcome those limitations.

5.2.4.212.4 Expert systems

Expert| systems, also called “knowledge-based systems”, could match or exceed the
performance of humangexperts on narrowly defined tasks, if given the appropriate gomain
knowleldge.

An expert systemy.consists of an inference engine and the knowledge base. The knowledge
base ig materidlized using rules, which are then applied by the inference engine on known facts
to dedyce new-facts.

The expert’ systems played an important role in the nuclear industry. According to| IAEA-
TECDOC-542, expert systems for plant data management, training, condition/safety status
monitoring, alarm analysis and diagnosis, accident management, emergency planning have
been applied to NPPs worldwide since 1980.

5.2.4.2.2.5 Knowledge graph

The term “knowledge graph (KG)” was introduced by Google in 2012 to refer to its general-
purpose knowledge base. Today, KGs are used extensively in anything from search engines
and product recommenders to autonomous systems. Technically, a KG is a directed labelled
graph in which the labels have well-defined meanings. A directed labelled graph consists of
nodes, edges, and labels. Anything can act as a node, for example, NPP process systems,
equipment such as valves or pumps, etc. An edge connects a pair of nodes and captures the
relationship of interest between them, for example, is_a_component_of relationship between
the reactor coolant system and the reactor coolant pump. The labels capture the meaning of
the relationship, for example, is_a_component_of in the previous example can be the label.
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5.2.4.2.3 Probabilistic inference
5.2.4.2.3.1 General

Probabilistic inference converts reasoning statements of associations between events into
forms of probabilistic cause and effect relationship between the input variables and the output.

5.2.4.2.3.2 Bayesian networks

A Bayesian network is a formulation of a belief that one event is likely caused by, or associated
with another. This belief is quantified through a probabilistic and statistical relationship that is
constructed using historical occurrence of the correlated events.

In nuclear facilities, Bayesian networks are usually constrained by a set of symbelic and
predefined structures that are used as the basis to develop the probabilistic relationship. They
can be|used to predict the likelihood of an event occurring, such as an equipment'failurg¢. They
are algo used to aid in the diagnosis of the reactor’s state, as well as plantyoperatign risks
modelling.

5.2.4.213.3 Decision trees

Decisign trees are used to cascade a set of events into a holistic’ event of interest. Hault or
event trees are a common example in nuclear. A fault or eventtree is a logical decisipn tree
consisfing of structure nodes that connect two or more leaf nodes and/or other structurd nodes
to provde an estimate of the likelihood of a fault or evenf0ccurrence and the consequg¢nce of
a serigs of occurrences. The structure of the tree censists of a set of logical rules that are
represented by the nodes with each branch of the node.

Fault trtees and event trees have been historically used in safety evaluation and licenjsing of
NPPs as they are capable of aggregating a series of events likelihood of a severe apcident
occurrg¢nce. Dynamic forms of the trees have recently been explored to enable the tfees to
adapt to plant conditions and adaptively tisk-inform its operations.

5.2.4.213.4 Probabilistic graph-model

Probaljilistic graph models are.a branch of machine learning whose purpose is to describe and
reprodilice things in the weorld using the overall probability distribution. The main goal of the
probabijlity graph algorithm' is to achieve more accurate probability inference under [limited
computing power. Given’some observed variables, based on the relationship betwgen the
observed variable andthe inferred variable, the probability of the inferred variable we want is
deducdd.

The copcept of probability graph model is mainly divided into three parts:

a) Representation: how to express it with a model from a real-world problem.

b) Inference: How to infer the probability of the variable you want to ask from the model
generated above.

c) Learning: How to further fit our model with real-world data.
5.2.4.3 Sub-symbolic Al
5.2.4.3.1 General

The other Al approach is sub-symbolic Al. This approach is not based on symbolic reasoning;
rather, it relies on the implicit and data-based encoding of knowledge. This implicit knowledge
representation is fundamentally based on statistical modeling of experience or raw data.
Examples of this type of Al system are various machine learning systems, including the different
forms of deep neural networks.
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In nuclear facilities, this Al approach has been rapidly growing from an application perspective,
mainly because of the complexity of the targeted application and the difficulty to develop
representative and explainable relationships and structures for symbolic Al.

5.2.4.3.2 Machine learning
5.2.4.3.2.1 General

Machine learning is a branch of Al technologies that enables a machine to learn data patterns
and use them to make predictions. Machine learning continues to learn and improve its
performance during and after making observations. ISO/IEC 22989 defines machine learning
as the process of optimizing model parameters through computational techniques, such that
the mopetsbehavior reftectsthe data or experience.

Figure |4 summarizes the major process for developing and deploying a machine I¢arning
applicdtion, as described in ISO/IEC 23053. It includes the phases of data acquisition, dgta pre-
procesging, modelling, model development, and operation. NPPs accumulatehuge volymes of
data dyring operations, which offer great opportunities to explore Al for many applications.

Data acquisition

Instrumeptation and control system Maintenance reports Simulators > C)
Data processing
Clean Imputation Normalize Dataset comp@tio Labelling
Modeling
Fedture engineering Algorithm selection . \\ Model training Model tuning
RN

Model deployment

Packaging Runtime environment A Optimization System validatign
Maintenance Repaiqe Updating

IEC
Figure 4= Machine learning pipeline (workflow)

Machine learning methods can be classified into three approaches: supervised mnjachine
learning, unsupervised)machine learning, and reinforcement machine learning. The major
difference betweensupervised machine learning and unsupervised machine learning lieq in that
superv|sed machine learning expects the training data to be labelled and the labels are yised to
train the model\to predict similar labels if similar data is provided.

In unsypefvised machine learning, data is not labelled, and the machine attempts to egtablish
its own-setoffabetswithoutany formrof assurancethatthe tabetsare correctly assigned.

Semi-supervised machine learning combines the two approaches and is suitable when the data
is partially labelled.

In nuclear facilities, anomaly detection algorithms applied to process sensors data usually rely
on unsupervised machine learning, because of decades of operations process data that are not
labelled as failures occurred. Recently, the industry starts to use some of the condition reports
that log any issues in the plant to label parts of the process data, which is why semi-supervised
machine learning became of interest. For specific equipment that has a full log of events, it is
possible to fully label the historical data, enabling the use of supervised machine learning
methods.
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Given that the labels represent a form of knowledge that assist the machine in its learning,
supervised machine learning methods are generally more capable than unsupervised or semi-
supervised machine learning methods.

In reinforcement learning, the machine learns by means of rewards and punishment functions.
In order to learn, the machine is allowed to iterate, fail, and learn from its failure by means of a
reward or punishment function. As the system learns, the number of failures drops, and
successes increase to the point where it achieves the desired success performance.

There are many techniques that have been developed under this umbrella, and Figure 5
provides an overview of these techniques.

Support vector machine
Supervised Learning Regression tree
74
Mhchine Learning g—mea_ns clu_)s(:ering o
Unsupervised Learning il e
Dieep Learning 7
Monte Carlo
Reinforcement Learning Dynamic programming
7

IEC
Figure 5 — Major appfoaches to machine learning

5.2.4.3{2.2 Supervised learning

Superviised machine learning(uses labelled data during the training process. Labelldd data
consists of any form of data samples (e.g., sensors, text, images) with inputs mapped to putputs
of known states. Thus, the-training data are organized as pairs of input variables and “known”
outputg. Known outputs_are also referred to as labels, target variables, and ground truth,
depending on the context. The labels can be of any types including categorical, binary, or
numeric values. Siipervised learning can be used for classification and regression, as well as
more cpmplex tasks pertaining to prediction.

Supervised\earning, as an example, can be used to train a machine to detect a fire in & video
stream| fe’automate a nuclear facility fire watch. The dataset consisting of images corftaining
fire and images with no fire are labelled by a human and used by a machine to determine the
common features of fire. The resulting machine learning model would be able to determine if a
new video contains fire.

Another example is the use of supervised machine learning to automatically review and classify
condition reports in an NPP. Those reports have been classified by plant staff for decades. This
human-based classification represents a label that a machine can consider as the ground truth
to learn patterns in text that contributed to this classification decision and predict future
classifications of condition reports.
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5.2.4.3.2.3 Unsupervised learning

In contrast to supervised machine learning, unsupervised machine learning uses unlabelled
data. It is used to identify similarities, patterns, or clusters of data and can be used to reduce
dimensionality irrespective of any label. Unsupervised machine learning can be used in the
discovery of dominant factors (i.e., capture the “essence” of the data).

NPPs are complex systems with different combinations of process alignments and equipment
working modes. The data collected during plant operation contain mostly data representing
normal condition of the plant equipment but also faulty conditions that are unlabelled. If the
equipment failure results in a shift in the operational data and the unsupervised machine
learning is used to cluster the equipment into two clusters, it is possible that the resulting
clusterf"would represent the two states, normal and abnormal. Therefore, despite not'l‘having
clear Idbels of failures, unsupervised machine learning can separate the two states by-the data
only.

5.2.4.312.4 Reinforcement learning

Reinfofcement machine learning is the process in which a maching learning agent|learns
through an iterative process by trial and error. The agent’s goal is te find a model that|results
in the best rewards from its action’s impact on the environment. Foreach trial (successful or
failure), feedback is provided by the environment to the model. The'mode is then adjusted based
on this|feedback.

Reinfofcement learning has been used to optimize nuclearfuel assembly designs. In a|typical
reactor), fuel rods are lined up on a grid, or assembly, by /their levels of burnup, like chess|pieces
on a bdard. In an ideal layout, these competing impulses balance out to drive efficient regctions.
As the|fuel is shuffled, the reward function represented by metrics such as a uniform| or flat
power profile, is evaluated and the model is tuned until the desired power profile is achieved.
Reinforcement learning can find optimal solutions faster than a human and quickly |modify
design$ in a safe, simulated environment.

5.2.4.312.5 Deep learning

Deep lgarning is a machine learning technique that constructs artificial neural networks t¢ mimic
the st:}cture and function of the human brain. In practice, deep learning uses a large number
of hidden layers - typically, more than 6 but often much higher — of nonlinear proces]‘sing to
extract| features from ,data and transform the data into different levels of abs
(repredentations).

raction

Deep lgarning hds-been the main innovation that has renewed interest in Al in the pasf years,
helpingd solve.many critical problems in computer vision, natural language processing, and
speech recegnition. Models are trained by using a large set of data and neural rletwork
architeptures’ that contain many layers. It can extract features that a human used to develop
and therefore achieve results that were not possible before, exceeding humdn-level
performance. For example, instead of developing features for a neural network to evaluate fire
video in a model to detect fires in a video stream, such as color or shape of fire, a deep neural
network has several layers that automatically extract those features and associates those
features with the output.

5.2.4.3.3 Search techniques
5.2.4.3.3.1 General

There are many complex problems that make it impossible or extremely challenging to find the
exact solution in a strictly analytical manner. To address these issues, many novel algorithms
have been developed to search for a feasible solution, rather than the absolute optimal solution,
and many of them try to emulate biological or natural phenomena. This subfield of Al has been
extensively explored in engineering systems, and nuclear industry also benefits from its
progress.
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5.2.4.3.3.2 Genetic algorithms

A genetic algorithm represents the variables in the problem domain in the form of chromosomes
of fixed length. The parameters like the initial size of the chromosome population need to be
defined, probability of crossover, and mutation, also a fitness function is decided to select the
chromosomes that will get the opportunity to mate during the phase of reproduction. The
individuals which result from the mating of the parent chromosomes form the next generation
of solutions and the process is repeated. Genetic algorithms are often used in optimization
problems in nuclear fields, such as the optimization of fuel assembly shuffling during refueling
to maximize a certain fitness function, representing a flat power profile.

5.2.4.3.3.3 Swarm intelligence

Swarm|intelligence algorithms are a form of nature-based optimization algorithms. Thelir main
inspiration is the cooperative behavior of animals within specific communities,.This pan be
descrifjed as simple behaviors of individuals along with the mechanisms for sharing knowledge
betwegn them, resulting in the complex behavior of the entire community. Examples ¢f such
behavipr can be found in ant colonies, bee swarms, schools of fish or bird-flocks.

Swarm|intelligence algorithms are used to solve difficult optimization<problems similaf to the
fuel mgnagement and shuffling example discussed earlier.

5.2.4.313.4 Simulated annealing

Simulated annealing is a technique used to find solutions\fo optimization problems. It i based
on the jdea of annealing in metallurgy, where a metal i’ héated and then cooled slowly ih order
to reduice its brittleness. In the same way, simulatedvannealing can be used to find solufions to
optimigation problems by slowly changing the values of the variables in the problem|until a
solutiop is found. The advantage of simulated anfiealing over other optimization methodg is that
it is legs likely to get stuck in a local minimum,>where the solution is not the best possiple but
is good enough.

5.2.4.4 Hybrid Al
5.2.4.4{1 General

Hybrid|Al is a special type. of Al that uses symbolic and sub-symbolic Al to various extent as
each of the two is not capable of satisfactorily making a decision on its own. Using hylbrid Al
can improve the accuracy of the prediction, reduce the data requirement, and require legs time
to makg the decisions‘than sub-symbolic Al.

5.2.4.4{2 Neurosymbolic Al

Neurogymbolic Al is a hybrid Al approach that couples symbolic Al to neural networks. Qne use
case i when Al is used to count a certain number of objects in a picture that has gpecific
attributes. For example, If AT1S used to count large red balls in a picture, then a neural network
(i.e. sub-symbolic Al) is used to extract the red balls and a set of rules (i.e. symbolic Al) is used
to qualify the object as large based on its size in the image and then count all the large red
balls.

Though neurosymbolic Al is relatively a new field of research, it provides a key advantage to
the nuclear industry, which is the added level of explainability. The symbolic parts of the Al
could be used to make a critical part of the decision-making process, because of its
explainability, while the less critical part leverages sub-symbolic Al decision making. This could
be especially beneficial in designing Al-based safety systems for autonomous control of nuclear
reactors.
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5.3 Specific fields of Al applications
5.3.1 Data mining

Data mining refers to the application of algorithms for the discovery of valid, novel and useful
information from data. Data Mining is a subset of Machine Learning that centres around
exploratory data analysis which came into prominence in the late 1990s.

The end goal is to extract relevant information (and not the “extraction” of raw data itself) from
datasets and transform the same into operational insights for further use. The important aspect
of data mining is that it helps to answer questions we did not know to ask by proactively
identifying non-intuitive data patterns through algorithms.

Data mlining methods can be directly applied to raw data to perform prediction, usudlly-through
regressgion. Regression analysis is about understanding which factors within a data,set afe most
important to a certain output, which can be ignored, and how these factors interdct to [predict
the oufput. A typical example in nuclear facilities is the use of prediction te\perform ahomaly
detectipn in process sensors data. Anomaly detection is the process of finding data thxt does
not conform to the pattern. In anomaly detection patterns extracted from‘the data are Qised to
uncovgr unusual data by predicting what the process value should be/thén comparing it o what
is obsgrved. This process can help to alert plant operator to situations deviating from |normal
operatipns before it reaches alarming or control system responsés:

Data mining can also be used in combination with other fields of Al, such as natural lapguage
processing or computer vision to perform classification./Data points are assigned to groups, or
classeg, based on a specific question or decision to{make. Classification can be performed
using labelled data (i.e., data is assigned to previously defined groups) in supervised machine
learning methods. It can also be performed by unstpervised machine learning methods through
cluster|ng. Clustering looks for similarities withina data set, separating data points thaf share
commdn traits into subsets. Given that process anomalies detection mostly levVlerages
unsupdgrvised machine learning, clusteringiseparate normal equipment from ones that are
demongtrating some level of anomaly.

Data mining can be also used to pefiform sensitivity analysis through input variables corfelation
development. This function seeks:to uncover the relationships between data points; it |s used
rmine whether a specific’ action or variable has any traits that can be linked tp other
. For example, it can be used to identify if there are notable correlations betwgen the
occurrgnce of a certain gvent in a nuclear facility condition report and equipment failureg|.

On a boader sense,\the data correlation can be used to perform sequential correlation offevents
(referred to as planning in ISO/IEC 22989). This entails using a machine to automaticdlly find
a prodedural\'sequence of actions, for reaching certain goals while optimizing [certain
performance measures. From the perspective of planning, a system occupies a certain state.
The expcution of an action can change the system state and the sequence of actions prpposed
by planni initi is | heficial
to in nuclear projects throughout its life cycle, from planning the schedule of construction, and
planning the outage activities, throughout to planning the decommissioning work. For example,
during an NPP outage, Al can help operators optimize their work schedule to optimize the
resources and time schedule.

5.3.2 Natural language processing

Natural language processing is information processing based upon natural language context
understanding and natural language generation. This encompasses natural language analysis
and generation, with text or speech. By using NLP capabilities, computers can analyse text that
is written in human language and identify concepts, entities, keywords, relations, emotions,
sentiments and other characteristics, allowing users to draw insights from content. With those
capabilities, computers can also generate text or speech to communicate with users. Any
system that takes natural language as input or output, in text or speech form, and is capable of
processing it is using natural language processing components. An example of such a system
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is an automated review of condition reports or work order in an NPP. Natural language
processing can be used to understand free text entries and classify the condition or work order
text and suggest decisions and actions, thereby improving the efficiency of the process.

5.3.3 Computer vision

Computer vision uses Al to acquire, process, and interpret data representing images or video.
Computer vision encompasses image recognition, e.g., the processing of digital images. Digital
images exist as a matrix of numbers that represent the grey scales or colors in the captured
image or in other cases a collection of vectors. Digital images can include metadata that
describes characteristics and attributes associated with the image.

Visual fata ordinarily originates from a digital image sensor, a digitally scanned analogug image
or somp other graphical input device. For the purposes of this document, digital images’|nclude
both fixed and moving variants (i.e., video). Fundamental tasks for computer ¥jsion |nclude
image |acquisition, re-sampling, scaling, noise reduction, contrast enhancement, feature
extractjon, segmentation, object detection and classification.

In the puclear industry, Al applications based on computer vision could’identify specific |mages
out of @ set of images (e.g., detect fire in a video stream monitoring an area when the fire
protection system is not functional). It can be used in quality controly(e.g., spotting defegtive or
corroding parts on a steam generator or non-destructive test_ images to detect crgcks or
contairlment condition), or security applications such as facial recognition for NPP decurity
check.

5.4 Challenges of Al applications in nuclear facilities
5.4.1 General

As shown in Clause 6, Al has been successfully applied to, or has the potential to be applied
to manly aspects of nuclear facilities. However, because Al systems are typically complgx (e.g.
deep ?Fural networks), can be poorly specified and can be non-deterministic, it create$ some
new chiallenges.

Take N|PP regulations as an examyple. With Al being used to replace or augment a safety-related
or riskisignificant system, Al ‘needs to adapt to current standards that are adopted |by the
regulatpry framework. Al applied to nuclear operations falls within the category of digital 1&C,
becauge such applications involve digital computer hardware and custom-designed so¢ftware
that input plant data, éxecute complex software algorithms, and output the results to a pystem
or licepsed human_‘operator to potentially provoke an action. Due to the uniquenes$ of Al
characferistics in_Léomparison with typical digital I&C systems, specific considerations need to
be takgn for Allio fit a regulatory-controlled nuclear action.

5.4.2 Trustworthiness

Al applications have raised some challenges due to its high level of intelligence and low level
of transparency. This concern is addressed by demonstrating its trustworthiness which refers
to characteristics as follows which help relevant stakeholders understand whether the Al system
meets their expectations. This includes demonstrating:

— Al explainability: the important factors influencing a decision can be expressed in a way that
humans can understand.

— Al transparency: human centred objectives for the system.

— Al robustness: describe the ability to maintain their level of performance.

— Al resilience: describe the ability of a system or an entity within that system to perform its
required functions under unexpected conditions for a specific period of time.

— Al controllability: an external agent can intervene in its functioning.

— Al predictability: reliable assumptions by stakeholders about the output.
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— Al bias and fairness: different cases call for different treatment.

— Al reproducibility: obtain the same results by using the same methodology.

— Al security: protected from cybersecurity risks that might lead to physical and/or digital harm.
— Al safety: freedom from unacceptable risk.

5.4.3 Al verification and validation

As in the application of digital I&C systems for the nuclear industry, verification and validation
play a central role in enabling the use of Al systems for nuclear sectors. However, due to the
black-box nature of some Al systems, there are special considerations in their verification and
validation processes, including:

— Some systems are partially verifiable and partially validatable (e.g. at least oge)pystem
component can individually be verified, and the remaining system componénts tan be
validated, as can the complete system).

— Some systems are unverifiable but validatable (e.g. no system componenf)can be vfrified,
but|all system components can be validated, as can the complete systéent).

— Some systems are unverifiable and partially validatable (e.g. no system component|can be
ver|fied, but at least one system component can individually be validated).

— Some systems are unverifiable and unvalidatable (e.g. no system component can either be
verffied or validated).

This challenge has been addressed in ISO/IEC TR 29119-11, which offers guidelines|on the
testing|of Al-based systems. It covers testing of Al systems across the life cycle ang gives
guidelines on how Al-based systems in general can be‘tested using black-box approaches and
introduces white-box testing specifically for neural networks.

6 Sgme potential nuclear Al applications

6.1 Seneral

Al techiniques have been developed-and used in many fields of the nuclear industry, indluding,
but notl limited to, reactor system research and development, plant design, equipment {esting,
as welllas plant operation and“maintenance. The efforts started at least as early as 1980s and
have been continuing to_évolve in the past decades. In particular, recent success df deep
learning has inspired more exploration in the global industry. Several influential teghnical
meetings and conferencés have been organized.

This sgction presents some of the scenarios of Al applications in nuclear industry.| These
scenar|os aresnot exhaustive, and it is intended to help capture the general landscape] of this
subjec{ andfacilitate the discussion on future standardization work in this direction. In agdition,
it also getves to foster more investigation and exploration of Al techniques in nuclear industry.

Al application potentials cover the full life cycle of a nuclear facility. The coming sections
present applications that pertain to the scope of IEC SC 45A, and more examples beyond this
scope are available in Annex A.

6.2 Virtual sensors

There are some process variables that cannot be directly measured but of significant value to
plant operation and maintenance. In some cases, these variables can be inferred from available
measurements by solving the first principle equations representing the physical mechanisms of
performance. The inferred variable is usually called a virtual sensor.

In other cases, it is not easy to solve the analytical equations to find the correlation between
the virtual sensor and other existing measurements. To address this issue, a high fidelity multi-
physics model can be developed, such that values of virtual sensors and other measureable
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variables are generated. Then, a supervised learning algorithm can be explored to find the
hidden correlation. The trained model is then deployed to operate as the virtual sensor.

6.3 Intelligent control

Though this document is intended to focus on non-safety related applications in nuclear industry,
there are some ongoing research on intelligent control systems.

A nuclear reactor is a complex system, and comprehensive control of it is not trivial. Besides
well-known control of thermal power and coolant temperature, reactor controllers take care of
plenty of other aspects such as operational safety permitting operation only within given limits,
homogenization of burnup, burnup compensation, compensation of the poisoning, shaping of
the power density distribution, downstream conditions of the plant, support of flexible glgctricity
production, operation economy, etc.

Machinje learning based techniques can be used to improve the traditional core-control methods
and to| allow improved predictive control plant, especially for future reactors. Al|allows
considgration of an arbitrary large number of goals even if quite differentjin-hature. In thje case
of reagtor governing, safety, ergonomics, operation economy and).grid services ¢an be
procesged simultaneously in accord with each other.

6.4 Ageing management

Harsh gnvironment in nuclear facilities causes significant@ageing and degradation of materials,
which |might cause degraded plant performance .or)an unplanned shutdown. JAgeing
managgment program is developed to cope with .this challenge. Degradation modegling is
essentfal to address component aging problems and provide an accurate prediction ¢f their
failure | points or remaining useful life (RUL)., There are various models for estimating
degradiation of material or component in I&Cand electrical systems. However, these models
usually] rely heavily on physics and expertise,”"which may have limited capacity to leafn from
massivie measured or simulated data. In other words, when new data is available, it is npt easy
to imprpve the model.

Deep neural networks have found applications in this area. To predict the RUL for electricvalves,
a convolutional auto-encoder isused to extract features and a recurrent neural network |s used
for timg¢-series data processing” Though the learning capabilities of deep neural netwofks are
excellent, it is also advisable to be guided by the physics underlying the ageing procesg.

The RUL of insulation-paper used in an NPP transformer is largely determined by the winding
hot spot temperature (HST), which is not directly monitored and inferred froml other
measufements,~The estimation of aging parameters is complex and non-deterninistic.
Accordjingly, uneertainty modelling is critical for well-informed predictions. Integrating machine
learning and experimental models in the Bayesian framework has proved to improve trangformer
RUL prediction.

6.5 Preventive maintenance

Preventative maintenance of I&C and electrical equipment is essential to ensure operational
safety and reduce maintenance costs of NPPs. Particularly it can lead to a reduction in
unnecessary maintenance, thus reducing costs associated with parts, labour, and unnecessary
planned, forced, or extended outages.

Al has been extensively explored and deployed to optimize maintenance decisions in many
industries, including nuclear. It can provide valuable early insights into equipment or system
problems that can then be factored into component design and installation, maintenance
routines, operating methodologies and a raft of other areas. As a matter of fact, preventive
maintenance is one of the major fields where Al has found extensive and in-depth applications
in nuclear facilities.


https://iecnorm.com/api/?name=82c47a90f549d4d396bd1c7a5487bf76

IEC TR 63468:2023 © IEC 2023 -31-

An example of a preventive maintenance task that can be improved through application of Al
techniques is the periodic inspections of control rod drive mechanisms (CRDMs). Problems with
the coils can cause the CRDM to inadvertently drop rods which can result in significant plant
downtime. However, detecting these types of issues is difficult and often involves evaluation of
thousands of coil current measurements by multiple human experts that can take hundreds of
man-hours to perform. Supervised ML has been used to automate the detection of CRDM coil
current issues in near real-time and predict the maintenance needs.

In addition, a significant part of NPP operations relate to staff walking around the plant to inspect
the plant condition and environment and collect needed information. Computer vision and
machine learning enables drones to recognize features of their surrounding environment,
eliminating or reducing the need for the human rounds.

6.6 nomaly detection

Currently, numerous NPPs rely on alarming systems to detect abnormal situations, which is
less effective, as it is often too late for operators to take actions when the alarms appear. Lead
time is| desired to offer the operator more opportunity to elegantly plan‘and take nedessary
actiond. Capabilities of detecting subtle anomaly, or small deviation from norm opjerating
conditipns, is essential to achieve that objective.

Anomaly detection is a well-established research field whose\pfimary objective is to |dentify
events|or samples deviating from what it could be considered. “ordinary” or “normal” bghavior
within an application domain. Machine learning community has developed a repertoire ¢f tools
to detpct anomalies. Supervised, unsupervised and \Semi-supervised machine Ig¢arning
algorithms have been studied to identify anomaly imdNPPs. For example, auto-encodler, an
unsupgrvised deep learning algorithm, has been investigated to learn the hidden patterng in the
huge Jolume of operation data, and then deployed to predict anomaly occurring in plant
procesges.

6.7 Dperational decision support
In an operating NPP, a typical work process comprises of multiple steps, where humani-based
decisigns need to be made. This kind of human-based decision is not only time consuming but

also prpne to error. Natural language processing (NLP) methods promise to mimic the |human
decisign-making processes and-improve the work process efficiency.

As an |example, NLP has“been used for automating and streamlining the corrective| action
program (CAP) process! Incident reports from NPPs are used to train the NLP models| which
then can be used«ta-predict whether the incident report has significant impact and r¢quires
reviewing.

also explored to improve preventative maintenance strategies by analysing maintgnance
$.Idone research, 18 million maintenance work order records from 10 utilities ovgr a few
years & NEPsthe ; ' mita

across utilities and plants. This enables examining the impact of different preventive
maintenance strategies on the overall maintenance.
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6.8 Cyber security

With the increased use of digital systems in nuclear industry, maintaining effective cyber
security has become an ever-growing challenge. Prevention, detection, and reaction are key
elements of a cybersecurity program. Al has been investigated for the detection of cyber attack
in nuclear applications.

The workflow of applying Al techniques to cyber attack detection consists of four steps, namely,
data acquisition, feature extraction, cyber anomaly detection, attack identification. In addition
to network traffic data, process-specific features such as measurements, control commands,
and set-points are also considered.
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For cyber anomaly detection, various Al methods for anomaly detection can be applied based
on the types of features extracted. Since the abnormal data related with cyber incidents are not
sufficient in nuclear domains, the unsupervised learning methods which do not require two
classes of tagged data, normal and abnormal, are suitable to address the cyber anomaly
detection problem.

6.9 Human factor engineering

The Three Mile Island (TMI) and Chernobyl accidents revealed that plant operators may not
always adequately handle challenging situations, and human factor engineering have played
an essential role in increasing the safety and performance of the nuclear energy industry. Al
has the potential to further mitigate human errors to improve safety and performance.

Operatprs’ fitness for duty (FFD) has been highlighted as one the primary reasons' for [human
error ir] nuclear accidents. Current FFD systems have been reported to be far from-effeftive in
practicg, because many elements of the program involve tests that are subjective-and inflequent.
A continuous operator monitoring system can hence overcome the many of.the challepges of
existinl; FFD systems.

Recenf studies show the potential of machine learning methods for ‘monitoring a worker’s FFD
status using biosignals. Important biosignal markers of FFD are(selected and fed to 4 multi-
class qupport vector machine (SVM) classifier to achieve fastlidentification of a potential at-
risk wqrker. In addition, NLP and computer vision (CV) techniques are also investigated to
monito[ operator cognitive factors. NLP empowers the automatic assessment of an opgrator’s
mental|workload through oral assessments. CV based iuman tracking can be used to| detect
anomalous behavior of field workers.

7 Prpposed structure for SC 45A Al standards

7.1 Seneral

From (lause 6, it can be concluded that Al applications for nuclear facilities are very brgad and
extens|ve. Standards are very impeortant to promote and facilitate its wide adoption in a fast and
low cogt way. It is envisioned that’many standards are needed to accommodate the pfactical
needs.

IEC SC 45A has a systématic approach to standard development work, best summarjized in
IEC TH 63400 which discusses the structure of SC 45A standard series. This clause ouflines a
nucleaf Al standard\ structure that complies with current nuclear systems standargls and
fundanmental statélof practice and art.

7.2 Keycriteria for structure design

7.2.1 L Technical coverage
The extent of coverage that may be provided by the IEC SC 45A Al standard series is as follows:

o All types of nuclear facilities, including but not limited to nuclear power plants, research
reactors and adjoining radioisotope production facilities; facilities for the enrichment of
uranium; nuclear fuel fabrication facilities; facilities for the reprocessing of spent fuel;
storage and disposal facilities for spent fuel and radioactive waste;

e All I&C systems and equipment and electrical power systems and equipment;

e All stages of the life cycle of I&C and electrical power systems and equipment in a nuclear
facility;

e All the aspects or activities needed for developing and deploying an Al system in a nuclear
facility.
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7.2.2 Hierarchical levels

The structure shall follow the hierarchy of 4 levels used in IEC SC 45A standards, which is
included here for reference as defined in IEC TR 63400.

L1: General requirements

L2: General requirements for specific topics

L3: Specific requirements for specific topics

L4: Technical Reports (which are not normative)

The reader is reminded to distinguish these levels from those used in Table 1 where intended

t H d' s Al 4 l l laiale I lLal lo LE el - 4l 4 s
O In | alc MAld GULUIIUIIIy ICVTITS, WITIUVIT STTUUTU UT OTITTTVIUTITIU TTT UI'TT CUTTITAL.

7.2.3 Entry point documents

According to IEC TR 63400, an entry point document is the term applied to the’small pumber
of IEC [SC 45A standards that enable a new user of the standard series tormost effectively find
their way into the series and explore the hierarchy.

In this|respect, it is desired there will be a single entry point document for the SC B#5A Al
standafd series. This document will cover the full scope (or admajor part of the scopg) at a
general level and other documents will go into further detail for parts of that scope.

However, it is worthwhile to note that this entry point deCument will not be an L1 standard. As
defined in IEC TR 63400, only IEC 61513 and IEC 63046 belong to the category of L1 standards.

7.2.4 Reference to other standards

Many I[EC SC 45A standards make reference\to'other SC 45A standards and, where applicable,
also make reference to various non-SC 45AEC and ISO standards rather than repeating their
requiregments.

As a gegneral criterion, the developed structure will refer to generic international standards (e.qg.
IEC, IS0) that have been developed for general purpose Al applications.

When there is a genericsstandard for a topic which cannot be used directly or which| needs
adaptation for the nuclear sector, guidelines are developed for its use or “nuclear equivalent”
standafds are developed. In such cases, the IEC SC 45A “application” guidelines and “puclear
equivalent” standards make reference to and adhere as closely as possible to the generic
international standard.

7.3 Structure of Al standard series

The 4-fevethierarchy adopted im tTEC—SC 45A standards, as described im {EC TR 63400,
provides a good starting points for the structure design on nuclear Al standards.

Internationally, there are a number of Al standardization roadmaps that have been published.
It is common practice in these roadmaps to organize the structure in horizontal and vertical
standards.

Taking both of the abovementioned factors into consideration, this document proposes to
arrange the SC 45A Al application standard structure in three levels, which are standards on
horizontal requirements, standards on vertical requirements, and technical reports (which are
not normative) respectively. These levels essentially correspond to L2, L3, and L4 as defined
in [IEC TR 63400. In this sense, the structure naturally follows the general structure adopted by
SC 45A.

The proposed structure is shown in Figure 6.
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Rt IAEA ISO/IEC JTC 1 SC 42 Non-SC 45A IEC Other
standards documents Standards Standards documents

(extemal) Note: ISO/IEC JTC 1 SC 42 standards are the major reference, while other documents/standards will be referred to as appropriate.

IEC 61513 IEC 63046
General

Requirements Note: These standards are beyond the scope of the potential new working group on nuclear Al applications. They are presented here

to emphasize that IEC61513 and IEC 63046 structure the IEC SC 45A A standard series and shape a complete framework establishing

(L1 standards)
general requirements for instrumentation, control and electrical power systems for nuclear power plants.

General requirements for nuclear Al applications

Trustworthiness and risk Data processing and Al System testing and Performance >n
Horizontal management management V&V 6
Standards =

(L2 standards) Note:
1 General requirements will be the entry point document for SC45A standards on Al applications, providing generalyrequirements
for developing and deploying Al systems in nuclear facilities, and referring to ISO/IEC JTC 1 SC 42 standards
2 These topics are potential and non-exhaustive. As general Al standards are expected to evolve constantly; this family of standard
will be dynamically evaluated. If there is a need to adapt general Al standards for nuclear applications, wé should adhere as closel
possible to the generic international standard.

==
Stancards Lgrion subpo
(L3 standards) . - o . .
Dedicated to very specific Al applications within the scope of SC 45A.) Representative and not exhaustive.

Technical
Reports The IEC SC 45A Al standard series from L2 and L3 is extended anthaugmented by a number of Technical Reports, which ar

(L4 standards) normative and provide useful information of understandingand adoption of Al technologies.

Proposed SC 45 A A@?a'ndard Series Structure
)

IEC

Figure 6 — Proposed structure for SC 45A Al standards

8 Near-term development priorities

The stijucture for the SC 45A standard series on Al applications, as proposed in the prgceding
section, will be the.fundamental reference for discussions on priority new work items.

A systg@matic approach is needed to better coordinate work on Al standard development within
SC 45A. The,priority items are evident if the intrinsic logic is respected in the abovementioned
structufet

The first priority is to develop the entry point document in L2, which will provide general
requirements for developing and deploying Al systems in a nuclear facility. This will enable the
community to have a common language when talking about Al techniques.

It follows that other L2 standards should be in place. This will enable the SC 45A community to
have a common position when talking about specific characteristic or issues of Al techniques.

Vast work is foreseen to hinge on vertical applications, i.e. L3 standards. These standards will
be diverse in nature, and more experts who are traditionally outside the SC 45A community will
join and contribute. They will produce the “practical value” for end users, but the success of
these vertical standards rely on the existence of L2 standards. There is no specific priority in
this family of vertical standards, initiatives from experts and maturity of applications will play a
central role in which standards are developed earlier than others.
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L4 documents may be prepared as necessary during the process of expanding the hierarchy of
SC 45A Al standards, capturing information valuable for understanding and adoption of Al
technologies.

9 Organizational challenges and recommendation

9.1 Cross-cutting characteristics of nuclear Al standards

Al is an enabling technology, just like that combustion engines or electricity can be used across
many industries. This remains true when we are considering Al applications in nuclear facilities.
As can be seen from the non-exhaustive overview of applications in Clause 6, Al is enabling

many differermtareas of moctear facitities:

From the perspective of Al standard development, the diverse applications areas mean that this
topic i cross-cutting with many of the working groups of SC 45A. There are 8-wofking |groups
of SC 45A, as listed in Table 2.

Table 2 — Working groups of IEC SC 45A

Workipng Title of the working group
group
WGA2 Sensors and measurement techniques
WGA3 Instrumentation and control systems: architecture and system specific aspects
WGAS5 Special process measurements and radiation monitéring
WGA7 Functional and safety fundamentals of instrumentation, control and electrical power systems
WGAS8 Control rooms
WGA9 System performance and robustness toward external stress stems
WGA1( Ageing management of instrumentation, control and electrical power systems in NPP
WGA1 Electrical power systems: architecture and system specific aspects

Based pn samples of Al applications in nuclear facilities from Clause 6, and the responsjbilities
of the BC 45A working groups, Table 3 is prepared to capture the cross-cutting nature| of this
topic. As more applications are identified, the working groups of relevance to a particular area
will exgpand accordingly.

Table 3 — Cross-cutting between nuclear Al applications and SC 45A working grpups

Seledted application examples Typical Al methods Relevance to SC 45A working groups
Virtual sensors supervised learning WGA2, WGA5
Intelligent control machine learning WGA7, WGA8, WGA9, WGA11
Ageing management recurrent neural network WGA10
Preventive maintenance supervised learning WGA2, WGA9, WGA10, WGA11
Anomaly detection clustering WGA2,WGA5,WGA9,WGA10, WGA11
Operational decision support NLP WGAS8
Cyber security machine learning WGA9
Human factor engineering NLP, CV WGAS8
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In addition to the specific applications and their relevance to the working groups, it is also
important to look at the general characteristics of Al technologies and their relevance to the
working groups (see Table 4). These general topics, whether or not identified here, are
expected to be covered by the relevant working groups respectively. To put it another way,
current working groups will take these general topics into account when develop or revise their
documents, and these new requirements will be followed by other specific Al standards in
SC 45A.

Table 4 — Cross-cutting between general Al topics and SC 45A working groups

General topics of Al techniques Relevance to SC 45A working groups
1 VAL of Al systems WGA3
2 Flinction categorization of Al systems WGA7
3 Life cycle of Al systems WGA3
4 Security of Al systems WGA9
5 Al integration with human operators WGAS8
6 R|sk analysis of Al systems WGA7

9.2 Drganizational challenges

The complex nature of Al techniques and their applications,pose special challenges to $C 45A
with repard to the question who will be organizing the standard development activities| in this
emergihg area.

It is se]f-evident from the preceding subclauses that Al applications in nuclear facilitie$ cover
topicallareas that are diversely dispersed and beyond the scope of any specific working group
in SC 45A. In other words, no single working:group can handle the majority of Al topics.|lt does
not take much effort to notice that Al has, cross-cutting with almost every working gfoup in
SC 45A.

Subsequently, this raises the organizational challenges for SC 45A. How to effectivgly and
efficier|tly coordinate the Al standard development efforts within the subcommittee so th4gt it can
better serve the industry needs’in a consistent manner?

These phallenges are not/easy to resolve under current working group settings.

9.3 Recommendations
9.3.1 General

These forganizational challenges are by no means unique for SC 45A. Similar challenges are
present for ISO/MEC JTC T which 15 the technical committee for tnformation Technotogy. With
the advent of Al boom in recent years, it is found that current sub-committees are not
appropriate to accommodate the diverse needs of standard developments on Al. That is why a
new sub-committee, ISO/IEC JTC1 SC 42, was created to coordinate the efforts in this field.

The same approach is recommended to resolve the organizational challenges of SC 45A. A
dedicated new working group can be created, to focus on the Al aspects of nuclear facilities.
The details are described as follows.

In addition, it is worthwhile to note that this recommendation is also a fulfillment of the
requirement in 45A/1363A/DC and 45A/1374/INF. Taking into account crosscutting nature of
this topic, in-depth cooperation with all of the existing WGs in SC 45A will be essential in order
to draft new and revised standards, so as to sustain consistency and harmony of SC 45A
standard portfolios. When close collaboration is needed, project teams may be appropriate for
such work.
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