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Part 1: Terms and definitions
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FOREWORD

International Electrotechnical Commission (IEC) is a worldwide organization for standardization con
ational electrotechnical committees (IEC National Committees). The object of IEC is to promote interr]
bperation on all questions concerning standardization in the electrical and electronicields. To this ¢
ddition to other activities, IEC publishes International Standards, Technical Specifications, Technical R
licly Available Specifications (PAS) and Guides (hereafter referred to as AEC "Publication(s)”)
baration is entrusted to technical committees; any IEC National Committee interested in the subject de
participate in this preparatory work. International, governmental and non-governmental organizations

hdardization (ISO) in accordance with conditions determined by agreemeént between the two organiza

formal decisions or agreements of IEC on technical matters expres$, ‘as nearly as possible, an intern

rested IEC National Committees.

Publications have the form of recommendations for interfational use and are accepted by IEC N
hmittees in that sense. While all reasonable efforts are<made to ensure that the technical content
lications is accurate, IEC cannot be held responsible for the way in which they are used or
nterpretation by any end user.

rder to promote international uniformity, IEC National Committees undertake to apply IEC Publi
sparently to the maximum extent possible in theirnational and regional publications. Any divergence b
IEC Publication and the corresponding national or regional publication shall be clearly indicated in thd

itself does not provide any attestation (ef.¢onformity. Independent certification bodies provide con
essment services and, in some areas, “access to IEC marks of conformity. IEC is not responsible
ices carried out by independent certification bodies.

isers should ensure that they havecthe latest edition of this publication.

liability shall attach to IEC of its directors, employees, servants or agents including individual expe|
nbers of its technical committees and IEC National Committees for any personal injury, property dan
br damage of any natute whatsoever, whether direct or indirect, or for costs (including legal feqg
enses arising out of-the publication, use of, or reliance upon, this IEC Publication or any oth
lications.

ntion is drawn to the Normative references cited in this publication. Use of the referenced publica

indi
Att
rig

pensable for the correct application of this publication.

ntion is dfawn to the possibility that some of the elements of this IEC Publication may be the subject o
ts. IEC.shall not be held responsible for identifying any or all such patent rights.

by IEC technical committee 65: Industrial-pr

prising
ational
nd and
eports,

Their
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the IEC also participate in this preparation. IEC collaborates closely with the International Organization for

ions.

ational
om all

ational
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or any
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etween
latter.
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The text of this Technical Report is based on the following documents:

Draft Report on voting

65/863/DTR 65/904/RVDTR

Full information on the voting for its approval can be found in the report on voting indicated in
the above table.

The language used for the development of this Technical Report is English.
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This document was drafted in accordance with ISO/IEC Directives, Part 2, and developed in
accordance with ISO/IEC Directives, Part 1 and ISO/IEC Directives, IEC Supplement, available
at www.iec.ch/members_experts/refdocs. The main document types developed by IEC are
described in greater detail at www.iec.ch/standardsdev/publications.

A list of all parts in the IEC 63283 series, published under the general title Industrial-process
measurement, control and automation — Smart manufacturing, can be found on the IEC website.

The committee has decided that the contents of this document will remain unchanged until the
stability date indicated on the IEC website under webstore.iec.ch in the data related to the
specific document. At this date, the document will be

e regonfirmed,
e withdrawn,
e replaced by a revised edition, or

e amended.
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INTRODUCTION

This document presents a vocabulary for terms that can become relevant within the scope of
Smart Manufacturing. It is not intended to be a vocabulary for Smart Manufacturing, but it
includes more than the terms from the other parts of this series.
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3.1

For thle purposes of this document, the following terms and definitions apply.

ISO a
addre

3.11
<X>t
speci

be ingtantiated using it in its appropriate context

Note 1
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INDUSTRIAL-PROCESS MEASUREMENT,
CONTROL AND AUTOMATION -
SMART MANUFACTURING -

Part 1: Terms and definitions

cope

2022

terms refer to existing definitions in the domain of industrial-process 'measur
| and automation and its various subdomains. When multiple similar définitions ex
act same term in different standards, this document contains only thepreferred def
context of Smart Manufacturing. Whenever the existing definitions)are not comp

Manufacturing, new or modified definitions are given.

are no normative references in this document.

prms, definitions and abbreviated terms

Terms and definitions

hd IEC maintain terminology databases for use in standardization at the foll
5S€es:

C Electropedia: available at http://www.electropedia.org/
O Online browsing)platform: available at http://www.iso.org/obp

mplate
ication.of the common features of a collection of <X>s in sufficient detail that an <X

+ b

cope of this document is to compile a comprehensive collection of base terminologly with
htible terms that can become relevant within the scope of Smart Manufactufing. Most of

ment,
ist for
nition
atible

ther terms in this document or when the definition does not fit into’the broader scope of

pwing

> can

L £ AV b flos 4l 4
tO—Chtry™ < oa ot atymhmgttaraS—atypeT

[SOURCE: ISO 15745-1:2003, 3.33, modified — "in its appropriate context" added to definition]

3.1.2

access
ability and means to communicate with or otherwise interact with a system in order to use
system resources

Note 1 to entry: Access may involve physical access (authorization to be allowed physically in an area, possession
of a physical key lock, PIN code, or access card or biometric attributes that allow access) or logical access
(authorization to log in to a system and application, through a combination of logical and physical means).

[SOURCE: IEC TS 62443-1-1:2009, 3.2.1]


http://www.electropedia.org/
http://www.iso.org/obp
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access control
protection of system resources against unauthorized access; a process by which use of system
resources is regulated according to a security policy and is permitted by only authorized entities
(users, programs, processes, or other systems) according to that policy

[SOURCE: IEC TS 62443-1-1:2009, 3.2.2]

3.1.4

accountability
property of a system (including all of its system resources) that ensures the actions of a system

entity may De traced uniquely 10 that entity, wnich can be nela responsible 10r ItS actions
[SOURCE: IEC TS 62443-1-1:2009, 3.2.3]

3.1.5

action

something which happens

Note 1|to entry: Every action of interest for modelling purposes is associated\with at least one obje
ISO/IEC 10746-2).

[SOURCE: ISO 15745-1:2003, 3.1]

3.1.6

activity

group|of tasks that are classified as having a common objective

[SOURCE: IEC 62264-1:2013, 3.1.1]

3.1.7

actor

entity|that communicates and interacts

Note 1|to entry: These actors can incjude people, software applications, systems, databases, and even th¢g
system|itself.

[SOU

3.1.8

RCE: IEC 6255922015, 3.2]

actuating drive

physi

Note 1

al unitrused for driving mechanically actuated final controlling elements

tt (see

power

bhragm

teentry: Examples of actuating drives are electric, hydraulic or pneumatic actuating drives, dia

system

Note 2

4 4 4
SO PtStomacttaatorsT

to entry: No actuating drive is required for a final controlling element if the manipulated variable at the
controller output is capable of directly influencing the mass flow or energy flow, i.e. without any mechanical
intermediate variable quantity.

[SOURCE: IEC 60050-351:2013, 351-56-16]

3.1.9

actuator
functional unit that receives a signal to drive the final controlling element from its output variable

Note 1 to entry: If the final controlling element is mechanically actuated, it is controlled via an actuating drive. The
actuator drives the actuating drive in this case.
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[SOURCE: IEC 60050-351:2013, 351-49-07, modified — "generates the manipulated variable"
ed to "receives a signal", "of the controlling element", example and figures removed from
definition]

chang

3.1.10

adapt

ive design

interoperability with assistive technology

3.1.11

administrator
user role whose responsibilities include controlling access to and implementing security policies

for a gystem

3.1.1

administration shell

virtua

system

[SOU

3.1.13

digital and active representation of an Industrie 4.0 component in #hé Industr

aggregation

<UML
aggre

[SOU

3.1.14
alarm
audib

gate (whole) and a component part

RCE: ISO 15745-1:2003, 3.3]

e and/or visible means of indicating-to the operator an equipment malfunction, pr|

devialion, or abnormal condition requiring a timely response

[SOU

3.1.15
algor

RCE: IEC 62682:2014, 3.1.7]

thm

completely determined finite sequence of instructions by which the values of the

varial

Note 1
system
and ou
output

les may be calculated from the values of the input variables

to entry: Thebehaviour of a system with discrete-value input and output variables (for example a s\

may be.described completely by an algorithm. For a system with continuous-value and continuous-tinj
put variables the algorithm is given by or derived from the mathematical relationship between the in
variables.

e 4.0

RCE: IEC PAS 63088:2017, 3.1, modified — "Industrie" added twice, note to entry deleted]

> special form of association that specifies a whole-part relationship between the

pcess

butput

itching
e input
ut and

[SOURCEECB0050-3512013,35142=27}

3.1.16
allocation
form of coordination control that assigns a resource to an entity

3.1.17
applicable property
data element for the computer-sensible description of a property, a relation or a class

3.1.18

application
<software> software functional element specific to the solution of a problem in industrial-
process measurement and control
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Note 1 to entry: An application may be distributed among resources, and may communicate with other applications.

[SOURCE: IEC TR 62390:2005, 3.1.2]

3.1.19

application

<general> ordered set of processes, performed by a set of resources, coordinated by a set of
interactions intended to accomplish a definite objective

[SOURCE: ISO 18435-1:2009, 3.2]

3.1.2(
appli¢ation programming interface
API

standard set of documented and supported routines that expose operating system programming
interfaces and services to applications

Note 1[to entry: An API is usually a source code interface that an operating system, libfarys or service pro\ides to
support requests made by computer programs.

[SOURCE: ISO/IEC TR 13066-2:2016, 2.1, modified — Example deleted]

3.1.21
arbitration
coord|nation control that determines how a resource should be allocated when there arel more
requepts for the resource than can be accommodated-at/one time

[SOURCE: IEC 61512-1:1997, 3.2]

3.1.22
architecture
fundamental concepts or properties of.'a-system in its environment embodied in its elements,
relatignships, and in the principles of’its design and evolution

[SOURCE: IEC PAS 63088:201F,"3.2]

3.1.23
area
physi¢al, geographicallor logical grouping of resources determined by the site

EXAMRLE It can~contain process cells, production units, production lines, and storage zones.

[SOURCE~IEC 62264-1:2013, 3.1.2]

3.1.24
artificial Intelligence

Al

<engineered system> set of methods or automated entities that together build, optimize and
apply a model so that the system can, for a given set of predefined tasks, compute predictions,
recommendations, or decisions

Note 1 to entry: Al systems are designed to operate with varying levels of automation.

Note 2 to entry: Predictions can refer to various kinds of data analysis or production (including translating text,
creating synthetic images or diagnosing a previous power failure). It does not imply anteriority.

[SOURCE: ISO/IEC 22989: _, 3.1.2]


https://www.iso.org/obp/ui/#iso:std:iso-iec:22989:dis:ed-1:v1:en:term:3.1.26
https://www.iso.org/obp/ui/#iso:std:iso-iec:22989:dis:ed-1:v1:en:term:3.1.37
https://www.iso.org/obp/ui/#iso:std:iso-iec:22989:dis:ed-1:v1:en:term:3.2.12
https://www.iso.org/obp/ui/#iso:std:iso-iec:22989:dis:ed-1:v1:en:term:3.1.7
https://www.iso.org/obp/ui/#iso:std:iso-iec:22989:dis:ed-1:v1:en:term:3.2.12
https://iecnorm.com/api/?name=42d3373b27b49143c3ed8e12365a8c18
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3.1.25

artificial intelligence
<discipline> study of theories, mechanisms, developments and applications related to artificial
intelligence <engineered system> (3.1.24)

[SOURCE: ISO/IEC 22989: _, 3.1.3]

3.1.26

asset

entity owned by or under the custodial duties of an organization, which has either a perceived

or act

ual value to the organization

3.1.27
Assef
AAS

stand

[SOU

3.1.28
assod
coopsg
inforn

[SOU

3.1.2¢

Administration Shell

brdized digital representation of an asset

RCE: IEC 63278-1:__, 3.1.2]

iation
ation between them

RCE: IEC TS 62443-1-1:2009, 3.2.7]

assulnance

attriby

such

way that the system security policy-is enforced

[SOURCE: IEC TS 62443-1-1:20094«8312.8]

3.1.3
attac

rative relationship between system entities, usually, f0r” the purpose of transferring

te of a system that provides grounds for having confidence that the system operates in

assault on a system that\derives from an intelligent threat — i.e., an intelligent act thdt is a

delibgrate attempt (especially in the sense of a method or technique) to evade security se

and v

Note 1
a) An

b) A"
res

olate the secufity policy of a system

to entry: There are different commonly recognized classes of attack:
'activeqattack” attempts to alter system resources or affect their operation.

passive’ attack" attempts to learn or make use of information from the system but does not affect
burces.

rvices

lsystem

c) An "inside attack" is an attack initiated by an entity inside the security perimeter (an "insider") — i.e., an entity
that is authorized to access system resources but uses them in a way not approved by those who granted the
authorization.

d) An "outside attack" is initiated from outside the perimeter, by an unauthorized or illegitimate user of the system
(including an insider attacking from outside the security perimeter). Potential outside attackers range from
amateur pranksters to organized criminals, international terrorists, and hostile governments.

[SOURCE: IEC TS 62443-1-1:2009, 3.2.9]

3.1.31

attrib
prope

ute
rty or characteristic of an entity

[SOURCE: IEC TR 62390:2005, 3.1.3]
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3.1.32

audit

independent review and examination of records and activities to assess the adequacy of system
controls, to ensure compliance with established policies and operational procedures, and to
recommend necessary changes in controls, policies, or procedures

Note 1 to entry: There are three forms of audit
a) External audits are conducted by parties who are not employees or contractors of the organization.
b) Internal audit are conducted by a separate organizational unit dedicated to internal auditing.

c) Controls self-assessments are conducted by peer members of the process automation function.

[SOURTETTET TS 62443-1-1:2009, 3.2.77]

3.1.33
audit|log
tracegble record that requires a higher level of integrity protection than provided-py typicallevent
logs

Note 1[to entry: Audit logs are used to protect against claims that repudiate responsibility for an action.

3.1.34
augmented reality
accunmulation of information, e.g. pictures, from the real world; with additional digital information

3.1.3%
authenticate
verify| the identity of a user, user device, or other entity, or the integrity of data sfored,
transritted, or otherwise exposed to unauthorized modification in an information system| or to
establish the validity of a transmission

[SOURCE: IEC TS 62443-1-1:2009, 3.2.12]

3.1.3¢
authegntication
securfty measure designed to establish the validity of a transmission, message, or originator,
or a mleans of verifying an individual's authorization to receive specific categories of information

[SOURCE: IEC TS 62443-1-1:2009, 3.2.13]

3.1.37
authdrization
right or permission that is granted to a system entity to access a system resource

[SOURCEIEC TS 62443-1-1:2009 3.2 14]

3.1.38

automated vehicle

mobile device that includes a control system allowing it to operate either autonomously or under
remote control

[SOURCE: IEC TS 62443-1-1:2009, 3.2.15]

3.1.39
automation
conversion of processes or equipment to automatic operation, or the results of the conversion

[SOURCE: ISO/IEC 2382:2015, 2121284, modified — Note 1 and Note 2 removed]
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3.1.40
automation object
physical or logical entity in the automated system

Note 1

to entry: An example of an automation object is an automation component, a valve or a signal.

[SOURCE: IEC 62714-1:2018, 3.1.2]

3.1.41
auton

omous

operating without direct human intervention

2022

3.1.4j
availgbility

ability}
instan

Note 1
perforn

Note 2
perforn

Note 3

[SOU

3.1.43

of an item to be in a state to perform a required function under given conditions at a
t or over a given time interval, assuming that the required external resources are prd

to entry: This ability depends on the combined aspects of the reliability performance, the maintai
ance and the maintenance support performance.

ance of the item.

to entry: In French the term "disponibilité" is also used in the sense of."instantaneous availability".

RCE: IEC TS 62443-1-1:2009, 3.2.16, modified — "(performance)" removed]

availgble capacity

portio
produ

[SOU

3.1.44

h of the production capacity that can be attained but is not committed to current or
ction

RCE: IEC 62264-1:2013, 3.1.3]

backvﬁ:\rd compatability

down
fulfilm
prede

[SOU

3.1.45

ard compatability
ent by a new component of all the specified requirements of the compatibility profilg
cessor

RCE: IEC 62890:2020, 3.1.2]

base specification
refereche document containing information that is referenced by a profile

given
vided

hability

to entry: Required external resources, other than maintenance resourCes*do not affect the avallability

future

of its

[SOURCE: ISO 15745-1:2003, 3.6]

3.1.46

basic

control

control that is dedicated to establishing and maintaining a specific state of equipment or process
condition

Note 1 to entry: Basic control may include regulatory control, interlocking, monitoring, exception handling, and
discrete or sequential control.

[SOURCE: IEC 61512-1:1997, 3.4]
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3.1.47

batch

(1) material that is being produced or that has been produced by a single execution of a batch
process

(2) entity that represents the production of a material at any point in the process

Note 1 to entry: Batch means both the material made by and during the process and also an entity that represents
the production of that material. Batch is used as an abstract contraction of the words "the production of a batch."

[SOURCE: IEC 61512-1:1997, 3.5]

3.1.4§
batch control
contrgl activities and control functions that provide a means to process finite quantities of input
materjals by subjecting them to an ordered set of processing activities over a finite period of
time (sing one or more pieces of equipment

[SOURCE: IEC 61512-1:1997, 3.6]

3.1.49
batch history
all execution information collected pertaining to the production of a single batch, and may
include common (non-batch specific) information

[SOURCE: IEC 61512-4:2009, 3.1]

3.1.5¢
batch process
proceps that leads to the production of finitesquantities of material by subjecting quantifies of
input materials to an ordered set of processing activities over a finite period of time using one
or mofe pieces of equipment

[SOURCE: IEC 61512-1:1997, 3.7}

3.1.51
batch| production
produgtion process whene products or components are produced in batches and wherel each
separpte batch consists of a number of the same products or components

[SOURCE: DIN\EN 14943:2006-03]

3.1.52
batch production record
subset of the execution and business information that is retained based upon business
requirements identified by the batch production record specification

Note 1 to entry: This information could include the recipe procedural element execution information, both specific
equipment information, operator comments, batch-related alarms, elements related to the definition of a batch (such
as control recipe, master recipe, site and/or general recipe, batch schedule information), and information important
to the batch (such as training logs, maintenance records, and environmental conditions).

[SOURCE: IEC 61512-4:2009, 3.2]

3.1.53
batch schedule
list of batches to be produced in a specific process cell

Note 1 to entry: The batch schedule typically contains such information as what to produce, how much to produce,
when or in what order the batches are needed, and what equipment to use.
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[SOURCE: IEC 61512-1:1997, 3.8]

3.1.54

behaviour
observable activities of a component via its effect on its environment and/or through its
measurable attributes

[SOURCE: ISO 18435-1:2009, 3.3]

2022

3.1.55

big data

data pets that are too large or complex to be dealt with by traditional data-progegsiong
applidation software

3.1.56¢

bill of material

listing| of all the subassemblies, parts, and/or materials that are used infthe production of a
produgt including the quantity of each material required to make a product

Note 1[to entry: The term product can refer to a finished product or an intermediate product.

[SOURCE: IEC 62264-1:2013, 3.1.4]

3.1.57

bill of resources

list of|[resources needed to produce a product

Note 1|to entry: It is also a listing of the key resources required to manufacture a product, organized as segments
of production and is often used to predict the impact of activity changes in the master production schedule|on the
supply of resources.

Note 2[to entry: The bill of resources does not normally include the consumables.

[SOURCE: IEC 62264-1:2013, 3.1.5]

3.1.58

bordegr

edge pr boundary of a physical or logical security zone

[SOURCE: IEC TS$162443-1-1:2009, 3.2.17]

3.1.5¢

botndt

colled|

tioh of software robots, or bots, which run autonomously

Note 1

to entry: A botnet's originator can control the group remotely, possibly for nefarious purposes.

[SOURCE: IEC TS 62443-1-1:2009, 3.2.18]

3.1.60
boundary
software, hardware, or other physical barrier that limits access to a system or part of a system

[SOURCE: IEC TS 62443-1-1:2009, 3.2.19]

3.1.61
buildi

ng block

recipe entity that exists in a library
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[SOURCE: IEC 61512-2:2001, 3.2]

3.1.62

busin

ess process segment

identification of personnel, equipment, physical assets, and material resources with specific
capabilities needed for a segment of production, independent of any particular product at the
level of detail required to support business processes that may also be independent of any
particular product

Note 1

to entry: The business process segment synonym is included to reflect the business process oriented
aspects of the process segment.

[SOU

3.1.63

RCE: IEC 62264-1:2013, 3.1.26]

capability

ability
[SOU

3.1.64
capa
evalu

[SOU

3.1.64
capac
meas

EXAMH

[SOU

3.1.66

cardi
patter

[SOU

3.1.67
cells
lower

to perform actions

RCE: IEC 62264-1:2013, 3.1.6]

ility assessment

tion of the ability or capacity of a manufacturing asset to provide a resource to the s
RCE: ISO 18435-1:2009, 3.4]

ity

ire of the ability to take action as an aspect of a capability

LE Measures of the production rates, flow_rates, mass or volume.

RCE: IEC 62264-1:2013, 3.1.7]
nality
n defining the number of times a concept reoccurs within a description

RCE: IEC 61360<1:2017, 3.1.3]

level-elements that perform manufacturing, field device control, or vehicle function

ystem

Note 1

to entry: Entities at this level may be connected together by an area control network and may contain
information systems related to the operations performed in that entity.

[SOURCE: IEC TS 62443-1-1:2009, 3.2.68]

3.1.68
channel
specific communication link established within a communication conduit

[SOURCE: IEC TS 62443-1-1:2009, 3.2.20]

3.1.69
characteristic
distinguishing feature
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Note 1 to entry: A characteristic can be inherent or assigned.

Note 2 to entry: A characteristic can be qualitative or quantitative.

[SOURCE: IEC 61360-1:2017, 3.1.4]

3.1.70
choreography between services
(self-organizing) interaction between service users in the context of higher-level specifications

[SOURCE: VDI-Statusreport — Industrie 4.0 Begriff / Terms 2019]

3.1.71

ciphertext
data that has been transformed by encryption so that its semantic information content (ile., its
mean|ng) is no longer intelligible or directly available

[SOURCE: IEC TS 62443-1-1:2009, 3.2.21]

3.1.72
class
<of products> abstraction of a set of similar products

Note 1[to entry: A product that complies with the abstraction defined.by\a class is called a class member.
Note 2[to entry: A class is an intentional concept that can take different extensional meanings in different cqntexts.

EXAMRLE The set of products used by a particular enterprise‘and the set of all ISO-standardized products gre two
examples of contexts. In these two contexts (the particular’ enterprise and 1SO), the set of products that are
considg¢red as members of the single ball bearing class_€an be different, in particular because employees ¢f each
enterprise ignore a number of existing single ball bearing products.

Note 3[to entry: Classes are structured by class @nclusion relationships.

Note 4 to entry: A class of products is a general concept as defined in ISO 1087:2019. Thus, it is advisable {hat the
rules dgfined in ISO 704 be used for defining-the designation and definition attributes of classes of products,

Note 5[to entry: In the context of the ]SO 13584 series, a class is either a characterization class, associatpd with
properffies and usable for characterizing products, or a categorization class, not associated with properties §nd not
usable [for characterizing products.

[SOURCE: IEC 61360+1:2017, 3.1.6, modified — "ISO 1087-1" changed to "ISO 1087:2019"]

3.1.73
class
description-efia set of objects that share the same specifications of features, constraintg, and
semantics

[SOURCE: ISO/IEC 19505-1: 2012, 11.4.2, modified — "a class describes" changed to
"description of"]

3.1.74

classification

systematic division of a set of items into subsets that share the same specifications of features,
constraints, and semantics

3.1.75
classifier
<UML> mechanism that describes behavioural and structural features

Note 1 to entry: Classifiers include interfaces, classes, data types, and components.
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[SOURCE: ISO 15745-1:2003, 3.8]

3.1.76

classifying property

property applicable for a particular class, having a value list whose values define the subclasses
of the class

[SOURCE: IEC 61360-1:2017, 3.1.7]

3.1.77
client

devicg or application receiving or requesting services or information from a server applic

[SOU

3.1.78
close
proce
meas
influe

Note 1

continuously influences itself in the action path of the closed loop.

[SOU

(twice)), "or sequentially" deleted from the definition_and from the Note to entry]

3.1.79

cloud computing

parad
virtua

Note 1

storagq equipment.

[SOU

3.1.8(

cloud service

one o
[SOU

3.1.81

RCE: IEC TS 62443-1-1:2009, 3.2.22]

d-loop control

5s whereby one variable (quantity), namely the controlled variable is continy
ired, compared with another variable (quantity), namely the reference variabl¢
nced in such a manner as to adjust the reference variable

to entry: Characteristic for closed-loop control is the closed action in which the controlled

RCE: IEC 6050-351:2013, 351-47-01, modified < Rarenthesis around "quantity" d

fgm for enabling network access to a\scalable and elastic pool of shareable physi
resources with self-service provisioning and administration on-demand

to entry: Examples of resources include servers, operating systems, networks, software, applicatio

RCE: IEC 60050-741:2020, 741-01-07]

" more capabilities offered via cloud computing (3.1.79) invoked using a defined inte]

RCE: ISO/IEC 17788:2014, 3.2.8]

ation

ously
, and

ariable

eleted

cal or

hs, and

rface.

committed capacity

portio

n of the production capacity that is currently in use or is scheduled for use

[SOURCE: IEC 62264-1:2013, 3.1.8]

3.1.82
common resource

resou

Note 1

rce that can provide services to more than one requester

to entry: Common resources are identified as either exclusive-use resources or shared-use resources.

[SOURCE: IEC 61512-1:1997, 3.9]
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3.1.83

communication network profile
representation of the integration aspects of a communication network supported by a networked
device

2022

EXAMPLE Examples of integration aspects are communication object types and the associated operating
relationships (client-server, producer-consumer, etc.), services and attributes for the object types, data types for the
object types and services, and encoding rules used.

[SOURCE: ISO 15745-1:2003, 3.9]

3.1.84

comnmunication path

logical connection between a source and one or more destinations, which could bé)dé€
physi¢al processes, data items, commands, or programmatic interfaces

Note 1
commul

[SOU

3.1.84

to entry: The communication path is not limited to wired or wireless networks, but includes other m
nication such as memory, procedure calls, state of physical plant, portable mediumsand human interg

RCE: IEC TS 62443-1-1:2009, 3.2.23]

communication security

meas
those
entitig

Note 1

ires that implement and assure security services in a communication system, partidg
that provide data confidentiality and data integrity and that authenticate communi
S

to entry: This phrase is usually understood to include cryptographic algorithms and key mana

methods and processes, devices that implement them, and thé.life-cycle management of keying material and d

Howev
control

[SOU

3.1.86

br, cryptographic algorithms and key management;methods and processes may not be applicable t
system applications.

RCE: IEC TS 62443-1-1:2009, 3.2.24; modified — item b) deleted]

communication stack

layers
functi
unpag

[SOU

3.1.87

d set of software modules.between the application and the hardware that provides v
bns to encode, encrypt*and format a message for sending, and to decode, decryj
k a message that was received

RCE: IEC TR 62541-1:2020, 3.1.9]

arrangement of hardware, software, and propagation media to allow the transfer of mes

from

ne.dpplication to another

vices,

bans of
ctions.

ularly
cating

pement
levices.
b some

arious
t and

sages

com}unication system

[SOURCE: IEC TS 62443-1-1:2009, 3.2.25]

3.1.88

comp
ability

atibility
of a new component to satisfy the requirement profile of an original component

[SOURCE: IEC 62890:2020, 3.1.4, modified — circular definition of "compatibility” revised]

3.1.89

comp

atibility profile

list of all compatibility requirements of a system, or a component of a system, dependent on
application specifics
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[SOURCE: IEC 62890:2020, 3.1.6]

3.1.90

comp

liance

relation between two specifications, A and B, that holds when specification A makes

requir

ements which are all fulfilled by specification B (when B complies with A)

[SOURCE: ISO 15745-1:2003, 3.10]

3.1.91
comp

onent

entity

3.1.92

within a system, which fulfills a defined sub-function

compromise

unaut

cryptggraphic keys and other critical security parameters)

[SOURCE: IEC TS 62443-1-1:2009, 3.2.26]

3.1.93

compiuter-sensible form

specific representation of information allowing processing of'the information content by n
of a cpmputer

[SOURCE: IEC 61360-1:2017, 3.1.10, modified —~gchanged "an electronic computer" i
computer"]

3.1.94

concept

unit of knowledge created by a unique-combination of characteristics

[SOU

3.1.945

RCE: IEC 61360-1:2017, 3-1:8]

concept dictionary

collec

Note 1
ECLAS

[SOU

tion of entries that/allows lookup by concept identifier

S®2), supplier dictionaries and DF dictionaries.

RCE:_JEC 62832-1:2020, 3.1.5, modified — "concept dictionary" deleted in the defin

horized disclosure, modification, substitution, or use of information (including plain text

neans

to "a

to entry: There are standardized dictionaries (e.g. IEC CDD), consortium dictionaries (e.g. eO0TDP ! and

tion]

3.1.96

concept dictionary entry
definition of a concept containing, at a minimum, an unambiguous concept identifier, a preferred
name, and a description

[SOURCE: IEC 62832-1:2020, 3.1.6]

eOTD® is the registered trademark of a product supplied by ECCMA (Electronic Commerce Code Management

Association). This information is given for the convenience of users of this document and does not constitute an

end

orsement by IEC of the product named.

ECLASS® is the registered trademark of a product supplied by the ECLASS e.V. association. This information is

given for the convenience of users of this document and does not constitute an endorsement by IEC of the product
named.
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3.1.97
conduit
logical grouping of communication assets that protects the security of the channels it contains

Note 1 to entry: This is analogous to the way that a physical conduit protects cables from physical damage.
[SOURCE: IEC TS 62443-1-1:2009, 3.2.27]
3.1.98

confidentiality
assurance that information is not disclosed to unauthorized individuals, processes, or devices

[SOURCE: IEC TS 62443-1-1:2009, 3.2.28]

3.1.9¢
configuration
<of a[system or device> selecting functional units, assigning their locationst@and defining their
intercpnnections

[SOURCE: IEC 61804-2:2018, 3.1.12]

3.1.1Q0

consyimables
resoufces that are not individually accounted for in specific production requests, not nofmally
included in bills of material, or not lot tracked

[SOURCE: IEC 62264-1:2013, 3.1.9]

3.1.101
continuous production
produgtion that is running at a steady rate

[SOURCE: ISO 2859-3:2005, 3.131, modified — "running" added and Note deleted]

3.1.102
contrpl application
type pf (manufacturing) *application that monitors availability, identifies the conditigns of
manufacturing assets)and provides other applications with such information in order to
accomplish a manufacturing production objective

[SOURCE: SO 18435-1:2009, 3.6, modified - Introduced the parentheses afround
"manyfacturing" and replaced the "and" after "availability" with a commal]

3.1.103
control center
central location used to operate a set of assets

Note 1 to entry: Infrastructure industries typically use one or more control centers to supervise or coordinate their
operations. If there are multiple control centers (for example, a backup center at a separate site), they are typically
connected together via a wide area network. The control center contains the SCADA system, host computers and
associated operator display devices plus ancillary information systems such as an historian.

Note 2 to entry: In some industries the term "control room" may be more commonly used.

[SOURCE: IEC TS 62443-1-1:2009, 3.2.29]
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3.1.104

control equipment

class that includes distributed control systems, programmable logic controllers, SCADA
systems, associated operator interface consoles, field sensing and final control equipment used
to manage and control the process

[SOURCE: IEC TS 62443-1-1:2009, 3.2.30, modified — Note deleted, "control devices" changed
to "final control equipment"]

3.1.105
control module
lowesfTevelgrouping of equipment In the physical model that can carry out basic controt

Note 1[to entry: This term applies to both the physical equipment and the equipment entity.

[SOURCE: IEC 61512-1:1997, 3.10]

3.1.106
contrpl network
time-gritical network that is typically connected to equipment that cantrols physical procejsses

Note 1|to entry: The control network can be subdivided into zones and. thére can be multiple separate [control
networks within one company or site.

[SOURCE: IEC TS 62443-1-1:2009, 3.2.31]

3.1.1Q7
contrpl recipe
type Tf recipe which, through its execution, defines the manufacture of a single batch of a
specific product

[SOURCE: IEC 61512-1:1997, 3.11]

3.1.108

coordination control
type ¢f control that directs,, initiates, and/or modifies the execution of procedural contr¢l and
the utjlization of equipmeft entities

[SOURCE: IEC 61512:1:1997, 3.12]

3.1.109
core model
referegnce(model of basic concepts and contexts which concern a general aspect of systgms

[SOURCE: VDI-Statusreport — Industrie 4.0 Begriff / Terms 2019]

3.1.110
corrective maintenance
maintenance carried out after fault detection to effect restoration

[SOURCE: IEC 60050-192:2015, 192-06-06, modified — Note 1 to entry deleted]

3.1.111
cost
value of impact to an organization or person that can be measured

[SOURCE: IEC TS 62443-1-1:2009, 3.2.32]
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3.1.112

countermeasure

action, device, procedure, or technique that reduces a threat, a vulnerability, or an attack by
eliminating or preventing it, by minimizing the harm it can cause, or by discovering and reporting
it so that corrective action can be taken

Note 1 to entry: The term "control" is also used to describe this concept in some contexts. The term countermeasure
has been chosen for this document to avoid confusion with the term "control" in the context of process control.

[SOURCE: IEC TS 62443-1-1:2009, 3.2.33]

3.1.113

cryptpgraphic algorithm
well-defined computational procedure that takes variable inputs, which may| include
cryptggraphic keys, and produces an output

[SOURCE: ISO/IEC 19790:2012, 3.20]

3.1.114
cryptpgraphic key
input parameter that varies the transformation performed by a cryptographic algorithm

Note 1[to entry: Usually shortened to "key".

[SOURCE: IEC TS 62443-1-1:2009, 3.2.35]

3.1.115

cyber-physical production system
CPPS
CPS which is used in production

[SOURCE: VDI-Statusreport — Industrie\4.0 Begriff / Terms 2019]

3.1.116

cyber-physical system
CPS
system which links real (physical) objects and processes with information-processing (vjrtual)
objec{s and processesyvia open, in some cases global, and constantly interconnected
information networks

Note 1[to entry: ACPS optionally uses services available locally or remotely, has human-machine interfacgs, and
offers the possibility of dynamic adaptation of the system at runtime.

[SOURCE:_VDI-Statusreport — Industrie 4.0 Begriff / Terms 2019]

3.1.117

cybersecurity

actions required to preclude unauthorized use of, denial of service to, modifications to,
disclosure of, loss of revenue from, or destruction of critical systems or informational assets

Note 1 to entry: The objective is to reduce the risk of causing personal injury or endangering public health, losing
public or consumer confidence, disclosing sensitive assets, failing to protect business assets or failing to comply
with regulations. These concepts are applied to any system in the production process and include both stand-alone
and networked components. Communications between systems may be either through internal messaging or by any
human or machine interfaces that authenticate, operate, control, or exchange data with any of these control systems.
Cybersecurity includes the concepts of identification, authentication, accountability, authorization, availability, and
privacy.

[SOURCE: IEC TS 62443-1-1:2009, 3.2.36]
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3.1.118

data

reinterpretable representation of information in a formalized manner suitable for
communication, interpretation or processing

[SOURCE: IEC TR 62390:2005, 3.1.5]

3.1.119

data compatibility

fulfilment of requirements from a functional view of a compatibility profile related to the specific
data type and data format by a component

[SOURCE: IEC 62890:2020, 3.1.9, modified — "functional aspects related to data‘type and
format of a compatiblity profile" changed to "requirements from a functionaly'view| of a
compdtibility profile related to the specific data type and data format"]

1Y%

3.1.120

data ¢onfidentiality
propefty that information is not made available or disclosed to any upauthorized system entity,
including unauthorized individuals, entities, or processes

[SOURCE: IEC TS 62443-1-1:2009, 3.2.37]

3.1.121
data ¢onnection
assodjiation established between functional units forconveyance of data

[SOURCE: IEC 61804-2:2018, 3.1.14]

3.1.122
data ¢lement
pair cpnsisting of the identifier of a:data element type and a corresponding value

3.1.123
data ¢lement relationship
relatignship between data‘element types or between data elements in a given context

[SOURCE: IEC 6283241:2020, 3.1.8]

3.1.124

data ¢lement:type
unit of data_for which the identification, description and permissible values have been sp€cified
accorgling’to a data specification

[SOURCE: IEC 62832-1:2020, 3.1.9]

3.1.125
data historian
capability of a system to permanently collect operating information of that system

[SOURCE: ISO 18435-1:2009, 3.8, modified — "permanently" added to the definition]

3.1.126

data integrity

property that data has not been changed, destroyed, or lost in an unauthorized or accidental
manner
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Note 1 to entry: This term deals with constancy of and confidence in data values, not with the information that the
values represent or the trustworthiness of the source of the values.

[SOURCE: IEC TS 62443-1-1:2009, 3.2.38]

3.1.127

data specification

rules for describing items belonging to a particular class using entries from a concept dictionary
and reference to a specific formal syntax

EXAMPLE An ISO/TS 22745-30 compliant identification guide, ISO 13584-511 are data specifications.

[SOURCE: TEC 62832-1:2020, 3.1.10, modified — TSO 8000-2 removed from the example

3.1.128
data {ype
set of|values together with a set of permitted operations

[SOURCE: IEC 61804-2:2018, 3.1.17]

3.1.129
data quality
degreg to which a set of inherent characteristics of data fulfils* requirements

Note 1[to entry: The principles of data quality involves:

— datg being fit for purpose; i.e., the decision in which the datadis used;
— having the right data, in the right place, at the right time;

— megting agreed customer requirements for the data;

— preyenting the recurrence of data defects by improving processes to prevent repetition and eliminate wasted
effgrt.

[SOURCE: ISO 8000-2:2020, 3.8.1, medified — Note 1 to entry changed]

3.1.130
decrylption
procegs of changing cipher text into plain text using a cryptographic algorithm and key

[SOURCE: IEC TS 62443-1-1:2009, 3.2.39]

3.1.131
defenlce in depth
provigion of-multiple security protections, especially in layers, with the intent to delay|if not
prevenht an_attack

Note 1 to entry: Defence in depth implies layers of security and detection, even on single systems, and provides
the following features:

— attackers are faced with breaking through or bypassing each layer without being detected;
— aflaw in one layer can be mitigated by capabilities in other layers;

— a system security becomes a set of layers within the overall network security.

[SOURCE: IEC TS 62443-1-1:2009, 3.2.40]

3.1.132
delivery release
end of the manufacturing preparation process after which series production can begin

[SOURCE: IEC 62890:2020, 3.1.10, modified — Note 1 to entry deleted]
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3.1.1

33

demilitarized zone
perimeter network segment that is logically inserted between internal and external networks

Note 1 to entry:

The purpose of a demilitarized zone is to enforce the internal network’s policy for external

information exchange and to provide external, untrusted sources with restricted access to releasable information

while

Note 2 to entry:

shielding the internal network from outside attacks.

In the context of industrial automation and control systems, the term "internal network" is typically

applied to the network or segment that is the primary focus of protection. For example, a control network could be
considered "internal" when connected to an "external" business network.

[SOURCE: IEC TS 62443-1-1:2009, 3.2.41]

3.1.1

34

deniall of service
preveption or interruption of authorized access to a system resource or the delaying of s
operations and functions

Note 1|to entry: In the context of industrial automation and control systems, denial of service can refer to
proces$ function, not just loss of data communications.

[SOURCE: IEC TS 62443-1-1:2009, 3.2.42]

3.1.1

35

detai1ed production schedule

organ

zed and structured collection of production work™orders and sequencing involved

produgtion of one or more products

3.1.1

36

develppment phase

phas
ends

g of the product life cycle which begins with the decision to develop a product typ
vith delivery release of the productitype

[SOURCE: IEC 62890:2020, 3.1.11]

3.1.1

devicp

37

indepgendent physical entity'capable of performing one or more specified functions in a par
contekt and delimited-by/its interfaces

[SOURCE: IEC£1804-2:2018, 3.1.18]

3.1.1

devic

management application
E ) I . ‘ L £ multiol ithi ledice

appli

38

ystem

loss of

in the

e and

icular

[SOURCE: IEC 61804-2:2018, 3.1.20]

3.1.1

39

device profile
representation of a device in terms of its parameters, parameter assemblies and behaviour
according to a device model that describes the data and behaviour of the device as viewed
through a network, independent from any network technology

Note 1 to entry: The mapping onto a given network technology is the task of the communication profile.

[SOURCE: IEC TR 62390:2005, 3.1.9, modified — Note 1 removed, Note 2 changed to Note 1]
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3.1.140
field device
device that performs control, actuating and/or sensing functions

3.1.141

diagnostics application

type of (manufacturing) application that monitors and checks the continued availability of
manufacturing assets, and notifies the other (manufacturing) applications of any conditions or
constraints on such availability

[SOURCE: 1S0O 18435-1:2009, 3.7, modified - Introduced the parentheses around
"manyfacturmg”]

3.1.142
Digital Factory
digital representation of a production system

Note 1[to entry: A Digital Factory can represent an existing or planned production system,

Note 2 [to entry: The representation of a production system can include representation‘ef PS assets and
represg¢ntation of roles.

[SOURCE: IEC 62832-1:2020, 3.1.19 ]

3.1.143

digital signature
result|of a cryptographic transformation of data whigh;when properly implemented, prgvides
the sgrvices of origin authentication, data integrity,;and signer non-repudiation

[SOURCE: IEC TS 62443-1-1:2009, 3.2.43]

3.1.144

direct influence
envirgnmental influence resultingwfrom actual product production by direct operatipn of
manufacturing equipment

[SOURCE: IEC TR 62837:2013, 3.7.1]

3.1.145

discrete manufacturing
methqd of manufaeturing where products are manufactured in a non-continuous mannef, e.g.
autonjobiles, appliances, computers

[SOURCE:_DIN EN 14943:2006-03]

3.1.146

disposal

recycling or removal of a product instance following the time in use, as the last phase of the life
time, with respect to regulations

[SOURCE: IEC 62890:2020, 3.1.12, modified — "and disposal or recycling" replaced by "as the
last phase of the life time, with respect to regulations”]

3.1.147

distributed control system

DCS

type of control system in which the system elements are dispersed but operated in a coupled
manner
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Note 1 to entry: Distributed control systems may have shorter coupling time constants than those typically found in
SCADA systems.

Note 2 to entry: Distributed control systems are commonly associated with continuous processes such as electric
power generation, oil and gas refining, chemical, pharmaceutical and paper manufacture, as well as discrete
processes such as automobile and other goods manufacture, packaging, and warehousing.

[SOURCE: IEC TS 62443-1-1:2009, 3.2.44]

3.1.148
domain
environment or context that is defined by a security policy, security model, or security

archi%uummmmwmwmwmmm e the
right o access the resources

[SOURCE: IEC TS 62443-1-1:2009, 3.2.45]

3.1.149
dynaLTlic testing
executing software and/or operating hardware in a controlled and systematic way, so|as to
demopstrate the presence of the required behaviour and the absengé/of unwanted behayior

3.1.150
eavegdropping
monitpring or recording of communicated information by unauthorized parties

[SOURCE: IEC TS 62443-1-1:2009, 3.2.46]

3.1.151
electjonic device description
EDD
data [collection containing the device(@parameter(s), their dependencies, their graphical
repregsentation and a description of the~data sets which are transferred

Note 1|to entry: The electronic device description is created using the electronic device description lapguage
(EDDL]).

[SOURCE: IEC 61804-2:2018, 3.1.25]

3.1.1582
edge
boundary betweenpertinent digital and physical entities, delineated by networked sensoifs and
actuators

[SOURCE:ISO/IEC TR 30164:2020, 3.1]

3.1.153

edge computing

distributed computing that takes place at or near the edge, where the nearness is defined by
the system's requirements

[SOURCE: ISO/IEC TR 30164:2020, 3.2]

3.1.154

electronic device description language

EDDL

methodology for describing parameter(s) of an automation system component

[SOURCE: IEC 61804-2:2018, 3.1.24]
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3.1.155
embedded systems
devices with built-in microprocessors for signal processing for predetermined tasks

3.1.156

encryption

cryptographic transformation of plain text into ciphertext that conceals the data’s original
meaning to prevent it from being known or used

Note 1 to entry: If the transformation is reversible, the corresponding reversal process is called "decryption," which
is a transformation that restores encrypted data to its original state.

[SOURCE: IEC TS 62443-1-1:2009, 3.2.47]

3.1.157

end product sales

discontinuation of a product

end of all active sales activities for a product

[SOURCE: IEC 62890:2020, 3.1.13, modified — Note to entry remeved, "discontinuation of a
produpt" added as synonym, "product" added to the term]

3.1.15%8
end of production
point pf time when instances of a product type are no lenger produced

[SOURCE: IEC 62890:2020, 3.1.15]

3.1.15%9
end of service
end of all service activities for a product type

[SOURCE: IEC 62890:2020, 3.1.14]

3.1.160
enerdy baseline
quant|tative reference(s) providing a basis for comparison of energy performance

Note 1[to entry: An efergy baseline reflects a specified period of time.

Note 2 |to entry: ~AR energy baseline can be normalized using variables affecting energy use and/or consymption
such a$ production/level, degree days (outdoor temperature), etc.

Note 3 |toentry: Energy baseline is also used for calculation of energy savings, as a reference before ard after
implemlehtation of energy performance improvement actions.

[SOURCE: IEC TR 62837:2013, 3.2.1]

3.1.161
energy demand
necessary supply capacity for the projected level of energy use

Note 1 to entry: When considering future trends, energy demand is often used in the sense of potential energy
consumption.

Note 2 to entry: Energy demand is often used in the context of supply-demand interaction where demand is not
given but dependent on external factors such as energy prices.

[SOURCE: IEC TR 62837:2013, 3.2.3]
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3.1.162
energy efficiency
ratio between an output of performance, service, goods or energy, and an input of energy

Note 1 to entry: Both input and output have to be clearly specified in quantity and quality, and be measurable.

Note 2 to entry: Examples are conversion efficiency, energy required/energy used, output/input, theoretical energy
used to operate/energy used to operate.

[SOURCE: IEC TR 62837:2013, 3.3.1]

3.1.163

energy managed unit
EMU
unit of asset for energy management, identified by an energy related functional partitioning

[SOURCE: IEC TR 62837:2013, 3.5.3]

3.1.164
enerdgy performance
measlirable results related to energy efficiency, energy use and energy consumption

Note 1[to entry: In the context of energy management systems, results can\be’measured against the organization’s
energy|policy, objectives, targets and other energy performance requirements.

Note 2[to entry: Energy performance is one component of the performance of the energy management system.

[SOURCE: IEC TR 62837:2013, 3.4.1]

3.1.165

enerdy performance indicator
EnPI
quant|tative value or measure of energyperformance as defined by the organization

Note 1[to entry: EnPIs could be expressed as a simple metric, ratio or a more complex model.

[SOURCE: IEC TR 62837:204 3,°3.4.2]

3.1.166

enerdy saving
reduction of energy, _consumption following implementation of energy efficiency improvément
actior|(s)

Note 1[to entry: " The reduction is obtained by comparison against the baseline taking into account all adjystment
factors

Note 2 toemntry—Emergy savings camrbe potentiat fottowimgamassessment oractuataftermptermentimgamraction(s).

[SOURCE: IEC TR 62837:2013, 3.2.5]

3.1.167

enterprise

one or more organizations sharing a definite mission, goals and objectives which provides an
output such as a product or service

[SOURCE: IEC 62264-1:2013, 3.1.10]
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3.1.168

enterprise system

collection of information technology elements (i.e., hardware, software and services) installed
with the intent to facilitate an organization’s business process or processes (administrative or
project)

[SOURCE: IEC TS 62443-1-1:2009, 3.2.49]

3.1.169
entity
thing (physical or non-physical) having a distinct existence

[SOURCE: ISO/IEC 20924:2021, 3.1.18]

3.1.170
equipment
one of more entities that perform a certain function

3.1.1711
Ethernet
a carfier sense, multiple access collision detect (CSMA/CD)\lécal area network prptocol
standgard as defined in IEEE 802.3 and later revisions and additions to IEEE 802

[SOURCE: IEC 61162-450:2018, 3.6, modified — Note 1-10 entry deleted]

3.1.172
exception
event|that causes suspension of normal execution

[SOURCE: IEC 61804-2:2018, 3.1.32]

3.1.113

exception handling
functipns that deal with plant-or~process contingencies and other events which occur optside
the nqrmal or desired behaviour of batch control

[SOURCE: IEC 61512-1:1997, 3.21]

3.1.174
exchange table
databpse table that is used to exchange batch-related information between systems

[SOURCE: IEC 61512-2:2001, 3.4]

3.1.175
exclusive-use resource
common resource that only one user can use at any given time

[SOURCE: IEC 61512-1:1997, 3.22]

3.1.176
execution
process of carrying out a sequence of operations specified by an algorithm

[SOURCE: IEC TR 62390:2005, 3.1.11]
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3.1.177
feature
aspect of an item that can be captured by a class structure and set of properties and that cannot

exist i

ndependently of the item

[SOURCE: IEC 61360-1:2017, 3.1.14]

3.1.178
field 1/0 network
communication links (wired or wireless) that connects sensors and actuators to the control

equipment

[SOURCE: IEC TS 62443-1-1:2009, 3.2.51]
3.1.179

final ¢controlling element

functi
manipg

Note 1
in som

Note 2
interfaq
manipuy

Note 3

[SOU
modif

3.1.1§
final
functi

[SOU
3.1.1¢

finish
final n

[SOU

3.1.18
finish

ulated variable and manipulating the mass flow or energy flow

to entry: If the final controlling element is mechanically actuated, an additional actuator (positioner)
P cases.

to entry: The output variable of the final controlling equipment. isvuUsually not free from feedbaq
e between the actuator and the final controlling element should thierefore be selected in such a way
lated variable is not affected by feedback from the final contralling element.

to entry: Variable frequency drives (VFD) are also frequently used as final control elements.

RCE: IEC 60050-351:2013, 351-49-08, madified — Figures deleted and Note 3 to
ed]

0
tontrolling equipment
bnal unit that consists of an actoator and a final controlling element

RCE: IEC 60050-351:2013,-351-49-09, modified — Figures and Note 1 to entry dele

1
ed goods
naterials on which all processing and production is completed

RCE: IEC62264-1:2013, 3.1.12]

2

bnal unit forming part of the controlled system and arranged at its(ihput, driven by the

s used

k. The
hat the

entry

ted]

ed goods waiver

approval for deviation from normal product specifications

[SOURCE: IEC 62264-1:2013, 3.1.13]

3.1.183

finite

capacity scheduling

scheduling methodology where work is scheduled for production equipment, in such a way that
no production equipment capacity requirement exceeds the capacity available to the production
equipment

[SOURCE: IEC 62264-3:2016, 3.1.1]
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3.1.184

firewall

inter-network connection device that restricts data communication traffic between two
connected networks

[SOURCE: IEC TS 62443-1-1:2009, 3.2.52, modified — Note deleted]

3.1.185
formula
category of recipe information that includes process inputs, process parameters and process
outputs

[SOURCE: IEC 61512-1:1997, 3.23]

3.1.186

full compatibility
fulfillment of all requirements of the compatibility profile from the function, constrdction,
locatipn, and performance view by a component

3.1.187
funct{on
intended purpose of an entity or its characteristic action

[SOURCE: IEC 61804-2:2018, 3.1.33]

3.1.188
funct|onal requirement
specification of a behaviour that a solution or part of a solution shall perform

3.1.189

funct|on block

funct|on block instance

softhrre functional unit comprising-an single, named copy of a data structure and assogiated
operations specified by a corresponding FB type

Note 1|to entry: Typical operations of a FB include modification of the values of the data in its associat¢d data
structufe.

[SOURCE: IEC 61804<2:2018, 3.1.35, modified — "individual" changed to "single"]

3.1.190
function chart
graphjc description tool with symbolic representation of sequential control systems

Note 1 to entry: The symbolic representation of steps, commands, transitions and directed links is based on input
and output Boolean variables and also on internal state variables and binary delay elements.

Note 2 to entry: The elements, rules and basic structures for function charts are given in IEC 60848.

[SOURCE: IEC 60050-351:2013, 351-53-08, modified — Word "tool" added in the definition and
Note 2 to entry slightly shortened]

3.1.191
function compatibility
fulfilment of all requirements of the compatibility profile from the functional view by a component

[SOURCE: IEC 62890:2020, 3.1.17, modified — "functional aspects of a compatibility profile"
changed to "all requirements of the compatibility profile", and "from the functional view" added]
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3.1.192

functional element

entity of software or software combined with hardware, capable of accomplishing a specified
function of a device

Note 1 to entry: A functional element has an interface, associations to other functional elements and functions.

Note 2 to entry: A functional element can be made out of function block(s), object(s) or parameter list(s).

[SOURCE: IEC TR 62390:2005, 3.1.12]

3.1.193

funct|onal safety
part gf the overall safety that depends on functional and physical units operating corréeg¢tly in
responhse to their inputs

[SOURCE: IEC 60050-351: 351-57-06, modified — Note 1 to entry deleted]

3.1.194
funct{onal unit
entity|of hardware or software, or both, capable of accomplishing.a specified purpose

[SOURCE: IEC 61804-2:2018, 3.1.34]

3.1.195

gateway
netwgrk component that acts as a linking element.between different communication ngtwork
types|and/or protocols

Note 1[to entry: In OSl-conforming communication networks, a gateway operates on Layer 4 up to layer 7. I{ allows
networks based on completely different protocols toaxcommunicate with each other and possibly provides adfitional
functiopality.

3.1.196
general recipe
type gf recipe that expresses-equipment and site-independent processing requirements

[SOURCE: IEC 61512-1:4997, 3.24]

3.1.197
generalization
<UML> taxonomic relationship between a more general element and a more specific element

Note 1o entry: The more specific element is fully consistent with the more general element and contains adfitional
informgtien/An instance of the more specific element may be used where the more general element is allowgd.

[SOURCE: ISO 15745-1:2003, 3.17]

3.1.198
geographic site
subset of an enterprise’s physical, geographic, or logical group of assets

Note 1 to entry: A geographic site may contain areas, manufacturing lines, process cells, process units, control
centers, and vehicles and may be connected to other sites by a wide area network.

[SOURCE: IEC TS 62443-1-1:2009, 3.2.54]


https://iecnorm.com/api/?name=42d3373b27b49143c3ed8e12365a8c18

- 34 - IEC TR 63283-1:2022 © IEC 2022

3.1.199
guard

gateway that is interposed between two networks (or computers or other information systems)
operating at different security levels (one network is usually more secure than the other) and is
trusted to mediate all information transfers between the two networks, either to ensure that no
sensitive information from the more secure network is disclosed to the less secure network, or

to pro

tect the integrity of data on the more secure network

[SOURCE: IEC TS 62443-1-1:2009, 3.2.55]

3.1.200

hardware

physi
[SOU

3.1.2¢
harm
injury

[SOU

3.1.2¢
hazar
poten

[SOU

3.1.2(
hazar
event

[SOU

3.1.2(

header

inform
identi

[SOU

3.1.2¢
horiz

al equipment, as opposed to programs, procedures, rules and associated documen
RCE: IEC 61804-2:2018, 3.1.37]
1
or damage to the health of people, or damage to property or the environment
RCE: ISO/IEC GUIDE 51:2014, 3.1]

2
d
ial source of harm

RCE: ISO/IEC GUIDE 51:2014, 3.2]

3
dous event
that can cause harm

RCE: ISO/IEC GUIDE 51:2014, 3.3]

4

ation about the purpose, source and version of the recipe such as recipe and p
ication, creator-and issue date.

RCE: IEC61512-1:1997, 3.25]

5
ntal integration

integr

ation within a functional/organizational hierarchical level across system boundaries

[SOURCE: VDI-Statusreport — Industrie 4.0 Begriff / Terms 2019]

3.1.206

host

tation

oduct

computer that is attached to a communication sub-network or inter-network and can use

servic

es provided by the network to exchange data with other attached systems

[SOURCE: IEC TS 62443-1-1:2009, 3.2.56]

3.1.207

huma

n profile

representation of the integration aspects of a person
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EXAMPLES: Examples of integration aspects are level of responsibility, level of competency, availability.

[SOURCE: ISO 15745-1:2003, 3.18]

3.1.208

identifier

ID

information that unambiguously distinguishes one entity from other entities in a given identity
context

[SOURCE: IEC 60050-741: 2020, 741-01-21]

3.1.2Q9
impagt
evalugated consequence of a particular event

Note 1[to entry: Impact may be expressed in terms of numbers of injuries and/or fatalities,~extent of envirorjmental
damage and/or magnitude of losses such as property damage, material loss, loss ofqintellectual property, lost
producfion, market share loss, and recovery costs.

3.1.210
implementation phase
develppment phase in which the hardware and software of a system become operational

[SOURCE: IEC 61804-2:2018, 3.1.38, modified — added {implementation” to the term defined]

3.1.211
incident
event|that is not part of the expected operation of a system or service that causes, of may
causeg, an interruption to, or a reduction in,:the quality of the service provided by the dontrol
system

3.1.212

intelligent features
charafteristics, such as deducfion and analysis, in addition to those needed to aghieve
scheduled functions and tasks

EXAMRLE For example, as-tointelligent products, identified aspects of intelligent features with and devices jnclude
percepfion and sensing, interconnection, diagnosis and maintenance, adaptive optimization, information sgrvices,
interacfive cooperation, artificial intelligence.

3.1.213
independent'equipment
equipment-that possesses both of the following characteristics:

1)

—

he\ability to perform its required function is unaffected by the operation or failure of| other
equipment;

2) the ability to perform its function is unaffected by the occurrence of the effects resulting
from the postulated initiating event for which it is required to function

Note 1 to entry: Means to achieve independence in the design are electrical isolation, physical separation and
communications independence.

[SOURCE: IEC 61513:2011, 3.31]

3.1.214

industrial automation and control systems

IACS

collection of personnel, hardware, and software that can affect or influence the safe, secure,
and reliable operation of an industrial process
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Note 1 to entry: These systems include, but are not limited to:

— industrial control systems, including distributed control systems (DCSs), programmable logic controllers (PLCs),
remote terminal units (RTUs), intelligent electronic devices, supervisory control and data acquisition (SCADA),
networked electronic sensing and control, and monitoring and diagnostic systems. (In this context, process control
systems include basic process control system and safety-instrumented system (SIS) functions, whether they are
physically separate or integrated.)

— associated information systems such as advanced or multivariable control, online optimizers, dedicated
equipment monitors, graphical interfaces, process historians, manufacturing execution systems, and plant
information management systems.

— associated internal, human, network, or machine interfaces used to provide control, safety, and manufacturing
operations functionality to continuous, batch, discrete, and other processes.

[SOURCE: IEC TS 62443-1-1:2009, 3.2.57]

3.1.215
information
structpred data that are endowed with meaning and purpose

Note 1|to entry: Information is data that have been shaped into a form that is meaningful and useful to|human
beings

[SOURCE: IEC 60050-741: 2020, 741-01-500]

3.1.216
informhation model
forma] model of a bounded set of facts, concepts or instruc¢tions to meet a specified requirgment

3.1.2197

information object
well-defined piece of information, definition, or specification which requires a name in order to
identify its use in communication

[SOURCE: IEC 61360-1:2017, 3.1.15]

3.1.218
information world
digital world
cyber world
ideas| concepts, algorithms, models and entirety of representations of physical objects and
people in the virtual environment

Note 1[to entry: The framework for considering each entirety needs to be defined.
Note 2 [to entry.\ The elements of the information world can be semantically related to each other.

Note 3toéeniry: Consider information world, cyber world, virtual world and digital world to be synonymus

[SOURCE: IEC PAS 63088:2017, 3.7, modified — Note 3 to entry added]

3.1.219

inherently safe design

measures taken to eliminate hazards and/or to reduce risks by changing the design or operating
characteristics of the product or system

[SOURCE: ISO/IEC GUIDE 51:2014, 3.5]
3.1.220
initial risk

risk before controls or countermeasures have been applied

[SOURCE: IEC TS 62443-1-1:2009, 3.2.58]
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3.1.221

input

product, material or energy flow that enters a unit process

[SOURCE: IEC TR 62837:2013, 3.7.3]

3.1.222

input
data t

data
ransferred from an external source into a device, resource or functional element

[SOURCE: IEC TR 62390:2005, 3.1.14]

3.1.223

input

variable

varialjle whose value is supplied by a data input, and which may be used in\one or

operations of a FB

Note 1[to entry: An input parameter of a FB, as defined in IEC 61131-3, is an input variable.

[SOURCE: IEC 61804-2:2018, 3.1.40]

3.1.224

insider

trusted person, employee, contractor, or supplier who <has information that is not gen

known to the public

[SOU

RCE: IEC TS 62443-1-1:2009, 3.2.59]

3.1.225
instance

concr

pte, clearly identifiable entity of a ¢ertain type

3.1.226

instance

<software> functional element/comprising an individual, named copy of a data structur
assocfated operations specified by a corresponding functional element type

[SOU

RCE: IEC TR 62390:2005, 3.1.15]

3.1.227
instamce name

identi

[SOU

ier associated with and designating an instance

more

erally

e and

CE: IEC 61804-2:2018, 3.1.42]

3.1.228
instantiation

creati

[SOU

on of an instance of a specified type

RCE: IEC 61804-2:2018, 3.1.43]

3.1.229

integration
process of assembling software and/or hardware items, according to the architectural and
design specification, and testing the integrated unit
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3.1.230

integrity
quality of a system reflecting the logical correctness and reliability of the operating system, the
logical completeness of the hardware and software implementing the protection mechanisms,
and the consistency of the data structures and occurrence of the stored data

Note 1

to entry: In a formal security mode, integrity is often interpreted more narrowly to mean protection against
unauthorized modification or destruction of information.

[SOURCE: IEC TS 62443-1-1:2009, 3.2.60]

3.1.234

intended use

use in accordance with information provided with a product or system, or, in the absence of
such information, by generally understood patterns of usage

[SOURCE: ISO/IEC GUIDE 51:2014, 3.6]

3.1.232

intergction

transgction involving multiple resources to accomplish some part.of a system’s function
EXAMRLE Examples include coordination, collaboration, cooperation,™unwitting assistance, witting non-
interference, and even competition.

[SOURCE: ISO 18435-1:2009, 3.10]

3.1.233

intergeption

sniffihg

captufe and disclosure of message conients or use of traffic analysis to compromide the
confidentiality of a communication systefy based on message destination or origin, frequency
or length of transmission, and other communication attributes

[SOURCE: IEC TS 62443-1-1:2009, 3.2.61]

3.1.234

interfpce

shared boundary between two entities defined by functional characteristics, pignal

chara
[SOU

3.1.23

Cteristics, or other characteristics as appropriate
RCE: IEC 61800-7-1: 2015, 3.2.15]

5

intern

netiate-database

intermediate data storage system between source and target tool

[SOURCE: IEC 62424:2016, 3.19]

3.1.236

internal variable
variable whose value is used or modified by one or more operations of a FB but is not supplied
by a data input or to a data output

[SOURCE: IEC 61804-2:2018, 3.1.47]
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3.1.237
Internet of Things

loT

infrastructure of interconnected entities, people, systems and information resources together
with services which processes and reacts to information from the physical world and virtual

world

[SOURCE: ISO/IEC 20924:2021, 3.2.4]

3.1.238
Industrial Internet of Things

lloT
servig
and s
manu
optim
envirg

3.1.23
interg
capab
mech
tasks

Note 1

software units, systems and enterprises.

Note 2[to entry: Examples of items include information, material, energy, control, assets and ideas.
[SOURCE: ISO 18435-1:2009, 3.12]

3.1.240

intrugion

unauthorized act of compromising a.system

[SOURCE: IEC TS 62443-1-1:2009, 3.2.63]

3.1.241

intrugion detection

secur
provig
unaut

[SOU

e driven industrial ecosystem based on the network interconnection, data interoper
ystem interoperability of industrial resources, to realize the flexible configuration
acturing of materials, the on-demand execution of the manufacturing process,'the rz
zation of the manufacturing process and the rapid adaptation of the.manufac
nment, and to achieve the efficient utilization of the resources

9
perability

hnisms implemented by an interface in each entity, in ofder to perform their resp

to entry: Examples of entities include devices, equipment,s\machines, people, processes, applig

ty service that monitors and analyzes system events for the purpose of finding
ing real-time*or near real-time warning of, attempts to access system resources
horized manner

RCEEC TS 62443-1-1:2009, 3.2.64]

ability
of the
tional
turing

ility of two or more entities to exchange items in accordance with a set of rules and

ective

ations,

, and
in an

3.1.242

invoc

ation

process of initiating the execution of the sequence of operations specified in an algorithm

[SOURCE: IEC 61804-2:2018, 3.1.50]

3.1.243
IP address
address of a host computer used in the Internet Protocol

[SOURCE: IEC 60050-732:2010, 732-07-06, modified — Notes deleted]
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3.1.244
job list
production dispatch list
collection of job orders for one or more work centers and/or resources for a specific time frame

2022

Note 1 to entry: This may take the form of job orders for the set-up instructions for machines, operating conditions
for continuous processes, material movement instructions, or batches to be started in a batch system.

Note 1 to entry: Job lists are applicable to all operations management areas, such as maintenance, quality test and

invento

ry.

[SOURCE: IEC 62264-3:2016, 3.1.3, modified — "production displatch list" added as synonym]

3.1.24
job o
prody
unit o

[SOU

3.1.24
job re
inform

[SOU

3.1.24

job rgsponse list

collec
frame

[SOU

3.1.24
key n
proce
initiali
gener|

keys and related material

[SOU

3.1.24

5

der

ction work order

scheduled work that is dispatched for execution

RCE: IEC 62264-4:2015, 3.1.3, modified — "production work order’. @dded as synon

6
sponse
ation on the result of execution of a job order

RCE: IEC 62264-4:2015, 3.1.4]

7

tion of job responses for one or more wark centers and/or resources for a specifi

RCE: |IEC 62264-4:2015, 3.1.5]

8

anagement

5s of handling and controlling cryptographic keys and related material (su
zation values) during -their life cycle in a cryptographic system, including ord
pting, distributing;\'storing, loading, escrowing, archiving, auditing, and destroyir

RCE: IEC<FFS'62443-1-1:2009, 3.2.67]

9

key prerformance indicator

KPI

ym]

c time

th as
ering,
g the

quantifiable level of achieving a critical objective

Note 1

to entry: The KPIs are derived directly from, or through an aggregation function of, physical measurements,
data and/or other KPlIs.

[SOURCE: ISO 22400-1:2014, 2.1.5]

3.1.250
last-time buy
strategy in which instances of an abandoned product type are purchased before end of sales

[SOURCE: IEC 62890:2020, 3.1.19]
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3.1.251
level of compatibility
degree of fulfillment of the requirements described in the compatibility profile

[SOURCE: IEC 62890:2020, 3.1.20, modified — added "degree of"]

3.1.252

life cycle

set of distinguishable phases and steps within phases that an entity goes through from its
creation until it ceases to exist

[SOURCE: IEC TR 63319.__, 3.1.2]

3.1.25%3
life time
length of time from the end of the creation of a product instance to the end of disposal

[SOURCE: IEC 62890:2020, 3.1.21]

3.1.25%4

life-cycle excellence
holistic approach to managing changing conditions to ensurectechnical, application specifjc and
econdmic robustness of the life-cycle management for products (components and systenps)

[SOURCE: IEC 62890:2020, 3.1.24, modified — Added"(components and sytems)"]

3.1.285

life-cycle management
methqds and activities for the planning, realization and maintenance of products for the life
cycle pf types and the life time of instances

[SOURCE: IEC 62890:2020, 3.1.25]

3.1.256

life-cycle management strategy
stratepgy for applying life-cycle management methods to ensure the availability of a system
throughout the time in'use

[SOURCE: IEC 62890:2020, 3.1.26]

3.1.25%7
limiting/value
greateshor smallest admissible value of a quantity in a specification of a component, device,
equipment, or system beyond which it will be damaged resulting in permanent unwanted
changes of functional or physical characteristics influencing its performance

[SOURCE: IEC 61360-1:2017, 3.1.17, modified — "beyond which it incurs damage" replaced by
beyond which it will be damaged"]

3.1.258

link

object that specifies the connection between two other objects (for example, the connection
between recipe entities or between recipe entities and transitions)

[SOURCE: IEC 61512-2:2001, 3.5]
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3.1.259

load shedding

process of deliberately disconnecting preselected loads from a power system in response to an
abnormal condition in order to maintain the integrity of the remainder of the system

[SOURCE: IEC TR 62837:2013, 3.3.6]

3.1.260

local area network

LAN

computer network located on a user’s premises within a limited geographical area

Note 1|to entry: Communication within a local area network is not subject to external regulationsj hqwever,
communication across the network boundry may be subject to some form of regulation.

[SOURCE: IEC 60050-732:2010, 732-01-04]

3.1.261
location
scopg of exchanged information as identified by an element of the equipment hierarchy

EXAMRLE: There can be an agreement to only supply an "Area" name for exXchanged information, because the site
and enferprise are implicitly defined through the messaging system

[SOURCE: IEC 62264-2:2013, 3.1.3]

3.1.262
lot
unique amount of material having a set of common traits

Note 1|to entry: Some examples of common traitS¥are material source, the master recipe used to prodyce the
materigl and distinct physical properties.

[SOURCE: IEC 61512-1:1997, 3.28]

3.1.263

lot size one
small |quantity (‘one') ofegoods ordered for delivery on a specific date or manufactured in a
singlegl production run

3.1.264
lines,|units, cells
lowerilevel elements that perform manufacturing, field device control, or vehicle functiong

Note 1|to'entry: Entities at this level may be connected together by an area control network and may fontain
information SyStems Terated 10 the Operations performed i that entity-

[SOURCE: IEC TS 62443-1-1:2009, 3.2.68]

3.1.265

Machine to Machine

M2M

exchange of information between networked devices without the manual assistance of humans


https://iecnorm.com/api/?name=42d3373b27b49143c3ed8e12365a8c18

IEC TR 63283-1:2022 © IEC 2022 - 43 -

3.1.266

maintenance application

type of manufacturing application that manages the reconfiguration, removal, replacement or
repair of the manufacturing assets, and notifies the other manufacturing applications of such
activities

[SOURCE: ISO 18435-1:2009, 3.13]

3.1.267

malicious code
programs or code written for the purpose of gathering information about systems or users,
destrgymg system data, providing a foothold for further Intrusion Into a system, 1aisifying.system
data and reports, or providing time-consuming irritation to system operations and maintepance
persohnel

Note 1|to entry: Malicious code attacks can take the form of viruses, worms, Trojan horses;)or other autpmated
exploit$.

Note 2[to entry: Malicious code is also often referred to as "malware".

[SOURCE: IEC TS 62443-1-1:2009, 3.2.70]

3.1.268
managed energy efficiency
improyement of energy efficiency by systematic automated production management

[SOURCE: IEC TR 62837:2013, 3.3.7, modified\ = "energy management" replacdd by
"automated production management"]

3.1.249

manu‘l:acturing
all life-cycle activities and procedures\involved in the design, production, and suppprt of
manufacturing systems and of manufactured products

3.1.270

manufacturing application
set off manufacturing processes, related resources and information exchange involved jn the
manufacture of a produetior the provision of a service

[SOURCE: ISO 18435-1:2009, 3.14]

3.1.211
manufactaring facility

site, qr.area within a site, that includes the resources within the site or area and includ
activitt j }

[SOURCE: IEC 62264-1:2013, 3.1.20]

3.1.272

manufacturing operations management

MOM

activities within Level 3 of a manufacturing facility that coordinate the personnel, equipment
and material in manufacturing

[SOURCE: IEC 62264-1:2013, 3.1.22]

3.1.273
manufacturing performance
ability of a manufacturing system to achieve the intended results
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3.1.274

manu

facturing process

set of processes involving a flow and/or transformation of material, information, energy, control,
or any other element in a manufacturing area

[SOURCE: ISO 18435-1:2009, 3.16, modified — "in manufacturing" deleted]

3.1.275

manu

facturing support system

system which is used for providing the necessary other resource to a manufacturing system

[SOURCE: IEC TR 62837:2013, 3.7.4]

3.1.276

map
set of

[SOU

3.1.217

ing
values having defined correspondence with the quantities or values of,ahother set

RCE: IEC 61804-2:2018, 3.1.53]

7

master data
held by an organization that describes the entities, that are both independent and

data
funda
transg

3.1.217

mental for that organization and that it needs to teference in order to perfo
ctions

8

master recipe

type d
inform

[SOU

3.1.27
mater
matte

EXAMH

[SOU

3.1.28
mater
defini

ation.

RCE: IEC 61512-1:1997, 3.29]

9

ial

r used in manufacturing'the product

LE: Raw materials, consumables, catalysts.

RCE: ISO 16745-1:2003, 3.22]

0
ial definition

ion”ef the properties for a substance

m its

f recipe that accounts for equipment capabilities and may include process cell-specific

Note 1

to entry: This includes material that can be identified as raw, intermediate, final material, or consumable.

[SOURCE: IEC 62264-2:2013, 3.1.6]

3.1.281
material sublot
uniquely identifiable subset of a material lot

Note 1

to entry: This can be a single item.

[SOURCE: IEC 62264-2:2013, 3.1.7]
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3.1.282
maximum value

max

upper bound of a range of values in which the said value is meaningful

[SOURCE: IEC 61360-1:2017, 3.1.19, modified — Example and note deleted]

3.1.283

meas
partic

[SOU

3.1.284
medium code

abbrepiation and identifier for the fluid running through a process

[SOURCE: IEC 62424:2016, 3.21, modified — "pipe" deleted]

3.1.285

manuffacturing execution system

MES

produgtion control system with real-time processing

3.1.286

messpge

structhired information unit conveyed in a onesway transfer of data between one s

applidation to one or more receiving applications

[SOURCE: IEC 62264-5:2016, 3.1.3]

3.1.287

method

implementation of an operatignj'which specifies the algorithm or procedure associated w
operagion

[SOURCE: IEC TR 62390:2005, 3.1.17]

3.1.288

migrgtion

partial replacement of a component within an existing system configuration or extension o
configuratioh to modify functionality or technolgy

urand
ular quantity subject to measurement

RCE: IEC 62714-2:2015, 3.1.3]

nding

ith an

f such

3.1.289
minimum value

min
lower

bound of a range of values in which the said value is meaningful

[SOURCE: IEC 61360-1:2017, 3.1.18, modified — Example and Note 1 to entry deleted]

3.1.290
mode

the manner in which the transition of sequential functions are carried out within a procedural
element or the accessibility for manipulating the states of equipment entities manually or by

other

types of control.

[SOURCE: IEC 61512-1:1997, 3.30]
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3.1.291

mode

representation of a real world process, device, or concept

[SOURCE: IEC 61804-2:2018, 3.1.54]

3.1.292

name

term which, in a given naming context, refers to an entity

[SOURCE: ISO 15745-1:2003, 3.25]

2022

3.1.29

3

neutrpl database

vendd
[SOU

3.1.29

r independent data storage system
RCE: IEC 62424:2016, 3.23]

4

nominal value

nom
value

3.1.2¢
non-o
prope

of a quantity used to designate and identify a component,"device, equipment, or sy

5
uantitative property
rty that identifies or describes an object by:.means of codes, abbreviations, n

references or descriptions

EXAMH
referen

[SOU

3.1.2¢
nonre
secur

[SOU

3.1.29

LE Typical information content of non-quantitative properties is items such as codes, abbreviations,
ces, or descriptions.

RCE: IEC 61360-1:2017, 3.1.24]

6
pudiation
ty service that provides protection against false denial of involvement in a communi

RCE: IEC TS 62443-1-1:2009, 3.2.72]

7

obsolete product

not a\

ailaple.product from the original producer to the original specification

stem

Agmes,

names,

cation

[SOURCEEC6289072020,-371291

3.1.298

ontology
explicit and consensual specification of concepts of an application domain independent of any
use of these concepts

[SOURCE: ISO 18435-3:2015, 3.1]
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3.1.299

operations segment

identification of personnel, equipment, physical assets, and material resources required to
complete an operational step for a specific operations definition

[SOURCE: IEC 62264-1:2013, 3.1.25]

3.1.300

optimal control

type of control for which the performance index reaches a largest or smallest value under
specified conditions

3.1.301

optimize
desigh a process or act upon a process such that the performance criterion used\for evaluating
the process states for a given task assumes a value either as large as possible or as small as
possilble within given limitations

[SOURCE: IEC 60050-351:2013, 351-43-14, modified — Note 1 to eniry deleted]

3.1.302
orchttration of services
flexible connection of individual services for a defined purpese

[SOURCE: VDI-Statusreport — Industrie 4.0 Begriff / Ferms 2019]

3.1.303
outpyt
produft, material or energy flow that leaves a-unit process

[SOURCE: IEC TR 62837:2013, 3.7.5]

3.1.304

outpyt data
data priginating in a device,~resource or functional element and transferred from them to
external systems

[SOURCE: IEC TR.62390:2005, 3.1.21]

3.1.305

outpyt variable
varialjle whose value is established by one or more operations of a FB, and is suppliefl to a
data qutput

Note 1 to entry: An output parameter of a FB, as defined in IEC 61131-3, is an output variable.

[SOURCE: IEC 61804-2:2018, 3.1.56]

3.1.306

outsider

person or group not trusted with inside access, who may or may not be known to the targeted
organization

Note 1 to entry: Outsiders may or may not have been insiders at one time.

[SOURCE: IEC TS 62443-1-1:2009, 3.2.74]


https://iecnorm.com/api/?name=42d3373b27b49143c3ed8e12365a8c18

- 48 — IEC TR 63283-1:2022 © IEC

3.1.307
parameter

prope

Note 1

rty that describes the setting state of a system

2022

to entry: Parameters are properties carrying property magnitudes that are typically only changeable by an
external setting. They are not changeable by internal system dynamics.

[SOURCE: DIN SPEC 92000:2020, 3.1.17]

3.1.308

peak
proce

shaving
ss in an electrical system intended not to exceed a maximum overall energy deman

d

Note 1
load sh

[SOU

3.1.3(

penetration

sSucce
[SOU

3.1.31
persad
the cg

je
- ta
(o

safety and/or harm the environment.

[SOURCE: IEC 61512-1:1997, 3¢33]

3.1.311

phase

lowest level of procedural element in the procedural control model
[SOURCE: IEC®©1512-1:1997, 3.34]

to entry: Peak shaving can be obtained by planning of energy needs within the manufacturingisy{
edding or autonomous energy production.

RCE: IEC TR 62837:2013, 3.3.8]

9

ssful unauthorized access to a protected system resource
RCE: IEC TS 62443-1-1:2009, 3.2.75]

0
nnel and environmental protection
ntrol activity that

bvents events from occurring that would cause the process to react in a manner that
ppardize personnel safety and/or harm.the environment; and/or

es additional measures, such as starting standby equipment, to prevent an abn
ndition from proceeding to a morée’ undesirable state that would jeopardize pers

3.1.31

2

tem or

would

ormal
onnel

to lure the recipient to a web site that looks like it is associated with a legitimate source

[SOURCE: IEC TS 62443-1-1:2009, 3.2.76, modified — "email" changed to "message"]

3.1.313

physi

cal world

all actually existing objects and people

Note 1

Note 2

Note 3

to entry: The real world is the same as the physical world.
to entry: Loaded or stored software is part of the physical world.

to entry: The framework for considering each entirety needs to be defined.

[SOURCE: IEC PAS 63088:2017, 3.10]
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3.1.314

plain

text

unencoded data that is input to, and transformed by an encryption process, or that is output by
a decryption process

[SOURCE: IEC TS 62443-1-1:2009, 3.2.77]

3.1.315

plann

ed time

planned duration of a specific time period

EXAMH

[SOU

3.1.31
plant
hierar

[SOU

3.1.31
prody
PLM

mana

3.1.31

plug
settin

with minimal effort

Note 1
Note 2

Note 3

[SOU

LE The intended duration of an operation or a resource state according to the planning.

RCE: ISO 22400-2:2014, 2.2]

6
topology
chical structure of a plant, visualizable as object tree

RCE: IEC 62714-1:2018, 3.1.20]

7
ct life cycle management

8
& work
j up, modification or termination of interoperation between two or more involved p

to entry: The interoperability of those.involved is assumed.
to entry: The minimum effort canivary depending on the state of the art.

to entry: Plug & play and plug & produce are synonyms or similar terms.

RCE: VDI-Statusreport — Industrie 4.0 Begriff / Terms 2019]

3.1.31

patte
speci

Note 1

polyr}jorphism

9

that allows substitution of a single concept in the same context by a different
ic (specialized) concept

to'entry: A specialised polymorphic block can replace a more generic one in the same context.

Note 2

gjement and use of all the information generated-throughout the life cycle of a product

arties

more

to entry: A polymorphic operator (control property) can act in selecting between various specialisations.

[SOURCE: IEC 61360-1:2017, 3.1.22]

3.1.320
preventive maintenance
maintenance carried out to mitigate degradation and reduce the probability of failure

Note 1

to entry: See also condition-based maintenance (192-06-07), and scheduled maintenance (192-06-1

[SOURCE: IEC 60050-192:2015, 192-06-05]

2).
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3.1.321
primary energy

energ

Note 1
from al

[SOU

y that has not been subjected to any conversion process

to entry: Primary energy includes non-renewable energy and renewable energy. The sum of primary
| energy sources may be called total primary energy.

RCE: IEC TR 62837:2013, 3.1.5]

3.1.322
privilege

autho

a conputer operating system

EXAMRLE Functions that are controlled through the use of privilege include acknowledging alarms, ci
setpoints, modifying control algorithms.

[SOU

3.1.323
procddural control
contrgl that directs equipment-oriented actions to take place in an ordered sequence in

to car

[SOU

3.1.324

proc
buildi

[SOU

3.1.325
proceddure

strate

Note 1

a procgss that does not resultin*the production of a product, such as a clean-in-place procedure.

[SOU

3.1.326
procegdurefunction chart

graph
proce

rization or set of authorizations to perform specific functions, especially in the con

energy

ext of

RCE: IEC TS 62443-1-1:2009, 3.2.78]

'y out some process-oriented task

RCE: IEC 61512-1:1997, 3.35]

dural element
g block for procedural control that is defined by the procedural control model

RCE: IEC 61512-1:1997, 3.36]

gy for carrying out a process

to entry: In general, this, refers to the strategy for making a batch within a process cell. It may also

RCE: IEC 61512<1:1997, 3.37]

cal representation of a recipe procedure that specifies the processing order for
[jural elements

anging

order

refer to

ecipe

[SOURCE: IEC 61512-2:2001, 3.6]

3.1.327
process
set of activities performed with a set of resources to realize an objective within a specified
timeline

[SOURCE: ISO 22400-1:2014, 2.1.8]
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3.1.328
process action

minor

Note 1

processing activities that are combined to make up a process operation

to entry: Process actions are the lowest level of processing activity within the process model.

[SOURCE: IEC 61512-1:1997, 3.39]

3.1.329
process cell
logical grouping of equipment that includes the equipment required for production of one or

more patches—lt definesthe-spanoflogicalcontrol of ohe-set of process—eguipmentwithin an
area

Note 1[to entry: This term applies to both the physical equipment and the equipment entity.

[SOURCE: IEC 61512-1:1997, 3.40]

3.1.330

process control

contrgl activity that includes the functions needed to provide sequential, regulatory and digcrete
contrgl, and to gather and display data

[SOURCE: IEC 61512-1:1997, 3.41, modified — "control" deleted]

3.1.331

procdss control function

functipn to work on process variables quantities;” which is composed of basic functigns of
proceps control, specific to units of the plant

Note 1|to entry: In addition to process control functions associated with specific control levels, there can glso be
proces$ control functions that link input and output variables across several control levels. For instance, a grocess
control|function in the feedback path with the.controlled variable as input variable and the manipulated varigble as
output yariable, describes the action path fram the sensor via the controller to the final controlling element. Another
proces$ control function connects the operator with the indicators for the process variables. In view of the djversity
of definjitions of process control functions, standardization is not appropriate at this time.

[SOURCE: IEC 60050-351:2013, 351-55-16]

3.1.332

process input

identification and.quantity of a raw material or other resource required to make a product
[SOURCE+IEC 61512-1:1997, 3.42]

3.1.333

process management
control activity that includes the control functions needed to manage batch production within a
process cell

[SOURCE: IEC 61512-1:1997, 3.43]

3.1.334

process operation
major processing activity that usually results in a chemical or physical change in the material
being processed and that is defined without consideration of the actual target equipment

config

uration

[SOURCE: IEC 61512-1:1997, 3.44]
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3.1.335

process output
identification and quantity of material or energy expected to result from one execution of a
control recipe

[SOURCE: IEC 61512-1:1997, 3.45]

3.1.336

process parameter
information that is needed to manufacture a material but does not fall into the classification of
process input or process output

2022

Note 1[to entry: Examples of process parameter information are temperature, pressure and time.

[SOURCE: IEC 61512-1:1997, 3.46]

3.1.337

procgss segment

identification of personnel, equipment, physical assets, and material resources with specific
capalilities needed for a segment of production, independent of any{particular product gt the
level pf detail required to support business processes that may-also be independent ¢f any
particlar product

Note 1|to entry: The business process segment synonym is included-to reflect the business process driented
aspectg of the process segment.

[SOURCE: IEC 62264-1:2013, 3.1.26]

3.1.338

procgss stage

part g9f a process that operates independently and that results in a planned sequerjce of
chemical or physical changes in the material being processed

[SOURCE: IEC 61512-1:1997, 3.47, modified — "usually" and "from other process sfages"
remoyed]

3.1.339

procegssing function

functipn in a process

Note 1[to entry: A\processing function serves a control module according to IEC 61512-1:1997, 3.10 and 5.2.2.4.
[SOURCE-TEC 62424:2016, 3.34]

3.1.340

producer

company which develops a product type, maintains it during the life cycle and manufactures
instances of this type

[SOURCE: IEC 62890:2020, 3.1.30]

3.1.341
product

result

of labour or of a natural or industrial process

[SOURCE: IEC 61360-1:2017, 3.1.23]
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3.1.342
product abandonment
end of all deliveries and service for a product

3.1.343

product definition
identification of personnel, equipment, physical assets, and material resources, production
rules and scheduling required to create a product which includes a reference to a bill of

mater

ials, a product production rule, and a bill of resources

[SOURCE: IEC 62264-1:2013, 3.1.28]

3.1.34
prody
identi
proce

[SOU

3.1.34
prody
capab

EXAMH

EXAMH
facility |

EXAMH
materig

[SOU

3.1.34
prody
colled|

[SOU

3.1.34
prody
collec
produ

Note 1

4
ct segment

5s segment to complete a production step for a specific product
RCE: IEC 62264-1:2013, 3.1.29]

5

ction capability

ility of resources to perform production and the capacity0f'those resources

LE 1 Includes the collection of personnel, equipment, material, and process segment capabilities.
LE 2 Includes the sum total of the current committed, available, and unattainable capacity of the pro

LE 3 Includes the highest sustainable output rate that could be achieved for a given product m
Is, worker effort, plant, and equipment.

RCE: IEC 62264-1:2013, 3.1.30]

6
ction control
tion of functions that manage all production within a site or area

RCE: IEC 62264-1:2013, 3.1.31]

7

ction line

tion of eéquipment dedicated to the manufacture of a specific number of produ
ct families

toentry: A production line is a type of work center.

ication of personnel, equipment, physical asset, and material resources\required of a

Huction

ix, raw

Cts or

[SOURCE: IEC 62264-1:2013, 3.1.32]

3.1.348
production rules
information used to instruct a manufacturing operation how to produce a product

[SOURCE: IEC 62264-1:2013, 3.1.34]


https://iecnorm.com/api/?name=42d3373b27b49143c3ed8e12365a8c18

- 54 — IEC TR 63283-1:2022 © IEC 2022

3.1.349
production segment
sequence of process segments and product segments

Note 1

to entry: See |IEC 62264-2.

[SOURCE: ISO 18435-1:2009, 3.20]

3.1.350
production system
system intended for production of goods

Note 1

Note 2
in parti
financi

Note 3
discret

[SOU

3.1.35
prody
colled]
intern

Note 1

to entry: The concept of production system includes spare parts.
fo entry: The concept of production system does not encompass the whole manufacturing facility: It e

Cular the supporting infrastructure (such as building, power distribution, lighting, ventilation), It'also e
| assets, human resources, raw process materials, energy, work pieces in process, endyproducts.

tion of equipment that converts, separates, or reacts ohe or more feedstocks to pr
ediate or final products

to entry: A production unit is a type of work center.

cludes
cludes

to entry: Production systems can support different types of production processes (continuous, bgtch, or
B ).

RCE: IEC 62832-1:2020, 3.1.24]

1

ction unit

bduce

[SOURCE: IEC 62264-1:2013, 3.1.35]

3.1.352

profile

<automation> set of one or more basg’specifications and/or sub-profiles, and, where appligable,
the idgntification of chosen classes; conforming subsets, options and parameters of thosg base
specifications, or sub-profiles\\necessary to accomplish a particular function, activity, or
relatignship

[SOURCE: ISO 1574541:2003, 3.28]

3.1.353

property

data ¢lement.type

defing

d parameter suitable for the description and differentiation of objects

Note 1

Note 2

Note 3

to entry: A property describes one characteristic of a given object.
to entry: A property can have attributes such as code, version, and revision.

to entry: The specification of a property can include predefined choices of values.

[SOURCE: IEC 61360-1:2017, 3.1.24]

3.1.354

propr

ietary database

vendor specific data storage system, with syntax and/or semantic not complying to any standard

[SOURCE: IEC 62424:2016, 3.35]
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3.1.355
protocol
set of formal rules describing how to exchange data between entities

3.1.356

public key certificate

set of data that uniquely identifies an entity, contains the entity’s public key, and is digitally
signed by a trusted party, thereby binding the public key to the entity

3.1.357

quantitative property
propefty With a numerical value representing a physicat quantity, a quantity of informaton or a
count|of objects

[SOURCE: IEC 61360-1:2017, 3.1.25]

3.1.35%8

quantity
propefty of a phenomenon, body, or substance, where the property hias a magnitude that can
be expressed by means of a number and a reference

Note 1[to entry: The generic concept "quantity" can be divided into severahlevels of specific concepts.

[SOURCE: IEC 61360-1:2017, 3.1.26, modified — amended the Note to entry]

3.1.35%9

reasonably foreseeable misuse
use of a product or system in a way not intended by the supplier, but which can resulf from
readily predictable human behaviour

Note 1[to entry: Readily predictable human behaviour includes the behaviour of all types of users, e.g. the glderly,
childrep and persons with disabilities. For more-~information, see ISO 10377.

Note 2[to entry: In the context of consumer'safety, the term "reasonably foreseeable use" is increasingly usgd as a
synonym for both "intended use" and ‘reasonably foreseeable misuse".

[SOURCE: ISO/IEC GUIDE.51:2014, 3.7]

3.1.360
recip

necegsary set offinformation that uniquely defines the production requirements for a specific
produft.

Note 1[to entry: There are four types of recipes defined in this document: general, site, master and control.

3.1.361

recipe element

structural entity that is used to represent recipe entities and symbols, except transitions and
directed links, that are used in procedure function charts

[SOURCE: IEC 61512-2:2001, 3.7]
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3.1.362

recipe entity

combination of a procedural element with an associated recipe information (for example,
header, formula, equipment requirements, other information)

Note 1 to entry: General, site, master and control recipes are also recipe entities.

[SOURCE: IEC 61512-2:2001, 3.8, modified — Second sentence changed to a Note to entry]

3.1.363
recipe management
Ve hatincludes olfu i reeded j j neral,

life-cylcle management strategy in which a new version of a product.type is developed which
typicdlly fulfills or exceeds the specification, and therefore the compatibility profile, of a prgvious
type

[SOURCE: IEC 62890:2020, 3.1.35]

3.1.365

refer¢nce architecture
architecture description that provides a proven template solution when developing or valigating
an arg¢hitecture for a particular solution

[SOURCE: IEC 60050-741:2020, 741-01-2¢]

3.1.366

reference designation
identifier of a specific object foarmed with respect to the system of which the object is a
constituent, based on one or(more aspects of that system

Note 1|to entry: Terms "object®, "aspect" and "system" are also defined in IEC 81346-1:2009, respectively|at 3.1,
3.3 anq 3.2.

[SOURCE: IEC 62424:2016, 3.37]

3.1.37

refer¢gnce model
mode| that is generally used and recognized as being suitable (has recommendation charpcter)
for dertving specific modets

[SOURCE: IEC PAS 63088:2017, 3.12]

3.1.368

reference time

base timeline used for time constrained models, corresponding to the planned maximum time
interval available for production and maintenance tasks

EXAMPLE: A calendar day with 24 hours; a week.

[SOURCE: ISO 22400-2:2014, 2.1, modified — "constrained" added]


https://iecnorm.com/api/?name=42d3373b27b49143c3ed8e12365a8c18

IECT

R 63283-1:2022 © IEC 2022 - 57 -

3.1.369
relation
aspect or quality that connects two or more things or parts as being or belonging together

[SOURCE: IEC 61360-1:2017, 3.1.27]

3.1.370
releases

emiss

ions to air and discharges to water and soil

[SOURCE: IEC TR 62837:2013, 3.7.8]

3.1.311

reliakjility

ability] of a system to perform a required function under stated conditions for a specified
of timg

[SOURCE: IEC TS 62443-1-1:2009, 3.2.82]

3.1.372

remote access

use of systems that are inside the perimeter of the securitysZone being addressed f
differgnt geographical location with the same rights as whef)physically present at the log
Note 1[to entry: The exact definition of "remote" can vary according*to the situation. For example, access ma
from a Jocation that is remote to the specific zone, but still within the boundaries of a company or organizatig

might represent a lower risk than access that originates from“a*location that is remote and outside of a con
bounddries.

[SOURCE: IEC TS 62443-1-1:2009, 3.2.83]

3.1.3793

remote client

asset|outside the control network\that is temporarily or permanently connected to a host

the cd
contrg

[SOU

3.1.3%
repud
denia
the cg

ntrol network via a communication link in order to directly or indirectly access parts
| equipment on the control network

RCE: IEC TS 62443-1-1:2009, 3.2.84]

4

iation

by one.of the entities involved in a communication of having participated in all or g
mmunication

beriod

om a
ation

y come
n. This
pany’s

nside
of the

art of

[SOU

RCE: IEC TS 62443-1-1:2009, 3.2.85]

3.1.375
requirement
provision that conveys criteria to be fulfilled

[SOURCE: ISO/IEC Guide 2:2004, 7.5]

3.1.376
residual risk
remaining risk after the safety/security controls or countermeasures have been applied

[SOURCE: IEC TS 62443-1-1:2009, 3.2.86, modified — Added "safety"]
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3.1.377
resilience
ability of an IACS organization, process entity or system, to resist being affected by disruptions

3.1.378
resource
asset that is utilized or consumed during the execution of a process

Note 1 to entry: Resources may include diverse entities such as personnel, facilities, capital equipment, tools, and
utilities such as power, water, fuel and communication infrastructures.

Note 2 to entry: Resources may be reusable, renewable or consumable.

3.1.379
resource management application
applidation whose primary function is the management of a single resource

[SOURCE: IEC 61804-2:2018, 3.1.62]

3.1.380
resource relationship network
one of more expressions of a relationship between two or more, fesources

[SOURCE: IEC 62264-4:2015, 3.1.6]

3.1.3?1
revision
defingd status of a software or hardware, including all of its integrated components, which is
explicjitly identified

Note 1[to entry: The explicit identifier is typically a-tevision number.

Note 2[to entry: All revisions should be unigue.
[SOURCE: IEC 62890:2020, 3.1.3#, modified — "by a revision number" deleted and Nofes to
entry pdded]

3.1.382
risk
combination of the probability of occurrence of harm and the severity of that harm

3.1.383

risk analysis
syste}vatic use of available information to identify hazards and to estimate the risk

[SOURCE: ISO/IEC GUIDE 51:2014, 3.10]

3.1.384

risk assessment

process that systematically identifies potential vulnerabilities to valuable system resources and
threats to those resources, quantifies loss exposures and consequences based on probability
of occurrence, and (optionally) recommends how to allocate resources to countermeasures to
minimize total exposure

Note 1 to entry: Types of resources include physical, logical and human.
Note 2 to entry: Risk assessments are often combined with vulnerability assessments to identify vulnerabilities and

quantify the associated risk. They are carried out initially and periodically to reflect changes in the organization's risk
tolerance, vulnerabilities, procedures, personnel and technological changes.

[SOURCE: IEC TS 62443-1-1:2009, 3.2.88]


https://iecnorm.com/api/?name=42d3373b27b49143c3ed8e12365a8c18

IEC TR 63283-1:2022 © IEC 2022 - 59 -

3.1.385
risk evaluation
procedure based on the risk analysis to determine whether tolerable risk has been exceeded

[SOURCE: ISO/IEC GUIDE 51:2014, 3.12]

3.1.386

risk management

process of identifying and applying countermeasures commensurate with the value of the assets
protected, based on a risk assessment

[SOURCE: IEC TS 62443-1-1:2009, 3.2.89]

3.1.387
risk mitigation controls
combination of countermeasures and business continuity plans to manage risk

[SOURCE: IEC TS 62443-1-1:2009, 3.2.90, modified — "to manage risk"@dded]

3.1.388

risk reduction measure

protefctive measure

actionl or means to eliminate hazards or reduce risks

EXAMRLE Inherently safe design; protective devices; personal protective equipment; information for uge and
installation; organization of work; training; application of equipfment; supervision.

[SOURCE: ISO/IEC GUIDE 51:2014, 3.13]

3.1.389
risk tplerance level
level ¢f residual risk that is acceptable to an organization

[SOURCE: IEC TS 62443-1-1:2009, 3.2.91]

3.1.390
robot
industrial robot
automatically controlled, reprogrammable, multipurpose manipulator, programmable in three or
more |axes, which* can be either fixed in place or mobile for use in industrial automation
appligations

[SOUREGE:TEC 62714-2:2015, 3.1.1]

3.1.391
robustness
capability of a system to continue to fulfill its function under changing conditions

[SOURCE: IEC 62890:2020, 3.1.38]

3.1.392
role
set of characteristics that distinguish a resource’s ability to exhibit a set of required behaviours

[SOURCE: ISO 18435-1:2009, 3.22]


https://iecnorm.com/api/?name=42d3373b27b49143c3ed8e12365a8c18

- 60 - IEC TR 63283-1:2022 © IEC 2022

3.1.393

router

network component that establishes a path through one or more computer networks and
forwards packets

Note 1 to entry: In OSI conforming computer networks, a router operates at the network layer.

[SOURCE: IEC 60050-732: 2010, 732-01-18, modified — "functional unit" replaced by "network
component"]

3.1.394

safety
freedom from risk which is not tolerable

3.1.395
safety integrity level

discrgte level (one out of four levels) for specifying the safety integrity réguirements pf the

safetyl-instrumented functions to be allocated to the safety-instrumented systems

Note 1[to entry: Safety integrity level 4 has the highest level of safety integrity; safetyxntegrity level 1 has the Jowest.

[SOURCE: IEC TS 62443-1-1:2009, 3.2.96]

3.1.396
safety network

netwdrk that connects safety-instrumented systems/for' the communication of safety-related

information
[SOURCE: IEC TS 62443-1-1:2009, 3.2.97]

3.1.397
safety-instrumented system
system used to implement one or more safety-instrumented functions

Note 1|to entry: A safety-instrumented system is composed of any combination of sensor(s), logic solver(s), and

actuatqr(s).

[SOURCE: IEC TS 62443=1-1:2009, 3.2.95]

3.1.398
secreft

condifion of information being protected from being known by any system entities except|those

intended to*know it

[SOURGEHECTS62443-4-4-20003-2-08]

3.1.399

security

a) measures taken to protect a system

b) condition of a system that results from the establishment and maintenance of measures to
protect the system

c) condition of system resources being free from unauthorized access and from unauthorized
or accidental change, destruction, or loss

d) capability of a computer-based system to provide adequate confidence that unauthorized

persons and systems can neither modify the software and its data nor gain access to the
system functions, and yet to ensure that this is not denied to authorized persons and
systems
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e) prevention of illegal or unwanted penetration of, or interference with the proper and
intended operation of an industrial automation and control system

Note 1

to entry: Measures can be controls related to physical security (controlling physical access to computing
assets) or logical security (capability to login to a given system and application).

[SOURCE: IEC TS 62443-1-1:2009, 3.2.99]

3.1.400
security architecture
plan and set of principles describing the security services that a system is required to provide

to me

t the needs of its users, the system elements required to implement the service

, and

the pe

Note 1
intentid

[SOU

3.1.4(

seculjity audit

indep
adequ
proce

indicated for countermeasures

[SOU

3.1.4(

secullity control

action
elimin
itsot

Note 1
"contro

[SOU

3.1.4(

secullity components

asset
secur

[SOU

rformance levels required in the elements to deal with the threat environment

to entry: In this context, security architecture would be an architecture to protect the control netwo|
nal or unintentional security events.

RCE: IEC TS 62443-1-1:2009, 3.2.100]

1
bndent review and examination of a system's records and, activities to determir

acy of system controls, ensure compliance with established security policy
dures, detect breaches in security services, and recommend any changes tha

RCE: IEC TS 62443-1-1:2009, 3.2.101]

2
, device, procedure, or technique that reduces a threat, a vulnerability, or an attzs
ating or preventing it, by minimizingdhe harm it can cause, or by discovering and rep|
nat corrective action can be taken

to entry: The term countermeasure has been chosen for this document to avoid confusion with tH
" in the context of process control.

RCE: IEC TS 62443%1-1:2009, 3.2.103, modified — Different Note]

3

5 such asifirewalls, authentication modules, or encryption software used to impro
ty perfermance of an industrial automation and control system

RCE: IEC TS 62443-1-1:2009, 3.2.102]

rk from

e the
and
t are

ck by
orting

e term

e the

3.1.404
security event
occurrence in a system that is relevant to the security of the system

[SOURCE: IEC TS 62443-1-1:2009, 3.2.104]

3.1.405

security function
function of a zone or conduit to prevent unauthorized electronic intervention that can impact or
influence the normal functioning of devices and systems within the zone or conduit

[SOURCE: IEC TS 62443-1-1:2009, 3.2.105]
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3.1.406

security intrusion

security event or a combination of multiple security events, that constitutes a security incident
in which an intruder gains, or attempts to gain, access to a system (or system resource) without
having authorization to do so

[SOURCE: IEC TS 62443-1-1:2009, 3.2.107]

3.1.407

security level
level corresponding to the required effectiveness of countermeasures and inherent security
propefties of devices and SyStEms 10r a ZONe or condult based on assessment of 1Sk 1pr the
zone pr conduit

Note 1[to entry: There are four levels with 1 being lowest and 4 highest.
SL 1 —Prevent the unauthorized disclosure of information via eavesdropping or casual exposure:

SL 2 —|Prevent the unauthorized disclosure of information to an entity actively searching_for it using simple|means
with low resources, generic skills and low motivation.

SL 3 —|Prevent the unauthorized disclosure of information to an entity actively searching for it using sophidticated
means [with moderate resources, IACS specific skills and moderate motivation.

SL 4 —|Prevent the unauthorized disclosure of information to an entity actively searching for it using sophidticated
means [with extended resources, IACS specific skills and high motivation.

[SOURCE: IEC TS 62443-1-1:2009, 3.2.108, modified — Note to entry added]

3.1.408

secul|ity objective
aspedt of security whose purpose is to use certainumitigation measures, such as confidentiality,
integrjty, availability, user authenticity, access~authorization, accountability, etc.

[SOURCE: IEC TS 62443-1-1:2009, 3.2,109]

3.1.4Q9

secullity performance
program’s compliance, compteteness of measures to provide specific threat protection,| post-
compfomise analysis, review of changing business requirements, new threat and vulnergbility
information, and periodic.audit of control systems to ensure security measures remain effective
and appropriate

Note 1|to entry: Tests, audits, tools, measures, or other methods are required to evaluate security gractice
perfornpance.

[SOURCE-IEC TS 62443-1-1:2009, 3.2.111]

3.1.410

security perimeter
boundary (logical or physical) of the domain in which a security policy or security architecture
applies, i.e., the boundary of the space in which security services protect system resources

[SOURCE: IEC TS 62443-1-1:2009, 3.2.110]

3.1.411

security policy

set of rules that specify or regulate how a system or organization provides security services to
protect its assets

[SOURCE: IEC TS 62443-1-1:2009, 3.2.112]
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3.1.41
secur

2
ity procedures

definitions stating exactly how practices are implemented and executed

Note 1 to entry: Security procedures are implemented through personnel training and actions using currently

availab

le and installed technology.

[SOURCE: IEC TS 62443-1-1:2009, 3.2.113]

3.1.41

3

security program

combi

nation of all aspects of managing security, ranging from the definition and communi

cation

of pol
[SOU

3.1.41

secullity services
hnisms used to provide confidentiality, data integrity, authentication, or no repudiafion of

mech
inforn

[SOU

3.1.41

secullity violation

act on
action

[SOU

3.1.41

secullity zone

group

Note 1
zone.

Note 2

a comb
they c3a

[SOU

3.1.41
self-c

cies through implementation of best industry practices, ongoing operation and aud
RCE: IEC TS 62443-1-1:2009, 3.2.114]

4

ation
RCE: IEC TS 62443-1-1:2009, 3.2.115]

5

event that disobeys or otherwise breaches security policy through an intrusion
s of a well-meaning insider

RCE: IEC TS 62443-1-1:2009, 3.2.116]
6
ng of logical or physical assetsthat share common security requirements

to entry: All unqualified usesof the term "zone" in this document should be assumed to refer to a s

to entry: A zone haS“a\clear border with other zones. The security policy of a zone is typically enfo
ination of mechanjisms’both at the zone edge and within the zone. Zones can be hierarchical in the ser]
n be comprisedqof a’collection of sub-zones.

RCE: IEC.TS 62443-1-1:2009, 3.2.117]

7
hecking

ting

br the

ecurity

ced by
se that

built-i

N Tacllity Tor detecting errors in ItsS own tunction

[SOURCE: IEC 60050-192:2015, 192-10-10]

3.1.418
self-recoverability

ability

to recover from a failure, without external action

[SOURCE: IEC 60050-192:2015, 192-01-26, modified — Note 1 to entry deleted ]
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3.1.419
self-testing
built-in test facility for assessing internal system status

[SOURCE: IEC 60050-192:2015, 192-10-11, modified — Note 1 to entry deleted]

3.1.420

sensing element

functional unit that senses the effect of a measured variable at its input and places a
corresponding measurement signal at its output

Note 1[to entry: The corresponding physical unit is named sensor or detecting device.

Note 2[to entry: Examples of sensors are
a) thermocouple
b) foil[strain gauge

c) pH Electrode.

[SOURCE: IEC 60050-351:2013, 351-56-26, modified — New Note 4 to entry, Examples
restructured into Note 2 to entry]

3.1.421
sensgr
unit that detects objects or obstacles in its monitoring rapge-or that is affected by a measurand
and which provides an electrical signal or data representing the detection or the measurgment

EXAMRLE Limit switch, proximity sensor, pressure transmitten 'vibration transducer, strain gauge, photo ddtector.

[SOURCE: IEC 62714-2:2015, 3.1.2]

3.1.422
serve(l:'
devicg or application that provides information or services to client applications and devigces

[SOURCE: IEC TS 62443-1-1:2009, 3.2.119]

3.1.423
servige
distin¢t part of the functionality that is provided by an entity through interfaces

[SOURCE: IEC60050-741:2020,741-01-28]

3.1.424
serviceprovider
organization or part of an organization that manages and delivers a service or services to the
customer

Note 1 to entry: In the definition "organization” means "person or group of people that has its own functions with
responsibilities, authorities and relationships to achieve its objectives

3.1.425

service orientation

paradigm which enables the straightforward exchange, addition or removal of loosely coupled
services

3.1.426
shared-use resource
common resource that can be used by more than one user at a time
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[SOURCE: IEC 61512-1:1997, 3.54]

3.1.427

signal compatibility

level of compatibility from the function view of the compatibility profile related to signal
acquisition and processing

[SOURCE: IEC 62890:2020, 3.1.42]

3.1.428
site

identified physical, geographical, and/or logical component grouping of a manufagturing
enterprise

[SOURCE: IEC 62264-1:2013, 3.1.39]

3.1.429
site recipe
type df recipe that is site-specific

[SOURCE: IEC 61512-1:1997, 3.56, modified — Note deleted]

3.1.430

situafion
large humber of dynamic objects that change state in/time and space and engage each|other
into complex spatio-temporal relationships.

3.1.431
situafion management
synergistic goal-directed process of:

(a) sensing and information collection,
(b) pprceiving and recognizing-Situations,
(c) apalyzing past situations and predicting future situations, and

(d) reasoning, planning) and implementing actions so that desired goal situation is regched
ithin some pre:defined constraints

=

3.1.432
smart
capalyle of some independent action

3.1.433

smart factory

factory whose degree of integration has reached a level which makes self-organizing functions
possible in production and in associated business processes relating to production

Note 1 to entry: The virtual representation of the factory makes intelligent decisions possible. The aim is to increase
efficiency, effectiveness, flexibility and/or adaptability.

[SOURCE: VDI-Statusreport — Industrie 4.0 Begriff / Terms 2019]

3.1.434

smart manufacturing

manufacturing that improves its performance aspects with integrated and intelligent use of
processes and resources in cyber, physical and human spheres to create and deliver products
and services, which also collaborates with other domains within enterprises' value chains
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Note 1 to entry: Performance aspects include agility, efficiency, safety, security, sustainability or any other
performance indicators identified by the enterprise.

Note 2 to entry: In addition to manufacturing, other enterprise domains can include engineering, logistics,
marketing, procurement, sales or any other domains identified by the enterprise.

3.1.435

smart product

produced or manufactured (intermediate) product which in a smart factory delivers the (outward)
communication capability to network and to interact intelligently with other production
participants

Note 1 to entry: The product is a produced or manufactured article or semi-finished product

Note 2[to entry: A digital image is part of the product intelligence and can be localized on the product itselfjut also
spatially separate from it.

Note 3[to entry: Unique identification and product-related information makes it possible for the product to bg linked
to the gmart factory.

[SOURCE: VDI-Statusreport — Industrie 4.0 Begriff / Terms 2019]

3.1.436

smar{ production
dramatic increases in production from how an entity engages with supply chains, applies
collaborative leadership methods, works across disciplines ‘and systems, and how prodfiction
uses (lata and integrated technologies for accelerated improvements.

Note 1|to entry: Adaption of the ISO TMB SAG working definitien of what a Smart City should be: "Produgtivity":
the ratip of work product to work effort. ISO/IEC 20926:2009.

3.1.437

softwjare
intellgctual creation comprising the programs, procedures, rules and any assogiated
documentation pertaining to the operatio¥of a system

[SOURCE: IEC 61804-2:2018, 3.4.64]

3.1.438
softwjare compatibility
level ¢f compatibility from+the function view of the compatibility profile related to software

[SOURCE: IEC 62890:2020, 3.1.43]

3.1.439
sourde database
data dtorage system of the source tool

[SOURCE: IEC 62424:2016, 3.40]

3.1.440
specific energy consumption
energy consumption per physical unit of output

EXAMPLE Gigajoule (GJ) per ton of steel, Btu/ton of product, annual kWh per m2.

[SOURCE: IEC TR 62837:2013, 3.3.10]
3.1.441

spoof
pretending to be an authorized user and performing an unauthorized action
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