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INTERNATIONAL ELECTROTECHNICAL COMMISSION

LOW-VOLTAGE SWITCHGEAR AND CONTROLGEAR -

GUIDANCE FORTHE DEVELOPMENT OF EMBEDDED SOFTWARE

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising

2)

3)

6)
7)

8)

9)

all n -

interpational co-operation on all questions concerning standardization in the electrical and electronic fi
this €nd and in addition to other activities, IEC publishes International Standards, Technical Specifig
Technical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to
Publication(s)”). Their preparation is entrusted to technical committees; any IEC National Committee in

promote
tlds. To
ations,
as “IEC
erested

in th¢ subject dealt with may participate in this preparatory work. International, governmental apd non-

govgrnmental organizations liaising with the IEC also participate in this preparation. IEC/coltaborates
w ith|the International Organization for Standardization (ISO) in accordance with copditions determ
agreement between the two organizations.

The formal decisions or agreements of IEC on technical matters express, as nearly.as possible, an intg

closely
ned by

rnational

congensus of opinion on the relevant subjects since each technical committee has representation flrom all

interpsted IEC National Committees.

IEC Fublications have the form of recommendations for international use and are accepted by IEC N
ittees in that sense. While all reasonable efforts are made to ensure that the technical conten
Publications is accurate, IEC cannotbe heldresponsible for thedvay in which they are used or
misirjterpretation by any end user.

In orfler to promote international uniformity, IEC National Committees undertake to apply IEC Publi
trangparently to the maximum extent possible in their national*and regional publications. Any div4g
betwleen any IEC Publication and the corresponding national or regional publication shall be clearly ind
the latter.

IEC itself does not provide any attestation of conformity. Independent certification bodies provide con
assgssment services and, in some areas, accessto |IEC marks of conformity. IEC is not responsible
serv|ces carried out by independent certification’bodies.

All upers should ensure that they have thelatest edition of this publication.

No li@ibility shall attach to IEC or its directors, employees, servants or agents including individual e xpe|
mempers of its technical committees@nd IEC National Committees for any personal injury, property da
othe[ damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fe
expgnses arising out of the publication, use of, orreliance upon, this IEC Publication or any ot
Publications.

Attention is drawn to the Normative references cited in this publication. Use of the referenced publica
indislpensable for the gorrect application of this publication.

Attention is drawnto\the possibility that some of the elements of this IEC Publication may be the su
patept rights. IE€ shall notbe held responsible for identifying any or all such patent rights.

The main taskof IEC technical committees is to prepare International Standards. Howsg
technigal,committee may propose the publication of atechnical report when it has col
data of|a.different kind from that which is normally published as an International Stands
examplé"state ofthe art".

htional
of IEC
for any

Cations
rgence
icated in

formity
for any

rts and
mage or
bs) and
her IEC

ions is

bject of

ver, a
ected
rd, for

IEC TR 63201, whichis a technical report, has been prepared by subcommittee 121A: Low-
voltage switchgear and controlgear, of IEC technical committee 121: Switchgear and
controlgear and their assemblies for low voltage.

The text of this technical report is based on the following documents:

Enquiry draft Report on voting
121A/256/DTR 121A/287A/RVDTR

Full information on the voting for the approval of this technical report can be found in the
report on voting indicated in the above table.
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This document has been drafted in accordance with the ISO/IEC Directives, Part 2.

The committee has decided that the contents of this document will remain unchanged until the
stability date indicated on the IEC website under "http://webstore.iec.ch" in the data related to
the specific document. At this date, the document will be

e reconfirmed,
e withdrawn,
e replaced by a revised edition, or

e amended.

A bilingual version of this publication may be issued at a later date.

IMPORTANT - The 'colourinside’'logo on the cover page of this‘publication indicates that it
contains colours which are considered to be useful for the, correct understanding of its
contents. Users should therefore print thisdocument using.a,colour printer.
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INTRODUCTION

Programmable electronics are now being integrated within switchgear and controlgear. For
example, soft-starters, electronic overload relays, circuit-breakers with electronic trip units,
proximity switches with builtin micro-controllers and some accessories such as extension
modules and control panels are using programmable electronics with embedded software
called firmware. This embedded software often supports the main functions (see 3.3) provided
by the equipment such as overcurrent protection and otherimportant functions, e.g. alarm

detecti

on from monitoring devices.

The integration of embedded software within switchgear and controlgear should not degrade

the int
Therefq
docum

This d
softwa

approach is mainly used in machinery, automotive, automation and process automation

safety
level o
control
monito
systen
providi

This d
supple

The inflention of this document is to provide guidance about:

—  risK
- em
— sof
— bas
- me

— sof

In this

aritvy_of their main functions combpared to pnurely electromechanical eau
I- AR g g 4 <

re, a minimum set of standard requirements forembedded software is providéd
bnt.

e within safety functions for automation given by IEC 61508-3-. Functional

functions are implemented with multiple components which sheuld matchacons
[ integrity when combined. In other sectors, such as electrie distribution and
systems, key functions such as over-current release, residual current release
ring, etc. should follow installation rules and ,ccQefrdination rules whig
atically safety and reliability related. Therefore, (this document can be s
ng the principles of the good practice given by IEC<61508-3.

pcument is also intended to provide an-up-to-date method with regards
ment SE of UL 489.

assessment aspects in relation to-embedded software;
bedded software evaluation method;

ware architecture;

ic coding rules;

hsures to control seftware errors;

ware verificationyand its relationship with the validation of the equipment or syst

documentthe term “software” is used as a generalized term for embedded softw

ment.
by this

pbcument takes into account the existing best practices for developing embedded

safety
where
istent
power
, load
h are
pen as

to the

are.
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LOW-VOLTAGE SWITCHGEAR AND CONTROLGEAR -

GUIDANCE FORTHE DEVELOPMENT OF EMBEDDED SOFTWARE

1 Sc

ope

This document provides information, and recommended minimum requirements related to
embedded software supporting the main functions of switchgear and controlgear during the
whole lifecycle of the equipment. It includes also the parameterization aspects and basics
about secure coding standards.

This dg
covere

This dg

This dg
or for g
neithern

gives o

NOTE
measur{

2 No

cument can be used in addition to product standard requirements when not. a
.

cument is appropriate for new development or major changes in existing equipm

cument is not intended to cover the functional safety of control systems for mac
utomation which are covered by IEC 62061, ISO 13849-1 andMEC 61508 (all p
the cybersecurity risk which are covered by ISO 27005, and)JIEC 62443 (all par

nly some example of secure coding rules.

Future new publication IEC TS 632081 is under developmentfar implementing embedded cybers
s within switchgear and controlgear based on ISO 27005 and IEC 62443 (all parts).

rmative references

The foIEowing documents are referred to in thee text in such a way that some or all

conten
cited a
any am

ISO/IE

3 Te

For ths
as well

ISO an
addres

constitutes requirements of thissdocument. For dated references, only the
bplies. For undated references, the Tatest edition of the referenced document (in
endments) applies.

C 2382-1:1993, Informatientechnology — Vocabulary — Part 1: Fundamental tern

rms and definitions

purposes of this document, the terms and definitions givenin ISO/IEC 2382-1:
as the following apply.

d IEC,'maintain terminological databases for use in standardization at the fo
5€S;

ready
ent.
ninery

arts),
ts). It

ecurity

bf their
edition
Cluding

S

1993,

lowing

e |EC Electropedia: available at http://www.electropedia.org/

e ISO Online browsing platform: available at http://www.iso.org/obp

3.1

embedded software
software, supplied by the manufacturer, that is an integral part of the equipment and that is
not accessible for partial modification

Note 1 to entry: Firmware and system software are examples of embedded software.

Note 2 to entry: An embedded software can be upgraded by anintegral upload.

1 Future publication IEC TS 63208 is currently at CD stage.


https://www.iso.org/obp/ui/#iso:std:iso-iec:2382:-1:ed-3:en
http://www.electropedia.org/
http://www.iso.org/obp
https://iecnorm.com/api/?name=0ee8a0c46edbf079269bcf82ece4b4f8
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3.2

programmable electronic

based on computer technology which can comprise hardware, software, and input and/or
output units

EXAMPLE The following are all programmable electronics:

— microprocessors;
— micro-controllers;
— programmable controllers;

— application specific digital integrated circuits (ASICs with programmable part);

- p oarammablelogic-contrallers{(PLCs)-
T T Y 77

— ofher computer-based devices (for example smart sensors, transmitters, actuators).

Note 1 tp entry: This term covers microelectronic devices based on one or more central processing unitg (CPUs)
togetheqwith associated memories, etc.

Note 2 tp entry: The term “programmable component”is from ANSI/UL 1998:2013, defimition 2.39.The definition
in ANSI/UL for programmable componentis: “Any microelectronic hardware that can be(programmed in the design
centre, fhe factory, orin the field”. Here the term “programmable” is taken to be “any'manner in which gne can
alter thgd software wherein the behaviour of the componentcan be altered.”

[SOURIE: IEC 61508-4:2010, 3.2.12, modified — In the definitiony “may” changed by| “can”,
“be” and “of” deleted, and addition of a new Note 2 to entry.]

3.3
main function
<switchgear and controlgear> defined function of switchgear and controlgear whose flailure
canrequltinits unwanted operation which can leadto hazardous situations, inthe loss| of its
proteciive function, orin the loss of a key functignality defined by the manufacturer

3.4
systematic failure
failure felated in a deterministic way.foa certain cause, whichcan only be eliminated by a
modifiqation of the design or ‘df the manufacturing process, operational procqdures,

documegntation or other relevant\factors

Note 1t entry: Corrective maintenance without modification will usually not eliminate the failure cause.
Note 2 tp entry: A systematie’failure can be induced by simulating the failure cause.
Note 3 tp entry: Examples of causes of systematic failures include human error in:

— the safety'requirements specification;
— the deSign, manufacture, installation and/or operation of the hardware;

— thedesign and/or implementation of the software.

[SOURCE: IEC 61508-4, 3.6.6, modified — Deletion of Note 4 to entry.]

3.5

full variability language

FVL

type of language that provides the capability to implement a wide variety of functions and

applications

Note 1 to entry: FVL is normally found in embedded software and is rarely used in application software.
Note 2 to entry: FVL examples include: Ada, C, Pascal, Instruction List, assembler languages, C++, Java, SQL.

[SOURCE: IEC 61511-1:2016, 3.2.75.3, modified — Deletion of “designed to be comprehensible
to computer programmers” and Note 1 to entry, remaining notes to entry renumbered.]
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3.6
config

uration management

discipline of identifying the components of an evolving system for the purposes of controlling
changes to those components and maintaining continuity and traceability throughout the

lifecyc

le at a specific point oftime

[SOURCE: IEC 61508-4:2010, 3.7.3, modified — Addition of "at a specific point of time".]

3.7

baseline
<configuration management> agreed set of elements (hardware, software, documentation,

tests..

) of an equipment at a specific pointin time, which serves as a basis for verific

ation,

validat

Note 1t

3.8
coding
coding
set of 1
ensure

Note 1t
and indq

3.9
softw
separa

Note 1t
Internati

[SOURCE: ISO/IEC 12207:2008, 4.43,modified — Addition of a new Note 1 to entry.]

3.10

integration tests

<softw
proces
and the

[SOURCE: IEC-60880:2006, 3.23, modified — Addition of “software units and”, replacen

“compd

on, modification and changes

rules

standard
Lules and guidelines for the formatting of software source codé of a program inte
its readability, maintainability, compatibility and robustness

b entry: Typical aspects of coding rules are naming conventions, file naming and organization, fo

re unit
ely compilable piece of code

entry: Software unit is also called software-module and software component such as in docume|
onal Software Testing Qualifications Board{ISTQB).

are> tests performed during the software units and hardware/software inte
5 prior to the verification and system validation to verify compatibility of the so
hardware

ter-based” and “computer” by “the verification and system validation”.]

3.1

entry: If an elementis changed the status of the baseline is intermediate until a new baseline i defined.

nded to

matting

ntation, comments and documentation, classes, functions and/interfaces, allowed/forbidden sfandard
library finction usages, data types, pointer and reference usage, and-fésting.

hts from

gration
tware

ent of

softwa

re veritication

confirmation by examination (e.g. tests, analysis) that the software, its integration orits units

require

3.12

ments have been fulfilled

static analysis
<software> examination of source code for features that may indicate the presence of
software faults

Note 1 to entry:

or uninit

ialized variables, and unintended execution paths.

Note 2 to entry: Static analysis normally employs computer aided software engineering tools.

[SOUR

CE: IEC 60050-192:2015, 192-09-22]

Static analysis typically reveals unreachable sections of code, unused, misused, doubly-defined
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3.13

system validation

confirmation by examinationand provision of objective evidence that the requirements for a
specific intended use of the equipment or the system are fulfilled

Note 1 to entry: By principle the embedded software is integrated in an equipment or a system. The validation of
this equipment or system includes embedded software related verifications.

4 Risk assessmentand identification of the main functions

Based on manufacturer experience, a system analysis, in the context of the intended
applications of the equipment, including its different modes of operation and the reasonably
foresegable misuse, should determine the list of main functions and their associatedydegree
of risk.

EXAMPUE Sensor detection of an object, overcurrent protective function, continuity of supply;poewer off § motor
system.

A risk assessment method such as IEC Guide 116 should be used for this’purpose.

Each spftware part implementing a main function should be managed according to the method
providgd in this document.

5 Designmanagement

5.1 DObjective

A part|cular organisation of the software design is necessary to ensure the complete
realisafion of the main function according to.its'original specification.

This organisation should be defined by a\software management plan which may be a c|learly
identified part of a global design management plan.

5.2 $Poftware managementplanofthe main functions

This plan is required far\'defining the management of the activities along the so¢ftware
development lifecycle forthe specification and the verification of the software related tg main
functions (see 3.3).

The orpanisatien{should be defined with the roles and associated responsibilities for the
managgement (starting, controlling) and the execution of the activities.

It shoyld<be drawn up, documented and updated as necessary. It is intended to provide
measures for preveniing incorrect specinication, implementation, or modification ISSUES.

The software management plan of the main functions should be adapted to the project.

In particular, the plan should:

a) identify the relevant design activities for the development of the parts related to the main
functions (essential design activities and their organisation in appropriate sequences are
illustrated in Figure 2);

b) describe the policy and strategy to fulfil the specified requirements related to the main
functions;

c) describe the strategy for the development, integration, and verification which may include
conformity assessment;
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d) identify authorized persons, departments or other organisation units and resources that
are responsible for carrying out and reviewing each of the main functions design activities;
the level of appropriate competency (i.e. training, technical knowledge, experience and
qualifications) should be taken into account;

e) identify or establish the procedures and resources to record and maintain information
relevant to the main function of the equipment, takinginto account the risk assessment
results and the change management;

f) describe the strategy for configuration management taking into account relevant
organizational issues, such as authorized persons and internal structures of the
organization;

g) describe the strategy for modification;

h) esthblish a software verification plan as detailedin 7.4.3.

5.3 Configurationmanagement

The copfiguration management is a system engineering process establishing.and maintaining
consisfency of the equipment performance, functional, and physical’attributes with its
requirgments, design, and operational information throughoutits life. lt,consists of veyifying
whethdgr the software and hardware elements of the equipment are idefntified and documented
in sufficient detail to support its projected lifecycle. This process facilitates the managgment
of the |equipment information and the equipment changes for allowing revise capability;
improve performance, reliability, or maintainability; extend life; reduce cost; reduce rigk and
liability; or correct defects.

The main operational aspects of configuration management are:

— ide|ntification of the structure of the equipment;-by identifying its elements e.g. system,
subsystems, functions, function blocks, m@anagement documents, tools for creating a
bageline;

— controlling of the release of an elemght created during each lifecycle phase at asgecific
poiptin time;
— reclording and reporting of the status of each element whichis and/or will be paft of a
bageline;

— auditandreview of all elements and maintaining consistency among all elements of a
bageline.

Procedures should be-developed for configuration management of the equipment duripg the
overall|development lifecycle phases of the equipment system and software, incluging in
particuflar:

a) the| point,in“respect of specific phases, at which formal configuration control i$ to be
implemented;

b) the[ pfocedures to be used for uniquely identifying all constituent parts of an item
(hardware and software);

c) the procedures for preventing unauthorized elements from entering into service.

The configuration management procedures should be implemented in accordance with the
software management plan.

The procedures for an appropriate change-control-process should consider the requirements
of procedures for defining a unique baseline of each version of the equipment including all

related configuration items.

5.4 Change management

If a modification related to a main function is to be implemented, then relevant activities
should be identified specifically and an action plan should be prepared, documented and
approved before carrying out any modification.
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The request for a modification can arise from, for example:

— main functionrequirements specification changed;

— conditions of actual use;

— incident/accident experience;

— change of material processed;

— modifications of the equipment or of its operating modes.

NOTE 2

Interventions (e.g. adjustment, setting, repairs) on the equipment made in accordance with the
information for use or instruction manual for the equipment are not considered to be a modification in the context of
this subclause.

The reJason(s) for the request for a modification should be documented.

The effect of the requested modification should be analysed to identify the effect‘on the

functio

The mq
be doc

All acc
approp

integraftion, installation, commissioning, verification and s{stem validation). All subsg

phases

procedures specified for the specific phasesin this document. All relevant documents §

be revi

5.5

Any s

development lifecycle.

A defe

— ac
- ad

— an

n.

dification impact analysis and the effect on the main function afithe equipment s
Limented.

epted modifications that have an effect on the equipmentishould initiate areturn
riate design phase for its hardware and/or for its software (e.g. specification, d

and management procedures should then bé. carried out in accordance w

Eed, amended and reissued accordingly.

Defect management

pftware development requires a.solid defect management process all alo

t can be:

bnsequence of a coding fault;
bviation from thecoriginal requirement;

inexpected hehaviour on an external event.

.S

main

hould

to an
bsign,
quent
ith the
hould

hg the

Start |
> New » Analysed — Implemented — Verified ——
Rejected Closed e—

IEC

Figure 1 - Defect management process

Defect process workflow varies depending on development team practices. Upper Figure 1

gives a

n example of process flow for defect lifecycle with the following states:
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— New: this will be the first step to identify the defect in the process. Most of the time the
test team are the one who usually submitdefects and sometimes the customer can also
report about defects;

— Analysed: once the defect registered, the development team setup all means to
reproduce and understand the defect root cause. Usually defect severity is set or modified

during this step;

— Rejected: according to the type of defect or severity of the defect, defect resolution may
be rejected;

— Implemented: developer fixes the defect and places itinthe same place from where it
was identified;

_  Verified: ; is fived tl ficati ifi | : L

fixd
- Clo

NOTE
delivery

d and the system is working as expected;

sed: once it is fixed, documented and resolved it is marked as closed case:

Fach state of the defect process workflow can be assigned to a specific project teammember, w,
date.

5.6 $ystem build and release processes

5.6.1

Buildin
be high

Hence
under

5.6.2

Each s
commd

- am
sup
Ver

- am

Eachs
feature]

6 Mas

Binary generation

g the software binaries that will run on the target (switchgear and controlgear) s
ly predictable, i.e. same sources shall generate samé binary.

build tools (compiler, linker, downloader...) and theirused options shall be h{g
onfiguration management.

Release management

oftware release should be identified by a unique version/revision number. Th
n numbering convention identifies'major, minor and patch releases:

ajor version is incremented when there is a compatibility break or several new fg
port. Usually when MAJOR=0, the software is still in development phase or i
sion;

inorrevision is incremented when few additional features are supported;

htch release is incremented for bug-fixes.

pftware release€ shall be documented by notes which detail the release content
s, list of fixed defects and known limitations.

nual'parameterization of the embedded software

ctually

ith due

hould

ndled

B most

atures
n Beta

B: hew

6.1 General

Some

equipment needs manual parameterization to carry out a main function. The
parameterization can be done via a remote connection (e.g. PC-based configuration tool) or a
human machine interface (e.g. display, DIP-switches, potentiometer, knobs, memory-cards)
connected to the equipment.

The objective of the requirements for software-based manual parameterization is to guarantee
that the main function related parameters are correctly selected and transferred into the
equipment performing the main function. These parameters should not affect a main function
in an unintended nor an unauthorized manner.
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Different methods can be applied to set such parameters; even DIP-switch based
parameterization may be used to set or change main function related parameters. However,
tools with dedicated parameterization software, commonly called configuration or
parameterization tools, are becoming more prevalent. This subclauseis limited in scope to
only manual, software-based parameterization that is performed and controlled by an
authorized person. These requirements apply if the parameterization occurs at initial
commissioning of the equipment, or if the parameterization occurs at any point in the lifecycle
of the equipment.

6.2 Influenceson main function related parameters

During software-based manual parameterization, the main function parameters can be
affectef by several influences, such as:

— datp entry errors by the person responsible for parameterization;

— faults of the software of the parameterization tool;

— faults of further software and/or service provided with the parameterization tool;
— faults of the hardware of the parameterization tool;

— faults during transmission of parameters from the parameterization'tool to the equipment;
— faults of the equipment to store transmitted parameters correctly;

— sysgtematic interference during the parameterization process, e.g. by electromggnetic
intgrference or loss of power;

— intgrference due to external influences or factors, sich as electromagnetic interference or
(random) loss of power.

Withoyt appropriate measures, the influences listedabove can occur without noticefto the
personfresponsible for the parameterization and'tead to the following:

— parpmeters are not updated by the parameterization process, either completely or in parts;
— parpmeters are incorrect, either completely orin parts;
— parpmeters are applied to an incorrect device, suchas when transmission of parameters is

carfied out via a wired or wireless network.

Measufes should be applied“to counteract, avoid or control potential dangerous fpilures
caused by the influences listed above.

6.3 Requirementsforsoftware-based manual parameterization

Software-based manual parameterization should use a dedicated tool provided by the sjupplier
of the pquipment or the related subsystem(s). This tool should have its own identifjcation
(name,|versiony etc.). The equipment or the related subsystem(s) andthe parameterization
tool shpuldi\have the capability to prevent unauthorized modification, forexample by uging a
password:

When the parameterization process can cause an unsafe state, the parameterization should
be carried out off-line with the equipment in a safe state. The following requirements should
be fulfilled in addition:

a) the design of the software-based manual parameterization should be considered as a
main function related aspect of the equipment design that is described in a main function

requirements specification, e.g. in the systemrequirements specification;

b) the equipment or subsystem should provide a data checking systemthat carries out e.qg.
checks of data limits, format and/or logic input values;

c) theintegrity of all data used for parameterization should be maintained. This should be
achieved by applying measures to:

— control the range of valid inputs;

— control data corruption before transmission;
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control the effects of errors from the parameter transmission process;
control the effects ofincomplete parameter transmission; and

control the effects of faults and failures of hardware and software
parameterization.

of the

The software units used for encoding/decoding within the transmission/retransmission
process and the software units used for visualization of the main function-related parameters
tothe user should, as a minimum, use diversity in function(s) to avoid systematic failures.
Diversity in this case consists of using a totally different transmission method to reduce the

probab

6.4 rI’Erm?TFUHWmtlon toot
As a minimum, the following verification activities should be performed to verify, the

functio
— veri
vali

— veri
det

— veri

relgted parameters.

NOTE
intende

6.5

Softwa

paramgterization tool provided by the supplierof the equipment, and should be docum
accordjng to the requirements given in thesinformation for use. This information can ori
from dlifferent parties. It can be stoked in different locations (paper, digitally,
paramgterization tool, on the equipment, etc.). Protective measures against unauth
accesq shouldbe activated and used.

The ini
docum

a) the

intq
b) the
c) the
d) the

e) an
pre

This is of particular importance where the parameterization js\¢arried out using a device not speq

ility of common cause failure.

hality of the parameterization tool:

[fication of the correct setting for each main function related parameter(check a
d values);

[fication of the plausibility for each main function related patameter, for exam
bction ofinvalid parameter combinations;

[fication that means are provided to prevent unauthorizedmodification of main fU

for this purpose (e.g. personal computer or equivalent).

Documentation of software-based manual‘parameterization

e-based manual parameterization .sheuld be carried out using the deg

tial parameterization, and subsequent modifications to the parameterization, shg
ented. The documentation should include:

identification of {he parameterized equipment when the documentation is not
rnally;

date of initfial parameterization or change;

date.erwversion number of the data set;

name of the authorized person carrying out the parameterization;

basic

jainst

ple by

nction

ifically

icated
ented
jinate
pon the
orized

uld be

tored

ndication of the origin of the data used (€.9. pre-defined parameter sets, as 1e
vious setting after the last change);

f) clearidentification of main function related parameters.

7 Designlifecycle

7.1 General

ft at a

All lifecycle activities of embedded software should focus on the avoidance of faults
introduced during its design lifecycle. The main objective of the following requirements is to

produc

e readable, understandable, testable, maintainable and correct software.
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Where the software performs both non-main functions and main functions, then all of the
software should be treated as main function related, unless sufficientindependence between
the functions can be demonstrated in the design. It is therefore preferable to separate non-
main functions such as basic equipment functions from main functions wherever practicable.

7.2 Toolsusage

A suitable set of tools, including configuration management, simulation, and test equipment
with test generator (e.g. “break out box”) should be selected. The availability of suitable tools
for service, updating the equipment, and parameterization over the lifetime of the equipment
should be considered. The suitability of the tools should be explained and documented in the
configuration management documentation.

Suitabllity should be proven as follows:
— an analysis carried out to identify possible effects of a failure caused by thesetools|in the
too| chain; and
— apgdropriate fault avoiding and fault controlling measures be selected;-applied, and their
effdctiveness be verified via rigorous testing and the results documented.

NOTE 1| The appropriateness of fault avoiding and fault controlling measures depends on the severity of the
conseqgyence of a failure. The basis of this evaluation is an analysis. This analysis’can be achieved only when
there is jp certain knowledge regarding the application of the support tool and\of'the equipment.

NOTE 2| The effect of failures can vary between different support toals, Therefore IEC 61508-4 differgntiates
betw eer| three categories for off-line support tools used within the seftware development lifecycle. The alnalysis
points opt, if a classification for off-line support tools, which are intended to be used outside the software I{fecycle,
is appropriate.

NOTE 3| See IEC 61508-4 for definition of support tools and'examples.

NOTE 4| This document does not specify any measures.for avoiding or controlling faults of off-line supporft tools.
For examples, see 7.4.4 of IEC 61508-3:2010.

NOTE 5| Appropriate actions can be taken to ensure that the software tools used in manufacturing (progrgmming
and configuration tools) do not alter the embedded software integrity.

7.3 $oftware lifecycle

7.3.1 Software lifecycle model

1%

A software lifecycle model which is resolved into distinct phases should be used (
model)f including management and documentation activities.

.g. V-

Any software life¢ycle model may be used provided all the objectives and requirements|of this
subclapse arexnret. Embedded software should be verified as describedin 7.13.

Embedded’software is utilizing fully variable programming languages. The detailed V-mlodel in
Figure 2 is applicable.

NOTE 1 On the left side of the V-model the output of each phase is reviewed. Review means to check the output
of a phasein the V-model against the requirements of the input of the same phase. The arrows “Review”
represents the first step of the software verification.

NOTE 2 Project management techniques and processes appropriate for the size and scope of the project are the
most appropriate methods.

NOTE 3 In the V-models the feedback loop arrows “Verification” represents the results of test cases according to
the specification and, in addition, the need for more precise test case requirements and specifications.
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v

Verified

System Requirements Verification Software testing
requirements definition (7.4) (7.13) (7.10) software

A

Software requirements Review

e . L 1
specification Software architecture Verification from Software integration
(7.5) — T T Tarch.spec.” T T test (7.9)
A

A Verificati
) ) erification from
Software architecture Review unit spec.

.f. t. :
specilicalion - (s ttware unit design| _ _ | Software unit test
(7.6) (7.8)
A

] A

Softwarle unit Review Codes reviewed
|

specification I
\—b[ Coding (7.7) J

Figure 2 - V-model of software lifecycle

Integration tested

Tested units

7.3.2 Independence of review, testing and verification actiyities

Where|this document requires carrying out review or testingiverification activities,
should|be performed by persons not involved directly in the design of the embedded so

IEC

these
tware,

i.e. who are independent of the design process. The parties concerned may be other pgrsons,

departiments or bodies who/which are not subordinaté to the design department wit
organization’s hierarchy. The level of independence.should be commensurate with the

The popsible levels can be:

— othgrperson;
— independent person;
— independent department;

— independent organisation.

hin the
isk.

Depen
for independent persons_\and departments may have to be met by using an e
organigation. Conversely; companies that have internal organisations skilled i
assesgment and the application of main function, that are independent of and separa
ways of managementand otherresources) from those responsible for the main develop
able tocuse their own resources to meet the requirements for an indep
organigation.

ing upon the company organisation and expertise within the company, the requi(:ement

ternal
n risk
te (by
ment,
endent

same

An “otherperson” can be involved in the same project, but may not be involved in the
softwa i vities: i i ; j
is not involved in the software design activities and does not have responsibility for p

t, but
roject

management and does not have a superiorrole. An “independent department” is notinvolved
in design activities of the project. An “independent organisation” is separate and distinct, by
management and otherresources from the organisation responsible for the design activities of

the project.

Factors that make an independent department more appropriate than an independent person

are:

— better experience with a similar design;
— greaterdegree of complexity;

— projectsize.
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7.4 Requirementsdefinition
7.4.1 General

The software should be developed on basis of the system requirements and managed
throughout the lifecycle of the equipment.

The software requirements specification should be detailed accordingto 7.4.3.

7.4.2 System requirements

To support the software development process, the following information is necessary:

a) spdgcification of the main function(s);

b) corffiguration or architecture of the equipment (e.g. hardware architecture, witing diagram,
ma|n functionrelated inputs and outputs);

c) responsetime requirements;

d) opgratorinterfaces and controls, such as: switches, joysticks, mode selector, dials,|touch
sersitive control devices, keypads, etc_;

e) relg@vant modes of operation of the equipment;

f) requirements on diagnostics for hardware including the characteristics of sensors|, final
actuators, etc.; and

g) effgcts of mechanical tolerances, e.g. of sensors and/or their sensing counter parts
7.4.3 Software requirements specification

7.4.3.1 Design requirements

The software requirements specification should be:

— structured, reviewable, testable, understandable, maintainable and operable;

— deyeloped for each subsystem on the basis of the equipment specificatign and
arclhitecture;

— sufficiently detailed to allow/proper software verification and testing;

— trageable back to thelspecification of the system requirements of the equipment. This
mepns that the specification is understandable such that another person (e.g. non-
software specialist) can verify if the specification corresponds to the software felated
sygtemrequirements defined in the risk assessment;

— fre¢ of amliiguous terminology and irrelevant descriptions.
It shodld, be)possible to relate the inputs of the software requirements specification in a
straighIFforward manner to the desired outputs and vice versa. Where appropriate, easy
readable semi-formal methods such as cause & eliect tables, logic, tables or diagrams,

function-blocks or sequence diagrams should be used in the documentation.

The following should be specified within the software requirements specification:

a) logic of the main functions, including inputs and outputs and proper diagnostics on
detected faults. Possible methods include, but are not limited to, “cause and effect” table,
written description or function blocks;

NOTE 1 Faults can also be detected by hardware (e.g. signal discrepancy detected by input card). Such
detection of faults are part of the software requirements specification.

b) test case(s) specifications that include:

— the specific input value(s) for which the test is carried out and the expected test results
including pass/fail criteria;

— faultinsertion orinjection(s).
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c)

NOTE 2 For simple functions the test case(s) can be given implicitly by the specification of the main function.

diagnostic functions for input devices, such as sensing elements and switches, and final
control elements, such as solenoids, relays, or contactors;

functions that enable the equipment to achieve or maintain a safe state;
functions related to the detection, annunciation and handling of faults;
functions related to the periodic testing of equipment(s) on-line and off-line;

self-monitoring of control flow and data flow of the equipment. On failure detection,
appropriate actions should be performed to achieve or maintain a safe state;

functions that prevent unauthorized modification of the equipment;

interfacestoothereguipment:
maj|n function response time;
algprithmic model of signal processing function; and

codingrules.

NOTE 3| Guidance on software documentation is givenin IEC 61508 (all parts) and ISO//E€/IEEE 26512:2018.

The information in the software requirements specification should\be reviewed against the
systemrequirements specification and, where necessary, revised(fo ensure that the software

requirggments are adequately specified.

7.4.3.2 Specification of the programming languageland the associated development

methods

Additignal requirements should be applied when_afull variability language is used [for the

design|of embedded software.

Tables|of Annexes A and B of IEC 61508-3:2010 should be taken into consideration whien it is

appropfiate to use alternative techniques@nd measures of an equivalent effectiveness.

The dgsign and choice of the langlage chosen should take into account the following

featurels, depending on the compléxity of the application:

a)

abgtraction, modularity andother features which control complexity; wherever pos|sible,
the| software should <be. based on well-proven logic functions which may include user
library functions and well-defined rules for linking logic functions;

exgression of:
— functionafity, ideally as a logical description or as algorithmic functions;
— Jnformation flow between modular elements;

— peguencing and time-related requirements;

: : 4 H
- IIIIIIIH CUTTo LI dirits,

concurrency and synchronized access to shared resources;

data structures and their properties, including data types, validity of data ranges;

exception handling.

comprehension by developers and others who need to understand the design, both from a
functional understanding of the application and from a knowledge of the constraints of the
equipment technology;

software verification plan which gives the method of evaluating the required integrity of
the main functions, the verification strategies and tools and the evaluation of the results
and how the corrective actions will be managed;

related part of the system validation plan that should include in additionthe intended use
test cases;

maintenance procedures, e.g. modification.
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7.5 Software architecture
7.5.1 General

The software architecture should be established for fulfilling the software requirements
specification. The software architecture defines the major elements and subsystems of the
software, how they are interconnected, and how the required attributes will be achieved. It
also defines the overall behaviour of the software, and how software elements interface and
interact. Examples of major software elements include operating systems, databases,
input/output subsystems, communication subsystems, application programs, programming

and diagnostic tools, etc.

The softwarearchitecture stoutdfotowamodutarapproactrwithratimmitedsoftware o size,

a fully|defined interface and one entry/one exit point in subroutines and functigns| Each
softwafe unit should have a single, clearly understood task and should be lirmited |to one
complgte main function.

7.5.2 Software architecture specification

A software architecture specification should be provided as an‘gutput of the software
architecture design. This should explain the main software aspects such as indicated|in the

following list, for example:

— soffware architecture that defines the structure decided to satisfy the so¢ftware
requirements specification;

— global data;

— datp libraries used;

— pretexisting software units used,;

— diagnostic functions (internal, external);

— programming tools including informatien which uniquely identifies the tool;

— soffware integration test casescand procedures, including specification of the test
environment, support software,  configuration description and procedures for corrective
act|on on failure of test.

The information contained in the software architecture specification should be reyiewed
against the software requirements specification.

7.6 $oftware unitdesign
7.6.1 General

Where| previously developed software units are to be reused as part of the design, their
suitabilityin satisfying the specification of requirements of the main function software ghould
be anatysed—Constraimts fromrtheprevioussoftware devetopmentenviromment(forexample
operating system and compiler dependencies) should be evaluated.

7.6.2 Inputinformation

For software units the following information should be available in the software architecture
specification:
1) software unit description;

2) software unit interface (inputs and outputs with data types), and (if necessary), with
dataranges;

3) identification of the libraries used;

4) special codingrules.
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7.6.3

The so

1)
2)

Software unit specification
ftware unit specification should contain the following information:

description of the logic (i.e. the functionality) of each software unit;
fully defined input and output interfaces assigned for each software unit;

3) format and value ranges of input and output data and theirrelation to software units;

4)

5) pocumemntatiomofthemterrupts:
This information should be reviewed against the input information (see 7.6.2).
7.7 Coding

Softwafe should be developed in accordance with the software unit specifications and g

rules.

manufgcturer. The code should be reviewed against the software\unit specificatio

coding

NOTE 1

becoming incomprehensible.

NOTE 2
languag

NOTE 3

The fol

— ran

— temporal and/or logical program-sequence monitoring to detect a defective p
seduence;

— lim
NOTE 4

The ou

— soyrce codelisting;

— code revigw-report.

For liniting cybersecurity risks, secure coding rules should be applied. Depending

cybers
secure

test cases which should include normal and outside normal operation;

NOTE Although test cases usually comprise the individually testing of parameters within their sp
ranges, a varying combination of these parameters can introduce unpredicted operation.

ecified

Coding rules can be either well-known industry standards apr-can be internal

rules.

Coding rules are intended to restrict the freedom of programmin@yin order to avoid the progra

Coding rules usually define a subset of a programming 4anguage or use of a strongly typed prog
e (see C.4.1of IEC61508-7:2010, MISRA C).

Code review can be manual or automatic throughsstatic code analysis tools.
owing programming techniques should'be used to avoid systematic failures:

je checking and plausibility checking of variables and configuration parameters;

ting the number or extént of global variables.

See Annex G of IEC 81508-7:2010 for guidance on object-oriented architecture and design.

fput of coding Should comprise:

oding
to the
s and

m code

ammin g

fogram

on the

r\nrify rnqnirnmnnfe’ the embedded npnrnting defnm and the prngrnmming lang
9

uage,

coding rules can vary significantly.

For example, in the case of a high level of integrity, a medium level of availability, an
operating system limited to the manufacturer applications and C language, the following rules
from ISO/IEC TS 17961:2013 and CERT/CC C should be used (each dashed item includes

hyperli

nksto SEI CERT C Coding Standard rules, identified by textin blue colour):

— never trustuserinput: sanitize data passed to complex subsystems and exclude user input
from format strings;

— check boundaries when using container types: do not form or use out-of-bounds pointers
or array subscripts and do not add or subtract an integer to a pointerto a non-array object;

— secure memory management: allocate sufficient memory for an object and only free
memory allocated dynamically;


https://wiki.sei.cmu.edu/confluence/display/c/STR02-C.+Sanitize+data+passed+to+complex+subsystems
https://wiki.sei.cmu.edu/confluence/display/c/FIO30-C.+Exclude+user+input+from+format+strings
https://wiki.sei.cmu.edu/confluence/display/c/FIO30-C.+Exclude+user+input+from+format+strings
https://wiki.sei.cmu.edu/confluence/display/c/ARR30-C.+Do+not+form+or+use+out-of-bounds+pointers+or+array+subscripts
https://wiki.sei.cmu.edu/confluence/display/c/ARR30-C.+Do+not+form+or+use+out-of-bounds+pointers+or+array+subscripts
https://wiki.sei.cmu.edu/confluence/display/c/ARR37-C.+Do+not+add+or+subtract+an+integer+to+a+pointer+to+a+non-array+object
https://wiki.sei.cmu.edu/confluence/display/c/MEM35-C.+Allocate+sufficient+memory+for+an+object
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— call only safe function within a signal handler: call only asynchronous-safe functions within
signal handlers and do not access shared objects in signal handlers;

— miscellaneous rules: default deny and adhere to the principle of least privilege.
7.8 Software unit test

Each software unit, which was not previously assessed, should be tested as required against
the test cases defined in the software unit specification.

If the software unit does not pass the testing, then predefined corrective action should be
taken.

The te$t results and corrective actions should be documented.

Softwafe unit testing should use as a minimum the technique of dynamic analysis/and testing
(B.6.5pfIEC 61508-7:2010).

7.9 $oftware integration test

The sdftware should be tested against the integration test cases following the s¢ftware
architelcture specification. The results of software integration testing should be documepted.

Two different steps shall be performed as follows:

1) poftware integration where only software modules interaction is checked (thrpugh a
dedicated software integration test tool);

2) poftware integration with hardware wheresthe same modules are verified with their
nteraction on the effective physical target'(allowing effective timings measurement and
global behaviour checking).

NOTE The objective of these tests is to show thatall software units and software elements/subsystems ijnteract
correctly to perform their intended function and do not perform unintended functions. This does notimply tg¢sting of
all input|combinations, nor of all output combipations. Testing all equivalence classes or structure based|testing
can be dufficient. Boundary value analysis\(C.5.4 of IEC 61508-7:2010) or control flow analysis ($.5.9 of
IEC 61508-7:2010) can reduce the.test cases to an acceptable number. Analysable programs njake the
requirements easier to fulfil.

7.10 $oftware testing
7.10.1| General

The main goal ofiseftware testingis to ensure that the functionality as detailed in the sqftware
requirgments-specification is achieved.

The mainoutput of software testing is a document e.g. atest report withtestcases an|d test

res ultstalewinganassessmentofthetesteoverage:
Software testing should also include failure simulation and the associated failure reaction.

When previously-tested software units which incorporate failure detection and reaction are
utilised (e.g. discrepancy of input signals or feedback contact of output) then the test ofthose
failure detection and reaction is not necessary. In that case only the integration of these
software units should be tested.

Software testing can be carried out as part of the system validation if testing is performed on
the target hardware integrated in the equipment or the system, according to specified end-
useruse cases such as out-of-the-box experience, or software upgrading.

Functional testing as a basic measure should be applied. Code should be tested by simulation
where feasible.
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https://wiki.sei.cmu.edu/confluence/display/c/SIG31-C.+Do+not+access+shared+objects+in+signal+handlers
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It is recommended to define general guidelines or procedures for the testing of embedded
software. These guidelines or procedures should include:

7.10.2| Test planning and execution

Test planning based on test cases should include:

Testing of software includes two types of activities:

types of tests to be performed,;

specification of test equipment including tools, support software and configuration
description;

management of software versioning during testing and correcting of embedded software;
defect tracking process with e.g. bug registering, rating, fixing, approval;
corrective actions on failed test;

criteria for the completion of the test with respect to the related functions or requirements;

phyjsical location(s) of the testing, which may be completed by the testing meanssuych as
computer simulation, bench top, or on the equipment’s hardware.

definition of roles and responsibilities by name;
ins{allation of the testing environment;
fungtional aspects of testing.

static analysis: analysis of software, e.g. by manualréview such as “4 eyes” code rgview,
inspection, walk-through, control flow analysis, dataflow analysis or by automated code
angdlysis, e.g. with MISRA-Checks. Static analysis is normally performed by the code
dewveloper during the code implementation process;

dyrlamic testing: execution of the software in a controlled and systematic way, sq as to
demonstrate the presence of the-réquired behaviour and the absence of unywanted
behaviour. This includes, in particular, functional testing or black-box-testing.

In the garly phases of the softwarélifecycle, verification is static. Dynamic testing be¢omes
possible when the code is produced and is operational. For verifying the output of software
lifecycle activities, both activities are required in combination. For further description of|static

analys|s and dynamic testing, see IEC 61508-3.

The foljowing is required for the software verification and testing of embedded software|:

stafic analysis'shall be performed and documented;

dynamictesting should be performed and documented, every subprogram (subroufline or
function) should be called at least once (entry points) during testing;

all statémentsin the code should be executed at least once during dynamic testing;

where software is used in diagnostic functions for controlling random hardware failures,
dynamic testing should address the correctimplementation of the diagnostics e.g. by fault
insertion testing;

dynamic testing should include a final test on the target hardware.

7.11 Documentation

All lifecycle activities should be traceable forwards and backwards from the system
requirements through the completed software verification plan.

The inputs and outputs of all software lifecycle phases should be documented and made
available to the relevant persons.

The test activities results and corrective actions taken should be documented.
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