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INTERNATIONAL ELECTROTECHNICAL COMMISSION

ASSIGNMENT OF SAFETY INTEGRITY REQUIREMENTS -
BASIC RATIONALE

FOREWORD

The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
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Hition to other activities, IEC publishes International Standards, Technical Specifications, Techhical
cly Available Specifications (PAS) and Guides (hereafter referred to as "IEC Publication(s)
hration is entrusted to technical committees; any IEC National Committee interested in the‘subject

barticipate in this preparatory work. International, governmental and non-governmental(organization
he IEC also participate in this preparation. IEC collaborates closely with the International Organi
Hardization (ISO) in accordance with conditions determined by agreement betwegen the two organiz

ormal decisions or agreements of IEC on technical matters express, as nearlyJas possible, an inte
bnsus of opinion on the relevant subjects since each technical committee“has representation
ested IEC National Committees.

Publications have the form of recommendations for international use”and are accepted by IEC
mittees in that sense. While all reasonable efforts are made to ensure that the technical conten
cations is accurate, IEC cannot be held responsible for the way in which they are used or
terpretation by any end user.

der to promote international uniformity, IEC National Committees undertake to apply IEC Pul
parently to the maximum extent possible in their national and regional publications. Any divergence
EC Publication and the corresponding national or regional publication shall be clearly indicated in t

tself does not provide any attestation of conformity. Independent certification bodies provide cd
ssment services and, in some areas, access to/lEC marks of conformity. IEC is not responsiblg
Ces carried out by independent certification bodies.

ers should ensure that they have the latest’edition of this publication.

Bbility shall attach to IEC or its directors; employees, servants or agents including individual exp
bers of its technical committees and¢/[EC National Committees for any personal injury, property d3
damage of any nature whatsoever, whether direct or indirect, or for costs (including legal f4
hses arising out of the publication, use of, or reliance upon, this IEC Publication or any o
cations.

tion is drawn to the Normative references cited in this publication. Use of the referenced public]
bensable for the correct.application of this publication.

tion is drawn to the-passibility that some of the elements of this IEC Publication may be the subject
. IEC shall not be‘held responsible for identifying any or all such patent rights.

63161 has-'been prepared by IEC technical committee 44: Safety of mach
technical.aspects. It is a Technical Report.
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Draft Report on voting

44/935A/DTR 44/954/RVDTR

Full information on the voting for its approval can be found in the report on voting indicated in
the above table.

The language used for the development of this Technical Report is English.

This document was drafted in accordance with ISO/IEC Directives, Part 2, and developed in
accordance with ISO/IEC Directives, Part 1 and ISO/IEC Directives, IEC Supplement, available
at www.iec.ch/members_experts/refdocs. The main document types developed by IEC are
described in greater detail at www.iec.ch/standardsdev/publications.


http://www.iec.ch/members_experts/refdocs
http://www.iec.ch/standardsdev/publications
https://iecnorm.com/api/?name=58dded663d936be102f8ca67801e9d3a

IEC TR 63161:2022 © IEC 2022 -5-

The committee has decided that the contents of this document will remain unchanged until the
stability date indicated on the IEC website under "http://webstore.iec.ch" in the data related to
the specific document. At this date, the document will be

e reconfirmed,

e withdrawn,

e replaced by a revised edition, or

e amended.

IMPORTANT - The 'colour inside' logo on the cover page of this publication indicatées jthat it
contajns colours which are considered to be useful for the correct understanding |of its
contepts. Users should therefore print this document using a colour printer.
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INTRODUCTION

This document describes an example basic logical rationale for assigning a safety integrity
requirement to a safety related control function in a risk based approach. The parameters for
the assignment are explained. It is described how these parameters can relate to the risk
assessment according to ISO 12100 and to the safety integrity requirement.
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1 Sc

ASSIGNMENT OF SAFETY INTEGRITY REQUIREMENTS -
BASIC RATIONALE

ope

This document can be used where a risk assessment according to 1ISO 12100 has been
conducted for a machine or process plant and where a safety related control function has been
selected for implementation as a protective measure against specified hazards. This document

descrijes an example basic logical rationale to assign a safety integrity requirement
selectdd function.

The defcription is generic and as far as reasonably possible independent from any spec

or met
can be

An example basic rationale is described that is embodied by such methods and tools, as

they fo

Conver
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tool/me
approa
approa
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Examp
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This d
contind

2 Nd

The fol
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For wun

od that can be used for assignment of a safety integrity requirement. The requi
expressed as a safety integrity level (SIL), or performance level (PL).

low a risk based quantitative approach.

sely, the logic described in this document can be used as a reference for ass
L methods or tools for safety integrity assignment. This can clarify how far the res
thod is following a risk based quantitative approach, and where deviations frg
h are imposed by other considerations. In real applications, the quantitative risK
h can be modified or overridden by other.eonsiderations in many cases and fqg
5. It is not within the scope of this documenpt to discuss or evaluate such reasons.
sons for deviations from a given tool er\method from a quantitative logic are pr
this can be discussed in the proper frame.

es for such analyses are provided for common assignment tools in the format
and risk matrices.

bcument can be used for safety related control functions in all modes of appl
ous mode, high demand mode and low demand mode of application.

rmative references

owing documents are referred to in the text in such a way that some or all of their
ites requirements of this document. For dated references, only the edition cited g
dated references, the latest edition of the referenced document (includi

to the

fic tool
rement

b far as

essing
bective
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Usually
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of risk

cation:

content
pplies.
g any

amend

ments) applies.

ISO 12100:2010, Safety of machinery — General principles for design — Risk assessment and
risk reduction

3 Te

rms and definitions

For the purposes of this document, the following terms and definitions apply.

ISO and IEC maintain terminological databases for use in standardization at the following
addresses:

e |EC Electropedia: available at http://www.electropedia.org/

e |SO Online browsing platform: available at http://www.iso.org/obp
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3.1

probability

real number in the interval O to 1 attached to a random event and expressing quantitatively how
likely the occurrence of that event is

Note 1 to entry: See 5.2.2 for more information.

[SOURCE: IEC 60050-103:2009, 103-08-02, modified — Notes 1 and 2 to entry have been
removed and replaced with a new Note 1 to entry.]

3.2

event rate

frequer:tcy with the dimension of time™7, typically given in the units h~1 or year™", attaehled to a
randonp event and expressing quantitatively how frequently this event is expected 16 Jocgur

Note 1 t¢ entry: See 5.2.3 for more information.

3.3
toleralyle risk
level of risk that is accepted in a given context based on the currentyalUes of society

Note 1 tp entry: For the purposes of ISO/IEC Guide 51:2014, the terms "acCeptable risk" and "tolerable [risk" are
considered to be synonymous.

[SOURCE: ISO/IEC Guide 51:2014, 3.15]

3.4
toleralle risk limit
risk whiich is accepted in the context of a given hazard of machinery or process equipmént and
which is quantified as an event rate for the oceurrence of harm with a specified level of geverity
as a cdnsequence of the hazard

Note 1 t¢ entry: See 5.9.5 for more information.

Note 2 tq entry: The harm with the specified level of severity is a necessary attribute of a tolerable risk limit,[however
it is not ¢xpressed in the limit itself.

Note 3 t¢ entry: This definition adds the element of quantification to the general definition of "tolerable risk", which
is not nefcessarily implied in thesterm "tolerable risk" without the modifier "limit".

3.5
hazardous event
event that can cause harm

Note 1 t¢ entry:*See 4.3.2 for more information.

[SOUP E-1SO 12100:2010 3 9 modified = The note o entry has heen removed and rdplaced
by a new one.]

3.6

hazardous situation

circumstance in which a person is exposed to at least one hazard
Note 1 to entry: According to ISO 12100:2010, 3.10.

Note 2 to entry: See 4.3.2 for more information.

[SOURCE: ISO 12100:2010, 3.10, modified — The note to entry has been removed and replaced
by two new ones.]
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3.7

demand

<to a safety control function> event that causes the safety control system to perform the safety
control function

Note 1 to entry: See 5.9.2 for more information.

[SOURCE: IEC 62061:2021, 3.2.25, modified — The abbreviated term "SCS" has been replaced
by the words "safety control system", and "a safety function" has been replaced with "the safety
control function".]

3.8

initiating event
<for a gafety control function> situation which, without the safety function, will resultiin'damage
or harm of any sort or severity

Note 1 t¢ entry: See 5.9.3 for more information.

3.9
safety [demand
<for a s$afety control function> situation where, unless prevented by the safety control flinction
under assessment, an accident with a specified level of harm to/peeple would occur

Note 1 t¢ entry: See 5.9.4 for more information.

3.10
hazard rate
rate of pccidents of a specific severity in conjunction with a specific hazard that occurs although
a safety control function has been installed to preyvent this type of accident

3.1
probability of avoiding or limiting harm
probability that potentially exposed persons do not suffer harm of the specified level of deverity
during @ hazardous event

Note 1 t¢ entry: See 5.8 for more information.

3.12
avoidapbility
probabijlity that potentially exposed persons avoid exposure to the hazard during a hazardous
event

Note 1 t¢ entryw.S€e 5.8 for more information.

3.13
vulnerabHity
probability that exposed persons in a hazardous situation do suffer harm of the specified level
of severity

Note 1 to entry: See 5.8 for more information.

3.14

hidden failure

hidden fault

failure or fault in hardware or software that does not announce itself and is not detected by
dedicated methods when it occurs

Note 1 to entry: The term "hidden" in the given sense is complementary to the term "revealed" according to
IEC 61511-1:2016, 3.2.13.

Note 2 to entry: A hardware or software failure or fault announces itself, e.g. by a disturbance of the equipment
under control, its working process, or its surroundings.
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Note 3 to entry: The "hidden status" of a hardware or software failure or fault is terminated when it is either detected
by a dedicated check or method, or when it becomes overt by disturbing the equipment under control, its working
process, or its surroundings. This may be related, e.g. to a change of the operation status or to a person approaching
the equipment. Failures that stay "hidden" without termination are not relevant.

4

4.1

Risk based quantitative approach

General

In a risk based approach, a safety control function can be specified to keep a risk that is caused
by a machine or process below a defined maximum level, the "tolerable risk limit".

The coficept of "T1SK gefmed Im 1SO "
occurrgnce of harm and the severity of that harm".
be und

T 3. 123 mbinatton o bility of
Ithough both elements of the definitjon can
rstood quantitatively, "risk" is not necessarily understood as a quantifiable\parameter

in the gontext of ISO 12100. That holds even more for the "tolerable risk", i.e. thelrisk which is

accepted in a given context based on the values of society.

On the|other hand, the efficiency of a safety control function for mitigating’risk, often inflicated

as reli
the deg

bility of the control system, is described with the term "safetyintegrity". This exgresses
ree of reliance that is put on a safety control function. "Safety integrity" has a quartitative

aspect| which is clearly revealed by the complement of safetydintegrity, the unreliabilfty of a
safety pontrol function. The unreliability is quantified as "targetfailure measure", i.e. either as

averag
functioh failures per hour, PFH.

e probability of the function to fail on demand PED

avg: OF as the rate of dangerous

SIL asgignment is the process of deriving a target-figure for the failure measure of a| safety
controlffunction from a risk assessment. As soon as a risk assessment is used as a basis for
specifying a required level of safety integrity, itds“implied that elements of this risk assegsment
are quantified. After all, a quantitative result is derived as output of the procedure apd it is
generally assumed that this is in a logical.relation to the assumptions which were used as|inputs.

Consequently, there is a basic logicakrationale of functional safety assignment, which captures
all relepyant aspects of the application of a safety control function in quantified parametgrs and
sets them in a logical relation/to.the tolerable risk limit and the target failure measuref{for the

functiop.

NOTE [nformation on risk. management can be found in ISO 31000:2018.

4.2

Bequence of ‘steps in functional safety assignment

The following.steps can be used to lead to a functional safety assignment in the contgxt of a
risk anplysis™for a machine or process. In this context, "SIL" is used as generic placeho|der for

any tyfde.of‘safety integrity indicator.

1)
2)

3)

4)

A hazard is identified by the analysis.

Accident scenarios with that hazard can be developed: It is stated which persons could
suffer which type of harm, by which parts or functions of the machine, in which operation
modes of the machine or process, etc. — see 4.3.2 for the elements of an accident scenario.

Mitigation measures can be devised conceptually. According to ISO 12100:2010, 6.1, the
priority of measures decreases from inherently safe design measures (step 1) over
safeguarding and/or complementary protective measures (step 2) to information for use
(step 3). Safety functions are a form of "safeguarding and/or complementary protective
measures".

The iteration of the overall design of the machine or process leads to the decision that an
instrumented control function will be implemented. At the latest at this point, the
functionalities of the control function are defined.
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5)

6)
7)
8)

9)

The safety related parts of the instrumented control function can be identified. With respect
to the hazard in step 1 above, the function will be capable of preventing the given hazard
from causing harm, if it works as devised.

NOTE 1 The required SIL is relevant for the functionality according to step 5. With this step 5, the preconditions
for a SIL-assignment can be given. The following steps comprise the assignment in a strict sense. Typically, this
can be done using a graphical tool, table or scoring system. The current description assumes that no such pre-
designed tool is available, but the basic logic of the process can be followed in a "quantitative approach”,
meaning that the parameters are assigned numerical values and their relation to the "target failure measure" is
expressed in explicit equations.

The severity class of the representative accident scenario can be determined — see 4.3.4.
The rate of initiating events for the accident scenarios can be determined — see 5.9.3.

Fro ; ; could
prepent an accident of the given severity or higher, once an initiating event is~given, but
without assuming the safety function as effective. These circumstances and conditigns can
be pssigned to the factors P, F,, or 4, and are estimated quantitatively (see 5.6, 5{7, and
5.8). Each of the given factors is a probability in the strict sense according tq 5.2.2.

Conpsequently, each of these parameters will be quantified as a real number, in the range of
0 tq 1.

NOTE 2 In graphical tool and scoring methods, the numerical range is typically\'discretized". This mgans only
discfete values are used, each of which represents a certain range of the cantinuous range between 0 jand 1.

Theg expected rate of accidents without safety function — the\"safety demand rate" —|can be
determined according to Formula (4).

10) Thg expected rate of accidents with safety function —thie "hazard rate" — can be detegrmined

according to Formula (6).

11) Thg allowable failure rate of the safety function PFH can be obtained from Formula (7). This

12) De

for the

implies that the expected rate of accidents js compared with a tolerable limit Ls
gian severity class.

-~

and mode assignment: Up to this-point, the safety function has been treated as a
fungtion in high demand mode of application. Accordingly, the initiating event rate |has so
far[not been used for determining the requirement. See Formula (7) in 6.2 and the
explanation given there. Still,.inittating event rate Iz and safety demand rate Dg can be

determined:

e |/l and Dg are input forthe decision between high demand mode of operation gnd low
demand mode of operation.

e |z is needed far specifying and/or evaluating the rates and reaction times of diapnostic
measures.

With the infgrmation about initiating event rate Iz, safety demand rate Dg and other

particulars-of the application such as feasibility of regular proof tests, it can now be decided
wheLther the function be treated as a function in a low demand mode of operatign. See
Clause7.

NOTE 3 More information on demand rate and determination of the required SIL level can be found in
IEC TR 63039:2016.

The flow chart in Figure 1 describes the steps above mentioned.
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| RISKANALYsis !
STEP 1: HAZARD
IDENTIFICATION

STEP 2: ACCIDENT SCENARIO
REVIEW

STEP 3: MITIGATION
MEASURES IDENTIFICATION

STEP 4: INSTRUMENTED o)
CONTROL FUNCTION Q;
IDENTIFICATION Q

STEP 5: SAFETY FUNCTION

DEFINITION ng

STEP 6: SEVERITY ESTIMATION

FOR EACH HARM \Q/C)

STEP 7: I, INITIATING EVENT
RATE ESTIMATION

STEPS: P,F, 4,
EVALUATION

STEP 8: D, — DEMAND RATE
EVALUTATION

STEP 10: Hy — HAZARD RATE
CALCULATION

STEP 11: SAFETY INTEGRITY
DETERMINATION

STEP 12: DEMAND MODE OF
OPERATION ASSIGNMENT

IEC

Figure 1 — Sequence of steps in functional safety assignment

NOTE 4 More information on techniques to be applied for the individual steps in Figure 1 can be found in
ISO 31010:2019.

4.3 Reference information
4.3.1 General

The quantified parameters in a risk assessment are always related to reference information that
is not in itself quantitative in nature. This information does not itself appear in the shape of
parameters with a value in the risk assessment and SIL assignment. However, it provides the
reference and justification for those parameters that can be quantified.
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4.3.2 Accident scenario

A safety function can be defined as a safeguard against certain accidents. An "accident
scenario" can be given as a short, generalized narrative that connects in a
comprehensible story all the aspects that are common to the accidents under discussion. An
accident scenario can identify:

4.3.3 Hazard zone

In the pontext of an accident/scenario, the hazard zone can be given as the volume
ground|in or around the machine where people could come into contact with the hazard
by the Imachine. The hazard zone can be defined as reference for the "exposure para
See algo ISO 12100:2040y°3.11.

4.3.4 | Severity-oftharm

"Risk" [s defined-in ISO 12100:2010, 3.12 as a "combination of the probability of occurr
harm and the'severity of that harm". The "severity of harm" is generally expressed in "s
classe$".\81, S2, and so on. These classes are defined each with an exemplary descri
the harm—steh-as:

which type of machinery or equipment is involved in the accident;

simple

which aspect of the equipment or its operation is giving raise to the accident; what the
"hazard" is; examples of how hazards can be described with their origin, consequences and
situation sketches are given in ISO 12100:2010, Annex B;

in which way people could be affected — which harm would they suffer, in whichvl
sevierity;

Hazardous situation: circumstance in which“a person is exposed to at least one
(ISP 12100:2010, 3.10): This is a "hazardous event" with the additional condition
perpon is indeed situated entirely within.the hazard zone or with body parts within the
zore.

evel of

xternal

b there
pecific

hat the
cess of

hazard
that a
hazard

and/or
caused
meter".

ence of

everity

;I)tion of

Severity class S1: minor injury including scratches and minor bruises that require attention

by first aid means without medical intervention;

Severity class S2: reversible injury, including severe lacerations, stabbing, and
bruises that requires attention from a medical practitioner;

and so on.

severe

It is generally avoided to express the "severity" quantitatively, with a number and a unit.
Accordingly, it is not established practice to express risk in a specific unit either. Instead, the
hazard and risk assessment identifies the applicable severity class as a qualitative descriptor
of the risk. As such, the severity is a boundary condition of the quantitative assessment,
however not explicitly included in it.
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4.3.5 Safety control function

To assign a SIL, it would need to be known which types of accidents the function under
assessment can prevent. The assignment of a SIL to a safety function is related to the risk that
the safety function can mitigate. Therefore, a short functional description of the function would
be used as a boundary condition for the assignment: for example, which signals at which levels
or values trigger the function (process signals), what does it do (stop a certain movement,
interrupt an electrical line, close a media line, bring something into a specific position, etc.).

5 Quantified parameters of a functional safety assignment

5.1 Semerat

The pdrameters which are described in this Clause 5 describe either the frequency, 'of [certain
events|in time, or the likelihood of events under given initial conditions. These items [can be
quantiffed on a numerical scale.

5.2 Parameter types
5.2.1 General
Quantified parameters in risk estimation can be separated intotwe distinct types:

e as probability in a strict sense;

e as ¢vent rate.

For qupntitative risk assessment and SIL assignment, this distinction can be seen ag being
essentjal.

5.2.2 Probability

A probpbility in a strict sense quantifies'the expectancy that a given statement is trug under
given donditions. That can be expressed with a real number between 0 and 1, without upit.

EXAMPUE

How likgly is it that a person wilksuffer at least a severe injury if it occurs inside a building when this|building
collapsep?

Statemept: A person wilksuffer at least a severe injury.
Precond|tion: The person is inside a building when it collapses.
The ansyer would*be given in terms of a probability value:

0 wou|dindicate that the collapse of the building would never inflict severe injuries or worse to the pers¢n inside
the Jui:u'illy,

1 would indicate that the collapse would inflict with certainty at least a severe injury.

In this example, the available information would not be sufficient to decide on a probability value with any confidence.
The answer would depend critically, e.g. on the specifics of the building and the situation of the person inside it.

5.2.3 Event rate

An event rate can be used to quantify the expectancy of how frequently a given event will occur
at a given time and a given reference frame. This is expressed as a ratio of the expected number
of events to the length of the time. The dimension of an event rate is (time™1), typically in the
units 1/h or 1/year.
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A failure rate, for example, is an event rate that quantifies for a specified equipment unit the
expected number of failures in relation to the use time of that unit. The "reference frame" in that
case is "one unit of the specified equipment". For an equipment failure rate, the reference frame
is self-evident — "one unit of the equipment under investigation". Event rates in risk assessment
are related to accident events. These may involve various persons and various pieces of
equipment. Event rates can be quantified and are meaningful only if in these cases the
"reference frame" is described sufficiently exactly.

5.3 Probability of occurrence of harm

The "probability of occurrence of harm" is generally expressed in the format "number of events
connected with the given severity, per unit of time". This can be applied to a given scope of
machirfery or process. The given format can take the characterisiics of an reveni r[te" as

defined in 5.2.3. The "probability of occurrence of harm" is accordingly not a probabiljty in a
strict sense, it is rather an event rate. As such, the probability of the occurrence,'of ‘hafm is a
functioh of other parameters. See Clause 8 for the relations.

5.4 RQuantification of risk

With thle understanding of severity of harm and probability of occurrenc¢€ of harm as degcribed
in 4.3.4 and 5.3, the definition of risk in ISO 12100 can be expressed in‘a quantitative framework
as folldws:

R=SxEg (1)

where

R s [he risk;
S is [he severity;
Eg is [he rate for the events under consideration with harm of the given severity.

With thle severity as boundary conditien, the "risk" is accordingly quantified as event ratg.

Different levels of risk can be _defined for a single risk assessment, depending on the risk
mitigat|ng measures and factors which are assumed. Where such assumptions are not frelated
to diffdrent levels of sewverity, they can be quantitatively expressed in different eveni rates.
Accordjingly, different/types of risk can be given as follows — each in relation to the rglevant
event rate:

o risk before mitigation by any factors: initiating event rate Iy (see 5.10);

o risk withiout safety function: safety demand rate Dy (see 5.9.4);

o risk "affer" safety function: hazard rate Hp (see 3.10):

o tolerable risk: tolerable risk limit L(S) (see 5.10).
See also Figure 2.

5.5 Target failure measure

The "target failure measure" for a safety function can be given as the quantitative measure for
the unreliability that is conceded to the function.

NOTE 1 The following definition of "target failure measure" is given in IEC 61508-4:2010, 3.5.17: target probability
of dangerous mode failures to be achieved in respect of the safety integrity requirements.
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Depending on the mode of application, continuous, high demand or low demand, the target
failure measure can be defined either as event rate, or as probability in a strict sense as follows:

High demand or continuous mode of operation: Failure rate of the safety function — PFH.

PFH is the rate of dangerous failures of the safety function, which are not recognized and
mitigated by diagnostics before an accident can occur.

Low demand of operation: Average probability of failure on demand — PFDan.

PFDan is the probability of finding the function dangerously failed as an average over time.

The probability of a failure (PFD) is a function of time and fluctuates in the period of
diagnostics tests and proof tests. Where mean periods between safety demands are
suffici ' i ' i i verage
valjie over time, i.e. by PFD,,.

A SIL qr PL represents an interval on the scale of the target failure measure in discrete|levels:
SIL1, $IL2, SIL3 or PLa, PLb, and so on. Graphical methods for functional safety assignment
do typically yield the required SIL or PL only, which is then understood as _representjng the

limiting value of the respective interval, i.e. the allowable maximum.

For low demand, high demand, or continuous mode of operation, thé target failure meagure for

the

safety function can be quantified under consideration of \risk reducing measyres or

circumsgtances, other than the safety function itself. Such "othef”’ measures or circumgtances
can be|represented in the factors P,, F,, or 4,, or can be already accounted for in the irfitiating

event rgte /g, see 5.6, 5.7 and 5.8.

NOTE 2| More information on demand rates can be found in JEC TR 63039:2016 — Probabilistic risk anfalysis of

technological systems — Estimation of final event rate at a given/initial state.

5.6

Probability of occurrence of a hazardous event — P,

A "hazardous event" is an "event that can'cause harm" (see 3.5). As long as the safety fuinction
is functional, the hazardous situation_can be prevented. As a necessary precondition [for the
hazardpus situation, the safety function would need to have dangerously failed. Howeyer, not
every failure of a safety function-nécessarily leads to a hazardous event. If, for exarple, a
mechapical work piece fixation“in*a tooling machine is analysed as a safety function, g failure
of this function can in many cases lead to the ejection of parts only within the space of guards.
In thege cases, there is o "dangerous effect" projected into a "hazard zone" that cquld be

occupigd by people.

Changeg "the hazardous event cannot occur" to "the hazardous situation will be preventgd".

Exampje of assessment question: Assuming that the safety function has failed, how likgly is it

that a Tazardous event occurs?

Example of assessment answer: "Probability of occurrence of a hazardous event" — parameter

Pr.
0

This is expressed as a probability, with a real number between 0 and 1:
means that the hazardous event will never occur as a consequence of a failure of the safety
function.

means that the hazardous event will occur with certainty after each dangerous failure of the
safety function.

A failure of the safety function may be detected before a hazardous situation occurs. It can be
assumed that the dangerous operation of the machine will then be terminated, and this
operation will not take up again before the safety function is restored. In this case, the failure
of the safety function does not lead to a hazardous situation. The probability of that outcome is
(1 - P,), i.e. the complement to P,.
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The parameter P, includes the "diagnosis by the process" of the failure of the safety function.

This means that a failure of the safety function can be detected by a disturbance of the process
and the machine is put in a safe state before a hazardous event occurs. Typically, this applies
to safety functions which also serve functions in the normal working process. If a safety function
can fail without overt indications, the failure is "hidden". For "hidden failures", the parameter P,

is typically 1.
5.7 Exposure parameter — F,
A "hazardous event" does not yet imply that a person is actually exposed to the hazard. Only

in a "hazardous situation" is a person actually exposed to the potentially dangerous effects, i.e.
to the hazard—Fhis—additionatecenditieneanbecaantifiedw SR n

r

Examp]e of assessment question: Assuming that the hazardous event is projectediinto ahazard
zone, how likely is it that there is at least one person in the hazard zone at thersame time?

Example of assessment answer: "Exposure parameter" F,, expressed as.a probability [ with a
real number between 0 and 1:

0 means there is never a person in the hazard zone at the same time as the hazardoud event.

1 meg@ns whenever the hazardous event occurs there will be\a person in the hazard zone,
sogner or later, but in any case, with an overlap in time.

For quantifying the parameter F, the work situation can\be assessed considering factofs such
as:

e nedqd for access to the hazard zone passociated with the mode of opferation
(sefting/automatic/manual/special mode);

e natpre of access (feeding of materials,-correction of malfunction, maintenance or repair);

e time spentin the hazard zone: f¢ [h];

o frequency of access to the hazard zone: f¢ [h=1.

If the Hazardous event is expeeted to occur in a single moment in time, such as for edample,
an explosion, the parameteér Fr is equivalent to the likelihood that the danger zone is ogcupied
in thatlmoment. In thisccase, the parameter F, can be defined by frequency of presgnce of

people|in the danger zohe and by the average duration of presence:

Fr=fg % 1 (2)

For hazardeus events that last for an extended period of time, the exposure parameter will not
be equ aHothretime-fractiormrof occupancy imrthretrazardzome—mra typiua: c)\anlp:c, thre"hazard
can be the contact between human and moving parts of the machinery during normal operation
of the machine. Such hazards can be protected with light curtains, safety doors or analogous
devices. Should a safety function of this type fail in a dangerous mode and undetected (no
diagnostics), the machine can continue to operate normally. The failure of the safety function
does not affect the operational functions of the machine. The failure is "hidden" — see 5.6. The
"hazardous event" can escalate to a "hazardous situation" as soon as a person enters the
danger zone, without being protected by the safety function. In these and analogous cases, the
exposure parameter F, can be set to 1, independently of frequency of access fr and time spent

in the hazard zone ¢.
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In other words, if a hazardous event can last for extended periods of times in a zone that
persons access regularly, the next person accessing after failure of the safety function will be
exposed to the hazard. Under these boundary conditions, the absence of persons at the moment
of failure of the safety function does not reduce the risk. (There may still be a chance that the
failure will be detected and the engine will be stopped before a person enters the danger zone.
This can be accounted for in the parameter P,, probability of occurrence of a hazardous event.)

5.8 Probability of avoiding or limiting harm - 4,

5.8.1 General

A "hazardous situation" implies that a person is actually exposed to the hazard. However, it
does npt yet imply that the person actually suffers harm. The exposed person could reqognize
the sityation and avoid harm by his/her own dedicated actions. The exposed persons coyld also
escapg from harm by sheer luck. These additional conditions can be quantified wlith the
probabjlity of avoiding or limiting harm — parameter 4,,.

Exampje of assessment question: Assuming that a person is exposed técthe hazardous event
in the hazard zone, how likely is it that the person will actually suffer,tbe-harm?

Example of assessment answer: "Probability of avoiding or limiting harm" — paramdter 4,,
expresged as a probability, with a real number between 0 and<1:

1 meagns that the exposed person will always avoid the-dangerous effect and never suffer the
harm.
0 means that the exposed person will suffer the harm in each case.

Note that in relation to the risk, the polarity of the’parameter 4, can be inverted with regpect to
the polprity of the parameters P, and F. While for P, and F,, the value 1 indicates the "h|gh risk
end" ofl the scale, for the parameter 4, it wiould be the other way round. Accordingly, in the final
evaluation, the complement of 4, can be'used: 1 - 4,,.

The pafameter 4, according to.5:8’°combines two aspects of avoidance:

e avdidance of harm by dedicated actions of the person who is exposed to a hazard;
e avdidance of harm-by favourable circumstances or sheer luck.
These [two aspectsican be expressed separately. The first aspect can be assigngd to a

paramgter "avoidability" (4) and the second aspect can be assigned to a parameter
"vulnerfability"\(¥2).

If the yulnerability is used as a separate parameter in a SIL assignment, the parampter 4,
according to 5.7 would be substituted by 4 and V" as follows:

(1-4,)=01-4)xV 3)

5.8.2 Vulnerability (V)

The vulnerability can be given as the probability that exposed persons in a hazardous situation
suffer harm of the specified level of severity.

Vulnerability parameter V can represent the avoidance of harm by favourable circumstances or
by sheer luck.
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For the following aspects of a hazardous situation, it can be suitable to use the "vulnerability"
as a specific parameter:

e toxicity and/or concentration of a release of harmful substances, for example, smoke gases
in a fire scenario or general chemical substances in a chemical industry accident scenario.

e chances of being hit by projectiles in scenarios that involve the mechanical disintegration of
fast-moving machinery.

Example of assessment question: If a person is exposed to the hazardous event in the hazard
zone and does not do anything to avert or mitigate the exposure, how likely is it that the person

will act

ually suffer the harm?

Examp

a real number between 0 and 1:

0 me
exp

1 me
exp

5.8.3
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hns that the exposed person will suffer the harm in the specified severity in each
osure to the hazard.
Avoidability (A4)

oidability (4) can be defined as the probability that patentially exposed person
re to the hazard during a hazardous event.

e of assessment answer: "Avoidability"— parameéter 4, expressed as a probabili

hns that the exposed person will alwayscavoid the dangerous situation.

hns that the exposed person will never avoid the dangerous situation.
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5.9 Demand types and related event rates

5.9.1

Event classes

The term "demand to a safety function" can describe different classes of events. Event
descriptions could be, for example:

1) The predetermined conditions for triggering the safety function can be given. In the example
of a light curtain that is protecting against contact with the moving parts of cutting
machinery, this event description would apply to an intrusion of an object or body part in
the plane of the curtain, sufficient in width and in time duration to trigger the function.


https://iecnorm.com/api/?name=58dded663d936be102f8ca67801e9d3a

2)

3)

- 20 - IEC TR 63161:2022 © IEC 2022

The predetermined conditions for triggering the safety function can be given in a situation,
where the safety function is needed to prevent damage or harm of any nature. In the given
example, that would apply if an object or body part penetrates the plane of the curtain so
deeply that it will actually come into contact with the moving parts of the machinery. With
respect to the above item 1, this excludes in first instance the safety margins.

The predetermined conditions for triggering the safety function can be given in a situation
where the safety function is needed to prevent harm to people, and the harm would be at
least at the severity which is assumed for the SIL assignment. In the given example, that
would apply to a situation where a human hand is extended to the moving parts so that the
hand or parts of it would be severed if the machine is not stopped in time.

The event descriptions above increase in specificity from item 1 to item 3. Each class of events

in gengral the event rates decrease for the event types in the sequence from 1 to_3) For each

of the

5.9.2 Demand and demand rate

in the ?iven sequence can be included as a subset in the preceding class of events. Acecordingly,

elated events, a specific definition is given by way of example in this document:

"demand" according to 3.7 and 5.9.2;

inifiating event" according to 3.8 and 5.9.3;

safety demand" according to 3.9 and 5.9.4.

"Demapd" and "demand rate" can apply to any situation which.triggers the safety function in a
given gpplication. The demand rate in this sense is not a/direct measure of the actuallrisk of
accidents in that application. The triggering rate of the\safety control function can also be
determjned by restrictions of the instrumentation and by safety margins that can be applied to
the trigger limits. Therefore, the rate of "demands®zaccording to 3.7 would not genenally be

suitable as input for the SIL assignment.

5.9.3 | Initiating events and rate of initiating events Iy

An initipting event can be given as a sittation that will result in damage or harm of any $ort if it
is not prevented by the safety function. This would include all cases of potential damage to
equipment and production and all-minor harm that would need to be prevented by theg safety

functioh without being specifically~addressed in the SIL assignment.

Initiating events can be related to the following causes:

disfurbances or failures: mechanical failures of the equipment, failures of actuators guch as
mofors or pneumatic/hydraulic actuators, external influences (e.g. power [supply
fludtuations),chuman errors in controlling the equipment;

the|nature-of the working process of the machine itself: movement of cutting or pfessing
parls, direct interaction of machine parts with humans in the working sequence| of the
maghine, direct interactions of machine parts with humans during charging/dischfarging,
setting operation or maintenance;

failure of a continuous control function that is required to prevent the machine from
immediately creating a hazard.

The above-mentioned initiating event causes are typical for low demand applications, high
demand applications and continuous demand in the sequence of the bullets. The frequency of
occurrence can be described by an event rate, the "rate of initiating events", denoted as Iy.

A safety function is generally designed to recognize initiating events and to react on them. It is
assumed that each initiating event will trigger the reaction of the safety function, as long as the
function works.
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Where the consequences of initiating failures are mitigated by factors that are regarded as
inherent to the machine and/or its working process, these factors can also be accounted for in
the initiating event rate. For example, where the exposed person is not the operator of the
machine (typical in process industries), the actions of the operator that prevent hazardous
events can be typically factored in the initiating event rate /g rather than in the avoidability

factor 4,,.

Where a safety function is designed to prevent humans from coming into contact with the
moving machinery, the initiating event can be defined by either the hazardous movements of
the machine or the hazardous movements of the exposed human — whichever would be
assumed to trigger the safety function.

5.9.4 | Safety demands and safety demand rate Dy

A safety demand can be defined as a situation where an accident with a specified level ¢f harm
to people would occur unless prevented by the safety control function under assegsment.
Accordingly, the related event rate Dg can be defined as the rate of accidents of the specified

type, with the specified level of harm to people that would occur if the safety function wgre not
present.

Safety demand and safety demand rate can be given a specific.aeaning in the context df a risk
assessjment, which is used as a basis for a SIL assignmentxand which assumes a specified
level of harm to people as an element of the accident scenario. In this context, the fungtion is
"demanded" with the same frequency, as it actually has«o, prevent the specified accident.

The safety demand rate Dg can be derived from the rate of initiating causes, by applying any
risk reduction that may be claimed for the factors,P,, F,, or (1 = 4,). In order words, thg safety
demanf rate Dy to a safety function would be-the rate of initiating events Ip reduced|by the

overall[probability that the specified harm toipeople is avoided and that the machine is put in a
safe stpte, without assuming the intervention of the safety function. This can be writtgn as a
formula:

DR:[RXPFXFFX(1_AV) (4)
In Formula (4), Iy is thesrate of initiating events. In the event of an initiating event, the apcident
could Be prevented by factors expressed in P, x F. x (1 = 4,). If the accident is not prgvented

by thege other facters, it would be prevented by the safety function.

The rigk whigh.is remaining with Dg as event rate is the risk that would be mitigated|by the
safety function.

See Figure 2 for a representation of initiating events and demands with the related event rates
in a "risk model".
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Figure 2 — Protection layers, event rates and their relation

The single protection layers are shown from left to right in the sequence, in which they are
regarded in a SIL assignment. In a real sequence of events, the safety function would take the
first position on the left side, immediately reacting on initiating events. See 3.10 for I, 4.3.2 for

"hazardous event" and "hazardous situation", and 5.10 for Hg, the "hazard rate".

5.9.5  Tolerable risk limit — Parameter L g,

For accidents of a given severity, there is a maximum event rate that would be allowed in the
frame of a risk assessment. This corresponds to a maximum tolerable risk:

Lis) = S % ERpax (5)
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where

L(s)
S

Ermax

is the tolerable risk limit for the given severity;

is the severity;
is the maximum allowable event rate for the given severity.

For each level of severity of an accident event, a "tolerable risk limit" is needed. It can be
defined by Formula (5). L(gy can be given as an event rate, with the dimension of events per

time (ti

The hig

risk lin
equal 3

year fq
accide

me~1), typically in the unit 1/year.

teps on a decadal logarithmic scale, for example 10 per year for severity.S1Y1
r severity S2 and so on. Less severe accidents are tolerated more ,frequent
nts with higher severity.

WM,MM&WM i i onding
it L(s) can be. Typically, the values Ls) for a series of severity classes are(laced in

D=1 per
y than

The tolerable risk limit is typically not explicitly indicated on graphical tools'for SIL-assignment,

althoug

5.10 |
The fo

Additional parameters

assignment in the form of equations, i.e., in a logically’exact manner:

Where
PFD,,

expres

Rate of accidents that occur, even thoughthe function is installed. This is fre
called "hazard rate" in the pertinent.literature;

Proof test rate of a safety function;

Proof test interval of a safety function, inverse to the proof test rate 7g = 1/
Average time between safety demands to the safety function;

Probability of a safety.function failing on demand;

Risk reduction fdctor: Ratio of the rate of accidents that would occur with
safety functiofi-to those that would occur with the safety function. RRF can
tolerable.risk limit: RRF o, = Dr/L(g).

a safety function is in a low demand mode of application, so that it can be assi

: RRF = 1/ PFD

sed as the inverse of PFD,,4:

avg-

h it can frequently be derived from such graphs. It is logically\fot possible to derive a
requiregment for risk reduction from risk estimation, without implying a‘tolerable risk limi{.

lowing additional parameter definitions can be useful to express the logic of a SIL

juently

T

but the
hlso be

defined as-a.requirement RRFreq. In this case, the denominator can be giver] by the

gned a

(average probability of failing on demand), the risk reduction factor can 4glso be

These definitions are included here for the sake of completeness; however they are not further
used in this document.


https://iecnorm.com/api/?name=58dded663d936be102f8ca67801e9d3a

—24 —

Table 1 — Parameters overview

IEC TR 63161:2022 © IEC 2022

Symbol Parameter Meaning Dimension
PFH Probability of dangerous Rate of failures of the safety function in Event rate
failure per hour high demand or continuous mode that )
results in an increase of the risk under n [ time
assessment (see 5.5).
PFD,, Average probability of Applicable to a safety function in low No dimension,
g - ; o
failing on demand demand mode of operation only: Probability
of finding the safety function in a failed real number between 0
state, as an average over time (see 5.5). and 1
P, Probability of occurrence | Probability that a hazardous event occurs No dimension,
of-e-hezardots—event as-a-conseguence—of-thefature-ofthe
safety function (see 5.6). real number betwgen 0
and 1
F, Exposure Probability that at the time of the No dimension,
hazardous event a person is in the danger
zone (see 5.7). real number betwgen 0
and™
4, Probability of avoiding or | Probability that potentially exposed persons | (Ng“dimension,
limiting harm do not suffer harm of the specified level of
severity during a hazardous event real number betwgen 0
(see 5.8). and 1
A Avoidability Probability that potentially exposed persons | No dimension,
avoid exposure to the hazard dufing‘a
hazardous event (see 5.8.3). real number betwgen 0
and 1
vV Vulnerability Probability that exposed-persons in a No dimension,
hazardous situation do actually suffer harm
of the specified level-of'severity (see 5.9). ;?]adl ?umber betwgen 0
Iy Initiating event rate Rate of eventswhich triggers the safety Event rate
function because the status of the machine .
by itself or_the positions of persons in n [ time
relation.to’the machine bear the potential
for harm (see 5.9.3).
Dg Safety demand rate Rate-of events where harm would occur Event rate
without intervention of the safety function .
(see 5.9.4). n [ time
D, Safety demand interval Average period between two safety time
demands to the safety function
S Severity class S is an indicator for the magnitude of harm No unit — qualitatiye
that is inflicted by a single typical accident description only
with the hazard in question (see 4.3.4).
L) Tolerablerisk limit Maximum allowable average frequency for Event rate
an event of the severity S due to the )
hazard in question (see 5.9.5). n [ time
Hg Hazard rate Rate of actual accidents inflicting the Event rate
expected harm (see 3.10)
n 7 ume
T, Test interval Proof test interval of a safety function — time
only relevant in a low demand mode
(see 5.10).
T Test rate Proof test rate of a safety function — only Event rate
relevant in a low demand mode (see 5.10). )
n [ time
RRF Risk reduction factor Ratio of the rate accidents that would occur | No dimension — positive

without safety function, to those that occur
with safety function — only relevant in a low
demand mode (see 5.10).

real number > 1
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6 General principle of functional safety assignment

6.1 Basics
6.1.1 Applicability to complete functions

A functional safety assignment that is derived from a risk assessment applies always to an
entire safety function. Only the entire function including all subsystems is capable of mitigating
risk. To assign a SIL to a subsystem of the entire safety system, the maximum allowable
unreliability for the entire system would need to be considered and divided into portions for
each subsystem.

6.1.2 Risk relation

The higher the risk that can be assigned as "mitigation target" to the safety function, the more
stringent the safety integrity requirement to the function. The proportionality between rigk to be
coverefl and required safety integrity can be defined by the tolerable risk limit L(s)-

The saffety integrity requirement to a safety function becomes more stringent with incfeasing
probabjlity of the hazardous event P, and with increasing exposure parameter F,. It bgcomes

less stringent with increasing value of the probability of avoiding\or limiting harm 4, apd with
increaging value of the tolerable risk limit Ls)- (L(S) is itself "less’stringent" with a numgrically

higher value.) This is easier and more exactly expressed in simple formulae — see 6.2, 6.3 and
Clause| 7.

6.1.3 Logical independence of parameters

A single factor or circumstance is accounted ferlonly once in the overall assessment. [That is
also frgquently expressed as a requirement forthe "independency of protection layers".

It is not always unambiguous as to whichiparameter a specific element of an accident s¢enario
is assigned. For example, the presence of a person can be expressed as a condition] of the
initiating event in Ig or in the pafameter F, — see 5.7. Likewise, risk mitigating actjons of

operatdrs can be expressed in{p(when the operator is not the exposed person) or in 4| (when

the ogerator is the exposed person). Specific methodologies and tools may aJso be
differemtiated in this respect:

6.2 Hligh demand. or'continuous mode of operation

For a sjafety funetion in high demand or continuous mode of operation, the above princigles are
expresped as_follows.

The hapard rate Hgy can be given as follows:

Hgr =PFH x P . x F. x (1 -4,) (6)
In Formula (6) above, the relation Hg = PFH can be obtained from the Henley / Kumamoto
equation Hg = PFH x (1 — e DPr x T2y This follows with the assumption that the safety demand

rate (DR) x proof test interval (7)) is significantly greater than 1.

Accordingly, the safety function with PFH would need to satisfy the following condition:

PFHxPerrx(1_AV)SL(S) (7)
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The "rate of initiating events" Ir as discussed in 5.9.3 does not appear in Formula (6). The

reason

is that two conditions are always necessary for a hazardous event:

e An initiating cause is present and not mitigated by a protective measure or "layer of
protection” other than the safety function. The related event rate is Iy.

e The safety function has failed. The related event rate is PFH.

In a "high demand or continuous mode of operation", the overall event rate for concurrence of
both of the above is entirely dominated by the second, the failure of the safety function with the
rate PFH. The hazard rate Hy is limited by the dangerous failure rate of the safety function.

Assum

disturbpnce — factor P, — or by the observation of an attentive operator or bystander'4
(1 - 4,). In this case, the failure of the safety function will stay hidden, until themext in

cause
occur 3
Howev
the ne

rate of| accidents can be determined by the rate of safety function failures, accor

Formul

6.3

For a safety function in low demand mode, the above pfinciples can be expressed with:

and

Formul
genera
contex

The re

Hg = BFH x (1 </ Pr* Ti2) This follows with the assumption that the safety dema

(DR) *

The sa

the safety function has failed, and that failure is not revealed by an overt g

eads to a hazardous event. Depending on the application, the next hazardous ev

er, in relation to the typical time between failures of a safety function; the typical
t initiating event does not make a difference. In a high demand'mode of operati

la (6). This is also the case with the continuous demand made.

Low demand mode of operation

HR=PFDavgxDR=PFDavgxIRxPerrx(1_Av)

PFD,yq =192 x PFH x 7, = PFH / (2 x TR)

avg

(7) can be given for(a)single channel function with a single proof test intery

, this specific casétsufficiently supports all conclusions.

ation Hg =°Di X 1/2 x PFH x T, can be obtained from the Henley / Kumamoto e

proof test’interval (7)) is significantly lower than 1.

rocess
factor

itiating
bnt can

few seconds or a few weeks later. This is a huge variation in rate of initiating events Iy.

time to
pon, the
jing to

(8)

(9)

al. For

function this and thé.derived formulae can be generalized accordingly. In th¢ given

juation
nd rate

fety“function with PFD., ., would need to satisfy the following condition:

PFDan xIRxPerrx(1 _AV)SL(S)

(10)
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7 Assignment of the demand mode

7.1 Demand mode — General

That a safety control function is treated as a function in low demand mode of operation means
essentially that the overall quantification of risk accounts for proof testing. If proof testing is
frequent enough with respect to the rate of demands, it allows to detect failures of the safety
function before a demand occurs. Accounting for the proof test essentially distinguishes the low
demand mode of operation on the one side from the high demand or continuous mode of
operation on the other side. According to the basic logical rationale, the safety function can be
treated as a function in:

¢ low[demand, if a regular proof test interval is sufficiently short with respect to the gverage
perjod between demands;

e high demand or continuous demand, if that is not the case.

For a gingle channel with a single proof test interval, the threshold ratio of event rates|can be
derived by inserting the defining formula for PFDavg Formula (9) in the calculation of the |hazard

rate Fdrmula (8). Re-sorting the parameters yields
Hr = PFH x [Ig 1 (2 x TR)] x P, x F, x (¥~4,) (11)

Formula (11) applies directly to the low demand mode ©f operation. It is identical wWith the
analogpus Formula (6) for the high and continuous,demand of operation, except for one
additiopal parameter on the right side: Ig / (2 x TR).

This pgrameter can be named "proof test factor®PTF:
PTEy&=Ir /(2% TR) (12)

The proof test factor can be used ta.describe the risk reduction by proof testing. The proof test
begins|to become effective if the.proof test frequency is in the order of magnitude of the injitiating
event. The more proof testing reduces the risk with safety function failures, the more frequently
it occurs in relation to initiating events. The proof test factor would attain a value of 1 orf higher
if the irfitiating event rate-is:;too high in comparison with the proof test rate, or if there is njo proof
testing|at all. The transition point between Formulae (6) and (8) above can be determinged by:

[R/(ZXTR)=1,OFIR=2XTR (13)

If the ipitiating event rate is higher than twice the proof test frequency, the proof test factor
would pot'be used anymore. That is equivalent with using it with a value of 1.

The formulae in Clause 6 are approximations describing cases which are either strictly high
demand/continuous demand, or strictly low demand. Real statistics do not discontinuously
change from one type of statistics to another. Consequently, there is another generalized
expression for Formulae (6) and (9), describing a smooth transition. This transition is frequently
described with the Henley / Kumamoto equation in the literature. Adapted to the current notation,
this would give:

PTFH&K =1 - e_DR x T1/2 (14)

Using the Henley / Kumamoto equation for the proof test factor yields for the hazard rate Hg:

Hgr=PFH x[1—e Dr*Ti2] x P x F, x (1~ 4,) (15)
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In Formula (15), the approximations for high/continuous demand and low demand are
generalized in a single expression. For practical application, it would be sufficient to use one of
the two boundary case approximations according to 6.3 (low demand) or 6.2 (high/continuous
demand), whichever is more suitable. The criteria are given in 7.2.

Figure 3 illustrates an example model calculation for a single channel safety function with a
dangerous failure rate PFH of 5 x 1076/h (corresponding to 0,044/year) and test rate Tg 1/3

years.
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Figure 3 — Hazard rate according to the Henley / Kumamoto equation
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7.2 Assignment criteria

The safety function can be treated as a function of low demand mode of operation, if both of
the following in a) and b) applies. If either a) or b) does not apply, the applicable mode of
operation is high demand or continuous demand.

a) Proof tests at regular intervals are foreseen and practicable in the use environment of the
safety function.

b) The proof test interval is no longer than twice the average period between "initiating events":
Dr/2Tg <1, then Dg < 2Tg or T} < 2 D).

IEC 61508-4 and safety standards derived from this basic safety publication define another
criterion:

c) Thg safety function can be treated as a function in low demand mode, if the demiar|d rate"
is l¢ss than once per year. See for example in IEC 61508-4:2010, 3.5.16.

This is|a bit unclear insofar as the term "demand rate" is not defined in IEC\61508-4. |t could
be any|of the three definitions identified in 5.10. Whichever of these definitions is finally used,
a limit ¢f "once per year" for distinguishing the demand rate as "high/cottinuous" or "low"|cannot
be derived from the consideration of the basic rationale.

There |s an upper limit for the proof test rate that can be reasonably implemented in & given
applicgtion of a safety control function. Assuming that, the' "demand rate" as dev|sed in
IEC 61p08-4 can be best expressed with the initiating event rate according to 5.9.3, the proof
test fagtor /g / (2 x Tg) would relate the limit of 1 perygar for the demand rate to a mgximum

viable proof test frequency of %z per year, i.e., one proef test every two years. Accordingly, proof
tests nmjore frequently than once every two years would not be regarded effective for dgtecting
safety function failures before the next demand.@eccurs.

It is ndt generally supported in the currenttechnical literature that proof tests should|not be
required more frequently than once everfy two years. There is no evidence that consensus on
this pojnt has been established within the safety standards themselves. The one-yeardlimit of
the dermand of the safety function may be substantiated by considerations outside of thg scope
of this locument. It is not supported by the "basic rationale". The one-year-limit can be ysed as
a critefion for differentiating ‘bétween high/continuous and low demand mode of opjeration
withou{ logical conflict withvother contents of this document.

Still arfother criterion( can be defined as follows: The applicable mode of operation s high
demanfl or continuous demand irrespective of other criteria, if the safety function is tihe only
protectjon layer that prevents an initiating event from escalating to an accident.

This cfiterion: is not based on a strictly probabilistic argument. The criterion can|reflect
reservations against the permissibility of proof testing as a measure for preventing acdidents.
The criterionecanalsereflectsecictal-orpolitical-conrcerrs—nrelationto-catastrophieaedidents,
it can appear unacceptable that an unfunctional state is conceded to the addressed safety
system for any length of time. However, this is already implied as soon as a "probability of
failure" is defined as a property of a technical system at all. Whether assignment of the high or
continuous demand mode of operation really leads to a more acceptable situation would need
to be determined on a case by case basis. This is not part of the "basic rationale".

8 Relation to ISO 12100

The definitions in this document can be related to the definitions given in ISO 12100:2010 (see
also Figure 3 of 1SO 12100:2010). Risk and severity of harm are defined identically in
ISO 12100:2010 and in this document.

The "probability of occurrence of harm" in Figure 4 would be called a "demand rate" rather than
a "probability" in the terminology of this document.
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The probability of "occurrence of a harm", as per ISO 12100:2010 is composed of 3 elements:
1) The risk element "exposure of person(s) to the hazard" in 1ISO 12100:2010 is expressed
with the exposure parameter according to 5.7.

2) The risk element "possibility to avoid or limit the harm" is expressed with the probability of
avoiding of limiting harm according to 5.8.

3) The "occurrence of a hazardous event" in Figure 3 of ISO 12100:2010 can be identified with
e (Ig x P,), if no safety function is present;

e (PFH x P,) for a safety function in high/continuous demand mode of operation;

° (DFndvg X I“ X PI) for a Qafnfy function in low demand maode of nlmarsafinn

The "probability of occurrence of harm" in Figure 3 would be called a "demand rate'rather than
a "proHability” in the terminology of this document.

PROBABILITY OF OCCURRENCE
of that hatpa

SEVERITY

RISK OF HARM Exposure of person(s)
to the hazard
related to — that can .
con;?jered res?:; om i he occurence of
hazard conaiEed a hazardous event
hazard

The possibility to avoid

or limit the harm

IEC
Figure based on ISO 12100:2010, Figure 3 (modified)

Figure 4 — Elements of risk according to ISO 12100

9 Todols for functional 'safety assignment

9.1 Seneral

Tools fpr assigamient of SIL or PL, risk graphs, risk matrices, scoring methods, and simjlar are
essentfally representations of the Formulae (7) or (10), using graphical means or tables] These
representations can be derived from the given formulae with the following steps:

o seléectionof-theparameterstobetsed:

e logarithmizing the parameters;

o discretizing the logarithmic parameters;

e assigning score values to the single discrete parameter settings;

e coding the relations between scores and required safety integrity in a graphical decision
tree (risk graph) or in a table (risk table, risk matrix);

e tuning and adaptation, such as for example restriction of offered path (parameter
combinations) at the extreme cases of the graph, "tuning" of parameters and similar.

A given tool is applicable only to either "high/continuous” or to "low" demand mode in all typical
cases. The decision between "high/continuous demand" versus "low demand" mode of
operation is already made before a graphical tool, table, or scoring methods for the SIL
assignment are used.
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This document does not give preference to any of the described tools for SIL assignment.
Neither does this document give preference to the use of such tools or to working with the
mathematical relations in a fully quantitative manner. Numerical exactness is not a primary
concern for SIL assignment. The assignment is based on a small number of input parameters,
which can be quantified in most cases by estimations with a limited accuracy only. On this basis,
a fair degree of numerical inexactness can be conceded to an assignment tool, if this facilitates
the task for the user or if it is required as a compromise with respect to other boundary
conditions. However, the basic logic should not be violated, which is represented by the choice
and inherent meaning of the parameters, by their dimensions (i.e. basically time™! or
dimensionless) and by their relations.

Application examples of functional safety assignment tools are available in Annex A.

9.2 Belection of independent parameters

An ass|gnment tool does not necessarily use each of the parameters in the Formulae (7)|or (10)
as indgpendent entry. Logically, this is equivalent to using certain probabilitiesenly with p value
of 1.

For example, if in a specific technical application area all relevant safety function failufes are
considered to be "hidden failures", the parameters P, F, and (1 5 4,) would not need to be

used in a SIL assignment tool for that particular application. These parameters would [always
assume the value of 1 in the given context.

As a mlore common example, the customary risk graphsfor SIL assignment to functiong in low
demanfl mode use a "W-parameter" ("W" for "Wahrscheinlichkeit", i.e. probability). The
parameter 7 can stand for the product /g x P, ‘inoFormula (10). These risk graphs |do not

consider initiating event rate /g and P, separately? See IEC 61511-3:2016, Annexes D gnd E.

9.3 L ogarithmizing parameters

The myltiplications in the basic Formulae (7) and (10) for SIL assignment can be implenented
in graphical tools or methods by logarithmizing the parameters. Thus, multiplications jcan be
executed as additions. This allows“the construction of nomograms, for example.

9.4 Discretization of parameters

More typical than nomiograms are tools with a graphical decision tree or tabular structure| where
the user can only.choose discrete entries for the parameters in use. In these toqls, the
paramgters are<discretized. Most typically, they are discretized in equidistant st¢ps on
logarithmic scales.

"Discrdtization"” means that a continuous numerical range is represented by a set of discrete

Tl I HIT 4 ol H S Y N ] £ DL ol £ 4l P |
numbe o. o LdlT VG TIMTUOLLNrAlTU WILIT LTS oLdadliC UT T T 1T, WITIUIT TOo IIUunIILIy TOMTCOTTIITU nly as

a set of discrete SIL levels, SILO, SIL1, SIL2, and so on. In the sequence of SlLs each discrete
level replaces and represents an entire decade on the continuous scale of PFH in the unit h=1,
or of PFDan — see Figure 5. The principle of "Discretization" of a continuous numerical

parameter is shown with the scale of PFH in units of [h~'], discretized to a set of SlLs.
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Figure 5 — Discretization of parameters

9.5 Parameter scores
If the ihput parameters for SIL assignment are used in a logarithmic discretized format, they
can be(represented by small natural numbers or scores. A graphical, or tabular-assignmént tool
yields fhe required SIL as a result of the total score sum. The addition of Scores can be done
graphigally in a decision tree. This is the working principle of a risk graph. Risk tables|or risk
matricgs relate the score sum on one axis and the severity parametér-on the other axig to the
indicator of the required safety integrity.

The scpring system would comply with the following principles)in all cases, which are analysed

in Annex A:

o for [the parameters P, F\, (1 - 4,), and Ig, the score value is increasing with incfeasing
parpmeter value;

o forthe parameter S, the score value is increaging with increasing severity level. Accofdingly,
the|score value is increasing with decreasing tolerable risk limit Lisy:

o likewise, for the safety integrity indicator, the score value is increasing with incfeasing
intdgrity requirement, i.e. increasing with decreasing value of the implied target|failure
megsure, i.e. PFH or PFD, .

Assum|ng compliance with the"above principles, the relations in Formulae (7) and (10)|can be

transformed into the following form, which is suitable for graphical or tabular representation:

— for high/continuous demand mode of operation, based on Formula (7):

SIL 2 A x SC(S) + B x [SC(P,) + SC(F,;) + SC(1-4,)] +C (16)

— for Jow demand mode of operation, based on Formula (10):

SIL 2 A x SC(S) + B x [SC(P,) + SC(F,) + SC(1 - 4,) + SC(Ig)]+ C (17)
where:
SC(S) is the score value for the severity such as S, P, 4,;
SC(P,) is the score value for the parameter P;
SC(F,) is the score value for the parameter F;
SC(1-4,) is the score value for the parameter 1 - 4,;
SC(/R) is the score value for the parameter Iz. The coefficients A and B in

parameter C

Formulae (16) and (17) are required where different logarithmic
were used for discretizing different parameters;

to the intended tolerable risk.

scales

is required to adjust the arbitrarily chosen zero point of the score scale


https://iecnorm.com/api/?name=58dded663d936be102f8ca67801e9d3a

- 34 - IEC TR 63161:2022 © IEC 2022

In Annex A, it is shown in examples how the parameters of relations Formulae (16) or (17) can
be extracted from actual risk graphs or risk matrices. As far as this is possible, the respective
risk graph or risk table is in accordance with Formula (7) for high/continuous demand or with
the relation in Formula (10) for low demand.

9.6 Scoring methods in strict sense

The term "scoring method" is occasionally used in a stricter sense for methods which quantify
a given parameter as a sum of scores that are related to qualitative aspects of the application.
These aspects are captured in questions, with a predefined set of potential responses, each
related to a score. A total parameter score can be defined as the resulting sum for all questions
related to the parameter. For example, the parameter (1 - 4,) can be quantified by questions

such as:

e How quickly does the accident develop from first indication of a disturbance)to cdmplete
exposure to the hazard?

— |In less than 30 seconds: score 10
— |In 30 seconds to 2 minutes: score 7
— |In 2 minutes to 15 minutes: score 3
— |In more than 15 minutes: score 0

e Hoy acquainted is the potentially exposed personnel%with the machinery/prodess in
qugstion?

— little: score 10
— [fair: score 5
— |very well: score 0

e ang so on.

It is nqt within the scope of this documént to discuss the adequacy of particular qugstions,
potentipl responses, and the related scoring. Generally, this is a potential way of gefting to
quantithtive estimates from qualitative descriptions with fair reproducibility, if the $coring
questigns are adequate and clearsand if the scores are appropriately set.

This dqcument gives examples of the parameters and their inherent meaning, which can| be the
target pf scoring questions.*In 6.1, basic principles are given as examples which could also
apply tp the target aspects of scoring questions:

e Eagh aspect, which is targeted by a scoring question would need to be effective a$ a risk
mitigation measure by itself. For example, the speed of development of a hazardou$ event
is al partiahmeasure for the related risk only where potentially exposed persons have|means
to pvent the upcoming exposure within the given times. With machinery or ingustrial
professes, this is usually the case.

e The correlation should be weak between different aspects, i.e. between answers for different
questions for a single parameter. This means answering one question should not give strong
preferences to the answers that will be given to other questions.

This document also describes an example method for extracting the implicit quantitative basis
from a given scoring system. All statements in 9.5 can be applied to scoring methods in a strict
sense as well.
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Annex A
(informative)

Examples of SIL assignment tools numerical analysis

A.1 General

This Annex A describes with a few typical examples how the numerical structure according to
the basic relations Formula (7) and Formula (10) for SIL assignment can be extracted from a
given risk graph or tabular tool. This verifies the statement that the widely established tools can
indeedrpeumderstood—as particutar expressions of the basicTetations:

The choice of input parameters gives a first consistency criterion. For a safety-fungtion in
high/cqntinuous mode of application, the following parameters are common:

o evgnt severity;

e propability of occurrence of a hazardous event P;
e exposure F;

e propability of avoiding or limiting harm 4,,.

A parameter for "event severity" is always required, since\it carries the setting of the tglerable
risk limit. Other parameters may be left out, i.e. used with/a value of 1 only, if the parameter is
not relevant in the given application area. A single _parameter can be split up into gpecific
aspects, according to the example which was givenfor the probability of avoiding or |imiting
harm in 5.9, by splitting up the parameter in "avoidability" in a stricter sense and "vulnerability".

If a too| or method is intended for low demand'mode of application, an additional input parameter
is requlired that includes the initiating event rate /g. This parameter will have the dimension

time~1 | typically in the unit "per year®or y=1.

Accordingly:

o |If np time-based input parameter is used, the tool will yield a safety integrity parameter for
the| high/continuouscdemand mode of operation, which can be related to PFH ag target
failyre measure.

e If ah input parameter is used with the dimension time~1, the tool will yield a safety integrity
parameter forthe low demand mode of operation, which can be related to PFDavg ag target

faillire measure.

All assjgnment tools analysed in Clauses A.4, A.5 and A.6 would pass this basic consjstency
check.

A.2 Assignment of score values to parameter entries

In graphical or tabular assignment tools, the numerical score of a parameter is frequently
suggested as an element of the entries. Where, for example, "F1" or "F2" can be chosen for the
exposure parameter F, the SC(F,) in Formulae (A.1) and (A.2) will naturally take the values 1

or 2. The same principle applies, e.g., to severity parameters S1, S2, and so on. Where the
numerical score of a parameter is not directly evident as an element of the potential entries, it
can be established by relating them to natural numbers by sequence, or by replacing an
alphabetic sequence by numbers. For example, the series of performance levels from PL a to
PL e can be related to the sequence of numbers from 1 to 5 — see Table A.1 in Clause A.5.
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A.3 Extraction of tolerable risk limits

The tolerable risk limit can be extracted from SIL assignment tools by selecting a level of
severity and from there by following the path, where the entries for P, F. and (1 - 4,) are used
with maximum score. These correspond to the parameter settings, which imply that there is no
other risk mitigation than the safety function itself.

For a "high/continuous demand tool", this path will lead to the safety integrity indicator, which
represents in terms of PFH the maximum event rate that is tolerated for the given severity. See
Figure A.1 a).

For a "low demand tool", an additional selection needs to be made on the described path. This
is the sjafety integrity indicator that represents PFDan with the value of 1. In SIL based méthods,

that sefting is indicated as "SILO", or "OM" for "other measures", or "A" or footnote)"a" for "good
enginepring practice”. This represents the numerical range 1 < PFD,,4 < 10. Hence, "§IL0" or

the equivalent expressions include the value of 1 for PFD,, as the most consqrvative

assumption. The respective path leads to the time-based input parameter; which repredents in
terms ¢f /g the maximum event rate that is tolerated for the given severity. See Figure 4.1 b).
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Figure based on ISO 13849-1:2015, Figure A.1 (modified)
a) Graph for determining required PL_for safety function
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b) Figure 8 from VDMA 4315-1:2013-02. Turbomachinery and generators1

Figure A.1 — Extraction of tolerable risk limits

IEC

Per thg described approach, the risk graphs in Figure A.1 yield the following tolerable risk limits:

e Annex A ofISO 13849-1:2015, Severity S1 — PL ¢ - PFH max. 3 x 1076 / h > 1 evlent per
38 years

e Annex(A of ISO 13849-1:2015, Severity S2 » PLe - PFHmax. 1 x 1077 / h — 1 evnt per
1 142years

e VDMA 4315-1; Severity S3 - W1 —» max. 0,001/y 1 — 1 event per 1 000 years

In the first instance, the results are approximate and obtained with the described approach. Not
every risk graph is completely consistent with a numerical scheme without deviations. See the
example in Clause A.4. If a tolerable risk limit is extracted from a single risk graph or risk matrix
by different methods, it is possible that the results will deviate from each other in the order of
numerical inconsistencies that are in the respective assignment tool.

1 Reproduced with the permission of VDMA.
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A.4 Risk matrix of IEC 62061

See Figure A.2 for an example risk matrix taking into account IEC 62061. This SIL assignment
tool is intended for use with machinery and with safety control function in high/continuous
demand mode of operation. P, F, and (1 — 4,) are used as input parameters, in accordance
with relation Formula (7). These parameters are represented as score sum, called "class" in
this specific tool (column heading of the table). The safety integrity indicators are given in both
established notions, as SIL and as PL, in relation to the severity levels.

Note that 4, in accordance with the risk matrix of Annex A of IEC 62061:2021, Figure A.2 of
this document corresponds to (1 - 4,) in this document, i.e. the symbol 4, is used with a

complgmentary meaning. Furthermore SIL 2 at Class 3 and 4 of IEC 62061:2021 is r?ﬁﬁlhced to
SIL 1 hecause of the low score for the classes of Frequency, Probability and Avoi ﬁp arm.

Following the approach of Clause A.3, the tolerable risk limits can be extract 'as apprgximate
values|from the column of the table with the maximum score or "Class". Th ximum gcore is
15 in this tool. The following limits can be extracted: %

e Seyerity S1 —» SIL1 - PFHmax. 1 x 107/ h — 1 event in ca&%‘years, or
PLc—> PFHmax.3x107%/h — 1 eventQ/Qé 30 years

e Seyerity S2 —» SIL2 > PFHmax. 1 x 1076 /h > 1 ev \l‘n ca 100 years

e Seyerity S3 —» SIL3 > PFHmax. 1 x 1077 / h ab@ent in ca 1 000 years
e Seyerity S4 —» SIL3 - PFH max. 1 x 1077/ h<Q1 eventin ca 1 000 years, i.e. the same

toldrable risk limit as for S3. N
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NOTE 1 &2 at Class 3 and 4 in IEC 62061:2021 is reduced in this table to SIL 1 because of the low dcore for
the clasSes of Frequency, Probability and Avolding Harm.

NOTE 2 SIL 2 at Class 5, 6 and 7 is not calibrated in line with the rest of this table because it is the intention to
take account of the moderate score for the classes of Frequency, Probability and Avoiding Harm in combination with
the possibility of death as a consequence.

NOTE 3 Owing to characteristics of risks present at machinery, SIL 4 is not considered. For SIL 4 see IEC 61508-1.

NOTE 4 The correspondence between SIL and PL_ is valid only for the required level and not for the achieved
level.

Figure A.2 — Risk matrix based on IEC 62061
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