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INTERNATIONAL ELECTROTECHNICAL COMMISSION

SMART GRID STANDARDIZATION ROADMAP

FOREWORD

The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote
international co-operation on all questions concerning standardization in the electrical and electronic fields. To
this gnd and in addition to other activities, IEC publishes International Standards, Technical Specifications,
Techpical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referredpto. fas “IEC
Publication(s)”). Their preparation is entrusted to technical committees; any IEC National Committee injterested
in the subject dealt with may participate in this preparatory work. International, governmental gand non-
govefnmental organizations liaising with the IEC also participate in this preparation. IEC Collaborate$ closely
with |the International Organization for Standardization (ISO) in accordance with conditions determined by
agregment between the two organizations.

The formal decisions or agreements of IEC on technical matters express, as nearly.as.possible, an intefnational
consensus of opinion on the relevant subjects since each technical committee/has representation|from all
intergsted IEC National Committees.

ublications have the form of recommendations for international use,and are accepted by IEC |National
ittees in that sense. While all reasonable efforts are made to ensure that the technical conter|t of IEC
Publjcations is accurate, IEC cannot be held responsible for the way in which they are used or|for any

In ofider to promote international uniformity, IEC National Committees undertake to apply IEC Pullications
parently to the maximum extent possible in their natignal” and regional publications. Any diyergence
betwpen any IEC Publication and the corresponding national‘or regional publication shall be clearly indjcated in
the latter.

IEC |tself does not provide any attestation of conformity. Independent certification bodies provide cqnformity
assepsment services and, in some areas, access to\|EC marks of conformity. IEC is not responsiblgd for any
services carried out by independent certification bgdies.

All users should ensure that they have the latest_edition of this publication.

No lipbility shall attach to IEC or its directers, employees, servants or agents including individual experts and
mempers of its technical committees and\[EC National Committees for any personal injury, property dgmage or
othel damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fges) and
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC
Publjcations.

Attertion is drawn to the Notmative references cited in this publication. Use of the referenced publicptions is
indispensable for the correctiapplication of this publication.

Atterjtion is drawn to the,possibility that some of the elements of this IEC Publication may be the spbject of
patent rights. IEC shall hot be held responsible for identifying any or all such patent rights.

The main task'ofl IEC technical committees is to prepare International Standards. Howgver, a
technidal committee may propose the publication of a Technical Report when it has cqllected
data off addifferent kind from that which is normally published as an International Standard, for

example tstate of the art"

IEC TR 63097, which is a Technical Report, has been prepared by IEC Systems Committee:
Smart energy.

The text of this Technical Report is based on the following documents:

Enquiry draft Report on voting

SyCSmartEnergy/50/DTR SyCSmartEnergy/59/RVDTR

Full information on the voting for the approval of this Technical Report can be found in the
report on voting indicated in the above table.

This document has been drafted in accordance with the ISO/IEC Directives, Part 2.


https://iecnorm.com/api/?name=7dba3e7634e8e4ce5f156116ad3f1811

IEC TR

63097:2017 © IEC 2017 -1 -

The committee has decided that the contents of this document will remain unchanged until the
stability date indicated on the IEC website under "http://webstore.iec.ch" in the data related to
the specific document. At this date, the document will be

e reconfirmed,

e with

drawn,

e replaced by a revised edition, or

e amended.

A biling

ual version of this publication may be issued at a later date.

IMPOR
that it contains colours which are considered to be useful for‘ the
undergtanding of its contents. Users should therefore print this decument u

coloul

TANT - The 'colour inside' logo on the cover page of this publication in{i

printer.

cates

orrect

ing a
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INTRODUCTION

0.1 Context

Smart Grid is a term which embraces an enhancement of the power grid to accommodate the
immediate challenges of today (such as the integration of distributed energy resources) and
provides a vision for the future power. Its main focus is on an increased efficiency, reliability,
observability and controllability of the power grid and connected users, for the benefit of all
concerned actors.

“Smart Grid” is one of the major trends and markets which involve the whole energy
conversion_—chain from generation to consumer The power flow —will change from a
unidirectional power flow (from centralized generation via the transmission grids and
distribytion grids to the customers) to a bidirectional power flow. Traditienal [energy
architeftures consisting of bulk generation, transmission and distribution will bé)impag¢ted by
these phew technologies and will need to adapt to support new configurations with more
distribyted energy generation and storage.

Furthefmore, the way a power system is operated changes from the-hierarchical top-down
approach to a distributed control.

Consumers too are leveraging smart technologies along with\new options for local [energy
generation and storage to access new energy options.

This w|ll then demand a higher level of syntactic and{semantic interoperability of the yarious
products, solutions and systems that build up >a. power system. Furthermore, gpecific
requirgments like long term investment security and legacy systems need to be consjdered.
These fwo rationales — interoperability and investment security — make it absolutely neqessary
to basg all developments and investment on a.sound framework of standards.

Thus sfandardization plays a key role te.enable the development of new applications for today
and a future power system.

As a re¢minder, within the IEC;,-SMB Strategic Group 3 “Smart Grid” published a first felease
1.0 of the IEC Smart Grid roadmap.

This ofiginal documeni‘\has been reworked, and updated thanks to IEC Systems Evgluation
Group [SEG) 2, which-was formed with the mission of assessing the need for an IEC pystem
commiftee on Smarf\Grids.

This work issnow undertaken by IEC SyC Smart Energy, and its first mission is to final|ze this
work.

As a reminder IEC SyC Smart Energy has the mission:

e to provide systems level standardization, coordination and guidance in the areas of Smart
Grid and Smart Energy, including interaction in the areas of heat and gas;

o to widely consult within the IEC community and the broader stakeholder community to
provide overall systems level value, support and guidance to the technical committees and
other standards development groups, both inside and outside the IEC;

e to liaise and cooperate with the SEG Smart Cities and future SEGs, as well as the future
Systems Resource Group.

Several updates to the IEC Smart Grid roadmap have been brought to this document,
especially by including the latest publications and upcoming standards. This document also
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tries to take into account some of the relevant outcomes from other regions and countries,
and among many sources, the work performed by the CEN-CENELEC-ETSI Smart Grid-Co-
ordination Group [1][2][3][4]! and the NIST SGIP roadmap [5][6].

At the current stage, the real scope considered in this approach remains the “Smart Grids”,
meaning that the full Smart Energy scope has not been addressed yet (i.e. the consideration
necessary to include the interactions with other energies such as gas, and heat).

Work is also underway within IEC SyC Smart Energy to progressively build a technical Smart
Energy system framework. An alignment of this document with the IEC 629132 series will be
performed as soon as these elements are available.

As a rgminder, this document does not intend to present all standards which are applidable in
the context of Smart Energy, but to highlight those which have been specifically designled and
providg significant value to support a transition to a Smarter Energy, especially,considering
the neg¢d for an easier interoperability among devices and systems within thes Smart Energy
Domain.

This roadmap document is one element.

One other main element is the Smart Grid Standards Map
(www.gmartgridstandardsmap.com), a web tool presented in54, and whose content|will be
aligned with this document.

Finally] IEC SyC Smart Energy also intends to create a specific relationship with user
associations. The dissemination of the informationincluded in this document will be one
objectiye.

0.2 Dverview

The aim of this document is to provide standards users with guidelines to select f most
appropriate set of standards and spegifications. These standards and specifications arg¢ either
existing or planned, and are providéed by IEC or other bodies also fulfilling use cases.

It also|aims at creating a common set of guiding principles that can be referenced Ry end-
users and integrators wha.are responsible for the specification, design, and implementation of
Smart Energy Systems.

As a ljving document, this roadmap will be subject to future changes, modifications and
additiops, and will. be incorporated into future editions.

At the |current stage, the focus remains the “Smart Grids”. This means that the full] Smart
Energy| scope has not been addressed yet (i.e. the consideration necessary to inclyde the
interactions with other energies such as gas, and heat) and will be considered in a future
edition of this document.).

This roadmap presents an inventory of existing and future standards, and puts them into
perspective regarding the different Smart Grid applications. The intention is to facilitate the
choice of the relevant standards for all Smart Grid products, applications and systems, given
the fact that such a scope is complex and moving.

The IEC, as the only international standardization organization in the field of electrotechnical
standardization, is ideally positioned to provide such document. However, IEC is not the only

1 Numbers in square brackets refer to the Bibliography.

2 Under preparation.
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body contributing to to Smart Energy standardization; this document shows that IEC covers
only 50 % of the used standards or specifications.

Based on this assessment, this document tries to not restrict the set of standards, except the
fact that preference is given to International Standards (IEC, ISO, ITU). Regional specificities
are also taken into account, especially when they fill gaps not yet realized at an international
level.

Other bodies are also considered as long as they fulfil the “open specification” criteria defined
in 5.2.5.

STWeeT actta STAaTTaatras ai1TC - =€ Ste T a1l W Ead tO
recommendations for evolution within IEC (the recommendations are included in @ se¢parate
blication). This framework will be then at the core of new developments_and benefits
reachefd through the implementation of Smart Grid.

As a rpadmap this document also shows possible developments and future trends in| Smart
Energy technologies: Evolutions in communication, centralization, micro-grids, efc. are
outlinef in 5.7.

0.3 Purpose of the document

The importance of these standards will vary in their relationo Smart Energy applicatigns and
solutiops. A number of standards form a core set of standards, which are valid or nedessary
for negrly all Smart Energy applications. These standards will be considered as IEC [priority
standafds. Their further promotion and development*will be a key for the IEC to provide
support for Smart Energy solutions. (See also http://lwww.iec.ch/smartgrid/standards/).

Besidep these IEC priority standards, the goal'will also be to provide an overview of the IEC
standafds specifically capable of serving as<a base for Smart Energy. The objective is that the
collectijon should be comprehensive and“also provide an overview of all the standardization
involved.

Furthermore, not only does the-roadmap consider the available standards but also the foming
ones ($ee in 5.2.5 the triggers/attached to these definitions “available” and “coming’). With
this the IEC will provideta ‘necessary precondition for Smart Energy to become |widely
accepted by the market:'Since Smart Energy investments are long-term investments, it is
absolutely necessary(to”provide the stakeholders with a needed vision as a basig for a
sustainable future jnvestment.

A spegific focus’ is put on interoperability standards, which will help to reach the goal of
increaged observability and controllability of the power system. In this respect the IEQ offers
the abgolute”precondition for a further promotion of Smart Grid. It offers as well the corlditions
for pro iIing the usage of these standards and then improves the ini‘nrnpnrnhilify as explained
in 5.6. On the other hand, the IEC refrains from standardization of solutions or applications
itself. This would actually block innovation and the further development of Smart Energy.

Even if standards from other Standards Development Organizations (SDOs) are not the main
focus of this roadmap, they are part of the complete story, and so need to be included.

The IEC acknowledges the vast literature and documentation which is already available on
the Smart Grid topic and, to a far lesser extent, also on the standardization of Smart Energy
(some documents are identified in Annex C and in the Bibliography [5][6][7][8])-
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1 Sc

SMART GRID STANDARDIZATION ROADMAP

ope

This document provides standards users with guidelines to select a most appropriate set of
standards/specifications (either existing or coming, from IEC but possibly coming from other
bodies) fulfilling the set of Smart Energy use cases, then relevant for Smart Energy project
implementation.
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des a summary of the core standards which form the pillars of the Smart
rds set.

he main areas of Smart Grid are investigated. The structure of this' documg
 in order to embrace the full scope of Smart Grids.

first area introduces the general IEC framework.

fandards are presented, following these main guidelines:

ndards in relation with electrotechnics (planning the grid, integrating DER, copi

nagement systems, FACTS, energy mahagement systems, blackout pre

rt substation automation systems, distributed energy resources operation sy
anced meter infrastructure, meter-related back office systems, market place sy
nand response and load management systems, HBES/BACS systems, in
bmation systems, electrical storage management systems, electro-mobility sy

systems.

hdards which cover cross-cutting areas such as communication, data modelling,
urity, authentication, ‘authorization, accounting, clock management, EMC,
lity, functional safety.

es whichrindicate for each standard its main area of use;
pveryiew of the core IEC standards;
rénces to known Smart Grid/Smart Energy roadmaps provided by some r

er electronics, coping with DC grids, and impagt'on the low voltage installations).
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In total, this document identifies over 500 relevant standards/specifications and/or standard
parts for the considered domain. Five electrotechnical domains, nineteen specific systems
and nine cross-cutting topics have been analysed.

2 Normative references

There are no normative references in this document.

3 Te

rms, definitions and abbreviated terms

For the purposes of this document, the following terms and definitions apply.
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ISO and IEC maintain terminological databases for use in standardization at the following
addresses:

e |EC Electropedia: available at http://www.electropedia.org/

e |ISO Online browsing platform: available at http://www.iso.org/obp

NOTE Definitions of Smart Grid components (shown in the Smart Grid system mappings) are given in 5.4.3.2.
3.1 Terms and definitions

3.11
ancillary services
servicgs—reee y—For—the—epe ten

3 S opera system
operator and/or by power system users

Note 1 tp entry: System ancillary services may include the participation in frequency regulation, . reactije power
regulatidn, active power reservation, etc.

[SOURCE: IEC 60050-617:2009, 617-03-09]

3.1.2
architecture
fundanmjental concepts or properties of a system in its environmént embodied in its elgments,
relationships, and in the principles of its design and evolution

[SOURCE: ISO/IEC/IEEE 42010:2011, 3.2]

3.1.3
available
<delivgrable> which has reached its final stage (IS, TS, TR, ...) by 2015-12-31.

Note 1 t¢ entry: Refer to 5.2.5.3 for more details\

3.1.4
architecture framework
convertions, principles and practices for the description of architectures established Within a
specifi¢ domain of application and/or community of stakeholders

[SOURCE: ISO/IEC/IEEE/42010:2011, 3.4]

3.1.5
capability
functioph that“asystem is capable of running to support a certain business objective

Note 1 to-entr Acapability mav be described as 3 Sustem Use Case (rafer to IEC TS 62913.13)
4 L 4 4 4 <

3.1.6

coming

<deliverable> having successfully passed the New Work Item Proposal (NWIP) process (or
any formal equivalent work item adoption process) by 2015-12-31

Note 1 to entry: Refer to 5.2.5.3 for more details.

3 Under consideration.
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3.1.7
DER
distrib

uted energy resources

generators, including loads having a generating mode (such as electrical energy storage
systems), connected to the low or medium voltage network, with their auxiliaries, protection

and co

nnection equipment, if any

[SOURCE: IEC 60050-617:2009/AMD2:-4, 617-04-20, modified]

3.1.8

demand response

DR
incenti

changgq in their consumption or feed-in pattern

Note 1t

entry: “Bottom-up approach” = customer decides.

Note 2 fo entry: "Demand response" is defined in IEC 60050-617:2009/AMD1:2011,.°617-04-16 as a
resulting from management of the electricity demand in response to supply conditions.

3.1.9

flexibi
elastici
for the
power

3.1.10

ity

ity of resource deployment (demand, storage, generation) providing ancillary s
grid stability and/or market optimization (change of poewer consumption, redud
feed-in, reactive power supply, etc.)

interoperability

ability

bf two or more networks, systems, devices; applications, or components to intery

excharlge and use information in order to perform required functions

3.1.11
SGAM
domai

domain
N

izing of customers by costs, ecological information or others in order to inftiate a

h action

brvices
tion of

ork, to

one aXis of the SGAM to coverlthe complete electrical energy conversion chain, cdrrently

partitio

3.1.12
SGAM
layer

hed into five: bulk generation, transmission, distribution, DER and customer prer

interoperability,layer

one ajpis of the¢SGAM to handle the interoperability abstract categories described

GridWi
Comm

3.1.13
SGAM

inication and Component

hises

in the

se Architecture model, currently partitioned into five: Business, Function, Inforination,

Smart Grid plane

plane formed by the domain and the zone axes for the management of the electrical process

3.1.14
SGAM
zone

zone

one axis of the SGAM to represent the hierarchical levels of power system management,
currently partitioned into six: Process, Field, Station, Operation, Enterprise and Market

4 Under preparation. Stage at time of publication: IEC FDIS 60050-617:2009/AMD2.
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Grid

electric power system that utilizes information exchange and control technologies, distributed

compu

e toi

ting and associated sensors and actuators, for purposes such as:

ntegrate the behaviour and actions of the network users and other stakeholders,

e to efficiently deliver sustainable, economic and secure electricity supplies

Note 1t

o entry: Refer to 4.1.

[SOURCE: IEC 60050-617:2009/AMD1:2011, 617-04-13]

3.1.16

standqrd

document, established by consensus and approved by a recognized body, that-provides, for
commgn and repeated use, rules, guidelines or characteristics for activities or.their fesults,
aimed pt the achievement of the optimum degree of order in a given context

Note 1 t¢ entry: Refer to 5.2.5 for further details.

[SOURCE: IEC 60050-901:2013, 901-02-02]

3.1.17

system

set of |nterrelated elements considered in a defined context as a whole and separatdd from
their epvironment

Note 1 t¢ entry: System is defined in the Systems activities Administrative Circular AC/33/2013 as:

"a groug of interacting, interrelated, or independent élements forming a purposeful whole of a complgxity that
requires| specific structures and work methods in_erder to support applications and services relevanf to IEC
stakeholfders".

Howevel, in the context of this document, it has been considered in addition as a typical industry arranggment of

compongnts and systems, based on a single architecture, serving a specific set of use cases.

[SOURICE: IEC 62559-2:2015,3:F]

3.1.18

use case
cation of a set of’actions performed by a system, which yields an observable reslult that

specifi
is, typi

[SOURCE: ISO/IEC 19505-2:2012, 16.3.6]

Cally, of valGiesfor one or more actors or other stakeholders of the system
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3.2 Abbreviated terms

Abbreviation

Meaning

3GPP 3rd Generation Partnership Project

6LoWPAN IPv6 over Low power Wireless Personal Area Networks

ADSL Asymmetric digital subscriber line

AMI Advanced Metering Infrastructure

AMR Advanced Meter Reading

AN Access Network

ANSI American National Standard Institute

AS Application server

BACS Building Automation and Control System

CcC Control Centre

CEM Customer Energy Management (see 5.4.3.2 for details)

CEN European Committee for Standardization (Comité Européen de Normalisation)

CENELEC European Committee for Electrotechnical Standardization
(Comité Européen de Normalisation Electrotechnique)

CHP Combined Heat and Power

CIM Common Information Model (IEC 61970 and IEC 61968 series)

CIS Customer Information System

COMTHADE Common Format for Transient Data Exchange“(IEC 60255-24)

COSEM Companion Specification for Energy Metering

CT Current Transformer

cVPP Commercial Virtual Power Plant

DA Distribution Automation

DCS Distributed Control System)(usually associated with generation plant control systems)

DER Distributed Energy, Resources (see 5.4.3.2 for details)

DIN Deutsches Institut fir Normung

DLMS Distribution kine Message Specification

DMS Distribution Management System (see 5.4.3.2 for details)

DR Demand Response

DSO Distribution System Operator

eblX® (European forum for) energy Business Information Exchange

EC European Commission

ECP Electrical Connection Point

EDM Energy Data Management

EFET European Federation of Energy Traders

EGx EU Smart Grid Task Force Expert Group x (1 to 3)

EMC Electro Magnetic Compatibility

EMG Energy Management Gateway (see 5.4.3.2 for details)

EMS Energy Management System (see 5.4.3.2 for details)

ENTSO-E European Network of Transmission System Operators for Electricity

ERP Enterprise Resource Planning

ESO European Standardization Organization

ETSI European Telecommunications Standards Institute

EV Electrical Vehicle
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Abbreviation

Meaning

FACTS Flexible Alternating Current Transmission Systems (see 5.4.3.2 for details)

FEP Front End Processor (see 5.4.3.2 for details)

FLISR Fault Location Isolation and Service Restoration

GIS Geographic Information System (see 5.4.3.2 for details)

GOOSE Generic Object Oriented Substation Event (IEC 61850-7-2)

GPS Global Positioning System

GSE Generic Substation Event (IEC 61850-7-2)

GSM Global System for Mobile

GSSE Generic Substation State Event (IEC 61850-7-2)

GWAC GridWise Architecture Council

HAN Home Area Network

HBES Home and Building Electronic System

HDSL High-bit-rate Digital Subscriber Line

HES Head-End System (see 5.4.3.2 for details)

HSPA High Speed Packet Access

HV High Voltage

HVDC High Voltage Direct Current

ICT Information and Communication Technology

IEC International Electrotechnical Commission

IED Intelligent Electronic Device

IEEE Institute of Electrical and Electronics~Engineers

IETF Internet Engineering Task Force

IP Internet Protocol

IPv6 Internet Protocol Version'6

1S International Standard

ISO International Organization for Standardization

IT Information Tfechnology

ITU International Telecommunication Union

ITU-T ITUts Telecommunication standardization sector (ITU-T)

JWG Joint Working Group (of CEN, CENELEC and ETSI on standards for Smart Grids)

KNX EN 50090 (also known as Konnex)

L2TP Layer 2 Tunnelling Protocol

LAN Local Area Network

LNAP Local Network Access Point (see 5.4.3.2 for details)

LR WPAN Low Rate Wireless Personal Area Network

LV Low Voltage

M/490 Mandate issued by the European Commission to European Standardization Organizations
(ESOs) to support European Smart Grid deployment [1]

MAC Media Access Control

MADES Market Data Exchange Standard

MDM Meter data management (see 5.4.3.2 for details)

MMS Manufacturing Message Specification (ISO 9506)

MPLS Multiprotocol Label Switching

MPLS-TP MPLS Transport Profile
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Abbreviation

Meaning

MV Medium Voltage

NAN Neighbourhood Area Network

NIC Network Interface Controller (see 5.4.3.2 for details)

NNAP Neighbourhood Network Access Point (see 5.4.3.2 for details)

NSM Network and System Management (IEC TS 62351-7)

NWIP New Work Item Proposal

OASIS Organization for the Advancement of Structured Information Standards

OMS Outage Management System (see 5.4.3.2 for details)

OPC OLE for Process Control

OPC UA OPC Unified Architecture

OSI Open Systems Interconnection

OSGP Open Smart Grid Protocol

PEV Plug-in Electric Vehicles (see 5.4.3.2 for details)

PLC Power Line Carrier communication

PLC Programmable Logic Controller

PV Photo-Voltaic — may also refer to plants using photo-voltaie/electricity generation

QoS Quality of Service

RBAC Role-Based Access Control (IEC TS 62351-8)

RPL Routing Protocol for Low power and lossy networks (LLN)

SAS Substation Automation System

SCADA| Supervisory Control and Data Acquisition (see 5.4.3.2 for details)

SCL System Configuration Language (}EC 61850-6)

SDO Standards Development Organization

SG Smart Grid

SGAM Smart Grid Architectute"Model — delivered by the SG-CG-RA team as part of the mandated
deliveries of M/490,"which proposes 3 different axes to map a Smart Grid feature (Donpains,
Zones and Layers) — details available in [2]

SG-CG Smart Grid.Ce-ordination Group, reporting to CEN-CENELEC-ETSI and in charge of
answeringithe M/490 mandate

SM-CG Smart\Metering Co-ordination Group, reporting to CEN-CENELEC-ETSI and in charge [of
answeting the M/4441 mandate

SLA Service Level Agreement

SNMP Simple Network Management Protocol

SOA Service Oriented Architecture (IEC TR 62357)

SIPS System Integrity Protection systiem

TC Technical Committee

TDM Time Division Multiplexing

TF Task Force

TMS Transmission Management System

TR Technical Report

TS Technical Specification

TSO Transmission System Operator

tVPP technical Virtual Power Plant

uc Use Case

UMTS Universal Mobile Telecommunications System

VAR Volt Ampere Reactive — unit attached to reactive power measurement
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Abbreviation Meaning
VLAN Virtual Local Area Network
VolP Voice over IP
VPP Virtual Power Plant
VT Voltage Transformer
WAMS Wide Area Measurement System (see 5.4.3.2 for details)
WAN Wide Area Network
WG Working Group
WPAN Wireless Personal Area Network
xDSL Digital Subscriber Line
XML eXtensible Markup Language
4 Smart Grid context
4.1 Bmart Grid definitions
“Smart| Grid” is today used as a marketing term, rather thansa technical definition. Hor this
reason|there is no well-defined and commonly accepted scope of what “smart” is and |what it
is not.
SG3 ofiginally considered Smart Grids as the concept of modernizing the electric gr{d. The
Smart Grid is integrating the electrical and information technologies in between any point of

generation and any point of consumption.

This d
617-04

Examp

e Sm

disfribution grid, whichy,nowadays is operated rather blindly. For the transmission

imp
Are
e HV

e.g
loa

bcument relies on the definition oft'Smart Grid in IEC 60050-617:2009/AMD

-13). See 3.1.15.
es:
art metering could significantly improve knowledge of what is happening

rovement of the observability of system-wide dynamic phenomena is achieved b
a Monitoring apd\System Integrity Protection Schemes.

to contrel~the power flow. The controllability of the distribution grid is impro
j control.and automated distribution switches.

e Co

mon ) )to most of the Smart Grid technologies is an increased use of commur

2011,

in the
grid an
y Wide

DC and FACTS improve the controllability of the transmission grid. Both are acfluators,

ved by

ication

and <l technologies, including an increased interaction and integration of chrmerIy

sepdrated systems.
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Other definitions may be mentioned such as the one5 considered by the European
Technology Platform Smart Grid [8].

4.2

Smart Grid drivers

On one hand, large parts of the power grid infrastructure (including large power plants) are
reaching their designed end of life time, since a large portion of the equipment in the
industrialized countries was installed in the 1960s.

On the other hand, there is a strong political and regulatory push for more competition and
lower energy prices, more energy efficiency and an increased use of “greener” energy like

solar,

wind. biomass and water, potentially largely distributed.

In indystrialized countries the load demand has decreased or remained constant
previoys decade, whereas developing countries have shown a rapidly increasin
demang.

in the
g load

In any| case, efficient and reliable production, transmission and distripution of elgctricity

remain| a fundamental requirement for providing societies and markets-with essential
resourges.
Thus the utilities as well as all energy-related stakeholders «are”today in a period of

energy

change

and eMolution. This has to be done in a context where, inJmany countries, regulatdrs and
liberaligation are forcing utilities to reduce costs forthe transmission and distribu
electrigal energy.

In addftion, consumers are being offered a growing range of energy options based

expang

adapt

o this new competitive landscape for-energy services and this will require

emphapis on the need for standards developed in co-ordination with the sectors resp
for thege new technologies.

Therefpre new methods (mainly- based on the efforts of modern informatio

comm
better

Unication techniques) to-operate power systems, to produce and consume ener
vay, to secure a sustainable and competitive energy supply, are required.

The kely market drivers behind Smart Grid solutions are

e increased usagerof renewable (intermittent and potentially largely distributed)
respurces, and-associated new network codes implementation,

e degper involvement of energy producers and consumers in optimising the ener
infrastructure usage,

ltion of

on the

ing availability of local energy generation“and storage technology. Utilities will need to

greater
bnsible

h and
gy in a

energy

jy and

5 A Smart Grid is an electricity network that can intelligently integrate the actions of all users connected to it —
generators, consumers and those that do both — in order to efficiently deliver sustainable, economic and secure
electricity supplies.

A Smart Grid employs innovative products and services together with intelligent monitoring,
communication, and self-healing technologies to:

better facilitate the connection and operation of generators of all sizes and technologies;
allow consumers to play a part in optimizing the operation of the system;

provide consumers with greater information and choice of supply;

significantly reduce the environmental impact of the whole electricity supply system;

deliver enhanced levels of reliability and security of supply.

control,

Smart Grid deployment needs to include not only technology, market and commercial considerations,
ironmental impact, regulatory framework, standardization usage, ICT (Information & Communication
Technology) and migration strategy but also societal requirements and governmental edicts.

env
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e energy efficiency at all steps of energy handling (from producing down to consuming),
e sustainability,

e competitive energy prices,

e security of supply,

e ageing infrastructure and workforce, and

e growing availability of competitive energy options for consumers,

e availability of new technologies, such as DER, EVs, widespread (loT) communications,
and user applications to simplify decisions and decision management.

o significant regulatory push;
o flugtuating intermittent renewables;

e increased use of distributed energy resources, including coordinating the grid
mapagement with large numbers of stakeholders whose equipment has djfferent
constraints and capabilities;

e nev type of loads (hybrid/e-cars, energy storage);
e agdging infrastructure and workforce;

e high power system loading;

e incfeasing distance between generation and load;
e cosft pressure;

. utiIS]:y unbundling;

e increased energy trading;

e transparent consumption and pricing for-active consumers;
o local energy generation with potential storage capabilities;

e mitlgation of increased risks of cyber-attacks and/or related regulation requirements (thus
new cyber-security requiremefts and their impacts on processes and systems);

e mastering the new technolodies (including the one related to cyber-security).
It also happens in a veryfast changing context such as:

o the| very wide_spreading of Internet technologies down to the level of any pbjects
(Internet of Things — loT);

e the| increasing de-coupling between the IT layer and the OT layer (any QT has
propressiyely its counterpart in the IT layer), also known as IT/OT convergence.

The pr ritve of lacal drivars and challanaes miaht diffar fram nlacag ta nlace Somoe -exa ples
Hey—-+ a—-aH-ets—ahRa-cRaHtehRgesHHgh+—ae—Hoh-pia to-—pra - a2 X .

China is promoting the development of Smart Grid because of the high load increase and the
need to integrate renewable energy sources.

The Indian power system is characterized by high inefficiency because of high losses
(technical as well as very high non-technical losses). Smart Metering and flexible power
system operation will make a change for the better.

The challenge in Europe is to implement Smart Grid technologies into an existing and running
power grid. In addition the European Smart Grid has to bridge between different technologies
and regulations used in different European countries
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In all countries with high portion of overhead lines in the distribution grid, the frequency of
outages is high. The number of outages, outage duration and energy not delivered in time can
be reduced by using Smart Grid technologies.

5 |IEC Smart Grid Standardization Roadmap

5.1
5.1.1

High-level summary

IEC Core standards

The IEC can already look back at an |mpresswe collection of standards in the field of Smart

Grid.

Core standards are standards that have an enormous effect on any Smart &rid appl|ication

and sofution. They are seen as a backbone of a future Smart Grid.
These [core standards form the “backbone” of the IEC standards portfelio’ See Table 1| Refer
to Annéx B to get more insights on these standards.
Table 1 — Smart Grids — IEC core standards
Core sLandard Title Topic
or sgeries
IEC 61970 Energy management system application Actually the core part of the CIM (Common
program interface (EMS-API) Information Model)
IEC 61968 Application integration at electric utilities— Applying mainly to: Generation management
System interfaces for distribution management |systems, EMS (Energy Management Syjstem);
DMS (Distribution Management System)); DA;
SA; DER; AMI; DR; E-Storage
IEC 62325 Framework for energy market-communications |CIM (Common Information Model) basef,
Energy market information exchange
Applying mainly to: Generation management
systems, EMS (Energy Management Syjstem);
DMS (Distribution Management System); DER;
AMI; DR; meter-related back office systems; E-
Storage
IEC 61450 Commupication networks and systems for Power Utility Automation, Hydro Energy
power utility automation Communication, Distributed Energy Regources
Communication
Applying mainly to: Generation management
systems, EMS; DMS; DA; SA; DER E-Sforage;
E-mobility
IEC 62056 Electricity metering data exchange — The COSEM
DI MS/COSFM suite
Applying mainly to: DMS; DER; AMI; DR;
Smart Home; E-Storage; E-mobility
Data exchange for meter reading, tariff and
load control
IEC 62351 Power systems management and associated Applying mainly to: Security for all systems
information exchange — Data and
communications security
IEC 61508 Functional safety of Applying to all systems

electrical/electronic/programmable electronic
safety-related systems

As a coming one, the IEC 62913 series gathering generic Smart Grid requirements will
progressively appear as a cornerstone of the standards of the domain.
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5.1.2 Other IEC highly important standards

Besides the core standards, IEC also offers a number of highly important standards for Smart
Grid. See Table 2.

Table 2 — Smart Grids — Other IEC highly important standards

Standard or series Topic

IEC TR 62357-1 Power utilities Reference Architecture — SOA

Applying mainly to: Energy Management Systems; Distribution Management Systems; DER
management systems, market and trading systems, DR systems, meter-related back office

systems

IEC 608|70-5 Telecontrol
Applying mainly to: EMS; DMS; DA; SA

IEC 608[70-6 TASE2 Inter Control Center Communication
Applying mainly to: EMS; DMS

IEC TR p1334 “DLMS” Distribution Line Message Specification

Applying mainly to: AMI
IEC 614p0-25 Wind Power Communication

Applying mainly to: DER management systems (Wind: farms); EMS; DMS;
IEC 618p1 EV-Communication

Applying mainly to: E-mobility

IEC 62443 Industrial communication networks — Netwerk*and system security

Applying mainly to: All

ISO/IEC| 15118 Road vehicles — Vehicle to grid communication interface

Applying mainly to: E-mobility

ISO/IECI TR 27019 |Information technology — Sécurity techniques — Information security management guifelines
based on ISO/IEC 27002-for process control systems specific to the energy utility industry

Applying mainly to: ‘All

5.2 General framework

5.2.1 Overview

5.2.2 General'method used for presenting existing Smart Grid standards
Considering «the " main expectation of readers of Clause 5, i.e. to get a standards sglection

guide, [the lentry points considered for presenting the existing Smart Grid standards are the
Smart 5rid/systems as introduced in in 5.5.

The list of considered systems is provided in 5.5.

NOTE This list represents today's optimum, based on today's requirements, regulations and technologies. It may
change for future reasons — technology evolution, new regulation, new market needs.

These systems are just to be considered as typical examples.

This list is considered as complete enough as soon as all major standards are exposed in a meaningful and
appropriate context.

Then systems are mapped on the SGAM reference model (see 5.5.2.1). This mapping shows
which standards are to be considered and where to use them.
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Standards are selected from standardization bodies, following the ranking method proposed in
5.2.5. For each of the listed standards “maturity information” according to 5.2.5.3 and 5.2.5.4
is provided.

This approach will be used as a template for any system-related section of this document.

Some cross-cutting domains (such as EMC, power quality, functional safety, security or
communication) are treated separately in 5.10 to avoid too many repetitions and/or provide a

global,

This m

of co

commy
commuy

In Ann

5.2.3

This d
former

worldw

The gg
framew
solutio

legislafion and local situations.

This d

e the
e whi
5.2.4

Here a
e Thd
e Thd

higher level picture.
eans that cross-cutting standards may also apply to dedicated systems. Refer t
munication, presented in each system, are bound to the lower OSI,ay

nication (present in the general requirements subclause 5.10.1 dealin
nication).

Content of this document

pcument results from the IEC SyC Smart Energy experts’ assessment (based

ide.
al of this document is to facilitate interoperable solutions based on standard

ns corresponding to their own requirements and taking into account specific n

set of possible “System.Capabilities” (see 3.1.5) they can support, and

ch standards may be‘used, where, and for which purpose.
Limits of scope and usage
‘e some lifnits the reader of this document should be aware of.

list,of . Generic System Capabilities per sub-system cannot be exhaustive.

standards listed in this document represent a selection according to the rules

0 each
layers
ers of
j with

X A, tables provide lists of standards sorted by standardization bodies, their maturity
levels and indicating the systems where the standards may be used.

on the

IEC SG3 and SEG2 group experts), and is inténded to depict the portfolio of
International Standards which may be used to support Smart Grids/Energy depl

byment

5. This

ork will assist Smart Grid system owners and others to specify their Smaft Grid

ational

bcument provides a selection‘ _guide, setting out, for the most common Smart Grid
systemls as introduced in 5.5,

set in

=Y (I I N A~ S 1 [Ea + 1 .
5.2.\).4 dalilu v.£.9.9. THIC TS 15 TTUL CUTITPTCTICTISIVE.

e Detailed “application notes” for the standards are not in the scope of this document.

e The generic UCs are limited to “typical” applications. Special customized applications are

not

considered.

e Proprietary or non-standardized solutions covering the generic UCs are not considered in
this document.

e This document represents the current status of the available and upcoming standards
(considering their “maturity” level indicated in 5.2.5.3).

e Standardization projects which do not fulfil the maturity-time constraints defined in 5.2.5.3

are

not part of this document.
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5.2.5 Selection of standards
5.2.51 General

All standards identified in this document have been selected by applying the following rules.

5.2.5.2 Standardization body ranking

In order to identify a standard fulfilling a defined set of requirements, the following procedure
has been adopted.

1) This document has identified standards from the IEC, where available.

2) WHere no standards were available from T), then this document has considered SO, or
ITY standards.

3) If po standards from either 1) or 2) were available to support a particular [set of
requirements, then “open specification” (see criteria below) can be considéered.

“Open |specifications” that are considered applicable from this document's point of view,
comply| with the following criteria.

a) The specification is developed and/or approved, and majintained by a collablorative
consensus-based process.

b) Sugh process is transparent.

c) Materially affected and interested parties are not excladed from such process.

d) The specification is subject to RAND/FRAND Intellectual Property Right (IPR) pol{cies in
accdordance with the IEC Patent policy [11].

e) The specification is published and made available to the general public under reagonable
terms (including for reasonable fee or for free).

NOTE [onsidering the purpose of this documentsi;e. a selection guide, technical reports are also cons{dered in
the list ¢f applicable Smart Grid standards, as long as they followed a neutral review and voting process$, by the
bodies lipted above.

5.2.5.3 Maturity level
Two maturity levels of the standards are considered:

e A deliverable that hasyreached its final stage (IS, TS, TR, etc.) by 2015-12-31 is identified
as [AVAILABLE".

e A (deliverable.that has successfully passed the NWIP process (or any formal eqyivalent
voting gates.df NWIP is not within the standard process for issuing the congidered
delfverablé)-by 2015-12-31 is identified as “COMING”.

Further .sets of deliverables (including newly developed ones) should be available |in due
course

NOTE 1 "COMING" standards listed are presented with a brief summary of their scope.

NOTE 2 A specification may appear as “coming” while in reality it is already available. This is the consequence of
the chosen trigger of 2015-12-31 and the time needed for the editorial team to compile the information. It is almost
impossible to get a fully up-to-date list, because every day new standards are becoming available. However,
coming back to the purpose of this document, the most important thing is for the reader to be aware that a
document relates to the particular domain. In any case, the expected reader’s reflex is to check whether the said
coming standards are available or not.

The same standard reference may appear in both AVAILABLE and COMING tables, when a release of this
standard is available as such (fitting the rules defined above for AVAILABLE standards), but a new revision is in
preparation (fitting the rules defined above for COMING standards).
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5.2.5.4 Release management

Should several releases of a standard exist, then — if not explicitly stated differently — the

latest release is considered in this document.

If a standard reference appears both in available and coming tables, this means that an

existing release is available, but a new version is coming.

5.2.6 Architecture framework: Reference architecture model (SGAM) introduction

5.2.6.1 General

NOTE [he SGAM 1s a man ouicome of the CEN-CENELEC-ETSI SG-CG/RA working group and Is eXx
described in [2].

The SGAM framework and its methodology are intended to present the design ‘of, Sma
use cages in an architectural but solution- and technology-neutral manner.

The SGAM framework consists of five layers representing business objettives and prod
functiops, information exchange and models, communication protocols and comp
These ffive layers represent an abstract and condensed version of the GWAC interopg
categorlies. Each layer covers the Smart Grid plane, which is spanned by electrical d
and information management zones. The intention of this modél is to represent on
zones |of information management interactions between demains take place. It allo
presentation of the current state of implementations in the electrical grid, but furthern
depict the evolution to future Smart Grid scenarios by supporting the principles of unive
localization, consistency, flexibility and interoperability«

5.2.6.2 SGAM Smart Grid plane

In gengral, power system management distinguishes between the electrical proce
information management viewpoints. Thése viewpoints can be partitioned into the p
domairls of the electrical energy conversion chain and the hierarchical zones (or lev

ensively

rt Grid

esses,
bnents.
rability
bmains
which
ws the
hore to
rsality,

5s and
hysical
bls) for

the majhagement of the electrical progess (refer to [9] and [10]). This Smart Grid plang¢ (refer

to Figyre 1) enables the represgntation of the levels (hierarchical zones) of which

system management interactions:between domains or inside a single domain take place.

Information
Management

power

Market

/ ~L
Powpr System -2 4
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/
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Station
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Figure 1 — Smart Grid plane — domains and hierarchical zones
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5.2.6.3 SGAM interoperability layers

As already introduced above in 5.2.6, the interoperability categories described in [10] are

aggregated into five abstract interoperability layers (refer to Figure 2).

Figure 2 — Grouping in@el)nteroperability layers

5.2.6.4 SGAM framework A\Q’

The SGAM framework is establi é@by merging the concept of the interoperability
y introduced Smart Grid plane. This merge resu

defineq in 5.2.6.3 with the prev'k
model [see Figure 3) which sp@}s

e X: [Domain @ ’
e Y: Zfone C)O

e Z: Interoperability~(Layer)
O

3

NS

three dimensions:

layers
ts in a
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5.3 Jse cases framework \O

-

QS
5.3.1 Main principles ande}\sociated standards

applicgtions to be deployed. This means that the standardization process should pffer a
formal [ path betwee e application as “requested” by Smart Grid and the standards

Smart (Grid is a meau'pport a set of applications, and standards are there to |enable
themsdlves, i.e. a@p’-down” process.

For mgny re@@s (including historical, organizational, technology maturity), in many|cases,
this path not been the one implemented, leading to inconsistencies between stapdards,
gaps r\ verlaps, or was partly implemented but with weak leak with other domgins of
expertise:

The challenge of IEC is to progressively promote this approach to all concerned TCs, but also
provide guidance, technical framework, processes and tools to support it, and reach the
expected consistency. This is one of the main challenges of the IEC System Committee.

This leads to the formalization of functional requirements, in a way which is independent from
the body in charge of defining a standard, and which will ensure consistency within the Smart
Grid system, i.e.:

e a single repository, where such definitions of functional requirements are hosted in a way
that collaboration is supported, while different groups from different domains can work
separately;

e asingle glossary harmonized with IEC’s terminology database(s);

e asingle list of actors and roles for each domain;
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A use case-driven approach is necessary for a top-down development of standards. From a
use case perspective actors and deliverables are identified and requirements are derived.
This is the base for future system approach in standardization.

As a support and also as outcome of this approach, available and coming standards are listed
in Table 3 and Table 4.

Table 3 — Use cases approach — Available standards

Layer/Type Standard Comments

General IEC 60050 series |International Electrotechnical Vocabulary also available at
www.electropedia.org

General IEC 61360 series |Database standards — may be a good support for incremental apprpach of
the Smart Grid (example: Actors list or use cases management)

Functior] IEC PAS 62559 Template for specifying Energy systems — related Use-cases

General IEC 62559-2 Use case methodology. Part 2: Definition of the templates for use dases,
actor list and requirements list

Table 4 — Use cases approach — Coming standards
Layer/Type Standard Comments

General IEC 62559-1 Use case methodology = Part 1: Concept and processes in standardization

General IEC 62559-3 Use case methodology = Part 3: Definition of use case template arfefacts
into an XML serialized format

General IEC TS 62913-1 Generic Smart Grid Requirements — Part 1: Specific application of Method
and Tools fordefining Generic Smart Grid Requirements

Businesp/Function [IEC TS 62913-2-1 |Generic-Smart Grid Requirements — Part 2-1: Grid related Domaing

Businesp/Function |[IEC TS 62913-2-2 |Genéric Smart Grid Requirements — Part 2-2: Market related Domajn

Businesp/Function |[IEC TS 62913-2-3 |Generic Smart Grid Requirements — Part 2-3: Resources connected to the
Grid Domains

Businesp/Function |IEC TS 62913-2-4 |Generic Smart Grid Requirements — Part 2-4: Electric Transportatign
Domain

5.3.2 System/Capabilities list

A summary list.of the considered "System Capabilities” is provided in Table 5.

Then further in the document, for each system (refer to the list in Table 8), a specific fection

describes the detailed list of supported capabilities.

NOTE 1

Clusters are introduced here to provide an easy-to-read grouping of these elements.

NOTE 2 This list and associated wording still need to be harmonized under the umbrella of IEC System
Committee.



https://iecnorm.com/api/?name=7dba3e7634e8e4ce5f156116ad3f1811

IEC TR 63097:2017 © IEC 2017 -33 -

Table 5 — Summary list of System Capabilities

Cluster

System Capabilities

Access Control
(Substation Remote
Access Example)

Local access to devices residing in a substation, with higher level support (e.g. control
centre) for authentication and authorization

Local access to devices residing in a substation, with substation local authentication
and authorization

Remote access to devices residing in a substation, with higher level support (e.g.
control centre) for authentication and authorization using a separate VPN

Remote access to devices residing in a substation, with higher level support (e.g.
control centre) for authentication and authorization using a communication protocol
inherent security means

Remote access to devices residing in a substation, with substation local

authentication-and-authorization-using-a-separate- VPN
I g

Remote access to devices residing in a substation, with substation local
authentication and authorization using a communication protocol inherent.secufity
means

(AMI) Bjlling Obtain scheduled meter reading
Set billing parameters
Add credit
Execute supply control

Billing Obtain meter reading data

Support prepayment functionality

Manage tariff settings on the metering system

Consumer move-in/move-out

Supplier change

Blackoyt management

Blackout prevention through WAMS

Provision of black start facilities for grid're’storation

Restore power after blackout

Shedding loads based on emergeney signals

Under frequency shedding

(AMI) Collect events and
status ipformation

Manage supply quality

(AMI) Gonfigure events,
statuse$ and actions

Configure meter events‘and actions

Manage events

Retrieve AMI component information

Check device availability

Connect an active actor
to the gfid

Managing generation connection to the grid

Managing micro-grid transitions

Controlling the grid
(locallyf| remotely)

Enable multiple concurrent levels of control (local-remote)

Feeder load balancing

manually or -
automatically Switch/breaker control
Customler Change of transport capacity responsible

Change of balance responsible party

Change of metered responsible

Change of supplier

End of metered data responsible

End of supply

Notify meter point characteristics

Query metering point characteristics

Request metering point characteristics

(AMI) Customer
information provision

Provide information to consumer
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Cluster

System Capabilities

Demand and production
(generation) flexibility

Generation forecast

Load forecast

Load forecast of a bunch of prosumers in a DR program (from remote)

Managing energy consumption or generation of DERs via local DER energy
management system bundled in a DR program

Managing energy consumption or generation of DERs and EVSE via local DER energy
management system to increase local self-consumption

Participating in the electricity market

Receiving metrological or price information for further action by consumer or CEM

Registration/deregistration of customers in DR program

Registration/deregistration of DER in DR program

(AMI) orgy-market
events

MaRa-ce-coR-S-HHR-EE—R-OVHIG—HR
J <

Manage customer gained

Manage customer lost

Manage customer moving out

Exchanpe of metered
data

Measure collected data

Measure for imbalance settlement

Measure for labelling

Measure for reconciliation

Measure, determine meter read

Measure, determine meter read for switch

Flexibility markets

Operate flexibility markets

Generation Maintenance

Commissioning and Maintenance strategy (CMMS) definition

Collection of additional maintenance countérs for Boiler and Steam Turbine strg¢ss

Collection of switching cycles and operating hours (maintenance counters)

Condenser maintenance optimization

Condition based operational advisories

Field alarms collection for maintenance

Field data collection for corrtective and reactive maintenance

Field data collection for predictive or condition based maintenance

Field data collection fof/preventive maintenance

Risk assessment

Generation Operation
Scheduling

Ancillary services, and reserve products control

Day-ahead fleet-scheduling

Day-ahead hydro plant valley scheduling

Fuel and other resources allocation, cogeneration and other by-products produgtion

Intra~day fleet scheduling

Rlant scheduling

Generation Transverse

Emissions compliance assessment

Emissions reporting

Equipment actual availability monitoring

Performance monitoring

Permit to work management

Plant capability estimation

Production reporting
™ =)

Grid reliability using
market-based
mechanisms

Manage (auction/resale/curtailment) transmission capacity rights on interconnectors

Consolidate and verify energy schedules

Operate (register/bidding/clearing/publishing) Ancillary Services Markets

Solve balancing issues through Balancing Market

Solve grid congestion issues through Balancing Market

Grid stability

Monitoring and reduce harmonic mitigation

Monitoring and reduce power oscillation damping

Monitoring and reduce voltage flicker

Stabilizing network by reducing sub-synchronous resonance (Sub synchronous
damping)

Stabilizing network after fault condition (Post-fault handling)
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Cluster

System Capabilities

(AMI) Installation and
configuration

AMI component discovery and communication setup

Clock synchronization

Configure AMI device

Security (Configuration) Management

Maintaining grid assets

Archive maintenance information

Monitoring assets conditions

Optimize field crew operation

Supporting periodic maintenance (and planning)

Manage commercial

relationship for electricity

Further from ESMIG

Further suggestions to market

supply Invoicing customers
Registration/deregistration of customers
Managihg power quality | Frequency support

Voltage regulation

VAR regulation

Market

Settlements

Perform measurement and validation (M and V)

Perform settlements

Monitor]

AMI event

Install, configure and maintain the metering system

Manage power quality data

Manage outage data

Manage the network using metering system data

Manage interference to metering system

Enable and disable the metering system

Display messages

Facilitate DER for network operation

Facilitate demand response actions

Interact with devices at the premises

Manage efficiency measures afihe premises using metering system data

Demand side management

Monitor]

ng the grid flows

Archive operation information

Capture, expose and analyse disturbance events

Monitoring electrical flows

Monitoring power ‘quality for operation (locally)

Producing, exposing and logging time-stamped events

Supporting time-stamped alarms management at all levels

Operatdg

DER(s)

Aggregate DER as commercial VPP

Aggregate DER as technical VPP

DER performance management

PER process management

DER process management with reduced power output

DER remote control (dispatch)

Registration/deregistration of DER in VPP

Store energy from the grid

Operatdg

wholesale

Receive energy offers and bids

electric

" P
Ly TITdTRCL

Clear day-ahead market

Clear intraday market

Clear real-time market

Publish market results
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Cluster System Capabilities
Protecting the grid Perform networked protection logic (Intertripping, logic selectivity, etc.)
assets Perform networked security logic (Interlocking, local/remote)

Protect a single equipment (Incomer/feeder, Transformer, Generator)
Protect a zone outside of the substation boundary
Set/change protection parameters

Provide and collect Collect metered data (for revenue purpose)
contractual Cross border transmission systems
measurements

Measuring and exposing energy flows for revenue purpose (smart meter)
Measuring and exposing power quality parameters for revenue purpose (smart meter)
Transmission system/ distribution borders

Reconfiguring the Supporting automatic FLISR

networkfmtase of fautt—Sypporting reclosing sequence
Supporting source switching

Secure Jadequacy of Operate capacity markets

supply

System|and security User management

managgment Role management

Rights/privileges management

Key management

Events management

Configure newly discovered device automatically te act within the system
Discover a new component in the system

Distributing and synchronizing clocks

Trading| front office Bid into energy markets

operatign Compute optimized assets schedules to,match commercial contracts
Send assets schedules to operationsystems

Bid into ancillary services markets

Purchase transmission capacityrights

Nominate schedules to system ‘operator

Send market schedules to-operation systems

Publish market results

Perform M and V

Perform shadow settlements

Weathefr condition Wind forecasting

forecasjing and Solar forgcasting

observation Temperature forecasting

Providing weather observations

Situational alerting

Connecting industry grid ‘\Facility and Smart Grid obtain current and past energy information
users Facility provides energy consumption and supply plan to Smart Grid
Smart Grid provides stable (long term) price schedule to facility
Smart Grid provides dynamic (short term) pricing to facility

Facility informs Smart Grid about upcoming consumption and supply
Smart Grid informs facility of blackout notice

Q . A P TP - . L
OIdIT OTTU TCSUUTSIS TAUIIty U diCT CUTISUTTTPUUTT UT SUPPTY

Facility and Smart Grid negotiate price schedule

5.4 |IEC Smart Grid Standards Map (use of)
5.4.1 Motivation

The increased dynamic in the field of standardization coupled with the increased complexity of
the landscape (reaching more than 500 standards) creates the demand for an easier browsing
of the set of standards, and as well a better transparency in the work of IEC. One of the aims
of the IEC Smart Grid Standards Map is to give a better overview of which standards are
already available and suitable for Smart Grid and how they can be applied. This will speed up
the implementation of Smart Grid and avoid waste of resources due to double work.
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The other main goal of the IEC Smart Grid Standards Map is to support Smart Grid project
managers to easily identify the standards they need in their Smart Grid. The solution will be
constantly updated, new use cases and standards will be continuously fed into the open
source database. It will allow users to search by pointing to areas or links between elements
of the electric system.

5.4.2 Chart content

The IEC Smart Grid Standards Map has been designed to meet the objectives presented in
5.4.1, trying to make the best usage of web technologies.

As shown in Figure 4, it gives a visualization of the generic Smart Grid landscape covering all
areas from generation to consumption (horizontal axis) and from the process equipment up to
market| applications (vertical axis). Its presentation structure is aligned with-the [SGAM
coordinate plane.

The typical components (devices, applications, etc.) of the Smart Grid are Yisualized ag boxes
which are clustered according to their organizational or topological togetherness.

A filter|ng function should allow to limit shown components or standards according to ¢lefined
groups|or SDOs.
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5.4.3 Component cluster descriptions

5.4.3.1 General

See Table 6.
Table 6 — IEC Smart Grid Standards Map clusters description
Cluster name Description

Wholesale Energy Market | contains major components which are typically implemented to establish market
operation

Retail ATaing Major COMPONents W are typicany Tmpremented fergy
service provider and/or to market distributed energy resources

Enterpllise contains major components (applications) which are used in a utility te\manage its
assets, resources and customers

Electrig System contains major components which are typically used in the contrel)room

Operatfon environment of a grid operator

Power plant contains major components which are typically used to operate a power planf

Generi¢ substation contains major components which can be implementédiin a substation. Major| high

voltage substation might be equipped with all shown components while medigm
voltage substation uses using only a subset.

Field fqrce contains major components which are used byzmobile field forces to achieve
supporting information or to receive orders frem the control centre

Distribytion automation contains major components which are’used in the more decentralized distribytion

device automation, also known as feeder automation

Distribyted Energy contains major components whichjare used to integrate distributed generatiop, e.g.
small wind turbines, solar production, combined heat and power, biomass, etf. into
the grid

Industr|al Automation contains major components which are connected to the grid within larger indystrial
plants

E-mobijity charging contains major components which are used to build up a charging infrastructiire for

infrastructure e-cars.

Automated Metering (abbr. AM|)contains major components which are used to implement an automated

infrastrpcture metering infrastructure

Home and Building contains major components which are used in the area of home or building

automgtion automation. These components are typically implemented to achieve energy
efficiency and comfort for the inhabitants/users.

Commynication contains the various communication network types used for information exch@nge

Infrastructure between the clusters. Small bubbles with corresponding letters in the cluster show

the interconnections.

Crosscptting acts as placeholder for crosscutting topics

5.4.3.2 Component descriptions

Table 7 provides an early list of system roles. This proposal still needs to be harmonized with
the coming outcome of the IEC System Committee WGs (typically the coming IEC 62913
series).
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Table 7 — IEC Smart Grid Standards Map — component description

Component Description
AMI Head End A system which acts as back-end for the metering communication and controls and
monitors the communication to the meter devices. The collected meter information is
provided for other system like meter data management.
Appliances Appliances within buildings which are providing an interface to influence their

consumption behaviour.

Asset Management

Application which optimizes the utilization of assets regarding loading, maintenance
and lifetime.

Balance of Plant

Synonym for all automation which is required to maintain a safe, secure, efficient and
economical operation of a power plant.

Balancqd Scheduling

Application which plants the energy procurement of a balance responsible en¢rgy
retailer to satisfy the energy demand of its customer.

Bay Cofptroller

A device or application which communicates with the substation to previde stgtus
information of the field equipment and to receive switching commands and control
their execution.

Billing

Application which creates the energy bill information based onyreceived meterjng
information.

HBES/BACS system

devices intended to be used for control, monitoring, opetation or managemen{ of
building services and/or home electronic systems which\can interact via a dedicated
HBES network (Ref IEC 63044-1)

Bus

See “Network”.

Cap Bapk Controller

Device or application which controls the reactive power generation of a contrdllable
capacitor bank, typically to maintain the voltage at a certain node in the grid.

Capacitor

Two-terminal device characterized essentially by its capacitance

Charging Station

Single or multiple power outlets specially designed to charge the battery of cafs.
Typically including also facilities, toymeter the energy consumption and to
authenticate the owner of the car‘to be charged for settlement reasons.

Communication Front End

Application or system prowviding communication with the substations to monitof and
control the grid.

Conditigning Monitoring

Application or system'which monitors the 'health' of grid equipment to detect
upcoming failure in~advance to extend the lifetime of the equipment.

Customler Energy
Managgment System

Energy management system for energy customers to optimize the utilization gf
energy according to supply contracts or other economic targets.

Customler Information
System

(CIS) System or application which maintains all needed information for energy
customers. Typically associated with call centre software to provide customer
services like hot-line, etc.

Customier Portal Web-server application which allows utility customers to register and login to fetrieve
information about their tariffs, consumption and other information.

Demand Response (DRMS) A system or an application which maintains the control of many load flevices

Managgment System to curtail their energy consumption in response to energy shortages or high epergy
prices.

DER Cqntrol Control of a DER allows the adjustment of its active or reactive power output
according a received set point.

Digital $ensors Sensors for voltage, current, etc. with a digital interface that allows connecting the

sensor directly to the substation integration bus.

Distributed Energy
Resource

(DER) A small unit which generates energy and which is connected to the distribution
grid. Loads which could modify their consumption according to external set points
are often also considered as DER.

Distribution Management
System (application
server)

Application server of a Distribution Management System (DMS) which hosts
applications to monitor and control a distribution grid from a centralized location,
typically the control centre. A DMS typically has interfaces to other systems, like a
GIS or an OMS. A DMS may have interfaces to other DMS.

Energy Management
System (application
server)

Application server of an Energy Management System (EMS) which hosts applications
to monitor and control a transmission grid and the output of the connected power
plants from a centralized location, typically the control centre. An EMS may have
interfaces to other EMS.

Energy Market
Management

Application of system which manages all transactions and workflows necessary to
implement an energy market.

Energy Trading
Application

Application(s) which are used to trade energy in corresponding markets, supports the
dispatcher in the decision to buy, sell or to self-produce energy and also provides
facilities to exchange the necessary information with the energy market IT systems.
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Component

Description

Enterprise Resource
Planning

“Enterprise resource planning (ERP) systems integrate internal and external
management information across an entire organization, embracing
finance/accounting, manufacturing, sales and service, customer relationship
management, etc.” (source: Wikipedia at
https://en.wikipedia.org/wiki/Enterprise_resource_planning )

FACTS

“Flexible Alternating Current Transmission System is a system composed of static
equipment used for the AC transmission of electrical energy. It is meant to enhance
controllability and increase power transfer capability of the network. It is generally a
power electronics-based system.” (source: Wikipedia at
https://en.wikipedia.org/wiki/Flexible_AC_transmission_system).

Despite their name, FACTS are also possibly used in Distribution.

FACTS controller

Control for FACTS in a way that the active or reactive power flow is adjusted

el i &l +
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Fault Dgtector

=

Special devices typically mounted on distribution lines to detect whether a_hig
current caused by a network failure has passed the supervised distributionlin

D

Feeder[controller

Distributed Automation within a distribution feeder controlling typically voltagd profile
and providing fault restoration logic.

Front Ehd Processor

(FEP) System component in charge of interfacing widely spread-remote sub/systems
or component usually communicating over WAN, to a central-database.

Generator Equipment

Transforms mechanical power, e.g. from a turbine into_glectrical power.

Geographic Information
System|(application
server)

(GIS) A server which hosts an application designed-to capture, store, manipulpte,
analyse, manage, and present all types of geographieal data. In the simplest ferms,
GIS is the merging of cartography, statistical analysis, and database technolopy.

Grid Mdter

Device which meters the energy exchange bétween neighbouring grid operatgrs or
between grid operator and large energy preducer/consumer.

HAN Gateway

A specialized gateway device or application which establishes the communicdtion
between external systems and the Home Automation Network (HAN) devices.

Head Ehd System

(HES) Central data system exchanging data via the AMI of various meters in ifs
service area. Equivalent to AMI Head End (see above).

HVDC

High Voltage/Direct Curreni)a technology to transport large amount of electri¢al
energy over long distaneces with minimized losses, typically a point-to-point
connection with converter station at both ends.

HVDC dontroller

Control for HVDC lines in a way that the active or reactive power flow is adjusited
according to reeeived set points.

Integrafion Bus

Middleware supporting the information exchange between the various applicafions
within a_centrol centre.

Laptop Synonym~for a mobile PC with keyboard, monitor and sufficient CPU power tofrun
similar user interface clients as typically used in control rooms. Used by mobile
workforces to work more independent from control room dispatcher.

Load Energy consuming devices at customer site which might become subject for epergy

management.

Load cqntroller

Control the energy consumption of a load according to a received set point wifhout
jeopardizing the desired process of the load.

Local Network Access (LNAP) (Functional) Specialized Network Interface controller (NIC) between the
Point Local Network (within the private area) and the AMI system.
Local Siorage An electrical energy storage whi rated

by the energy consumer/producer and not by the utility.

Meter Data Concentrator

Device or application typically in a substation which establishes the communication
to smart meters to collect the metered information and send it in concentrated form
to an AMI head end (or HES).

Meter Data Management
System

Meter Data Management System (MDMS) is a system or an application which
maintains all information to be able to calculate the energy bill for a customer based
on the meter data retrieved from AMI head end(s). The energy bill information is
typically forwarded to consumer relationship and billing systems.

Mobile Device

Synonym for a mobile hand held device with limited CPU power to run specialized
user interface clients. Used by mobile workforces to work more independent from
control room dispatcher.

Model Exchange Platform

Data warehouse system or application which enables the interchange of information
described using the operation data model.

Neighbourhood Network
Access Point

(NNAP) (Functional) Specialized Network Interface Controller between the
Neighbourhood Network and Wide Area Network (WAN) connecting the Head End
Systems. Equivalent to Meter Data Concentrator (see above).
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Component

Description

(Network) AMI Backhaul
Network

Networks that can use public or private infrastructures, mostly to support meter data
collection. They usually interconnect network devices and/or subsystems to the “AMI
Head End” over a wide area (region or country).

(Network) Backbone
Network

Inter-enterprise or campus networks, including backbone Internet network, as well as
inter control centre networks.

(Network) DER Integration
Bus

Networks that interconnect smart components or sub-systems in DER operation
Systems.

(Network) Home and
Building Integration Bus

Networks that interconnect home and or building communicating components and
sub-systems to form a home or building management sub-system or system

(Network) Industrial
Process Integration Bus

Networks that interconnect smart components or sub-systems in Industrial
Automation Systems as well as in power plants.

(Network) Intra-Center
Integrafion Bus

Networks inside two different types of facilities in the utility: utility data centrep and
utility control centres. They are at the same logical tier level, but they arennot fthe
same networks, as control centres have very different requirements for(cenneftion to
real time systems and for security, as compared to enterprise data centrées, which do
not connect to real time systems. Each type provides connectivity for systems|inside
the facility and connections to external networks, such as system-control and ptility
tier networks.

(Networtk) (low-end) Intra
Substailon Integration Bus

Network inside a primary distribution substation or inside.a transmission subsjation.

(Netwonlk) Inter Substation
Networ

Networks that interconnect substations with each other and with control centr¢s.
These networks are wide area networks and the high-end performance requirgments
for them can be stringent in terms of latency and, burst response. In addition, fhese
networks require very flexible scalability and due to geographic challenges the¢y can
require mixed physical media and multipleraggregation topologies. System coptrol
tier networks provide networking for SCADA, SIPS, event messaging, and renjote
asset monitoring telemetry traffic, as well/as peer-to-peer connectivity for tele
protection and substation-level distributed intelligence.

(Network) Neighbourhood
Networ|

Networks at the distribution level\between distribution substations and end usgrs. It
is composed of any number of-purpose-built networks that operate at what is ¢ften
viewed as the “last mile” orn Neighbourhood Network level. These networks mgy
service metering, distribution automation, and public infrastructure for electric
vehicle charging, for example.

(Netwotk) Operational
Backhapl Network

Networks that can usepublic or private infrastructures, mostly to support rem¢te
operation. They usually interconnect network devices and/or subsystems to the
“Operation level over a wide area (region or country).

(Netwotk) Subscriber
Access|Network

Networks _th@t'provide general broadband access (including but not limited to the
internet)for'the customer premises (homes, building, facilities). They are usually not
part of the utility infrastructure and provided by communication service providers, but
cantbe used to provide communication service for Smart Grid systems coverirlg the
customer premises like Smart Metering and Aggregated prosumers management.

Network Interface
Controller

(NIC) “A network interface controller (also known as a network interface card,
network adapter, LAN adapter and by similar terms) is a computer hardware

component that connects a computer to a computer network.” (source: Wikipegd
https://en.wikipedia.org/wiki/Network_interface_controller)

ia

Operatipn Meter

Device which monitors the energy consumption for operational and control regsons.
Their meter values are not used for commercial purposes.

Outage|Management
System

(OMS) System or application which intends to help a network operator to handle

outage—+h-optpizira-the-fh—dependinra-on-marv—critera-{rumberofcustomerinutes

9 Lad 9 ~ 9 J \
lost, number of affected customer, capability of the network, etc.).

Phasor Data Concentrator

Specialized data concentrator collecting the information from Phasor measurement
units (PMU) within a substation and forwarding this information in concentrated form
to a system on higher level.

Phasor Measurement
Units

(PMU) A device which measures the electrical waves on an electricity grid, using a
common time source for synchronization. Time synchronization allows synchronized
real-time measurements of multiple remote measurement points.

Plug-In Electric Vehicles

(PEV) A vehicle with an electric drive (as only drive or in combination with a fuel
engine) and a battery which can be charged at a charging station.

Power Electronics

Generation which uses power electronics to inject electrical energy, typically
resulting from renewable resources, into the grid.

Power Scheduling

Application deriving the optimal schedule to run the power plants to minimize costs.

Primary Generation
Control

Device or application within a power plant monitoring actual frequency and adjusting
generation if frequency deviates from desired value.
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Component Description
Process Automation Automation system to monitor and control industrial production plants.
System
Protection Relay Device or application which monitors voltage and current at the terminals of grid

devices to detect failures of this equipment and then issues tripping commands to
circuit breaker to avoid further damage.

Radio Synonym for wireless communication.

Reactor (also named inductor) Two-terminal device characterized essentially by its
inductance).

Recloser Special switch for distribution feeder typically combined with some automation logic

to execute automated restoration after a failure in the corresponding feeder.

Registration Application within an energy market system which handles the user registration for
the market and monitors its transaction at the market.

Remotg Terminal Unit (RTU) A microprocessor-controlled electronic device that interfaces objects. in| the
physical world to a distributed control system or SCADA by transmitting\telemgtry
data to the system, and by using messages from the supervisory.

Revenue Meter Device which measures the energy consumption within predefined.cycles. Thg
metered energy consumption is used to determine the energy bil'(usually conppliant
with local metrology regulation).

Router TCP/IP communication device which typically interconpects an internal netwotk with
the public network infrastructure.

Secondpry Generation Application which monitors the frequency and the’energy exchange over tie-life and

Control generates set points for controlled generating unit\to maintain the desired valyes.

Settlemient Application within an energy market system which maintains the commercial

information from the executed energy trafisactions.

Smart Rlug Synonym for a load switch which can/becontrolled by the customer energy
management via the home automation.network.

Station |Controller Automation system monitoring andcontrolling the devices in a substation. Prdvides
interface to network control centre.

Supervigory Control And Supervisory Control And Data Acquisition (SCADA) system provides the basig
Data Aqquisition functionality for implementing EMS or DMS, especially provides the communigation
with the substations.te’monitor and control the grid.

Switchgear A general term covering switching devices and their combination with associajed

control, measuring, protective and regulating equipment, also assemblies of such
devices and-equipment with associated interconnections, accessories, enclospres
and supporting structures, intended in principle for use in connection with
generation,transmission, distribution and conversion of electric energy (ref. IEV 441-
11-02). Switches and breaker may vary reading their switching automation ang
breaking capability.

Transfofmer Electric energy converter without moving parts that changes voltages and curfents
associated with electric energy without change of frequency (ref. IEV 151-13-42).

Voltage| Regulator (VR) Device or application within the substation automation or a power plant tp
control the voltage at busbar(s) within the substation.

Wide Afea Monitoring (WAMS) Application server which hosts the management of Wide Area Monitgring

System|(appjication System, i.e. which evaluates incoming information from PMUs to derive information

server) about the dynamic stability of the grid.

5.5 System breakdown over the SGAM
5.5.1 General

In the scope of this document, a system is a typical industry arrangement of components and
systems, based on a single architecture, serving a specific set of use cases.

Here are, in Table 8, the systems which have been considered in this document, and which de
facto form the set of the Smart Grid systems.

The guidelines mentioned indicate the purpose and limits associated with system definition
and completeness of the considered list.

This list is actually made of three types of systems:
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e domain specific systems (Generation, Transmission, Distribution, DER, Customer

Premises);

e function specific systems (usually crossing domain borders) (Marketplace systems,
Demand flexibility systems, Smart metering systems, Weather observation and forecast
systems);

e other systems usually focusing on administration features (asset management, clock

reference, communication management, device management, etc.).

The two first types are mapped over the SGAM and depicted in Figure 5.

Table 8 — Smart Grids — list of the main systems

|
Domaih or Function Systems Brief introduction/comments
Generation Generation Generation management system is the control centresfor Bylk or
management system | Large renewable generation plant.
(Bulk) Even if there may be some specificity for each-of these, thq rest of
Generation the document will mostly merge both into ene.system type.
management system
(Large Renewable)
Transmjssion Substation Refer to Distribution
automation system
Blackout prevention Real-time blackout prevention systems, usually based on njeasure
— WAMS Wide Area coming from phase measurément units
Monitoring Protection
and control systems
EMS SCADA system | The Energy Managemeént System (EMS) is the control centfe for
the Transmissioh, Grid. Today customers require an open
architecture to.enable an easy IT integration and a better sppport
to avoid blackouts (e.g. visualization of the grid status, dynpmic
network stability analysis).
FACTS (Flexible AC | Power\Eléctronics is among the “actuators” in the power grid.
Transmission Systems like FACTS enable actual control of the power floy and
Systems) and HVDC | can‘help to increase transport capacity without increasing ghort
links and back-to- circuit power.
back systems HVDC links and back-to-back systems enable actual contrgl of the
power flow even in unsynchronized AC system and can help to
increase and balance transport capacity.
Distribution Advanced DMS The Distribution Management System (DMS) is the counterpart to
SCADA system the EMS and is therefore the control centre for the distributjon
(including grid. In countries where outages are a frequent problem, the OMS
geegraphical is an important component of the DMS. Other important
infarmation system — | components are fault location and interfaces to GISs.
GIS and outage
management system
- OMS)
Distribution Whereas automated operation and remote control is state df the
automation systems | art for the transmission grid, mass deployment of Distributipn
— Feeder Automation has only recently become more frequent, leadirjg to
auterratontsrrart “SreT +Gears—Gountriestke-the-nited-Statesof-Armeries] where
reclosers system overhead lines are frequently used, benefit most. Advanced
distribution automation concepts promote automatic self-
configuration features, reducing outage times to a minimum (“self-
healing grids”). Another step further is the use of distributed
energy resources to create self-contained cells (“Micro-grids”).
Micro-grids can help to assure energy supply in distribution grids
even when the transmission grid has a blackout.
Substation Substation Automation and Protection is the backbone for a
automation system secure grid operation. During recent years serial bus
communication has been introduced (IEC 61850). Security is
based on protection schemes.
FACTS system Refer to Transmission
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Domain or Function

Systems

Brief introduction/comments

DER

DER management
system

A DER management system is responsible for operation and
enterprise management level of the DER assets. It performs
supervision and maintenance of the components and provides
information to the operators and field crew personnel and includes
DER EMS/VPP capabilities for the control of the generation. It can
also act as a technical VPP (tVPP) interacting directly with the
DSO or as a commercial VPP (cVPP) interacting with the energy
market.

Electrical energy
storage management
system

An electrical energy storage management system is used for
operating and managing (at enterprise level) Electrical Energy
Storage systems. It includes de facto such sub-systems. It
performs supervision, control and maintenance of the components
and provides information to the operators and field crew

personner.

Customler premises

AMI system

Advanced Metering Infrastructure (AMI) allows remote Imetgr
configuration, dynamic tariffs, power quality monitoring, and| load
control. Advanced systems integrate the metering.infrastrugture
with distribution automation. Smart Meter is a genefic term [for

electronic meters with a communication link.

Metering-related
back office system

Metering-related Back Office systems refer 10 a range of bqck-
office systems employed to use and manage data deriving from
smart metering, mostly referring to the(Meter data management
(MDM) related application.

Demand-Response /
Load management
system

Demand response (DR) system is-a system used to managg¢ on
demand, grid user’s electric behaviour, in requesting them jo
adapt their electricity consumption or production in responge to a
specific request.

Smart homes and
buildings systems

Smart homes are houses which are equipped with a home
automation system_thdt automates and enhances living. A home
automation system interconnects a variety of control produg¢ts for
lighting, shutters-and blinds, HVAC, appliances and other devices
with a common network infrastructure to enable energy-effigient,
economical‘and reliable operation of homes with increased
comfort.

Building Automation and Control System (BACS) is the brain of
the.building. BACS includes the instrumentation, control and
management technology for all building structures, plant, otitdoor
facilities and other equipment capable of automation. BACY
consists of all the products and services required for automlatic
control including logic functions, controls, monitoring,
optimization, operation, manual intervention and management, for
the energy-efficient, economical and reliable operation of
buildings.

Industrial Automation
systems

Brain of the industrial plant in charge of monitoring and corftrolling
the industrial process, and associated facilities.

E*mobility systems

The E-mobility system comprises all elements and interfacqgs
which are needed to efficiently operate Electric Vehicles in¢luding
the capability to consider them as a flexibility resource in a|Smart
Grid system.

Transvgrse

Micro-grid systems

A Micro-grid system comprises all elements and interfaces which

are needed to efficiently operate a micro-grid, i.e. a group ¢f

ill‘lUIl;UIIIIU\;i.I::IJI ;Uddb alld dibi.llbu‘lcul ClICcTyy TCoUUTLTS \DEﬁ) W|th
clearly defined electrical boundaries that acts as a single
controllable entity with respect to the grid and can connect and
disconnect from the grid.

Market places
(including trading
systems)

A marketplace refers to a system where buyers and sellers of a
commodity (here related to electricity) meet to purchase or sell a
product in a transparent and open manner according to guidelines
called market rules.

Weather observation
and forecast system

A weather forecast and observation system refers to the system
and all elements needed to perform weather forecast and
observation calculation and to distribute the calculated
geospatially referenced information to connected other systems
enabling them in many cases optimized decision processes or
automation
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Domain or Function

Systems

Brief introduction/comments

Asset management
and condition
monitoring system

Asset Management Systems and Condition Monitoring devices are
promising tools to optimize the OpEx and CapEx spending of
utilities. Condition-based maintenance, for example, allows the
reduction of maintenance costs without sacrificing reliability.
Furthermore they may also be used to utilize additional transport
capacity due to better cooling of primary equipment, e.g.
transmission lines on winter days.

Administration®

Communication
network management
system

A communication network management system executes
applications that monitor and control managed communicating
devices. The communication network management systems
provide the bulk of the processing and memory resources required
for communication network management.

Clock reference

The clock reference system refers to the system and all elements

system

needed to support clock master definition, time distributionand
clock synchronization services to ensure a unified time
management within the system.

Authentication
authorization
accounting system

Authentication, Authorization, Accounting (AAA)tefefs to
information systems used to grant granular access to a device or a
service by controlling what a given user or,systém can accgss and
how.

a8  “Administration” systems can/may be implemented in superposition of previous “gperational systems”.
casgs, they re-use communication capabilities already present in the “operational system.

In most
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Qﬁigure 5 — Systems mapping over the SGAM plane
5.5.2 M@ng systems on SGAM - Rules
5.5.2.1 ifi in thi nt

For a structured system description, each system will be mapped to the SGAM model
described in 5.2.6.4. Each system mapping follows the same path, as depicted in Figure 6:
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System Approach
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y breakdown (per system)
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Comm Chart
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Figure 6 — Mapping principles of systems.over the SGAM planes

inition of the set of “System Capabilities” (see 3.1.5) the considered system ¢
port:

This “function layer” is described as a flaflist.

bn/may

e Drawing of the typical architecture and. components used by this system (comlponent
layer).
e Lisf of standards to be considered(for interfacing each component within this systeny:

The dr
aligneg
mappir

IEC Smpart Grid Standards Map).

5.5.2.2

at “component” layer — the JEC Smart Grid Standards Map — see 5.45.4;
at “communication” layéry~ an overview is provided in 5.10.1;

at “information” layer, — an overview is provided in 5.10.3.

Bwing indicates through the blue planes that, even if theoretically all layers shq

, we may observe some drawing constraints forcing us to extend the real e
g of systems outside the original scope of systems (specifically when looking

Conventions used to draw the component layer of a system mapping

uld be
fective
at the

There are multiple ways to implement a system.

The challenge for mapping such a system on the SGAM to represent associated standards is

then

e to be accurate enough to show the typical usage of standards, and

e to be generic enough not to “dictate” any preferences regarding such system arrangement.

So the main rules which have been considered in the system-related section below to draw
the component layers of a system on the SGAM tool are:

e The drawing represents a functional view of the system.

e The components and arrangement are represented in very generic ways as shown in
Table 9.
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Table 9 — Typical components used for system mapping on SGAM

Graphical representation

Description

Comment

A software base application

Usually met at higher level of the
architecture

May be grouped with other
components

An operator interface

May be grouped with other
components

A generic “field” component

Usually hosting field level

interface/treatment function.

May be grouped with other
components

e The
components. See Table 10.

Table 10 — Typical links used for system mapping on SGAM

links represent a requirement of information (data) exchange béetween the se¢lected

Graphical representation

Description

Comment

Electrical connection between
process level component

Showing the presence of an
electrical network

Communication path between two
(or more) components

Showing the presence of a
communication network

Communication between a
component and another system

Expressing the potentiality fQr one
system to contribute to UCs hosted
by another one.

Showing the presence of a
communication network, wheg
noted in a level different thap the
“process” zone level

=}

5.5.2.3

When

Conventions used to draw the communication layer of a system mapping

repres¢nted on the communication layer.

The rules for drawing the communication layer of a system are as follows.

e Sygqtemt-related sections

(listed

application layers (layers 5 to 7 of the OSI model).

H communication _path appears between two (or more) components, then it hag to be

in 5.9) and associated standards mostly fog¢us on

e Upper layers of communication are represented on the mapping using a large green

arrow.

Typically this will appear in the following way:

N

where NN indicates the standard body and XXXX indicates the
standard reference.

e Communication technologies corresponding more to OSI layers 1 to 4 are described in

5.10.1.

13 types of network have been identified, which are noted by letters from “A” to “M”.

More specifically the communication standards categories able to fulfil the requirement of
the considered type(s) of network are listed in 5.10.1.2 (on a per type of network basis).
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e The two parts mentioned above are bound graphically by adding to the communication
network representation (a green arrow which appears on each SGAM mapping of the
communication layer of the corresponding system) a blue disk showing the type of network
to consider.

The tag used to express this bind is @

Then, when a communication dataflow is mapped on the SGAM, for a selected system, it will
be shown with a large green arrow, but close to this arrow a blue disk is placed, including a
letter (from A to M) indicating which type(s) of network this dataflow relies on.

An exampte—is—providedt—able—44
Table 11 — Example in binding system standards
and low OSI layer communication standards
Representation of a Meaning Relationship with lower OSI layers of
communication flow commrunication

Such a drawing means that for this R

communication dataflow:

e “IEC 61968-100" may be considered @“l, {;‘5
for the OSl layers 5to 7, ‘ SJ F

I\ A

e and that the network said to be of,| ( éi*mﬁ .EL“?
type “G” may be considered as thé = =
lower OSI layers 1 to 4, i.e. “Infra- G
control centre / intra-data centre IEEE 802.15.4
network” as explained in 5.10.1.2. |EEE 802,11

Then Table 73 indicates which e :Eif X X

IHC 61968-100 standard(s) category may support‘the :

lower OSI layers of a communication ETSITS 102887

network of type “G”. IPvd X ¥

In that example, Tabte 73 indicates that IPvé x u

the categories |IEEE 802.3/1, IPv4 ... RPL/ ELowPan

standards may fit IECE1830

(th hot on the right shows h 1L 508705

e screenshot on the right shows how

to undérstand the usage of Table 73). GSM/ GPRS / EDGE

Inthat example, Table 73 indicates that | 114 §

. gure above shows how Table 73
the ca}tegones IEEE 802.3/1, IPv4, etc. may contribute to select the apprépriate
may fit. lower OSI layer communication
(The screenshot on the right shows how | standards category for a given type of
to understand the usage of Table 73.) network.

5.5.2. Conventions used to draw the information layer of a system mapping

p pp p ,
represented on the information layer, in order to express which standard data model is
considered for this data exchange.

The rules for drawing the information layer of a system are as follows.

e Data modelling standards mostly focus on OSI layers greater than 7.

e Data modelling primitives (like, “Binary”, “Analog”, “String”, etc.) are not considered as
such. Only semantic level modelling is considered.

e Data modelling standards are shown on the drawing using a yellow ellipse such as
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where NN indicates the standard body, and ZZZZ indicates the standard

reference.

5.5.2.5

Convention of notation for the coverage of System Capabilities by standards

(C, 1, Cl, X)

While attaching Capabilities (see 3.1.5) to each system, this document aims also to provide
additional information to better evaluate the real coverage of standards in their ability to fulfil
these Capabilities.

Within each Q\I/prm-qlnnnifir section_describing the detailed list of suppaorted (‘apa bilities,

three columns were added as shown below in Table 12.

Four ppssibilities of support are considered:

1) “C” as in “‘communication”, means that at least one of the communication standards
(stI]ndards represented in the communication layer, and mostly covering the OSI| layers
from 3 to 7) which fits the AVAILABLE or COMING triggers¢can/will host the data
exdhange flow.

2) “I",] as in “information”, means that at least one of the/information model standards
(st1ndards represented in the information layer, and mostly.above the OSI layer 7) which
fit the AVAILABLE or COMING triggers can/will host the specific data exchange flow.

3) “CIf means that both above conditions are/will be met:

4) “X”| in the “AVAILABLE” or “COMING” columh means that at least one [of the
avdilable/coming communication standards supports/will support this use case but the
exdct level of support (could be C or | or Cl)needs further investigation.

“X”lin the “Not yet” column means that no’standard supports the use case yet.
An empty cell means that further informatioh/knowledge is needed to answer it.
Table 12.+ Capabilities coverage example
Possible combination of
“use-case support” tags
AVAILABLE COMING Not yet Explanation

Example 1: Cl in “AVAILABLE” means that available standards for

C Communication and Information layers cover market requirenpent for
the considered Capability.
Example 2: C in “AVAILABLE” with | in “COMING” means tha
available standards for communication cover market requirenfent for

C the considered Capability but standards covering the informagion
layer for the same Capability are still in the pipeline of
standardization.
Example 3: Cl in “AVAILABLE” with C in “COMING” means that
available standards for communication and information layers cover

Cl C market requirement for the considered Capability but standard
improvements covering the communication layer for the same
Capability are in the pipeline of standardization.
Example 4: C in “AVAILABLE” with | in “Not yet” means that
available standards for communication cover market requirement for

C the considered Capability but no specific standardization activity
covering the information layer is fitting the triggers yet (see 5.2.5),
i.e. too early stage or not started at all.
Example 5: X in “Not yet” means that neither Communication nor

X Information layer standards are in “AVAILABLE” or “COMING” state,

i.e. too early standardization stage or not started at all.
Example 6: Blank/empty line means that further
information/knowledge is needed to answer the coverage of the
considered Capability.
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5.6 Interoperability

A Smart Grid consists of numerous components provided by different actors, working together
to provide a smart power system. For such a system to operate and the desired services and
functionalities to be provided in a sustainable way, interoperability of components and
attached processes to set up and demonstrate such interoperability become of major
importance.

Interoperability means (derived from GWACS®6 work as presented in [12]):

e exchange of meaningful information between two or more components of the system,

e a shared understanding of the exchanged information

e a copnsistent behaviour of components within the system, complying with system rulls, and

e arequisite quality of service: reliability, time performance, privacy, and security:

Many levels of difficulty to reach the interoperability can be considered, from plug-and-play
(i.e. no need for extra human interventions) down to a 100 % manual précess with adgitional
gatewdys ensuring the needed transformations. In order to be deployed‘at a reasonabjle cost
and quality and considering the number of interconnected devicést (possibly hundfeds of
thousahds), Smart Grids require interoperability at one of the highest levels (compared to
other industry domains), i.e. at information semantic level. This" will remove the need of
gatewdys, and will ensure a same semantic convention on both ends of the communication,
reducing by far the need for semantic transformations, jthenh the need for human work for
making machines work together.

The current roadmap, identifying standards to be used per selected areas, is a path tpwards
seamlgss interoperability.

Howevegr, further standardization steps have\to be considered to reach the ultimate godl, such
as:

e engure an accurate definition of the semantic of any exchanged information, with nd risk of
ampiguity;

e deflne the behaviour of (the' object which implements the standard (state mgchine),
consistently with the system behaviour;

e def|ne profiles which-would restrict the options offered by the standards, in order to|ensure
a nlinimum set of functionalities, to support a predefined set of use cases;

e include a conformance statement, to check the implementation of the standard against the
stapdard specification;

o offgr profilertesting means and procedures.

The alsence of answers to the above expectations does not mean that a systen) won’t
interoperate, but mostly means additional complexity for setting up and maintaining Smart
Grid systems.

5.7 Main expected evolutions (in five years’ time)
5.71 General

The smartness of many Energy infrastructures will further increase certainly at the regional
and distribution level of the networks. Smartening of a grid in general is realized by adding
communication and by adding of advanced monitoring and control to the conventional energy
infrastructures. In many cases the interfaces of customers connected to the grid are involved.
Experiences with communication, advanced control, management and protection systems are

6 GWAC = GridWise Architecture Council
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already known from the application in the transmission grids for many decades. Transmission
networks are already equipped with advanced communication and control systems.

There is an increasing need to provide much better observability of the grid and grid user’s
behaviour, to equip local and regional networks with advanced control, data analytics and
communication systems. Further increase of communication bandwidth over this time period
and the application and new developments in telecommunication media make this possible.
This allows for the connection of an extensive number of smart devices and sensors that use
regional control and protection facilities. In order to support the simplification of
interoperability amongst all devices of the grid, existing standards, and new standards where
gaps exist, will be required to cover the following aspects:

e nevw telecommunications media developed and applied;

e advanced protocols that support this greater bandwidth and the plethora of\connected
objects that need to be connected, and potentially interact;

e advanced system management to support connection, disconnection,re-connegtion of
connected objects, firmware update, parameters update, easy fix and repair, etc.;

e |IT-PT convergence, including among many the virtualization of the OT level into| the IT
level;

o Extensive Data storage;

e End to End cyber security to ensure protection and privacy. of this data;
e Engrgy Storage technologies;

e Engrgy Convertor technologies;

o safety as it applies to smart devices and other,modes of operation that differ from tihe past
Actjve devices connected to the grid and isolated operation of premises/grid subsets.

New and modified/extended standards haveito support the development and the use of Smart
Energy| applications. Involvement of all .stakeholders is key to reach consensus about those
new arld modified standards.

Different communication media areavailable, i.e. by using the power lines in the different PLC
techniques or GPRS, Wireless.techniques (3G, 4G, etc.) and will be applied tp gain
experignce regarding large volumes and numbers of data.

In many cases the ASO "OSI model" is and will be applied to analyse the djfferent
applicgtions, data models, data-links, communication protocols and physical media that are
availahle and most;of them are already used in other parts of the network and installations
connedted to~the grid. Furthermore, architectures and concepts from ICT and
Telecommunication infrastructures will be used in the smartening of existing [energy
infrastquctures. In smartening the grids it is seen that the different worlds from ICT,
Telecommunication and electrical and other forms of Energy meet. Integration of other
applications,; e transportation, ftreatth, safety andenvironment witttever Smmart-Grids to the
smart city initiatives and developments.

5.7.2 Exchange of information: communication and advanced control

Privacy issues and security of information appear to be of major concern because data
exchange between different stakeholders in the market and connected to the distribution grids
will be more intensive than ever before. This will not only involve the exchange of information
but, based on the information exchange, advanced control and protection systems will be
applied for the interaction with premises like houses, commercial businesses and buildings,
also indicated as demand response. The transformation to Smart Grids not only appears to be
a technical challenge; because of the behaviour of the different parties in the energy market,
commercial and regulatory issues are involved too.
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5.7.3 Decentralized developments: dispersed generation and storage, transition from
network operator to system operator at a regional level

Decentralized generation is increasing in number and size, PV panels are becoming less
expensive, converter technology is becoming mature and commercially available. In the
majority of cases decentralized generation and storage, the latter still in a relatively small
amount and mostly applied at device level, are switched off from the distribution grids during
emergency situations in the grid. Network restoration is approached starting at transmission
level down to the distribution networks.

As already mentioned, storage is used on a very small scale in premises and mostly as
backup at device level. Due to the technical development in manufacturing batteries, this
technique will be emerging and will be applied in larger volumes 1n the tuturg. This
development of batteries is accelerated by the development of electrical vehicles)where the
size of| battery power remains an issue of major concern regarding the distance\that can be
coverefl by these cars. Additionally, as more and more renewable energy resourCes quch as
wind ahd solar are integrated into the infrastructure, the issue of renewables' variability will
becomg a major challenge. The mitigation of this variability in generation-will consequently
drive the need for new storage technologies on a larger scale. This_amount of stordge will
also bg applied to manage peak demand.

Manag|ng reactive power in relation with power system voltage control will becom¢ more
important in situations and regions where distributed generation and power storage is| or will
becomg a substantial part of the total power demand of thatregion. The total power demand
in the fegion will be generated partly by the central power stations that are connected to the
transmjssion system and the power generated locally“by generators and storage facilities
connedted to the distribution networks in that region. It will not be sufficient to|switch
distribyted generators and/or storage facilities of ‘premises off during emergency situafions in
the power system. In the future it will be thinkable, and it already happens, that in |certain
regiong distributed generation and storage: will support power system restorafion in
emergency situations in the network. Voltage and frequency will not only be controjled by
centrall power stations and dispatch centres: a more advanced control will be needed,
supported by appropriate energy~ market arrangements (contracts and trangparent
arrangéments between different parties involved).

5.7.4 Isolated operation: “to be or not to be" connected to the distribution network

In the |future it can be_&xpected that premises go in isolated (island) operation frpm the
distribytion system. Such/premises will be isolated or "switched off" by the network operator
or by the premises'own control facilities based on appropriate monitoring arrangements. The
ability pf island operation comes from the fact that they are able to cover their own| power
demangd by thespremises' own "distributed" generator and/or storage facilities, i.e. battefies. In
such gituations~the distribution network can be in operation or out of service Hue to

emergency situations and/or planned maintenance and/or repair activities. Premises with their
own g%neration and storage facilities can cover their total demand or at least part of thiir total
deman ey are

connected to the distribution network. In normal situations, surplus of energy generated by the
premises can be delivered back to the distribution system. Reconnecting the premises to the
distribution system after a period of island operation has to be arranged in a safe and
coordinated manner. That can be arranged by a synchronizing facility/unit with built-in
monitoring and control arrangements; the latter can be part of the aforementioned CEM.

5.7.5 Smart Metering

Smart Metering is applied in some countries and will emerge from the pilot project phase to
bigger nationwide deployments. Energy Markets are transforming towards the use of dynamic
pricing of energy use and energy generation. Use of private information is an issue of concern
and discussion in many countries and needs to be resolved before nationwide deployments
take place. Legislation and Regulation focus on privacy arrangements and measures to
secure information that is involved in the information exchange between different
stakeholders.


https://iecnorm.com/api/?name=7dba3e7634e8e4ce5f156116ad3f1811

IEC TR 63097:2017 © IEC 2017 - 55—

5.7.6 Micro-grids: where a distribution grid is not available or its reliability is not
enough

Micro-grids are grids that cover all functions and controls needed to support a small
community and/or industry without being connected to a distribution grid in normal situations.
There are different business cases which may justify applying micro-grids, as listed below:

Q

Guarantee a continuity in load service by islanding.

T

Electrify remote areas using renewable energy resources.

Qo O

Optimize local resources to provide services to the grid / disaster preparedness.

D

)
)
) Optimize local resources to provide customer service inside the micro-grids.
)
)

Deyelop larger energy system by interconnection of islanded micro-grids.

—h

) Optimize energy supply cost and exploitation of local asset inside cofmmunity-run
disfribution by managing local resources. In case different loads and ,generatgrs are
avdilable and connected to the micro-grid, a kind of central controtsystem usually
mahages generation and demand (balancing).

5.7.7 Electrical Vehicles: the act of charging and storage and the impact on the
distribution grids

Nowadpys connecting electrical vehicles to the grid for charging is possible for |limited
numbefs and the use of conventional charging methods. ¥ in future the number pf EVs
connedted increases and new fast charging methods are“applied, the impact on the grid
needs [o be investigated and known. Consequently appropriate measures need to be taken to
controlfthe charging of EVs connected to the grid. Future’use of EV batteries connected to the
grid and the installations in premises need to be investigated not only regarding chargling but
also regarding the use of batteries for energy storage for use in the distribution grid gnd for
use onl individual premises. The charging of. the batteries has to be coordinated in felation
with ofther demand and distributed generation and the local capacity of all assets|in the
distribytion networks and the individual premises involved.

5.7.8 Managing the network and interfaces: supporting the Energy market with
flexibility in normal and\abnormal situations

Distriblition Automation and‘\Energy Management functions will integrate further |in the
distribytion networks witha high amount of distributed generation and storage connected
compafed to the amount-of*energy supplied by the central power generators connected to the
transmjssion networks: ;Fhe Distribution Network Operators of today will be transformed to
Distriblyition Systemy Operators managing the energy production and energy demand at a
regional level likevthe Transmission System Operators do at a national level. Bystem
Operatprs will support the functioning of the Energy market in a more or less regulatgd way.
Markets have-to comply with regulatory frameworks; flexibility of networks will be asgessed
and cqgntrolled by System Operators during normal and abnormal, emergency situations.
Network\restoration will be based not only on the top down approach from transmisgion to
distribufion Tevel buf will consider regional possibilities. Self-healing concepis will be applied
at a regional level considering distributed generation and storage facilities connected to the
grid and a more regional based Energy Management scenario to support network restoration
at a regional level.

5.7.9 Transmission networks: even smarter than they already are

At transmission level the use of HVDC and FACTS will further increase if energy exchange
between continents and countries or just the energy transmission over large distances seems
to be advantageous regarding the primary resources used and available for generation and
the energy demand in areas where no primary resources are available for generation.
Transmission System Operators will extend the control, protection and communication
facilities where more advanced interaction is needed, regarding the energy exchange between
continents, countries and with the underlying distribution networks. In the future, the latter can
have substantially different behaviour than in the past, because energy flow is not determined
by impedance and load any more but also depends on distributed generation and storage. In
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the future more advanced control of frequency and reactive power is needed in order to
secure the availability of supply during normal and abnormal situations. The control will cross
all kinds of interfaces and interact with all the different stakeholders.

5.7.10 Blockchains: decentralized consensus

Blockchain is a new trend enabling the decentralized consensus between two parties without
the need of a third party to verify the transaction. Blockchains are by design inherently
resistant to modification of the data. The Transaction is secure by the use of a distributed
computing system with high fault tolerance. A blockchain is a decentralized digital record that
registers transactions on thousands of computers globally, which increases dramatically the
difficulty to alter or falsify data.

Due to|the fact that two parties can exchange data, negotiate and transact, bIockchairIv could
revolutjonize trading not only in the energy sector. Standards which are implemented today
should|take this trend into account.

5.8 Btandards related to the electrotechnical aspects of Smart Grids
5.8.1 Planning for Smart Grid

Planning for the Smart Grid includes transmission system plafining and distribution network
plannirlg. In general the planning standards are enacted by ‘a country or an orgar]ization
individdially. However, some standards related to power system planning, such as largge-scale
wind farm and PV system connection into transmission systems and interconnection of
distribyted generation into power networks should {be“released by international stgndard
organizations.

Currently, the electrical energy system faces-a-major change regarding the type and Ipcation
of its energy sources. While the power plants in the past were erected not far from the [energy
consumption, today the location of bulk;;,generation is often driven by the availaljility of
renewdble sources. Additionally, energy,"consumers are installing small generation upits on
their premises to become so-called (“Prosumers”. This fact creates new challenges|to the
energy| grid: the transportation distances become longer, a major share of generation|will be
connedted to the distribution grid, the grid has to cope with the fluctuating behaviour of
renewgble generation and the dynamic behaviour of generation connected via|power
electropics to the grid differs from the behaviour of rotating machines.

To maj|ntain a stable(grid operation, the grid frequency has to be controlled within gefined
limits. |Also, the .voltage needs to be maintained to avoid voltage collapses apd the
combirfation of all-generating units needs to have enough inertia to withstand large steps of
load of generation. Additionally the grid equipment needs to fulfil certain requirements to
ensure|the functional safety of the energy supply process.

Whlle tho  lattar dAovien cnmanificn erasiiramaante  oarn  tvouninallyy  Anfinad mo_daoviea Iented

e Tttt T TVTCTC—opPTTmTT oo oTITeTItS arc typroorry \>avapanavav, T TV TCT

standards, some operational requirements appear for operating the grid, on how to connect
generation or load to the grid (often defined in so-called grid connecting guidelines issued by
regulatory bodies, e.g. ACER/ENTSO-E, FERC or similar). IEC TC 8 is starting to set up some
working groups for technical topics, like the customer interface or the design of
interconnected power systems or micro-grids. However, these activities are still at an early
stage.

5.8.2 Connecting and managing DER (Distributed Energy Resources)
5.8.2.1 Description

In parallel with the liberalization of the energy markets, the decentralized generation of
electrical power as well as energy storage becomes more and more important. The
management of these energy resources near to the consumers offers economic and
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ecological benefits. They can sometimes provide heating and/or cooling services as well as
electricity.

In this context, interest is also directed to non-conventional operation modes such as so-
called virtual power plants (VPP) and micro-grids.

A virtual power plant is a collection of decentralized generation and storage units that are
monitored, aggregated and controlled by a central entity in view of providing higher efficiency
and more flexibility.

5.8.2.2

So tha
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The pu
conneg

regulat[yry framework, to:
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5.8.2.3

See Ts
stating

Associated requirements

the Smart Grid can provide its benefits, such massive introduction of DER\r
riate grid connections and operational rules as well as product specifications,

rpose of the standards is to provide favourable conditions for renewable ener
tion of distributed energy resources while contributing, as a r¢emplement

em security, especially control of frequency and voltage in steady and dis
es. This also includes the capability to provide ancillary service, especid
ulation, spinning and non-spinning reserve;

lity of the supply, especially preventing excessive voltage variations;
bty of persons, especially preventing undesired islanding and un-eliminated fault
sonable network development/reinforcement €aosts;

ressing new safety and protection issues raised by DER and micro-grids
nand side level. The multi-sources and™bi-directional aspects have to be covg
allation rules.

Available standards

ble 13. Refer to 5.2.5.3 for.the  definition of the criteria considered in this documn
that a standard is “available”.

Table 13 — Connecting and managing DER - Available standards

bquires

gy and
to the

turbed
lly for

oY

at the
red by

ent for

| ayer Standard Title and comments

Compor

ent IEC 62446 series Photovoltaic (PV) systems — Requirements for testing,
documentation and maintenance

Compor

ent IEC 61000-4-30 Electromagnetic compatibility (EMC) — Part 4-30: Testing and
measurement techniques — Power quality measurement meth

ods

Compor

ent IEC 61727 Photovoltaic (PV) systems — Characteristics of the utility inte

face

Component IEC TS 62257 series | Recommendations for renewable energy and hybrid systems for

rural electrification

Component IEC 60364 series Low-voltage electrical installations

Component IEC 61400 series Wind turbines

Component IEC 60364-5-55 Electrical installations of buildings — Part 5-55: Selection and

erection of electrical equipment — Other equipment

NOTE Especially the two following subclauses:

— 551.6 Additional requirements for installations where the
generating set provides a supply as a switched alternative
normal supply to the installation

— 551.7 Additional requirements for installations where the
generating set may operate in parallel with other sources
including systems for distribution of electricity to the public

to the
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Layer Standard Title and comments

Component IEC TS 62749 Assessment of power quality — Characteristics of electricity supplied
by public networks

Component IEC 61400-21 Wind turbines — Part 21: Measurement and assessment of power
quality characteristics of grid connected wind turbines

Component IEC 61400-27-1 Wind turbines — Part 27-1: Electrical simulation models — Wind
turbines

Component IEC 61000-4-30 Electromagnetic compatibility (EMC) — Part 4-30: Testing and

measurement techniques — Power quality measurement methods

Other specifications

Component

EN 50438

Requirements for micro-generating plants to be connected in parallel

with public low-voltage distribution networks

NOTE In Europe EN 50438 provides requirements for-eonngction of
micro-generators (currently under revision). Draft TS(for-larggr units

currently are being prepared by WG3 of Cenelec TC8X, whic
specifies the generic requirements for connecting)DG to the gublic
distribution network.

Component

CLC TS 50549-1

Requirements for generating plants to be cannected in parallgl with
distribution networks — Part 1: Connection-to a LV distributio
network above 16 A

Component

CLC TS 50549-2

Requirements for generating plants-to be connected in parallg! with
distribution networks — Part 2; €omnhection to a MV distributioh
network

Component

IEEE Std. 1547.12

Standard for Conformante Test Procedures for Equipment
Interconnecting Distributed Resources with Electric Power Systems

Published in 2005,\this standard further describes the testing|of the
interconnection invorder to determine whether or not it conforms to
standards.

Component

IEEE Std. 1547.22

Application\Guide for IEEE 1547 Standard for Interconnecting
Distributed Resources with Electric Power Systems

This\provides a technical background on the standard.

Component

IEEE Std. 1547.32

Guide for Monitoring, Information Exchange and Control of
Distributed Resources Interconnected with Electric Power Sygtems

Published in 2007, this standard details techniques for monitgring of
distributed systems.

Component

IEEE Std'1547.4 2

Guide for Design, Operation, and Integration of Distributed Rpsource
Island Systems with Electric Power Systems

Component

IEEE Std 1547.6 2

Recommended Practice For Interconnecting Distributed Resdurces
With Electric Power Systems Distribution Secondary Networkls

Component

IEEE Std 1547.7 2

Guide to Conducting Distribution Impact Studies for Distributéd
Resource Interconnection

2 In the US, the IEEE 1547 series is a set of standards concerning Interconnecting Distributed Resour¢es with
Eleqtric Power Systems. Since 2003, three standards in the IEEE 1547 Series have been released by the
IEEE_and another three are still in the draft phase. The Energy Policy Act of 2005 established IEEE [1547 as

the national standard for the interconnection of distributed generation resources. An amendment IEEE 1547a
was published in 2014.

5.8.2.4 Coming standards

See Table 14. Refer to 5.2.5.3 for the definition of the criteria considered in this document for

stating that a standard is “coming”.
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Table 14 — Connecting and managing DER — Coming standards

Layer Standard Title and comments
Component IEC 62786 Distributed energy resourcesconnection with the grid
Component IEC 62898 series? Microgrids

Other specifications

Component IEEE P1547 Draft Standard for Interconnection and Interoperability of Distributed
Energy Resources with Associated Electric Power Systems
Interfaces
(full revision of IEEE Std 1547)

Compor ont IEEE D1 EA?_Q /rlra#’“ Rocommandod Practica for Ectahlichi nn Mothods and

Procedures that Provide Supplemental Support for Implementation
Strategies for Expanded Use of IEEE Standard 1547

2 Undpr preparation.

5.8.3 Integrating power electronics in the electrical grid
5.8.3.1 General

Power | electronics will play a major role in Smart Grids as{the connecting elempnt for
renewgble generation, especially wind and solar, as well asicontrol actor for the active and
reactive power flow within the grid, e.g. FACTS and HVDGC lines.

Both ppplication areas will have their specifict aspects regarding electrotechnical
characferistics of the Smart Grid.

5.8.3.2 Power electronics for connecting . generation sources

In the [past the electric power grid wasmainly driven by synchronous generators gnd the
electrofechnical behaviour of these_rotating machines took a major contribution [to the
dynam|c stability of the grid as well as-for the fault identification within the grid.

e Tha kinetic energy stored in.the rotating part of turbine and generator took care| of the
frequency stability against big fluctuation of generation or load.

e Additionally some syfnchronous generators are equipped with a damping winding| which
imgroves the stabilizing impact to the grid.

e In ¢ase of a short circuit at a short electrical distance from a synchronous geneifator, a
larde short _cireuit current (above its rated current) will be injected into the grig. This
resplts from_the fact that the mechanical power fed into the generator from the furbine
stays censtant in the first seconds of the short circuit, while the voltage at the gengrator’s
griq eonnection point is decreased due to the short CII’CUI’[ in the grid. Since the geperator
ca he powelr value
which is injected into the grid constant Of course the protectlon system of the generator
has to reduce this overcurrent within a short time to avoid damages.

Most of the inverters used today to connect renewable generation to the grid do not provide
comparable services to the grid, as they are designed to follow the grid frequency and to
inject the power produced by the renewable generating unit. Technically at least the
behaviour described in the first two bullets above could be implemented into an inverter, but
this would require some kind of energy storage connected to the inverter to decouple the
power fed into the grid to some extent from the power received from the renewable generating
unit. The short circuit behaviour of synchronous generators could also be implemented, but
this isn’t technically feasible as it would require a huge overdimensioning of the power
electronics inside the inverter.

So if more and more generation will be connected to the grid by means of power electronics
and the number of big rotating machines decreases as a consequence, then the dynamic
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stability of the grid may become endangered. To secure a reliable grid operation also with a
large share of renewable generation, it is necessary to investigate the impact of losing grid

inertia

when replacing rotating generation with power electronics.

5.8.3.3 Power electronics for controlling active and reactive power flow

See also 5.9.2.

FACTS utilizes power electronics to implement a flexible control element into the grid which
can control the active and power flow through a single grid branch and indirectly via the
reactive power the voltage at both ends of this branch. These capabilities can be used to

influen
locatio
power

HVDC
point @
genera

The ot

ce the static energy flow as well as the voltage profile in the surrounding of the

FACTS

n. If integrated into a wide area control system, FACTS may also be utilizedtq
swing within a large interconnected power grid.

lines may be used to exchange energy between decoupled AC grids.\From t

her application for HVDC lines is the improvement of the transfer capability of

grid as| a dedicated point to point HYDC connection or by creating’a so-called HVDC

networ

Point t
two en

HVDC
branch
part of

K.

l points of the controlled DC branch is bigger.

Es to avoid a complete outage if one part@f the grid has a failure. To identify th
the DC grid, protection systems are also required which are able to locate the

the DC| grid.

The lo
being

connected to different AGGY control areas of the grid. Therefore, it will

necessary to define methods-‘for' integrating HVDC lines into the generation and

interch

5.8.4

ange control mechanisms.

Low voltage DC)grids

damp

ne grid

f view the connected end of the HVDC line could be seen as an linverter connected
tion or load and for the generating operation the aspects are discussed in 5.8.3.2.

an AC
bverlay

D point connections can be seen as similar to FACTS, except the distance betwgen the

based overlay grids with nodes and meshés’require some means to isolate faylty DC

e faulty
fault in

ng distance between the ends‘of a DC connection or grid will result often in thle ends

ecome
power

As more and more.selar generation and battery storage are connected to the low volta

on the

LED lighting, etcl.), there are thoughts to implement a DC grid at the consumer site t

multipl
e.g. wi

hin,a-single building.

e and

other hand*many consumer devices require internal DC power (e.g. TV set, computers,

avoid

e copversion from AC to DC and vice versa. These DC grids will have only sm4ll size,

To secure vendor independent connectivity for a LV DC grid, it will be necessary to

standa

5.8.5
5.8.5.1

rdize the physical details of the plugs and sockets as well as the voltage level.

LV installation

General

The LV installation shall be according to the requirements of the IEC 60364 series.

7 AGC = Automatic Generation Control, a function of an energy management system responsible for controlling
the grid frequency and power interchange with other grid.


https://iecnorm.com/api/?name=7dba3e7634e8e4ce5f156116ad3f1811

IEC TR 63097:2017 © IEC 2017 -61-

In particular, the standards listed in Table 15 and Table 16 are seen to be very important for
Smart Grid LV-installations.

Table 15 — LV installations available standards

Layer Standard Title and comments

Compo

nent IEC 60364-4-41 Low-voltage electrical installations — Part 4-41: Protection for sa
Protection against electric shock

fety —

Compo

nent IEC 60364-5-53 Electrical installations of buildings — Part 5-53: Selection and erection

of electrical equipment — Isolation, switching and control

Compo

nent IEC 60364-5-55 Electrical installations of buildings — Part 5-55: Selection and erection

Otk

£ al e L i i
ofF-Crectear— Cqtipment Se—CqttpMmeht

Compo

hent IEC 60364-7-712 Electrical installations of buildings — Part 7-712: Requirements\f|
special installations or locations — Solar photovoltaic (PV).powe
supply systems

Dr

Compo

hent IEC 60364-7-722 Electrical installations of buildings — Part 7-722: Réequirements f|
special installations or locations — Supplies for electric vehicles

Table 16 — LV installations coming standards

Layer Standard Title and comments

hent IEC 60364-8-2 Low voltage electrical installations — Part 8-2: Smart Low:
Voltage Electrical Installations

5.8.5.2

The LV
for the
relevar
descril]
with th

and the tests described may be.applied, if thought appropriate, to existing installations.

5.9
5.9.1
5.9.11

In cong
becom
conver

Verification

installation shall be tested according“to IEC 60364-6, which lays down requir
verification, by inspection and testing, of the compliance of the installation W
t requirements of other parts off(YEC 60364. Criteria for testing are given an
ed. This IEC 60364-6 part is concerned only with new installations; it is not con
e inspection and testing of iexisting installations. However, the criteria for ins

Per system standard breakdown
Generation management system
Description
idering:the energy crisis and sustainable development, renewable energy gener

ng, imore and more important, beside conventional bulk generation. Compa
tional generation (thermal power, hydropower, nuclear generation, etc.), ren

bments
ith the
d tests
cerned
pbection

ption is
red to
ewable

energy

generation (Winmd—poweT, Sotar pOwWET, €tC.) IS Tuci 1more uncertaim. it5—=a great

challenge to interconnect renewable energy generation to power systems. Therefore, one
important task of Smart Grid is to provide a dynamic platform for free and safe interconnection
of renewable energy generation to power systems, including the impact of these large
renewable energy generation plants on the monitoring and control of the conventional one.
Smart Grid will play an important role in ensuring power supply security and sustainable
development.

According to different kinds of energy, generation can be classified into the following
categories:

e wind power (testing and certification of wind turbines, design requirements of wind
turbines, assessment and measurement of wind power, etc.);
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solar power (test and certification of photovoltaic devices, utility interface of photovoltaic
systems, over-voltage protection of photovoltaic systems, assessment and measurement
of solar power);

marine power (design requirements for marine energy systems, assessment of
performance of wave energy converters, etc.);

fuel cell (safety of fuel cell power systems, performance test method for fuel, etc.)

pumped storage (acceptance tests of hydraulic turbines, storage pumps and pump-
turbines, etc.);

distributed generation (distributed resources interconnected with power systems, design,
test interconnecting and protection of small renewable energy and hybrid systems for rural
elegtrification, etc);

nudlear generation (interconnecting of nuclear generation, etc.);

conventional generation (test and certification for hydraulic turbines, ,commurjication
netivorks for power utility automation, interconnecting of conventionalCpower plants to
power systems, active power and frequency control, reliability standards, protectipn and
control, etc.)

Nowadpys large-scale solar photovoltaic generation plants the size’ of 10 GW are| under
constryction, and also large-scale wind power fields. These plants in such a large sjze will
bring dgreat challenges to power system security. Interconnecting standards for largg-scale

renewgble energy generation plants are urgently needed.

Marine| power generation will typically have different load profiles that are highly variable as
far as fesources are concerned. For tidal power, theseload profiles are predictable; hqwever,
for waye power, the nature of the resource resultsin an intermittent loading profiling, [similar
to somg extent to wind energy. Where a Smart Grjd is to be designed to incorporate a Wave or
tidal generation unit, the designer shall take“into account the intermittency and ppssible

providged in the IEC 62600 series. Designers of Smart Grids that are to incorporate a
tidal gg¢neration unit shall consider the~work programme of TC 114 in order to iden
forthcoming documents that could bé.relevant

profileg of this generation. The designer_shall consider the requirements and info\&mation

ave or
ify any

A growing share of renewablé energy sources connected to the power grid is foresegn and
will legd to a steady transition towards a complex combination of a few large cenualized

power |plants and a great\'number of small and decentralized power generating fa

ilities.

Integrating these facilities into a reliable and affordable power system will reqyire an
unprecedented level “of co-operative action within the electric industry and betwelen the

industrly and states:

The power gridihas existing flexibility in the system to cost-effectively integrate wind and solar
resour¢es \but, as operated today, that flexibility is largely unused. The Genration

managgement system will address such challenges as:

expand sub-hourly dispatch and intra-hour scheduling;
improve reserves management;
access greater flexibility in the dispatch of existing generating plants;

focus on flexibility for new generating plants.

5.9.1.2 System summary

Generation management system refers to the real-time information system and all the
elements needed to support all the relevant operational activities and functions used in day to
day operation of the generation system, including the control of generation assets under
normal and abnormal operating conditions. It enables implementing generating programs that
are prepared for a certain period, improves the information made available to operators at the
control room, field and crew personnel, customer service representatives and management. It
may thus support or help in making operational decisions.
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Such a system is usually made of one or many interconnected IT systems, connected to field
generation operation systems, through the use of LAN/WAN communication systems. It may
also include the components needed to enable field crew to operate the generation system
from the field.

A generation management system usually provides the following major functions:

Addregsing these challenges requires process-level

constrgints to be more closely integrated within the higher levels of the gen

EMS/SCADA, real time monitoring and control of the (geographically localized) generation

system at the Transmission Operator level;

DCS, real time monitoring and control of the generation assets at the station/field level;

scheduling, monitoring and control of the (scattered) generation fleet at the generation

company level for the production of energy, ancillary services and by-producis,ifh close

relgtion to the Asset Management System;

advanced generation management applications;

wolk management;
support of trading functions;

blagk start facilities.

managgment system.

5.9.1.3 Set of System Capabilities

Table

managgment system.

and ,asset

management

17 provides a set of System Capabilitiescwhich may be supported by a gen

5ystem
leration

eration

The meanings of the three last columns (AVAILABLE, COMING, Not yet) and of the ‘C”, “I”,
“CI”, “4” conventions are given in 5.5.2.5;
Table 17 — Generation management systems — Capabilities
Supported by standards
Cluster System Capabilities
AVAILABLE | COMING Nat yet

Maintaifping grid Monijtering assets conditions Cl
assets . - . :

Supporting periodic maintenance (and planning) X

Optimize field crew operation X

Archive maintenance information Cl
Managipg power VAR regulation Cl
quallty Erocancis TNV~ Cl

A ALl Al o S T
Provide and collect |Collect metered data (for revenue purposes)
contractual
measurements
Connect an active |Managing generation connection to the grid Cl
actor to the grid
Blackout Restore power after blackout Cl
management -

Under frequency shedding
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Supported by standards

Cluster System Capabilities
AVAILABLE | COMING Not yet

Demand and Receiving metrological or price information for
production further action by consumer or CEM

(generation)
flexibility Load forecast (from local) Cl

Generation forecast (from remote) Cl

Generation forecast (from local) Cl

Participating in the electricity market

Registration/deregistration of customers in DR X
program

Grid stability Stabilizing the network after fault condition (Post-
fault handling)

Monitoring and reduce power oscillation damping

Stabilizing network by reducing sub-synchronous
resonance (Sub-synchronous damping)

Monitoring and reduce harmonic mitigation |

Monitoring and reduce voltage flicker |

Generafion Day-ahead fleet scheduling

Operatipn -
Scheduling Intra-day fleet scheduling

Plant scheduling

Ancillary services and reserve products conirol

X[ X | X | X|X

Fuel and other resources allocation, cogeneration
and other by-products production

x

Day-ahead hydro plant valley scheduling

Generafion Commissioning and maintenancé strategy
Mainterjance definition

Field data collection for corrective and reactive X
maintenance

Field data collection for preventive maintenance X

Field alarms calléction for maintenance Cl

Collection of switching cycles and operating X
hours (maintenance counters)

Field.data collection for predictive or condition Cl
based maintenance

Collection of additional maintenance counters for X
boiler and steam turbine stress

Risk assessment

Condition based operational advisories

Condenser maintenance optimization

Generation Permit To Work management

Transverse

X | X | X | X

Plant capability estimation

Equipment actual availability monitoring Cl

Performance monitoring Cl

Production reporting X

Emissions reporting

Emissions compliance assessment X
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5.9.1.4 Requirements

Technical standards for interconnecting to power systems of different kinds of renewable
energy generation should be paid special attention and fully studied, to meet the requirements
of the present and future development of renewable energy and power grids. Technical
standards for renewable energy generation in different sizes and at different voltage levels
should be studied. In particular, technical standards for large-scale renewable energy
generation plants should be studied as soon as possible.

5.9.1.5 List of standards

5.9.1.5.1 Available standards

Table [18 provides a summary of the standards which appear relevant to suppert the
generation management system.

Accordling to 5.2.2, standards for cross-cutting domains such as EMC or security are freated
separagely (IEC 62351 series, ISO/IEC 27001, EN 61000, etc.).

Refer fo 5.2.5.3 for the definition of the criteria considered in this document for statind that a
standafd is “available”.

Table 18 — Generation management system — Available standards

Layer Standard Title and comments

Information IEC 61131 series Programmable controllers

Informgtion IEC 61499 series Function blocks

Information IEC 61804 series Function blocks (FB) for process control

Information IEC 62264 series Enterprise-control system integration (ISA 95)

Information IEC 61512 series Batch control (ISA 88)

Information IEC 61987 series Industrial-process measurement and control -{ Data
structures and elements in process equipmen
catalogues

Information IEC 61360 CDD — Common Data Dictionary, available from
<http://std.iec.ch/iec61360>

Information IEC 61968-1 Application integration at electric utilities — Syjstem

IEC 61968-2 interfaces for distribution management

IEC 61968-3

IEC 61968-4

IEC 61968-9

IEC 61968-11
Information Application integration at electric utilities — System

IEC 61968-6 interfaces for distribution management — Part 6:

Interfaces for maintenance and construction

Information IEC 61970-1 Energy management system application program

IEC 61970-2 interface (EMS-API)

IEC 61970-301

IEC 61970-401

IEC 61970-452

IEC 61970-453

IEC 61970-456

IEC 61970-501

IEC 61970-552
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Layer Standard Title and comments
Information IEC 62325-301 Framework for energy market communications
IEC 62325-451-1 CIM information model (Market profiles)
IEC 62325-451-2
IEC 62325-451-3
IEC 62325-451-4
IEC 62325-451-5
Information IEC 61850-7-4 Communication networks and systems for power
IEC 61850-7-3 utility automation
IEC 61850-7-2 Core Information model for the IEC 61850 serjes
IEC 61850-6
Information IEC 61850-7-410 Communication networks and systems for. power
utility automation — Part 7-410: Basicicommunjication
structure — Hydroelectric power plants.—
Communication for monitoring and'control
Informgtion IEC 61400-25-2 Wind turbines — Part 25-2: Gomimunications fdr

monitoring and control of.wind power plants —
Information models

Information

IEC 62541-1

IEC 62541-2

IEC 62541-3

IEC 62541-5

IEC 62541-8

IEC 62541-9

IEC 62541-10

OPC UA part 11

OPC UA part PLCopén

OPC unified architeCture

OPC foundatiomopen specifications for OPC WA
parts 11 and PLCopen are not yet announced|in the
IEC TC 65/SC.65E work program

Information

IEC 62325-450

Framework for energy market communicationg —
Part 450: Profile and context modelling rules

CIM information model (Market profiles)

Commynication

IEC TR.61850-90-4

Communication networks and systems for power
utility automation — Part 90-4: Network enginepring
guidelines

Guidelines for communication within substatioh

Commynication

IEC 61158 series

IEC 61784-1

Industrial communication networks — Fieldbus
specifications

Industrial communication networks — Profiles +
Part 1: Fieldbus profiles

Commynication

IEC 62439 series

Industrial communication networks — High aval"lability

autaonantion oot rlec
tHOFAHORA-REWOrES

=

Based on the ISO/IEC 8802-3 (Ethernet) technology

Communication IEC 62541-4 OPC unified architecture
IEC 62541-6 IEC standards for OPC UA
IEC 62541-7
Communication IEC 61850-8-1 Communication networks and systems for power

utility automation — Part 8-1: Specific communication
service mapping (SCSM) — Mappings to MMS
(ISO 9506-1 and ISO 9506-2) and to ISO/IEC 8802-3

IEC 61850 communication except Sample values

Communication

IEC TR 61850-90-1

Communication networks and systems for power
utility automation — Part 90-1: Use of IEC 61850 for
the communication between substations
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Layer Standard Title and comments
Communication, IEC TR 61850-90-2 Communication networks and systems for power
Information utility automation

Part 90-2: Using IEC 61850 for the communication
between substations and control centres

Communication IEC 60870-5-104 Telecontrol equipment and systems — Part 5-104:
Transmission protocols — Network access for
IEC 60870-5-101 using standard transport profiles

to connect to the Plant (standard transport protocol)

Communication IEC 60870-5-101 Telecontrol equipment and systems — Part 5-101:
Transmission protocols — Companion standard for
basic telecontrol tasks

to connect to the Plant (serial link)

Commynication IEC 60870-5-103 Telecontrol equipment and systems — Rart 5-103:
Transmission protocols — Companion‘standard for
the informative interface of protection equipmeént

to connect to protection Relays

Commynication IEC 61850-9-2 Communication networks and)systems for power
utility automation — Part<942: Specific communjication
service mapping (SCSM) ~ Sampled values over
ISO/IEC 8802-3

IEC 61850 Samplévalues communication

Commynication IEC PAS 61850-9-3 Communication'networks and systems for power
utility aut@mation — Part 9-3: Precision time protocol
profile forypower utility automation

Commynication IEC 61968-100 Application integration at electric utilities — Syjstem
interfaces for distribution management — Part |100:
Imiplementation profiles

Commynication IEC 62351 series Power systems management and associated
information exchange — Data and communicatfons
security

Cyber-security aspects (see 5.10.4)

Compopent IEC 60255 series Measuring relays and protection equipment

Compophent IEC 61400-series Wind turbines

Compopent IEC 60904 series Photovoltaic devices

Compophent IEC 61727 Photovoltaic (PV) systems — Characteristics of the
utility interface

Compopent IEC 62446 series Photovoltaic (PV) systems — Requirements fo
testing, documentation and maintenance

Compopent IEC 62282 series Fuel cell technologies

Compopent IEC 60193 Hydraulic turbines, storage pumps and pump-

turbines — Model acceptance tests

Compokent e EE-Std—4-64+ Standard-forinterconnocting-Distributed-Resolrces
with Electric Power Systems

Refer also to 5.7.10 for standards related to the connection to the Grid, and more specifically
to 5.8.3 dealing with the use of power electronics.

5.9.1.5.2 Coming standards

See Table 19. Refer to 5.2.5.3 for the definition of the criteria considered in this document for
stating that a standard is “coming”.
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Table 19 — Generation management system — Coming standards

Layer Standard Title and comments
Information IEC 61970-458 Energy management system application program interface (EMS-API)
IEC 61970-502-8

Information IEC 62325-351 Framework for energy market communications — Part 351: CIM
European market model exchange profile

Information IEC 62361-100 Power systems management and associated information exchange —

IEC 62361-101 Interoperability in the long term
CIM information model (profiling rules)

Communpication IEC 681850.8.2 8 Communication networks and (‘I stems for nnu/ar uhl:h/ atomation —
Part 8-2: Specific commun/cat/on service mapplng (SCSM) “WMappings
to Extensible Messaging Presence Protocol (XMPP)

Commuication IEC/IEEE 61850-9-3 |Communication networks and systems for power utility‘automatjon —
Part 9-3: Precision time protocol profile for power utility:automdtion

Commuication IEC 62351 series Power systems management and associated information exchahge —
Data and communications security
Cyber-security aspects (refer to 5.10.4)

a8 Undgr preparation.

Refer also to 5.7.10 for standards related to the connection to the Grid, and more spegifically

to 5.8.3 dealing with the use of power electronics.

5.9.1.6 Gaps

IEC standards need to add new standards for‘wind power and solar power. There gre two

missing standards for wind power: wind turbine/wind farm low voltage ride through capability

testing| standard; and wind power generation prediction standard. There are three missing
standafds for solar power:

o tes
e PV
e PV

5.9.1.7

5.9.1.7,

As shd
from
commy

ing methodology and regulatioh for PV system connecting to power grid8;
system low voltage ride-through capability testing standard; and

power generation prediction standard.
Generation management systems mapping
1 Component layer

wn in Figure 7, the Generation operation component architecture involves all
Process to Enterprise levels, which may be interconnected through wi
nication.

Zones
fes or

The lower level components are easily identified as Generation related or not. The higher
level components are more tightly integrated with Market, Asset Management and
Transmission related components.

The Pr

ocess level is populated with:

e electrical equipment, sensors and actuators (such as current and voltage transformers,

bre

e electro-mechanical

akers or switches);

generators);

machines with associated sensors and actuators (turbines and

8 |EEE 1547.1 and UL 1741 SA provide testing standards for both PV system connection to the power grid and
for voltage (and frequency) ride-throughs.
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e industrial equipment with general purpose sensors and actuators (typically hydro or
thermal plant).

The Field level is in charge of protection, monitoring and control. It is mostly based on PLCs,
which can be replaced by IEDs for electrical equipment.

Above the DCS HMI, higher level components are to be integrated with Market, Asset
Management and Transmission related components.

The Transmission EMS/SCADA system communicates with the Generation Management
System RTU to implement the Secondary Generation Control.
leret

:3“" n <
Trading «----- -> 'e:;m“ng Epterprise
&

Asset
Management
system
'y
1
1
; [EMS/SCADA Operation
Condition 53’
é Monitoring ’

Station LAN

N
N
RTU
@ HMI Q Station

Retay Fileld
Field bus
: " B -
el -
LV {aux) GD—
—— -l MV HV
- Transmission Customer
Generation Distibution PER  premise

IEC

Figure 7 — Generation management system — Component layer

5.9.1.7.2 Communication layer

Within the Generation management system, the significant communication protocols, as
shown in Figure 8, are the following:
e field bus protocols are standardized within the IEC 61158 series and IEC 61784-1.

e mission-critical networks hosted in Station level rely on IEC 62439 series high availability
automation networks;

e the communication standards of the IEC 60870-5 family (profiles 101 and 104 to connect
to the Plant, profile 103 to connect to protection Relays);

e the messaging standard IEC 61968-100 for Enterprise and Operation level messages;

e the communication standards of the IEC 61850 family for IED components;
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e the communication standards of the IEC 62541 family for OPC UA servers and clients.

This set of standards can be positioned in this way on the communication layer of SGAM.

Refer to 5.10.4 for getting details on cyber-security standards and more specifically on where
and how to apply the IEC 62351 series and/or other cyber-security mechanisms.

Market

m

nterprise

IEC 61968-100 H

beration

I
=
-

IEC 60870-5-104

IEC 60870-5-101

S
Yol
=1 IEC 62439 > & shation
@
o
0
e}
o
o
<: :> w
v Field
IEC 61158
IEC 61784-1
i e ‘ L
% o T~ - = Pfocess
g LY. (aux) GD—
Balance of Turbine < HV
Plant (BOP) MV
Generation Transmission DER Customer

Distribution Premise
IEC

NOTE [he letters in the.blue disks refer to the network types defined in 5.10.1.2.

Figure 8 — Generation management system — Communication layer

5.9.1.7.3 Information (Data) layer

The information layer of Generation management, presented in Figure 9, is based on the
following families of information models.

e Field device functions and interfaces are standardized within the IEC 61131 series, with
associated work in progress: IEC 61499 and IEC 61804 series.

e Plant electrical devices are standardized within the IEC 61850 series, with work in
progress for other field devices: IEC 61400-25-2 for wind turbines, IEC 61850-7-410 for
hydro power plants.

e Industrial plant information models are standardized in the following family: IEC 62264
series (ISA 95), IEC 61512 (ISA 88), IEC 61987 series and IEC 61360. Their relevance to
the Generation management system is at the Station level.

Operation and Enterprise level information models are standardized in the CIM family:
IEC 61968, IEC 61970, IEC 62325 series and IEC 62361. The relevance of IEC 61968 parts
to Generation has not been formally assessed yet. Few parts are fully appropriate for
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Generation domain, but most parts can be extended to become relevant to Generation
domain.

Mappings between most of these information models and the IEC 62541 address space are
defined or in progress.

Market
/_\ Enterprise
IEC 61968
IEC 61970
IEC 62325
IEC 62361
Operation
IEC 62264 (ISA 95)
IEC 61512 (ISA 88) .
IEC 61987 Station
IEC 61360 /\
IEC 61850
IEC 61400-25-2
IEC 61131
IEC 61499
IEC 61804 Fleld
T—; 8 -
<~ GD__ —p Pfocess
LV (au GD—
Bal. f Turbine . HV
Piant (BOP) - MV
( Transmission Customer
Generafigy Distribution DER Premise
IEC
Figure 9 —Generation management system — Information layer
5.9.2 FACTS@nd HVDC systems for grids
5.9.2.1 Description
Today’s power transmission systems have the task of transmitting power from point A fo point

B reliably, safely and efficiently. It is also necessary to transmit power in a manner that is not
harmful to the environment.

Typical transmission applications are FACTS (Flexible AC Transmission Systems) and HVDC
(High Voltage Direct Current) links and Back-to-back systems.

The System Capabilities for FACTS include fast voltage control, increased transmission
capacity over long lines, power flow control in meshed systems and power oscillation
damping. With FACTS, more power can be transmitted within the power system. When the
technical or economic feasibility of the conventional three-phase technology reaches its limit,
HVDC will be a solution. Its main application areas are economical transmission of bulk power
over long distances and interconnection of asynchronous power grids.
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HVDC (High Voltage Direct Current) links and Back-to-back systems enable actual control of
the power flow even in unsynchronized AC system and can help to increase and balance
transport capacity.

The new system of voltage-sourced converters (VSC) includes a compact layout of the
converter stations and advanced control features such as independent active and reactive
power control and black start capability.

The main types of HVDC converters are distinguished by their DC circuit arrangements, as
follows:
e Back-to-back:

Ind|cates that the rectifier and inverter are located in the same station. These conjverters
are|mainly used:

— [to connect asynchronous high-voltage power systems or systems\ with djfferent
frequencies;

— [to stabilize weak AC links or to supply even more active power where the AC pystem
reaches the limit of short circuit capability;

— |grid power flow control within synchronous AC systems.

e Cable transmission:

Theg most feasible solution for transmitting power across*the sea with cables to|supply
islajnds/offshore platforms from the mainland and vice‘versa.

e Long-distance transmission:

Forl transmission of bulk power over long distances (beyond approximately 600 km,
considered as the break-even distance). Thissincludes voltage levels of 800 kV and higher.

Flexible AC Transmission Systems (FACTS) ‘have been evolving into a mature techinology
with hlgh power ratings. This technology, proven in various applications requiring rapid
dynam|c response, ability for frequent variations in output, and/or smoothly adjustable putput,
has become a first-rate, highly reliable one. FACTS, based on power electronics, have been
developed to improve the performance of weak AC systems and to make long distarTce AC
transmjssion feasible. FACTS, can also help solve technical problems in the interconnected
power pystems.

FACTY are available in(parallel connection:

. Static Var Compensator (SVC),
e Static Synchronous Compensator (STATCOM),

or in sgries_.connection:

L FiX.,d SCI;CD Cunlpclloat;un (FSC),

e Thyristor Controlled/Protected Series Compensation (TCSC/TPSC).
With FACTS, a number of benefits can be attained in power systems, such as dynamic
voltage control, increased power transmission capability and stability, facilitating grid
integration of renewable power, and maintaining power quality in grids dominated by heavy
and complex industrial loads.

e Damping of power oscillations (POD).

e Load-flow control.

e Mitigation of SSRs (sub-synchronous resonances).

e Increase in system capability and stability of power corridors, without any need to build
new lines. This is a highly attractive option, costing less than new lines, with less time
expenditure as well as impact on the environment.
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e Dynamic voltage control, to limit over-voltages over lightly loaded lines and cable systems,
as well as, on the other side, prevent voltage depressions or even collapses in heavily
loaded or faulty systems. In the latter case, systems with dominant air conditioner loads
are becoming increasingly important as examples of what can be achieved with FACTS
when it comes to dynamic voltage support in power grids in countries or regions with a hot
climate.

e Facilitating connection of renewable generation by maintaining grid stability while fulfilling
grid codes.

e Facilitating the building of high speed rail by supporting the feeding grid and maintaining
power quality in the point of connection.

e Ma

ntaining power quality in grids dominated by heavy and complex industrial loa

s such

as

e Suf
5.9.2.2

FACTS
power
rapid d
output.
utilizat

5.9.2.3

Table 3
system

The m
“CI”, “X

steel plants and large mining complexes.
port of fast restoration by stabilizing the network after fault conditions.
System summary
and HVDC systems cover several power electronics based systems utilized

transmission and distribution. They are particularly justifiable 4n_applications r¢
ynamic response, ability for frequent variations in output, and/or smoothly adj

on of transmission and distribution grids.

Set of System Capabilities

P0 provides a set of System Capabilities which may be supported by FACTS and
S.

banings of the three last columns (AVAILABLE, COMING, Not yet) and of the °
” conventions are given in 5.5.2.5.

in AC
quiring
istable

Under such conditions, they are a highly useful option for enabling or increasfng the

HVDC

c”, ‘1,
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Table 20 - FACTS and HVDC systems — System Capabilities

Supported by standards
Cluster System Capabilities
AVAILABLE| COMING Not yet

Controlling the grid Feeder load balancing Cl
(locally/ remotely)
manually or
automatically
Managing power (dynamic) Voltage optimization at source level
quality as grid support (VAR control)

Local voltage regulation by use of FACTS
System BNd security _|DISCOVer @ Nnew component In the system T
management

Configure newly discovered device automatically C

to act within the system

Distributing and synchronizing clocks €
Grid stapility Stabilizing network after fault condition (Post-

fault handling)

Monitoring and reduce power oscillation

damping

Stabilizing network by reducing sub-synchronous

resonance (Sub-synchronous damping)

Monitoring and reduce harmonic mitigation |

Monitoring and reduce voltage flicker |
Connecf an active Managing generation connection to the\grid Cl
actor tofthe grid
5.9.2.4 Requirements
From @ Smart Grid viewpoint, themain requirement is the seamless integration |of the
descrijed advanced equipment into-the overall system architecture of an energy management
system. This means that HVDC\back-to-back, long distance transmission and FACTS lpave to
be intggrated in the overall concept of Wide Area Monitoring and Control for optimized load

flow and network stability.

Long d

istance transmission via HVDC is equivalent to other transmission systems with lower

voltagg and power\Mransmission. The technological challenges are of course high but

regard
techno
(e.g- S

5.9.2.5—tistof Standards

bd from a‘Smart Grid perspective, HVDC itself does not pose new requiremen

5 2,,S€ 22F and TC 115).

5.9.2.5.1 Available standards

s. The

ogical<developments and the respective standardization are treated els¢where

See Table 21. Refer to 5.2.5.3 for the definition of the criteria considered in this document for

stating

that a standard is “available”.
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Table 21 — FACTS - Available standards

Layer Standard Title and comments
Information IEC TS 61850-80-1 Communication networks and systems for power utility
automation — Part 80-1: Guideline to exchanging information
from a CDC-based data model using IEC 60870-5-101 or
IEC 60870-5-104
Information IEC 61850-7-4 Communication networks and systems for power utility
automation
IEC 61850-7-3
IEC 61850-7-2 Core Information model and language for the IEC 61850 series
IEC 61850-6
Information IEC TR 61850-90-3 Communication networks and systems for power utility

automation — Part 90-3: Using IEC 61850 for condition
monitoring diagnosis and analysis

Commuhication,
information

IEC TR 61850-90-2

Communication networks and systems for power utility
automation — Part 90-2: Using IEC 61850.fon communic
between substations and control centres

ation

Commuhication

IEC 60870-5-101

Telecontrol equipment and systems —Part 5-101:
Transmission protocols — Companiomn standard for basi
telecontrol tasks

Commuhication

IEC 60870-5-104

Telecontrol equipment and systems — Part 5-104:
Transmission protocols,— Network access for IEC 6087
using standard transportprofiles

D-5-101

Commuhication

IEC 62351 series

Power systems management and associated informatio
exchange — Datasand communications security

Cyber-security aspects (refer to section 5.10.4)

Component IEC 60633 Terminology for high-voltage direct current (HVDC)
transmission

Component IEC 60919 series Performance of high-voltage direct current (HVDC) sysiems
with line-commutated converters

Component IEC 60700-1 Thyristor valves for high voltage direct current (HVDC) power
transmission — Part 1: Electrical testing

Component IEC 61954 Static var compensators (SVC) — Testing of thyristor vajves

Component IEC 61803 Determination of power losses in high-voltage direct cufrent
(HVDC) converter stations

Other specifications

Commuhication IEEE 1815 Also known as DNP3

Informagion IEEE 1815-1 Mapping of IEC 61850 data model over DNP3

NOTE |EEE\1815 (DNP 3.0) and proprietary standards are mostly in use for telecontrol purposes. Howe\er these

standards«afesusually not suitable to meet the higher requirements regarding data exchange, bandwidth, ¢
integratcrl o dictributaod prr\l‘r\r\l‘ir\n ralatad -automation eyoh\m_

tc. to be

5.9.2.5.2

Coming standards

See Table 22. Refer to 5.2.5.3 for the definition of the criteria considered in this document for
stating that a standard is “coming”.
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Table 22 - FACTS and HVDC systems — Coming standards

Layer Standard Title and comments
Information IEC TR 61850-90-142 Communication networks and systems for power utility
automation — Part 90-14: Using IEC 61850 for FACTS
modelling
Communication IEC 62351 series Power systems management and associated information
exchange — Data and communications security
Cyber-security aspects (see 5.10.4)

a8 Under preparation.

5.9.2.6 Gaps
5.9.2.6]1 Product standards

These [standards describe the general requirements, safety and testing\of the equipment
itself. As always, this is necessary to document the state of the technology and allow|a safe
and efflicient use of the equipment. However this is not a Smart Grid4equirement in itself and
therefdre the available standards are simply listed. These product standards themselvgs have
no effect on Smart Grid.

A further development of system standards in the area of FACTS and HVDC can be eXpected
from the newly founded IEC TC 115 (DC Systems). SG2.¢oordinates and supports the work of

Large |substations, especially at transmission’ level, can have serial links as defined in
IEC 60B70-5-101 (serial), although IEEE 1895 (DNP 3.0) is also found in some places (serial),
higher transmission rates. In ahy’case there is a trend towards wide area ngtworks
thernet. For IEC 60870-5-104 or similar protocols (IEEE 1815 — DNP 3.0) a m{nimum
of 64 kbit/s should be taken into account. If large data volumes are to be exchanggd and
additiopal services (e.g. Voice over IP, Video over IP) provided, the connection should have
more bandwidth (64 kbit/s < Bandwidth < 2 048 kbit/s).

IEC 60B70-5 has been jnluse in some installations for switchgear automation. However when
confronted with the full\scope of IP network requirements, IEC 60870-5 cannot fully $upport
the capability of IEC 61850 and therefore IEC 60870-5-104 is not an ideal candidate to meet
future $mart Gridrequirements. IEC 61850 seems to be better suited for this approach.

There pre existing standards available from IEC to connect this type of equipment|to the
overall| system. However, these need to be amended in order to fulfil the requirgments.
Generglly*communication between switchgear and control centre is already possible with
IEC 61850, since data exchange is based on TCP/IP. A fixed TCP/IP connection with the
respective bandwidth is required.

However, apart from the necessary minor amendments above, IEC 61850 can be
implemented without change. The definition contained therein applies to all power levels and
therefore also for HYDC and FACTS.

5.9.2.7 FACTS and HVDC systems — mapping
5.9.2.71 Preamble

Considering that this system is not interacting with the “Enterprise”, “Market”, “Operation” and
“Station” zones of the SGAM, only the “Process” and “Field” zones are shown in Figures 10.
11 and 12.
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5.9.2.7.2 Component layer

The FACTS and HVDC systems component architecture, shown in Figure 10, is mostly made
of two layers of components, which may be interconnected through wires or communication.

e The Process zone is mostly made of sensors for measurements for the FACTS equipment
(SVC/STATCOM, Series Capacitor) with applications and communication to SCADA

system through RTU.

e The Station/Operation zone is mostly supporting SCADA application for remote monitoring

and control of FACTS and HVDC systems components.

I
: Operation
| EMS/

e B = SCADA_ | ______ | _____
: | system
I
I
| I
| I
| ! sthtion
| |
| |
I I
A -
I I
I I
I
| RTU Q
| Figld
- __1_________________
| Similar to
: transmission
I
I
I
I
I
| FACTS Prpcess
I
: STi}rIgDM Series Cap.
|
4_
b R 4511 L -
- | AV
Generagion Transmission Distribution DER Customer Premise
IEC
Figure 10 - FACTS and HVDC systems — Component layer

5.9.2.7.3 Communication layer

Verticateommunication plutuuu=a camrbetHEEC6687F-5-1t04+ortHEC66876=-5104—from+ACTS

and HVDC equipment (FACTS controller) via RTU to SCADA, as shown in Figure 11.

Refer to 5.10.4 for details on cyber-security standards and more specifically on where and

how to apply the IEC 62351 series and/or other cyber-security mechanisms.
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See Fi
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he letters in the blue disks refer to the netwark types defined in 5.10.1.2.

Figure 11 — FACTS and HVDC systems — Communication layer
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Figure 12 - FACTS and HVDC systems - Information layer
5.9.3 Energy management system

5.9.3.1 Description

The ngture of transmission networks will change and grow in importance due to Smaft Grid.
The in¢reased distance of-bulk power generation and load centres will result in a tend¢ncy to
intercopnect systems that used to be independent. Furthermore the exchange and tfade of
power pver long distances will grow in the future.

Information exchange may be necessary across large geographical areas and |across
traditional systems operation boundaries.

Transnpission networks are equipped for obtaining a large number of measurement palues;
they are able to determine the current load flow situation by means of estimation algorithms.
In an estimate, the algorithm uses a numerical network model to try to find a load flow
solution in which the root mean square value of the difference between the load flow solution
and measurement values is minimal. The estimation of the network state supplies the
operator with a complete load flow solution for supervising the network, including those
sections of the network for which no measurement values are transmitted to the control
system.

The network state estimation is generally followed by a limit value monitoring process that
compares the result of the estimation with the operating limits of the individual operational
equipment, in order to inform the operator about overloads or other limit value infringements
in a timely fashion.
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The load flow solution of the network state estimation is then used for ongoing functions such
as outage analysis, short-circuit analysis or optimizing load flow as a basic solution for further
calculations.

The outage analysis carries out “What if?” studies in which the failure of one or more items of
operational equipment is simulated. The results of these load flow calculations are then
compared with the operational equipment limits in order to be able to detect secondary faults
resulting from an operational equipment failure. If such violations of the so-called (n - 1)
security are detected, an attempt can be made by, for example, using a bottleneck
management application to define measures with which (n — 1) security can be re-established.

etwork
nodes |on the basis of numerical model calculations. It checks whether the ensuing| short-
circuit purrents are within the operational equipment limits. The quantities to be ghecKed are
the brgaking power of the circuit breakers and the peak short-circuit current strength| of the
systemls. Here again, the operator is informed about any limit violations, §o ‘that duitable
remedipl action can be taken in a timely fashion.

The optimizing load flow attempts to determine an optimum netwark. state by varying the
controlled variables in the power supply system. The following target functions for “opftimum”
are posgsible:

The vdltage/reactive power optimization attempts to minimize' the reactive power flow in the
network in order to reduce transmission losses. In particular, the reactive power generation of
the generators or compensation equipment and the setfing levels of the in-phase regulator act
as confrolled variables.

The agtive power optimization system tries to minimize the transmission losses |by re-
dispatdhing the incoming supplies from the *generator. Any available quadrature or [phase-
angle regulators can also be used for optimization.

If systgm reliability has been selected(as the target function of the optimization, the optjmizing
load flpw tries to find a system staté in which the capacity of all operational equipment is
utilized as evenly as possible. The’purpose of this is to avoid further secondary failures in the
event gf failure of heavily utilized resources.

The challenge posed byySmart Grid implementation and the increased use of bulk|power
transmjssion will be a change from the quasi-static state of the transmission grid to @ more
complgx and dynamic behaviour. Therefore the current available supervision, management
and coptrol functiens will need to be adapted.

State estimation, for example, will have to include the transient behaviour of the |net. In

addition,<the traditional power, voltage and current measurements need to be exterjded to
phasor maaciliraman + e idad by DMLl (Dhoacar Moanciiramn an + llnitc)

mrCooSoTeToTtT PToOvTIaOTT u_y T IVroo (T NaooT Vo SUT CTITCTTIC OTHtS)T

An optimal representation and visualization as well as decision-supporting tools have to be
developed in order to support the operator of such complex systems. The massive amount of
data need to be transmitted, synchronized and represented in a way to safeguard the system
integrity of the overall transmission net.

5.9.3.2 System summary

EMS SCADA System refers to the real-time information system and all the elements needed
to support all the relevant operational activities and functions used in transmission automation
at dispatch centres and control rooms. It improves the information made available to
operators at control room, field and crew personnel, management and in certain cases to
parties connected to the transmission system, i.e. distribution network operators, power
producers, etc.
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Such a system is usually made of one or many interconnected IT systems, connected to field
communicating devices or sub-systems, through the use of WAN communication systems. It
may also include the components needed to enable field crew to operate the network from the

field.

EMS SCADA provides following major functions:

e SCADA, real time monitoring and control of the generation system;

e advanced network applications including network modelling;

e outage management including crew and resource management;

° work mnnngnmnnf

5.9.3.3

Table 1

Systeny.

The m
HCIH, HX

Set of System Capabilities

P3 provides the set of System Capabilities which may be supported byan-EMS §

panings of the three last columns (AVAILABLE, COMING, Not'yet) and of the °
” conventions are given in section 5.5.2.5.

SCADA

c”, “I,
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Table 23 — EMS SCADA system — Capabilities
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Supported by standards

Cluster System Capabilities AVAILABLE COMING Not yet
Monitoring the grid | Monitoring electrical flows Cl
flows
Monitoring power quality for operation (locally) Cl
Producing, exposing and logging time-stamped
events
Supporting time-stamped alarms management at
all levels
t3 ol 1 dict k. +
apture—expose—andanal yse—ghsturbanee—events
Archive operation information Cl
Maintaiping grid Monitoring assets conditions Cl X
assets - . - -
Supporting periodic maintenance (and planning) X
Optimize field crew operation X
Archive maintenance information Cl
Controlling the grid | Switch/breaker control Cl
(locally/ remotely) -
manually or Enable multiple concurrent levels of control
automalically (local-remote)
Managipg power VAR regulation Cl
quality
Operatq DER(s) DER remote control (dispatch) X
Connecf an active | Managing micro-grid transitions X
actor to|the grid - - ) .
Managing generation connection to-the grid Cl
Blackout Blackout prevention through WAMS
managgment - -
Shedding loads based on emeérgency signals
Demand and Receiving metrological oryprice information for
productjon further action by consumer or CEM
(generation)
flexibility Load forecast (frem-remote based on revenue Cl
metering)
Generationforecast (from remote) Cl
System|and Distributing and synchronizing clocks
security]
managgment
5.9.3.4 Requirements
Requirements to fulfil the described tasks include new sensor devices (p g PM J), the

definition of standardized data models and protocols to exchange the required information as
well as the semantic representation of these devices in the overall system architecture.

A specific requirement for this kind of information is voltage measurement with phase angle
information and time synchronization of the data acquisition, which is necessary to correctly
assess the system status. Applications need to meet latency and real-time application
requirements. Processing needs to be able to integrate data from field level up to EMS

systems.

Cyber security will be a major requirement, because of the negative effects on a critical
infrastructure, which can occur due to corrupted information and control signals. The main
requirements are integrity and reliability of the data exchange and controls (refer to 5.10.4).
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The decrease in easily adjustable power generation due to the integration of renewable
energy sources poses new challenges to future energy management systems. Therefore new
forecast techniques for non-dispatchable renewables plants are required for EMS/DMS
systems to reduce the uncertainty associated with these resources.

5.9.3.5 List of standards
5.9.3.5.1 General
Here is the summary of the standards which appear relevant to support EMS SCADA System.

According to 5.5, standards for cross-cutting issues such as EMC and security are treated
separately (IEC 62351 series, ISO/IEC 27001, EN 61000, etc.)

5.9.3.52 Available standards

See Tdble 24. Refer to 5.2.5.3 for the definition of the criteria considered in this document for
stating|that a standard is “available”.

Table 24 — EMS SCADA system — Available standards

Layer Standard Title and,comments
Information IEC 61970-1 Energy management system application program inteyface
(EMS-API)
IEC 61970-2

IEC 61970-301
IEC 61970-401
IEC 61970-453
IEC 61970-501

Information IEC 61970-452 Energy management system application program inteyface
(EMS-API) — Part 452: CIM static transmission netwolk
model profiles

Information IEC 61970-456 Energy management system application program inteyface
(EMS-API) — Part 456: Solved power system state profiles

Commynication IEC 62325.series Framework for energy market communications
Commynication IEC 60870-5-101 Telecontrol equipment and systems

IEC60870-5-104

IEC 60870-6
Information, IEC 61850 series Communication networks and systems for power utilify
communication automation

See substation automation system in 5.9.7.

Information IEC 62361 series Power systems management and associated information
exchange — Interoperability in the long term

Harmonization of quality codes

General IEC TR 62357-1 Power systems management and associated information
exchange — Part 1: Reference architecture

Reference architecture power system information exchange

Communication IEC 62351 series Power systems management and associated information
exchange — Data and communications security

Cyber-security aspects (see 5.10.4).

Other specifications

Communication IEEE 1815 Also known as DNP3
Information IEEE 1815-1 Mapping of IEC 61850 data model over DNP3
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5.9.3.5.3 Coming standards

Refer to 5.2.5.3 for the definition of the criteria considered in this document for stating that a
standard is “coming”.

The list in Table 25 is closely related with the substation automation system paragraph (see
5.9.7) for the communication and information exchange within substations and from
substation to the dispatch centres.

Table 25 - EMS SCADA system — Coming standards

Layer Standard Title and comments
Information, IEC 61850 series Communication networks and systems for power utilify
Commynication automation

See substation automation system in 5.9.7.

Information IEC 61970-458 72 Energy management system applicationgprogram inteyface
(EMS-API) — Part 458: Common Information Model (GIM)
extension to generation

Commynication IEC 61970-502-8 @ Energy management system application program inteyface
(EMS-API) — Part 502-8: Web“Services Profile for 61970-4
Abstract Services

Information IEC 61970-552 Energy management system Application Program Intgrface
(EMS-API) — Part 552: CIMXML Model exchange fornpat

Commynication IEC 62351 series Power systems mianagement and associated information
exchange — Ddtayand communications security

Cyber-security aspects (see 5.10.4).

Commynication IEC 62325 series Framewock for energy market communications

a8 Under preparation.

5.9.3.6 Gaps

IEC 61850 needs to still be hafmonized with IEEE C37.118, Synchrophasors for|Power
Systenys (Dual Logo IEC/IEEE planned, NWIP already active).

Data models, classes and\functionalities may be required for advanced state estiation,
which includes phasor information. This has to be specified as a data model in the IEC; 61850
and IEC 61970 series.

Data exchange~Via XML file using the IEC 61970 data model is not suitable for repl time
procesping. Interface standards like OPC-UA have to be defined to also use the IECI 61970
data mpdel for real time processing.

In the existing standard architecture, no uniform platform specifications are described that
might limit the extent and depth of a complex dispatching system in bulk electricity power
systems.

5.9.3.7 Energy Management system mapping
5.9.3.7.1 Preamble

The EMS SCADA interacts with the GIS, the field force management system as well as the
asset management system. The EMS SCADA manages the on-line operation of the
transmission assets and the transmission system as a whole. Regarding the network stability
and balancing between production and demand, there is the necessary interaction with
distribution and power plants connected to the transmission system.
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5.9.3.7.2 Component layer

The EMS SCADA component architecture is given in Figure 13 below. Data and information of
the actual status of the transmission system is on-line available through the RTUs of all
substations and transformer stations in the network. The transmission network is operated
and controlled from the dispatch centres by remote controlled circuit breakers in all relevant
fields of the network. These circuit breakers are controlled by the operators in the network
dispatch centres. The operators are supported (coached and controlled) by the EMS SCADA
system regarding energy flows in the network, during normal, maintenance and emergency
operation of (parts) of the network.

Market Place
system Market
A
Management
A sys
Epterprise
&
iGen i
Mana _____ )_n'!s:stg':m Operation
Sys ) o - sys
)
)
I
\d
WAMS
] Slation
RTU v
Substation automation system
FACTS
Field Filek
vices
R0 Y fap-»
! ! Pfocess
.1 1
IO D fap-~
Generation Transmission Distribution DER Customer Premise IEC

Figure 13 — EMS SCADA system — Component layer

5.9.3.7.3 Communication layer

Communication protocols can be used according to the ones mentioned in the Substation
automation subclause of this document (5.9.7), because the EMS SCADA system interacts
with the protection, monitoring and control systems in the substations. Furthermore, the EMS
SCADA will have direct interaction with power plants connected to the transmission system
and Transmission System Operators (TSO) are responsible for balancing power generation
and demand. Finally TSOs have a responsibility in supporting the energy market interactions
to bulk generation connected to the substations in their EHV and HV transmission networks.


https://iecnorm.com/api/?name=7dba3e7634e8e4ce5f156116ad3f1811

- 86 - IEC TR 63097:2017 © IEC 2017

The set of standards representing the related protocols regarding EMS SCADA can be
positioned as shown in Figure 14 below. This diagram shows the communication layer of
Smart Grid Architecture Model. The significant standards regarding communication are
IEC 60870-5-101 and IEC 60870-5-104 to connect power plants to the grid.

Refer to 5.10.4 for details on cyber-security standards and more specifically on where and
how to apply the IEC 62351 series and/or other cyber-security mechanisms.

@A @ Market
(Y]
A—
N
(]
o
=
\"/
w
@ Epterprise
IEC 61968-100
Operation
= N
N o
D P X
[eNe] o
® & &
883 ©
O
e 0
Station
Fleld
< ->
Pfocess
<« | )->
Generatipn Transmission Distribution DER Customer Premise
IEC

NOTE The letters in the blue disks refer to the network types defined in 5.10.1.2.

Figure 14 — EMS SCADA system — Communication layer

5.9.3.7.4 Information (Data) layer

The information layer of EMS SCADA, as shown in Figure 15, is based on standards and
guidelines that cover the Information Models relevant for EMS SCADA Systems used for
operating the EHV and HV networks of TSOs.
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IEC 62325 Market
IEC 61970-301 Enterprise
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Siation
IEC 61850-7-4
Field
<A @.I_ ____________________ _‘I_@D_..,
! ! Process
. [
-l @D_I_ ____________________ 'I'GD"*
Generatipn Transmission Distribution DER Customer Premise
IEC
Figure 15 — EMS SCADA system — Information layer
NOTE 1| CIM is covéred in the IEC 61970 series and IEC 61968 series.
NOTE 2| IEC T.S:61850-80-1 presents a way to map |IEC 61850 over IEC 60870-5-101 and |IEC 60870-5-1(4.
5.9.4 Blackout prevention system

5.9.41 Description

The challenge posed by Smart Grid implementation and the increased unpredictable
intermittency of generation, the more sophisticated and automated adaptation of consumption
based on market and/or local conditions, the use of grids closer to their limits, leads to a
change from the quasi-static state of the grid to a more complex and highly dynamic
behaviour. Therefore, the current available supervision, management and control functions
will need to be adapted with, in addition, some specific systems put in place to prevent
blackout or at least to reduce the size of impacts of blackouts.

State estimation, for example, will have to include the transient behaviour of the net. In
addition, the traditional power, voltage and current measurements need to be extended to
phasor measurement provided by PMUs (Phasor Measurement Units).
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An optimal representation and visualization as well as decision-supporting tools have to be
developed in order to support the operator of such complex systems. The massive amount of
data need to be transmitted, synchronized and represented in a way to safeguard the system
integrity of the overall transmission net.

Although it is not possible to avoid multiple contingency blackouts, the probability, size, and
impact of widespread outages could be reduced. Investment strategies in strengthening the
electrical grid infrastructure, such as rebuilding the T and D grid, installing new generation
and control systems (e.g. reactive power devices, FACTS, HVDC systems) should be
emphasized. The use of Wide-Area Monitoring, Protection And Control (WAMPAC) schemes
should be viewed as a cost-effective solution to further improve grid reliability and should be
considered as a complement to other vital grid enhancement investment strategies.

5.9.4.2 System summary

The oljjectives of a WAMPAC system are to protect power systems from ‘nstabilities and
collapses with continued load growth and with reduced operational margins within gtability
limits. |In contrast to conventional protection devices which provide‘tocal protecfion of
individyal equipment (transformer, generator, line, etc.), the WAMPAC-previde comprehensive
protection covering the whole power system. The system utiliz€s phasors, whigh are
measufed with high time accuracy with PMU units installed in the power system. WAMPAC
can bel seen as a complement to SCADA, FACTS and Substation” Automation systems for a
region/country power network.

5.9.4.3 Set of System Capabilities

Table 26 provides a set of System Capabilities whichtimay be supported by a WAMPAC

The meanings of the three last columns (AVAILABLE, COMING, Not yet) and of the C”, “I”,
“Cl”, “4” conventions are given in 5.5.2.5.

Table 26 - WAMPAC - System Capabilities

Supported by standards
Cluster System Capabilities
AVAILABLE | COMING Npt yet
Blackouf management Blackout prevention through WAMS C
System pnd security management |Distributing and synchronizing clocks C

5.9.4.4 Requirements

Requirements' to fulfil the described tasks include new sensor devices (e.g. PMU), the
definitipnof standardized data models and protocols to exchange the required information as
well asmmm&mw i i i i ;

A specific requirement for this kind of information is voltage measurement with phase angle
information and time synchronization of the data acquisition, which is necessary to correctly
assess the system status. Applications need to meet latency and real-time application
requirements. Processing needs to be able to integrate data from field level up to EMS
systems.

Cyber security will be a major requirement, because of the negative effects on a critical
infrastructure, which can occur due to corrupted information and control signals. The main
requirements are integrity and reliability of the data exchange and controls.

The decrease in easily adjustable power generation due to the integration of renewable
energy sources poses new challenges to future energy management systems. Therefore new
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forecast techniques for non-dispatchable renewables are required for EMS/DMS systems to
reduce the uncertainty associated with these resources.

5.9.4.5 List of standards

5.9.4.5.1 General

Here is the summary of the standards which appear relevant to WAMS:

5.9.4.5.2 Available standards

See Table 27. Refer to 5.2.5.3 for the definition of the criteria considered in this document for

stating[that a standard is "available”.

Table 27 - WAMPAC - Available standards

Layer Standard Title and comments
Information IEC 61850-7-4 Communication networks and systems for gower
IEC 61850-7-3 utility automation
Core Information_model and language for thhe
IEC 61850-7-2 IEC 61850 serie§
IEC 61850-6
Information IEC TS 61850-80-1 Communication networks and systems for gower

utility automation — Part 80-1: Guideline to
exchanging information from a CDC-based |data
moedel’using IEC 60870-5-101 or IEC 6087(-5-104

Mapping of IEC 61850 data model over
IEC 60870-5-101 and IEC 60870-5-104

Commygnication,
Information

IEC TR 61850-90-2

Communication networks and systems for gower
utility automation — Part 90-2: Using IEC 61850

for communication between substations ang/
control centres

Information

IEC TR 61850:90-3

Communication networks and systems for gower
utility automation — Part 90-3: Using IEC 61850
for condition monitoring diagnosis and analysis

Commynication

IEC 61850-8-1

Communication networks and systems for gower
utility automation — Part 8-1: Specific

communication service mapping (SCSM) —
Mappings to MMS (ISO 9506-1 and ISO 95p6-2)
and to ISO/IEC 8802-3

IEC 61850 communication except Sample Jalues

Commynication

IEC TR 61850-90-1

Communication networks and systems for gower
utility automation — Part 90-1: Use of IEC 6[1850
for the communication between substationg

Commynication

IEC 60870-5-101

Telecontrol equipment and systems — Part p-101:

T " "
T1TarrSTMSSTONT ProtoCorsS— CoTtnparnor-—starn ard for

basic telecontrol tasks

Communication

IEC 60870-5-103

Telecontrol equipment and systems — Part 5-103:
Transmission protocols — Companion standard for
the informative interface of protection equipment

Communication

IEC 60870-5-104

Telecontrol equipment and systems — Part 5-104:
Transmission protocols — Network access for
IEC 60870-5-101 using standard transport profiles

Communication

IEC 61850-9-2

Communication networks and systems for power
utility automation — Part 9-2: Specific
communication service mapping (SCSM) —
Sampled values over ISO/IEC 8802-3

IEC 61850 Sample values communication
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Layer Standard Title and comments
Information IEC TR 61850-90-4 Communication networks and systems for power

utility automation — Part 90-4: Network
engineering guidelines

Network Engineering Guidelines for IEC 61850
based system (including clock synchronization
guidelines)

Communication IEC TR 61850-90-5

Communication networks and systems for power
utility automation — Part 90-5: Use of IEC 61850
to transmit synchrophasor information according
to IEEE C37.118

Communication IEEE C37.118 Synchrophasors for power systems
Commynication IEEE Std. 1344 IRIG-B extension
Commynication IEC 61588 Precision clock synchronization protocol fo
(IEEE 1588) networked measurement and control systems
PTP (Precision Time protocol)
Information 1ISO 8601 Data elements and interchahge format —

Representation of dates dnd times Coordinpted
Universal Time (UTC)

Compopent IEC 61869 series

Instrument transformers

Commynication IEC 62351 series

Power systenis/management and associatdd
informationtexchange — Data and communigations
security,

Cybet=security aspects (refer to 5.10.4).

5.9.4.5.3 Coming standards

See Tdble 28. Refer to 5.2.5.3 for the definition of the criteria considered in this document for

stating|that a standard is “coming”.

Table 28 —“WAMPAC - Coming standards

IEC 61869-9

Layer Standard Comments
Commynication IEC 61850-8-2 2 Communication networks and systems for gower
utility automation — Part 8-2: Specific
communication service mapping (SCSM) —
Mappings to Extensible Messaging Presenge
Protocol (XMPP)
Compopent IEC 61869-6 and Instrument transformers —

Part 6: Additional general requirements for|low-
power instrument transformers

Part 9: Digital interface for instrument
transformers

Communication IEC 062597 series

Power systems management and associated
information exchange — Data and communications
security

Cyber-security aspects (see 5.10.4)

a8 Under preparation.

5.9.4.6 Gaps

Data models, classes and functionalities may be required for advanced state estimation,
which includes phasor information. This has to be specified as a data model in the IEC 61850

and IEC 61970 series.
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Data exchange via XML file using the |IEC 61970 data model is not suitable for real time
processing. Interface standards like OPC-UA have to be defined to also use the IEC 61970

data m

odel for real time processing.

In the existing standard architecture, no uniform platform specifications are described that
might limit the extent and depth of a complex dispatching system in bulk electricity power
systems.

5.9.4.7 Blackout Prevention System mapping

5.9.4.71 Preamble

Considering that this system is not interacting with the “Enterprise” and “Market” zoneg

SGAM
17 and

5.9.4.7|.2 Component layer

The W

which may be interconnected through wired connection and digital communication link.

e Theg Process zone is mostly (but not only) made of sensors (stuch as current and
transformers) and of actuators (such as breakers or switches).

e Thg Field zone is made of PMUs/IEDs, which mdstly handle equipment pro

mo

system.

e The Station/Operation zone mostly supports three main technical functions, which

gro

phgdsor measurements collected from the PMUs/IEDs in the power system,
apglication based on phasor measurements and substation automation syste

mo

only the “Process”, “Field”, “Station” and “Operation” zones are shown in_Figu
18.

AMS component architecture as shown in Figure 16 is mostly present in three

nitoring and control features, and data streaming. of the measurements from the

Lped or separated in different componefits: WAMS application (e.g. SIPS) ba

nitoring and control.

of the
res 16,

zones,

oltage

ection,
power

can be
sed on
5CADA
ms for
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Figure 16 - WAMPAC - Component layer
5.9.4.7.3 Communication layer

Commuinication protocols can be used either as in a) or b).

a) Within the WAMPAC,)IEC 61850-8-1 (for any kind of data flows
usgd to support the selected set of generic System Capabilities.

except sample val

IEQ TR 61850390-4 provides detailed guidelines for communication inside a substat

IEC 61850, mostly replaces the former IEC 60870-5-103, used for

b) Vertical communications can rely on IEC 60870-5-101 or

connecting PMUs

ues) is

on.
IEDs.

IEC 60870-5-104,

while

horjzofital communications can rely on IEC TR 61850-90-5 (full mapping over UDP) or

I[ECTR61850-90-1T(tunneffing):

Future vertical communication may rely on IEC TR 61850-90-2 (guideline for using
IEC 61850 to control centres) to provide a seamless architecture, based on IEC 61850.

Refer to 5.10.4 for details on cyber-security standards and more specifically on where and
how to apply the IEC 62351 series and/or other cyber-security mechanisms.

This set of standards can be positioned this way (refer to Figure 17) on the communication

layer of SGAM.
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NOTE The letters in the blue disks refer to the network types defined in 5.10.1.2.
Figure 17 ~“\WAMPAC - Communication layer
5.9.4.74 Information (Data) layer
The information layer,(as presented in Figure 18, is mostly based on the IEC 61850
information model:
e |EQ TR 61850290-2: Communication to control centres
¢ |E(J TR 61850-90-3: Condition monitoring
e |EQ TR'61850-90-4: Network management

For

protocols which are

T a4aorn oo f 1
|[EC-TR61856=90=5—Synchroptasors

not |IEC 61850 native such as the

IEC 60870-5-101

or

IEC 60870-5-104, a mapping of the IEC 61850 series information model is possible using
IEC TS 61850-80-1, enabling users of these technologies to use the power of data modelling
(and then more seamless integration) without changing communication technologies.
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5.9.5

5.9.5.1 Description

Figure 18 —-WAMPAC - Information layer

Advanced distributionsmanagement system (ADMS)

IEC

Over the past few decades, management of the Electrical Distribution Network hag been

progre

functiopal group~of the utility.

An AD

MS s made up of a number of components:

5sively supported by Advanced Distribution Management Systems to improve wqrk-flow
and optimize network operations and overall security. This has mainly resulted
implementation~0f individual advanced network applications specific to each functi

in the
bn and

e SCADA, real time monitoring and control;

e advanced network applications including network modelling;

e outage management including crew and resource management;

¢ work management.

To maintain a network model, ADMSs often interface directly or through SOA interfaces to a
Geographical Information System. Geographical Information System (GIS) refers to the
information system and all the elements needed to capture, store, manipulate, analyse,
manage and present all types of geographical data and information to support the network
operator or asset manager regarding decision making in the operation of the energy
infrastructure. The system supports all kinds of processes, from planning and design to the
day-to-day operation and maintenance activities. It provides the operator and planner with the
Asset location and other relevant Asset specifications and dimensions.
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The need for ADMSs has been driven by liberalization and deregulation, together with a
globally stagnating economy, forcing utilities to find new ways to improve supply quality and
customer services and at the same time company profitability by saving costs in their
business processes, while maintaining energy prices at a competitive level.

It can be assumed that their current work organization is mature and that the skills of their
personnel and available IT systems' functionalities are well utilized. Thus a major solution to
reach the additional company objectives will be through a better integration of their IT
systems.

ADMS is a key component for Distribution Management.

An ADMS covers all the functions needed to efficiently operate an electric distributigh\network
from al| control centre. Distribution networks are medium-voltage and low-voltage ‘ngtworks
which distribute electrical power from a high-voltage network (via substations and/trangformer
stationg) to the consumers.

Given the enormous areas covered by distribution networks as well_asOthe extremely large
amounf of electrical equipment employed, operational requirements’™~in such netwolks are
multi-faceted and complex. This is why control technology calls-for*functions that precisely
addresp these requirements and provide operational support/ Key control technology
functiops in distribution networks include:

e SCADA (supervision control and data acquisition);
e loagl and generation forecasting;

e outpge and work order management (OMS);

o fault management;

e troybleshooting;

e planned outages;

e corfective action;

e demand response and load mamnagement;

e swifching procedures;

e troyble call management;

e crep management;

e gedgraphic information systems (GIS);

. culomer information;

e asset management;

¢ mogelmanagement.

In the past, it was not usual to apply network calculation functions for distribution systems,
because such systems were equipped for only a small number of measurements. This ruled
out the use of estimation algorithms. The size of medium-voltage supply systems also posed
resource problems as far as computing power and time were concerned.

Today distribution system analysis software packages are available which have been
developed specifically for large electric distribution systems. These software applications
comprise functions for monitoring and optimizing system operation and apply so-called load
calibration techniques instead of estimation algorithms. The missing dynamic measurement
value information is replaced by corresponding statistical information that, for example,
enables load profiles to be defined for the loads. However, the high proportion of radial
sections in a distribution network makes applications such as outage analysis rather
pointless, because failure in a radial section of the system leads to an immediate interruption
of the power supply.
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On the other hand, fault management plays a greater role in the operation of distribution
systems than it plays in transmission systems. The lower selectivity of the protection in the
distribution network means that larger sections of the network are disconnected in the event
of a fault than is the case in a transmission network, where usually only the operational
equipment affected by the fault is isolated from the grid.

For this reason, it is imperative to localize faults in the distribution network as precisely as
possible in order to be able to restore power as quickly as possible to those sections of the
network which have been de-energized although they are not faulty. For this purpose, there
are applications designed for distribution system operation which narrow down the fault
location as far as possible by analysing the fault messages received in the control system. On
this basis, they then propose ways of isolating the operational equipment which is suspected
of being faulty. After that equipment has been isolated, switching proposals ,are then
formulgted whereby voltage can be restored to the fault-free but de-energized sectiong of the
system| without causing overload situations.

There pre special programs which allow the automatic or semi-automaticCimplementgtion of
these [corrective switching operations and which also support the) preparation and
implementation of all other switching measures in the network.“ Fault and |outage
management, combined with applications for call centres and deployment managemlent for
field s¢rvice personnel, enable planned and unscheduled interrlptions of the supply to be
implemented quickly and efficiently in order to maximize the supply quality.

Distribyition companies frequently have multi-utility network management in one |control
centre[i.e. management of electricity, gas and water networks is centrally located. The main
functiop of demand management is the supervision and control of the exchange of engrgy in
the eleftricity/gas distribution system using a dual optimization strategy:

e makimum utilization of existing contracts forénergy purchasing and exchange;
e avdiding violations of contractually .agreed-upon limits for energy purchasing and
exdhange.

This dpal optimization strategy is “implemented in part by online functions such gs load
sheddipg, increasing power generation or voltage reduction, and by pressure management
and usg of storage.

Distriblyition network model\'management tools, for example Geographic Information System
(GIS) and design toals,_will also become important for utilities to model and mangge the
complgxity of intelligent/grids.

A good description of the situation is given in IEC TR 62357.

5.9.5.2 System summary

DMS SCADA System refers to the real-time information system and all the elements needed
to support all the relevant operational activities and functions used in distribution automation
at dispatch centres and control rooms. It improves the information made available to
operators, field and crew personnel, customer service representatives, management and,
ultimately, to the end customers.

Such a system is usually made of one or many interconnected IT systems, connected to field
communicating devices or sub-systems, through the use of WAN communication systems. It
may also include the needed components to enable field crew to operate the network from the
field.

DMS SCADA provides following major functions:

e SCADA, real time monitoring and control;

e advanced network applications including network modelling;
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e outage management including crew and resource management;

e work management.

Geographical information system refers to the information system and all the elements
needed to capture, store, manipulate, analyse, manage and present all types of geographical
data and information to support the network operator or asset manager regarding decision
making in the operation of the energy infrastructure. The system supports all kind of
processes, from planning and design to the day-to-day operation and maintenance activities.
It provides the operator and planner with the Asset location and other relevant Asset
specifications and dimensions.

5.9.5.3—Set of System Capabilities

in Tabl

29. The GIS system does not host a specific capability, but contributesto’ se

The seEof System Capabilities which may be supported by a DMS SCADA System ar

them a

The meanings of the three last columns (AVAILABLE, COMING, Not yet)-and of the

HCII!, u><

a supplier for the network model as listed below.

” conventions are given in 5.5.2.5.

b given
eral of

c”, “I,
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Table 29 — DMS SCADA and GIS system — Capabilities

Supported by standards
Cluster System Capabilities
AVAILABLE| COMING Not yet
Monitoring the grid |Monitoring electrical flows Cl
flows
Monitoring power quality for operation (locally) Cl
Producing, exposing and logging time-stamped X
events
Supporting time-stamped alarms management at all X
levels
£3 o | dict b + AV4
aptare—exposeandanalysedisturbaneeevents <
Archive operation information Cl
Maintainling grid Monitoring assets conditions C
assets - . - -
Supporting periodic maintenance and planning C |
Optimize field crew operation C |
Manage|Commercial |Registration/deregistration of customers C |
relationghip for
electricify supply
Operate| DER(s) Registration/deregistration of DER in VPP C I
Aggregate DER as technical VPP C |
Aggregate DER as commercial VPP C |
Controlljng the grid [Switch/breaker control Cl
(locally/femotely) -
manuallV or Feeder load balancing X
automafically Enable multiple concurrent levels of €ontrol (local- X
remote)
Managirlg power Voltage regulation Cl
quality -
VAR regulation Cl
Reconfiguring the Supporting reclosing sequence X
network|in case of - i
fault Supporting source.switching X
Supporting automatic FLISR
Connecfl an active |Managing.micro-grid transitions X
actor tofthe grid T ; ) .
Managing generation connection to the grid X
Demand and Receiving metrological or price information for X
productipn further action by consumer or CEM
(generafion)
flexibilit Load forecast (from remote based on revenue X
metering)
Generation forecast (from remote) X
Participating in electricity market
System and security |Distributing and synchronizing clocks X
management

5.9.5.4 Requirements

All functions described above require an increase in information exchange; therefore, a
syntactic and semantic understanding of a variety of different domains including AMI,
Transmission, Market and Prosumer will be required.
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Because the effective sharing and exchange of information between the systems of various
departments is usually a tortuous process for utilities, the standard interfaces will address
major needs in terms of:

e data exchange between the various business processes,

e limi

tation of data entry effort and mistakes,

e more accurate updating process of the various data,

e more efficient sharing of data between processes.

In addition, the standards can facilitate the harnessing of legacy applications and the re-use

of infor

mation and application functionality across the business.

Increag
Applice
improv

Increas
compa
control
well as

two-wa
Also, ¢

5.9.5.5
5.9.5.5

IEC 61
operati

The IH
distriby
distriby
details

5.9.5.5
the DM

5.9.5.5

ing numbers of utilities are recognizing the strategic importance of A2A (Applic
tion) and B2B (Business to Business) integration. This is seen as a kéy ena
ng operational and business performance.

nies to extend their reach beyond meters and incorporate smarf.thermostat, dire
appliances, smart appliances and in-home energy displays\into ADMS syste

y communications between utilities and HAN based devices.
yber security is a requirement as well as the incarporation of pricing information.

Standards context
L1 General — Interoperability standards

P68 and IEC 61970, which form.4he CIM foundations, are core standards
on and enterprise levels of DMS SCADA systems.

C 61968 series is intendeéd to facilitate inter-application integration of the
ted software application systems supporting the management of utility el
tion networks within a utility’s enterprise systems environment. Refer to B.2.9 fg
on the IEC 61968 series.

.2 and 5.9.5.6.3provide a summary of the standards which appear relevant to s
S SCADArand GIS system.

.2 Available standards

See T4

ingly we will see connections to Home Area Networks (HAN) as-a means fof

tion to
ler for

utility
ct load
ms, as

enabling demand-response (DR) and energy efficiency pfograms. Advanced Metering
Infrastqucture (AMI) uses a smart electric meter or other energy'‘gateway to enable con

inuous

for the

arious
pctrical
r more

upport

blev30. Refer to 5.2.5.3 for the definition of the criteria considered in this docum

ent for

stating

that a standard is “available”.
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Table 30 - DMS SCADA and GIS system — Available standards

Layer

Standard

Title and comments

Communication,

IEC 61850 series

Communication networks and systems for power utility automation

Information — Part 1: Introduction and overview
See substation automation system in 5.9.7.
General IEC TR 62357-1 Power systems management and associated information exchange
— Part 1: Reference architecture
Reference architecture power system information exchange
Information IEC 62361 series Power systems management and associated information exchange
— Interoperability in the long term
Harmonization of quality codes
Information IEC 62361-100 Naming and design rules for CIM profiles to XML schema 'm4dpping

Commynication
and Infprmation

IEC 61970 series

Energy management system application program/nterface (EMS-
API)

Some issues will be relevant of this family of’standards but fpcus in
this family of standards is on transmission

Generd| IEC 61968-1 Application integration at electric utilities — System interface§ for
distribution management — Part 1:Anterface architecture and|
general requirements

Information IEC TS 61968-2 Application integration at elegtrie utilities — System interface§ for
distribution management — Part 2: Glossary

Information IEC 61968-3 Application integration”at electric utilities — System interface§ for
distribution management — Part 3: Interface for network operations

Information IEC 61968-4 Application integration at electric utilities — System interface$ for
distribution manhagement — Part 4: Interfaces for records and| asset
management

Information IEC 61968-6 Applicationintegration at electric utilities — System interface$ for
distribution management — Part 6: Interfaces for maintenancg and
construction

Information IEC 61968-8 Application integration at electric utilities — System interface$ for
distribution management — Part 8: Interfaces for customer
operations

Information IEC 61968-9 Application integration at electric utilities — System interface§ for
distribution management — Part 9: Interfaces for meter readifg and
control

Information IEG-61968-11 Application integration at electric utilities — System interface§ for
distribution management — Part 11: Common information mopel
(CIM) extensions for distribution

Information IEC 61968-13 Application integration at electric utilities — System interface§ for

distribution management — Part 13: CIM RDF Model exchange
format for distribution

Commynication

IEC 61968-100

Application integration at electric utilities — System interface§ for

distribitioR—ta-anaaarrenl Dort 100 Implomaoniation nraofilad
g g g g

Communication

IEC TS 62351-1

Power systems management and associated information exchange
— Data and communications security — Part 1: Communication
network and system security — Introduction to security issues

Communication

IEC 62351 series

Power systems management and associated information exchange
— Data and communications security

Cyber-security aspects (see 5.10.4).
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Layer Standard Title and comments

Other specifications

Communication IEEE 1815 Also known as DNP3

Information IEEE 1815-1 Mapping of IEC 61850 data model over DNP3

Information, Multispeak® 4.0 The MultiSpeak®? Initiative is a collaboration of the National Rural

communication Electric Cooperative Association (NRECA) of United States, and
some leading software vendors supplying the utility market and
utilities. The initiative has developed and continues to expand a

been quite successful in North America and is working

specification that defines standardized interfaces among software
applications commonly used by electric utilities. This initiative has

collaboratively with IEC TC 57 to effectively address the needs of

Smatter utiittes on an mrernationat basts. As most utiity and
vendor involvement in IEC TC 57 has been more oriented to|large
utilities with significant information technology needs and
capabilities, this collaboration is invaluable.

a8  MultiSpeak® is a registered trademark of Cooperative Energy Services, a subsidiary of the US Rural Electric
Cogperative Association. This information is given for the convenience of users of this\decument anld does
not|constitute an endorsement by IEC.

5.9.5.5.3 Coming standards

See Tgble 31. Refer to 5.2.5.3 for the definition of the criteria.considered in this docunjent for

stating|that a standard is “coming”.

Table 31 — DMS SCADA and GIS system — Coming standards
| ayer Standard Comments

Information IEC 61968 series Applicatiennntegration at electric utilities — System interface$ for
distribution management

Commydnication, IEC 61850 series Communication networks and systems for power utility automation

Information

I See substation automation system in 5.9.7.

Commynication IEC 62351 series Power systems management and associated information exdhange
— Data and communications security
Cyber-security aspects (see 5.10.4).

5.9.5.6 Gaps

The foljowing gapsregarding functions described in the IEC 61968 series are present:

e Operational Planning and Optimization (OP) — Part 5

¢ Mainténance and Construction (MC) — Part 6

o Network Extension Planning (NE) — Part 7

e Mapping between Multispeak® 4.0 — Part 14-1
e CIM profile for Multispeak® 4.0 — Part 14-2

e Dis

tributed Energy Resources — possible Part 10

IEC 61968 series needs also to be extended regarding modelling of DR command signals.
Different signals, for example for interruptible load, emergency DR and DR bidding are not in

the sta

ndard yet.

Further gaps are described in IEC TR 62357.
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5.9.5.7 Advanced distribution management system mapping
5.9.5.7.1 Preamble

The ADMS SCADA System is supported by substation automation, protection and control. It is
equivalent to the EMS SCADA used in Transmission. The amount of automation is growing in
distribution systems, certainly with the increasing role of distributed generation and distributed
storage. Furthermore focus is on further decrease of outage minutes by support of remote
sensing and switching in the network. Remote control and operation of distribution networks
will have a positive influence on network management during normal and emergency
situations, dependency of fieldworkers will be less. With the growing amount of distributed
generation, distribution networks have to support balancing generation and demand at

His hi his—system-is—covering-the-station-and-operationalzones within

The GJS system interacts with the ADMS SCADA, Asset and Maintenance management
system (GMAO), the CIS and EMS/VPP system.

5.9.5.7|.2 Component layer

The ADMS SCADA System as described in Figure 19 covers the“online operation|of the
distribytion network and part of the interaction with distributed-generation and stofage in
medium- and low-voltage networks (DER). Focus is on remote“s€énsing and switching ¢f main
feeders and distributed generators. Interconnection pointsCto the feeding HV transmission
networks are the upper boundary points of the ADMS.SCADA System. In near futyre the
interaction and information from AMI will be an issue;hecause load and generation profiles
will be|l available through measuring load and distributed generation with a certain time
interval. Management of self-healing functionalities' in the network will be done by|ADMS
SCADA System.

The GIS component architecture focuses also on the Enterprise and Operation zone.

e At the Enterprise zone, the GIS system itself is usually located.

e Valous systems at the Opetration zone (ADMS SCADA, OMS) use the GIp data
(e.g. network models and diagrams including coordinates of the assets at the grocess
zone) for their purpose.

Figure| 19 is an example® of architecture of an ADMS SCADA system, and asspciated
compopents.
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Figure 19 — DMS SCADA and GIS system — Component layer
5.9.5.713 Communication layer
Commuinication protocols mentioned under Substation Automation will be applied for

retrievi

This SI

repres

Refer f{

how to

hg necessary information and control of the network.

t of standards-regarding DMS SCADA can be positioned as is shown in Figure 20
nting the eommunication layer of SGAM.

o 5.10:4 for details on cyber-security standards and more specifically on whgre and
apply’the IEC 62351 series and/or other cyber-security mechanisms.
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Figure 20 - DMS SCADA and GIS system — Communication layer

Information_(Data) layer

CADA makes Usg of the information models at station and operation level of ¢ourse.
IS SCADA Sysiem most of the parts of IEC 61968 series (and IEC 61970 serigs) are
ble. It describes the Common Information Model (CIM) for distribution management

overs most of the interfaces between the different applications and the head-erd level

This le

ds to the mannina shown in Eiaure 21
Ll ~ ~J
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Figure 21 —- DMS SCADA and GIS system — Information layer

Standdards ldentified for Substation Automation are also relevant for the application|of the
DMS §CADA system, because_the DMS SCADA system will retrieve online informatign from
the sufystations in the Distribution Networks.

5.9.6 Distribution(automation system

5.9.6.1 Description

(Brazil] MeXxi¢o, Australia, South Africa, Korea, etc.) is significantly different to the distfibution
system| in‘\Europe. However, there are some European countries with a partly US-styl
distribution system, for example Esionia and Latvia.

The elgctric«distribution system in the USA, Canada and many other countries of thj world

power

Both distribution systems include overhead line distribution and underground distribution with
cables.

US-style overhead line distribution consists of distribution substations with outdoor equipment
and long to very long distribution lines. In some cases, the length of these overhead lines can
exceed 150 miles (240 km). Consequently, line losses and voltage drop due to line resistance
and reactance are serious problems. The average number of supplied customers with these
overhead lines is quite high (several thousand). As a consequence, the number of affected
customers is high in case of an outage. This causes significant revenue losses for utilities and
leads to decreasing customer satisfaction. To overcome the addressed problems, overhead
distribution lines are segmented by reclosers and sectionalizers, which may be used for
feeder reconfiguration in case of disturbances. Other equipment like voltage regulators
(regulating transformer and controller), reactive power regulators (capacitor banks and
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controller), fault indicators and other equipment are used for optimal operation and fault
identification and localization.

For a very long time, the above-mentioned distribution equipment has been operated locally.
However, with the introduction of microprocessor based Intelligent Electronic Devices (IEDs)
and the availability of affordable communication technology, Distribution Automation for fast
fault detection, isolation and system reconfiguration is currently one of the major Smart Grid
components.

With successful distribution automation, utilities have the opportunity to set up new business
models for increased customer satisfaction, for example, the availability of highly reliable
power supply for critical industry sites

On the|other hand, the power distribution structure with long distribution lines may also| create
signifigant problems, even if power is available. In summer, when all customers swjtch on
their air conditioner, the load on distribution lines may reach dangerous dimehsions, |eading
to thermal overload of the line and other components, and causing significant voltage gtability
and quplity problems. In such situations, intelligent load shedding is a much-desired item. The
integration of electronic meters with integrated load disconnection capability is a sigpificant
move in the right direction. However more customer-friendly solutions will be intelligent home
and bujlding focused energy management systems.

The digtribution system in (middle) Europe is based on a different concept, compared to the
US-style distribution system. The backbone of this structure is the highly meshed [110 kV
subtrapsmission system, covering nearly all load ,areas, and the very high nunber of
distribytion substations. As a consequence, distribution lines are quite short (typically $ km to
20 km]}, and the average number of customers supplied by one single distribution fegder is
typically below 1000. In addition, the connection of loads is done with precise plannihg and
measufement, leading to highly balanced loads of distribution transformers. In contrgst, the
US-style distribution system is partly highlyyunbalanced, leading to additional power |quality
problems and thermal problems for transfé@rmers.

In Eurqgpe, Distribution Substations are being integrated and automated using microprog¢essor-
based protection relays, bay controllers, remote terminal units, etc. to enable remote |control
and to|reduce outage times. However, the (quite short) distribution feeder is not segniented,
and the low voltage transformer stations are operated manually. Because of the| highly
advanded structure of the-European distribution system, there is no incentive for utiljities to
deploy| the automation'\of distribution feeders. In case of a disturbance on a distqjibution
feeder| the number of\affected customers is low, and the amount of revenue loss is alsq low.

However the increasing integration of Distributed Energy Resources (DERs), for exkample
photovpltaic<systems at low-voltage level and wind generators at medium-voltagg level,
causeq voltage quality problems. In some of these areas, voltage magnitude is much|higher
than the\acceptable maximum level of nominal voltage plus 10 %. With the integrdtion of
these “Generators”, the distribufion system is no longer a radial system, which can be easily
protected by simple non-directional overcurrent protection relays. In the future, the application
of differential protection systems will be required to meet the requirements of DERSs.

In summary, the automation of the European distribution system, including low-voltage
transformer houses as well as so-called micro-grids, will be strongly influenced by the
acceptance and application of DER solutions.

For the automation of distribution systems, tele-control and supervision of secondary
substation and transformer houses is crucial. Therefore, information exchange between those
components and DMS systems shall be based on common protocols and shall be cyber-
secure. The communication concepts shall be flexible for the use of different communication
media and technologies due to different geographic and infrastructural conditions.
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5.9.6.2 System summary

A distribution automation system refers to the system and all the elements needed to perform
Power Quality regulation and/or automated operation of components placed along the MV
network itself (feeders), and/or on the LV side, including (but not limited to) fault detectors,
pole or ground mounted MV-switches, MV-disconnectors and MV-circuit-breakers — without or
with reclosing functionality (also called reclosers) between the HV/MV substation (MV side
included) and the MV/LV substations.

The typical considered operations are protection functionalities (from upwards and/or
distributed), service restoration (after fault conditions) or feeder reconfiguration, or monitoring
of quality control parameters (i.e. V, I, f, THD, dips, surges, etc.) as well as Volt/VAR and
frequeficy/W distributed regulation through active control.

5.9.6.3 Set of System Capabilities

Table 32 provides a set of System Capabilities which may be supported by Feeder autgmation
system| and smart reclosers system.

The meanings of the three last columns (AVAILABLE, COMING, N6t ‘yet) and of the C”, “I”,
“CI”, “4” conventions are given in 5.5.2.5.

Table 32 — Distribution automation system — System Capabilities

Supported by standards

Qluster System Capabllltles AVAILABLE COMING Ndt yet
(cr?)
Protectipg the grid Protect a zone outside of the substation Cl
assets boundary
Perform networked protection;logic Cl
(Intertripping, logic selectivity; etc.)
Perform networked secUrity logic (Interlocking, Cl
local/remote)
Set/change profection parameters Cl
Monitoripg the grid Monitoring electrical flows Cl
flows
Producing;*exposing and logging time-stamped Cl
events
Supporting time-stamped alarms management Cl
at-all levels
Archive operation information Cl
Maintainling grid Archive maintenance information Cl
assets
Controllimgthegrid— Switch/preakercomntrot Ct
(locally/remotely) -
manually or Enable multiple concurrent levels of control Cl
automatically (local-remote)
Reconfiguring the Supporting reclosing sequence Cl
network in case of - —
fault Supporting source switching Cl
Supporting automatic FLISR Cl
Managing power Voltage regulation X
quality -
VAR regulation X

a8 |EC 61850-90-6, IEC 61850-8-2 as well as IEC 61869 may provide some enhancement of the current set of
standards to better fit Feeder automation scope, both at communication and information levels.
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See Table 33. Refer to 5.2.5.3 for the definition of the criteria considered in this document for
stating that a standard is “available”.

Table 33 — Distribution automation system — Available standards

Layer

Standard

Title and comments

Information

IEC 61850-7-4

\IEC 6485073

Communication networks and systems for power utility
automation

IEC 61850-7-2
IEC 61850-6

Core Information model and language for the IEC 61850 series

Informafion

IEC 61850-7-410

Communication networks and systems for pewer utility
automation — Part 7-410: Basic communication structure —

Hydroelectric power plants — Communiéation for monitoffing and
control

Informafion

IEC 61850-7-420

Communication networks and systems for power utility
automation — Part 7-420: Basie communication structurg —
Distributed energy resources,logical nodes

Information

IEC TR 61850-90-7

Communication networkS_ahd systems for power utility
automation — Part 90-7(_Object models for power conveiters in
distributed energy resources (DER) systems

Information

IEC TR 61850-90-3

Communication’ networks and systems for power utility
automation <\Part 90-3: Using IEC 61850 for condition
monitoring diagnosis and analysis

Information

IEC TS 61850-80-1

Commufication networks and systems for power utility
automation — Part 80-1: Guideline to exchanging information
from a CDC-based data model using IEC 60870-5-101 oy
JEC 60870-5-104

IEC 61850 communication except Sample values

Informafion

IEC TS 61850-80-4

Communication networks and systems for power utility
automation — Part 80-4: Translation from the COSEM object
model (IEC 62056) to the IEC 61850 data model

Information

IEC 61400-25 series

Wind turbines — Communications for monitoring and confrol of
wind power plants — Information models

Informafion

IEC.61968 series

Application integration at electric utilities — System interfaces
for distribution management

Common Information Model (System Interfaces For Distfibution
Management)

Information

IEC 61970 series

Energy management system application program interfafe
(EMS-API)

Common Information Model (System Interfaces For Enefgy

Management)

Communication

IEC 61850-8-1

Communication networks and systems for power utility
automation — Part 8-1: Specific communication service mapping
(SCSM) — Mappings to MMS (ISO 9506-1 and ISO 9506-2) and
to ISO/IEC 8802-3

IEC 61850 communication except Sample values

Communication

IEC 61850-9-2

Communication networks and systems for power utility
automation — Part 9-2: Specific communication service mapping
(SCSM) — Sampled values over ISO/IEC 8802-3

IEC 61850 Sample values communication

Communication

IEC PAS 61850-9-3

Communication networks and systems for power utility
automation — Part 9-3: Precision time protocol profile for power
utility automation
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Layer

Standard

Title and comments

Communication

IEC TR 61850-90-1

Communication networks and systems for power utility
automation — Part 90-1: Use of IEC 61850 for the
communication between substations

Information,
Communication

IEC TR 61850-90-2

Communication networks and systems for power utility
automation — Part 90-2: Using IEC 61850 for the communication
between substations and control centres

Communication

IEC 60870-5-101

Telecontrol equipment and systems — Part 5-101: Transmission
protocols — Companion standard for basic telecontrol tasks

Communication

IEC 60870-5-103

Telecontrol equipment and systems — Part 5-103: Transmission
protocols — Companion standard for the informative interface of
protection equipment

Communication

IEC 60870-5-104

Telecontrol equipment and systems — Part 5-104: Transission
protocols — Network access for IEC 60870-5-101 using* §tandard
transport profiles

Informatfjion,
Communication

IEC TR 61850-90-4

Communication networks and systems for power utility
automation — Part 90-4: Network engineering)quidelines|for
communication within substation — Network’managemen

~—

Communication

IEC TR 61850-90-5

Communication networks and systems for power utility
automation — Part 90-5: Use of [EC{671850 to transmit
synchrophasor information according to IEEE C37.118

May also be relevant for use/between substations

Commuication

IEC 60255-24

Measuring relays and protection equipment — Part 24: Common
format for transient data-exchange (COMTRADE) for pojer
systems

Communication

IEC TR 61850-90-12

Communicatiomnvhetworks and systems for power utility
automation >Rart 90-12: Wide area network engineering
guidelines

Component

IEC 62271-3

High-veltage switchgear and controlgear — Part 3: Digitdl
interfaces based on IEC 61850

Communication

IEC 62439 series

Industrial communication networks — High availability
automation networks

(including PRP and HSR)

Component

IEC 61869 series

Instrument transformers

Communication

IEC 62351 'series

Power systems management and associated information]
exchange — Data and communications security

Cyber-security aspects (see 5.10.4)

Other specifications

Communication

IEEE 1815

Also known as DNP3

Informafion

IEEE 1815-1

Mapping of IEC 61850 data model over DNP3

5.9.6.4.2~__Coming standards

See Table 34. Refer to 5.2.5.3 for the definition of the criteria considered in this document for
stating that a standard is “coming”.
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Table 34 — Distribution automation system — Coming standards

Communication

Layer Standard Title and comments
Information IEC 61850-7-420 Communication networks and systems for power utility automation
— Part 7-420: Basic communication structure — Distributed energy
resources logical nodes
Information, IEC TR 61850-90-6 2 |Communication networks and systems for power utility automation

— Part 90-6: — Use of IEC 61850 for distribution automation
systems

Information

IEC TR 61850-90-11 @

Communication networks and systems for power utility automation
— Part 90-11: — Methodologies for modelling of logics for IEC 61850
based applications

Communication

IEC/IEEE 61850-9-3

Communication networks and systems for power utility automation
— Part 9-3: Precision time protocol profile for power utility
automation

Commuication

IEC 61850-8-2 2

Communication networks and systems for power/utility automation
— Part 8-2: Specific communication service mapping (SCSM) —
Mappings to Extensible Messaging Presence\Protocol (XMAP)

Component IEC 62689 series @ Current and voltage sensors or detectors)\to be used for faylt
passage indication purposes
Component IEC 61869-6 and Instrument transformers —

IEC 61869-9

Part 6: Additional general requirements for low-power instrument
transformers

Part 9: Digital interface/for instrument transformers

Communication

IEC 62351 series

Power systems management and associated information exghange
— Data and communications security

Cyber-security\aspects (see 5.10.4).

a8 Undgr preparation.

5.9.6.5 Gaps

The eXisting standards (especially/ lEC 61850) provide quite a good coverage of distfibution
automation of high- and medium=yoltage power systems in their semantic data models.|Power
Electrgnic fault detectors as well as some specific LV features may need extensiong to be

fully cdvered.

5.9.6.6 Distribution automation system mapping

5.9.6.6/1

Preamble

Most parts_ef>the functions (System Capabilities) represented are covered by thg same
standafds,;jas for other systems being part of distribution networks; the differenceq being

mainlylinthe customization of the applications and the specific functionalities used.

Considering that this system is not interacting with the “Enterprise” and “Market” zones of the
SGAM, only the “Process”, “Field”, “Station” and “Operation” zones are shown in Figures 22,

23 and 24.

5.9.6.6.2

Component layer

On the SGAM representation of the component layer (see Figure 22) the current transformer,
the switching element and the voltage transformer are supposed to be placed along the
feeder but not in the derivation to the MV/LV transformer.

The feeder automation and smart reclosers component architecture is mostly made of three
zones of components, which may be interconnected through wires or communication.
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The Process zone includes the primary equipment of the electrical network mainly
switching (i.e. circuit-breakers, switches and disconnectors) and measuring elements
(i.e. current and voltage sensors/transformers). The representation on the SGAM is
generic and does not necessarily correspond to any specific example.

The Field zone includes equipment to protect, control and monitor the process of the
electrical network, mainly IEDs (which mostly handle protection, monitoring and control
features like reclosing sequences), NIC (the controller of the LAN or HAN) and router (the
remote connection interface).

The Station zone includes the aggregation level which interfaces with other elements and
systems of the distribution network. It mostly supports three main technical functions,
which can be grouped or separated in different components: the RTU which serves as
ternri Vities; ' s orming
autpmatic functions, and possibly an HMI/archiving component which offers. the local
opdgrators capabilities of visualizing and archiving local data.

5.9.6.6{3 Communication layer

DMS/SCADA & GIS
system
A Opkration
]
]
]
]
Local :
Controller |
RS
) RTU
N 1 )
/J | Station
! Router
' LAN/HAN %Nlc
IED |IED ED
Field
)
h ' |
1 |
! i ! IEC 61869
! i ! IEC 62689
' ] ' IEC 62271-3
1 1
o el @
. J R el - VRN o S VURIRIRIDRIRDS IRy sy
4.. .
HV MV LV
Genefation Transmission Distribution DER Custqmer
Premise IEC

Figure 22 — Distribution automation system — Component layer

Communication protocols can be used either as in a) or b).

a)

Within each switching location along the feeder or within the feeders inside the substation,
IEC 61850-8-1 (for any kind of data flows except sample values) and IEC 61850-9-2 (for
sample values) are used to support the selected set of System Capabilities.

Considering that such a feeder may be seen as a distributed substation, many detailed
guidelines provided by IEC TR 61850-90-4 can be applied.

IEC 61850 mostly replaces the former IEC 60870-5-103, used for connecting protection
relays.

Outside each switching location, “vertical communications” can rely on IEC 60870-5-101,
or I[EC 60870-5-104.

A new mapping of IEC 61850 over the web services technology (IEC 61850-8-2) is under
preparation, in order to enlarge (in security) the scope of application of IEC 61850 outside
the substation, and more specifically address feeder automation needs.
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Refer to 5.10.4 for details on cyber-security standards and more specifically on where and
how to apply the IEC 62351 series and/or other cyber-security mechanisms.

This set of standards can be positioned this way on the communication layer of SGAM (see
Figure 23).

DMS/SCADA & GIS
system
/\Q_) Operation
N
=)
@
28
Local 5 o
Controller S ‘é
(ON®]
W Statfon

IEC 61850-8-1
IEC 61850-9-2

ED _AJED
% Field
|
1
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1
]
|
1
1
1

<! 8 5

|‘GD'* ________________ S (e - Prodess
-« -

HV

MV Lv
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Generption Transmission Distribution .
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IEC

NOTE The letters in the blue disks referto-the network types defined in 5.10.1.2.

Figure 23 — Distribution automation system — Communication layer

5.9.6.6.4 Information, (Data) layer

The inflormation layer (see Figure 24) of feeder automation or smart reclosers is mostly based
on the |[EC 61850/information model.

It is indlicated-that the IEC 61850-7-4 is the core part depicting this model for each switching
location.@long each feeder, and IEC TR 61850-90-2 for the communication to the [control

centre 'However—otherpartsofthe c-64850-s¢ es-can-alse-beused-

IEC TR 61850-90-6 is also indicated on the SGAM, which is expected to be a guide for the
implementation of IEC 61850 on feeder automation.

For protocols which are not IEC 61850 native such as IEC 60870-5-101 or IEC 60870-5-104,
a mapping of the IEC 61850 information model is possible using IEC TS 61850-80-1, enabling
users of these technologies to use the power of data modelling (and then more seamless
integration) without changing communication technologies.
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Figure 24 — Distribution automation'system — Information layer

5.9.7 Substation automation system

5.9.71 Description

Field

Procqss

IEC

The tdsk of building substation automation systems rests on the strong technqlogical
development of large-scale integrated circuits, leading to the present availability of adVanced,
fast, and powerful microprocessors. The result has been an evolution of substation sedondary
equipment, from electro-mechanical devices to digital devices. This in turn has provided the
possibility of implementingiSubstation Automation using several intelligent electronic devices
(IEDs) |to perform the required functions (protection, local and remote monitoring and ¢ontrol,

asset management, metering, etc.).

Substation Automation is quite a mature application, which has been performed fof many

years. |ts core functions are:

e profection;

e local control and supervision,

e remote control and supervision;
e equipment supervision;

e metering;

e measuring;

e online diagnosis.

The functionality of microprocessor-based IEDs includes multiple functions for protection,
control and monitoring. This is the basis of Substation Automation systems which have been
widely introduced in substations but with proprietary communication solutions. The driving
force for a communication standard is interoperability between devices of different suppliers
to be independent from one supplier and one generation of IEDs. IED communication is also
referred to as "IEC 61850 station-bus application”, which lets IEDs communicate with each
other and with a substation controller. An extension to this communication is the so called
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"IEC 61850 process bus". This technology (see Figure 25) allows signals of a conventional or
non-conventional instrument transformer to be sampled and digitally transmitted to one or
several protection and measuring devices.

To be hammonized with CIM
Control centre IEC 61970
[ =3 il S G
Frewall Communication to
Router /\
IEC61850 dangf.b%
IED  IED IEC 61850 (Bhemet) < /\ .
Pratection & Control Q(b
i IEgﬁ‘I'SSO process bus
Digital instrument Morgng  (ozioy Circuit
unit breaker
transformer & Scontroler
data via IEC61850-9-2 cT
vT s\\v T 2 T T [ ) 158

<°

IEC

Figure 25 — Smart Substation Automation with a process bus

5.9.7.2 System summary

The sybstation automation system refers to the system and all the elements needed to
perform automated operation of a substation, and of connected assets (grid lines, loadg, etc.).

The typical considered operationsare protection functionalities, automatic equipment [control
for netyork reconfiguration, ineluding possibly feeder reconfiguration, automatic power|quality
regulatjon.

Substation automation jsystem may also act as a remote terminal for upper levels [of grid
monitofing and control for operation (monitoring and control) and/or maintenance.

Some of the.capabilities are fully automatic, i.e. are providing a spontaneous responsg of the
system| triggered by external events. Some others are in support of remote and/or manual
operation:

Substation automation system is often implemented in the Distribution, Transmission,
Generation domains. It can also be implemented on large industrial or infrastructure.

As a particular simplified case, substation automation system may be used for Automated
MV/LV transformer Substation System, where the automated operations may include also LV
feeders placed on the MV/LV transformer substation and typically (but not limited to) MV-
switching elements connected to the MV/LV transformer, (controllable) MV/LV transformers
and automated low-voltage boards.

5.9.7.3 Set of System Capabilities

Table 35 provides a set of System Capabilities which may be supported by a substation
automation system.
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The meanings of the three last columns (AVAILABLE, COMING, Not yet) and of the “C”, “I”,
“Cl”, “X” conventions are given in section 5.5.2.5.

Table 35 — Substation automation system — Capabilities

Supported by standards

Cluster System Capabilities
AVAILABLE | COMING Not yet
Protecting the grid |Protect a single equipment (incomer/feeder, Cl
assets transformer, generator)
Protect a zone outside of the substation Cl
boundary

Perform networked protection logic (intertripping, |Cl
logic selectivity, etc.)

Perform networked security logic (interlocking, Cl
local/remote)
Set/change protection parameters Cl
Monitor|ng the grid | Monitoring electrical flows Cl
flows
Monitoring power quality for operation (locally) Cl
Producing, exposing and logging time-stamped Cl
events
Supporting time-stamped alarms management at | Cl
all levels
Capture, expose and analyse disturbance eyents |Cl
Archive operation information Cl
Maintaifping grid Monitoring assets conditions C I
assets - . - -
Supporting periodic maintenances(and planning) |[C |
Archive maintenance informatien Cl
Controlling the grid | Switch/breaker control Cl
(locally/remotely) -
manually or Feeder load balancing Cl
automatically Enable multiple cencurrent levels of control Cl

(local-remote)

Managipg power Voltage regulation Cl
quality -
VAR reégulation Cl
Reconfiguring the Supperting reclosing sequence Cl
networl] in case of - —
fault Supporting source switching Cl
Supporting automatic FLISR Cl
Provide|and 'collect | Measuring and exposing energy flows for C
contracfual revenue purpose (smart meter)
measurements - . -
Measuring and exposing power quality C
parameters for revenue purpose (smart meter)
Connect an active Managing generation connection to the grid Cl
actor to the grid
Blackout Blackout prevention through WAMS Cl
management - -
Shedding loads based on emergency signals Cl
Restore power after blackout Cl
System and Discover a new component in the system C
security
management

Configure newly discovered device automatically |C
to act within the system

Distributing and synchronizing clocks Cl
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5.9.7.4 Specific requirements

Devices of different vendors need to be able to communicate. Interoperability is a major
requirement as well as backward compatibility and sustainability. Interoperation of devices
from different vendors would be an advantage to users of substation automation devices.

A standard needs to support different operation methods and needs to allow an open
configuration of functions.

Specific communication requirements:

e high data amount for sample values and configuration data sets;

e shdrt transmission times for single signals like breaker position, etc.;

e time synchronization for sequence of events (accuracy 1 ms) and for sample |values
(acguracy < 1 ps);

e usg of open communication standards like Ethernet, TCP/IP, XML, etc,

All data that is used for calculation (impedance) or comparison (differential) by the prdtection
need to be time coherent. This generates a requirement to synchronjze the different dources
(IEDs) |of related data with each other. The ultimate requirement, for the data used |by the
applicdtions in the bay devices is that it shall be time-coherent. The often-usefl term
"synchfonization" can be misleading in the sense that it<suggests a central clo¢k that
distribytes time information to all bay devices. Although “this may be required fo some
applicqtions like time tagging of events (1 ms), it is not a requirement for the sampled
analoglie samples.

Since fhe data exchange is crucial for the substation automation system, a system for
redund@ancy is required.

For futiire process bus applications, vitally’important functions of the substations now depend
on conjmunication. This communication System has to meet extraordinarily high requirements
for avajlability and reliability.

5.9.7.5 Standards context
5.9.7.5|1 General

Multiple protocols werelexisting and still exist for substation automation, which includé many
proprigtary protocels' with custom communication links, requiring complicated and| costly
protocgl converters when using IEDs from different vendors.

IEC prpvides nowadays a modern and futureproof solution based on IEC 61850 ser|es. All
details|related to this series can be found in 5.9.7.

Different control centre connection protocols are also available, including IEC 60870-5-101,
IEC 60870-5-104, DNP V3.00 (serial and “over IP”; non-IEC standard).

The IEC 61850 series also targets this application between substation and control centre
(through the IEC TR 61850-90-2 and the IEC TR 61850-90-12 coming standards), with the
aim to avoid painful and expensive gateways for protocol translations.

Refer to 5.9.7.7 for a deeper understanding of the mapping of these standards on the SGAM.

5.9.7.5.2 Available standards

See Table 36. Refer to 5.2.5.3 for the definition of the criteria considered in this document for
stating that a standard is “available”.
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Table 36 — Substation automation system — Available standards

Layer Standard Comments
Information IEC 61850-7-4 Communication networks and systems for power
utility automation
IEC 61850-7-3
Core Information model and language for the
IEC 61850-7-2 IEC 61850 series
IEC 61850-6
Information IEC 61850-7-410 Communication networks and systems for power
utility automation — Part 7-410: Basic
communication structure — Hydroelectric power
plants — Communication for monitoring and
bUIIl‘IUI'
Information IEC 61850-7-420 Communication networks and systemslfor-power

utility automation — Part 7-420: Basic.
communication structure — Distributed enengy
resources logical nodes

Information

IEC TR 61850-90-7

Communication networks and.systems for gower
utility automation — Part 90-7: Object mode[s for
power converters in distributed energy resdurces
(DER) systems

Information IEC TS 61850-80-1 Communication hetworks and systems for gower
utility automation.— Part 80-1: Guideline to
exchanging.information from a CDC-based |[data
model using 1EC 60870-5-101 or IEC 6087(-5-104
Mapping of IEC 61850 data model over
IEC)60870-5-101 and IEC 60870-5-104

Information IEC TS 61850-80-4 Communication networks and systems for gower

utility automation — Part 80-4: Translation ffom
the COSEM object model (IEC 62056) to the
IEC 61850 data model

Information

IEC 61400-25 series

Wind turbines — Communications for monit
and control of wind power plants

ring

Information

IEC 61968 series

Application integration at electric utilities —
System interfaces for distribution managenient

Common Information Model (System Interfgces
For Distribution Management)

Information

IEC 61970 series

Energy management system application pr
interface (EMS-API)

gram

Common Information Model (System Interfgces
For Energy Management)

Commynication

IEC 61850-8-1

Communication networks and systems for gower
utility automation — Part 8-1: Specific

communication service mapping (SCSM) —
Mappings to MMS (ISO 9506-1 and ISO 95p6-2)
and to ISO/IEC 8802-3

TEC 61850 communication except sample values

Communication

IEC TR 61850-90-1

Communication networks and systems for power
utility automation — Part 90-1: Use of IEC 61850
for the communication between substations

Communication, information

IEC TR 61850-90-2

Communication networks and systems for power
utility automation — Part 90-2: Using IEC 61850
for the communication between substations and
control centres

Information

IEC TR 61850-90-3

Communication networks and systems for power
utility automation — Part 90-3: Using IEC 61850
for condition monitoring diagnosis and analysis

Communication,
Information

IEC TR 61850-90-4

Communication networks and systems for power
utility automation — Part 90-4: Network
engineering guidelines

Guidelines for communication within substation
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Layer Standard

Comments

Communication IEC 60870-5-101

Telecontrol equipment and systems — Part 5-101:
Transmission protocols — Companion standard for
basic telecontrol tasks

Communication IEC TR 61850-90-12

Communication networks and systems for power
utility automation — Part 90-12: Wide area network
engineering guidelines

Communication IEC 60870-5-103

Telecontrol equipment and systems — Part 5-103:
Transmission protocols — Companion standard for
the informative interface of protection equipment

Communication IEC 60870-5-104

Telecontrol equipment and systems — Part 5-104:
Transmission protocols — Network access for

TEC©0870-5-10T USING Stanaara transport profiles

Commynication IEC 61850-9-2

Communication networks and systems'for gower
utility automation — Part 9-2: Specific
communication service mapping(SGC8M) —

Sampled values over ISO/IEC8802-3

IEC 61850 Sample values communication

Commynication IEC PAS 61850-9-3

Communication networks and systems for gower
utility automation — Patt 9-3: Precision tim¢g

protocol profile for power utility automation

Commynication IEC TR 61850-90-5

Communicatiehsnetworks and systems for gower
utility automation — Part 90-5: Use of IEC 6[1850
to transmit-synchrophasor information accarding
to IEEEC37.118

May,'also be relevant for use between subsjations

Commynication IEC 60255-24

for
bower

Electrical relays — Part 24: Common formaf
transient data exchange (COMTRADE) for
systems

Commynication IEC 62439 series

Industrial communication networks — High
availability automation networks

Based on the ISO/IEC 8802-3 (Ethernet)
technology (including PRP and HSR)

Compopent IEC 6227443

High-voltage switchgear and controlgear; Hart 3:
Digital interfaces based on IEC 61850

Compopent IEC 61869

Instrument transformers

Commynication IEC 62351 series

Power systems management and associated
information exchange — Data and communigations
security

Cyber-security aspects (see 5.10.4)

Commynication IEC 61158 series

This standards series includes many indusfrial
communication protocols which may partly pnswer
substation automation systems requirements

Other $pecifications

Communication IEEE 1815

Also known as DNP3

Information IEEE 1815-1

Mapping of IEC 61850 data model over DNP3

Communication IEEE 1686

Standard for Intelligent Electronic Devices Cyber
Security Capabilities

5.9.7.5.3 Coming standards

See Table 37. Refer to 5.2.5.3 for the definition of the criteria considered in this document for

stating that a standard is “coming”.



https://iecnorm.com/api/?name=7dba3e7634e8e4ce5f156116ad3f1811

IEC TR 63097:2017 © IEC 2017 - 119 -

Table 37 — Substation automation system — Coming standards

Layer Standard Comments
Information, IEC TR 61850-90-6 @ Communication networks and systems for power
Communication utility automation — Part 90-6: Use of IEC 61850

for distribution automation systems

Information IEC TR 61850-90-11 @ Communication networks and systems for power
utility automation — Part 90-11: Modelling of
logics with IEC 61850

Communication IEC 61850-8-2 2 Communication networks and systems for power
utility automation — Part 8-2: Specific
communication service mapping (SCSM) —

Mapping to Extensible Alacenging Presenc

Protocol (XMPP)

Commynication IEC/IEEE 61850-9-3 Communication networks and systems, for power
utility automation — Part 9-3: Precjsion time
protocol profile for power utility’automation|

Compopent IEC 61869-6 and Instrument transformers —
IEC 61869-9 Part 6: Additional generatl_requirements for{low-
power instrument transformers

Part 9: Digital interfacé for instrument
transformers

Compophent IEC 62689 series @ Current and voltage sensors or detectors, fo be
used for fault'\passage indication purposes

Commynication IEC 62351 series Power systems management and associatqd
information exchange — Data and communigations
seeurity

Cyber-security aspects (see 5.10.4)

Commynication, information | IEC 61400-25 series Edition 2 — Set of standards more specific fo wind
turbines and wind farms

a8 Under preparation.

5.9.7.6 Gaps

The IEC 61850 series is becoming the cornerstone of the Smart Grids standards, pnd its
scope [s extending year after year.

An ele¢tronic machine-readable data model is becoming more and more needed to enspre the
standafd is used error free. Web access to this data model could also be of high| value,
crossing all the dataimodel namespaces, for the user's ease of use.

Some featurestare also of interest to be complemented:

e usd of\JEC 61850 over WAN;

e data modelling for logics;

e system management;

e Power Quality data modelling in order to support IEC 61000-4-30.

Reaching full interoperability still needs further work, especially by defining the testing
context, associated features and interoperability test running.

5.9.7.7 Substation automation system mapping
5.9.7.71 Preamble

It is important to consider that, from a standard point of view, there are a lot of similarities
between distribution substation automation system, and transmission and generation one. For
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an easy reading of the document only the distribution substation automation is mapped, but
this schema can be transposed on transmission and generation domains.

This is expressed by adding a circle indicating that the same principles can apply on these
domains.

Considering that this system is not interacting with the “Enterprise” and “Market” zones of the
SGAM, only the “Process”, “Field”, “Station” and “Operation” zones are shown in Figures 26,

27 and

28.

NOTE In the particular srmplrfred case of Automated MV/LV transformer Substation System we may observe a
D

smaller
network

5.9.7.7|

The s
of thre

e Thq
(i.e
me
sen

e The
sub

IED

e Fie
to):

e Thd
sys

(LAN) relying on standard technologies like the one used for home area networks(HAN) or i
networks.

2 Component layer

bstation automation component architecture represented in Figure ‘26”is mostly
zones of components, which may be interconnected through wirés-or communig

Process zone includes the primary equipment of the substation mainly sw
circuit-breakers, switches and disconnectors), power ( transformer regulat
hsuring elements (i.e. current and voltage sensors/fransformers) including
sors.

Field zone includes equipment to protect, confrol and monitor the process
station, mainly through IEDs, and controllers.

is a generic representation covering components such as (but not limited to):
protection relays or reclosers;

operation, revenue and grid meters;

fault detectors;

bay or switch controller;

generic I/O interface.

d Controller is a generic representation covering components such as (but not

feeder controller (Cohnecting/disconnecting/reclosing sequences);
\voltage regulatop controller;

network ipierface controller (NIC) or router (remote connection interface som
integratedfin NIC).

tems-of the electrical network. It mostly supports four main technical functions

ca

cal area
hdustrial

made
ation.

itching
br and
digital

of the

limited

etimes

Station” zone supports the aggregation level which interfaces with other elements and

which

be“grouped or separated in different components:

RTU which serves as terminal for remote activities, the Station controller, which is in

charge of performing automatic functions;

possibly HMI/archiving which offers the local operators capabilities of visualizing and

archiving local data;

controller such as (but not limited to) a station or feeder controller, or also a ca
bank controller or a load tap changer controller;

communication which can be an NIC and/or just a router function.

pacitor
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Comm

a) Within the substation, IEC 61850-8-1 (for any kind of data flows except sample yalues)

Future vertical communication may rely on IEC TR 61850-90-2 (guideline for using IEC 61850
to control centres) and on IEC TR 61850-90-12 (guidelines for using IEC 61850 over WAN) to

and
Ca

IEQ
sub

IEC

on Transmission Distribution DER Customer Premise
Figure 26 — Substation automation'system — Component layer
3 Communication layer
inication protocols, as presented._inFigure 27, can be used either as in a) or b).

IEC 61850-9-2 (for sample values) are used to support the selected set of $ystem
babilities.
TR 61850-90-4 provides network engineering guidelines for communication ipside a

station (automated"MV/LV substations are not really covered yet).

ys.

ed onsindustrial networks.

side " the substation “vertical communications” can rely IEC 60870-5-101

mapping over UDP) or [IEC TR 61850-90-1 (tunnelling).

provide a seamless architecture, based on IEC 61850.

A new mapping of IEC 61850 over the web services technology (IEC 61850-8-2) is under
preparation, in order to enlarge (in security) the scope of application of IEC 61850 outside the

substation, while facilitating its deployment.

Refer to 5.10.4 for getting details on cyber-security standards and more specifically on where

and how to apply the IEC 62351 series and/or other cyber-security mechanisms.

This set of standards can be positioned in this way on the communication layer of SGAM.

Operation

Process

61850 mostly\réplaces the former IEC 60870-5-103, used for connecting prdtection

he specific*case of automated MV/LV substations, communications are more commmonly
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Generqg

NOTE

5.9.7.7

tion Transmission Distribution DER Custemer Premise

[he letters in the blue disks refer to the network types defined in 5.10.1.2.

Figure 27 — Substation automation system ~ Communication layer

L4 Information (Data) layer

Operation
~— < o~
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L) Zsz (B
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S8 Station
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D o D
L L . IEC 61850-8-1 IEC 61850-90-5
Similar to Distribution (\—O—/> ‘
o N Fipld
=
Yo}
[ee)
J o
1o
w
| Process

IEC

The information layer of substation automation, represented in Figure 28, is mostly based on

the IEC

It is in
“names
e |EC
e |EC
e |EC
e |EC
e |EC
o IEQ
e |EC

61850 information model.

dicated that the IEC 61850-7-4,is the core part depicting this model, howeve
paces” of the IEC 61850 series can be used such as:

61850-7-410: Hydroeléctric power plants

61850-7-420: Distributed energy resources (DER) logical nodes

61400-25 series: Wind turbine power plants

TR 61850-90:2: Communication to control centres

TR 61850:90-3: Condition monitoring

TR 64850-90-4: Network engineering guidelines

TR 61850-90-5: Synchrophasors

I other

e |EC TR 61850-90-7: PV inverters

For au

tomated MV/LV substation IEC TR 61850-90-6 should also be considered, w

expected to be a guide for the implementation of IEC 61850 on distribution automation.

hich is

For protocols which are not IEC 61850 native such as the IEC 60870-5-101 or IEC 60870-5-
104, a mapping of IEC 61850 information model is possible using the IEC TS 61850-80-1,
enabling users of these technologies to use the power of data model driven engineering (and
then more seamless integration) without changing of communication technologies.


https://iecnorm.com/api/?name=7dba3e7634e8e4ce5f156116ad3f1811

IEC TR 63097:2017 © IEC 2017 -123 -

*: IEC 61850 contains also other namespaces which
can be of interest :
IEC 61850-7+410 : Hydro powerplants IEC 61968 Operation
IEC 61850-7+420 : DER IEC 61970
IEC 61400-25 : Wind farms
IEC 61850-90-5 : synchrophasors
[EC 61850-90-2 : communication to ¢ontrol centers
IEC 61850-90-4 : Network management &
IEC 61850-90-3 : condition monitoring ~ %
IEC 61850-90-7 : PV inverters 33
0 0O .
o3 Station
o o IEC 61850-7-4* A
imilar to Distribution 5 T4 ,
N Field
=3
0
(oo}
o
———————— (6}
w
\ C 61850-7-4*
| Process

Generatjon Transmission Distribution DER Customer Premise

5.9.8 DER management system

5.9.8.1 Description

IEC

Figure 28 — Substation automation.system — Information layer

In parallel with the liberalization\(of the energy markets, the decentralized generation of
electrigal power and heating and:air conditioning energy becomes more and more important.
The geéneration of these types of energy near to the consumers offers economjic and
ecolog|cal benefits. In this, context, interest is directed to so-called virtual power plants. A
virtual power plant is a cellection of small and very small decentralized generation unitg that is
monitofed and controlted“by a super-ordinated energy management system. In general, these
generation units produce heating and air conditioning energy as well as electricity. A

successsful operation’ of a virtual power plant requires the following technical equipment

e)

an |energy~imanagement system that monitors, plans and optimizes the operation| of the
degentralized power units;

a fprecasting system for loads that is able to calculate very short-term forecasis (one
hour) and long-term forecasts (up to seven days);

a forecasting system for the generation of renewable energy units. This forecast uses
weather forecasts in order to predict the generation of wind power plants and
photovoltaics;

an energy data management system which collects and keeps the data that is required for
optimization and forecasts, for example, profiles of generation and loads as well as
contractual data for customer supply;

a powerful front end for the communication of the energy management system with the
decentralized power units.

First, a virtual power plant needs a bidirectional communication between the decentralized
power units and the control centre of the energy management system. For larger units, control
systems based on protocols such as IEC 61850 or IEC 61400 can be used. In the future, with
an increasing number of small decentralized power units, communication channels and
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protocols will play a more important role. It is likely that the costly conventional telemetry
technique will be substituted by other techniques based on simple TCP/IP adapters or based
on power line carrier techniques.

All operation planning and scheduling applications require forecasts with sufficient accuracy.

The special structure of a virtual power plant places high demands on the mathematical
models for the optimization. The models need to be very precise because rough models could
yield optimization results that cannot be realized by the power system. Because the virtual
power plant has to provide an automatic mode for online control of the decentralized power
units, e.g. for compensating imbalances, no operator can check and correct the results.

The components/units of a virtual power plant and their energy flow topology are modeglled in
DER by some classes of model elements, e.g. converter units, contracts, storagq units,
renewgble units and flexible loads.

The DER control applications provide control and supervision capability-of all generation
units, gtorage units and flexible demands, as well as control capability teZmaintain an agreed-
upon ejectrical interchange energy profile.

The fupctions of VPP/DER can be subdivided into planning functions and control furjctions.
The regpective planning functions are:

e weather forecast;

e loadl forecast;

e (gerleration forecast;
e unif commitment;

e gerjeration and load management.

Generation management functions allow*for the control and supervision of all generatipn and
storage units of the virtual power plant. Dependent on the control mode of the respective unit
(indepgndent, manual, schedule or control mode) and the unit paragmeters
(minimpm/maximum power, power gradients, energy content), the actual state (sjart-up,
online,|remote controllable, disturbed) and the actual power output of the unit, the start/stop
commgnds and power set.points for the units are calculated and transmitted. In the event of a
unit disturbance, the generation management can start a spontaneous unit commitment
calculation to force a\réscheduling of the remaining units under the changed circumgtances
while glso considering' all integral constraints.

Load management functions allow the control and supervision of all flexible loads|in the
virtual power;plant.

5.9.8.2 System summary

A DER management system is responsible for operation and enterprise management level of
the DER assets. It performs supervision and maintenance of the components and provides
information to the operators and field crew personnel and includes DER EMS/VPP capabilities
for the control of the generation. It can also act as a technical VPP (tVPP) interacting directly
with the DSO or as a commercial VPP (cVPP) interacting with the energy market. The system
may control one or more DERs which can be geographically distributed. These DERs could be
single generation plants or could be combined to VPPs.

It controls the actual generation and storage including VAR regulation and frequency support
based on requests and schedules received from the market or DSO.
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5.9.8.3 Set of System Capabilities

The System Capabilities given in Table 38 might be supported by a DER management

system.

The meanings of the three last columns (AVAILABLE, COMING, Not yet) and of the “C”, “I”,
“CI”, “X” conventions are given in 5.5.2.5.

Table 38 — DER management system — Capabilities

Use case cluster

System Capabilities

Supported by standards

AVAHABLEE COMING Ngt yet

Protecting the Protect a single equipment (Incomer/feeder, Cl
grid asdets Transformer, Generator)

Protect a zone outside of the substation boundary |ClI

Perform networked protection logic (Intertripping, |C

logic selectivity, etc.)

Perform networked security logic (Interlocking, C |

local/remote)

Set/change protection parameters Cl
Monitor|ng the Monitoring electrical flows Cl
grid flows — - -

Monitoring power quality for operation (locally) C

Producing, exposing and logging time-stamped Cl

events

Supporting time-stamped alarms management at Cl

all levels

Capture, expose and analyse disturbance events |ClI

Archive operation information | C
Maintaiping grid | Monitoring assets conditions Cl C
assets ) L . :

Supporting periodic maintenance (and planning) Cl

Optimize field crewoperation C C

Archive maintenance information Cl
Managiphg power |VAR regulation Cl
quality

Frequénagy support Cl
Operatq DER(s) |DER\process management Cl

DER process management with reduced power Cl

output

DER performance management Cl

DER remote contraol (Hicpafnh) Cl

Registration/deregistration of DER in VPP Cl

Aggregate DER as technical VPP Cl

Aggregate DER as commercial VPP Cl
Connect an Managing micro-grid transitions Cl
active actor to - - - -
the grid Managing generation connection to the grid Cl
Blackout Restore power after blackout
management
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Use case cluster

System Capabilities

Supported by standards

AVAILABLE

COMING

Not yet

Demand and
production
(generation)
flexibility

Receiving metrological or price information for
further action by consumer or CEM

Cl

Generation forecast (from remote)

Generation forecast (from local)

Participating in electricity market

Cl

Managing energy consumption or generation of
DERSs via local DER energy management system
bundled in a DR program

Cl

Managing energy consumption or generation of
DERs and EVSE via local DER energy
management system to increase local self-
consumption

Registration/deregistration of DER in DR program

Cl

System|and
security]
managgment

Discover a new component in the system

Cl

Configure newly discovered device automatically
to act within the system

Cl

Distributing and synchronizing clocks

Cl

It still Has to be evaluated in detail which parts of the Capabilities are supported by existing or
new IEC 61850 standards and what is missing.

5.9.8.4

An essential requirement for DER is. the interface, data models and protocols

Requirements

or the

commynication of the individual components with the management unit. An interface tp other
Web applications will be necessary.

Pricinglinformation will be required.

Technifal connection criteria for renewable resources are required. These includg¢ solar
photovpltaic, small wind.turbines, combined heat and power generation, etc.

5.9.8.5

Existing standards

Figure 29 shows an example of the communication and control of a DER plant.
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> = ECPs usually with switches, circuit
breakers, and protection

DER Plant Controller
and/or Proxy Server

DER Plant LAN

Diese cell age
Controllgr Controller Controller

Utility interconnect

Meter ( ? E 2 Meter
<HP o
Controller Controller

X
DER Devices Local Load
Key
CHP combined heat and power

WAN wide area network
DER distributed energy resources
PV photovoltaics

LAN local area network

Figure 29 — Example of a communications configuration for a DER plant

IEC

Decenfralized energy generation-systems can be described according to their infofmation

excharlge through the definitionsiof IEC 61850-7-420 as well as through other logical n
IEC 61B50-7-4, IEC 61850-7-440 (hydro power) and IEC 61400-25-2 (wind power).

An imgortant recent enhancement is IEC TR 61850-90-7, which provides data model
Invertef-based DER and associated ancillary services.

The DER plantrelectrical connection point (ECP) logical device defines the characteri

pdes of

ing for

stics of

the DER plantuat the point of electrical connection between one or more DER units ajnd any

electriq power system (EPS), including isolated loads, micro-grids, and the utility
system."-Usually there is a switch or circuit breaker at this point of connection.

power

ECPs can be hierarchical. Each DER (generation or storage) unit has an ECP connecting it to
its local power system; groups of DER units have an ECP where they interconnect to the
power system at a specific site or plant; a group of DER units plus local loads have an ECP

where they are interconnected to the utility power system.

In a simple DER configuration, there is one ECP between a single DER unit and the utility

power system. However, as shown in Figure 30, there may be more ECPs in a more ¢
DER plant installation. In this figure, ECPs exist between:

e each single DER unit and the local bus;
e each group of DER units and a local power system (with load);

e multiple groups of DER units and the utility power system.

omplex
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The ECP between a local DER power system and a utility power system is defined as the
point of common coupling (PCC) in IEEE Std 1547, Standard for Interconnecting Distributed
Resources with Electric Power Systems (see Figure 30).

IEC 61

= Electrical Connection Point (ECP)

Utility Power System

X
X ; ::, Local Bus
>

D

DER interconnections ¥

Local Power
System

Point of Condfmon
¥ Couplwe)(PCQO

y 4

Figure 30 — Illustration of electrical connection points (ECP) in a DER plant

850-7-420 is a relatively new stardard, which still needs to gain maturity. HoweV

\Y
& O

Load mterconnection

perfectly suited to the overall IEC system architecture (refer to IEC TR 62357).

Alterng
to indu
5.9.15.

IEC 61

circle

and as

IEC 61
suppor|

dealin

(¢

tively DER equipment can\be directly connected and controlled via HEBS/BACS
strial control systems, The relevant standards and description are given in 5.9.

850-7-410 is, the equivalent standard to IEC 61850-7-420 for hydro power plan

IEC

er, it is

and/or
14 and

s. The

f users is much smaller and the content more specialized, however the same symmary

sessmentiapplies as for IEC 61850-7-420.

85047420 will be complemented by the coming IEC TR 61850-90-15 in o
| \aggregated/hierarchical ways of managing DERs, but also by IEC TR 6184

der to
0-90-9

3

wIth Datteries storage.

Standards related to “Connecting DER to the grid” are treated in 5.8.1.

5.9.8.6

List of standards

5.9.8.6.1 General

Here is the summary of the standards which appear relevant to DER management systems.

5.9.8.6.2 Available standards

See Table 39. Refer to 5.2.5.3 for the definition of the criteria considered in this document for
stating that a standard is “available”.


https://iecnorm.com/api/?name=7dba3e7634e8e4ce5f156116ad3f1811

IEC TR 63097:2017 © IEC 2017

-129 -

Table 39 — DER management system — Available standards

Layer Standard Title and comments
Information IEC 61850-7-4 Communication networks and systems for power utility automation
IEC 61850-7-3 Core Information model and language for the IEC 61850 series
IEC 61850-7-2
IEC 61850-6
Information IEC 61400-25-2 Wind turbines — Part 25-2: Communications for monitoring and control
of wind power plants — Information models
Information IEC 61400-25-3 Wind turbines — Part 25-3: Communications for monitoring and control
of wind power ’nlnnfe = Information nyr‘hangn madels
Information IEC 61850-7-410 Communication networks and systems for power utility autematfon —
Part 7-410: Hydroelectric power plants — Communication(fer mdnitoring
and control
Information IEC 61850-7-420 Communication networks and systems for power utility automatfon —
Part 7-420: Basic communication structure — Djstributed energy
resources logical nodes
Information IEC TR 61850-90-7 Communication networks and systems for pewer utility automatfon —

Part 90-7: Object models for power converters in distributed engprgy
resources (DER) systems

Commuication

IEC 60870-5-101

Telecontrol equipment and systems.# Part 5-101: Transmission|
protocols — Companion standard.for basic telecontrol tasks

Communication

IEC 60870-5-104

Telecontrol equipment and‘systems — Part 5-104: Transmission|
protocols — Network access for IEC 60870-5-101 using standar
transport profiles

=

Commuication

IEC 61850-8-1

Communication netiworks and systems for power utility automatfon —
Part 8-1: Specific sommunication service mapping (SCSM) — Mappings
to MMS (ISQ_9506-1 and ISO 9506-2) and to ISO/IEC 8802-3

IEC 61850\communication except Sample values

Communpication,
Information

IEC TR 61850-90-2

Commuhication networks and systems for power utility automatfon —
Part'90-2: Using IEC 61850 for the communication between
substations and control centres

Communication

IEC TR 61850-90-12

Communication networks and systems for power utility automatfon —
Part 90-12: Wide area network engineering guidelines

Communication

IEC 61400-25-4

Wind turbines — Part 25-4: Communications for monitoring and fontrol
of wind power plants — Mapping to communication profile

Commuication

IEC 61458.series

Industrial communication networks — Fieldbus specifications

Communication

IEC'61784-1

Industrial communication networks — Profiles — Part 1: Fieldbus| profiles

Informafion MEC 61131 series Programmable controllers

Informafion IEC 61499 series Function blocks

Informafion IEC 61968 series Application integration at electric utilities — System interfaces fqr
distribution management
Common Information Model (System Interfaces For Distribution
Management)

Information IEC 61970 series Energy management system application program interface (EMS-API)

Common Information Model (System Interfaces For Energy
Management)

Communication

IEC 61968-100

Application integration at electric utilities — System interfaces for
distribution management — Part 100: Implementation profiles

Defines profiles for the communication of CIM messages using Web
Services or Java Messaging System

Communication

IEC 62351 series

Power systems management and associated information exchange —
Data and communications security

Cyber-security aspects (see 5.10.4)

Component

IEC 60904 series

Photovoltaic devices
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Layer Standard Title and comments
Component IEC 61194 Characteristic parameters of stand-alone photovoltaic (PV) systems
Component IEC 61724 Photovoltaic system performance monitoring — Guidelines for
measurement, data exchange and analysis
Component IEC 61730 series Photovoltaic (PV) module safety qualification
Component IEC TS 61836 Solar photovoltaic energy systems — Terms, definitions and symbols
Component IEC 61400-1 Wind turbines — Part 1: Design requirements
Component IEC 61400-2 Wind turbines — Part 2: Design requirements for small wind turbines
Component IEC 61400-3 Wind turbines — Part 3: Design requirements for offshore wind turbines
Component HECF562282 FtretcetHtechrotogtes
Component IEC 62600 series Marine energy — Wave, tidal and other water current converters
Component Refer to 5.8.2.3 Refer to 5.8.2.3

Other specifications

Communication IEEE 1815 Also known as DNP3
Informafion IEEE 1815-1 Mapping of IEC 61850 data model over DNP3
5.9.8.6.3 Coming standards

See Tgble 40. Refer to 5.2.5.3 for the definition of the criteria considered in this document for

stating|that a standard is “coming”.

Table 40 — DER management system — Coming standards

Lpyer Standard Title and comments

Information IEC 61850-7-420 Communication networks and systems for power utility automption —
Part~(-<420: Basic communication structure — Distributed energy
resources logical nodes
IEC 61850 modelling for DER — New edition

Informafion IEC TR 61850-90-92 Use of IEC 61850 for electrical storage systems

Informafion IEC TR 61850-90-102 |/EC 61850 object models for scheduling

Information IEC TR 61850-90-152 |Hierarchical architecture of a DER system

Informafion IEC TR 61850-90-112 |Methodologies for modelling of logics for IEC 61850 based
applications

Commuication I[E€'61850-8-2 2@ Communication networks and systems for power utility automption —
Part 8-2: Specific communication service mapping (SCSM) —
Mappings to Extensible Messaging Presence Protocol (XMPH|

Commuication IEC 62351 series Power systems management and associated information excange —

Data and communications security

Cyber-security aspects (see 5.10.4)

Communication,
information

IEC 61400-25 series

Wind turbines — Edition 2

Component

Refer to 5.8.2.4

Refer to 5.8.2.4

a8 Under preparation.

5.9.8.7

Gaps

Mapping to communication protocols (IEC 61850-8 parts).

In addition, a systems configuration language (SCL) for DER (IEC 61850-6 parts) would
address the configuration of DER plants.
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For wind power, the mapping for communication protocols developed by IEC 61400-25 series
could be used.

Electric connection points are often specific to certain customers and regions. This may also
be subject to regulation, which makes it difficult to harmonize.

5.9.8.8 DER management system mapping

5.9.8.8.1 Preamble

The DER management system interacts with weather forecast system (wind farms and PV),
related DSO systems (power quality control, DMS/SCADA, etc.) (tVPP) and the market

(cVPP).

manag

In cases where the DER assets are owned or operated by the DSO, ,h
ement systems AS might be part of the DSOs DMS/SCADA system.

5.9.8.8.2 Component layer

The co

mponent architecture, as presented in Figure 31, covers all zones:
the|Process zone with the DERSs, inverters and related sensors and.actors;
the|Field zone with the DER unit controller;
the|Station zone with the DER plant controller;
the|Operation zone with the tVPP/EMS which may intéract with the DSOs DMS in
tVAP;
the|Enterprise zone with the cVPP which interacts with the market platform or direc

an

bnergy retailer.

U

e DER

case of

Hly with
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Figure:31 — DER management system — Component layer
5.9.8.8{3 Communication layer
IEC 61B50-8<1>defines the communication for any kind of data flows except sample yalues.
IEC TR 61850-90-2 defines the communication to the control centre with IEC 61850-8-2
defining“\web-services mappings. For the field/station to operations communicatipn the

IEC 61850 communication protocols are used.

IEC 60870-5-101 and IEC 60870-5-104 can also be used for vertical communication as shown
in Figure 32.

For the enterprise communication at the operation, enterprise and market zone the coming
standard IEC 61968-100 will be used.

The IEC 61158 series defines industrial field bus communication and IEC 61968-100
communication at the operations and enterprise levels.

Refer to 5.10.4 for details on cyber-security standards and more specifically on where and
how to apply the IEC 62351 series and/or other cyber-security mechanisms.
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NOTE The letters in the blue disks refer to the network types defined in 5.10.1.2.

5.9.8.8.4 Information (Data) layer
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Customer Premise

Figure'32 — DER management system- Communication layer

Q

peration

Station

Fleld

Process

IEC

orfmation layer of DER operation, as presented in Figure 33, is mostly based|on the

IEC 61850-7-4 is the core part depicting this model which is extended by various standards
for DER operations:

IEC 61850-7-410: Hydroelectric power plants
IEC 61850-7-420: DER logical nodes

IEC 61400-25-2/-3: Wind turbines

IEC TR 61850-90-7: PV inverters

IEC TR 61850-90-9: Batteries

IEC TR 61850-90-10: Scheduling functions
IEC TR 61850-90-15: Multiple Use DER
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Specific standards for DER EMS/VPP operation at the enterprise bus are currently not
defined.

Note that for market operations the OASIS EMIX and Energylnterop and the IEC 62325 series
specifications (available and coming) may apply. However the details for the whole DER
domain are still under discussion and further investigation is needed.
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Figure 33 — DER management system — Information layer

5.9.9 Electrical energy storage management system
5.9.9.1 Description

The electric grid operates as an enormous just-in-time production and delivery system, with
power generated at the same time it is consumed, and with little storage of electrical energy.
This means that the transmission and distribution system have to be built to accommodate
maximum power flow rather than average power flow, resulting in under-utilization of assets.
Energy storage can enhance network reliability, enable a more efficient use of base load
generation, and support a higher penetration of renewable energy resources.

Electric storage can be achieved on the large, medium and small scale and one can
distinguish between real electric storage (storage that can input electricity into the power


https://iecnorm.com/api/?name=7dba3e7634e8e4ce5f156116ad3f1811

IEC TR 63097:2017 © IEC 2017 - 135 -

system) and energy buffers (storage that acts as a part of demand response systems like
flywheels, hydrogen and heating reservoirs, etc.).

Energy storage already exists in many electrical power systems. Pumped hydro power plants
represent most of this storage today. Pumped hydro allows the storage of enormous
quantities of energy, although it requires a huge initial investment. Pumped water hydro power
plants are subject to natural limitation. Their capacity cannot be extended beyond certain
ranges depending on local conditions. Compressed air energy storage is a less widely
implemented technology that uses off-peak renewable electricity to compress and store air,
which can later be used to regenerate electricity.

Short-
applicdtions, such as those in which power and energy requirements are not large/but when
the stdrage is expected to see a great deal of cycling. Such technologies can-be ysed to
addresp power-quality disturbances and frequency regulation, applications in which“only a few
kilowatts to megawatts are required for a few seconds or minutes.

Anothegr means of storage is batteries. Lead-acid batteries are used(for backup pqwer in
power plants. In larger scale applications sodium sulfur and vanadium_redox flow batternies are
more g¢ffective. Large-scale battery energy storage can be applied to peak shaving. The
vanadiym redox flow batteries also can be applied to improve thepower quality.

Lithium-ion batteries are used for higher power requirements, cycling performance and for
portable battery applications which, for example, enable plug-in hybrid electric vghicles
(PHEV). This distributed energy storage could reduce:the fluctuation in electrical lopd and
generaJtion by acting as a manageable load and discharging energy back to the grig when
necessary.

Electri¢al storages can be connected directlyointo the distribution grid or can be intggrated
into a Building Automation System HBES/BACS. In the case of HBES/BACS the DERMS has
an indifect influence on these storages by‘using the HBES/BACS network/communicatipn.

Electri¢al storage should fulfil a number of functions in the grid including:

e serying as a spinning resetve,
e serying as a manageable load;
e power system stabilization;

e |oad levelling;

e loadl shedding};

e reaftive-power support.

Energyl storage is a major element of Smart Grid.

5.9.9.2 Set of system capabilities

Table 41 provides a set of System Capabilities which may be supported by a substation
automation system.

The meanings of the three last columns (AVAILABLE, COMING, Not yet) and of the “C”, “I”,
“CI”, “X” conventions are given in 5.5.2.5.
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Table 41 — Electrical energy storage management system — Capabilities

Supported by standards
AVAILABLE COMING Not yet

Cluster System Capabilities

To be defined To be defined

5.9.9.3 Requirements

5.9.9.3.1 Product requirements

syste
cycle

In ordgr to function in a Smart Grid environment (including HBES/BACS), information about
capacifly of the storage unit and forecasts of pricing information will be essential. Qptimal
scheddling of the storage units will be a requirement.

5.9.9.3.2 Communication requirements

As for the other applications, communication is key for Energy Storage to function within the
Smart [Grid (including HBES/BACS). Thereforéofor the different forms of Energy Sforage,
protocgls, data models and semantic information models have to be available to make full use
of the potential benefit of Energy Storage,

Communication has to be available forthe whole chain, power grid, power electronics, pattery
managepment (BMS), battery modulés and cells.

The pafameters that need to.be’communicated include:

o celltype;
e ratipg;
o start-up date;

e acdumulated”’kWh;

e charging-condition;

o temperature{tettsanmdsurrounmdings);
e load history;

e availability;

e manufacturer;

e efc. (list not complete).

Security of indoor/outdoor installations as well as handling specifications are requirements.

5.9.9.4 Standards context
5.9.9.4.1 Available standards

See Table 42. Refer to 5.2.5.3 for the definition of the criteria considered in this document for
stating that a standard is “available”.
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Table 42 — Electrical energy storage management system — Available standards

Layer

Standard

Title and comments

Information,
Communication

IEC 61850-7-410

Communication networks and systems for power utility
automation — Part 7-410: Basic communication structure —
Hydroelectric power plants — Communication for
monitoring and control (including pumped hydro)

Information Communication

IEC PAS 62746-10-1

Systems interface between customer energy management
system and the power management system — Part 10-1:
Open Automated Demand Response (OpenADR 2.0b
Profile Specification)

Communication,
Information

IEC TR 62746-2

Systems interface between customer energy management

svstem and the power managementsustem Part ?2: Use
o4 T =4 4 .

cases and requirements

Commygnication,

IEC TS 62746-3

Systems interface between customer energy(mahagement

Commynication

Information system and the power management system — Part B:
Architecture
Information, IEC TR 62939-1 Smart Grid user interface — Part 1..Intefface overvipw and

country perspectives

Information,
Commynication

(refer to 5.9.13.5)

refer to the DR management systems depicted in 5[9.13

Information,
Commynication

(refer to 5.9.8.6)

refer to the DER systen depicted in 5.9.8

Information,
Commynication

(refer to 5.9.10.5)

refer to the AMI system depicted in 5.9.9

Information,
Commynication

IEC 61158 series

Industrial €Communication networks — Fieldbus
specifications

Information,
Commynication

IEC 62541 series

OPC‘unified architecture

Information,
Commynication

IEC TR 62837

Energy efficiency through automation systems

Commynication

IEC 62439 series

Industrial communication networks — High availabillty
automation networks

Information,
Commynication

IEC 62443 series

Industrial communication networks — Network and §ystem
security

Commynication

Information, IEC 61970 Energy management system application program
Commynication interface (EMS-API)

Common Information Model (CIM) / Energy Managgment
Information, IEC 61968 Application integration at electric utilities — System

interfaces for distribution management

Common Information Model (CIM) / Distribution
Management

Information,
Commynication

IEC 62351 series

Power systems management and associated infornjation
exchange — Data and communications security

Cyber-security aspects (see 5.10.4)

Information,
Communication

IEC 62325 series

Framework for energy market communications

Process

IEC 60364 series

Low-voltage electrical installations

NOTE Standards related to clock management, safety, or EMC are mentioned in further dedicated subclauses.

5.9.9.4.2

Coming standards

See Table 43. Refer to 5.2.5.3 for the definition of the criteria considered in this document for
stating that a standard is “coming”.
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Table 43 - Electrical energy storage management system — Coming standards

Layer Standard Title and comments
Information IEC TR 61850-90-9 2 Battery Storage systems
Information IEC 61850-8-22 Communication networks and systems for power

utility automation — Part 8-2: Specific
communication service mapping (SCSM) —
Mapping to Extensible Messaging Presence
Protocol (XMPP)

Mapping of IEC 61850 over web protocols

Information Communication | IEC 62746 System interfaces and communication protocol
profiles relevant for systems connected to the
Smart Grid

Information, IEC TR 62939-1 Smart Grid user interface — Part 1: Interfack

Commynication overview and country perspectives

Information, (refer to 5.9.13.5) refer to the DR management systems depidted in

Commynication 5.9.13

Information, (refer to 5.9.8.6)

c S refer to the DER system depicted in 5.9.8
ommuynication

Information, (refer to 5.9.10.5)

s refer to the AMI system depicted in 5.9.9
Commynication

a8 Under preparation.

5.9.9.5 Gaps

There [is no standard for other bulk energy’storage devices other than for| hydro
(IEC 61850-7-410).

Profile$ have to be developed to decideson the amount and kind of data that needq to be
exchanged. These data have to be acquired in a standardized way. Testing and verification
procedures for immobile and mobile batteries and battery stacks are needed. Batterigs may
require some sort of classification.regarding their (charging) history, in order to make pattery
status pasily accessible.

5.9.10| Advanced metering‘infrastructure
5.9.10.1 Description

Advang¢ed metering" infrastructure (AMI) integrates Smart Grid infrastructure with| smart
metering. AMI refers to systems that measure, collect, analyse and control energy distgibution
and ugage, <with the help of advanced energy distribution automation devices slich as
distribdtionn_network monitoring and controlling devices, network switching dgvices,
load/squrce-shedding devices, electricity meters, gas meters and/or water meters, through
various communication media on request or on a pre-defined schedule. This infrastructure
includes hardware, software, communications, energy distribution-associated systems,
customer-associated systems and meter data management (MDM) software.

The bidirectional communication network between the Smart Grid and metering devices and
business systems allows collection and distribution of information to customers, suppliers,
distribution network companies, utility companies and service providers. This enables these
businesses to either participate in, or provide, demand response solutions, products and
services.

Smart meters are the visible face of a new ICT infrastructure promoted by governments in
many regions and countries of the world to improve energy efficiency. Smart metering
systems allow electricity consumers to play an active role in the functioning of the electricity
markets, and allow distribution networks to play an active role in the functioning of electricity
systems, becoming “Smart Grids”.
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Smart metering systems represent the gateway for customer access to the new grid and,
together with new, value-added energy services they may have a critical and positive effect
on energy and power demand, demand response / load management and integration of
distributed energy generation. There are many potential benefits attributed to smart metering
systems for various stakeholders:

o for energy end-users: better billing, decreasing energy use and energy costs through
better information and increasing energy awareness, facilitation of supplier switch;

e for metering companies or Distribution System Operators (DSOs): decreasing meter
operation costs through remote data exchange;

o for grid operators: preparing their grid for the future through better information and control;

e forlenergy suppliers: introducing new, customer oriented services and reducing.customer
carg and call centre costs;

o for|governments: reaching energy saving and efficiency targets and, improvipg the
opdration of the free market.

Society as a whole may benefit through lower and more efficient energy usage gnd the
integration of distributed/renewable energy sources.

Smart metering is a revolutionary development that will radically_thange the way elqgctricity
markets work and generation and distribution are managed. The“concept of Automati¢ Meter
Reading (AMR) is rapidly evolving towards Smart multi-energy metering / multi-furjctional
Advanged (Multi-)Metering Infrastructure (AMI). Smart metering systems will cover at Iast the
following key applications:

e remote data retrieval for billing and other .metrological or fiscally relevant pyrposes
corjcerning energy usage and, where available,*energy generation;

e collection of additional data regarding ‘the operation of the meter and the ngtwork,
including power quality, outage information, technical and non-technical losses;

e sending configuration data to energy' end-users, including contractual parameters, tariff
schiedules, pricing and operational information, time synchronization, firmware updating,
etcl;

e supporting advanced tariff@nd payment options;

e remote enabling/disabling of supply, including flexible load limitation where and when
sysfem conditions require;

e communication towards in-home systems, including appliances and local generation units,
for the purposes-of load management, cost control, etc.;

e intgrface to(lhome automation systems.

Some pf these applications — including bi-directional energy metering, time-of-use metering,
tariff- gndtoad control, remote reading, and prepayment — have been provided by mietering
systems for a Tong time. They have gradually grown more sophisiicated and the development
of electronics, information and communication technologies allows all these advanced
functions to be integrated in a single, cost-effective, multi-function device. However, in some
scenarios a multi-part approach may prove to be useful.

The availability of all these advanced functions will allow energy suppliers and energy service
and meter service companies to provide new services that create value for energy end-users
and to increase operational efficiency and other benefits for all stakeholders.

In order to realize the full potential benefits of smart metering / AMI, nearly 100 % of
industrial, commercial and domestic energy users should be equipped with smart meters.
Nationwide large-scale roll-outs, such as the deployment of over 30 million smart electricity
meters in Italy, have demonstrated the feasibility and the benefits that can be obtained.
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5.9.10.2 Smart metering processes and use cases

Table 44 (according to IEC 62056-1-0) gives an overview of the use cases supported by the
smart metering standards. The use cases are clustered into business process. This clustering
solely serves for illustration purposes; it may vary from utility to utility.

Table 44 — Supported business processes and use cases

Business process Use case?

Contracting and billing Obtain meter readings on demand

Obtain scheduled meter reading

Set and maintain contractual® parameters in the meter

Execute supply control

Execute load control

Custompr support Provide information to the energy consumer

Infrastryicture maintenance Meter commissioning and registration

Meter supervision

Maintenance of the security system

Manage events and alarms

Firmware update

Clock synchronization

Disconnection and re-connection“of the consumer’s premises

Quality of supply supervision

2 Thefe are no commonly agreed names for the smart metering use cases within the standardization
comjmunity. In order to consider the universal scope\of the IEC standards, generic and self-explanatory names
are hised here.

Conpidering credit mode or debit mode (pre-payment) operation of the meter.

The dgtailed requirements of the.different use cases depend on the market and on thie legal
environment the smart metering system is operating in. The supporting standards are
designed to offer enough flexibility to consider the different market needs and different legal
environments.

In ordqgr to facilitate\achieving interoperability, security and efficiency, the standards :rave to
consider all aspécts of data exchange in a smart metering system, including the funcfions to
be supported,\_the data models (semantics), the data presentation (syntax), and the
commuynication protocols for transporting the data over the interfaces using Various
commynication technologies.

5.9.10.3 Privacy and data security
5.9.10.3.1 General

In order to be accepted by the consumer, a smart metering system has to provide suitable
protection of the privacy of the consumption data. In addition, data which are relevant for
billing need to be protected against tampering from the source to the destination. Attention
needs to be given to address the vulnerability of the AMI infrastructure against cyber-attacks.
In particular, sensitive applications such as pre-payment and tariff setting, disconnection and
reconnection of the supplies, etc. need to be protected against misuse.
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5.9.10.3.2 Legislative framework and standards

The requirements concerning the protection of the privacy of the consumer data are up to
national regulation. The smart metering standards need to provide the tools to ensure privacy
according to the national regulation in a scalable, interoperable way.

5.9.10.3.3 General security policy and concepts
5.9.10.3.3.1 Principles

The following principles need to be considered in the secure design of a smart metering
system:

o efficient end-to-end security considers the entire smart metering architecture coulprising
sysfems and processes;

e sedqurity of the smart metering infrastructure is linked to security of Smart\Grid ang home
autpmation networks;

o the|security standards need to support scalable implementations considering legiglation,
the|type of applications and the processing resources of the compgnents;

e thellifetime of the system components has to be considered jin the design of the decurity
megsures;

e cryptographic algorithms provide a wide range of scalable security for systems, sub-
sstems and components;

e begides technical measures, organizational measures are also necessary to provjde the
required overall security.

Many gecurity considerations are already covered in existing standards.

Establishing and executing security policiestare outside the scope of the standards. Hqwever,
the stahdards have to provide the tools tosupport different security policies.

5.9.10.3.3.2 Security concept

A secyrity concept refers mainly to an architecture model, which represents datg flows
betwegn role-based data processing functions. Requirements for the security concepf result
from the overall security-@bjectives in combination with the derived security services and best
practice. As additional\.constraints, legal requirements (e.g. metrology and data grivacy)
influenge the application of security services to dedicated system elements ang their
interfages.

appropriate.security concepts. In addition the processes to establish and to maintain decurity
(instal

The snpart mretering business processes and use cases (5.9.10.2) have to be protected| by the
TL

tion, security activation, key management) have to also be protected.

There are four major security services to support the security objectives. They have to be
integrated into the smart metering system covering all networks and access points involved.

Security service Security objective

Integrity To prevent modification of information by unauthorized parties.
Authentication To determine the identity of a communication party or the origin of the data.
Confidentiality To prevent the disclosure of information to unauthorized parties
Non-repudiation To ensure that a party cannot repudiate/refute the validity of data.

These security services can be realized with different, scalable cryptographic methods and/or
techniques as described in the corresponding standards. The actual choice of the
method/technique depends on the security requirements.
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5.9.10.3.3.3 Security policy

The security policy addresses all security constraints on the system components, their
functions and on the information flow between the system components. Further, all security
constraints to access the system from external systems and users are considered.

The organization owning the business processes is responsible for the definition and the
execution of the appropriate security policy. The smart metering standards have to define a
comprehensive set of methods/techniques to implement and to maintain the appropriate
security policy. The combination of the policy and the methods determines the level of the
achieved overall security.

5.9.104 Smart metering reference architecture
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Figure 34 — The smart metering reference architecture
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EXAMPLE 1 “PLC system”:

A PLC system typically uses the C interface between the Metering device and the NNAP (Data Concentrator). The
communication between the NNAP and the HES is defined by the G2 interface.
EXAMPLE 2 “IP communication via GPRS”:
Typically uses the G1 interface between the meter and the HES.
EXAMPLE 3 “Hand Held Unit for local meter access”:
This typically uses interface M.
5.9.10.5 List of standards
5.9.1005.1 Available standards
Refer o 5.2.5.3 for the definition of the criteria considered in this document for(stating that a
standafd is “available”.
Table 45 lists the available standards supporting the set (or a subset) of-the use case$ listed
in Table 44. In addition, the interfaces (as defined in the reference arehitecture of Figlire 34)
coverefd by the standards are listed. Further, the table shows which “layer” of the [SGAM
(informiation, communication, component) is covered by the standard.
Table 45 — AMI system — available standards-for smart metering
Availhble standards Layer | M | H1 ‘H21H3| c ‘ G1 | G2 ‘ L | N
IEC
IEC 620p6-1-0 information X X X X X X X X
communication
component
IEC 6134-4-32 communication X
IEC 613B4-4-511 communication X
IEC 613B4-4-41 communication X X X X X
IEC 613B4-4-512 communication X
IEC 613B4-5-1 comynunication X
IEC 613B4-61 communication X X X X X
IEC 620p6-3-1 communication X X
IEC 620p6-4-2 communication X X
IEC 620p6-4-6 communication X X
IEC 620p6£4~7 communication X X
IEC 620586-5-3 COTTIIITUTIC Ao X X
IEC 62056-6-1 information X X X
IEC 62056-6-2 information X X
IEC 62056-7-6 communication X X
IEC 62056-8-3 communication X
IEC 62056-9-7 communication
IEC TS 61850-80-4 information X X X X
ISO/IEC 14908 series information X X X X X X
communication
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Available standards Layer | M | H1 ‘HZIH3| c ‘ G1 | G2 ‘ L | N
ITU-T
ITU-T G.9901 communication X
ITU-T G.9902 communication X
ITU-T G.9903 communication X
ITU-T G.9904 communication X
CENELEC/CEN
EN 50065-1 communication X X X X X X X
EN 50090-3-1 information X X
EN 50090-3-2 information X X
EN 50090-3-3 information X X
EN 50090-4-1 communication X X
EN 50090-4-2 communication X X
EN 50090-4-3 communication X X
EN 50090-5-1 communication X X
EN 50090-5-2 communication X X
EN 50090-5-3 communication X X
EN 50090-7-1 communication X X
EN 13321 series communication X X
information
EN 13747-1 communication X
EN 13747-2 communication
EN 13747-3 communication X
information
EN 13747-4 communication X X X X
EN 13747-5 communication X X X X
CLC TS|50568-4 communicatjon X X X
CLC TS|50568-8 communication X X X
CLC TS|52056-8-4 communication X
CLC TS|52056-8-5 eommunication X
CLC TS|52056-8-7 communication
IEEE
IEEE 13J77 information X X X X X X
communication
5.9.10.5.2 Coming standards

Refer to 5.2.5.3 for the definition of the criteria considered in this document for stating that a
standard is “coming”.

Table 46 lists the “coming”. standards supporting the set (or a subset) of the use cases listed
in 5.9.10.2. In addition, the interfaces (as defined in the reference architecture of 5.9.10.3)
covered by the standards are listed. Further, the table shows which “layer” of the SGAM
(information, communication, component) is covered by the “coming” standard.
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Table 46 — AMI system — Coming standards for smart metering

Coming standards Layer | M | H1 ‘H21H3| c ‘ G1 | G2 ‘ L | N

IEC

IEC 62056-3-1 communication

IEC 62056-5-3 communication X X X X

IEC 62056-5-8 communication X X

IEC TS 62056-6-9 information X X X X

IEC 62056-6-1 information X X

IEC 62056-6-2 information X X X X

CENELEC/CEN

prTR 50491-10 information X X
communication

prEN 50491-11 information X X

communication

prEN 50491-12 information X X

communication

prTS 50p67-1 communication X
prTS 50p67-2 communication X
prTS 50p68-2 communication

prTS 50p68-5 communication

prTS 50p68-6 communication X X

prTS 50p68-9 communication

prTS 50p86 communication X X X

5.9.10.6 Mapping to the SGAM-.architecture
5.9.10.6.1 Preamble

The smart metering refefence architecture specified in Figure 34 is mapped into the|SGAM
architecture. Note that-in/the architecture in Figure 34 the Head End System is at the [bottom
of the [diagram, in contrast to the order of the component layers in the SGAM architecture
diagrams.

Both in the.sdiagrams of 5.9.10.6 and in similar ones in 5.9.13 to 5.9.15, the split| of the
“customer premises” domain on the right is intended to illustrate a typical market mode| where
assets| invthe home/building are not owned/operated by the electricity service suipplier.
However, market models vary, for example regarding meter ownership and operation, and are
subject to national structures and regulation, so this representation should not be seen as
universal.

5.9.10.6.2 Component layer

The exact composition of the AMI will depend on the configuration chosen. Figure 35 shows
the components that may be part of the AMI. Meters for different media (Electricity, Gas, Heat
and Water) represent the end devices on process and field level. We distinguish between
meters at (residential) customer premises (which are subject to national metrological
approvals) and meters used in industrial, commercial environments or for grid automation
purposes. The meter may have an interface to a simple display unit or, it may be interfaced to
a proper home automation system.
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Meters and home/building automation end devices may be interconnected via LNAPs (Local
Network Access Point).

The NNAP (Neighbourhood Network Access Point) is typically located at distribution station
level. The NNAP may be part of a simple communication gateway or of a data concentrator
offering comprehensive data processing features.

The meters are connected (directly or via LNAP and/or NNAP) to the HES (Head End
System). The HES manages the data exchange with the meters and supervises the WAN/LAN
communication.

Th MI‘\I\A VAW, Ny ot | W] 4\ s H £ 4+ 4lo D 4 ol b +lo k t
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systemls. In particular, the MDM accepts metering tasks (e.g. data acquisition,,cojnmand
distribytion, etc.) from the “superior” systems and returns the validated resultg. The
commynication with the AMI endpoints is done via the HES.

The components of the AMI are depicted diagrammatically in Figure 35 below.

| ]
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| | | Metering-related ;
| | : } Back Office Service
| I | | system supplier }
| I | Emnterprise
' | : ‘ A
| | H
| [
! |
I
I
I
I
: Operation
I
I
|
|
Station
I
I
I
I
I
I
I
: Field
I
|
}
| | :
I
| | | MID Meter
| | |
| ' ) Process
| l I Private
| ! | assets
L |
T T
Generation Distribution DER Customer Premises
Transmission
IEC

Figure 35 — Smart metering architecture (example)
mapped to the SGAM component layer

5.9.10.6.3 Communications layer

The smart metering architecture in Figure 34 identifies the principal interfaces as M, C, G
and H.
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Figure 36 shows a mapping of this smart metering architecture into the SGAM communication
layer.

| | | — -
| | \ w; Electricity/
| I Metering+elated ;
| } || Back Office service
! ‘ ‘ : system supplier
| | | Enterprise
| ! o A
| :
— ©
————— R el 2 SRy
' | T
| | 2 &
| | | - &
| \ . o .
T | i eration
' |
| \
I R o~ s D
I \
' |
|
| |
: ; NNAP Station
e e el e S B e e
' |
| |
| \
' |
|
| |
| | Field
[
| } EMG
I I —————— e b S AN T e
| | }
| } | MID Meter
| | ‘
I ‘ . Process
| } } Private
| | ‘ assets
I |
T T
Generatfon Distribution DER Customer Premises
Transmission IEC
NOTE The letters in the blue disks refer to the interfaces defined Figure 34 and are defined in 5.10.[1.2. The
standards supporting these interfaces-are listed in Table 45 and Table 46 of 5.9.10.5.
Figure 36 — Smart metering architecture (example)
mapped to the SGAM communication layer
5.9.10.6.4 Information (Data) layer
Figure |37 shows a mapping of the smart metering architecture into the SGAM infogmation
layer.

The COSEM information model for smart metering covering the customer premises on
process and on field level is defined by the data models of IEC 62056-6-1 and IEC 62056-6-2.
The application layer (DLMS) of IEC 62056-5-3 provides all the necessary services and
security concepts to securely support the use cases defined in Table 44.

The information exchange between the Enterprise system and the Head End System (HES) is
based on the IEC 61968 series (CIM model). The mapping between the COSEM model
(IEC 62056-6-2) and the CIM model is described in the “coming” specification
IEC TS 62056-6-9.

Smart metering data for distribution automation use cases on field level uses the IEC 61850
standards. The mapping between the COSEM model (IEC 62056-6-2) and the IEC 61850
model is described in the “coming” specification IEC TS 61850-80-4.
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Figure

Figure 37 — Smarbt metering architecture (example)
mapped/to the SGAM information layer

Metering-related back office system
1 Description

d data feed ‘many operation or enterprise level applications. In order to simp
fation, all/hese applications have been packed under a single “system” bannej
ng-related back office system”.

38 shows the typical application hosted by such systems.

ify the
called



https://iecnorm.com/api/?name=7dba3e7634e8e4ce5f156116ad3f1811

IEC TR 63097:2017 © IEC 2017 - 149 —

Technical Systems | Business Systems
- ! A

Technical asset management

Real time applications

Distribution Grid Management
System

Outage Management

F

d

5.9.11.
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5.9.11.

Table 4
back o
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Custumer Relationship &
Billing

Energy Capital Management

Enterprise Asset Management

Intercompany Data Exchange

Geographic Information System

Customer Communications

ure 38 — Typical applications hostedby a metering-related back office syst

2 System summary

g-related back office systems.refer to a range of back office systems employed
anage data deriving from<-smart metering, mostly referring to the mete
ement (MDM) related application.

3 Set of System:Capabilities

L7 provides a set of generic use cases which may be supported by a metering-
fice systems

banings~of the three last columns (AVAILABLE, COMING, Not yet) and of the °
” conyentions are given in 5.5.2.5.

Management v
Gther Industry Players Scope of the
Use Cases|in
< » this sectiop
IEC

5

to use
r data

related

c”, ‘1,

Work is in progress to integrate these System Capabilities with those identified for the AMI in

5.9.9.
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Table 47 — Metering-related back office system — Capabilities

Supported by standards

Cluster System Capabilities
AVAILABLE| COMING Not yet

Monitor AMI event |Install, configure and maintain the metering system |[CI
Manage power quality data Cl
Manage outage data Cl
Manage the network using metering system data Cl
Manage interference to metering system Cl
Enable and disable the metering system Cl
Display messages Cl
Facilitate DER for network operation Cl
Facilitate demand response actions Cl
Interact with devices at the premises Cl
Manage efficiency measures at the premise using Cl
metering system data
Demand side management Cl

Billing Obtain meter reading data Cl
Support prepayment functionality Ci
Manage tariff settings on the metering system Cl
Consumer move-in/move-out Cl
Supplier change Cl

5.9.11.4 List of standards

5.9.11.4.1 General

Here i$ the summary of the standards which are relevant to support metering-relate[d back

office dystems.

5.9.11.4.2 Available standards

See Tdble 48. Refer to5.2.5.3 for the definition of the criteria considered in this docunment for
stating|that a standard is “available”.
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Table 48 — Metering-related back office system — Available standards

Layer Standard Comments
Information, IEC 62056-1-0 Electricity metering data exchange — The DLMS/COSEM suite —
Communication Part 1-0: Smart metering standardisation framework
Information, IEC 62056-1-1 Electricity metering data exchange — The DLMS/COSEM suite —

Communication

Part 1-1: Template for DLMS/COSEM communication profile
standards

Communication IEC 61968 series Application integration at electric utilities — System interfaces for
distribution management

Information IEC 61968-9 Application integration at electric utilities — System interfaces for
distribution management — Part 9: Interfaces for meter reading and
control

Generd| IEC TR 62357-1 Power systems management and associated information‘ex¢hange
— Part 1: Reference architecture

Commynication IEC 62351 series Power systems management and associated information ex¢hange
— Data and communications security
Cyber-security aspects (see 5.10.4)

Commynication IEC 61968-100 Application integration at electric utilities = System interfacels for

distribution management — Part 100: Implementation profiles

5.9.11.4.3

Coming standards

See Tgble 49. Refer to 5.2.5.3 for the definition of thescriteria considered in this docunm

stating|that a standard is “coming”.

Table 49 — Metering-related back office system — Coming standards

ent for

Layer

Standard

Title and comments

Information

IEC TS 62056-6-9

Electricity metering data exchange — The DLMS/COSEM sui
Rart 6-9: Mapping between the Common Information Model
message profiles (IEC 61968-9) and DLMS/COSEM (IEC 62
data models and protocols

fe —

056)

Commynication

IEC 62351 seriés

Power systems management and associated information ex
— Data and communications security

Cyber-security aspects (see 5.10.4)

hange

5.9.115 Metering-related back office systems mapping

5.9.11.5.1 Preamble

Meterigng-rélated back office systems are widely different in nature, but have as their common
element use of the AMI system.

5.9.11.5.2 Component layer

Metering-related back office systems may be understood as comprising such systems as the
head-end system, meter data management system, asset and workforce management
systems, distribution management systems (including SCADA), geographic information
systems and outage management, inter-company data exchange, customer information and
relationship management systems and consumer internet portals.

The components which may be envisaged in such systems are shown in Figure 39.
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Figure 39(— Metering-related back office system — Component layer
5.9.115.3 Communications layer
See Figure40. The main communication standard likely to be applicable to such back office
systemls is’ [EC 61968-100.

Refer to 5.10.4 for details on cyber-security standards and more specifically on where and
how to apply the IEC 62351 series and/or other cyber-security mechanisms.
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NOTE The lettergTin‘the blue disks refer to the network types defined in 5.10.1.2.
Figure 40 — Metering-related back office system — Communication layer

5.9.11.5.4" Tnformation (Data) layer

The main information model standard is IEC 61968-9 (CIM for metering) as shown in
Figure 41.
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Figure 41(= Metering-related back office system — Information layer
5.9.12| Marketplace system
5.9.121 System summary
A marHletplace refers to a system where buyers and sellers of a commodity (here relpted to

electricity) meet to purchase or sell a product in a transparent and open manner according to
guidelines called market rules. Several kinds of marketplaces can be differentiated depending
on the product sold on the marketplace:

e wholesale electricity marketplace operated by power exchanges;

e marketplaces for products needed for grid reliability (transmission capacity, ancillary
services, balancing energy) operated by Transmission System Operators;

e forward capacity markets to secure adequacy of supply;

o retail marketplaces, for instance to sell or purchase flexibility.

Furthermore markets can be differentiated based on geographical coverage starting from local
markets (i.e. within a micro-grid area) to regional, countrywide and cross-country markets.
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The marketplace systems are accessed by so-called market participants who can be
electricity power producers, suppliers, industrial consumers, virtual power plants,
aggregators, DER operators, etc.

5.9.12.2 Set of System Capabilities

Table 50 provides a set of System Capabilities relevant to market systems.

The meanings of the three last columns (AVAILABLE, COMING, Not yet) and of the “C”, “I”,
“CI”, “X” conventions are given in 5.5.2.5.

Table 50— Marketol I Capabiliti

Supported by standards
Cluster System Capabilities
AVAILABLE | COMING Nat yet

Operate|wholesale Receive energy offers and bids X
electricily market

Clear day-ahead market X

Clear intraday market X

Clear real-time market X

Publish market results X
Grid relipbility using Manage (auction/resale/curtailment) Cl
market-thased transmission capacity rights on
mechan|sms interconnectors

Consolidate and verify energy schedules Cl

Operate (register/bidding/clearing/publishing) Cl

Ancillary Services Markets

Solve balancing issues through“Balancing Cl

Market

Solve grid congestion issues through Cl

Balancing Market
Market $ettlements Perform measurement and validation Cl

Perform settlements Cl
Secure fgdequacy of Operate Capacity Markets X
supply
Flexibilify markets Register Flexibility Markets X
5.9.123 List-of standards
5.9.12.3.4 General

The summary of the standards which appear relevant to support marketplace systems are
listed hereafter.

5.9.12.3.2 Available standards

See Table 51. Refer to 5.2.5.3 for the definition of the criteria considered in this document for
stating that a standard is “available”.
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Table 51 — Marketplace system — Available standards
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Layer Standard Title and comments
Information IEC 61968 series Application integration at electric utilities — System interfaces for
IEC 61970 series distribution management

Energy management system application program interface (EMS-
API)
Common Information model

Information IEC 62325-301 Framework for energy market communications — Part 301:
Common information model (CIM) extensions for markets

Information IEC 62325-351 Framework for energy market communications — Part 351: CIM
European market model exchange profile

Information IEC 62325-450 Framework for energy market communications — Part 450: |Profile
and context modelling rules

Information IEC 62325-451-1 Framework for energy market communications — Part 451-1:
Acknowledgement business process and contextualimodel|for
CIM European market

Information IEC 62325-451-2 Framework for energy market communications — Part 451-:

Scheduling business process and contextual model for CIM
European market

Information

IEC 62325-451-3

Framework for energy market communications — Part 451-8:

Transmission capacity allocationm business process (explici|
implicit auction) and contextual.models for European mark

or
pt

Information

IEC 62325-451-4

Framework for energy market communications — Part 451-
Settlement and reconciliation business process, contextua
assembly models for Edropean market

N
and

Information IEC 62325-451-5 Framework for energy’market communications — Part 451-%:
Problem statementand status request business processes
contextual andsassembly models for European market

Information IEC 62325-503 Framework-for energy market communications — Part 503: Market

data exchanges guidelines for the IEC 62325-351 profile

Commynication

IEC 62351 series

Power\systems management and associated information
exchange — Data and communications security

Cyber-security aspects (see 5.10.4)

Information

ENTSO-E
Harmonized Role
Model

Joint ENTSO-E, ebIX®9, EFET

Information

ENTSO-E Market
Data Exehange
Standard (MADES)

Commynication

ENTSO-E
Scheduling System
(ESS)

Latest revision V3R3

Commynication

ENTSO-E Reserve
Resource Planning
(ERRP)

Latest revision V4R1

Commynicadtion

ENTSO-E Capacity

Allocation and

Latest revision V5R0

Nomination (ECAN)

Communication

ENTSO-E
Settlement Process
(ESP)

Latest revision V1R2

Communication

ENTSO-E
acknowledgement
process

Latest revision V5R1

9

eblX® is a trademark of the European forum for energy Business Information eXchange. This information is
given for the convenience of users of this document and does not constitute an endorsement by IEC.
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5.9.12.3.3 Coming standards

See Table 52. Refer to 5.2.5.3 for the definition of the criteria considered in this document for

stating

that a standard is “coming”.

Table 52 — Marketplace system — Coming standards

Layer Standard Title and comments

Information IEC 62325 series Framework for energy market communications

Information IEC 62325-351 Framework for energy market communications — Part 351: CIM
European market model exchange profile

Informafion TEC 61970-3071 Energy management system application program interiace [EMS-
API) — Part 301: Common information model (CIM) basée

Commupication IEC 62351 series Power systems management and associated information ejchange
— Data and communications security
Cyber-security aspects (see 5.10.4)

5.9.124 Marketplace system mapping

5.9.124.1 Preamble

Most qf the System Capabilities listed previously involve\_a central marketplace operator

(whether the operator of a power exchange or TSO) and-market participants. Hence th¢se are

mostly| links between IT systems located at the miarket, enterprise and in some| cases

operati

5.9.124.2 Component layer

As sho
e Tra
Ge
° Op
con

(Pr

Figure

on levels.

wn in Figure 42, the following components are involved:

neration and DER.

bration systems at operation zone. They interact with trading systems to tr
nmercial/contractual positions into physical orders to be transmitted to lower
bcess, Fields).

42 summarizes the way components are linked.

ding systems at enterprise zone. Trading systems are used at various areas such as

anslate
zones
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Figure 42 — Marketplace system — Component layer
5.9.124.3 Communication layer
Markets invelwe data exchange between the central marketplace systems and |market
participants_IT systems (trading systems).

The communication layer, as shown in Figure 43, is mostly around IEC 62325-450 and

IEC 62325-451-1.

Worldwide standards such as SOA, XML, SOAP, etc. are leveraged as much as possible
according to Enterprise Service Bus pattern.

Refer to 5.10.4 for details on cyber-security standards and more specifically on where and
how to apply the IEC 62351 series and/or other cyber-security mechanisms.

This set of standards can be positioned this way on the communication layer of SGAM.
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Figure 43 — Marketplace system — Communication layer
5.9.124.4 iInformation (Data) layer
Marketg ibvolve information exchange between the central market place systems and |market
participanis IT systems (frading systems)

The information layer, as shown in Figure 44, is mostly around |EC 62325-301 and

IEC 62325-351 using the ENTSO-E Market Data Exchange Standard (MADES)
reference.

This set of standards can be positioned this way on the communication layer of SGAM.

as a
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Figure 44 — Marketplace system — Information layer
5.9.13| Demandxesponse / load management system
5.9.131 Description
Demand\fesponse or load management is a feature which is closely connected tp DER

(5.9.8),”ANMIT systems (5.9.9), HBES/BATS (5.9.14) as well as Industrial Automation systems
(5.9.15). Many of the standards and descriptions have already been addressed there.

To comply with the ambiguous goals of climate policies, in the future renewable energy
resources will have a larger significance. Compared to the easy planning and adjustable
power generation with fossil and nuclear fuel, renewable power generation can only in parts
be planned and adjusted (e.g. solar, wind) or is subject to other restrictions (hydro). This
means that in the future the share of “easily” adjustable power generation will decrease,
which poses new challenges to a future energy management system.

One approach to the solution of this problem is the paradigm shift from “generation follows
load” to “load adapts to generation”. Therefore load management will have a much higher
significance in future. Load management has been performed in the past, e.g. large and small
consumers (e.g. night storage heater). However it was limited to the prevention of peak loads
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and the respective load shedding of day and night load curves. These solutions, however, had
only a limited influence on the control of individual loads.

Demand response (DR) is similar to dynamic demand mechanisms to manage customer
consumption of electricity in response to supply conditions, for example, having electricity
customers reduce their consumption at critical times or in response to market prices. The
difference is that demand response mechanisms respond to explicit requests to shut off,
whereas dynamic demand devices passively shut off when stress in the grid is sensed.
Demand response is generally used to refer to mechanisms used to encourage consumers to
reduce demand, thereby reducing the peak demand for electricity.

Load management / demand response can he performed in two respects:

e Engrgy management: this means the energy balance needs to be achieyed. in each
demand period, generally 15 minutes to 60 minutes.

o NeIr real-time power management: this means energy needs to be balanced at all times.

The lafter imposes significantly higher requirements on the control speed-and can be rgalized
only thfough fully automated, closed control loops. In all cases an int€gration of the copsumer
in the |power grid automation requires a seamless communicatioh Area-wide smarf meter
utilizatijon will be a major contributor to such a development. Load)management and demand
responge solutions can be realized through an interface to control individual loads within the
consumer premises.

An incgntive can be set by a price signal, which is transmitted to the consumer, for exaple, a
real time price signal. The consumer then still has:the choice of whether he will chapge his
own pgwer consumption according to the set priee incentives. In this case it is not important
whethdgr such a decision is taken by the consumer himself or an intelligent control qystem.
The lr){haviour of such systems is not easily* predictable, no matter which of the|above

systemls is in place. Therefore these systems cannot support a real fast energy balancing and
are therefore only capable of supporting energy management. Another problem with
incentiyes is the choice of the optimal incentive. Normally incentive programs will| follow
monetdry considerations. However since electrical energy is a basic necessity this will pose a
conflic{ between social fairness and-a sufficiently high price difference between times jof high
and low power availability.

Therefpre, incentives willknot be sufficient in the long run and have to be extended t¢ direct
interveping control mechanism. An integration of power grid automation and building and
home automation offers the possibility to make full use of the flexibility and energy storage
option pf consumetrsifor power grid balancing.

This pqwer grid balancing requires load models for the optimizing software, in order to be able
to predict-the load behaviour of the overall system. These load profiles describe the limits of
time flexibility of consumers and their energy storage potential. Only with this infoqmation
available can a prediciive Toad management be realized, which avoids a decreasing quality of
energy supply for the consumer.

This approach consisting in aggregating individual capabilities of grid users, raises the
question of considering a generic interface of any type of user.

The concept of Smart Grid user interface may then serve demand-response applications but
also many other applications.

In that sense, and as represented in Figure 45, “The Smart Grid user interface (SGUI) is a bi-
directional, logical, abstract interface that supports secure communications of information
between an entity within the customer domain (e.g. energy management system, electrical
load, electrical energy management storage system, generation source, or HBES subsystem)
and an external energy service provider. Devices and applications will implement the SGUI
between service providers and customers for the purpose of facilitating machine-to-machine
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communications. The SGUI needs to meet the needs of today’s grid interactions (e.g. demand
response, grid-aware energy management, EV charging equipment interactions) and those of
the future (e.g. retail market transactions). In practice, the SGUI may be implemented in
multiple levels with aggregation, both inside and outside of the customer facility.
Implementations will have variations arising from complex system inter-relationships: diverse
customer business and usage models with different types of equipment in different types of
customer facilities controlled by a range of energy management systems.”
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c .
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Figure 45="SGUI representation

5.9.132 System summary

The dgmand response management system comprises all the needed components to gerform
the expected demand flexibility, and is mostly made of application servers, frgnt-end
commynication processers* and interfaces to the DR contributor, which can be of |[Home,
Building, Industry or DER types. It may comprise the AMI itself, if the communication dhannel
considered for getting.connected to the DR contributor is the metering channel.

5.9.13.3 Setlof System Capabilities

Table B3/ provides a set of System Capabilities which may be supported by a demand
respongse.management system.

The meanings of the three last columns (AVAILABLE, COMING, Not yet) and of the “C”, “I",
“CI”, “X” conventions are given in 5.5.2.5.
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Table 53 — Demand response management system — Capabilities

Supported by standards

Cluster System Capabilities AVAILABLE| COMING Not yet
Demand and Sending/Receiving metrological or price information Cl Cl
production for further action by consumer or CEM
flexibility
Demand and Direct load/generation control signals C Cl
production
flexibility
Demand and Convey requests for ancillary services C Cl
production
flexibilit
Demand and Convey forward power usage projections C Cl
productipn
flexibilit
Demand and Convey user information C Cli
productipn
flexibilit
Demand and Managing energy consumption or generation of DERs C Cl
productipn via local DER energy management system bundled in
flexibilit a DR program
System pnd Registration/de-registration of smart devices C Cl
securit
manag)e/ment Enabling remote control of smart devices C Cl

5.9.13.4 Requirements

The main requirement for demand response is\the active involvement of the consumer| which
has to| be achieved through a transparent pricing mechanism. Furthermore, infofmation
concerping current load and generationy a forecast of these quantities and a real-time
measufement are requirements for demand response.

The ayailability of equipment fotymanageable loads (electricity heating, ventilation] smart
appliarces, e-cars, etc.), generation (DER, bulk wind and solar power, etc.) and $torage
(distributed like e-cars aor “bulk storage) is a prerequisite for demand respons¢. The
information exchange and-control of these systems require an information exchange |across
several domains, e.g.fram bulk generation down to smart appliances. A building operdtor will
have s|gnificant influence on the choice of which manageable loads, sources and storage will
be controlled within the building itself (and therefore be controlled through the Building
Automation) and\‘which loads, sources and storages will be directly controlled by the| power
grid.

Data nmodels and protocols have to be available across all levels.

Connecting conditions have to be standardized, in order to allow a dynamic configuration of
the overall system.

Furthermore security and data security are important. Failure to achieve security of the
infrastructure is less severe than in the case of the transmission systems. However privacy
issues may play an important role, since there are various local regulations and laws which
need to be accommodated.

5.9.13.5 List of standards
5.9.13.5.1 General

Here is the summary of the principal standards which appear relevant to support demand
response management systems:
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The list below should also be read in conjunction with those “available” or “coming” cross-
cutting standards supporting the telecommunication technologies detailed in 5.10.1, attached
to the network types presented above (identified by their letter in the blue disks in Figure 36).

5.9.13.5.2

Available standards

See Table 54. Refer to 5.2.5.3 for the definition of the criteria considered in this document for
stating that a standard is “available”.

Table 54 — Demand response management system — Available standards

Layer Standard Title and comments
1
Informa}ion, Communication IEC 62325 series Framework for energy market communicatiors
Informalion, Communication IEC 61968 series Application integration at electric utilities~Systgm

interfaces for distribution management

Commuhication, Information

IEC PAS 62746-10-1

IEC PAS based on OpenADR?

Commuhication, Information

IEC TR 62746-2

Systems interface between customer energy
management system and the power managemenf
system — Part 2: Use caséstand requirements

Commuhication, Information

IEC TS 62746-3

Systems interface between customer energy
management systef/and the power managemenf
system — Part 3:¢Arehitecture

Informarion, Communication | (refer to 5.9.8.6) refer to the DPER-system depicted in 5.9.8

Informa}ion, Communication | (refer to 5.9.10.5) refer to the AMI system depicted in 5.9.9

Informa}ion, Communication (refer to 5.9.14.5) refer\to the HBES/HBAC system depicted in 5.9.{14

Informa}ion, Communication | (refer to 5.9.15.5) referto the Industrial system depicted in 5.9.15

Informalion, Communication IEC 62351 series Power systems management and associated
information exchange — Data and communications
security
Cyber-security aspects (see 5.10.4)

Informarion, Communication ISO 16484 series Building automation and control systems (BACS

Informalion, Communication ISO/IEC.44543-3 series |Information technology — Home electronic system (HES)
architecture

Informafion, Communication ISO/IEC 15045-1 Information technology — Home electronic system (HES)
gateway — Part 1: A residential gateway model for HES

Informafion, Communication ISO/IEC 15045-2 Information technology — Home electronic system (HES)
gateway — Part 2: Modularity and protocol

Informagion ISO/IEC 15067-3 Information technology — Home electronic system (HES)
application model — Part 3: Model of a demand-
response energy management system for HES

Informarion ISO/IEC 18012-1 Information technology — Home electronic system —
Guidelines for product interoperahility — Part 1-
Introduction

Information ISO/IEC 18012-2, Information technology — Home electronic system —
Guidelines for product interoperability — Part 2:
Taxonomy and application interoperability model

Information, Communication IEC TR 62939-1 Smart Grid user interface — Part 1: Interface overview
and country perspectives

Information 1ISO 17800 Facility Smart Grid information model
An information model to represent the Smart Grid
related energy information within the facility, and
specifically the information that may need to be
communicated to/from electric grid service providers
across the SGUI.

Information, Communication 1ISO 16484-5 Building automation and control systems (BACS) —

Part 5: Data communication protocol



https://iecnorm.com/api/?name=7dba3e7634e8e4ce5f156116ad3f1811

IEC TR 63097:2017 © IEC 2017

- 165 —

Layer

Standard

Title and comments

Regional/national standards and Technical Specifications

Information, Communication

EN 13321 series

Open data communication in building automation,
controls and building management — Home and building

electronic systems

Information, Communication

EN 50090 series

Home and building electronic systems (HBES)

Information, Communication

EN 50491

General requirements for Home and Building Electronic
Systems (HBES) and Building Automation and Control

Systems (BACS)

Information

(China): GB/Z 20965

Information technology -- Home Electronic Syste
(HES) architecture

m

Informalion, Communication

OASIS Energy
Interoperation 1.0

Demand response (DR) and distributed energy
resources (DER) communications as well as\prig
communication and market transactions.

Informagion, Communication OpenADR 2.0 A profile on the OASIS Energy Interoperation stqgndard
and serves DR and DER communications as wel| as
price distribution for both wholesale)and retail mprkets.

Informafion, Communication IEEE 2030.5 Smart energy Profile 2.0. Custemer premises

communications of pricing\demand response sig

messaging, and energy usage to inhome deviceg.

nals,

Informagion, Communication NAESB Energy Services | The Green Button défines energy usage information for
Provider Interface electricity meters as'well as gas and water.
(ESPI) standard and
“Green Button”
application
Informafion, Communication |(US) ANSI/CEA-2045: ModulardCommunication Interface. Details mechnical,

electrigal, and logical characteristics of a resider
appliance socket interface that allows communic
devices to be separated from end devices.

tial
Ation

Informagion EN 50491-12 (CENELEC )Smart Grid interface and framework|for
Customer Energy Management
AS/NZS 4755 Framework for demand response capabilities and
supporting technologies for electrical products
Demand response standard for appliances, undgr
consideration in [EC TC 59
2 |EC|PAS 62746-10-1 is first propesed over simple HTTP transport layer, or over XMPP — refer to 5.10.].4.
5.9.13,5.3 Coming.standards
See Tdble 55. Refer to 5.2.5.3 for the definition of the criteria considered in this document for

stating

that a standard is “coming”.
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Table 55 — Demand response management system— Coming standards

Layer Standard Title and comments
Information, Communication IEC 62325 series Framework for energy market communications
Information Communication IEC 62746 series® System interfaces and communication protocol

profiles relevant for systems connected to the
Smart Grid
Information, Communication (refer to 5.9.10.5) refer to the AMI system depicted in 5.9.9
Information, Communication (refer to 5.9.8.6) refer to the DER system depicted in 5.9.8
Information, Communication (refer to 5.9.14.5) refer to the HBES/HBAC system depicted in
5.9.14
Information, Communication (refer to 5.9.15.5) refer to the Industrial system depicted in\5]9.15
Commynication IEC 62351 series Power systems management and associatgd
information exchange — Data and
communications security
Cyber-security aspects (see\5)10.4)
Regional/national standards and Technical Specifications
Information prEN 50491-12 (fits CLC TR 50572%ype H2/H3 needs) — Smart
Grid — Application specification. Interface gnd
framework for/customer energy managemeint

a8 Under preparation.

5.9.136 Gaps

Profile$ between Power Automation, Building Autontation and Metering are missing.

5.9.13.7 Demand response / load management mapping
5.9.13[71 General

Flexibility can be effected directly.by an enterprise (any authorized actor) by means of a
suitable WAN communication manragement system linking the enterprise’s user management
system with the energy management gateway at the customer premises level, and thence to
Customer Energy Management System (CEM), smart appliances or generation equipment.
Alterndtively the AMI canbe used, with communications routed via utility’s HES, NNAP and
LNAP (dependent on the-AMI configuration used).

5.9.13.]7.2 Preamble

The démand tesponse management system may utilize the AMI as the channel |[to the
home/huilding and the reference architecture diagram included as Figure 34 in 5.9.10.3

Figure 46, Figure 47 and Figure 48 give examples of a mapping of a typical configuration
based on the smart metering reference architecture on the SGAM.

Note that the Energy Management Gateway and the Customer Energy Management System
may be integrated.

Both in the figures in 5.9.13.7 and in similar ones in 5.9.10.6, the split of the “customer
premises” domain on the right is intended to illustrate a typical market model where assets in
the home/building are not owned/operated by the electricity service supplier. However
Member State market models vary, e.g. as regards meter ownership and operation, and are
subject to national structures and regulation, so this representation should not be seen as
definitive.

The blue zone indicates that such a system may rely on the AMI system to carry some data.
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5.9.13.7.3 Component layer

The principal functional components used for flexibility purposes, as shown in Figure 46, are
the CEM and HAN, and - if utilizing the AMI — the smart meter, the LN and LNAP, NN and
NNAP, the WAN, MDM and HES, as indicated below.
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Fiqure’46 — Demand response management system (example) — Component layer

5.9.13.7.4 Communications layer

Work is underway in IEC TC 57 and IEC PC 118, as well as in IEC TC 13 as soon as smart
metering is used. Figure 47 shows a possible mapping of communication standards for this
application.

Refer to 5.10.4 for details on cyber-security standards and more specifically on where and
how to apply the IEC 62351 series and/or other cyber-security mechanisms.
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Figure 47 — Demand response management system (example) — Communication flayer

5.9.13[7.5

Information (Data) layer

Figure |48 shows how information level standards may be mapped to support the considered

system (as an example).
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Fiqure 48 — Demand response management system (example) — Information layer

5.9.14| HBES/BACS system

5.9.141 , (Description

The term "'uui:u'illy automationr—and——contrott (BAC) refers—to—the cquiplllcllt, software and
services for automatic control, monitoring, optimization, operation and management used for
energy-efficient, economical, and reliable operation of building services. The term was
ultimately defined in ISO 16484-2.

According to ISO 16484-2, "building automation and control" refers to the instrumentation,
control and management technology for all building structures, plant, outdoor facilities and
other equipment capable of automation. In addition to automation, operation and management
with software and services (BAC functions), this also includes the required field devices,
control panels, cables and wiring and the associated networks for the transfer of information.
Room automation is also covered by the term. These categories of equipment can be linked to
the building automation and control system via special interfaces (ISO 16484-2).

Within the Smart Grid, buildings become an active element within the power grid rather than a
pure unpredictable consumer of electrical energy. Since the HBES/BACS controls and
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monitors all technical installations in a building, it also controls and monitors local electrical
resources such as local generation plants, as well as storages such as heating or cooling
reservoirs. Therefore, distributed energy resources (DER such as Solar photovoltaic (PV)
power supply systems) or storages (e-cars) will become more important in the future and will
also be managed by HBES/BACS. HBES/BACS will then communicate with external systems
such as the DR management system (refer to 5.9.13), the AMI system (refer to 5.9.9), the
ADMS (refer to 5.9.5) and potentially other remote services systems (not described here).

Because DERs are possibly part of such HBES/BACS systems, standards related to this
domain (refer to 5.9.8) may also be of interest.

One of ization
functiops (to reduce the consumption of kWh) and by considering the best energyAafiff and
contragtual power limitations by using load management function (to reduge “the cost
per kWh).

Relating to Smart Grid, HBES/BACS will get smarter tariff information-as important input
paramgters for the load management function. On the other hand HBES/BACS have [to also
handle| the electrical resources as well as electrical and thermal{storages as integrated
compopents of the load management to optimize the cost per kWh from the grid and to [reduce
power consumption from the grid.

ADMS [(refer to 5.9.5) as well as DR management system (refer to 5.9.13) may require [energy
consumption and production forecast information from HBES/BACS as well as actual p¢tential
switchgble loads and feed-in power values. Such infermation flow may use the AMI pystem
(refer tp 5.9.9) for that purpose.

Typical information flows from external to HBES/BACS:

e actual consumption value;

e consumption values of different elapsed periods;

o tariff information for consumption‘and energy feed-in;
e actpal maximum power valuer(Peak Demand Limiting);
e chdrging period information (Peak Demand Limiting);
o forgcast value;

o etc (list not complete).
Typical information-flows from HBES/BACS to external:

e actyal conirollable loads and resources;

e actpalkfeed-in power value;

e forecast value;

e etc. (list not complete).
5.9.14.2 System summary

A building automation and control system (HBES/BACS) is thus a system which consists of all
the products and services required for automatic control, including logic functions, controls,
monitoring, optimization, operation, manual intervention and management, for the energy-
efficient, economical and reliable operation of buildings. These functions are defined in
ISO 16484-3.

In our specific case, we will only consider the needed/potential elements to be considered
when focusing on the interface with the Grid.
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5.9.14.3 Set of System Capabilities

Table 56 provides a set of System Capabilities which may be supported by a demand
response management system.

The meanings of the three last columns (AVAILABLE, COMING, Not yet) and of the “C”, “I”,
“CI”, “X” conventions are given in 5.5.2.5.

Table 56 — HBES/BACS system — Capabilities

Supported by standards

Cluster System Capabilities
AVAHABEE COMING Not yet

Demand and production Refer to 5.9.13
flexibilit
Remote|services Enable energy efficiency analysis

Enable remote asset management

Enable monitoring power quality

Enable remote optimization of operation
System pnd security Registration/de-registration of users C Cl
management

Enabling remote control of users € Cl

5.9.14.

One o

privacy

interfa

5.9.14.
5.9.14.

Here i

HBES/

The lis

tho
tec

tho

flexibility is one set of Capabilities to consider) and AMI systems (refer t0 5.9.9); |

5.1 General

4  Requirements

e.

5 List of standards

BACS systems to the grid.

below should alse be read in conjunction with:

5e “available™ or “coming” cross-cutting standards supporting the telecommur

se/already identified for interfacing DR management systems — refer to 5.9.13 (d

those already identified for DER management systems (refer to 5.9.8).

5.9.14.5.2 Available standards

the most specific system requirements ‘te>consider is related to the protegdtion of
, as soon as detailed information related, to privacy may be conveyed through such

the summary of the pringipal standards which appear relevant to support interface of

ication

hnologies~detailed in 5.10.1, attached to the network types presented above (id¢ntified
with theirletter in the blue disks in Figure 47);

emand

See Table 57. Refer to 5.2.5.3 for the definition of the criteria considered in this document for
stating that a standard is “available”.

As for AMI system, which may participate in the building-up of such a system, we will rely on
the CLC TR 50572 set of standards definition.
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Table 57 - HBES/BACS system — Available standards

Layer

Standard

Comments

Information, Communication

IEC 62325 series

Framework for energy market communications

Information, Communication

IEC 61968 series

Application integration at electric utilities — System
interfaces for distribution management

Information, Communication

IEC 60870 series

Telecontrol equipment and systems

Information Communication

IEC PAS 62746-10-1

Systems interface between customer energy management
system and the power management system — Part 10-1:
Open Automated Demand Response (OpenADR 2.0b
Profile Specification)

Commupication, Information

IEC TR BZ740-2

Systems interiace between customer energy management
system and the power management system — Part, 4: Use
cases and requirements

Commuhication, Information

IEC TS 62746-3

Systems interface between customer energymnanagement
system and the power management system — Part 3:
Architecture

Information, Communication

IEC TR 62939-1

Smart Grid user interface — Part 1;Interface overvigw and
country perspectives

Informarion, Communication

(refer to 5.9.13.5)

refer to the DR management systems depicted in 5.p.13

Informa}ion, Communication

(refer to 5.9.8.6)

refer to the DER systefn/déepicted in 5.9.8

Informa}ion, Communication

(refer to 5.9.10.5)

refer to the AMI system depicted in 5.9.9

Informalion, Communication

IEC 62351 series

Power systemssnanagement and associated informption
exchange --Data and communications security

Cyber-security aspects (see 5.10.4)

Informarion, Communication

ISO 16484 series

Building“automation and control systems (BACS)

Informalion, Communication

ISO/IEC 14543

Residential communication architecture, protocols, hetwork
configuration and network management that could darry
smart grid signals

Information, Communication

ISO/IEC 14543-3
series

Information technology — Home Electronic System (HES)
architecture

Informarion, Communication

ISO/IEC, 14908 series

(LON) Control network protocol stack

Informalion, Communication

ISO/IEC,15067-3

Smart Grid application specifications for demand regponse,
distributed energy resources and local storage

Information, Communication

ISO/IEC 15045

Gateway to link a home network and an external nefwork

including Smart Grid communications

Information, Communication

ISO/IEC 18012

Product interoperability to provide seamless operatipn of
home system products including energy managemept
complying with a diversity of communication protocqls

Informatgion

IEC 62394

Wwithin
teway

(ECHONET) direct control of household appliances
home, including remote control through the home g
appliances (ECHONET) device object Interface for

equinment maintenance
H

Communication

ISO/IEC 24767

(ECHONET) ISO/IEC 24767-1, ISO/IEC 24767-2: Secure
communication layer, Secure communication for home
appliances

Information, Communication

IEC 63480
IEC 62480

(ECHONET) Middleware adapter interface

Communication

ISO/IEC 14543-4

(ECHONET) ISO/IEC 14543-4-1: communication
middleware — upper section
(ECHONET) ISO/IEC 14543-4-2: communication
middleware — lower section

Communication

IEC 62457

(ECHONET) Application of TCP/IP to home network —
cooperation with AV/PC equipment

Component

IEC 60364 series

Low-voltage electrical installations

Information, Communication

ISO 16484-5

Building automation and control systems (BACS) — Part 5:
Data communication protocol
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Layer Standard Comments
Information, Communication |ISO 17800 Facility Smart Grid information model. An information

model to represent the Smart Grid related energy
information within the facility, and specifically the
information that may need to be communicated to/from
electric grid service providers across the SGUI.

Other specifications

Information, Communication

EN 13321 series

Open data communication in building automation, controls
and building management — Home and building electronic
systems

Information, Communication

EN 50090 series

Home and building electronic systems (HBES)

Informat

a—Communication

EN_504Q41

Goenetra ot are-B+

........ 2! B nic

T H= =] 13
I

Systems (HBES) and BU|Id|ng Automation and Contfol
Systems (BACS)

Informafion, Communication

(China): GB/Z 20965

Information technology -- Home Electronic, System
architecture

HES)

Information, Communication

NAESB Energy
Services Provider
Interface (ESPI)
standard and “Green
Button” application.

The Green Button defines energy usage informatior| for

electricity meters as well as gas and.water.

Information, Communication

ANSI/CEA-2045:

Details mechanical, el€ctrical, and logical characterfstics of

Modular a residential appliancessocket interface that allows
Communication communication deyices to be separated from end dgvices.
Interface

Informagion, Communication |IEEE 1547 Standard fornterconnecting Distributed Resources|with

Electric Rower Systems. Distributed generation and|Micro-

grid

Information, Communication

AS/NZS 4755

Framework for demand response capabilities and
supporting technologies for electrical products

Demand response standard for appliances, under
consideration in IEC TC 59

Informagion, Communication |Zigbee Home Standard for interoperable products enabling smart jhomes
Automation that can control appliances, lighting, environment, gnergy
management and security
5.9.145.3 Coming standards
See Tdble 58. Refer t0.5.2.5.3 for the definition of the criteria considered in this document for

stating

that a standard is “coming”.
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Table 58 - HBES/BACS system— Coming standards

Layer Standard Title and comments
Information, Communication IEC 62325 series Framework for energy market communications
Information Communication IEC 62746 series System interfaces and communication protocol

profiles relevant for systems connected to the
Smart Grid
Information, Communication (refer to 5.9.13.5) refer to the DR management systems depicted
in5.9.13
Information, Communication (refer to 5.9.8.6) refer to the DER system depicted in 5.9.8
Information, Communication (refer to 5.9.10.5) refer to the AMI system depicted in 5.9.9
Commynication IEC 62351 series Power systems management and assoCjafed

information exchange — Data and
communications security

Cyber-security aspects (see 5:10.4)

Compopent IEC 63044 series Home and Building Electroni¢ Systems (HBES)
and Building Automation.and Control Sysfems
(BACS)

Information ISO 17800 Derived from AHSRAE SPC 201 mentionqd
above

Other specifications

Information prEN 50491-12 (fits CLC.TR 50572 type H2/H3 needs) — mart
Grid. ~/Application specification. Interface|and
framework for customer energy managemient

5.9.146 Gaps

Definition of the required interface(s) and communication protocol(s) between Dé¢mand-
Respomnse and Load management system§and HBES/BACS.

Definitjon of profiles (common semantic/data model/interworking standard) between D¢mand-
Respomnse and Load managementsystems and HBES/BACS.

5.9.147 HBES/BACS system mapping
5.9.14)7.1 Preamble

There @re many different cases in which HBES/BACS systems may be architectured, apd also
many possibilities.for having such systems interfaced to the Grid (operator, supplier, flgxibility
servicq provider). The drawings given in 5.9.14.7 are just here to depict the typical ugage of
the corsidered standards.

5.9.14.7.2 Component layer

The Smart Home and Building automation component architecture (shown here
Figure 49 within a “private asset”) may be interfaced according to the following schema
(Figure 49).
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Market
Trading
system A Asset
: Mana%ement
< .
DM _@ % ? Enterprise
Flexibility S S
supplier CEM BMS i
FEP [3 §. ‘i @ Operafon
N g~
AV L
NNAP Station/Floor
F
" FieldMachine
S ; 63$
__________ i Sensors Actuators
-« N Pr|va:e Proceds
assets
+_ﬁv _____ M _V| ..... LV
Transmission .
Generation Distribution Customer Premises \EC
Figure 49 - HBES/BACS system (example) - Component layer
5.9.14[7.3 Commuhnication layer
Refer {o 5.10.4-for details on cyber-security standards and more specifically on whgre and
how tolapply_the/IEC 62351 series and/or other cyber-security mechanisms.
This sgt of/standards can be positioned as shown in Figure 50 on the communication layer of

SGAM.
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Market

Enterprise

ISO 16484
ISO/IEC\14908
ISOUEC14543 e
ISO/IEC 15045

ISO/IEC 15067

Sensors Actuators

Transmission .
Customer Premises

Generafion Disfribution

NOTE

5.9.14

This s
SGAM

[he letters in the blug-disks refer to the network types defined in 5.10.1.2.

Figure 50~ HBES/BACS system (example) - Communication layer

J7.4 Information (Data) layer

Operation

Statiop/Floor

Field/Machine

Proceps

IEC

Tt of . standards can be positioned as shown in Figure 51 on the information layer of
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Market

Trading |
system ‘.‘ Asset

‘. ' Enterprise
on [ Yoo p (E b 9§

(0]

) exmoiity’ 8
1 g L H 1 8 1 T
© :!UIVIL.’U [7e) :
2 supplier\ © :
HES X @ Fep §“ E@ Operafion
1
Syst Y i
/ \

Station/Floor

IEC61158 =

IECE1784 | 1

tEC 62541

" FieldMiachine
- S/
. Sensors Actuators
-« . N Private Proceds
s assets
HV MV Lv
Transmission .
Generation Disfribution Customer Premises
IEC

Figure 51 =\ HBES/BACS system (example) — Information layer

5.9.15| Industrial automation system
5.9.151 Description

The orlgoingj)changes in the electrical energy infrastructure will also offer new opporfunities
for indpstcial automation. Energy efficiency and the minimization of a plant's impact|on the
envirornmentare commoT goats—across theimdustry—Whitedesigmers—wittterdto—spetify low
power consumption devices and equipment, overall plant efficiency and environmental
stewardship will continue to dominate design decisions. In addition, the availability of the
Smart Grid will allow industry to better match how it generates and uses electrical energy,
resulting in reduced costs and impacts on the environment while enhancing efficiency, safety

and production quality.

The Smart Grid promises to make available to industry the ability to better access dynamic
energy tariffs and to better co-ordinate electricity consumption and in some cases electricity
supply to the grid. Many industries generate significant amounts of electricity internally, for
example using co-generation equipment, and industry world-wide consumes about 40 % of
the total electricity generated by traditional electric utilities. The availability of “smarter”
interfaces to the grid will enable a better management of industrial energy resources by
providing industrial process automation the necessary added flexibility. This can be used by
industry to reduce energy costs by aligning consumption to periods when energy prices are
low and to create new revenue sources by selling energy to the grid.
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The objective of 5.9.15 is not then to provide a complete overview of industrial automation
systems, but to focus on their interaction with the Smart Grids and identify the standards
needed to allow industrial facilities, and the industrial automation systems within such
industrial facilities, to communicate with the Smart Grid for the purpose of planning,
negotiating, and managing the flow of electrical power and related information between them.

It is recognized that a wide range of industrial facilities will interface with the Smart Grid. This
section addresses arrangements where the industrial facility or a facility-contracted
intermediate party, remains responsible for the operation of facility internal energy resources.
For these industries, energy arrangements are primarily made to support internal production
(manufacturing) by the facility. In some cases a facility may enter into agreements with an
intermediate party to take responsibility for management of their internal energy resources
and th|s party would then implement the interface to the Smart Grid. Such parties| would
undersiand the consequences of such control and may rely on a detailed understanfding of
internal facility operations.

Other [arrangements will exist, for example where the industrial facility offers [energy
generaltion or storage resources primarily for the benefit of the grid, allocatés responsibjility for
the opg¢ration of these resources to the grid, and the grid takes responsibility, and agsumes
any cofresponding liability, for such operation. These latter arrangeéments were addregsed in
5.9.8.

The infustrial arrangements identified in 5.9.15 have to address the unique requirements
which ¢an be summarized as follows.

Many ipdustries have significant options for production scheduling given sufficient notice, but
they can seldom respond to unplanned energy shentages by simply reducing their shgrt term
demangd across the board. Unlike typical consumer applications where loads can be regduced,
for exgmple by acting on heating, ventilation,* cooling and lighting, it is often critidal that
energy| supply be kept in planned conditions,once industrial production has started to [ensure
that prpduction quality, plant safety and(security are maintained. Some types or phases of
production, once started, cannot be stopped immediately without damage to equipmenf. Thus
the criferia used to respond to unplanned demand events and energy fluctuations have to
differ fom that of, for example, home and building automation, so that the consequences of
unplanped changes can be fagtored into operations and into the design of the industrial plant
itself.

Some |ndustrial facilities)can postpone or reduce production at times of predicted [energy
shortage if given sufficient notice. Industrial facilities can be designed to adjust the profluction
quantity, for example, through parallelism, and the scheduling of activities across| shifts.
Industrjal facilities could choose to reduce production if the current energy cost makes the
incremental cost’of production exceed the incremental product's value. Industry could ghoose
to opefate(energy intensive operations during periods when energy costs are low. [Simple
time-offday pricing would not always provide the flexibility needed to allow full exploitartion of
the sc Udu:;lly.

Many larger industries have significant internal energy generation and/or storage capabilities.
A plant with in-house hydroelectric generation could draw energy from the grid during off-peak
times and use the corresponding saved hydroelectric power to supply energy to the grid at
peak times, thus providing the equivalent of pumped energy storage. Plants with co-
generation facilities could also assist the grid in meeting normal and emergency energy
demands. These situations can only be addressed if the Grid operator and Industry can
dynamically negotiate and plan such arrangements on a short-term basis.

Notwithstanding the above opportunities, it is emphasized that the owner of the industrial
facility will expect, and will demand, that they retain full responsibility for the operation of all
of their equipment, including energy generation, use and storage equipment, within the
facility. Direct control of energy resources within the facility has to be retained by the facility
operator to ensure that all safety, production quality and environmental targets are met.
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Seldom will the external electrical grid entity desire to accept the liability associated with the
direct control of facility equipment.

5.9.15.2 System summary

The Industrial Automation and Control System (IACS) refers to the system and all the
elements needed for industrial-process measurement and control. However, the following only
considers the elements needed to interface to the Grid.

5.9.15.3 Set of System Capabilities

Use cases (and associated “stories”) have been depicted within IEC TS 62872 and are
summgdd up in Table 59.

IEC TY 62872 also includes an assessment of standards meeting the deduced réquirements.

The meanings of the three last columns (AVAILABLE, COMING, Not yet),'and of the |C”, “I”,
“Cl”, “4” conventions are given in 5.5.2.5.

Table 59 — Industrial automation system — Use cases

Supported by standards

Cluster Use cases
AVAILABLE COMING Npt yet
Connegting Facility and Smart Grid obtain current and past |IEC 62872
industry grid users | energy information
Facility provides energy consumption and IEC 62872
supply plan to Smart Grid.
Smart Grid provides stable (long*term) price IEC 62872
schedule to facility
Smart Grid provides dynamic-(short term) IEC 62872
pricing to facility
Facility informs Smart Grid about upcoming |IEC 62872
consumption and _supply
Smart Grid inferms facility of blackout notice IEC 62872
Smart Gridrequests facility to alter IEC 62872
consumption or supply
Facility and Smart Grid negotiate price IEC 62872
schedule

5.9.15.4 , (Specific requirements

These ‘hrave—-been—depicted—rtECTS628F2—0OF~eriticaimportance—fortndustriatfaetities is
ensuring that the facility is secure. Typically the security requirements resulting from the
application of IEC 62443 series will prohibit connections between the Smart Grid and layers
below the Operations Level (see Figure 52, these Levels are defined in IEC 62264 series). As
indicated previously, direct control of the energy resource within the facility (if permitted),
which may require a connection below the Operations Level, is addressed by the DER
standards identified in 5.9.8. In Figure 52 to Figure 54, a single interface is shown between
the Smart Grid and a Factory Energy Management System (FEMS) within the Industrial
facility. In the IEC TS 62872 model, the FEMS is considered an abstract entity which may
include components at various Levels of the facility architecture while ensuring that all
interactions with the Smart Grid conform to the security and other policies in effect at the
facility.
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See Table 60. Refer to 5.2.5.3 for the definition of the criteria considered in this document for
stating that a standard is “available”.

Table 60 — Industrial automation system — Available standards

Layer Standard Title and comments
General IEC 62264 series Enterprise-control system integration (defines Architecture)
Genera H=G—FR-62794 Indtstral-process-meastrerment—eontrol-and-avtemation —

Reference model for representat’ion of production’fa
(digital factory)

Cilities

Businegs, Function

IEC 61508 series

Functional safety of electrical/electronic/programma
electronic safety-related systems

ble

Busineqs, Function

IEC 61511 series

Functional safety — Safety instrumented systems for]
process industry sector

the

Businegs, Function,
Information, Communications

IEC 62443 series

Industrial communication netwarks — Network and s)
security

stem

Informalion, Communication

IEC TS 62872

Industrial-process measurement, control and autom
system interface between’industrial facilities and the
Grid

htion
Smart

Commuhication

IEC 61158 series

Industrial commuhnication networks — Fieldbus
specifications

Commuhication

IEC 61784 series

Industrial’communication networks — Profiles

Informagion, Communication |[IEC 61588 Precisien clock synchronization protocol for networked
measurement and control systems
Component IEC 61918 InStallation of communication networks — Installatior] of

communication networks in industrial premises

Functiof, Information

IEC 61499 series

Function blocks

Functiof, Information

IEC 61804 series

Function blocks (FB) for process control

Informarion, Communication

IEC 62544 series

OPC unified architecture

Informalion Communication

IEC PAS 62746-10-1

Systems interface between customer energy manag
system and the power management system — Part 1
Open Automated Demand Response (OpenADR 2.0
Profile Specification)

ment

Commuhication, Information

IEC TR 62746-2

Systems interface between customer energy manag
system and the power management system — Part 2
cases and requirements

bment
Use

Commuhication;-fnformation

IEC TS 62746-3

Systems interface between customer energy manag
system and the power management system — Part 3
Architecture

bment

Information, Communication

IEC TR 62939-1

Smart Grid user interface — Part 1: Interface overvie
country perspectives

w and

Information, Communication

(refer to 5.9.13.5)

refer to the DR management systems depicted in 5.9.13

Information, Communication

(refer to 5.9.8.6)

refer to the DER system depicted in 5.9.8

Information, Communication

(refer to 5.9.10.5)

refer to the AMI system depicted in 5.9.9

Business, Function IEC TR 62685 Industrial communication networks — Profiles — Assessment
guideline for safety devices using IEC 61784-3 functional
safety communication profiles (FSCPs)

Business, Function IEC TR 62837 Energy efficiency through automation systems

Communication

IEC 62439 series

Industrial communication networks — High availability

automation networks
based on the ISO/IEC 8802-3 (Ethernet) technology

Component

IEC 61131 series

Programmable controllers
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Layer

Standard

Title and comments

Information

IEC 61987 series

Industrial-process measurement and control — Data
structures and elements in process equipment catalogues

Information, Communication

IEC 61970 series

Energy management system application program interface
(EMS-API)

Common Information Model (CIM) / Energy Management

Information, Communication

IEC 61968 series

Application integration at electric utilities — System
interfaces for distribution management

Information, Communication

IEC 61850 series

Communication networks and systems for power utility
automation

Information, Communication

IEC 62351 series

Power systems management and associated information

exchange — Data and communications security

Cyber-security aspects (see 5.10.4)

Information, Communication

IEC 62056 series

Electricity metering data exchange — The ,DLMS/COSEM
suite

Information, Communication

IEC 62325 series

Framework for energy market commuhications

Comporent

IEC 60364 series

Low-voltage electrical installations

NOTE
subclauges.

5.9.15.5.2

See Tdble 61. Refer to 5.2.5.3 for the definition of the“criteria considered in this docum

Ndditional standards related to clock management, safety, or EMC\@re mentioned in further d

Coming standards

stating|that a standard is “coming”.

Table 61 — Industrial automation system — Coming standards

Layer

Standard

Title and comments

Information,
Commynication

IEC TS 628722

Industrial-process measurement, control and
automation system interface between indugtrial
facilities and the Smart Grid

Resulting from NP 65/519/NP

Informgtion Communication

IEC 62746 @

System interfaces and communication protpcol
profiles relevant for systems connected to fhe
Smart Grid

Information,
Commynication

(refer to 5.9.13.5)

refer to the DR management systems depidted in
5.9.13

Information,
Commynication

(refer to 5.9.8.6)

refer to the DER system depicted in 5.9.8

Information,
Commynication

(refer to 5.9.10.5)

refer to the AMI system depicted in 5.9.9

a8 Under preparation.

5.9.15.6 Gaps

The gaps are being identified in IEC TS 62872.

5.9.15.7

5.9.15.7.1 Preamble

Many different architectures are used to

Industrial automation system mapping

represent industrial facilities, although the

edicated

ent for

architecture described in the IEC 62264 series has been used extensively and is consistent
with the architecture used in this SGAM document. Figure 52, Figure 53 and Figure 54 depict

the typical usage of the considered standards.
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5.9.15.7.2 Component layer

The industrial automation component architecture (shown here within a “private asset”) may
be interfaced according to the following schema (Figure 52).

Market
Trading

system

Factory Energy Ma !::Ient

Enterpns¢

DCS SCADA

Flexibilit
wes|  cenvice. =
supplier @ w @@ Operation
1

ER Process
AMI Controller| Controller] ¥ HMI/SCADADCS
system

NNAP % % @ Station/MWorkshop

Customer| Sensors & Actuators
Utility Meter(s)

Meter{s}) é Field/Madhine
S © .

T
[l
1
i
1
i
!
1

- _I_ ............. L L
. ol \ =i !—.—.-’ ne"‘a
,,._._._Q_D_. .@J_{__ energy O

Pr
—*  management ocess
R M LV Physical Processes
Transmission Customer Premises
Generdtion Distribution

IEC
Figure 52 — Industrial automation system (example) —- Component layer

5.9.15.[7.3,~Communication layer

System security for industrial systems is defined by the IEC 62443 series with some parts
being updated in co-operation with ISO/IEC JTC 1/SC 27.

This set of standards can be positioned as shown in Figure 53 on the communication layer of
SGAM.
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[he letters in the blue disks refer to the network types defined in 5.10.1.2.

Figure 53 — Industrial automation system (example) - Communication layer,
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5.9.15.7.4 Information (Data) layer

See Figure 54.
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Figure 54~ Industrial automation system (example) — Information layer
5.9.16 | E-mobility system
5.9.16.1\ vDescription

E-Mobility is one option for a Smart Grid with respect to the integration of energy storage and
therefore the integration of renewable energies. Furthermore it would serve the conservation
of individual mobility in times of decreasing fossil fuel supply. The full scope of its capability,
however, can only be achieved by seamless integration into a Smart Grid architecture.
E-Mobility provides a large, flexible load and storage capacity for the Smart Grid. This
however depends on the use case, some of which are not capable of contributing to these
advantages. Basic charging (charging the car at a plug existing today) does not offer the full
scope of possibilities from a Smart Grid perspective. Battery swapping scenarios only
contribute insofar as the batteries serve Smart Grid functions within the swapping station, not
in the car itself.

A seamless integration can be provided through bidirectional power flow, utilization of
manageable loads and maximum information exchange between onboard and grid
automation, including price information.
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E-Mobility will serve the following functions:

e a primary, secondary, tertiary reserve;

e a manageable load;

e power system stabilization;

e power quality;

e |oad levelling;

e load shedding;

e individual mobility (not relevant for Smart Grid);

e endrgy conservation (increased efficiency compared to combustion engines) under the
constraint of fulfilling environmental constraints.

Total dlectrification of the vehicle will furthermore promote the role of IEC standardsg in the
vehiclg domain. This has to urgently be dealt with, however it is not withinythe scope of a
Smart (5rid discussion.

5.9.16.2 Requirements
5.9.16.2.1 Product requirements

Battery technology needs standardization. Batteries and associated power electronics need to
fulfil mjnimum requirements for lifecycle and cyclic stability in order to function as par} of the
power pgrid system.

Safety|requirements need to be fulfilled in an overall perspective. In particular, application
and design concepts for the use of batteries neéed to conform to safety requirements. [This is
also true for low voltage installations for the charging infrastructure. Physical comnector
interfa¢e dimensions for vehicle and power-supply side need to be standardized.

EMC rg¢quirements need to be met.

An important requirement is theavailability of pricing information for new business moglels as
well as|the interface for load.and generation balancing functionalities/system functions.

5.9.16.2.2 Communication requirements

At a fifst glance, bidirectional communication is not a necessary requirement for E-Mobility,
especidlly in thelbasic case of simple home charging.

Howevper such a scenario would prevent taking any benefits from E-mobility to Smgrt Grid
applicqtiofn«

In order to achieve the advantages of E-mobility in the Smart Grid environment, a bi-
directional connection needs to be possible between the individual charging management of
the vehicle with the automation on distribution grid level. This includes charging and
discharging depending on the load situation of the power net and therefore requires
bidirectional communication and even control capabilities over the individual e-car through
distribution management systems of the power net. A connection or extension of the already
existing energy automation and the respective communication standards
(e.g. IEC 61850/IEC 61968) is therefore absolutely necessary.

5.9.16.3 Standards context
5.9.16.3.1 Available standards

See Table 62. Refer to 5.2.5.3 for the definition of the criteria considered in this document for
stating that a standard is “available”.
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Table 62 — E-mobility system — Available standards

Layer

Standard

Title and comments

Information,
Communication

IEC 61968 series

Application integration at electric utilities —
System interfaces for distribution management

Common Information Model (CIM) / Distribution
Management

Information,
Communication

IEC 61970 series

Energy management system application program
interface (EMS-API)

Information,
Communication

IEC 61850-7-420

Communication networks and systems for power
utility automation — Part 7-420: Basic
communication structure — Distributed energy

resources logical nodes

Information

IEC TR 61850-90-8

IEC 61850 object models for electric-mobility

Information,
Commynication

ISO 15118 series

Road vehicles — Vehicle to grid gommunicagion
interface

Communication protocol between electric vehicle
and grid

Commynication IEC 62351 series Power systems managément and associatgd
information exchangés— Data and communigations
security
Cyber-security, aspects (see 5.10.4)

Commynication IEC 62443 series Industrial eemmunication networks — Netwdrk and

systemi<security

Information,
Commygnication,

IEC 61851 series

Electric vehicle conductive charging systen|

Compopent

Compopent IEC 61851-1 Electric vehicle conductive charging systenp —
Part 1: General requirements

Compopent IEC 61851-21 Electric vehicle conductive charging systenp —
Part 21: Electric vehicle requirements for
conductive connection to an a.c./d.c. suppl

Compopent IEC 61854422 Electric vehicle conductive charging systenp —
Part 22: AC electric vehicle charging statioh

Compopent IEC 64851-23 Electric vehicle conductive charging systeny —
Part 23: DC electric vehicle charging statioh

Commynication MEC 61851-24 Electric vehicle conductive charging systeny —
Part 24: Digital communication between a d.c. EV
charging station and an electric vehicle for|control
of d.c. charging

Compopent IEC TR 60783 Wiring and connectors for electric road vehjcles

Compopent IEC TR 60784 Instrumentation for electric road vehicles

Compopent IEC TR 60785 Rotating machines for electric road vehicley

Component IEC TR 60786 Controllers for electric road vehicles

Component IEC 60364 series Low-voltage electrical installations

Component IEC 60364-4-41 Low-voltage electrical installations — Part 4-41:
Protection for safety — Protection against electric
shock

Component IEC 60364-5-53 Electrical installations of buildings — Part 5-53:
Selection and erection of electrical equipment —
Isolation, switching and control

Component IEC 60364-5-55 Electrical installations of buildings — Part 5-55:
Selection and erection of electrical equipment —
Other equipment
Clause 551: Low-voltage generating set

Component IEC 60364-7-712 Electrical installations of buildings — Part 7-712:

Requirements for special installations or locations
— Solar photovoltaic (PV) power supply systems
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Layer Standard Title and comments

Component IEC 60364-7-722 Electrical installations of buildings — Part 7-722:
Requirements for special installations or locations
— Supplies for electric vehicles

Component ISO 8713 Electrically propelled road vehicles — Terminology

Component IEC 61894 Preferred sizes and voltages of battery
monoblocs for electric vehicle applications

Component IEC 61980 series Electric vehicle wireless power transfer systems
(WPT)

Component IEC 61982 series Secondary batteries (except lithium) for the
propulsion of electric road vehicles — Performance
and ondiranca foctc

Compopent IEC 62196 series Plugs, socket-outlets, vehicle couplerspand
vehicle inlets — Conductive charging(of, elegtric
vehicles

Compopent 1ISO 6469 Electrically propelled road vehicles — Safet

specifications

Other $pecifications

Compopent SAE J standards J2836 (use cases), 742847 (requirements), and
J2931 (protocol)sto address: Utility progran}s, DC
Charging, Reveérse’power flow, Diagnostics|
Customer to REV and HAN, and wireless ppwer
flow.

Information, IEEE 2030.5 SmartEnergy Profile 2.0

Commynication

Information, OCPP Open Charge Point Protocol.

Commynication

NOTE

5.9.16.3.2 Coming standards

See Tg
stating

Table 63 — E-mobility system — Coming standards

Btandards related to clock management, safety, or EMC are mentioned in further dedicated subcla{ses.

ble 63. Refer to 5.2.5.3 for the definition of the criteria considered in this document for
that a standard is “coming’:

Layer

Standard

Title and comments

Compopent

IEC 60364-7-722

Low-voltage electrical installations — Part 7}722:
Requirements for special installations or lo¢ations
— Supplies for electric vehicles

5.9.16.4— Gaps
Determination of data model, protocol, etc. in ISO/TC 22/SC 31 (ISO 15118-1, -2 and -3).

Matching of these data models with information models of IEC TC 57.

5.9.16.5
5.9.16.5.1

Inclusion and harmonization with IEC 61850 and IEC 61968 series and relevant standards
of other SDOs, if any.

Finalize IEC 61851 series for preferred plug and socket option (1/3-phase, 400 V, 63 A)
within IEC 62192-2.

E-mobility system mapping

Preamble

There are many different cases in which E-mobility systems may be architectured, and also
many possibilities for having such systems interfaced to the Grid (operator, supplier,
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E-mobility service provider). Figure 55 to Figure 57 are just here to depict possible usages of
the considered standards.

5.9.16.5.2 Component layer

The E-mobility system component architecture may be interfaced following Figure 55.
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Figure 55 — E-mobility system (example) - Component layer

5.9.16.5.3 Communication layer

Refer to 5.10.4 for details on cyber-security standards and more specifically on where and
how to apply the IEC 62351 series and/or other cyber-security mechanisms.

This set of standards can be positioned on the communication layer of SGAM as shown in
Figure 56.


https://iecnorm.com/api/?name=7dba3e7634e8e4ce5f156116ad3f1811

- 189 —

IEC TR 63097:2017 © IEC 2017

Market

Enterprise

IEC

Opetfation

Statipn
Field

Procgss

E-Mobility ™~
service

Trading
system

provider

-Mobility
app

P

(%]
=
w
o

Eharging
station

1
1
1
1
1

e e e e -
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1

Customer Premises

DER

Distribution

Transmission

Communication layer

Figure 56 — E-mobility system (example) —

Generation



https://iecnorm.com/api/?name=7dba3e7634e8e4ce5f156116ad3f1811

-190 — IEC TR 63097:2017 © IEC 2017
5.9.16.5.4 Information (Data) layer
See Figure 57.
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Figure 57 — E-mobility system (example) — Information layer
5.9.17 | ‘Assets management and condition monitoring system

5.9.171

Description

The power grid faces a number of challenges: in view of the steadily growing demand for
energy, network capacities need to be expanded, availability improved, and congestion and
outages avoided. All this needs to be performed in the most cost-efficient way possible, in
consuming as little as possible of CAPEX (capital expenditure) then taking maximum benefits
of already installed assets, and in consuming as little as possible of OPEX (operational
expenditure). This means extending average life cycles and minimizing maintenance costs.

The Smart Grid vision therefore includes solutions like Condition Monitoring in order to make
full use of existing infrastructure. Condition Monitoring provides all the technical information
required to maintain availability and at the same time maximize performance, including
loading and lifetime benefits. The Condition Monitoring solution surveys every link in the
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energy supply chain. Accurate monitoring of all primary components of a substation makes
optimized loading and performance possible and helps to increase the lifetime of the line.

Additionally Condition Monitoring systems contribute to network optimization down to each
element in terms of efficiency and reliability. It provides valuable information and reliable
diagnostics. Failures can be predicted, unscheduled downtime is thus reduced, and
equipment life is extended to a significant degree. This feature is called condition-based
maintenance. In addition, capacity data analysis can provide recommendations on how to
maximize asset performance and can lever existing overloading capabilities, especially of
transformers and overhead lines. This optimizes grid operation and grid asset management.

e Transformer Monitoring: The main components monitored are cooling, bushings, tap
chgnger and oil quality.

e GI§ Monitoring: The main parameters for GIS monitoring are SF6 pressure, densjty and
parlial discharge.

e Cirg¢uit Breaker Monitoring: In order to monitor the performance of-the’ circuit breakler, key
parameters, such as the contact separation speed and the opération time of the| circuit
brepker, need to be recorded. This can be achieved by a range of transducers prpviding
signal input. The signals need to be digitized at a frequency that provides sJfficient
sample points to allow accurate and early assessment of & developing problem.

e Isolator- and Earthing-Switch Monitoring.

e Overhead Line Monitoring: The main parameters afe ‘OHL tension and ampacity.

e Cable Monitoring: Assessment of an installed cable can be achieved, for example, through
the|line impedance phase shift and the hot-spot detector signature. The first indigator is
usgd both for local and global aging assessment. For local fault detection, the two
indicators work together, where the phase”shift is used as a real-time early warnipg of a
developing fault and the hot-spot detector quantifies and localizes the fault algng the
cable.

e Sunge Arrester Monitoring.
e Current Transformer and Voltage Transformer Monitoring.

e Balpnce of Plant Monitoring: Monitoring of supplementary BoP equipment, especially
batferies and diesel engines.

e Segondary Equipment Monitoring.
e Predictive diagnoses and prognoses.
Unlike |‘islanded”, individual condition monitoring systems for each asset, which have already

been available on the market for some time, advanced Condition Monitoring makes a
combirfatienof individual modules possible on a common communication platform.

5.9.17.2 System summary

Condition Monitoring Management system refers to the information system and all the
elements needed to support the team in charge of managing the system assets along its total
lifecycle. It is used to help maximize the value of the related assets over their lifecycles, and
help prepare future plans (long-term planning, mid-term optimization, extension,
refurbishment) and also the associated maintenance work.

Such a system is usually made of one or many interconnected IT systems, possibly connected
to field communicating devices or sub-systems, through the use of LAN/WAN communication
systems.

The Application covers the different business processes containing the different maintenance
methods (corrective, periodic and condition based) and maintenance models of related
assets.
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Asset and maintenance management systems are used in the Generation, Transmission,
Distribution and DER domain.

5.9.17.3 Set of System Capabilities

The System Capabilities in Table 64 might be supported by an asset and maintenance
management system.

The meanings of the three last columns (AVAILABLE, COMING, Not yet) and of the “C”, “I”,
“CI”, “X” conventions are given in 5.5.2.5.

Table-6
Supported by standards
Clluster System Capabilities
AVAILABLE COMING Ndt yet

Monitoripg the grid |Producing, exposing and logging time-stamped Cl
flows events
Maintainling grid Monitoring assets conditions C Cl |
assets ) - . :

Supporting periodic maintenance (and planning) Cl C |

Optimize field crew operation C C |

Archive maintenance information Cl C |
System f|nd security |Discover a new component in the system C |
management L .

Distributing and synchronizing clocks Cl

NOTE For some domains, standards are already available-or under development (i.e. Distribution) while for other
domains|standards are under development or are not yet.available (i.e. Transmission, DER).

5.9.17.4 Requirements

Measufing and testing procedures have to be available for all components.

The main requirement is uniform*data models for the individual components. These dafa have
to be tlansported through common communication channels.

Calculation models for predictive diagnosis have to be standardized to allow for diniform
diagnopis across anvenvironment, which is characterized by multi-vendor equipment.

5.9.17)5 List of standards

5.9.17.5.1 General

Here is the summary of the standards which appear relevant to transmission asset
management systems:

5.9.17.5.2 Available standards

See Table 65. Refer to 5.2.5.3 for the definition of the criteria considered in this document for
stating that a standard is “available”.
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Table 65 — Assets management and Condition Monitoring System — Available standards

Layer Standard

Title and comments

Information IEC 61360

Common Data Dictionary available from
<http://std.iec.ch/iec61360>

Information IEC TR 61850-90-3

Communication networks and systems for power
utility automation — Part 90-3: Using IEC 61850 for
condition monitoring diagnosis and analysis

Information IEC TS 61850-80-1

Communication networks and systems for power
utility automation — Part 80-1: Guideline to
exchanging information from a CDC-based data
model using IEC 60870-5-101 or IEC 60870-5-104

Comm IEC TR 61850-90-2

inform4d

nication,
tion

Communication networks and systems for ppwer

utility automation — Part 90-2: Using IEC 61850 for
the communication between substations ang
control centres

Information, communication | IEC 61400-25 series

Wind turbines — Communications, for monitoyring
and control of wind power plants

Information IEC 61968-4

Application integration at‘electric utilities — Pystem
interfaces for distribution-management — Part 4:
Interfaces for records.and asset managemepnt

Information IEC 61968 series

Application intggration at electric utilities —
interfaces fordistribution management

CIM Distribution

System

Information IEC 61968-6

Application integration at electric utilities — Pystem
intérfaces for distribution management — P3rt 6:
Interfaces for maintenance and construction

Information IEC 61970 series

Energy management system application prdgram
interface (EMS-API)

CIM Transmission

Commynication IEC 61850-8-1

Communication networks and systems for ppwer
utility automation — Part 8-1: Specific
communication service mapping (SCSM) —
Mappings to MMS (ISO 9506-1 and ISO 95
and to ISO/IEC 8802-3

6-2)

IEC 61850 communication except Sample vplues

Commynication IEC 60870-5-101

-101:
hrd for

Telecontrol equipment and systems — Part
Transmission protocols — Companion stand
basic telecontrol tasks

Commynication IEC 60870-5-104

Telecontrol equipment and systems — Part $-104:
Transmission protocols — Network access f(

IEC 60870-5-101 using standard transport fi

3

rofiles

Commynication IEC 61968-100

Application integration at electric utilities — Bystem
interfaces for distribution management — Pdrt 100:
Implementation profiles

Defines profiles for the communication of CIM
messages using Web Services or Java Messaging
System.

Component IEC 60076 series

Power transformers

Component IEC 62271-1 series

High-voltage switchgear and controlgear

Component IEC 62271-2 series

High-voltage switchgear and controlgear
assemblies

Component IEC 61897

Overhead lines — Requirements and tests for
Stockbridge type aeolian vibration dampers

5.9.17.5.3 Coming standards

See Table 66. Refer to 5.2.5.3 for the definition of the criteria considered in this document for

stating that a standard is “coming”.
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Table 66 — Assets management and Condition Monitoring System — Coming standards

Layer Standard Title and comments

Information, communication | IEC 61400-25 series Wind turbines — Communications for monitoring
and control of wind power plants

Edition 2 — Set of standards more specific to wind
turbines and wind farms

Communication IEC 61850-8-2 @ Communication networks and systems for power
utility automation — Part 8-2: Specific
communication service mapping (SCSM) —
Mapping to Extensible Messaging Presence
Protocol (XMPP)

IEC 61850 communication mapping on Wel
services

a8 Under preparation.

5.9.176 Gaps

There @re no standards or guides for diagnosis and prediction models.

There @re no standard ways for identifying equipment nameplates; and their components.

[

5.9.17.7 Assets management and Condition Monitoring System mapping
591771 Preamble

A single entity of an Asset and maintenance management system is shown as an overlay that
can beg applied to the specific domains. Ity should be noted that the specific standards
especially at the information layer may be different for the different domains.

The Apset Management System interacts with the domain management and operation
systems (e.g. EMS, DMS), GIS and>SCADA systems. Condition monitoring and field force
management is shown as part of-the Asset Management System with the related interaction
with the field components.

Most information regardingimaintenance and condition of components is captured by the field
force Workers and the laptops they use in the field. Detailed condition assegsment
(informlation) models of‘assets are not (yet) available in standards.

Generation distinctive feature: an important part of condition monitoring is related to rotating
machirles vibration monitoring. Appropriate information and communication solutions are
different than those that are used for control, monitoring and common condition monjitoring.
The eiisting standard IEC 61400-25-6 is an excellent example of the possibility |to use
existing wind turbines control and monitoring solutions to support common condition
monitoring, but of the necessity to extend these solutions to fully support wind turbines
condition monitoring. The same reasoning is applicable to the generation using other fuels.

The consequence is that components dedicated to condition monitoring may coexist in
parallel with control and monitoring components down to the Field zone.

5.9.17.7.2 Component layer

The Asset Management component architecture ranges from the process to the Enterprise
zone as shown in Figure 58.

e At the Enterprise zone the Asset Management system itself is located.

e At the Operation zone the Condition Monitoring systems are located.
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e The Station and Field zones provide the communication with the sensors that monitor the
assets and with the field force.

e The assets are located at the Process zone.
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Figure 58— Assets management and Condition Monitoring System — Component|layer

5.9.17 I 3—Gemmunieationtayer

See Figure 59. The communication between the field, station and operations is done via
IEC 61850 or through IEC 60870-5-101 or IEC 60870-5-104. For the enterprise bus
communication between the operation and enterprise zone components, the coming standard
IEC 61968-100 is used. Note that IEC 61968-100 is defined for the IEC 61968 series
information models, but the same web services approach can be applied to the IEC 61970
information models. For field force communication the substation to operations
communication infrastructure and dedicated networks (e.g. mobile networks) can be used.
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Figure 59 — Assets management and Condition Monitoring System —
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condition monitoring information exchange between the field/station and opé€rations

e ,coming standard IEC TR 61850-90-3 will be used. IEC 61968 and IEC 61970
standa I idi i i ifically

IEC 61698-4 and the coming standard IEC 61968-6 define CIM interfaces for asset and
maintenance management for the distribution domain. For the other domains no specific asset

and maintenance management standards exist.

Figure 60 sums up the relevant standards on the SGAM.
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Figune 60 — Assets management and Condition Monitoring System — Information|layer
5.9.18| Weathet/forecast system
5.9.181 Description — System summary
A weatherforecast and observation system refers to the system and all elements negded to

perform weather forecast and observation calculation and to distribute the calculated
geospatially referenced information to all connected other systems such as Distribution
management systems, Transmission management systems, DER/Generation management
systems, EMS or VPPs systems for DER, etc. enabling in many cases optimized decision
processes or automation.

It generally comprises a secured IT system, usually relying on an SOA infrastructure, possibly
interconnected to international weather observation and/or connected to a number of weather
Sensors.
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5.9.18.2 Set of System Capabilities
5.9.18.2.1 General

A weather forecast system is generally capable of providing forecast updates, in a solicited or
unsolicited manner, such as:

a) general atmospheric forecast;

b) watches/warnings (future).

In addition, it may also provide weather observations which can be solicited or unsolicited,
and may or will cover information such as:

e obgerved lightning (future);

e curfent conditions;

e storm approaching data (future) such as:
— |precipitation timer;
— [future lightning (currently US only);
— [storm corridors (currently US only).

Consequently Table 67 provides the list of System Capabiliti€s possibly supported by a
weathgr forecast and observation system.

The meganings of the three last columns (AVAILABLE;)€OMING, Not yet) and of the C”, “I”,
“CI”, “4” conventions are given in 5.5.2.5.

Table 67 — Weather forecast and observation system — Capabilities

Supported by standards
Cluster System, Capabilities
AVAILABLE COMING Npt yet

Demand and production Load foreeasting |
(genergtion) flexibility
Weathgr condition forecasting Wind forecasting C
and obgervation -

Solar forecasting |

Temperature forecasting I

Providing weather observations I |

Situational alerting X

5.9.18.)2.2 Available standards

See Table 68. Refer to 5.2.5.3 for the definition of the criteria considered in this document for
stating that a standard is “available”.

Web service related standards are described in 5.10.1.4.

Table 68 — Weather forecast and observation system — Available standards

Layer Standard Comments
Communication ISO 19142 OpenGIS Web Feature Service 2.0 Interface Standard
Information NCAR WXXM Weather Exchange Model. The release V1.1 seems appropriate
https://wiki.ucar.edu/display/NNEWD/WXXM
Information WMO METCE WMO (World Meteorological Organization) METCE (Weather
Water and Climate exchange) .
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5.9.18.2.3 Coming standards

See Table 69. Refer to 5.2.5.3 for the definition of the criteria considered in this document for

stating

that a standard is “coming”.

Table 69 — Weather forecast and observation system — Coming standards

Layer Standard Comments

and control

Weather observation and forecast extensions, in CIM

Information IEC 61968-9 Application integration at electric utilities — System interfaces for
distribution management — Part 9: Interfaces for meter reading

Informa

tion NCAR WXXM Weather Exchange Model. Next release.

Informa

tion WMO IWXXM WMO (World Meteorological Organization) ICAO Meteoro
Information Exchange Model

ogical

NOTE
5.9.18.
5.9.18.

A wea
mappir

Howev

5.9.18.

A weather forecast system mostly acts a§’a server as shown in Figure 61. The clients

weathg

EC TC 57 has also engaged a work to extend CIM to include an "Environmental‘Data" model.
3 Weather forecast system mapping
3.1 Preamble

her forecast system is not really attached to any SGAM domains or zones,
g over SGAM is not providing real value.

br breaking down such a system using the SGAM layers is useful:

3.2 Component layer

r forecast services are any type of Smart Grids system already described above

so its

of the
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Figure 61 — Weather forecast-and observation system — Component layer

5.9.18.3.3 Communication layer

See Figure 62. The most common communication protocol used for handling exchangd with a
weathdr forecast system._for a request/response based service is web services (refer to
5.10.1.4 for further details).

Supporting subscribe and publish service for unsolicited data may request to get a rjetwork
connedtion avaitable from registration to receiving the data.
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Market

-

. -
Web services w nterprise

G)
© |

Operation

Station

Field

Process

Generation Transmission Distribution DER Customer Premise
IEC

NOTE [he letters in the blue disks refer to the network types defined in 5.10.1.2.

e |

igure 62 — Weather forecast and observation system — Communication layejr

5.9.18.3.4 Information (Data) layer

Even if not perfect, WXXM 1.1, XML interface standard provides a good basis as shown i
Figure |63, GML inheritance may not be needed and some data types may be lacking.
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¢ Requéest modifiers have to be defined to allow selection of datasets to be queried
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/
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Figure 63 — Weather forecast and observation system — Information layer

future, Extended WXXM or WMO~METCE by adding a Smart Grid (SG) W
ge Model Extension may be considered. The use of the SG Weather Exchange
on will enable the geospatial a@spect of the data and provide area capabilitieg
5t point.

5s rules that need to be taken into consideration include but are not limited
g.

elements have-to be optional and not required to allow businesses to entitlg

eather
Model
rather

to the

users

different combinations of data elements. The data elements have also to be pble to
be [specified /in“the request and meta-data provided about units of measure and other

If this

does not fit in To the exiension then a request schema has to be created. Currently the

sch
5.9.19
5.9.19.

Within

ema defines the request as well as the response.
Micro-grid systems
1 Description

the context of the IEC roadmap a micro-grid is defined as follows:

“group of interconnected loads and distributed energy resources (DER) with clearly defined
electrical boundaries that acts as a single controllable entity with respect to the grid and can
connect and disconnect from the grid to enable it to operate in both grid connected or island

mode.”

Based on local DERs and micro-grid primary devices, a micro-grid system needs to maintain
its stability, voltage, frequency and reliability.
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While in the grid connected mode, a micro-grid system may interface to an EMS or DMS to
perform various grid support functions such as:

[

Peak Management;

O

Responsive Reserves;

Qo O

Grid Voltage Support (VARS);

Backup Emergency Power.

D

)
)
) Ancillary Services;
)
)

While in the island mode, a micro-grid system may be called on to perform the following
functions:

1) Islgnding on requests;

2) lIslgnding on emergency;

3) Grid Synchronizing and (re-) Connection;
4) Balancing Supply and Demand;

5) Black Start in islanding mode;

6) Ne{work Configuration;

7) Active/Reactive Power Compensation/Voltage Control;
8) Eco¢nomic Dispatch;

9) Logd Control.

From g domain perspective, micro-grids may cover three main domains: Distribution, DER and
Customper premises, and then encompass systéms from these same domains. Figure 64

outlineg the components, subsystems, and interfaces which make up a micro-grid gystem.
With thlese interfaces defined, a set of standards can be identified.
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@re 64 — Micro-grids — possible domains and systems breakdown
5.9.19.2\—Syst-e-m—su-mmary

A micro-grid system refers to the real-time information system and all the elements needed to
support all the relevant operational activities and functions needed to run a micro-grid. It
improves the information made available to operators at control room, as well as to micro-grid
users. It improves the overall efficiency of operation of the micro-grid, and it may optimize the
use of related assets.

Such a system is usually made of one or many interconnected IT systems, connected to field
communicating devices or sub-systems, through the use of communication systems. It may
also include the components needed to enable field crew to operate the micro-grid from the
field.

A micro-grid system provides the following major functions:

o SCADA, real time monitoring and control of the micro-grid;
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e capabilities to distribute electricity to any micro-grid users;

e capabilities to protect and maintain the related micro-grid assets;

e automation capabilities to ensure balance of demand and supply;

e automation capabilities to handle islanding, connection and disconnection.

It may also include “commercial related activities”, and then may also include:

e trading capabilities;
e electricity supply and associated metering-related back office capabilities.

5.9.19.3 __Set of System Capabilities

Table [0 provides a set of System Capabilities which may be supported by an“inglustrial

automation system.

The meanings of the three last columns (AVAILABLE, COMING, Not yet) ‘and of the °
“CI”, “4” conventions are given in 5.5.2.5.

Table 70 — Industrial automation system — Capabilities

c”, “I",

Supported by standards

Cluster System Capabilities

AVAILABLE COMING Npt yet

Handling Micro- Islanding on requests C

grid scenarios -
Islanding on emergency

Grid Synchronizing and (re-)Connection

Balancing Supply and Demand

[eRNeRNeNNe]

Black Start in islanding mode

5.9.19. Specific requirements
5.9.19. Standards context
5.9.19.5.1 Available standards

Refer to 5.2.5.3 for the definition of the criteria considered in this document for stating
standafd is “available”.

Web sgrvicerelated standards are described in 5.10.1.4.

that a

stems

Rather| thanh duplicating lists of standards, reference is made to the corresponding s

which can be included in a micro-grid (see Table 71).
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Table 71 — Micro-grid systems — Available standards

IEC TR 63097:2017 © IEC 2017

Layer

Standard

Comments

Information,
Communication

(refer to 5.9.5.5)

refer to the ADMS systems depicted in 5.9.5

Information,
Communication

(refer to 5.9.6.4)

refer to Distribution Automation systems depicted in 5.9.6

Information,
Communication

(refer to 5.9.7.5)

refer to Substation Automation systems depicted in 5.9.7

Information,
Communication

(refer to 5.9.8.6)

refer to the DER system depicted in 5.9.8

Inform4gtion, (tefer 10 5.9.10.9) refer to ihe System depicted In
Commynication
Information, (refer to 5.9.11.4) refer to Metering related back office systems depicted in6.9.11
Commynication
Information, (refer to 5.9.13.5) refer to the DR management systems depieted in 5.9.13
Commynication
Information, (refer to 5.9.14.5) refer to Smart Home and Building systems depicted in 5.9.14
Commynication
Information, (refer to 5.9.15.5) refer to Industrial Automation systems depicted in 5.9.15
Commynication
Information, (refer 5.9.9) refer to Electrical Energy-Storage management systems
Commynication depicted in 5.9.9
Information, (refer to 5.9.16.3) refer to E-mobility'systems depicted in 5.9.16
Commynication
Information, (refer to 5.9.17) refer to Assets management systems depicted in 5.9.17
Commynication
Information, (refer to 5.9.18) refer to\Weather forecast systems depicted in 5.9.18
Commynication

5.9.19.5.2 Coming standards

See Tgble 72. Refer to 5.2.5.3for the definition of the criteria considered in this docunjent for

stating

that a standard is “coming”.
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Table 72 — Micro-grid systems — Coming standards

Layer

Standard

Comments

Information,
Communication

(refer to 5.9.5.5)

refer to the ADMS systems depicted in 5.9.5

Information,
Communication

(refer to 5.9.6.4)

refer to Distribution Automation systems depicted in 5.9.6

Information,
Communication

(refer to 5.9.7.5)

refer to Substation Automation systems depicted in 5.9.7

Information,
Communication

(refer to 5.9.8.6)

refer to the DER system depicted in 5.9.8

Informdtion,
Commynication

{refer 10 5.9.10.5)

rerer 1o the sysiem depicted In

Information,
Commynication

(refer to 5.9.11.4)

refer to Metering-related back office systems depicted in p.9.11

Information,
Commynication

(refer to 5.9.13.5)

refer to the DR management systems depieted in 5.9.13

Information,
Commynication

(refer to 5.9.14.5)

refer to Smart Home and Building systems depicted in 5.9.14

Information,
Commynication

(refer to 5.9.15.5)

refer to Industrial Automation systems depicted in 5.9.15

Information,
Commynication

(refer 5.9.9)

refer to Electrical Energy-Storage management systems
depicted in 5.9.9

Information,
Commynication

(refer to 5.9.16.3)

refer to E-mobility,systems depicted in 5.9.16

Information,
Commynication

(refer to 5.9.17)

refer to Assets management systems depicted in 5.9.17

Information,
Commynication

(refer to 5.9.18)

refer to'\Weather forecast systems depicted in 5.9.18

5.9.196 Gaps

The IEC and other SDOs as well\as industry associations have identified the following gaps.

a) Demand response — Eocus on an extended field and station zone data modelling standard
(palrt of IEC 61850)(to support demand response, DER, VPP and home/building/industry
automation and unified languages for tariff information for demand response (refer to

5.9]13).

b) CIM and IEG61850 — Focus on giving high priority to the works needed in the area of
harmonization of CIM and IEC 61850, supporting electronic form of IEC 61850 datg model

at IEC level based on UML language (refer to 5.10.3).

c) Webp ‘Services — Focus on standard communication technology to be used either] within
back office systems (such as monitoring and control centres) or field systems (such as

feeder automation or integration of distributed Energy Resources or active customers)
(refer to 5.10.1).

d) Connecting DERs to Grid — Focus on the harmonization/adaptation of the electrical
connection to the grid and installation rules addressing the operation of the grid in
presence of high ratio of DER (refer to 5.9.8).

In addition, as shown in 5.9.19, the specific micro-grids Capabilities need to be effectively
supported by the adequate information model, both at CIM and IEC 61850 levels, which is still

missing.
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5.9.19.7 Micro-grid system mapping

In order not to duplicate information already depicted in this document, the best is to rely on
the already described mapping of the underlying systems micro-grids are composed of: to be
found from 5.9.5 to 5.9.18.

5.10 Cross-cutting technologies and systems

5.10.1 Communication network

5.10.1.1 Description

A telegommunication service is any service provided by a telecommunication network through
a conpmunications system. A communications system is a collection"* of individual
commuynications networks and communication end points capable of interconnectipn and
interopjeration to form an integrated whole.

The functional requirements (response times) and the environment where the communigations
system is installed have a big influence, and therefore are a key criterion to choose the right
technology. 5.10.1 cannot enter the level of details needed to compare each I¢vel of
performance of each criterion; however, the selection proposed below is more or legs pre-
suppoded to meet the performance levels requested by thé proposed domain of use. Jase by
case, d check remains necessary to verify the adequacy:

The planning and implementation of communications systems, needed to supp¢rt the
expected services mentioned above, requires thié same care as the installation of the| power
supply|systems themselves.

One wpy to categorize the different types of telecommunications networks is by mgans of
transmjssion.

o Wi
o Wi

neless: communication through the air.

e line: communication-through cable dedicated to telecommunications services.

e Powerline: communication through cable designed for electric power transmissipn, but
usgd for carrying data’too.

Wireless communications may have to comply with local or regional regulations (such|as the
Telecommunication Directive 99/05/CE for Europe).

For Smart,Grid communication architecture/technology, products based on specifications from
industrly consortia (e.g. the IETF, IEEE, W3C) have been deployed widely, notably in the area
of IP protocols and web services. In 5.10.1, the list of standards/specifications takes into
account the ones which fulfil market requirements. The SGCG RAWG report, Annex F
provides further detailed information on standards pertaining to Smart Grid communications.

The remainder of 5.10.1 is structured as follows:

e 5.10.1.2 provides an overview of communications networks (layer 1 to layer 3 according to
the OSI layers). Standards/specifications listed in 5.10.1.2 are grouped according to
standards families where each family has applicability statement to Smart Grid
communications sub-networks.

e 5.10.1.3 introduces a mapping of these standards families over the SGAM.

e 5.10.1.4 provides a list of higher level communication protocol standards/specifications
(layer 4 and above) used to support Smart Grid applications.
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NOTE 5.10.1.2 to 5.10.1.4 have not been written to specifically include the Smart Metering related standards.
Some specific requirement and standards may be needed to implement a smart metering AMI system.

5.10.1.2 Communication network type breakdown

Depending on the Smart Grid target applications, different types of communication networks
and also collections of communication networks using different transmission technologies may
be selected in order to transmit and deliver Smart Grid data.

The following network types could be defined for the Smart Grids.

(A) Subscriber access network:

netprorksthratprovide gemerat-broadiamd—access{imctudingbot ot timmitedtothemternet)
for |the customer premises (homes, building, facilities). They are usually not part| of the
utility infrastructure and provided by communication service providers, but can*be dised to
proyide communication service for Smart Grid systems covering the customer premises
likel Smart Metering and Aggregated prosumers management.

(B)|Neighbourhood network:

netivorks at the distribution level between distribution substations@hd end users. They are
composed of any number of purpose-built networks that operate”at what is often viewed as
the| “last mile” or neighbourhood network level. These networks may service metering,
disfribution automation, and public infrastructure for electric.¥ehicle charging, for example.

(C)|AMI backhaul network:
netivorks at the distribution level upper tier, which4s)a multi-services tier that intPgrates
i

the| various sublayer networks and provides backhaul connectivity in two ways: firectly
badk to control centres via the WAN (defined, below) or directly to primary substafions to
facllitate substation level distributed intelligence. They also provide peer-fo-peer
connectivity or hub and spoke connectivity-for distributed intelligence in the distiibution
level.

(D)|Low-end intra-substation network:

netivorks inside secondary substations or MV/LV transformer station. They usually donnect
RTUs, circuit breakers and different power quality sensors.

(E)|Intra-substation network:

networks inside a primary.distribution substation or inside a transmission substation. They
are| involved in low,latency critical functions such as tele-protection. Internally|to the
substation, the netwoerks may comprise from one to three buses (system bus, procegs bus,
and multi-services bus).

(F)|Inter-substation network:

netivorks.that interconnect substations with each other and with control centres.| These
netivorKs jare wide area networks and the high end performance requirements for them can
be [stringent in terms of latency and burst response. In addition, these networks fequire
very ftexibtescatabitity anmddueto geographic chattenges they cam requite mixed—physical
media and multiple aggregation topologies. System control tier networks provide
networking for SCADA, SIPS, event messaging, and remote asset monitoring telemetry
traffic, as well as peer-to-peer connectivity for tele-protection and substation-level
distributed intelligence.

(G) Intra-control centre / intra-data centre network:

networks inside two different types of facilities in the utility: utility data centres and utility
control centres. They are at the same logical tier level, but they are not the
same networks, as control centres have very different requirements for connection to real
time systems and for security, as compared to enterprise data centres, which do not
connect to real time systems. Each type provides connectivity for systems inside the
facility and connections to external networks, such as system control and utility tier
networks.
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e (H) Backbone network:

inter-enterprise or campus networks, including backbone internet network, as well as inter-
control centre networks.

e (L) Operation backhaul network:

networks that can use public or private infrastructures, mostly to support remote operation.
They usually inter-connect network devices and/or subsystems to the “Operation level”
over a wide area (region or country).

e (M) Industrial fieldbus area network:

networks that interconnect process control equipment mainly in power generation (bulk or
distributed) in the scope of Smart Grids.

e (N)|Home and building integration bus network:

netivorks that interconnect home and/or building communicating components and sub-
systems to form a home or building management sub-system or system.

5.10.13 Mapping of communication network type over the SGAM
5.10.1.3.1 General

Figure |65 provides a mapping of the different Smart Grid networks to the SGAM model.

1 (H) Backbone network
i l \ Market

* (G)Intra-centre integrafion bus

49@@%4 (L) Operation Bachhaul Network ‘

Backborje ’
| I ¢ (C) AMIBackhaul Netwprk |
— —~ L .
i Opgration ¢ (E) Intra-substation intejgration
Backhayl —— ) bus
¢ (D) Low-endintra-substation
4 ation integration bus
Neighbor- /-\ — (ad = /\
hood/ —~ \ \ [ -
Horizontal Q \ 1 (F) Inter-substation Netvorks
network [ — Field
Ibntegrati n 4 ‘\//, ! { + (B)Neighborhood NetwWorks
1T v/
y | Process } * (A)Subscriber Access Nptwork ‘

¢ (M) Industrial process
integration bus

Customer

Genefation Transmission Distribution DER .
premise

* (N)Home &Building
integration bus

IEC

NOTE 1 Where a circle is tangent to a zone, this means that the corresponding network type can support the
interface with the tangent zone.

NOTE 2 These areas are a mapping example and cannot be normative to all business models.

NOTE 3 Itis assumed that that sub-networks depicted here are interconnected (where needed) to provide end-to-
end connectivity to applications they support. VPNs, gateways and firewalls could provide means to ensure
network security or virtualization.

Figure 65 — Mapping of communication networks on SGAM

5.10.1.3.2 Applicability of communication standards to Smart Grid networks

Table 73 provides an applicability statement indicating the standardized communication
technologies to the Smart Grid sub-networks depicted in 5.10.1.2. As mentioned in [2], the
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choice of a technology for a sub-network is left to implementations, which need to take into
account a variety of deployment constraints.

Each line in Table 73 identifies a family of communication standards and thus indicates for
these standards families the most appropriate type(s) of usage, as defined in 5.10.1.2.
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5.10.1.3.3
5.10.1.3.3.1

General

List of standards
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The standards that follow are those that reference communication protocols (mostly focusing
on L1, L2, L3 of the OSI protocol stack) for Smart Grid Communications. Many standards are
part of wider multipart standards.

Only standards which are relevant for the communication, according the OSI Layer model, are
listed in 5.10.1.3.3.

5.10.1.332—Available-standards

See Tdble 74. Refer to 5.2.5.3 for the definition of the criteria considered in this decument for
stating|that a standard is “available”.

Table 74 — Communication — Available standards

Lgyer Category (ies) Standard Title and comments
Genera ISO/IEC 7498-1 (1994) Information technology — Open Systems
Interconnection — Basic Reference Model: The Basic
Model
Genera ITU-T 1.322 (02/99) Generic)protocol reference model for

telecommunication networks

Commupication |IEEE 802.1 ISO/IEC 15802 A list ¢f’standards is available at <Error! Hypeflink
IEEE 802.1 reference not
valid:http://standards.ieee.org/about/get/802/8(2.1.ht
ml>
Communication | |EEE 802.3 ISO/IEC 8802-3 A list of standards is available at <Error! Hypeflink
IEEE 802.3 reference not
valid.http://standards.ieee.org/about/get/802/802.3.ht
mi>
Commupication | IEEE 802.11 ISO/IEC-8802-11 A list of standards is available at <Error! Hypeflink
IEEEL802.11 reference not
valid.http://standards.ieee.org/about/get/802/8(02.11.h
tml>
Commupnication | DSL/PON ITU-T G.991.1 High bit rate digital subscriber line (HDSL)
transceivers
Commupnication | DSL/PQN ITU-T G.991.2 Single-pair high-speed digital subscriber line (§HDSL)
transceivers
Commupication | DSE/PON ITU-T G.992.1 Asymmetric digital subscriber line (ADSL) trangceivers
Communication \['B'SL/PON ITU-T G.992.2 Splitterless asymmetric digital subscriber line (ADSL)
transceivers
Commupnication | DSL/PON ITU-T G.992.3 Asymmetric digital subscriber line transceivers |2
(ADSE?)
Communication | DSL/PON ITU-T G.992.4 Splitterless asymmetric digital subscriber line
transceivers 2 (splitterless ADSL2)
Communication | DSL/PON ITU-T G.993.1 Very high speed digital subscriber line transceivers
(VDSL)
Communication | DSL/PON ITU-T G.993.2 Very high speed digital subscriber line transceivers 2
(VDSL2)
Communication | DSL/PON ITU-T G.993.5 Self-FEXT cancellation (vectoring) for use with VDSL2
transceivers
Communication | DSL/PON ITU-T G.994.1 Handshake procedures for digital subscriber line
(DSL) transceivers
Communication | DSL/PON ITU-T G.995.1 Overview of digital subscriber line (DSL)
Recommendations
Communication | DSL/PON ITU-T G.996.1 Test procedures for digital subscriber line (DSL)

transceivers



http://standards.ieee.org/about/get/802/802.1.html
http://standards.ieee.org/about/get/802/802.1.html
http://standards.ieee.org/about/get/802/802.3.html
http://standards.ieee.org/about/get/802/802.3.html
http://standards.ieee.org/about/get/802/802.11.html
http://standards.ieee.org/about/get/802/802.11.html
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Communication | DSL/PON ITU-T G.996.2 Single-ended line testing for digital subscriber lines
(DSL)

Communication | DSL/PON ITU-T G.997.1 Physical layer management for digital subscriber line
(DSL) transceivers

Communication | DSL/PON ITU-T G.998.1 ATM-based multi-pair bonding

Communication | DSL/PON ITU-T G.998.2 Ethernet-based multi-pair bonding

Communication | DSL/PON ITU-T G.998.3 Multi-pair bonding using time-division inverse
multiplexing

Communication | DSL/PON ITU-T G.999.1 Interface between the link layer and the physical layer
for digital subscriber line (DSI) transceivers

Commupnication | DSL/PON ITU-T G.998.4 Improved Impulse Noise Protection (INP) for DSL
Transceivers

Communication | DSL/PON ITU-T G.983.1 Broadband optical access systems based on Pgssive
Optical Networks (PON)

Communication | DSL/PON ITU-T G.983.2 ONT management and control‘intetrface specifi¢ation
for B-PON

Commupnication | DSL/PON ITU-T G.983.3 A broadband optical access system with increafed
service capability by wavelength allocation

Commupnication | DSL/PON ITU-T G.983.4 A broadband optical access system with increafed
service capability using dynamic bandwidth
assignment

Commupnication | DSL/PON ITU-T G.983.5 A broadband optical access system with enhanfed
survivability

Commupnication | DSL/PON ITU-T G.984.1 Gigabit-capable passive optical networks (GPON):
General characteristics

Communication | DSL/PON ITU-T G.984.2 Gigabit-capable Passive Optical Networks (G-HON):
Physical Media Dependent (PMD) layer specifigation

Commupnication | DSL/PON ITU-T G.984.3 Gigabit-capable Passive Optical Networks (G-HON):
Transmission convergence layer specification

Commupication | DSL/PON ITU-T G.984.4 Gigabit-capable passive optical networks (G-PQN):
ONT management and control interface specifi¢ation

Communication | DSL/PON ITU-T G.984.5 Gigabit-capable Passive Optical Networks (G-HON):
Enhancement band

Communication | DSL/PON ITU-T G.984.6 Gigabit-capable passive optical networks (GPON):
Reach extension

Commupnication | DSL/RON ITU-T G.984.7 Gigabit-capable passive optical networks (GPON):
Long reach

Communication (| DSL/PON ITU-T G.987.1 10-Gigabit-capable passive optical networks (X|G-
PON): General requirements

Commupnication | DSL/PON ITU-T G.987.2 10-Gigabit-capable passive optical networks (X|G-
PON): Physical media dependent (PMD) layer
Sspecification

Communication | DSL/PON ITU-T G.987.3 10-Gigabit-capable passive optical networks (XG-
PON): Transmission convergence (TC) layer
specification

Communication | SDH/OTN ITU-T G.707 Network node interface for the synchronous digital
hierarchy (SDH)

Communication | SDH/OTN ITU-T G.7042 Link capacity adjustment scheme for virtual
concatenated signals.

Communication | SDH/OTN ITU-T G.7041 Generic Framing Procedure (GFP)

Communication | SDH/OTN ITU-T G.709 Interfaces for the Optical Transport Network (OTN)

Communication | SDH/OTN ITU-T G.798 Characteristics of optical transport network hierarchy
equipment functional blocks

Communication | SDH/OTN ITU-T G.781 Synchronization layer functions

Communication | SDH/OTN ITU-T G.872 Architecture of optical transport networks



https://iecnorm.com/api/?name=7dba3e7634e8e4ce5f156116ad3f1811

IEC TR 63097:2017 © IEC 2017

-215 -

Layer Category (ies) Standard Title and comments
Communication | SDH/OTN ITU-T G.783 Characteristics of synchronous digital hierarchy (SDH)
equipment functional blocks
Communication | SDH/OTN ITU-T G.803 Architecture of transport networks based on the
synchronous digital hierarchy (SDH)
Communication | EN 50090 ISO/IEC 14543-3 Information technology — Home electronic system
series (HES) architecture
KNX — Standard for applications in home and building
control
Communication |IEC 60870-5 IEC 60870-5-4 Telecontrol equipment and systems — Part 5:
Transmission protocols
|IEC 60870-5-3
IEC 60870-5-2
IEC 60870-5-1
Communication |IEC 60870-5 IEC 60870-5-101 Telecontrol equipment and systems’— Part 5-1(1:
Transmission protocols — Companion standard for
basic telecontrol tasks
Communication |IEC 60870-5 IEC 60870-5-102 Telecontrol equipment and~systems. Part 5-104:
Transmission protocols, ‘€ompanion standard [for the
transmission of integrated totals in electric powmer
systems
Communication |IEC 60870-5 IEC 60870-5-103 Telecontrol equipmént and systems — Part 5-1(3:
Transmission protocols — Companion standard [for the
informative’interface of protection equipment
Communication |IEC 60870-5 IEC 60870-5-104 Telecontrol equipment and systems — Part 5-104:

Transmission protocols — Network access for
IEC.60870-5-101 using standard transport proffes

Communication | Narrow band IEC 61334 Distribution automation using distribution line carrier
PLC (Medium Systems
and Low
voltage)
Commupnication |IEC 61158 IEC 61158-series Industrial communication networks — Fieldbus
series specifications
Commupication |IEC 61158 IEC-6:1784 series Industrial communication networks — Profiles
series
Commupnication |IEC 61850 IEC 61850-8-1 (Ed. 2.0 2011) Communication networks and systems
for power utility automation — Part 8-1: Specific
communication service mapping (SCSM) — Madpings
to MMS (ISO 9506-1 and ISO 9506-2) and to I§O/IEC
8802-3
Commupnication |IEC 61850 IEC 61850-9-2 (Ed. 2.0:2011) Communication networks and s)stems
for power utility automation — Part 9-2: Specific
communication service mapping (SCSM) — Sanypled
values over ISO/IEC 8802-3
Commupnication |IEC 61850 IEC PAS 61850-9-3 | Communication networks and systems for powgr utility
automatton—F>Part-9-3—Preeistontime-protocerprofile
for power utility automation
Communication | IEC 61850 IEC TR 61850-90-4 | Communication networks and systems for power utility
automation — Part 90-4: Network engineering
guidelines
Communication |IEC 61850 IEC TR 61850-90-1 | (Ed. 1.0:2010) Communication networks and systems
for power utility automation — Part 90-1: Use of
IEC 61850 for the communication between substations
Communication |IEC 61850 IEC TR 61850-90-5 | (Ed. 1.0:2012) Communication networks and systems
for power utility automation — Part 90-5: Use of
IEC 61850 to transmit synchrophasor information
according to IEEE C37.118
Communication, |IEC 61850 IEC TR 61850-90-2 | Communication networks and systems for power utility

information

automation — Part 90-2: Using IEC 61850 for
communication between substations and control
centres
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Layer

Category (ies)

Standard

Title and comments

Communication

IEC 61850

IEC TR 61850-90-

12

Communication networks and systems for power utility
automation — Part 90-12: Wide area network
engineering guidelines

Communication,
Information

IEC 61850

IEC 61850-7-1

(Ed. 2.0:2011) Communication networks and systems
for power utility automation — Part 7-1: Basic
communication structure — Principles and models

Communication

IEC 61968

IEC 61968-100

Application integration at electric utilities — System
interfaces for distribution management — Part 100:
Implementation profiles

Communication

IEC 62439
series

IEC 62439 series

Industrial communication networks — High availability
automation networks:

Part 1: General concepts and calculation methqds,
Part 2: Medium Redundancy Protocol (MRP),

Part 3: Parallel Redundancy Protocol (PRP) anfl High-
availability Seamless Redundancy (HSR),

Part 4: Cross-network Redundancy Protocol (CRP),
Part 5: Beacon Redundancy Protocol (BRP),

Part 6: Distributed Redundancy Protocol (DRP)
Part 7: Ring-based Redundancy Protocol (RRP),

the common Rapid'Spanning Tree Protocol (RYTP)
specified in,the lEEE 802.1D-2004 (and later)
standard

Communication,
Informattion

IEC 62541
series

IEC 62541 series

OPC uanified architecture

Communication

Narrow band
PLC (High and
very High
voltage)

IEC 62488-1
(Formerly
EN 60663)

Power line communication systems for power utility

applications — Part 1: Planning of analogue and digital
power line carrier systems operating over EHVAHV/MV
electricity grids

Communication

Broadband PLC

ISO/IEC 12489-1

Information technology — Telecommunications and

information exchange between systems — Powgqrline
communication (PLC) — High speed PLC medium
access control (MAC) and physical layer (PHY)|—
Part 1: General requirements

Communication

ISO/IEC 14908

FSO/IEC 14908-1

Information technology — Control network protofol —
Part 1: Protocol stack

Communication

ISO/IEC 14908

ISO/IEC 14908-2

Information technology — Control network protogol —
Part 2: Twisted pair communication

Communication

ISOHEC 14908

ISO/IEC 14908-3

Information technology — Control network protofol —
Part 3: Power line channel specification

Communication

ISO/IEC 14908

ISO/IEC 14908-4

Information technology — Control network protofol —
Part 4: IP communication

Communication

Broadband PLC

Unified high-speed wireline-based home netwofking:

ITU-T G.9960
(PHY)

ITU-T G.9961 (DLL)

ITU-T G.9962
(MIMO)

ITU-T G.9963
(MIMO G.hn)

ITU-T G.9964
(PSD)

ITU-T G.9960 (PHY)
ITU-T G.9961 (DLL)

ITU-T G.9962 (MIMO)
ITU-T G.9963 (MIMO G.hn)
ITU-T G.9964 (PSD)

Communication

Narrow band
PLC

ITU-T G.9901

Narrowband orthogonal frequency division
multiplexing power line communication transceivers —
Power spectral density specification

(common for all 3 technos G.9902, G.9903, G.9904)
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Layer Category (ies) Standard Title and comments
Communication | Narrow band ITU-T G.9902 Narrowband orthogonal frequency division
PLC multiplexing power line communication transceivers
for ITU-T G.hnem networks
Communication | Narrow band ITU-T G.9903 Narrowband orthogonal frequency division
PLC multiplexing power line communication transceivers
for G3-PLC networks
Communication | Narrow band ITU-T G.9904 Narrowband orthogonal frequency division
PLC multiplexing power line communication transceivers
for PRIME networks
Communication | Narrow band ITU-T G.9905 ITU-T G.9905 (Routing)
PLC (Medium
and Low
voltage)
Commupnication | Narrowband ITU-T G.9959 ITU-T G.9959 (Z-Wave) Short range narrewband
wireless” digital radio communication transceivers’~ PHY &
MAC layer specifications
Commupnication | G.fast ITU-T G.9700 Fast access to subscriber terniinals (FAST) — Hower
spectral density specification(G-fast PSD)
Communication | G.fast ITU-T G.9701 Fast access to subscribérterminals — G.fast PHY
Other gpecifications
Commupnication | DSL/PON IEEE 802.3ah 802.3 applicationfor EPON — Ethernet Passive|Optical
Network standatd
Communication | DSL/PON IEEE 802.3av 802.3av application for 10G-EPON - 10 Gbit/s
Ethernet\Passive Optical Network standard
Communication |IEEE 802.15.4 IEEE 802.15.4 IEEE\Standard for Local and metropolitan area
networks--Part 15.4: Low-Rate Wireless Personal Area
Networks (LR-WPANSs)
Commupnication |IEEE 802.16 IEEE 802.16 A list of standards is available at
<http://standards.ieee.org/about/get/802/802.16.htmI>
Communication |Broadband PLC |IEEE 1901 Broadband over Power Line Networks
Commupnication |Broadband PLC |IEEE 1901.2 Standard for Low Frequency (less than 500 kHz)
Narrow Band Power Line Communications for §mart
Grid Applications
Communication |IP MPLS IETF RFC 5654 Requirements of an MPLS Transport Profile
Communication |IP MPLS IETF RFC 5921 A Framework for MPLS in Transport Networks
Commupnication |IP MPLS IETF RFC 3031 Multiprotocol Label Switching Architecture
Communication |IP MPLS IETF RFC 3032 MPLS Label Stack Encoding
Communication HP{MPLS IETF RFC 4090 Fast Reroute Extensions to RSVP-TE for LSP
Tunnels, http://www.ietf.org/rfc/rfc4090.txt
Commupnication " | IP MPLS IETF RFC 6178 Label Edge Router Forwarding of IPv4 Option Rackets
Commupnication | IPv4, IPv6 IETF RFC 791 Internet Protocol
Communication |IPv4, IPv6 IETF RFC 2460 Internet Protocol, Version 6 (IPv6) Specification
Communication |IPv4, IPv6 IETF RFC 4944 Transmission of IPv6 Packets over IEEE 802.15.4
Networks -. http://www.rfc-editor.org/rfc/rfc4944.txt
Communication |[IPv4, IPv6 IETF RFC 627210 Internet Protocols for the Smart Grid. http://www.rfc-
editor.org/rfc/rfc6272.txt
Communication |IPv4, IPv6 IETF RFC 6282 Compression Format for IPv6 Datagrams over IEEE
802.15.4-Based Networks
Communication |IPv4, IPv6, IP IETF RFC 5086 Structure-Aware Time Division Multiplexed (TDM)
MPLS Circuit Emulation Service over Packet Switched

Network (CESoPSN)

10 RFC 6272 is an informational RFC. It is listed in Table 74 because it makes reference to several standard track
RFCs which are relevant for Smart Grids
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Layer

Category (ies)

Standard

Title and comments

Communication |IPv4, IPv6, IP IETF RFC 4553 Structure-Agnostic Time Division Multiplexing (TDM)
MPLS over Packet (SAToP)
Communication | RPL/6LowPan IETF RFC 4919 IPv6 over Low-Power Wireless Personal Area
Networks (6LoWPANSs): Overview, Assumptions,
Problem Statement, and Goals
Communication | RPL/6LowPan IETF RFC 6550 (ROLL) RPL IPv6 Routing Protocol for Low-Power and
Lossy Network.
A list of Internet RFCs is available under:
http://tools.ietf.org/wg/roll
draft-ietf-roll-minrank-hysteresis-of -11 (2012-06-30 )
RFC Ed Queue
draft-ietf-roll-security-framework
draft-ietf-roll-p2p-measurement
draft-ietf-roll-p2p-rpl
draft-ietf-roll-trickle-mcast
Commupnication | RPL/6LowPan IETF RFC 6551 (ROLL) Routing metrics
Commupication | RPL/6LowPan IETF RFC 6552 (ROLL) Objective Function Zero
Commupnication | RPL/6LowPan IETF RFC 6206 (ROLL) Trickle
Commupnication | RPL/6LowPan IETF RFC 6775 Neighbor Discovery Optimization for IPv6 over [Low-
Power Wireless Personal‘Area Networks (6LoWPANSs)
Communication | EN 50090 EN 50090-2-1 System overview, % Architecture (1994)
Communication | EN 50090 EN 50090-3-1 Aspects of application — Introduction to the application
structure (17994)
Commupnication | EN 50090 EN 50090-3-2 Aspects ef/application — User process for HBE$ Class
1(2004)
Communication | EN 50090 EN 50090-4-1 Medja independent layers — Application layer fqr
HBES Class 1 (2004)
Commupnication | EN 50090 EN 50090-4-2 Media independent layers — Transport layer, ndtwork
Narrow band layer and general parts of datalink layer for HBES
PLC (Medium Class 1 (2004)
and Low
voltage)
Commupnication | EN 50090 EN 56090-4-3 Media independent layers -Communication ovef IP
Commupnication | EN 50090 EN*50090-5-1 Media and media dependent layers-Power line for
HBES Class 1 (2005)
Commupnication | EN 50090 EN 50090-5-2 Media and media dependent layers-Network bajsed on
HBES Class1, Twisted Pair (2004)
Commupnication | EN 50090 EN 50090-7-1 System management-Management procedures |(2004)
Commupnication | EN.8757 EN 13757-4 Communication systems for meters and remote
reading of meters — Part 4: wireless meter readout
(radio meter reading for operation in SRD bands)
Communicatien | EN 13757 EN 13757-5 Communication systems for meters and remote
reading of meters — Part 5: wireless relaying
Communication |EN 13321 EN 13321-2 EN 13321-2:2012-02: Open Data Communication in
Building Automation, Controls and Building
Management — Home and Building Electronic System
Part 2: KNXnet/IP Communication
Communication | DLMS/COSEM CLC TS 50568-4 CENELEC/TS 50568-4 ‘Electricity metering data
exchange — The Smart Metering Information Tables
and Protocols (SMITP) suite — Part 4: Physical layer
based on SMITP B-PSK modulation and SMITP Data
Link Layer’
Communication | DLMS/COSEM CLC TS 50568-8 CENELEC/TS 50568-8 ‘Electricity metering data

exchange — The DLMS/COSEM suite — Part 8: PLC
profile based on SMITP B-PSK modulation — Including:
The original-SMITP PLC profile based on SMITP B-
PSK modulation, the original-SMITP Local data
exchange profile and the original-SMITP IP profile
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Layer

Category (ies)

Standard

Title and comments

Communication | DLMS/COSEM CLC TS 50590 CENELEC/TS 50590 — Electricity metering data
exchange — CX 1 Lower layer specification — Part X:
Physical layer, data link layer and network layer
Communication | EN 14908 ETSI TS 103 908 Power Line channel in the EN 50065-1 CENELEC A-
Narrow band Band
PLC (Medium
and Low
voltage)
Communication |ETSI TS ETSI TS 102 887 Electrocompatibility and radio spectrum Matters
102 887 (ERM); Short Range Devices; Smart Metering
Wireless Access Protocol (SMEP). Part 1; PHY
Layer
— Electrocompatibility and radio spectrum Matters
(ERM); Short Range Devices; Smart Meterifg
Wireless Access Protocol (SMEP). Part 2; MAC
Layer
Communication |LTE/LTE-A ETSI TS 136 300/ |LTE Evolved Universal TerrestrialNRadio Accesp (E-
3GPP TS 36.300 UTRA) and Evolved Universal‘Terrestrial Radio
Access Network (E-UTRAN);\Overall descriptiop;
Stage 2 http://www.3gpp.€rg/ftp/Specs/htmi-
info/36300.htm (ITU-R endorsement)
Communication |LTE/LTE-A ETSI TS 136 201 / | Evolved Universal/Terrestrial Radio Access (E-{JTRA);
3GPP TS 36.201 LTE physical layét,;\General description. (ITU-R
endorsement)
Commupnication |LTE/LTE-A ETSI TS 136 211/ | Evolved Uhiversal Terrestrial Radio Access (E-JUTRA);
3GPP TS 36. 211 Physicalchannels and modulation. (ITU-R
endorsement)
Commupnication |LTE/LTE-A ETSI TS 136 212/ | Evolved Universal Terrestrial Radio Access (E-JUTRA);
3GPP TS 36.212 Multiplexing and channel coding. (ITU-R endorgement)
Communication |LTE/LTE-A ETSI TS 136 213%\ | Evolved Universal Terrestrial Radio Access (E-UTRA);
3GPP TS 36.213 Physical layer procedures. (ITU-R endorsement)
Commupnication |LTE/LTE-A ETSI TS 136,214 / | Evolved Universal Terrestrial Radio Access (E-JUTRA);
3GPP TS 36.214 Physical layer; Measurements.
Commupnication |LTE/LTE-A ETS)(TS" 136 216 / | Evolved Universal Terrestrial Radio Access (E-JUTRA);
3GPP TS 36.216 Physical layer for relaying operation (ITU-R
endorsement)
Commupnication |LTE/LTE-A ETSI TS 123 401/ | General Packet Radio Service (GPRS) enhanc¢ments
3GPP TS 23.401 for Evolved Universal Terrestrial Radio Access
Network (E-UTRAN) access
Communication |3G/WCDMA / ETSI TS 121 101 Overview of Technical Specifications and Techhical
UMTS,} HSPA Reports for a UTRAN-based 3GPP system (3GPP TS
21.101)
Communication \*\&SM / GPRS / ETSI TS 141 101 Overview of Technical Specifications and Techhical
EDGE Reports for a GERAN-based 3GPP system (3GPP TS
41.101)
Comm I;UGt;UII LTEI’LTE A, ETS: TS 122 308 l’ SUI VI‘VI? lUL’ul’I l?llll?llt\) fUI I‘V:GUIL;IIIIU TyFU
GSM/GPRS/ED |3GPP TS 22.368 Communications (MTC); Stage 1
GE,
3G/WCDMA/UM
TS/HSPA
Communication |LTE/LTE-A, ETSI TS 123 682/ | Architecture Enhancements to facilitate
GSM/GPRS/ED | 3GPP TS 23.682 communications with Packet Data Networks and
GE, Applications
3G/WCDMA/UM
TS/HSPA
Communication |LTE/LTE-A ETSI TS 123 402 / | Architecture Enhancements for Non-3GPP Accesses
3GPP TS 23.402 (Release 10)
Communication |LTE/LTE-A, ETSI TS 129 368/ Tsp interface protocol between the MTC Interworking
GSM/GPRS/ED | 3GPP TS 29.368 Function (MTC-IWF) and Service Capability Server
GE, (SCS)
3G/WCDMA/UM

TS/HSPA
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Communication | GSM/GPRS/ED |ETSI EN 301 502 Global System for Mobile communications
GE (GSM);Harmonized EN for Base Station Equipment
covering the essential requirements of article 3.2 of
the R&TTE Directive
Communication | GSM/GPRS/ED |ETSIEN 301 511 Global System for Mobile communications
GE, (GSM);Harmonized EN for mobile stations in the GSM
900 and GSM 1800 bands covering essential
requirements under article 3.2 of the R&TTE directive
Communication |LTE/LTE-A, ETSI EN 301 908 Parts 1,2,3,6,7,3,11,13, 14,15,18 — IMT cellular
3G/WCDMA/UM networks; Harmonized EN covering the essential
TS/HSPA requirements of article 3.2 of the R&TTE Directive
Commupnication | COMAZ000/UMB |ETST EN 30T 908 Parts 4, 5, 12, 16, 1/ — IM1T cellular networks;
Harmonized EN covering the essential requirements of
article 3.2 of the R&TTE Directive
Commupnication | M2M ETSI TR 101 531 Machine-to-Machine communications (M2M); Reuse of
Core Network Functionality by M2M,Service
Capabilities —
Commupnication | M2M ETSI TR 102 935 Machine-to-Machine communitations (M2M);.
Applicability of M2M architecture to Smart Grid
Networks
Communication | M2M ETSI TR 102 966 Machine-to-Machine\communications (M2M);
Interworking betweén the M2M Architecture
and M2M Area ‘Network technologies
Communication | M2M ETSI TR 103 167 Machine-ta-Machine Communications (M2M);
Threat ahalysis and counter-measures to M2M [service
layer
Commupnication | M2M ETSI TS 101 584 Machine-to-Machine Communications (M2M);. $tudy
on.Semantic support for M2M Data
Commupnication | M2M ETSI TS 102 689 Machine-to-Machine communications (M2M); M2M
service requirements
Commupnication | M2M ETSI TS 103092 Machine-to-Machine communications (M2M); OMA DM
compatible Management Objects for ETS| M2M
Communication | M2M ETSI, TS-103 093 Machine-to-Machine communications (M2M); BBF TR-
069 compatible Management Objects for ETSI M2M
Communication | M2M EiFSI TS 103 104 Machine-to-Machine communications (M2M);
Interoperability Test Specification for CoAP Binding of
ETSI M2M Primitives
Commupnication | M2M ETSI TS 103 107 ETSI TS 103 107 Machine-to-Machine
communications (M2M); Service layer interworKing
with 3GPP2 networks
Communication [M2M ETSI TS 103 603 Machine-to-Machine communications (M2M); Service

layer interworking with 3GPP networks

5.10.1.3-3-3——Coming Standards

See Table 75. Refer to 5.2.5.3 for the definition of the criteria considered in this document for
stating that a standard is “coming”.
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Table 75 — Communication — Coming standards

Layer Standard Title and comments

Communication IEC 61850-8-22 Communication networks and systems for power utility automation
— Part 8-2: Specific communication service mapping (SCSM) —
Mapping to Extensible Messaging Presence Protocol (XMPP)

Communication IEC/IEEE 61850-9-3 Communication networks and systems for power utility
automation — Part 9-3: Precision time protocol profile for power
utility automation

Information IEC 62746 series Systems interface between customer energy management system
Communication and the power management system

Other specifications

Communication prEN 50491-12 Smart Grid interface and framework for Customer Energy
Management
Communication CLC prTS 50586 CENELEC/prTS 50586: OSGP (Open Smart Grid,Protfocol) |-

Communication protocols, data structures andprocedures

Communication prEN 50412-4 (pr) Broadband PLC — LRWBS — Power linéx)¢cemmunication|
apparatus and systems used in low-voltage installations in fthe
frequency range 1,6 MHz to 30 MHz

a8 Under preparation.

5.10.1.4 Higher layer communication protocols

5.10.1.4.1 General

Smart |Grid applications and standards rely heawvily' on Web Services for the higher| layers
protocgls. Web Services are defined to be the methods to communicate between appligations
over cgmmunication networks, generally IP based. Two major classes of Web Services|can be
distingliished (the pros/cons of each class are beyond the scope of this document):

e REPBTfull Web Services (Representational State Transfer): Applications are fully gefined
via|representations (e.g. XML) *of’'resources that can be manipulated using a dniform
intgrface that is composed of four basic interactions, i.e. CREATE, UPDATE, DELEJE and
READ. Each of these operations is composed of request and response messagdgs. The
most common implementation of REST is HTTP, whereby the REST operations are
mapped into the HTTPimethods: CREATE is mapped on HTTP POST, READ ol HTTP
GE[l, UPDATE on HTTP PUT and DELETE on HTTP DELETE. However other
imglementations (are possible: CoAP (Constrained Application Protocol), | XMPP
(Extensible Messaging and Presence Protocol), etc.

¢ SOAP/RPChased Web Services: Applications expose interfaces that are descr|bed in
machine processable format, the Web Service Description Language (WSDL). It [is also
pogsible for applications to interact through SOAP interfaces which provide a mgans to
degcribe message format. These messages are often transported over HTTP and epcoded
USIng AWIL.

More information on these two classes of Web Services is provided by the W3C at the
following address: <http://www.w3.org/TR/ws-arch/#relwwwrest>

NOTE 5.10.1.4 focuses on Web Service as a general technology for information exchange between Smart Grid
applications over communication networks. Other more system-specific solutions like MMS/ACSE are part of the
relevant standards (e.g. IEC 61850-8-1) of the specific systems listed in 5.9. Also the specific usage of web
services is defined by the system relevant upcoming standards in 5.9 (i.e. IEC 61850-8-2, IEC 61968-100).

5.10.1.4.2 List of standards
5.10.1.4.2.1 Available standards

See Table 76. Refer to 5.2.5.3 for the definition of the criteria considered in this document for
stating that a standard is “available”.
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Table 76 — Higher level communication protocols — Available standards

Layer

Category (ies)

Standard

Title

Communication

HTTP

IETF RFC 2616

Hypertext Transfer Protocol -- HTTP/1.1

Communication REST ETSI TS 102 690 Machine-to-Machine communications
(M2M); Functional architecture

Communication REST ETSI TS 102 921 Machine-to-Machine communications
(M2M); mla, dla and mld interfaces

Communication Secured W3C XML Digital XML Signature Syntax and Processing

communication

Signature

Communication

Secured

W3C XML Encryption

XML Encryption Syntax and Processing

communication

Communication

SOAP

W3C RECsoap12-part1-
20070427

SOAP Version 1.2 Part 1: Messaging
Framework

Communication SOAP W3C REC-soap12-part2- SOAP Version 1.2 Part 2 Adjuncts, $ection
20070427 7: SOAP HTTP Binding;

Commupnication SOAP OASIS, wsdd- OASIS Standard, SOAP-over-UDP
soapoverudp-1.1-spec-pr-
01

Commupnication SOAP W3C, RECws-addr-soap- | Web Services Addressing 1.0 — SOAP

20060509,

Binding

Communication

Web Services
(general)

W3C WD-ws-arch-
20021114

W3C; Web Services Architecture

Communication

Web Services
(general)

IETF RFC 5246

The TLS Protocol, Version 1.2

Communication

Web Services
(general)

W3C, REC-ws-addrcaore-
20060509

Web Services Addressing 1.0

Communication

Web Services
(general)

OASIS, wsdd-discovery-
1.1-spec-os

Web Services Dynamic Discovery (WS-
Discovery)

Communication

Web Services

W3C, SUBM-WSEventing-

Web Services Eventing (WS-Eventing)

(general) 20060315
Communication WSDL W3C; NOTEwsdI- Web Services Description Language
20010315 (WSDL) 1.1,
Commupnication WSDL W3C, SUBM- WSDL 1.1 Binding Extension for SOAP 1.2
wsdl11s0ap12-20060405
Commupnication XML W3C REC-xml-20001006 WS3C, Extensible Markup Language (KML)
1.0
Communication XMD W3C REC-xml-names Name spaces in XML
Commupnication XMPP IETF RFC 6120 Extensible Messaging and Presence
Protocol
Commupnication XMPP IETF RFC 6121 Extensible Messaging and Presence
Protocol: Instant Messaging and Pregence
Communication XMPP IETF RFC 6122 Extensible Messaging and Presence
Protocol: Address Format
Communication XMPP IEC PAS 62746-10-1 Systems interface between customer energy

management system and the power
management system — Part 10-1: Open
Automated Demand Response (OpenADR
2.0b Profile Specification)

5.10.1.4.2.2

Coming standards

See Table 77. Refer to 5.2.5.3 for the definition of the criteria considered in this document for
stating that a standard is “coming”.
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Table 77 — Higher level communication protocols — Coming standards

Layer Standard Comments
Communication CoAP draft-ietf-core-coap- | Constrained Application Protocol (CoAP). More information
11 available at: <http://datatracker.ietf.org/doc/draft-ietf-core-
coap/>

draft-ietf-6tisch-

) Architecture for IPv6 over the TSCH mode of IEEE 802.15.4e
architecture

Communication

draft-ietf-6tisch-6top-

Communication Architecture for IPv6 over the TSCH mode of IEEE 802.15.4e

interface
Communication draft-ietf-6tisch-coap Architecture for IPv6 over the TSCH mode of IEEE 802.15.4e
Communication draft-ietf-6tisch-minimal Architecture for IPv6 over the TSCH mode of [EEE 802.]15.4e

5.10.1/5 Gaps

The irftegration and migration of technology standard IPv6 to exjstifng communjication
standafds is necessary.

Seamlgss wireless communication standards for AMI applications are not yet defined.| These
could include WiFi, Mobile WiMAX, GPRS, etc.

5.10.2| Communication network management system
5.10.21 System description

Communication Network management systems are concerned with the management| of the
commuynication networks used for Smart Grid-€éommunication. These are for example wide
area (\WAN), local area (LAN), access and, neighbourhood area (NAN) networks. For more
details|on communication networks see 5.10.1.

When tommunicating devices, including the communication functions of end deviceg, have
the abjlity to be managed remotely regarding their communication capabilities, they are
usually called “managed devices™ and the network having this property is called “managed

network”.

A managed network consists of two key components:

e mapager device with network management system;

e mapaged device with agent.

A network( management system executes applications that monitor and control managed
devices$ s The network management systems provide the bulk of the processing and iemory
resourc i S may

exist on any managed network and different management systems might be used for different
network domains and zones.

Various network management standards exist for the different communication network
technologies. 5.10.2 focuses on management of the IP layer and can only provide a rough
overview. For other communication network technologies and more details, refer to the
specific technologies.

It should be noted that the responsibility for network management usually is with the network
owner. A distribution network operator, for example, will manage its own enterprise and
control centre LAN while in case of leased line or VPN services the management of the
underlying network providing these services is the responsibility of the communication service
provider who owns the underlying network.
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5.10.2.2 Set of System Capabilities

Possibly any use case which is supported by communicating features is concerned with
managing the health of the communication system it is using.

Practically any IP based system may support a communication network management system
encompassing part or all communicating devices.

5.10.2.3 List of standards

5.10.2.3.1 Available standards

See Tdble 78. Refer to 5.2.5.3 Tor the definition of the criteria considered in this docunjent for
stating|that a standard is “available”.

Table 78 — Communication network management — Available standards

quer Standard Comments
Informalion, IEC TS 62351-7 Power systems management and associateddnformation exchangg — Data
Commuhication and communications security — Part 7: Network and system management

(NSM) data object models
Cyber-security aspects (see 5.10.4)5,1074)

Commuhication, |IEC TR 61850-90-4 | Communication networks and systems for power utility automation|—
Informagion Part 90-4: Network engineeringsguidelines for IEC 61850 based syptems
(including Ethernet technolagy, ‘network topology, redundancy, traffic
latency, traffic management by multicast and VLAN). This document also
proposes a data model\/SCL extension to expose information related to
network management-.onto IEC 61850, mostly based on SNMP tag$

Other slpecifications

Informalion, IETF RFC 5343, SNMPvV3. Internet-standard protocol for managing devices on IP n¢tworks,
Commuhication IETF RFC 5590, and co-habitation with former SNMP releases
IETF RFC 4789
IETF RFC 3584

Commuhication |IETF RFC 768 UDP/IP

5.10.23.2 Coming,standards

None.

5.10.2.4 Mapping on SGAM

5.10.2.|4.1 Preamble

It is mostly not possible to map a communication network management system onto the
SGAM, as such systems are independent from the Smart Grid domains and zones and have
their own architectural structure. It is therefore shown as a simple overlay on the SGAM.

5.10.2.4.2 Component layer

The managed devices can be any type of communication device, including end devices
(e.g. routers, access servers, switches, bridges, hubs, IP telephones, IP video cameras and
computer hosts). Most communicating end devices which serve a Smart Grid function such as
IEDs, controllers, computers, HMIs, should be “manageable” from a communication point of
view.

A managed device is a network node that implements an SNMP interface that allows
unidirectional or bidirectional access to node-specific information. Managed devices exchange
node-specific information with the network management system. An agent is a network-
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management software module that resides on a managed device. An agent has local
knowledge of management information and translates that information to or from an SNMP
specific form.

The resulting architecture is shown in Figure 66.

I 1 | I
I 1 | I
Generic model
Market
Manager
——————— device I ————
Manager Entefprise
device
Managed .. )
device Opelation
Manage.
"1 device 0 AL 0N G N ITTTmmmmT
Manage'
device s Statipn
Manage
i device ® ____________
Managed
device
Field

B e e e O A e R

I 1 | |

I 1 | |

I 1 | |

I ) | |

I 1 | |

! ! ! | Procgss

| : | |

I 1 | |

I 1 | |

i i | i
Generation Transmission Distribution DER Customer Premise

IEC
Figure 66 — Communication network management — Component layer
5.10.2.4:3 Communication layer

See Figure 67.
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Market
SNMP
Enterprise
Ogeration
Station
IEC 61850
IEC 62351-7
Figld
Process
Generption Transmission Distribution DER Customer Premise
IEC
NOTE [he letters in the blue disk refer to the network types defined in 5.10.1.2.
Figure 67 —\Communication network management — Communication layer
5.10.24.4 _information (Data) layer
See Figure 68.
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Figure 68 — Communication network management — Information layer
5.10.3( Data modelling
5.10.3.1 Description
Becauge of the jincreasing need of Smart Grid stakeholders to deploy solutions offering a
semantic levetof interoperability, data modelling appears as the cornerstone and foundation
of the $mart-Grid framework.

In addition, data modelling seems much more stable than communication technologies, which
makes this foundation even more important.

Currently the IEC framework relies on three main pillars, as far as data modelling is
concerned, represented in Figure 69.

Figure 69 also represents the three harmonizations (i.e. the definition of unified shared
semantic sub-areas, or formal transformation rules) which need to be performed in order to
enable an easy bridging of these semantic domains:

e harmonization between CIM and IEC 61850, mostly to seamlessly connect the field to
operation and enterprise level;

e harmonization between CIM and COSEM, mostly to seamlessly interconnect electricity
supply and grid operation;
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e harmonization between COSEM and IEC 61850, where smart metering may co-habit with
Power Utility Automation systems.

L f— ¢ CIMdatamodel
arket
= .
Enterprise o
Q ¢ CIM/IEC 61850 harmonisation
\ Operation Q * CIM/COSEM harmonisation
i Station ¢ |EC61850 data model
H Field Q « COSEMIEC 61850 harmdnisation
~)
|* CQOS8EM data model (smart
Process metering)
Y ol
Geneffation Transmission Distribution DER Customer
premise
IEC
Figure 69 — Data modelling and harmonization work mapping
5.10.3.2 List of standards
5.10.3.2.1 Available standards
See Tgble 79.
Table 79 ~:Data modelling — Available standards
Layer Standard Title and comments

Information

IEC 61850 series

Communication networks and systems for power utility automation

Information

IEC 62056-series

Electricity metering data exchange — The DLMS/COSEM suite

Information

IEC/61970 series

Energy management system application program interface (EMS-API)

Part of the CIM family

Information I[EC 61968 series Application integration at electric utilities — System interfaces for
distribution management
Part of the CIM family

Information IEC 62361 series Power systems management and associated information exchange —
Interoperability in the long term

Information IEC TS 61850-80-4 Communication networks and systems for power utility automation —

Part 80-4: Translation from the COSEM object model (IEC 62056) to the
IEC 61850 data model
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5.10.3.2.2 Coming standards

See Table 80.
Table 80 — Data modelling — Coming standards
Layer Standard Title and comments
Information IEC TS 62056-6-9 Electricity metering data exchange — The DLMS/COSEM suite —
Mapping between the Common Information Model message profiles
(IEC 61968-9) and DLMS/COSEM (IEC 62056) data models and
protocols
Information IEC TS 62361-1022 Power systems management and associated information exchange —
Interoperability in the long term — Part 102: CIM — [EC 61850
harmonization

a8 Under preparation.

5.10.3.3 Gaps

In casgq of multi-utility support, the data models for gas and water stpply domains are jnot yet
considéred in IEC 61970 and IEC 61850 series.

Currently no complete mapping exists between IEC 61850 and.IEC 61970 series.

A seamnless Smart Grid communication requires a~mapping of intersystem-to-subgpystem
commynication. Currently standardized mappings of. established domain standards (e.g. from
IEC 61850 to Home and Building Automation domain) are not yet specified.

5.10.4| Security and privacy
NOTE The content of 5.10.4 is mostly derived frofm’[4].
5.10.41 Description

Cyber pecurity is an important success criterion for a secure, efficient and reliable opferation
of the Bmart Grid. The most important goal of cyber security is the protection of all relevant
assets|in the scope of the Smart Grid from any type of hazards such as deliberatg cyber
security attacks, inadvertent mistakes, equipment failures, information theft and patural
disastdrs. These hazards’predominantly concern the IT and telecommunication infrastructure.
In ordgr to achieve,an adequate level of protection, classical security objectives slich as
confidgntiality, integrity, availability, non-repudiation and privacy need to be assured|by the
implementation of security controls. Cyber security issues are already addressed in thg scope
of the gritical-infrastructure protection efforts. As recognized there, any vulnerability cguld be
exploited,in_order to attack the stability of the underlying systems with a fatal imgact on
energy| supply and reliability. Because of the nature of the Smart Grid as a huge netyork of
interconnected sub-networks and its inherent complexity, the aforementioned risks could
quickly be increased. This comes along with a vast number of systems, interfaces, operational
modes and policies implemented by the stakeholders involved which leads to more
vulnerabilities and a higher probability that these will be exploited. In addition, new
functionalities like smart metering introduce stronger requirements for data protection and
privacy. The following bullets state the risks more precisely.

e The architecture of the Smart Grid will be complex with a very high number of endpoints,
participants, interfaces and communication channels and with different levels of protection
in the underlying systems. In general, it is always a challenge and requires effort to
achieve an adequate level of protection for such a complex system.

e The introduction of Smart Metering systems and processes will increase the number of
endpoints dramatically and will move them to private households. Physical security is hard
to achieve in these scenarios and time and motivation to penetrate the systems are in
plentiful supply.
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e Many components of the Smart Grid can be characterized as legacy where security has
never been an important requirement.

e The majority of network connections and communications paths in the scope of the Smart
Grid will be based on Internet-technologies / IP-networks. This infrastructure comes along
with high flexibility and many existing systems, but also introduces a higher vulnerability
because of the mal-ware (e.g. worms, viruses) which already exists in this ecosystem and

the

potential risk of this spreading quickly, which could have fatal consequences.

e A higher number of attack scenarios based on very different objectives, ranking from
industrial espionage and terrorism to privacy breaches, can be anticipated.

5.10.4.

2 Cyber security standardization landscape

The re

The s
standa

e “Re

evant documents are non-exhaustively listed below.

t of security standards is split into “requirements standards” (type 1) and “s
rds” (type 2 and type 3) as listed below.
quirement standards” considered (Mostly the ‘What’):

ISO/IEC 15408, Information technology — Security technique$'< Evaluation crit
IT security

ISO/IEC 18045, Information technology — Security techbiques — Methodology
security evaluation

ISO/IEC 19790, Information technology — Securitydechniques — Security requir
for cryptographic modules

ISO/IEC TR 27019, Information technology~ — Security techniques - Info
security management guidelines based on™[SO/IEC 27002 for process control s
specific to the energy utility industry

IEC 62443-2-4, Security for industrial automation and control systems — Pg
Security program requirements forTACS service providers

IEC 62443-3-3, Security for _industrial automation and control systems — Pa
System security requirements and security levels

IEC 62443-4-2, Security~for industrial automation and control systems — Pg
Technical security requirements for IACS components

IEEE C37.240; Cyber Security Requirements for Substation Automation, PrQ
and Control Systems

lution standards” considered (Mostly the ‘How’):

ISO 16418-2, Road vehicles — Vehicle-to-Grid Communication Interface, H
Network and application protocol requirements

olution

bria for

for IT

bments

mation
ystems

rt 2-4:

rt 3-3:

rt 4-2:

IEEE 1686, Substation Intelligent Electronic Devices (IED) Cyber Security Capabilities

tection

Part 2:

NOTE 1

Data and communication security

|IEC 62351-x_Power systems management and associated information exchange —

IEC 62056-5-3, Electricity metering data exchange — The DLMS/COSEM suite -

Part 5-3: DLMS/COSEM application layer
IETF RFC 6960, Online Certificate Status Protocol
IETF draft-ietf-core-coap (RFC 7252): CoAP Constrained Application Protocol

IETF I-D draft-weis-gdoi-iec62351-9: IEC 62351 Security Protocol support for the

Group Domain of Interpretation (GDOI)
IETF RFC 7030: Enrollment over Secure Transport

5.10.4 has not been written to specifically include the Smart Metering related standards. Some

requirement and standards may be needed to implement a smart metering AMI system.

specific

NOTE 2 The standards stated above have been analysed in the context of dedicated use cases. The use cases
addressed were:
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e Transmission Substation;

e Distribution Control Room;

e Con

sumer Demand Management;

e DER Control.

One way to better position the above documents is to consider two axes as illustrated in
Figure 70. The first one is their relevance for Organizations (Smart Grid operators) and
products and services (product manufacturer and service providers). The second one is their
relevance from a technical point of view and their relevance from an organizational point of

view.

Figure
the foll

Technical details for all Domains,Zones and Layers of SGAM
F 3

N'a 2

Organisational Requirements Technical Requirements
For SG Operation Actors for Products and Services
All $G1S-SL & SG-DPC

Q1 -

Relevance for \ / Relevance for

QOrganisations s \ /’ \\P’roducts and Sevices

Governance Administration Products and Sefvices to
Policies, Incident Response support opganiZational &
operarational requirements

Q4 - 12 Q3

A 2

Completeness for all SGIS-SLy/SG-DPC / Actors and Roles I1EQ

Figure 70 — Smart Grid, information security standards areas

71 below shows the mapping of the selected standards to the standards areas
bwing terms:

e Details for Operation:*The standard addresses organizational and procedural
apglicable for all or;selected actors. It may have implicit requirements for syster
components without addressing implementation options.

e Rel
fun

levance for—Products: The standard directly influences component and/or

addresses-technology to be used to integrate a security measure.

under

means
ns and

system

ctionality-and needs to be considered during product design and/or development. It

e Degigh/Details: The standard describes the implementation of security means in

suf

details

icient to achieve interoperability between different vendor’s products for standards on

a technical level and/or procedures to be followed for standards addressing organizational

me

ans.

e Completeness: The standard addresses not only one specific security measure but
addresses the complete security framework, including technical and organizational means.

Using this representation the security standards landscape based on the documents listed

above

can be established as illustrated in Figure 71.
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Figure 71 — Current Smart Grid information secQ@' standard landscape analysed

N
72 shows the applicability and scope o &ch of the standards from a sor]

X
deline: The document provide@guidelines and best practice for d
lementations. This may also ’@mprise pre-requisites to be available f
lementation. 3

O
Requirement: The document ,}ftains generic requirements for products, soluti

cesses. No implementati%gspecified.

Redlization: The docum defines implementation of security measures (s

rea
left

Vel

Intq
tec

izations). Note, if distinction possible, the level of detail of the document raise
to right side of the)column.

dor: Standa dresses technical aspects relevant for products or components

grator: dard addresses integration aspects, which have implications
hnical ign, is relevant for vendor processes (require certain features

supgpor , or requires product interoperability (e.g. protocol implementations).

Op
foc

e &
cts

IEC

newhat

ecurity
pr the

ons or
pecific
s from
bn the

to be

mainly

an{@n’: Standard addresses operational and/or procedural aspects, which are

used on the service realization and provisioning on an operator site.

The colour code from Figure 71 is kept also in Figure 72. Some of the standards only cover
partly a certain vertical area. The interpretation of partial coverage is that the standard may
not provide explicit requirements for the vendor/integrator/operator. Standards covering
multiple horizontal areas address requirements and also provide solution approaches on an
abstract level. For the implementation additional standards or guidelines may be necessary.
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Figure 72 — Security standa@Qpplicability
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N
The conclusion of this study is key informati sf».\>for the Smart Grid information decurity
landscape. As shown above (Figure 71 and %;ﬁ?e 72) there are several standards aVailable
and mature to be utilized in Smart Grid applications. Nevertheless there is still a n¢ed for
investigating further standards and their erage of Smart Grid specific needs. Henge, this
exercigde (standards gap analysis) is&a continuous process, which will require [further
investigation into existing and upcom\@ standards addressing the evolution of the Smart Grid
information security needs. Thi volution is especially driven through new use |cases,

incorpgrating communication ie)tQ@ctions between new Smart Grid roles and entities.

5.10.43 List ofstand@s’
5.10.4.3.1 Availab@Qandards

-

See Tgble 81. to 5.2.5.3 for the definition of the criteria considered in this document for
stating|that a ard is “available”.

\(</C)
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Table 81 — Security — Available standards

Layer/type

Standard

Title and comments

General

IEC TS 62351-1

Power systems management and associated information
exchange — Data and communications security — Part 1:
Communication network and system security — Introduction
to security issues

Does not provide a dedicated technical solution, rather
explains the applicability of the IEC 62351 series

General

IEC TS 62351-2

Power systems management and associated information
exchange — Data and communications security — Part 2:
Glossary of terms

Does not provide a dedicated technical solution, rather

U)(pldillb e giossdary O tne 1EC 02591 SETIES

Compon

ent, communication,

IEC TS 62351-3

Power systems management and associated informdtion

informaffon, function exchange — Data and communications secutity ~ Paft 3:
Communication network and system security  Profiles
including TCP/IP
Depends on the usage of TCP/IP

Component, communication, |IEC TS 62351-4 Power systems management and @ssociated informgtion

informaffon, function exchange — Data and communjcations security — Paft 4:
Profiles including MMS
Depends on the usage of FZCP/IP and MMS

Component, communication, [IEC TS 62351-5 (Ed 2) Power systems.management and associated

informaffon, function information exchangé —\Data and communications s¢curity —
Part 5: Security for(EC 60870-5 and derivatives
Depends on thefusage of IEC 60870-5 and serial prqtocols

Component, communication, [|IEC TS 62351-6 Power systéms/management and associated informgtion

informatjon, function exchange— Data and communications security — Paft 6:
Security for IEC 61850; Depends on the usage of GQOSE
and SMV

Component, communication, |IEC TS 62351-7 Rower systems management and associated informdtion

informaffon, function exchange — Data and communications security — Paft 7:
Network and system management (NSM) data objeci models
Depends on the usage of network management
protocols/functions

Component, communication, [|IEC TS 62351-8 Power systems management and associated informgtion

informaffon, function exchange — Data and communications security — Paft 8:
Role-based access control
Defines Role-Based Access Control and associated
credentials to be used in the context of IEC 62351
Component, communication,( [I[EC TR 62351-10 Power systems management and associated informgtion

informat

on, function

exchange — Data and communications security — Paft 10:
Security architecture guidelines
Provides an overview about and motivation of applicption of

security in power systems

Compon
informat]

ent, communication,
on, function

IEC 62443-3-3

Industrial communication networks — Network and syfstem
security — Part 3-3: System security requirements arld
security levels

Describes System Security Requirements and Secudty

Levels for industrial communication networks

Communication, Information,

function

1ISO 15118-2

Road vehicles — Vehicle-to-Grid Communication Interface —
Part 2: Network and application protocol requirements
Describes the communication interface between an electric
vehicle and the charging spot including security

Communication, Information,

function

IEC TR 61850-90-5

Communication networks and systems for power utility
automation — Part 90-5: Use of IEC 61850 to transmit
synchrophasor information according to IEEE C37.118
Describes exchanging synchrophasor data between PMUs,
WAMPAC (Wide Area Monitoring, Protection, and Control),
and between control centre applications; Contains a
comprehensive security model for the underlying routable
profile; GDOI is used for key management

Communication, Information,

function

IEC 62056-5-3

Electricity metering data exchange — The DLMS/COSEM
suite — Part 5-3: DLMS/COSEM application layer
Describes the COSEM application layer, including security
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Layer/type

Standard

Title and comments

Communication,
function

Information,

IEC 61400-25 series

Wind energy generation systems — Communications for
monitoring and control of wind power plants

Set of standards describing also web service mapping for
wind power

Information, function

ISO/IEC 27001

Information technology — Security techniques — Information
security management systems — Requirements

Describes requirements for information security
management

Information, function

ISO/IEC 27002

Information technology — Security techniques — Code of
practice for information security controls

Information, function

ISO/IEC TR 27019

Information technology — Security techniques — Information

Security management gulaelines pased on 1ISO/IEC 27002
for process control systems specific to the energy ‘influstry

Other specifications

Communication

IETF RFC 2617

HTTP Authentication: Basic and Digest Access
Authentication

Commuication

IETF RFC 2759

EAP MS-CHAP2

Commupication, Information |IETF RFC 2865 RADIUS (Remote AuthenticationBial In User Service)

Communication, Information, |IETF RFC 3711 SRTP, to protect video surveillance data or customef

function service (VolP)

Commupication, Information |IETF RFC 3748 EAP Base Protocol (includes EAP MD5)

Commupication, Information |IETF RFC 3923 End-to-End Sigring and Object Encryption for XMPH

Communication, Information, [IETF RFC 4210 Certificate Management Protocol

function

Commupnication, Information, |IETF RFC 4211 Certificate Request Message Format

function

Commupication, Information, [I[ETF RFC 4301 IPSec, may be used to realize VPNs, Or for any othdr type

function of IPSec based security mechanisms

Commupication, Information, |IETF RFC 4302 IPSec, may be used to realize VPNs, Or for any othdr type

function of IPSec based security mechanisms

Communication, Information, [IETF RFC4303 IPSec, may be used to realize VPNs; Or for any othgr type

function of IPSec based security mechanisms

Commuication IETF RFC 4422 SASL Security

Communication, Information, #{E\FF RFC 4962 AAA, Network Access, e.g. for service or remote acdess

function

Commuication IETF RFC 5106 EAP IKEv2

Commupication IETF RFC 5216 EAP TLS

Commupication, infermation, |IETF RFC 5246 TLS, can be applied whenever point-to-point TCP/IP|needs

function to be protected

Commupication, Information, |IETF RFC 5247 EAP Framework, Framework for key management, cpn be

fUnCtiOn usad for nny }ypn of r\nrlpf\inl‘, Noetbwaork /\nr\f\oe‘ e—a—ffor
service or remote access

Communication, Information, |IETF RFC 5272 Certificate Management over CMS

function

Communication, Information, |IETF RFC 5274 CMC Compliance Requirements

function

Communication, Information, [IETF RFC 5280 Internet X.509 Public Key Infrastructure Certificate and

function Certificate Revocation List (CRL) Profile, Base specification
for X.509 certificates and certificate handling

Communication IETF RFC 5281 EAP TTLSv1.0

Communication, Information, |IETF RFC 6272 Identifies the key infrastructure protocols of the Internet

function Protocol Suite for use in the Smart Grid

Communication, Information, |IETF RFC 6347 DTLS, Alternative to TLS in UDP-based; meshed-type of

function

networks; can be applied whenever point-to-point UDP/IP
needs to be protected
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Communication, Information, [IETF RFC 6407 GDOI, used, e.g., to provide key management for

function IEC 61850-90-5

Communication IETF RFC 6749 The OAuth 2.0 Authorization Framework

Communication IETF RFC 6750 The OAuth 2.0 Authorization Framework: Bearer Token
Usage

Communication, Information |IEEE 802.1X Specifies port based access control, allowing the restrictive
access decisions to networks based on dedicated
credentials. It defines the encapsulation of EAP over IEEE
802, also known as EAP over LAN or EAPOL. Includes also
the key management, formally specified in IEEE 802.1AF

Commupiecatien—trfermation—HEEE-8024AE Spesifies-sescuriy-functienatity—-terme—of-connestiofless
data confidentiality and integrity for media access
independent protocols. Specifies a security frame,_fofmat
similar to Ethernet

Commupnication, Information |IEEE 802.1AR Specifies unique per-device identifiers and the manggement
and cryptographic binding of a deviceto-its identifiers

General IEEE 1686 defines functions and features that:must be provided in
substation intelligent electronic.devices to accommofate
critical infrastructure protectign{programs

Communication, Information, |ETSI TCRTR 029 General overview of features specified on ETSI side

function

Commupication, Information, |ETSI ETR 332

function

Communication, Information, |[ETSI ETR 237

function

Communpication, Information, [ETSI ES 202 382

function

Commupication, Information, |ETSI ES 202 383

function

Commupication, Information, |ETSI EG 203 387

function

Communication, Information, [ETSI TS 102 165-1

function

Commuication, Information, |ETSI\IS 102 165-2

function

Commupication, Information/~ETSI EG 202 549

function

Commupication, Information, |ETSI TR 185 008

function

Communpication,lnformation, [ETSI TR 187 012

function

Communication, Information, |ETSI TS 187 016

function

Communication, Information, |ETSI TR 102 419

function

function ETSI TS 101 456 Electronic signatures

function ETSI TR 102 437 Electronic signatures

function ETSI TS 102 042 Electronic signatures

function ETSI TR 102 572 Electronic signatures

function ETSI TS 102 573 Electronic signatures

function ETSI TS 102 689 Requirements

function ETSI TS 102 690 Architecture

function ETSI TS 102 921 Protocols

function ETSI TR 103 167 Threat Analysis
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Layer/type

Standard

Title and comments

communication , information

ETSI TS 100 920

Communication, information for mobile (3GPP, GSM,
CDMA...) telecommunication infrastructures

Communication, Information

ETSI TS 133 203

Communication, Information

ETSI TS 133 210

Communication, Information

ETSI TS 133 234

Communication, Information

ETSI TS 133 310

Communication, Information

ETSI TS 102 225

Communication, information for mobile (3GPP, GSM,
CDMA...) telecommunication infrastructures. Secure packet
protocol for remote administration of security element

Commufication, Tnformafion |ETSI TS 102 226 Communication, information for mobile (3GPP, GSM]
CDMA...) telecommunication infrastructures. Remotq
administration of Security element

Commupication, Information |[ETSI TS 102 484 Communication, information for mobile (36PR; GSM
CDMA...) telecommunication infrastructures. Local Jecure
Channel to security element

Commupication, Information |ETSI TS 187 001 Communication, information for fixed(IP based...)
telecommunication infrastructures, Security Requirefents

Commupication, Information |ETSI TS 187 003 Communication, information for fixed (IP based...)
telecommunication infrastructures. Threat Analysis

Communpication, Information [ETSI TR 187 002 Communication, information for fixed (IP based...)
telecommunication ihfrastructures. Security Architecfure

Commupication, Information |W3C XML Digital Provide security, features for XML encoded data

Signature

Commupication, Information |W3C XML Encryption |Provide security features for XML encoded data

5.10.4.3.2 Coming standards

See Tdble 82. Refer to 5.2.5.3 for the definition of the criteria considered in this docunjent for
stating|that a standard is “coming”.

Table'82 — Security — Coming standards

Layer/type Standard Title and comments

Component, communication,\JEC 62351-6 2 Power systems management and associated informatiof

informaffon, function exchange — Data and communications security — Part 6
Security for IEC 61850
Depends on the usage of GOOSE and SMV (Edition 2)

Component, communication, |IEC 62351-9 Power systems management and associated informatiop

informaffon, funetion exchange — Data and communications security — Part 9] Cyber
security key management for power system equipment
Defines management of necessary enmlrify credentials bhnd
parameters in the context of IEC 62351

Component, communication, |IEC 62351-11 Power systems management and associated information

information, function

exchange — Data and communications security — Part 11:
Security for XML documents

Focus on XML Security for files to ensure that the receiver gets
information about the sensitivity of the data received

Component, communication,
information, function

IEC 62443 series

Industrial communication networks — Network and system
security

Other specifications

General

IEEE P2030

Provides a Guide for Smart Grid Interoperability of Energy
Technology and Information Technology Operation with the
Electric Power System

a8 Under preparation.
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Authentication, Authorization, Accounting systems

5.10.5.1 Description

Authentication, Authorization, Accounting (AAA) refers to information systems used to grant
granular access to a device or a service by controlling what a given user or system can

access

and how.

Authentication is the process to authenticate an identity (a user or a system). The process
verifies that the person or system is really the one it claims to be by verifying evidence. This
is usually done using credentials such as login/passwords, one-time-passwords, digital
certificates, efc.

Author
system
descril
rights

modifig
system

Accour
auditin

following type of information is recorded: Identity, *Authentication success

Author
stops ¢

bf an Operating System user on the file system (what can be read, what

zation is the process to identify what a given identity is allowed to perform 'on Ja given

. It describes what the “rights” of the identity over the system are. In other W
es to what extent the identity is allowed to manipulate the system. FEQr €xamg

d, what can be executed) or access rights of a system over the-network (w
is allowed to connect to).

ting is the process that measures the resources consumeéd, by the identity for
j and reporting. Accounting systems are also used .fo’,record events. Usus

zation success/failure, what is accessed, when the“access starts, when the
nd any other relevant information related to the service delivered.

a cont
they c

contexf.
differi:[t, even if there are similarities, fram' analysing the way a user can remotely ag

syste
throug

The ch

Substaltion Automation System-as defined in 5.9.7.

Figure
As sho

When { comes to technically looking at an AAA system, it is difficult to do the exercise

ords it
le, the
can be
nat the

billing,
lly the
failure,
access

vithout

xt. Even if the same kinds of actions are, performed, the way they are performed and

n be described depends on the context’and the technical architecture used
Analysing the way a user is granted access locally to an operating sys

or the way a system can access.a system on Local Area Network or over the |
a Virtual Private Network.

oice has been made [in\5.10.5 to consider the scenario of a remote acceg

73 is taken fromIEC TR 62351-10 and shows such a substation automation s
wn in Figure 73;-access is controlled using a remote access server (circled in req

in that
tem is
cess a
hternet

s to a

enario.

).
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IEC TR 62351-10:2012, Figure 14.

Figure 73 — AAA Example.in a substation automation use case

protection for zones or .subnets is typically done by using AAA (Authent
zation, and Accounting). AAA builds basically on three components: the supplica
or component that wants to access the substation), the authenticator (the
switch) and the, authentication server (performing the actual authent
zation, and accounting).

b of AAA there exist supporting standards like the EAP (Enhanced Authen
bl) framework defined by the IETF. EAP allows authentication and key establi
n be mapped to protocols like IEEE 802.1x for the communication betwe

ant andsthe authenticator or RADIUS (Remote Authentication Dial In User Servic

cation,
nt (the
ngress
cation,

ication
shment
en the
e) for

hmunication between authenticator and authentication server as depicted in Fign.lre 74.



https://iecnorm.com/api/?name=7dba3e7634e8e4ce5f156116ad3f1811

- 240 - IEC TR 63097:2017 © IEC 2017

Supplicants Authenticator Authentication Server
with Database
- i P rd
. A?Jst:::ication
The authenticator acts as AAA
: Database

client to the authentication server

PR W ©

P

Directory

N 2
\%a «  EAP over |/ EAP Method [

Ethernet ] Kerberos
Radius, Ticket

Kerberos, PKI, Granting

h)!
ﬂ OTP, SecurlD Server
5

Figure 74 — EAP Overview

There [are further means for the communication between<the authenticator a
authentication server. One example is TACACS+ (Terminal Aecess Controller Access-
Systen). In contrast to RADIUS, it uses TCP for communication.

The cuprent approach used for remotely accessing a.substation often relies on the app
of a PN connection based on IPSec. This termination of the VPN in the substs
connedted with the AAA infrastructure to ensure that only authenticated and aut
connedtions are possible. This is often achieved by using a dedicated component,
gatewgy.

In the [future, the security may be enrhanced especially for connections using IEC 61
IEC 60B70-5-104. For these protocols IEC 62351 series means can be directly apg
protectl the communication, allowing for an end-to-end security relationship terminating
substation. Hence, this protection does not necessarily require a specific VPN conneg

IEC

nd the
Control

ication
tion is
horized
a VPN

850 or
lied to
in the
tion to

protectl the communication. 1t is expected that VPN connections will still provide a value as

there gre other connections, for example Voice over IP, which can be protected us
VPN tunnel.

Additiojnal possibilities, which may be used to further support remote access contr
providgd by IEC'TS 62351-8 (RBAC, Role based Access Control) in conjunctio
IEC 61B50 series. IEC TS 62351-8 allows fine grained role based access control using
certificates\.and corresponding private keys. This allows extension of access contr

ng the

ol, are
n with
X.509
Dl also
tive or

within fhe\substation. Hence, it allows further restriction of access or rights for operg

management actions within the substation.

NOTE IEC TS 62351-8 may be used in conjunction with LDAP to fetch RBAC specific credentials
repository.

5.10.5.2 Set of System Capabilities

from a

Table 83 provides a set of System Capabilities which may be supported by an AAA system for
a Remote Access Solution (in that example applied to a Substation Automation System).

The meanings of the three last columns (AVAILABLE, COMING, Not Yet) and of the “C”, “I”,

“CI”, “X” conventions are given in 5.5.2.5.
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Table 83 — AAA systems — Capabilities

Cluster

System Capabilities

Supported by standards

AVAILABLE| COMING Not yet

Access Control
(Substation Remote
Access Example)

Local access to devices residing in a substation,
with substation local authentication and
authorization

X

Local access to devices residing in a substation,
with higher level support (e.g. control centre) for
authentication and authorization

Remote access to devices residing in a substation,
with substation local authentication and

authorization using a separate VPN

Remote access to devices residing in a substation,
with higher level support (e.g. control centre) for
authentication and authorization using a separate
VPN

with higher level support (e.g. control centre) for
authentication and authorization using a
communication protocol inherent security means

Remote access to devices residing in a substation, (x) X
with substation local authentication and

authorization using communication protocol

inherent security means

Remote access to devices residing in a substation, (%) X

System pnd security
management

User Management

Role Management

Rights/Privileges Management

Certificate Management

Events Management

Accesqy control

based on authehntication of persons or components in these Pystem
Capabllities can be provided by different means like:

e Usgrname and Password;

e X.509 Certificates and corresponding private keys;

e Segurity Tokens'(like one-time-password-generators, smart cards, RFID token, etc.

Note that authentication means can also be directly derived from the used EAP method

Dependling“on the use case, these means may be applied just locally, requiri
authorigation handling to be performed

locally as well. This _may include the

ng the

local

management of accessing peers (persons or devices), roles, and associated rights. Moreover,
these means may be used as part of the communication protocols on different OSI layers.
A further option is to delegate the access control from the station level to the operation level.
This leads to access control decisions by an AAA server residing in a control centre for

example.

5.10.5.3 List of standards

5.10.5.3.1 General

5.10.5.3.2 and 5.10.5.3.3 provide a summary of standards which appear relevant to support

AAA systems.
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5.10.5.3.2 Available standards

Refer to 5.2.5.3 for the definition of the criteria considered in this document for stating that a
standard is “available”.

Table 84 provides an overview of applicable standards for AAA.

NOTE The list is not exhaustive.

Table 84 — AAA system — Available standards

Layer Standard Title and comments
Informalion IEC TS 62351-8 Definition of Role Based Access Credentials
IEC TS 62351-3

Protection of TCP-based IEC 61850 or IEC 60870-5-104

Commuhication IEC TS 62351-4 communication using TLS together with RAC credentials

IEC TS 62351-8

Information,
Commuhication

Communication networks and systems for power utility autoniation —

IEC TR 61850-90-4 | 5.1t 90-4: Network engineering guidelines

Communication networks and systems for power utility automation
IEC TR 61850-90-2 | Part 90-2: Using IEC 61850 for the_.communication between
substations and control centres,

Information,
Commuhication

Other slpecifications

Guidance for Authenticaiion, Authorization, and Accounting (RAA)

Information IETF RFC 4962 Key Management

Informalion IETF RFC 2865 RADIUS (RemoteMAuthentication Dial In User Service)
Commuhication IETF RFC 2759 EAP MS-CHAP2

Commuhication IETF RFC 3748 EAP Base«PRrotocol (includes EAP MD5)
Commuhication IETF RFC 4764 EAP PSK' (Pre-Shared Key)

Commuhication IETF RFC 5106 EAR IKEv2

Commuhication IETF RFC 5216 EAP TLS

Commuhication IETF RFC 5284 EAP TTLSv1.0

5.10.5.3.3 Coming standards

See Tdble 85. Referto 5.2.5.3 for the definition of the criteria considered in this document for
stating|that a standard is “coming”.

Table 85 — AAA system — Coming standards

1 ayer Standard Title and comments

Communication IEC 61850-8-2 2 Communication networks and systems for power utility automation
— Part 8-2: Specific communication service mapping (SCSM) —
Mapping to Extensible Messaging Presence Protocol (XMPP)

IEC 61850 Specific communication service mapping (SCSM) —
Mappings to web-services

a8 Under preparation.

5.10.5.4 Mapping on SGAM
5.10.5.4.1 Preamble

It is important to consider that, from a standard point of view, there are a lot of similarities
between distribution substation automation systems, transmission and generation substations,
especially when it comes to remote access. For an easy reading of the document only the
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distribution substation automation is mapped as an example use case. The general approach
can also be applied to other scenarios like transmission or generation, and also to remotely
access smart metering systems like data collection points, which constitute the first layer of
data accumulation.

Considering that this system does not interact with the “Enterprise” and “Market” zones of the
SGAM, only the “Process”, “Field”, “Station” and “Operation” zones will be shown.

5.10.5.4.2 Component layer

The base representation of the component layer is provided by the substation automation use
case. The additional component used here is the AAA server. The AAA server allows the
storage of the authentication information and access rights of dedicated users (orArdles) or
compohents necessary to access to the substation. The AP (Access Point) is-the"|ngress
equipment supporting authentication and access control communicating with’ the AAA
authentication server. The AAA authentication server may reside on station'\level or| in the
controll centre (typical). This is shown in Figure 75 by the two AAA authentication $ervers
connedted with the access switch with dotted lines. The AP may be'’the switch already
availaljle or an additional component (like a VPN Gateway) as marked-in‘red in Figure 15.

U
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1
1
: I
Controller HWMI “Vip // AAA
% Station
|c NIC
ito other

thpl

~subk ions) ‘ sul)st ations)

Controlle

Similar to Distribution

EQ IED )
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/

|

|
+ % ‘ | ‘ @ @ Process
« | ) )

H\/ M\ L\/

Senération Transmission Distribution DER  Customer Premise
L

Figure 75 — Mapping of standards used in the AAA example
on SGAM - Component layer

5.10.5.4.3 Communication layer

As stated before, there are two main options for remotely accessing a substation. Either using
a separate VPN connection or protocol specific security features.

For the VPN connection IPSec is assumed to be applied. Network access control is often
performed, before the IPSec connection is actually established (e.g. using EAP (Encapsulated
Authentication Protocol) on OSI layer 2. Examples can be given by dial-up connections using
PPP.
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EAP is a container protocol allowing the transport of different authentication methods which
provide different functionality. The base protocol is defined in RFC 3748. EAP allows the
specification of dedicated methods to be used within the container. The functionality
supported ranges from plain unilateral authentication to mutual authentication with session
key establishment. From the cryptographic strength of the authentication, there is also a
range from plain passwords to X.509 certificate based authentication.

Examples for EAP authentication methods include (not complete) for instance: EAP-MDS5,
EAP-MS-CHAP2, EAP-TLS, EAP-TTLS, EAP-FAST, EAP-PSK, EAP-PAX, EAP-IKEv2, EAP-
AKA, EAP-MD5, EAP-LEAP, EAP-PEAP, EAP-SIM, EAP-Double-TLS, EAP-SAKE and EAP-
POTP. These methods are typically defined in separate IETF documents.

While EAP is typically used for network access authentication, there may be the\need to
further| distinguish access within the substation. For example to access certain. prdtection
device$ or a substation controller, also considering the role of the accéssing |entity.
IEC TY 62351-8 provides a solution to support role based access control based on gpecific
credentials, which can be applied in the context of applied security protocols! An example is
given py the application of these credentials in TLS, which can be_ used accordling to
IEC T§62351-3 and IEC TS 62351-4 to protect the IEC 61850, series commurjication
performed over TCP connections. This approach may be followed within a substation HQut also
to accegss the substation from outside, without relying on a VPN connection. In fact) in the

For thg use case shown here, two protocol families build the base namely IEC 61850 and
IEC 60B70-5. Especially for the outside communication the TCP based variants are applied
allowing an easy application of IEC 62351 series functionalities. Note that the main foclis here
is on IEC TS 62351-8 as it supports the access control functionality.

e Within the substation, IEC 61850-8-1 (for@afy kind of data flows except sample yalues)
and |IEC 61850-9-2 (for sample values).are used to support the selected set of generic

IEJ TR 61850-90-4 provides detailed*guidelines for communication inside a substat|on.
IEQ 61850 is used for connecting protection relays.

e Oufside the substation, “vertical communications” uses IEC 60870-5-104 or IEC|61850,
while horizontal communications can rely on IEC TR 61850-90-5 (full mapping ovef UDP)
or [EC TR 61850-90-1_(tunnelling).

Future|vertical communjcation may rely on IEC TR 61850-90-2 (guideline for using IEC} 61850
to confrol centres). to. provide a seamless architecture, based on IEC 61850. A new mapping
of IEC 61850 over-the web services technology (IEC 61850-8-2) is under preparation, iph order
to enldrge (in (security) the scope of application of IEC 61850 outside the substation, while
facilitafing jits<deployment.
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NOTE [he letters in the blue disks refer to the network types defined in 5.10.1.2.

Figure 76 — Mapping of .standards used in the AAA example
on SGAM--"Communication layer

5.10.54.4 Information (Data) lfayer

The information layer of substation automation is mostly based on the IEC 61850( series
information model. Security. is added by the definition of the security credential folmation
within JEC TS 62351-8(as* shown in Figure 77. In addition, the IETF documents cornected
with ndtwork access (EAP, RADIUS, etc.) also define the necessary information elements.

For thg sake of-simplicity, only the security specific data models are referenced here:

o |EQ TS©62351-8: Role Based Access Control, definition of credential formats
e RF(C"3748: EAP, additionally the RFCs handling/defining EAP methods
¢ RFC 2865: RADIUS

For protocols, which are not IEC 61850 native, such as the IEC 60870-5-101 or
IEC 60870-5-104, a mapping of IEC 61850 information model is possible using
IEC TS 61850-80-1, enabling users of these technologies to use the power of data modelling
(and then more seamless integration) without changing communication technologies.
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Figure 77 — Mapping of standards.used in the AAA example
on SGAM - Information layer
5.10.6| Clock reference system
5.10.6.1 Description
Many |[Smart Grid systems need:a unified global time and then synchronized [clocks,
distribyted among all the camponents in order to support specific Capabilities, sfich as
accurafe time stamping for events logging, alarming but also more and more to perform very
time-crjtical algorithms based on digital time-stamped measurement samples, such |as the
“Sample values” specified by the IEC 61850 series.
The clpck reference* system refers to the system and all elements needed to suppont clock
master| definitiony\time distribution and clock synchronization services to ensure a unifi¢d time
management-within the system. It is usually made of a collection of one or many clock
serverg, transmission systems, relay stations, tributary stations and data terminal eqipment
capable-of.being synchronized. 1

The clock reference system will be highly dependent on the needed clock accuracy, from
seconds accuracy (for example for DER process control), to millisecond(s) for electricity

related

events, down to sub-microsecond for digital samples.

Clock reference may be local reference time (the important point being that all components'
clocks share the same time reference) or absolute reference time (the important point being
that all clocks refer to the same absolute time reference). The last case may also be
considered even if the requirement is only to get a same local reference time within the
system, when it may be of easier deployment to rely on the absolute reference time, provided

for exa

mple by the GPS system, rather than distributing a local reference time.
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Set of System Capabilities

Table 86 lists a set of System Capabilities which is supported by a clock reference system
and the indication how the current or coming set of standards supports it.

Time information may be associated to mostly any Smart Energy system capabilities, and the
system described below in 5.10.6 may be associated to mostly systems as described in 5.9.

The meanings of the three last columns (AVAILABLE, COMING, Not yet) and of the “C”, “I”,
“CI”, “X” conventions are given in 5.5.2.5.

Supported by standards

Cluster System Capabilities
AVAILABLE | COMING Nqgt yet

System pnd security Distributing and synchronizing clocks | €
management
5.10.6.3 List of standards
5.10.6.3.1  Available standards
See Tdble 87. Refer to 5.2.5.3 for the definition of the critéria considered in this document for
stating|that a standard is “available”.

Table 87 — Clock reference system — Available standards

Layer Standard Title and comments

Information 1ISO 8601 Data’elements and interchange formats — Information interchange
—Representation of dates and times.

Coordinated Universal Time (UTC)

Commynication IEC 60870-5-5 Telecontrol equipment and system — Part 5-5: Transmission|
protocols — Basic application functions
including time synchronization basic application

Commynication IEC 61588\(IEEE 1588) | Precision clock synchronization protocol for networked
measurement and control systems
PTP (Precision clock synchronization protocol)

Commynication IEC PAS 61850-9-3 Communication networks and systems for power utility
automation — Part 9-3: Precision time protocol profile for pojer
utility automation

Commynication IEC TR 61850-90-5 Communication networks and systems for power utility

automation Part 90.5: Use of IEC 61850 to transmit

synchrophasor information according to IEEE C37.118

Communication

IEC TR 61850-90-4

Network Engineering Guidelines for IEC 61850 based systems

(including clock synchronization guidelines)

Communication

IEC 62439-3

Time management for PRP network mechanism

Communication

IETF RFC 5905

NTP — Network Time protocol

Communication

IETF RFC 4330

SNTP — Simplified Network Time protocol

Communication

IEEE C37.118

PTP profile — IEEE standard for Synchrophasors for Power
Systems

Communication

IEEE C37.238:2011

PTP Profile — IEEE standard for Power System Applications

Communication

IRIG 200-98

IRIG Time codes



https://iecnorm.com/api/?name=7dba3e7634e8e4ce5f156116ad3f1811

5.10.6.

— 248 — IEC TR 63097:2017 © IEC 2017

3.2 Coming standards

See Table 88. Refer to 5.2.5.3 for the definition of the criteria considered in this document for

stating

that a standard is “coming”.

Table 88 — Clock reference system — Coming standards

Layer Standard Title and comments

utility automation — Part 9-3: Precision time
protocol profile for power utility automation

Communication IEC/IEEE 61850-9-3 Communication networks and systems for power

5.10.6.|4 Mapping on SGAM
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See Figure 79.

Communication layer

Figure 78 — Clock reference system — Component layer
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Figure 79 — Clock reference system — Communication layer

5.10.6.4.4 Information (Data) layer

See Figure 80.
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Figure 80 — Clock reference system — Information layer

5.10.7( EMC and Power Quality
5.10.7.1 Definitions
Electrgmagnetic compatibility is the ability of an equipment or system to function satisf

in its| electromagnetic environment without introducing intolerable electrom
disturbpnces to_anything in that environment.

Power |guality encompasses characteristics of the electric current, voltage and frequen

botorily
hgnetic

cies at

a iveh—point-in—an-electric power svstem —evaluated against-a-set of reference te
Lo L J 4 J

chnical

parameters.

NOTE These parameters might, in some cases, relate to the compatibility between electricity supplied in an

electric power system and the loads connected to that electric power system.

Standards exist in some countries for the characteristics of electricity supplied to cus

tomers

(at the entry point of user’s installation), up to 150 kV, and are used for contractual
relationship and for regulation. The specified levels are generally close to the Compatibility
levels given in EMC standards, used as reference for product EMC requirements (Emission

limits and Immunity levels).

A Technical Specification was published in 2015: IEC TS 62749, Assessment of
quality — Characteristics of electricity supplied by public networks

power
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5.10.7.2 Power Quality
5.10.7.2.1 Power Quality related to Network operation

Power quality usually refers to the obligations of the Network Operators.

IEC 62749, Assessment of power quality — Characteristics of electricity supplied by public
networks, provides insights on the subject.

The power quality levels given in standards can be used for customer relationship or for
reporting towards the Authorities. When comparable, the specified levels are close to the
Compatibility levels given in the EMC standards. They cover appropriately the huge majority
of locdtions under acceptable economic conditions, despite the differences in sityations,
providgd that:

o for| mass-market products, emission requirements in standards areAregularly and
apgropriately updated to take into account the development of markets’and changes in
technologies;

e for [large installations, emission levels are effectively controlled,©.g. through conpection
agreements;

e network operators make use of appropriate methodologies ahd-engineering practicgs, e.g.
baged on planning levels and IEC TR 61000-3-6, IEC TR 61000-3-7, IEC TR 61000-3-13
and/or IEC TR 61000-3-14.

The massive introduction of Distributed Energy Resodrces can impact the quality of [supply
experignced by network users in a number of ways.“Examples being discussed in $everal
publicgtions include magnitude of the supply valtage, harmonic emission and resorfances,
increaged level of flicker and single rapid voltage changes, increased number of interrpiptions
due to[incorrect operation of the protection, etc:"Some impact is local, other impact is|global;
some impact is minor and occurs only for extreme locations, other impact is major anf more
genera|.

EN 50160:2010 specifies the characteristics of electricity supplied to customers (at the entry
point of user’s installation), up to 450 kV.

5.10.7.2.2 Power quality (from bulk generation, etc.)

IEC 61D00, Electromaghetic compatibility (EMC)
IEC 60P38:2009,1EC standard voltages

IEC TR 62510, Standardising the characteristics of electricity

51072%_Pﬂ\fe‘r'eﬂa'l'ﬂy—m—a_sﬂ1ﬂlt Gridecontext

A Smart Grid is expected to be flexible, and consequently Power Quality should be addressed
in an appropriate way, considering high penetration of distributed energy resources (DER)
and new ways of operating the networks (intentional islands, micro-grids, virtual power plants,
etc.).

The following maintenance projects should be noted:

e |EC 61000-4-30:2015, Electromagnetic compatibility (EMC) — Part 4-30: Testing and
measurement techniques — Power quality measurement methods

e CLC/TR 50422:2013, Guide for the application of the European Standard EN 50160

Draft Standards specifying connection of Distributed Energy Resources to the grid, such as

EN 50438 Ed2 and CLC TS 50549, consider the contribution of DER to voltage control, by
means of active and/or reactive power management.
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5.10.7.3 EMC
5.10.7.3.1 General

Electromagnetic Compatibility is a prerequisite for all applications and products and is
therefore not limited and not unique to Smart Grid.

For the Smart Grid to function properly and coexist with other electrical and electronic
systems, it needs to be designed with due consideration for electromagnetic emissions and
for immunity to various electromagnetic phenomena. EMC needs to be addressed effectively if
the Smart Grid is to achieve its potential and provide its benefits when deployed.

The ddsign and operation of a Smart Grid shall be consistent with relevant EMC standards
and, in particular, with the EMC Compatibility Standards I[EC 61000-2-2 NL\{) and
IEC 61000-2-12 (MV).

For a number of “smart” applications (e.g. Electric Vehicle or PLC in the(metering dg¢main),
EMC will be a major issue. This will then include compliance with the IEC)61000 and |CISPR
series,|besides specific product standards.

When [designing a Smart Grid that utilizes equipment in the\ frequency range 9 kHz to
400 GHlz, the user shall comply also with the emission r&quirements of CISPR 22 or
CISPR|32.

In terms of equipment immunity, IT equipment used within a Smart Grid shall comply with the
requiregments of CISPR 24 or CISPR 35.

If no product standard comprising EMC part(s)‘exists, the requirements of the generijc EMC
standards apply according to its application:

IEC 61D00-6-1, Electromagnetic compatibility (EMC) - Part 6-1: Generic stand@rds -
Immunity standard for residential, commercial and light-industrial environments

IEC 61D00-6-2, Electromagnetic~"compatibility (EMC) - Part 6-2: Generic standards -
Immunity standard for industrialFenvironments

IEC 61D00-6-3, Electramagnetic compatibility (EMC) - Part 6-3: Generic standards -
Emissipn standard forresidential, commercial and light-industrial environments

IEC 61D00-6-4y\Electromagnetic compatibility (EMC) - Part 6-4: Generic standards -
Emissipn standard for industrial environments

IEC 61D00%6-5, Electromagnetic _compatibility (EMC) — Part 6-5. Generic _standards -
Immunity for equipment used in power station and substation environments

5.10.7.3.2 Immunity and emission in the frequency range from 2 kHz to 150 kHz

The change in the use of electricity, especially by the introduction of power electronics
equipment (Active Infeed Converters (AIC) are contributing to many solutions for Smart Grids)
in residential or commercial environments, is increasing the occurrence of voltage
components above the frequency range of harmonics up to 150 kHz. This requires the
consideration of this frequency range for ensuring EMC. It appeared to be advisable to urge
EMC committees, as well as those product committees defining EMC requirements in their
product standards (ISO/TC 22, IEC TC 13, IEC TC 57, IEC TC 205/SC 205A, etc.), to review
the existing standards or develop new ones in view of covering the above-mentioned gap in
EMC standardization.
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Technical input in this domain can be found in several reports/publications such as CLC
SC 205A  Study Report on  Electromagnetic Interference between  Electrical
Equipment/Systems in the Frequency Range below 150 kHz (SC205A/Sec0260/R, April 2010).
Nevertheless, further studies are necessary before a full set of standards providing immunity
and emission requirements can be established.

On the basis of the data available at present, basic publications such as those dealing with
Compatibility Levels (IEC 61000-2-2 and IEC 61000-2-12) and immunity test methods
(IEC 61000-4-19) are in progress. Emission limits and Immunity Levels will follow.

5.10.7.3.3 Immunity and emission requirements applicable to Distributed Energy
— Resources

IEC TR 61000-3-15, Electromagnetic compatibility (EMC) — Part 3-15: Assessment|of low
frequency electromagnetic immunity and emission requirements for dispersed--genferation
systems in LV network was published in 2011. IEC TC 77/SC 77A WGs afe requesgted to
considér and assess the recommendations in IEC TR 61000-3-15.

The next step is to standardize how to give a limitation to the disturbance emissions y DER
equipnent and to fairly allocate the ability of HV, MV or LV networks to absorb distufrbance
emissipns among present and possibly forthcoming connected equipment at sites in nefworks.
Conne¢ted equipment may well be installation or other network(s). The work should ofliginate
from |extension of |IEC TR 61000-3-6, IEC TR 61000-8-7, IEC TR 61000-3-13 and
IEC TR 61000-3-14.

5.10.7.|: List of standards
5.10.7.4.1 Available standards

See Tdble 89. Refer to 5.2.5.3 for the definition of the criteria considered in this document for
stating|that a standard is “available”.
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Table 89 — EMC - Power Quality — Available standards

Layer/Type

Standard

Title and comments

EMC

IEC 61000 series

Electromagnetic compatibility

EMC

IEC TR 61000-3-6

Electromagnetic compatibility (EMC) — Part 3-6: Limits — Assessment of
emission limits for the connection of distorting installations to MV, HV
and EHV power systems

EMC

IEC TR 61000-3-7

Electromagnetic compatibility (EMC) — Part 3-7: Limits — Assessment of
emission limits for the connection of fluctuating installations to MV, HV
and EHV power systems

EMC

IEC TR 61000-3-13

Electromagnetic compatibility (EMC) — Part 3-13 Limits — Assessment of
emission limits for the connection of unbalanced installations to MV, HV

and EHV power systems

EMC

IEC TR 61000-3-14

Electromagnetic compatibility (EMC) — Part 3-14: Assessment of
emission limits for harmonics, interharmonics, voltage fluctuations and
unbalance for the connection of disturbing installations\to,LV power

systems

EMC

IEC TR 61000-3-15

Electromagnetic compatibility (EMC) — Part 3-15 ASsessment of
frequency electromagnetic immunity and emission requirements flor
dispersed generation systems in LV network

EMC

IEC 61000-4-16

Electromagnetic compatibility (EMC) —/Part 4-16: Testing and
measurement techniques — Test for jmmunity to conducted, common
mode disturbances in the frequencjnrange 0 Hz to 150 kHz

EMC

IEC 61000-4-19

Electromagnetic compatibility,(EMC) — Part 4-19: Testing and
measurement techniques —_Te'st for immunity to conducted, differential
mode disturbances and signalling in the frequency range 2 kHz t¢ 150
kHz at a.c. power ports

EMC

IEC 61000-4-30

Electromagnetic caompatibility (EMC) — Part 4-30: Testing and
measurement techniques — Power quality measurement methods

EMC

IEC 61000-6-1

Electromagnetiec, compatibility (EMC) — Part 6-1: Generic standards —
Immunity standard for residential, commercial and light-industriall
environmernits

EMC

IEC 61000-6-2

Electromagnetic compatibility (EMC) — Part 6-2: Generic standards —
Immunity standard for industrial environments

EMC

IEC 61000-6-3

Electromagnetic compatibility (EMC) — Part 6-3: Generic Standafds —
Emission standard for residential, commercial and light-industrial
environments

EMC

IEC 61000-6+4

Part 6-4: Electromagnetic compatibility (EMC) — Generic Standarfls —
Emission standard for industrial environments

EMC

IEC 61000-6-5

Part 6-5: Electromagnetic compatibility (EMC) — Generic standards —
Immunity for power station and substation environments

EMC

IEC.61000-6-7

Part 6-7: Electromagnetic compatibility (EMC) — Generic standards —
Immunity requirements for equipment intended to perform functiops in a
safety-related system (functional safety) in industrial locations

EMC

IEC 61326 series

- EMC

Electrical equipment for measurement, control and laboratory us4

£
TeatHreTents

Power Quality IEC TS 62749 Assessment of power quality — Characteristics of electricity supplied by
public networks

Other specifications

EMC EN 55011 Industrial, scientific and medical equipment — Radio-frequency
disturbance characteristics — Limits and methods of measurement.

EMC EN 55022 Information technology equipment — Radio disturbance characteristics —
Limits and methods of measurement

EMC EN 55032 Electromagnetic compatibility of multimedia equipment — Emission
requirements

EMC EN 55024 Information technology equipment — Immunity characteristics — Limits
and methods of measurement

EMC EN 55035 Electromagnetic compatibility of multimedia equipment — Immunity

requirements IEC CISPR/I
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