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INTERNATIONAL ELECTROTECHNICAL COMMISSION

MULTIMEDIA SYSTEMS AND EQUIPMENT -
MULTIMEDIA SIGNAL TRANSMISSION -
DEPENDABLE LINE CODE WITH ERROR CORRECTION

FOREWORD

atlonal eIectrotechmcaI commlttees (IEC Natlonal Commlttees) The object of IEC is ‘o |promote
ational co-operation on all questions concerning standardization in the electrical and electronic flelds. To
bnd and in addition to other activities, IEC publishes International Standards, Technical,"Specifications,
hical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to jas “IEC
cation(s)”). Their preparation is entrusted to technical committees; any IEC National Committee injterested
e subject dealt with may participate in this preparatory work. International, governmental gnd non-
fnmental organizations liaising with the IEC also participate in this preparation.‘IEC collaborate$ closely
the International Organization for Standardization (ISO) in accordance with ‘conditions determiined by
bment between the two organizations.

ormal decisions or agreements of IEC on technical matters express, as pearly as possible, an intefnational
ensus of opinion on the relevant subjects since each technical committee has representation|from all
bsted IEC National Committees.

Publications have the form of recommendations for international™use and are accepted by IEC |National
mittees in that sense. While all reasonable efforts are made{to ensure that the technical content of IEC
cations is accurate, IEC cannot be held responsible for{the way in which they are used or|for any
terpretation by any end user.

In onder to promote international uniformity, IEC National\Committees undertake to apply IEC Pullications
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parently to the maximum extent possible in their<national and regional publications. Any diyergence
ben any [EC Publication and the corresponding national or regional publication shall be clearly indjcated in
tter.

tself does not provide any attestation of cohformity. Independent certification bodies provide cqnformity
Esment services and, in some areas, accéss to IEC marks of conformity. IEC is not responsiblg for any
Ces carried out by independent certification bodies.

ers should ensure that they have the Jatest edition of this publication.

bbility shall attach to IEC or its directors, employees, servants or agents including individual experts and
pers of its technical committees.,'and IEC National Committees for any personal injury, property dgmage or
damage of any nature whatsoever, whether direct or indirect, or for costs (including legal f¢es) and
hses arising out of theypublication, use of, or reliance upon, this IEC Publication or any other IEC
cations.

tion is drawn to the /Normative references cited in this publication. Use of the referenced publicptions is
bensable for theycorrect application of this publication.

tion is drawn.te the possibility that some of the elements of this IEC Publication may be the sybject of
t rights. IEC shall not be held responsible for identifying any or all such patent rights.

in’task of IEC technical commlttees is to prepare Internatlonal Standards Howgver, a

llected

data of a different kind from that wh|ch is normally publ|shed as an Internat|onal Standard for
example "state of the art".

IEC TR 63094, which is a technical report, has been prepared by IEC technical committee 100:
Audio, video and multimedia systems and equipment.

The text of this technical report is based on the following documents:

Enquiry draft Report on voting
100/2823A/DTR 100/2871/RVDTR

Full information on the voting for the approval of this technical report can be found in the
report on voting indicated in the above table.
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This document has been drafted in accordance with the ISO/IEC Directives, Part 2.

The committee has decided that the contents of this document will remain unchanged until the
stability date indicated on the IEC website under "http://webstore.iec.ch" in the data related to
the specific document. At this date, the document will be

e reconfirmed,
e withdrawn,
e replaced by a revised edition, or

e amended.

A bilinqual version of this publication may be issued at a later date.

that [it contains colours which are considered to be usefulb for the correct
undefstanding of its contents. Users should therefore print this document uging a
coloufr printer.

IMPORTANT - The 'colour inside’ logo on the cover page of this publication ind}cates
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INTRODUCTION

This document defines a line code that incorporates error correction capability to
communicate reliably among multimedia components, |/O peripherals and computers. A
number of complex multimedia machines, in particular robots, automobiles, and network
routers, have a growing demand for distributed processing. In addition, modernization of
facilities such as factories, offices, schools, and homes is creating a ubiquitous and
multimedia computing environment. Unlike conventional PC applications for documentation
and Internet applications that exchange texts without hard time constraints, these types of
cooperative computing require reliable real-time responses to physical events occurring in the
real world. In order for distributed nodes to cooperate in real-time, an interconnecting network
shall realize real-time and dependable communication without re-sending on noisy
enviropments. The 4b/10b provides a dependable line code for such Aeal-time
commynications between multimedia components, |/O peripherals and/or computers by
providing embedded clock, DC balance, error detection and error correction featares.

The rgal-time aspect means that the exactness of the system includihg-operatiops and
commynications depends not only on the result, but also on the time it~took to achigve the
result. [In the narrow sense, the real-time aspect means that the time constraint, inpluding
deadlirles or cycles, must be met.

Real-time tasks with the time constraints are generally scheduled’and executed by a real-time
scheddler and a real-time operating system. Most real-time*scheduling algorithms gssume
that the WCET (worst-case execution time) of each task is given. A real-time schgduling
algorithim converts a time constraint of each real-tilne task to a priority. Most rdal-time
operating systems based on such real-time schedulerstpre-empt and execute tasks in qrder of
priority|at every tick to meet the time constraint.

As regl-time scheduling algorithms, the earliest deadline first (EDF) scheduler, the rate
monotagnic (RM) scheduler, and their variations have been established, as explained in| Annex
A. These algorithms commonly schedule“tasks based on priorities determined by the time
constrgints.

Most real-time scheduling algorithms assume that the WCRT (worst-case response tme) of
each communication packet is given in case of communication. In order to apply real-time
scheddling algorithms to (eal-time communications, pre-emptive communication, which is
achieved by Responsive-Link (ISO/IEC 24740), and the error correction capability to prevent
the re-$ending a broken-packet are required.

A line pode is adlowest-level communication protocol on a communication line. Most furrent
line cofles have a‘few typical functions including embedded clock, DC balance and bas|c error
detectipn features. The 8b/10b codec is a major example, which is used for PCI Expresps, USB
3.0, SATAMEEE1394b, and 10GbE. But no conventional line code has an error cofrection
capability.

When an encoded code (a 10b code) is broken during communication, the multi-bits of the
decoded code (the 8b code) are corrupted. In other words, when a single bit error occurs in
an encoded 10-bit code, the decoded 8-bit code (a byte) is completely broken.

When an error is detected on the decoder, the broken data is normally re-transmitted under
an upper-level communication protocol. However, re-transmission is not allowed in order to
realize real-time communication.

It is hard for a bit-level error correction code that includes the Hamming code and the BCH
code to incorporate error correction capability, because multi-bits of the decoded code are
broken even if a single-bit error occurs on the encoded code.
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In order to incorporate error correction capability on the 8b/10b codec, a block-level error
correction including RS (Reed-Solomon) is required as a large packet-level error correction.
But the block-level error correction is not suitable for real-time communication, because the
communication latency becomes longer as it is impossible to correct the corrupted data until
all corresponding packets are received.

The line code 4b/10b has the following distinctive features for real-time communications:

a) embedded clock;
b) DC balance;
c) error detection;

d) errgr correction.

No conyventional line code supports the above features at one time. For examplenthe industry-
wide sfandard 8b/10b codec can be easily replaced with the 4b/10b line eode for| highly
reliablg communications.

Figure |1 shows a distributed control configuration of a humanoid robat as one of the|typical
applicigons of the 4b/10b line code. The electronic control part_of the humanoiq robot
consists of several control nodes with local sensing and actuating devices. The distributed
controllers are connected to each other by Responsive LifK. In this figure, recfangles
represInt node controllers, and dotted lines show communication links such gas the
Respomsive Link that is a point-to-point serial link.

IEC

Figure 1 — A humanoid robot

For a humanoid robot to walk stably, a servo loop of 1 ms or shorter is needed. In this
configuration, the farthest two nodes can exchange a 16-byte packet within 5 ys. Since the
time is guaranteed not to fluctuate, the distributed control of a humanoid is considered to be
sufficiently possible. Since many actuators that generate noises are embedded inside the
robot, the line code is required for noise tolerance. The 4b/10b is the line code that has error
correction capability.

Currently many /O interfaces and communication standards, including PCIl Express (PCle),
USB 3.0, SATA, IEEE 1394b, and 10GbE use the 8b/10b codec as a line code. The 8b/10b
has a lot of functions and its code rate is relatively high (about 80 %). However if one bit error
occurs in an encoded data (10b), the decoded data (8b) will be broken completely. Therefore
when the 8b/10b codec is used on noisy environment such as inside the robot, an upper-level
error correction code is required. For error correction, it is hard to apply any bit-level error
codec including the Hamming code and the BCH code, because multiple decoded bits (1-byte)
will be broken even if an encoded bit is inverted. So, block-level error correction including
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Reed-Solomon, which is long latency ECC that is not suitable for real-time applications, is
required. Hence, a reliable line code with ECC is required for such applications.

Patent

The International Electrotechnical Commission (IEC) draws attention to the fact that it is
claimed that compliance with this document may involve the use of patents as listed below:

PATENT No. 5900850 (Japan)

IEC takes no position concerning the evidence, validity and scope of these patent rights.

The hd
licence
conditi
these [

Headq
2-15-4
Tokyo

Attenti
subject
identify

ISO (w
patentg
most u

atent rights is registered with IEC. Information may be obtained from:

harters for Research Coordination and Administration
b Mita, Minato-ku,
108-8345 Japan

bn is drawn to the possibility that some of the elements of this document may

ing any or all such patent rights.

relevant to their standards. Users are_émcouraged to consult the data bases
b to data information concerning patents:

Ider of these patent rights has assured the IEC that he/she is willing to“neggotiate
s either free of charge or under reasonable and non-discriminatory -terms and
bns with applicants throughout the world. In this respect, the statementof-the hglder of

be the

of patent rights other than those identified above.lEC shall not be held responsjble for

ww.iso.org/patents) and IEC (http://patentsliec.ch) maintain on-line data bases of

for the
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MULTIMEDIA SYSTEMS AND EQUIPMENT -
MULTIMEDIA SIGNAL TRANSMISSION -
DEPENDABLE LINE CODE WITH ERROR CORRECTION

1 Scope

This document specifies the line code 4b/10b for dependable multimedia signal transmission
required for complex machines, such as robots and automobiles. This document corresponds
to the flunctions specified in layer 1 to layer 2 of the OSI reference model (ISO/IEC 749$).

The pyrpose of this document is to facilitate the development and use of the 4b
dependable systems by providing a line code protocol. This document proyides a ling code
protocgl for interconnections among distributed real-time systems, inCluding em
systemls, control systems, amusement systems, robot systems, and intelligent building

4b/10b

can achieve the line code with ECC (error code correction)/)The 4b/10b is t

code that realizes embedded clock, DC balance, error detection and“error correction at
it is nqt possible to satisfy these functions in one codec by canventional schemes, &

4b/10b

line code can achieve highly reliable and dependable digital communications.

2 Nagrmative references

There are no normative references in this document.

3 Te

Irms, definitions and abbreviated terms

For thg purposes of this document, the fellowing terms and definitions apply.

ISO an
addres

d IEC maintain terminological databases for use in standardization at the fo
5es:

e |E( Electropedia: available at http://www.electropedia.org/

e |SQ Online browsing-platform: available at http://www.iso.org/obp

Terms and.definitions

10b in

pedded
s. The
he line
a time;
nd the

lowing

3.1.2

half byte

HB

unit for transmitting, the size of which is 10 bits

3.1.3
4b
origina

3.1.4
10b

| half byte (4-bit) data

encoded 10-bit data for transmitting
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3.1.5

symbol
unit for encoding, the size of which is 10 bits

3.1.6
frame

unit for transmitting, the size of which is 10 bits

3.2
ECC
DC
WCET
WCRT

Abbreviated terms

error correction code

direct current

worst case execution time

worst case response time

4 4bj10b line code

4.1

Dverview

The line code 4b/10b handles a 10-bit frame encoded by 4-bit digits. The original 4
information digits are encoded into a 10-bit frame by the look=up table shown in Tab
byte (8 bits) is divided into two half bytes (4b). A half byte (4b) is encoded to a symbo

A fram

encodqd to ten bits by the 4b/10b line code, the céommunication speed at 1000
approxjmately equal to 400 Mbit/s.

4.2

Forward error correction (FEC)

The lirle code 4b/10b should provide error-free transmission for reliable real-time
Error cprrection should be performed by hardware. The 4b/10b performs line-code-lev
correctjon. Original four-bit data (4b) are encoded to 10-bit transmitting data with em

clock,
bits of

DC balance, 2-bit error detection, and 1-bit error correction for a half byte of
nformation digits).

The Hgmming distance of any digits in a symbol (10b code) is longer than or equals 4 f

error c

4.3

brrection and 2-bit«error detection.

Embedded clock

The line code 4b/10b ensures that successive 0 bits or 1 bits are within five bits, even
bit errgr/symbol-occurs. Characteristics of the embedded clock are shown in Annex B.

bits of
le1. A
(10Db).

b consists of a symbol and is transmitted to the communication line. Since four bits are

MHz is

ontrol.
p| error
pedded
jata (4

Dr 1-bit

ifa 1-

In the ¢ase’of inside symbol digits, successive 0 bits or 1 bits are within five bits.

In the case of inter-symbol digits, successive 0 bits or 1 bits are within five bits.

When each symbol has 1-bit error, if the distance of error bits is greater than four-bit, the
successive 0 or 1 bits are within five bits.

In the case of two-bit errors, discontinuity of digits is not guaranteed.

4.4

DC balance

In order for the line code 4b/10b not to allow a current to flow in the communication cable, the
numbers of 0 and 1 in a symbol are same for DC balance. But DC balance between
successive symbols is not necessary. Characteristics of the DC balance are
in Annex C.

shown
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If an error occurs, bit-level DC balance is not guaranteed among nearest neighbour error
symbols.

4.5 4b/10b data encoding

In the case of encoding, the look-up table that satisfies the three above conditions including
embedded clock, DC balance, and error detection and correction, is used as shown in Table 1.
Original 4-bit digits (4b) are encoded to 10-bit digits (10b).

4.6
4.6.1

A fram
shown

4.6.2

Table 1 — The 4b/10b data transform

4b 10b

0000 1100101100
0001 1011001100
0010 1100110010
0011 0110011100
0100 0111010001
0101 1100011001
0110 0101110100
0111 1101000101
1000 1001110001
1001 0114000110
1010 1040110100
1011 1101001010
1100 1011010010
1101 1001100110
1110 1010101001
1111 0110101010

Frame format

Frame

in Table -1y

Sétup command

le consists_©f\110 bits, including 4 information bits and 6 redundant bits implic

itly, as

After

fre—power s first—apptied;

or —after —am unexpected—burst—tnmk—error—occu

s, the

synchronization between the sender and the receiver can be lost. In such a situation, the link
is initialized explicitly. The encoder in the initial mode sends the setup pattern shown in
Table 2. The decoder can distinguish the pattern from normal frames and thus switches to the
initial mode. The initialized decoder interprets the first receiving frame after the initialization
as the start frame of a new frame sequence.

Table 2 — Setup command

Setup pattern

0110100101
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4.6.3 Idle command

When an encoder has no actual communication data, the encoder sends the idle pattern
shown in Table 3 in order to maintain the frame synchronization of the link.

Table 3 - Idle command

Idle pattern

0101101001

4.7 Encoding

The IoIk-up table that satisfies embedded clock, DC balance, error detection and-cortection,

and coptrol commands including setup and idle command is shown in Table 4..1n.the ¢ase of

encodipg, the 4b/10b look-up table is directly used.

Table 4 — The 4b/10b look-up

4b 10b
0000 1100101100
0001 1011001100
0010 1100110040
0011 0110011100
0100 014010001
0101 1100011001
0110 0101110100
0111 1101000101
1000 1001110001
1001 0111000110
1010 1010110100
1011 1101001010
1100 1011010010
1101 1001100110
1110 1010101001
1111 0110101010
setup 0110100101
idle 0101101001

4.8 Decoding

Decoding is based on the shortest distance decoding on the Hamming distance. An
implementation of a decoder is illustrated in Annex D.

4.9 Error handling
4.9.1 1-bit error

The encoding scheme of the 4b/10b can automatically detect and correct any 1-bit error in a
frame. However, when errors of greater than 2 bits are present in a frame, the error correction
mechanism does not work. In such a situation, the calculation of the syndrome results in the
case described in 4.9.2 or the case described in 4.9.3.
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4.9.2 2-bit error

In this case, the decoder can detect an unrecoverable fatal error. If a fatal error is detected in
a frame, then the decoder should not try to correct digits in the received frame and should
interrupt the controller (processor).

4.9.3 Over 3-bit error

Although the probability of this case is very low, the decoder cannot detect the occurrence of
the fatal error in this case. Since this error is indistinguishable from other correctable 1-bit
errors, the received frame is inadequately modified by the decoder. This situation allows
transmission of an incorrect packet and is highly undesirable. Therefore, when simple 1-bit
errors |Te COITECtEd T tWO SUCCESSIVE {Tames, the decoder considers this to be a fatal error
that cahnot be corrected, and so handles the frame in the manner described in 4.9.2,
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Annex A
(informative)

Real-time scheduling

There are several real-time scheduling algorithms, including earliest deadline first (EDF),
which is an optimal dynamic scheduling algorithm, and rate monotonic (RM), which is an
optimal static scheduling algorithm.

The EDF algorithm translates the deadline to a priority. The priority of the task with the
earliest deadline becomes the highest.

The RM algorithm translates the cycle time to a priority. The task with the shortest qycle is
assigned to have the highest priority.

Many gther real-time scheduling algorithms also translate the time constraint)to a priorify.

Figure ]A.1 shows an example of EDF scheduling. Priority-based schéduling is performed at
every ¢lock tick and at timings when tasks are released (invoked), ‘as well as at exgcution
finish.

TReIease time l Deadline

IEC
Figure A.1 — EDF scheduling

This real-time' task scheduling process can be regarded as an overtaking process, i.g. tasks
with h|ghér priorities are executed earlier than tasks with lower priorities. In ofder to
implementthisTdea i a aistributed Teat-time systenT, commumnication of higher priority tasks
should be able to overtake other communication. The Responsive Link (ISO/IEC 24740) does
this at every node. The Responsive Link covers the functionality of layer 1 to layer 4 of the
OSI reference model (ISO/IEC 7498).
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Annex B
(informative)

Characteristics of embedded clock

The line code 4b/10b ensures that successive 0 bits or 1 bits are within five bits, even if a 1-
bit error/symbol occurs.

In the case of inside symbol digits, successive 0 bits or 1 bits are within five bits. For example,
if a 1-bit error occurs on the 1100110010 symbol, successive 0 bits or 1 bits are within five
bits as shown in Table B.1.

Table B.1 — The length of successive 0 or 1
in case of 1-bit error

within

When

The number of Line code The length of
errors succes:ive 0 or

0 (original) 1100110010 2

1 0100110010 2

1 1000110010 3

1 1110110010 3

1 1101110010 3

1 1100010010 3

1 1100100010 3

1 1100441010 3

1 1400110110 2

1 1100110000 4

1 1100110011 2

of inter-symbol digits, successive 0 bits or 1 bits are within five bits. For ex

In cas
inter-s?mbol successive-0=bits or 1 bits of the 1100110010 and 1001110001 symb

ive bits.

pach symbolthas a 1-bit error, if the distance of error bits is greater than four b

ample,
Dls are

its, the

succespgive 0 bits or 1 bits are within five bits as follows.
e 11700110010 1001110001: original
o 110640000-140004+10004+—bit-errorsymbel

In the case of two-bit errors, discontinuity of digits is not guaranteed.
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Annex C
(informative)

Characteristics of DC balance

In order for the line code 4b/10b not to allow a current to flow in the communication cable, the
numbers of 0 and 1 in a symbol are same for DC balance. But DC balance between
successive symbols is not necessary. In other words, the isomery of 0 and 1 inside a symbol
is guaranteed. But the isomery of 0 and 1 in any connecting 10-bit window is not guaranteed,

as shown in Table C.1.

successive 10-bit window

Table C.1 — An example of the isomery of 0 and 1 in a

Window number

10-bit window

The number of 1s

0

1100101100 0111010001

-

1100101100 0111010001

1100101100 0111010001

1100101100 0111010001

1100101100 0111010001

1100101100 0111010001

1100101100 0111010001

1100101100 0111040001

1100101100 0114010001

Ol ([N~ WOWIN

1100101100{ 0111010001

£ I IS B B o> &) B e > B @ B I Sl B S B ) ]

If an grror occurs, bit-level DC balance is not guaranteed among nearest neighbo(

symbols.

r error
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