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nternational Electrotechnical Commission (IEC) is a worldwide organization for standardization-comprising
ational electrotechnical committees (IEC National Committees). The object of IEC ispto’|promote
ational co-operation on all questions concerning standardization in the electrical and electronic flelds. To
end and in addition to other activities, IEC publishes International Standards, Technical Specifications,
hical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to ps "IEC
cation(s)"). Their preparation is entrusted to technical committees; any IEC Nationalk Committee injterested
e subject dealt with may participate in this preparatory work. International, ;governmental gnd non-
Fnmental organizations liaising with the IEC also participate in this preparation~IEC collaborate$ closely
the International Organization for Standardization (ISO) in accordance with conditions determined by
bment between the two organizations.

ormal decisions or agreements of IEC on technical matters express, as(nearly as possible, an intefnational
ensus of opinion on the relevant subjects since each technical copmittee has representation |from all
bsted IEC National Committees.

Publications have the form of recommendations for international-Use and are accepted by IEC |National
nittees in that sense. While all reasonable efforts are made o ensure that the technical content of IEC
cations is accurate, IEC cannot be held responsible for‘\the way in which they are used or|for any
terpretation by any end user.

In ofder to promote international uniformity, IEC National)Committees undertake to apply IEC Publications
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parently to the maximum extent possible in their hational and regional publications. Any diyergence
ben any I[EC Publication and the corresponding«pational or regional publication shall be clearly indjcated in
tter.

tself does not provide any attestation of conformity. Independent certification bodies provide cqnformity
ssment services and, in some areas, access to IEC marks of conformity. IEC is not responsiblg for any
Ces carried out by independent certification bodies.

ers should ensure that they have thelatest edition of this publication.

bbility shall attach to IEC or its\directors, employees, servants or agents including individual experts and
bers of its technical committees and IEC National Committees for any personal injury, property dgmage or

damage of any nature whatsoever, whether direct or indirect, or for costs (including legal f¢es) and
hses arising out of the\'publication, use of, or reliance upon, this IEC Publication or any ofher IEC
cations.

tion is drawn to the/Normative references cited in this publication. Use of the referenced publicptions is
bensable for the\eorrect application of this publication.

tion is drawd to the possibility that some of the elements of this IEC Publication may be the spibject of
t rights . IEC shall not be held responsible for identifying any or all such patent rights.

inrtask of IEC technical committees is to prepare International Standards. Howgver, a

technidgaheommittee may propose the publication of a technical report when it has cqllected
data of a different kind from that which is normally published as an International Standard, for
example "state of the art".

Technical Report IEC TR 63074 has been prepared by IEC technical committee 44: Safety of
machinery — Electrotechnical aspects.

The text of this Technical Report is based on the following documents:

DTR Report on voting
44/842/DTR 44/843/RVDTR

Full information on the voting for the approval of this Technical Report can be found in the
report on voting indicated in the above table.
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This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

The committee has decided that the contents of this publication will remain unchanged until
the stability date indicated on the IEC web site under "http://webstore.iec.ch" in the data
related to the specific publication. At this date, the publication will be

e reconfirmed,

e withdrawn,

e replaced by a revised edition, or

e amended.

A bilingual version of this publication may be issued at a later date.
IMPORTANT - The 'colour inside’' logo on the cover page of this publication indjcates
that if contains colours which are considered to be usefuld for the cprrect

undergtanding of its contents. Users should therefore print this" document uging a

colour

printer.
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Industr

INTRODUCTION

ial automation systems can be exposed to security attacks due to the fact that:

— access to the control system is possible, e.g. re-programming of machine functions
(including safety);

— "convergence" between standard IT and industrial systems is increasing;

— operating systems have become present in embedded systems, e.g. IP-based protocols
are replacing proprietary network protocols and data is exchanged directly from the
SCADA network into the office world;

— soff

— remn

ote access from suppliers has become the standard way of operations / maint

nance,

with an increased cyber security risk regarding e.g. unauthorized access, availability and

intg

As par

also b¢ subject to security attacks that can result in a loss of the ability to mainta

operati

NOTE 1
the amo
and avai

Functig
probab
the redg
IEC 61

With re
the saf

NOTE 2
("founda

NOTE 3
IEC 624

Misusé
(e.g. IE

NOTE 4
(all partg
access H

grity.

of an industrial automation system, safety-related control systems)of machines can

on of a machine.

The risk potential of attack opportunities is significant seeing the trends.and developments of thr|
int of known vulnerabilities. Security objectives are mainly described.ih terms of confidentiality,
ability, which in general need to be identified and prioritized by using a risk based approach.

n safe

bats and
integrity

nal safety objectives consider the risk by estimating the severity of harm Td the
e

lity of occurrence of that harm: The effects af)any risk (hazardous event) d
uirements for safety integrity, (Safety Integrity Level (SIL) according to IEC 62
508 or Performance Level (PL) according to )} SO 13849-1).

spect to the safety function, the security threats (internal or external) might in
ety integrity and the overall systemcavailability.

In order to ensure the security objectives, IEC 62443-3-3 defines and recommends security requ
ional requirements") to be fulfilled(by the relevant system.

The overall security stratégy“is not covered in this standard, further information is provide
L3 (all parts) or ISO/IEC 27.007.

ermine
061 or

luence

rements

e.g. in

by physical manipulation is covered in some machinery functional safety standards

C 61496 (all parts) and ISO 14119).

"Misuse bygphysical manipulation” is not considered to be the same as physical security in the IH
), for example in IEC 62443-2-1:2010, 4.3.3.3. Physical security means for example control (restr
y means-of physical obstruction.

C 62443
ction) of
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SAFETY OF MACHINERY -
SECURITY ASPECTS RELATED TO FUNCTIONAL
SAFETY OF SAFETY-RELATED CONTROL SYSTEMS

1 Scope

This Technical Report gives guidance on the use of IEC 62443 (all parts) related to those
aspects__of security threats and vulnerabilities that could influence functional
implerrlented and realized by safety-related control systems (SCS) and could lead toyt

of the

NOTE 1
and can

safety

bility to maintain safe operation of a machine.

For example, an attack on a machine (safety function) such that it affects the availability of the
result in a safety function being bypassed.

Consid’[ered security aspects of the machine with potential relation to SCSoare:

- vul
ma
(se
— infl
fun

- typ

NOTE 2
apply.

erabilities of the SCS either directly or indirectly through™the other parts
chine which can be exploited by security threats that can/ result in security
curity breach);

lence on the safety characteristics and ability of the SCS to properly perf
ction(s);

cal use case definition and application of a caorrésponding threat model.

For other aspects of security threats and vulnerabilities, the provisions of the IEC 62443 (all p

2 Nagrmative references

The fo
conten
cited a

lowing documents are referred’to in the text in such a way that some or all
constitutes requirements-of this document. For dated references, only the
bplies. For undated references, the latest edition of the referenced document (in

any amendments) applies.

IEC 62
progra

ISO 12

061, Safety of machinery - Functional safety of safety-related electrical, electro
mmable electronic control systems

100:2010;,'Safety of machinery — General principles for design — Risk assessmg

risk reduction

ISO 13

ne loss

machine

of the
httacks

brm  its

hrts) can

pf their
edition
cluding

hic and

bnt and

849-1:2015, Safety of machinery — Safety-related parts of control systems —

Part 1:

General principles for design

3 Te

rms and definitions

For the purposes of this document, the following terms and definitions apply.

ISO and IEC maintain terminological databases for use in standardization at the following

addres

Ses:

e |EC Electropedia: available at http://www.electropedia.org/

e |SO Online browsing platform: available at http://www.iso.org/obp
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3.1.1
asset

physical or logical object having either a perceived or actual value to a control system

[SOURCE: IEC 62443-3-3:2013, 3.1.1 modified —"the IACS" replaced by "a control system",
removal of Note 1 to entry]

3.1.2
attack

assault on a system that derives from an intelligent threat

[SOUR

3.1.3

availability

ability
given i
providg

Note 1 t
performd

Note 2
performd

Note 3 t
German

[SOURICE: IEC TS 62443-1-1:2009, 3.2.16, modified — addition of information about C
terminglogy in Note 3]

3.1.4

confidpntiality

assurapce that information is not dis¢losed to unauthorized individuals, processes, or d

[SOURCE: IEC TS 62443-1-1:2009, 3.2.28]

3.1.5

contro] system
system| which responds to an input from, for example, the process, other machine elg
an opefrator, extennal control equipment, and generates an output(s) causing the mac
behavqg in the intended manner

3.1.6
dange

4.2 U+ | 1
.o, MTOoumnmcu = T1Tiimouvar v

.l 0440 Q2 N 0040 N0 4 ol L 4 1
L. TLU U35 9797J.2VU TV, J. NULTO T Adllu 2 1U TITUNYy |

bf an item to be in a state to perform a required function under givén ‘conditio
nstant or over a given time interval, assuming that the required external resour
d

b entry: This ability depends on the combined aspects of the reliability performance, the maint
nce and the maintenance support performance.

b entry: Required external resources, other than maintenance.resources do not affect the aV
nce of the item.

b entry: In French the term "disponibilité" is also used”invthe sense of "instantaneous availa
the term "Verfligbarkeit" is also used in the sense of "instantaneous availability".

ns at a
es are

hinability

ailability

ility". In

perman

Bvices

ments,
hine to

rous failure

failure of an element and/or subsystem and/or system that plays a part in implementing the
safety function that:

a) prevents a safety function from operating when required (demand mode) or causes a
safety function to fail (continuous mode) such that the machine is put into a hazardous or
potentially hazardous state; or

b) decreases the probability that the safety function operates correctly when required.

[SOURCE: IEC 61508-4:2010, 3.6.7, modified — "EUC" replaced by "machine"]

3.1.7

functional safety
part of the safety of the machine and the machine control system which depends on the
correct functioning of the safety-related control system, other technology safety-related
systems and external risk reduction facilities
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[SOURCE: IEC 61508-4:2010, 3.1.12, modified — "EUC" replaced by "machine", "E/E/PE"
deleted]

3.1.8

machinery

machine

assembly, fitted with or intended to be fitted with a drive system consisting of linked parts or
components, at least one of which moves, and which are joined together for a specific
application

Note 1 to entry: The term "machinery" also covers an assembly of machines which, in order to achieve the same
end, are arranged and controlled so that they function as an integral whole.

[SOURICE: ISO 12100-1:2010, 3.1, modified — removal of Note 2]

3.1.9
protective measure
measufe intended to achieve risk reduction, implemented

— by |the designer (inherently safe design, safeguarding and complementary prqtective
measures, information for use) and/or
— by [he user (organization: safe working procedures, supervision, permit-to-work systems;
proyision and use of additional safeguards; use of personal protective equipment; trpining)

[SOURICE: ISO 12100:2010, 3.19, modified — removal of-Note]
3.1.10

risk
combination of the probability of occurrence ofcharm and the severity of that harm

[SOURICE: ISO 12100:2010, 3.12]

3.1.11
safety
freedom from risk which is not(tolerable

[SOURCE: ISO/IEC Guide51:2014, 3.14]

3.1.12
safety [function
function of a machine whose failure can result in an immediate increase of the risk(s)

[SOURCE: ISO 12100, 3.30]

3.1.13

safety integrity

probability of a safety-related control system satisfactorily performing the specified safety
functions under all the stated conditions within a stated period of time

[SOURCE: IEC 61508-4:2010, 3.5.4, modified —"an E/E/PE safety-related system" replaced by
"a safety-related control system", removal of Notes]

3.1.14

SCS

Safety-related Control System

part of the control system of a machine which implements a safety function

Note 1 to entry: This is equivalent to SRECS of IEC 62061:2015 or one or several SRP/CS of ISO 13849-1.
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[SOURCE: MT 62061, 3.2.3, modified — Note 1 removed]

3.1.15
security
a) measures taken to protect a system

b) condition of a system that results from the establishment and maintenance of measures to
protect the system

c) condition of system resources being free from unauthorized access and from unauthorized
or accidental change, destruction, or loss

d) capability of a computer-based system to provide adequate confidence that unauthorized
i i e i i to the
s and

e) er and

Note 1 tp entry: Measures can be controls related to physical security (controlling physical access to c¢mputing
assets) ¢r logical security (capability to login to a given system and application).

[SOURICE: IEC TS 62443-1-1:2009, 3.2.99]

3.1.16

countgrmeasure
security countermeasure
action,|device, procedure, or technique that reduces @ threat, a vulnerability, or an atfack by
elimingting or preventing it, by minimizing the harm it can cause, or by discovering and
reporting it so that corrective action can be taken

[SOURICE: IEC TS 62443-1-1:2009, 3.2.33; modified — addition of second preferred term
"security countermeasure”, removal of Notg]

3.1.17
Security Level
SL
measufe of confidence that the IACS (industrial automation control system) is free from
vulnergbilities and functions.in the intended manner

[SOURICE: IEC 62443-3-3:2013, 3.1.38, modified — addition of second preferred term "SL",
removal of Note]

3.1.18
security risk
expectation of loss expressed as the probability that a particular threat will exploit a pafticular
vulnerability with a particular consequence

[SOURCE: IEC TS 62443-1-1:2009, 3.2.87, modified — "risk" replaced by "security risk"]

3.1.19

security risk assessment

process that systematically identifies potential vulnerabilities to valuable system resources
and threats to those resources, quantifies loss exposures and consequences based on
probability of occurrence, and (optionally) recommends how to allocate resources to
countermeasures to minimize the exposure

[SOURCE: IEC TS 62443-1-1:2009, 3.2.88, modified —"risk assessment" replaced by "security
risk assessment", "total exposure" replaced by "the exposure", removal of Notes]
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3.1.20

subsystem

entity of the top-level architectural design of a safety-related system where a dangerous
failure of the subsystem results in dangerous failure of a safety function

[SOURCE: IEC 61508-4:2010, 3.4.4, modified — removal of references to 3.6.7 a) within the
definition]

3.1.21
threat
circumstance or event with the potential to adversely affect operations (including mission,
functiops, image or reputation) assets control systems or individuals via unauthorized
access|, destruction, disclosure, modification of data and/or denial of service

[SOURICE: IEC 62443-3-3:2013, 3.1.44]

3.1.22
user of the machine
entity with the overall responsibility for the machine

3.1.23
vulnerpbility
flaw orl weakness in a system's design, implementation, or.operation and managemgnt that
could He exploited to violate the system's integrity or seeuFity policy

Note 1 tp entry: Vulnerabilities can be the result of intentionakdesign choices or may be unintentional, fesulting
from thgq failure to understand the operational environment.”They can also emerge as equipment ages and
eventually becomes obsolete, which occurs in a shorter time,than is typical for the underlying process or equipment
under cqgntrol. Vulnerabilities are not limited to the electronic or network systems.

Machine| that initially has limited vulnerability can“become more vulnerable with situations such as ¢hanging

environnpent, changing technology, system companent failure, unavailability of component replacements, personnel
turnover| and greater threat intelligence.

[SOURICE: IEC/TS 62443-1-1:2009,-3.2.135, modified — addition of Note]

3.1.24
vulnerpbility assessment
formal description and.evaluation of the vulnerabilities in a system

[SOURICE: IEC 62443-2-1:2010, 3.1.44]

4 Safety and security overview

41 General
The relationship between safety and security aspects can be characterized as follows:

— a machine has appropriate protective measures;

— security countermeasures applied for a machine are to be appropriate in order to avoid
degradation of the performance of protective measures that implement safety function(s).

NOTE Persons who are qualified to implement security countermeasures are not necessarily the same people
who are qualified to implement SCS. Therefore it is reasonable to mutually exchange information and support.

4.2 Safety objectives

Safety of machinery is based on (safety) risk assessment according to ISO 12100, or by
following a type-C standard for specific machine types, in combination with the derived risk
reduction measures which can be performed by safety function(s).
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NOTE The risk assessment including the implemented risk reduction measures is applied by the designers during
the development of machinery to enable the design of machines that are safe for their intended use.

Safety function(s) that are performed by a SCS shall achieve a safety integrity level
equivalent to SIL according to IEC 62061 or PL according to ISO 13849-1.

4.3 Security objectives

In general terms security is focused mainly on achieving three objectives: confidentiality,
integrity and availability.

NOTE 1 Security objectives are for example:

- Integrity against manipulations;

— [Confidentiality by means of methods commonly accepted by both the security and industriak aufomation
communities;

— JAvailability (usually and very generally) of machine(s) (including safety functions).

Securify risks will be evaluated by using a security risk assessment in @rder to idenfify the
security objectives.

A security risk assessment is based on a product / system in its environment on which fthreats
and known vulnerabilities are applied. The aim of this activitylis~to derive relevant decurity
countefmeasures applied for a machine to fulfil the overall security objectives.

NOTE 2| See also 5.5 of IEC TS 62443-1-1:2009.

In the context of safety of machinery, the security<eountermeasures are intended to jprotect
the abjlity to maintain safe operation of a maehine and their implementation shodlild not
adversply affect any safety function (see Figure ).

NOTE 3| Essential functions according to IEC 62443-3-3 include safety functions.

Due to|the nature of threats and known Vulnerabilities, the security risk assessment should be
event driven or periodic (periodic security review), see also Annex B.

NOTE 4| See also IEC TS 62443-1-1, security level lifecycle.

NOTE 5| Security risk assessment and management is vital in determining exactly what needs to be protefted and
how this|can be achieved.

Figure |2 shows in this.context the possible effects of security risk(s) to an SCS.



https://iecnorm.com/api/?name=7db844679e649acb51ac21d441cd724f

T p——";
rneat

Threat

SECURITY

Threat
T

- 12 —

Security countermeasures
applied for a machine

IEC TR 63074:2019 © IEC 2019

SCS
performing

safety function(s)

Figure 1 — Relationship between threat(s), vulnerabilities, consequence(s)
and security risk(s) for SCS performing safety function(s)
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Figure 2 — Possible effects of security risk(s) to a SCS
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5 Security aspects related to functional safety

5.1

General

5.1.1

NOTE 1

Security risk assessment

Further information can be found in IEC 62443-2-1 and IEC 62443-3-2.

The security risk assessment relative to SCS is part of the overall security risk assessment of
the machine in its environment and includes consideration of various phases such as design,
implementation, commissioning, operation, and maintenance.

NOTE 2
environn|
of the usg

NOTE 3
phases.

NOTE 4

A vulneé

Theref
be exp

The fol

a)

b)

c)

corr
trus
prodg
datg

inte

intefnal and external communication protocols implemented in.the product;

exte

circ
hard

potg

pote
Vuln

miti
secy

exte
supp

rnally accessible physical ports including debug ports;

it board connections such as JTAG connections of‘debug headers which might be used to a
ware;

ntial attack vectors including attacks on the hardware if applicable;

ntial threats and their severity as defined by a vulnerability scoring system e.g. CVSS (
erability Scoring System);

ations and/or dispositions for each threat;
rity-related issues identified;

rnal dependencies in the fofmM\of drivers or third party applications (code that is not develope
lier) that are linked into the application.

rability assessment'is part of a security risk assessment.

oited by threats) of the machine and the potential influence related to safety.

owing'information should be available:

ithin its
bination

cle

THe Tmanufacturer of Tmacine usually does Tiot Tave sufficrentmformration of the rachine
ent to perform the overall security risk assessment, therefore it is typically performed by the con
er of the machine and the manufacturer of the machine.
The implementation or occurrence of "dormant" threats or vulnerability is possible during all lifecy
IEC 62443-4-1 recommends for all products an up-to-date threat model with the.following characferistics:
bct flow of categorized information throughout the system;
boundaries;
esses;
stores;
acting external entities;

tack the

Common

1 by the

bre a vulnerability assessment should be carried out to identify vulnerabilities (that can

a

any other device connected to the safety-related control system);

nel, or

a description of identified vulnerabilities that could be exploited by threats and result in
security risks;

NOTE 4 Vulnerabilities can be the result of intentional design choices or can be accidental, e.g. resulting
from the failure to understand the operational environment.

a description of parts of the SCS (e.g. hardware or software) that should be protected by
security countermeasures.

The manufacturer of the machine can make some assumption about the threats and
implements security countermeasure(s) based on the vulnerability assessment.

NOTE 5
not possible.

In some cases communication between the manufacturer of the machine and the user of the machine is


https://www.first.org/cvss
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Verification should be performed to ensure that the security countermeasure(s) are
appropriate in context of the overall security risk assessment.

NOTE 6 Verification that the security countermeasure(s) are appropriate is normally performed in the machine
user environment and can need the information of assumed threats.

Examples of aspects of the security risk assessment are given below:

— identified threats and their sources (including intentional attacks on the hardware,
application programs and related software);

— a description of the potential consequences (security risks) resulting from the combination
of identified threats and vulnerabilities (see Figure 1);

— the|determination of requirements for (additional) measures;

NOTE 7 Additional measures could be adequate safety-related control function(s) ge\_mitidate the
congequences of a threat, e.g. safety-related monitoring of limit values, additional security countermeasures,
orggnisational measures, or combination of them.

— a description of, or references to information on the countermeasures)taken to requce or
remove the threats.

NOTE 8 A safety-related control system that initially has limited vulnerabilitys\xcan become more vylnerable
with| situations such as changing environment, changing technology, system failure, unavailability qf device
replacements, personnel turnover, and greater threat intelligence.

5.1.2 Security risk response strategy

NOTE 1| Further information can be found in IEC TS 62443-1-1:2009,5.6.4.

NOTE 2| The comparable term to "risk mitigation" is "risk reduction" used in safety of machinery.
Securify risk response strategy should be determined during the security risk assessmént and

taken ipto consideration in the overall security\risk assessment.

Responses to security risks in the field of 'safety of machinery include:

— mitigate intolerable security risks by
a) |design the security risk-out’(avoid); or

b) |limit the security risk’(e.g. directly by the manufacturer of the machine, or by decurity
countermeasures_‘applied by the user of the machine, or countermeasures [shared
between the manufacturer and the user of the machine);

NOTE 3 A security\risk response strategy could be a defence in depth strategy according to Figure 3 of
IEC|62443-4-1:2048.

— accept the'security risk if tolerable.

NOTE 4| Ifthe security risk is tolerable no further action is necessary.

5.2 Security countermeasures
5.2.1 General

Any security countermeasure applied for a machine should not adversely affect the safety
function performed by the SCS, further investigation has to be performed, e.g. deeper
investigation of influences on safety by security countermeasures (e.g. response time of
safety function).

NOTE 1 Security countermeasures applied to normal operation functions (machine functions) can have an
influence on the safety function performed by the SCS.

Especially the following topics should be considered:
— network architecture;

NOTE 2 Architectural issues relevant to the SCS can be for example:
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a)
b)
c)
d)
e)
f)

network design (e.g. see zone and conduit model of IEC/TS 62443-1-1:2009, 6.5);
firewall configuration;

user authorization and authentication;

interconnecting different process control networks;

wireless communications;

access to external networks (i.e., the internet).

— portable devices;

— wireless devices and sensors (this is part of the previous network architecture);

— remote access;

— int

Annex
relation

NOTE 3
physical

NOTE 4
countern

Securit
parts)
require

Securit

tfaces to other sustems or human machine interfaces
J

ship between threat and vulnerability.

Security countermeasures can be outside of the machine (e.g. policies procedures and aw|
security, network security, computer security and application security).

The SCS as part of the overall control system can be used to supplément and support
easures.

y countermeasures should consider the foundational reQuirements of IEC 624
and possible influences on SCS. Table 1 givesian overview of found
ments.

y countermeasures should also be designed to be scaled to motivatio

A gives some information regarding threats that can help to better understgnd the

areness,

security

43 (all
ational

n and

consequences.
Tablge 1 — Overview of foundational requirements and possible influence(s) on a|SCS
Security Safety of Machinery
foupdational possible influence(s) on a BCS
requirements brief«description

Identifigation and Identify and authenticate all users (humans, Modification or manipulation

authentication software processes and devices) before

control allowing them-to access to the control system.

Use coptrol Enforce.the assigned privileges of an Modification or manipulation
authlenticated user (human, software process
or device) to perform the requested action on
the control system and monitor the use of these
privileges.

Systen] integrity Ensure the integrity of the control system to Influence on safety integrity
prevent unauthorized manipulation.

Data c¢nfidentiality Ensure the confidentiality of information on Can be relevant for safety
communication channels and in data
Tepositories 1o prevent unauthorized disclosure

Restricted data flow  Segment the control system via zones and Influence on safety integrity
conduits to limit the unnecessary flow of data.

Timely response to Respond to security violations by notifying the Can be relevant for safety integrity

events proper authority, reporting needed evidence of
the violation and taking timely corrective action
when incidents are discovered.

Resource Ensure the availability of the control system Influence on availability

availability against the degradation or denial of essential
services.

NOTE 1 Based on foundational requirements of Subclause 5.3 of IEC TS 62443-1-1:2009 and Annex B of

IEC 62443-3-3:2013.

NOTE 2 There is no direct correlation between SIL/PL as defined by IEC 61508, IEC 62061, ISO 13849-1 and
SL (Security Level) as defined by IEC 62443-3-3.
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5.2.2 Identification and authentication

The capability to identify and authenticate access to the SCS can be necessary.

NOTE 1 Further information can be found in Clause 5 of IEC 62443-3-3:2013.
Examples for preventing unauthorized access and modification are:

— human user identification and authentication;
— authentication for networks;

— account management for software;

— wirglessaccess TmanaygenTent;
— pagsword-based authentication;
— pasgsword generation and lifetime restrictions for human users;

— identification and authentication procedures between machines.

NOTE 2| Information about authenticator management including use of default passwords can be found in
Subclauge 5.7.2 of IEC 62443-3-3:2013.

5.2.3 Use control

When B user is identified and authenticated, it can be necessary that the SCS restfict the
allowed actions to the authorized use of the SCS (assigned privileges of an authenticated
user).

NOTE Further information can be found in Clause 6 of IEC 62443-3-3:2013.
5.2.4 System integrity

The usfer of the machine(s) (e.g. asset owner) is typically involved in maintaining the pystem
integrity of the control system (includingthé SCS) to prevent unauthorized manipulatior].

NOTE 1| Maintenance of system integrity is based on security risk assessment; information about triggerg can be
found in|Annex B.

NOTE 2| Further information can be found in Clause 7 of IEC 62443-3-3:2013.

Therefpre the following aspects can be relevant:

— communication integrity/corruption (LAN, WLAN, etc.), e.g. using of cryptographic iptegrity
profection in untrusted networks;

— malicious .code protection (against manipulation, for example, viruses, worms, |Trojan
horges ~and spyware), e.g. by consideration of concerned interfaces (e.g.| USB,
programming interface for PLC or SCS);

- 4 et Ht e Vi 4l H ol I \
- SOf wdal'c artu mioTrTimatiorr mitecyrity (uliautiioriZcu Liiditycos ),

— input validation (rules for checking the input data, out-of-range values);
5.2.5 Data confidentiality

In general, some control system-generated information, whether at rest or in transit, is of a
confidential or sensitive nature. This implies that some communication channels and stored
data require protection against eavesdropping and unauthorized access.

NOTE Further information can be found in Clause 8 of IEC 62443-3-3:2013.

In the context of control system(s), this aspect can be relevant for safety, e.g. unauthorized
access to a database providing identifications and privileges of authorized people.


https://iecnorm.com/api/?name=7db844679e649acb51ac21d441cd724f

IEC TR 63074:2019 © IEC 2019 -17 -

5.2.6 Restricted data flow

Any requirements for information flow restrictions will be determined by the overall security
risk assessment.

NOTE Further information can be found in Clause 9 of IEC 62443-3-3:2013.

Transmission delay or increased response time can influence the safety integrity of an SCS
(e.g. configuration of network).

5.2.7 Timely response to events

The uEa—Uf—ﬁTe—maﬁmmTﬁ—re-gﬁsmn—mm—esrabﬁsh—smrm“ and
procedures and proper lines of communication and control needed to timely respond to

security violations.

NOTE Further information can be found in Clause 10 of IEC 62443-3-3:2013.

This agpect will be considered in the overall security risk assessment afid-Can be releyant for
the safety integrity of an SCS.

5.2.8 Resource availability

The ain is to ensure that the control system is resilient against various types of dgnial of
servicg events.

NOTE Further information can be found in Clause 11 of IEC 62443-3-3:2013.

This adpect will be considered in the overall security risk assessment.

Transnjission delay or increased response {ime can influence the availability of an SCS

6 Vefrification and maintenance-of security countermeasures

The implementation of the secunity countermeasures should be verified and maintained| by the
user ofl the machine(s), the manufacturer of the machine and the subsystem manufactlrer as
appropriate (see also security risk assessment, 5.1.1).

NOTE Verification can be achieved by testing or analysis.

7 Information for the user of the machine(s)

The manUfacturer of the machine should provide information to the user of the machine(s) in
order t Hyri

This typically can include:

— summary of safety functions (architecture, network topology, etc.);

NOTE 1 This can include prerequisites for security countermeasures to avoid degradation of safety function
performed by SCS (see 5.2).

— information based on vulnerability assessment (see 5.1.1) or on identified or reported
vulnerabilities, where appropriate;

— information about security countermeasures already implemented within the machine (see
5.2), where appropriate.

NOTE 2 Information about initial exchange and updating of information is provided in Annex B and Annex C.
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Annex A
(informative)

Basic information related to threats and threat modelling approach

A1

Evaluation of threats

Threats can be described as the possible actions that can be taken against a system. Types
of threats can be accidental or non-validated changes.

Threat

Threat
known

5 to assets can result from inadvertent events as well as deliberate attacks.

agent is the term used to describe the entity that presents a threat. They are also
as adversaries or attackers.

Ultimately no protection against attacks, failures, mistakes, or natural disasters can gver be

complsg

Threat

- Ma
rev

— Ina
rec
or
op€g

- Equ
ele
to n

tely absolute.

agents can be defined as one of the following:

icious person (malicious) who is deliberately attacking systems for financial, |power,
enge, or other gain

Insider — An insider is a "trusted" person, employee, contractor, or supplier who has
information that is not generally known to the public. An insider can present g threat
even if there is no intent to do harm. For example, the threat may arise as a result of
an insider bypassing security controls "tolget the job done."

Outsider — An outsider is a person or:group not "trusted" with inside access, which may
or may not be known to the targeted organization. Outsiders may or may ndt have
been insiders at one time.

Hvertent mistake (error) caused by a person who either failed to pay attention or|did not
bgnize the consequences_of their action. Computer applications can also have|"bugs"
bther flaws that cause them to mis-operate. Poorly designed systems and inadequate
rating procedures also fall In this category.

ipment failure (fajlure) that was not any person’s fault, but reflects the fact that
Ctronic and mechanical devices can fail. Equipment that responds in unexpected ways
ormal conditigns can also be placed in this category.

— Natural disasters (disaster) caused by events completely outside the control of humans.

Threat

5 may be either passive or active.

- Pag

sive  — Threat agents usually gather passive information by casual |verbal

communications with employees and contractors

— Act

ive — Examples are:

Communication: The intent of a communication attack is to disrupt communications for
control systems;

Database injection: Injection attacks are used to steal information from a database or
to corrupt data integrity of a database;

Replay: Signals may be captured from control system communications paths and
replayed later to provide access to secured systems or to falsify data in a control
system;

Spoofing and impersonation: In networking, the term is used to describe a variety of
ways in which hardware and software can be fooled;

Social engineering: Threat agents also obtain or attempt to obtain otherwise secure
data by tricking an individual into revealing secure information;
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NOTE
A.2

Consid
functio

Possib
should
safety-
examp

— an

— swi

— configuration or program stored in a memory, e.g. removable SD card.

NOTE
attack in|

An attlck can occur indirectly to.the safety-related device, for example by:

- co
— net

— wirgless communigation technology.

In thes
techno

The vulnefability of the security of a safety-related device is linked to the technologie

for its
techno

Phishing: Phishing relies on social engineering in that humans tend to believe in the

security of a brand name, associating it with trustworthiness;

Malicious code: Malicious code attacks can take the form of viruses, worms,

automated exploits, or Trojan Horses;

Denial of service (DoS): Denial (or degradation) of service attacks affect the

availability of a network, operating system, or application resources;

Escalation of privileges: With these increased privileges the attacker can take actions

that would otherwise be prevented;

Physical destruction: Physical destruction attacks are aimed at destroy

ing or

incapacitating physical components (i.e., hardware, software storage devices,

CONMECTHONS, SENSOTS, and controfters)thatare partof the controt systenT:

Further information on threats can be found in 5.6.5 of IEC TS 62443-1-1:2009.
Examples of threat related to a safety-related device

leration should be given to a possible attack scenario that can“influence the
n(s) performed by a SCS, using one or several safety-related,devices.

e access to the devices comprising of the SCS by any/person with malicioug
be considered. A deliberate (human) attack represenis a threat to take contr
related device. This attack can occur directly to, the safety-related device
e:

nteractive screen or control panel;

ches or buttons for device configuration or

'he above is just intended as an indicative list. There are many other possible vulnerabilities
cluding tools given by a manufacturer to~configure a safety-related control system.

puter technology;
wvork communicatien\technology or

e three cdses the access to the safety-related device is gained indirectly by usin
ogies.-Attacks are well known in computer technologies.

safety

intent
ol of a
by, for

to direct

g other

s used

o ) - L Ll i) (] i) 1 1 - 1]
dLLTSS. TTIT bUbUIIty bUUIItUIIIIUdbUICb SITUUINA UD€ DdstU Ull tIIU WCdR pUIIItb

logy.

f each

Figure A.1 shows an example of vulnerability where a safety function could be altered due to
a threat.
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(6) External device not normally

1
(1) and (7) Non safety-related E safety related

communication device intended for
supervision of the safety-related device
(e.g. for diagnostics) . Threat

\J
(2) Communication interfaces (unidirectional,
bidirectional) between safety-related device and
external world and (7)

Y

(3) And (7) Safety-related device —
performing safety function(s)

(4) Control panel interface

A

(5) Configuration program or L
data of the safety functions, Limits of the

SD card safety-related devide

IEC

At each level, where the access to the safety function is possible, different measufes are
necesdary, for example:

Level Notes

1) The communication from a supervisory.device to the safety-related device can introduce vulnerapilities.
An attack on the safety-related device ara failure of the supervisory device may allow unauthoriged
access to the safety function.

2) The communication from the saféty-related device to the supervision is in most cases done throygh a
coupler communication. The choice of a unidirectional coupler (from the safety-related device to [the

supervision) can limit the dccess from the attack to the safety function. This kind of technology ig the
same as used for servers and networks. The faults are well known and well-tried protection meagures
against hacking are putiin‘place.

3) Safety-related device performing safety function(s).

4) A control panel cah have access to devices implementing the safety function. Different levels of
password pretection for different access privileges can reduce the vulnerability.

5) On some safety-related devices configuration is done with switches or SD memory. An attack cap
consist\of’a change of the switches or the SD card that contains the configuration program. So
coyntermeasures need to be implemented.

6) Alportable external device not normally connected can have access to the safety related device fthrough
tilv bUIIIIIIUII;batiUII illtvlfdbU U1l bUIIIIIIUII;batiUII UIUV;UU. ill tilib Cdsott It ib d tilant tildt ;b b;lll“dl tU I.he one

described on (2).

7) Linked to (6) an attack can consist of a program being put inside the communication interface, that can
control the safety device on request — examples of this type of attack on the DNS servers are known.

Figure A.1 —Safety-related device and possible accesses
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