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1) The

INTERNATIONAL ELECTROTECHNICAL COMMISSION

ROBABILISTIC RISK ANALYSIS OF TECHNOLOGICAL SYSTEMS -
ESTIMATION OF FINAL EVENT RATE AT A GIVEN INITIAL STATE

FOREWORD

International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising

all national electrotechnical committees (IEC National Committees). The object of IEC is to promote
interpational co-operation on all questions concerning standardization in the electrical and electronje flelds. To

this

end and in addition to other activities, IEC publishes International Standards, Technical Specifications,

Technical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred\ to fas “IEC
Publfcation(s)”). Their preparation is entrusted to technical committees; any IEC National Committee infterested
in the subject dealt with may participate in this preparatory work. International, governmental gnd non-
governmental organizations liaising with the IEC also participate in this preparation. IEC ‘collaborate$ closely

with

agreg¢ment between the two organizations.

2) The

the International Organization for Standardization (ISO) in accordance with conditions deternpfined by

ormal decisions or agreements of IEC on technical matters express, as nearly‘as possible, an intefnational

consensus of opinion on the relevant subjects since each technical committee has representation|from all

intergsted IEC National Committees.

3) IEC

Publications have the form of recommendations for international usé.and are accepted by IEC |National

Comfnittees in that sense. While all reasonable efforts are made to efisure that the technical conter|t of IEC
Publications is accurate, IEC cannot be held responsible for the way in which they are used or| for any

misi

rnterpretation by any end user.

4) In OJder to promote international uniformity, IEC National Gommittees undertake to apply IEC PuHlications

tran

parently to the maximum extent possible in their national and regional publications. Any diyergence

betwgen any IEC Publication and the corresponding natianal.or regional publication shall be clearly indjcated in

the latter.

5) IEC

tself does not provide any attestation of confermity. Independent certification bodies provide cqnformity

assepsment services and, in some areas, access\to IEC marks of conformity. IEC is not responsiblg for any

serviges carried out by independent certification-bodies.

6) All ugsers should ensure that they have the latest edition of this publication.

7) No |

ipbility shall attach to IEC or its directors, employees, servants or agents including individual experts and

mempers of its technical committees and IEC National Committees for any personal injury, property dgmage or
othel damage of any nature whatseever, whether direct or indirect, or for costs (including legal fg¢es) and
expepses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC

Publications.

8) Atte

indispensable for the correct application of this publication.

9) Atte

patent rights. IEC.shall not be held responsible for identifying any or all such patent rights.

The m

ntion is drawn to the Nermative references cited in this publication. Use of the referenced publicptions is

rtion is drawn to, the possibility that some of the elements of this IEC Publication may be the subject of

in task'of IEC technical committees is to prepare International Standards. Howgver, a

technidal committee may propose the publication of a Technical Report when it has cqllected
data ofl aldifferent kind from that which is normally published as an International Standard, for

example “state of the art".

IEC TR 63039, which is a Technical Report, has been prepared by IEC technical committee
56: Dependability.

The te

Full in
report

xt of this Technical Report is based on the following documents:
Enquiry draft Report on voting
56/1655/DTR 56/1684/RVC

formation on the voting for the approval of this Technical Report can be found in the
on voting indicated in the above table.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.
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The committee has decided that the contents of this publication will remain unchanged until
the stability date indicated on the IEC website under "http://webstore.iec.ch” in the data
related to the specific publication. At this date, the publication will be

e reconfirmed,
e withdrawn,
e replaced by a revised edition, or

e amended.

A bilingual version of this publication may be issued at a later date.

that |[it contains colours which are considered to be useful for~“the correct
understanding of its contents. Users should therefore print this document usging a
colour printer.

IMPORTANT - The 'colour inside’' logo on the cover page of this publication indj::ates
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INTRODUCTION

This document defines the basic properties of events from the perspective of probabilistic risk
analysis and use of dependability-related techniques for the analysis of occurrence of the final
event that results in a final state in which the final consequences of a risk may appear (see
3.1.1,3.1.10 and 3.1.17).

Techniques that are applied to risk analysis such as checklists, what-if/analysis, hazard and
operability (HAZOP) studies, event tree analysis (ETA), fault tree analysis (FTA), were
originated in the field of system safety and have been highly developed by bringing those
fields of dependablllty and system safety |nto connectlon for many years [11][14][17][34][35]
[36]1.
defineg and systematlsed for dependablllty analy3|s However it should be conS|derad that
there dre significant differences between the dependability and probabilistic risk analysgs.

Firstly,|states of an item such as the up, down, operating and non-operating states as well as
those events of failure and restoration are usually brought into focus dinxthe depenfability
analysis [5][7]. The probabilistic risk analysis is often concerned with ngt©only those gspects
of the [states and events related to the down and up but also states-of demand and non-
demanf, and initial, intermediate and final states, as well as_suech additional evgnts as
demanfl, completion, final and renewal events (see 3.1.3, 3.1¢8,.3.1.10, 3.1.11, 3.1.[I7 and
3.1.20).

Secondly, types of the final event should be considered for the probabilistic risk analysis
becauge systemic dependencies between items are often“dominant over the occurrenceg of the
final eyent. Namely, the final events are categorised into the repeatable and unrepg¢atable
from the perspective of probabilistic risk analysis’(see 3.1.18 and 3.1.19). In additlon the
sequerjce of occurrences of events should be taken into account because the event sequence
often dominates the occurrence of the final event (see 7.2, 9.2, 9.3 and 9.4).

The guantitative measures targeted by.the dependability analysis are mainly the failufe rate,
failure [frequency, repair rate, reliabijlity, availability and maintainability, etc. of an item. Not
only tHose target measures but als0 additional measures such as rates and frequgncy of
those ¢vents of demand, completion and renewal, as well as risk exposure time shquld be
explicifly and comprehensively analysed for the probabilistic risk analysis (see 3.1.30).

When risk analysis is performed quantitatively, the event rate and frequency are ggnerally
used for the target measures of occurrence of final event (see for instance Annex B).|In this
document, the target.measures of occurrence of final event are defined by such measuﬂres as
a final pvent freqUency (FEF), average FEF, final event rate (FER) at a given initial stafe, and
FEF at|a given(initial state (see 3.1.21, 3.1.22, 3.1.25 and 3.1.26).

Such measlres as FEF at a glven |n|t|al state are newly introduced target measures [for the
probabilis A sures of
conventlonal dependablllty analyses mentloned above because such varlables as demand
and completion rates and frequencies, as well as risk exposure time that have not been
applied to the conventional dependability analyses are explicitly introduced into the new
target measures. Therefore, those new measures should be defined and those conventional
techniques modifed appropriately for the application to the probabilistic risk analysis.

In addition it is inevitable for the risk analysis of complex systems that such analytic
techniques as the HAZOP, FMEA, RBD, FTA and Markov techniques should be applied
complementarily. This document illustrates how to orchestrate those modified techniques to
extract the maximum synergistic efficacy for the probabilistic risk analysis.

1 Numbers in square brackets refer to the Bibliography.
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Thus, this document aims at defining the target measures of occurrence of a final event by the
FER at a given initial state, FER at a recognised state and FER at a recognised group state
for the probabilistic risk analysis, and advises how to apply the modified techniques
complementarily to the analysis of those target measures by referring to the topics focusing
on risk analyses of nuclear power plants, airbag control, automated brake and steering control
systems for self-driving cars, system with fault recognised only by demand, as well as the
application of this document to functional safety.

It is generally believed that probabilistic risk analyses are more complicated than those of
dependability. However, this document will provide a much simpler and realistic approach for
probabilistic risk analyses compared to the conventional approaches, and will make it easier
to cope with the risks of complex systems (see Table 1, Clause 6, 9.1, 9.2, 9.5, Clauses A.5
and B.B).
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PROBABILISTIC RISK ANALYSIS OF TECHNOLOGICAL SYSTEMS -
ESTIMATION OF FINAL EVENT RATE AT A GIVEN INITIAL STATE

1 Sc

ope

This document provides guidance on probabilistic risk analysis (hereafter referred to as risk
analysis) for the systems composed of electrotechnical items and is applicable (but not
limited) to all electrotechnical industries where risk analyses are performed.

This ddg

— defjning the essential terms and concepts;

—  spq
— cla

— des
ET

to the complex systems;

- sug
—  sug
- pro
The re
descril]

The un|
The ep

classified into the controlled and the uncontrolled, respectively. Therefore, the risk ass

with th

associated with the known event\of which impact is not controlled is the uncontrolle

Favour
if this
impact

For ex
be catd
could 1
control

randomly and\independently of time (see Clause 6, 9.1, 9.2, 9.5 and Clause B.3).

cument deals with the following topics from the perspective of risk analysis:

cifying the types of events;
5sifying the occurrences of events;

A\, FTA and Markov techniques for applying those modified techniques complem

gesting ways to handle the event frequency/rate of camplex systems;
gesting ways to estimate the event frequency/ratezbased on risk monitoring;
viding illustrative and practical examples.

lationship between the events covered by this document and associated ris
ed in Table 1. Risk is defined as the:effect of uncertainty on objectives (see

istemic is categorised into the known and unknown, and the effect of the ale
e known event of which impact is controlled is the controlled risk, and t

able meta-risk is of an unknown event of which impact can be casually controllg
inknown event appears,/and unfavourable meta-risk is of an unknown event o
cannot be controlled.

hmple, the risk's resulting from random hardware failures of electrotechnical ite
gorised inte.the controlled or uncontrolled risks, while the risks owing to softwaf
e classified-into the favourable or unfavourable meta-risks. This document cov
ed and\uncontrolled risks resulting from the events that can be assumed tg

cribing the usage of modified symbols and methods of graphical representafion for

bntarily

ks are
3.1.1).

certainty is here assumed to be composed of two elements: the epistemic and aratory.

tory is
bciated
ne risk
d risk.
d even
which

ms will
e bugs
ers the
occur

X Ial A = N H H
Fabte-t—Events—and-associatedrisks

Epistemic
Known Unknown

Controlled Controlled
> Controlled
s Event risk Meta-risk
©
2 Uncontrolled Uncontrolled
< Uncontrolled

Event risk Meta-risk
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2 Normative references

The following documents are referred to in the text in such a way that some or all of their
content constitutes requirements of this document. For dated references, only the edition
cited applies. For undated references, the latest edition of the referenced document (including
any amendments) applies.

IEC 60050-192, International Electrotechnical Vocabulary — Part 192: Dependability (available
at www.electropedia.org)

IEC 61703, Mathematical expressions for reliability, availability, maintainability and
maintefrarce Support termTs

3 Tefrms, definitions and abbreviated terms

3.1 Terms and definitions

For thg¢ purposes of this document, the terms and definitions gived/in IEC 60050-1P2 and
IEC 61703, as well as the following apply.

ISO and IEC maintain terminological databases for use instandardization at the following
addrespes:

e |E( Electropedia: available at http://www.electropedia‘org/

e 1SQ Online browsing platform: available at http://www.iso.org/obp

3.11
risk
effect ¢f uncertainty on objectives

Note 1 tp entry: Risk is often expressed in térms of a combination of the consequences of an event (fncluding
changes|in circumstances) and the associated’likelihood of occurrence (see ISO Guide 73:2009, 1.1, Note }#).

Note 2 tp entry: Safety-related risksishdefined as the combination of the probability of harm and the sqverity of
that harm (see 3.9 in ISO/IEC Guide 54:2014).

Note 3 tp entry: Residual risk is“the risk remaining after risk treatment. The risk treatment includes the process to
modify any risk by protection\layers in this document (see 3.8.1.6 in ISO Guide 73:2009, 7.2.1, 9.1 and Clause B.6).

[SOURCE: ISO Guide’ 73:2009, 1.1, modified — the notes from the original definition have
been r¢placed bynew notes.]

3.1.2
state

3.1.21
state
<mathematical expression> particular condition which an item keeps in a specific time interval

Note 1 to entry: A fault is for example a state while a failure is an event. A state transition diagram describes
system states and state transitions (see 192-03-01 in IEC 60050-192:2015, and 3.1.4, 3.1.5 and 3.1.7).

3.1.2.2
state
<risk identification, analysis and controls> property of a system being of certain duration

Note 1 to entry: States are classified into activated and inert states according to their degree of disorder (or
order). The activated state is in the lower degree of disorder (i.e., the higher degree of order) and the inert state is
in the higher degree of disorder. The measure of disorder of a system state is entropy that is also a measure of the
“multiplicity” associated with the system state (see 3.1.2.2, Note 4, 3.1.3, Note 2, and Clause B.2).
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Note 2 to entry:

If items interact with each other, an activated action can occur in their activated state, however in

their inert state the activated action cannot occur and an inert action is generated instead of the activated action.

Note 3 t
informati

o entry: Activated actions are categorized into, for example, types of: a) energy transmission, b)

on propagation, c) agent transfer, d) supply obstruction, and e) the rest [16].

Note 4 to entry: Function is an ability of an item to generate activated action(s) or inert action(s) or

required

3.1.3
deman

(see 3.1.3, 3.1.13, 3.1.32, 3.1.33, 3.1.34, 7.2, 9.1, Clauses B.1, B.4, B.5 and B.6) [16].

d state

state in which a function is demanded from a system

Note 1 t

entry: Under a demand state an item is required to be operating to demonstrate its specific fun

both as

ction(s),

ie.,,tog

Note 2 t
required

Note 3 t
control
driver is
in which
system {
the statq
9.3.1 b)

enerate activated action(s) or inert action(s) or both as required (see 3.1.2.2, Note 4).

entry: A non-demand state is the state where a function is not demanded from a system,\i.e., th
to be in a non-operating state for a specific function(s) (see 192-02-06 in IEC 60050-192:2045).

b entry: A state, for instance, in which a driver of automobile is activating the computer-regulat
ystem to stop the automobile is a demand state for this function of the system, andthe state in \
not activating this control system is a non-demand state for this function of the(control system. T}

o prevent unnecessary activation of the brake control function to stop an“automobile from occur
where the driver is activating the control system is the non-demand state for the additional func
pnd Clause B.2).

e item is

bd brake
hich the
he state

the driver is not activating this control system is the demand state for the additional function of this control

ing, and
ion (see

Note 4 fo entry: A demand is defined as the start of a demand state,» and a completion is defined as the
terminat{on of the demand state. A demand and completion are events/(se&’3.1.4).

Note 5 t¢ entry: Continuous mode of operation for a function is a’mode of operation where a demand state for the
function |lasts for use. The demand mode of operation of a fungtion is that where those demand and nonfdemand
states, ije., demands and completions appear alternately for usg(see 7.2, 9.3, Clauses A.1, B.1, B.4, B.5 gnd B.7).
Note 6 tp entry: Demand and operating states are not.equivalent because of the possibility of two failurg modes:
an item is operating under a non-demand state, and another item is not operating under a demand state (s¢e 3.1.3,
Notes 1 pnd 2, and 9.3).

314

event

transition

changg from one state to another state

Note 1t entry: An event is the termination of a state or the start of a next state.

Note 2 tp entry: In the context of risk analysis, a risk is often represented not only by verbal expressions|but also
in terms |of states and their transitions by use of a fault tree (FT), a state transition diagram, etc.

Note 3 tp entry: Events are classified into intermediate and final events from the perspective of state transition
diagram$ for representation of risks (see 3.1.16 and 3.1.17).

[SOURCE;MEC 61165:2006, 3.9, modified — the notes from the original definition have been
replacgd\by new notes.]

3.1.5

system

set of interrelated or interacting elements

Note 1 to entry: The structure of a system may be hierarchical. An overall system is composed of several
subsystems.

Note 2 to entry:

[SOUR

3.1.6

CE: ISO 9000:2015, 3.5.1, modified — notes have been added.]

element
component or set of components, which acts as a single entity

For convenience the term “system state” will be used to denote a state of a system (see 3.1.7).
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3.1.7
system state
particular combination of the states of elements that compose a system

Note 1 to entry: The system state often consists of up, down, operating and non-operating states of items,
demand and non-demand states, and other environmental conditions outside of the items (see 3.1.5, Note 2).

3.1.8

initial state

system state in which a system originates the first state transition in a state transition diagram
that represents (a) risk(s)

Note 1 tgemtry—t=aTiskTs demtifred;tcambeTepresemntedTot omty verbatty butatso by useof suchrdiagrams as
an evenft tree, FT, etc. for qualitative or probabilistic risk analyses (see for example Figure 3, Figurg 9 and
Figure 1P).

Note 2 t¢ entry: If system state X is, for instance, an initial state, this is also expressed as initialstate X.

3.1.9
virtual|initial state
system state to which a virtual state transition from a final state is assumed to calculatd MTFE
at a re¢ognised state and FER at a recognised state

Note 1 t¢ entry: See 3.1.10, 3.1.24, 3.1.25, 3.1.27 and 3.1.28.

Note 2 t¢ entry: See for example Figure 17.

Note 3 t¢ entry: If system state X is, for instance, a virtual initial §fate, this is expressed as virtual initial sfate X.

3.1.10
final state
system state in which the final consequences*of‘a risk may appear

Note 1 tp entry: The final consequence does natalways appear in the final state because it may depenld on the
sequenck of appearances of int. states (see 3.1.11, 7.2, 9.2 and 9.3).

Note 2 t¢p entry: A system enters the final;state by a final event (see 3.1.17).

3.1.11
int. state

intermediate state
system state in a state transition diagram that represents (a) risk(s), which is not the ipitial or
final states

3.1.12
antechent state

initial gtate, or, if it exists, any int. state in a state transition diagram that represents (a)|risk(s)

Note 1 to entry: See 3.1.8 and 3.1.11.

Note 2 to entry: An antecedent state can be designated by use of a set of states such as up, down, operating,
non-operating, demand, non-demand, shutdown states, and other environmental conditions (see for example
Figure 3).

3.1.13
recognised state
antecedent state that is detected and/or recognised at a specific time

Note 1 to entry: Antecedent states are often (but not always) recognised by use of such means as self-diagnosis
functions of products, periodical tests of components, human recognition of circumstances, human recognition of
operation, etc., at a specific time.

Note 2 to entry: If an antecedent state of a system is a recognised state, then it can be recognised that the
system state is or is not in this antecedent state at a specific time, and vice versa.
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Note 3 to entry: A final state is assumed to be recognised at any time in this document (see 9.3 and 9.4).

Note 4 to entry: Because there may be antecedent state(s) outside of monitoring and recognition, the antecedent
states are not always recognised and therefore classified into the recognised and not recognised states (see 3.1.15,
Note 1).

3.1.14
group state
set of two or more antecedent states that cannot be recognised as single antecedent states

Note 1 to entry: See 3.1.13, Note 4.

3.1.15
recognised group state
group state that is recognised at a specific time

Note 1 tp entry: Suppose, for example, that antecedent states are system states A, B and C,(and the re¢ognised
state is [system state C only, then the group state that is composed of A and B is the recognised grofyip state,
because|it can be recognised that the system is in this group state if it is recognised thatjthe system is if neither
the systg¢m state C nor the final state at a specific time, and vice versa (see, 3.1.13, Notés\3“and 4).

3.1.16
int. event

intermediate event

state tfansition which is not the final or the renewable events

Note 1 t¢ entry: See 3.1.4, 3.1.17 and 3.1.20.

Note 2 tp entry: A state transition between antecedent states is ah int. event, but not vice versa (see 3.1.18).

3.1.17
final eyent
start ofl the final state, i.e., a state transition from any antecedent state (or critical state) to the
final state

Note 1 t¢ entry: See 3.1.10 and 3.1.12.

Note 2 t¢ entry: A final event is also called a critical event, but not vice versa [7].

Note 3 t¢ entry: This term may refer to a hazardous or harmful event in the field of (functional) safety [10]

3.1.18
repeatpble final event
final e¥ent that can.repeat

Note 1 t¢ entry: “See for example Figure 3.

Note 2 tb entry! It is necessary for a repeatable final event that this final event does not affect thg way of
appearapceand disappearance of (an) int. state(s), because if a final event changes the way(s) of appeargnce and
disappearance of the Int. state(s), the original system state(s) and the assoclated risk that results frrom the original
system state(s) will not remain any longer after the final event.

Note 3 to entry: The final state that results from a repeatable final event may cause transition to int. state(s) and
the final event may repeat (see 3.1.16, Note 2).

3.1.19
unrepeatable final event
final event that cannot repeat

Note 1 to entry: See for example Figure 3.

Note 2 to entry: If a final event changes the way(s) of appearance and disappearance of (an) intermediate state(s)
permanently then the final event cannot repeat, because the original system state(s) and the risk resulting from the
original system state(s) do not remain any longer after the final event (see 3.1.18, Note 2).
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Note 3 to entry: If a final state is transferred to the initial state and the system is renewed, the final event is the
unrepeatable final event because the renewed system state is different from the original system state (namely the
renewed system state is not the original system state itself).

3.1.20

renewal event

termination of a final state that results from an unrepeatable final event, causing transition to
an initial state or a virtual initial state

Note 1 to entry: The final state resulting from a repeatable final event may cause transition to an int. state(s) (see
3.1.18, Note 3).

3.1.21

event frequency

limit, ifl it exists, of the quotient of the mean number of occurrences of an event withfin time
interval [z, t+At], to At, when At tends to zero, given that the system is in a given ifitial s$tate at
timers 0

Note 1t entry: Event frequency w(¢) is expressed in the formula
a(t) = Alil’l(’)l E[N@+ At)— N(@)]/ At
t—0+

where

N(¢) is the statistically-expected number of occurrences of an event in the time“interval [0, ¢], where E derjotes the
expectation.

Note 2 t¢ entry: The unit of measurement of event frequency is thes/unit of time to the power -1.

3.1.22
average event frequency
event frequency averaged over a period of time &,

Note 1t entry: Average event frequency of w(¢), @(Q;H), is defined as

o(0s) = (1/ 1)[" woleir ;.

where
a)(t) is event frequency at time-;
IHw(t)d is the probability that*an unrepeatable event occurs in the time interval [0, H] or is the stalistically-
0
expected number-of occurrences of a repeatable event in the time interval [0, H].
3.1.23

state transition-rate
conditjonal event intensity
limit, i1 it, exists, of the quotient of the conditional probability that an event, i.e., @ state
transitipnfrom system state X to Y, occurs within time interval [¢, t+Af], to At, when At t?nds to
zero, given that the system Is In sysiem staie X at tme ¢

Note 1 to entry: If the occurrence of an event follows an exponential distribution, i.e., an event occurs at random
and independently of time, then the conditional event intensity is constant and the constant conditional event
intensity is called a constant event rate or a constant state transition rate in this document (see Clauses 1, 5, 7, 9,
A.1 and B.1).

Note 2 to entry: The unit of measurement of event rate and state transition rate is the unit of time to the power -1.

3.1.24

MTFE at a given initial state

mean time to final event at a given initial state

mean time from an initial state or a virtual initial state to the occurrence of the first final event

Note 1 to entry: A given initial state means any antecedent state (see 3.1.8, 3.1.9, 3.1.12 and 3.1.20).
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Note 2 to entry: The MTFE at a given initial state is similar to mean up time (MUT) rather than mean operating
time to failure (MTTF), however antecedent states include not only up, down, operating and non-operating states of
items but also demand, non-demand, shutdown states and other environmental conditions outside of the items (see
IEC 60050-192: 2015,192-05-11 and IEC 60050-192:2015,192-08-09).

3.1.25

FER at a given initial state

final event rate at a given initial state

limit, if it exists, of the quotient of the conditional probability that a final event occurs within
time interval [z, #+Azf], to At, when At tends to zero, given that the system, of which state
transition rates are constant, and of which final state causes transition only to an initial state
or a virtual initial state, is in a steady state and is not in the final state

Note 1 tp entry: For the renewable system with constant state transition rates the FER at a given  nifial state
becomeg constant and equals the reciprocal of the MTFE at a given initial state [18][19][27][29].

Note 2 tp entry: The FER at a given initial state may refer to a harmful or hazardous event rate,(HER) in|the field
of functipnal safety (see 3.1.17, Note 3, 7.2, 9.3.2, Clauses B.1 and B.4).

Note 3 tp entry: Steady state is the state of a system where infinite time has elapsed@nd the probabilitles of all
systems|states of a state transition diagram that represents (a) risk(s) converged to constant values.

3.1.26
FEF at|a given initial state

final eyent frequency at a given initial state
frequency of the final event, given that the system, of which @tate transition rates are cpnstant,
and of which final state causes transition only to an initialkstate or a virtual initial statefis in a
steady|state

Note 1 t¢ entry: See 3.1.17, 3.1.21 and 3.1.25, Note 3.

Note 2 tp entry: For the renewable system with constant’/state transition rates the FEF at a given inifial state
becomeg constant and equals the reciprocal of meanitime from the initial state to the occurrence of|the first
renewal event [18][19][27][29].

Note 3 t¢ entry: FER at a given initial state, ¢, is expressed in the formula [18][19][27][29]:
¢ =w/(1-P{X})

where
1) is the FEF at a given initial state;

p{x} [is the probability that-the system is in the final state in a steady state.

3.1.27
MTFE at a recoghised state

mean {ime to-final event at a recognised state

MTFE gt a'given initial state when the given initial state is a recognised state

Note 1 toemtry—See 3124

3.1.28

FER at a recognised state

final event rate at a recognised state

FER at a given initial state when the given initial state is a recognised state

Note 1 to entry: See 3.1.25.

Note 2 to entry: The relationship between the FER at a recognised state and the FEF at a recognised state is
identical with that between the FER at a given initial state and the FEF at a given initial state (see 3.1.26, Note 3,
8.2 and 9.3.3).

3.1.29

FER at a recognised group state

final event rate at a recognised group state

weighted average of all the FER at a given initial state in a group state
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Note 1 to entry: See 8.2, 9.3.4 and 9.4.5.

3.1.30

risk exposure time

T

statistically expected time while a system will be exposed to a specific risk during its life

Note 1 to entry: See 5.2, 7.2.2, 7.2.3, Clauses A.3 and A.4.

Note 2 to entry:

Risk exposure time T is often referred to such terms as useful life (see IEC 60050-192:2015, 192-

02-27), operational life and mission time. However those terms are not necessarily equivalent to the risk exposure
time because a risk can be changed into a number of transformed risks during the useful (or operational) life or the
mission time of a system, and a specific risk among those risks could only be of interest to the risk exposure time.

In such case, the risk SXPOSUre. time will not be nqlli\/nlnnf tothe time epnr\ifind h\ll those terms

3.1.31

APF

approXimate probability of dangerous failure during a demand state

Py

approxjmate probability that a dangerous failure of an item occurs instatistically eXpected
time inferval of a demand state [0, 7], given that the demand at the item occurred at timg zero
Note 1 tp entry: It is a necessary condition for the approximation that the probability of two or more occlirrences

of the dgngerous failure in the time interval [0, 7] is negligible (see 7.2.3, 9.3.1b),-9.3.2 and Annex B).

Note 2 t

3.1.32
PFD,,

entry: This term is applied to the risk analysis in the field of safety only (see Annex B).

average probability of dangerous failure on demand

P

a

mean Uynavailability of an item to perform a specified safety function when a demand oc

Note 1t

Note 2 t
operatin
Annex B|

3.1.33
PFH

entry: This term is applied to functional safety only (see IEC 61508-4:2010, 3.6.18).

b entry: It is postulated for this term that the state of item is changed from a non-operating sta
j state by the demand and the item( ¢an fail in the non-operating state (see 7.2.3, 9.3.1 b), 9

D.

averade frequency of dangerous failure per hour

A

averag
over a
Note 1t

Note 2

e frequency of.a dangerous failure of an item to perform a specified safety f
given period-af time

entry..This term is applied to functional safety only (see IEC 61508-4:2010, 3.6.19).

curs

te to an
3.2 and

inction

he case

bentfy: The PFH approximates to the reciprocal of a mean operating time to first failure in

where tt

Y fmid P D ) } 4 L " 4 F—Y) ; I
C Udaliyciuus 1d4diiuttc 15 4dll ulincpTcalauic TiTdl ©TVCITL, WITTCTTdS TU dAPPTUATTITIALCS U UTC TTLIpTULar Ul

a mean

operating time between failures in the case where the dangerous failure is a repeatable event. The item is usually
assumed to be able to fail in a non-operating state (see IEC 61508-4:2010, 3.6.19, Note 4, as well as IEC 61508-

6:2010,

3.1.34

B.2.3.2 and B.2.3.3; and 3.1.32, Note 2, 7.2.3, 9.3.1 b), 9.3.2 and Annex B in this document).

channel

Ch

component or group of components that independently implements a function of an item

Note 1 to entry: An independent Ch is a single 1-out-of-1 architecture system for a function(s), i.e.

component of the Ch is in a fault then the Ch is also in a fault.

3.1.35

basic element

MCS e

lement

element that composes an MCS extracted through FTA or RBD analysis or both

, if any
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Note 1 to entry: An MCS element is always a basic event of an FT, but not vice versa. Therefore, for convenience,
the term “basic element” will be used to denote an MCS element.

3.2 Abbreviated terms

APFdrg Approximate probability of dangerous failure during a demand state
CCF Common cause failures

Ch Channel

D Detected

DU Detected only by demand

E/E/P Electrical/electronic/programmable electronic
ETA Event tree analysis

FEF Final event frequency

FER Final event rate

FMEA Failure modes and effects analysis

FPL Final protection layer

FT Fault tree

FTA Fault tree analysis

HAZOH Hazard and operability

HER Harmful (hazardous) event rate

Int. Intermediate

MCS Minimal cut set

MTFE Mean time to final event

MTRE Mean time to renewal event

MTTF Mean operating time to failure

MUT Mean up time

PAND Priority AND

PFDaVS Average probability_6f dangerous failure on demand
PFH Average frequency of dangerous failure per hour
PL Protection-layer

RBD Reliability. block diagram

SIL Safety integrity level

TTFE Time to final event

TTRE Time to renewal event

ubD Undetected

4 Difference between frequency and rate of final event

The term frequency can be used both to refer to the number of times an event occurs over a
given sample and to refer to the number of times it occurs in a given time period. In this
document the latter meaning is used and therefore defined in 3.1.21.

On the other hand, the term rate generally means the speed at which something moves or
happens, and in the field of dependability an event rate such as a failure rate is defined as a
limit, if it exists, of the quotient of the conditional probability that the event occurs within time
interval [¢, t+At], to Az, when At tends to zero, given that the event has not occurred up until
time t.
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The definitions of the event rate and event frequency seem quite different. However, in the
field of risk assessment, the event frequency and event rate are often confused as described
below. Figure 1 describes changes of states of an overall system, in which occurrences of the
final and renewal events follow exponential distributions, i.e., the final event rate (FER) and
renewal event rate are constant (see 3.1.17, 3.1.20 and 3.1.23). Two system states, the final
and antecedent states, are described in Figure 1 (see 3.1.10 and 3.1.12).

Figure 2 describes a process of occurrences of final and renewal events, in which the TTFE
and TTRE are equivalent to the amount of time while the antecedent state continues (i.e., the
duration of the antecedent state) and the amount of time while the final state continues (i.e.,
the duration of the final state), respectively. Here, it is assumed that the stochastic process of
the occurrences of final and renewal events can be modelled by use of a Markov transition
diagram—and—the—M st REare—F—(F0-thlard—T5(#6threspeetivelty—tHhen, in a
steady(state of the process, the FEF, w [1/h], is expressed in the following equation;

o = 1/(T+T}) (1)
where
T, i$ MTFE [h]
T, i$ MTRE [h]

The finl event rate (FER), ¢ [1/h], and renewal event rate, m{1/h], are also expressed py:

o =1T, (ie. T,=4/p); (2)
m=1T, (i.e., Ty =1/m) (3)
Antecedent state Antecedent state (S

. /)

(0]

» \

@ /

w5 Final event Renewal event

3

© Final state

)
(final consequences of a risk appear)

0 Time (1)

IEC

Figure 1 — Antecedent state, final event, final state and renewal event



https://iecnorm.com/api/?name=10d653a82e1f71499a056ea48e93daec

IEC TR 63039:2016 © IEC 2016 -19 -

TTFE + TTRE

TTFE

Y

Antecedent state

IE

TTRE Final state

States of system

0 Time (f)
IEC

Figure 2 — Time to final event (TTFE) and time to renewal event (TTRE)

The FHF can be expressed by use of ¢ and m from Equations (1), (2) and~«3):

o = oml(p+m) = pl{(T,/T)+1}

If T, i much greater than T},, namely if ¢ is much less thanm, then o is nearly equ
Howevgr the FEF is not necessarily equal to the FER, and/the following discussion is p

a)

b)

In fhe field of risk assessment of nuclear power_plants, for example, the tolerable
se\lere accidents like meltdown is defined by, use of the event frequency per yea

He

e, the final event is a meltdown.

If 4 tolerable frequency of the final event'is 104 [1/year-plant], then typically two
car] be assumed. One is 1/p = 50 years and 1/m = 9 950 years, and therefore
10
yeqrs.

D00 years. Another case is 1/p 5.97950 years and 1/m = 50 years, and 1/o =

Although the event frequencies_of those two cases are equal, the probabilities t
evgnt will occur in its operating life or risk exposure time of 50 years are different. |
those probabilities may be. 60 % or more for the first case, and be 0,5 % or lower
sedond case. This means-the level of risk of the first case is much higher than tha
sedond case.

Thus,
measufe of occurrence of a rare final event.

5

5.1

F

t is desirable ‘to utilize not the event frequency but the event rate for the

nal event frequency and final event rate at a given initial state

(4)

bl to ¢.
pssible.

risk of
r-plant.

cases
1w =
10 000

hat the
Namely,
for the
of the

target

General

Clause 5 clarifies the FEF at a given initial state and FER at a given initial state, and defines
how to adapt those to the target measures of the occurrence of a final event.

5.2

Classification of final events

Figure 3 a), Figure 3 b) and Figure 3 c) are the state transition diagrams that represent risks,
where system states A, B and C are an initial state, int. state and final state, respectively (see
3.1.4, Note 2).

If Figure 3 refers to risks associated with some human activity, for example, symbol B
indicates the system state in which a human is at work, A is the system state in which he
stops working and takes a rest, and C is the system state in which some slight incident or
some disaster has befallen him.


https://iecnorm.com/api/?name=10d653a82e1f71499a056ea48e93daec

- 20 - IEC TR 63039:2016 © IEC 2016

If a final event occurs, there are two possible successive situations.

a) This final event has no effect on the way of occurrence of the int. event(s), the final state
can cause transition to the int. state(s) and the final event can repeat (see Figure 3 a)).
This final event is hereafter referred to as a repeatable final event (see 3.1.18).

b) That final event does not repeat because it changes permanently the way in which the int.
states appear and disappear, and therefore the risk identical with that of the original
system state is no longer retained (see Figure 3 b) and Figure 3 c¢)). This final event is

her

eafter referred to as an unrepeatable final event (see 3.1.19).

Figure 3 a) shows a state transition model of the system in which the transition is caused from
final state C to int. state B, and the final event can repeat. In this model the constant event

rates,
Ag<<1/
(see 3.

Suppos

1) 1/2
equ
2) 1/2
1/ 14
3) Tis
em
1/17]

In Figu
b) the
event 1

In Figu
event 1
alsom

5.3

In Figu
system

where

Up, Up, Ag, tg and 2/T, are the state transition rates, given 1/7<<A,, 1/71<
" hold (see 3.1.23). T is the mean time while the system will be exposed It0
1.30).

e some human activity contains a risk.
L, is equal to the mean time while a worker stops working and takes a rest, and
al to the mean time while he is at work;

5 is equal to the mean time to occurrence of a mistake, given that he is at wo
L is equal to the mean time while he stops working to corfect his mistake;

the period of employment of the worker (howevep the transitions due to the pq
bloyment, i.e., the risk exposure time, may bey'negligible if inequalities, 1
<up and 1/T<<ug, hold.)

re 3 b) the final state is unrenewable, i.e.,xthe final event does not repeat. In F
constant event rates, 15, up and Ag, aredhe same as those in Figure 3 a) exc
ate g (= 0). In this case, the final states-means, for example, that a human is dis

re 3 c), a transition is caused frem the final state C to the initial state A, and ¢

bans, for example, that a hutan is disabled.

Final event frequency in a steady state

re 3 a), FEF in a(steady state, wg, is expressed in the following formula, given t
is in a steady state [18]:

sz/lBPI"{B}

Pr{B}

<4:A and
e risk

rk, and

riod of
T<<Ap,

gure 3
ept the
hbled.

bnstant

ate, m, is a constant renewal ‘event rate (see 3.1.20 and 3.1.23). Here the final state

hat the

(5)

is the prnhnhility that the chham is in ch’rpm state B in a efpndy state in Fignr

e 3 a).
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B
Final event
State
B
HB

Int. event

Int. event

2T

Int. event

T: Risk-exposure time
Ans Ha, A, ug: State transition rates (but 1/7<<Aa, 1/T<<up and Ag <<1/7)

IEC

a) Model for a repeatable final event

A B

Final event

Int. event

Ans Hp, Ag: State transition rates

IEC

b) Model for an unrepeatable final event

Aa B

Final event

Int. event

Renewal event

Aa, Ha, Ag, m: State transition rates
IEC

c) Model for a final state with renewal
System state A: Initial state (antecedent state)
System state B: Int. state (antecedent state)

System state C: Final state

Figure 3 — State transition models with various final states

In Figure 3 c), (unreal) FEF at initial state A, wy,, is given formally, assuming that the
renewed system is identical to the original system (note that the renewed system is, however,
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not the original system itself). The FEF at initial state A is then expressed in the following
formula, given that the system is in a steady state [18]:

wya = AgPr{B} (6)
where
Pr{B} is the probability that the system is in system state B in a steady state in Figure 3 c).

5.4 Final event rate at a given initial state and at a recognised state

In Flgure 3 c) FER at initial state A, Pps is expressed by the foIIowmg formula glven that the
syste obabiity te C at
that tinpe [18][27][29]

op = oyp/(1-Pr{C}) (7)
MTFE gt initial state A, Ty, is (see 3.1.24) [18][27][29]:

Tp = 1lpp (8)

In Figure 3 c¢), FER at recognised state B, ¢g, is expressed in the following formula by
assuming a virtual state transition (i.e., virtual renewal event) from final state C to int. ptate B
(i.e., rdcognised state B), and by putting FEF at recognised state B in v (see 3.1.26)

o = oygl/(@-Pr{C}) (9)

MTFE at recognised state B, Ty, is given asi(see 3.1.27):

Tg = 1/pg (10)

5.5 Relationship between final event rate and frequency at a given initial state

If the |sojourn time at state C of Figure 3 c) is infinite, i.e., m—0 (or m asympfptically
approaches to 0), the_fenewable system becomes equivalent to the unrenewable system in
Figure|3 b). The FER"at a given initial state and FER at a recognised state do not conFin the

renewdl event ratesmrand therefore they do not depend on the value of m. This means that the
MTFE gt a giveninitial state and MTFE at a recognised state in Figure 3 b) are equivalent to
those ih Figure3'c) [18][27][29].

Thus, inthe context of FER at a given initial state and FER at a recognised state, the pystem
with aLmWWWmMMWe state

transitions are exactly the same between those systems except the renewable feature.

For any renewable system with renewal event rate, m, let ¢ be FER at a given initial state (or
a recognised state) and « be FEF at a given initial state (or a recognised state) in a steady
state of the system; thus the following generic relationship is useful [18][27][29]:

p=limo=o0/-P{X}) (11)

m—»oo

where

P{X} is the probability that the system is in final state X in a steady state.
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6 Procedure for probabilistic risk analysis and flow to reach risk profile

Checklists, what-if/analysis, HAZOP studies [11], FMEA [9], etc., are generally performed to
identify risks that will be involved in a targeted system at first [4]. The targeted system may
include industrial items each of which is often composed of thousands or more components
and therefore the system could consist of thousands or more up or down states of the
components. The risks of complex systems with such complex system states are analysed
qualitatively and quantitatively by use of such techniques as FMEA, RBD [8], FTA and ETA,
and the main mechanisms that are dominant over the causation of a final event will be found
(see 9.1, 9.5 and Clause B.2). Those main mechanisms are often expressed for example by
use of MCSs extracted through FTA.

The M
MCS H
compo
MCSs

CSs dominant over the occurrence of the final event are usually composed _gfygeveral
lements, i.e., several basic elements (see 3.1.35). Namely the effect of\the| MCSs
sed of a larger number of basic elements is often negligible compared ‘tothaf of the

composed of fewer basic elements from the quantitative point of view)) For example,

CCFs are often (but not always) dominant over the causation of final events\from this

view (s
to the
each H
conditi

ee Annex A). The quantitative risk analysis will be performed rigorously and pr
MICSs with fewer basic elements by use of, for instance, state fransition diagram
asic element such as a condition of a channel (Ch) may“consist of up ang
bns of hundreds or more components (see 3.1.34 and 3.1.35). Thus the FER at

initial gtate can be estimated for large-scale complex systems based on this MCS scree

The pr

pcedure of risk analysis of technological systems inyolving estimation of FER at

initial state for complex systems is (see Table 1, 9.1, 9.5, Clauses A.5 and B.3):

ide
con
eve
RB

est

ntifying risks at first and analysing qualitatively*the risks to find, for example, the
nposed of fewer basic elements that will_ be dominant over the causation of tH
nt, by use of such techniques as chegcklists, what-if/analysis, HAZOP studies,
D, ETA and FTA (details are out of the scope of this document);

hblishing analytical models for quantification, with due regard to the causation

bagic elements that are dominant™over the occurrence of the final event frg

qud

ntitative point of view, by use“of such techniques as ETA, FTA and Markov techr

estimating FEF, FER, FEF at\.a given initial state, FER at a given initial state, FE

rec
tran

vali

bgnised state and FER_at a recognised group state for all system states of
sition model, i.e., an analytical model that is composed of a set of basic elemen

comprehensiveness)and sequential causation of the events, the approximation, th

rate
rep
dog
har

/frequency data sources, etc., (details are out of the scope of this document);
bating theanalytical process if the analysis is not satisfactory;

umentation (details are out of the scope of this document);

ding over the results of the analyses to the risk-evaluation process.

oint of
ecisely
s while
down
h given
ning.

b given

MCSs
e final
FMEA,

of the
m the
iques;
R at a
h state
S;

dating the modélling and analysis from the perspective of the types, meIsures,

event

The procedure for the analysis of the occurrence of final event is summarized in Figure 4.
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Risk identification

' “ f1 Establish a Markov state transition diagram
“ =--‘¥ describing the initial state through the final
Modelling state
i i AN J/
k 6 Unrepeatable final event h
No 2.1 Calculate FEF at an initial and FER at an intial
2 Unrepeatable state for all the states except the final state.
final event Sl (FER at state A is equivalent to the reciprocal
v . o q of the MTFE from A to the final state).
! I
(2] LR
3 Repeatable I 2.2 If an antecedent state is recognised at time ¢,
Y, final event 'S EER at a recognised state is the measure of the
e occurrence of a final event at time .
Tan the state No 3.2 = i . J
bef recognised? | = (2.3 Ifa group state is recognised at tinde 3, FER ata )
S recognised group state is defined as the
Yes P ® measure of the occurrence of a’final event
A 4 p & \ at time ¢. Y,
=) 3
Lo { Repeatable final event \
- ! 3 i 3.1 Calculate FEF andFER in a steady state defined
> ! g i as the measures of the occurrence of the fjnal
1< event in a steady state.
j | 3.2 Calculate RER at a recognised anteceden{ state
- ~L 7 or FER.at"a recognised group state similarfto
Tt the unrepeatable final event if a state or grpup
v ey state is recognised at time ¢, which is the
VAN measures of the occurrence of a final everft at
No WIing is Validation \ time . /
atisfactory? - L
Yes [4 Validation of modelling and analysis ]

Risk evaluation

IEC

Figure 4 — Procedure for analysis of repeatable/unrepeatable final events

7 Telchniques for quantitative analysis of the occurrence of a final event

71 Graphical symbols:for three types of final events
711 General

It is important for.the risk analysis of complex systems that such analytic techniques|as the
HAZOR, FMEA;”RBD, FTA and Markov techniques should be applied complementarily. The
causatjon, 6f a final event is quantitatively analysed by using typically ETA, FTA and Markov
techniquess However, conventional ETA and FTA techniques do not include symbols to
classify—fimat)events—as Tepeatable;, Tenewabte—asweltasumrepeatabte—types,—wiich are
necessary to extract the maximum synergy efficacy for the complementary use of those
techniques. Thus this document newly introduces the symbols for ETA, FTA and Markov
techniques as described in Table 2 to 5, illustrates the manner in which those symbols are to
be used, and demonstrates the effectiveness of modified techniques on risk analysis in 7.2.

Basic symbols for ETA and FTA are shown in Table 2 to classify (final) events to Type 1
(repeatable), Type 2 (unrepeatable and renewable) and Type 3 (unrepeatable and
unrenewable).

71.2 Repeatable final event

Table 3The symbols and graphical representations are illustrated in Table 3 for the estimation
of the FEF of repeatable int. and final events by complementary use of ETA, FTA and Markov
techniques. A risk is represented by initial state 1, int. states 2 and 3, and final state 4, as
well as events 12, 2—1, 2—4, 42, 1-3, 3—1, 3—4 and 4—-3 as shown in the event tree,
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FT and Markov state transition diagram in Table 3. Here, notation “m—n (m, n = 1, 2, ...)”

means the transition from system state m to system state n.

Concrete expressions for those system states and events are for instance illustrated in 7.2.
Here final events are events 2—4 and 3—4. Those final events do not change any property of
the risk and therefore do not change the occurrences of the paths from the initial to the final
state.

A branch of the event tree, which has arrows at both ends, means that the event indicated by
the branch can repeat. This branch is categorised as the repeatable branch of Type 1. The
PAND gate with a triangle for the FT means that the output event of this PAND gate is
repeatahle.This is categorised as the PAND gate of Type 1

Table 2 — Symbols newly introduced for event tree and fault tree analyses

Symbols Name Description

The event of thislbranch in an evept tree

4_ ’ Repeatable branch of Type 1 (ET) is repedtable.

The‘event of this branch in an ET (s
——> Unrepeatable branch of Type 2 unrepeatable, and results in a ren¢wable
final state if this event is a final event.

The final event of this branch in an} ET is
Unrepeatable branch of Type 3 unrepeatable and results in an
unrenewable final state.

The output event of this PAND gatg is
repeatable (a combination of an AND

gate and inhibit gate can be appligd to
an unrepeatable int. output event.

Q The output event of this PAND gatg is

PAND gate of Type 1

PAND gate of Type 2 unrepeatable and results in a renewable
final state.

(]
&

The output event of this PAND gat]
PAND gate of Type 3 unrepeatable and results in an
unrenewable final state.
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Table 3 — Symbols and graphical representation for a repeatable (final) event

Techniques Diagrams
Frequency
< P State 1
Frequency Event 21
Initial state 1 «¢ >
Event 152
Frequency
< » Final state 4
Event 24
ETA
Frequency
< P State 1
Event 351
Frequency
Initial state 1 < >
Event 153
Frequency
< P Final state 4
Event 3—4

IEC

Final event resulting in repeatable final state 4

Initial state 1 >

254 |A4>2 3541153

N N

FTA

IEC
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Techniques Diagrams

Initial
state
1

Int. event
1-3

Int. event
1-2

Int. state
3

Int. state
2

Markov state
transitigs

Int. event
453

Int. event
42

Final event
24

Final event
34

IEC

Table 4 — Symbols and graphical representation for a renewable final state

Techhiques Diagrams

Frequency

A

» State 1
Frequency Event 21

Initial state 1 «

A 4

Eyent'1-2 FER at initial state 1

» Final state 4

Event 2—4

Frequency
ETA < » State 1
Frequency Event 31

Initial state 1 «

A 4

Event 153 FER at initial state 1
—Final state 4

Event 3—4
IEC
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Techniques

Diagrams

FTA

Final event resulting in renewable final state 4

Initial state 1 )

254|152

3541153

A

IEC

Marko\ state
transitipn

Initial
state
1

Int. event
152

Int. event
21

Final event
24

Final event
34

Int. event
1-3

IEC
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Table 5 — Symbols and graphical representation for an unrenewable final state

Techniques Diagrams

Frequency

< » State 1
Event 2—1

A\ 4

Initial state 1 <«
Event 152 FER at initial state

1
:I Final state 4
Event 24

ETA

Frequency

< » State 1
Event 3—1

Initial state 1 «

A 4

Event 153 FER at initial state 1

ol

—I Final state 4

Event 3—4
IEC

Final event resulting in unrenewable final state 4

Initial state 1 >

| |

254 | 122 354|153

FTA

IEC
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Techniques Diagrams

Initial
state
1

Int. event
1-3

Int. event
1-2

Int. event
21

Markov state
transition

Int. state
3

Int. state
2

Final event Final event

IEC

71.3 Unrepeatable final event resulting in a renewable-final state

In Table 4 the symbols and graphical representations afé)illustrated for the estimation pf FER
at initial state 1 for an unrepeatable final event resulting in a renewable final state by|use of
the ETJA, FTA and Markov techniques. A risk is represented similarly to Table 3 by initial
state 1} int. states 2 and 3, and final state 4, and\events 1-2, 2—1, 2—4, 1-3, 3—{, 3—4
and 4—+1 as shown in the event tree, FT and Mafkov state transition diagram in Table 4{

Here gvents 2—4 and 3—4 are final evénts, and event 4—1 is a renewal event. The final
event ¢hanges the risk, i.e., the ways-from the initial state to the final state becayse the
system state(s) of the overall system\is(are) permanently changed by the final event gnd the
similar|risk cannot be retained as lang as the overall system is not restructured.

The branch of the event tree in Table 4, which has an arrow at the right end, means that the
event indicated by the branch brings about a renewable final state. This branch is categorised
as the pnrepeatable branch of Type 2. The PAND gate with a horizontal line in the FT diagram
means|that the output.of the gate results in a renewable final state, and is categorised| as the
PAND pate of Type-2:

The FHR at initial state 1 is calculated by use of those diagrams.

7.1.4 Unrepeatable final event resulting in an unrenewable final state

In Table 5 the symbols and graphical representations are illustrated for analysis of an
unrepeatable final event resulting in an unrenewable final state by use of the event tree, FT
and Markov state transition diagram. A risk is represented similarly to Table 3 by initial state 1,
int. states 2 and 3, and final state 4, as well as events 1-2, 2—1, 2—4, 13, 3—1 and 3—4
as shown in Table 5. The final events are 2—4 and 3—4. The final events change the overall
system so significantly that it will never be renewed any more.

The branch of the event tree in Table 5, which has both an arrow and a vertical line at the
right end, means that the event of this branch results in an unrenewable final state, and is
categorised as the unrepeatable branch of Type 3. The PAND gate with dual horizontal lines
in the FT in Table 5 means that the output of the PAND gate results in an unrenewable final
state, and is categorised as the PAND gate of Type 3.
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Here, FER at initial state 1 is identical with the FER at initial state 1 obtained in 7.1.3 for the
renewable system with the renewable final state (see 5.5).

7.2 Analytical example of an unrepeatable final event

7.21 General

Suppose a risk is represented by initial state A, int. states B and D, and final state C, as well
as two paths through the initial state to the final state, A-B—C and A—»D—C. Here, it is
assumed that the final event is unrepeatable and only path A—B—C brings about the final
state in which the final consequences of the risk appear (see 3.1.10, Note 1). In Figure 5 the
causation of the unrepeatable final event is described. In the figure system state D is omitted
because_the final event through path A-—>D-—>C does not bring about any final state in which
the fingl consequences of the risk appear. The causation of the final event is also madglled by
use of the Markov state transition diagram described as in Figure 6.

Two rigsks owing to the failure of an airbag control system for automobileshare ident|fied at
least [31]: 1) the airbag control system inflates its airbag unintentionally when the autgmobile
is normally running, and, 2) the airbag control system fails to inflate~the airbag when a
collision occurs. Here, the airbag control system is typically compgsed of electrotechnical
items puch as sensors, controllers and actuators. The former Tisk, i.e., the risk |of the
unintentional inflation, can be cited as an actual example of the state transition model{shown
in Figure 6. In this case the risk is represented by the following system states of A fo D in
Figures 5 and 6.

A autpmobile is stationary and the airbag control systemyis UP;

B autpmobile is running and the airbag control system is UP;

C autpmobile is running and the airbag has beentinflated unintentionally;
D

autpmobile is stationary and the airbag has(been inflated unintentionally.

Final event resulting in unrenewable final state C

Initial state A >

Event
A—B

IEC

NOTE System state D is omitted from the figure.

Figure 5 — FT for an unrepeatable final event resulting in an unrenewable final state
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Int. event

Aa, Ag: State transition rates

IEC

System state A: Initial state (antecedent state)

System

System

If the
transiti

that in¢ludes a driver and traffic circumstances. The causation of_state transition from
corresponds with the path A-~B—C in the model.

Where
toDis
occurs

is pulling the damaged automobile to an auto repairsshop. This event sequence is repre

by the
accide
transiti

Here, the start of a running state of the\automobile is the demand to activate the fun

the ai
uninter
deman
uninter

In Figy

occur at random and(independently of time, then the constant event rates, 1, [1/h]

[1/h], 4
control

7.2.2

C 2016

tate B: Int. state (antecedent state)

tate C: Final state

Figure 6 — State transition model resulting in an unrenewable final'state

airbag control system inflates its airbag unintentionally in system state B,
bn B to C is caused and this could bring about a traffic accident to an overall

caused. However similar traffic accidents will not-@€cur even if a state transition
because the airbag cannot be inflated while the“automobile is running, i.e., a

path A—D—C as mentioned above. Thusy the final event that can cause 3
nt is the unintended inflation of the airbag when the automobile is running, i.e
bn from B to C only. This final event is*also called a critical event [7].

bag control system to prevemt unintended inflation from occurring becau
ded inflation can result in a traffic accident. Thus the system state B is regarded
d state for the function of.the airbag control system to prevent the airbag from i
tionally and dangerously;

re 6, if it can be~assumed that the demand and failure of the airbag control

re assigned\to the demand rate and the failure rate for the function of the
system, respectively (see 9.3.1 b)).

Average final event frequency

Suppos

h state
5ystem
Ato C

hs if the unintended inflation of the airbag occurs in system state A, a state trangition A

DtoC
recker
sented
traffic
, state

tion of
e the
as the
nflating

5ystem
and Ag
airbag

e that an aoverall quh:m in which a risk is rnprpcpntpd hy Figllrp 5 and Figllrp

6 is in

initial state A at time 0, and probabilities that the overall system will be in system state A and
B at time ¢, given that neither state transition B to A nor D to A occurs during [0, 7], are Pp a(?)
and Py g(#), respectively, then those probabilities are expressed in the following equations:

where

Pp alt) = {exp(-Aa1)}exp(-1p1)

Pp g(t) = {1-exp(-Aat)}exp(-1gt)

t is the time;

(12)

(13)

Ap  is the demand rate, i.e., constant state transition rate from A to B (and D to C) [1/h];

g is the failure rate, i.e., constant state transition rate from B to C (and A to D) [1/h].
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The frequency of the final event that results in the final consequences of the risk, wa(z) [1/h],
is expressed in the following equation, given that the system is in initial state A at time 0 and

neither

where

state transition B to A nor D to A occurs during [0, ¢]:

= AgPa g(?) = Ag{1-exp(-Aat)}exp(-1g?)

oapc(?) is the frequency of the final event caused by path A-B—C [1/h].

(14)

It is nd
contrib
final cd

The av

3.1.30):

where

wapc((
T

The fol
O)A(O,T
a) IfA

If 1

If d
Ag)
If (1
b) If A
c) If1

IEQ
spe

ted that the frequency of the final event caused by path A—D—C, wppc(?),(dd

nsequences of the risk appear, namely, wa(t) = wpgc(t)+@wapc(t) = wagc(?) P0lds

erage FEF derived from Equation (14), wa(0,7) [1/h], is expressedhas (see 3.1.

wp(0,7) = wppc(0,7) = (1/7)[1-exp(-Ag T)-{Ag/(Aa+ )} 1-eXP{-(Ap+15) T}]]

= (UT){Apl (Ap+Ag)}-exp(-Ag T)H A/ (Aa+dg ) }EXP{-(Ap+Ag) TH

,T) is the average frequency of the final event caused by path A-B—C [1/h];
is the risk exposure time [h] (see 3.1¢30).

lowing a) to e) can be said on the FEF, i.e., wp(?) = wapc(?), and the average FE
= wppc(0,7), from Equations (14)and (15).

[p1<<1 and Agt<<1, then wp(f)=4xigt.

<Apt and Agt<<1, then wxf)=1g.

<t<(1Ap)IN{(Ap+Ag)/ Ag},"then w,(7) tends to its maximum value of Ag[1-exp|-
Agllexp[-(Ag/ Ap)In{(Ap+1Ag)/ A5}
120)In{(Ap+Ag)[Ag}<t, then w, () tends to 0.

h7<<1 and AgF<<1, then w,(0,7)=ApAgT/2.

es not

Lte to w,(?), because this final event does not bring about any final state ¢n whiich the

P2 and

(15)

F,i.e.,

n{(Ap+

<ﬂAT and ﬂBT<<1, then C()A(O,T)zﬂ,B

as

61508 (all parts) is, for instance, a risk-based functional safety standard seriFs and

cifies’safety integrity, i.e., an average failure frequency (PFH) of a safety-relate¢d item
the” target failure measure of the item to control and/or reduce a riQk(Q) inla high

demand mode of or continuous mode operation, based on this approximate formula of
average FEF, w,(0,7)=15 (see 3.1.33 and Clause B.1). Here A is the dangerous failure
rate of the safety-related item that is the target failure measure for the safety integrity of
the item (see Clause B.2). It is noted the demand completion rate is not supposed in
IEC 61508 (all parts).

d) If 0<7<T*, then w,(0,7) tends to its maximum value of (1/T*)[{Ap/(Ap+1g)}-€Xp(-AgT*)-

{/s

exp(-AgT*)-{Ag/(Ap+Ag)}exp{-(Ap+Ag) T*}+Ag T*[exp(-Ag T*)-exp{-(Ap+Ag) T*}]

(16

[(Ap+Ag)}exp{-(Ap+4g)T*], where T* is the value that satisfies Equation (16):

)

e) If T*<T, then w,(0,7) tends to 0.

= Ag/(Aa+4g)-
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7.2.3 Final event rate at a given initial state

If an overall system is exposed to the risk as represented by Figure 5 and Figure 6 for risk
exposure time 7, the FER at initial state A, i.e., the reciprocal of the mean time from initial
state A to final state C (i.e., the reciprocal of the mean time from ¢ = 0 to occurrence of the
unrepeatable final event), should be estimated.

Causation of a final event in an overall system with renewal is modelled in Figure 7 and
Figure 8 in which system states A, B, C and D, which is omitted, have the same features as
those in Figure 6, respectively. If the average duration of the demand state is  hours and the
completion can be modelled to occur at constant completion rate, 1/z [1/h], then the FEF at
initial state A and FER at initial state A can be formulated by use of those models described in
Figure [/ and Figure 8.

Suppose that the probabilities that the overall system will be in system state AfB-and[C in a
steady|state are Pp 5, Pa g @nd Pp ¢, respectively. Then, Py 5, Pa g and P ¢ are-exprepsed in
the follpwing equations for constant renewal event rate m [1/h] (see 9.3.1 b}):

Pa a = (Aa+110) (gt D Ap+112)(Ag A 2} Ap(Apt 1 2)(1+ Aglm)+ 2+ 110) (14 Anfm)} - (17)

Pp ¢ = {Apa/(Ag+10)H(Ag/m)+H{ Agl (Agt 1 2)}(Aplm)IPA A (19)

The FEF at initial state A in which the final congsequences of the risk appear, wp, of which
reciprocal is the mean time from initial state A, to the first renewal event described as in
Figure [8, is easily formulated, given that risk exposure time is 7 (see 3.1.30 and 5.3):

@A = OABC
= ABPA,B = AB{AA/(AB‘F'I/T)}(ZA+1/T)(AB‘F']/T)/{(ﬂA"r']/T)(ﬂB'l"]/T)+1A(1A+1/T)(1 -/%B/m)

+Ag(Ag+1/7)(1+A5/m)} (20)

where

wppc | is FEF abinitial state A, where the final event occurs on path A—-B—C [1/h].

Similarjy, it is-noted that FEF at initial state A that results from the final event caused by path
A—D—C, maphc [1/h], does not contribute to w,, namely, wp = wpgct@apc = ®agc holds.
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Final event resulting in renewable final state C

‘ Initial state A

B—»C | A->B
Event Event
A—B B-C

IEC

Figure 7 — FT for an unrepeatable final event resulting in a renewable final stqte

B

Aa
Final event
State
B

Int. event
Renewal event
7. Average demand duration time

An, Ag, 117, m: State transition rates
IEC

Figure 8 — State transitions resulting in a renewable final state

FER afinitial state A, ¢,, of which reciprocal is the mean time from initial state A to final state
C in Figure 7 and Figure 8y as well as the mean time from A to C in Figure 5 and Figufe 6, is
easily formulated from Equation (20), given that risk exposure time is T:

?A = 9ABC

= wppc/{1-Pact

where

oapc is FER atinitial state A, where the final event occurs on path A-B—C [1/h].

Similarly, it is noted that FER at initial state A that results from the final event caused by path
A-’D-’C, PADC does not contribute to Pps i.e., [N = (pABC+(pADC = PABC holds.

The following a) to c¢) can be said from Equation (21).
a) If Apt<<1 and Agr<<1, then ¢ = pppc=4iadg?. This approximate formula is identical with
that of average FEF, given that = 7/2 holds (see 7.2.2 b), 9.3.2 and Annex B).

In the context of the airbag control system, it is clear for path A—B—C that the probability
oalAg = oapc/Ag=1at is the approximate average probability that the overall system is in
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the demand state for the airbag control system when a failure of the airbag control system
occurs. On the other hand, it is also clear for path A-B—C that the ratio, pp/A5 = ¢apc/Aa
=Agt, is the approximate probability that a failure of the airbag control system occurs
within the mean time interval of the demand state [0, 7], given that a demand occurred at
time 0. Namely, ppgc/Ap=Agt is equal to APFy. o, i.e., ppgc/Ap=AgT=Py,.

However, it is believed in IEC 61508 (all parts) that only path A—-D—C can bring about a
final event that results in the appearance of the final consequences of risk by the failure of
the item in the low demand mode of operation. Namely gppgc =0 is assumed. The FER (or
HER in IEC 61508 (all parts)), ¢, is the target measure of occurrence of the final event for
the item in the low demand mode operation, and is defined only by the approximate
formula, p=AgAp™=¢apc, i-€., p=ApzAgT=ApP,, Where 1, and Ag are the demand rate of the

item-and-the (dangerous) failure rate of the item respectively (see 9.3 2 and Annex B)
\ J 7 7 L J \

If the final event is brought about only by the demand that occurs in a fault of an.item, i.e.,
the|final event occurs only on path A—-D—C, then the probability, pa/Ap = ¢ape/A4=AgT =
Ag1/2, is the approximated average probability that the item is in a fault atytime ¢ (0<¢<7),
given that the item is in an up state at time zero and Ag7/2<<1 holds.

This approximated average probability, Agr = AgT/2(= P,), is defined as “gverage
propability of failure on demand (PFDan)” in IEC 61508. Currently only PFDavg is the
target failure measure of SIL for the item in the low demand ‘mode of operation as
meptioned above. Thus, IEC 61508 (all parts) cannot cover _such specific items |as the
airhag control systems illustrated above if those systems wofk in the low demand nmode of
opdgration (see 9.3.2 and Annex B).

If 1lc<Apt @and Agr<<1, then g, = ppgc=4Ag holds. This-approximation is identical withfthat of
thelaverage FEF (see 7.2.2 ¢), 9.3.2 and Annex By

If l<<ipr and 1<<Agz, then pp(= pagc) tends toudn/(1+4a/Ag+Ag/Ap). This charactefistic is
quite different from that of the average FEF (se€ 7.2.2 d) and e), and Annex B).

In qase of the airbag control system citedsabove, system state B in Figure 5 to Figufe 8, in
which the automobile is running, is the.demand state for the function of the airbag |control
system to prevent the airbag from inflating unintentionally. Thus, those int. evenis from
system state A to B and B to A in_Figure 8 are a demand and a completion, respeftively.
Suppose that the occurrences ‘of int. events follow exponential distributions, and the
av%:age duration of the demand state is ¢ hours, then a completion can be modglled to

ocdur at the constant rate of\1/z [1/h]. This constant rate is defined as the completipn rate
of the demand state. Namely 2/T = 1/t holds in this case, and therefore it can be|known
that 2z hours should .be. allocated to risk exposure time T for the airbag control pystem
abqgve. Here it is noted again that the completion rate is not considered in IEC 61%08 (all
parfs).

If the airbag control system is analysed in accordance with IEC 61508 (all partg), two
extfeme target measures for an item to control and/or reduce a risk are to be congidered
as | describéd above. For instance, approximate HERs are ¢=AgApT/2=¢ppc and
o= p(0;T)=Ag for the 1-out-of-1 architecture items in the low demand mode of operation
and ‘invthe high demand mode of/continuous operation, respectively. Thus the| target
measure PFD,,, for the former is equal to ¢/A,=AgT/2(= P,), and the target measure for
the latter PFH is equal to w,(0,7)=1g (see 3.1.32, 3.1.33, and Clause B.1), respectively.

However, the approximate HER, gp=1giat=¢ppc, and therefore PFD, 4 (that is equal to P,
= p/Ap=Agt) cannot be derived in the context of the risk of unintended inflation of an air
bag owing to the failure of the airbag control system, because actually the path A-~D—C
will not bring about any final state in which the final consequences of the risk appear.

The FER at a given initial state presents a resolution to cope with the PFD,,, issue in the
functional safety by introducing a new target measure for the item to reduce and/or control a

risk in the low demand mode of operation. This new target measure is the risk-reduction ratio,

oalAa, Where ¢, is the FER at a given initial state and 1, is the demand rate. In general, it can

be said that the formula of the risk-reduction ratio (e.g., pa/Ap = (9ac+?apc)/Aa) iS nearly

equal to the sum of APFy, and PFD, 4 in the low demand mode of operation. Thus, if
oapc = 0 holds, the risk-reduction ratio, pa/Ap = papc/Aa, is nearly equal to APFy.,. Whereas

if pagc = 0 holds, then the risk-reduction ratio is nearly equal to PFD,,4. Thus, the risk-
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reduction ratio of pa/15 can cover the PFD,,, and APF,, for both paths A—-B—C and
A—-D—C (see 9.3.2, Clauses B.4, B.5, B.6 anng 7). Numencal analyses are illustrated with
the following examples.

1) Suppose a driver drives his private car, where state transition rates are, 1, = 0,1 [1/h] (i.e.,
the driver begins to drive his car each 10 hours on average), 1/t = 2,0 [1/h] (i.e., the car is
running for 30 minutes on average) and ig = 1,0 x 102 [1/h]. Then the low demand mode
of operation will be preferred for analysis of the risk control and the reduction performed
by this airbag control system, because the demand frequency, 1/(1/4p+7)=0,1 [1/h], is
lower compared to the reciprocal of the risk exposure time 1/T = 1/(27) = 1,0 [1/h]. Thus
the approximate formula gives the estimation, g, = pagc=4iatg? = 5,0 x 107 [1/h]. Exact
estimations g, = pagc = 4,8 x 10”7 [1/h] and w,(0,27) = wagc(0,27) = 4,7 x 107 [1/h] are
calgulated from Equations (21) and (195), respectively. The approximate formula proyjides a
goagd approximation.

2) Angther example is of a taxi being driven at more frequent intervals, 1, =.2,0 [1/p] (i.e.,
the|driver begins to drive each 30 minutes on average), 1/r = 2,0 [1/h] (i.e.;Jsame af in 1))
and Ag = 1,0 x 10-6 [1/h]. The demand frequency, 1/(1/Ap+7) = 1,0 [1/h], seems to e on a
divlding line between two modes of operation in comparison with’ 1/T = 1,Q [1/h].
Approximate formulas are gp = gagc=4iatgr = 1,0 x 10°6 [1/h}(low demand moode of
opgration) and wa(0,21) = wpgc(0,27)=4g = 1,0 x 108 [1/h]\(high demand mpde of
opgration), while the exact estimations are ¢pgc = 5,0%10°7 [1/h] and wa(),27) =
5,7|x 10°7 [1/h] from Equations (21) and (15), respectively:in this case, the apprgximate
formulas pp=papc=Aadg? and wa(0,27)=wppc(0,27)=Ag provide the approximationg about
twd times greater than the exact estimations (see Clatse B.4).

It is ngted that the airbag control system assumed abeéve is a 1-out-of-1 architecture gystem.
Howevgr real airbag control systems may have a feature of redundancy and be structured in a
more cgomplicated way. Malfunctioning parts of the system will be detected automaticglly and
the sydtem may cause transition to a safe shutdown state in order to be repaired. In agldition,
the calisation process of harm brought about by unintended inflation of an airbag mjght be
considered for real risk analysis. The FTszand state transition models described in Figyre 5 to
Figure |8 should be modified and/or remoedelled more realistically for such analyses.

Figure |9 and Figure 10 describe a practical example of the hazard, i.e., the causation grocess
of unintended inflation of an @irbag due to malfunctioning of an airbag control system [31].
Here, the airbag control system is supposed to be a 1-out-of-2 architecture system, ije., this
system is composed of twosindependent Chs, Ch 1 and Ch 2. Not only detected (D) failures
but alsp undetected (UD) failures occur in each Ch, and both Chs have equivalent D|failure
rates, fip, and equivalent UD failure rates, A,p, respectively (see 9.3.1 b)). The safe pystem
state i$ invariablesagainst this unintended inflation hazard (or risk) that is reciprocal [to that
caused by the failure of the airbag control system to inflate the airbag when a collision|occurs
(see Clause B.2).

If a D fault-of any Ch is detected by the self-diagnosis function of the system, the sengor and
control U i y utdow driver

immediately, in which case any unintended inflation cannot occur. However, if both Chs fall
into the UD faults when the automobile is running, then the sensor and control part fails to
prevent an unintended inflation of the airbag and a traffic accident can occur.

The CCF between both Chs are not represented in Figure 9 and Figure 10 because those
failures can be analysed separately from the independent failures for simplicity of analysis.
Risk exposure time is here assumed to be a proof test interval if the proof test exists, or a
lifetime of the airbag control system if it does not exist. The probabilities of system states A to
G in Figure 10, P, to Pg, are easily calculated, given that the system is in a steady state. FER
at initial state A, ¢,, is also obtained easily from the formula ¢, = A pPc/(1-Pg) [31].
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Initial
state A
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System $tates
bth Chs are up when the automobile halts;
bth Chs are up when the automobile is running;

he Ch is in a UD fault when the automobile is running;

he Ch is in a UD fault when the automobile halts;

hintended inflation of airbag when the automobile halts;

G M m oo O w >

B
B
O
: Alrbag control system is in shutdown owing to detection’of a D fault;
@)
u
u

hintended inflation of airbag when the attomobile is running.

State trgnsition rates

up 1 JUD failure rate of the Ch of airbag’control system;

p : D failure rate of the Ch of airbag control system;

Hp : repair rate of the shutdewn state;

M -[demand rate;

oy : lcompletion rate;

m’ . repair rate-gfithe unintended inflation when the automobile halts;
m : renewal-rate;

:fisk exposure time (but 1/7<<gy, and 1/T<<m’).

Figure 10 — State transition model of unintended inflation of an airbag

Thus, the analytical technique of FER at a given initial state X, ¢y, covers a wide range of
issues in risk analysis involving those that cannot be handled by use of conventional
techniques. The new target measures of the occurrence of an unrepeatable final event, i.e.,
the FEF at a given initial state, w,, and FER at a given initial state, ¢,, are quite different from
any one of the conventional dependability target measures such as a failure rate, failure
frequency, reliability, unreliability, availability and unavailability of items because not only the
up and down states of the items but also the demand and non-demand states, shutdown
states, final consequences of a risk, other environmental conditions as well as risk exposure
time that have not been applied to conventional dependability analyses are generally involved
in the formulation of wp and ¢,.

In general, for example, if the risk exposure time T is not too long and state transition rates
are not too high, namely, if 1,7<<1 and Ag7<<1, or, 1<<A T and AgT<<1 hold in the example
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shown in Figure 6, the average FEF may be nearly equal to the FER at a given initial state.
However, they are not identical, and if risk exposure time T becomes too long the former
tends to 0. This is the reason why the average FEF is seldom suitable for the target measure
of the occurrence of unrepeatable final events (see Clauses 4 and B.4).

Thus, the risk of the unintentional inflation of the airbag when the automobile is normally
running and the risk of the misfire of the airbag when a collision occurs (of which analysis is
omitted in this document) due to the failure of the control system can be analysed separately
in order to create a risk profile for the next stage of risk assessment [31].

8 Final event rate at a recognised state and recognised group state

8.1

Seneral

Anteceldent states should be monitored continuously in an overall system in ender to conform

to 1ISO
design
should
examp
compo
recogn
recogn

31000 [3]. If an antecedent state or a group of antecedent states-is_recognis
bted at any given time, FER at a recognised state or FER at a recognhised grou
be analysed based on this risk-monitoring information (see 3.1.28 and 3.1.2
e, if system state 3 in the state transition diagram in Table 6°0F group state G

sed state 3 and FER at group state G are possible.

ed and
p state
D). For
that is

5ed of system states 1 and 2 in the state transition diagram-in Table 7 is monitored and
sed at any given time, the following descriptions for“the estimation of FER at

If the gntecedent state 3 is monitored and recognised attime ¢, then FER at recognise/d state

3 is an

3 is de¢fined as the target measure of the occurrénce of the final event at time ¢.

illustra
state 3|

the antecedent state 3 is a virtual initial state*to which the final state 4 reverts to be re
The FHR at recognised state 3 is estimated-by use of those diagrams (see 9.3.3).

Table
recogn

techniques. If the group state G.is monitored and recognised at time 7, FER at recq

group

The FHR at recognised group-state G is estimated by use of those diagrams (see 9.3.4).

8.2

In Figu
proof t
state O
state A
group §

alysed for an unrepeatable final event by use ¢f Table 6. The FER at recognise

es the symbols and graphical representation for the analysis of FER at recq
for an unrepeatable final event by use 0f)the ETA, FTA and Markov technique

7 illustrates the symbols and)graphical representation for the analysis of §
jsed group state G for an unrepeatable final event by use of the ETA, FTA and

btate G is defined as the/target measure of the occurrence of the final event at

Example of recognised (group) states

re 10, fordnstance, the initial state A is a recognised state at time ¢+ = 0 and just
pst, given that the proof test is performed perfectly. If CCF are disregarded, the
and-F will be recognised states at any time, system state G is the final state,
and-E compose recognised group state G1, and the system state B and C cd

d state

Table 6

gnised
5. Here
hewed.

FER at
Markov
gnised
time ¢.

after a
5ystem
5ystem
mpose

taté G2 at any time except the moment just after the proof test (see 9.4.6).
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Table 6 — Symbols and graphical representation for the FER at recognised state 3

Techniques Diagrams
. FER at recognised state 3
Recognised L
state 3 » Final state 4
Event 3—4
Frequency
< » State 3
Event 153 Frequenc
ETA Recognised q y
state 3 > (—— > State 1
Event 351 Event 21
Event 152 i FER at recognised state,3
'—— > Final'state 4
Event 2—4
IEC

Renewable final event 4

Recognised state 3

| l
2541 (3—-1 012)

el

FTA

Initial
state

1
Int. event

152

Int. event
1-3

mt. evernt

21

mt. everit

Markov state Recognised
transition
Virtual renewal

event 453

4
4

Final event
24

IEC
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Table 7 — Symbols and graphical representation for FER at recognised group state G

Techniques Diagrams
. FER at recognised group state G
Recognised ;l Final state 4
group state G Event G—>4 |
Frequency
< » Group state G
ETA Event 3-5G
R\,W:,..:m.dG — >
group state
Event G-3 FER at recognised group state G
»| Final state 4
Event 3—4 |
IEC
Final event for absorbing state 4
Recognised group state G
354 | G->3 G4
FTA

IEC
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Techniques Diagrams
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Initial
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1

Int. event

Int. event
/ G-3

1 _)2/

Int. event
3G

Int. event
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Markoy
transiti

PPy
State

bn Int. state

3

Final event

Final event
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9 An

9.1

Multipl
functio
of the
deman

that may activate the next PL is. categorised as the int. PL, and the PL of which failure

the ovd

Figure
control
control
agains
reduce

Note 3).

alysis of multiple protection layers

Seneral

b protection layers (PLs) are hierarchical mechanisms that activate their pr
hs to prevent a final event that can&esult in a final state of a risk from occurring
multiple PLs fails to activate its own proactive function, this failure will resul{
1 that activates the proactive™function(s) of the next PL (see Figure 11). Here

rall system to this finalcstate is categorised as the final PL (FPL) for the risk of g

11 shows an eventitree for an overall system with a demand source, int. PL and
and/or reduce (a)risk(s). For instance, a self-driving car being in operation, itg
and pre-crash-control systems are referred to the demand source, int. PL a
a crash -isk, respectively (see Clause B.2) [30][32]. Those systems cont
the cragh risk, and make the FER at an initial state ¢ meet a tolerable level (se¢

If an F

bactive
If one
in the
the PL
brings
oncern.

FPL to
cruise
d FPL
ol and
3.1.1,

PL fails under a demand state (i.e., an FPL fails in its operating state) or if a d

emand

occurs when the FPL is in a fault (i.e., the FPL is demanded in a fault), a final event will
usually be brought about. Even if the final event is unrepeatable, the failures of int. PL(s) may
be repeatable. This means that the demand at the PLs can be repeatable. For such
repeatable events as failures and demands, PAND gate of Type 1 is useful for the FTA of int.
PL(s) (see 9.2).
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Demand source Int. PL FPL
(refer to 9.2 (refer to 9.2 (refer t0 9.3, 9.4
and 9.5) and 9.5) and 9.5)
Success
Normal activation
Frequency of int. PL Success
Initial state > >
Demand on Normal activation
int. PL Failure of FPL
wand Q
Demand on FPL
wyn and Oy Failure
—.I Final staje
Unrepeatable
w| wy : Demand frequency final event, ¢
Ol Oy : Demand state probability
0 : FER at a given initial state
EC
Figure 11 — Event tree of a demand source, int. PL and FPL for a risk
If a risk analysis is performed by using the RBD and FTA techniques complementarily for an

int. PL

elemer

s), humerous MCSs may be extracted (see Clause.6). Here the MCS is a s

ts will be such events as “failure of item”, “failure*of Ch”, “demand at item”, “de

consisfs of mutually independent basic elements of 1,2\ ..., and n (see 3.1.35). Thyf

Ch”, et
of failu
noted

thousa
overall
risks is
A.5, B.

Risks ¢

c. Thus the basic element, for example “failure, of Ch”, can involve a significant
res caused by the hundreds or more compenhents of which the Ch is compos¢g
hat the treatment of several Chs that compose a PL may often mean the treatr
nds or more components. Such a PL*is called a large-scale PL. Risk analysi
system that is composed of a large:scale PL(s) and therefore may involve
often called risk analysis of a complex system (see Table 1, Clause 6, 9.5, C
P and B.3).

et that
basic
and at
umber
d. It is
nhent of
b of an
hultiple
lauses

wing failures of PLs arevanalysed quantitatively in Clause 9. Firstly, how the fajlure of

int. PL|becomes the demand at/the next PL is illustrated for complex systems with sequential

failure Jogics in 9.2. Then analyses of FPL are illustrated in 9.3 and 9.4.

Notations

(0,0) FPLis UP under a non-demand state;

(1,0) EPL is in a UD fault under a non-demand state;

(0,1) FPL is UP under a demand state, i.e., FPL is normally operating;

(1,1) final state, i.e., the state in which the final consequences of a risk may appear;

A constantevent Tate of basicetement £, (=12, 7 £;={tT2——7}) that
comprises an MCS, but 1,>0 (rates are, for instance, failure rate, demand rate,
etc.) [1/h];

Ui constant repair rate of the state resulting from E; (i = 1, 2, ..., n) that comprises
an MCS, but y4,,>0 (rates are, for instance, repair rate, completion rate, etc.)
[1/h];

ki constant event rate of basic element £, (i = 1, 2, ..., n; E,;€{1, 2, ..., n}) that
comprises MCS K, (k= 1, 2, ..., m), but 1;,>0 [1/h];

ye constant repair rate of the state resulting from the £,;, but x>0 [1/h];

Aksi constant event rate of basic element E,; (i = 1, 2, ..., n; E;5;€{1, 2, ..., n}) that

Hisi

comprises basic element sequence S (=1, 2, ..., ) of the MCS K, (k=1
m), but 1,4>0 [1/h];

constant repair rate of the state resulting from the £, ;, but x>0 [1/h];

v 2, o,
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AUD constant UD failure rate of FPL [1/h];

HUD reciprocal of the mean time to restoration of UD fault of FPL due to the proof
test [1/h];

D constant D failure rate of FPL [1/h];

Hp constant D repair rate of FPL [1/h];

M constant demand rate at FPL [1/h];

HMm c[(%?ﬁ]tant completion rate at FPL (i.e., reciprocal of the mean time to completion)

m constant renewal event rate [1/h];

T risk exposure time at FPL [h];

P, ,(X.¥) probability that a system is in system state (X,Y) in a steady state; \given that it
is in system state (x, y) at time 0 and its final state causes transjtion only to (x,
»);

PGi(XY(t) probability that a system is in system state (X,Y) at time ¢, given that the

system entered the recognised group state Gi (i = 1, 253..,n) at time 0 dnd has
not left this group until time ¢;

Wy FEF at initial (or recognised) state (x, y) [1/h];
Py FER at initial (or recognised) state (x, y) [1/h];
T,, MTFE at initial (or recognised) state (x, y) [bl;
9gi(t) FER at group state Gi (dynamic estimation) [1/h];
Tgi(t) MTFE at group state Gi (dynamic estimation) [h];
PGi(x, y (x, y) centred FER at group state Gi [1/h];

TGi(x, y (x, y) centred MTFE at group state Gi [h];

{(px,y, T )y}Gi set of FER at recognised-group state Gi (i = 1, 2,..., n) (gox,y and T, arg for all
(x,y) included in the recoghised group state Gi).

9.2 Frequency and rate for repeatable events
9.21 General

Int. PLs will be arranged-intarbitrary architecture systems. It is supposed the MCSs of K, K,
..., and K, are extracted-for arbitrary number m through the FTA of an int. PL, and K}, (f =1, 2,
.., m) ponsists of the :arbitrary number of basic elements of 1, 2, ..., and ». In general, basic
elemerjts are ofteny but not always, repeatable, however, it is assumed in 9.2 that a|l basic
elements of MCS K, are repeatable, i.e., 1;;>0 (i = 1, 2, ..., n) holds for all k (see 9.1)[ Thus,
quantitptive_analyses of a PAND gate of Type 1 are illustrated for both of the non-seduential
and sefuential failure logics in 9.2.2 and 9.2.3, respectively [12][14][15].

For all basic elements that are unrepeatable, i.e., »; = 0 (i = 1, 2, ..., n), Fussell et al. have
quantified the sequential failure logic of a PAND gate for such basic elements [13]. However,
if repeatable and unrepeatable basic elements coexist in an MCS, then the FEF at a given
initial state and FER at a given initial state will be applied to the quantitative analysis of such
PAND gate failure logics as shown in 9.3 and 9.4 [18][27][29].

9.2.2 Independent of event sequence

If repeatable failures of an int. PL occur independently of the sequence of the occurrences of
basic elements, 1, 2, ..., n, that comprise MCS K, then the failure logic leading to the top
event can be described, for instance, as in Figure 12 with PAND gates of Type 1. The input
events into a PAND gate of Type 1 for MCS K, are basic elements of 1, 2, ..., and n. The
output event of the PAND gate is the top event “failure of the int. PL (due to MCS K;)".
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The top event becomes true if all the input events of £}, (i = 1, 2, ..., n; but i#/) become true
earlier than the input event E;; and the true conditions are not restored until the input event
Ey, finally becomes true, given that all the input events are not true at time zero. This failure
logic leading to the top event is described in Figure 12, where

Ez  all basic elements i (i = 1, 2, ..., and n; but i#) of MCS K, (k =1, 2, ..., m) become
true;

E; basic element; (j =1, 2, ..., or n; but j#i) of MCS K, (k= 1, 2, ..., m) becomes true.

J
The top event described in Figure 12 results in a demand at the next PL or FPL
(see Figure 11). Thus the probability of the next PL or FPL being under a demand state, 0*,,
and demand frequency at the next PL or FPL, w*,, owing to MCS K, in a steady state are
defined:

O*, probability that the next PL or FPL is under a demand state that results fromya demand
occurring according to the failure logic of an int. PL of concern as shown in Figure 12,
in a steady state;

w*,  |frequency of the demand that occurs according to the failure Jogic of an int| PL of
concern as shown in Figure 12, in a steady state.

Failure of an intermediate PL

Minimal cut set K >

Failure logic 1 cee Eailure logic j .o s Failure logic n

A N N
SH-O0-O0

Figure 12 — Failure of int. PL independent of event sequence

O*, anfing¥; are represented in the following formulas [12][14]:

0% = H (ki At g )} (22)

i=1

W*k = A [ A {}”ki/(ik,’"’ﬂki)}] }”k/kﬂkj/(’lkj"'ﬂk/) (23)

Therefore, the upper limit of the demand state probability O*, and the upper limit of the
demand frequency w*; are defined, given that 0*,<<1 (k =1, 2, ..., m) holds [12][14]:
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O*,L upper limit of the approximate probability that the next PL or FPL is under a demand
state according to all the failure logics of MCSs K, (k =1, 2, ..., m) of an int. PL of
concern shown in Figure 12 in a steady state;

w*y_ upper limit of the approximate frequency of the demand at the next PL or FPL
according to all the failure logics of MCSs K (k= 1, 2, ..., m) of an int. PL of concern
described in Figure 12 in a steady state.

O*yL and w*,_are expressed in the following formulas:

0% = >, [ Gt (24)
k=l 1=1
wior= 2 10 LT i) Vit G )] (25)
k=1 j=l  i=Liwj
If the postulate above, i.e., O*,<<1 forall k (k =1, 2, ..., m), does net hold, two options|a) and

b) below are suggested.

a) The demand state probability and the demand frequency.should be formulated acg¢ording
to the accurate procedure for quantifying minimal cut sets, however, this is beygnd the
scdpe of this document (see for instance [14]).

b) The¢ assumption that the top event “failure of\(the int. PL” is repeatable could be
inappropriate. For example, if the demand at the int. PL of concern is continuoug, then
0*l<<1 may not hold. In such a case, option_a) could lead to an unfavourable resylt, and
therefore the FEF at a given initial state and“FER at a given initial state should be applied
to the estimation of the demand state probability and demand frequency at the next|PL.

Becausge failure of an int. PL activates"(a) proactive function(s) of the next PL ¢r FPL
(see Figure 11), the following relationships between w*; , O*, , demand frequency|at the
next Pl or FPL, wy,, and demand state probability at the next PL or FPL, Oy, hold in a[steady
state:

wm[= Aman! Gtan)=wEyLs
Om|= Am/ (At 2)=0F UL
Thus the following.approximate equations are useful:
Angw *ul/(1:0%yL);
W EEL/O *uL-
9.2.3 L Dependingoneventsequence
9.2.3.1 General

If the failure of an int. PL is repeatable and depends on the sequence of occurrences of basic
elements, i.e., the basic element sequence S (= 1, 2, ..., &), then the failure logic in basic
element sequence S (= 1, 2, ..., &) resulting in the top event can be described with a PAND
gate of Type 1. This failure logic is shown in Figure 13, where the output event of the PAND
gate of Type 1 “failure of an int. PL (owing to the failure logic in basic element sequence
S(=1,2, .., h)of MCS K,)” becomes true if all input events E,q; (i =1, 2, ..., n; E;5€{1, 2, ...,
n}) of MCS K, (k =1, 2, ..., m) become true in the sequence S, i.e., in the order from the left to
the right in the figure, and if the true states are not restored until input event £, finally
becomes true, given that all the basic elements are not true at time zero. Input event E;g, in
Figure 13 is defined:

E,s; basic element of ith order (i = 1, 2, ..., n) in sequence S (S =1, 2, ..., h) of MCS K, (k =
1, 2, ..., m) becomes true.
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9.2.3.2 Formulas in a steady state
Demand state probability, O,¢, and demand frequency, w,q, in a steady state are defined:

Ois probability that the next PL or FPL is under a demand state that results from a demand
occurring according to the failure logic of an int. PL of concern in sequence S (S =1, 2,
..., h) as shown in Figure 13, in a steady state;

Wi frequency of the demand that occurs according to the failure logic of an int. PL of
concern in sequence S (S=1, 2, ..., h) as described in Figure 13, in a steady state.

Os and w, ¢ are expressed in the following formulas [15]:

Ous= [ | usituust Cusirins ] | (Z Hys)} (26)
i=l i=1 Jj=1
n n—1 i

Wis = H {ikSi#kSi/(iks##ksl')}/{H (Z Hyes )k (27)

i=1 i=1 j=I

Deman(d state probability, Q;, and demand frequency, w,, in@ny basic element sequences of
S(S=1,2,...,and k) of MCS K, in a steady state are formulated as [15]:

h n n i

Oy = Z [H {/lkSiﬂkSi/(/lks#/‘kSi)}/{H (Z Hsi)H] (28)
$=1 i=1 i=1 j=1
h n n—-1 i

Wi = Z [H {AkSiﬂkSi/(/lks#ﬂksi)}/{H (Z Hyesi)t] (29)
S=1 i=1 i=1 Jj=1

Similarly, the upper limits of the' demand state probability, O , and the demand frequency,
wyL, oying to all the MCSs of. X, (k =1, 2, ..., and m) are expressed in the following fofmulas,
given that O,<<1 (k= 1, 23\, m) holds [15]:

n n

h i
QuL = Z [Z [H {'lkSi#kSi/(/lkS#ﬂkSi)}/{H (z Hyesi)H] (30)

k=l S=1 =l i=1 j=1

m n

wuL = Z [Z [H {ikSi/lkSi/(’lkSi"'ﬂkSi)}/{1;[ (Z Hyesi)H] (31)
x -

k=1 S=1 i=1
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Failure of an intermediate PL

< Minimal cut set K, >

Specific sequence S from the left to
the right (1, 2,..., [ n)

Similar
PL or R

M\
9.2.3.3
If Jysil
approx

elemer

Qars(?)

Waks(?)

O k()

N @ - ‘
IEC

Figure 13 — FT for failure of int. PL through sequentialailure logic

PL, the following relationships between wy,, Oy, wy andQyy_ are useful:

Fwu/(1-Oul);

FwyL/Oul-

Approximate formulas in the dynamic state given that 4, ¢,/y, ¢;<<1

y if the failure of the int. PL of concern activates the proactive function(s) of the next

where

u
W=
i=1

i=1

1.5i<<1 holds for any k, S and i, approximate demand state probability, 0,,4(), and
mate demand frequency, w,,((£),”at time ¢ are defined, given that all thg basic
ts were not true at time 0:
approximate probability that the next PL or FPL is under a demand state af time ¢
that results from a demand occurring according to the failure logic of an int. PL of
concern in sequence S (S =1, 2, ..., h) as described in Figure 13;
approximate frequency of the demand at time ¢ that occurs according to the|failure
logic of ancint. PL of concern in sequence S (S = 1, 2, ..., h) as descr|bed in
Figure 13%
is formutated as [15]:
TS\ =L L Zasi) 25 BXPCaO [ I (@74, )i (32)
i=1 =0 J=0,j=r
Mrsi (w=1,2, ..., n),and a5 =0.
Similarly, wg;¢(¢) is as follows [15]:
n n—1 n—1
warst) = ([T 25, texpann [T (ara (33)
r=0

J=0,j#r
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Similarly, the approximate demand state probability, Q,.(7), and approximate demand
frequency, w,,(¢), in any basic element sequence of S (S=1, 2, ..., and /) of MCS K}, (k =1, 2,
m) are formulated as:

h n
0.0 = 1]] zks,>2 [exp(-a,1)/{ H (a;-a, 1] (34)
S=1 i=1

Jj=0,j#r

n—1

Wailt) = Z [(H Zsi) Z [exp(-a,1)/{ H (a-a, 1] (35)

70777

The approximate upper limits of the demand state probability, O, (¢), andyapprgximate
demand frequency, w, . (7), owing to all the MCSs of K (k =1, 2, ..., and m), are.exprepsed in
the follpwing formulas, given that Q,,(7)<<1 holds for all the MCSs [15]:

m h n
Oanr® =2 1D, UTT s Z [exp(-a,)/{ H (a-a,)}] (36)
k=l §=1 i=1 JE0.
m h n n-1 n—1
waur® =Y. 1> U] as) Y, texpta, [T (aram (37)
k=l S=1 i=1 r=0 Jj=0,j#r
9.2.3. Formula in a dynamic state for n.=3

Suppose, for instance, that n = 3 in Figure>13 and the inputs into the PAND gate of Type 1 are
Eigq =1, Ei 5o = 2 and E; 43 = 3 for basiec-element sequence S of the basic elements 1, 2 and 3
of MC Kk Then the frequency of the demand from this PL to the next PL (or FPL) in this
event sequence of the basic elements 1, 2 and 3 at time ¢, ws,4(¢), is expressed [by the
followimg equation, given that,alkthe basic elements of this MCS are not true at time|0, and
Aq#F 1o gnd 1474, hold [15]:

3
wade(t) = [H (Al it i) o sl (g + 0 ) {1t 13l (11924 )y XP{-(A 4+ 124 ) E3-{ Ao 13! (Ao~ 124 )y XP{-

i=1
(Agtup)t}

+u3{ (2] (A4 +22)) (g (g +142) )+ (141 (Ag=24) )+ (24 /(g 4) ) yeXP{- (114 +142) }

Hgusl (A +2o) exp{-(Aq+uug+io+pp )3 +-{ ipdsl (114 + o) e Xp{-(A3+13) }-{1pA3/ (1p-24 ) EXP{-
(Aq+pq+Ag+us)t}

'{/12/13/(22'#1 )}exp{'(/12+ﬂ2+23+ﬂ3)t}+{1213/(i1 +/12)}exp{-(i1 +,Ll1 +/12+,U2+/13+/U3)t}

+A3{ (A4 /(A4 +22))+(peq ] (peq +p) A (g (Ag=peq) (A4 (=24 ) )y xp{- (114 +pap+ 73+ 13) 1] (38)


https://iecnorm.com/api/?name=10d653a82e1f71499a056ea48e93daec

IEC TR 63039:2016 © IEC 2016 -51 -

9.3

Final protection layer arranged in a 1-out-of-1 architecture system

9.3.1 General

The possibility of CCF is often measured by the use of the beta factor, . If B is estimated at
several per cent or more, the CCF are often (but not always) dominant over the system failure
from the perspective of risk analysis (see Figure A.4, Clauses A.3 and B.4). Therefore it is
inevitable to discuss the item arranged in a 1-out-of-1 architecture system because the CCF
of multiple Chs can often be modelled as the failure in a single Ch system [27]. Figure 14 to
Figure 19 represent FTs and state transition models of an overall system in the context of the
demand at an FPL arranged in a 1-out-of-1 architecture system with UD faults only. At first
the following postulates are made.

a)

b)

c)

d)

9.3.2 Final event.rate at initial state (0, 0) for unrepeatable final event

Figure

FEF af initial 'state (0,0), wq o, FER at initial state (0,0), ¢ g, and MTFE at initial state

In Figure 15 parameter T is the risk exposure time, and r is the quotient of the faiy

re rate

of @an item that is not operating under a non-demand state to the failure rate~of the item

opegrating under a demand state. Generally 0<z<1 holds. If 7 = 1 holds, the'failure
thelitem in the operating state is equivalent to that in the non-operating state. If th
of quotient = asymptotically approaches 0, the item cannot fail in the non=operating
In this document, however, the value of the quotient is hereafter-put at 1 for
disgussion (see [24][26] for risk analyses involving the topics for qUotient 7).

When an overall system is in a demand state for (a) function(s) of an item, the
required to be and only to be operating for the function(s) whereas the item is reqt
be jand only to be not operating under the non-demand state*for the function(s). Th
twd failure modes are required to be considered, i.e., the item is not operating |
demand state, and the item is operating under a non-démand state (see 3.1.3, Note

The UD fault is found only when the proof test is¢/performed. The proof test is a
periodic inspection performed by maintenancestmechanic(s) to discover and rest
faulty part(s) of int. PLs and FPL. The proof test is usually performed every year o
twd years, and several hours or days Wwill be necessary for maintenance. T
required for the maintenance is negligible ‘€ompared with the interval between pro
and therefore here the faulty parts can-be assumed to be recovered instantaneou
completely by the proof test (see Clause A.1 for an example of an incomplete proof

The UD fault cannot be recognised during the interval between proof tests wherg
demand state can be recognised when the int. PL or FPL is operating normally un
dermmand state, and the final State is also recognisable because the overall sys
sighificantly degraded in. this state (see 3.1.13, Note 3). The final event is unrep
and the final state is renewable; state transition rates are assumed to be constant i
to 9.4.

rate of
b value
state.
easier

item is
ired to
brefore
nder a
6).

kind of
bre (a)
I every
e time
tests,
5ly and
test).

as the
Her the
tem is
patable
h 9.3.2

14 and( Figure 15 represent the causation of the final event owing to both the UD
failure |of thesFPL and the demand at the FPL, given that 1/7<<uy and Jy,p<<1/T holq.
Figure (13, Rq 5(1,0), Py (0,1) and P, ¢(1,1) are easily calculated (see notations in 9.1)

From
Thus,

(0,0),

Ty o are formulated, given that the initial state (0,0) is recognised at ¢ = 0 [18][19][20]:

®g.0 = Pp,o(1,0)Au+Pg 0(0,1)Ayp
90.0 = @g,0/{1-Pg o(1,1)}

T, 0 = 1/§00’0

where

P 0(0,0) = U[+{ing/ (g 2up) K+ Gy m) -y G+ up) KA+ gl )]
Po o(1,0) = (il (Gar+21up)}Po,0(0,0)

Py 0(0,1) = {An/(um+2up)}Po,0(0.,0)
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Py o(1,1) = [(Ayp/m)ml (um+Aup) M+ A/ m K Ayp/ (Apmtep)] Po o(0,0)

given that 2/T<<u;p and 7= 1 hold (see 9.3).

If the final state in which the final consequence of the risk appears is brought about in both
the event sequences (0,0)—(1,0)—(1,1) and (0,0)—(0,1)—(1,1), i.e., according to the final
event logics of “failure first and demand later” (logic #1) and “demand first and failure later”
(logic #2), FER at initial state (0,0), ¢g o, is expressed in the following formula, given that
/1UD<<(/1M+/UUD) and /IUD<</UM hold [18][19][20]

20 o=[{(1-Ou) M upwi/{(1-Oa) e+ wiatl+ Opdun (39)

where

Owm

b the demand state probability and w), is the demand frequency, and the following
holds:

QM = }LM/(},M-F/JM)
wm = Amti! (At sm)

If the final consequence of risk appears according to logic<#1 only, then Equation |(39) is
rewrittgn as

¢0,0=(1-Om)Aupwm{(1-Om) 1yp+wi}

If the final consequence of risk appears according to logic #2 only, then Equation |(39) is
rewrittgn as

?0,059MmAuD

If Opq<g1 and wy<<yyp hold, then.the system seems to be in a low demand mode of operation
and the following equation holds.from Equation (39):

90,054 upwm Hup+OmAiup

= (Aup/uup)wn+(Aup/ upm)wm=(Pa+Pp)wi (40)

It is hgwever assumed in |IEC 61508 (all parts) that ¢q y=P,w)y always holds, i.e., Ppwy =0

holds in ¢he“low demand mode of operation. This means that the final consequence|of risk
appeans-according to logic #1 only (cnn 723 and Annex R)

If Op<<1 and pyp<<wy hold, then the system seems in a high demand mode of operation and
the following equation holds from Equation (39) (see 7.2.3 and Annex B):

90,054 upwm!/ (Lyp+wm)+Omiup (41)
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Final event

Initial state (0,0) >

(1,0)—>(1,1) | (0,0)—(1,0) (0,1)—(1,1) | (0,0)—(0,1)

éi a

Figure 14 — FT for an unrepeatable final event at initial/state (0,0)

IEC

Figufe 15 — State transition-model for an unrepeatable final event at initial state|(0,0)

If the final consequence«ofirisk appears according to logic #1 only, the second term| of the
right side of Equation (41)," OyAyp, is removed and therefore

90,054 upwm/ (Lup+twm)=iup

Similanly if(the final consequences of the risk appear according to logic #2 only, the first term
of the inght side of Equation (41), Aypwm/(#yup+wm), is removed and therefore

90,09vAuD

If Oy=1 and pyp<<wy hold, then the system is in a continuous operation and the following
formula holds from Equation (39):

90,05(1-Om)Aup*+Pmiup = 4ub (42)

9.3.3 Final event rate at recognised state (x, y)

If it is recognised that the FPL is working normally at time ¢, then it is recognised that the
system is in antecedent state (0,1) shown in Figure 16 and Figure 17 at that time. Figure 16
and Figure 17 show how to model and analyse the causation of the final event for the
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estimation of FEF at recognised state (0,1), w4, FER at recognised state (0,1), ¢4 ¢, and
MTFE at recognised state (0,1), 7j 4, given that antecedent state (0,1) is recognised at time ¢,
and 1/T<<uy, and Ayp<<1/T.

Final event

Recognised
antecedent state (0,1)

I
(1,0)—>(1,1) ] (0,1)—(0,0)—(1,0)

S

Figure 16 — FT for an unrepeatable final event for recognised state (0,1)

Figure 17.— State transition model for recognised state (0,1)

In Figure 17, the state-transition from the final state (1,1) to the recognised state (0,1) is an
unreal |state transition, i.e., virtual renewal event, to calculate wg 1 and ¢q 4. Thus, wg 1, ¢ 1
and T, can be-férmulated in the same manner as shown in 9.3.2 (see 5.4 and 7.2.3):

wg.1 = Pp.1(1,0)A+Pg 1(0,1)Ayp

90,1 = 0o 1/{1-Pg 1(1,1)}
To,1 = 1901

9.34 Final event rate at a recognised group state
9.3.41 General

If it is recognised that the overall system is in neither antecedent state (0,1) nor final state
(1,1) at time ¢, it is known that the overall system is in group state G1 at that time as shown in
Figure 18 and Figure 19. The figures show how to model and analyse the causation of the
final event for the estimation of FER at recognised group state G1 and MTFE at recognised
group state G1, given that the overall system entered this group at time 0 and has not left
there until time ¢, and 1/T<<uy, and 4yp<<1/T hold.
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Because it cannot be indicated in which state (0,0) or (1,0) the overall system remains at time
t, the FER at recognised group state G1 should be estimated by use of a weighted average.

9.3.4.2 Dynamic estimation of final event rate at recognised group state Gi

In general, if the probability that the overall system is in system state (X,Y) that composes
recognised group state Gi can be expressed in a function of time ¢, this probability of state
(X,Y) at time ¢, given that the overall system entered this group at time 0 and has not left this
group until time ¢, PGi(X,Y)(t)’ is useful as the weight for the estimation of weighted average
FER at recognised group state Gi (see notations in 9.1).

5ystem
entered G1 at time 0 and has not left there until time 7, Pgq (g 0)(7) and Pgq(q g)fe);~Cquld be
descriljed in a function of time. Then FER at recognised group state G1 at %ime t, pgq(2), is
formulated as:

oq1(1) = (1Tg 0)Pg1(0,0)()Ps1(0,0)()+Pc1(1,00(+(1T4 0)Pa1(1,0)(0H{PG1(0,0)()+PsA|(1,0)(1)}

Here, 1/Tq o = 99,0, 1/T1 9 = ¢1,0. @nd Pgq(g,0)(t)+ Pg1(1,0)(t) = 1 hold,"and therefore pg{(s) and
Tg1(t) are expressed in the following formulas:

961(1) = 90,0Pc1(0,0)()+21,0Pc1(1,0)(0);

Final event

Recognised
group state G1

I
(0:1)>(1,1) | G15(0,1)

IEC

Figure 18 — FT for an unrepeatable final event for recognised group state G1

9.3.4.3 (x, y) centred final event frequency at group state Gi

If the state probability that the system is in Gi cannot be described in any function of time, the
probability of system state (X,Y) in a steady state, given that the overall system entered (x,y)
at time 0 and the final state causes transition only to (x,y), P, ,(X.Y), is useful with respect to
the weight (see notations, 9.1). Here, state (x,y) is a true or virtual initial state that is included
in recognised group state Gi.

a) (0,0) centred FER at group state G1
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For Figure 18 and Figure 19, P 4(0,0) and Py ¢(1,0) are useful for the weights to estimate
FER at recognised group state G1. Thus, (0,0) centred FER at group state G1, 9G1(0,0): and
(0,0) centred MTFE at group state G1, Tg(g o) are formulated as:

¢G1(0,0) = §00’0P0’0(0,0)/{ PO,O(O’O)+ P0’0(1 ,O)}+(01’0P0’0(1 ,0)/{ P0,0(0’0)+ P0’0(1 ,O)}

Tg1(0,0) = 19G1(0,0)
b) (1,0) centred final event rate at group state G1
For Figure 18 and Figure 19, P, 4(0,0) and P 4(1,0) are useful for the weights to estimate

FER at recognised group state G. Thus, (1,0) centred FER at group state G1, PG1A ) and
(1,0) cgntred MTFE at group state G1, 7g(4 oy are formulated as:

Tg1(1,0) = Yog1(1,0

9.3.4.4 Upper/lower limits of final event rate at recognised‘group state Gi

If all 28 of which (x, y) belong to recognised group state Gi-are estimated, then the m|nimum
and mé X|mum values of 9y CaN be easily known. The migimum value of ¢,  is the lowler limit
and th¢ maximum value of ¢, is the upper limit of FER"at recognised group state Gi. Namely,
the rediprocal of the lower limit and the reciprocal of the upper limit give the furthest gosition
(or sygtem state) and the nearest position (or.system state) from the final event|in the
recognjsed group state, respectively.

The set of FER at recognised group state G is {p( ¢, 79 ¢, ¢1,0- 71,0}g1, @nd it would He easy
to knoy the furthest and nearest positions’(or system states) from the final event, as well as
the MT[FE at those positions in this recognised group state.

G1:Group of states‘,-f"'”:
(0,0) and (1 ,0)

IEC

Figure 19 — State transition model for recognised group state G1

9.4 Final protection layer arranged in a 1-out-of-2 architecture system
9.4.1 General

Suppose that an FPL is composed of two Chs, Ch 1 and Ch 2, in which independent D and
UD failures as well as common cause D and UD failures occur, and is required to perform a
function to cope with an intrinsically variable safe system state like an automated steering
function of automobile (see Clause B.2).
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Here the D failure results in the D fault that is detected automatically by (a) self-diagnosis
function(s), etc., and the UD failure results in the UD fault that is not automatically detected
but is recognised by periodic proof tests performed by (a) maintenance mechanic(s) (see 9.3).

The FPL is described, for instance, by the use of an RBD arranged in a 1-out-of-2 architecture
system with a CCF part as shown in Figure 20. In Figure 20, the independent failure parts that
consist of both Chs are arranged in parallel and the CCF part is connected to the parallel
parts in series [8][22].

9.4.2

Independent failure parts of the 1-out-of-2 architecture system

An RBD of the independent parts, i.e., the parallel parts of the Chs in Figure 20, is shown as

Figure
Chs ar

The RF
failure
Ch 27,
failure
series

If one
compo
deman
of the
failure
structu
of the
and C(

b connected in parallel.

BD shown in Figure 21 is equivalently rewritten again as shown in Figure 22.
part of Ch 1 and D failure part of Ch 27, “D failure part of Ch 1 and UD failure

part of Ch 2” are arranged in parallel, and those parallel struCtures are conne
8][22].

bf the four parallel structures described in Figure 22, forinstance the parallel st
sed of the UD failure part of Ch 1 and the D failurecpart of Ch 2, is in a fault
d occurs at the FPL, or if the FPL is under a demand state and a failure occurs
four parallel structures, then failure of the FPL-could occur (depending on seq
logics). Here, assumptions are made that theé probability that two or more

four parallel structures is in a fault and that the probability that the parallel st

F part are in faults simultaneously is also negligible.
Independent failure'part of Ch 1
VA CFF part of Ch 1 and Ch 2
D and,UD*failures \’

D and UD failures f—

D and UD failures

\

Independent failure part of Ch 2

IEC

Figure 20 — RBD of FPL arranged in a 1-out-of-2 architecture system

Independent failure part of Ch 1

21. The D failure part and UD failure part of each Ch are connected in series,afd both

The “D
part of

‘UD failure part of Ch 1 and D failure part of Ch 2”, and “UD failure-part of Ch 1 and UD

cted in

fucture
and a
in one
uential
parallel

res are in faults simultaneously is negligible. compared with the probability that gny one

ructure

Z \

A \
D failure _— UD failure
D failure _— UD failure

Independent failure part of Ch 2
IEC

Figure 21 — RBD of the independent parts of Ch 1 and Ch 2
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Figure 22 — RBD equivalent to that in Figure 21

Fault tree for independent undetected and detected failures

usation of a top event, for instance, “final event due to the failure of the
re of the UD failure part of Ch 1 and the D failure part of Ch 2*is-developed ag
in Figure 23, given that all the sequential failure logics composed of the events
ure of Ch 1, the D failure of Ch 2, and the demand cause the,top event.

b event of FT becomes true when one of six permutations of the occurrences @
lements, i.e., UD failure of Ch 1, D failure of Ch 2’and demand, becomes true.
asic elements that are contained in the six permutations are the inputs to a PAN

Final event rate at a given initial state owing to independent failures

proximate FER at a given initial state for independent Ch 1 and Ch 2 fail
ted as the sum total of FER at a given initial state due to the failure of each one
rallel structures shown in Figure~22, given that the probability that two or more

Final event due to the parallel structure of Ch 1 UD failure part and Ch 2 D failure part

At initial state A )
|
’JIEHL |

parallel
an FT
of the

f three
Those
D gate

ires is
of the
parallel

res are in faults simultaneously-is negligible compared with the probability that gny one
of the parallel structures is in a fault:

Failure Failure Failure Failure Failure Failure
logic+ logic 2 logic 3 logic 4 logic 5 logic 6
i A L

De-
mand
De-
mand
@ @
failure failure

Figure 23 — FT for UD failure of Ch 1, D failure of Ch 2 and demand
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(x, y, 2):
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: Ch 1 UD fault
:Ch2UP

: Ch 2 D fault

: non-demand state
: demand state
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Figure 24 — State transitions due to UD failure of Ch 1, D failure of Ch 2 and demand

The FHR at initial state A, i.e., system state (0,0,0), due to, for instance, the failure of parallel
structufe of UD failure part of Ch 1 and D failure part of-€h 2 is calculated by use of the state
transitipn model shown in Figure 24, where state transition rates are:
1) UD|failure and repair rates: iyp [1/h] and g ,p f1/h] respectively;
2) D failure and repair rates: Ap [1/h] and upfd4h] respectively;

3) demand and completion rates: 1), [1/h].and 4, [1/h] respectively;

4) renewal rate: m [1/h].

Suppoge that Py ( o(x,»,2) is the prabability that the system is in system state (x,y,z) depcribed
as in Figure 24 in a steady state, given that the initial state is system state (0,0,(). The
probabijlities the overall system)state is in system state (u,0,d), (0,D,d), (u,D,0) and |(u,D,d)
are Polg o(u,0,d), Py 0(0,0,d), Pggo(u,D,0) and Pgyqo(u,D,d), which are easily calgulated
based pn the approach described in 5.4 and 5.5. Thus FEF at initial state (0,0,0), og o[y, FER
at initial state (0,0,0); 96.0,0° and MTFE at initial state (0,0,0), T9.0.0- given that initial state
(0,0,0)]is recognised.at’t = 0, are formulated as [22]:

a)o‘o‘o = PO,O,O(U’O’d)lD+P0,0,0(0’D’d))'UD—i_PO,O,O(u’D’O)/F{M

90,0,0 = ©0,0,0/{1-P0,0,0(u,D,d)}

To.0,0 = 190,00

A recognised state and recognised group states are referred to in 9.4.5 and 9.4.6.

9.4.5 Recognised states at each part
9.4.5.1 General

A postulate is made at first that the probabilities of simultaneous existence of two or more
faults in a single Ch and simultaneous existence of any independent and common cause
faults in the 1-out-of-2 architecture system are negligible (see 9.4.2).
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9.4.5.2 Ch 1 D failure and Ch 2 D failure part

At this part, the overall system is in initial state (0,0,0) at ¢+ = 0, and thereafter can enter a
recognised state, a recognised group state or the final state in a moment (see Figure 24 for
symbol (x,y,z)).

Then recognised state (D,D,0), (D,0,d) and (0,D,d), and final state (D,D,d) are found from the
postulate. Any antecedent state (0,0,0), (D,0,0), (0,D,0) or (0,0,d) is not recognised as a
single system state.

9.4.5.3 Ch 1 D failure and Ch 2 UD failure part

Similarly, recognised state (D,0,d) and final state (D,u,d) are found for this paft. Any
anteceflent state (0,0,0), (0,u,0), (D,0,0), (D,u,0), (0,0,d) or (0O,u,d) is not recoghised as a
single system state.

9.4.5.4| Ch 1 UD failure and Ch 2 D failure part

Similarly, recognised state (0,D,d) and final state (u,D,d) are found at this paft. Any
antecefent state (0,0,0), (u,0,0), (0,D,0), (u,D,0), (0,0,d) or (u,0,d)is not recognised as a
single $ystem state.

9.4.5.5 Ch 1 UD failure and Ch 2 UD failure part

Similarjy, final state (u,u,d) is found, and any antecedent'state (0,0,0), (u,0,0), (0,u,0), {u,u,0),
(0,0,d){ (u,0,d) or (0,u,d) is not recognised as a single‘gsystem state at this part.

9.4.5.6 Common cause failures part with UD"and D failures

At this|part, recognised state (0,d) and (D,0);and final state (u,d) and (D,d) are found in a
similar[manner to the independent failuresparts above. Antecedent state (0,0) or (u,0) is not
recognjsed as a single system state from the postulate (see 9.4.5.1). Here
(0,d) FPL is not in any commonycause faults under a demand state;
(D,0) FPL is in common cause D faults under a non-demand state;

(0,0) FPL is not in any common cause faults under a non-demand state;
(u,d) FPL is in common cause UD faults under a demand state;

(D,d) FPL is in common cause D faults under a demand state.

9.4.6 Recognised (group) states and final states for the overall system

For thg overall system analysed in 9.4.5.2 to 9.4.5.6, the system states of the overall pystem

are idgntified comprehensively by system state (0,x,y,z), (D,x,y,z) and (u,x,y,z), which [means
that thWW&mMM)mmon

cause UD faults, given that the independent parts of Ch 1 and Ch 2 and demand are indicated
by system state (x,y,z), respectively (see Figure 24 for symbol (x,y,z)). Namely x and y are put
as “0”, “D” or “u” to indicate an UP state, D fault or UD fault, respectively, and z is put as “0”
or “d” to indicate the non-demand state or demand state, respectively.

Following the recognised states, the recognised group states of G1, G2, G3 and G4, the final
states and the operating system states are summarised for the overall system (see 9.4.5):

1) recognised states are (D,0,0,0), (0,D,D,0), (0,D,0,d) and (0,0,D,d);

2) G1 includes system states of (0,0,0,0), (u,0,0,0), (0,u,0,0), (0,0,u,0) and (0,u,u,0);

3) G2 includes system states of (0,0,0,d), (0,u,0,d) and (0,0,u,d);

4) G3 includes system states of (0,D,0,0) and (0,D,u,0);

5) G4 includes system states of (0,0,D,0) and (0,u,D,0);
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6) final states are (u,0,0,d), (D,0,0,d), (O,u,u,d), (O,u,D,d), (0,D,u,d) and (0,D,D,d);
7) operating system states are (0,0,0,d), (0,D,0,d), (0,0,D,d), (0,u,0,d) and (0,0,u,d).

The FER at a recognised state and FER at a recognised group state can be analysed and
estimated for those recognised states (D,0,0,0), (0,D,D,0), (0,D,0,d) and (0,0,D,d), and
recognised group states G1, G2, G3 and G4 in accordance with the procedure illustrated in
9.3.2t09.4.4.

9.5 Common cause failures between protection layers and complexity of a system

The possibility of CCF will be a factor of complexity of an overall system. The CCF between
not only multiple Chs for a proactive function(s) in a PL but also multiple PLs that may
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Annex A
(informative)

Risk owing to fault recognised only by demand

A.1 Demand, detection and failure logic

When a fault in an item is not detected by diagnostic tests or proof tests, the fault may be
found or recognised by other methods arising from an int. event such as a demand that could
activate the function(s) of the item to make the item in an operating state (see 9.3). However,
if the fauittsnotrecogntsedby-thosemethodsinctudingoverhauts—itwitremeain—for-the life of
the item. In Annex A an example of risk analysis of an FPL with faults recognisedOonly by
demangd (hereafter referred to as DU faults) will be demonstrated.

Consider DU faults in an FPL that are revealed only when the FPL is demanded. The demand
and completion are assumed to follow the exponential distributions with demand rate 4, [1/h]
and completion rate u, [1/h], respectively. The FPL is assumed to be drranged in thg 1-out-
of-2 arghitecture system with the independent failure parts of Ch 1 and Ch 2, and tHe CCF
part ag shown in Figure A.1 (see 9.4). It is also assumed that if-a demand occurs when the
FPL is|in a DU fault or if the FPL fails under a demand stat€, ah unrepeatable finaL event
occurs| This final event is analysed and expressed by use of an FT as shown in Figlire A.2
[33].

The top event of the FT occurs if common cause DU failtures and a demand occur (i.e. [failure
logic #{I) or if independent DU failures and a demahnd occur (i.e., failure logic #2). The|failure
logics #1 and #2 are further developed as sequential failure logics #1-1 and #142, and
sequerjtial failure logics #2-1 through #2-6, respectively. It can be clarified through the FTA
whethgr those failure logics can or cannot™bring about the final state in which tHe final
consedquences of risk appear.

a) Logic #1-1: Common cause DU fajitlures occur under a demand state.
Lodic #1-2: A demand occurs jn.common cause DU faults.

The top event occurs if eithersequential failure logic #1-1 or #1-2 is true.

b) Logic #2-1: A demand @ccurs at first, then an independent DU failure of Ch 1 happgns and
finglly an independent* DU failure of Ch 2 occurs in both of the demand state and
independent DU faultof Ch 1.

Logic #2-2: A demand occurs at first, then an independent DU failure of Ch 2 happgns and
findlly an independent DU failure of Ch 1 occurs in both of the demand state and
independent.DU fault of Ch 2.

The other sequential failure logics #2-3 through #2-6 are analysed in the same npanner,
and {he’ top event is confirmed to occur if one of the six sequential failure logids #2-1
through #2-6 becomes true.

Independent failure part of Ch 1

,/ CFF part of Ch 1 and Ch 2
DU failure, (1-)Apy \/

DU failures, pipy |—

DU failure, (1-8)Apy

Independent failure part of Ch 2
IEC

Figure A.1 — Reliability bock diagram with independent and common cause failures
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Unrepeatable final event due to DU failure recognised only by demand

At the initial state A )

Demand and common cause
DU failures (CCDF)

[

1

Demand and independent
(ind.) DU failures

aitare

logic #1-1

Faiture

logic #1-2

De-
mand

Faiture

logic #2-1

Faiture

logic #2-6

Ch1
ind. DU
failure

failure

Ch1
ind. DU
failure

Figure A.2 — Fault tree of unrepeatable final event‘due to DU failures

De-
mand

IEC
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(1*,0,0) or
(0,1*,0)

(1*,1,0) or
(1,1*,0)

0: Ch1is UP.
X=1]1: Ch1isinaDU fault and is not being restored.

1*: Ch 1 is in a DU fault and is being restored.
0: Ch2is UP.

Y= |1: Ch2isin a DU fault and-is not being restored.

1*: Ch 2 is in a DU faulttand is being restored.

0: The overall system is in a non-demand state.

1: The overall system is in a demand state.

Figune A.3 — State transition“-model for unrepeatable final event caused by DU failures

The Chs have an identical rate of DU failure that is recognised only by demand, gnd an
identical rate of restoration. The DU failure and restoration follow the exponential distriputions
with cdnstant DU failure rate Apy [1/h] and repair rate ug [1/h]. The rate of independpnt DU
failure jof the Ch4s-(1-§)Apy and the rate of the common cause DU failures is fipy [1/H]. Here
symbol g is the.beta factor of the Chs, but 0<f<1, O0<Apn, O<upm, O<Apy and O<ugr hold.

A statq transition model is developed in Figure A.3 based on the analysis of the RBD [8] and
FTA above (See Table 4), given that the probability that both an independent failure and a
CCF occur during a period of time is negligible compared with the probability that the CCF
occurs solely during the same period. Eight sequential failure logics are contained in the
model, and twelve system states A through H are defined by notation (X, ¥, Z) as shown in
Figure A.3.

A.2 Final event rate at a given initial state

In Figure A.3, system state (0,0,0) is the initial state A, and system state (1,1,1) is the
unrepeatable final state H. Here P, is defined as the probability that the overall system is in
system state K (: B, E, F, G or H) in a steady state.

From Figure A.3, the FEF at initial state A, @_ [1/h], is expressed in the following equation
with system state probabilities and event rates [33]:
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0= Py Py + (1= B Py 4 Ay - Py 4 Ay -Py(=m-P,) (A1)
From the above equation @, can be expressed as

0. =X, A+ X, + X, + X;+ X, + X, + X, + X, /m) (A.2)

Here,

Xy =Py - X5+ (=P Ay - X, + 4, (X, + X¢)

X, = + A4y + (=B Apy} 1y
X, ==L Aoy /(Ay + 122)
Xy =21= ) Apyttg X = Ay g X5} 20 = B)Ap, [220 = B Ay + Bhpy + tayy } UGB Apy + Ay 1]

+[X1 {FR + Uy +(1_ﬂ)ﬂ‘DU}_ﬂ’M]{ﬂ’M +(1_ﬁ)ﬂDU}/2(1_ﬁ)ﬂ’DU[{2(l_ﬂ)ﬂ“DU +ﬁ/1DU +#M}+{(1_ﬁ)ﬂ'DU +ﬂ’M}]

Xy = g + 1y + A= P)Apyt — A, 120 = B Apy + By + 1}

N2 21 = B)Apy + BApy + sy} + 4y 1A = B Ay + LinY]

+{2(— P)Apy it X\ + Ay thn X Y [ A 12(0SB) Ay + Aoy + thay b+ A {0 =) Apy + Aur ]
XS={/’l;1'X3+luR+ﬂlDU'X3+(1_ﬂ)ﬂ’DU'X1+ﬂ’M.X2+(1_ﬁ)lDU'X4}/{2(l_ﬁ)ﬂ’DU+ﬂ’M}
X6 ={ 1_/3)}“[)(/ 'X4 +ﬂ/1DU 'Xs}/ﬂ“M

Thus, FER at initial state A, » [1/h], is formulated as:

k2. /1-P)=lim X, /Q1+X, + X, + X;+ X, + X, + X, + X,/ m)

£41 O\ 1 A Y yakl A Y o] LY 2\ /1 1 A" A V4 AV A Y h V4NN
TP A0 A T Py~ As T g A, T A I T AT T A, TA; TA, TA; T Ag) (A.3)

A.3 Comparison between new and conventional analyses

Figure A.4 shows the relationship between the variable of the demand rate 1, and the FER at
initial state A, r, expressed in a function of /iy, i.e., r(1), putting other variables (or
parameters) as ipy = 1076 [1/h], UR = 10-1 [1/h] and v = 10 [1/n], and putting g at 10 %, 1 %
and 0 %, respectively.

In Figure A.4 the loci represented by the broken curves are calculated by use of the formulas
given in Clause A.2 and those represented by the straight real lines are calculated by the
conventional analysis as shown below.
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