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INTERNATIONAL ELECTROTECHNICAL COMMISSION

OPC UNIFIED ARCHITECTURE -

Part 2: Security Model

FOREWORD

The International Electrotechnical Commission (IEC) is a worldwide organization for standardization<€ompris
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote-internatiq
co-operation on all questions concerning standardization in the electrical and electronic fields. To“\this end

in addition to other activities, IEC publishes International Standards, Technical Specifications, Techhical Repd
Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC Publication(s)”). T
preparation is entrusted to technical committees; any IEC National Committee interested in the subject dealt

may participate in this preparatory work. International, governmental and non-governmertal organizations liaig
Wwith the IEC also participate in this preparation. IEC collaborates closely with the International Organization
Standardization (ISO) in accordance with conditions determined by agreement betwéen the two organization

[The formal decisions or agreements of IEC on technical matters express, as neatly as possible, an internatig
consensus of opinion on the relevant subjects since each technical comfitiee has representation from|
interested IEC National Committees.

IEC Publications have the form of recommendations for international ‘use and are accepted by IEC Natig
Committees in that sense. While all reasonable efforts are made to¥ensure that the technical content of
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for
misinterpretation by any end user.

In order to promote international uniformity, IEC National” Committees undertake to apply IEC Publicati
transparently to the maximum extent possible in their natignalvand regional publications. Any divergence betw
any IEC Publication and the corresponding national or regional publication shall be clearly indicated in the laf

IEC itself does not provide any attestation of conformity. Independent certification bodies provide conforj
assessment services and, in some areas, accessto |[EC marks of conformity. IEC is not responsible for
Iservices carried out by independent certification‘bodies.

All users should ensure that they have the latest edition of this publication.

No liability shall attach to IEC or its directors, employees, servants or agents including individual experts
members of its technical committees and IEC National Committees for any personal injury, property damag
other damage of any nature whatseever, whether direct or indirect, or for costs (including legal fees)
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other
Publications.

Attention is drawn to the Normative references cited in this publication. Use of the referenced publication
indispensable for the cotrect application of this publication.

Attention is drawn tothe possibility that some of the elements of this IEC Publication may be the subject of pa
rights. IEC shall not be held responsible for identifying any or all such patent rights.

s redline{¥ersion of the official IEC Standard allows the user to identify the chang

mgde to the previous edition. A vertical bar appears in the margin wherever a change h
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The main task of IEC technical committees is to prepare International Standards. However, a
technical committee may propose the publication of a technical report when it has collected
data of a different kind from that which is normally published as an International Standard, for
example "state of the art".

IEC TR 62541-2, which is a technical report, has been prepared by subcommittee 65E: Devices
and integration in enterprise systems, of IEC technical committee 65: Industrial-process
measurement, control and automation.

This third edition cancels and replaces the second edition of IEC TR 62541-2, published in
2016. This edition constitutes a technical revision.

This edition includes the following significant technical changes with respect to the ‘previgus
edition:

a) | protection-targets definition change;
b) |threat type clarifications;

c) |expanded best practices;

d) [added Websockets;

e) [added Pub/Sub.

The text of this technical report is based on the following ddcuments:

Enquiry draft Report on voting
65E/679/DTR 65E/703/RVDR

Full information on the voting for the approval of this technical report can be found in the report
on|voting indicated in the above table.

This publication has been drafted in-aecordance with the ISO/IEC Directives, Part 2.

Thfoughout this document and the referenced other Parts of the series, certain document
comventions are used:

Italics are used to denate a defined term or definition that appears in the “Terms and definitipn
clause in one of the parts of the series.

Italics are alsq _Uised to denote the name of a service input or output parameter or the namgqg of
a structure of element of a structure that are usually defined in tables.

The italicized terms and names are also often written in camel-case (the practice of writjng
co pound words or phrases in WhICh the elements are Jomed without spaces, with egd ch

AddressSpace mstead of Address Space Th|s makes |t easier to understand that there is a
single definition for AddressSpace, not separate definitions for Address and Space.

A list of all parts of the IEC 62541 series, published under the general titte OPC Unified
Architecture, can be found on the IEC website.

The committee has decided that the contents of this publication will remain unchanged until the
stability date indicated on the IEC web site under "http://webstore.iec.ch" in the data related to
the specific publication. At this date, the publication will be

e reconfirmed,

e withdrawn,
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e replaced by a revised edition, or

e amended.

IMPORTANT - The 'colour inside’' logo on the cover page of this publication indicates
that it contains colours which are considered to be useful for the correct understanding
of its contents. Users should therefore print this document using a colour printer.
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OPC UNIFIED ARCHITECTURE -

Part 2: Security Model
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scribes the security threats of the physical, hardware, and software environments in wh
C UA is expected to run. It describes how OPC UA relies upon other standards forisecur
rovides definition of common security terms that are used in this and other parts ©f the O
specification. It gives an overview of the security features that are specifiedcinlother pg
he OPC UA specification. It references services, mappings, and Profiles that-are specif
matively in other parts of-this-multi-part the OPC UA Specification. It provides suggestid
best practice guidelines on implementing security. Any seeming ambiguity between this p
l one of the other normative parts does not remove or reduce the réquirement specified
other normative part.

te It is important to understand that there are many different aspects of security that havse
addressed when developing applications. However,\_since OPC UA specifies

tecting persistent data against tampering. It is important that the developers look into

s part is directed to readers who will develop OPC UA Client or Server applications
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Normative references

e following-decuments are referred to in the text in such a way that some or all of their cont

arqendments) applies.

IEC TR 62541-1, OPC Unified Architecture — Part 1: Overview and Concepts

IEC 62541-4, OPC Unified Architecture — Part 4: Services

IEC 62541-5, OPC Unified Architecture — Part 5: Information Model

IEC 62541-6, OPC Unified Architecture — Part 6: Mappings

IEC 62541-7, OPC Unified Architecture — Part 7: Profiles
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3 Terms, definitions, and abbreviated terms

3.1 Terms and definitions

For the purposes of this document, the terms and definitions given in IEC TR 62541-1 and the
following apply.

ISP and IEC maintain terminological databases for use in standardization at the follow|ng
adglresses:

e |IEC Electropedia: available at http://www.electropedia.org/

e |[ISO Online browsing platform: available at http://www.iso.org/obp

3.1.1

Access Restriction
limjit on the circumstances where an operation, such as a read, write dra call, can be perfornjed
on|a Node

Note 1 to entry: Operations can only be performed on a Node if the Cligpt [ias the necessary Permissions and has
satisfied all of the Access Restrictions.

3.1.2
Acess Token
itally signed document that asserts that the subject is entitled to access a Resource

1 to entry: The document includes the name ofthe subject and the Resource being accessed.

1 to entry: There can be several Application Instances of the same application running at the same timg on
ral computers or possibly the'same computer.

3.1.4
Application Instanece Certificate
igital Certificatecof-an individual Application Instance that has been installed in an individpual

1 to entry: Different installations of one software product would have different Application Instapce
Certificatess=khe use of an Application Instance Certificate for uses outside of what is described in the specificafion
could greatly reduce the security provided by the Application Instance Certificate and should be discouraged.

3.1-5
Asymmetric Cryptography
Cryptography method that uses a pair of keys, one that is designated the Private Key and kept
secret, the other called the Public Key that is generally made available

Note 1 to entry: Asymmetric Cryptography is also known as "public-key cryptography"”. In an Asymmetric Encryption
algorithm when an entity “A”-wants-to-ensure requires Confidentiality for data-itsends sent to-anether entity “B”, then
entity “A” encrypts the data with a Public Key provided by entity “B”. Only entity “B” has the matching Private Key
that is needed to decrypt the data. In an asymmetric Digital Signature algorithm when an entity “A”-wants-to-ensure
requires message Integrity or to provide Authentication for data-it-sends sent to-an entity “B”, entity A uses its Private
Key to sign the data. To verify the signature, entity B uses the matching Public Key that entity A has provided. In an
asymmetric key agreement algorithm, entity A and entity B each send their own Public Key to the other entity. Then
each uses-their its own Private Key and the other's Public Key to compute the new key value.” according to
IS Glossary.
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3.1.6

Asymmetric Encryption

mechanism used by Asymmetric Cryptography for encrypting data with the Public Key of an
entity and for decrypting data with the associated Private Key

3.1.7

Asymmetric Signature

mechanism used by Asymmetric Cryptography for signing data with the Private Key of an entity
and for verifying the data’s signature with the associated Public Key

3.1L.18
Auditability
segurity objective that assures that any actions or activities in a system can be recorded

3.1.9

Auditing
trapking of actions and activities in the system, including security related activities where Aydit
reqords can be used to review and verify system operations

3.1.10

Authentication
segurity objective that assures that the identity of an entity sugh as a Client, Server, or user ¢an
be|verified

3.1.11
Authorization
ablility to grant access to a system resource

Note 1 to entry: Authorization of access to resources,should be based on the need-to-know principle. It is imporfant
thay access is restricted in a system.

3.1.12

AutthorizationService
Sefver which validates a requestto access a Resource and can return an Access Token that
grgnts access to the Resource

Note 1 to entry: The AuthorizatiohService is also called STS (Security Token Service) in other standards.

3.1.13

Avpilability
segurity objective‘that assures that the system is running normally, that is, no services have
beg¢n comproniised in such a way to become unavailable or severely degraded

3.1.14
Certificate Authority
enfity‘that can issue-Digital Certificates, also known as a CA

Note 1 to entry: The-—Digital Certificate certifies the ownership of a Public Key by the named subject of the
Certificate. This allows others (relying parties) to rely upon signatures or assertions made by the Private Key that
corresponds to the Public Key that is certified. In this model of trust relationships, a CA is a trusted third party that
is trusted by both the subject (owner) of the Certificate and the party relying upon the Certificate. CAs are
characteristic of many Public Key infrastructure (PKI) schemes

3.1.15
CertificateStore
persistent location where Certificates and Certificate revocation lists (CRLs) are stored

Note 1 to entry: It may be a disk resident file structure, or, on Windows platforms, it may be a Windows registry
location.



https://iecnorm.com/api/?name=02c5d5ba5d2417f222c1710b4be46283

-12 - IEC TR 62541-2:2020 RLV © |IEC 2020

3.1.16

Claim

statement in an Access Token that asserts information about the subject which the Authorization
Service knows to be true

Note 1 to entry: Claims can include username, email, and Roles granted to the subject.

3.1.17
Confidentiality
security objective that assures the protection of data from being read by unintended parties

3.1.18

Cryptography
trapsforming clear, meaningful information into an enciphered, unintelligible form using |an
algorithm and a key

3.1.19
Cyper Security Management System

prqgram designed by an organization to maintain the security of the efitire organization’s asspts
to pn established level of Confidentiality, Integrity, and Availabjlity, whether they are on the
business side or the industrial automation and control systems side of the organization

stricture that aceneciates an idantitv with an antitvy cugeh ac 3 1icar o nroduct or an Annlication
sttt etatasSociateSanicehtty Wiinah- ettty SUEnaSa uUSela pProGuCt o anR-APPHEIHHOR
Indtance wheaere the Certificate has an associated-asvymmetric kev nair which ean be used-to

ahce-wWhRerethecertHeateRasSahasSSociateG~as tHCKeyYPpa HE—GaR—PeUSeqto

3.1.20

Digital Signature
value computed with a cryptographic algorithm and appended to data in such a way that any
redipient of the data can use the signdture to verify the data’s origin and Integrity

3.1.21

h Function
aldorithm such as SHA-1 for which it is computationally infeasible to find either a data object
thdt maps to a given hash result (the "one-way" property) or two data objects that map to the
same hash result (the\'collision-free" property)

Note 1 to entry: See S Glossary.

3.1.22
Hashed Message Authentication Code

MAC thiat has been generated using an iterative Hash Function

3.1.23

Integrity

security objective that assures that information has not been modified or destroyed in an
unauthorized manner

Note 1 to entry: See IS Glossary.

3.1.24

Identity Provider

Server which verifies credentials provided by a Security Principal and returns a token which can
be passed to an associated Authorization Service
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3.1.25
Key Exchange Algorithm
protocol used for establishing a secure communication path between two entities in

an

unsecured environment whereby both entities apply a specific algorithm to securely exchange

secret keys that are used for securing the communication between them

Note 1 to entry: A typical example of a Key Exchange Algorithm is the SSL Handshake Protocol specified in

SSL/TLS.

3.1.26
Message Authentication Code

short piece of data that results from an algorithm that uses a secret key (see Symme
Cryptography) to hash a Message whereby the receiver of the Message can check{agai
alteration of the Message by computing a MAC that should be identical using the same Messa
and secret key

3.1.27
Message Signature
Digital Signature used to ensure the Integrity of Messages that are sent ,between two entitig]

Note 1 to entry: There are several ways to generate and verify Messagef Signatures; however, they can
catg¢gorized as symmetric (See Entry 3.1.3440 ) and asymmetric (See Entry3.1.5) approaches.

3.1.28

Noln-Repudiation

strpng and substantial evidence of the identity of the’ signer of a Message and of Mess3
Integrity, sufficient to prevent a party from successfully denying the original submission
delivery of the Message and the Integrity of its contents

3.1.29
Nonce
rarlJdom number that is used once typically by algorithms that generate security keys
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ORC UA Application

OBC UA Client which calls OPC UA services or an OPC LJA Server which narforms thdse
oo HeA—WHER- GRS O o SePHCEeS,— oI o—uor—oerer—Y cRH—pefoHMmMStRQSe
sefvices

3.1.30

Pefmission
right to executesan-operation, such as a read, write or a call, on a Node

3.1.31
Private-Key
segret,component of a pair of cryptographic keys used for Asymmetric Cryptography

Note 1 to entry: Public Key and Private Key are always generated as a pair, if either is updated the other shall also

be updated.

3.1.32
Public Key

publicly-disclosed component of a pair of cryptographic keys used for Asymmetric Cryptography

Note 1 to entry: See IS Glossary.

Note 2 to entry: Public Key and Private Key are always generated as a pair, if either is updated the other shall also

be updated.
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3.1.33

Public Key Infrastructure

PKI

set of hardware, software, people, policies, and procedures needed to create, manage, store,
distribute, and revoke-Digital Certificates based on Asymmetric Cryptography

Note 1 to entry: The core PKI functions are to register users and issue their public-key Certificates, to revoke
Certificates when required, and to archive data needed to validate Certificates at a much later time. Key pairs for
data Confidentiality may be generated by a Certificate authority (CA);—butregquiring; it is a good idea to require a
Private Key owner to generate-its their own key pair as it improves security because the Private Key would never be
transmitted according to IS Glossary. See PKI and X509-PKl} for more details on Public Key Infrastructures.

3.1.34
Relsource
segured entity which an application needs to access

Note 1 to entry: A Resource is usually a Server.

3.1.35

Riyest-Shamir-Adleman
aldorithm for Asymmetric Cryptography, invented in 1977 by Ron.-Rivest, Adi Shamir, gnd
Lepnard Adleman

Note 1 to entry: See IS Glossary.

furlction assumed by a Client when it accesses a Servér

Note 1 to entry: A Role may refer to a specific job function’such as operator or engineer.

3.1.37
Scppe
Clgim representing a subset of a Resouree

Note 1 to entry: A Scope may indicate a~set Nodes managed by a Server.

3.1.38

Sepurity Key Service
Selver that accepts Access Tokens issued by the Authorization Service and returns secufity
keys that can be used.lo access the specified Resource

Note 1 to entry: The'%eys are typically used for cryptography operations such as encrypting or decrypting messages
sent on a PubSubssiream.

have been negotiated and applied

3.1.40

Symmetric Cryptography

branch of cryptography involving algorithms that use the same key for two different steps of the
algorithm (such as encryption and decryption, or signature creation and signature verification)

Note 1 to entry: See IS Glossary.

3.1.41

Symmetric Encryption

mechanism used by Symmetric Cryptography for encrypting and decrypting data with a
cryptographic key shared by two entities
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3.1.42
SecurityGroup
publisher and subscribers that utilize a shared security context

3.1.43
Symmetric Signature

mechanism used by Symmetric Cryptography for signing data with a cryptographic key shared

by two entities

Note 1 to entry: The signature is then validated by generating the signature for the data again and comparing these

ndard protocol for creating Secure Channels over IP based networks

.1.46
.309 Certificate
Digital Certificate in one of the formats defined by X.509 ¥,2, or 3

Note 1 to entry: An X.509 Certificate contains a sequence ofdata items and has a Digital Signature computed

thal sequence. OPC UA only uses V3.

3.2 Abbreviated terms

AES Advanced Encryption Standard

CA Certificate Authority

CRL Certificate Revocation List

cgmMs Cyber Security Management System

DNS Domain Name System

DSA Digital Signature Algorithm

ECDH Elliptic Curve Diffie-Hellman

ECDSA Elliptic Curve Digital Signature Algorithm
HMAC Hash*based Message Authentication Code
JSPN JavaScript Object Notation

JWT JSON Web Token

NI$T National Institute of Standard and Technology
PKI Public Key Infrastructure

RSA Public key algorithm for signing or encryption, Rivest, Shamir, Adleman
SHA Secure Hash Algorithm (Multiple versions exist SHA1, SHA2586,...)
SKS Security Key Server

SOAP Simple Object Access Protocol

SSL Secure Sockets Layer

TLS Transport Layer Security

UA Unified Architecture

UACP Unified Architecture Connection Protocol

UADP Unified Architecture Datagram Protocol

om

on
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| Uniform Resource ldentifier

L Extensible Mark-up Language

20
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OPC UA security architecture
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suppliers. It may be an attractive target for industrial espionage or sabotage’and may also
iosed to threats through untargeted malware, such as worms, circulating on public networks.

OPC UA security environment

C UA is a protocol used between components in the operation of an industriak facility,
Itiple levels: from high-level enterprise management to low-level direct process |control @
ice. The use of OPC UA for enterprise management involves dealings with'customers 3
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ployee and public safety or cause environmental damage.

C UA will be deployed in a diverse range of ope€rational environments with vary
sumptions about threats and accessibility, and with” a variety of security policies 3

- Servers Applications are on the same host and can be-meore easily protected from exter
hck. Some-Clients—and-Servers OPC UA Applications are on different hosts in the sa
erations network and might be protected-by the security boundary protections that separ
operations network from external connections. Some OPC UA Applications run in relativ
bn environments where users and @pplications might be difficult to control. Other OPC
plications are embedded in control systems that have no direct electronic connection

oy
)
¥
/3B
s
D
' P ¢
o)
)
T
. ®
TS
»]
nd
[¢]
)
D
TS
i)
o)
Q
D p-o- =

oO<X P

—

ng
nd

orcement regimes. OPC UA, therefore, provide€sya flexible set of security mechanisms.
ure 1 is a composite that shows a combination ©f such environments. Some OPC UA-Cliepts

hal
me
hte
ely
UA
to



https://iecnorm.com/api/?name=02c5d5ba5d2417f222c1710b4be46283

IEC TR 62541-2:2020 RLV © IEC 2020 -17 -

Internet

@0

OH
dif
Se

4.2
4.2
Fu

thi
thr

colinteract threats, or recover from successful attacks.

Ing

I’_\\ttablf\cl
OPC Server [sj

Key
Server
Theresa

Attacker
Eve
OPC Client OPC Client
Bob
Operations Network | | OPC Client
| I [

OPC OPC Server OPC Server
Publisher Alice ]
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OPC Client OPC Client

Plant Floor Network I I
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Enterprise Network I |
I

OPC OPC Server OPC Server
Subscriber Publisher = Security
Boundary
Protection

Figure 1 — OPC UA network-model example

C UA also supports multiple protocals and communication technologies that might requ
erent levels of security and diffefént security infrastructure. For example, both Clien
rver and Publisher — Subscriber Communication is shown in Figure 1

Security objectives
A Overview

hdamentally, infarmation system security reduces the risk of damage from attacks. It dd
5 by identifying. the threats to the system, identifying the system’s vulnerabilities to the
bats, and providing countermeasures. The countermeasures reduce vulnerabilities direc

ob!ectives have been refined through many years of experience in providing security

inf ]

ustrial*automation system security is achieved by meeting a set of objectives. The

re
I —

es
se

Ly,

se
for

 of

threats to systems. They are described in—4-2.2423, 424425426 —and427—-and

Subelause 5.1 and 5.2 reconciles these objectives a

g-aihst-tﬁe’ OPC ’UA- fﬁn’ctions. -Cl-al’Jse 6

offers additional best practice guidelines to Client and Server developers or those that deploy
OPC UA Applications.

4.2.2 Authentication

Entities such as clients, Servers, and users should prove their identities. Authentication can be
based on something the entity is, has, or knows.
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4.2.3 Authorization

The access to read, write, or execute resources should be authorized for only those entities
that have a need for that access within the requirements of the system. Authorization can be as
coarse-grained as allowing or disallowing a Client to access a Server or it could be much finer
grained such as allowing specific actions on specific information items by specific users. The
granularity of a system depends in part on the functionality supported by the Server, but in
general Authorization should be given based on the need-to-know principle i.e. a user should
be granted access only to information they require for the function they are performing.

4.2.4 Confidentiality

Data-shall-be is protected from passive attacks such as eavesdropping, whether the’datg is
being transmitted, in memory, or being stored. To provide Confidentiality, data(encryptjon
aldorithms using special secrets for securing data are used along with Authentication gnd
Aufhorization mechanisms for accessing that secret.

4.2.5 Integrity

Refceivers-shall receive the same information that the original sender’sent, without the data
being changed during transmission.

4.2.6 Non-Repudiation

Repudiation is the rejection or denial of something as validyor true. Non-Repudiation is assurjng
thgt something that actually occurred cannot be claitmed as having not occurred. A secufity
selvice that provides this protection can be one of Awg types:

« |Onein which the recipient of the data gets and-'stores information proving that the data camme
from the originator. This blocks the originater from claiming they never sent the data.

e |One in which the sender of the data*gets confirmation that the data was received by the
recipient as intended.

4.2.7 Auditability

Actions taken by a system~ave—te shall be recorded in order to provide evidence|to
stakeholders:

e |that this system works as intended (successful actions are tracked).
o |to that identifythe’initiator of certain actions (user activity is tracked).

e [that attempis:to compromise the system were denied (unsuccessful actions are tracked),

4.2.8 .Availability

Avgilabjlity is impaired when the execution of software that needs to run is turned off or when
th software or commuhnication eyefnm is—_overwhelmed hy prnnnceing inpnf Impqi ed
Availability in OPC UA can appear as slowing down of Subscription performance or the inability
to add Sessions for example.

4.3 Security threats to OPC UA systems
4.3.1 Overview

OPC UA provides countermeasures to resist threats to the security of the information that is
communicated.
43144 4.3 lists the currently known threats to environments in which OPC UA will be deployed-
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4.3.2 Denial of Service
4.3.2.1 Overview

Denial of service is the prevention of authorized access to a system resource or the delaying
of system operations and functions. This can occur from a number of different attacks vectors
including message flooding, resource exhaustion and application crashes. Each of these are
described separately.

Denial of Service impacts Availability.

Sep 5.1.2 for the reconciliation of this threat.

4.3.2.2 Message flooding

For Client-Server, an attacker can send a large volume of Messages, or a single Message that
comtains a large number of requests with the goal of overwhelming the ORC UA Server or
dependent components-on-w .
as|CPU, TCP/IP stack, operatmg system or the f|Ie system FIoodmg attacks can be conduc ed
at ultiple layers including OPC UA, SOAP [HTTP] or TCP.

Mdssage flooding attacks can use both well-formed and malformed Messages. In the first
scenario, the attacker could be a malicious person using a legitimate Client to flood the Seryer
with requests. Two cases exist, one in which the Client dogs\n6t have a Session with the Seryer
ang one in which it does. Message flooding may impair theyability to establish OPC UA Sessions
or ferminate an existing Session. In the second scefiario, an attacker could use a maliciqus
Client that floods an OPC UA Server with malformed\Messages in order to exhaust the Server's
reqources.

Fof PubSub, an attacker can send a larg€;volume of dataset messages with the goal| of
ovérwhelming the subscriber, the middleware or dependent components such as CPU, TCH/IP
stdck, operating system, or the file system. Flooding attacks can be conducted at multiple lay
indluding OPC UA, UDP, AMQP, and\MQTT.

13
=
(]

Aslin Client-Server, PubSub megssage flooding attacks can use both well-formed and malformed
Mdssages. For well-formedMessages, the attacker could be one in which the publisher is pot
a member of the SecurityGroup and one in which it is a member. For malformed Messages,|an
attpcker could use a malicious Publisher that floods a network with malformed Messageq in
order to exhaust the-§ystem’s resources.

In general, Message flooding may impair the ability to communicate with an OPC UA entity gnd
reqult in denial-of service.

4.3.2.3 Resource Exhaustion

An attacker can send a limited number of messages that obtain a resource on the system. The
commands are typically valid, but they each use up a resource resulting in a single Client
obtaining all resources blocking valid Clients from accessing the Server. For example, on a
Server in which only 10 Sessions are available, a malicious person using a legitimate Client,
might obtain all 10 Sessions. Or a malicious Client might try to open 10 secure channels, without
actually completing the process.

Resource exhaustion attacks do not occur in the same manner for PubSub communications
since no session or resources are allocated. For PubSub communication, the Publisher is not
susceptible. In broker-less PubSub communication, the Subscriber can, with the use of filters,
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bypass any resource exhaustion issues. In broker case, both the Publisher and Subscriber shall
connect to the broker. Although the Publisher and Subscriber are not directly susceptible (as in
the broker-less case), the broker is susceptible. The details for broker communication is not
part of OPC UA but is defined by the broker protocol.

4.3.2.4 Application Crashes

An attacker can send a special message that will cause an application to crash. This is usually
the result of a known problem in a stack or application. These system bugs can allow a Client
to issue a command that wouId cause the Server to crash, as an aIternate it mlght be a Server

= - . - - aph.
g to

=
<

If gn attacker has compromised the underlying operating system or the‘/network infrastructure,
thgn the attacker might be able to record and capture Messages. ltdnay be beyond the capability
of a Client or Server to recover from a-ecompromise-ofthe compromised operating system.

Eapesdropping impacts Confidentiality directly and if session establishment is not secuted
Authentication and Authorization. It also indirectly threaténs all-ef-the other security objectives

Sep 5.1.3 for the reconciliation of this threat.

4.3.4 Message spoofing

Thls includes feigning identities (usery application, process, etc.). An attacker may forge
Mdssages from a Client or a Server\0r a Publisher where the messages are forged to attempt
to fppear to be from an applicatiomother that the sending application or process. Spoofing may
ocgur at multiple layers in the jprotocol stack.

By|spoofing Messages from-a Client, a Server or Publisher, attackers may perform unauthorized
operations and avoid detection of their activities.

Mgssage spoofing.impacts Integrity and Authorization.
Sep 5.1.4 for‘the reconciliation of this threat.

4.3.5 Message alteration

Network traffic and application Tayer Messages may be captured or modified and-the-modified
Message forwarded to OPC UA Clients, Servers, and Subscribers. Message alteration may
allow illegitimate access to a system.

Message alteration impacts Integrity, Authorization, Auditability, Non-Repudiation and during
session / secure channel establishment Authentication.

See 5.1.5 for the reconciliation of this threat.

4.3.6 Message replay

Network traffic and valid application layer Messages may be captured and resent to OPC UA
Clients, Servers and Subscribers at a later stage without modification. An attacker could
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misinform the user or send a valid command such as opening a valve but at an improper time,
so as to cause damage or property loss. An attacker may attempt to establish a Session using
a recorded Session.

Message replay impacts Authorization and during Session |/ secure channel establishment
Authentication. See 5.1.6 for the reconciliation of this threat.

4.3.7 Malformed Messages

An attacker can craft a variety of Messages with invalid Message structure (malformed XML,

S
Su

Th
by
in

em

malformed Messages as a pre-step for a multi-level attack to gain accéss to the underly

SYS

Malformed Messages impacts Integrity and Availability.

Se

4.3

An
in

intrusive or damaging attack. The attacker might profile the target by sending valid or inva
formatted Messages to the target and tryste~recognize the type of target by the pattern of
nofmal and error responses.

Sefver profiling impacts all of the sécurity objectives indirectly.

Sep 5.1.8 for the reconciliation;of this threat.

4.3.9 Session hijacking

An|attacker may use.information (retrieved by sniffing the communication or by guessing) ab
a running Session-established between two applications to inject manipulated Messages (W
valid session~information) that allow him or her to take over the Session from the authoriz
user.

An|attacker may gain unauthorized access to data or perform unauthorized operations.

AP, UA Binary, etc.) or data values, and send them to OPC UA Clients, Servers
bscribers.

e OPC UA Client, Server or Subscriber may incorrectly handle certain malformed.Messag
performing unauthorized operations or processing unnecessary information..[tymight res
h denial or degradation of service including termination of the application,or,iin the case
bedded devices, a complete crash. In a worst-case scenario, an attacker could-alse |

tem of an OPC UA Application.

e 5.1.7 for the reconciliation of this threat.

.8 Server profiling

attacker tries to deduce the identity, type, software version, or vendor of the Server or Cli
prder to apply knowledge about specific yvulnerabilities of that product to mount a m

or
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Session hijacking impacts all of the security objectives.

See 5.1.9 for the reconciliation of this threat.

4.3.10 Rogue Server

An attacker builds a malicious OPC UA Server or installs an unauthorized instance of a genuine

OPC UA Serverin a system. The rogue Server may attempt to masquerade as a legitimate UA

Se

rver or it may simply appear as a new Server in the system.

The OPC Client may disclose necessary information.

A rogue Server impacts all of the security objectives except Integrity and Non-Repudiation.
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See 5.1.10 for the reconciliation of this threat.

4.3.11 Rogue Publisher

A rogue Publisher is an attacker that builds a malicious OPC UA Publisher or installs an
unauthorized instance of a genuine OPC UA Publisher in a system. The rogue Publisher may
attempt to masquerade as a legitimate UA Publisher or it may simply appear as a new Publisher
in the system.

A rogue Publisher impacts all of the security objectives except Integrity and Non-Repudiation.

Sep 5.1.10 for the reconciliation of this threat.

4.3.12 Compromising user credentials

An| attacker obtains user credentials such as usernames, passwords, Certificatés, or keys|by
observing them on papers, on screens, or in electronic communications, gr/by cracking them
thrpugh guessing or the use of automated tools such as password crackers.

Anjunauthorized user could launch and access the system to obtain all information and make
conmtrol and data changes that harm plant operation or informatien.“\Once compromised
crgdentials are used, subsequent activities may all appear legitimate.

Compromised user credentials impact Authentication, Authorization and Confidentiality.
Sep 5.1.11 for the reconciliation of this threat.

4.3.13 Repudiation

This is not a direct attack, since it is not about communication, but it is the trust following th
cofmunication. Repudiation causes trust issues with either the sender or the receiver of thg
dafa.

[

o

Repudiation impacts Non-Repudiation.
Sep 5.1.12 for the reconciliation of this threat.

4.4 OPC UA relationship to site security

OHC UA security.'works within the overall Cyber Security Management System (CSMS) of a
sit¢. Sites often have a CSMS that addresses security policy and procedures, personrel,
regponsibilities, audits, and physical security. A CSMS typically addresses threats that inclyde
thgse that"were described in 4.3. They also analyse the security risks and determine what
segurity-controls the site needs.

Resulting security controls commonly implement a “defence-in-depth” strategy that provides
multiple layers of protection and recognizes that no single layer can protect against all attacks.
Boundary protections, shown as abstract examples in Figure 1, may include firewalls, intrusion
detection and prevention systems, controls on dial-in connections, and controls on media and
computers that are brought into the system. Protections in components of the system may
include hardened configuration of the operating systems, security patch management, anti-virus
programs, and not allowing email in the control network. Standards that may be followed by a
site include NERC CIP and IEC 62351 (all parts) which are referenced in Clause 2.

The security requirements of a site CSMS apply to its OPC UA interfaces. That is, the security
requirements of the OPC UA interfaces that are deployed at a site are specified by the site, not
by the OPC UA specification. OPC UA specifies features that are intended so that conformant

Client-and-Server-produects OPC UA Applications can meet the security requirements that are
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expected to be made by sites where they will be deployed. Those who are responsible for the
security at the site should determine how to meet the site requirements with OPC UA conformant

products.

The system owner that installs OPC UA-Clients—or-Servers Applications should analyse its
security risks and provide appropriate mechanisms to mitigate those risks to achieve an
acceptable level of security. OPC UA meets the wide variety of security needs that might result
from such individual analyses. OPC UA-Clients—and-Servers Applications are required to be
implemented with certain security features which are available for the system owner’s optional
use. Each system owner should be able to tailor a security solution that meets its security and

ec
spe¢cification and external to OPC UA.

The security requirements placed on the OPC UA-Clients-and-Servers Applications-deployed
ite are specified by the site CSMS, not by the OPC UA specification. The ORC, UA secu
sp¢cifications, however, are requirements placed upon OPC UA-Client-and-Serverprody
Applications, and recommendations of how OPC UA should be deployed at & site in order
et the security requirements that are anticipated to be specified at theisite.

93500

C UA.

4.4 OPC UA security architecture

4.9.1 Overview

The OPC UA security architecture is a generic solution that allows implementation of

reduired security features at various places.in the OPC UA Application architecture. Depend
on|the different mappings described inJEC 62541-6, the security objectives are addressed
different levels. The OPC UA secufity architecture, for Client /| Server communication
striictured in an Application Layer and a Communication Layer atop the Transport Layer

shown in Figure 2.

C UA addresses some threats as described in 4.3. The OPC Foufndation recommends t
ent-and-Server OPC UA Application developers address the rémaining threats, as detai
Clause 6. Threats to infrastructure components that might result in the compromise of -G/
H-Server operating systems, where OPC UA Applicationss/are’running, are not addressed

OPC UA Client

Application Layer
o~User Authorization
e User Authentication

Session
<4---- >

OPC UA Server

Application Layer
o User Authorization
o User Authentication

[

Communication Layer <
o _Confidentiality

Secure Channel

>
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o _Confidentiality
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o Integrity
o App Authentication

o Integrity
e App Authentication

Transport Layer

Figure 2 — OPC UA security architecture — Client / Server

OPC UA also supports a Publish — Subscribe communications architecture (PubSub) and the
security architecture for that communication is illustrated in Figure 3.
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OPC UA Publisher OPC UA Subscriber
Communication Layer g Communication Layer
L] COnfldentlallty Secure Message . Confldentlallty

* Integrity o Integrity

Transport Layer

Figure 3 — OPC UA security architecture — Publisher-Subscriber

4.4.2 Client / Server

Client | Server communication can include both Session and sessionsteSs communication.

The routine work of a Client application and a Server application to transmit informati
seftings, and commands is done in a Session in the Application Layer. The Application La
alsp manages the security objectives user Authenticationcand user Authorization. The secu
objectives that are managed by the Application Layer,afe addressed by the Session Servig
thgt are specified in IEC 62541-4. A Session in the Application Layer communicates ove
Serure Channel that is created in the Communication Layer and relies upon it for sec
communication. All of the Session data is passed to the Communication Layer for furt
prqcessing.

Although a Session communicates over a Secure Channel and has to be activated before it ¢
be|used, the binding of users, Sessions,;and Secure Channels is flexible.

Impersonation allows a user to take ownership of an existing Session.

When If a Secure Channelbreaks, the Session will remain valid-and for a period of time allow
thg Client-will-be-able to re=éstablish the connection to the Session via a new Secure Chanr
Otherwise, the Sessiancloses after its lifetime expires.

The Communication Layer provides security mechanisms to meet Confidentiality, Integrity 3
application Authentication as security objectives. One essential mechanism to meet-the-abq
i these security objectives is to establish a Secure Channel (see 4.13) that is use(
seg¢ure the-communication between a Client and a Server. The Secure Channel provid
engryption to maintain Confidentiality, Message Signatures to maintain Integrity and-Dig
Ceftificates to provide application Authenticationfer. The data that comes from the Applicat

yer
rity

es
ra
ire
her

an

ng
el.

nd
AVEY
to
es
ital
on

La

mechanisms that are managed by the Communication Layer are provided by the Secure

Channel Services that are specified in IEC 62541-4.

rity

The security mechanisms provided by the Secure Channel services are implemented by a
protocol stack that is chosen for the implementation. Mappings of the services to some of the
protocol stack options are specified in IEC 62541-6 which-details define how-the functions-ef in

the protocol stack are used to meet the OPC UA security objectives.

The Communication Layer can represent an OPC UA connection protocol stack. OPC

UA

specifies alternative stack mappings that can be used as the Communication Layer. These

mappings are described in IEC 62541-6.
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If the OPC UA Connection Protocol (UACP) is used, then functionality for Confidentiality,

Intggrity, application Authentication, and the Secure Channel are similar to the SSL{TLS
spgcifications, as described in IEC 62541-6. Qy

The Transport Layer handles the transmission, reception, and the transport of a thaf is
prqvided by the Communication Layer. (-19

Tolsurvive the loss of the Transport Layer connections (e.g. TCP connectiohs) and resume with
a new connection, the Communication Layer is responsible for re-est hing the Transport
Layer connection without interrupting the logical Secure Channel. (bq,

The transport layer can also be used to implement Confidentialitﬁa% Integrity by using HTTPS
as|described in IEC 62541-6. It is important to note that HT @ certificates can be (and offen
ard) shared by multiple applications on a platform and th y can be compromised outsjde
of fhe OPC UA usage of them. All applications on théﬁplatform that use the same shafed
ceftificate have the same settings, such as disabling Q Lv2.

OHC UA provides a session-less Service instQtion (see IEC 62541-4 overview and gee
IEC 62541-6 for details). The session-less cq@unication provides User Authentication. The
cofnmunication channel provides Confidengfy'z ity and Integrity. The communication chanpel
might be an OPC UA Secure channel (witk@u a session). It might be a communication chanrjel,
su¢h as HTTPS, which relies on transport protocols to provide security. In addition, User
Authentication and/or Application At@ ntication can also be established by the use of |an
Actess Token which is obtained from an AuthorizationService (see IEC 62541-6 for details)|
xO
Additional communication ma@ﬁngs are described in IEC 62541-6. These mappings may rely
on|transport protocols to rovide Confidentiality and Integrity. One example is Websockats,
whjch utilizes HTTPS transport layer security to provide Confidentiality and Integrity.

4.4.3 Publish-e@scribe
4.4.3.1 o@’ew

The Pub, can be deployed in two environments, one in which a broker exists and one wht[\’(\:/h
is |bro less. For a detailed description of this model, see |EC 62541-14. The 0
enyi ents have different security considerations associated with them, and each will [be

de N dcaoanaratali,
CTToCU—STpuaratctys

4.5.3.2 Broker-less

The broker-less PubSub communication model provides Confidentiality and Integrity. This is
accomplished using Symmetric Encryption and signature algorithms. The required symmetric
keys are distributed by a Security Key Server (SKS) (see IEC 62541-14 for additional details).
The SKS makes use of the standard Client/Server security described in the previous section to
establish application Authentication as well as user Authentication. This approach allows all
applications (Publishers and/or Subscribers) in a SecurityGroup to share information.

A benefit of using shared symmetric keys is the high performance they offer, but a drawback is
that for a group of applications that use a shared symmetric key, all of the applications in the
group have the same rights. All applications shall trust all other applications in the group. Any
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application (Publisher or Subscriber) in the group can publish a message and any application
(Publisher or Subscriber) in the group can decode the message.

For example, a system might be composed of a shared symmetric group that is composed of a
controller (Publisher) and three Subscribers (say HMI’s). The controller is publishing messages
and the HMIs are receiving the messages. If one of the HMIs is compromised, it might start
publishing messages also. The other two HMIs will not be able to tell that the message was not
sent from the controller. One possible solution to this situation could be if the shared symmetric
group is composed of just the controller and one HMI. Additional groups would be created for
each HMI, then no HMI could affect the other HMIs. Other possible solutions could also involve
thgmetworkarcihitecture ang Servites, SUCiT a5 urmcast Testricted Tetwork Commumcation, put
thgse are outside the scope of the of OPC UA specification. The configuration of SecurityGrogps
reduires careful consideration when deploying systems to ensure security.

4.4.3.3 Broker

WHhen using a Broker in the PubSub model, the same shared symmetric key coneepts as defirjed
in $4.5.3.2 can be used to provide Confidentiality and Integrity. Furthermotey communicatior to
thg Broker can be secured according the rules defined for the BrokegryThese rules are pot
defined in the OPC Foundation specification but are defined by the Middleware. In many cages
thg Middleware requires the authorization of both the Publishers/and the Subscribers befpre
thgy can interact with the Broker. The Broker interactions can pfevide security mechanismg to
meet Confidentiality, Integrity and application or user Authertigation as security objectives]|. If
thg published message is not secured using the shared symhetric key concepts, the messgge
conmtent is visible to the Broker which creates some risk gfiman-in-the-middle attacks. The use
of the shared symmetric keys eliminates this risk.

4, SecurityPolicies

A $ecurityPolicy specifies which security mechanisms are to be used and are derived from a
Setgurity Profile (see 4.7 for details). Security-policies are used by the Server to announce whjch

mechanisms it supports and by the Clientto select one-of-those-available-SecurityPolicieg-to

to use with the Secure Channel it wishes to open or for the session-less connectjon
|shes to make. SecurityPolicies ate also used with PubSub communication. SecurityPolicjes
ied include the following infermation:

e |algorithms for signing and:éncryption,

e |algorithm for key derivation.

The choice of-SecyrityPoliey allowed SecurityPolicies is normally made by the administrgtor

typiically when the-Glientand-Serverproducts OPC UA Applications are installed. The availaple
segurity policies\are specified in IEC 62541-7. The Administrator can at a later-date time aJso

change or modify the selection of allowed SecurityPolicies as circumstances dictate.

The annhoeuncement of security policies is handled by special discovery services specified in
IEC62541-4. More details about the discovery mechanisms and policy announcemgent

OO0 A4 40
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In the Client Server communications pattern, each Client can select a policy independent of the
policy selected by other Clients.

For the Publish Subscribe communications pattern, the SecurityPolicy is associated with a
published DataSet and all Subscribers shall utilize the same SecurityPolicy.
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Since computing power increases every year, specific algorithms that are considered as secure
today can become insecure in the future; therefore, it makes sense to support different security
policies in an OPC UA Application and to be able to-migrate-forward-insuch-a-case adopt more
as they become available. NIST or other agencies even make predictions about the expected
lifetime of algorithms (see NIST 800-57). The list of supported security policies will be updated
based on recommendations such as those published by NIST. From a deployment point of view,
it is important that the periodic site-review checks that the currently selected list of security
profiles still fulfil the required security objectives and if they do not, then a newer selection of
Security Profiles is selected.

Th i i fCi i hat
im;Erove the level of security of OPC UA products. The application architecture of OP€\UA

Clipnts-and-Servers Application should be designed in a way that it is possible to update_er gdd
additional cryptographic algorithms to the application with little or no coding changes,

IEC 62541-7 specifies several policies which are identified by a specific unique URI. To imprgve
interoperability among vendors’ products, Server and Publisher products-shaltlimplement thgse
policies rather than define their own. Clients and Subscribers-shall support the same policigs.

[

4.1 Security Profiles

OHRC UA Client and Server products are certified against Profiles that are defined| in
IEC 62541-7. Some of the Profiles specify security functions and others specify other
furjctionality that is not related to security. The Profiles impose requirements on the certifjed
prqducts but they do not impose requirements on how the products are used. A consistgnt
minimum level of security is required by the various Profiles. However, different Profiles spegify
different details such as which encryption algorithms. are required for which OPC UA functiops.
If 4 problem is found in one encryption algorithm, then the OPC Foundation can define a new
Profile that is similar, but that specifies a different encryption algorithm that does not have a
known problem. IEC 62541-7,-notthis-Part 2; is the normative specification of the Profiles, put
Profiles are maintained in an on-line applicatjon
(https://apps.opcfoundation.org/profilereporting/) allowing for updating of Profiles, especially
segurity related profiles, in a timelier-ndanner than allowed by documentation publication cycles.

Policies refer to many of the same security choices as Profiles; however, the policy specifijes
whjch of those choices to userin'the Session. The policy does not specify the range of choiges
thdt the product offers, they are described in the Profiles that it supports.

These policies are included in Certification Testing associated with OPC UA-Clientand-Servprs
Applications. The~Certification Testing ensures that the standard is followed and that the
appropriate security algorithms are supported.

Each security mechanism in OPC UA is provided in—Client-and—Serverproducts OPC UA
Applicatigrs in accordance with the Profiles with which the-Client-or-Server OPC UA Applicatjon

complies. At the site, however, the security mechanisms may be deployed optionally. In this
waly ‘edch individual site has all of the OPC UA security functions available and can choagse
which of them to use to meet its security objectives.

Security Profiles describe a Profile “None” that is used for testing, but if any other more secure
Profiles are available, this Profile is disabled by default. Profile “None” provides no security.

4.8 Security Mode Settings

[T ” oo«

OPC UA supports the selection of several security modes: “None”, “Sign”, “SignAndEncrypt”.
Security mode “None” can only be used with security Profile None. It is disabled for all other
security Profiles. The choice of “Sign” or “SignAndEncrypt” is dependent on the CSMS; in some
applications where data confidentiality is not required, “Sign” may be sufficient.
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User Authentication

User Authentication is-previded-by-the-Session-Services-with-which achieved when the Client

passes user credentials to the Server as specified via Session Services (described in
IEC 62541-4). The Server can authenticate the user with these credentials.

The owner (user—who—is—communicating—over) of a Session can be changed using the

ActivateSession Service in order to meet needs of the application.

User Authentication is not directly part of the Publish-Subscribe communication pattern but is

us¢d as part of the SKS associated with this communication pattern.

4.10 Application Authentication

OHC UA uses a concept conveying Application Authentication to allow applications’that intg
to [communicate to identify each other. Each OPC UA Application Instance|has a-Dig
Ceftificate (Application Instance Certificate) assigned that is exchanged during/Secure Chan

es
on

check is accomplished using the concept of TrustLists. TrustListsy'are implemented ag

Ce
theg
als|
Ce
as

ablishment. The receiver of the Certificate checks whether it trusts the |Certificate and bas
this check, it accepts or rejects the request or response Message fremthe sender. This tr

rtificate Store designated by an administrator. An administrator-chal-determine determine
0 stores Certificate Authorities (CA). TrustLists—usualp/ that include CAs also incld

rtificate Revocation Lists (CRLs). OPC UA makes use, of<these industry standard conce
defined by other organizations.

DPC UA, HTTPS can be used to create SecurewChannels; however, these channels do
vide Application Authentication. If Authentication is required, it-shall-be is based on u
dentials (see 4.9). More details on Application' Authentication can be found in IEC 62541

1 User Authorization

Certificate is signed, validated and trustworthy before placing it in a TrustList. A Trustl
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C UA provides user ‘authorization based on the authenticated user (see 4.9). OPC
plications may det8rmine in their own way what data is accessible and what operations
horized or they 'may use Roles (see 4.12). Profiles exist to indicate the support of u
dentials to restriCt or control access to the address space.

2 Rolés

CAJA provides a standard approach for implementing role-based security. Servers n

ch

pOse to implement none, part or all of the mechanisms defined in IEC 62541-5. The OPC

UA
hre
ser

ay
UA

approach assigns Permissions to Roles. Clients are then granted Roles based on connect

on

information. Roles may be restricted by User Authentication, Application Authentication,
Security Modes, or Transports. The assignment of Roles and restrictions is application specific.
The interactions are illustrated in Figure 4.
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Figure 4 — Role overview
 additional description of roles, see in in IEC 62541-5.

3 OPC UA security related Services

[ 62541-4 that are used for applying various<security mechanisms to communication betws
C UA Clients and Servers.

e Discovery Service Set (specified-in IEC 62541-4) defines services used by an OPC
ent to-inform-—itself obtain information about the security policies (see 4.6) and the-Dig
rtificates of specific OPC UA Servers.

becure Channel which is‘responsible for securing Messages sent between a Client an
rver. The challengetof the Secure Channel establishment is that it requires the Client &
Server to securely exchange cryptographic keys and secret information in an insec
ironment, therefore a specific Key Exchange Algorithm (similar to SSL Handshake proto,
ined in SSL/TLS) is applied by the communication participants.

e OPC UA/ Client retrieves the security policies and-Digital Certificates of the OPC UA Ser
the above-mentioned discovery services. These-Digital Certificates contain the Public Ke
he OPC UA Server.

e OPC UA Security Services are a groupyof abstract service definitions specified| i

en

UA

b services of the Secure.Channel Service Set (specified in IEC 62541-4) are used to establjsh

i a
nd
ire
col

er
)yS

The OPC UA Client sends its Public Key in a-Digital Certificate and secret information with the
OpenSecureChannel service Message to the Server. This Message is secured by applying
Asymmetric Encryption with the Server’s Public Key and by generating Asymmetric Signatures
with the Client's Private Key. However, the-Digital Certificate is sent unencrypted so that the
receiver can use it to verify the Asymmetric Signature.

The Server decrypts the Message with its Private Key and verifies the Asymmetric Signature
with the Client’'s Public Key. The secret information of the OPC UA Client together with the
secret information of the OPC UA Server is used to derive a set of cryptographic keys that are
used for securing all further Messages. Furthermore, all other service Messages are secured
with Symmetric Encryption and Symmetric Signatures instead of the asymmetric equivalents.
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The Server sends its secret information in the service response to the Client so that the Client
can derive the same set of cryptographic keys.

Since Clients and Servers have the same set of cryptographic keys, they can communicate-in
a-secure-way securely with each other.

These derived cryptographic keys are changed periodically so that attackers do not have
unlimited time and unrestricted sequences of Messages to use to determine what the keys are.

prqvide a description of how to secure messages and also how to obtain the security_keys
redquired for message security.

The Publisher will utilize the keys provided to secure the message. It will encrypt [the body| of
thg message and sign the entire message. Subscribers will utilize the keys to degrypt and vefify
thg signature of the messages.

To] obtain the required keys, the Publisher or Subscriber make use” of Client — Seryer
cofnmunication. The keys may also be obtained using session-less method calls.

4.14 Auditing
4.14.1 General

Clients and Servers generate audit records of successful and unsuccessful connectjon
attempts, results of security option negotiations, coffiguration changes, system changes, uger
interactions and Session rejections.

OHC UA provides support for security audit trails through two mechanisms.

Firgt, it provides for traceability between*Client and Server audit logs. The Client generates|an
audlit log entry for an operation thaténcludes a request. When the Client issues a servjce
request, it generates an audit log-entry and includes the local identifier of the log entry in the
request sent to the Server. The Sérver logs requests that it receives and includes the Cliept’'s
en{ry id in its audit log entry(CJn this fashion, if a security-related problem is detected at the
Server, the associated Client'audit log entry can be located and examined. OPC UA does pot
require the audit entries-to be written to disk, but it does require that they be available. OPC
UA provides the capability for Servers to generate Event Notifications that report auditaple
Events to Clients capable of processing and logging them. See IEC 62541-4 for more details
onlhow services in-OPC UA are audited.

=

Serond, OPC UA defines audit parameters to be included in audit records. This promofes
comsistency across audit logs and in Audit Events. IEC 62541-5 defines the data types for these
patameters. Other information models may extend the audit definitions. IEC 62541-7 defines
Prq>files which include the ability to generate Audit Events and use these parameters, includjng
the Client audit record 1d.

Because the audit logs are used to prove that the system is operating securely, the audit logs
themselves-shall should also be secured from unauthorized tampering. If someone without
authorization were able to alter or delete log records, this could hide an actual or attempted
security breach. Because there are many different ways to generate and store audit logs (e.qg.
files or database), the mechanisms to secure audit logs are outside the scope of this
specification.

In addition, the information in an audit record may contain sensitive or private information, thus
the ability to subscribe for Audit Events—shall-be is restricted to appropriate users and/or
applications. As an alternative, the fields with sensitive or private information can instead
contain an error code indicating access denied for users that do not have appropriate rights.
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Subclauses 4.14.2, 4.14.3, 4.14.4 and 4.14.5 illustrate the behaviour of OPC UA Servers and
Clients that support Auditing.

4.1

Fig

4.2 Single Client and Server

ure 5 illustrates the simple case of a Client communicating with a Server.

OPC Client

Audit Entry ID: Z
Client A Audit Info

\ 4

A

Client “A” creates an audit log entry for a given operation, and issues an OPC UA
: : ; . ont's

audit entry id “Z”.

Audit Entry IR:Y
OPC Server > Client Name: A
‘D’ Server “D” creates an audit log entry for the service request, cross Client Audit Entry ID: Z
referencing it to the corresponding audit log entry of Client “A”. Seryer. D Audit Info

In
an
thg

Th

by
Cli

Us
rel

4.1

Fig
ag
UA

Figure 5 — Simple Servers

his case, OPC Client “A” executes some auditable operation that includes the invocatior
OPC UA service in Server “D”. It writes its own audit log entryy, and includes the identifie
t entry in the service request that it submits to the Server,

e Server receives the request and creates its own auditlleg entry for it. This entry is identif
its own audit id and contains its own Auditing infofmation. It also includes the name of
ent that issued the service request and the Client.audit entry id received in the request.

ng this information, an auditor can inspect\the collection of log entries of the Server 3
hte them back to their associated Client entries.

4.3 Aggregating Server

ure 6 illustrates the case of a~Client accessing services from an aggregating Server.
jregating Server is a Server, that provides its services by accessing services of other O
Servers, referred to as lower layer-Servers.
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v

OP?AC"“em Audit Entry ID: Z
Client A Audit Info

Client “A” creates an audit log entry for a given operation, and
issues an OPC UA service request as part of that operation.
The service request contains the client’s audit entry id “Z”.

'\

OPC Server Audit Entry ID: Y
“‘B” Client Name: A
-------------- Client Audit Entry ID: Z

OPC Client Server B Audit Info

Server “B” creates an audit log entry for the given
an. i ing i onding

v

audit log entry of Client “A” and issues an OPC UA
service request as part of that operation. The service
request contains the server’s audit entry id “Y”.

\4

OPC Server Audit Entry'1D: X

c e . . Client Name: B
Server “C” creates an audit log entry for the given Client Audit Entry ID: Y

operation, cross referencing it to the corresponding Servér C Audit Info
audit log entry “Y” of Server “B”, which acts as the
client to this server, and issues an OPC UA service
request to Server “D” in support of this request. The
service request contains the Server’s audit entry id

v

OPC Client

“X.
> Audit Entry ID: W
OPCHS’ferver ) . - Client Name: C
Server “D” creates an audit log entry for the service request,cross Client Audit Entry ID: X
referencing it to the corresponding audit log entry “X” of Client *C”, Server D Audit Info

which acts as the client to this server.

In
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Figure 6 — Aggregating Servers

his case, each of the Servers receives requests and creates its own audit log entry for the

ludes the name of the Client that issuéd the service request and the Client audit entry
eived in the request. The Server.then passes the audit id of the entry it just created to
t Server in the chain.

ng this information, an auditor can inspect the Server's log entries and relate them back
ir associated Client entries.

most cases, the Sekvers will only generate Audit Events, but these Audit Events will s

tain the same information as the audit log records. In the case of aggregating Serverg

m.

ch entry is identified by its own audit.id~and contains its own Auditing information. It aJso

id
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to
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ng.
ng

does not support Auditing.
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v

Audit Entry ID: Z

OPC Client
A Client A Audit Info

Client “A” creates an audit log entry for a given operation, and

issues an OPC UA service request as part of that operation. The
service request contains the client’s audit entry id “Z”.

OPC Server

OPC Client

Server “B” does does NOT support auditing and, therefore,

does NOT generate audit log entries. It issues an OPC UA
service request in support of the request it received. The
service request contains the audit entry id “Z” that was
received from the client.

A

v

y
OPC Server Audit|Entry ID: X
c Server “C” creates an audit log entry for the given Qjiertt Name: B

’ PR P . Client’Audit Entry ID: Z
K operation, cross referencing it to Server “B” and its "
OPC Client corresponding audit log entry “Z”. In this case, server Server C Audit Info

“B” acts as the client to this server, and “Z” was actually
written by Client “A”. This server also issues an OPC
UA service request in support of the request it received
that contains its audit entry id “X".

| ~ Audit Entry ID: W
OPC“[S)?rver » Client Name: C
Server “D” creates an audit log entry for the service request,'cross Client Audit Ent_ry ID: X
referencing it to the corresponding audit log entry “X” of Server “C”, which Server D Audit Info

acts as the client to this server.

In
theg
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support writing audit entries, the*entire system may be considered as not supporting Auditin
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Figure 7 — Aggregation with a non-auditing Server

this case, each of the Servers receives.requests and creates their own audit log entry
m, with the exception of Server “B” swhich does not support Auditing. In this case, Ser
passes the audit id it receives fromdts Client “A” to the next Server. This creates the requi
it chain. Server “B” is not listed as supporting Auditing. In a case where a Server does

he case of an aggregating Server that does not support Auditing, the Server would still
uired to subscribe for‘Audit Events from the Servers it is aggregating. In this manner, Ser
would be able to_pravide all of the Audit Events to Client “A”, including the event genera
Server “C” and,Server “D”, even though it did not generate an Audit event.

4.5 Aggregating Server with service distribution

ure 8dllustrates the case of a Client that submits a service request to an aggregating Sery
j the_aggregating service supports that service by submitting multiple service requests to
jerlying Servers.
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OPC Client
A

v

Audit Entry ID: Z

Client “A” creates an audit log entry for a given operation, and Client A Audit Info

issues an OPC UA service request as part of that operation. The

service request contains the client’s audit entry id “Z”.

OPC Server > Audit Entry ID: Y
“B” Client Name: A
OPG Client Server “B” creates an audit log entry for the given Client Audit Entry ID: Z

! - operation, cross referencing it to the corresponding audit Server B Audit Info

log entry of Client “A”, and issues two OPC UA service
requests as part of that operation. The service requests

contain-the-servers-audit-entnoid<Y”
Y

OPC Server . Audit Entry 1D¥X
C v Client Name; B
Server “C” creates an audit log entry for the Client Augit Entry ID: Y
service request, cross referencing it to the Serven C.Audit Info
corresponding audit log entry “Y” of Server
A4 “B”, which acts as the client of this server.
Audit Entry ID: W
OPQ.waer > Client Name: B
. . ) Client Audit Entry ID: Y
Server “D” creates an audit log entry for the service :
L A Server D Audit Info
request, cross referencing it to the corresponding

audit log entry “Y” of Server “B”, which acts as the
client of this server.
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Figure 8 — Aggregate Server with service distribution

ents from the Servers it is aggregating. In this manner, Server “B” would be able to prov
of the Audit Events to Client “A”, including.the event generated by Server “C” and Ser]

Security reconciliation
Reconciliation of threatsswith OPC UA security mechanisms

1 Overview

444 The follow
.2 to 5.1.12 recangile the threats that were described in 4.3 against the OPC UA functio
mpared to the regonciliation with the objectives that will be given in 5.2, this is a more spec
onciliation_that relates OPC UA security functions to specific threats. A summary of
onciliatiofds available in Table 1. Note that Server Profiling indirectly can affect all attac

the case of aggregating Servers, a Server would;alse be required to subscribe for Al
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Table 1 — Security Reconciliation Threats Summary

Attacks Authentication| Authorization Confidentiality| Integrity | Auditability | Availability Non-
Repudiation

Denial of
: X
Service

Eaves
Dropping

Message
Spoofing

Mgssage
Alteration

Mgssage
Replay

Mdlformed X
Mgssages

Sefver

Préfiling (X) (X) (X) (X) (X) (X) (X)

Syptem X X X X X X X
Hijpcking

Rogue
Sefver

Compro-
miging User X X X
Crg¢dentials

Rejpudiation X

5.1.2 Denial of Service
5.1.2.1 Overview

Sep 4.3.2 for a description of this threat. For discussion purposes, denial of service is broHen
intp three major categories messagde flooding, resource exhaustion and application crashes

5.1.2.2 Message flooding

OHC UA minimizes the, loss of Availability caused by Message flooding by minimizing the
amount of processingydone with a Message before the Message is authenticated. This prevepts
an[attacker from leveraging a small amount of effort to cause the legitimate OPC UA Applicatfon
to [spend a large‘amount of time responding, thus taking away processing resources frpm
legitimate activities.

Endpoints (specified in IEC 62541-4) and OpenSecureChannel (specified in IEC 62541-4)

processing. The response to OpenSecureChannel consumes significant Server resources
because of the signature and encryption processing. OPC UA has minimized this processing,
but it cannot be eliminated.

The Server implementation could protect itself from floods of OpenSecureChannel Messages
in two ways.

First, the Server could intentionally delay its processing of OpenSecureChannel requests once
it receives more than some minimum number of bad OpenSecureChannel requests. It should
also issue an alarm to alert plant personnel that an attack is underway that could be blocking
new legitimate OpenSecureChannel calls.
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Second, when an OpenSecureChannel request attempts to exceed the Server's specified
maximum number of concurrent channels, the Server replies with an error response without
performing the signature and encryption processing. Certified OPC UA Servers are required to
specify their maximum number of concurrent channels in their product documentation as
specified in IEC 62541-7.

OPC UA user and Client Authentication reduce the risk of a legitimate Client being used to
mount a flooding attack. See the reconciliation of Authentication in 5.2.23.

In PubSub, the Subscriber filters messages that it processes based on header information,
allpwing it to quickly discard any messages that do not conform to its required filter. In additipn,
thgd message signature is checked to eliminate any message that is well formed, but not frpm
thg desired SecurityGroup. PubSub can also be configured for unicast instead of mtiticgst,
whjch allows the network infrastructure to block multicast flooding attacks.

OHC UA Auditing functionality provides the site with evidence that can help-th€ site discoyer
thdt flooding attacks are being mounted and find ways to prevent similar future atta¢ks
(sge 4.14). As a best practice, Audit Events should be monitored for, excessive connectjon
requests.

OHC UA relies upon the site CSMS to prevent attacks such as{Message flooding at protofcol
layers and systems that support OPC UA.

5.1.2.3 Resource exhaustion

OHC UA user and Client Authentication reduce theisk of a legitimate Client being used| to
mdunt a resource exhaustion attack. Additionally{Sérver Auditing allows the detection of the
Client if a resource exhaustion attack was carried out by a legitimate Client. Servers are also
reduired to recycle OpenSecureChannel request that have not been completed (specified in
IEC 62541-4), this will eliminate attacks. ff06m non-legitimate Clients. Resource exhaustjon
attpcks do not apply to PubSub Systems, since no sessions or resources are allocated.

5.1.2.4 Application Crashes

OHC UA provides certification . OPC UA Applications. The lab testing and certification includes
tegting by injecting error_and junk commands which might discover common faults. OPC
Folindation stacks are alsa.fuzz tested to ensure they are resilient to errors. Although a certifled
OHC UA Application dees  not guarantee fault free operation, the certified OPC UA Applicatfon
is more likely to be resjlient to application crashes caused by denial of service attacks.

5.1.3 Eavesdropping

Sep 4.3.3 fon a description of this threat.

OHRC<UA provides encryption to protect against eavesdropping as described in 5.2.5.

5.1.4 Message spoofing

See 4.3.4 for a description of this threat.

As specified in IEC 62541-4 and IEC 62541-6, OPC UA counters Message spoofing threats by
providing the ability to sign Messages. Additionally, Messages will always contain a valid
Session1B—Secure—Channel1BD—RequestIB; Sessionld, SecureChannelld, Requestld and
Timestamp as well as the correct sequence number. OPC UA, when operating as part of a
Session, restricts user spoofing in the same manner since the user information is provided as
part of the Session establishment. It is important that when a device starts up, the Sessionld
that is initially assigned to the first Session is a random number or a continuation of the last
Session number used and is not always reset to 0 or a predictable number.
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As specified in IEC 62541-14, OPC UA PubSub counters Message spoofing threats by providing
the ability to sign messages. Messages can also contain a valid Publisherld, DataSetClassld,
timestamp information, network message number and sequence number, which further restricts
Message spoofing.

5.1.5 Message alteration

See 4.3.5 for a description of this threat.

OPC UA counters Message alteration by the signing of Messages that are specified in
IE(¥ 02541-4 and IEC 62541-14. It Messages are altered, checking the signature will reveal any

changes and allow the recipient to discard the Message. This check can also prevent
unintentional Message alteration due to communication transport errors.

5.1.6 Message replay

Sep 4.3.6 for a description of this threat.

OHC UA uses-Sessiontbs—Seecure-ChanneltBs Sessionlds, SecureChannellds, Timestamps,
seqluence numbers and-ReguesttDs Request/ds for every requestCand response Message.
Mdssages are signed and cannot be changed without detection therefore it would be very hard
to replay a Message, such that the Message would have a valid ‘Session ID, Secure Chanphel
ID,| Timestamp, Sequence Numbers and Request ID. (All of which are specified in IEC 62541-4
ang |[EC 62541-6). The establishment of a secure chann€l / Session includes the same
sighature, timestamps and sequence number that are paff‘of all messages and thus cannot|be
reglayed.

OHC UA PubSub uses Publishld, DataSetld, \and can use Timestamps, network messgge
numbers, and sequence numbers for publishedessages. Messages can be signed and canpot
be|changed without detection; therefore, it widuld be very hard to replay a message that hasjall
of the fields enabled. It is worth noting ‘tbat PubSub does allow the disabling of fields in a
mgssage. The disabling of the Timestainp, network message number and sequence number,
wopld allow replay attacks. If a replay-attack is of concern in a CSMS, then these field shopld
belenabled.

5.1.7 Malformed Messages

Sep 4.3.7 for a description of this threat.

Implementations (0f,"OPC UA-Client—and—Server—products Applications counter threats| of

malformed Messages by checking that Messages have the proper form and that parameterq of
Mdssages are-within their legal range. Invalid Messages are discarded. This is specified in
IEC 62541¢4)1EC 62541-6 and IEC 62541-14.

5.1.8 Server profiling

See 4.3.8 for a description of this threat.

OPC UA limits the amount of information that Servers provide to Clients that have not yet been
identified. This information is the response to the GetEndpoints service specified in
IEC 62541-4.

5.1.9 Session hijacking

See 4.3.9 for a description of this threat.

OPC UA counters Session hijacking by assigning a security context (i.e. Secure Channel) with
each Session as specified in the CreateSession Service in IEC 62541-4. Hijacking a Session
would thus first require compromising the security context.
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5.1.10 Rogue Server or Publisher

See 4.3.10 and 4.3.11 for a description of this threat.

OPC UA Client applications counter the use of rogue Servers by validating Server Application
Instance Certificates. There would still be the possibility that a rogue Server provides a
Certificate from a certified OPC UA Server, but since it does not possess the appropriate Private
Key (because this will never be distributed) to decrypt-and-verify Messages secured with the
correct Public Key, the rogue Server would never be able to read and misuse secured data sent
by a Client. Also, without the Private Key the Server would never be able to sign a response

i yaYH i
megssagetoa—Crret:

OHC UA Subscriber applications counter the effect of a rogue Publisher by validatiftg the
sighature on the published messages.

5.1.11 Compromising user credentials

Sep 4.3.11 for a description of this threat.
OHC UA protects user credentials sent over the network by encryption as described in 5.2.5§.

OHC UA depends upon the site CSMS to protect against otherattacks to gain user credentigls,
su¢h as password guessing or social engineering.

5.1.12 Repudiation

Sep 4.3.13 for a description of this threat.

OHC UA Client and Server applications counter Repudiation by the signing of Messages that
arg specified in IEC 62541-4. A signed message indicates that the message originated from the
owher of the private key. During QpehSecureChannel and Session establishment the
communicating parties are clearly identified and confirmed. Lastly, Auditing as described in
IEC 62541-4 will track the information’associated with the message.

5.4 Reconciliation of objectives with OPC UA security mechanisms

5.2.1 Overview

-8 The following subclauses reconcile the
ob ectlves that were descrlbed |n 4 2 W|th the OPC UA functions. Compared to the reconciliatjon

ity

: v hg.
As specified in the GetEndpoints and OpenSecureChanne/ services in IEC 62541 -4, OPC UA
Client and Server applications identify and authenticate themselves with X.509 v3 Certlflcates
and associated private keys (see X509}). Some choices of the communication stack require
these Certificates to represent the machine or user instead of the application.

For publish subscribe communications, Client Server communications is required to obtain the
shared keys from a Security Key Service (SKS). Although the application authentication is not
directly between the Subscriber and the Publisher, the SKS ensures that only authenticated
applications can obtain the keys used by the Publisher and Subscriber.
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5.2.3 User Authentication

OPC UA Applications support Authentication of users by providing the necessary Authentication
credentials to the other entities. As described in the-OpenSecureChannel ActivateSession
service in IEC 62541-4, the OPC UA Client accepts a UserldentityToken from the user and
passes it to the OPC UA Server. The OPC UA Server authenticates the user token. OPC UA
Applications accept tokens in any of the following-three forms:-username/password—anX-509v3

Certificate{see [ X509 -ora\WS-SecurityToken username/password, X.509 v3 Certificate (see
X509), or JSON Web Token (JWT).

AS OVUUIIIGU III I.IIU \JIGGLC\JCOOIUII Gllu I'\L:LIVGLC\JCOOIUII UGIVIUGO III II_C 82541 4, II he
UsgrldentityToken is a-Digital Certificate then this token is validated with a challenge-respanse
prqcess. The Server provides a Nonce and signing algorithm as the challenge\in |its
Cre¢ateSession response. The Client responds to the challenge by signing the Server’s Norjce
and providing it as an argument in its subsequent ActivateSession call.

5.2.4 Authorization

OHC UA does not specify how user or Client Authorization is to_be ‘provided. OPC A
Applications that are part of a larger industrial automation product maylmanage Authorizations
consistent with the Authorization management of that product. Identification and Authenticatjon
of hisers is specified in OPC UA so that Client and Server applications can recognize the uger
in prder to determine the Authorization level of the user.

OHC UA Servers respond with the Bad UserAccessDenied error code to indicate |an
Authorization or Authentication error as specified in the status codes defined in IEC 62541-4.

In PubSub interactions user Authorization can be“used as part of the key distribution (SK|S).
This allows the Publisher and SKS to restrict acgess to specific users.

5.2.5 Confidentiality

OHC UA uses Symmetric and Asymmétric Encryption to protect Confidentiality as a secufity
objective. Thereby Asymmetric Eneryption is used for key agreement and Symmetric Encryptjon
for|securing all other Messages sent between OPC UA Applications. Encryption mechanisms
arg specified infUA-Part 6] IEG 62541-6 and IEC 62541-14.

OHC UA relies upon ghe. site CSMS to protect Confidentiality on the network and system
infrastructure. OPC UA-relies upon the PK/ to manage keys used for-Symmetric-and Asymmelric
Enpryption which js\then used to establish symmetric session keys.

5.4.6 Integrity

OHRC UA-uses Symmetric and Asymmetric Signatures to address Integrity as a security
objective. The Asymmetric Signatures are used in the key agreement phase during the Seclire
Chlannél establishment. The Symmetric Signatures are applied to all other Messages includjng
PubSub messages.

OPC UA relies upon the site CSMS to protect Integrity on the network and system infrastructure.
OPC UA relies upon the PKI to manage keys used for-Symmetric-and Asymmetric Signatures
which is then used to establish symmetric session keys.

5.2.7 Auditability

As specified in the UA Auditing description in IEC 62541-4, OPC UA supports Audit logging by
providing traceability of activities through the log entries of the multiple Clients and Servers that
initiate, forward, and handle the activity. OPC UA depends upon OPC UA Application products
to provide an effective Audit logging scheme or an efficient manner of collecting the Audit
Events of all nodes. This scheme may be part of a larger industrial automation product of which
the OPC UA Applications are a part.
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5.2.8 Availability

OPC UA minimizes the impact of Message flooding as described in 5.1.2.

Some attacks on Availability involve opening more Sessions than a Server can handle thereby
causing the Server to fail or operate poorly. Servers reject Sessions that exceed their specified
maximum number. Other aspects of OPC UA such as OPC UA Secure Conversation-or- WS
Secure-Conversation can also affect availability and are discussed in IEC 62541-6.
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Overview

use 6 provides guidance to vendors that implement OPC UA Applications. Since many
countermeasures required to address the threats described above fall outside-the scope
OPC UA specification, the advice in Clause 6 suggests how some of those’¢ountermeasu

 each of the following areas, Clause 6 defines the problem spacex-identifies consequeng
ppropriate countermeasures are not implemented and recommegnds best practices.

Appropriate timeouts

neouts, the time that the implementation—shal—wait Araits (usually for an event such
ssage arrival), play a very significant role in influehcing the security of an implementati
ential consequences include

Session, if the timeouts are very large.

Resource consumption: When a Client.is'idle for long periods of time, the Servershall-ke
keeps the Client's buffered Message or information for that period, leading to resou
exhaustion.

b implementer should use reasonable timeouts for each connection stage.

Strict Message pracessing

b specifications oftenspecify the format of the-right correct Messages and are silent on w
implementation(should do for Messages that deviate from the specification. Typically,

The implementer should do strict checking of the Message format and should either d
the packets or send an error Message as described below.

—, \Error handling uses the error code, defined in IEC 62541-4, which most precisely fits
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Denial of service: Denial of service conditiens may exist when a Client does not reseft a
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tondition and only when returning an error code is appropriate. Error codes can be ug

ed

as an attack vector, thus their uses should be limited as described In IEC 62541

-4.

IEC 62541-4 describes that a single generic error is returned before and during the
establishment of a secure channel. Once the secure channel has been established then

appropriate specific error codes are returned.

— Another attack vector that can be used is timing variations; this is minimized by the
description in IEC 62541-4 that requires the closing of the socket for any errors when

establishing a secure channel. Vendors should be careful in their implementation

to

ensure that all paths that result in the closure of the socket do not provide a timing hint
indicating which failure path was encountered. This can be accomplished by having a

random delay before closing the socket or before returning a generic error code.

All arrays lengths, string lengths and recursion depth should be strictly enforced and

processed.
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6.4 Random number generation

Random numbers that meet security needs can be generated by suitable functions that are
provided by cryptography libraries. Common random functions such as using rand() provided
by the “C” standard library do not generate enough entropy As an alternatlve |mplementers
could use the random number—gene ; ; : A
e e i B generators prowded by the Mlcrosoft Wlndows Crypto I|brary
(WinCrypt library) or by OpenSSL. Even the random functions provided in cryptography libraries
require a source of entropy to initialize and the required entropy is not always available on
embedded devices. PCs can use several individual pleces of information (hardware ids like
CP
enfropy, but embedded devices are built completely identically. Often only the time and maybe
a MAC address is left for entropy. These sources of entropy can be guessed or discayvergd.
Thl|s makes the embedded devices very vulnerable.

A ¢gommon mistake is to generate cryptographic keys during the first boot. Thug'‘even the time
infprmation is predictable (creation time is stored e.g. in a certificate). Some alternate solutigns
a endor might want to consider:

e | Add specific entropy generator hardware when designing embeddéd, devices.

¢ |Do not generate certificates on embedded devices. Use an<xiernal tool or the GDS]| to
generate the certificate and load it onto the device. A probtem could still remain for the
symmetric keys, as these are normally not created directly) during the boot phase; rather
they are created when a client connects.

e |Wait long enough until enough entropy information is available. Some operating systems
provide hints when they have reached this point,

e |For embedded systems without a good entropy‘source it may help to store the cryptographic
pseudo-random number generator (CPRNG)'state, so that it will not produce the same
random numbers after every boot.

Vehdor should ensure that cryptographic, fithctions they use are initialized with suitable entrapy
angl that the generated certificates aresnot created in a predictable manner.

6.3 Special and reserved packets

The implementation-shal-understand understands and correctlyinterprets any Message types
thdt are reserved as special (such as broadcast and multicast addresses in IP specificatign).
Falling to understand and-interpret those special packets may lead to vulnerabilities.

6. Rate limiting and flow control

OHRC UA dees' not provide rate control mechanisms; however, an implementation gan
incorporaté_rate control.

6.7 Administrative access

OPC UA describes that certain functionality, such as the management of CertificateStores,
should be restricted to administrators.IEC 62541 (all parts) does not describe the details
associated with administrative access. The nature of administrative access varies from platform
to platform. Some platforms only have a single administrator. Other platforms provide multiple
levels of administrative access such as backup administrator, network administrator,
configuration administrator, etc. The deployment site should make appropriate selections for
administrator access and the implementer should allow for the configuration of appropriate
administrator account access.

Administrative access restrictions include items such as configuration files for Servers and
Clients. For example, configuration files might contain paths to certificate stores or exposed
endpoints both of which if changed could cause major issues.
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Administrative access should also be used to control Audit Events, see 4.14 for additional
details.

6.8 Cryptographic Keys

Security Profiles defined in IEC 62541-7 describe required algorithms and required key lengths.
Key length requirements may be specified as a range, i.e. 1024-2048. It is important that an
OPC UA Application supports the entire range for its Application Instance Certificate. This
allows an end user to generate a key (Application Instance Certificate) that meets their security
requirements. This may be
uset—TorexXxampre,Key . S and
usé¢r generates certificates for the high be
comsidered secure (depending on the other algorithms).

6.9 Alarm related guidance

OHC UA supports a robust Alarm and Condition information model which includes the ability to
disiable alarms, shelve alarms, and to generally manage alarms. Alarm processing gnd
m{;agement is an important part of maintaining efficient control of a{plant. From a secufity
point of view, it is important that this avenue be adequately protected, to ensure that a rogue
agent does not create a dangerous or financial situation. OPC UAqyprovides the tools requifed
for|this protection, but the implementer needs to ensure that they“are exercised correctly. [All
furjctions that allow changes to the running environment are able to generate Audit Events gnd
arg to be restricted to appropriate users.

The disabling of Alarms is one such function that{should be restricted to personnel with
appropriate access rights. Furthermore, any action that disables an alarm, whether it be initiated
by [personnel or some automated system, should generate an Audit Event indicating the actipn.

The shelving of alarms should follow similarguideline as the disabling of alarms with regard to
acg¢ess and Auditing, although it may bg available to a wider range of users (operatqrs,
engineers). Also, the implementer should ensure that appropriate timeouts are configured [for
Algrm Shelving. These timeouts should’ensure that an Alarm cannot be shelved for a period of
time that could cause safety concerns.

Diglog Events could also be . Used to overload a Client. It would be a best practice for Servers
thgt support dialogs to restrict the number of concurrent dialogs that could be active. Also,
Dialogs should include,some timeout period to ensure that they are not used to create a DQS.
Client implementers ssfiould also ensure that any dialog processing cannot be used|to
ovérwhelm an operator. The maximum number of open dialogs should be restricted, and dialags
should be able to be ignored (i.e. other processing should still be available).

6.10 Program access

OHC UA describes functionality that allows for programs to be executed as part of the OPC UA
Sefvers These programs can be used to perform advanced control algorithms or other actiops.
Theuse o P appropriate access rights.
Furthermore, the definition of Programs should be carefully monitored. It is recommended that
statistics be maintained regarding the number of defined programs in addition to their execution
frequency. This information-shal-be is available to administrative personnel. In no case should
an unlimited number of program executions be allowed.
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6.11 Audit event management

The OPC UA specification describes Audit Events that are to be generated and the information
that these Audit Events-shal include as a minimum; however, the specification does not describe
how these Audit Events are handled once they are generated. Audit Events can be subscribed
to by multiple Audit tracking systems or logging systems. The OPC UA specification does not
describe these systems. It is assumed that any number of vendor provided systems could
provide this functionality. As a best practice whatever system is used to store and manage,
Audit Events should ensure the following:

e The svystem should ensure that Audit Events are not tampered with once they are recejved.

e |the Subscription for Audit Events should be via a Secure Channel to ensure they are pot
tampered with while in transition.

e |[for Clients that log audit events, it is recommended that the logged audit events/hepersisied
in such a manner that the audit events can be authenticated and linked~to)the origipal
transaction.

An| Audit event management system could have additional requirements based on the gite
CMS.

6.12 OAuth2, JWT and User roles

OAuth2 defines a standard for Authorization Services that produce JSON Web Tokens (JWT),
alsjo known as Access Tokens. These JWTs are passed asvan Issued Token to an OPC UJA
Sefver which uses the signature contained in the JWTcto validate the token. JWT can also
prqvide information to the Server regarding the rolestassociated with the Authenticated uger.
The enforcement of the roles is the responsibility offthe Server. IEC 62541-4, IEC 62541-5 gnd
IEQ 62541-6 describes OAuth2 and JWTs in moretdetail. Sites should ensure that they follow
thg best practices defined in the site CSMS for @Auth2.

6.13 HTTPs, SSL/TLS & Websockets

HT|TPs defines a standard transport.Security. This transport security does not always enslire
engl to end security. Proxy servers_0r other intermediaries may exist. If end to end security is
required, then additional steps stich as a VPN should be taken.

If §SL/TLS communication is*support, the keys used for TLS shall be different than the keys|for
TCP communication. Reusing the keys introduces security issues. Only TLS 1.2 should |be
engbled; other versiohsiof TLS have security issues and should not be enabled.

SL| version 2 hias.Security issues and should be disabled. It is important that it is disabled [for
all [applicatiofis™on the machine, not just for the UA application.

WebsoeKets is just another protocol that is secured using HTTPS. If using Websockets, all| of
thg sécufity guideline for HTTPs and TLS should be followed.

6.14 Reverse Connect

Reverse connect allows a Server to initiate the connection to a Client (open the socket sending
a HEL message). This results in an additional security concern for the Client, in that the Client
needs to validate that the connection is from an appropriate Server and not a denial of service
attack. If the Server does not respond in a timely manner to the open SecureChannel request,
the Client should close the channel.
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Unsecured Services

Overview

OPC UA provides a number of services that do not require security to access. These services
require special consideration from a security point of view. These services provide capabilities
that allow clients to discover servers and connect to them. The Discovery services are available

as

local services or global services and can be multicast.

7.2 Multicast Discovery
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Multicast DNS operations are insecure because of their very nature; they,%ﬂm; rogue serv
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ca:l: be minimized if OPC UA security is enabled and all applications u

C UA can be configured to support discovery in multiple manners. One of the opti n‘A
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ertificate trust lists
trol access. Also, Clients should cache connection information{minimizing the lookup
rver information. However, even if you use UA security, multic NS should be disabled
ironments where an attacker can easily access the networ&.)
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.1 Overview <
$
b Global Discovery Server (GDS) @a special OPC UA Server that provides Discov
vices for a plant or entire systef. In addition, it can provide certificate managem

ctionality (see IEC 62541-12).0

bre are multiple methodS‘\Q\(}Ecessing a GDS:

Servers can register with the Discovery Server;
Clients can que@%e GDS for available Servers;
Clients can Lﬁ)certificates from the GDS;
Servers £J|| certificates from the GDS;

The %gcan push certificates to a Server;
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veral types of threats TTeedto be discussed - withrregardto theavaitabteaccess methods:

Threats where a rogue GDS is in a system;
Threats against the GDS, including the presence of rogue Clients or Servers;
Threats against the certificate management functionality provided by a GDS.

7.3.2 Rogue GDS

The following guidelines are important to remember when dealing with a GDS:

It is important that Servers register with the Discovery Server they are configured to regis
with and that Servers do not blindly register with a GDS that it has not been configured

ter
to

register with. Servers have to be aware that a Discovery Server might be a rogue Server.
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e A Server registers all endpoints that it provides, ensuring that the list provided by the
Discovery Server and the Server match. This ensures that Clients can determine if the
Discovery Server provided valid information.

e Clients should be aware of rogue Discovery Servers that might direct them to rogue Servers.
Clients can use the SSL/TLS server certificate (if available) to verify that the Discovery
Server is a Server that they trust and/or ensure that they trust any Server provided by the
Discovery Server.

e As described in IEC 62541-4, Clients always verify that they trust the Server certificate and
that the EndpothrI matches the HostNames speC|f|ed in the certlflcate before it creates a

returned by the Server and ver|f|es that it used the best securlty possible and the.t he
Server’s Certificate matches the one that the Client used to conng The
EndpointDescription provided by the Server includes a relative Secur/tyLevelth sec to

determine if the most secure endpoint was used.
7.3.3 Threats against a GDS q/q/

As|described in IEC 62541-4, the FindServersOnNetwork Service can béb '\ed without secufity
angl is therefore vulnerable to denial of service (DOS) attacks. A overy Server shojld
mimimize the amount of processing required to send the response foxifiis Service. This can|be
achieved by preparing the result in advance. &

The GDS only accept Server registrations from Servers th@fgre trusted or have appropriate
administrative access rights. This will help ensure tha rogue Server does not become

redistered with a GDS.
«°
QO

A ¢DS, that also provides certificate managerﬁé}n‘t supports User Access security as descrijed
in | IEC 62541-12. This includes restri &Qg all certificate management functionality | to
administrators. Furthermore, the list lients that are allowed to access management
furlctionality may be limited. §

7.3.4 Certificate management threats

¥
Certificate management includes(@ provisioning phase and run time phase. The provision|ng
phase is when the GDS is iding initial certificate(s) to Clients or Servers that are just

enfering the system. The ‘1&-Pme phase is the day to day operation of system and includes
prqviding updated CRLs, ceftificate renewals and updated trust lists.

=

The provisioning o stems is inherently not secure, but can be very useful in providing a
grgatly smphﬁed@ployment of a complex system. Provisioning in a GDS is not enabled|by
default, but reqbires an administrative action to enable. It is also recommended that the
prcvisionin&@e ure, when enabled, will only stay enabled for a limited time.

The runtime phase of GDS certificate operations can be performed in a very secure manner,
sin| Servers and Clients already have certificates to ensure a secure connection. For the
pU h IIIUdU: Uf UUItIfIUGtU manayclllcnt, thU CDS Uetabllehcc (<] OUUUIU UhGIIIIUI USiny Lhc hlyh ust
security level available in the target Server. It does not provide updated CRLs, Certificates or
TrustLists via an endpoint that has a lower security level than the security level of the updates.
For example, if a 4096 certificate is to be updated, it cannot be updated using a 2048 channel,
but a 2048 certificate can be updated using a 4096 channel. If a new higher level certificate
needs to be deployed, it is handled in the same manner as the provisioning of a new server.
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8 Certificate management

8.1.1 Overview

OPC UA Applications typically have Application Instance Certificates to provide application level

security. They are used for establishing a secure connection using Asymmetric Cryptograp
These Application Instance Certificates are-Digital Certificates which are X.509 v3 Certifica

hy.
tes

and contain a list of data items that are defined in IEC 62541-4 and completely described in
IEC 62541-6. These data items describe the Application Instance that the-Digital Certificate is

assigned to.

The-Digital Certificates include a Digital Signature by the generator of the Certificate. This

Digital Signature can be self-signed (The signature is generated by the Private Key associa
with X.509 v3 Certificate that is the Application Instance Certificate) or can be signed b

ed

Ceftificate Authority (The signature is generated by the Private Key associated with the X.§09
v3|Certificate of the CA). Both types of Certificates provide the same level of security and ¢an

be|used in Asymmetric Cryptography. The Signatures can be generated using a variety

aldorithms, where the algorithms provide different levels of security (128 hif,"256 bit, 512 bit |
The algorithm that is required for signing a certificate is specified as paftof the Security Policy

).

Sefvers and Clients should be able to support more than one certificaté since more than gne

ceftificate may be required depending on the Security Profiles that)are being supported.

Asymmetric Cryptography makes use of two keys — a Private-Key and a Public Key. An O

PC

UA Application will have a list of trusted Public Keys that represent the applications it trugts.

This list of trusted Public Keys is stored either in the Windows Registry or a file folder. It

ill
UA

Application can use a Public Key, from its list, te,'validate that the signature on a receiyed

the Public Key of the target application tocencrypt data, which can only be decrypted us
thg Private Key of the target application.

8.1.2 Self-signed certificate management

The major difference between CA signed and self-signed—Digitat Certificate in an OPC

when to use a CA issued-Digital Certificate versus a self-signed-Digital Certificate depends
thq installation and site requirements.

Flv
Ceftificates.

insLaIIation is the effort required™to’ deploy and maintain the-Digital Certificates. The choicqg of

Iso
ng

UA

on

dure 9 illustrates thev'work that is required to maintain the trust list for self-signed-Digftal
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Manual Certificate Handling
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Figure 9 — Manual Certificate handling

administrator would be required to copy the Public Key associated-with all Client applicatic
il Server applications that they may need to communicate with.*In addition, the administra
uld be required to copy the Public Key associated with all\Server applications to all Cli
blications that may need to communicate with them. As‘the number of Servers and Clie
ws, the administration effort can become too burdensome. In addition, a-Digital Certific
5 a lifetime and will need to be replaced with an updated-Digital Certificate at some poin

ys to be copied again. In very small installations, explicitly listing what Clients a Server tru
installing the Public Key of the Client Application Instance Certificate in the Trus
rtificate store of the Server may be acceptable.

3 CA Signed Certificate management

systems with multiple Servers and Clients, the installation of Public Keys in Trust Lists d
y quickly become cumbersome: In these instances, the use of a company specific CA g
atly simplify the installation/configuration issues. The CA can also provide additional bene
h as management of-Bigital Certificate expiration and Certificate Revocation Lists (CR
ure 10 provides an illustration of this activity.

ns
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Figure 10 — CA Certificate handling

The administrator will need to generate a CA signed Application Instance Certificate for|all
Clients and Servers that are installed in a system, but he will only need to install the CA Public
Kely on all machines. When a-Digital Certificate)expires and is replaced, the administrator Wwill
only need to replace the expired-Bigitat Certificate (Public Keys and Private Keys), there willlbe
no|need to copy a Public Key to any locations.

The company specific CA allows theieompany to control the issuing of-Digital Certificates. The
us¢ of a commercial CA (such as MeriSign) would not be recommended in most cases. An OPC
UA Application typically is configured to trust only the other applications determined by the
Company as trusted. If all-Bjgital Certificates issued by a commercial CA were to be trustgd,
thgn the commercial CA would be controlling which applications are to be trusted, not the
cofnpany.

Ceftificate management needs to be addressed by all application developers. Some
applications may.make use of Certificate management that is provided as part of a system wjde
infrastructure;others will generate self-signed-Digital Certificates as part of an installation. See
IEC 62541¢12 for additional details on system wide infrastructures for Certificate managemgnt.

8.1.4 GDS Certificate Management

8.1.4.1 Overview

In some systems, a GlobalDiscoveryServer with Certificate Management may be deployed. The
GlobalDiscoverServer will either push certificates to Clients and Servers or allow Servers and
Clients to pull certificates. The GlobalDiscoveryServer certificate management can manage all
certificate deployments; this includes TrustLists, CAs and CRLs.

8.1.4.2 Developers Certificate management

From a developer point of view, it is a best practice, if your OPC UA Application supports
Certificates, that it automatically provides a self-signed Application Instance Certificate on
installation. In addition, the-application-shall-be OPC UA Application is able to easily replace
the self-signed Application Instance Certificate with a CA issued Application Instance Certificate
or have the self-signed certificate signed by a CA. The configuration of a Trust List should also
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be easily accomplished. Typically, Trust Lists for Public Keys of Application Instances are kept
in a separate list than those of a CA. Also, an OPC UA Application should be able to handle
Certificate Revocation Lists (CRL). These are lists of Public Keys that are associated with a
given CA that have been revoked. This allows a CA to remove a-Digital Certificate that it had
signed from circulation. CRLs are provided by a CA and usually distributed in some automatic
manner; see |IEC 62541-12 for additional details.

From a security point of view, it is essential that the Certificate stores used to store Private
Keys are protected and secured only allowing read/write access by an appropriate administrator
and read-aeccess/or by the OPC UA Application. Trust lists, CRLs, and trusted CA lists-shall-be
ar i i i TTi i pull
comfiguration, by the application. Read access may be granted to other valid users, but the |ist
of isers allowed read access would be a-deployment site decision.

Frgm an Installation point of view, it is a best practice that a standard tool to~génerate [an
Application Instance Certificate is provided. This tool could be one provided by an.-OPC UA SPK
vendor or by the OPC Foundation. The standard tool ensures that the Application Instance
Ceftificates that are generated include all of the required fields and settings. A particular OPC
UA Application—shall should be able to accept and install any vald)Application Instance
Ceftificates generated by-any-of the-available-standard external tools~Fhe choice of the actpal
todl is site specific. Figure 9 provides an overview of some of ¢he key points of Certificate
handling.

* Manage$
Certificate Certificate
Authority Creates ™ Revocation List
AppIicgijbﬁ
Instance Administrator
Issues A
Sommunicates with
ommunicates wi Checks
Uses— (= AL 4—— Manages
Instance —  Has
Has
\ v Updates
Operator Certificate i Trust List
Has Has
User - - :
) Private Key & Contains— Certificate Store
Credentials

Figure 11 — Certificate handling

The following is a summary of these key points when a CA based, security required system is
deployed:

Application Instance — An OPC UA Application installed on a single machine is called an
Application Instance. Each instance-shal-have has its own Application Instance Certificate
which it uses to identify itself when connecting to other OPC UA Applications (the Public Key
and Private Key). Each Application Instance has a globally unique URI which identifies it. The
OPC UA Application will also check trust lists and CRL’s to determine if access should be
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granted. The OPC UA Application will communicate using a secure channel established using
Asymmetric Cryptography with other applications.

Administrator — The person or persons that administer the Certificate handling associated with
a UA system and manage the security settings for Application Instances. This includes setting
the contents of trust lists and managing any activities performed by a CA.

Operator — An Operator is the person who uses the Application Instance. More than one
Operator may exist for any given OPC UA Application. An Operator may have User Credentials
which are used to determine access rights and to track activities within the Application Instance.

User Credential — A User Credential is a generic term for an electronic ID which identifies|an
Operator/User. It may be passed to a Server after the Application Instance Certificaté.is uged
to preate a secure channel. It can be used to determine access rights and to track’activitjes
(auditing).

Certificate Authority (CA) — A Certificate Authority (CA) is an administrator or organizatjon
whijch is responsible for creating and managing Certificates (it is usually.a* partially automated
software product). The Certificate Authority-shall-verify verifies that-information placed in the
Application Instance Certificate is correct and adds a Digital Signature to the Certificate that is
used to verify that the information has not been changed. Each CA-8hal-have has its own-Digftal
Ceftificate which is used to create the Digital Signaturesc~A CA is also responsible |for
maintaining CRLs. In most cases it is a software package that-an administrator-shall periodically
reiews or accesses, usually when the software package generates an alarm or notification that
some review action is required.

Ceftificate — A Certificate is an electronic ID that‘can be held by an OPC UA Application. The
ID lincludes information that identifies the holder, the issuer, and a unique key that is used to
erdate—and verify Digital Signatures created with the associated Private Key. The syntax| of
thgse Certificates conforms to the X.509 spe¢ification and as a result these Certificates are aJso

called “X.509 Certificates”.-Certificates—alse-haveaPrivate Key-associated-with-them-

Se|f-Signed Certificate — A self-signed Certificate is a—Digital Certificate which has |no
Ceftificate Authority. These Certificates can be created by anyone and can be used in situatigns
where the administrators of UA- Applications are able to verify the claims by reviewing the
comtents themselves. A system that uses only self-signed Certificates would not have CA| or
CRL.

Private Key — A Private Key is a secret number known only to the holder of a-Bigitat Certificgte.
This secret allows_the holder to create Digital Signatures and decrypt data. If this secref is
reMealed to unauthorized parties, then the associated-Digital Certificate can no longer be trusted
or sed. It-shaltbe is replaced or in the case of a CA generated Certificate, it-shall-be is revoked.

Trist List — A Trust List is a list of Certificates which are trusted by an Application Instante.
W;Ien security is enabled, UA Applications—shall reject connections from peers whagse
Certificates are not in the trusted 1St or if the Certificate 1S issued by a at is not in the

Trust List.

Certificate Store — A Certificate Store is a place where Certificates and Private Keys can be
stored on a file system. All Windows systems provide a registry-based store called the Windows
Certificate Store. All UA systems can also support a directory containing the Certificates stored
in a file which is also called an OpenSSL Certificate Store. In all cases, the Certificate Store
needs to be secured, in that only administrators are allowed to write new entries. The security
should follow the 'least privileged' principle, in that read or write access is only allowed to those
who really need the data. This means that an administrator for example can store a Private Key
but is not allowed to read them, and conversely an UA application can read such Private Keys,
but cannot write them.
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Revocation List — A Revocation List is a list of Certificates which have been revoked by a CA
and-shall are not be accepted by an Application Instance.
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tedhnical committee may propose the publication of a technical report when it has collec

da

example /'state of the art".

INTERNATIONAL ELECTROTECHNICAL COMMISSION

OPC UNIFIED ARCHITECTURE -

Part 2: Security Model

FOREWORD

The International Electrotechnical Commission (IEC) is a worldwide organization for standardization<€ompris
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote-internatiq
co-operation on all questions concerning standardization in the electrical and electronic fields. To“\this end
in addition to other activities, IEC publishes International Standards, Technical Specifications, Techhical Repd
Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC Publication(s)”). T
preparation is entrusted to technical committees; any IEC National Committee interested in the subject dealt
may participate in this preparatory work. International, governmental and non-governmertal organizations liaig
Wwith the IEC also participate in this preparation. IEC collaborates closely with the Intetnational Organization
Standardization (ISO) in accordance with conditions determined by agreement betwéen the two organization

[The formal decisions or agreements of IEC on technical matters express, as neatly as possible, an internatiq
consensus of opinion on the relevant subjects since each technical comfitiee has representation from|
interested IEC National Committees.

IEC Publications have the form of recommendations for international ‘use and are accepted by IEC Natig
Committees in that sense. While all reasonable efforts are made to¥ensure that the technical content of
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for
misinterpretation by any end user.

In order to promote international uniformity, IEC National” Committees undertake to apply IEC Publicati
transparently to the maximum extent possible in their natignalvand regional publications. Any divergence betw
any IEC Publication and the corresponding national or regional publication shall be clearly indicated in the laf

IEC itself does not provide any attestation of conformity. Independent certification bodies provide conforj
assessment services and, in some areas, accessto |[EC marks of conformity. IEC is not responsible for
Iservices carried out by independent certification‘bodies.

All users should ensure that they have the latest edition of this publication.

No liability shall attach to IEC or its directors, employees, servants or agents including individual experts
members of its technical committees and IEC National Committees for any personal injury, property damag
other damage of any nature whatseever, whether direct or indirect, or for costs (including legal fees)
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other
Publications.

Attention is drawn to the Normative references cited in this publication. Use of the referenced publication
indispensable for the cotrect application of this publication.

Attention is drawn tothe'possibility that some of the elements of this IEC Publication may be the subject of pa
rights. IEC shall not be held responsible for identifying any or all such patent rights.

b main task of IEC technical committees is to prepare International Standards. Howevel

a of a-different kind from that which is normally published as an International Standard,
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IEC TR 62541-2, which is a technical report, has been prepared by subcommittee 65E: Devices
and integration in enterprise systems, of IEC technical committee 65: Industrial-process
measurement, control and automation.

This third edition cancels and replaces the second edition of IEC TR 62541-2, published in
2016. This edition constitutes a technical revision.

This edition includes the following significant technical changes with respect to the previous
edition:

a)
b)
c)

protection-targets definition change;
threat type clarifications;
expanded best practices;
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added Websockets;
added Pub/Sub.

The text of this technical report is based on the following documents:

Enquiry draft Report on voting

65E/679/DTR 65E/703/RVDR

Full information on the voting for the approval of this technical report can be found in the report

on

Th

Th

comventions are used:

Ita

clause in one of the parts of the series.

Ita

a dtructure or element of a structure that are usually defined.in_tables.

Th
co
el

Ad
sin

A
Arq

Th

stdbility date indicated on the 1{EC web site under "http://webstore.iec.ch" in the data related

theg

voting indicated in the above table.
s publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

roughout this document and the referenced other Parts of the series, certain docum

ics are used to denote a defined term or definition that appears in the~<Terms and definiti

ics are also used to denote the name of a service input or oGtput parameter or the name

b italicized terms and names are also often written in‘camel-case (the practice of writ

pound words or phrases in which the elements{are joined without spaces, with egd
ment's initial letter capitalized within the compeund). For example, the defined term
dressSpace instead of Address Space. This:makes it easier to understand that there i
gle definition for AddressSpace, not separate)definitions for Address and Space.

ist of all parts of the IEC 62541 series, published under the general titte OPC Unif
hitecture, can be found on the IEC website.

e committee has decided that.itheé contents of this publication will remain unchanged until
specific publication. At this’date, the publication will be

reconfirmed,
withdrawn,
replaced by a revised edition, or

amended.
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IMPORTANT—=TFte—cof crsidet " thi bticati irdicates

that it contains colours which are considered to be useful for the correct understanding
of its contents. Users should therefore print this document using a colour printer.
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OPC UNIFIED ARCHITECTURE -

Part 2: Security Model

Scope
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implement the OPC UA services layer. It isialso for end Users that wish to understand

va
thg
theg

choices made for the site security.

2

Th

constitutes requirements of this document. For dated references, only the edition cited appli
For

am

IE(

scribes the security threats of the physical, hardware, and software environments in wh
C UA is expected to run. It describes how OPC UA relies upon other standards for{seCur
rovides definition of common security terms that are used in this and other parts ©f the O
specification. It gives an overview of the security features that are specifiedcinlother pg
he OPC UA specification. It references services, mappings, and Profiles that-are specif
matively in other parts of the OPC UA Specification. It provides suggestions,or best pract
delines on implementing security. Any seeming ambiguity between this part and one of
er normative parts does not remove or reduce the requirementispecified in the ot
mative part.

5 important to understand that there are many different aspects of security that have to
jressed when developing applications. However, since OPCJUA specifies a communicat
tocol, the focus is on securing the data exchanged between‘applications. This does not me
t an application developer can ignore the other aspects of security like protecting persist
a against tampering. It is important that the developers look into all aspects of security 3
Cide how they can be addressed in the application.

s part is directed to readers who will develop OPC UA Client or Server applications
ious security features and functionality<provided by OPC UA. It also offers some suggestid

t can be applied when deploying systems. These suggestions are generic in nature sin
details would depend on the actu@l implementation of the OPC UA Applications and

Normative references

e following documentis are referred to in the text in such a way that some or all of their cont

undated references, the latest edition of the referenced document (including 4
endments).applies.

L TR 62541-1, OPC Unified Architecture — Part 1: Overview and Concepts

IE

s part of TEC 625471 describes the OPC Unified Architecture (OPC UA) security model] It
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[ 62541-4. OPC Unified Architecture — Part 4: Services

IEC 62541-5, OPC Unified Architecture — Part 5: Information Model

IEC 62541-6, OPC Unified Architecture — Part 6: Mappings

IEC 62541-7, OPC Unified Architecture — Part 7: Profiles

IEC 62541-12, OPC Unified Architecture — Part 12: Discovery and Global Services

IEC 62541-14, OPC Unified Architecture — Part 14: PubSub

IEC 62351 (all parts), Power systems management and associated information exchange
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3 Terms, definitions, and abbreviated terms

3.1 Terms and definitions

For the purposes of this document, the terms and definitions given in IEC TR 62541-1 and the
following apply.

ISO and IEC maintain terminological databases for use in standardization at the following
addresses:

o [IEC Electropedia: available at http://www.electropedia.org/

e [ISO Online browsing platform: available at http://www.iso.org/obp

3.11

Ackcess Restriction
limjit on the circumstances where an operation, such as a read, write or a call,.can’be performed
on|a Node

Note 1 to entry: Operations can only be performed on a Node if the Client has the necessary Permissions and has
satisfied all of the Access Restrictions.

3.1.2
Access Token
digitally signed document that asserts that the subject is entitled to access a Resource

Note 1 to entry: The document includes the name of the subject‘and the Resource being accessed.

3.1.3
Application Instance
individual installation of a program running on enhe computer

Note 1 to entry: There can be several Application Instances of the same application running at the same timg on
several computers or possibly the same computer.

3.1.4
Application Instance Certificate
Ceftificate of an individual Application Instance that has been installed in an individual host

Note 1 to entry: Different, installations of one software product would have different Application Instapce
Cettificates. The use of anvApplication Instance Certificate for uses outside of what is described in the specificajion
could greatly reduce the security provided by the Application Instance Certificate and should be discouraged.

Cryptography method that uses a pair of keys, one that is designated the Private Key and kgept

" o A

—ASYHARRE e—Ratearapiy 3 o Sy g o4 —E —Ha HRReHHe AeFy ‘ion
algorithm when an entity “A” requires Confidentiality for data sent to entity “B”, then entity “A” encrypts the data with
a Public Key provided by entity “B”. Only entity “B” has the matching Private Key that is needed to decrypt the data.
In an asymmetric Digital Signature algorithm when an entity “A” requires message Integrity or to provide
Authentication for data sent to entity “B”, entity A uses its Private Key to sign the data. To verify the signature, entity
B uses the matching Public Key that entity A has provided. In an asymmetric key agreement algorithm, entity A and
entity B each send their own Public Key to the other entity. Then each uses its own Private Key and the other's Public
Key to compute the new key value.” according to IS Glossary.

3.1.6

Asymmetric Encryption

mechanism used by Asymmetric Cryptography for encrypting data with the Public Key of an
entity and for decrypting data with the associated Private Key
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3.1.7
Asymmetric Signature

mechanism used by Asymmetric Cryptography for signing data with the Private Key of an entity

and for verifying the data’s signature with the associated Public Key

3.1.8
Auditability
security objective that assures that any actions or activities in a system can be recorded

3.1.9

Auditing
trapking of actions and activities in the system, including security related activities where Al
redords can be used to review and verify system operations

3.1.10

Authentication

segurity objective that assures that the identity of an entity such as a Client, Server, or user d
be|verified

3.1.11
Authorization
abllity to grant access to a system resource

Note 1 to entry: Authorization of access to resources should be based‘on the need-to-know principle. It is impor
thal access is restricted in a system.

3.1.12

AuthorizationService

Sefver which validates a request to access awResource and can return an Access Token t
grgnts access to the Resource

Note 1 to entry: The AuthorizationService is also‘called STS (Security Token Service) in other standards.

3.1.13

Avpilability
se¢urity objective that assures‘that the system is running normally, that is, no services ha3
beg¢n compromised in such-a.way to become unavailable or severely degraded

3.1.14
Certificate Authority
enlity that can issue Certificates, also known as a CA

Note 1 to entry»\“The Certificate certifies the ownership of a Public Key by the named subject of the Certificate. T
allows others (relying parties) to rely upon signatures or assertions made by the Private Key that corresponds to
Puflic Key that is certified. In this model of trust relationships, a CA is a trusted third party that is trusted by both
subjject (owner) of the Certificate and the party relying upon the Certificate. CAs are characteristic of many Pul
Key infrastructure (PKI) schemes

dit
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3.1.15
CertificateStore
persistent location where Certificates and Certificate revocation lists (CRLs) are stored

Note 1 to entry: It may be a disk resident file structure, or, on Windows platforms, it may be a Windows registry

location.

3.1.16
Claim

statement in an Access Token that asserts information about the subject which the Authorization

Service knows to be true

Note 1 to entry: Claims can include username, email, and Roles granted to the subject.


http://en.wikipedia.org/wiki/Trusted_third_party
http://en.wikipedia.org/wiki/Trusted_third_party
http://en.wikipedia.org/wiki/Public_key_infrastructure
http://en.wikipedia.org/wiki/Public_key_infrastructure
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3.1.17
Confidentiality
security objective that assures the protection of data from being read by unintended parties

3.1.18

Cryptography

transforming clear, meaningful information into an enciphered, unintelligible form using an
algorithm and a key

3.1.19

Cyper Security Management System
prqgram designed by an organization to maintain the security of the entire organization’s.asspts
to pn established level of Confidentiality, Integrity, and Availability, whether they afe-on the
business side or the industrial automation and control systems side of the organization

3.1.20

Digital Signature
value computed with a cryptographic algorithm and appended to data in|such a way that any
redipient of the data can use the signature to verify the data’s origin and-Integrity

3.1.21

Hash Function
algorithm such as SHA-1 for which it is computationally infeasible to find either a data object
thgt maps to a given hash result (the "one-way" property). or two data objects that map to the
same hash result (the "collision-free" property)

Note 1 to entry: See IS Glossary.

hed Message Authentication Code
MAC that has been generated using an iterative Hash Function

3.1.23

Integrity
segurity objective that assures_that information has not been modified or destroyed in|an
unauthorized manner

Note 1 to entry: See IS Glossary.

3.1.24

Idgntity Provider
Server which-verifies credentials provided by a Security Principal and returns a token which gan
be|passedto,an associated Authorization Service

3.1.25

Kely Exchange Algorithm
protocol used for establishing a secure communication path between two entities in an
unsecured environment whereby both entities apply a specific algorithm to securely exchange
secret keys that are used for securing the communication between them

Note 1 to entry: A typical example of a Key Exchange Algorithm is the SSL Handshake Protocol specified in
SSL/TLS.

3.1.26

Message Authentication Code

short piece of data that results from an algorithm that uses a secret key (see Symmetric
Cryptography) to hash a Message whereby the receiver of the Message can check against
alteration of the Message by computing a MAC that should be identical using the same Message
and secret key
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3.1.27
Message Signature
Digital Signature used to ensure the Integrity of Messages that are sent between two entitie

Note 1 to entry: There are several ways to generate and verify Message Signatures; however, they can
categorized as symmetric (See Entry 3.1.40 ) and asymmetric (See Entry 3.1.5) approaches.

3.1.28
Non-Repudiation

S

be

strong and substantial evidence of the identity of the signer of a Message and of Message

Integrity, sufficient to prevent a party from successfully denying the original submission
delivery of the Message and the Integrity of its contents

3.1.29
Nonce
rarl]dom number that is used once typically by algorithms that generate security-keys

3.1.30
Pefmission
right to execute an operation, such as a read, write or a call, on a Nede

3.1.31
Private Key
seg¢ret component of a pair of cryptographic keys used for ASymmetric Cryptography

Note 1 to entry: Public Key and Private Key are always generated‘as a pair, if either is updated the other shall
be Qipdated.

3.1.32
Puplic Key
publicly-disclosed component of a pair of cryptographic keys used for Asymmetric Cryptograf

Note 1 to entry: See IS Glossary.

Note 2 to entry: Public Key and Private Key are always generated as a pair, if either is updated the other shall §
be tipdated.

3.1.33

Puplic Key Infrastructure

sef of hardware, software, people, policies, and procedures needed to create, manage, stg
distribute, and revoke) Certificates based on Asymmetric Cryptography

Note 1 to entry: «The core PKI functions are to register users and issue their public-key Certificates, to rey|
Cefftificates when-required, and to archive data needed to validate Certificates at a much later time. Key pairs
datd Confidehtiality may be generated by a Certificate authority (CA); it is a good idea to require a Private Key o

to denerate-their own key pair as it improves security because the Private Key would never be transmitted accord
to IB Glassary. See PKI and X509 for more details on Public Key Infrastructures.

or
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3.1.34

Resource
secured entity which an application needs to access

Note 1 to entry: A Resource is usually a Server.

3.1.35
Rivest-Shamir-Adleman

algorithm for Asymmetric Cryptography, invented in 1977 by Ron Rivest, Adi Shamir, and

Leonard Adleman

Note 1 to entry: See IS Glossary.
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3.1.36
Role
function assumed by a Client when it accesses a Server

Note 1 to entry: A Role may refer to a specific job function such as operator or engineer.

3.1.37
Scope
Claim representing a subset of a Resource

Nof

3.1.38

Segurity Key Service
Sefver that accepts Access Tokens issued by the Authorization Service and retdrns secuf
keys that can be used to access the specified Resource

ty

1to entry: The keys are typically used for cryptography operations such as encrypting of decrypting messages
on a PubSub stream.

authenticated each other using certain OPC UA services and)for which security parameters
haye been negotiated and applied

3.1.40

Symmetric Cryptography
brgnch of cryptography involving algorithms thatiuse the same key for two different steps of the
aldgorithm (such as encryption and decryption sepsignature creation and signature verificatign)

Note 1 to entry: See IS Glossary.

3.1.41

Symmetric Encryption
megchanism used by Symmetric>Cryptography for encrypting and decrypting data witH a
crylptographic key shared by, two entities

3.1.42
SecurityGroup
publisher and subscribers that utilize a shared security context

3.1.43

Symmetric Signature
mechanism used by Symmetric Cryptography for signing data with a cryptographic key shared
by [two ‘entities

Note 1 to entry: The signature is then validated by generating the signature for the data again and comparing these
two signatures. If they are the same, then the signature is valid, otherwise either the key or the data is different from
the two entities.

3.1.44
TrustList
list of Certificates that an OPC UA Application has been configured to trust

3.1.45
Transport Layer Security
standard protocol for creating Secure Channels over IP based networks
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3.1.46
X.509 Certificate
Certificate in one of the formats defined by X.509 v1, 2, or 3

Note 1 to entry: An X.509 Certificate contains a sequence of data items and has a Digital Signature computed on
that sequence. OPC UA only uses V3.

3.2 Abbreviated terms
Advanced Encryption Standard
Certificate Authority

Certificate Revocation List

Cyber Security Management System

Domain Name System

Digital Signature Algorithm

Elliptic Curve Diffie-Hellman

Elliptic Curve Digital Signature Algorithm

Hash-based Message Authentication Code

JavaScript Object Notation

JSON Web Token

National Institute of Standard and Technology

Public Key Infrastructure

Public key algorithm for signing or encryption, Rivest, Shamir, Adleman
Secure Hash Algorithm (Multiple vetsions exist SHA1, SHA256,...)
Security Key Server

Simple Object Access Protocol

Secure Sockets Layer

Transport Layer Security

Unified Architecture

UACP Unified Architeecture Connection Protocol
UADP Unified Architecture Datagram Protocol
URI UniformResource Identifier

XML Extensible Mark-up Language

4 | OPC UA'security architecture

4.1 {OPC UA security environment

OPC UA is a protocol used between components in the operation of an industrial facility at
multiple levels: from high-level enterprise management to low-level direct process control of a
device. The use of OPC UA for enterprise management involves dealings with customers and
suppliers. It may be an attractive target for industrial espionage or sabotage and may also be
exposed to threats through untargeted malware, such as worms, circulating on public networks.
Disruption of communications at the process control could result in financial losses, affect
employee and public safety or cause environmental damage.

OPC UA will be deployed in a diverse range of operational environments with varying
assumptions about threats and accessibility, and with a variety of security policies and
enforcement regimes. OPC UA, therefore, provides a flexible set of security mechanisms.
Figure 1 is a composite that shows a combination of such environments. Some OPC UA
Applications are on the same host and can be easily protected from external attack. Some OPC
UA Applications are on different hosts in the same operations network and might be protected
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by the security boundary protections that separate the operations network from external
connections. Some OPC UA Applications run in relatively open environments where users and
applications might be difficult to control. Other OPC UA Applications are embedded in control

systems that have no direct electronic connection to external systems.

Internet
OPC (Ao o) ,—L ( an )
. UT O UIICTTU S \970¥
. Subscriber Ted
Enterprise Network I |
| | -

Attacker

OR
diff

CA
Attacker Key OPC Server S
Eve Server
Theresa| |
OPC Client OPC Client
Bob
Operations Network I
I [ |
OPC OPC Server OPC Server
Publisher Alice
Subscriber |  — |- =----
OPC Client OPC Client
Plant Floor Network I I
[ | [
OPC OPC Server QPC Server
Subscriber Publisher

OPC Client

= Security
Boundary
Protection

Figure’1 — OPC UA network example

Sefver and Publishers=\Subscriber communication is shown in Figure 1

4.2

4.2.

Fu
thi

Security‘objectives

Overview

C UA also supports mdltiple protocols and communication technologies that might reqy
erent levels of security and different security infrastructure. For example, both Clien

ndamentally, information system security reduces the risk of damage from attacks. It dd
5 by identifying the threats to the system, identifying the system’s vulnerabilities to the

re
I —

es
se

thr

counteract threats, or recover from successful attacks.

eats, andproviding Coumtermeasures. 1 e CouTTtermeasures reduce vulnerabitities diret

ly,

Industrial automation system security is achieved by meeting a set of objectives. These
objectives have been refined through many years of experience in providing security for
information systems in general and they remain quite constant despite the ever-changing set of
threats to systems. They are described in 5.1 and 5.2 reconciles these objectives against the
OPC UA functions. Clause 6 offers additional best practice guidelines to Client and Server
developers or those that deploy OPC UA Applications.
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4.2.2 Authentication

Entities such as clients, Servers, and users should prove their identities. Authentication can be
based on something the entity is, has, or knows.

4.2.3 Authorization

The access to read, write, or execute resources should be authorized for only those entities
that have a need for that access within the requirements of the system. Authorization can be as
coarse-grained as allowing or disallowing a Client to access a Server or it could be much finer
grained such as allowing specific actions on specific information items by specific users._ The
grgnularity of a system depends in part on the functionality supported by the Server, buf in
general Authorization should be given based on the need-to-know principle i.e. a usersshopld
be|granted access only to information they require for the function they are performing.

4.2.4 Confidentiality

Data is protected from passive attacks such as eavesdropping, whether\the data is bejng
trapsmitted, in memory, or being stored. To provide Confidentiality, data~€ncryption algorithms
using special secrets for securing data are used along with Authentication and Authorizatjon
mechanisms for accessing that secret.

4.2.5 Integrity

Refceivers receive the same information that the originaksender sent, without the data bejng
changed during transmission.

4.2.6 Non-Repudiation

Repudiation is the rejection or denial of something as valid or true. Non-Repudiation is assurjng
thgt something that actually occurred cantiot be claimed as having not occurred. A secufity
sefvice that provides this protection can'be one of two types:

« | One in which the recipient of the-data gets and stores information proving that the data came
from the originator. This blocks)the originator from claiming they never sent the data.

e |One in which the sender ©f the data gets confirmation that the data was received by the
recipient as intended.

4.2.7 Auditability
Actions taken by a system shall be recorded in order to provide evidence to stakeholders:

e [that this system works as intended (successful actions are tracked).
e |that identify the initiator of certain actions (user activity is tracked).

o [that-attempts to compromise the system were denied (unsuccessful actions are tracked),.

4.2.8 Availability

Availability is impaired when the execution of software that needs to run is turned off or when
the software or communication system is overwhelmed by processing input. Impaired
Availability in OPC UA can appear as slowing down of Subscription performance or the inability
to add Sessions for example.

4.3 Security threats to OPC UA systems
4.3.1 Overview

OPC UA provides countermeasures to resist threats to the security of the information that is
communicated. 4.3 lists the currently known threats to environments in which OPC UA will be
deployed, and 5.1 reconciles these threats against the OPC UA functions.
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4.3.2 Denial of Service
4.3.2.1 Overview

Denial of service is the prevention of authorized access to a system resource or the delaying
of system operations and functions. This can occur from a number of different attacks vectors
including message flooding, resource exhaustion and application crashes. Each of these are
described separately.

Denial of Service impacts Availability.

Sep 5.1.2 for the reconciliation of this threat.

4.3.2.2 Message flooding

Fof Client-Server, an attacker can send a large volume of Messages, or a single Message that
comtains a large number of requests, with the goal of overwhelming the ORC UA Servern or
dependent components such as CPU, TCP/IP stack, operating system, or the file systgm.
Flgoding attacks can be conducted at multiple layers including OPC UA{*SOAP [HTTP] or TQP.

Mgssage flooding attacks can use both well-formed and malformed Messages. In the f|rst
scenario, the attacker could be a malicious person using a legitimate Client to flood the Seryer
with requests. Two cases exist, one in which the Client does nethave a Session with the Seryer
and one in which it does. Message flooding may impair the ability to establish OPC UA Sessigns
or ferminate an existing Session. In the second scenario; an attacker could use a maliciqus
Client that floods an OPC UA Server with malformed Messages in order to exhaust the Server's
reqources.

Fof PubSub, an attacker can send a large‘volume of dataset messages with the goall of
ovérwhelming the subscriber, the middlewarg,or dependent components such as CPU, TCH/IP
stdck, operating system, or the file system«Flooding attacks can be conducted at multiple lay
including OPC UA, UDP, AMQP, and MQTT.

13
=
(]

Aslin Client-Server, PubSub message flooding attacks can use both well-formed and malformed
Mdssages. For well-formed Messages, the attacker could be one in which the publisher is pot
a member of the SecurityGrolip'and one in which it is a member. For malformed Messages,|an
attacker could use a malicious Publisher that floods a network with malformed Messageq in
order to exhaust the system’s resources.

In general, Message flooding may impair the ability to communicate with an OPC UA entity gnd
reqult in denial of service.

4.3.2.3 Resource Exhaustion

An|attacker can send a limited number of messages that obtain a resource on the system. The
o icall lid_| | lting. i nale Clibnt
obtaining all resources blocking valid Clients from accessing the Server. For example, on a
Server in which only 10 Sessions are available, a malicious person using a legitimate Client,
might obtain all 10 Sessions. Or a malicious Client might try to open 10 secure channels, without
actually completing the process.

Resource exhaustion attacks do not occur in the same manner for PubSub communications
since no session or resources are allocated. For PubSub communication, the Publisher is not
susceptible. In broker-less PubSub communication, the Subscriber can, with the use of filters,
bypass any resource exhaustion issues. In broker case, both the Publisher and Subscriber shall
connect to the broker. Although the Publisher and Subscriber are not directly susceptible (as in
the broker-less case), the broker is susceptible. The details for broker communication is not
part of OPC UA but is defined by the broker protocol.
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4.3.2.4 Application Crashes

An attacker can send a special message that will cause an application to crash. This is usually
the result of a known problem in a stack or application. These system bugs can allow a Client
to issue a command that would cause the Server to crash, as an alternate it might be a Server
that can respond to a legitimate message with a response that would cause the Client to crash.
The attacker could also be a Publisher that issues a Message that would cause Subscribers to
crash.

4.3.3 Eavesdropping

Eapesdropping is the unauthorized disclosure of sensitive information that might result direc
in @ critical security breach or be used in follow-on attacks.

=
<

If gn attacker has compromised the underlying operating system or the network infrastructure,
thgn the attacker might be able to record and capture Messages. It may be beyond the capability
of @ Client or Server to recover from a compromised operating system.

Eayesdropping impacts Confidentiality directly and if session establishment is not secured
Aufhentication and Authorization. It also indirectly threatens all othef security objectives.

Sep 5.1.3 for the reconciliation of this threat.

4.3.4 Message spoofing

This includes feigning identities (user, application; process, etc.). An attacker may forge
Mdssages from a Client or a Server or a Publishef)where the messages are forged to attempt
to appear to be from an application other that the’sending application or process. Spoofing may
oc¢ur at multiple layers in the protocol stack.

By|spoofing Messages from a Client, a Server or Publisher, attackers may perform unauthorized
operations and avoid detection of theiractivities.

Mdgssage spoofing impacts Integrity and Authorization.
Sep 5.1.4 for the reconciliation of this threat.

4.3.5 Message alferation

Network traffic and-application layer Messages may be captured or modified and forwarded to
OHC UA Clientsy*Servers, and Subscribers. Message alteration may allow illegitimate accegss
to g system-

Mdssage alteration impacts Integrity, Authorization, Auditability, Non-Repudiation and durjng
se$sion / secure channel establishment Authentication.

See 5.1.5 for the reconciliation of this threat.

4.3.6 Message replay

Network traffic and valid application layer Messages may be captured and resent to OPC UA
Clients, Servers and Subscribers at a later stage without modification. An attacker could
misinform the user or send a valid command such as opening a valve but at an improper time,
so as to cause damage or property loss. An attacker may attempt to establish a Session using
a recorded Session.

Message replay impacts Authorization and during Session / secure channel establishment
Authentication. See 5.1.6 for the reconciliation of this threat.
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4.3.7 Malformed Messages

An attacker can craft a variety of Messages with invalid Message structure (malformed XML,
SOAP, UA Binary, etc.) or data values, and send them to OPC UA Clients, Servers or
Subscribers.

The OPC UA Client, Server or Subscriber may incorrectly handle certain malformed Messages
by performing unauthorized operations or processing unnecessary information. It might result
in a denial or degradation of service including termination of the application or, in the case of
embedded devices, a complete crash. In a worst-case scenario, an attacker could use

system of an OPC UA Application.
Malformed Messages impacts Integrity and Availability.
Sep 5.1.7 for the reconciliation of this threat.

4.3.8 Server profiling

An|attacker tries to deduce the identity, type, software version, or vendor of the Server or Clipnt
in porder to apply knowledge about specific vulnerabilities of that“product to mount a more
intrusive or damaging attack. The attacker might profile the target by sending valid or invalid
formatted Messages to the target and try to recognize the type of target by the pattern ofjits
nofmal and error responses.

=)

Server profiling impacts all of the security objectives-indirectly.
Sep 5.1.8 for the reconciliation of this threat.

4.3.9 Session hijacking

An|attacker may use information (retrieved by sniffing the communication or by guessing) abput
a running Session established between two applications to inject manipulated Messages (With
valid session information) that allow him or her to take over the Session from the authorized
user.

An|attacker may gain unauthorized access to data or perform unauthorized operations.
Sepsion hijacking impacts all of the security objectives.
Sep 5.1.9 forthe reconciliation of this threat.

4.3.10 ~ Rogue Server

An|attacker builds a malicious OPC UA Server or installs an unauthorized instance of a genujne
OPC UA Server in a system. The rogue Server may attempt to masquerade as a legitimate UA
Server or it may simply appear as a new Server in the system.

The OPC Client may disclose necessary information.
A rogue Server impacts all of the security objectives except Integrity and Non-Repudiation.
See 5.1.10 for the reconciliation of this threat.

4.3.11 Rogue Publisher

A rogue Publisher is an attacker that builds a malicious OPC UA Publisher or installs an
unauthorized instance of a genuine OPC UA Publisher in a system. The rogue Publisher may
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attempt to masquerade as a legitimate UA Publisher or it may simply appear as a new Publisher
in the system.

A rogue Publisher impacts all of the security objectives except Integrity and Non-Repudiation.
See 5.1.10 for the reconciliation of this threat.

4.3.12 Compromising user credentials

An_attacker obtains user credentials such as usernames, passwords, Certificates, or keys by
observing them on papers, on screens, or in electronic communications, or by cracking them
thrpugh guessing or the use of automated tools such as password crackers.

Anjunauthorized user could launch and access the system to obtain all informatioh)and make
conmtrol and data changes that harm plant operation or information. Once compromised
crgdentials are used, subsequent activities may all appear legitimate.

Compromised user credentials impact Authentication, Authorization and-Confidentiality.
Sep 5.1.11 for the reconciliation of this threat.

4.3.13 Repudiation

This is not a direct attack, since it is not about communication, but it is the trust following th
communication. Repudiation causes trust issues with‘either the sender or the receiver of thg
dafa.

[

N7

Repudiation impacts Non-Repudiation.
Sep 5.1.12 for the reconciliation of this threat.

4.4 OPC UA relationship to site-security

OHC UA security works withinlthe overall Cyber Security Management System (CSMS) of a
sit¢. Sites often have a CSMS that addresses security policy and procedures, personnel,
regponsibilities, audits, and-physical security. A CSMS typically addresses threats that inclyde
thgse that were described in 4.3. They also analyse the security risks and determine what
seg¢urity controls the-site needs.

Repulting security controls commonly implement a “defence-in-depth” strategy that provides
multiple layets-of protection and recognizes that no single layer can protect against all attacks.
Boundary-protections, shown as abstract examples in Figure 1, may include firewalls, intrusjon
defectionsand prevention systems, controls on dial-in connections, and controls on media gnd

computers that are brought into the system. Protections in components of the system may
inhﬂa&@m&h@uﬂmﬂ&mﬂmwmmw i i i i-vifus

programs, and not allowing email in the control network. Standards that may be followed by a
site include NERC CIP and IEC 62351 (all parts) which are referenced in Clause 2.

The security requirements of a site CSMS apply to its OPC UA interfaces. That is, the security
requirements of the OPC UA interfaces that are deployed at a site are specified by the site, not
by the OPC UA specification. OPC UA specifies features that are intended so that conformant
OPC UA Applications can meet the security requirements that are expected to be made by sites
where they will be deployed. Those who are responsible for the security at the site should
determine how to meet the site requirements with OPC UA conformant products.

The system owner that installs OPC UA Applications should analyse its security risks and
provide appropriate mechanisms to mitigate those risks to achieve an acceptable level of
security. OPC UA meets the wide variety of security needs that might result from such individual
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analyses. OPC UA Applications are required to be implemented with certain security features
which are available for the system owner’s optional use. Each system owner should be able to
tailor a security solution that meets its security and economic requirements using a combination
of mechanisms available within the OPC UA specification and external to OPC UA.

The security requirements placed on the OPC UA Applications deployed at a site are specified
by the site CSMS, not by the OPC UA specification. The OPC UA security specifications,
however, are requirements placed upon OPC UA Applications, and recommendations of how
OPC UA should be deployed at a site in order to meet the security requirements that are
anticipated to be specified at the site.
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4.5

4.5.1 Overview

Th
red
on
diff
str

shown in Figure 2.

C UA addresses some threats as described in 4.3. The OPC Foundation recommends™t
C UA Application developers address the remaining threats, as detailed in Clause 6« Fhre
nfrastructure components that might result in the compromise of operating systems, wh
C UA Applications are running, are not addressed by OPC UA.

OPC UA security architecture

e OPC UA security architecture is a generic solution that allows implementation of
uired security features at various places in the OPC UA Application architecture. Depend
the different mappings described in IEC 62541-6, the security objectives are addressed
erent levels. The OPC UA security architecture, for\Client /| Server communication
ictured in an Application Layer and a Communication\Layer atop the Transport Layer

OPC UA Client OPC UA Server
Application Layer Application Layer
e User Authorization Session e User Authorization
e User Authentication <4---- » e User Authentication
Communication-Layer < » Communication Layer
« Confidentiality Secure Channel « Confidentiality
o Integrity o Integrity
o App-Authentication e App Authentication
Transport Layer

hat
ats
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Figure 2 — OPC UA security architecture — Client / Server

OPC UA also supports a Publish — Subscribe communications architecture (PubSub) and the
security architecture for that communication is illustrated in Figure 3.
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OPC UA Publisher OPC UA Subscriber

B

Communication Layer Communication Layer
» Confidentiality Secure Message « Confidentiality
o Integrity o Integrity

Transport Layer

Figure 3 — OPC UA security architecture — Publisher-Subscriber

4.5.2 Client / Server

Client | Server communication can include both Session and sessionsle§s communication.

The routine work of a Client application and a Server application to transmit informati
seftings, and commands is done in a Session in the Applicatien Layer. The Application La
alsjo manages the security objectives user Authenticationi.and user Authorization. The secu
objectives that are managed by the Application Layer,are ‘addressed by the Session Servid
thgt are specified in IEC 62541-4. A Session in the Application Layer communicates ove
Serure Channel that is created in the Communication Layer and relies upon it for sec
communication. All of the Session data is passed to the Communication Layer for furt
prgcessing.

Although a Session communicates over a"Secure Channel and has to be activated before it ¢
be|used, the binding of users, Sessions,and Secure Channels is flexible.

Impersonation allows a user to take ownership of an existing Session.

If § Secure Channel breaks; the Session will remain valid for a period of time allowing the Cli

to re-establish the connection to the Session via a new Secure Channel. Otherwise, the Sessj

closes after its lifetime \expires.

The Communication Layer provides security mechanisms to meet Confidentiality, Integrity 3
application Aduthéntication as security objectives. One essential mechanism to meet thg
segurity objectives is to establish a Secure Channel (see 4.13) that is used to secure

munjcation between a Client and a Server. The Secure Channel provides encryption
maintain yConfidentiality, Message Signatures to maintain Integrity and Certificates to prov
applieation Authentication. The data that comes from the Application Layer is secured g

bn,
yer
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by the Communication Layer are provided by the Secure Channel Services that are specifiea in

IEC 62541-4.

The security mechanisms provided by the Secure Channel services are implemented by a
protocol stack that is chosen for the implementation. Mappings of the services to some of the

protocol stack options are specified in IEC 62541-6 which define how functions in the proto
stack are used to meet the OPC UA security objectives.

The Communication Layer can represent an OPC UA connection protocol stack. OPC

col

UA

specifies alternative stack mappings that can be used as the Communication Layer. These

mappings are described in IEC 62541-6.
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If the OPC UA Connection Protocol (UACP) is used, then functionality for Confidentiality,
Integrity, application Authentication, and the Secure Channel are similar to the SSL/TLS
specifications, as described in IEC 62541-6.

The Transport Layer handles the transmission, reception, and the transport of data that is
provided by the Communication Layer.

To survive the loss of the Transport Layer connections (e.g. TCP connections) and resume with
a new connection, the Communication Layer is responsible for re-establishing the Transport
Layer connection without interrupting the logical Secure Channel.

The transport layer can also be used to implement Confidentiality and Integrity by usingiHTTPS
as|described in IEC 62541-6. It is important to note that HTTPS certificates can be_(ahd often
arg) shared by multiple applications on a platform and that they can be compromised outs|de
of the OPC UA usage of them. All applications on the platform that use the\same shafed
ceftificate have the same settings, such as disabling of SSLv2.

OHC UA provides a session-less Service invocation (see IEC 62544-4° overview and gee
IEC 62541-6 for details). The session-less communication provides-Usér Authentication. The
communication channel provides Confidentiality and Integrity. The-communication chanpel
might be an OPC UA Secure channel (without a session). It might be a communication chanrjel,
su¢h as HTTPS, which relies on transport protocols to provide security. In addition, User
Authentication and/or Application Authentication can also{bg” established by the use of|an
Acfess Token which is obtained from an AuthorizationSetvice (see IEC 62541-6 for details)|

Adfitional communication mappings are described 4nylEC 62541-6. These mappings may rely
on|transport protocols to provide Confidentiality ‘and Integrity. One example is Websockats,
whijch utilizes HTTPS transport layer security toprovide Confidentiality and Integrity.

4.4.3 Publish-Subscribe
4.5.3.1 Overview

The PubSub can be deployed in\fWo environments, one in which a broker exists and one Wth(\:/h
is |broker-less. For a detailed description of this model, see IEC 62541-14. The 0
enyironments have different\sécurity considerations associated with them, and each will |be
desgcribed separately.

4.9.3.2 Broker-less

The broker-lesstPubSub communication model provides Confidentiality and Integrity. Thig is
acg¢omplished using Symmetric Encryption and signature algorithms. The required symmefric
keys are distributed by a Security Key Server (SKS) (see IEC 62541-14 for additional details).
The SKSTmakes use of the standard Client/Server security described in the previous section to
esfablish’ application Authentication as well as user Authentication. This approach allows|all
applicdations (Publishers and/or Subscribers) in a SecurityGroup to share information.

A benefit of using shared symmetric keys is the high performance they offer, but a drawback is
that for a group of applications that use a shared symmetric key, all of the applications in the
group have the same rights. All applications shall trust all other applications in the group. Any
application (Publisher or Subscriber) in the group can publish a message and any application
(Publisher or Subscriber) in the group can decode the message.

For example, a system might be composed of a shared symmetric group that is composed of a
controller (Publisher) and three Subscribers (say HMI’s). The controller is publishing messages
and the HMIs are receiving the messages. If one of the HMIs is compromised, it might start
publishing messages also. The other two HMIs will not be able to tell that the message was not
sent from the controller. One possible solution to this situation could be if the shared symmetric
group is composed of just the controller and one HMI. Additional groups would be created for
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each HMI, then no HMI could affect the other HMIs. Other possible solutions could also involve
the network architecture and services, such as unicast restricted network communication, but
these are outside the scope of the of OPC UA specification. The configuration of SecurityGroups
requires careful consideration when deploying systems to ensure security.

4.5.3.3 Broker

When using a Broker in the PubSub model, the same shared symmetric key concepts as defined
in 4.5.3.2 can be used to provide Confidentiality and Integrity. Furthermore, communication to
the Broker can be secured according the rules defined for the Broker. These rules are not
de' e T€ C v ""'iiv are—Tmmany-cases
thd Middleware requires the authorization of both the Publishers and the Subscribers befpre
thgy can interact with the Broker. The Broker interactions can provide security mechanismsg to
meet Confidentiality, Integrity and application or user Authentication as security objectives|. If
thg published message is not secured using the shared symmetric key concepts,the message
comtent is visible to the Broker which creates some risk of man-in-the-middle attacks. The Use
of the shared symmetric keys eliminates this risk.

OO a C vitaa Y

4. SecurityPolicies

A PecurityPolicy specifies which security mechanisms are to be used and are derived from a
Seturity Profile (see 4.7 for details). Security policies are used by\the Server to announce whjch
mechanisms it supports and by the Client to select one to use with the Secure Channel it wishes
to ppen or for the session-less connection it wishes to make. SecurityPolicies are also uged
with PubSub communication. SecurityPolicies include theifollowing information:

e |algorithms for signing and encryption,

e |algorithm for key derivation.

The choice of allowed SecurityPolicies is normally made by the administrator typically when the
OHC UA Applications are installed. The’ available security policies are specified | in
IEC 62541-7. The Administrator can at\a“later time also change or modify the selection| of
allpwed SecurityPolicies as circumstances dictate.

The announcement of security policies is handled by special discovery services specified in
IEC 62541-4. More details, @about the discovery mechanisms and policy announcement
strategies can be found inAEC 62541-12.

In the Client Server cemmunications pattern, each Client can select a policy independent of the
policy selected by.other Clients.

Fof the Publish™Subscribe communications pattern, the SecurityPolicy is associated with a
published DataSet and all Subscribers shall utilize the same SecurityPolicy.

Sirjce’computing power increases every year, specific algorithms that are considered as seclire
today.Can become insecure in the future; therefore, it makes sense to support different security
policies in an OPC UA Application and to be able to adopt more as they become available. NIST
or other agencies even make predictions about the expected lifetime of algorithms (see
NIST 800-57). The list of supported security policies will be updated based on recommendations
such as those published by NIST. From a deployment point of view, it is important that the
periodic site-review checks that the currently selected list of security profiles still fulfil the
required security objectives and if they do not, then a newer selection of Security Profiles is
selected.

There is also the case that new security policies are composed to support new algorithms that
improve the level of security of OPC UA products. The application architecture of OPC UA
Application should be designed in a way that it is possible to update or add additional
cryptographic algorithms to the application with little or no coding changes.
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IEC 62541-7 specifies several policies which are identified by a specific unique URI. To improve
interoperability among vendors’ products, Server and Publisher products implement these
policies rather than define their own. Clients and Subscribers support the same policies.

4.7 Security Profiles

OPC UA Client and Server products are certified against Profiles that are defined in
IEC 62541-7. Some of the Profiles specify security functions and others specify other
functionality that is not related to security. The Profiles impose requirements on the certified
products but they do not impose requirements on how the products are used. A consistent

- OT-S€C Hy—tsreertt iiV"v; s—rofites ivv'V""' ' Ify
different details such as which encryption algorithms are required for which OPC UA functiops.
4 problem is found in one encryption algorithm, then the OPC Foundation can define\a new
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m4gintained in an on-line application (https://apps.opcfoundation.org/profilereporting/) allowjng
forfupdating of Profiles, especially security related profiles, in a timelier mafAner than allowed
by |[documentation publication cycles.

Policies refer to many of the same security choices as Profiles; however, the policy specifies
whjch of those choices to use in the Session. The policy does not/specify the range of choiges
thgt the product offers, they are described in the Profiles that it Supports.

These policies are included in Certification Testing associated with OPC UA Applications. The
Certification Testing ensures that the standard is followed and that the appropriate security
aldorithms are supported.

Eaph security mechanism in OPC UA is provided in OPC UA Applications in accordance with
thg Profiles with which the OPC UA Application complies. At the site, however, the secufity
mechanisms may be deployed optionally. In this way each individual site has all of the OPC UA
seg¢urity functions available and can choose .which of them to use to meet its security objectivps.

Seturity Profiles describe a Profile {None” that is used for testing, but if any other more secure
Profiles are available, this Profileds disabled by default. Profile “None” provides no security

4. Security Mode Settings

OHC UA supports the selection of several security modes: “None”, “Sign”, “SignAndEncrypt”.
Sefurity mode “Nonecan only be used with security Profile None. It is disabled for all other
segurity Profiles. The‘choice of “Sign” or “SignAndEncrypt” is dependent on the CSMS; in some
applications where data confidentiality is not required, “Sign” may be sufficient.

4.9 User Authentication

User/Authentication is achieved when the Client passes user credentials to the Server|as
sp¢cified via Session Services (described in IEC 62541-4). The Server can authenticate the
user with these credentials.

The owner (user) of a Session can be changed using the ActivateSession Service in order to
meet needs of the application.

User Authentication is not directly part of the Publish-Subscribe communication pattern but is
used as part of the SKS associated with this communication pattern.

4.10 Application Authentication

OPC UA uses a concept conveying Application Authentication to allow applications that intend
to communicate to identify each other. Each OPC UA Application Instance has a Certificate
(Application Instance Certificate) assigned that is exchanged during Secure Channel
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establishment. The receiver of the Certificate checks whether it trusts the Certificate and based
on this check, it accepts or rejects the request or response Message from the sender. This trust
check is accomplished using the concept of TrustLists. TrustLists are implemented as a
CertificateStore designated by an administrator. An administrator determines if the Certificate
is signed, validated and trustworthy before placing it in a TrustList. A TrustList also stores
Certificate Authorities (CA). TrustLists that include CAs also include Certificate Revocation Lists
(CRLs). OPC UA makes use of these industry standard concepts as defined by other
organizations.

In OPC UA, HTTPS can be used to create Secure Channels; however, these channels do not
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e 4.9). More details on Application Authentication can be found in IEC 62541-4.

1 User Authorization

C UA provides user authorization based on the authenticated user (see' 4.9). OPC
blications may determine in their own way what data is accessible and what operations

horized or they may use Roles (see 4.12). Profiles exist to indicate the support of u
dentials to restrict or control access to the address space.

2 Roles

C UA provides a standard approach for implementing role-based security. Servers n

choose to implement none, part or all of the mechanisms defined in IEC 62541-5. The OPC
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broach assigns Permissions to Roles. Clients are then granted Roles based on connect
brmation. Roles may be restricted by User Authentication, Application Authenticati
curity Modes, or Transports. The assignment of Roles and restrictions is application speci
b interactions are illustrated in Figure 4.
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Figure 4 — Role overview

For additional description of roles, see in in IEC 62541-5.

4.1

3 OPC UA security related Services

The OPC UA Security Services are a group of abstract service definitions specified in
IEC 62541-4 that are used for applying various security mechanisms to communication between
OPC UA Clients and Servers.
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The Discovery Service Set (specified in IEC 62541-4) defines services used by an OPC UA
Client to obtain information about the security policies (see 4.6) and the Certificates of specific
OPC UA Servers.

The services of the Secure Channel Service Set (specified in IEC 62541-4) are used to establish
a Secure Channel which is responsible for securing Messages sent between a Client and a
Server. The challenge of the Secure Channel establishment is that it requires the Client and
the Server to securely exchange cryptographic keys and secret information in an insecure
environment, therefore a specific Key Exchange Algorithm (similar to SSL Handshake protocol
defined in SSL/TLS) is applied by the communication participants.

The OPC UA Client retrieves the security policies and Certificates of the OPC UA Server by the
abpve-mentioned discovery services. These Certificates contain the Public Keys of‘the OPC
UA Server.

Thge OPC UA Client sends its Public Key in a Certificate and secret infermation with the
OpenSecureChannel service Message to the Server. This Message is seeured by applyjng
Asymmetric Encryption with the Server’s Public Key and by generating Asymmetric Signatufes
with the Client's Private Key. However, the Certificate is sent unencrypted so that the receiyer
can use it to verify the Asymmetric Signature.

The Server decrypts the Message with its Private Key and verifies the Asymmetric Signatlre
with the Client's Public Key. The secret information of the LOPC UA Client together with the
se¢ret information of the OPC UA Server is used to derive a set of cryptographic keys that are
used for securing all further Messages. Furthermore, all.other service Messages are secufed
with Symmetric Encryption and Symmetric Signatures,instead of the asymmetric equivalents.

D

The Server sends its secret information in the setvice response to the Client so that the Clipnt
can derive the same set of cryptographic keys:

Sirice Clients and Servers have the same set of cryptographic keys, they can communicate
se¢urely with each other.

These derived cryptographic keys are changed periodically so that attackers do not have
unlimited time and unrestricted,;sequences of Messages to use to determine what the keys dre.

Fof PubSub communications, the security related definitions are specified in IEC 62541-14 gnd
prqvide a descriptiontof how to secure messages and also how to obtain the security k¢ys
required for message’/security.

The Publishepwill utilize the keys provided to secure the message. It will encrypt the body of
thg message)and sign the entire message. Subscribers will utilize the keys to decrypt and verify
thg signature of the messages.

Tolobtain_the rnqnirnrl Ilnyc, the Publisher or Subscriber make use of Client — Server

communication. The keys may also be obtained using session-less method calls.

4.14 Auditing
4141 General
Clients and Servers generate audit records of successful and unsuccessful connection

attempts, results of security option negotiations, configuration changes, system changes, user
interactions and Session rejections.

OPC UA provides support for security audit trails through two mechanisms.
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First, it provides for traceability between Client and Server audit logs. The Client generates an
audit log entry for an operation that includes a request. When the Client issues a service
request, it generates an audit log entry and includes the local identifier of the log entry in the
request sent to the Server. The Server logs requests that it receives and includes the Client’s
entry id in its audit log entry. In this fashion, if a security-related problem is detected at the
Server, the associated Client audit log entry can be located and examined. OPC UA does not
require the audit entries to be written to disk, but it does require that they be available. OPC
UA provides the capability for Servers to generate Event Notifications that report auditable
Events to Clients capable of processing and logging them. See IEC 62541-4 for more details
on how services in OPC UA are audited.

Sepond, OPC UA defines audit parameters to be included in audit records. This promotes
comsistency across audit logs and in Audit Events. IEC 62541-5 defines the data typesdorthese
pafameters. Other information models may extend the audit definitions. IEC 6254¢-7" defines
Profiles which include the ability to generate Audit Events and use these parameters, includjng
thg Client audit record id.

Befause the audit logs are used to prove that the system is operating securely, the audit lggs
thgmselves should also be secured from unauthorized tampering")lf someone withput
authorization were able to alter or delete log records, this could hide'an actual or attempfed
sec¢urity breach. Because there are many different ways to generate and store audit logs (g.g.
files or database), the mechanisms to secure audit logs are. outside the scope of this
sp¢cification.

In addition, the information in an audit record may contaimsensitive or private information, thus
thg ability to subscribe for Audit Events is restricted.to appropriate users and/or applicatiops.
As|an alternative, the fields with sensitive or privaie information can instead contain an error
codle indicating access denied for users that do.not-have appropriate rights.

Supclauses 4.14.2, 4.14.3, 4.14.4 and 4.145 illustrate the behaviour of OPC UA Servers gnd
Clipnts that support Auditing.

4.14.2 Single Client and Server
Fi

dure 5 illustrates the simple.case of a Client communicating with a Server.

Audit Entry ID: Z
Client A Audit Info

\ 4

DPC Client
“p

Client “A”¢creates an audit log entry for a given operation, and issues an OPC UA
service, request as part of that operation. The service request contains the client’s
audit entry id “Z”.

Audit Entry ID: Y
OPC)Server > Client Name: A
‘D Server “D” creates an audit log entry for the service request, cross Client Audit Entry ID: Z
referencing it to the corresponding audit log entry of Client “A”. Server D Audit Info

Figure 5 — Simple Servers

In this case, OPC Client “A” executes some auditable operation that includes the invocation of
an OPC UA service in Server “D”. It writes its own audit log entry, and includes the identifier of
that entry in the service request that it submits to the Server.

The Serverreceives the request and creates its own audit log entry for it. This entry is identified
by its own audit id and contains its own Auditing information. It also includes the name of the
Client that issued the service request and the Client audit entry id received in the request.

Using this information, an auditor can inspect the collection of log entries of the Server and
relate them back to their associated Client entries.
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4.14.3 Aggregating Server
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Figure 6 illustrates the case of a Client accessing services from an aggregating Server. An
aggregating Server is a Server that provides its services by accessing services of other OPC
UA Servers, referred to as lower layer-Servers.

OPC Client
“A

Client “A” creates an audit log entry for a given operation, and

issues an OPC UA service request as part of that operation.

20

v

Audit Entry ID: Z
Client A Audit Info

g

OPC Client

™~
OPC Server

= : i - m Tt hit PR
e Service TrequestreonmanTs e cirent s at eniry T =

OPC Servﬁ

OPC Client

Server “B” creates an audit log entry for the given
operation, cross referencing it to the corresponding
audit log entry of Client “A” and issues an OPC UA
service request as part of that operation. The service
request contains the server’s audit entry id “Y”.

v

Audit Entry ID:€Y.
Client Names A
Client Audit Entry/ID: Z
Server B Audit Info

X

Server “C” creates an audit log entry for the Given
operation, cross referencing it to the correSponding
audit log entry “Y” of Server “B”, which aets.as the
client to this server, and issues an OPE_UA service
request to Server “D” in support of this’request. The
service request contains the Servér’s audit entry id

v

Audit Entry ID: X
Client Name: B
Client Audit Entry ID: Y
Server C Audit Info

OPC Server

‘D Server “D” creates an audit log entry fok the service request, cross
referencing it to the corresponding audit log entry “X” of Client “C”,
which acts as the client to this seryers

v

Audit Entry ID: W
Client Name: C
Client Audit Entry ID: X
Server D Audit Info
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Figure'6 — Aggregating Servers

his case, each of the Servers-receives requests and creates its own audit log entry for thg
Ch entry is identified by-its own audit id and contains its own Auditing information. It a
ludes the name of the ‘Client that issued the service request and the Client audit entry
eived in the request:sThe Server then passes the audit id of the entry it just created to
t Server in the chain.

ng this information, an auditor can inspect the Server’'s log entries and relate them back
ir associated Client entries.

most_cases, the Servers will only generate Audit Events, but these Audit Events will s
contain’ the same information as the audit log records. In the case of aggregating Servers

m.

Iso

id
he

to

till
, a

Server would also be required to subscribe for Audit Events from the Servers it is aggregaling.
In this manner, Server “B” would be able to provide all of the Audit Events to Client “A”, including
the Events generated by Server “C” and Server “D”.

4.14.4 Aggregation through a non-auditing Server

Figure 7 illustrates the case of a Client accessing services from an aggregating Server that
does not support Auditing.
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