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INTERNATIONAL ELECTROTECHNICAL COMMISSION

OPC UNIFIED ARCHITECTURE -

Part 1: Overview and concepts

FOREWORD

1) Thqg International Electrotechnical Commission (IEC) is a worldwide organization for standardization cenfprising
all |national electrotechnical committees (IEC National Committees). The object/ of IEC is to‘-promote
intdrnational co-operation on all questions concerning standardization in the electriga { ields. To
thig end and in addition to other activities, IEC publishes International Standards, i ifigations,
Tedhnical Reports, Publicly Available Specifications (PAS) and Guides (F 2 ap “IEC
Puljlication(s)”). Their preparation is entrusted to technical committees; any | terested
in fthe subject dealt with may participate in this preparatory work. | d non-
governmental organizations liaising with the IEC also participate in this{preparation- L closely
with the International Organization for Standardization (ISO) in acsordance witk ition ihed by
agreement between the two organizations.

2) Thg formal decisions or agreements of IEC on technical mattersexp s ible, i ational
consensus of opinion on the relevant subjects since each Aechnicakco i f i rom all
intgrested IEC National Committees

3) IEQ Publications have the form of recommendations fgr t i 3 ational
Cormmittees in that sense. While all reasopak p e p i of IEC
Publications is accurate { or any
misjnterpretation by any end user

4) In ¢rder to promote international uniformit i i ications
trarjsparently to the maximum extent pospi i i i icati . ivdrgence
betyween any IEC Publication and the correspond nations 4 icati indidated in
thellatter

5) IE(Q itself does not provide a y att@station © ity.\Nw ificati i i formity
asslessment services and\ i 2 for any
seryices carried out by ihde \ i

6) All lisers should@e '

7) No [liability shall attac rts and
meimnbers of its techni{cal committees & E i i inj age or
other damage of 4n whether direct or indirect, or for costs (including legal feds) and
expenses arising\out\of\the +p bI| ation,/use of, or reliance upon, this IEC Publication or any other IEC
Puljlications.

8) Attgntion is drawn ative’ references cited in this publication. Use of the referenced publicajions is
indispeprsableNor the ‘coyrect application of this publication

9) AttgntionN 2 it gsibility that some of the elements of this IEC Publication may be the sulpject of
patent rightss haN not\Be held responsible for identifying any or all such patent rights.

The main task of IEC technical committees is to prepare International Standards. Howejer, a

techn|cal,eemmittee may propose the publication of a technical report when it has collected

data ¢f'a+different kind from that which is normally published as an International Standard, for

example "state of the art".

IEC TR 62541-1, which is a technical report, has been prepared by subcommittee 65E:
Devices and integration in enterprise systems, of IEC technical committee 65: Industrial-
process measurement, control and automation.

The text of this technical report is based on the following documents:

Enquiry draft Report on voting
65E/414/DTR 65E/463/RVC

Full information on the voting for the approval of this technical report can be found in the
report on voting indicated in the above table.
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This second edition cancels and replaces the first edition of IEC TR 62541-1, published in

2010.

This edition includes no technical changes with respect to the previous edition but includes

updates to reflect changes or additions in normative parts of IEC 62541.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

Throughout this document and the referenced other parts of the series, certain document

conventions are used:

— Itdlics are used to denote a defined term or definition that appears in_the "Termp and
ddfinition” clause in one of the parts of the series.
— Itdlics are also used to denote the name of a service input or eutput br the
ngme of a structure or element of a structure that are usually defingd\in table
— THe italicized terms and names are also often written in cam vriting
cgmpound words or phrases in which the elements are joied each
el¢gment's initial letter capitalized within the compound). rm is
AddressSpace instead of Address Space. This makes ere is
a $ingle definition for AddressSpace, not separate definit
A list| of all parts of the IEC 62541 series, published\under nified
Archifecture, can be found on the IEC
The gommittee has decided that the contents © ication will remain unchanged until
the stability date indicated on the | ! data
related to the specific publication. At this d
e regonfirmed,
e withdrawn,
o replaced by a revise
e amended. @
A bilingual versio blication may be issued at a later date.
IMPORTAN olohr inside' logo on the cover page of this publication indigates
that| it contains ‘colours which are considered to be useful for the correct
undtLrstanding contents. Users should therefore print this document usipg a
colour printer.
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OPC UNIFIED ARCHITECTURE -

Part 1: Overview and concepts

1 Scope

This part of IEC 62541, which is a Technical Report, presents the concepts and overview of

DOoLLA

hOf\ll':'lA loid 5 L AN 1 'H ot 'l RS P I U ] n
t e O UTINTU ATUTIICLUTT (UTTU UA ) TANTAUTTTY TS UUTUTTITTIU TS TITTPTUT 1O UTIUTIT Stal

remaihing parts of this multi-part document set. Each of the other part
along|with a suggested reading order.

2 Normative references

1d the
ained

The following documents, in whole or in part, are normativ erepced®din\this d¥ocument and

are indispensable for its application. For dated references;
undated references, the latest edition of the r
amenfiments) applies.

IEC TR 62541-2, OPC Unified Architect
IEC 6
IEC 6
IEC 6
IEC 6
IEC 6
IEC 6
IEC 6P
IEC 6

IEC 6R541-11, OPC Unified Architecture — Part 11: Historical Access

5. For
any

IEC 62541-13, OPC Unified Architecture — Part 13: Aggregates

3 Terms, definitions and abbreviations

3.1 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

3.1.1
AddressSpace
collection of information that an OPC UA Server makes visible to its Clients

Note 1 to entry: See IEC 62541-3 for a description of the contents and structure of the Server AddressSpace.
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3.1.2
Aggregate
a function that calculates derived values from Raw data

Note 1 to entry: Raw data may be from a historian or buffered real time data. Common Aggregates include
averages over a given time range, minimum over a time range and maximum over a time range.

3.1.3
Alarm
type of Event associated with a state condition that typically requires acknowledgement

Note 1 to entry: See IEC 62541-9 for a description of Alarms.

3.1.4
Attrigute
primitlve characteristic of a Node

Note 1|to entry: All Attributes are defined by OPC UA, and may not be defj ts ers. Atfributes

are the|only elements in the AddressSpace permitted to have data values.

3.1.5
Certifiicate
digitally signed data structure that describes capabiljties

3.1.6
Clien
softwiare application that sends Messayg
specified in the IEC 62541 series of sta

rvices

3.1.7
Condjtion
generjc term that is an[extens

Note 1|to entry: Xists in

some dftate.

3.1.8
CommunicationStagk
layergd set o vides
varioys funchions code,
decrypt a

3.1.9
Complex Data
data that is composed of elements of more than one primitive data type, such as a structure

3.1.10

Discovery

process by which OPC UA Client obtains information about OPC UA Servers, including
endpoint and security information

3.1.11

Event

generic term used to describe an occurrence of some significance within a system or system
component

3.1.12

EventNotifier

special Attribute of a Node that signifies that a Client may subscribe to that particular Node to
receive Notifications of Event occurrences
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3.1.13

Information Model

organizational framework that defines, characterizes and relates information resources of a
given system or set of systems

Note 1 to entry: The core address space model supports the representation of Information Models in the
AddressSpace. See IEC 62541-5 for a description of the base OPC UA Information Model.

3.1.14

Message

data unit conveyed between Client and Server that represents a specific Service request or
response

3.1.1
Method
callable software function that is a component of an Object

3.11

Moniforeditem
Client-defined entity in the Server used to monitor Attribute
or Evént occurrences and that generates Notifications

exs for new values

3.1.11%
Node
fundamental component of an Addres$

3.1.18
Nodeflass
class jof a Node in an Addre

Note 1|to entry: NodeClasse i ; < omponents of the OPC UA Object Model. They also
define fonstructs, such as ani e AddressSpace.

3.1.1¢ Q
Notification

gener value

Note 1

3.1.2(
Notifi
Mess

3.1.21
Objegt

N d P & lo H 1 load 4 1 4 £ 4
ode tat ICPTTOTIIS d PlTyoludl Ul dUolidULU TITITITTIU UT a S yolTlTl

Note 1 to entry: Objects are modelled using the OPC UA Object Model. Systems, subsystems and devices are
examples of Objects. An Object may be defined as an instance of an ObjectType.

3.1.22
Object Instance
synonym for Object

Note 1 to entry: Not all Objects are defined by ObjectTypes.

3.1.23
ObjectType
Node that represents the type definition for an Object
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3.1.24
Profile
specific set of capabilities to which a Server may claim conformance

Note 1 to entry: Each Server may claim conformance to more than one Profile.

Note 2 to entry: The set of capabilities are defined in IEC 62541-7.

3.1.25
Program

executable Object that, when invoked, immediately returns a response to indicate that
execution has started, and then returns intermediate and final results through Subscriptions

identified by the Crient during invocation

3.1.2
Reference
expliclt relationship (a named pointer) from one Node to another

Note 1|to entry: The Node that contains the Reference is the source Noge, a
Node. pll References are defined by ReferenceTypes.
3.1.2

ReferenceType
Node [that represents the type definition of a Refere

. The name of a Referen
an operation between the tw

Note 1|to entry: The ReferenceType specifie
identifies how source Nodes are related to targe
as “A Jontains B”.

3.1 .Zﬁl

RootNode
begin
Note 1

AddressSpace is defined in IEC 62541-5.

3.1.2¢
Serv

softw
series

ents)and exposes the Services specified in the IEC

3.1.3(
Servi

Client rf an OPC UA Server

Note 1|to eptry.  Services are defined in IEC 62541-4. A Service is similar to a method call in a progrg
language oy 'an operation in a Web services WSDL contract.

target

ceType
D, such

52541

mming

3.1.3
Service Set
group of related Services

3.1.32
Session
logical long-running connection between a Client and a Server

Note 1 to entry: A Session maintains state information between Service calls from the Client to the Server.

3.1.33
Subscription
Client-defined endpoint in the Server, used to return Notifications to the Client
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Note 1 to entry: "Subscription” is a generic term that describes a set of Nodes selected by the Client (1) that the
Server periodically monitors for the existence of some condition, and (2) for which the Server sends Notifications to
the Client when the condition is detected.

3.1.34
Variable
Node that contains a value

3.1.35
View
specific subset of the AddressSpace that is of interest to the Client

3.2 |Abbreviations

A&E Alarms and Events

API Application Programming Interface
COM Component Object Model

DA Data Access

DCS Distributed Control System

DX Data Exchange

HDA Historical Data Access
HMI Human-Machine Interface
LDAP,
MES
OPC

PLC
SCAQA
SOAFR
UA
uDDI
UML
WSDI
XML

4 Structuresef the, OPC UA series

4.1 |Specification organization

OPC UA is organized as a multi-part specification, as illustrated in Figure 1.


https://iecnorm.com/api/?name=7ebf3c77adabba03d6b31be66dfc7543

IEC TR 62541-1:2016 © IEC 2016 -1 -

OPC UA Multi-Part Specification

Core Specification Parts Access Type Specification Parts
Part 1 — Overview and Concept Part 8 — Data Access
Part 2 — Security Model Part 9 — Alarms and Conditions
Part 3 — Address Space Model Part 10 — Programs
—
N
Part 4 — Service Part 11 — Historica%éﬁss (\

/

/

Part 5 — Information Model

Utilj eojfic ﬁ"art \/
Part 6 — Service Mappings
12W \

Part 7 — Profiles (]

IEC

IEC 6 - X S i bilities of OPC UA. These core capalbilities
defing AddressSpace and the Services that operate pn it.
IEC 6 - 8 ese/core capabilities to specific types of access
previg COM specifications, such as Data Access |(DA),
Alarm R istqor . IEC 62541-12 des¢tribes
Disco Qi QRC\UA and IEC 62541-13 describes ways of aggregating ddta.

Read @ e read IEC 62541-1 to IEC 62541-5 of the core specifications
befor o\ IEC 62641-6 t& IEC 62541-13. Some parts can be skipped depending gn the
need s example, a reader interested in Data Access should| read
IEC 6p541- 41-5 and then IEC 62541-8. References in IEC 62541-8 may [direct

4.2 |[Coare specification parts

IEC 62541-1 — Overview and concepts
Part 1 (this part) presents the concepts and overview of OPC UA.

IEC 62541-2 — Security Model

IEC 62541-2 describes the model for securing interactions between OPC UA Clients and OPC

UA Servers.
IEC 62541-3 — Address Space Model

IEC 62541-3 describes the contents and structure of the Server’s AddressSpace.
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IEC 62541-4 — Services

IEC 62541-4 specifies the Services provided by OPC UA Servers.

IEC 62541-5 — Information Model

IEC 62541-5 specifies the types and their relationships defined for OPC UA Servers.

IEC 62541-6 — Mappings

IEC 6p54t= ed by
OPC VA.

IEC 6R541-7 — Profiles

IEC 6R541-7 specifies the Profiles that are available for OPZ . These
Profileés provide groups of Services or functionality that ca level
certification. Servers and Clients will be tested against theP

4.3 |Access Type specification parts

IEC 6R541-8 — Data Access

IEC 6R541-8 specifies the use of OPC DA foxds

IEC 6

IEC 6 base
systefn includes suppqg clude
suppd

IEC 6

IEC 6

IEC 6

IEC 6 both
histor

4.4 |Utility specification parts

IEC 62541-12 — Discovery

IEC 62541-12 specifies how Discovery Servers operate in different scenarios and describes
how UA Clients and Servers should interact with them. It also defines how UA related
information should be accessed using common directory service protocols such as UDDI and
LDAP.

IEC 62541-13 — Aggregates

IEC 62541-13 specifies how to compute and return aggregates like minimum, maximum,
average etc. Aggregates can be used with current and historical data.
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5 IEC 62541 standards — Overview

5.1

UA scope

OPC UA is applicable to manufacturing software in application areas such as Field Devices,

Control Systems,

Manufacturing Execution Systems and Enterprise Resource Planning

Systems. These systems are intended to exchange information and to use command and
control for industrial processes. OPC UA defines a common infrastructure model to facilitate
this information exchange. OPC UA specifies the following:

e the information model to represent structure, behaviour and semantics;

o the message model to interact between applications;

e the communication model to transfer the data between end-points;

e the conformance model to guarantee interoperability between syste

5.2 |General

OPC |UA is a platform-independent standard through wHKich™vaxiolls. Kinds, of systemp and
devicgs can communicate by sending Messages betwee t Brious
types| of networks. It supports robust, secure co ity of
Clients and Servers and resists attacks. OPC UA 5 may
provide, and individual Servers specify to Client§ nation
is confjveyed using OPC UA-defined ap bbject
mode|s that Clients can dynamically discove provide access to both curreft and
histor|cal data, as well as Alarms and E C UA
can bg mapped onto a variety of com Brious
ways fo trade off portability and efficiency.

5.3 |[Design goals

OPC UA provides.a consiste DWS a
singlgg OPC U@ 2 o its
AddrgssSpace, a i hese
Serviges also inclugé intey

OPC VA alsoallp essed
from the Addxess nts of
the Apdre uding
binary sitry other
standard organiz p berver
for the metadata~that Xdescribes the format for the data. In many cases, Clients with np pre-
programmed. knowledge of the data formats will be able to determine the formats at runtime
and pfoperty utilize the data.

OPC UA adds support for many relationships between Nodes instead of being limited to just a
single hierarchy. In this way, an OPC UA Server may present data in a variety of hierarchies
tailored to the way a set of Clients would typically like to view the data. This flexibility,
combined with support for type definitions, makes OPC UA applicable to a wide array of
problem domains. As illustrated in Figure 2, OPC UA is not targeted at just the SCADA, PLC
and DCS interface, but also as a way to provide greater interoperability between higher level
functions.
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Corporate Enterprise

OPC UA

Manufacturing, Production and Maintenance

OPC
servef
for CH
transf

OPC
Serve

platfof
capaliliti

intero

Control| c
Control

OPC UA

rs. These N erized Wy a broad scope of size, performance, exe

UA is designed to provide robutne of pub ed data. A major feature of all
i ili i otifications. OPC UA provides mechapisms
fram: ¢o unication failures associated with
ers without having e gvided by the underlying protocols

2016

OPC

these

UA is desig a witle ra of Servers, from plant floor PLCs to entefrprise

cution
set of
bmote
claim
ctions

rlying
future
dings

confof hen discover the Profiles of a Server and tailor their intera
with t Profiles. Profiles are defined in IEC 62541-7.

The tighs are layered to isolate the core design from the unde
comppiting techology and network transport. This allows OPC UA to be mapped to
techn )|OQ@S necessary, without negating the basic design. Mappings and data encg
are d¢s d in IEC 62541-6. Two data encodings are defined:

e XMTLTiext,

e UA Binary.

In addition, three transport protocols are defined:

e OPCUATCP,
e SOAP/HTTP,
e HTTPS.

Clients and Servers that support multiple transports and encodings will allow the end users to
make decisions about tradeoffs between performance and XML Web service compatibility at
the time of deployment, rather than having these tradeoffs determined by the OPC vendor at
the time of product definition.
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OPC UA is designed as the migration path for OPC clients and servers that are based on
Microsoft COM technology. Care has been taken in the design of OPC-UA so that existing
data exposed by OPC COM servers (DA, HDA and A&E) can easily be mapped and exposed
via OPC UA. Vendors may choose to migrate their products natively to OPC UA or use
external wrappers to convert from OPC COM to OPC UA and vice-versa. Each of the previous
OPC specifications defined its own address space model and its own set of Services. OPC UA
unifies the previous models into a single integrated address space with a single set of
Services.

5.4 Integrated models and services

5.4.1 __Security model

5414 General

OPC |UA security is concerned with the authentication of ChHe , the
autheptication of users, the integrity and confidentiality of thelr d the
verifigbility of claims of functionality. It does not specify the which
varioys security mechanisms are required. That specification i by the
designers of the system at a given site and may be specified t

Rathgr, OPC UA provides a security model, describéd i R » i [ curity
measlires can be selected and configured to meet the (securitiimeeds ¢ i i ation.
This model includes security mechanisms and pdra 5. If - , igsm for
exchanging security parameters i icati these
paraneters is not. This framework alsg es {ni i ] all UA
Servers support, even though they may { ins i . i ilgs are
defingd in IEC 62541-7.

541 Discovery an

Appligation level secu br the
duratipn of the plicati gt are
exchanged. Thi%?a S ication
Sessipn is establishec shing
securg communicafiQ 4 and
IEC 6p541-6. Addi “about the Discovery process is describgd in
IEC 6p541-12

When| a i i , the Client and Server applications negotiate a dgecure
com un'tioc . Pigital (X.509) Certificates are utilized to identify the Client and
Servar and ifies that they provide. Authority-generated software Certiffcates
indicate the  OPE _UA \Profiles that the applications implement and the OPC UA certification
level feached for each Profile1. The details of each Profile and the Certificates are specified
in IEC 62541-7. Certificates issued by other organizations may also be exchanged during
Sessionéstablishment

The Server further authenticates the user and authorizes subsequent requests to access
Objects in the Server. Authorization mechanisms, such as access control lists, are not
specified by the OPC UA specification. They are application or system-specific.

54.1.3 Auditing

OPC UA includes support for security audit trails with traceability between Client and Server
audit logs. If a security-related problem is detected at the Server, the associated Client audit
log entry can be located and examined. OPC UA also provides the capability for Servers to
generate Event Notifications that report auditable Events to Clients capable of processing and

1 The OPC Foundation is an OPC UA Certificate authority.
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logging them. OPC UA defines security audit parameters that can be included in audit log
entries and in audit Event Notifications. IEC 62541-5 defines the data types for these
parameters. Not all Servers and Clients provide all of the auditing features. Profiles, found in
IEC 62541-7, indicate which features are supported.

5414 Transport security

OPC UA security complements the security infrastructure provided by most web service
capable platforms.

Transport level security can be used to encrypt and sign Messages. Encryption and
. . X . ; : : ages.
ged to
n and

signafure algorithms to be used for a given Profile.

5.4.2 Integrated AddressSpace model

The sgt of Objects and related information that the OPC UA 8S avai lients
is referred to as its AddressSpace. The OPC UA Address ‘ j $ as a

Primifjve characteristics of Nodes are described by QOPL j j . j re the
only glements of a Server that have data as. Dg i i 5 may
be simple or complex.

Nodes in the AddressSpace are typed . asses
defing the metadata for the OPC U@ G - i C UA
NodeClasses.

The Base NodeClass

classification and.na
defind its own A

emmon to all Nodes, allowing identifigation,
inherits these Attributes and may additipnally

To pr and Servers, the OPC UA AddressSpace is stru¢tured
hierar the same for all Servers. Although Nodes ip the
Addre z i a eSS|bIe via the hierarchy, they may have References tq each
other, i ] ¢ ace to represent an interrelated network of Nodes. The mdgdel of
the A¢ldres i

OPC ay subset the AddressSpace into Views to simplify Client agcess.

Subclpuse 6.3:4.3~destribes AddressSpace Views in more detail.

5.4.3 [ \Integrated object model

The OPC UA Object Model provides a consistent, integrated set of NodeClasses for
representing Objects in the AddressSpace. This model represents Objects in terms of their
Variables, Events and Methods, and their relationships with other Objects. |IEC 62541-3
describes this model.

The OPC UA object model allows Servers to provide type definitions for Objects and their
components. Type definitions may be subclassed. They also may be common or they may be
system-specific. ObjectTypes may be defined by standards organizations, vendors or end-
users.

This model allows data, Alarms and Events, and their history to be integrated into a single
OPC UA Server. For example, OPC UA Servers are able to represent a temperature
transmitter as an Object that is composed of a temperature value, a set of alarm parameters,
and a corresponding set of alarm limits.
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Integrated services

The interface between OPC UA Clients and Servers is defined as a set of Services. These
Services are organized into logical groupings called Service Sets. Service Sets are discussed

in Cla

use 7 and specified in IEC 62541-4.

OPC UA Services provide two capabilities to Clients. They allow Clients to issue requests to
Servers and receive responses from them. They also allow Clients to subscribe to Servers for
Notifications. Notifications are used by the Server to report occurrences such as Alarms, data

value changes, Events, and Program execution results.

OPC JA l'vfc'oaayca Illdy bU UIIbUl..IIUUI as XrV‘IL tU)\t Ul ;II b;lldly fUIIIIat fUI Uffib;cllby puu.OSGS
They |may be transferred using multiple underlying transports, for exz TCR\or web
serviges over HTTP. Servers may provide different encodings and trans ed by
IEC 6p541-6.

5.5 |Sessions

OPC ication
Sessi hation
pointg

Sessi y limit
the n NS, or
other ocols.
Failur| sions
termin ctivity
time i

5.6 |[Redundancy

The design of OPC UA ndant
Servelrs in a con rance
and Igad balanci rofiles
IEC 6R541-7 will req

6 S

6.1

The hcting
partn teract
concUdrrently ‘with one or more Servers, and each Server may interact concurrently with ¢ne or
more |Clients. An application may combine Server and Client components to allow interpction

with other—ServersandCfiernts as describedimm 6-377.

OPC UA Clients and Servers are described in the 6.2 and 6.3. Figure 3 illustrates the
architecture that includes a combined Server and Client.
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Figure 3 — OPC UA System architecture

OPC UA Clients

DPC UA Client architecture models the Client endpoin

IEC

tions.
each

Qlient-Application

Requests to Delivery of
send service received
requests notifications
A A A

g
G

ommunication Fteq\MS,g\ @\QQ \J Publ Msg INoltiflMlsgl
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\ k} v
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Figure 4 — OPC UA Client architecture

IEC

OPC
C UA

The Qlient Applicationh is the code that implements the function of the Client. It uses thg
UA Client APl to send and receive OPC UA Service requests and responses to the OR
Server—Fhe—Services—definred—for—ORC—JA—are—deseribed—ir—GClause—F—and—spesif
IEC 62541-4.

ed in

Note that the “OPC UA Client API” is an internal interface that isolates the Client application
code from an OPC UA Communication Stack. The OPC UA Communication Stack converts
UA Client APl calls into Messages and sends them through the underlying
communications entity to the Server at the request of the Client application. The OPC UA
Communication Stack also receives response and NotificationMessages from the underlying
communications entity and delivers them to the Client application through the OPC UA Client

OPC

APL.
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6.3
6.3.1

OPC UA Servers

General

The OPC UA Server architecture models the Server endpoint of client/server interactions.
Figure 5 illustrates the major elements of the OPC UA Server and how they relate to each
other.

OPC UA Server

OPC UA Server Application @

Real
Objects

SN

OPC UA AddressSpace

c <\ AAA AN\ N\

R NN Y

DPC UA Server AP >
)PC UA T T T T T T T T T T
Communication Publ Msg Notif Msg
Btack L1 L1 L1 L1
N
Q v
From To
OPC UA OPC UA
client client

6.3.2

Real
appli

RSN

igure 5 — OPC UA Server architecture

Real‘\objects

phjects are physical or software objects that are accessible by the OPC UA {

IEC

berver

ation or that it maintains internally. Examples include physical devices and diagn

stics

counters.

6.3.3

OPC UA Server application

The OPC UA Server application is the code that implements the function of the Server. It uses
the OPC UA Server API to send and receive OPC UA Messages from OPC UA Clients. Note
that the “OPC UA Server API” is an internal interface that isolates the Server application code
from an OPC UA Communication Stack.
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6.3.4 OPC UA AddressSpace
6.3.4.1 AddressSpace Nodes

The AddressSpace is modelled as a set of Nodes accessible by Clients using OPC UA
Services (interfaces and methods). Nodes in the AddressSpace are used to represent real
objects, their definitions and their References to each other.

6.3.4.2 AddressSpace organization

IEC 62541-3 contains the details of the meta model “building blocks” used to create an
AddressSpace out of interconnected Nodes in a consistent manner. Servers are free to
organjze their Nodes within the AddressSpace as they choose. The e of Referpnces
betwgen Nodes permits Servers to organize the AddressSpace into hierarchie mesh
netwdrk of Nodes, or any possible mix.

IEC 6R541-5 defines OPC UA Nodes and References and their expec izagi n the
AddrgssSpace. Some Profiles will not require that all of the UA/N ot i

6.3.4.3 AddressSpace Views

A Viev is a subset of the AddressSpace. Views are dsed to restrie berver
make$ visible to the Client, thus restricting the sigze d ) ervice
requelts submitted by the Client. The sthe 5 may
optiorjally define other Views. Views i ' n the

AddregssSpace. Views are visible via the ¢ € Views
to delermine their structure. Views are i v nts to

6.3.4.4 Support for in
The QPC UA Address$

a) Ngde Refer >
b) ObjectType Nodes t

gh:

~

types

ecific

6.3.5. Monitoreditems

Monitoredltems are entities in the Server created by the Client that monitor AddressSpace
Nodes and their real-world counterparts. When they detect a data change or an event/alarm
occurrence, they generate a Notification that is transferred to the Client by a Subscription.

6.3.5.2 Subscriptions

A Subscription is an endpoint in the Server that publishes Notifications to Clients. Clients
control the rate at which publishing occurs by sending Publish Messages.

6.3.6 OPC UA Service Interface
6.3.6.1 General
The Services defined for OPC UA are described in Clause 7, and specified in IEC 62541-4.
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6.3.6.2 Request/response Services

Request/response Services are Services invoked by the Client through the OPC UA Service
Interface to perform a specific task on one or more Nodes in the AddressSpace and to return

a response.

6.3.6.3 Publisher Services

Publisher Services are Services invoked through the OPC UA Service Interface for the
purpose of periodically sending Notifications to Clients. Notifications include Events, Alarms,

data changes and Program outputs.

6.3.7 Server to Server interactions

Servelr to Server interactions are interactions in which one Server acts
Server. Server to Server interactions allow for the development of sg

a) ejchange information with each other on a peer-to-pg
redundancy or remote Servers that are used for
definitions(see Figure 6),

b) are chained in a layered architecture of Servers to provide:
1)| aggregation of data from lower-layer Servers
2)| higher-layer data constructs to Clients, ar
3)| concentrator interfaces to Cli
Servers.

Figure 6 illustrates interactions between Servers:

Niwk\( o )
Q:C\séqer \> OPC Server

client
se
\ \“@'\ | 4 faCE

Interactions

ch between servers | gerver
§ Mrface »| interface

NN

igure 6 — Peer-to-peer interactions between Servers

IEC

Figur
together for vertical access to data in an enterprise.

xCess to multiple undg

al

clude
type

rlying

rvers
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Figure 7 — Chained Ser¥er examp
7 Service Sets @
71 General
OPC UA Services are divided into Servi 8 efining a logical grouping of Sefvices
used o access a particulz g Service Sets are described below. The
Servige Sets and their S EC 62541-4. Whether or not a $erver
suppdrts a Service Se i e_within a Service Set, is defined by its Hrofile.
Profilg¢s are descriSed ~C
7.2 |Discovery
This | éd to discover OPC UA Servers that are availablg in a
syste which clients can read the security configuration required

for cognnectign to™the e Discovery Services are implemented by individual Servers
and by dedi ISSOVE Servers. Well-known dedicated Discovery Servers provide g way
for clipnd 3 agistered OPC UA Servers. IEC 62541-12 describes how to use the

s the
confidentiality and integrity of all Messages exchanged with the Server. The base concepts for
UA security are defined in IEC TR 62541-2.

The SecureChannel Services are unlike other Services because they are typically not
implemented by the UA application directly. Instead, they are provided by the communication
stack that the UA application is built on. For example, a UA Server may be built on a SOAP
stack that allows applications to establish a  SecureChannel using the
WS-SecureConversation specification. In these cases, the UA application simply needs to
verify that a WS-SecureConversation is active whenever it receives a Message. |IEC 62541-6
describes how the SecureChannel Services are implemented with different types of
communication stacks.

A SecureChannel is a long-running logical connection between a single Client and a single
Server. This channel maintains a set of keys that are known only to the Client and Server and
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