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FOREWORD

he International Electrotechnical Commission (IEC) is a worldwide organization for standardization comp
| national electrotechnical committees (IEC National Committees). The object of IEC”is to prg

is end and in addition to other activities, IEC publishes International Standards, Technical Specifica
pchnical Reports, Publicly Available Specifications (PAS) and Guides (hereafter” referred to as
Liblication(s)”). Their preparation is entrusted to technical committees; any IEC National Committee inter
the subject dealt with may participate in this preparatory work. International, governmental and
vernmental organizations liaising with the IEC also participate in this preparation. IEC collaborates cl
th the International Organization for Standardization (ISO) in accordance with conditions determing
jreement between the two organizations.

he formal decisions or agreements of IEC on technical matters expressyas nearly as possible, an interna
nsensus of opinion on the relevant subjects since each technical committee has representation fro
terested IEC National Committees.

C Publications have the form of recommendations for intérnational use and are accepted by IEC Na
bmmittees in that sense. While all reasonable efforts are/made to ensure that the technical content o
Liblications is accurate, IEC cannot be held responsible for the way in which they are used or fo
isinterpretation by any end user.

order to promote international uniformity, IEC_National Committees undertake to apply IEC Publicg
bnsparently to the maximum extent possiblexin “their national and regional publications. Any diverg
etween any IEC Publication and the corresponding national or regional publication shall be clearly indica
e latter.

C itself does not provide any attestation of conformity. Independent certification bodies provide confd
sessment services and, in some aréas, access to IEC marks of conformity. IEC is not responsible fo
brvices carried out by independent certification bodies.

| users should ensure that they have the latest edition of this publication.

b liability shall attach to IEC™or its directors, employees, servants or agents including individual expert
embers of its technical éemmittees and IEC National Committees for any personal injury, property damg|
her damage of any, nature whatsoever, whether direct or indirect, or for costs (including legal fees
penses arising out\of the publication, use of, or reliance upon, this IEC Publication or any othe
Liblications.

tention is drawn to the Normative references cited in this publication. Use of the referenced publicatig
dispensablefor the correct application of this publication.

tention.is, drawn to the possibility that some of the elements of this IEC Publication may be the subjs
htent(rights. IEC shall not be held responsible for identifying any or all such patent rights.
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mote

ternational co-operation on all questions concerning standardization in the electrical and-electronic fields. To
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The

main task of |IEC technical committees is to prepare International Standards. Howev

er, a

technical committee may propose the publication of a technical report when it has collected
data of a different kind from that which is normally published as an International Standard, for
example "state of the art".

IEC TR 62361-103, which is a technical report, has been prepared by IEC technical

com

The

mittee 57, Power systems management and associated information exchange.

text of this technical report is based on the following documents:
Enquiry draft Report on voting
57/1911/DTR 57/1972/RVDTR

Full information on the voting for the approval of this technical report can be found in the
report on voting indicated in the above table.
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This document has been drafted in accordance with the ISO/IEC Directives, Part 2.

A list of all the parts in the IEC 62361 series, published under the general title Power systems
management and associated information exchange — Interoperability in the long term, can be
found on the IEC website.

The committee has decided that the contents of this document will remain unchanged until the
stability date indicated on the IEC website under "http://webstore.iec.ch" in the data related to
the specific document. At this date, the document will be

o recanfirmed

e withdrawn,
e replaced by a revised edition, or

e gmended.

A bilingual version of this publication may be issued at a later date.

IMPORTANT - The 'colour inside’' logo on the cover page ©of this publication indicates
that| it contains colours which are considered to{be useful for the corgect
understanding of its contents. Users should therefote “print this document using a
colqur printer.
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POWER SYSTEMS MANAGEMENT AND
ASSOCIATED INFORMATION EXCHANGE -
INTEROPERABILITY IN THE LONG TERM -

Part 103: Standard profiling

1 Scope

This| part of IEC 62361, which is a technical report, describes the concepts of sta@ngdard
proffing for Common Information Model (CIM - IEC 61970, IEC 61968, IEC 62325) [and
IEC 61850 standard series. It serves as an introduction to profiling concepts [and
methodologies for the development of profiles for providing interoperability. It~-déscribeq the
spegific needs and requirements of the standard application domains and derives proliling
congepts respectively. Moreover the document defines the foundation. for more detailed
desgriptions in the respective standard series.

2 Normative references

The|following documents are referred to in the text in suchda way that some or all of ftheir
content constitutes requirements of this document. For dated references, only the edjtion
cited applies. For undated references, the latest editionr of-the referenced document (including
any amendments) applies.

IEC 61850 (all parts), Communication networks and systems for power utility automation

IEC61968 (all parts), Application integration at electric utilities — System interfaceq for
distnibution management

IEC 61970 (all parts), Energy management system application program interface (EMS-ARI)

IEC 162325 (all parts), Framework for energy market communications

3 [ferms and definitions

For the purposes‘of this document, the following terms and definitions apply.

ISOland IEC-maintain terminological databases for use in standardization at the folloying
addrl:esses:
I\

C Flnnfrnpndin' available at hffp'//\AI\AI\AI nlnnfrnpnr‘lin nrg/

e |SO Online browsing platform: available at http://www.iso.org/obp

3.1

Basic Application Profile

BAP

user agreed-upon selection and interpretation of relevant parts of the applicable standards
and specifications which is intended to be used as building blocks for interoperable
user/project specifications

Note 1 to entry: BAPs must not have options, all selected criteria are mandatory to achieve interoperability. For
implementation in projects, BAPs might be extended or refined to meet the user specific requirements.
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The term “basic” means here that an elementary application function/subfunction is the chosen context for defining
the profile. The level of what is perceived as elementary is application dependant, and may include for example
many Logical Node (LN) instances of many LN classes, when using IEC 61850.

[SOURCE: CEN-CENELEC-ETSI SG-CG Report on Interoperability CEN_9762 CLC_ 9624,
12.1, Terms and definitions]

3.2
Basic Application Interoperability Profile
BAIOP

test sequences and test cases used to extend a BAP for interoperability testing to reach the
desired level of infnrnpnrnhilify

[SOURCE: CEN-CENELEC-ETSI SG-CG Report on Interoperability CEN_9762_CLC" 9624,
12.1|, Terms and definitions]

3.3
canonical information model
basg information model upon which the profiling process is to be applied for CIM

Note [1 to entry: A canonical information model is a semantic model that is agreed”upon as a common landuage
for information describing the power system and processes related to it

Note |2 to entry: The canonical information model is the basis for profiles¢that describe specific data exchapges.
Many| user specific profiles can be defined based on the same canonicalinformation model.

Note [3 to entry: In case the profile has an overlap (i.e. an electrical market use registered resources that mgps to
physifal units and this mapping is needed to run safety studies.With market data, the canonical information mpdels
make sure that it is possible to describe this overlap and that'data in market profiles is directly linked with prpfiles
desclibing the physical units.

3.4
conformance
accqrdance of the implementation of.ta product, process or service with all spedified
requirements or standards

Note [1 to entry: Additional features to those in the requirements / standards may be included.

Note |2 to entry: All features of the~standard/specification are implemented and in accordance, but some addifional
featufes are not covered by the standard/specification.

[SOURCE: CEN-CENELEC-ETSI SG-CG Report on Interoperability CEN_9762_CLC_9624,
12.1|, Terms and definitions]

3.5
conformange)testing
act |of determining to what extent a single implementation conforms to the individual
reql1irements of its base standard

Note 1 to entry: An important condition in achieving interoperability is the correct implementation of the
standards. This can be verified by conformance testing.

Note 2 to entry: Determines whether an implementation conforms to a profile as written in the PICS. The latter
testing can be interoperability testing if profile covers the interoperability requirements additional to the
conformance testing requirements of standards applied. Conformance testing is a prerequisite for interoperability
testing.

[SOURCE: CEN-CENELEC-ETSI SG-CG Report on Interoperability CEN_9762 CLC_ 9624,
12.1, Terms and definitions]

3.6

context

set of business conditions and circumstances that are relevant to a domain, a situation, an
event or an information exchange
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3.7

cyber security

measures that protect and defend information and information systems by assuring their
confidentiality, integrity, access controls, availability and accuracy

Note 1 to entry: As defined in ISO/IEC 27002:2005 “Information security is the protection of information from a
wide range of threats in order to ensure business continuity, minimize business risk, and maximize return on
investments and business opportunities”.

3.8

interchangeability
abili A alk
othefr devices or components in the same system and without degradation in_ System
performance

[SOURCE: CEN-CENELEC-ETSI SG-CG Report on Interoperability CEN_9762- CLC_9624,
12.1|, Terms and definitions]

3.9
intefoperability
ability of two or more networks, systems, devices, applications ot/eomponents to interwork,
to exchange and use information in order to perform required functions.

[SOURCE: CEN-CENELEC-ETSI SG-CG Report on Interopérability CEN_9762 CLC_ 9624,
12.1|, Terms and definitions]

3.10
intefoperability testing
testing which should be performed to verify that’communicating entities within a system| are
intenoperable, i.e. they are able to exchange information in a semantically and syntactic
correct way

Note[1 to entry: During interoperability testing, entities are tested against peer entities known to be cgrrect
(profijes).

[SOURCE: CEN-CENELEC-ETSI SG-CG Report on Interoperability CEN_9762_CLC_9624,
12.1|, Terms and definitions]

3.1
profiile
agrged-upon subset-of derived from a specification

Note [1 to entry: y*A common profile is required for achieving interoperability especially in those cases when a
specificationecolld have more than one interpretation and there are probably many optional features.

Modeh)
high level conceptual model of the Smart Grid describing the main actors of the Smart Grid
and their main interactions

Note 1 to entry: This concept is introduced in IEC 62357-1:2016.

[SOURCE: CEN-CENELEC-ETSI SG-CG M490, Set of standards report
CEN_9762_CLC_9624, Chapter 7.3, SGAM introduction]

ftp://ftp.cencenelec.eu/EN/EuropeanStandardization/HotTopics/SmartGrids/SGCG_Interopera
bility Report.pdf
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4 Profiling concepts

4.1

General

4.1.1 Overview

A profile in the domain of power systems management and associated information exchange
describes a specific usage of a published standard or a collection of published standards by
restricting offered flexibility. Functional requirements may lead to the proposal of extensions

to th

e standard. Profiling needs to support both aspects.

Two
havi

The
betw

Prof
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a) d

b) f

c) t
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o f

implementations engineered from the same standard may not interoperate due to.{
ng a different set of elements offered by the flexibility of the standard.

een elements to achieve the functions as specified in the specific use of thestandard

ling may serve many objectives, depending on the project where the profile is used
n the different objectives one could get closer to interchangeability:

efore a profile may contain

efinitions of restricted flexibilities for
data models
communication services and capabilities
engineering related requirements
o functional allocation
e including optional naming rules
cyber-security requirements

unctional requirements for example state machines describing required sequence
ctions needed to ensure interaeperability, etc.

esting requirements

educe the number of, profiles related to the similar usage, architectural variants
fional variants may-be needed. Wherever possible, contained profile information sh
Lupplemented with_information in machine readable form.

plementary aims and objectives of profiling are to

romote-the re-use of defined profiles in different projects

pcilitate interoperability tests, increase the quality of interoperability and poten

hem

main goal of defining a profile is to facilitate interoperability for the data exchange

but

s of

and
ould

ially

hcrease test nffihinnr‘y

o facilitate pre-engineering and commissioning focussing on interoperability related topics

The profile contents are built based on requirements derived from use cases. These use
cases may have very diverse inputs including specific local use cases and national or regional

regu

lations.
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4.1.2 Framework for defining a profile

The methodology to capture the profile requirements as illustrated in Figure 1 is structured on
an approach based on Business Processes which need to be further broken down into
functions. Both will have to be expressed through use cases, in order to extract the
requirements for information exchange.

These requirements are the main input for defining a profile, with the additional constraint to
map these requirements over a selected set of standards (in current case, CIM or IEC 61850).

Besi the

defined profile.

i Business Role(s)
Roles interacts in one.or nmore BUC to

to pursue‘abusiness case

( Business Use BlUSinecs
Cases (BUC) ABUC depicts . Process J'b
a‘Business Process = _—___———4

SUC dupports BUC (enable or
fatilitate its achievement)

P_roﬁle System Use Smart Grids
requirements Cases (SUC) ASUC débri::vts —> function b
a function 1

- f System Role(s)
Standards \

Figure 1 — Framework for defining a profile

Profile test

Profile

IEC

4.1.3 Framework'for profiling

Figure 2 presents"an outline of standardized rules and relations between the main concepts
related to profiling and its contribution to project development.
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Rules for making
extensions are part

e of the standard

Extensions
(User/User-Group/
utility specific)

Standard
(CIM, IEC 61850,...)

Set of rules

= —— — — Profile

Existing
profiles
(standardized)

Use/implement

Project Q)

\@O IEC

Figure 2 — Framework for file

In principle a profile shall be defined based on the@esponding standard. The definitions of
the $tandard might be extended optionally by USQ( r User Group specific requirements.|The
optipnal extensions shall follow the rules which@ould be defined as part of the standard.
%

A prpfile shall follow a set of rules whic@ be additionally defined (i.e. rules for naming of
objegts). &

4\
A mature and proven profile can b\@standardized as well. If there are additional requiremlents
or rgfinements to an existing dardized profile is needed the standardized profile may be
extenpded following the ruleb xtension as stated above.

To facilitate interoperability in a project the use of profiles (either existing standardized
profiles or project s&@ c defined profiles) is highly recommended.

4.1. Frang&’k for testing profiles

Figure 3 ents the basic framework of activities and elements needed to achlieve
intenopefability within a project. It describes in addition the main area of involvement of
stan isation activities.
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Based on Prerequisite Based on

Applied
profile

Prerequisite

Interoperability Set of interop tests
test (may be standardized)

Limit of standardization
involvement

Set of project tests

Project tests

IEC
Figure 3 — Framework for testing profile

The|conformance of an implementation to a standard/in a device shall be tested followipg a
standardized set of rules and/or test cases. To test‘the conformance of an implementatign to
a prpfile the proven conformance to a standard)is a prerequisite. A set of rules and/or|test
casgs for testing conformance to a profile may also be standardized. An interoperability|test
may|be based on a set of Interoperability test cases which may complement the conform@nce
test|(considered as prerequisite) related.to an underlying profile.

4.2 | Constraints due to the technology used for defining profiles

The|technology used to express/implement the profile content may lead to limitations in
expressing some specific profile requirements.

One| example of thesetlimitations is — in the case of IEC 61850 — that presence condjition
detadlls may not be all\machine-processable. Textual descriptions shall remain.

The [following @spects need to be refined in this subclause:

J $anagement of (project specific) extensions which are not part of the base specificatign

hallenge — flexibility vs. strictness in order to achieve interoperability

e Profiles implicitly require agreed-upon decisions and consequently profiles are bound to
these decisions and potential constraints

e Guarantees that the desired function is properly implemented in the profile
4.3 Management of extensions to standards

Standards may support custom defined extensions, and the profile may rely on these specific
extensions.

In order to encourage the re-use of extensions, to avoid duplication of contents, but also to
facilitate the versioning of content of different speed of change, hosting in a separate
specification is strongly recommended.

Capabilities of accessing all existing extensions are under definition.
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4.4 CIM profiling concept
4.4.1 General

The Common Information Model (CIM) specifies the basis for the semantics for message
payload exchanges. The profile specifications, which are contained in other parts of
IEC 61970, IEC 61968 and IEC 62325, specify the content of the payloads exchanged.

Payload exchanges occur always in a given context. The context could be a domain, a
situation, an event, etc. However the context is more than just a state; it is also the set of
conditions and circumstances that are relevant to a domain, a situation, an event, a location
etc. [NoteThat a context could also be a combination of diiferent coniexts.

A cdntext is the formal description of a specific business circumstance and is defined by:

e iIs scope (relevance, applicability, business context) of information exchange(s),
e the information that is exchanged,

e the circumstances in which particular data is or is not relevant.

In this document, the scope of a context is payload exchanges in an integrated [and
inteloperable environment. The scope could be broad (for example: exchanges for a dognain
like power network analysis) or specific (for example: exchanges/for a given business progess
like European market scheduling or periodic meter readings):

The|goal of the CIM as a logical information modelis to provide interoperability between
systems, allow data exchanges to be easily defined and implemented, and enablg an
entefrprise architecture that would shorten the time to integration. Where the CIM provides a
brogd coverage for the domain of the electric utility industry, specific data exchanges will jonly
conyey a relatively small subset of the classes; attributes and relationships that are descrjibed
by the CIM. Similarly, many systems or applications that participate in information exchampges
only|‘understand’ a subset of the information described by the CIM. For these reasons, there

is the need to formally identify thatUsubset of information that is needed for a dgiven
infojmation exchange, without forcing a source or target system to have a complete
understanding of the entirety of thecCIM.

The|CIM profiling approach(makes the definition of exchange payloads consistent, where poth
producers and consumers agree upon meaning. But additionally, and perhaps more
impgrtantly, the receiver has a clear understanding of how data from multiple souices,
spanning multiple profiles and exchange technologies, can be readily and unambigudusly
composed into ascohesive model suitable for business analysis and systems integration. As
such, profiles~and the profile methodology provide the foundation to reach the goal of
intefoperable~information exchange.
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(UML)
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Figure 4 — Main steps for profiling CIM
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may| take into account additional restrictions that a
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As described in Figure 5, a CIM profile is some formal subset of the information defined by
the CIM canonical model, in terms of classes, attributes and relationships. Additionally, a set
of restrictive rules can be imposed over this subset of the CIM, where specific elements can
be defined as being required or specific constraints imposed on relationships. Each CIM
profile is given a name, where the name may be used to define a container element for the
profile. A CIM profile may be realized in a variety of forms, but most commonly an XML
Schema or RDF schema, where it can be used to facilitate specific information exchanges.

4.4.3 Requirements

Each profile definition is assigned a unique name, so that when the corresponding information
is exchanged the name of the profile can be used to distinguish it from other profile
definitions. This name can be used to define a unique namespace. The elements within“¢ach
profile definition retain, in general, their original names as defined in the CIM~l ceftain
circymstances, if precise rules are published, this original names may be altered)by addihg a
Preflx. Anyhow in all circumstances an explicit traceability from elements'\in” the profile
definition to the corresponding source elements in the CIM is provided.

igh-level use case for CIM profiles involves the definition of\interfaces to be used for
infojmation exchanges between systems. There are three general situations where this|can

62325 series (where the actor is a team developing a draft standard), secondly whefe a

exchlange will almost without exception onlyshave an understanding of some subset of the

In any of these cases the first step is_tetidentify the information to be exchanged, where tHis is
referred to as the ‘payload’ of\the information exchange. This will typically begin w|th a
detailed use case defining the specific information exchange requirements. The spgcific
information will typically be seme subset of the IEC CIM logical information model, in terms of
a subset of classes, attributes and relationships that are relevant to the desired information
exchange, conveying either a transaction, event or query result set. There is also the negd to
add |‘restrictions’, to _beimore explicit with respect to the information required for a diven
information exchange_(i.e. what is required vs. what is optional). Using appropriate tool|s, a
profile definition is ‘derived from the CIM logical data model. In some cases there may bqg the
to identifyextensions to the CIM where the current CIM version did not prgvide
necgssary covierage, but the details of this process is left as a separate use case.

Aftef deciding upon other factors related to the implementation of the information exchange
(i.e.| Web services, messaging, file, integration pattern, security), tools can be usefl to
generate design artefacts (i.e. XML Schema, RDF Schema) from the profile definition as
needed to support implementation of the integration.

4.4.5 Concept outline

Description that profile refinement is done in specific application domains (i.e. EMS, DMS and
Energy Market).

The description of profile refinement is described in IEC 62325-450, Framework for energy
market communications — Part 450: Profile and context modelling rules and in the upcoming
IEC 61970-401, Energy Management System Application Program Interface (EMS-API) —
Part 401: Component interface specification (CIS) framework.
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4.4.6 Profile development methodology

The genesis of any profile is a business problem that defines the need for some standardized
payload exchange. Any given exchange may or may not be part of a defined sequence of
exchanges, and may or may not require specification of the communication technologies
employed in exchanging data. All these aspects are important, and shall also be defined
somewhere.

A profile is the specification that relates an instance data exchange to the canonical model.
As such it is the key definition of how business exchanges are structured and used.
Implementations working with instance data exchanges are strictly governed by profiles. The
canagnical model is used to assist in giving consistency and meaning to the content of instance
datal but implementation conformance can only be realized against a profile.

The| prime requirement of the profile development methodology is to achieve) ‘consigtent
exchange forms that reflect all the business requirements for an exchange orexchanges|in a
givep business context.

The|second requirement of the methodology is to achieve consistentr exchange forms$ by
deriving the semantics of all related access / exchange specifications according tq an
expl|citly defined method from one normalized canonical informatian*model.

This| last consistency is important because it addresses\the global design of exchange
paylpads that for some given business context involve teps or hundreds or even thousands of
them. In the grand scheme of things all these profiles@re contributing to the operation of the
sampe whole. They will be functionally related. This js\a challenging problem. Since we caEnot
know the global requirements completely at the time a given profile is designed, we caphnot
use the usual deterministic design methods.

The [profile development methodology aim<is' to facilitate the integration process by alloying
systems and components on different machines from different vendors to be interoperable,
thatmeans they can share data and have the ability to exchange information and to use it

The |basis for this facilitation is to achieve both syntactic and semantic interoperability:

Semantic interoperability is_the ability to automatically interpret the exchanged information
meahingfully and accurately in order to produce useful results as defined by the end usefs of
both| systems. To aehieve semantic interoperability, both sides must refer to a common
infojmation exchange-reference model. The content of the information exchange requestq are

Synfactic interoperability refers to the packaging and transmission mechanisms for dataland
is a prerequisite for semantic interoperability.

e semantic interoperability is based on the use of a canonical data model, a well-known
pattern that is commonly part of SOA strategies,

e syntactic interoperability is based on standards from the W3C like XML or RDF Schema.
4.4.7 Profiling process

The profiling process defines the models (semantic and syntactic) that will drive the
exchanges, models that will reflect as much as possible the different business or context
requirements. Those models are described by artefacts that are related one to each other:

The contextual model artefacts are related to both canonical model artefacts and syntactic
model artefacts, as shown in Figure 6.
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contextual model artefacts are related to the canoniéal*ones is one part of the profiling

hctic model artefacts.

the

other purpose of the profiling process is to\provide all information that is required for a

partial party to judge conformance of ‘apayload instance. This requires two things W
igorously separated in this profiling methodology:

A contextual semantic model that-§pecifies:

i for
hich

the structural elements that-capture the information content. This includes the nagmes

of data items and therrelationship between named data items that make up
payload.

the type of information content of the structural elements, so that it can be interpr|
unambiguously-by parties in different environments

\ profile (syntactic model) that specifies how the contextual semantic model is expre

the

eted

bsed

N a given syntax, so that it can be transferred from producer to consumer, where those

arties may‘be in different computing environments, as shown in Figure 7.
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The |profiling process includes the following steps:

1) Collect the context requirements:
) Payload information required
I) Datatypes requirements
) Syntactic model target.(RDFS, XSD, etc.)
2) Choose the canonical model version (CIM version)
3) Define the contextualimodel as a new model based on CIM canonical model:

I) Choose a representation for the contextual model (UML, OWL, etc.)
) Choose the.syntactic target (RDFS, XSD) for the syntactic model

¢) Choose<profiling rules (example keeping inheritance or not) that are going to be yised
and that define how contextual model artefacts are related to canonical model arteflacts

I) Select required classes, as defined by the context requirements

f) Define appropriate multiplicity for the properties

4) Define how requirements of datatypes are going to be expressed: in the contextual model
or through notes

5) Generate the syntactic model, according to standard rules that defines how contextual
model artefacts are mapped to syntactic model artefacts

6) Generate a document with the syntactic model or a reference to the syntactic model,
along with the requirements that are not expressed in the syntactic model.
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4.5 |IEC 61850 profiling concept
4.51 General

The |EC 61850 standard series’ primary goal is to provide interoperability between
subsystems and components in order to enable more or less complex system functions.
Therefore the standard series covers specifications for functional and non-functional
requirements, information and communication aspects for devices and systems as well as
device and system engineering. With that the IEC 61850 series offers a broad basis for
communication networks and systems in power utility automation.

Due g p y ns pp

usen of the standard (utility, vendor, system integrator, etc.) to pick and choose cific
options offered by the standard in order to meet the requirements according hﬁ(%te ded
projéct objectives. As a consequence implementations of IEC 61850 repr spqcific
subgets of the standard instead of covering it as a whole.

IEC 61850 profiles express (interoperability) requirements of actors(b‘igles in a spdcific

busipess context to be fulfilled by devices and systems. @(1/
4.5.2 IEC 61850 profile definition &Q‘
Model Core parts &\Q/
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Figure 8 — Framework for profiling IEC 61850

Figure 8 shows the main relationship between the different elements constituting the profiling
activity of IEC 61850.

An IEC 61850 standard profile may contain a selection of data models (mandatory and
optional elements) and communication services applicable for a specific role within a detailed
use case. The data models and communication services are all based on the same core parts
as described in Figure 8.
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It is acknowledged that a profile cannot be less demanding than the standard itself, i.e. a field
or item said mandatory (or forbidden) by the standard shall remain mandatory (or forbidden)
in a profile. The standard represents a sort of minimum base line.

Furthermore a profile may define instances (i.e. pay load, specific device types) and
procedures (i.e. programmable logics, message sequences). Subclause 4.5.3 provides
possible content of a profile.

Depending on the scope and objective different profile types can be distinguished:

o User prnfilp — defined subset that is valid for a Qppr‘ifir‘ user / r‘nmmlmity of users (i_e_
ytility)

e Froduct profile — implemented subset in a specific vendor product

e Basic Application Profile — subset1 to support a specific application function [(i.e.
grotection function)

e [Domain profile — defined subset for a specific domain and relevant use“cases (i.e. gsset
management)

e Application profile subset covering a specific application mostly-~based by aggregating
BAPs (i.e. substation interlocking)

e Device profile — subset covering a typical IED functionality. (i.e. bay controller)

e FMrotocol profile — subset covering specific communication protocol definitions |(i.e.
I

FC 61850-8-x)

Thege profile types target reducing complexity and/improving interoperability for their spdcific
scopje. In order to achieve these goals both .a_ properly defined profile and appropfiate
implementations (processes, tools, products) that)support the profile are required.

4.5.3 IEC 61850 field or items which may be considered when profiling

An IEC 61850 standard profiling activity/starts as soon as a field or item declared optional by
the standard, i.e. with the flexibility-to implement it or not, is made “less” flexible for a spqcific
usage. Profiling may also rely on av‘hon-standard” namespace.

Prof|ling may be applied:

a) A\t data model level(generic):

+ mostly affecting the presence condition cardinality:

o from.Optional to required

o from Omulti to restricted multi required (within a possible range)

o( from AtLeastOne to a required set of

o from AllOrNone to a required selected group

— possibly:

o from optional to “not expected in the context of the profile” (equivalent of Forbidden
in the context of the profile, but possibly used in other profile contexts)

1 Most of the profile types above may follow a standardization process, in order to collect the widest range of
comments and guarantee their stability for a defined period.


https://iecnorm.com/api/?name=760bfd2c88aaf5b968ff19a403ef2b0a

-20 - IEC TR 62361-103:2018 © IEC 2018

b) At server data interface instance level such as:
— LD presence
— LD naming rule
— LD arrangement of LNs
— LN presence
— LN prefix naming rule and suffix numbering rule
— Object presence (same principle than the one described above for the model)

— Enumeration values to be supported

Attribute presence (same principle than the one described above for the model)

Attribute enumeration/range to be supported
c) At IED and or accesspoint attribute level
+ Required attributes

List of required communication services and services to be supported
4 IP address range

d) IPossibly other performance parameter ranges

A profile may specify as well certain engineering capabilities and certain functionalities
expécted from engineering tools associated with IEC 61850 SCL.

4.5.4 Requirements
The |profile shall meet the following requirements;

e FRrofile can be combined/merged between each other

Shall follow the same content structure/tree diagram

e Rrofile could be specialised by other profiles

Profile requirements may be_inherited by others (multiple inheritance), and relying pn a
specific profile set, these may just specify (add) their specific requirements

o |ED capabilities (expressed-by ICD file and extended by the MICS/PICS specific confent)
gan be compared to profilé requirements (i.e. machine-processable format)

e PRrofiles can be compared one to each other (i.e. machine-processable)

Prof|le versioning i§ a key topic. In order to be efficient and to make reliable comparison,|it is
recommended that.each contained item is tagged with a unique ID.

Prof|le shall~be testable (a necessary path to reach interoperability), and a test proceflure
shal| be @ttached to each profile.

A formal representation of profile (I.e. machine processable format) may be the most efficient
way to answer above requirements.

4.5.5 Concept Outline

The profiling concept selected by IEC 61850 is a classical modular bottom-up approach to
enhance the interoperability between functions/subfunctions located in IEDs forming a
substation automation environment. IEC 61850-5 shows how the domain of substation
automation can be decomposed into functions/subfunctions. A profile of such a decomposed
function/subfunction is called a Basic Application Profile (BAP). That concept, as presented in
Figure 9, is recommended by the Interoperability Report worked out by the Smart Grid
Coordination Group of CENELEC.
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IEC TR 61850-7-6 offers a guideline on how to define BAPs in more detail and also shows

some BAP examples.

Domain, BAP Framework Applicable standard?
Appl. function, BAP, . Select
-~ “r=-- -
‘s~ .= iw eData Model
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« Communication
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Figure 9 = Aggregating BAPs

IEC

\P is an agreed-upon selection "and interpretation of relevant parts of IEC 61850 and is
ded to be used as building blegks for interoperable IED specifications.
key ideas for building up BAPs are:
APs are elements in a modular framework for decomposed application
nctions/subfunctions in a specific domain.
ombinationstof different BAPs are used in IEDs as building blocks.
roject specific refinement additional to the BAP might be necessary to meet spdcific
quirements for implementation in projects. These additional requirements should be
equently fed back into the User Group and may lead to a new or revised BAP basefl on

sér experiences and group decisions.

BAPs are intended to represent a user agreed common denominator of a recommended

implementation or a proven best practice implementation of an application function

in a

specific smart grid system/subsystem, but they are not aimed to cover all possible

implementation options.

BAPs should not have options; all selected features (inclusion or exclusion) are therefore
mandatory in the interest of interoperability. If variants of BAPs for an application function

are needed it has to be shown by variants of the selected features.

BAP should include:

a)

Functional description

functional behaviour of the application function

Verbal description of the function supported by figures to explain the required
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Description of the use case and the associated roles/actors
— List of roles /actors

— Sequence diagram showing the typical interactions between the associated
roles/actors

Logical architecture

— Description of the application function by using LNs and description of the interaction
between those LN’s using attributes defined inside the LNs
Allocation variants (optional)

This clause shall be used if the allocation of subfunctions (I Ne) into different phy*ica|

devices can be done in different ways i.e. Allocation of subfunctions (LNg) in
configuration with or without process bus

Functional variants (optional)

+ To avoid multiple BAP definitions for the same application function caused by slithtly

different behaviour this clause can be used to define so called impleméntation variants
for the same application function the use of attributes neededfor these functional
variants has to be shown in the description of the data model-i.e. with or without
monitoring of status signals

Performance requirements (optional)

Functional related i.e. required behaviour in case of lass-ef communication

Service related

i.e. timing constraints, required reaction time, etc:

Pescription of data model per actor

Semantic model

¢ |In case functional variants are used) it has to be shown in the semantic data mjodel
by using columns for each functional variant

Syntactic model
Communication services

Description of the IEC 61850 services used to perform the required behavior of the
application function

Device related requirements (optional)

Configuration capabilities

4+ Communication capabilities
Engineeringttool related requirements (optional)
Capabilities for testing

A taskforce within the IEC is currently working on a document (IEC 61850-10-3) defining
gtahdardized capabilities of application functions and rules needed for interoperability
tesh i i i - “Beh” : the

The objective of a BAP is to reduce complexity, clarify vague or ambiguous specifications and
so aims to facilitate interoperability.
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