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1)

INTERNATIONAL ELECTROTECHNICAL COMMISSION

POWER SYSTEM CONTROL AND ASSOCIATED COMMUNICATIONS -
Reference architecture for object models, services and protocols

FOREWORD

The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to

promote

interpational-co-cperation-on-all-guestions—concerning-standardization-in-the-electrical-and-electronic-fields. To
this nd and in addition to other activities, IEC publishes International Standards, ifications,
Techpical Reports, and Guides (hereafter referred to as “IEC Publication(s)”). Their pieparatio usted to
techpical committees; any IEC National Committee interested in the subject deal e in this
preparatory work. International, governmental and non-governmental organiza EC also
partigipate in this preparation. IEC collaborates closely with the International Qrga | tlon or rdization
(ISO) in accordance with conditions determined by agreement between the

2) The formal decisions or agreements of IEC on technical matters express, &8 rnational
consensus of opinion on the relevant subjects since each technica from all
intergsted IEC National Committees

3) IEC Publications have the form of recommendations for intermationa| : septed by IEC |National
Comnittees in that sense. While all reasonable efforts are ¢ technical conterft of IEC
Publications is accurate, € i i ey are used or| for any
misirjterpretation by any end user.

4) In onder to promote international uniformj S i gftake to apply IEC Pullications
trangparently to the maximum extent possi i ergence
betwpen any IEC Publication and the corresp qnal pdblication shall be cIearIy indjcated in
the Igtter.

5) IEC [provides no marking procedure to indica for any
equipment declared to be in canformity with

6) Allu

7) No lipbility shall attach erts and
mempers of its technical con gmage or
othel damage of aqy es) and
expehses arising her IEC
Publications.

8) Atterjtion is drawn ations is
indispensable for.

9) Attention is dre ‘ i Libject of
pate €

The mai ever, a

technidal llected

data of ard, for
example

IEC 64357, vvh;uh ;O [=] tcbhlllba: IC'JUIt, haa bccll plcpalcd by :EC tc\;hlllba: L;UIIIIII;t ee 57

Power system control and associated communications.

The text of this technical report is based on the following documents:

Enquiry draft Report on voting
57/611A/DTR 57/627/RVC

Full information on the voting for the approval of this technical report can be found in the
report on voting indicated in the above table.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.
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The committee has decided that the contents of this publication will remain unchanged until
20041. At this date, the publication will be

* reconfirmed;

* withdrawn;

* replaced by a revised edition, or
+ amended.

@%
&

1 IEC Technical Committee 57 will revise this document immediately in order to accommodate comments
received during the voting process with the goal of reflecting recent developments.
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0 Introduction

IEC Technical Committee 57 develops standards for electric power system control and
associated telecommunications in the areas of generation, transmission and distribution real-
time operations and planning. The primary purpose of this Technical Report is to provide a
reference architecture to show how the various standardisation activities within IEC Technical
Committee 57 relate to each other and how they individually and collectively contribute to
meeting the objectives of IEC Technical Committee 57. A second objective is to develop a
strategy to combine and harmonize the work of these various activities to help facilitate a
single, comprehensive plan for deployment of these standards in product development and
system implementations.

The need for this framework is motivated by at least two major factors:

pd and
etween

1. Thlere are multiple independent standard initiatives that nee&d to\be )xoordin
harmonized to minimize the need for data transformatio

syptems using these various standards.
2. There is a need to have a comprehensive vision of how to dg rds for

There are several different initiatives within IEC Te with a
selectdd part of the real-time operations and plap nd may
have sgufficient breadth of scope to p led for
product vendors to develop products

Trend foward integration of planning/and co

In today’s utility enterpri arge between the various gengration,
transm S ¥ sirable
but ne 2 env plays |the role of either supplier or consymer of
information, or more typisally % . 2 at both data semantics and syntax need to
be prgserved a ' here system boundaries in this context are
interfag¢es wherendata i i gsible to other systems or where requests fpr data
residing in other sysgé re ini In bther words, the what of the information exchange is

actually much
transpgrted betwe

integration purposes than how the data is

Most p system architectures have dealt primarily with the how (i.e.,

definiti ansporting the data), with a focus on utilizing as many existing 1SO
or TCPH 8 model
for protocol profiles.2\However, the increasing use of object modeling techniques to defline the
data for informati exchange within the different standards initiatives has appropriately
shifted is that
each i mportantly

generated its own object model definitions. This was not done intentionally, and in fact each
initiative had perfectly good reasons for their choices, given the limited scope of their domain
of application. But the consequence is that instead of one object model for each physical
entity in the generation, transmission and distribution operations domain being standardized,
at least two or more object models exist in most cases with different definitions for classes,
attributes, data types, and relationships between classes. Furthermore, in most cases
different modeling languages have also been used.

2 The original EPRI UCA project, for example, had the focus of settling on the use of MMS and a few standard
profiles for transporting data rather than on the semantics of information transfer between systems.
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POWER SYSTEM CONTROL AND ASSOCIATED COMMUNICATIONS -
Reference architecture for object models, services and protocols

1 General

1.1 Scope and purpose of reference architecture

The first objective of a reference architecture is to describe all the existing object models,
services, and protocols and how they relate to each other A strategy can then be developed

to shoy ieve a

commd , then

recomf els are

made.

This report deals with the following standardisation initiatives agid

1. |IEL Technical Committee 57, which is responsible power
sygtem control and associated telecommunications i 57 comgrises a
number of working groups of which the following erech is\xTechnical Report:

IEC Technical Committee 57 Worklng group éliable data acquisition
3 “\networks between $CADA

= rds for the exchange of real-
er Wide Area Networks (WANSs).

IEC Technical Comyuittee 57 ] C standards for data communigations

IEC Technical i S ‘ i groups 10, 11 and 12 - standafds for
substations.

IEC Tec S Mg group 13 — standards to facilitate integration of
applications’withih 2 , including the interactions with external opgrations
in distributig ‘ e ekternal sources/sinks of information needed for real-

itee 57 Working group 14 - standards for Distfibution
érfaces for information exchange with other IT systems.

Cmmlttee 57 Working group 15 - standards for data and

ommittee 57 Working group 16 — standards for deregulated |energy
market communications.

(D

=1 (>} R |- R hiakh i HN £ +h £ I H
I_ICL;I.IIL/ LEAALA>A N\NCoTarvri IIIOLILULU \ I I\I}, AAARLAYZ N IS TUCOMPUITOITVUIC  TUI uarc i OW|ng

projects that have contributed to the work of IEC Technical Committee 57:

CCAPI project, which is developing interfaces for information sharing between
application programs in a control center with a scope that includes transmission,
distribution, and generation (provides input to IEC Technical Committee 57 Working
groups 13 and 14)

UCA2, which focuses primarily on communications to substation and substation
devices in transmission and distribution substations (provides input to IEC Technical
Committee 57 Working groups 10 to 12)

ICCP, also known as TASE.2, for inter-control center communications, but also
applicable to substation communications in certain circumstances (provides input to
IEC Technical Committee 57 Working group 7)
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There are other standards-related activities that are relevant to IEC Technical Committee 57
and are the source of either existing or planned standards that can be adopted (perhaps with
some tailoring to meet utility-specific needs). Figure 1 graphically depicts these activities and
domain of application. Of particular interest are the following:

¢ Object Management Group (OMG), an industry consortium responsible for the CORBA
standards for open distributed computing. IEC Technical Committee 57 Working group 13
is working closely with the OMG Utilities Domain Task Force (DTF) to develop standards
for common data access and acquisition of SCADA data.

e Open Application Group (OAG), an industry consortium responsible for Enterprise
Application Integration (EAI) solutio

discusy
the we

UCA2
Project

IEC 2042/03

Figure 1 — Coordination among standards activities

Figure 2 shows the scope of activity encompassed by the IEC Technical Committee 57
working groups identified above. The standards shown in Figure 2 are described in the
following Clause.
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Figure 2 — Application of IEC Technical Committee 57 Standards to a power system

IEC 2043/03
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1.2 Reference documents
IEC 60870-5 (all parts), Telecontrol equipment and systems - Part 5: Transmission protocols

IEC 60870-6 (all parts), Telecontrol equipment and systems - Part 6: Telecontrol protocols
compatible with ISO standards and ITU-T recommendations

IEC 61334 (all parts), Distribution automation using distribution line carrier systems

IEC 61850 (all parts), Communication networks and systems in substations

IEC 61968 (all parts), Application integration at electric utilities — S ces for

distribytion management

IEC 62056 (all parts), Electricity metering - Data exchange for meter xeaq nd load
contro

ISO/IEC 8824-1, Information technology - Abstract
Specification of basic notation

SN.1):

ISO/IEC 8824-2, Information technology - Abstract & mation

object specification

ISO/IEC 9506 (all parts), [Industria
specifigation

Manufacturing message

2 |IELC Technical Cory

As in most standards|activitis ng decduments from Technical Committee 7 that
eventuElly becomre sta s in the individual working groups of Teghnical
Committee 57. [ ‘ were formed from the bottom up rather than ffom an
initial yision embodigdNn\a amework or reference architecture handed dpwn by

IEC Tdchnical Con ithin the broad charter of IEC Technical Committee

57, whiich is “power\syste and associated telecommunications”, working [groups
were fq r country took the initiative to propose a new work item.

The firgtworki| Qups fycused on protocols and services for data links from control ¢enters
to substati > | control centers (IEC Technical Committee 57 Working grpups 3

and 7) is W arily provided standards for exchanging SCADA data and controlling
substafion devices:

21 1

IEC Technical Committee 57 Working group 3 initially focused on providing standards for
reliable communications on narrow-band serial data links traditionally used for
communications between a SCADA master in a control center and RTUs located in
transmission substations in the field. The first IEC Technical Committee 57 Working group 3
standard IEC 60870-5-101 resulted in a three-layer protocol stack custom designed for high
reliability and low bit rate on the wire. Later, the scope of IEC Technical Committee 57
Working group 3 was broadened to include telecontrol protocols mapped onto data networks,
such as router-based WANs. This resulted in IEC 60870-5-104, which provides network
access for IEC 60870-5-101 using standard transport profiles, primarily TCP/IP.
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These standards implicitly assume an “anonymous point-oriented model” to identify the values
received and devices controlled. This means that the source of a data value, such as analog
measurement, status, or accumulator (i.e., counter) value, is an RTU point number or name.
This is in contrast to the “device-oriented models” being developed in IEC Technical
Committee 57 Working groups 10, 11 and 12 in the IEC 61850 standards, where real world
substation and field devices are represented by object models and the name of the value
identifies the device that supplies it. In fact, the entire device is modeled to include other
information, such as nameplate data.

2.2 |EC 60870-6 Standards from IEC Technical Committee 57 Working group 7

IEC Techni i ' oviding
bnters3
bls and
to the

The fi
IEC 6(
Norwa

st standard published was TASE.1,
870-6-504, and IEC 60870-6-701,

6-502,
bl from
ity, the

applic rotocol
docum

The second standard published was . iSi 0-6- , +6-505,
IEC 60§ A , these
standafds also provide for exchange of in 3 text or
short Binary fiIes) and structured dafa objec ransfer
accoun ICCP,
from t1e name given by/th i S e draft
specifitations for this standard\(§ of: ipti ject).

The TASE.2 standara i , in which the client ipitiates
transagtions th 2 : . Object models were used to define the
transagtions and ‘ser, ~ erring this data, such as Association, Data Valug, Data
Set, Transfer Sets,\D , v1 he actual data to be transferred was separats d from
these i d\as tatlc data objects, such as Indication Points, Control [Points,
Transfer Accoant i etc. Thus an attempt was made to separate the data
objects S e underlying services used to transfer the data.

Howev [ simapy objective of TASE.2 was to support the exchange of real-time
SCAD/ adule’s and accounting information, the information needed was [largely
independent«oef the squrce of the information. That is, the knowledge of the physical|device
supplying-measurands or status data was immaterial, as long as a power system mode| within
the corltrol center could make the association of the received point data with its location in the
network topology. For that reason, point-oriented models were used to represent the data
values received and control commands sent to another control center or substation host
computer acting as a SCADA master for the substation. In other words, while an object model
approach is used to define the data objects and services, an anonymous point-oriented model
is used to identify the values received and devices controlled, as in IEC Technical Committee
57 Working group 3.

3 The term control center here also includes power plants and automated substations that contain a host
computer acting as a SCADA master located within the substation itself.

4 The scope of IEC Technical Committee 57 and IEC Technical Committee 57 Working group 7 was later
modified to embrace the use of TCP/IP for the Transport Layer as well.
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IEC 60870-6-503 defines the services and protocols, including a mapping of the abstract
services and data types defined in the server objects onto MMS services and data types.
IEC 60870-6-802 defines the data objects and their mapping onto MMS data types.
IEC 60870-6-702 defines an Application Profile for TASE.2 protocol stack in the upper 3
layers. IEC 60870-6-505 is a User Guide for TASE.2.

2.3 IEC 61334 Standards from IEC Technical Committee 57 Working group 9

IEC Technical Committee 57 Working group 9 provides standards for distribution automation
using distribution line carrier systems. These standards address protocols for accessing
distribution devices in the field from distribution operations management systems over
existing_distribution power lines

The spope of these standards covers communications using carrier
technology on both medium voltage (MV) and low voltage distributi s. The
distribytion line communication system provides two-way communications wh ¢h san Pe used
for a llarge number of devices with various functions (for ¢ units,
remotely controlled feeder switches, meters, transformer station conce tr , e input
unit, light control, load management, and traffic lights).

Standdqrd IEC 61334-4-1 defines the reference archi Q i model.
In IEC|61334-4-41, known as the Distribution Line Me £ bstract,
object |oriented server model is provided. Th| NS ces of
distribytion devices. The protocol data uxi model
are degcribed in ASN.1. In addition, efficie

The IEC 61334-5-1 to IEC 61334-5-5 (seri i i 5 using
differemt modulation techno ogles suited fo 2 ication. -4-511 and
IEC 61334-4-512 specify ‘ pdures,
respectively, for the IEC 6 ieg 334-3- -3- ne the

requirgments for coup
requiregments.

2.3.1 |Relation t;“
The DI orms the basis for a series of standards develgped by
IEC Tejchnica) X i orking group 04 for metering applications. In particular, the

IEC 64056 [ } omplete communication stack — including the meter|device
modelg icR i i

safety

2.4 |EC 61850)Standards from IEC Technical Committee 57 Working groups 10 t¢ 12

As the| need for standards to address substation automation was identified, new working
groups|were formed (IEC Technical Committee 57 Working groups 10, 11 and 12) to develop
standards for architectures and interfaces within substations and on distribution feeders to
access field devices directly rather than indirectly through an RTU. This was also in
recognition of the desire to be able to access devices from different vendors in a common way
to accomplish engineering tasks, such as reconfiguring a device or obtaining name plate data
on newly installed devices for asset management purposes or other purposes not related to
just real-time control.

These standards define a reference architecture based on a client/server model, similar to the
TASE.2 standards, in which the client initiates transactions that are processed by the server.
However, unlike the TASE.2 standards, the physical field devices are modeled directly as
objects with attributes and methods. A client then interacts with an object model of the field
device directly in order to access it for purposes of reading attribute values, such as
nameplate data or measured values, or to control the device. The common services needed
by all substation devices, especially field devices, are modeled as server objects, which are
defined in the IEC 61850-7 Abstract Communication Service Interface (ACSI). These abstract
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communication services are defined using object modeling techniques as well. Field devices,
then, incorporate these services by specifying which objects within their models inherit the
class objects defined in the ACSI. For example, if a model of a utility field device contains a
measured value which needs to be read by a substation host, the object inherits the attributes
and methods associated with the class object Basic Data Class defined in IEC 61850-7-2.

Standardized mappings of these abstract services to different application layer communi-
cations protocols are defined in IEC 61850-8-x (station bus) / IEC 61850-9-x (process bus), so
that common utility functions will be performed consistently across all field devices
independent of the underlying communication stacks.

Similar_ta thp TASE ? qfandardq ’rhp ACSI dpqr‘rln’rmn makpﬁ use of a (‘Ilpntleprvpr model.
Howeve ts, the
field ohj

This w EPRI-

sponsa

25 F b 13

IEC Te Erds to
ndors,

facilita

betwee d other
system ation or
distribyti rogram

interfa change

These ides an
abstrac 3ing Unified Modeling Language | (UML)
notation. The CIM is pg amework The CIM specifies the semantics

for this| API. Other :ar i ify the syntax for the API.

2.5.1 |Common

The C
enterpfi
classes

represents all the major objects in an electrig utility
d inTah EMS information model. This model includes| public
vbjects, as well as the relationships between them.

Many g h powersystem of concern to Technical Committee 57 are modeled|only in
the CIM, such@s generation equipment, generation dynamics, schedules, energy schedules,
financigl, and-reservations. Other parts of the power system are modeled in both the C|IM and
elsewhlere, such as Substation equipment including transformers, switches, breakers, efc.

The comprehensive CIM is partitioned into several packages for convenience. Future IEC
61970-301 defines a base set of packages which provide a logical view of the physical
aspects of Energy Management System information, including the Core, Topology, Wires,
Outage, Protection, Measurements, Load Model, Generation, and Domain. Future IEC 61970-
302 defines the Energy Scheduling, Reservation, and Financial packages. Future IEC 61970-
303 defines the SCADA package.

2.5.2 Component Interface Specifications (CIS) for Information Exchange

For a specific type of application and type of exchange, it is necessary to define what object
classes and attributes are exchanged. This means defining interface message structures to
hold the data. These structures may be subsets or views of CIM object classes. In other
words, the CIM is used as a data dictionary for defining the contents of the information
exchanged between applications.
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A series of Component Interface Specifications (CIS) are used to actually define the data
content and behavior for each of the applications in an EMS. The CIS comprises a set of
interface classes specified using UML notation for each information exchange. Since the
intent of the EMS-API standards is to define interface standards rather than to define
standard applications, the scope of these CIS can best be understood by considering the list
of application categories that will be supported by the EMS-API standards. The application
categories defined for which a CIS is being prepared includes, but is not limited to, the
following:

« SCADA,

 Alarm Processing,

. To:'[;:uw Processing;

* Nefwork Applications (for example, State Estimator, Optimal Power Fow, etc:
« Lodd Management,

* Generation Control,
¢« Unit Commitment,

* Lodd Forecast,

. EneLrgy/Transmission Scheduling,
e Transaction Information Systems,

« Acgounting Settlements,

* Majlntenance Scheduling,

e Archive,

« Equipment Data Definition,

* Generic User Interfac

* Dynpamic Simulatio

« Dispatcher Traini
« External sy¥<>s

wh

eather,

The acftual A i dent of
actual & he CIS
interfage nter or
integraltor bild an

information exchange\model (IEM) repository containing the metadata about all infofmation
excharlges!

2.5.3 Future IEC 61970 Standards as an Integration Framework

Figure 3 illustrates the key interfaces within a control center based on the use of EMS-API
standards. SCADA data is made available to EMS applications via the Component Interfaces
as specified in the EMS-API CIS standards. The actual middleware technology (referred to as
a component execution system (CES) in Figure 3) used to interconnect the applications can
be chosen by the system implementer from among the best ones available and is not the
subject of the EMS-API standards. As long as the public appearance of the SCADA data at
the SCADA component interface to the CES conforms to the EMS-API standards for SCADA
data, any application that also conforms will be able to receive and interpret the data.
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Corponeni
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I
|
|
I |ograms
|
|

IEC 2044/03

The E t e CIM
regard i at* agyapplication that that wants to receive $CADA
data onl ¢ ' Y means that a transformation must be made from
the da ER g used’'to acquire the data to the CIM representatjon.

Figure|4 i , e relevaqt mtefaces and the transformations required. SCADJA data

receive i ] ks from either another control center or from a $CADA

master|in a 8 rmed in the TASE.2 Adapter to be compliant with thqg future
IEC 61 y, it is transformed to comply with the SCADA CIS defined as
part ofi A . In a similar fashion, SCADA data received via IEC| 61850
ACSI | € p'station or field devices is transformed in the ACSI Adapter to be

CIM-ca [ . A data from an existing SCADA system that uses the IEC 6[0870-5
standaf [ >CADA
Systerr $CADA
data, reg ) ] e data
from the f|eld or from other control centers, has the same representatlon on the integration
bus. This means that any applications that operate on SCADA data, including data
repositories or historical information systems, need to be designed to support only a single
interface, the future IEC 61970 EMS-API CIS SCADA interface, to be able to be integrated
into a system framework.
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Control

IEC 60870-5, DNP,

Proprietary

Hlstorlc_al EIV_IS ; ACSI SCADA
Information Proprietary Discovery/ System

System Database Reporting y

L IEC - IEC <«—  Proprieta
60870-6 61850 prietary

Database Database TASE.2 ACSI :SQeDQ

Adapter Adapter Adapter Adapter Adapter

< (N2

Bus Connector Bus Connector

KRS

Integratioin Bus

IEC 204%/03
Figure|4 also il@a ; database adapters to transform data from proprietary
represg¢ntations i : from industry standard representations in a Historical

Information System\ tQ

chnical
ces for
cilitate

anagement ~ef utility electrical distribution networks. These standards |define
ments, an integration architecture, and interfaces for the major elements of a tility’s

on Management SYstem (DMS) and other associated externa yStems. EXxamples
of DMS include Asset Management Systems, Work Order Management Systems, Geographic
Information Systems and Customer Information Systems, while Customer Resource
Management is an example of an external IT system interface. The message-based
technology used to mesh these applications together into one consistent framework is
commonly referred to as Enterprise Application Integration (EAI); IEC 61968 guides the
utility’s use of EAIl. Figure 5 clarifies the scope of IEC 61968-1 graphically, in terms of

business functions.
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Utility Control
Center

Network Utility
Expansion Cll:‘stzimer Business
Planning quiry Systems
(ERP, Billing,

Energy trading,
other systems)

Meter
Reading &
Control

Standdrds interfaces 3

61968

ass of applications identified in t
echnical Committee 57 Working gr

1 Interface Ref] ;
o define additional Real World Objects

Distribufion Automation
on Automation | Corporate
LCAN
Records
& Asset
Substation Protection,
Monitofing and Control
IEC P046/03

he IEC
bup 14

uses the Unified Modeli (RWO)
classes in the inter-application information exchange |in the
distribytion domaiw. ¥ sses (specified in both future IEC 61970-3xx and

IEC 61 3¢d in message types being defined for the Information
Exchan included in Parts 3 to 10 of IEC 61968.

The eX Y gde XML is a data format for structured document interghange,
particu ternet. One of its primary uses is information exchange between djfferent

and pd
Systen
IEC 61

Interfaces fonDistribution Management. Therefore, where applicable, Parts 3 t
968 will*define/document structures in XML. In addition to close cooperation W

hain of
p 10 of
ith the
chnical

CCAPI| Task' Force "and IEC Technical Committee 57 Working group 13, IEC Te
Committee”57 Working group 14 also works collaboratively with the Open Applications| Group
(OAG) to improve the ability of utilities to integrate between T and D applications (IEC
Technical Committee 57 domain) and Enterprise Resource Planning (ERP) applications (OAG
domain). OAG message exchange is defined using XML.

As described above, IEC Technical Committee 57 Working group 14 is basing their standards
on the same CIM as IEC Technical Committee 57 Working group 13, with extensions
specifically needed for the distribution systems addressed in IEC Technical Committee 57
Working group 14. Thus IEC Technical Committee 57 Working group 14 and IEC Technical
Committee 57 Working group 13 are both using the CIM for inter-application information
exchange and building an IEM as needed to define the specific semantics and syntax for
these exchanges.
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Note that the use of object modeling techniques internal to each of the applications/systems
integrated with either IEC Technical Committee 57 Working group 13 or IEC Technical
Committee 57 Working group 14 standards is not a requirement or an issue here. It is only
relevant for describing data at the interface that is to be shared. Thus, the CIM is the
canonical language for semantics and syntax on the network interconnecting applications/

systems.

2.7 IEC Technical Committee 57 Working group 15 Standards for Data and

Communications Security

IEC Technical Committee 57 Working group 15 is chartered with developing security

standag
(2003)] this work has just begun and as a result, no standards currently
that fufure editions of this Technical Report will incorporate these standa

2.8 IEC Technical Committee 57 Working group 16 Standards fora
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This wprking group is chartered with developing a frame
commuynications. At the present time (2003) this work has_j
standafds currently exist. It is expected that future

these gtandards.

3 Reference Architecture

In this
architepture, referred to hereafter as
primary purpose is to identi

Figure |6 is one view ofthis
the IEC Technical Commi

integration of _&yste
commgrcial off-tk

inter-application messaging as

nt time
It isceqpected

market
ult, no
rporate

nework
e. The

view of
d with
provided via

next two layers 2 and 3 provide fgr data

represe¢ntation (as sf iga\in-the A and application program interfaces, respectiVely, as

specified in the i G rds of future IEC 61970 and IEC 61968.
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Communication Service (ISO/TCP)
Mappings
il l

. IEC 61850 Station Bus
Substation/ RTU c

Field Devices IEC 61850 Process Bus
\ C

Switchg%ransforpe& /\\>

IEC 2047/

w

ission and distribution computer
are being developed in IEC Teghnical

The rext layer 4 (
systemls/applications for

« SCADA syst@
< EM]S applicatiorsy/ncly i ol center data links,

e a vjriety of diskib S such as meter reading and control, customer inquiry,
recprds and asset\ms at,_maintenance and construction, operational planning, etc.

For eaph of 3 ations, an “inboard” interface and an “outboard” intelfface is
shown C f this diagram, these interfaces are defined as follows:

Outbo inte :\the view looking outward toward the external systems/devices with
which fhesge layer #gpgplications/systems communicate to acquire data and/or control de¢vices.

In this —view, some tayer 4 —applications/systems act—as clients—initiatimg—transactions with
remote servers in the field. The client and server can be connected by various types of
communication networks. Communication media may have geographic and utilisation
constraints, such as limited bit rates, proprietary data link layers, restricted times for use, and
satellite hop delays. Network topology may be hierarchical, with a few "central" sites
authorising and managing the interactions with a large number of "field" sites, or it may be
networked with peer-to-peer interactions. Communication media may have varying
configurations, such as point-to-point, multi-drop, mesh, hierarchical, WAN-to-LAN,
intermediate nodes acting as routers, as gateways, or as data concentrators.

Information exchange on the outboard interface is defined by the Technical Committee 57
standards developed in IEC Technical Committee 57 Working Groups 3, 7, 9, 10, 11, and 12,
as shown in the reference architecture. The client/server interaction and communication
protocol stacks between clients and servers are the subject of these standards. These
standards are shown in the lower layers of the reference architecture.
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Inboard interface: the view looking inward toward other layer 4 applications/systems for the
purposes of exchanging information typically in a peer-to-peer fashion.

In this view, the layer 4 applications/systems interact with each other typically as peers,
although some may use a client/server model, where each system functions as both client and
server. Information exchange between these applications/systems on the inboard interface is
based on the semantics and syntax specified in the future IEC 61970/IEC 61968 CIM. The
actual message contents and behavior associated with these messages are specified in the
future IEC 61970 CIS for control center applications and in the IEC 61968 SIDMS for DMS
applications and systems being developed by IEC Technical Committee 57 Working Groups
13 and 14, respectively. These standards are shown in the upper layers of the reference
model.

Some ppplications/systems in layer 4 have both outboard and inbo uch as
SCADA, inter-control center communications, or some DMS appli cases,
whereds the system acts as a client regarding the outboard int n as a
server |on the inboard interface, being a source of data to othe ple, a
SCADA system with an ACSI client which talks to ACSI servers rds to
access| data from substation and field devices, now may act a re IEC
61970 [standards to exchange data with EMS applicatio 5sor or
State Hstimator, in a control center environment.

3.1 §CADA Interfaces

Among| the applications shown is SGA i control.
While fhere are several protocol/servic hmittee
57 fork shown in the reference architecture,
the fu

re [IEC 61970 SCADA CIS i bn and
behavipr for exchanging c al-time
operation and control on the inbaard |

As can be seen, there s al % d field
devices. These i | B, 7, 9,
10 and 11 plus hnical Committees. The data representgtion is
different for these wg ihed in their respective standards (i.e., IEC 60870-5,
IEC 6Q870-6, and gviously described. Therefore, there is a need [for the
SCAD/ w_edch of these SCADA services to be harmonized with the
CIM represeptation\of SCADA data. There are two approaches to accomplish this:

1. Prpyidefox data fransformation processing in the SDADA system or at the interfaces to
the

2. Rgsolve the/diffexences in models within the developing standards before they Hecome
lized to negaté the need for real-time data transformation.

fin

In addrtinn, although not shown a separate interface for accessing substation and field
devices via a Web server can be used for purposes of configuring these devices and
accessing data not normally collected by SCADA systems. This may be used for engineering
purposes or for real-time data access via Web browsers from any location that has access to
the supporting network. This interface on the inboard side can exploit the full functionality of
the IEC 61850 ACSI, including device discovery, access to all object model data stored on
intelligent devices, as well as the normal SCADA data. The object models, if used separately
in this fashion from the object models used within the control center, need not be harmonized
with the object models as defined in the CIM.

3.2 Inter-CC Data Links

The inter-control center data link services/protocols are provided by IEC 60870-6-503,
IEC 60870-6-702, and IEC 60870-6-802. There are no other standards for this service in IEC
Technical Committee 57. These standards are now complete and extensively deployed in
commercial products in the field at many utilities around the world.
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The data representation for SCADA data in IEC 60870-6-503 and IEC 60870-6-802 is not
harmonized with the CIM representation. However, since these standards are now in wide
use, it seems that data transformation is the only practical answer in the near term. For the
future, it may be desirable to incorporate the capability to transfer specific objects.

There are additional standards for exchanging information between control centers that are
not shown. An XML version of the CIM is used to exchange power system models between
control centers. No special protocol is required for this exchange. Current implementations
include file transfer using FTP over TCP/IP.

3.3 EMS Applications

Most HMS applications rely on the SCADA application or inter-control datay.links to
providg real-time operational data. As a result, there are no relevant |IE l\Committee
57 stapdards on the outboard interface side of these applications, jata or
object model harmonization issues between IEC Technical Committs

Howevgr, there are issues between proprietary formats of d 1§80 i y EMS
applicqtions currently available from EMS vendors and thg i ined in
the futpre IEC 61970 standards being developed by IE Py orking
group [13. In the actual deployment of these stand gration

scenar|os are possible:

ication
interface to the interface specifie ified in
the CIM.

2. ENIS applications are rewritten tg i 61970
standards. For new applications, \the nto the
original design to avoid™ C

1. E>Iesting EMS applications are “wrg

3.4 DMS Applicatio

The digtinction @
tions/systems such /4

d interfaces blurs somewhat with DMS gpplica-
, Work Order Management, Geographic Information,

€ designed primarily as stand-alone systems. All
interfa d other external IT systems that are not strictly utility
system \ rce Management, are the subject of the IEC|61968
standards. § oyides the model for information exchange between| these
systemls, the Interfaces are considered as inboard interfaces in Figure 6.

3.5 §

Switchgear, transformiers, and other substation or field devices can be accessed indireftly via
an RTU -0 directly through the use of substation automation and intelligent devices.

RTUs provide limited access to typical SCADA point-oriented data only via IEC 60870-5
standards. Since these standards are published and quite mature, the only practical approach
to harmonization is through data transformation in the control center.

Substation automation with the IEC 61850 standards provides more extensive access to
devices using device-oriented data models. In addition to real-time operational SCADA data
used by EMS applications, configuration, topological, and asset information can also be
accessed and used in the power system model maintained in the CIM in the EMS. For this
reason, it is important to try to harmonize object and attribute names and data types by
adopting common conventions for those portions of the device models used in the EMS.
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4 Data Modeling in IEC Technical Committee 57

As can be seen from the above descriptions, there are a number of different ways that data
are modelled. That is, there are different ways of representing the data that is
transferred over data links or across interfaces that are the subject of standards in IEC
Technical Committee 57. The way data is represented at the lower layers of a protocol stack
is of concern when addressing interoperability of products from different vendors at each end
of a data link or logical association. From a harmonization point of view however, the only
place it matters is at the interfaces where software implementing one standard must interface
to software implementing another standard.

to be

Or another Wy to look at harmonization is to view data to be nvphgngad in-terms of ObjeCt

modeld.
would seem to be desirable to have one set of models used consiste
this se¢tion, we describe the object models now in use within IEC Teg

Annex

Committee 57 models.

A provides a summary of what is modelled in eac

ideally it

ces. In
57.

chnical

41 (Gommon Information Model (CIM) and Componer C1S)
411 |CIM

The CIM is perhaps a logical place power
system|, both from an operational poi jement
point df view, at least for those aspec manage real tlme opelations.
The CIM is an abstract model that r S ¢ major objects in an electrig utility
enterplise typically contained in an EM model. This model includes| public
classe$ and attributes fo 2 e relationships between them. The
objectq represented in the . atupé and may be used in a wide variety of
applicqtions.

The CIM is desd in 5 dia img UML notation. While the model is partitioned
into segveral packages\fo i as shown in Figure 7, it is actually one connected
class diagram. A pg i | purpose means of grouping related model elgments.

There
easier
complg

boundari

. The packages have been chosen to make the

model
of the
ackage
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Buch objects need a common representation to achieve the purposes of the EJ

standard for plug-compatibility and interoperability. A particular object in a power system with
a unique identity is modeled as an instance of the class to which it belongs.

It should also be noted that the CIM is defined to facilitate data exchange. As defined in this
document, CIM entities have no behavior other than default create, delete, update and read.
In order to make the CIM as generic as possible it is highly desirable to make it easy to
configure for specific implementations. In general, it is easier to change the value or domain
of an attribute than to change a class definition. These principles imply that the CIM should
avoid defining too many specific sub-types of classes. Instead, the CIM defines generic
classes with attributes giving the type name. Applications may then use this information to
instantiate specific object types as required. Applications may need additional information to

define

the set of valid types and relationships.
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Classes have attributes that describe the characteristics of the objects. Each class in the CIM
contains the attributes that describe and identify a specific instance of the class. Only the
attributes that are of public interest to EMS applications are included in the class descriptions.

Each attribute has a type, which identifies what kind of attribute it is. Typical attributes are of
the types integer, float, Boolean, string, and enumeration, which are called primitive types.
However, many additional types are defined as part of the CIM specification. For example,
CapacitorBank has a MaximumkV attribute of type Voltage. The definition of data types is
contained in the Domain Package.

Relationships between classes reveal how they are structured in terms of each other. CIM
classes are related in a variety of ways, including generalization, simple association,
composite and shared aggregation.

The uge of the CIM goes far beyond its application in an EMS. THis ‘st uld be
undersfood as a tool to enable integration in any domain where 4 system
model s needed to facilitate interoperability and plug compatibility ! igns and
systemls independent of any particular implementation.

om the
bed in

Much ¢f the work of this group, especially the CIM, is basg
EPRI-gponsored Control Center Application Program
the next section.

The or|ginal purpose of the CIM was to model tjiat rest to
EMS applications being handled in IEC T iCa wever,
the scppe was recently broadened to e D tee 57

Workinlg group 14, and is now being q r DMS

applicqtions and systems. For a comp future
IEC 61P70-301, future IEC 61970-302,\and

Some ¢f the important feat

The CIM is hierarchical ibut o more than one subclass of objgct are

inherited fror@o

The CIM is norm 2 unique and belong to only one class, although they
may be incorpo gs via one of the class relationships supported] which
include gener 3 iatiory, and aggregation. This makes the model useable by a
var i ~which may not have been foreseen when the CIM was
origi alternative is to make the model denormalized, creating new
classes_and duptisating attributes to optimize the structure for each application’s yiew of
the

The C S CIM is an information model, wherein a physical object may be
repfesented b mber of interrelated classes. Since no specific application was jin view
when the modelMwas constructed, the objects that an application may want to jaccess
thr«Iugh some method may not be represented by a single class. That is, tHe CIM
comprises many "small objects”, not necessarily the "big objects” that would be subject of
some operation by an application. Therefore, it is not appropriate to try to add
operations/methods to the actual class definitions in the CIM.

The CIM is modeled in Rational ROSE. The CIM was constructed using Rational ROSE
Version 4.0 from Rational Software Corporation. The entire CIM exists as a .mdl file
viewable with Rational ROSE, including the class diagrams and descriptions of classes,
attributes, types, and relationships. Viewing the CIM in this fashion provides a graphical
navigation interface that permits all CIM specification data to be viewed via point-and-click
from the class diagram in each package. Each top level package is also distributed as a
.cat file, allowing new models to be constructed from the CIM packages.

The CIM IEC documents are auto-generated using Rational SODA.
The CIM has a representation in XML using an RDF schema.
The CIM is an OMG standard.

The CIM is in use in many production systems.
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The CIM is meant to contain classes and attributes that will be exchanged over public
interfaces between major applications.

The goal is to keep, as much as possible, only the generic features from which a detailed
implementation may be derived. In general, it is easier to change the value or domain of an
attribute than to change a class definition. This makes the model more robust because it is
able to support a broader class of requirements, and more stable because new requirements
may be able to be handled without requiring changes to the model.

41.3 CIS

Whereas the CIM is a static model, the CIS documents which are the subject of the future IEC

61970Hxx standards, define the behavior of real world objects that must odeled hs well
as the [common services needed to exchange data. The future IEC 619 ce n£)del is
based pn a component architecture, as defined in the software industfy by standard
compohent models, such as the CORBA component model, Enterpri B), and
Microspft COM/DCOM.

The component models in the CIS define interfaces in s, and
properfies, completely independent of the underlying i Linicate

betwegn components. The CIS thus defines the syntax
CIM prpvides the semantics or content of the transfe

4.2 |EC 61850 ACSI and Logical Dexices

In IEQ 61850, Logical Device models K This is
accomplished by defining standard class 3 hrough
inheritance and aggregation from a cdgmm i erface
(ACSI)| class definitions. The ACSI i i es the
server |objects that are u ' i of the
information transferred nd IEC
61850-7-4, define the

Users pf ACSI-
servicgs operating’q

etwork
efining
sed in
commu

The IH ncoOrporate the services and models from the EPRI Common
Access G ASM)S with some revisions based on more recent develogments.
The ob i winology used in these standards is similar to the UML used in the CIM
and in : gbject, method, attribute, inherit, instantiate, and aggregate. Hqwever,
IEC 61 the Object modelling facilities of ASN.1, ISO/IEC 8824-2 rather thap UML.

The typedanguage specified in ISO/IEC 8824-1 is used for describing the abstract strugture of
a protwp&wdimwag&w#mﬁmgmgr data

values and data types.

4.2.1 IEC 61850 ACSI

In ACSI, a client/server model is assumed, in which the client initiates transactions that are
processed by the server. The ACSI server hides real data and devices, using objects to
represent them instead. Objects that are directly accessible by a client through a network are
contained in an object from the server class. The servers, and the object instances they
contain, are mapped to the communication stacks, for communication with the real devices.
Figure 8 illustrates this concept.

5 See Annex B for a description of CASM.
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Real
Data/Devices

ACSI Server

ACSI Client

(Virtual World)

ACSH
Services

Hide[encapsulate real World

Virtual Device

4.2.2 |Logical Devices

Logical Devices are virtual represen reak substation jand field devices. As |in real
devices, Logical Devices are a composit i nvhich are represented by Logical
Nodes] The collection of these Logical Qvide the functionality of the complete device.
For example, a distribution relay devic eral standardized relay functions. In
additiop, an electronic di i to have the capability of measuring
the volfages and currentsN olling. To represent this device wjith IEC
61850, G contained a nameplate, Device ldeptity, a
measu < ore standardized relay function Logical Nodes.

It should be note AN E or arbitrary assembly of Logical Nodes into |Logical
Device j Pevice is left to the manufacturer and can always be
determfined from » a Logic¢al Device via the communications services of AGSI.

With th al Devices and the ACSI for communication with sulstation
and fig Vi perties of each device can be discovered and used to populate a
databage~in the al center. Any changes in the field (i.e., new installations, revisfons to
existing i i oval of field equipment, etc.) can be discovered automatically| as the
changs de, rather than requiring a separate manual data entry at the control center.

4.2.3 |TASE.2

The TASE.2 models represent a virtual control center rather than an individual substation or
field devices. The TASE.2 models for SCADA operations are point-oriented, as explained
earlier. That is, there are no models of physical devices being monitored or controlled.
Management of physical devices in the field is not within the scope of IEC Technical
Committee 57 Working group 7, so there is no provision for configuration of devices or
discovery of new devices as there is in the IEC 61850 standards.

Regarding data acquisition with TASE.2, the assumption is that the topological information
associated with point data received via TASE.2 is stored locally in a power system model in
the receiving control center database. TASE.2 provides updates to measurement and status
values using a unique reference number for each point that was agreed to by both sending
and receiving control centers when the Bilateral Tables used for access control are
established.
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