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INTERNATIONAL ELECTROTECHNICAL COMMISSION

POWER SYSTEMS MANAGEMENT
AND ASSOCIATED INFORMATION EXCHANGE -

Part 2: Use cases and role models

2019

FOREWOURD

Theg International Electrotechnical Commission (IEC) is a worldwide organization for standardizationycon
all |national electrotechnical committees (IEC National Committees). The object of IEC.is, to p
intdrnational co-operation on all questions concerning standardization in the electrical and electronic fig
thisl end and in addition to other activities, IEC publishes International Standards, TechniCal Specifig
Tedhnical Reports, Publicly Available Specifications (PAS) and Guides (hereaftervreferred to a
Puljlication(s)"). Their preparation is entrusted to technical committees; any IEC National Committee int
in fhe subject dealt with may participate in this preparatory work. Internation@k “\governmental an|
governmental organizations liaising with the IEC also participate in this preparation. IEC collaborates
withh the International Organization for Standardization (ISO) in accordance With conditions determi
agrgement between the two organizations.

Thg formal decisions or agreements of IEC on technical matters express{ashearly as possible, an interr]
consensus of opinion on the relevant subjects since each technical committee has representation f
intgrested IEC National Committees.

IEQ Publications have the form of recommendations for international use and are accepted by IEC N
Commmittees in that sense. While all reasonable efforts are made to ensure that the technical content
Puljlications is accurate, IEC cannot be held responsible “for the way in which they are used or
misjnterpretation by any end user.

In ¢rder to promote international uniformity, IEC National Committees undertake to apply IEC Publi
trarjsparently to the maximum extent possible in Ah€ir national and regional publications. Any divg

prising
romote
Ids. To
ations,
5 "IEC
brested
d non-
closely
hed by

ational
om all

ational
of IEC
or any

cations
rgence

betyween any IEC Publication and the corresponding_national or regional publication shall be clearly indidated in

thellatter.

IEQ itself does not provide any attestation ©Of-Conformity. Independent certification bodies provide con
assgessment services and, in some areas, access to |[EC marks of conformity. IEC is not responsible
seryices carried out by independent certification bodies.

Al

No [liability shall attach to IEC or jts directors, employees, servants or agents including individual expe|
members of its technical committees and IEC National Committees for any personal injury, property dan
other damage of any nature, whatsoever, whether direct or indirect, or for costs (including legal feq
explenses arising out of“the publication, use of, or reliance upon, this IEC Publication or any oth
Puflications.

isers should ensure that they have-the latest edition of this publication.

Attention is drawn te ,the Normative references cited in this publication. Use of the referenced publica
indispensable fofthe correct application of this publication.

Attention is.drawn to the possibility that some of the elements of this IEC Publication may be the su
patent rights=lEC shall not be held responsible for identifying any or all such patent rights.

formity
for any

rts and
age or
s) and
er IEC

ions is

ject of

ver, a

ain task of IEC techmcal commlttees is to prepare Internatronal Standards Howe

ected

data of a dlfferent kind from that which is normally publlshed as an International Standard for
example "state of the art".

IEC 62357-2, which is a technical report, has been prepared by IEC technical committee 57:
Power systems management and associated information exchange.

The text of this Technical Report is based on the following documents:

DTR Report on voting
57/2042/DTR 57/2066/RVDTR

Full information on the voting for the approval of this Technical Report can be found in the
report on voting indicated in the above table.
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This document has been drafted in accordance with the ISO/IEC Directives, Part 2.

A list of all parts in the IEC 62357 series, published under the general title Power systems
management and associated information exchange, can be found on the IEC website.

The committee has decided that the contents of this document will remain unchanged until the
stability date indicated on the IEC website under "http://webstore.iec.ch" in the data related to
the specific document. At this date, the document will be

e reconfirmed,

e withdrawn

e replaced by a revised edition, or

e amended.

A bilingual version of this publication may be issued at a later date.

IMPORTANT - The 'colour inside’' logo on the cover page of this publication indigates
that |it contains colours which are considered to be./useful for the cofrect
understanding of its contents. Users should therefore print this document usipg a
colour printer.
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INTRODUCTION

The IEC is in an operational implementation phase of the System approach of
standardization. Technical Committee 57 (TC 57) has a crucial role in helping other
Application Domain TCs extending their core standards (i.e. CIM
standards/IEC 61850/IEC 62746/IEC 62351) to their specific domains. This should ensure
efficient and secured power network management.

In the system approach working process, it is important for TC 57 to be able to consolidate,
share and explain the numerous Use Cases serving as basis for its standardization work.
These Use Cases are an excellent tool for design and implementation of new processes, also
for exfernal organisations (SDOs, User Groups, Alliances etc.)

standg@rdization work, thus making them available for re-use in on-going ard future |work.

The Fission of this Technical Report is to list the Use Cases featured in)the TC 57
Hopefully this will also promote Use Cases as a good tool for further work.

The intended audience for the document is the experts of TC 57 for their standardization work
or experts of other Application Domain TCs for on-going standardization work, indepengently
from TC 57 or through Joint Working Groups (JWG) or Task ForcesS(TF), as well as roagmaps
and sfrategic vision through Ad-hoc Groups, Strategic Groups;, System Evaluation Groyps or
System Committees.

This document structures and consolidates the TC 57 USse Cases (Status, WG and documents
linked, roles used, roadmap) to facilitate their usexand re-use. It will list the follpwing
elemgnts:

e EXisting Use Cases used to develop standards and their links with source documents, the
IEC Status of this source document, aXshort Use Case description, its compliar|ce to
IEC 62559-2

e A roadmap: planned or drafted Use Cases (in on-going standardization work and PW

~

e Rgles used in those Use Cases
e Tdrminology used in standardization work and not present in existing standards

This Technical report is split by active Working Group (WG) of TC 57

G 10 Power system 1IED communication and associated data models

G 13 Energy Management Systems Application Program Interfaces (EMS API)"

I~

w
w
e W[ 14 System interfaces for distribution management
WG 15 Data and Communication Security

w

516 Deregulated Market Communications

e WG 17 Power system intelligent electronic device communication and associated data
models for distributed energy resources and distribution automation

o WG 18 Hydroelectric power plants — Communication for monitoring and control
o WG 19 Interoperability within TC 57 in the long term
o WG21 Interfaces and protocol profiles relevant to systems connected to the electrical grid
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POWER SYSTEMS MANAGEMENT
AND ASSOCIATED INFORMATION EXCHANGE -

Part 2: Use cases and role models

1 Scope
This part o , WNICh 1S a technical report, establishes the Nist of Use._Lases
develpped by TC 57, Power systems management and associated information exchanges, in
order [to prepare International Standards, Technical Reports and Technical Specifications.
Use (Qases are fundamental to TC 57 publications, as shown in Figure 1.
|
N
. CIM & /FQ’\
© <
g >
> > Sy Market
61850 \sd}\ . 2 g Entprprise
7
| % . JJ\ < Operatipn
Use cases . 2
< } L Station

The U

62913/62559
«{ Generation
Transmission

Distribution

Smart grids

Customer
premises

Figure 1 — TC 57 core standards

se Casg _creation process is shown in Figures 2, 3 and 4.

IEC
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Strategic
position

THE ELECTRIC POWER SYSTEM

Role model Business domain X Business domain Y

r——-—-, r

I | )

, 1 I Business
| cases

| o

I |

I - |

I | |

I |RoleA | | I

I | 1

1 | |

[ N

I 1 | Business

I I 1 use cases

I | |

I < |

1 ; |

| |Role... 1 "

| | I Common
| functions

| Dl

I | | System

I - 1 use cases

N ®$ Implementations
A\ / solutions
\O IEC

KFigure 2 — UML-driven@bs)down approach supporting IEC 62559 and IEC 62913
>
N

O
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\<</C)
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COSEM ..))
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by restriction
UML exchange Contextualized models specialized
profile i(;rszxchanges identified in a use

Cunnbmabin Avalhanm~a
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a IT technology

format Ex: XSD
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' Data flow content definition data flow
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Figure 4 — Enterprise architecture and IEC core standards relationships
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2019

e Identifies in existing standards, technical specification, reports and in ongoing TC 57 work
(CD, DTS, DTR etc.) the Use Cases used as well as their links to standards, their status
as Use Cases (level of description, standardization of the description referring to
IEC 62559) and as IEC deliverables (are they in a TR/TS/IS, what is the status of the
document CD, CDV etc.)

e Helps System Committees consolidate Use Cases through terminology and term definition
work (link with existing relevant standards on the TC Terminology) and building links
between roles and modelling frameworks (Role models). For example in TC 57 building
links between the Use Case methodology and the roles used in IEC 62913-2 with CIM

InterfaceReferenceModeHHRM—EC64968)-
e Shares and promotes those Use Cases within TC 57 and outside it. TC 57 “mainly
dgscribes System Use Cases in the standards it publishes. Business roles and’buginess

Us

e TH
an
e EX
th
lo
ThosHg
devel

this work and in that way contribute to interoperabilitysUse Cases facilitate cooperatio
system level with TCs, other standards-developing organizations, non-traditional play

electr
platfo
stand

This

Perfo
e %
e %
e %

e %

Anoth

Figure 5.

is document provides good input in reusing System Use Cases and-SyStem Roles
d outside TC 57.

plains the content of its Use Cases to potential users and préviding support on
bse Use Cases for standardization (Normative context,~maturity of the Use
tation in standardization work, roles implied)

Use Cases aimed to be used as tools to identify_requirements as input to f
bpment of technical standards (whether TC 57 orinot) and improve the consiste

btechnology, and regional organizations. dnside the IEC they provide a conver
'm with overall system level value for support of the Technical Committees and
brd development groups.

document allows TC 57 to self<assess its work on Use Cases through KPls
mance Indicator) such as:

of Use Cases compliant withr IEC 62559-2
of Business Use Cases«(BUC) and System Use Cases (SUC)
of Business Rolestand System Roles

of non-defined(rotes

ler objectiyve of this document is to fill up the TC 57 Use Case Repository, as shg

e Cases are mainly described within SyC SE (System Committee Smart Energy)
ddliverables (IEC 62559 series and IEC 62913 series).

nside

using
Case,

urther
cy in
n at a
brs of
jence
other

(Key

wn in
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| IEC
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Figure 5 — Use Case Repository

1EC

bllowing documents are referred to in the*text in such a way that some or all o
nt constitutes requirements of this document. For dated references, only the ¢
bpplies. For undated references, the latest edition of the referenced document (inc
mendments) applies.

D870-5, Telecontrol equipment(and systems — Part 5: Transmission protocols

D870-6, Telecontrol equipment and systems — Part 6: Telecontrol protocols compg
50 standards and ITU-T-fecommendations

1850 (all parts),-Communication networks and systems for power utility automation

1968 (allparts), Application integration at electric utilities — System interfacd
ution management

1970-(all parts), Energy management system application program interface (EMS-A

their
dition
uding

atible

bs for

PI)

IEC 62351 (all parts), Power systems management and associated information exchange —
Data and communications security

IEC 62325 (all parts), Framework for energy market communications

IEC 62361 (all parts), Power systems management and associated information exchange —
Interoperability in the long term

IEC 62559-2:2015, Use case methodology - Part 2: Definition of the templates for use cases,
actor list and requirements list

IEC 62746 (all parts), Systems interface between customer energy management system and
the power management system
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IEC TS 62913-1, Generic Smart Grid Requirements — Specific application of the Use Case
methodology for defining Generic Smart Grid Requirements according to the |IEC System
approach

3 Terms and definitions
For the purposes of this document, the following terms and definitions apply.

ISO and IEC maintain terminological databases for use in standardization at the following
addresses:

e |ELC Electropedia: available at http://www.electropedia.org/

e ISP Online browsing platform: available at http://www.iso.org/obp

3.1
actor
entity|that communicates and interacts

Note 1|to entry: These actors can include people, software applications, systems; databases, and even thq power
system|itself.

Note 2[to entry: In IEC TS 62913-1 this term includes the concepts of Business Role and System Role invqlved in
Use Cqses.

[SOURCE: IEC 62559-2:2015]

3.2
business role
role describing a finite set of responsibilities”’that is assumed by a party (organizgtions,
organjzational entities or physical persons)

3.3
levelsg of maturity
set of structured levels that describe how well a process, or Use Case, is implemented
through an organization and relates to its degree of formality, optimization and reliability

Note 1[to entry: Proposed levels of maturity:

— Level "Already implemented": the process is implemented in and between several organizations, it |is well
deffned, reliable, ‘sustainable and few uncertainties remain in its framework (regulatory, business or
technological).

— Level "Adjustments in progress": the process is implemented in few organizations, it is well defined but pubject
to remaiping major uncertainties in its framework (regulatory, business or technological).

— LeveN'Explorative": the process is tested in very few organizations, it is not completely defined and subject to
numerous major uncertamties n 1ts Iramework (regulatory, business or technological).

3.4
role
type of actor which has responsibilities and represents the external intended behavior of a

party

EXAMPLE 1 A legally defined market participant (e.g. grid operator, customer), a generic role which represents a
bundle of possible roles (e.g. flexibility operator) or an artificially defined body needed for generic process and Use
Case descriptions.

Note 1 to entry: |EC TS 62913 uses two kinds of roles: Business Roles and System Roles.

1 Under preparation. Stage at the time of publication: IEC/RPUB 62913-1:2019.
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Note 2 to entry: Legally or generically defined external actors may be named and identified by their roles.

Note 3 to entry: Between Systems, Devices and Operators can be described or modelled as System Use Cases.

[SOURCE: SG-CG/M490/C:2012-12]

3.5

system role

role describing a finite set of functionalities that is assumed by an entity (devices, information
system, equipment)

3.6
Use (iase
specification of a set of actions performed by a system, which yields an observable.result that

is, typlically, of value for one or more actors or other stakeholders of the system

Note 1[to entry: There are two types of Use Cases:

— Budiness Use Cases describe how Business Roles interact to execute a business_ptocess. These processes
are|derived from services, i.e. business transactions, which have previously been identified.

— Sydqtem Use Cases describe how System and/or Business Roles of a given system interact to perform d§ Smart
Grigl Function required to enable / facilitate the business processes descfibed in Business Use Caseqd. Their
purpose is to detail the execution of those processes from an Information/System perspective.

Note 2fto entry: Since a Smart Grid Function can be used to enable / facilitate more than one business progess, a
Systen] Use Case can be linked to more than one Business Use Caseg"

Table 1 highlights the differences between these 2 types of Use Case€.

Table 1 — Differences between Business and System Use Cases

Type of Use Case Description Actors involved

Business Roles (organizations,
organizational entities or physical
persons)

Busirless Use Cases Depicts a business process— Expected
(BUQ) to be system.agnostic

Depietsia function or sub-function
supporting one or several business
processes

Systgm Use Cases
(suqQ)

Business Roles and System Roles
( Devices, Information System)
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5 Use Cases and roles of TC 57 WG 10, Power system IED communication and
associated data models

5.1 General

The scope of WG 10, Power system IED communication and associated data models, is to
develop standards and technical reports related to the communication and data models of
Power System IEDs, to take responsibility for the generic aspects of IEC 61850 and to
coordinate with other WGs that are developing domain specific data models.

5.2 Doctumentsused

IEC Name Publication Edition
reference status
61890-4 System and project management Published 2

Configuration description language for
61850-6 communication in electrical substations Published 2
related to IEDs

Configuration description language for
61890-7-4 communication in power utility automation Published 2
systems related to IEDs

Use of logical nodes for modeling
61850-7-500 | application functions and related concepts Published 1
and guidelines for substations

Use of logical nodes forsmodeling
61840-7-5 application functions-and related concepts PWI 1
and guidelines for$ubstations

61840-90-1 Use of IEC 61859 for the communication Published 1
between substations

UsinglEC 61850 for communication

dn_an. :

61830-90-2 between substations and control centres Published 1

61840-90-3 U'smg IEC 61850 for gond|t|on monitoring Published 1
diagnosis and analysis

61850-90-4 Network nnginonring gnidolinnc Published 1

61850-90-5 Use of IEC 61850 to transmit synchrophasor Published 1

information according to IEEE C37.118

61850-90-6 Use of IEC 61850 for Distribution BPUB 1
Automation Systems

Methodologies for modeling of logics for

61850-90-11 | |EC 61850 based applications

PWI 1

Using IEC 61850 for FACTS (Flexible AC

61850-90-14 Transmission Systems) data modelling

PWI 1
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IEC Name Publication Edition
reference status
61850-90-16 | System management for IEC 61850 ACD 1
61850-90-17 chJasgg IEC 61850 to transmit power quality Published 1
61850-90-18 | Alarm Handling PWI 1
61850-90-20 Guideline to redundancy systems PWI 1
61850-90-21 Travelling Wave Fault Location PWI 1
5.3 |TC 57 WG 10 Use Case reporting
WG % of Use % of % of Number 9% of
number of Cases Business | System of roles non-
identtified | described Use Use identified defined
Use with Cases Cases roles
Calses 62559-2
2B2 9,27 % 5,6 %2 80,1 %2 228 9,65 %2 | 89,91 %2 | 16,23 %

8 THe sum does not match 100 % because some Use Cases and roles of WG 10 can neither be cladsified
bysiness or system.
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5.5 TC 57 WG 10 list of roles used

IEC Actor/Role Description
document
BUSINESS ROLES
He sets up the scope of the project, its boundaries,
interfaces, functions and special requirements ranging
from needed environmental conditions, reliability and
Project availability requirements up to process related naming
61850-4 anllirnmnnf and-eventual epnf\ifir\ address range restrictions-or
Engineer product usage. He defines what he wants to have
application wise and how he wants to operate the.sysftem
(project requirement specification). He finally accepts|the
delivered system.
He defines, based on the requirements specification, how
. . the system shall look like; its architecture, requirements
61850-4 E:}m&c;té?e&gn on the products needed to fulfil the“required functions|,
9 how the products should work together. He thus defings
the system design specification’
He supplies the products_from which the system is bujlt. If
61890-4 Manufacturer necessary, he supplies a project specific IED
configuration.
He builds the 'system, engineers the interoperation
between jtsseomponents based on the system design
i System specification and the concretely available products frgm
61850-4 . ;
Integrator the manufacturers, and integrates the products into a
running system. This results in a system configuration
déescription.
He uses the set-up possibilities of the system and deyice
IED . : : ;
- S configuration to adjust the process, functional and sygtem
61890-4 Parameterizing ; oo
Enai parameters of an IED to the project-specific
ngineer o
characteristics
. He tests the system on the basis of the system
Testing and . . e .
> configuration description, system design and
61840-4 Commissioning ; e o
Engi requirements specification and additional documentatjon,
ngineer . X
and puts the system into operation.
61850-4 Vendor I[ED Provider.
The IED Configurator is a manufacturer-specific, may be
even |ED specific, tool that shall be able to import or
61850-6 IED export the files defined by this part of IEC 61850. The tool
Configurator then provides IED-specific settings and generates IED-
specific configuration files, or it loads the IED
configuration into the IED.
61850-7-5 | Network

Operator
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document
61850-90-3 | Maintenance || ts and repairs the GIS
Worker
Ener Measures the remaining energy in the operating
61850-90-3 9y mechanism. Typical operating mechanisms today use
Operator ) )
spring, hydraulics, or gas based energy storage.
Bamata Act as the remote operators, who want to be informed on
61840-90-3 the auxiliary power system status and on evenis in cdse
operators . -
of external or internal failures
Network
dn.an. operator
61890-90-11 initiating the

change-over

61840-90-16

Distribution
Grid Operator

Entity responsible for the planning, operation,
maintenance, and the develppment in given areas of the
electricity distribution network’ (LV, MV, and potentially
HV), the quality of electriCity supply (power delivery,
voltage etc.) and for customer access to ESR market
through his system@nder regulated conditions. Equivalent
to MV/LV System Operators. [See IEC 62913-2-1]

61840-90-16

Equipment
Manufacturer

Entity that produces and sells electrical devices and
electricityymanagement devices.

61890-90-16

Grid Operator

A party that operates one or more grids. It can be a EHV
and HV System Operator and/or a HV and MV/LV Sydtem
Operator. [See IEC 62913-2-1]

A party connected to the grid and consuming and/or
producing electricity. Grid Users include Consumers,
Producers, and Prosumers. Prosumer is a party that hoth
consumes and produces electricity. The term comes from

61840-90-16 | Grid User the contraction of producer and consumer; a prosumer is
therefore a consumer who has generation and/or storage
capabilities in its premises (see Part 1 Prosumer
definition). Equivalent to Party Connected to the Grid
[See IEC 62913-2-1]

Asset Field

Operator or

A party responsible for maintaining physical assets from

61850-90-16 | Asset commissioning to decommissioning during their service
Maintenance life
Operator
Party responsible for safe and reliable operation of a part
System of the electric power system in a certain area and for
61850-90-16 . :
Operator connection to other parts of the electric power system.

[SOURCE: IEC 60050-617:2009, 617-02-09]
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IEC Actor/Role Description
document
IED’s system A party responsible for configuring, administrating,
61850-90-16 | management supervising and maintaining IEDs from commissioning to
operator decommissioning during its service life
glesﬁg:ﬁ Person who monitors network and identifies the need for
61850-90-6 Y and performs or contributes to perform required switching
operator using the FLISRApp Application
(SysOp)
Electric system
H0- -
61890-90-21 operator
Field Person who is activated by people/system’s,in charge |of
Operation monitoring network. He performs the required switching
61890-90-6 A :
Personnel operation in filed using the outcome f|an overall
(FOP) FLISRapp.
Field
61850-90-21 Operation
Personnel
SYSTEM ROLES
The System Configurator is an IED independent systgm
level tool that shall be able to import or export
configuration files defined by this part of IEC 61850. I}
shall bevable to import configuration files from severa
IEDs»as needed for system level engineering, and usled
bysthe configuration engineer to add system informatipn
61840-6 System shared by different IEDs. Then the system configurator
N Configurator shall generate a substation-related configuration file 3s
defined by this part of IEC 61850, which is fed back t¢ the
IED Configurator for system-related IED configuration|.
The System Configurator should also be able to read ja
System specification file for example as a base for
starting system engineering, or to compare it with an
engineered system for the same substation.
61840-90-1 Megsurmg Measures current (and voltage) from protected line
equipment
61850-90-1 Comm. I/F —S Receives data from the local relay and sends the data to
the remote end
61850-90-1 Comm. I/F —R Receives data from the remote end and gives the data to
the local relay
61850-90-1 Comm. I/F —=S- | Receives sampled data from the remote terminal and
RT sends the data to the central equipment
Comm. I/F —R- Receives trip command from Comm. I/F —S-CE (the
61850-90-1 RT ’ central equipment) and passes the command to the

remote terminal
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document
Comm. I/F —R- Receives sampled data from Comm. I/F —=S-RT (the
61850-90-1 CE ’ remote terminal) and passes the data to the central
equipment
Comm. I/F -S- | Receives a trip command from the central equipment and
61850-90-1 .
CE sends the command to the remote terminal
61850-90-1 Camemandar Requests local equipment to send a trip command to the
remote equipment
Switch state Switch states from line, at least earth switch and line
61850-90-1 A~ :
acquisition disconnector
Interlocking . . . .
H0- -
61890-90-1 controller Uses remote switch states for local interfocking logic
Protection Gives the tripping informationto the auto-reclosing
61850-90-1
relay scheme
Central
50- -
61830-90-1 Controller
Maintenance A place from where maintenance, management of asget,
61840-90-2 ) . .
centre disturbance analysis and the metering are managed.
61840-90-2 Storage device IED, dl_sturbance data concentrator or Proxy/Gatewayﬁ
whichds able to store one or more disturbance recordp.
Measures, records physical quantities vacations for a
H0- -
61830-90-2 Meter fixed duration.
Measures the pressure and temperature inside a gas
61850-90-3 Gas Sensor compartment of the GIS. Density calculation is performed
by the sensor itself or by the IED’s.
61840-90-3 PD sensor Measures the phi-g-N for partial discharge inside a gas
compartment of the GIS
Measure the PD activity using the UHF signal treatmgnt.
on. AS the UHF sensor is fitted on a compartment, the UHF
61850-90-3 UHF Sensor signal localization is not directly associated to this
compartment.
Depending on the technology additional sensors can be
61850-90-3 Other Sensors | | <od. Measures the moisture / S02, etc.
61850-90-3 Maintenance Schedules maintenance work

Planner
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IEC Actor/Role Description
document
Process that involves various things in the company both
in the form of asset or human resources who work there;
a collective investment whose objective is to provide
maximum results at minimum investment or low cost.
Specific definition (Clauses 5 GIS and 6 Power
Transformer): System used for asset management
(Expert system, historian, maintenance planner, etc.)
Specific definition (Clauses 7 LTC and 8 UGC): Manage
AssEt specifications and histories of target equipment
61840-90-3 Specific definition (Clause 9 TL): Monitor status of th
Management o . .
transmission tower. In case of the prefined setting value
being violated, the operation centre (RCC/NCQC) receives
an alarm message with statistical data from the tower
condition server
Specific definition (Subclause 9.3.4 Surrounding Ared
Supervisor): Read the image data for'on-line supervisior.
The operation centre (RCC/NCC) receives an alarm
message with image data from thevsurrounding area
server.
Primary Measures the primary current flow through main contacts
61890-90-3 o
Current Sensor | of the circuit breaker
61840-90-3 Travel Sensor Measures the mevement of the main contact of the cifcuit
breaker
61890-90-3 Switch Signalize“the switch position to the monitoring system
Measures the hydraulic level inside the operating
Hydraulic mechanism. Hydraulics can be used either to transfer
61850-90-3 :
Level Sensor energy from energy storage to the main contact or to
realize the energy storage itself.
Hydraulic
61840-90-3 Tempenature Measures the temperature of the hydraulic
Sensor
Motor Current Measures the current of
61840-90-3 S a) the charging motor for the energy storage or
ensor .
b) the drive motor
61850-90-3 g“m'd'ty Measures the humidity
ensor
Hydraulic
61850-90-3 Pressure Measures the pressure of the hydraulic
Sensor
61850-90-3 Hydraulic Monitor the normal/abnormal status of the hydraulic pump
Pump Sensor
61850-90-3 Switch position | Indicates the position of the connected switch
61850-90-3 Operator A special monitoring (or maintenance) HMI
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document
61850-90-3 ERP System Assess the investment of the substation
61850-90-3 Coil Voltage Measures the voltage of the CB coil
Drive .
61850-90-3 Measures the temperature of the drive
Temperature
Configuration System used to configure parameters of |[ED and manage
61850-90-3 ! X
management configurations
Dissolved gas . .
61840-90-3 and moisture Mea§ure dissolved gas concentration (ranges)from one to
multiple gases)
sensor
Relative
61840-90-3 Humidity Measure relative humidity in oil
Sensor
Oil Measure temperature ofcthe oil at the location of the
61890-90-3 Temperature g
s humidity sensor
ensor
61840-90-3 Operation Sti/:s;em used forrasset operation (SCADA, DMS, SAS
Partial
61840-90-3 Discharge Measure partial discharge in the transformer
Sensor
Direct Winding
61890-90-3 Temperature Measure winding temperature directly
Sensor
61890-90-3 Logd,Current Measure the transformer load current
Sensor
Top Gl Measure the transformer oil temperature at the top of|the
61850-90-3 Temperature tank
Sensor
Bottom Oil .
61850-90-3 Temperature Measure the transformer oil temperature at the bottom of
the tank
Sensor
Winding Hot Measured or calculated, it is the temperature of the
61850-90-3 Spot hottest point of the transformer winding (see Temperature
Temperature supervision Use Case)
61850-90-3 Current Sensor | Measure bushing leakage current
61850-90-3 Voltage Sensor | Measure bushing voltage from capacitive coupler



https://iecnorm.com/api/?name=075723b5c03c88cfd89f734f12411c02

-102 - IEC TR 62357-2:2019 © IEC 2019

IEC Actor/Role Description
document
Ambient
61850-90-3 Temperature Measure ambient temperature
Sensor
61850-90-3 Cooling Bank Digital sensor that detects if a cooling bank is in operation
Status Sensor
61850-90-3 Pump/fan Measure the numn/fan current
Current Sensor T
Measure
61840-90-3 Motor-Driving Measure the motor driving current.
Current
61840-90-3 Torque Sensor | Measure the drive torque.
61840-90-3 ;ap Position | |ndicate tap position of LTC,
ensor
61850-90-3 LTC Operation Detect start/end time<f LTC operation.
Signal Sensor
61840-90-3 gqu'pm.e.nt Detect start/end’time of LTC operation.
upervision
Maintenance
61840-90-3 Planning Suppagrt planning maintenance work.
Support
LTC Qil
61840-90-3 Temperature Measure temperature of LTC oil.
Sensor
Transformer
61840-90-3 A Measure temperature of transformer oil.
Temperature
Sensor
6184090-3 | i O O | D e disonaigar o oion caused by gas
e J Lk hallad Ak el el g
OFU (Oil Filter
61850-90-3 Unit) Operation | Detect start/end time of OFU operation.
Signal Sensor
Temperature Measure temperature on cable surface. It could measure
61850-90-3 . : .
Sensor temperature at one point, or multiple points.
61850-90-3 Position Mgasure how long a cable is displaced from a reference
Sensor point.
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document
61850-90-3 g'l Pressure Measure pressure of oil injected into a cable.
ensor
61850-90-3 | Ol Level Measure oil level in a tank.
Sensor
61850-90-3 Line Sensor Measure line current, currentl dlrectlo_n] temperature and
slope and send them to the line condition server.
Meteorological | Measure wind velocity/direction, humidity, ambient
61850-90-3 . .
Sensor temperature, snowfall and insulation.
61840-90-3 Tension Provide tension from load cell between transmission ljne
N Sensor and tower.
61890-90-3 ISncI|nat|on Provide slope data of Inclination‘sensor.
ensor
Provide location information; i.e., altitude, latitude
HN- - ) ’ El El
61830-90-3 GPS Sensor longitude and UTC Time
61840-90-3 !Vlam power Act as the main power input to feed loads with auxilialy
input power
61840-90-3 Backup power | Act as the'backup power input to feed loads with auxiliary
N input power
Power source Switches which will be operated by the "Monitor and
61840-90-3 . control" system of the auxiliary power system to seleqt
switches
the healthy source
Act as the system where power will be stored (act as p
61840-90-3 Powdr storage Ioac?)' and extraqted (act as a generator) t_o feed loads| with
auxiliary power in case of absence of main and backup
power.
Act as the system of loads and associated power
Power auxiliar distribution mean, fed by the Auxiliary power system.
61850<90-3 load Y | These loads may be "smart" and react automatically
oags depending-on-the-information-delivered by theauxiiaty
power system
61850-90-5 PMU Computes synchrophasors & frequency
61850-90-5 Relay Checks phase angle between selected inputs
Rela Receives data & makes setting adjustments based on
61850-90-5 s y pre-determined algorithm and tables using syncrophasor
upervisor
measurements
Out-of-step Receive data from the local PDC & perform various
61850-90-5 . . . L :
Controller processing, alarming, and visualization functions
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IEC Actor/Role Description
document
Power System oo
Controls the power system through switching, FACTS
61850-90-5 Control
. power controllers, DC controls, etc.
Equipment
Substation Phasor Data Concentrator — collects, aligns,
61850-90-5 ssPDC selects & possibly decimates data from several PMUs in
the substation
Phasor Data Concentrafor — collects, aligns, selecis
61840-90-5 PDC possibly decimates data from several PMUs or other
PDCs
i User Receive data from the local PDC & perform, various
61850-90-5 L . . : AR :
Applications processing, alarming, and visualizationrfunctions
Event trigger — notifies PDCs and(ssPDCs to archive fata
61850-90-5 ET L . . . ;
within a particular time frame for'later retrieval / analysis
Data archiver — a functionakunit with the ability to store
61890-90-5 DA continuous or event data from a PDC or ssPDC in non-
volatile media for laterretrieval and analysis
61840-90-5 Controller Recglve data from the local IPDC & execute algorithmp
that implement control functions
Svstem Control Power system control elements including breakers,
61840-90-5 Ey . switches, FACTS power controllers, DC controls, and
quipment - .
similar equipment
Central Equipment. CE estimates the power system s}ate,
and selects the target power system primary equipmelnt to
61840-90-5 CE be controlled in order to maintain stability for a specific
fault, the result of the calculation is transmitted to the
IED.
Function which is located in the field along the feeder|to
protect the downstream assets by eliminating fault cufrent
and having communicating capability to indicate trip
61850-90-6 ,(A\Ajlt;;recloser conditions to upper levels. This device includes the
protection detection function and the recloser functior]. It
aiso has the abitity to be remotefy controffedto Te-
energise the protected feeder.
Controller at Controller function installed at the substation level which
T communicates with both the field devices and the control
61850-90-6 distribution . .
. centre. FLISRapp may be implemented at the substation
substation :
computer as an option.
DER The DER MS provides the DER-type-independent
61850-90-6 Management communication interface for the communication to the

System (DER
MS)

DMS. It forwards the information coming from the DER
unit and executes the commands from the DMS.
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document
Distributed energy resources. A DER Unit consists of the
61850-90-6 DER Unit physical equipment to generate, store and consume
electrical power.
DER Unit Distributed energy resources. A DER Unit consists of the
61850-90-6 Controller physical equipment to generate, store and consume
(DERCTL) electrical power.
Refer o TRM.Tt representis the aggregation of NetworK
DMS Operation, Fault Management, and many others DMS
61850-90-6 application System feature hosted at control centre level that
N module monitors continuously the Grid network and baséd on|a
(DMSapp) given network topology reflects the energy\path and
flows.
Represent the set of equipment of-a distribution feedgr
61840-90-6 Electric Grid including lines, DER, loads, intefconnections, switching
equipment and voltage transformers.
Electric
61850-90-6 Network Fault Refer to IRM
management
Electric
61890-90-6 | hetwork Refer to IRN]
Planning
(Planning)
Electric
Network System which collects outage data for reporting to Utility
61890-90-6 o o
quality index Commissions
system (QIS)
Electrical . .
61840-90-6 medstfement( ::USC:DIOBthISIt: eeltacborates electrical measurement suchl as
MS(I,U)) ) 3 ) ) -
Energy
- counting for Function that elaborates energy counting (for operatignal
61850-90-6 :
operation purpose)
(Ms(Wh))
Power Flow
direction Function that elaborates the direction of power flow:
61850-90-6 computation(M | forward — from supply or backward — to supply (for
s(power flow operational purpose)
direction))
61850-90-6 Fault Function that identifies the presence of a fault on the

Indicator(Ftind)

Grid.
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document
Fault location
61850-90-6 | 2PPlication Fault location module of a FLISRapp
module
(FtLOCapp)
;%L:(I:ta[;:rs:?ge Function located along the feeder and capable of
61850-90-6 feeder level detecting and indicating a fault. It includes the needed
el sensors to perform the function.
\I 9] IIIU}
61840-90-6 g:tuelitsiggnnature Function that detects and reports on fault presence
N (including the update of concerned statistics)
(FtDet)
Electric
xztr:/\;orgnf::tlt Application module which managés-or help managing
61840-90-6 a Iic%tion network faults impact and resolution (usually part of gn
PP Outage Management applicatioh module)
module
(FtMgtapp)
Feeder Feeder equipment_controller located along a feeder which
equioment helps to control gither the feeder switching equipmen{ and
61850-90-6 cgntfoller possibly a set of’equipment connected to the feeder gt
(FeCtl) this connection point (such as a MV/LV transformer, gnd
a LV switchgear)
Substation Susbtation controller which helps to control any
61850-90-6 controller equipment located in a selected substation (such as 3
(SsCtl) HY/MV transformer, HV incomers, MV feeders)
External Groups many external elements such as weather
61890-90-6 environrherit conditions, flooding conditions, live presence status,
geographical perimeter status (doors, etc.)
Adjacent
Iaeeuc?er;ent Feeder equipment controller located adjacent to another
61840-90-6 antlE)OHGI' specific feeder equipment controller, i.e., its attached
(Adjacent switching equipment are sharing a same line segment.
FeCtl)
Feeder
equipment
controller :
61850-90-6 downstream to Feeder equipment controller located along a feeder and

fault
(Downstream
FeCitl)

specifically located downstream to a fault.
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Feeder
equipment
controller :
61850-90-6 upstream to Feedl?.r eICI1U||pmetntdcontroller Iocatef,:d ?tlong a feeder and
fault specifically located upstream to a fault.
(Upstream
FeCtl)
Protection
equipment at : .
61840-90-6 feeder end A Feeder Protection equipment located at the other enpd
; of the feeder.
substation
(FeProt at end
substation)
Feeder In Line
61850-90-6 Protlectlon A Feeder Protection equipmeht)located within the feeger
equipment
(FeProt in line)
Feederl A breaker-type equipment associated with a protection
Protection . ; X
. function, located at the main substation to protect an
equipment at ) L o
. outgoing feederyIt may have communication capability to
main - ) e
61840-90-6 . indicate trip.conditions to upper levels. It may also haye
substation .
the ability {0 be remotely controlled (closed) to re-
(FeProt at . Ke f | Ilh loki
main energise the feeder. It may as well have an autorecloging
. function.
substation)
Feeder
Protection A function located in the substation that trips a breakgr to
i function at eliminate fault current in a feeder. It may also reclose|the
61890-90-6 ; : . : ;
substation breaker when a preconfigured delay time is expired after
(FeProt at the breaker is tripped.
substation)
General
Protection
function at A function located at the connecting point of the End User
61850-90-6 . . : T .
end-user side in charge of clearing faults inside its premise.
((—‘.onnrnlprnf-
eu)
Generator
Ir}ig?ﬁgn A function(s) which are located inside the End User power
61850-90-6 ?unction plant in charge of tripping to disconnect the generators in

(Generatorinte
rfaceProt-eu )

case of faults in the Distribution Network..
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IEC
document

Actor/Role

Description

61850-90-6

Generator
Interface
disconnection
function
(Generatorinte
rfaceDisconne
ct-eu )

A function(s) which are located inside the End User power
plant in charge of disconnecting the generators when the
GeneratorinterfaceProt -eu trips etc.

Eiald |l

61890-90-6

physical
component
(FieldComp)

IEC 61850 physical component of a selected system

61840-90-6

Field level
physical
component
configuration
engineer
(FieldComp
config
engineer)

Person who is in charge of usinga Field level physicd
component configurator

61890-90-6

Field level
physical
component
configurator
(FieldComp
config tool)

»J

Configurator ofsan IEC 61850 physical component of
selected system

61840-90-6

Field level
physical
component
setting tool
(FieldComp
settingstool)

Tool used to enter field parameter settings for an
IEC 61850 physical component of a selected system

61840-90-6

Eield level
physical feeder
sub-system
configurator
(FieldSyst

Configurator of a subsystem made of IEC 61850 physlical
components including potentially many
substation/equipment of a selected feeder or a set of
feeders

caonfia tool)
~J 7

61850-90-6

FLISR
application
module
(FLISRapp)

Application module that performs Fault Location, Isolation
and Service Restoration at network operation level

61850-90-6

New Field level
physical
component

New IEC 61850 physical component of a selected system
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Any physical component (asset, such as switch, breaker,
transformer, lines etc.) located at "process zone level". It
61850-90-6 ProcessComp enables hosting the common properties such physical
asset has, such as a physical nameplate, a volume, a
location, an age...
Power o
61850-90-6 Transformer Taps act'uator on transformer windings that change the
- turns ratio of the transformer
oy
Gateway function with the capability of receiving-or
sending data/control from or to an external source (for
Remote . . ; o
. example, electronic multifunction meters, digital relays,
terminal at ; : . i
- . controllers), ensuring the interface of a substation of {ield
61850-90-6 Substation . . :
: equipment to the remote world. This device may be either
(Substation H ion included i her devi 4/ ifi
RTU) a u_nctlpn included in other devices and/or a specific
device including also the so-called/Remote Terminal
Units.
61850-90-6 | Sectionalizer | - unction located along the feeder - .
sectionalizers/sectionalizing autoreclosers, and switches.
The function that controls the service restoration of
Service downstream healthy sections of a fault. This function
61840-90-6 Restoration internally gets'the support of the role "Operation Planping
N Controller — switchingraction scheduling" to establish the switching
(SRC) sequence = this may have been predefined at
configuration
Shunt . : . .
. Switches associated with shunt capacitors. They can
p Capacitor . vnt
61890-90-6 e operate automatically through remote communications
Switching :
. from the control centre, or manually by the field crew.
equipment
Primary equipment switches which are located along the
N grid lines to enable the operator or the system to isolate
Switching .
a : the faulty section. They can be manually operated or
61850-90-6 equipment ! X
remotely/locally operated through the FSCs. In this Ugse
actuator . ) :
Case we will restrict our analysis to remotely controllgble
switches.
A special normally open tie point device function, which is
able to sense voltage presence on both sides of its
Switching current interrupting mechanism. It also includes the logic
61850-90-6 equipment as to close the interrupting mechanism either automatically
Tie switch upon loss of voltage on one side, or through
communication control command. This function can be
implemented with recloser, sectionalizer or switch.
Tie switch Actuator of a switching equipment operated as a Tie
61850-90-6 | equipment g equip P

actuator

switch



https://iecnorm.com/api/?name=075723b5c03c88cfd89f734f12411c02

- 110 - IEC TR 62357-2:2019 © IEC 2019

IEC Actor/Role Description
document
Voltage A device that indicates the presence of voltage over a
61850-90-6 presence certain limit on the measured point. It includes the needed
indicator (VPI) | sensors to perform the function
VVC Application that performs voltage and var control. It
61850-90-6 application determines optimal settings for capacitors and voltage
module regulators, and either applies them directly to the devices
(VVCapp) or recommends them to the DSO for approval.
61850-90-11 Operators
61840-90-11 | Busbar
Disconnector
61840-90-11 Barometer
61840-90-11 | £B General
rip
61840-90-11 Recloser
61840-90-11 CB Position
61840-90-11 ghase
urrents
Maintenance
61850-90-11 Switch
Information
61850-90-11 Undercurrent
Element
CB'Positions,
61840-90-11 Qutage and
Trip Indications
Under voltage
61840290-11 trip information
from one or
several bays
Station/Remot Local or remote SCADA, HMI, EMS or NCC system that
61850-90-14 e Operation displays or acquires values and issues operator or
P automatic commands using IEC 61850 in a client role
61850-90-14 External One or more MSC or MSR capable of exchanging control
Blanks commands and status information using IEC 61850
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Coordinated One or more FACTS controller capable of exchanging
FACTS Shunt : : .
61850-90-14 control commands and status information using
Controller
IEC 61850
(Remote)
61850-90-14 | converter/ Power converter or FACTS device
FACTS
Sequence o
61850-90-14 State Machine Application control sequence
61840-90-14 | Protection Prot_ect|on functions with the capability to trip Jor block
equipment
Valve Cooling
H0- -
61840-90-14 System
61890-90-14 | Control System
FACTS Control
System
H50- -
61850-90-14 (IEC 61850
Server)
61840-90-14 | Converter HVDC conwverter
Internal Trigger
50- -
61830-90-14 Condition
External
61840-90-14 | Trigger
Condition
61850-90-14 | Lod@l DC Yard
Switchgear
Remote DC
61850-90-14 | Yard
Switchgear
AC Filter Harmonic filter circuit, consisting of several components
61850-90-14 Circuit (e.g. resistors, capacitors, inductors) connected to an AC
system
DC Filter Harmonic filter circuit, consisting of several components
61850-90-14 Circuit (e.g. resistors, capacitors, inductors) connected to a DC
system
61850-90-14 On Load Tap Transformer OLTC of one or multiple phases

Changer
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d IEC Actor/Role Description
ocument

External Third-party system that provides a simultaneous
61850-90-14 )

Reference automatic reference value for P-Control
61850-90-16 gCADA Supervisory Control And Data Acquisition system

ystem

Asset-Location | The Information System recording field location

61850-90-16 | Information information (latitude, longitude, link to physical

System (ALIS)

infrastructures ... )

61840-90-16

Asset-
Patrimonial
Information
System (APIS)

The Information System recording patrimonial-informgtion
such as (Supplier, plate number, procurementinformagtion
etc.)

61840-90-16

Asset-Health
Information
System (AHIS)

The Information System recording<health information pf
an asset (counters, status, watchdogs, alarms ... )

61890-90-16

Asset-
Operations
Information
System (AOIS)

The Information System recording field and remote
construction, commissioning, decommissioning,
maintenance and‘inspection operations

61890-90-16

Device
Management
Information
System (DMIS)

Any Information System managing one or multiple IED
with the capability to transmit data, control, files from) or
to, anlED, for example configuration, supervision or
maintenance purpose.

61840-90-16

Grid history
information
system (GHIS)

The Information System archiving electrotechnical
measures, and monitoring information from the grid

Cybefrsecurity-
Elements Information System with a validation and managemenit
61840-90-16 Management role over the cybersecurity elements (keys, certificatels,
N Information RBAC etc.) for a given system with the capability to
System transmit data from, or to, equipment or systems.
(CEMIS)
ASSEt-
Configuration The Information System recording configuration and
61850-90-16 | and data . . .
. settings data changes in automation-systems
Information
System (ACIS)
61850-90-20 | HMI HMI wh|chl|s a place from where an qperator can perform
control actions and monitor data coming from substation.
Substation Substation SCADA is a place where a master station is
61850-90-20 SCADA located. The substation SCADA receives and processes

data coming form IEDs
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61850-90-21 Electric Grid
61850-90-21 Protection
Travelling
61850-90-21 wave fault
detector — local
end
61840-90-21 Master Station
61840-90-21 LiProt Line protection device
Time
61890-90-21 | synchronizatio | Time source or time distribution systém
n system
WAFL_Surge
61890-90-21 collecting Surge collecting terminal‘unit
terminal unit
61850-00-21 | WAFL Central | - i |ocation calculating computer
computer
Network
topology and Power.system and WAFL_Surge collecting terminal unit
61850-90-21 : . . .
configuration configlration data base
data base
61840-90-21 SCADA master
61840-90-21 Protective
relay
61840-90-21 'I_'ransmission
line
618400021 Act|ye radar FL
device
61850-90-21 Corporate web
server
Maintenance
61850-90-21 | contre HMI
61850-90-21 Dedicated fault
detector
Fault location
61850-90-21 using

impedance
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IEC Actor/Role Description
document

61850-90-21 Disturbance

recorder
61850-90-11 Breaker
61850-90-5 Breaker Connects/disconnects power line

Disconnects the protected line from other system (circuit

61850-90-1 CB

breaker)

61890-90-11

Circuit Breaker
(CB)

61840-90-20

Circuit Breaker

A mechanical switching device, capable-of making,
carrying and breaking currents under.normal circuit
conditions and also making, carrying for a specified
duration and breaking currents under specified abnormal
circuit conditions such as those’ of short circuit

61840-90-21

Circuit Breaker

Intelligent Electronic Device. Any device incorporating
one or more processors, with the capability to receive| or
send, data/control from, or to, an external source, for

61840-4 IED example electronic multi-function meters, digital relayp,
controllers” Device capable of executing the behavior|of
one.opmore specified logical nodes in a particular coptext
and-delimited by its interfaces.

61850-90-2 IED A device that acquires and computes process data.

61840-90-5 IED Receives data from PMUs, predicts dynamic stability &
power system control
Any device incorporating one or more processors, with
the capability to receive or send, data/control from, of to,

Intelligent an external source, for example electronic multi-functjon

61840-90-16* | Electronic meters, digital relays, controllers. Device capable of

Device (IED) executing the behaviour of one or more specified logi¢al
nodes in a particular context and delimited by its
interfaces.

61850-90-20 | IED A device that acquires and computes process data.

61850-90-2 Control Centre | Receives and processes data
Control centre which is a place where a master station is

61850-90-20 | Control Centre located. The control centre (SCADA, EMS, DMS, GMS,

grid operators) receives and processes data coming from
substation.

HYBRID ROLES
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61850-90-2 User Could be:

Control centre which is a place where a master station
is located. The control centre (SCADA, EMS, DMS,
GMS, grid operators) receives and processes data
coming from substation.

Maintenance centre which is a place from where
maintenance, management of asset, disturbance

1 H ) n H l
dlifdalyolo allu Uuic TTTiTliiTy dalic midiiaycu.

A local user which is a technician having to.interpvene
on the substation automation system.
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6 Use cases and roles of TC 57 WG 13, Energy Management Systems
Application Program Interfaces (EMS API)

6.1

General

IEC TR 62357-2:2019 © IEC 2019

The scope of WG 13, Energy Management Systems Application Program Interfaces (EMS
API), is to produce standard interface specifications for "plug-in" applications for an electric
utility power control centre Energy Management System (EMS) or other system performing
the same or similar functions; and to facilitate the integration of applications developed by
different suppliers in the control centre environment and exchange of information to systems
external to the control centre.

6.2 |[Documents used
IEC Name Publication Edition
reference status
61970-452 CIM static transmission network model profiles Published 3
619710-453 Diagram layout profile Published 2
619710-454 Business Object Registry Service Specificatioh CD 1
61970-456 Solved power system state profiles Published 2
619710-502-8 Web.SerV|ces Profile for 61970-4 Generic PWI 1
Services
61970-552 CIM XML Model exchange format Published 2
619710-555 CIM based efficient madel exchange format (CIM/E) Published 1
| Common Grid Medel Exchange Specification .
61910-600-1 (CGMES) —,Structure and rules Published 1
Commoen ' Grid Model Exchange Specification .
61970-600-2 (CGMES) — Exchange profiles specification Published 1
6194¢8-13 Common distribution power system model ACDV 2
profiles
6.3 TC 57 WG 13 Use Case reporting
WG % of Use % of % of Number % of
number Cases Business | System | of roles non-
of described Use Use identified defined
identified | with IEC Cases Cases roles
Use 62559-2
Cases
20 0 % 75 % 25 % 21 9,52 % 90,48 % | 80,95 %
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Document

Actor name

Actor description

BUSINESS ROLES

IEC 61970-452

Security
Coordinator

(or Modeling Authority). Each of these coordinators

has an EMS from a different vendor (therefore

with

different internal conventions for representing the

system). Each is obliged to maintain a model of the
other coordinators in at least enough detail to
gollgn their effect on his aown parf of the netwaor

IEC $1970-452 CIM Modeler CIM modelers have tools for dealing with\Modgling
Authority sets, renaming, reduction, as' well ap for
editing the model.

SYSTEM ROLES

IEC $1970-452 EMS Energy Management System. Computer syptem
comprising a software jplatform providing basic
support services and. a,set of applications provjding
the functionality needed for the effective opergtion
of electrical generation and transmission facifities
so as to assufe)adequate security of energy sypply
at minimum-*cost.

IEC $1970-453, Control Centre

IEC $1970-555 System

IEC $1970-453 GIS System Geographic Information System is a syptem
designed to capture, store, manipulate, anajyze,
manage, and present all types of geographical gata.
In the simplest terms, GIS is the merging of
cartography, statistical analysis, and datapase
technology.

IEC $1970-453 Planning System

IEC $1970-453 Substation

Automation
System

IEC 61976456

Dk W] (|
Udila IVIUUCTICTI

IEC 61970-454 Application

IEC 61970-456 SCADA

IEC 61970-456 Network Model
Builder

IEC 61970-456 Schedule
Updater

IEC 61970-456

State Estimator
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Document Actor name Actor description
IEC 61970-555 SE
IEC 61970-555 SA/DSA
IEC 61970-555 SCUC, SCED
IEC 61970-555 AGC/AVG

IEC 64976-562-8—DBataProvidet

IEC $1970-502-8 | Data Consumer

IEC $1970-552 Regional Energy
Co.

IEC $1970-552 Network Power

Co.

7 Use cases and roles of TC 57 WG 14, System.interfaces for distribution

management
7.1 |General
The gcope of WG 14, System interfaces, for distribution management, is to identify and
establish requirements for standard inteffaces of a Distribution Management System (DMS)
baseq on an interface architecture. Jhe IEC 61968 series is intended to facilitate |inter-
applidation integration of the various)distributed software application systems supporting the
management of utility electricahdistribution networks within a utility’s enterprise sygtems
envirgnment.
WG 14 organizes its worktaround the IEC 61968 Interface Reference Model (IRM).
The management of.Use cases is also done in Entreprise Architect, therefore we inglicate
somelimes the reference of the use case when it is found in WG 14 UML Use Case repgsitory
by using: (Id UCR-WG 14 PartNo:xx.yy) where PartNo is 61968 related Part (3,4,5,6,7,8,9), and xx.yy
a Use|case number.
7.2 |Documents used
IEC Name Publication Edition
reference status
61968-3 Interface for network operations Published 2
61968-4 Interfaces for records and asset FDIS >
management
61968-5 Distributed Energy Optimization PRVC 1
61968-6 Interfaces for Maintenance and Construction | Published 1
61968-8 Interfaces for Customer Operations Published 1
61968-9 Interfaces for meter reading and control ACDV 3
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7.3 TC 57 WG 14 Use Case reporting
WG % of Use % of % of Number % of
number Cases Business | System | of roles non-
of described Use Use identified defined
identified with Cases Cases roles
Use 62559-2
Cases
72 12,5 % 1,39 % 98,61 % 63 2540 % | 74,60 % | 20,7 %

Numbier of SUC explicitly referencing a BUC: 2
Number of unknown profiles: 14
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7.5 TC 57 WG 14 list of roles used
Document Actor/Role Description
BUSINESS ROLES
IEC 61968-9 People People parent role
IEC 61968-9 | System Administrator
IEC 61968-9 | Customer thO:it\iAl/irt]\? consumes the service provided by
IEC $1968-9 | Designer
IEC $1968-9 | Dispatcher nF]’:Sr?é)rnsrtz?igznsible for the controls at the
IEC 61968-9 DMS Operator Soyzctaer;tor of the Distribution Management
IEC $1968-9 | GIS Operator (cartographer) Soyzctaere;qtor of the Geographical Informatipn
IEC $1968-9 | Meter Reader
IEC $1968-9 | Meter Technician
IEC 61968-9 Field Crew z(i:ilgd%rlcia:\éloading analysis and work ordler
IEC $1968-9 | Work Manager
IEC $1968-9 | Mobile Work Force
Entity responsible for the planning,
operation and maintenance of the electrjcity
et oo, (ol eduvaert o
"Distribution Grid Operator" from "IEC T[C8
WG6 role model”)
IEC $1968-13 | TSO Transmission System Operator
IEC $1968=13 | Authority gstzgcsj party that analyses the power qugality
IEC 84868-13—1DNO
SYSTEM ROLES
IEC 61968-9 | AM Parent Asset Management
Asset moning and measurement involves
IEC 61968-4 | AM-AMM (Asset Monitoring Qi?ﬁﬁ?.ﬂg é??:ggésr::tisifmriﬂzrrﬂt’oand

and Measurement)

understand, assess and manage their
condition and performance.
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Asset decision support involves strategy
definition and prioritisation, maintenance
strategy planning, risk management,
programme management and decision
making. The central aspect of asset
decision support is analytics. It drives the
condition, configuration, performance,
operating costs, and flexibility of the asset
base, with the aim of maximising value.

AM-ADS (Asset Decision

IEC 61968-4 Support)

Substation and Network Inventory

The electrical substation and network agsets
AM-EINV (Substation and that a utility owns, or for which'has lega
Network Inventory) responsibility, and will maintain an accurate
asset register developed around an assgt
hierarchy that supports;advanced asset
management functions.

IEC $1968-9

General Inventary, Management

The non-electrical assets (e.g., tools,
concrete, poles, cross-arms, etc.) that a
utility ewns, or for which has legal
responsibility, and will maintain an accurate
asset'register that

AM-GIM (General Inventory

IEC B1968-9 | 1o 2aement)

Geographical Inventory

Management of geospatial data, typically by
utilizing computer graphics technology tp
enter, store, and update graphic and nop-
graphic information. Geographic depictii)ns
and related non-graphic data elements flor

each entity are typically stored in some form
of a data store. The graphic representatjons
are referenced using a coordinate system
that relates to locations on the surface qf
the earth. Information in the data store gan

be queried and displayed based upon either
the graphic or non-graphic attributes of the

entities.

AM-GINV (Geographical

IEC $1968-9
Inventory)

Meter Asset Management
AM-MAM (Meter Asset
Management) Added to Asset Management as part of 3rd
Edition IEC 61968-1.

IEC 61968-9

IEC 61968-9 CSs Customer Service parent

Customer Service IEC 61968-8 a.k.a.
Customer Information System

IEC 61968-9 CS-CSRV This function set covers the different
aspects related to customer interfaces
required for operation and commercial
purposes.
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IEC 61968-9

CS-TCM (Trouble Call
Management)

Trouble Call Management Customer
troubles related to blackouts are transmitted
and compared with network data in order to
provide accurate information on the
incident.

IEC 61968-9

EXT

External actor which represents systems
external to the domain defined by WG 14.

IEC 61968-Q

EXT-SAI

IEC $1968-9

EXT-SC

Supply Chain and Logistics (SC)

Management of processes for acquiring
necessary supplies, tracking’acquired apd
ordered supplies, and their allocation for
authorized purposes.

IEC $1968-9

MC

IEC $1968-9

MC-CON

MC-CON Construction

Examples of ‘construction work include
servicelnstallations, line extensions, an(d
system betterment projects.

IEC $1968-9

MC-DGN

ME-DGN, Design

A design is created by an engineer or wprk
planner. Designs can be made up of
individual line items or by a set of
compatible unitsJ or CUs. Line items and
compatible units are associated with a
design location.

IEC $1968-9

MC-FRD

Field Recording

Field recording is often accomplished
through hand held devices which allow field
personnel to view and enter information
relevant to the work they are performing
the field. For example, line crews and

servicemen can access their respective
district maps, do searches by pole number,
substation, transformer number, switch

in

numbers, and reeder names.

IEC 61968-9

MC-MAI

MC-MAI Maintenance and Inspection, a.k.a.
Work Management System

Work involving inspection, cleaning,
adjustment, or other service of equipment to
enable it to perform better or to extend its
service life. Examples of maintenance work
are routine oil changes and painting.
Examples of inspection work are pole
inspections, vault inspections, and
substation inspections.



https://iecnorm.com/api/?name=075723b5c03c88cfd89f734f12411c02

- 162 - IEC TR 62357-2:2019 © IEC 2019

Document Actor/Role Description

Work Scheduling and Dispatching

Work scheduling and dispatching makes it
possible, for a defined scope of work, to
assign the required resources and keep
track of work progress.

IEC 61968-9 | MC-SCHD

IEC 61968-9 | MR Parent Meter Reading system

IEC 61968-9 MR-AMI Advanced metering infrastructure (AMI)

Load Control System (LDC)

Customers who accept this senvic€ optign
are able to adjust their consumption
regarding time-of-use tariffs_based on the
IEC $1968-9 | MR-LDC variation of daily and se@sonal cost of
power. Automatic (or.manual) equipmenit
allows customers to“adjust their

consumption in response to changes in
price (control ©of ‘electric heating, hot wafer,
large domesticappliances etc.)

Meter Data Management (MDM)

This function collects, validates, stores and
distributes readings and event-related dpta
from meters and other end devices to other
enterprise functions and systems. The meter
data management function supports diverse
end-use applications including but not
limited to billing, load management, loag
forecasting, demand response, outage
management, asset management and
distribution network planning and
maintenance. Additionally, the meter data
management function frequently providgs a
common point for management, command
and control of metering systems (MS) and
the downstream meters and end deviceg,
including PAN devices. Functions suppdrted
include bi-directional communications wjth
metering systems and end devices to
perform on-demand reads as well as control
functions including remote configuration
remote disconnect / reconnect / demand
reset operations, and demand response and
load control functions.

IEC $1968-9 _sMR-MDM

The meter data management function has
added importance when utilities have more
than one metering system, as this abstract
component shields systems and
applications such as customer information
system, billing and planning from the need
to integrate with more than one metering
system.

IEC 61968-9 | MR-MOP
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IEC

Control and Reconfiguration (MS)

The metering system will handle requests
and convey meter data, meter events, meter
responses, meter system events, and other
value-added data to the enterprise.
Depending on the metering system, the
processing of requests and events may
involve multiple steps through public or

orivate-networks—tlicensed-orunlicensed RF
Lad 3

51968-9

MR-MS

spectrums, standardized or proprietary
systems, in a one-way or two-way fashion.

Note that metering systems aré significgntly
diverse with respect to technologies used,
protocols used, capabilities,and frequengcy
of data collection. The details of the
internals of meters, eommunication
transports and protocols are outside the
scope of this standard (IEC61968-1). ThHe
focus is on the/hormative message formfats
(such as IE€61968-9 message types) and
recommended implementation schemes|for
ESB, dMS, and Web Services(IEC6196§
100)

IEC

51968-9

MR-RMR

Remote Meter Reading (RMR) — Meter
Reading IEC 61968-9

Set of functions required to carry out remote
readings of information recorded at the
customer's point of supply, as well as thpose
needed to send controls to customer
equipment interfaces.

IEC

51968-9

NE

IEC

51968-9

NE-CSP

Construction Supervision (CSP)

Monitoring and management of construgtion
work to minimize negative variances from
planned costs, performance, and schedule.

Network Extensions — Network Calculations
IEC 61968-7

IEC 61968-9

NE-NCLC

Used to develop a long-term (generally one
year and beyond) plan for the reliability
(adequacy) of the interconnected electric
transmission and distribution networks
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Project Definition (PRJ)

Planned work activities to enhance or
extend the network and/or other assets.
Example includes line extension for new
housing development, a new substation,
switchgear change at a substation. Capital
development projects (i.e., not billed to a
customer) are usually justified with a

husiness case.

IEC 61968-9 | NE-PRJ

IEC 61968-9 NO Network Operations parent role

Network calculations — real-time (CLC)

IEC $1968-9 | NO-CLC Network calculations provide system
operators with the ability to"assess the
reliability and security of the power system.

Network ControJ+(NC)

Network control’is achieved through
decentralized control functions which nged
to be coaerdinated at an upper level of thle
controhhierarchy Local automatic contrd|
functions can be performed using only local
information and which do not need
knowledge of network connectivity. These
functions are supported locally by
substation control equipment at substation
level. Area network control functions
coordinate the local functions. These
functions are operator-dependent and are
provided firstly by the remote control
function and secondly through local control
which is related to the orders given to figld
crews through mobile station terminals.

IEC $1968-9 | NO-CTL
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Fault Management (FLT) a.k.a. Outage
Management System (OMS)

Fault management functions which are
intended to enhance the speed at which
fault localization and service restoration can
be achieved. The fault management function
supports the utilities required to identify
disruptions in the system, to carry out

restoration-switching-actions—and-to-provide
Lig

IEC $1968-9

NO-FLT

J
customers with notification of disruptiong
detected (in terms of duration and caluse of
breakdown).

Fault management makes it‘possible:

o to improve customer complaint respgnse
system, providingya prompt reply and a
good interface/hetween the Utility and
the Customer (better image),

e to provide field information to the
dispatch’operator, helping to restore
supply during disruptions,

e <:to'compile all information about Quality
of Service and make it available outgide
the Utility (Customers and official
entities).

IEC $1968-9

NO-NMON

Network Operation Monitoring (NMON)

Provides the means for supervising main
substation topology (breaker and switch
state) and control equipment status. It also
provides the utilities for handling network
connectivity and loading conditions. It also
makes it possible to locate customer
telephone complaints and supervise the
location of field crews.

IEC $1968-9

NO-OA

Outage Analysis

Operation feedback analysis (OFA)

IEC 61968-9

NO-OFA

Information can be retrieved from substation
and customer records and compared with
records taken from real-time operation
related to information on network incidents,
connectivity and loading. This information
analysis provides indicators for optimizing
periodic maintenance according to fault
rates in the network. This requires
identification of concurrent values at
multiple locations and time tagging of
events and values.
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IEC 61968-9

NO-OST

Operation statistics and reporting (OST)

Operating statistics and reporting functions
makes it possible to archive online data and
to perform feedback analysis of system
efficiency and reliability.

IEC 61968-9

OoP

Power import and scheduling optimization

IEC $1968-9

OP-IMP

(IMP); a.k.a. Load Management System

Power import scheduling and optimization
aims to minimize the cost of imported power
by keeping the average imported power
close to the contracted value, making uge of
peak plants, load switching or load
shedding.

IEC $1968-9

OP-SIM

Network Operation Simulation Planning
(SIM)

This set of(functions allows facilities to
define,.prepare and optimize the sequernce
of operations required for carrying out
maintenance work on the system

(release/clearance orders) and operational
planning.

IEC $1968-9

OP-SSC

Switch Action Scheduling (SSC)

Switch Action and Operation Work
Scheduling

Switch action scheduling provides supports
for handling all aspects relevant to switgh
order formulation, drawing up operating
guidelines, dispatching repair crews, ang
also supports for informing customers
affected. It assists in collecting the related
data and delivering it in the various forms
required.

It is presumed that this function will resgond
to back-office queries or commands and do

IEC 61968-9

DERMS (Distributed Energy
Resource Management
System)

the interpretafion o the respeciive DNPJ or
IEC 61850 messaging to devices with
"smart inverters" in the field. For example,
this might be a command to shed load to all
devices of a specified type in a geographic
area

IEC 61968-9

MMS (Maintenance
Management System)

IEC 61968-9

SCADA

Supervisory Control And Data Acquisition
system provides the basic functionality for
implementing EMS or DMS, especially
provides the communication with the
substations to monitor and control the grid.
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IEC 61968-9

Substation

Area or group of equipment containing
switches, circuit breakers, busses, and
transformers for switching power circuits
and to transform power from one voltage to
another or from one system to another

IEC 61968-9

IED (Intelligence Electronic
Device)

ak a — Mobile Dispatching Svstem —
L ~J PA

IEC $1968-9

MC-MWM (Mobile Workforce
Management)

typically handles work orders stemming,[from
customer trouble tickets and routine.meter

removal and exchange activities,
Investigation of faulty meter, tamper, theft
detection, communications failure

IEC $1968-9

Pan Device

PAN devices are usedfora variety of
purposes within a customer premise. The
meter is often used.as a gateway for

communication between the head end
system and thie’ PAN device. PAN devicgs
may react t6. control messages or generpte

EndDeviceEvents. Some PAN devices, g$uch
as in-home displays, may also present
information to consumers. PAN devices |may
be.configured to react to pricing or othe
demand response related signals that afe
issued as EndDeviceControls. PAN devices
are modelled as EndDevices in the CIM

IEC $1968-9

Handheld device

IEC $1968-9

Meter

Type of "end device" which performs
metrology and supports the tariffing of the
distribution and/or transmission network|

IEC $1968-9

Calendar

IEC $1968-9

LMS

Load management system. A load
management system is used to manage|and
control load by the utility in order to profote
system reliability. A load management
system may perform load forecasting,

contingency analysis, and other simulatijons
prinr i fa) icQuing aload control command

IEC 61968-9

CustomerServiceRep

IEC 61968-5

DER

Distributed Energy Resource

8 Use Cases and roles of TC 57 WG 15,

8.1 General

Data and Communication Security

The scope of WG 15, Data and Communication Security, is to:
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e Undertake the development of standards for security of the communication protocols
defined by TC 57, specifically the |IEC 60870-5 series, the IEC 60870-6 series, the
IEC 61850 series, the IEC 61970 series, and the IEC 61968 series;

e Review and advise on cyber security of TC 57 standards;

e Undertake the development of standards and/or technical reports on end-to-end security

issues.

8.2 Documents used

IEC reference Name Publication Edition
status
62391-9 Key Management Published 1
Deep Packet Inspection (DPI) of encrypted .
H1- -
62351-90-2 communications Published 1
H1 —
223“1 RBAC Use RBAC Use Cases ? ?
asegs
8.3 |TC 57 WG 15 Use Case reporting
G % of Use % of % of Number % of
number Cases Business | System | of7roles non-
f described Use Use identified defined
identified with Cases Cases roles
Ulse 62559-2
Cases
12 0 % 25 % 75 % 21 42,86 % | 57,14 % | 607 %



https://iecnorm.com/api/?name=075723b5c03c88cfd89f734f12411c02

- 169 -

IEC TR 62357-2:2019 © IEC 2019

A4
ajeo|
‘A1114
uol}ed)s

yiny
11489
yiny
160y
\1ug

WD 9y} wou} ajediy1lao paubis e saaleoal
Anua ayy yoiym Aq sseo0ud ay} si Juswjoiug

paysignd

483

ssao0ud
pue juswjoJlus Ajus
H3OS ay} jo 9| dwex3

6-1G€29

901N “IPuUMQ

walsAg “Jo
Jo1eiba1u)/o

pus/a
DIAD(Q

‘pamaual aq p|noys Aay} ‘esidxs

0} anp ale sa}eol}11489d [euoljelado asay} aloyaq
Aj1Joys "sebueyoxa uoljewIoUl J1I8Y} 8oUHO0D

pue pajeodljuayine aq ued Aayj jey) os suoyetado ul
AJllua ayj ||joJud 0} pash ale sa}eol}ilua9 jeuoljeiado
J1ay) ‘pakojdap Ajjenjuane ale saljljug»d@say} UBYpA
‘Aypuapi 1onpouad jo uieys Ajddns peaysniy e Buipiaoud
‘passlsibal aq pinoys sajeolyniddmau ‘(pakojdep

"SA pashoyaiem 6:9) snieistuans 1o diysiaumo

u1 abueyd yoea 1y "SWaISAS pue sadiAap JIay)

JO Yyoea 10} 9101411489 AJ13Ud’S JainjoejnuEBW 10 ‘YD

B WOl 91ed141189 40 ‘pJomssSed-awi}-auo 1o ‘Ualyiuapl
anbiun Jainjoejnuew B>SE yons ‘uoljew.lojul Ajjuapl
10 1sajiluew Ajunoas. ebuipinosd Ag Ayjus ue 1oy 81940
aJl] Juawabeuew Aax oy} LE}S 0} Paau siainjoejnuey

paysiignd

a|9A2

ay1| 91e011499 palydwis

6-1G€29

NS

oaM

‘salldxe

Yl paleloosse si )l YS 9y} alojaq Buluiewsal
spuo029s’jo Jaqwinu ay} saljiubis 1l pue peojAed Y31
VS 8U1-ul pauinjal siajaweled ayj} Jo auo si (awiidyl|
‘Biye) ,aneA awnayi Buluiewsay, ‘paJidxa sey Aay
1U81uno 8y} Jo ,anje awnai] Bululeway, ay) 810)a(q
paJabbuy Ajlewuou si A8y uOISSas ay) JO [emaual ay |

paystignd

Saljljus ay}

Aq poiabbiiy jemaual Aoy

6-19€29

aoueldwod
2¢-666¢29 03I

S10}9Y/

uonduosaqg

snje}s ‘qngd

9|}1} 9se) asn

juswnoop
o3l

juswnoop aAljew.lou 19d ase) 8sN JOISITGLOM LS IOL '8


https://iecnorm.com/api/?name=075723b5c03c88cfd89f734f12411c02

IEC TR 62357-2:2019 © IEC 2019

-170 -

"walsAs ay} Jo s)sa) aoueydadoe jsuly

ay) Jaye Ajpuauewlad Jo Ajnesodwe) ‘passedAq

jou pue paljdde sAem|e aie sjuswalinbal Ajlunoas
uaalb ay} 1ey) aiepljeA Ajsnonuijuod o} pasu ayl (g

‘salin|ie] }J0M]aU lo/pue suolounjjew

s wouy

alempiey ‘sbng alemyos wodj Buiwod sanss| paysiignd| sasep asn — sjuawalinbai| Z-06-1G€£29
100YSa|gnoJ} pue INoIABYS( 1091100 d}epleA Bynipne pue Buliojuop
0} ‘s|iejop uonediunwwod jo Ayjigisia eyl (|
:salinbal
swalsAs Jjamod jo uonelado /g 9|qeijal bulinsug
Aoyiny "SJUBI|0 9A1}08dSal 9y} U0 UOHEBWIOUI 81BJ1}1148D
ommo_ J9E:Te) a|ge|ieAe ay) mN__:.: ApeaJe.ued ajepdn 81901411489 Buikexol/lemous.
Auoyiny ay) 1ey} ul Jajdwig ‘Jusw(oiud uey) sseosoud Jojdwis payslignd 6-1G€29
9}ed|}ilu8d 1S9
uoneJisiboy Ing Jejiwis e Buisn [emaual 91e91}11499 1o A|dde 0}
‘adIneQg paau sannua ‘alidxe oj\Apeal ale $981eo1}1199 USYAA
Aoyiny "SJUdI|0 9AI}98dSal 9y} UO UOIjBWIOUI B}BJ1}1I8D
ajealijien a|ge|ieAe ay}ozi|iin Apeadje ued ajepdn a}eo1}11189
‘Aluoyiny | 8y jeyl ul Jajduwig “Juswjolud uey} ssaoold Jajdwis paysiiqnd [EMPUBI 8]BOIJI}IBD 43DS 6-1G€29
uoneJsigibay INg Jejluns e Buisn [emaual 91e91}11489 1o A|dde 0}
‘adIneQg paau selljls ‘elidxe 0} Apeal ale $98)1eo1J1189 USYAA
Auoyiny
aeoiinian . 6 ssao0ud
‘fduiny e e T o a9 | pausiiand {SD pue JusWIOIUD 6-15£29
uonensi6ay Hud 8y} yoiym Ag ssaooud ayj si juswioluy A1nup 1S9 oy 10 o|dwexg
‘AU
souey|dwod sl10)oy uonduosaqg snje}s ‘qnd 9|)1} 9se) asn justunoop
¢-655¢9 03I i ) O E|



https://iecnorm.com/api/?name=075723b5c03c88cfd89f734f12411c02

-171 -

IEC TR 62357-2:2019 © IEC 2019

‘sjusuodwod

wa)sAs Jayjo Jo sg3| 031 paJtaaljap bulaq sajepdn
snololjew 10919p djay o1 Bulioyiuow ylom

SI Slyl "S7L elA palaAldp &g p|noys :buiyoied

"9pIS JBAIBS BY) UO sanss|
1O spuy |etansas juanald o) BuizAjeue yuom

aJe syulodpud Sd11H/d11H Bunebiey s)oeny
‘'SdL11H :sIN9 lesmolg s|00 ] /suoljedl|ddy
"walsAs uoljeonuaylne ayj 0} syoene o1}108ds
10910p 0] sdays asay) 10adsul 0] Bunsaudiul

9q ued }| (8-15£29 S1 03| 0 s|020}0.d_SMOPUIAA
YiM) STL yim pajosjold uoniediunwwod dva-l
;5|00 /suoneolddy/s|No e uoliediuayine 1asn

‘'ss9920.d @U) Jo)|e 0} pasn

pue )lom}au ay) ojul pajoalul Buleq si ejep aye} J
jods ued uoneoduNWWOoD siy} BulIo}IUO "9-1GEZ9
S1 D3| ypm paxoayd Apufiaul ‘'sa0inos [eulaxa
wouy Buiwoo Jo 0} Burob (senjep ajdwes) AS

‘@3] 8y} 01 eyep uonesnbiyuod peq peojdn

0} BulAny syoepe10ds o) djay ued uolBdIUNWWOD
10 pury sIy} Buliojiuoly "sysej asay} wiopiad

0} pasn uayo.sI uoledIuUNWWOoS S1 e ‘paydAious
uaym(sianias) sg3|/seoInap pue (juallo)

|00} UsaM}aQ UOIjBOIUNWWOD uoljeinbiuon

(s

($%

(¢

(2

(1

:walsAs ay) ul Buluaeddey suoneoluUNWWOD

judiayip ay) Bulispisuod pazAjeue aq ued s|auueyd
pajdAIous Jojluow 0} paau 8y "SainjonJiselul
.Sanlnn puiyaq juswdinba aiemyjos pue aiempuey
ay} ulejulew pue juswa|dw| SIOPUSA UOJBWOINY

paysiignd

saseg
6y

SJOPUSA WOJ}
b 9SM — sjuswalinbal
1}ipne pue BulIO}IUO

¢-06-15€¢9

aoueljdwod
2¢-665¢29 03I

s10}9y

uonduosaqg

snje}s ‘qnd

9]}1} 9se) asn

juswnoop
o3l



https://iecnorm.com/api/?name=075723b5c03c88cfd89f734f12411c02

IEC TR 62357-2:2019 © IEC 2019

-172 —

INNQDVEY
‘19]lelsu|
‘101g48dO
‘anyo3s - é 101 0Sd
‘Nnayo3as
‘Joalibug
‘IgMaIN
Joalibug
‘19]|eisuj - é a84jusn |0ju0H OSd
‘1ojetadQ ‘IgmaIp
sase)
Mmojaq 89S sulewop-gns suIejuog ; [0Jjuo) abejjopn asn ovay
pajiesui 354 ou uondiioseg ¢
- 1G€29
anyoas "119|e J0 ‘9)els A11un2as1agAo ul S|
J01815d0 Ajnn ayp 1ey) atejoap uedagbeuew A1inoasiagAo ay) SSOUBIEME sase)
. .y ‘uoisnJjul aAlssew Jo ubBis’Ajies 108)8p ued Ajljiin ay) é asn ovay
paxdo|g ‘pguwIT | . A11inoas1aghD 4o UonENyS Ul / YUpploul A}lunoeg 18ghko — 15879
‘NaYH3S 1| “ssaualeme 10 juapmoul’Ayl o} I IS Ul
JVvay Jo JuswabeuBw sy} saqliosap ase) asn Syl
"auop ale sjipne |eolsiiels
Alu@ pue ‘paplodal 10U aJe s||ed ||e ‘Siaylo ul
19 A ".S8sodind j03u09 Ayjenb pue Buiuiedy Joy, ‘sAes
JusWaounouue snojinbign Jeau ay) se ‘pap.loodal Buipiooay s|ieD dIS
248 s||eo ‘siaylo u| ‘siapJo Bulpedy aAIb siowolsno paysiignd| peidkioug — sjuswalinbal| Z-06-15€£29
Yd1uym ui s||eo ||e pJooal 0} sjuswalinbal aAey siaped) BUynipne pue Bulioyiuo
[el1oUBUl) SB YoNns Salljsnpul awog ‘suoljeoldde
Auoyds|e) asiidisius ul ainjes} juepoduwi
ue sI Buipiooal ||Bd ‘jyJom 4] 3| 8y} ul spisom Bui)
eouejjdwos si10}oy uonduiasaqg snje}s ‘qnd 9|}M}) ase) asn justunaop
¢-655¢9 03I i ) O E|



https://iecnorm.com/api/?name=075723b5c03c88cfd89f734f12411c02

-173 -

IEC TR 62357-2:2019 © IEC 2019

"Joplgb’s sy} yum juswysiiqelss
uoI}108UU09 Jaye AJ0jisOdal B Wol) SUSY0} SSadoe
ay} sayd}a4 109[qo sy} a1aym ‘|apow TINd 8y} Sl

Jaylo ayj ‘108lqo syyribuissasoe aiojeq Aloyisodal ay)

sase)
. Own._ ulep c_Bt SU9) 0} SSPJJk o<m_m_ sayo)a} 109lgns ayj} ataym . UeYO| SS800Y s HvaY
101 SVS JASOIN |opow HSNd @Y} SI dUO (s|apow juaiayip om} buisn
paljdde 8q ueo suay0} ss82%e 8y} ‘g-1.6£Z9 D3| —15€eo
03} Buipyo9dy "asen asn DA @y} ojul paddew uaym
[e1onia’osle si sajo0J 8y} JJodsuel} 0} SUSYO0} SS8I9JE. JO
Buipuey ay} ‘sjybui pue sajol Jo uoiuep 8y} 1daoxg
Joalibug
‘Jojleisu] - é 8ns 0Sda
‘JojesadQ ‘IqMaIN
souey|dwod sl10)oy uonduosaqg snje}s ‘qnd 9|)1} 9se) asn justunoop
2¢-665¢29 03I T ) o3l



https://iecnorm.com/api/?name=075723b5c03c88cfd89f734f12411c02

- 174 - IEC TR 62357-2:2019 © IEC 2019

8.5 TC 57 WG 15 list of roles used

IEC Actor name Actor description Subactor Subactor
document description

BUSINESS ROLES

62351-9 Device/lntegrator
Vendor
62351-9 System Owner Registration | Those aspects of

AUthority the responsibiitlies
of a certification
authority that ane
related-to
identificdtion and
authentication df
the'subject of a
public-key
certificate to be
issued by that
certification
authority

Certificate CAs may be
Authority operated either by
an organization
itself, allowing fpr a
closed,
organization-
controlled
communication
group, or by a third
party (service
provider, system
operator or grid
manager) that ig
publicly acceptdd
and hence has a
wider scope of frust.
Third-party CAs
require a secure
method for ensyring
the valid identity of
any new entity,

SR—ea-a-ah

from in-person
validation for
humans to
business-entity
validation and to
security chains of
digital certificates
linking previously
validated digital
certificates to new
digital certificates.

62351 UC Viewer
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IEC Actor name Actor description Subactor Subactor

document description

62351 UC Operator

62351 UC Installer

62351 UC Engineer

62351 UC DSO Distribution System
Operator

SYSTEM ROLES

62341-9 KDC Key Distribution
Centre. Centre
which, in an
IEC 62351-9
context, provides a
network service
that supplies
temporary
(symmetrical)
session keys to
predefined set of
peers after
successful
authentication

62341-9 GM Group;Member.
Autherized member
ofa secure group,
sending and/or
receiving IP
packets related to
the group

62341-9 Device

62381 UC SECADM

62351 UC RBACMNT

62351 UC SECAUD

62351 UC SECADM

62351 UC Limited Only key personal
can have this role

62351 UC Blocked Nobody should
have this access

62351 UC SAS
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IEC Actor name Actor description Subactor Subactor
document description
62351 UC ICT
62351 UC MGVC

9 Use Cases and roles of TC 57 WG 16 "Deregulated Market Communications"

9.1 General

The gcope of WG 16, Deregulated Market Communications, is to develop Standards for

Electrjcity Market Communications and use of the TC 57 Common Information Model (CIM).

9.2 |[Documents used

IEC reference Name Filication Edition

status
Acknowledgement business process and .
7- -

62323-451-1 contextual model for CIM European market Published 2

Scheduling business process and .
g. -

62328-451-2 contextual model for CIM European/market Published 1
Transmission capacity allocatiot-business

62324-451-3 process (explicit or implicit.auction) and Published 1
contextual models for European market
Settlement and reconcifiation business

62324-451-4 process, contextuakand assembly models Published 2
for European market
Problem statement and status request

62329-451-5 business processes, contextual and Published 1
assembly-models for European market
Publication of information on market,

62324-451-6 contextual and assembly models for Published 2
European style market

62323-451=TF ENTSO-E Reserve Resource Process Planned 1

62325-451-8 ENTSO-E HVDC Link Planned 1

62325-451-9 Capacity Calculation Planned 1

62325-451-10 My Energy Data Planned 1

62325-451-11 Planning Outage Planned 1
Review of information exchanges within the

62325-103 downstream European energy market from | Published 1

a CIM perspective
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9.3 TC 57 WG 16 Use Case reporting
WG % of Use % of % of Number % of
number Cases Business | System | of roles non-
of described Use Use identified defined
identified with Cases Cases roles
Use 62559-2
Cases
59 1,7 % 100 % 0% 23/37* 100 % 0 % 0 %/64,92

8 The roles of WG 16 are divided between those from the eblX, EFET and ENTSO-E role

rts. As all actors from the Harmonized Role Model are defined, 0 % is attributed tq this

rt.

odel and the others, hence the two numbers that respectively characterize thesq two
p
p

Number of unknown profiles: 3
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10 Use cases and roles of TC 57 WG 17, Power system intelligent electronic
device communication and associated data models for distributed energy
resources and distribution automation

10.1

General

The scope of WG 17, Power system intelligent electronic device communication and
associated data models for distributed energy resources and distribution automation, is to
extend the IEC 61850 object models and services required for information exchanges,

covering:
o Diptributed energy resources (DER), comprising generation, load and storage;
o Diptribution feeder and network equipment, to support automation of powerydistribution
syptems;
e Management systems required for their operation and integration with. electric power
systems.
10.2 |Documents used
IEC Name Publication Edition
reference status
61850-7-420 Basic communication structure — Distributed PCC 2
energy resources — Logical nodes
Specific communication service mapping
61840-8-2 (SCSM) — Mapping to Extensible:Messaging | BPUB 1
Presence Protocol (XMPP)
61890-90-8 Object models for electrical mobility Published 1
Use of IEC 61850*for electrical storage
H0- -
61890-90-9 systems PWI 1
61890-90-15 | Hierarchical architecture of a DER system PWI 1
10.3 |TC 57 WG7'Use Case reporting
G % of Use % of % of Number % of
number Cases Business | System | of roles non-
f described Use Use identified defjned
identified with Cases Cases rales
Use 62559-2
Cases
38 0 % 0 % 100 % 21 14,29 % | 85,71 % | 14,3 %
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10.5 TC 57 WG 17 list of roles used

IEC Actor/Role Description
document
BUSINESS ROLES

61850-90-8 E-Mobility
Operator
S The Systems Operator (Transmission / Distribution) is

ystem
61850-90-15 Operator responsibie Tor the secure and reffable operation of the

EPS.

61890-90-15

Transmission
System
Operator (TSO)

The TSO operates supra-regional transmisSjon systéms
for power supply. He plans, builds and maihtains the
transmission system infrastructure and.is responsible for
the overall power system stability, Joad"balancing in
control areas, connections between-control areas and
connections of the distribution$ystems within his control
area.

SYSTEM ROLES

61840-90-15

Congestion
management

Application at System Operator level. Calculates futpire
and current congestions and computes how to
avoid/solve these congestions.

61850-8-2 Control Centre
61850-90-15 DDEMS DER MS of DSO
Demand

61890-90-8

Clearing House
(DCH)

Entity for grid negotiation that provides information ¢n
the load of the grid

61890-90-15

DER
Manhagement
System
(DERMS)

Manages one or more DER Systems.

DER MS FDEMS

The system that is owned by the TSO/DSO or Facilify

61890-96-9 (Facility DER Operator, interacting with EESS by sending operating
T Management commands and receiving current status of EESS. DER
System) MS may interact with multiple EESS.
A DER system is built up of an arbitrary number of DER
units and/or underlying DER sub-systems, which are
61850-90-15 | DER System electrically connected together. A DER System is
connected through one-to-many ECP/PCC to an
electrical network
DER Unit Physical System for Generation, Storage and
61850-90-15 Consumption of Energy. The DER Unit Controller

(Controller)

controls and monitors the corresponding DER unit.
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ocument
Electric Energy The electrical energy storage system that are composed
61850-90-9 St of one or a plurality of energy storage devices and the
-90- orage System 2 .
controller. Each storage device is capable of absorbing
(EESS) . S . . .
(charging), providing (discharging) and storing energy.
Any vehicle propelled by an electric motor drawing
current from a rechargeable storage battery or from
o Electric Vehicle other portable energy storage”dEV|cesk(r?chargeable
618\.\} JUTOU (EV) UOIIIS UIIUIH] IIUIII A OUUTUU UITT UITO VUTITITUTS OoUULIT do
residential or public electric service), which is
manufactured primarily for use on public streets; rogds
or highways.
Ei)erztrgzr:gsgtlﬁ)lﬁ Embedded system, within the vehiclefthat implements
61850-90-8 Controller the communication between the vehicle and the SEQC
(EVCC) in order to support specific functions
Conductors, including the{phase(s), neutral and
. . protective earth conductors, the EV couplers, attached
Electric Vehicle ; .
Supply plugs, and all ot_her accessories, devices, power out]ets
61850-90-8 Equipment or apparatuses installed specifically for the purpose|of
quip delivering energy/from the premises wiring to the E\
(EVSE) . -
and allowing cemmunication between them as
necessary.
Electrical The device/unit that actually stores and release enefgy
61840-90-9 Energy Storage | accaerding to the remote control commands from the
Device/Unit DER MS or unit controller.
61840-90-1 Net.worlf Statg Application of System operator level. Estimates netwWork
§40-90-15 | Estimation . . . :
o states on the basis of information of different sources
Application
Power Flow Application of System operator level. Calculates the|flow
61850-90-15 7 . of energy through the electrical network depending ¢n
Application d . :
state estimation and real-time data
61840-90-15> | SCADA of DMS | Supervision, Control and Data Acquisition
Qupply
Equipment Entity which implements the communication to one or
61850-90-8 Communication multiple EVCCs according to ISO 15118-2 and which
Controller may be able to interact with secondary actors.
(SECCQC)

61850-8-2

XMPP Server
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11 Use cases and roles of TC 57 WG 18, Hydroelectric power plants —
Communication for monitoring and control

111

General

The scope of WG 18, Hydroelectric power plants — Communication for monitoring and control,
is to develop communication standards for power plants — by defining additional structures
and components for IEC 61850 models, to allow the use of this standard in hydropower, larger

steam

and gas turbine production plants.

11.2 Documents used

IEC
reference

Name

Publication Ed

status tion

61840-7-410

Basic communication structure —

for monitoring and control

Hydroelectric power plants — Communication | Published 2

Basic communication structure -

61840-7-510 | Hydroelectric power plants — Modelling

concepts and guidelines

Published 1

11.3 |TC 57 WG 18 Use Case reporting
WG| number of | % of Use Cases % of Business | % of System | Number of roles
ideptified Use described with Use’Cases Use Cases identified
Cases 62559-2
6 0 % 0 % 100 % 0
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11.5 TC 57 WG 18 list of roles used

Document Actor/Role

Description

None

12 Use cases and roles of TC 57 WG 19, Interoperability within TC 57 in the long

term

12.1 |General

The s$cope of WG 19, Interoperability within TC 57 in

the long term, isAtQ ad

harmagnization issues between the other TC 57 working groups and to chart @' roadm

future| standards development in TC 57.

12.2 |Documents used

dress
hp for

IEC Name Pdblication Edition
reference status
62341-102 CIM — |IEC 61850 harmonization Published 1
Telecontrol protocols compatible with
60870-6-503 ISO standards and ITU-T recommendations Published 3
— TASE.2 Services and protocol
12.3 [TC 57 WG 19 Use Case reporting
G % of Use % of % of Number %| of
number Cases Business-| System | of roles non-
f described Use Use identified defined
idenftified with Cases Cases roles
Use 62559-2
Calses
7 28,6 % 0% 100 % 17 23,53 % 76,47 % | 5,9(%
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12.5 TC 57 WG 19 list of roles used

IEC Actor / Role Description
document

BUSINESS ROLES

Supports the SCADA and EMS systems. Does all

62361-102 ELM"':’L‘;‘:G“”Q data modeling using the modeling tools within the
9 SCADA/EMS/DMS system.
62361-102 | IED Vendor vendor of TEDS and7or TED"Toofs that are or mignt be
potential solution providers
61850 [Automation] Configures and supports the 61850 automation
623¢1-102 .
System Engineer systems.

Designs and installs boundary dataset mapping into

623¢1-102 | System Engineer the PDC(s)

SYSTEM ROLES

Planning Department
62341-102 | (Substation
Engineering)

Designs and/or specifies the substation, primary
equipment andfunctional requirements.

62361-102 CIM/EMS Modeling Sub-system of a SCADA/EMS/DMS used to creafe
tools and update the model
Assystem that provides for monitoring, control,
62341-102 | SCADA/EMS/DMS reporting and analysis of transmission or distribution
networks
. A tool for configuring automation systems. This
Substation : 2 . ;
. . includes describing the system/substation equipment,
62341-102 | Configuration - :
Tool (SCT) connectivity model, IED devices and the local

communications.

Vendor and/or product specific application for the

62391-102 | IED"Tool configuration or integration of IEDs

Any device incorporating one or more processors
with the capability of receiving or sending
62361-102 | IED data/control from or to an external source (for
example, electronic multifunction meters, digital
relays, controllers)

Communicates with field IEDs directly or via

62361-102 | Control centre
proxy/gateways

The CE undertakes state estimation using the data
CE (Central transmitted by PMUs via PDC(s). The CE determines
Equipment) control scenarios in the event that an instability
phenomenon occurs and transmits them to IED(s).

62361-102
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IEC Actor / Role Description
document
The PDC is a gateway between C/C and S/S. The
62361-102 PDC (Phasor Data PDC aggregates PMUs data and transmits to the CE.
Concentrator) When the PUC receives control scenario from CE,
the PDC transmits it to corresponding IED(s).
PMU (Phasor PMUs monitor the voltage & current data and the
62361-102 Measurement Unit) status of the power system. The PMUs transmit the
above data to the CE via the PDC(s) and the IED(s).
The IED(s) output the tripping signal(s) to the Ioald(s),
62361-102 IED (Intelligent generator(s) and/or control command(s) to~generator
Electric Device) excitation control system(s) in accordancg With the
data collected and the control scenaria.
Target power system to be monitored and controlled.
Power system .consists of CT; VT, CB, Busbar,
62341-102 | Power System power transformer, transmission line, generator, |oad
and so on.
60870-6- -
503 Utility

13 Ulse cases and roles of TC 57 WG 21 interfaces and protocol profiles
relevant to systems connected to the electrical grid

13.1 |General

The dcope of WG21, Interfaces~and protocol profiles relevant to systems connected fo the
electrical grid, is to define interface between the smart grid and residential and commercial
building and industrial energy) management systems and identify Use Cases which involve
systeqs connected to the_electrical grid. The focus is on interaction between power system

management (TC 57 standards) and H/B/I energy management systems.

13.2 |Documents‘used

IEC Name Publication Edition
reference status
627462 Use cases and requirements Published 1

13.3 TC 57 WG21 Use Case reporting

WG % of Use % of % of Number % of % of % of
number Cases Business | System | of roles | Business | System non-
of described Use Use identified Roles Roles defined
identified with Cases Cases roles
Use 62559-2
Cases
55 100 % 1,8 % 98,2 % 23 21,74 % | 78,26 % 0%
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