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The nmpainr task of IEC technical committees is to prepare International Standards. Howe
technLamemﬁe&ma;;mmsﬁh&mMnﬂme_mhmameMhﬂn_Lhas_ml' icati i i

INTERNATIONAL ELECTROTECHNICAL COMMISSION

POWER SYSTEMS MANAGEMENT AND
ASSOCIATED INFORMATION EXCHANGE -

Part 1: Reference architecture

FOREWORD

Theg International Electrotechnical Commission (IEC) is a worldwide organization for standardizatien con
all |national electrotechnical committees (IEC National Committees). The object of IEC cis\to p
intgrnational co-operation on all questions concerning standardization in the electrical and electronic fig
thisl end and in addition to other activities, IEC publishes International Standards, Technical Specifig
Tedhnical Reports, Publicly Available Specifications (PAS) and Guides (hereaftersreferred to a
Puljlication(s)”). Their preparation is entrusted to technical committees; any IEC National -Committee int
in fthe subject dealt with may participate in this preparatory work. International, | governmental an
governmental organizations liaising with the IEC also participate in this preparation) IEC collaborates
witl) the International Organization for Standardization (ISO) in accordance <with conditions determi
agrgement between the two organizations.

Thg formal decisions or agreements of IEC on technical matters express, as_pearly as possible, an interr
consensus of opinion on the relevant subjects since each technical «cammittee has representation f
intgrested IEC National Committees.

IEQ Publications have the form of recommendations for international use and are accepted by IEC N
Committees in that sense. While all reasonable efforts are madesto ensure that the technical content
Publications is accurate, IEC cannot be held responsible{forvthe way in which they are used or
misjnterpretation by any end user.

In ¢rder to promote international uniformity, IEC Natienal Committees undertake to apply IEC Publi
trarjsparently to the maximum extent possible in their national and regional publications. Any divg
between any IEC Publication and the corresponding(national or regional publication shall be clearly indig
thellatter.

IEQ itself does not provide any attestation -of/conformity. Independent certification bodies provide con
assessment services and, in some areas, -access to |[EC marks of conformity. IEC is not responsible
seryices carried out by independent certification bodies.

Al

No [liability shall attach to IEC or'its directors, employees, servants or agents including individual expe|
members of its technical committees and IEC National Committees for any personal injury, property dan
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal feq
expenses arising out of ‘the" publication, use of, or reliance upon, this IEC Publication or any oth
PuRlications.

isers should ensure that they have-the latest edition of this publication.

Attention is drawn ¢o ‘the Normative references cited in this publication. Use of the referenced publica
indispensable forthe“correct application of this publication.

Atténtion is drawn to the possibility that some of the elements of this IEC Publication may be the su
patent rights.NEC shall not be held responsible for identifying any or all such patent rights.
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data of a different kind from that which is normally published as an International Standard, for
example "state of the art".

IEC 62357-1, which is a technical report, has been prepared by IEC technical committee 57:
Power systems management and associated information exchange.

This new edition cancels and replaces the first edition published in 2012 and constitutes a
technical revision.

This edition includes the following significant technical changes with respect to the previous
edition:

a) The new edition provides updates and defines layered Reference Architecture to help

direct longer term goals and activities, specifically to ensure compatibility of al

| new
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standards developed in the IEC by benefitting from lessons learned during development of
the current standards and their application to actual utility projects as well as through

ap

plication of other internationally recognized architecture standards.

b) This edition reflects the progress recently achieved with the international Smart Grids (SG)
initiatives and the CIGRE D2.24 large system architecture vision. It also leverages the
work done by NIST-SGIP, CEN-CELELEC-ETSI SGCG M490, IEC SG3 Smart Grids
Roadmap, and IEC SyC Smart Energy working groups.

The edition also reflects the most recent editions of the IEC standards relating to power
systems management and associated information exchange, including the IEC 61850 series
and the IEC 61968, IEC 61970 and IEC 62325 Common Information Model (CIM) standards.

The té

Full ipformation on the voting for the approval of this technical reporf)can be found

report
This ¢

In thig

- ob

xt of this technical report is based on the following documents:
Enquiry draft Report on voting
57/1688/DTR 57/1745/RVC

on voting indicated in the above table.
ublication has been drafted in accordance with the ISO/IeC Directives, Part 2.

technical report, the following print types are used:

ligations: in italic underlined type.

A list

management and associated information exchaoge, can be found on the IEC website.

The ¢
the s
relate
e re
e Wi
e re

e an

A bilin

of all parts in the IEC 62357 series, published under the general title Power sy

ommittee has decided that the contents of this publication will remain unchanged
ability date indicated on the IEC website under "http://webstore.iec.ch” in the
d to the specific publication. At(this date, the publication will be

confirmed,

thdrawn,

pblaced by a revised-edition, or

nended.

gual version'of this publication may be issued at a later date.

n the

stems

| until
data

IMPORTANT - The 'colour inside' logo on the cover page of this publication indicates

that

it contains colours which are considered to be useful for the co

rrect

understanding of its contents. Users should therefore print this document using a

colou

r printer.
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are cgntributing to support these interactions, in an open and interoperable way.

The gurpose of this document is to provide such a map (as available in 2016), but 3
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and working groups in the coming years, to improve the global efficiency, market rele

and c
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cope

computing and communication technologies, electrical architectures,\asso
5ses and services. The new challenges lead very often to support an incrgasing I€
ction between involved actors, components and systems.

it is key for the IEC to propose a clear and comprehensive map-6f all standards

the vision of the path which will be followed by the coneefned IEC technical comn

bverage of this series of standards.

bllowing documents are referred to inxthe text in such a way that some or all o
nt constitutes requirements of this document. For dated references, only the ¢
bpplies. For undated references, the;latest edition of the referenced document (inc
mendments) applies.

D870-5 (all parts), Telecontral equipment and systems — Part 5: Transmission protd

D870-6 (all parts), Telecontrol equipment and systems — Part 6: Telecontrol pro
htible with 1ISO standards and ITU-T recommendations

1850 (all parts),"Communication networks and systems for power utility automation

1968 (all)parts), Application integration at electric utilities — System interfacd

stribution,. als well

City grids from generation to consumers, including transmission and distribut Is
ergy markets are facing many new challenges while integrating an increasing nvariety of

ciated
vel of

which

Iso to
ittees
vancy

their
dition
uding

cols

focols

bs for

IEC 62325 (all parts), Framework for energy market communications

API)

IEC 62351 (all parts), Power systems management and associated information exchange —
Data and communications security

IEC TR 62357-200, Power systems management and associated information exchange —
Part 200: Guidelines for migration from Internet Protocol version 4 (IPv4) to Internet Protocol
version 6 (IPv6)

IEC 62361 (all parts), Power systems management and associated information exchange —
Interoperability in the long term
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IEC 62746 (all parts), Systems interface between customer energy management system and
the power management system

3 Terms, definitions and abbreviated terms

3.1
3.1.1

Terms

Architecture

The purpose of architecture is to define or improve systems. The architectural process
encompasses understanding the scope of interest, understanding stakeholder requirements,

and a

The ty

e A
e TH

Mode
and fq
may b

3.1.2

A Ref
struct
Descr
archit
unive
requir
Archi
well a

3.1.3

A sys
to acga

In Mo
but it
hardw
proce
under|

rriving at a design to satisfy those requirements.

vo word-senses in which architecture is used are:

set of models with the purpose of representing a system of interest.

e activity and/or practice of creating the set of models representing-a.-system.

Driven Architecture advocates the application of modelling to{the architectural pr|
rmalizes the resulting artefacts such that the realization or‘improvement of the s
e more actionable, less expensive and less risky.

Reference Architecture

erence Architecture describes the structure of aysystem with its element types ang
ires, as well as their interaction types, amaong-each other and with their environ

bcture). Through abstraction from individual details, a Reference Architectd
sally valid within a specific domainsFurther architectures with the same fung
ements can be constructed based on\the Reference Architecture. Along with Refe
ctures comes a recommendation,®ased on experiences from existing developme
from a wide acceptance and recognition by its users or per definition. [ISO/IEC 4

System

em is a collection of .parts and relationships among these parts that may be orgs
omplish some purpose.

Hel Driven Architecture, the term ‘system’ can refer to an information processing s
is also applied more generally. Thus a system may include anything: a syst
are, software, and people, an enterprise, a federation of enterprises, a bus
5s, some” combination of parts of different systems, a federation of systems —

systerln of computers, a computer or system of computers embedded in some machine, €

sepanate control, a program in a computer, a system of programs, a single compd

pcess
ystem

their
ment.

ibing this, a Reference Architecture define$yrestrictions for an instantiation (comcrete

re is
tional
rence
Nts as
010]

nized

ystem
em  of
iness
each
ter, a

tc.

One of the key strengths of modelling, and one that distinguishes it from implementation
technologies like software source code, is that it is an excellent way to represent, understand
and specify systems.

In Smart Grids Architecture Model (SGAM) a system is a boundary which include all layers of
SGAM

3.1.4

Functional Architecture / Concept

e A “function” represents a logical entity which performs a dedicated function. Being a
logical entity, a function can be physically implemented in various ways (in devices or
applications).

e A

“function group” is a logical aggregation of one or more functions.
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e An “interaction” of two or more functions is indicated by a connecting line between these
functions. Interaction is realized by information exchange via the interfaces of functions
and communication means.

e A “functional architecture” identifies the functional elements of a system and relates them
to each other.

3.1.5 Service

This is the contract to perform a certain task, with certain deliverables (output) and other
agreements on what is included (external view)

3.1.6 —Function

This i$ when the service is carried out (internal view)

3.1.7 Application

This i$ the implementation of a service providing a certain functionality

3.1.8 Model

A mqgdel in the context of Model Driven Architecture (MDA) is information selegtively
repregsenting some aspect of a system based on a specific'sét of concerns. The mogdel is
related to the system by an explicit or implicit mapping. A) model should include the pet of
information about a system that is within scope, the integrity rules that apply to that system
and the meaning of terms used.

A moflel may represent the business, domain, “*software, hardware, environment, and|other
domaj|n-specific aspects of a system.

3.1.9 Modelling language

To be|useful, any model needs to belexpressed in a way that communicates information jabout
a sysfem among involved stakeholders that can be correctly interpreted by the stakeholders
and gqupporting technologies..Fis requires that the model be expressed in a language
underptood by these stakeholders and their supporting technologies. Well-known modelling
langugges include Unified Modelling Language (UML), Structured Query Language (SQL),
Businpss Process Model and Notation (BPMN, E/R, Ontology Web Language (OWL),
EXtensible Mark-up kanguage (XML) Schema.

3.1.10 Elements

Elemegnts are*systems and a system may contain subsystems applications and devicgs. An
elemgnt.can also be a function or group of functions. An element can also be a servjce or
group|of.services.

3.1.11 Profile

Generally a profile defines a subset of an entity (e.g. standard, specification or a suite of
standards/specifications). Profiles enable interoperability and therefore can be used to reduce
the complexity of a given integration task by:

e selecting or restricting standards to the essentially required content, e.g. removing options
that are not used in the context of the profile

e setting specific values to defined parameters (frequency bands, metrics, etc.)

A standard profile for communications standards may contain a selection of communication

capabilities applicable for specific deployment architecture. Furthermore a profile may define
instances (e.g. specific device types) and procedures (e.g. programmable logics, message
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sequences) in order to support interoperability. It may also provide a set of engineering
guidelines to ease the deployment of new technologies.

3.2 Abbreviated terms

AMM Advanced Metering Manager

BPMN Business Process Model and Notation
CEN/CENELEC European Committee for Electrotechnical Standardization
CIGRE Conseil International des Grands Réseaux Electriques
CIM Common Information Model

COSHM Companion Specification for Energy Metering

DER Distributed Energy Resources

DR Demand Response

DSO Distribution System Operator

eblX European forum for energy Business Information eXchange
EFET European Federation of Energy Traders

ENTSO-E European Network of Transmission System Operators for Electricity
ETSI European Telecommunications Standards{nstitute

EU European Union

EV Electric Vehicle

FERG Federal Energy Regulatory Commission

GIS Geographic Information System

ISO International Standardization Organization

ITU International Telecommunications Union

MDA Model Driven Architecture

NERC North American(Electric Reliability Corporation

NIST National Institute of Standards and Technology

OwWL Ontology. Web Language

RA Reference Architecture

RDF Resource Description Framework

SCADA Supervisory Control And Data Acquisition

SDO Standards Development Organization

SG Smart Grid

SGAC Smart Grids Architecture Committee

SGAN Smart Grids Architecture Model

SGIP Smart Grids Interoperability Panel

SGTCC Smart Grids Testing & Certification Committee

SNMP Simple Network Management Protocol

SQL Structured Query Language

TC Technical Committees

TOGAF The Open Group Architecture Framework

TSO Transmission System Operator

UML Unified Modelling Language

XML Extensible Markup Language

XSD XML Schema Definition
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4 Drivers and objectives for Reference Architecture

The Reference Architecture drivers are:
e Need to manage the increase of intermittent and distributed energy resources

The objective is to anticipate the new usage of electricity and support the new business
models attached to these new usages.

Electricity paradigms are changing due to the introduction of intermittent distributed
resources, as well as a higher and higher presence of active users, modifying their behaviour
to makethemostofetectricity:

It is the role of the IEC to enable the emergence of these new ways of using electricity.

It sha]l enable meaningful data to flow freely across the system as the energy\flows in various
directlons and ensure any information is available anywhere it is needed.

The Reference Architecture shall consider and represent the spgCifics of intermittenft and
distriquted energy resources. It shall support meaningful information exchangeg and
communication within the power system and to external parties,to facilitate their integration.

o Nged for sustainable and efficient energy

The opjective is to make the best of available energy and\preserve natural resources

The Epontribution of the Reference Architecturev' is to facilitate and consider specific
requirements for interactions between or within involved players, renewable ¢nergy
produgers, markets, utilities and consumers toreach such a goal.

The Reference Architecture must provideca means to leverage energy efficiency potentials.
o Neged for safe, secure, and reliable energy to have a resilient power system

The objective is to support thesheeded functions to provide the expected quality to consumers
such @s voltage and frequency’requlation and outage reduction

The objective is to provide a resilient power management system complying with the religbility
objective of the utility.

Cybell securityy'supports the reliable operation of power systems coping with technical,
physi¢al, and organizational security requirements related to specific use cases| The
derivdtion| of security requirements is typically based on a threat and risk analysis. Further
securfty trequirements may also stem from regulation. The security counter measures nefed to
be appropriate t0 address the security requirements.

The Reference Architecture provides a framework for identifying risk and providing security
counter measures.

¢ Need for economic efficiency

The objective is to support flexibility while maximising the use of existing foundations

Architecture flexibility refers to its ability to adapt to dynamic changes mostly through
incremental changes.

This may lead the architecture to add/remove/update services/functions/components at
different level of depths.
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The market is requiring more and more flexibility and standardization should help the users in
managing these needed evolutions.

Increasing flexibility through international standards will increase the value and the duration of
concerned assets.

Backward compatibility with an easy migration from the existing appears among the main
properties to consider reaching such an objective.

The objective is to support interoperability by design and offer _multi-vendor system
capabilities

It is pne of the main properties of the Reference Architecture to support interopg¢rable
architecture enabling mixing components, sub-systems and systems coming ffom different
venddrs.

This glso includes properties of the Reference Architecture to allow any market player tq have
an eqpal opportunity to participate in this architecture.

The rleeded property of such a Reference Architecture to meet this objective relies gn the
availgpility of common data model across a maximum number of levels of the architecturp.

The Reference Architecture shall support the “customization” of standard usage — also known
as “prpfiling” - if it helps to reach a better level of interoperability in a specific context.

It is jmportant to recognize that the focus of the IEC in this domain is standards for
interoperability among different utility organizations and/or different vendor products. Neither
the IHC nor its working groups design or build~applications, and the internals of applications
are dg¢liberately left open to competition and are not part of the IEC scope for standardization.
The policy is to maximize opportunitiescfor creativity by restricting standardization to points
wherg exchange of information is required.

The pbjective _is to maximise-\the re-use of off-the-shelf technologies, especially the
technplogies coming from the-IT>and communication domain

Offering capabilities tos.exchange data between components, sub-systems and syptems
requires the use of information and communication technologies.

Considering thatythe use of this technology is not specific to the electricity domain, it fis the
challeénge of(the Reference Architecture to maximize the re-use of opened trangverse
technplogies-which are used in other domains.

Howelper'it is also the challenge to pick from these the most open, sustained and used ones,
and in any case to make the Reference Architecture resilient to changes in this domain, which
is known as a fast moving one.

The objective is to reduce power management systems total costs around their life cycle

o Need to cope with faster changing context

The objective is to support assets aqility while preserving the existing ones

Agility means the ability to support a new user’s objectives driven by internal (new user’s
company objectives) or external pressures (technological change, regulatory changes).

A second objective is to support flexibility to adapt to local requlatory frameworks
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The objective for the Reference Architecture is to partition systems to identify the interfaces
for communication standards such as CIM, IEC 61850, Tase-2, IEC 60870 to minimize the

dependencies. Then changing one function will minimize the effect on the others.
o Need to cope with increasing complexity

The interaction of systems and markets interactions are increasing and becoming

more

complex. Regulatory requirements increase the number and variety of market players and

require much more sophisticated, forecasting and faster reacting systems.

The objective is to provide sustained foundations to existing and future systems

The ekpectation of standard users is to get longer lasting assets; it is an expected top(p
of the| Reference Architecture to guarantee the most stable technical principles and resi
to futyre changes.

The principle is for standardization to provide all needed means to definésand manag
sustained way the data models, which are considered as the most) stable part (¢
Refergnce Architecture.

The objective is to reduce integration efforts while anticipating an increased complexity

riority
ience

e in a
f the

of the

szstejns

The cpst of integration is really one of the main challengés in making system smarter. It
role qf the IEC Reference Architecture to offer to he market the most efficient w
integrpte such a system, and then consider the processes and services needed to suppq
full syistem cycle from its specification down to its_deconstruction.

One Wway to reach this objective is relying“on the ability of systems, sub-system
comppnents to support pre-defined meahingful data models (meaningful, means W\
defindgd standard semantic).

The opjective is to make as easy as\possible the use of the proposed set of standards

is the
ay to
rt the

5 and
ith a

For most of the stakeholdefs, moving to smarter systems raises the need for this market

player to get the needed. knowledge as quickly as possible and at the lowest costs &
adapt|its processes and.tools to manage the new set of technologies.

It is the role of the-Reference Architecture to provide the easiest access to the sta
technplogies and-to foresee better ways to support the needed process and tools to ma
life of|the user the easiest.

Amonpg. ©Ong of the main challenges of the expected properties is to focus on the most |

nd to

ndard
e the

mited

number-of-semantic domains-

5 Overview

5.1 Standardisation context

Power Systems are mainly based on the standards shown in Figure 1:
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Thesq

cim
All Reference Architecture A IEC 61970
standards going forward are < : IEC 61968
planned to fit in this model* /. /. IEC 62325
Other standards that can not integrate ~~ / C| M% IEC 62746
within this model should take a mapping /n_ / %
approach S/ VR,

* Mot including maintenance sctivities 0'0
/4 |IEC61850
IEC 61850
IEC 61400-25
Use Cases
IEC 629131’62553 (

Smart Grid

IEC

Figure 1 — Core domain of Reference-Architecture

Architecture. The core domain of Reference, Architecture revolves mostly around

stand
meter

5.2

Durin
under|
CONSiIS

ards and has connection to other semantic domains such as Electric Vehicle (H
ngt.

Relevant business domains

j the coming years the structure, operation and management of the power syste
go fundamental changes. In-order to define standards that support this transitio
tent way, a generic ceneeptual model is required. This conceptual model is

regardled as the starting pointfor all modelling activities, and for all other models, framey

and 3
Marksg

The |
Gene
SyC §

rchitectures, which\are used to arrive at standards required for Smart Grid
ts.

EC SystemsCommittee Smart Energy is the coordinator for the development of
ic Smart-Grid requirements in collaboration with the various IEC Technical Comm
mart Energy promotes a system perspective.

The |

ECTS 62913 series2, proposed by SyC Smart Energy WG6 (Generic Smart

key standards, with other related standards will be spread over the Reference

IEC
V) or

m will
N in a
to be
vorks,
5 and

these
ttees.

Grid

Requi

rements), has broken down the scope of smart Grids applications Into domains .

his is

an arbitrary yet necessary split, and it has been inspired by existing conceptual models which
have been drafted previously, such as the National Institute of Standards and Technology
(NIST) Smart Grids conceptual Model or the conceptual model developed as part of the
European mandate M/490 Smart Grids Coordination Group.

A conceptual

model can be defined as the grouping of roles and actors (systems,

components, operators etc.) within coherent domains related to a general system. It provides

1 Some Technical Committees have chosen to extend IEC 61850: TC 38 (IEC 61869), TC 88 (IEC 61400-25), SC 17C
(IEC 62271), etc.

2 Under preparation.

3 Excerpt from I[EC 62913-1:-, Clause 2, Conceptual Models.
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a high-level Reference Architecture model and proposes a decomposition of a system in
domains and sub-domains.

This facilitates the description of Smart Grids systems and interoperability analysis. The roles
and systems of each domain interact with each other, as well as with the roles and systems of
other domains.

Based on the commonly accepted breakdown and other existing Conceptual models (NIST
conceptual model, European Union (EU) M/490 Smart Grids conceptual model), IEC TS
62913 has organised the Smart Grids domains in five clusters:

—  Grig=
dgmain, and the Micro-Grids domain,

Grid

— Market-related domain — this consists of the Market domain,

— Resources-connected-to-the-Grid domains — these domains are the Bulk Genefration
ddmain, the Distributed Energy Resources domain, the Smart Home Y Commeifcial /
Ingustrial / Demand Response (DR)-Customer Energy Managementydomain, and the
Energy Storage domain,

— Elgctric Transportation domain — this consists of the Electrie Transportation dpmain
(DCT8),

— Sypport functions domains — these include the Smart .Sdbstation Automation dgmain,
Advanced (Smart Grids and) Smart Metering Infrastructure domain and the |Asset
MInagement domain.

Figure 2 provides an overview of the Smart Grids demains and their high-level interactions. It
represents a conceptual model for IEC TS 62913:

Grid Markets
Transmiss_ion Lale Management Wholesale Market Grid Capacity Mafket
{including System Operation)
Distribution Grid Management \O Flexibility Market Capacity Markgt
Micro-Grid Management \\C}t I Balancing Market Retail Market
= —— =
1 Smart Substation Automatiqgy : Electyicity Services
O T = . Balancing
miopmiope eleabapebelepepmbepbebee eyt ple- -5_“_‘,-_-_-_-_-_-_-_-_-_-_' Trading Responsibilities
l Asset Management :

Resources Related to Grid

Bulk Generation Distributed Energy Resources Storage

Smart Industry, Building and Home Electric Transportation

IEC
Figure 2 — IEC TS 62913 conceptual model

Its main underpinning is the analysis of roles and responsibilities. While this model is based
on an electricity market structure, the roles and responsibilities are clearly defined and
provide a solid basis; new parties may enter certain markets, responsibilities may be
redistributed, but the fundamental roles and their respective responsibilities are expected to
remain constant.


https://iecnorm.com/api/?name=97e3b83069a59a8545d44d5a13078602

-18 — IEC TR 62357-1:2016 © IEC 2016

Reference Architecture facilitates the conceptual model of Smart Grids Use Case (UC and
requirements enabling the different UC to be implemented and describing links between, Grid,
Markets and Grid Users domain.

Both the conceptual model and the Reference Architecture plan to use the same methodology
and the same definition of actors and roles.

The term IT (Information Technology) is typically connected with devices used to perform
business operations, for example product life cycle management, enterprise resource
planning, business planning, billing, asset tracking, and/or maintaining customer information.
The devices used are malnly Iocated in offices and data centres In contrast OT (Operat|on

The meaningful convergence or the bridging of both (IT and OT) relates to the_intégratjon of
operafional technologies Ilike Supervisory Control And Data Acquisition (SCADA),
Meterg/Sensors working in real time with IT systems allowing an end-to-efid ‘managemgnt of
both. [This allows for cost and risk reductions (burden sharing) on the egonomic side ahd on
reuse|of existing technologies on the other. The Reference Architecturge ‘aims to suppoft this
IT/OT|interoperability shown in Figure 3.

Both the Power Infrastructure and the Informationflnfrastructure
Must Be Designed, Operated, and Secured

1.Power Infrastructure

Central Generating 4
Power Plant

Transmission
Substation

< I 4 ”
Distributig Transmission Distribution
Confrol Center Substation Substgtion Y  Substation
Microgrid
DER Power
Distribution Plant
Substation m I l
: Commercial
3 — A 4
PV Facility Energy Facility Energy
Systems Management Management DER
Systems System System Systems v

Energ!
Storage

Electric
Vehicles

Industrial

Commercial

Residential

IEC

Figure 3 — Two infrastructures (OT/IT) must be designed, operated, and secured

For instance high performance automation on distribution will provide more and more data at
higher levels (IT level) in order to conduct data analytics. Therefore the OT/IT paradigm is still
a stake for many utilities.

The problem of aligning and integrating business processes and OT/IT is hampering many
companies in their strategic and tactical development. Constructing integrated architecture
models contributes to tackling this problem. In current business practice, an integrated
approach to business processes and OT/IT is indispensable.
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Intended audience

General

The Reference Architecture provides the high level assumptions about how systems should

intero

perate.

The main purposes of the Reference Architecture are:

— To guide designers of standards for data exchange, by clarifying the purpose of data
exchanges between systems, applications, components.

- To—eauide—aps
q—gtide—app

ion—daocianaorc hay ]
T T

their

o
—OCoTgreTro— oy ©

systems.

— Tqg guide utilities in establishing implementation architecture that will accomplish

ta

The r

bks effectively.

providge them with easily applicable methods and architectures and- ensure an

under
techn

standing of the approach. Though the main intended audience is standardi
cal committees, it can also be used by other actors like resgareh projects testin

concepts or engineers developing Smart Grids products, or eyen“the legislator in or
check|the legislative framework.

The i

intended to go through all Roles. For a detailed Role Medel description please refer to Ik

ntended audience is based on key roles described in) Reference Role Model. It

62913-14.

5.3.2
5.3.2.

The i

Implementing actors
1 Transmission System Operators-and Grid Operators

hcreased penetration of generation capacities, mostly connected to the distri

netwark, as well as the development-of hew usages of electricity will tend to intensify the

for c
Trans
stabili
will n
secur

TSO
devel

5.3.2.

The O

boperation between system™operators at distribution and transmission leV
mission System Operators (TSO) were traditionally responsible for the overall s
ity and Distribution System Operators (DSO) for operating their respective network
ped to strengthen their coordination at different timeframes in order to ensun
ty of the system.

business processes are impacted by new regulations that are coming into forc
bped by regulatory authorities.

R Distribution System Operators and Grid Operators

their

ble of the Reference Architecture is to support and assist standardizatioh groups and to

easy
zation
) new
der to

bution
need
el. If
ystem
, they
e the

e and

istribution Grid Management (DGM) domain today faces several challenges, which tend

to significantly change the way its actors operate. These changes and their combination
contribute to transform in depth Distribution Grid Operators. They already started and will
continue to impact their roles, business models and business processes.

The distribution domain will also see more and more self-healing grids, micro-grids and
interconnected micro-grids.

It includes business processes and functions related to:

e The long-term planning and development of the electricity distribution system, including
connection and access;

4 Under preparation. Stage at the time of publication: IEC/CDM 62913-1:2016.
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e The operational planning and scheduling of the electricity distribution system;
e The operation and maintenance of the electricity distribution system;
o The facilitation of electricity markets;

e The possibility to provide regulated services based on data management and provision to
external roles such as TSOs, Energy Regulators, or local authorities, in order to facilitate
national and local public policies and enable customer empowerment.

5.3.2.3 Resources related stakeholders

Different resources are connected to the Grid (Distributed Energy Resources, Smart Home /
Commercia YaINISIIE DR-Customse rergy—Management—Enrergy—Storage—and Bulk
Generation, These resources are managed by different stakeholders. This document| must
help ¢oncerned stakeholders in order to identify which standards will be used o “‘cgnnect
these|resources to the Grids, which standards can be used to define these resources injorder
to haye them interoperable.

5.3.2.4 Market players

Markgt players are numerous: Balance Responsible Party, Billing Agént, Consumer, Elegtricity
traden / Broker, Flexibility Aggregator/Operator, Imbalance settlement responsible, Service
Provider, (Electricity) Supplier / Retailer. The business procésses of the Market dgmain,
espedially those related to the contribution to system secufity, need to comply with the
appligable Grid/Network Codes. This document will help market players understand the big
picturg, identify potential new developments and identify, which main standards they have to
comply with.

5.3.2.6 Vendors

This document supports vendors as a guide. to-workable standards useful for developing best
state pf the art products and solutions fitting business requirements. It shall help vendprs to
underptand that their respective product’/will have to interoperate with other vendor product
using|a recognized international standard.

5.3.3 Standardization actors
5.3.3.{1 Regulators

This document should(help regulators as a guide to workable standards useful to deliyering
the best value for ¢onsumers by ensuring that technical investments by energy proyiders
utilize] standards.wisely, and introduction to standards related to Smart Grids privacy and
security.

Regulators are defining Grid Codes which have an impact on different stakeholders’ buginess
procepses; and as a consequence on their supporting architecture.

5.3.3.2 Standard Development Organisations

The IEC has several liaisons within its own Technical Committees (TC) and with external
Standards Development Organizations (SDOs) (International Standardization Organization
(1S0O), International Telecommunications Union (ITU), UN-CEFACT, etc.). This document shall
help SDOs to identify their boundaries and needs for harmonisation.

5.4 Reference to relevant sources

Figure 4 describes the main relevant sources of input to this document. Refer to these
documents as complementary documents:
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IEC Smart Grid Roadmap v2.0 beta 28/03/14
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for Smart Grid Interoperability ‘
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6 Reference Architecture

6.1
6.1.1

The d¢evelopment of system requirements isc¢aykey ingredient for the developms

inform
of ang
marke

Powef

mana

energly conversion chain and_.thée hierarchical zones for the management of the ele
5s (refer to IEC TR 62357~1:2016, IEC TR 62357-200:2015 and IEC 62264-1:2013).

proce

“Zone
derivsg
hierar
produ

Apply
Grids

m TCS7 covers tie suppey sige of Sm.

=
IEC 62443, source on £ 62357-1 first 72 om
right level of security  qition and 2™ draft Vg »

IEC

Figure 4 — Relevant sources for IEC TR 62357-1:2016

also to the bibliography.

Underlying methodology

General

ation exchange standards for the Smart Grids and their Markets. Identifying the
their interactions within Smart Grids ahd Markets is an important step therein froj
t level to the technology level.

system management distinguishes between electrical process and inforn
jement. These viewpoints can-be partitioned into the physical domains of the ele

s” illustrate the physical and management aspects of the grid. The notion of zo
d from IEC 62264-1 manufacturing process interfaces. Zones describe the pr|
chy from the power system through the various entities that participate i
ction, transmission, and consumption of electricity.

ng this-concept to the Smart Grids conceptual model allows the foundation of the
Plane that spans in one dimension the complete electrical energy conversion

nt of
actors
m the

hation
ctrical
ctrical

hes is
pcess

ih the

Smart
chain,

partiti

pned _into five domains: Generation, Transmission, Distribution, Distributed Energy

Resources (DER) and Customers Premises. And in the other dimension the hierarchical levels
of power system management, partitioned into six zones: Process, Field, Station, Operation,
Enterprise and Market. Figure 5 shows the domains and zones.
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Figure 5 — SGAM plane

The Smart Grids architectural methodology

bmart Grids is a complex system of systems, serving the diverse needs of [many
holders. It must support:

vices and systems developed independently by many different solution providers

Illions of industrial, business, and residential customers

fferent regulatory environments

ver, these systems must work together not just across Smart Grids’ technical domains
cross stakeholder communities in enterprises which are not part of the existing|utility

indus

architpctural guidance, which is provided by SGAM-described in this clause/subclause?.

ry. Achieving interoperability in such a massively scaled, distributed system requires

Interoperability-as a key enabler for Smart Grids is inherently addressed in SGAM by the five
superlmposed-layers Component, Communication, Information, Function and Busingss. It
aims [at decomposing the Electric Power System by interoperability layers, Domaing, and

Zoneg as’depicted in Figure 6:
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Business Objectives
Polit. / Regulat.. Framework

Business Layer

Function Layer

Interopkrability| Information Layer
Layers

a Data Model

Data Modv., Z

l 7
' Protocol Market
Protocol

Component Layer 1 ' $ <. Operation /

Enterprise

Generation Iy ¢ Zonds

Process

Domains Custo_mer
\"Q Premises EC
Figu.r%K\— SGAM Model

Q\
The $GAM is a template for archifects to follow while building aspects of a Smart |Grids
architpcture, regardless of an “architect’s speciality (such as in areas of transmipsion,
distrifution, IT, back office, cominunications, asset management, and grid planning).

-

The §GAM InteroperabilQ%xLéyers allow the modelling of different views from business ajs well
as teg¢hnical viewpoin n the business layer SGAM can be used to map regulatory and
econdmic (market! ﬁ,wctures and policies, business models, business portfolios (prqducts

rket parties involved. Also business services and processes can be
repregsented i layer. In this way it supports business executives in decision njaking
relatefd to business models and specific business projects (business case) as well as
regulgtors-inndefining new market models.

e The Business layer represents business models and regulatory requirements.
The technical perspectives are modelled in SGAM on the four lower layers:

e The Service/Function layer (OSI| 6/7) describes functions and services including their
relationships following business needs. Functions are represented independent from their
physical implementation in systems or devices (implementations are represented in the
component layer).

e The Information layer describes the information that is being used and exchanged
between functions. It contains information objects and the underlying canonical data
models.
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The emphasis of the Communication layer is to describe mechanisms and protocols for the
interoperable exchange of information between functions.

Finally, the Component layer shows the physical distribution of all participating
components. This includes power system equipment (typically located at process and field
level), protection and tele-control devices, network infrastructure (wired / wireless
communication connections, routers, switches) and any kind of computers. For a specific
implementation of a use case the identified functions can be mapped onto components
complementing the relationships between all layers.

6.1.3

SGAM levels of abstraction

In addition to that,
interrg¢lations between the abstraction levels on different layers. However, general
number of abstraction levels depends on the purpose of the madelling effort/projedt and
interrglations between abstraction levels must not necessarily exist:

An overview of exemplary abstraction levels is given in Figure/7. Each layer therein d

some|concepts (examples) used in steps of successive model refinements that can be c

iferent

alysis
vel of
ation.
ber of
evant

there” could aldo be

y the

epicts
arried

out oh the respective interoperability layer. The identification may then finally support a
definition of interoperability requirements. The abstraction levels on different layers de
in Figure 7 do not necessarily relate to abstraction.|évels on the same level of abstraction on

other Jayers.
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Figure 7 — SGAM levels of abstraction

Low > Implementation

IEC

Complete description of SGAM and SGAM usage can be found in SG-CG/F] SG-CG/M490/C_
[SG-CG/F] SG-CG/M490/F_ Overview of SG-CG

Smart Grids Reference Architecture,

Methodologies.
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6.1.4 The use case methodology

According to IEC TR 62390:2005, a use case is a “class specification of a sequence of
actions, including variants that a system (or other entity) can perform, interacting with actors
of the system”. The concept has been further defined by IEC 62559-2 as “a specification of a
set of actions performed by a system which yields an observable result that is of value for one
or more actors or other stakeholders of the system”. In other words, it describes, in text
format, how one or several actors interact within a given system to achieve goals. In order to
clearly explain the definition, it seems important to further detail the different concepts used.

The notion of ‘Role’ is fundamental in the use case methodology. A role may be defined as
“an in i i °S 1t | i i ihiliti iness
when carrying out a business transaction, takes on a certain role. Accofding to
European Network of Transmission System Operators for Electricity (ENTSO-E) Role Model
(ENT$O-E, European Federation of Energy Traders EFET, and European forum) for energy
Busingss Information eXchange eblX, 2011), “the objective of decomposing'the elegtricity
system into a set of autonomous roles and domains is to enable the construction of buginess
procegses where the relevant role participates to satisfy a specific transaction (sefvice).
Businpss processes should be designed to satisfy the requirements of the roles and not jof the
partieg.”

Roles| should be differentiated from Actors, which are more\ general and include Roles,
information systems, or devices.

e An actor can be defined as anyone or anything with behaviour. It can include:

— | Roles, which are the external intended behaviour of a business party which cannot be
shared - examples: Distribution System, ‘Operator, Grid User, DSO Ngtwork
development unit;

— | Persons — examples: SCADA operator;
— | Information Systems — examples: SCADA, Active Demand Management System;
— | Physical components — examplesi“Energy Storage, network captor.

e THe system defines the scope of-a use case or a set of use cases, i.e. its boundarjes. It
can be an organisation, a project, or an information system for instance.

Use gases are above all a ‘textual description. Existing literature on the methodologly has
provided several use case templates. The use case template proposed by IEC 62559-2:2015
is the|most widely accepted within the Smart Grids community. Any Smart Grids proje¢t can
use tlis template to describe its Business Use Case as well as its System Use Case.

Use dases litefature (Cockburn, 2001) highly recommends distinguishing different levgls of
goals] Indeedy_goals the actors are pursuing are not necessarily on the same level, [some
being|very-high-level and others really specific, related to the task the user of a systemp may
perfoim{Anorder to structure these goals in a consistent way and avoid producing use pases

whichLdonot have the same grnnlllnrify and/or n\/nrlnp, the literature has identified two types

of use cases, corresponding to two levels of details:

e Business Use Cases describe business processes and their associated requirements,
which are included in the present document,

e System Use Cases detail functions or sub-functions supporting the business processes,
and their associated requirements.

Table 1 highlights the differences between these two types of use case.

S SG-CG/M490/C:2012-12.
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Table 1 — Business and System Use Case

2016

Description Involved actors
Business Use A business process implementing a Roles (organisations or organisational
Cases service entities)
A function or sub-function supporting one Systems and Persons (operators of an
System Use Cases . . .
or several business processes information system)

In Business Use Cases, aspects related to technology are treated using a ‘black-box’
approach, i.e. by focusing on the functions required to enable / execute the business process

and t
techn
relate

Busin

empt
2003)
requir

Baseqd

e Bl
L4
Wi
. S)
P

(I
L4

A busliness-driven and top-down approach to describe new and relevant business proc

of the|
neede
serve
like th

Figure¢ 8 shows the (interactions between the Business and Function layers and

assod

cal perspective — not the ‘how’. By describing business needs and business
d to the activities of a business process,

ements.

on the SGAM method and according to the literature on*ise case methodology:
siness Use Cases describe Business Processes/,and their activities/steps (Bugi

[h Functions (Function Layer);

stem Use Cases describe Functions (Function Layer) supporting the Busi

e ones developed by the’/lEC.

iated concepis‘=’roles, services, business processes, activities, functions and syste

heir associated requirements — the "'what' —, but not on their implementation.ffom a

rules

bss Use Cases writers contribute to define requirements which might impact the tdols or
systems needed to implement the identified functionalities. However, they - must nevef

pre-

Hesigners and try to use the use-case model to design the system” (Bittner and Sgence,
In other words, Business Use Cases should not describe solutions, but only express

ness

yer), their execution within different Domains and“Zones, as well as their interagtions

ness

pcesses described on the Business Layer and their interactions with data models
formation Layer), protocols (Communhication Layer), and components (Component
yer).

esses
electric power system impacted by Smart Grids technologies from which details ¢n the
d Smart Grids functions supporting these processes are given. These requiremenits will
as input for the develpptient of Smart Grids standards (data models, protocols|etc.),

their
ms.
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In 2012, SG-CG/F] SG-CG/M4907/E_ Sustainable Process Annex A proposed a list of A
NIST [SGIP consolidated an aector list. IEC Smart Energy System Committee WG6 will p
a consgistent list of actors,\in coordination with other IEC technical committees.

The s
accor

going|to be extended to new Smart Grids business domains.

Complete'_description of Use Case methodology can be found
“SGC5/M490/K_SGAM User Manual”, 6.2.

Figure 8 — Interactions between the'Business and Function layers

leric actor list, derived from generic use‘cases, includes the role-actor relationships
rts the analysis of the business context when defining requirements of Smart
systems from use cases, as the first step towards standards. Moreover, it ensure
ed applicability of standards based on these requirements in all market models.

in

ystem use cases which are developed at the functional layer will have to be devd
jing to theslnterface Reference Model concept defined by IEC 61968-1, and wh

IEC 62913-1

. This
Grids
s the

ctors.
ovide

loped
ich is

and

6.1.5 Data modelling

Because of the increasing need of Smart Grids stakeholders, to deploy solutions offering a
semantic level of interoperability, data modelling appears as the corner stone and foundation

of the Smart Grids framework.

In addition data modelling seems much more stable than communication technologies, which

makes this foundation even more important.

Currently the IEC framework relies on three main pillars, as far as data modelling is

concerned, represented in Figure 9.
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premise
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Figure 9 — Data modelling and harmonization work mapping

CIM (|EC 61970, IEC 61968, IEC 62325) provides thejinformation model containing equipment
and flinctions and their properties for power system "management, analysis and related use
cases| (Generation, market and grid).

The Gompanion Specification for Energy Metering (COSEM) provides the information model
contajning equipment and functions and their properties for metering and related use cages.

Figurg 9 also represents the threexharmonisation works (i.e. the definition of unified shared
semantic sub-areas, or formal transformation rules) which need to be performed in orger to
allow fan easy bridging of thesé.:semantic domains:

e Harmonization between CIM and IEC 61850, mostly to seamlessly connect the figld to
operation and enterprise level®

e Harmonisation between CIM and COSEM, mostly to seamlessly interconnect elegtricity
supply and grid\operation?

e Harmonisation between COSEM and IEC 61850, where smart metering may co-hab|t with
Pqwer Utility Automation systems?8

6.1.6 Profiling methodology

A profile is a specification that governs information exchanged within a specific business
exchange context. Profiles can be developed to serve the information needs of specific user
groups. These user groups can be diverse and can be characterized either by geographic
context or by application domain. Examples of such user groups could be for instance
regional or country specific. Individual companies i.e. utilities or manufacturers can also
develop their own profiles, as subsets of the more generic profiles of a user group.

6  SeelEC 62361-102.
7  See IEC 62056-6-9.
8  See |lEC TS 61850-80-4.
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One of the most important purposes of a profile is to help improve interoperability between
systems. By adopting and implementing an accepted profile, one is, in a sense, entering into
an informal agreement with entities that have adopted the same profile. Adopting a profile
means increasing the possibilities for seamless information exchange and interoperability
between systems. Open standards sometimes can be vague or have ambiguous
specifications; the use of profiles can enforce one possible interpretation.

As an example, related to the CIM environment, each noun used in a 61968 message
identifies a payload type. Payload types are typically derived from the IEC CIM or other
semantic models. Payload types used by the parts of IEC 61968 are always derived from the
IEC CIM and have deS|gn artefacts (e g XML Schema Definition XSDs) that describe their

e Messages using Resource Description Framework (RDF) payloads as defingd by

e Reésponse messages from services that dynamically generate XML (as inithe case of SQL
XML result sets).

e Ng@n-XML compressed and encoded payloads.

e Encoded binary data (where XML formatting is not efficient as nthe case of ‘high gpeed
dqta’)

If an XSD is not available to describe the payload, it is the “responsibility of the sendgr and
receiVer(s) to agree upon the specific formatting.

The CGIM logical information model is described as @ ‘set of UML packages. The diagrgm in
Figurg¢ 10 shows the use of the CIM from the perspectives of UML modelling and genefration
of depgign artefacts needed by integration toéls: It illustrates the relationships befween
information models and contextual profiles thatzare used in conjunction with assembly ryles in
order [to derive design artefacts.

Information Models
(r
Ia @)

CIM Extensions IEC CIM Bridge e — @
v Message Assembly

CPSM Profile Profile ':°'"'"“°" 61958
Prcﬂle Rules
Contextud] Prsfiles A ‘

CIM/XML Message XML
RDF Schema Schema

BOBMS Schema

Message Syntax (Point of Interoperability)

IEC

Figure 10 — Information Models, Profiles and Messages
Profiling is also envisaged with IEC 61850, COSEM, etc.

6.2 Reference Architecture overview

Using SGAM Domain & Zones, Figure 11 describes TC 57 standards, with some other TC
related standards (TC 13 for Smart Metering Systems, TC 69 for electro-mobility).
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The Reference Architecture is based on the “Elements” (blue and red bordered boxes) and the
‘relationships / interactions” between the “Elements” mirrored on use cases. Elements and
relationships have been mapped to SGAM domains and zones in Figure 11.

The Reference Architecture covers e the information and communication layer in a high level
abstraction view.

[ 4 A A Market Place o~ A ] §
L} L} L} 62325 L} L} E
'l'Trading Tradinéksystem :_ Tradir* system .I, Tradin*svstem - Trading system
< +, L 4 m
4 X 1 62325 =
a3 4 | 2% | N | P s = Reference
) 61968/61970 " 62325 . - S Architecture
6197p/ ¥ 61970/ 2 } 61970/ ¥ } [ 0 2 f ¥ (¥ 619681 ® (TC57 standards)
61943 61968 61968 | eIge 62746
60870-6 60870-6 < DER (> MoV =
| >_< h =]
. Management m
.(.Sene fation EMS/ SCADA : DMS/SCADA : e 61968 = 6235:_]. coversall
| ST | H/B/I = security aspects.
sysfem P e | I | - || HeadEna|
L I L : T | 1 / 3:‘?:58“::‘9" System Some security
Tt T 51850 T | - > 1 ) aspects are handlegd
60870-5-101/104 | 60870-5-101/104 60870-5-101/104 I — by some specific
. . ETEET ' | 61850 | ) standards
} I 61850 [ I Smart
I I I L Meter w
61450 I W : w : Gateway / o
61850 | 61850 | 61850 WAN =3
e11f I : - Infermation
€ > ﬂJI--) € | > \ 2 >_< > exchanges
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pidnt Substation and : Substation and : (g:::r‘z::t %\0/ Meter CIM interface
Autorhation Transmission I Distribution I Storage, n between Markgtand
Automation 1 Automation | Controllable'Load o Power standarfis
: : EV Charging Statioh] Controllable - CIM Market standards
| | Load, Storage,
N JI_ Jl— Generation - CIM Power syttems
| | 13 standards
I 1 Q
\ | | : o IEC 61850 stahdards
Generption Transmission | Distribution DER I Customer premises w
‘ ‘ : IEC
Figure 11 — Reference Architecture
Complementary standards\are proposed by the IEC or other organisations. See D12 foi a list
of some of these complémentary standards.
6.3 |Elements of.:Reference Architecture
6.3.1 General
Figurg 12 describes the power systems related standards that will be used by some pf the
follow ngy elements:
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Figure 12 — Power systems information related standards
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The flollowing parts of IEC 62351 define security information elements like a MIB

crede

o |E
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ntial:
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M

e |EC FS_62351-8:

C TS 62351-7:\definition of information elements for network management in ter|
stem or security) events (Management Information Base MIB-elements) Transp
bse elements based on mapped protocols, IEC TS 62351-7 focusses on Simple N¢
nagement Protocol (SNMP)

Information element for carrying role information to be used forn
bgsed/access control (basically an extension to X.509 certificates) Transport 0

siudiajul

|
uogleJ;)doa:

13815

[ Uol

ms of
ort of
twork
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f this

information 1s also targeted In [EC 1S5 62357-6

e |EC 62351-9:

Information elements

described also the handling of certificates

in terms of certificates needed for authentication

Other parts of IEC 62351 (3, 4, 5, 6, 11) simply use them to achieve a dedicated protection

goal.

6.3.2

Elements as Interface Reference Model abstract components

Various organizations cooperate to perform the planning, design, construction, operation,
management and use of the Smart Grids. This segmentation by business function is provided
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in the Interface Reference Model (IRM) standard (IEC 61968-1). The IRM for Distribution? is
presented in Figure 13:

Maintenance and
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(MC) - IEC 61968-6
Network Operations Records & Asset
(NO) - IEC 61968-3 Management . : —
(AM) - IEC 61968-4 Operational Planning Inspection (MAI)
Y e Substation & Network O%OP:'EC.“;"& 5 Corstruction WMS
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Load Control
Lnc)

I Meter Operations
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Figure 13 — Distribution IRM Model

In addition to providing an organizational framework for defining industry information
exchdnge standards, use of a busineSs-related model helps ensure independence| from
venddr-produced system solutions.

It is gxpected that a concrete. (physical) application will provide the functionality of gne or
more jabstract (logical) components as listed in IEC 61968-1. These abstract componenis are
groupgd by the business functions and sub-functions of the IRM. In the IEC 61968 serigs, the
term @bstract component.lis used to refer to that portion of a software system that supports
one dr more of the jinterfaces defined in the CIM-based standards. It does not necegsarily
mean|that compliant'software is delivered as separate modules.

Some| abstracty’components may be used by several different business functiony. For
example, a—ecomponent like power flow can be used for network operation, short| term
operational planning and optimization, and long term network extension planning. Much [of the
inforrrration exchanged for power flow purposes in each of these areas will thereforg use
many of the same Information Exchange Message Types.

Applications from different vendors package the functionality of these abstract components in
different ways. To use the IEC 61968 services, each application must support one or more of
the interfaces for the abstract components.

When the functions are implemented this lead to Application, when the applications are
distributed on components this lead to Systems. The “IEC Mapping Tool” is a concrete
example as described in http://smartgridstandardsmap.com/.

9 IRM is extended for Transmission and Markets.
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As another example, as described in M490 C-Reference Architecture, Figure 14 illustrates the
flexible assignment of element, as functions, to SGAM segments.

Market
Audit Audit Enterprise
1
— Volt"ar
Control
[
SCADA / SCADA OpEration
Stafion
N, N
ot /ar
'\ Control
Fiel
Data ata
o DER. Control DER: Control
Acquisition \ sition
Profess
Trgnamission Distributicn DER Transmission Distribution DER

6.3.3

Some
Smart

Figure 14 — Flexibility for assignment of element “Volt/Var Control”
to SGAM segments (M490 C-Reference Architecture)

Elements as some‘typical Smart Grids Systems

typical Smart(Grids systems are described in SGCG/M490/G as follow, and a

Grids companents (SGCG/M490, Table 12) is provided in Figure 15.

IEC

ist of
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Some
cases

System, Reliability System and Advanced Metering Manager (AMM), etc. It is recomm
to useg IRM abstract component'terms as it provides an abstraction layer. The IE(
mapped its IRM abstract components to typical system actors.

6.3.4

The IEC 61850 information model is based on two main levels of modelling — explained &
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Figure 15 — SGCG/M490 Smart Grids systems on SGAM Plane

use cases will refer to IRM abstract components, as others will be applicatio
and will use system names likeySCADA, Geographic Information System (GIS), Tr

Elements as 61850 Intelligent Electronic Devices

e breakdown of a real device (physical device) into logical devices
e breakdown of logical device into logical nodes, data objects and attributes

2016

n use
ining
ended
C has

elow:

1 hows an example of how h level is incl in h rl r.
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Figure 16 — IEC 61850 Data Modelling
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The dpproach of IEC 61850 as defined in IEC TR 618580-1 is to decompose the application

functi
given
entitig
class,
functi

bns into the smallest entities which are used to.é€x¢change information. The granulgrity is
by a reasonable distributed allocation of these éntities to dedicated devices (IED)
s are called Logical Nodes (for example,ayvirtual representation of a circuit brjeaker
with the standardised class name XCBR); Other examples may be a distance protgection
bn, PDIS or a measurement value, MMXU. The logical nodes are first defined from the

hese

conceptual application point of view in IEC.61850-5 and then modelled in Parts 7-4 and 7-4xx.

Then
repreg
data
well-d

The d

several logical nodes comprise a logical device as defined above (for example, a
entation of a Bay unit). Based on their functionality, a logical node contains a
for example, position) with dedicated data attributes. The data have a structure
efined semantic and arg fully defined in IEC 61850-7.

list of
and a

ifferent elements.-are also related to security in terms of access protection. Role-pased
Accegs Control (RBAC)/as defined in IEC TS 62351-8 is related to logical devices and

data

objects. A subject, (client) is identified by the authentication parameters passed tp the
IEC 6[1850 serversBased on these parameters a session is established. Based on the role, a

subje¢t shall then be permitted access to an IEC 61850 data object simply if the re

uired

accesls right>(of that data object) is associated with at least one of the roles used |n the
current session. There are two areas in which access control shall be applied accordjng to
IEC TS\62351-8, the service-access-point (logical device) and data objects.

Other elements are described in 7.1.2.

6.4

6.4.1

General

Relationships of Reference Architecture

Relationships in the context of the Reference Architecture mean interaction; an interaction of
two or more functions is indicated by a connecting line between these functions. Interaction is

realized by information exchange via the

information exchange between elements.

Relationships, or interaction, between elements can be explained through use cases.

interfaces of functions and communication:
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Transmission and Distribution domains relationships can be structured as follows:

The functions of a substation automation system may be allocated logically on three different
levels (station, bay/unit, or process). These levels are shown by the logical interpretation of
Figure 17 together with the logical interfaces 1 to 11.

SUBSTATION SUBSTATION
A B
Remote control (NCC) | Technical Setvices
Go) A
I~ 5
] e

@
4
\

BAYJUNIT
LEVEL

1 | N ) o
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b
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®| rese

R e

Process Interface I | I | Sensors | |Actuators |

The i
syste
com

(telem
maint
relate
functi

The li

R

—-O—"—  HV Equipment =—O=—="—

Figure 17 — Functions of a substation automation system allocated logically
on three differentlevels (station, bay/unit, or process)

inside the substation. Interface 10 represents as TCI (telecontrol interfacg)

onitoring interface) the communication to remote engineering, monitoring

DNS.

5t of interfaces is described as follow:

hat 1N

IFY

el totian ool
LAY LILAA A%l

. + 1 dat [ A
. PIUI.U\JLIUII udla UI\\JIIGIIUU UULVVUUII vay il SLAlivl

IEC

nterfaces 1, 3 to 6, and 8 to 9 are connecting functions of the substation automation

the

unication of the SA\system to the remote control centre, interface 7 represents as TMI

and

bnance placest_Interface 2 represents as TPI (teleprotection interface) the protgection
d function between substations, interface 11 represents the same for control r¢lated

IF2: protection-data exchange between substations. This interface refers both to analog
data e.g. for line differential protection and binary data e.g. for line distance protection

IF3: data exchange within bay level

IF4: Current transformer (CT) and Voltage Transformer (VT) instantaneous data transport

(especially samples) from the process to the bay level.

direction also the protection trip

IF5: control-data exchange between process and bay level

IF6: control-data exchange between bay and station level

IF7: data exchange between substation (level) and a remote engineer’s workplace

This comprises in the reverse

IF8: direct data exchange between the bays especially for fast functions like interlocking

IF9: data exchange within station level
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IF10: control-data exchange between the substation and remote control centre(s)

IF11: control-data exchange between substations. This interfaces refers to binary data e.qg.
for interlocking functions or inter-substation automatics

Figure 18 describes the IEC 61850 communication standards.

|

6.4.2 Commadnication inside substation

IEC 61850 Parts 1 to 10

Com
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Figure 18 — IEC 61850 related standards

Within the substation, IEC 61850-8-1 (for any kind of data flows except sample values)
and |IEC 61850-9-2 (for sample values) are used to support the selected set of High level
use cases. |IECTR 61850-90-4 provides network engineering guidelines for
communication inside a substation (automated Medium Voltage/Low Voltage MV/LV
substations are not really covered yet). IEC 61850 mostly replaces the former IEC 60870-
5-103, used for connecting protection relays. In the specific case of automated MV/LV
substations, communications are more commonly based on industrial networks.

G_SGCG_Standards_Report_V3.1.pdf, 8.2.1 (Substation  Automation  System  for
Transmission and Distribution) describes related standards.
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Figure 19 — Communication inside substation

Communication between substations

Horizontal communications may rely on IEC TR 6185Q-90-5 (full mapping over UD[P) or

IECT
guide

R 61850-90-1

(tunnelling) or IEC TR 61850-90-12 (wide area network enging

ines) as described in Figure 20.

With ¢xisting and new applications in the fieldof the power system operation and protd

the re

IEC 6
featun
may b

e required.

quirement to exchange standardized information directly between substations increg

1850 shall be the basis for thisiinformation exchange. IEC 61850 provides the
es to be used for that information exchange, however, some extensions to IEC
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bering
ction,
ases.
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Figure 20 —- Communication between substations
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The use cases are:

o Distance line protection with permissive overreach tele-protection scheme

o Distance line protection with blocking tele-protection scheme

o Directional comparison protection

o Transfer/Direct tripping

¢ Interlocking

e Multi-phase auto-reclosing application for parallel line systems

e Current differential line protection

o Ph

There
as theg

e F4

° S)
e R{

o Oulit-of-step detection

ase comparison protection

are other applications of which the requirement for communication is almostthe
requirement for current differential protection:

ult locator system (2, 3 terminals)

stem integrity protection schemes (SIPS)

al time predictive generator shedding

same

e Synchrophasors

¢ Rgmedial action schemes (RAS)

Refer|to IEC 61850 indicated documents for other use cases.

6.4.4 Communication to support distributed automation along the feeder

Mediym voltage feeders are largely impacted by the introduction of renewable and/or

internjittent sources, especially in low voltage. This leads to many new requirements such as:

o Vgltage management along the feeder (possibly down to LV)

¢ VAR management

e Anti-islanding automation

e (aptomatic or semi-automatic) Fault location, isolation and service restoration

This gppears to be an.increasing usage of IEC 61850; well suited to meet these requirements.

The upcoming IEE\TR 61850-90-610 will depict the possible usage of IEC 61850 in that field

(assogiated to.xsome proposed |IEC 61850 data model extensions to fully support this

applidation field)

6.4.5 Communication between substation and control centres and between contfol
centres

6.4.5.1 General

Figure 21 describes the telecontrol and control standards used for equipment and systems:

10 vy

nder preparation. Stage at the time of publication: IEC/PWI 61850-90-6:2016.
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Figurp 21 — IEC 61850 Telecontrol and control equipment and systems related stangards

6.4.5.2 Communication between substation and control centres

Conventionally, vertical communications rely on I[EC 60870-5-101 or IEC 608704{5-104

(see Figure 22).

Future vertical communication may rely on IEC TR 61850-90-2 (guideline for using IEC 61850

to corjtrol centres):to provide a seamless architecture, based on IEC 61850.

A neW} mapping of IEC 61850 over the web services technology (IEC 61850-8-2)11 is [under

specification, in order to enlarge (in security) the scope of application of IEC 61850
the sybstation, while facilitating its deployment.

optside

IEC TR 61850-90-12 (wide area network engineering guidelines) and associated use cases

shall also be considered.

11 Under preparation. Stage at the time of publication: IEC/ACDV 61850-8-2:2016.


https://iecnorm.com/api/?name=97e3b83069a59a8545d44d5a13078602

IEC TR 62357-1:2016 © IEC 2016

—41 -

I T T
I I I
| I I =
I I I @
| | | =
] I I (0]
] I I -
I I I
—————— 4 —_————————————————
| | | m
] I I ]
] I I =g
| | | =
I I I e
| I I ;
I I o
61570/ | 61970/ | 61970/ e Vo 1 °
61968 61968 "V 61968 "V fia
| | o
| | b=
. I | =
N?E“E"’t'““ ems/scaoa ||| omsyscaoa | 5
lanagement} system | system i H/B/I o
A4 System A~ L ! 1ent| =
| | | | system
BN e i [ — L T -1
60870-5-101/104 |  60870-5-101/104 60870-5-101/104 |
| | 61850 |
61850 61850 | 61850 140025 |
1 T T - T
Vo | [ ~ | ¥ 3
61850 ! 61850 | 61850 o
61400252 ! ! =
I I
| | L 3
|} 8 4
I I
Substationand || | Substationand || DER System
Plant .. | L | (Generation, 61850
" Transmission | Distribution | -
Automation N | N | Storage, =
Automation | Automation i| controliable Load, N
| | : . W =
! ! EV Charging Station] Controllable
| | Load, Storage,
| 0 i Generation -
I I 3
| L 3
I I =]
| | | | >
Generation Transmission | Distribution | DER | Customer premjsgs @
IEC

6.4.5.8

Figure 22 — Communication between substation‘@nd control centres

Communication between control centre

IEC TR 60870-6 Telecontrol Application Service Element TASE.2

G_SJCG_Standards_Report_V3.1.pdf, 8.2.3 fEnhergy Management System EMS S

CADA

System), 8.3.3 (Advanced Distribution Management System), 8.7.2 (Trading System) refers to

IEC 6D870-6-503 (see Figure 23).

IEC TR 61850-90-12 (wide area network engineering guidelines) and associated use

shall @lso be considered.
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Figure 23 — Communication between control centre
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6.4.6 Communication at the enterprise level
6.4.6.1 General

Figure 24 describes the communication standards used at the enterprise level:

61968-100 ImplerT}entation Profile
970-501CIM Rﬁ schema | :
970-552 CIM XML Model Exchange Formpt I
P325-501 Generaf guidelines for use of ebKML |
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Figure 24 — CIM Communication layer standards

Other|[communi¢ation standards such as IEC 62541 can also be used.

6.4.6.p2 Communication inside control centres (Distribution Management
SystemDMS _EMS)

e |EC 61970 Transmission

e |EC 61968 Distribution

e |EC 62325 Market

This communication will leverage IEC 61968-100.

IEC 61968-100 specifies an implementation profile for the application of the other parts of
IEC 61968 using common integration technologies, including JMS and web services. This
International Standard also provides guidance with respect to the use of Enterprise Service
Bus (ESB) technologies. This provides a means to derive interoperable implementations of
IEC 61968-3 to IEC 61968-9. At the same time, this International Standard can be leveraged
beyond information exchanges defined by IEC 61968, such as for the integration of market
systems or general enterprise integration.
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6.4.6.3 Communication from control centre / trading system to a market place
e |EC 62325

IEC TS 62325-503 is one of the IEC 62325 series which define protocols for deregulated
energy market communications.

The principal objective of the IEC 62325 series of standards is to produce standards which
facilitate the integration of market application software developed independently by different
vendors into a market management system, between market management systems and
market participant systems. This is accomplished by defining message exchanges to enable
these applications or systems access to public data and exchange information independent of
how sfuch Tnformation IS represenied Iniernailly.

CIM specifies the basis for the semantics for the message exchange, as shown infFigure] 25.
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Figure 25 - Communication from control centre / trading system to a market place

6.4.7 Communication to connect DERs (see Figure 26)
e |ELC 61850-7-420

e |ELC 62746

e |ELC64400-25

e |EC TR 61850-90-1512

G_SGCG_Standard_Report_v3.1, 8.4 presents the DER Operation System and related
standards.

12 uUnder preparation. Stage at the time of publication: IEC/PWI 61850:2016.
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Figure 26 — Communication to connect DER

6.4.8 Communication to or within power plants (hydro, gas, thermal, wind) (see
Figure 27)

e |E[C 61850-7-410 and IEC TR 61850-7-510
e |EC 61970
e |EC 61400-25

Other|relationships concepts are described in 7.1.3.
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Figure 27 — Communication to/or within power plants
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6.5 Security standard landscape for Reference Architecture
6.5.1 General

A security architecture provides a framework and guidance to support the reliable operation of
power systems coping with technical, physical, and organizational security requirements
appropriate for the target use case. It uses appropriate security controls with the goal to
maintain the system's quality attributes like confidentiality, integrity, availability, accountability
and assurance. Appropriate security controls are typically determined by a risk and threat
analysis of the target system based on technical and business related assets. Figure 28
provides an abstract view on the different facets of a generic security architecture.

omprehensive security architecture,
including technical, physical and organizational means

S:curity Personnel Physical Security Device Security Network Security

Personnel services to Physical accessto

! Protection of system Protection of hetwork
protect assets equipmentand network

components infrastructure

u)

- [Develop, maintain and - Restricted access to - OS Hardening @ - Traffic separation using §=
lenforce Security Policy equipment rooms, - User authenticati k VLANSs, VPNs, etc. 5,

- [Manage user accounts closets, etc. and authorizaﬂ - ACLs control connectivity |
- [Security system - Locations of wall jack, - Secure| a between components —::
provisioning and wireless hot-spots, etc. (crypt y) - Use of Firewalls, SBCs, 1
maintenance - Video surveillance - Evel DS, IPS, etc. Jl

- [Security patrols - Intrusion detection Q 1

systemsand alarms

OEM Security Products

»y Dedicated security products for networks & systems

Professional Services: Analyses, Consulting...

| Managed Security Services

« (/
Security Policy Framework
O
Fig@ 28 - Generic security architecture

-

As shiown, a security itecture typically not only comprises technical means such as the
applidation of dedi d security measures, security protocols or security optiops in
communication p ols to secure power system entities or the communication network. It
also describes ational guidelines considering the available technical base as well a@s the
persopnel gg lling the power systems. Moreover, interactions with existing (segurity)

infrasjruc also affect overall system security. Most importantly cyber security must not
interfere’with the security of the power system.

AN

Figure 29 maps the generic security architecture to a selection of security standards and
guidelines which are applicable to power system management.
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Table 2 — Standards Guidelines

Base Standard / o

Power systems management and associated information exchange — Data and

IEE a3 communications security, further details below
Industrial communication networks — Network and system security, here mainly
IEC 62443 Part 3-3 and Part 4-2 are referenced, which define security levels and appropriate

security measures for the different security levels on system and component
levels.

Electricity metering — Data exchange for meter reading, tariff and load control,
IEC 62056 contains also security measures on application layer to protect the confidentiality
of communicated data

N
Information Technology — Security techniques — Code of practice fori mlation

I 55 27 security management addresses the application of the ISMS q/

Information Technology — Security techniques — Information security
ISO/IEC 27019 management guidelines based on ISO/IEC 27002 for process,control systems$
specific to the energy utility industry

Information technology — Security techniques — Securit)ﬁfi -ilrements for
ISO/IEC 19790 cryptographic modules describes specific requireme the implementation of
cryptography, which may be used for certification&

Information technology — Security techniques —(Evaluation criteria for IT secyrity

IEOH o S50 to be used in the context of common criteria €ertification
A\
ISO/IEC 18045 Information technology — Security techniﬁs — Evaluation criteria for IT secyrity
i to be used in the context of common @t certification
IEEE hes6 Intelligent Electronic Devices CyberSecurity Capabilities describes security

capabilities to be supported in field devices utilized in Energy Automation

\
The Transport Layer Securi%&LS) Protocol describes a security protocol above

IE772 R 52es TCP/IP building the base B.r any protection options in IEC 62351

IETF RFC 5934 Trust Anchor Management Protocol — TAMP describes a protocol for the
management of trust.anchors like root certificates (lists) on IEDs

.

The Group Dom%'?gb% Interpretation describes a group based key managemept

IETTE |RIFE G protocol prov}ckin cryptographic key material in multicast communication

IETF RFC 6960 Online Certifi.c.ate Status Pqutocol — OCSP supports the query of the revocatipn
state of Specific X.509 certificates

Y . L

IETF RFC 7030 Eqrgrjent over Secure Transport is a protocol used to apply for and distribute
‘{ertlflcates
Simple Certificate Enrolment Protocol — SCEP is a protocol used to apply for[and
distribute RSA certificates

draft-hurse-scep Note that the current draft is historic and there are attempts to provide a histgric

RFC for SCEP to be able to reference this protocol from other standards. This
work targeting the historic RFC is done as new draft “draft-gutmann-scep-00 Jtxt”.

draft- Neis@e062351-9 IEC 62351 Security Protocol support for GDOI provides necessary enhancerr ents
to the group based key management in the context of energy automation.

NIST IR 7/698 Guidelines for Smart Grids Cyber Security

NERC - CIP North American Electric Reliability Corporation — Critical Infrastructure Protection
CIGRE - TB 427 The Impact of Implementing Cyber Security Requirements using IEC 61850
CIGRE WG D2.31 615 Security architecture principles for digital systems in Electric Power Utilities

APPLICATION AND MANAGEMENT OF CYBERSECURITY MEASURES FOR

CIGRE JWG B5/D2.46 603 5o hTECTION AND CONTROL SYSTEMS

6.5.2 Evolving security requirements for power system management

In addition, the traditional methods of operating the power system have changed significantly
over the last decades. The energy market has imposed new threats as stolen information on
competitors can financially benefit market participants and possibly disrupt power system
operations. The fluctuations caused by renewable energy sources require more precise
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forecasting and coordination of generation across wider territories. DER are owned and
operated by non-utility parties whose primary interests may not be reliable and efficient grid
operations, and yet these DER systems must still be monitored and coordinated through
widespread Information and Communication Technologies ICT facilities. Terrorism for political
gain and infrastructure destruction is also a greater threat. Some of these threats and attack
vectors are illustrated in Figure 30.

Cybersecurity Requirements, Threats, and Attacks

< Requirements >
Confidentiality Integrity Availability Accountability
. . P Denial of Service or Denial that Action Took Rlage
Uetieiked Access Rautheized Modlflc_atlon Prevention of Authorized or Claim of Action that Did Not
to Information or Theft of Information
Access Take Place

A

a
o
S
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grnane seebesennnnnne et i, SN |~ A
: Listening i Interactions i Planted in System :
Eavesdropping Masquerade Virus/Worms
Traffic Analysis Bypassing Trojan Horse
Controls goenssssadasosonse %
” lmg:‘gg;f.on torean Trapdoor 3 Afterthefact:
i uthorization
X A N Stolen/Altered
Q Indiscretions Nickio) Service Spoafing
g by Personnel Physical Repudiation
< Medla ln‘rUSIon Sessssssnssabanasnnnnnay,
Scavenging Man in the Middle ! Denial of Service :
PR S VI
i Modification : Integrity Violation EF){(?;?;;?:H
Intercept/Alter Theft
— Integrity Violation
Repudiation Spay

IEC

Figure 30 — Typical.cyber security requirements, threats,
and possible attack techniques

At thg same time, cyber security attackers are becoming increasingly sophisticated in their
abilitigs to infiltrate networks and gain access to sensitive systems. Prime examples of fecent
cyber|security attacks are' the Stuxnet infiltration of Iranian uranium centrifuge systemsg, and
the cyber security malware named “Dragonfly” which infected many power plants worldwide,
allowipg the powertplant operational data to be monitored by the attackers, with the possibility
that the attackers_miight have issued control commands as well.

6.5.3 Resilience and security measures for power system operations

Becayse‘power system operations must be 24h/7days and involve widely dispersed useis and
equipment, resilience is the ultimate security requirement. Resiliency implies that the power
system critical infrastructure is designed not only to prevent malicious cyber and physical
attacks and inadvertent failures, but also to cope with and recover from such attacks and
failures in a timely manner. Therefore, traditional cyber security techniques are not always
directly applicable. For example, the requirements for Confidentiality, Integrity, and
Availability (CIA) are typically applied to enterprise information systems with confidentiality
the most important. Heavy-duty encryption and verification techniques may cause long delays
in exchanging information, while breaches of security usually are countered by shutting down
the systems. These security approaches must be replaced with more appropriate methods for
power system operations.

Resilience requires a combination of cyber security and power system engineering design and
procedures. The cyber security requirements for Authentication, Authorization, and
Accountability (the 3 As) along with Integrity are usually more critical than the traditional CIA
requirements. Authentication ensures that both the sender and the receiver of data can verify
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each other. Authorization, often utilizing role-based access control (RBAC), identifies what
privileges are assigned to each user (human or software application). Accountability (also
called non-repudiation) assures that the receiver of data cannot deny receiving that data, or
conversely, cannot claim to have received data that they did not receive. Integrity ensures
that the data received is the same as the data sent, or is flagged as not the same. Although
not as critical to most power system operations, confidentiality may be required for sensitive
data such as financial or private information. Availability is more likely to be provided by
power system engineering strategies and operations than by cyber means (e.g. through
equipment redundancy, autonomous device operations, interoperable radio and
communications technologies, and properly trained users).

securfty measure can counter all types of threats. Defence-in-depth can be described as the
applidation of security controls in layers and at different levels. “Layers” imply mupltiple
securfty barriers between the attacker and the target, while “levels” relate, to~the different
levels| in the communications infrastructure underlying any cyber system (transport,
applidation, etc.). This concept ensures that if one security barrier is broken”(for instan¢e the
lock gdn a door), the next layer may prevent the attack (the attacker does inot have the cprrect
password) or it may just deter the attack until it is detected (such as)video surveillance|or an
alarm|notifies personnel that an excess of passwords have been attempted).

Defence-in-depth also may entail the interleaving of cyber téchnologies and engingering
designs. For instance, cyber security measures may prevent some but not all attagks or
failurgs, so power system engineering should design the systems to cope with “succgssful”
attacks. As an example, cyber security integrity technelogies may ensure that the data fis not
chanded between sender and receiver, but cannet protect against invalid data being|sent:
therefore, the receiver should also verify that the\received data is at least “reasonablg” and
not dgngerous.

Some| of the threats that are seen as moretlikely in typical information technology systens are
less dritical for power system operationsi’while others are more critical. Although impoiftance
of spgcific threats can vary greatly .depending upon the assets being secured, some pf the
more gritical threats are:

e Ingdiscretions by personnel ~*employees stick their passwords on their computer mdgnitors
or|leave doors unlocked.

e Bypass controls ~'employees turn off security measures, do not change default
passwords, or everyone uses the same password to access all substation equipment, Or a
software application is assumed to be in a secure environment, so does not autherticate
its| actions.

e Adythorizafion violation — someone undertakes actions for which they are not authgrized,
sometimes because of careless enforcement of authorization rules, or due to masquegrade,
theft, orother illegal means.

¢ Man-in-the-middle — a gateway, data server, communications channel, or other non-end
equipment is compromised, so the data which is supposed to flow through this middle
equipment is read or modified before it is sent on its way.

e Resource exhaustion — equipment is inadvertently (or deliberately) overloaded and cannot
therefore perform its functions. Or a certificate expires and prevents access to equipment.
This denial of service can seriously impact a power system operator trying to control the
power system.

e Replay — an authenticated control command is copied when it is sent by an operator to a
field device, such as breaker trip. At some later time, this presumably authenticated but
copied command is sent again, thus causing an undesired action at that time.
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6.5.4 Overview and correlations of IEC 62351 security standards

The IEC 62351 series of security standards addresses specific security requirements in
specific parts of the IEC Reference Architecture. The current IEC 62351 framework consists

of the standards and guidelines shown in Table 3:

Table 3 — Overview of IEC 62351 standards

IEC TS 62351-1:2007 Introduction
IEC TS 62351-2:2008 Glossary of terms
IEC 6p351-3:2014 Security for profiles including TCP/IP provides a profiling of TLS
Security for profiles including MMS provides security for profiles that include)the
Manufacturing Message Specification (MMS) (ISO 9506), including TASE.2/(ICCR) and
IEC TIS 62351-4:2007 IEC 61850 for transport level security (T-profile) and application level security (A

Profile) by utilizing IEC 62351-3 for the T-Profile
NOTE This TS is currently being updated

Security for IEC 60870-5 and derivatives provides different selutions for the serial

IEC T[S 62351-5 ed.2: version (primarily IEC 60870-5-101, as well as parts 102¢ahd 103) and for the

2013 networked versions (IEC 60870-5-104 and DNP 3) by utilizing IEC 62351-3 for the T-
Profile when using TCP transport
Security for IEC 61850 profiles, profile that includes’the MMS protocol running ovier
TCP/IP uses IEC 62351-3 and IEC TS 62351-4:Additional IEC 61850 profiles thaft run

IEC T|S 62351-6:2007 over TCP/IP (web services or other future profiles) will use IEC 62351-3 plus posgible

IEC T

IEC T

S 62351-7:2010

S 62351-8:2011

additional security measures developed, byithe communications industry for
application-layer security (out-of-scope,for this set of standards).

Objects for Network Management, Edition 1 of IEC 62351-7 developed sets of abgtract
NSM data objects, but did not map.these to any protocol, suggesting that later wqrk

would undertake mappings to the IETF’s Simple Network Management Protocol
(SNMP) and IEC 61850. This will be replaced by Edition 2 (first edition is currently at
CCDV stage).

NOTE This TS is curfently being transformed to International Standard status

Role-Based Access Control (with: IEC TR 62351-90-1: Guidelines for Using Part B
Roles), specifiessa’format for transmitting role information for Role-based Access
Control (RBAG)-in X.509 public key and attribute certificates and software tokens|as
well as a_ meehanism to fetch this information, e.g., from LDAP servers. Additiona]ly,
IEC TR 62851-90-1 will address the definition of custom roles and the distributior| of
the role-to-right mapping information.

Key.Management, specifies how to generate, distribute, revoke and handle digita
certificates, cryptographic keys to protect digital data and communication. It also

IEC 6p351-9 addresses the handling of asymmetric keys (private keys and X.509 certificates), [as
(targgt) well as symmetric keys (pre-shared keys and session keys).
NOTE Under preparation. Stage at the time of publication: IEC/CCDV 62351-9:4016.
IEC TR 6235¢=10: Security Architecture, provides security architecture guidelines for power systems
2012 based on essential security controls
IEC 62354444 " Security for XML Files, provides a mechanism to authenticate the source of the XML
LIJT T \ Glscl’

IEC TR 62351-12:2016

IEC TR 62351-13:2016

IEC 62351-14 (target)

files like CIM or SCL files. Also provided is a mechanism for tamper detection.

Resilience and Security Recommendations for Power Systems with DER, provides
resiliency recommendations that recognize the need for integrating both cyber security
techniques with engineering/operational strategies in order for power systems with
Distributed Energy Resources (DER) systems to achieve equal or greater resilience to
attacks, failures, and natural disasters.

Guidelines on What Security Topics Should Be Covered in Standards and
Specifications, provides guidelines to support the developers of standards and
specifications with addressing cyber security at the appropriate level for their
standard.

Cyber security event logging and reporting. Specifies technical requirements for
logging security events: transport, log data and semantics, such as how to send and
receive security events securely, reliably, how to forward security events or logs, how
to query logs, etc. Target protocol is syslog.

NOTE This document is being considered
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Guideline for RBAC, targets specifically the definition of custom roles and associated
|(EC TR) 62351-90-1 rights as well as the distribution of this information between the involved entities.
target

NOTE This document is being considered

Deep Packet Inspection: Investigation of currently available techniques to evaluate
IEC TR 62351-90-2 their applicability, with detailed threat analysis regarding traffic injection issues and
(target) the cost of implementation in the overall architecture

NOTE This document is being considered

IEC TR 62351-100-1

(target) Compliance testing for IEC TS 60870-5-7 (IEC 62351-3 and -5))

There| is not a one-to-one correlation between the IEC communication standards and the
IEC 6R351 security standards. This is because many of the communication standards rgly on
the same underlying standards at different layers. These interrelationships between the IEC
communication standards and the IEC 62351 security standards are illustrated-in Figure [31.

EC TCS57 Power System IEC 62351 Security Standards
Clommunication Standards - »
IEC 623511 intcoduction

IEC 60870-6 TASE.2 (ICCP) IEC 62391-2: Glossary
L * IEC 62351-3: Profiles including
EC 60870-5-104 & DNP3 TePIP
g
=5 i * ,_ - — -
13 EVEEI0 € Sl B IEC 62351-4: Profiles fneliding = SEAEE §
MM RETREE IR
EC 61850 GOOSE and SV azl |28l 22|28 < g
[ =] = —
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Derivates T= K= 5|85 S 2
IEC 61850 over MMS 5 X - x -0 0= 8 =
28 ] R w5 i ©
eT |l 1g2] |88 MBI
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8 p IEC 62351-12: Resilience and Security Recommendations for Power Systems wit] DER
m BeE
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u
-z IEC 62351-13: What Security Topics Should Be Covered in Standards and Specifications
* DNP3 (Distributed Network Protocol), also known as IEEE 1815 IEC

Figure 31 - Interrelationships between IEC communication standards
and IEC 62351 security standards

More detailed information about the different parts of IEC 62351 is provided in D.5.2.
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6.6 Relationships applied to telecommunication
6.6.1 General

A secure, reliable and economic power supply is closely linked to fast, efficient and
dependable telecommunications services.

A telecommunications service is any service provided by a telecommunications network
through a telecommunications system. A telecommunications system is a collection of
individual telecommunications networks and telecommunication end points capable of
interconnection and interoperation to form an integrated whole.

The planning and implementation of telecommunications systems, needed to support the
expedted services mentioned above, requires the same care as the installation ofthe power
supply system themselves.

One Way to categorize the different types of telecommunications networks,is by megns of

transrpission:

o Wijreless: communication through the air

o Wijre line: communication through cable dedicated to telecommunications services

e Pqgwerline: communication through cable designed for, électric power transmission, but
used for carrying data too.

Wirelgss communications may have to comply with lo€al ‘or regional regulations (such as the
Telecommunication Directive 99/05/CE for Europe and FERC in USA).

For §mart Grids communication architecture/technology, products based on specifications
from industry consortia (e.g. the IETF, IEEE; World Wide Web Consortium W3C) have| been
deployed widely, notably in the area of IPprotocols and web services. In the below sqgction,
the Ilst of standards/specifications :takes into account the ones which fulfil market
requirements.

Depending on the Smart Grids jtarget applications, different types of telecommunications
netwdrks and also collectionsyof telecommunications networks using different transmjssion
technplogies may be selected in order to transmit and deliver Smart Grids data.

The fgllowing network types could be defined for the Smart Grids:

e (A) IndustriahFieldbus Area Network

ngtwork that interconnects process control equipment mainly in power generation (blulk or
distributed) in the scope of Smart Grids.

o (B])‘Subscriber Access Network

network that provides general broadband access (including but not limited to the internet)
for the customer premises (homes, building, facilities). They are usually not part of the
utility infrastructure and provided by communication service providers, but can be used to
provide communication service for Smart Grids systems covering the customer premises
like Smart Metering and Aggregated prosumers management.

e (C) Home and Building integration bus Network

network that interconnects home/building communicating components and sub-systems to
form a home or building management sub-system or system

e (D) Neighbourhood network

network at the distribution level between distribution substations and end users. It is
composed of any number of purpose-built networks that operate at what is often viewed as
the “last mile” or Neighbourhood Network level. These networks may service metering,
distribution automation, and public infrastructure for electric vehicle charging, for example.
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e (E) Multi-services backhaul Network

network at the distribution level upper tier, which is a multi-services tier that integrates the
various sub layer networks and provides backhaul connectivity in two ways: directly back
to control centres or directly to primary substations to facilitate substation level distributed
intelligence. It also provides peer-to-peer connectivity or hub and spoke connectivity for
distributed intelligence in the distribution level. This network may serve Advanced
Metering or Distribution Automation types of services.

e (F) Low-end intra-substation network

network inside secondary substations or MV/LV transformer station. It usually connects
Remote Terminal Unit RTUs, circuit breakers and different power quality sensors.

¢ (Q) Intra-substation network

ngtwork inside a primary distribution substation or inside a transmission substatior]. It is
inyolved in low latency critical functions such as tele-protection. Internally tp the
supstation, the networks may comprise from one to three buses (system bus, process$ bus,

e (H|) Inter-substation network

ngtwork that interconnects substations with each other and with_control centres. These
ngtworks are wide area networks and the high end performance“requirements for them can
beg stringent in terms of latency and burst response. In addition, these networks require
velry flexible scalability and due to geographic challenges<they can require mixed phlysical
media and multiple aggregation topologies. System< control tier networks pfovide
ngtworking for SCADA, SIPS, event messaging, and remote asset monitoring telgmetry
trgffic, as well as peer-to-peer connectivity fof \tele-protection and substation-level

ngtwork inside two different types of facjlities in the utility: utility data centres and |utility
control centres. They are at the samevlogical tier level, but they are not the |same
ngtworks, as control centres have very different requirements for connection to reall time
systems and for security, as compared to enterprise data centres, which do not connlect to
real time systems. Each type provides connectivity for systems inside the facility and

infer-enterprise or campus networks, including backbone Internet network, as well as|inter-

oVer a wide“area (region or country).

.82, provides a mapping of the different Smart Grids ne nodel.
irele—is—tangentte ere—this—mean R Re—e6 . ype can

support the interface with the tangent zone.
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These areas are a mapping example and cannot béurormative to all business models.

P It is assumed that sub-networks depicted in\Figure 32 are interconnected (where needed) to provi
connectivity to applications they support. VRNS, Gateways and firewalls could provide means to
security or virtualization. These security measures are determined based on a threat and risk analy{

Figure 32 — Mapping'of communication networks on SGAM

Applicability statement of communication technologies to the Smart Grids
networks

4 provides an._applicability statement indicating the standardised communi
blogies to thes.Smart Grids sub-networks depicted in the 6.6.1. The choice
blogy for assub-network is left to implementations, which need to take into accd
y of depleytmient constraints.

of Stqndards WG (in 2014), Table 4 provides this information:

ted\from the M.490 Methodology Working Group WG (in 2012) and the CENELE

IEC

e end-
ensure
is (see

sub-

cation
of a
unt a

C Set

1) From each SDO, a certain list of technologies are introduced;

2) The available SGAM Communications sub-networks are listed;

3) The green rectangle indicates what is currently mostly used (dark green rectangle),
potentially used (light green rectangle) and not used (white rectangle).

The choice of a technology for a sub-network is left to implementations, which need to take
into account a variety of deployment constraints.
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Communication layer profiles

Generally a profile defines a subset of an entity (e.g. standard, specification or a suite of
standards/specifications). Profiles enable interoperability and therefore can be used to reduce
the complexity of a given integration task by:

e Selecting or restricting standards to the essentially required content, e.g. removing options
that are not used in the context of the profile

e By setting specific values to defined parameters (frequency bands, metrics, etc.)

A standard profile for communications standards may contain a selection of communication
capaljilities applicable for specific deployment architecture. Furthermore a profile may.gefine
instances (e.g. specific device types) and procedures (e.g. programmable logics, megsage
sequgnces) in order to support interoperability.

It may also provide a set of engineering guidelines to ease the deployment of new
technplogies.

6.7 |Interoperability

The Smart Grids as a system cannot be engineered from the groeund up. Instead, Smart|Grids
develppment is most likely to follow transformation processes. This means that buginess
models as well as roles on one hand, and technical competients and architectural stru¢tures
on thge other hand, are to be transformed from the cdrrent “legacy” state into the “Bmart
Grids]. Due to the scale of the system and its econoniic)importance, failures in operation and
espedially architectural and functional planning of thedsystem, potentially induce high costs. In
order [to enable a well-structured migration process,the requirements for the Smart Grids and
the cyrrent system have to be decomposed using*an appropriate model. Although the majority
of Smpart Grids equipment is based on (intér)national or regional standards, this hgs not
resulted in an interoperable Smart Grids infrastructure yet. This is partly die to
misunderstanding of what interoperability® means, what can be expected from it and| what
should be done to realize it. Key to reaching Smart Grids system interoperability is through
detailed specifications, use of standards and testing.

Thereffore, as more and morg"ICT components are being connected to the physical eleg¢trical
infrasfructure, interoperability”is a key requirement for a robust, reliable and secure Smart
Grids| infrastructure. The\\way to achieve Smart Grids system interoperability is thfrough
system specifications,(through use of standards, and through testing under applicatigns of
profilgs.

7 Use of Reference Architecture

7.1 General

The Reference Architecture for power system information exchanges provides a guideline for
users (regulators, utility, vendor, integrator, standardization experts) and can assist in
designing individual solutions and concepts based on specific requirements.

7.2 Development of Enterprise Architecture
7.21 General

The IEC Reference Architecture is aligned with the Model Driven Architecture approach as
defined by the Object Management Group.
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7.2.2

Model Driven Architecture

The MDA defines an approach to IT system specifications that separates the specifications of
system functionality from the specifications of the implementation of that functionality on a
specific technology platform. To this end, the MDA defines an architecture for models that
provides a set of guidelines for structuring specifications expressed as models.

The MDA approach and the standards that support it allow the same model specifying system
functionality to be realized on multiple platforms through auxiliary mapping standards, or
through point mappings to specific platforms, and allow different applications to be integrated
by explicitly relating their models, enabling integration and interoperability and supporting

syste

evolution as Ir’;lsﬁfnrm fprhnnlngipc come and go

As eX
mode

systems"13. The MDA approach represents and supports everything from,requireme

busin
deal

organjzations, people, hardware, software is given.

The p

plained in MDA Guide rev. 2.0, “MDA provides an approach for deriving alue
s and architecture in support of the full life cycle of physical, organizational an

bss modelling to technology implementations. By using MDA models;, \ability to
vith the complexity of large systems and the interaction and cellaboration be

rimary feature of MDA which enables us to deal with complexity and derive value

mode

can t
speci

7.2.3

The G
which
entery

typicdlly modelled at four levels: Busines$, Application, Data, and Technology.

TOGA

indusl:y standards — models conforming to these standards, are “MDA Models. MDA m

s and modelling is defining the structure, semantics, @nd notations of models

en be used for the production of documentation, (@cquisition specifications, s
ications, technology artefacts (e.g. “source code”).and executable systems.”

The Open Group Architecture Framework
pen Group Architecture Framework (TOGAF) is a framework for enterprise archits

provides an approach for designing, planning, implementing, and governin
rise information technology architecture. TOGAF is a high level approach to desig

F is based on the Architecture’'Development Method (ADM) shown Figure 33.

from
d I.T.
hts to
better
ween

from
using
odels
ystem

bcture
g an
n. It is

13 A “System”, in this context, is any arrangement of parts and their interrelationships, working together as a
whole. This is inclusive of designs at all levels such as an entire enterprise, a process, information structures
or IT systems.
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Figure 33 — Use of Reference Architecture in TOGAF

How to evolve from a Present User Architecture to Reference Architecture

Reference Architecture for power system information exchanges can assist

t architecture to their target architecture. It can assist in identifying differences be
rrent state and the target state.and help to identify migration steps.

wer system information eéxchanges can assist with are:

ase A — Architéecture Vision. Adopt an architecture principle that indicates t
bjects must use_standards.

ase B — Business Architecture. Develop Business Use Cases

ase C.L Information systems architecture. Projects can use the Reference Archits
power" system information exchanges to identify which standards to use in

IEC

users
their
ween

TOGAF Architecture Development Method the activities that the Reference Architgcture

he all

pcture
their

ormation systems. Develop System Use Cases associated to Business Use Cases

system information exchanges to |dent|f|es WhICh standards to use in thelr technology
architecture

7.4
7.4.1

Example: how to map a use case using Reference Architecture

A General

A common use case which is to control and monitor a circuit breaker within a SCADA System

using

7.4.1

CIM is presented hereafter.

.2 CIM circuit breaker application view

A CIM application will be able to model the Electrical Network using CIM information model. A
circuit breaker model is illustrated in Figure 34:
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‘ Core:z:ldentifiedObject
+MNames +Identiﬂed0bjectl + aliasMame: String [0..1]
+ name: String [0..1]] "+ description: String [0..1

0.* 1
‘ + mRID: String [0..1]

Core-Name

+ name: String [0..1]

T

Corez:
PowerSystemResource
| Core::Equipment
+ aggregate: Boolean [0..1]
e errhee—feetemefo— |
Core:: —”’V

ConductingEquipment

0

Wires:-Switch

+ normalOpen: Boolean [0..1]

+ open: Boolean [0..1]

+ ratedCurrent: CurrentFlow [0..1]
+ retained: Boolean [0..1] ’
+ switchOnCount: Integer [0..1]
+ switchOnDate: DateTime [0..1]

s

Wires:-ProtectedSwitch

+ breakingCapa€ity! CurrentFlow [0.1]

Nl

Wires_-Breaker

+ inTransitTime: Seconds [0..1

Figare 34 — CIM circuit breaker application view

According to definition IRM NO-NMON (Network Operation, Network Monitoring) system
provides the means*for supervising main substation topology (breaker and switch statg) and
NO-CJI'L provides-the mean to control equipment status. Two of its abstract components,
"Network state’/supervision® and “Switching action supervision”, allow the monitoring and
operationfia circuit breaker.

Two typicarmessage types witt be exchranged between abstract COmponents such as the one
shown in Table 5:
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Table 5 — Message types
NO-NMON | NO-CTL Create Request for SCADA-commanded operation of switches for
Control execution of switching plan.

Payload

—  Switch ID (PSR mRID)

— Affected Phases

—  Switch Action (open or close)
NO-CTL NO-FLT Created Notification of device status change due to execution of

DiscreteMeasurement switching operations.

Dnylnnrl:

— Device ID

—  Status of Device (phases on)

— Time of Operation

— Person who performed operatioh\ (crew memper or

operator)

The |[Control Message type allows changing the Switch™ position whereas| the
DiscreteMeasurement message allows notifying the status of the switch.
At the Enterprise level the application will communicate these message types accord|ng to
61968-100.
At thg Network Operation level, the NO-NMON Network state supervision /NO-CTL Swijching
actionl supervision abstract components will interoperate with a real device which will be
modelled using IEC 61850 modelling concepts @s described in 7.4.1.3.
The NO-MON/NO-CTL abstract components (equivalent of SCADA System) will interoperate
with the Switching device using a communication protocol. See 6.4.5.2.

7.4.1

A sample operation, illustrated in Figure 35, is to switch a circuit breaker. An operato

remot
HMI

comp
break
this IH

com
the p
IED n

B Circuit breaker within-substation with IEC 61850

on t:—T left sideyand the IED “Circuitbreaker1” on the right side are connected to a co

e Human Machine tnterfaces (HMI) wants to remotely switch the circuit breakel

r at a
. The

computer and the\Circuit breaker have to operate together (interoperate). Firsft, the

iter needs to khow what information it has to transmit to the IED representing the

Circuit

br (normally Galled the “process interface”). Secondly, it has also to know the n?‘Lne of

ED (for example “Circuitbreaker1”) and how to address the IED. Both the HMI co

unication network. The HMI sends a control command to the “Circuitbreaker1” to 5
psjtion’ of the breaker (close the breaker). After switching is completed, the inte

puter
mmon
>WitCh
faces

ay\(if configured) send a report to the HMI computer indicating that the switch pg

sition

has changed.

Different users may name the circuit breaker differently: one may use “Circuitbreaker1”,
another may choose “CBK-2". IEC 61850-7-4, based on the approach described in IEC 61850-
5, standardises many abbreviated names for substation functions and related equipment. The
standardised name for a circuit breaker is XCBR. This name may be accompanied by a suffix

and a

prefix: "Q1XCBR1" (for naming conventions, see |IEC 61850-7-2).
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real devices g,
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| Command “Close* >
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computer <

Report (closed
port( ) model of circuit breaker

The r¢lations between parts of the IEC 61850 series to operate a circuit breaker are shd

Figure 36:

KKN)et\wo?‘j
IEC

in a real interface

Figure 35 — Real world devices
wn in
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real controller

.0
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¥
:
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Compatible
logical node classes
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v ¢
IEC 61850-7-2 EC e e T e ;
E  Abstract communicatfon ' (DPC)ant;rcillabIgDE():o.uble Point '
= service interface 61 850-7-3,_(_cc_mjrfgn_ \ _c_aff'____)' _____________ i
= . Common | - status value, stVal (ST), (dchg) [
: I(_;I)glcal Node data classest - qvalty. q g; (qehg) [
: ass - lime stamp, 1
0 Operate 1 -‘control model, ctiModel (CF) H
. Data Class i iainialalniti ity -
K

Operate XCBR1.Pos (on)

XCBR1
[
'.. PO --...-.-unII
"""§"51V/'a| (ST), (dch
q (ST). (qchg
t (ST)
ctiModel (CF)

IEC 61850 Profiling

Report XCBR1.Pos (on) >

Figure 36 — Operate a circuit breaker with IEC 61850

IEC

Figure 37 shows the logical node class XCBR as it is defined in IEC 61850-7-4. There are
several data items defined as being mandatory (M) other data are defined as being optional

A logical node (XCBR) of a device model is specified with a SCL file. By definition, all
mandatory data defined in the class defined in IEC 61850-7-4 are used by the logical node in
the device model.
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IEC 61850-7-4 Compatible LN

XCBR

Basic LN Data
Mod (0)
Beh (M)
Health (0)
NamPIt (0)
Loc (M)
OpCnt (M)

EEHealth  (O)

— 63 -

SA device model LN

XCBR

Basic LN Data
Mod

Beh
== Health
= NamPIt

Loc

—

OpCnt
= EEHealth
- — EEName
Controllable Pata

Details of Pos
see Figure C.2

CBOpCap (O)
POWCap (O)
MaxOpCap (O)

EEName (O) —q4-—--—-——=--—---——=-—-—~ SCL File
Controllable Data XCBR
Fos (M) - - All mandator]
BlkOpn (M) BlkOpn +
BIkCls (M) BlkCls - EEH '\
ChaMotEna (O) =q4================= - — ChaMotEna - EE‘I§X
Metered Data Metered Data - Q{a otEna
SumSwARs (O) -
Status Data Status Data ol

CBOpCap

-~
~~a
-
Il

Figure 37 — SCL for KNs

\
N >
\\ <
Seo
~h

IEC

The JCL needs to list all data to be used in the device model. Three optional data itenjs are
selecfed in the example (EEHealth, EEName, andhChaMotEna).

The §CL also needs to list the optional data attributes of each data selected.

At thegl logical node level, the SCL shalllist the names of the mandatory and optional data. The
SCL for the data requires the list.df) mandatory and optional data attributes as well gs the
initialisation (configuration) values-for several data attributes.

The SCL file in Figure 38 shows which “Pos” optional data attributes are selected. In addition,
the SCL file assigns values.to three data attributes.
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SA device model data

Pos (CDC: DPC) Pos Detail of
status‘ ) o7 AC CO O status' : | SCL File for a
origin _CO_ origin = value :
ctNum ST  AC_CO_O - e
stVal ST M stVal = value
q ST M q = invalid/oldData All mandatory
t ST M t = value s
stSeld ST AC _CO O = f - subEna
substitution substitution - subVal
subEna SV PICS SUBST -} - - = - - - - 4 — [ subEna = value
subVal SV PICS SUBST -} - == === - = - —»| subVal = value
subQ SV PICS SUBST-t---------- —| subQ = value
1blD SV PICS SIIRST =t =—===-———— 4 = subiD =value
confguration, description and extension Com— - ctiModel = quO'With"@ bc.
bulseConfig CF AC_CO_O = - sboTimeout = 5 miry}’ﬂ
ctiModel ~ CF M ctiModel = ,sbo-with-no-sec.” - sboClass = ,operate oncef
sboTimeout CF AC_COO -t---------4 —= | sboTimeout =,5 min“ ( l/v
kboClass CF ACCOO -f---------1 —> |sboClass = ,operate once” '\’ A
d DC O A 7
cdcNs EX AC_DLNDA_M \
cdcName  EX AC_DLNDA M \
HataNs EX AC_DLN_M \

Configured
value

IEC

Figure 38 — SCL POS attribute

The gonfigured values for ctIModel, sboTimeout, and sboClass become effective as so
the rgal device has been configured. The values may be overwritten (if the device
overwriting these values at all) by a service request from a specific client.

on as
allow

7.41.p Communicating in IEC 61850 )with an IEC 61850 Circuit breaker, and withjin a

substation

The ACSI (Abstract communication service interface) defines common utility servicgs for
substation devices. The Operate service from Control Service Model will be used to oierate
the Cjrcuit Breaker. The ACSY provides access to the real data and real devices through a
virtua| image as depicted in Figure 39. A virtual image that represents the real data of dgvices
is mafle visible and ac¢Cessible through ACSI services. A computer may request servicegs, for
example, get data vdlu€es, or may receive spontaneously reported values from the contro]ler.
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B
Q
"
(7]

o

IEC

Figure 39 — ACSI service example

The nmpapping of ACSI services to specific application Jayer messages is beyond the scope of
IEC 6[1850-7-2; this mapping is specified by a specific communication service mgpping
(SCSM) in the IEC 61850-8-x and the IEC 61850-9=~x series.

IEC 6/1850-7-4, IEC 61850-7-3, and IEC 61850-7-2 define abstract information and service
models for the application domain substation."Even so, the IEC 61850 series in general allows
discrdte devices to share data and services. For this to occur, the devices must agree ¢n the
concrete form of the services and data-that will be exchanged.

The form of the service and datalis of no consequence to the transport, network, and media
protogols, i.e. to the lower |ayers of the communication stack and they are invariant| to it.
Convegrsely, the application™~that is sending and receiving data has no real procedure
describing how this is achieved and it is therefore largely invariant of the mechanisms uged.

This geparation of roles is important as it allows many different technologies to be employed
in a relatively transparent manner. As consequence, these lower layers may be exchanged,
for example,

¢ ndtworks‘with different types of physical media may be used;

e morethan one application layer protocol may exist and use the same physical network and
protocols.

Standardised mappings of the abstract services to different communication stacks are defined
in the IEC 61850-8-x and IEC 61850-9-x series, so that common utility functions will be
performed consistently across all field devices independently of the underlying communication
systems.

The mapping of ACSI services to specific application layer messages is described in Figure
40.

EXAMPLE The ACSI service “GetDataSetValues” may have different mappings for different application layers (AL).
For example, a specific AL may support this service directly while another AL provides “Get of single data” only. In
the last case the mapping has to issue several “Get of single data”.
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Application, Layer
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IEC

Figure 40 — Mapping of an ACSI seéryice

Figurg 41 illustrates a model excerpt of XCBR1 representing a real device. The complete
hierarchical model may be mapped, for example, toysMMS applying the SCSM accord|ng to
IEC 6[1850-8-1. As a result, many MMS named variables have to be implemented in a real
servel. The services of the ACSI are mapped to MMS services.

real world
devices

IEC 61850-7-2,
IEC 61850-7-3,

XCBR1.Pos | IEC 61850-7-4
| XCcBR1:Pos.stval | | XCBR1.Pos.ctiModel
; IEC 61850-8-1 SCSM —

I NamedVariable XCBR1 I complex

MNamedVariable XCBEBR13STSPos complex

NIVS
[N dVvariable XCBR1$STSP, tval | simple objects and
ame ariable $ SPos$stVvVa P services
NamedVariable XCBR1$CF$Pos complex

| NamedVariable XCBR1$CF$PosSctiModel | simple

¥
Communication Stack

IEC

Figure 41 — Hierarchical model for a circuit breaker
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Development of information exchange specification

This methodology is used when two parties identify the need for the specification of an
interface to enable information exchange among their business areas to support a function, as
illustrated by Figure 42 (extracted from M490).

Information flows

Function Group with reference to
e.0. SCADA i standard,
] #.¢). IECE1850-T, CIM
scion || '
______________________ JM;”
sonral | o
e '
_____________________ -'_m« ] R sy A |
oy Fiska
==
| I .
Jommunicationflows Syst
withreference to 8.9 $uhat¥:ls¢rl|e -mt:amatian
standard, e &ystem

&.g. IECE1850-8

Ethemat
oy

| s

__LEcowswo, b o
1

.......

Contoreat

Fig

The gompléete® methodology, based on the use case methodology, involve identifying
Exchange
perfofmances, security, reliability, etc.). If an IEC use case already exists, the inforn

and step-by step analysis.

re 42 — SGAM analysis for the function “Monitoring inside the distribution gi

requirements should be

identified (inform

Warksl

IEC
id”

actors
ation,

hation

exchange specification could reuse the use case description and adapt it to its context for a

better function description.

In order to help IEC standard users, IEC has provided a tool. The Mapping Tool allows to
easily and instantly identify the standards that are needed for any part of the Smart Grids —

there is no need to be a standards expert.

It provides reliable and reproducible results — every time — now and in the future. It is cost-
effective and fast — no need to wade through thousands of pages of standards documents.

With this tool users are able to identify any given standard in relation to its role within the

Smart Grids.
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This document is a Reference Architecture document which has been considered as a basis
to feed this tool.

Figure 43 describes the Mapping Tool layout:

©=UseCases | Sysiems Standards | All Systems Login Map View: HeatMap| Normal | @
o Energy Market
Lﬁegimnon)gsememem LMan;ggmam . > e
(G) Intra-center Integratio E Trad
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- _ E Application E Billng
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Power Assel Balance Customer
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(G) Intra-center Integration Bus
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Secondary Network
[Generation

Control

Conditioning Comm AMI
Monitoring Front-End Head End
o o
G

Telecommunication

Meter Data
Concentrator

£

. @ IEC
Fiiu@ 43 - IEC mapping tool
$)

7.6 |Integrating security iq}\eference Architecture

7.6.1| General @ :

A seqgurity architectﬁr,e provides a framework and guidance to implement and operate a

system using th propriate security controls with the goal to maintain the system's quality
attribytes like identiality, integrity, availability, accountability and assurance. It typically
ures,
stem
dering

h dtems.
Moreover, interactions with existing (security) infrastructures also affect overall system
security.

Hence, security in the Reference Architecture addresses both with a different level of detail,
either as part of the IEC 62351 series or as contribution to other standards, e.g., ISO/IEC TR
27019 for example for a power system-specific Information Security Management Standard.

6.5.4 described the scope and target of the different parts of the IEC 62351 series. Two parts
are emphasized here explicitly, as they target guidelines for defining a secure system
architecture:

e |EC TR 62351-10:2012 targets the description of security architecture guidelines for power
systems based on essential security controls. Note that the approach described in Part 10
closely aligns to the NIST IR 7628 defined categories and domains.
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e |[EC TR 62351-12: provides resilience recommendations for engineering/operational
strategies and cyber security techniques that are applied to DER systems.

The definition of a security architecture is typically specific to a set of target use cases and
follows a risk based approach. The risk based approach targets the identification and
definition of security requirements. These in turn build the base to define security counter
measures, which are then used to directly address the identified security requirements.

Subclause 7.6.2 aims to provide an overview of the approach for defining security architecture
as well a list of selected security controls.

Appropriate security controls are typically determined by a risk and threat analysis of the
targef] system based on technical and business related assets. Such a threat and risk anjalysis
specifically targets the communication between different network elements, with respgect to
their gecurity requirements for confidentiality, integrity, and authentication.{lFhe target system
itself may therefore be divided into different security domains, reflecting-the different s¢gcurity
needqg or security levels of the single application domains. To provid€ a profiling o¢f the
securlty controls to the different domains, security policies define thé.mandatory and ogtional
contrgls to be supported, while the enforcement of these security policies is part of the dverall
secur{ty process. Depending on the availability of existing systems) this approach may ndt only
targef] a conceptual assessment but also a practical assessment, both approaches leadjing to
distingt security requirements as shown in Figure 44.

Conceptual Security Assessment Practical Security Assessment

Identification of Assets
What is to be protected?

Discovery
gathering of system information

Threat Analysis - .

Which attacks to consider? i Vulnerability Analysis
Risk Estimation

What are potential damages?

Attack Verification
exploitation of identified vulnerabilities

Counter Measures
technical and/or otganizational

B

Recommendations
for possible counter measures

B

Comprehensive security architecture incl.
secuyrity\management system (regular

applied to the target system during the

review.of-assumptions recommended) to be

Detection of exploitable vulnerabilities and
potential security flaws by hacking attacks.
Provides a snapshot of the current security
state of a system to be considered for build

product definition phase / operate phase (to be repeated regularly)

NG

Common Goal: Increase the security level and the resistance to IT related attacks

IEC

Figure 44 — Security assessment types supporting Security Architecture design

The first step is the identification of information assets and their relation to the system
security based on a given set of use cases. Based on the use cases the data and information
flow is analysed, providing a view on, which components communicates with which other
components and what is the influence of the communicated content to the operation of the
overall power system. Example data to be analysed is provided in Table 6.
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Table 6 — Information assets and their relation to system security

Customer ID and Customer name, identification number, schedule Effects on customer
location data information, location data privacy
Meter readings that allow calculation of the quantity of Effects on system control
electricity consumed or supplied over a time period and and billing
Meter Data -
may be used for controlling energy loads but also for
interactions with an electricity market.
ACLIONS Tequesied DYy ore component Or otner EiTecCts On sysieln std .)Illty
Contlol Commands componer)ts via contrgllcommands. These commands and reliability and alsp
may also include Inquiries, Alarms, Events, and safety
Notifications.
Configuration data (system operational settings and Effect: ’system stapility
security credentials but also thresholds for alarms, task and |I|ty and alsp
Configuration Data schedules, policies, grouping information, etc.)
influence the behaviour of a component and may need
to be updated remotely. <
L
Time is used in records sent to other entities. Phasaor Effects on system corftrol
measurement directly relates to system control actions. (stability and reliability and
Time| Clock Setting Moreover, time is also needed to use tariff information also safety) and billing
optimally. It may also be used in certain security
protocols.
Components need to determine whet Effects on system corftrol
Accebs Control communication partner is entltled&\?end and receive and influences systen
Poli P commands and data. Such pOlIC% ay consist of lists stability, reliability, and
olicles
of permitted communication p rs, their credentials, also safety
and their roles.
Software packages installed in components may be Effects on system stapility
. updated remotely. Updates may be provided by the and reliability and als@
Firmyare, Software, L -
and Drivers utility (e.g., for charge spot firmware), the car safety
manufacturer, or\ahother OEM. Their correctness is
critical for the‘functioning of these components.
—
Utilities or‘other energy providers may inform Effects on customer
Tarifff Data consumers of new or temporary tariffs as a basis for privacy and also
ase decisions. competition
The identification of assets is done based on a use case description, which uses SGAM. The
asset$ to b€ protected can be identified based on the considered SGAM layer. The gssets
listed|in/the’ table above are related to the information layer, which in turn utilizes profocols
defingdhin the |IEC.

7.6.3

Mapping of security to power system domains

IEC 62351-10 contains a mapping of the security domains to the power system domains.
Meanwhile, through the adoption of the SGAM, this definition is split into layers, domains, and

zones as discussed in 6.1.3. Using SGAM,

security requirements and tasks targeting

technical or organizational means can be easily mapped to the SGAM layers, as shown in

Figure 45.
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Determination of security impacton  Definition of business frameworks

i business (e.g., legal frameworks, ! (e.g., SLA) securing the business
Business distinct business driven requirements) : case
Definition of Security
; Information Distribution Security Functional Building Blocks (e.g.,
; Focus on high level
Functional = (e.g. Integrity, Authentication Elements)

security requirements,
most likely covering
both, business assets
as well as system
assets. The assets as System level security
well as the risk impact requirements targeting Security mechanism selection (cipher suites

Confidentiality)

Information

shall be determined interoperability (selected | (e.a.. AES), kev lenath (e.a. 128 bit), policies
based on the use case | secure communication etc.). Derivation of additional security
L description with a threat protocols, e.g., supporting components N
Communication and risk analysis. IEC 62351):

Component level security
Component requirements to secure Selection of secure impleméentation options
implementation (e.g., (e.g., pure SW AHSM support)
secure coding guidelines)

Figure 45 — Security requirements and tasks per SGAM Layer
depending on the abstraction‘layer

As shown, security means are easily distinguished ‘on the different SGAM Ilayers

diversg

requirements, e.g., depending on the utilized processes or protocols. The different IEC

parts
achie

7.6.4

Secur
secur

(3, 4, 5, 6, 7, 8 9, 11) target explicit technical means for security with the g
e an interoperable solution.

Security controls

ty risks. Following the definition in IEC 62351-10 they are categorized into:

i
[High Level of Abstraction Ko Low' >
IE

The

ion into zones and domains will rather lead\to specific realizations of the sdcurity

52351
bal to

ity controls describe specific security counter measures to avoid, counteract or minjimize

e physical controls e.g. fences, doors, locks targeting the definition of a physical sgcurity
pdrimeter;

° pr

awareness and, traihing;

o te

chnologicalsecurity controls necessary for operation e.g. user authentication (login

logical access controls, malware software, security protocols, firewalls.

° Op

erational security controls like state analysis or contingency analysis;

¢ legaland regulatory or compliance controls e.g. privacy laws, policies and clauses.

bcedural controls_e.g. incident response processes, management oversight, sgcurity

) and

Figures 46 and 47 provide examples for each of the categories.
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Secure application communication

hentic

curity Security opt

in protacols

ians

Security options
in protacols

Integrity | Privacy | Confidentiality Access
control

Secure network communication

Security infrastructure components

State
analysis

Dperational security controls

Contingency -
analysis

Firdwall DS/ 1P Robu_stng.ssf Malwa.re
availability Pratection
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Procedural security controls

Coding Incident
guidelines response

Awvareness Audit and
trainings accountability

Personnel
security

Security manage

REAC
honitoring and
logging

Separation ‘
dut
m

V«: b= |

. 7o,
~

Regulatory secur'ﬂ,@p
A

ntrols

Physical security controls

F{Qzlh'e 46 — Security Controls

ment / governance

Credential
managernent

F'atch

man

ty policy
Physical access

control
Fence I Locks I

Tamper resistant HyY

IEC

As stated above, the determGétlon of security controls is done by their capability to address

identi
secur
contrd
of a
relatir]
authe

ied security req
ty levels and t
I. With IEC 62
security

hticati éro

\Q/

uir

ents. This also needs to take into account that there are different

ese security levels may result in different strength of a sqcurity
<3-3 there exists a standard providing a relation between the stiength

m e and an achievable security level.
g to diffe strength of security means, as shown in Figure 47 on the example of user

User Identification

SL1

Four

security levels are deéfined

Protection against casual or
wneidental-violatior

[ sL2]
Ex

Protection against intentional violation

using simple means

Protection against intentional violation

using sophisticated means

Multifactor User
Authenticati

Protection against intentional violation
using sophisticated means with

extended resources

Multifactor User

Authentication for all
control system access

L Example Measu

Unique User Identification

for access
etworks

res

IEC

Figure 47 — Addressing security requirements with security means of different strength

The application of this approach requires typically a two stage process, the determination of
the actual security needs expressed by a target security level. In a second step the selection
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of appropriate security controls coping with the target security level. Here, mechanisms
defined in IEC 62351 can be directly applied as security controls.

Refer also to the bibliography.

8 Main areas of future standardisation work

8.1 General

The Power System Reference Architecture has evolved on a regular basis as described in
Figure—48-

L
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2002 Application of TC5T Standards to a Power System 2007 Reference Architecture 2015 Reference Architecture
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Figure 48 —'RA through time
In 2092, the focus was Substation Autemation and Control Centers.
In 20Q7, the focus was extended-to Entreprise Integration.

In 2016, the security and, telecommunication aspects are part of the Reference Architecture,
and a|strong emphasis_is-given to the methodology approach, using the SGAM interoperpbility
layerq, from use case-requirements down to profile definitions.

8.2 |Increasesstandard usage efficiency through digitalisation

It is |believed that standard usage will increase through digitalisation. A model-driven
engingering) approach has been taken: from UML CIM and IEC 61850 models, IEC standards
are d?rived (profiles, documentation, etc.), which insure more consistency. Use cases, [which
can also be formalized in UML, are managed by Use Case managers, CIM and IEC 61850
UML models are managed by Model Managers.

From models, software artefacts can be generated which facilitate the development process.

8.3 Harmonise data modelling

Harmonised data modelling is already taking place at the IEC level, and CIM and IEC 61850
are following an harmonisation process (see D.9, WG 19 roadmap).

CIM and IEC 61850 are one of the main assets of IEC for the considered area and they fit well
the requirements of their respective markets
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The vision is to reinforce the relevancy of each on its own domain to better support the drivers
defined in introduction such as:

e Pr

eserve backward compatibility

o Facilitate their usage, have seamless processes to manage the different phases of the
lifecycle

o Extend the scope base market requirements

o Offers bridging capabilities while reducing the distance between both

8.4

Other future topics

In the

o [Ex
e Ex
e Rae

9 C

A new
a frar
mode

It is
devel

future it is also expected to:

tend standard application coverage
tend protocol support by use of on the shelves communication technology

inforce and harmonise cyber security everywhere
onclusion

Reference Architecture for power system information exchange is proposed to p
hework for future standards development and for resolation of differences in
s within standards currently under development.

hoped that by providing an overview and moré concrete framework for stan

produ
imple

Furthgrmore, now IEC standards, especially the CIM (IEC 61968 / IEC 61970 / IEC 62

IEC 6
Smart
correq
stake

The R
new s
shoul
needsq

systeE object models. This will in turn lead to ‘greater acceptance of IEC standards i

bpment, more insight will be available to all centributors for the harmonization of

t development and fewer incompatibilities requiring custom adapters and gatewa
enting new computer systems and network for power system control.

2746) and IEC 61850 standards, have been recognized as pillars for realization

Grid objectives of interoperability and device management, it is imperative
t understanding of these:standards and their application be made available to t
nolders and all other interested parties involved in implementing the Smart Grid.

tandards are developed and existing standards are modified. As a result, this
|l be treatedlas a living document, wherein future editions of this document W

d to reflectthe latest new developments as well the results of harmonization efforts

ovide
bbject

dards
bower
N new
ys for

325/
of the
hat a
e key

eference ArchiteCture for power system information exchange is constantly evolving as

report
ill be

p.
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Annex A
(informative)

SGAM Layer description

Figure A.1 shows a SGAM layer description.

Layer

Description

Business

The business layer represents the business view on the information exchange related

To smart gnds. SGAM can be used 1o map regulatory and econamic [market)

structures (using harmonized roles and responsibilities) and policies, business)madels
and use cases, business portfolios (products & services) of market parties involved,
Also business capabilities, use cases and business processes can be represented jn

this layer.

Function

The function layer describes system use cases, functions and serviees including th
relationships from an architectural viewpoint. The functions are-represented
independent from actors and physical implementations in applications, systems an

components. The functions are derived by extracting the dse case functionality thaf

independent from actors.

Bir

i

5

Infgrmation

The information layer describes the information thatus being used and exchanged
between functions, services and components. Itcontains information objects and th
underlying canonical data models. These information objects and canonical data
models represent the common semantics fonfunctions and services in order to allo
an interoperable information exchange via communication means.

[17]

Communication

The emphasis of the communication\layer is to describe protocols and mechanismg
for the interoperable exchange pfdnformation between components in the context d
the underlying use case, function or service and related information objects or data
models.

Component

The emphasis of the component layer is the physical distribution of all participating
components in the Somart grid context. This includes system & device actors, power
system equipment(typically located at process and field level), protection and tele-

control deviees) network infrastructure (wired / wireless communication connectiong,

routers, switches, servers) and any kind of computers.

Figure A.1 — SGAM layer description

IEC
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Annex B
(informative)

Elements examples

Example of control centre distribution systems

IEC TR 62357-1:2016 © IEC 2016

Figure B.1 represents typical network operation systems, and their relationships with other
typical distribution systems:

WMS

[Part 5 — Operational
Planning
Part 6 — Maintenance &

Construction]

MWM

[Part 6 — Maintenance &

Construction]

Enterprise
Applications

CIS

[Part 8 — Customer
Support]

—

AMI/MDM

[Part 9 — Meter Reading

& Control]
N

Enterprise
Integration
Infrastructure
(e.g. ESB, SOA, ...)

IEC 61968-3 Messages

Messages defined by IEC
61968-3 and based upon
IEC CIM, conveyed using
a variety of integration
technologies

SCADA

N

N

Advance@MS

\$\

)
Q}ontrol Center Applications
pp

P —
N |
N
DMS p
S— 8
( ?
NE
OoMS ) g
=
o
m

N L

Proprietary

Communication,
Infrastructures

RTU

61850

/
T

Messages defined by

IED

relevant standards or
vendors. May use a wide
variety of communication
technologies

The 9

sub-fu

*Note, that depending on the
system configuration, these can
also be proprietary interfaces
(E.g. a system that covers DMS
and SCADA in one product).

IEC

Figure' B.1 — Example of control centre distribution system
and relationships with other typical distribution systems

mart<Grids component, the ADMS system, is based on DMS, OMS, and SCALIL
abstrgct components. These abstract components are grouped by the business function
nctions of the IRM and support one or more interfaces defined in CIM-based stand

DA as
s and

ards.

B.2

Example of a system, the case of network model management system

The term ‘network model management’ (NMM), refers to all data management activities for all
types of analysis that require network models (power flow, state estimator, contingency
analysis, short circuit, dynamics, transients, etc.) and all situations that require network
analysis (operations, operations planning, long-term planning).

Figure B.2 illustrates this kind of system and how NMM is expected to relate to other systems
involved in network model management:
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External Sources

Internal External
Enterprise Data Madel Model Outages Network Cases
Sources
Plans Process Group B!
Exchange with External
Substation As- Entities Validation Cases
H Process Group
uilt l N
(€3 P
Line Impedance Network Model VEEH

Calculation Manager validation Import/Export
»| Processes Cases

Line Rating Physical Network
Calculation Model EMS

P Gl p "
— A As-Built | As-Built Process Group Network Model
Circuit A Lt LlExt I

JHliH

Description Thternal Input 5
to the NMM Exporting Base

Transformer Plans Plans Cases for
Data Internal | External Operations
and Planning

Generator data . : Studies Planning
_ Chiccice Sy Base Casas

Case Parts

Y

Y

Qutage Studies

[

Pracess Group Protegtion
t E: » Model
Outages Input from [

Cases

Substation Load
History

IEC

Figure B.2 — Network Model Management and other involved systems

The NMM In this diagram, the light green shaded boxes identify existing sources gof and
destinations for network model information:

e Enterprise data sources represent information from host system operator systems th

th

e original source for parts of the data required in network models.

o External sources represent information.in 'systems outside the host system operator
as| other system operators or neighliouring utilities, from which the system operatqr can
gdt models of neighbouring grid tefrritory and to which the system operator must gupply

m

bdels of itself.

o Negtwork cases are analytical,;'’cases managed within network analysis systems su
EMS or planning or protection applications.

B.3

There
mode
opera
of va
physi
‘case’
or sta

Example of a,power flow component

ues/for the network variables (primarily flows and voltages) that satisfy the la
s{at-one instant in time. Together, the input and output make up a case — w

te estimator for one instant in time.

at are

such

ch as

are two basic-aspects of input to any power flow study: the first is the physical ngtwork
(the configuration of equipment and connectivity) and the second is a steady-stdte (or
fing) hypothesis for the study (the operating condition to be studied). The output is| a set

s of
ere a
r flow

Figure B.3 shows the specific components that make up a case, as defined by CIM standards.
In the diagram, rounded-corner rectangles are used to represent sets of data and square-

corne

r rectangles are used for processes.
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- Equipment

- Containment

- Connectivity

- Controls

- SIPS

- Equipment Rating
- Normal operations
- Energy allocation

SSH
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NMM Workspace
Dataset Types

)
TP

- Status
- Switch status
In Service
Branch end
Tap positions
Control settings
- Voltage regulation
- Flow regulation
- SIPS
- Monitoring

A 4

- TopologyNodes

- association to
conducting equipment
S E—
——\
sV

h 4

- Operating limits
- Other

- Energy Injections
- Bulk generation
- Solar
- Wind
- Storage
- Traditional Load
-DR
- etc,

—

A 4

Topology &

Network Solution f—p{ - BusVoltage

Algorithm

Energized State
- Island Topology

- Bus Injections
- Terminal flows
- Controls

- Violations

—

IEC

Figure B.3 — Parts of a CIM network case

atic distribution network maodel

omponents outlined in blue contain the~physical network model data. They inclug
ng kinds of network model parts:

D (IEC 61970-452 CIM static transmission network model profile, IEC 61968-13
profile) —

Describes the steady-state ele

e the

CIM
ctrical
jether

used.

bnly if

SSH — Describes the input data that defines the steady-state hypothesis. This includes

device status, load and generation, control settings, operating limits, etc.

TP (subset of IEC 61970-452) — Describes the topology that results from processing
closed switching devices into traditional power flow ‘buses’.

SV (IEC 61970-456 Solved power state profiles) — Describes the state variables that are
produced by the network analysis solution algorithm.

Under preparation. Stage at the time of publication: IEC/PWI 61970-457:2016.
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CcA

Annex C
(informative)

Relationship examples

General

Reference Architecture relationships allow communication between elements.

ed to the integration bus via one of the standard interfaces. In_a similar fashion, S

ACSI| Adapter to be compliant with the CIM and the same service interface. S
rom an existing SCADA system that uses the IEC 60870-5 standards, IEEE

e on SCADA data, including data repositories or historical information systems, n

these
either
\SE.2

r to be compliant with the IEC 61970 CIM. More specifically, it is transformed to cpmply
he SCADA interface defined as part of the EMS-API standards.  This data ig then

CADA

eceived via IEC 61850 ACSI links from either substation or field devices is transformed

CADA
1815,

, or some proprietary RTU protocol is transformed by @ custom SCADA System Adapter

rvices

5 that
ed to

signed to support only a single interface, the IEC 61970 EMS-API SCADA interfajce, to

e to be integrated into a system framework.
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<+— 60870-6 «— 61850 <«— Proprietary

Database TASE.2 ACSI SO

Adapter Adapter Adapter

Database
Adajpter

System
Adapter

Bus Connector

Bus Connector

Integration Bus

IEC

Figure C.1 — SCADA data interfaces

representations in an EMS databaseor from industry standard representations in a His{orical

Figwj C.1 also illustrates the use of database adapters to transform data from propijietary
Information System to the CIM .representation for access via the integration bus.

C.3 | Example of a Message Exchange

Figurg¢ C.2 attempts™to provide an overview of the IEC 61968-100 scope, where IEC $1968
compliant messages are conveyed using web services or JMS. Through the use of anp ESB
integrption layer the initiator of an information exchange could use web services, whefe the
receier could-use JMS, and vice versa. The integration layer also provides support for ¢ne to
many|infofmation exchanges using publish/subscribe integration patterns and key functignality
such fs delivery guarantees.
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WS - Direct Interaction w/o Integration Layer

At th
comp
be de
of the
integr

Adapter, Subscriber (an Event Listener)..End use application level use cases use IRM s
actorg.

IEC 6
Proto

formalized by the IETF in 2004. Figure C.3 represents an XMPP architecture, where d

conng

Web Service Web Service
Client Service
ws_ ws
Client or Server ESB L Client or Server
using another 777 ) e using another
integration Integ ration integration
technology Layer technology

(1/\)
JMS VS N
P —_— /\/
Application (ﬁgication
using JMS (- dsing JMS

fremey

JMS — Direct integration using a JMS server

IEC

Figure C.2 — IEC 61968 associated communication technologies

b Enterprise domain level, several use cases related to the interactions be
bnents within a set of systems cooperating tosupport a set of business processeg
scribed. It is important to note that the use cases can be described from the persp
integration of systems, or be end use.@pplication-level use cases. In the cont
ation of systems, the actors for the use“cases include the following: Client, Server,

1968-100 will be extended\to take into account Extensible Messaging and Pre
ol (XMPP), which is used-for real time communication of XML data. This standar

ct to XMPP servers!

ween
s can
bctive
ext of
ESB,
ystem

sence
d was
lients
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Figure C.3 — XMPP architectute concept
In thg context of SmartGrid, XMPP can be used\.as transport for communication befween

markgt operators, grid operators, utilities, service providers and resources as illustrajed in
Figure C.4:
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Figure C.4 — Usé of XMPP example
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Annex D
(informative)

TC 57 standards descriptions and roadmaps

D.1 TC 57 Working Group 03

WG 03 - Telecontrol protocols

Mission & Scope Organization & major activities
. The task of WG 03 is to standardize telecontrol Py Maintenance r‘yr‘ln of |EC 60870-5 nnmranion
pfotocols with high integrity, high reliability and standards and conformance test cases acgepted
appropriate security by NCs (57/1473/DC, 57/1491/INF)
e Telecontrol protocols defined by WG 03 apply to | ¢ Amendment 1 for IEC 60870-5-101 ~Ed.2| and
tglecontrol equipment and systems controlling IEC TS 60870-5-601 Ed.2 published
widespread rocesses  usin wide area
JA R i Ab el (serial ?P_based) « Amendment 1 for IEC 60870-5-104 Ed.2 anfi IEC
’ TS 60870-5-604 Ed.2 published
Roadmap @l/
2014 2015 2016
Reledse: Release:
e |EC 60870-5-101/-104 Ed.2 e |EC TS 60870-5-601/-604/Ed.2

IEC 60870-5-601/-604 Ed.1
FDIS of Amendments

Correftion of Ambiguities between

IEC 6P870-5-101/-104 Ed.2 and IEC TS 60870-5-601/-604 Ed.2
IEC T[S 60870-5-601/-604 Ed.1

CDV ¢f Amendments . IEC 60870-6-503

cDTH of e IEC®0870-6-702

IEC TJS 60870-5-601 Ed. 2 and

IEC TS 60870-5-604 Ed. 2 + |BC 60870-6-802
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D.2 TC 57 Working Group 10

D.2.1 General

— 85 —

WG 10 — Power system IED communication and associated data models

Mission & Scope Organization & major activities
e WG 10 is developing standards and technical | ¢ Improve and extend IEC 61850 for the usage in
reports related to the communication and data substation automation
models of Power System [EDs e Support other domains using IEC 61850 by
e WG 10 is responsible for the generic aspects of improving and extending the basic concepts as
IEC 61850 and coordinates with other WGs that needed
are developing domain specific data models i . .

L mmmprove e staludard 10 1acllitdale €d4dsy I1T1ey dtlon
of  multivendor systems based _omy| the
standardized data models and the .engingering
language

Roadmap A ,'\
2014 2015 2016
Data Models in UML/XML Technical reports / specifications Technicalreports / specificatigns
e  Fpr maintenance e Guidelines for modelling | ¢  Afarm handling
e \Web based access applications (DTR) e Standardized Function Sub

e Logic modelling function names for SCL

e Fprtools
e Commissioning testing (DTR) System management

e FACTS (DTR) e Mapping Modbus
e Mapping DLMS

auto-generated
Technical reports

e  (ondition monitoring (DTR)
o WAN Engineering guidelines

(OTR)
D.2.2 IEC 61850 standard overview
Figure D.1 describes the IEC 61850 stanhdard series:
| O Introduction Part-1 |
| A Glossary Part-2 |
| General ng\}rements Part-3 System & Project Management Part-4 |
. . . Domain Specific
C " [Application Guide App“caﬂon%uides
@ @ Part-7-5 Part-7-5XX
T Compatible LN Domain specific LN 5 O T
[ ( )E - and DO classes and DO classes T'QU E @ z g s 083' § %
:% & { Part-7-4 Part-7-4XX ||58L||?=§||x = §
= -
= 3% | Common Data Classes Part-7-3 | = E a {:EJ = Ll = g
b oo o oo ||g0on
= BasietadelsdTroesAbstrat Servees Part-7-21 L0 = =
o Vapping on Networlf| Sampled Values
\_ Part-8-X Part-9-X

o

Product Implementations

|t t 1

Conformance Testing Part-1
Figure D.1 — IEC 61850 standard series

<=

Communication Reguire

=

IEC

IEC TR 61850-1 gives an introduction and overview of the IEC 61850 standard series,
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IEC TS 61850-2 contains the glossary of specific terminology and definitions used in the
context of power utility automation systems within the various parts of the standard,

IEC 61850-3 specifies the general requirements of the communication network with regard
to the quality requirements, environmental conditions and auxiliary services,

IEC 61850-4 pertain to the system and project management with respect to the
engineering process, the life cycle of the SAS and the quality assurance from the
development stage to the discontinuation and decommissioning of the SAS,

IEC 61850-5 specifies the communication requirements of the functions being performed
in systems for power utility automation and to device models. All known functions and their
communication requirements are identified,

IEC 61850-6 specifies a file format for describing communication related| IED
configurations and IED parameters, communication system configurations, .switdhyard
(fynction) structures, and the relations between them. The main purpose of the)formgt is to
exchange IED capability descriptions, and system level descriptions betweén ‘engingering
topls of different manufacturers in a compatible way. The defined ,language is SCL
Mapping specific extensions or usage rules may be required in the apprnapriate parts,

IEC 61850-7-1 defines the basic principles and modelling methods,

IEC 61850-7-2 provides the services to exchange information for the different kinds of
fupctions (for example, control, report, get and set, etc.) — how to exchange informatjon,

IEC 61850-7-3 has a list of commonly used information\(for example, for double| point
control, 3-phase measure and value, etc.) — what the comymon basic information is,

IEC 61850-7-4 defines specific information models_fer. substation automation functions (for
exfample, breaker with status of breaker positiongsettings for a protection function, ¢tc.) —
what is modelled and could be exchanged. QOther domain specific information nodels
within the scope of IEC technical committee 5F.are defined in the IED 61850-7-4xx segries,

IEC TR 61850-7-5 defines the usage of~information models for substation automation
applications. It gives clear examples 'on how to apply LNs and data defined in
IEC 61850-7-4 for different substatiorr;applications. The examples cover applicationg from
monitoring function to protection-~bhlocking schemes. Other domain-specific application
gdides which are within the scope of IEC technical committee 57 are defined in the
IE[C 61850-7-5xx series15. Examples are Hydropower and Distributed Energy Resqurces
dgmains,

IEC 61850-8-1 defines the concrete means to communicate the information between IEDs
(fgr example, the application layer, the encoding, etc.) — how to serialise the information
ddring the exchange,

IEC 61850-9-2and particularly the subset 9-2LE described in the “Implemenrtation
Guideline for_Digital Interface to Instrument Transformers using IEC 618509-2" Qy the
UCAIlug, defines the concrete means to communicate sampled values between sgnsors
and IEDs:

E.g. IEC 61850-7-500, IEC TR 61850-7-510, IEC 61850-7-520, and so on.
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D.3 TC 57 Working Group 13

D.3.1 General

WG 13 - Energy Management Systems Application Program Interfaces (EMS API)

Mission & Scope Organization & major activities

e CIM UML issue resolution

e NWIPs: IEC 61970-302 and -457 Dynamic Model Exchange and -
451 — SCADA Data Exchange

e |EC 61970-301 — CIM Base, sixth edition finalized based on
CIM16

e |EC 61970-452 — CPSM, edition 2 and Edition 3 (CDV in
preparation for CIM15 and CIM16 respectively

e |EC 61970-456 - Solved power system state’ profiles:
Amendment 1 to Ed. 1 published

e |EC 61970-555 — CIM/E: published
e |EC 61970-556 — CIM/G: published

e |EC 61968-13 Ed. 2 Common Distribution Power System
Profiles 16

e CIM Users Group
e liaison with ENTSO-E

.\
Roadmap , O
2014 2015 2016

Publighed IEC 61968-13|Ed 2
e |EC61970-301 — CIM base, Ed 5 based on CIM15

. IEC 61970-452 — CIM static transmission network model profiles, Ed
1

e |EC 61970-453 — CIM diagram layout profile, Ed. 2
e |EC 61970-456 — Solved power system stdte profiles, Ed. 1
e |FC 61970-552 — CIM XML Model Exchange Format, Ed. 1

ncludes file header specification

D.3.2 IEC 61970 standard overview

Figurg D.2 describes'the IEC 61970 (Working Group 13) series:

16 61968-13:- is managed by Working Group 13.
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IEC Concept of IEC 61970 parts
== Energy managementsystem application program Interface (EMS-API)

Guidelines and General Requirements 61970-1 {s)
Glossary 61970-2 {s)
Commaon Information Model (CIM) base CIMfor Dynamics E

61970 301 @ 61970 302
- g

PR i = L
OO ST AT TOST oo S T Ot T T T e N e Ot I

61970 401

CIM Static transmission network model profiles
61970 452 @

Diagram lavout profile
61970 453 @
Solved power system state profiles
61970 456 @
Dynamic Profiles
61970457 @
Common information model (CIM) extension
to generation

61970458 Cew)

Common Information Model
Resource Description Framework
(CIM RDF) schema

61970 501 @
CIM XML Model Exchange Format
61970 552
@ IEC

Figure D.2 — |JEC 61970 standard series
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D.4 TC 57 Working Group 14

D.4.1 General

WG 14 — System Interfaces or Distribution Management

Mission & Scope Organization & major activities

e The IEC 61968 series is intended to facilitate inter- | g 14 Organizes Its Work Around the IEC 61968-1
application integration of the various distributed | |nterface Reference Model (IRM)

software application systems supporting the
management of utility electrical distribution | WG 14 Teams:

networks within a utility’'s enterprise systems | 4 |EC 61968-1 Architecture and General
environment. Requirements

e The IEC 61968 series of standards supports this | 4 |EC 61968-2 Glossary
integration by:
. . . e |EC 61968-3 Network Operations
—| developing information exchange standards

using the Common Information Model (CIM), | ¢ IEC 61968-4 Records and Asset Managemenpt

normative message structures, additional . .
normative pa?’ameters informative | ° IEC 61968-5 Operational Planning and
’ Optimization

recommendations and examples.
e |EC 61968-6 Maintenance|and Construction
e |EC 61968-7 Network Extension Planning
e |EC 61968-8 Customer Support
e |EC 61968-9'Meter Reading and Control
e |EC 61968-11 CIM Extensions for Distribution

e |EC 61968-13 Ed. 1 CIM RDF Model Exchange
Format for Distribution

o . |[EC 61968-14 MultiSpeak — CIM Harmonizatjon
s )»'IEC 61968-100 Implementation Profiles
e |EC 61968-102 EXI for IEC 61968 XML Mesgages
e |EC 61968-103 Working Practices Style Guide

e |EC 61968-900 Guidance for implementation of
IEC 61968-9

e Use Cases Ongoing Collaboration

‘\C)“ Roadmap
~
2014 2015 2016
Submijitted: To be submitted to IEC: To be reviewed by WG 14:
e |FC 61968-8 Customer_ Support | ¢ |EC 61968-2 Glossary 3rd | ¢ IEC 61968-4 Records | and
. Fbis edition MCR Asset Management 2nd efdition
| . e« |EC61968-3 Network | e |EC 61968-13 CIM RDF Model
© IRC 61968_1.4 _Mult|Speak - Operations CDV 2nd edition Exchange Format for
dIM Harmanization Distribution
e |EC 61968-5 Operational

e |EC 61968-900 Guidance for ; imizati
implementation of IEC 61968-9 Ranning and - Opfimization

L IEC 0 1Y006-1TUZ EAI 107
IEC 61968 XML Messages

e |EC 61968-103 61968 Working
Practices Style Guide

D.4.2 IEC 61968 standard overview

Figure D.3 describes the IEC 61968 (Working Group 14) series:
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Figure D.3 — IEC 61968 standard series
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