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FOREWORD

he International Electrotechnical Commission (IEC) is a worldwide organization for standardization,compr
Il national electrotechnical committees (IEC National Committees). The object of IEC is to promoté internat
po-operation on all questions concerning standardization in the electrical and electronic fieldsy To this end
addition to other activities, IEC publishes International Standards, Technical Specificationsy Technical Req
ublicly Available Specifications (PAS) and Guides (hereafter referred to as "IEC "Rublication(s)").
reparation is entrusted to technical committees; any IEC National Committee interested_in the subject dealf
ay participate in this preparatory work. International, governmental and non-goverpmental organizations lia|
ith the IEC also participate in this preparation. IEC collaborates closely with thénternational Organizatio
tandardization (ISO) in accordance with conditions determined by agreement’between the two organizatio

he formal decisions or agreements of IEC on technical matters express, as hearly as possible, an internat
bonsensus of opinion on the relevant subjects since each technical, dommittee has representation fro
terested IEC National Committees.

FC Publications have the form of recommendations for internatiohal use and are accepted by IEC Nat
ommittees in that sense. While all reasonable efforts are made“to ensure that the technical content of
ublications is accurate, IEC cannot be held responsible for the way in which they are used or for
isinterpretation by any end user.

order to promote international uniformity, IEC Natignal' Committees undertake to apply IEC Publica
ansparently to the maximum extent possible in their natienal and regional publications. Any divergence bet
ny IEC Publication and the corresponding national or regional publication shall be clearly indicated in the |

EC itself does not provide any attestation of eonformity. Independent certification bodies provide confo
sessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible fo
rvices carried out by independent certification bodies.

Il users should ensure that they have the-latest edition of this publication.

o liability shall attach to IEC or its ‘directors, employees, servants or agents including individual experts
embers of its technical committees~and IEC National Committees for any personal injury, property dama
ther damage of any nature _whatsoever, whether direct or indirect, or for costs (including legal fees)
xpenses arising out of the\ publication, use of, or reliance upon, this IEC Publication or any other
ublications.

ttention is drawn to the-Normative references cited in this publication. Use of the referenced publicatio
dispensable for the ‘correct application of this publication.

ttention is drawn.tothe possibility that some of the elements of this IEC Publication may be the subject of p
ghts. IEC shalknot be held responsible for identifying any or all such patent rights.
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agement and associated information exchange. It is a Technical Report.
text of this Technical Report is based on the following documents:.
DTR Report on voting
57/2255/DTR 57/2337/RVDTR

Full information on the voting for its approval can be found in the report on voting indicated in
the above table.

The

language used for the development of this Technical Report is English.
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This document was drafted in accordance with ISO/IEC Directives, Part 2, and developed in
accordance with ISO/IEC Directives, Part 1 and ISO/IEC Directives, IEC Supplement, available
at www.iec.ch/members_experts/refdocs. The main document types developed by IEC are
described in greater detail at www.iec.ch/standardsdev/publications.

A list of all parts of the IEC 62351 series, under the general title: Power systems management
and associated information exchange — Data and communications security, can be found on the
IEC website.

The committee has decided that the contents of this document will remain unchanged until the

t HIHY ot H H Fpn | +lo L= oot pu | Lot H | P +lo alat laotaodl it th
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specific document. At this date, the document will be

e freconfirmed,
e Wwithdrawn,
e freplaced by a revised edition, or

e amended.

IMPORTANT - The 'colour inside' logo on the cover page of-this publication indicates that it
coptains colours which are considered to be useful for‘the correct understanding of |its
coptents. Users should therefore print this document using a colour printer.
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POWER SYSTEMS MANAGEMENT AND ASSOCIATED INFORMATION
EXCHANGE — DATA AND COMMUNICATIONS SECURITY -

Part 90-3: Guidelines for network and system management

Scope

part of IEC 62351, which is a technical report, provides guidelines for efficiently hand
IT and OT data in terms of their monitoring, classification and correlations on_ther
Lice any possible useful outcomes about the state of the power system.

convergence of information technologies (IT) and operational technologies (OT) refer
ntegration of the systems, processes and data associated with the domains of IT and
document provides guidelines for a comprehensive security moditering for power
ponents based on IT/OT convergent systems. The emphasis is abput'the development
hodology and a set of recommendations for utility operators te”huild a general monito

network management, traffic inspection, and system activity readings. As such, the monito

fra}ework based on the analysis of the data collected from different IT and OT systems thro

framework that this document introduces relies on the integtation of management and log

info
datas
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the
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fmation obtained using IEC 62351-7 and IEC 62351-14 respectively. Further systems

sources from IT and OT would be considered such~as the data obtained, for insta
ugh the IT network management using the Simplé Network Management Protocol (SNN
passive network monitoring, and the functionakcharacterization of control and automa
esses.

document's recommendations includefhe implementation of data collection, filtering
elation mechanisms. The development of data analytics algorithms is out of the scop
document and would be left to utility operators and owners. Finally, applications of
eral monitoring framework guidelines and recommendations are provided for different pg
environments, namely for IEC-61850 substations and for Distributed Energy Resou
R) systems.

Normative references

stitutes requirements of this document. For dated references, only the edition cited app
undated<seferences, the latest edition of the referenced document (including
ndments)applies.

18,62351-1, Power systems management and associated information exchange — [l
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following documents are referred to in the text in such a way that some or all of their content
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Introduction to security issues

y_

IEC TS 62351-2, Power systems management and associated information exchange — Data

and

communications security — Part 2: Glossary of terms

IEC 62351-3, Power systems management and associated information exchange — Data and
communications security — Part 3: Communication network and system security — Profiles
including TCP/IP

IEC 62351-4, Power systems management and associated information exchange — Data and
communications security — Part 4: Profiles including MMS and derivatives


https://iecnorm.com/api/?name=427027a4d8c940d69a3623432efdc778

-6 - IEC TR 62351-90-3:2021 © IEC 2
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IEC TS 62351-5, Power systems management and associated information exchange — Data

and

communications security — Part 5: Security for IEC 60870-5 and derivatives

IEC 62351-6, Power systems management and associated information exchange — Data and

com

munications security — Part 6: Security for IEC 61850

IEC 62351-7, Power systems management and associated information exchange — Data and
communications security — Part 7: Network and System Management (NSM) data object models

IEC TS 62351-14, Power systems management and associated information exchange — Data

and|communications security — Part 14: Cyber Security Event Logging"

IEC|TR 62351-90-2, Power systems management and associated information exchange — Data
and|communications security — Part 90-2: Deep packet inspection of encrypted communicatjons
IEC| TR 61850-90-4, Communication networks and systems for power utility automatign —
Part 90-4: Network engineering guidelines

IEC|60870-5-101, Telecontrol equipment and systems — Part 5-104; Transmission protocgls —
Companion standard for basic telecontrol tasks

IEC|60870-5-104, Telecontrol equipment and systems — Part{5-104: Transmission protocgls —
Network access for IEC 60870-5-101 using standard transport profiles

IEEE 1815-2012, |IEEE Standard for Electric Power Systems Communications-Distribyited
Network Protocol (DNP3)

3 [Terms and definitions

For|the purposes of this document, the terms and definitions given in IEC TS 62351-2 |[and
IEC|62351-7 apply.

ISO[and IEC maintain terminological databases for use in standardization at the following
addfesses:

o |EC Electropedia;.available at http://www.electropedia.org/

e |SO Online browsing platform: available at http://www.iso.org/obp

4 |Abbreviated terms and acronyms

Addfitional abbreviated terms and acronyms are given in [IEC TS 62351-2.

ASNTT Abstract Syntax Notation One

DER Distributed Energy Resource

DTLS Datagram Transport Layer Security

DPI Deep Packet Inspection

GIS Geographical Information System

HMI Human Machine Interface

ICS Industrial Control System

IED Intelligent Electronic Device

T Under preparation. Stage at the time of publication: IEC TS/PCC 62351-14:2021.
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KDC Key Distribution Center

MIB Management Information Base

MMS Manufacturing Message Specification

NSM Network and System Management

NTS Network Time Security

OID Object IDentifier

PCI Protocol Control Information

PLC Programmable Logic Controller

PDU Protocol Data Unit

RTU Remote Terminal Unit

SCADA Supervisory Control And Data Acquisition
SIEM Security Information and Event Management
SMI Structure of Management Information

SNMP Simple Network Management Protocol

SOC Security Operation Center

TLY Transport Layer Security

TSM Transport Security Model

UML Unified Modelling Language

USW User-based Security Model

5 |Information collection, filtering and processing
5.1| IT/OT elements

Converging IT/OT networks in a powerigrid include a wide range of components that allow

the

conpection of systems together and~communication in a local or wide area network. A brief

ovefview of the elements is:

EDs, PLCs and RTUs —eguipment connected with field sensors and actuators and abl
coordinate with other elements through Ethernet and other means. These elements
pbrotocols like IEC 60870-5-104/101 or IEEE 1815-2012 (protected with IEC 6235
EC 62351-5), I|EC61850-8-1 and IEC 61850-8-2 (protected with IEC 62351

brotocols for configuration and diagnostics.

Substatiendcontrollers — are used within Substation Automation Systems to implement
butomate-controls, communication and monitoring. Also, these elements can use a va
bf protocols like the ones mentioned above for IEDs, PLCs and RTUs.

e to
use
1-3,
-4),

EC 61850-8-1(and IEC 61850-9-2 (protected with |IEC 62351-6), and other proprigtary

and
iety

Catéways — implemented either as a software function or hardware, allow to con

hect

elements in the network at application level, allowing a finer-grained segregation and/or a
change of communication protocol.

HMIs — equipment dedicated for human interaction, often purpose-built computers with

touchscreens and software able to interact with the IEDs, PLCs and RTUs to understand
the status of the system or change it using the protocols listed above.

Computers and servers — more classical IT equipment with software able to interact with

IEDs and similar devices. Many different kinds of protocols are used by these equipments,
that can include standard protocols to interact with IEDs, PLCs and RTUs but also other
standard and proprietary protocols to interact with other parts of the system.

Switches, routers and firewalls — networking gear used to interconnect end systems together

in an efficient and secure manner. These equipments support and can interact with a wide
range of protocols like SSH, SNMP, Syslog, etc.


https://iecnorm.com/api/?name=427027a4d8c940d69a3623432efdc778

-8 - IEC TR 62351-90-3:2021 © IEC 2021

e VPN tunnels — generally composed of several sub-elements, can be implemented as
software functions of other network elements like firewalls. They play an important role in
IT/OT networks as they allow to interconnect different systems in a secure manner. From
the other side, they are a critical part of the system as they may allow access to otherwise
segregated networks.

Moreover, the way these components are provisioned and maintained is evolving. Virtualization
for example has become a well-accepted tool also in OT systems to provide a reliable and
flexible virtual version of most of the components above. Cloud computing on the other side is
an established IT way to deploy services and systems and is becoming an emerging IT/OT
integration technical mean that needs to be considered for the purposes of this document.

5.2| Network and system monitoring tools
5.2 SNMP monitoring agents

IEDp and also networking equipment implement SNMP mechanisms that aré’/available tdday
and|will arrive/are arriving (IEC 62351-7) — SNMPv2c (most common) SNMPwv1 (less commjon),
SNMPv3 (more advanced and closer to IEC 62351-7).

It is| interesting to note that network equipment come with both stahdard and vendor-spe ific
MIBs that are well supported and accepted in the industry and. provide a common sqt of
infofmation about generic health status of devices. In addition 'to)these, the monitoring objgects
defined in IEC 62351-7 allow OT-specific information to, b&/collected, thus allowing begtter
confrol of the health and operational status of IEDs and similar devices.

The| key takeaway is that SNMP is well-accepted and broadly implemented. It's important to
remember that there are many MIBs, many versions*and there is a need for some smart SNMP
Manager able to support different versions and.configurations (e.g. v2c, v3 with USM or TEM,
etc)|to normalize data and hide complexities (bhackward compatibility).

5.2 IDS/IPS probes

Intriision Detection Systems (IDS), and Intrusion Prevention Systems (IPS) are aimed at
monitoring network communication-packets and detecting any packet that is somehow forgign
in g particular network. In such a case, the IDS will send an alert to a SIEM, leading|the
operators to execute appropriate actions following the intrusion detection and the identificdtion
of the vulnerability that js‘being exploited.

The|substantial difference between IDS and IPS is that the first are aimed only to detect posgible
events informingwother systems of the occurrence while IPS will also provide a possible direct
reagtion agains the detected threat (i.e. dropping a malicious connection). The choice between
IDS|and IP8 should be dictated by either the need of a complete assurance of not affedting
operation<(lDS) or the desire to have some form of inline protection (IPS), at the codt of
intrgducing delays due tue the fact that the packet need to pass its control logic and lack of
complété control over network operation as detection techniques are subject to false positiyes.

Even if classical IDS/IPS systems are physical entities collecting traffic from
switch/bridge/router mirror ports, the IDS/IPS function is often available in some other network
devices (i.e. firewall or routers) or end systems as well.

The less disruptive passive observation techniques (i.e. requiring no modifications to the
system, communication stack, or application) require only the addition of dedicated network-
based IDS devices without any modification to the existing equipment, thus making these
security upgrades easier and less expensive to implement. For this reason, passive IDSs are
the preferred approach when considering systems and equipment which are already installed
in a much consolidated way.
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IDS and IPS work using a "signature-based attack detection" approach through a pattern or
behavioural recognition logic. This approach does not require accessing the semantics of traffic
payload but IDS/IPS are able to detect the most of already known network attacks. These
probes need of course a constant signature update process in order to keep the best possible
detection capabilities. Anomaly-based approaches on the contrary permit to detect even
unknown attacks after a learning phase, by highlighting baseline deviations — this approach
allows the prevention of new attacks to be unnoticed but need further analysis by the user to
understand how the deviation may affect the monitored systems. Modern IDS/IPS probes often
combine both approaches.

impprtant effectiveness piece comes from the possibility to cope with encryted
conmmunications and be able to identify issues encrypted traffic. In regards of IEC'62351-
seclired system (meaning the health of the end-to-end secure system), IEC TR62351-90-2
confains an overview of how to apply DPI to IEC 62351-secured communications,

5.2 Network and system management central platforms

The| NSM Operation center collects events and health status data from the devices thrqugh
agepts deployed inside the device itself and collecting information\from IDS probes located in
strategic positions on the telecommunication network.

Please note that the management data are collected from both ICS (OT systems) and corpofate
networks (IT systems). This approach is aimed at providing a stronger correlation between
evepts arising from different perspectives.

IPS/DPI Probe
External observer view

,V{ NSKICyber :'s.,:m ity
Operation

IETF MIBs

Network Devices View

* IEC 62351-7
IEDs view

IEC 62351-14 and other
systems logs

IEC

Figure 1 — NSM/Cybersecurity overall architecture

The left-hand side of Figure 1 depicts the OT operation perspective, in terms of SCADA systems
and field devices, accessed with dedicated OT protocols.

The right-hand side depicts the Network and System Monitoring/Cyber Security operation
center that is in charge of the collection of events and information from both IT and OT
environments.
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Multiple information sources points are required and available:
e Endpoint devices (IEDs) health and Data Objects and events, providing information and
events through IEC 62351-7 MIBs and in some cases also IETF MIBs

e Intermediate systems (RTUs, Network devices like routers and switches) Data Objects and
events, providing information and events through IEC 62351-7 MIBs, and IETF MIBs

o Network status information on packet flows, service classes, performance and congestion
information, typically derived from switches, bridges and routers

e Deep Packet Inspection new generation probes and IPS/IDS probes providing information

hrouah nassive traffic analisvs
~J Lol J

Each device will provide also its own collected logs (e.g. collected through syslog messaggs).

The| different purpose of SNMP information/events collection and log records collection shpuld
be noted and understood.

SNMP MIBs provide information on the current health and security state-of the device, uging
"objects" that represent meaningful state variables (e.g. CPU wusage, Memory usage,
Anomalous packet reception number, failed authentication count),~SNMP information can be
quefied whenever it's needed to catch the specific situation of a system.

Log|records are meant to collect the history of the system€vents in an ordered way with| the
aim|to provide both the diagnostic but also the (forensic) proof of "what happened". Log records
are [locally stored and then sent to a central collection system (entirely or filtered).

Some events can be tracked both with SNMP notifications and log records, but the target ugage
is very different.

5.3 Log management tools
5.3/ Log collection architecture

A typical log collection and management architecture (Figure 2) has some log collection nogles,
and| some form of log analysisistorage nodes. The former are nodes that receive (or (get,
depending on the protocol and system type) logs from endpoints and the latter are nodes able
to sfore and analyze the logs. Sometimes there are additional node types in the architecfure
where the analysis partiean be split (storage vs display vs analysis) but staying at high Igvel
the hecessary pieces are there.
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Figure 2 — A logging infrastructure

irce: SANS, Creating a Logging infrastructure, 2017)

Internet
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py feature of the logging architecture is to make sure that the log event is captured
ed in its raw format, and that some kind of signature/hashing technique is used to m
that the logs are not tampered through their lifecycle.

mportant aspect that\needs to be considered when implementing and maintaining a log
structure is the timeé synchronization between all the involved parties (that can be achig
everal accuraté and secure ways, like NTP/NTS, PTP v2.1, etc) and when the system is
graphically spread into large territories. In addition, a clear choice of how to cope

and
ake

jing
ved

with

tion

The most common form is to not have an agent on the system but to send out logs via Syslog.
With syslog, nodes can send out logs to collectors in a somewhat standard format, but as will
be seen in 5.3.3 some form of normalization is needed to really be able to use the information
contained in the Syslog payloads. Devices supporting Syslog are typically Unix-derivatives and
networking equipment.

A variation of the above is the possibility to send out the logs with an agreed semantic, that can
help in the subsequent normalization phase (see 5.3.3). The historically most common format
is the Common Event Format, but other similar alternatives exist.
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The second most common form is to have some kind of agent for Windows machines able to
collect the Windows Event Log. As Windows is a very commonly used operating system also in
power grids, these events play a significant role. Windows Event Log contains an interesting
amount of system and security logs that can be used to monitor health and security aspects of
such machines.

Of course, logging solutions existing on the market allow the collection of logs for basically any
existing device, and thus other kind of less-common agents or log format exist to reach the
goal. The underlying idea and concept are always the same, though.

LOg LSUUTUT O LdAdrll bc VCIy d;ffclcut Glld UUIII;IIy fIUIII d;ffclcnt :\;Ilda Uf OyOtCIIIO. Eauh O_y tem
may| produce logs about itself or about its observed systems (like an IDS/IPS). A well-knpwn
congept in log management is the possibility to assign a credibility level to its source(that|can
be gither automatically or manually and is related to the level of trust that the operaton.can have
and| confidence of the device itself -- a measure that the device can express’on ceifftain
decisions. It can depend on how good the system is known to behave or basedyen the fact that
such logs are coming from a device with built-in security or using a secure protocol to transfer
the Jogs.

5.3.8 Log normalization

While collecting logs is important, allowing machines to interpret them is even more imporntant
at spale. The first step towards that is to make sure that uniform information is extracted from
the Jogs no matter of the log agent or log format that was dsed in the specific case.

Thefre are mainly two approaches to this step; one i§ 10 make sure that the log is sent by|the
log pgent already in a structured form where eachdield already has well-specified semarjtics
and|the other is to perform this step after-the-factiinside of the log infrastructure. This sedond
apploach requires to have specific parsers_for the various log payloads. Often a hyprid
appfoach is used, with some equipment able4o send out logs already in a normalized mamner
and|others being normalized afterwards.

5.3.4 Security Information and Event Management (SIEM)

Secprity Information and Event:\Management (SIEM) are products able to focus on the security
aspects and semantics coming:-from the logs and other sources and enact the users to perI)rm
security investigations and'store such activities for later user. They also allow live dashboards
that| can be used in_Security Operation Centers (SOC) — operating structures that|are
responsible to moniterthe security health of an IT/OT infrastructure.

Very often the need for a Log management infrastructure is driven by the need to deploy a S|EM
solytion, which=is why sometimes the SIEM word is used to represent a system that has|the
logding infrastructure as one of its parts. In other words, SIEM may be used to descrihe a
logging infrastructure used for cyber-security purposes. Even though historically SIEMs hHave
born ifvthe Log management area, current SIEMs go beyond the Log management featufres,
allowing to integrate other sources (like for example those coming from NSMs) to create broader

correlation.

Being part of a convergent IT/OT system it is important that the SIEM is able to have OT-specific
extensions and functionalities, to let it leverage the OT-specific information coming from the
IEC 62351-7 and IEC 62351-14 series. With such additional extensions, it is possible to
leverage the OT-specific semantics that these standards are able to capture.

5.4 Other relevant data sources

In addition to NSMs and Log infrastructures, other interesting data do exist in a power grid that
can be used to monitor the global health status from a cyber resilience perspective.
Environmental information, weather data and forecast, physical security information — all input
makes sense for an analysis to have a clearer picture and prevent false positives as well.
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Bad weather conditions may be coupled with anomalous grid operation, while a physical
security incident may be correlated with a social engineering action to infect the plant. All the
data are interesting to be recorded for further analysis and for sure can also be used to
automatically correlate these data with a holistic view.

6

6.1

Information correlation and presentation

Information selection and collection profiles

6.1.1 General
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goal of this clause is to provide some guidance in selecting and filtering the data tq
pcted, stored and analyzed. At scale, having too much information with a too grained
lution may hurt the system performance, while at the other end not having good eng
resolution and detail may create issues reconstructing complex events.

7 NSM and 62351-7

verall NSM implementation needs to think about all the different egquipment available in

h information. The goal of this clause is to expand on details\specific to IEC 62351-7
re going into details it is important to remember that not(all the equipment may alrg
bort the standard, and consequently other standards / prefecols need to be used to co
information. A notable example of such equipment can be computers with the Wind
rating system — that if left unpatched or without an antivirus software can become a cri
ck vector.

ther universal NSM aspect is the frequency.of,data acquisition. While it is important to h
bted information, it may not be for all the objects and from the other side having too

ts. An interesting aspect that comes.into play to significantly increase efficiency is the
n event-based approach (SNMP @otifications) instead of polling. The latter has tg
aged in a proper way because while the poll-based approach does not give any doubt a
health of the monitored system.and consumes more bandwidth, the event-based apprg
uses the bandwidth whenseme change occurs but may give uncertainty of freshnes
[id approach is recommended to benefit from the best of the two approaches.

62351-7 compliant.\devices may implement different sets of agents depending on
munication protocols they support. In addition, they may implement only a subset of
dard objects cantained in each MIB as all the objects are optional and is left to the ven
hoose whichito implement. Some rationale about how to collect such data will now
iled.

ED agent — is the agent responsible to provide information about the IED as a device
jives-information about its health status. Notable objects:
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IEDAIKCNI(TS) — provides a high-levelindication of the amount of cyber attacks detected.
This object requires the implementing device to have advanced attack-detection
capabilities but provides a readily consumable information to be tracked over time.

iEDLastEvent(Ts) — combined with the previous object, it permits retrieval of the last
event, that can be an attack.

iEDConfigurationCRC(Ts) and iEDConfigurationVersion(Ts) provide the CRC and
version of the running configuration.

iEDFirmwareVersion(Ts) provide the version and timestamp of upload of the current
device firmware. Combined with the configuration objects above these are very critical
objects when it come to track down change of behavior of the device.
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iEDWatchdog(Ts) provide a way to understand the number of times that the system
watchdog has intervened. It is an interesting object since malicious modifications to the
code running on the IED can affect for instance its capability to respect the real time
execution constraints.

iIEDCpuUsage(Ts) allow the monitoring of CPU usage of the IED. Combined with the
object above allows to track and detect behavior changes that can be due to an update
in the software or the configuration.

iIEDMemUsage(Ts) allow the monitoring of Memory usage of the IED. Combined with the
object above allows to track and detect behavior changes that can be due to an update
in the software or the configuration.

IEDExpCerts(Ts) and iEDNearToExpCerts(Ts) permit knowledge of whether the deyice
has, if any, expired certificates or if any certificate is about to expire soon.

iIEDPhyHealth(Ts) permit knowing if the device has hardware and software’ in good
health conditions, and can be used to spot a wide range of issues in the AED' itself.

Environment agent — provides information about the environment where the’IED is localted,
ts external chassis and power supply. Notable objects:

envAppDatSt(Ts) — permits knowledge of whether the status of the-environment and| the
power supply is in good conditions.

envLastEvent(Ts) — provides the last environmental event.

envPSPled(Ts) — indicates that direct access to the IED,is‘in progress. This event should
be monitored carefully as direct access allow to perform disruptive actions while leaying
less trace into the system (e.g. network traffic).

envPSPPanel(Ts) — Indicates that front-panelcaceess is in progress.

envPSUPON(Ts) — permits understanding of the health status of the power supply; ugeful
especially in redundant power supply cenfigurations.

nterfaces agent — provides information.‘about the interfaces of the IED, including non-
bthernet ones (serial, USB, etc). It provides several objects to understand all the interfdces
In the system, and which ones are agtive, online or faulty.

Clock agent — Provides information about the clock synchronization system inside the IED.
Notable objects:

cLKclockTamperDetecteéd(Ts) — permits knowledge of the last event of clock tampelfing,
if any.

cLKLastClockHoldover(Ts) — permits knowledge of the last event of clock holdovgr, if
any.

EEE 1815 DNPR.and IEC 60870-5-104 agents — provides information specific to master|and
slave conngetions for these protocols. Notable objects:

tCLasStEvent(Ts) — permits knowledge of the last event happened regarding this family
of eommunication protocols. Can be about security or health events.

tCMasterTable — provides a table of connections from master to the current IED. While

this nhjnhf contains a lot of information and may not he suited for frnqnnnf ||pr’|9fn’ it is

very helpful to understand which are the actors interacting with the device and the status
of the communications with such actors.

tCOutstationTable — provides a table of connections to outstations. Just like the masters
table, it permits a clear picture of the actors interacting with the IED.

tCAuthFailCnt(Ts) — provides a counter of failed authentications. Can be useful to detect
unauthorized tenatives of access.

tCSessKeyFailCnt(Ts) — provides a counter of failed session key negotiations.
tCUpKeyFailCnt(Ts) — provides a counter of failed update key negotiations.

tCDecryptFailCnt(Ts) — provides a counter of PDUs that were not decrypted due to some
error. It may reveal issues in the communication or an attacker trying to inject packets.

tCInErrCnt(Ts) — provides a counter of PDUs that were in error state.
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IEC 61850 ACSI agent — provides overall IEC 61850 communications information. Notable

objects:

aCSlLastEvent(Ts) — permits knowledge of the last event happened regarding this family
of communication protocols. Can be about security or health events.

aCSIlAcsCtIFail(Ts) — provides the number of access control failures detected (i.e., when
a data object that the client wanted to access exists in the server, but based on the
access view of the association with that client, an access to the data object was refused).

e |EC 61850 GSE agent — provides Generic Substation Events information. Notable objects:

gSEDecryptFailCnt(Ts) — provides the number of PDUs received that could not be

decrypied. It may reveal ISSUes In the communicatiion or an attacker irying to,mject
packets.

gSEInErrCnt(Ts) — provides the number of PDUs received that were in efror dug to
malformed content, parity errors or configuration mismatch.

gSEKDCAuthFailCnt(Ts) and gSEKDCSessionKeyFailCnt(Ts) — provide’a countefr of
authentication to KDC failures and session key establishment failures\between peerfand
KDC.

gSESIPMessagelntegrityFailCnt(Ts) — provides the number of PDUs that were not uging
the proper Group Key.

gSESL2MessagelntegrityFailCnt (Ts) — provides the number'of PDUs that were not uging
the proper Group Key.

e |EC 61850 Sampled Value agent — provides information for Sampled Value protpcol

communications. Notable objects:

sVDecryptFailCnt(Ts) — provides the number/ of PDUs received that could nof be
decrypted. It may reveal issues in the communication or an attacker trying to inject
packets.

sVKDCAuthFailCnt(Ts) and sVKDCSessionKeyFailCnt(Ts) — provide a counter of
authentication to KDC failures and,session key establishment failures between peerfand
KDC.

sVSIPMessagelntegrityFailCnt(Ts) — provides the number of PDUs that were not uging
the proper Group Key.

sVSL2MessagelntegrityFailCnt(Ts) — provides the number of PDUs that were not uging
the proper Group Key:.

e |EC 61850 MMS agent = provides information about IEC 61850 communications happening

Ising the MMS protocol. Notable objects:

mMSILastEvent(Ts) — permits knowledge of the last event happened regarding [this
family ofssommunication protocols. Can be about security or health events.

mMSAuthFail(Ts) — provides the number of authentication failures.

mMSConnFaillnCnt(Ts) — provides the number of incoming connections that have been
refused.

MMSConnFaioutCni{Ts) — provides the number of outgoing connections that have been
refused.

mMSDecryptFailCnt(Ts) — provides the number of PDUs received that could not be
decrypted. It may reveal issues in the communication or an attacker trying to inject
packets.

mMSAProfileDecryptFailCnt(Ts) — number PDUs received that could not be decrypted
within A-Profile session.

mMSTProfileDecryptFailCnt(Ts) — number PDUs received that could not be decrypted
within T-Profile session.

mMSUpKeyFailCnt(Ts) — number of update key negotiations that failed.
mMSSessKeyFailCnt(Ts) — Number of session key negotiations that failed.
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MMSErrorRxCnt(Ts) and mMSErrorTxCnt(Ts) — number of errors that have been
received and transmitted.

mMSMMSTable — provides a table of client connections to the peer. While this OBJECT
contains a lot of information and may not be suited for frequent update, it is very helpful
to understand which are the actors interacting with the device and the status of the
communications with such actors.

mMSERptReceptionDelay(Ts) — the time required to receive the last Report. This time
is the difference between the reception time and the emission timestamp stored inside
the report. It is inteteresting to monitor as some attacks may impact the responsiveness

of the device.

A practical approach to monitor all the available objects is to make sure that all the mostcritical
(for|[example, the notable ones mentioned above) are monitored frequently (at least(every 15
minutes) with a poll-based approach, while the others are monitored less frequently/(at Ieast
once a day) and on-demand in case of need. Events (notifications) can be used. inboth cdses
to have fresh information as soon as something happens.

6.1.3 NSM and 61850-specific monitoring

Thel NSM plays an important role into the continuous, detailed, and-holistic monitoring pf a
networked system.

Within the digital substation standardized by IEC 61850,<specific guidelines have been
documented in IEC TR 61850-90-4 to properly set up and monitor the IEC 61850-compliant
networked equipment of a substation. In that document{mappings have been provided between
the |[EC 61850 data model and standard SNMP OBJECTs in order to provide visibility acfoss
all gvailable equipment — with an operational and.treubleshooting point of view.

IEC|[61850 Information exposed to SNMP is about asset information and health (logical ngdes
LLNO and LPHD, for information like vendor;.firmware version, physical health status, etc.),|and
morg specifically IEC TR 61850-90-4 recommends the mapping of several communication
details of bridges with SNMP, for example:

LPGP — Physical Communication-Ports: permit knowledge of the physical status of ports
(up/down), and amount of transferred bytes

LBRI — Bridge logical nade: permit knowing bridge topology information

LBYP — Port Spanhing Tree Protocol: permit inspection of the spanning tree internal

LCGH — Communication Channel: permit inspection of the HSR/PRP redundancy statup of
inte[faces

All these aspects permit to monitor the health status of bridges and help to detect malfunct{ons
and possSible unauthorized changes In the network layout.

6.1.4 NSM with other SNMP objects

To obtain maximum visibility and detail, it is recommended to monitor all the possible relevant
OBJECTs that the the different equipment have implemented, as in practice there will be a
mixture of choices in the field and sticking with a single approach may not lead to proper
visibility.

With this in mind, in this subclause some industry standard MIBs and relevant OBJECTs will be
described, to give a high-level idea of the information that can be monitored with (mainly)
networking equipment that is not implementing any IEC standard.

- SNMPv2-MIB
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6.1.

This MIB contains a wide range of information that has been introduced and standardized
with the version 2 of the protocol.

sysName — this OBJECT usually contains the hostname of the system, if it has been set.

sysDescr — contains a decription of the system and it's commonly used by vendors to
describe the asset and provide additional information like the firmware version (example
from a switch: STRING: Siemens, SIMATIC NET, SCALANCE XF208, 6GK5 208-0BA00-
2AF2, HW: Version 4, FW: Version V05.02.02, SVPK9138691)

sysLocation — this OBJECT may contain a text description of where the system is
located.

HOST-RESOURCES-MIB

his MIB describe various kind of resources of a system, includinginstalled software [and
bll related information.

F-MIB

[his MIB describes network-interfaces and their operational status. Implemented by network
bquipment like switches.and routers, permits to monitor the physical and logical statuls of
he network.

sysUptime — this OBJECT reports the uptime of the system. Although a simple meiric,
can be interesting to monitor to spot malfunctioning or unexpected reboots of the System.

authenticationFailure — this OBJECT is used for a trap notifying about an authenticqtion
failure to the SNMP system itself. It can be useful to monitor unauthorized access tq the
monitoring system itself.

hrSystemUptime — this OBJECT is basically a duplicate of SNMPv2-MIB::sysUptime|and
show how important is to try to support all the possible, implementations as different
equipment may choose to implement different standards:

hrSystemDate — permits knowledge of the system date. Useful to monitor [and
understand the time settings of the system,can be useful to detects attackg or
malfunctions of the device clock.

hrSystemlnitialLoadDevice — permits knowledge of the boot/OS peripheral of the sysfem.
Monitoring this property can be useful terspot unexpected change in the software (e.g.
rogue OS installed on the system).

hrSWinstalled — this OBJECT lists\software installed in the system. Useful to track|any
change in the kind and version @f 'software, that may be due to maintenance / ugrgddes
or other unauthorized / malicious events.

ifOperStatus. & this OBJECT is instantiated one per interface and allows to know|the
status of of) the link (up/down) and to understand if a physical disruption or
malfunctigning is in progress for the interface.

ipNefToMediaPhysAddress — allows understanding of the physical address (Ethernet
MAGC-address) that has been recognized for an IP address. Basically, permits seeing the
ARP table of the device and can be useful to detect man-in-the-middle attacks.

Logs

In the log management world, there are two extremely different ways to collect logs and get
information out of it.

The first approach requires carefully selecting which equipment should send the logs and figure
out which are the events that need to be sent (for example, we may be interested only in
security-related events like authentication, or we may focus on events with a certain level of
importance).

The second approach is to just get all the possible logs from all the possible equipment that
can produce logs.
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While the former approach enables bootstrapping of the infrastructure with a lower footprint and
permits to have a better control of what each equipment can and cannot produce, it may leave
out some less relevant information that can be useful at a later stage for forensic analysis. From
the other side, collecting all the possible logs from all the possible devices can require a
substantial amount of resource and requires in any case some form of analysis and post-filtering
of the logs to identify the useful information.

Choosing between the two approaches should be based on the available resources, knowledge
of the involved systems, number of logs produced every day, etc. — and the approaches can be
mixed when it makes sense, for instance critical systems may be subject to a full collection
while_less critical systems may be subject to a filtered-upfront approach

6.2 Events, incidents and correlations

No matter if data is coming from the NSM or from Logs or other sources, low-levellinformation
creates an event. Temperature can change on the CPU of an RTU and be deteeted through the
NSM, and we can receive a log about a user failing to log-in because of awrong passwofd —
both are Events. However, the first may raise an Incident (or Alarm) if thieytemperature is|too
high for a long time, and the second can raise an Incident as well if too-many Events of [that
kind occur in a limited time frame.

Thelidea is that the overall monitoring platform will store and analyze an interesting amount of
data, but ideally it will need to produce a minimal number of Incidents about real problem tp be
undprstood and resolved.

Inciflents are often generated from correlations, that4ake into account multiple types of evénts
thatmay be not interesting if observed in isolation but can become an evidence when obsefjved
as part of a wider context.

6.3 | Security metrics (KPI)

Onge the SIEM is setup and operationpwith all the relevant data sources connected to it, [it is
possible to establish Key Performaneg Indicators (KPI) to monitor the evolution of the security
posture over time.

Thrée main groups of KPlss,can be created, to monitor and drive three different aspects of| the
security monitoring infrastructure:

— KPIs about the monitored system: these KPIs are about the system being monitored jJand
help to syntetize its security posture. They are subject to change when the security posfure
s improved.orweakened. Examples:

b Numpber of assets with incidents, in absolute and relative form (amount of assets ith
incidents vs. total number of assets)

b /Number of Incidents in the last 24h, week, month — this number can help to undersfand
the amount of rity problems in the infrastructure and how th volve over time. It
may offer a different angle with respect to the previous KPI, because a problematic Asset
with frequent and recurring Incidents will be more visible here.

— KPIs about the monitoring system itself: these KPIs are closer to the technology used and
its configuration and are useful to understand if the current mixture of settings and software
is good or not. Examples:

e Number of false positives, in absolute and relative form — this KPI is helpful to
understand the amount of overhead that the underlying technology and configuration is
creating, since false positives need to be analyzed and understood by analysts to
determine that they are such. Moreover, they tend to decrease the confidence in the
system and to create a bias when an Incident is generated. This KPIl can be used to
track improvement of software, configurations and ruleset over time.
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e Ratio of unused logs — the quantity of logs that is not considered by correlation logics or

taken in considerations during. This KPI can be useful to understand if the current
filtering setup is good or not.

log

— KPIs about the team managing the system: these KPIs are useful to capture the perfomance
of the team managing the SIEM, or better to see if the current team is big enough to manage
the amount of Assets and Incidents. Examples:

Mean time to respond to security Incident: this can be split into finer grained time to

respond KPlIs (first reply, close of the incident, etc) and is a high level simple KPI that

tracked over time can help to understand if the team need to be expanded.
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and users): th|s is another way to understand the pressure of the team, and how it affects

the monitored infrastructure.
Risk Management platforms

Management is about understanding the Risk that comes from a given infrastructure
iding a way to accept, manage or decrease it. In the NIST SP800-37 publication, a guidg
ey steps for a Risk Management Framework are provided (Prepare, Categorize, Se
ement, Assess, Authorize, Monitor).
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Management platforms allow the management of the complete lifecycle of Risk

agement Framework steps and tasks and are often~implemented alongside
agement infrastructure and SIEMs. The reason for ¢hat is because Risk Managen

data needed to implement such controls is already gathered for security monitg
oses or if not gathered, is very close to what is-already collected.

icable Assets where the technology requires or allows an antivirus software must ha
it should be updated. Such informatian can be retrieved by the NSM infrastructure and U
tarting point to generate Assets compliance reports for Risk Management.
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purpose of this-¢clause is to provide an overview of the monitoring use cases and how their

Uliarities may.change the monitoring strategy due to different amount of assets, bandw
priorities.

Substation

idth

e Substation use case, there are dozens of assets that cooperate to implement the di

pital

protéction and control functionalities. Such assets are mainly computers and IEDS, mainly in
the form of protection relays and substation controllers. The substation is usually connected
north to a control center that can see its status and in case send down manual commands. With
this amount of assets, it can make sense to have local IDS/IPS probes, local NSM agents and
log forwarder in order to monitor the substation locally and forward up all or part of the data to
central collection systems. A challenge is given by the available bandwidth up to the control
center, that can be limited and available with high priority for operational communications (it is
advisable that some form of QoS is put in place to guarantee separation, however the media
used to connect the substation at some point will have a bandwidth limit). A local monitoring
console can be useful to give to local staff a view into the health of the system, but still keeping

the

need to forward all meaningful information to a central monitoring system.
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7.3 DER systems

DER systems can be very distributed, with each local site having as low as one asset to a few,
and consequently they give an interesting challenge to monitoring for many reasons: costs,
bandwidth. On the other side, a DER system can be made up of hundreds or thousands of
distributed assets, even though distributed. In this situation each monitoring technique needs
to be properly filtered and tuned in order to make sure that all the critical information is gathered
or can be received in a central monitoring system. In addition, sometimes DER systems are not
connected all the times, but they do regularly connect to central systems to synchronize all the
data and receive commands.

Another challenge found in DER systems is that it can span across different domains) for
instance the utility and a third party (e.g. private house with solar panel). This scenario 4dds
more challenges from a security and monitoring perspective since likely there will berestrigted
rempte interaction possibilities.

7.4 Large Hydro

In g Large Hydro environment, a multitude of Hydro generation plants,)dams and ancillary
sysiems are interconnected to manage the power that can be obtained and store thankg to
water. All these parts are geographically distributed and may hold-from a few to dozeng of
assets each and may have a variety of networking between _them — from high to very|low
banfdwidth. All these hydro systems are then connected up tora.control center for operatior].

Key| points of attention of the use case are limited (bandwidth (and thus, filtering [and
priofitization can play a big role), and overall number.of assets.

7.5| Generation

The|generation Use case is very much like the substation one: there is usually a big local LAN
with dozens of assets, that at some point are connected to a control center for remote confrol.
As flor the substation case, it can make_sense to provide a local view of the monitoring system
to Iqcal operators, while synchronizing.all relevant information to a central monitoring site.

8 |Monitoring profiles forcattack scenarios

8.1 General
We |are considering\some attack scenarios, and for each one we can describe how gach

monitoring piece,comes into play and how it can be configured to maximize efficacy [and
effigiency.

8.2 Scenario: Malicious IED program change

A mali€ious user is able to reprogram an IED to perform malicious activity and hide it to| the
operators.

A malicious user has prepared a malware able to change the program of an IED in order to
disrupt operation in a subtle way. The rootkit is able to modify the current ladder logic of the
running program and change it in a subtle way (for instance, alterate the reaction times to safety
events). To perform this, he infects a Windows computer by means of an USB stick with the
malware and runs it. The malware downloads the ladder logic from the IED and changes it, and
then uploads it again to the IED.

— Cybersecurity logs from the Windows computer highlights that an USB removable media
has been inserted and one executable has been taken from it. In the log entry, the computer
is identified by its IP address and hostname.


https://iecnorm.com/api/?name=427027a4d8c940d69a3623432efdc778
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