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INTERNATIONAL ELECTROTECHNICAL COMMISSION

POWER SYSTEMS MANAGEMENT
AND ASSOCIATED INFORMATION EXCHANGE -
DATA AND COMMUNICATIONS SECURITY -

Part 10: Security architecture guidelines

FOREWORD

ThE International Electrotechnical Commission (IEC) is a worldwide organization for standardization com
all| national electrotechnical committees (IEC National Committees). The object of IECis to pn
international co-operation on all questions concerning standardization in the electrical and electronic fiel
this end and in addition to other activities, IEC publishes International Standards, Téchnical Specific

rising
omote
s. To
htions,

Tefchnical Reports, Publicly Available Specifications (PAS) and Guides (hereafter~referred to asg “IEC

in |[the subject dealt with may participate in this preparatory work. International, governmental ang
gojernmental organizations liaising with the IEC also participate in this preparation. IEC collaborates d

The formal decisions or agreements of IEC on technical matters expressy.as nearly as possible, an intern
copsensus of opinion on the relevant subjects since each technical committee has representation fr
interested IEC National Committees.

IEC Publications have the form of recommendations for intefnational use and are accepted by IEC N
Cdmmittees in that sense. While all reasonable efforts are_made to ensure that the technical content
Puplications is accurate, IEC cannot be held responsible for the way in which they are used or f
mipinterpretation by any end user.

In lorder to promote international uniformity, IEC National Committees undertake to apply IEC Publig

Fested
non-
losely

ined by

tional
bm  all

tional
bf IEC
r any

ations

transparently to the maximum extent possible in\ their national and regional publications. Any diverngence

befween any IEC Publication and the corresponding national or regional publication shall be clearly indic4g
th¢ latter.

IEC itself does not provide any attestation\of conformity. Independent certification bodies provide conf
aspessment services and, in some areas, access to |IEC marks of conformity. IEC is not responsible f
sefvices carried out by independent, cgertification bodies.

Alllusers should ensure that theyshave the latest edition of this publication.

Nq liability shall attach to IEC ‘er'its directors, employees, servants or agents including individual exper]

ted in

ormity
br any

s and

megmbers of its technical committees and IEC National Committees for any personal injury, property dampge or

other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fee
expenses arising out. 'of )the publication, use of, or reliance upon, this IEC Publication or any othe
Publications.

Atlention is drawn-to the Normative references cited in this publication. Use of the referenced publicati
indispensable forthe correct application of this publication.

Atfention is\drawn to the possibility that some of the elements of this IEC Publication may be the sub
pafent rights. IEC shall not be held responsible for identifying any or all such patent rights.

) and
r IEC

ons is

ect of

er, a

techmcal comm|ttee may propose the pubhcatlon of a technlcal report when |t has collected
data of a different kind from that which is normally published as an International Standard, for
example "state of the art".

IEC 62351-10, which is a technical report, has been prepared by IEC technical committee 57:
Power systems management and associated information exchange.

The text of this technical report is based on the following documents:

Enquiry draft Report on voting
57/1234/DTR 57/1265/RVC
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Full information on the voting for the approval of this technical report can be found in the
report on voting indicated in the above table.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

A list of all parts in the IEC 62351 series, published under the general title Power systems
management and associated information exchange — Data and communications security, can
be found on the IEC website.

The committee has decided that the contents of this publication will remain unchanged until
the il indi i - : i - data
d to the specific publication. At this date, the publication will be

* rgconfirmed,

+ wjithdrawn,

+ rgplaced by a revised edition, or
* amended.

A bilingual version of this publication may be issued at a later date.

IMPOQRTANT - The 'colour inside’' logo on the cover, page of this publication indichtes
that | it contains colours which are considered{ to be useful for the correct
unddrstanding of its contents. Users should therefore print this document using a
colour printer.
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INTRODUCTION

Cyber security becomes more and more a basic necessity in power control systems as
standard IT and other forms of modern communication technology are being increasingly used
for control and supervision of these systems. The application of IT communication technology
demands the consideration of already existing vulnerabilities, which can be exploited by
potential attackers, as recent intentional and unintentional cyber incidents on SCADA and
other industrial control systems have shown. The increasing number of control system cyber
incidents world-wide with medium to high impact underlines the importance of appropriate
security measures (see [11]1).

The |nternational Electrotechnical Commission (IEC) Technical Committee (TC) 57 ((Hower
Systé¢ms Management and Associated Information Exchange) is responsible for develpping
interpational standards for power system data communications protocols./|Standards
developed within TC 57 comprise for instance IEC 60870-5, IEC 61850, and IEC. 62351 jlist to
state|a few. Especially the latter addresses technical security controls within ,power systens.

A sepurity architecture as targeted here does not only comprise technical means lik¢ the
application of dedicated security entities, security protocols _orJ security options in
communication protocols to secure power system entities or theccOmmunication netwdrk. It
also describes operational guidelines considering the available-echnical base as well afs the
persgdnnel controlling the power systems. Moreover, interactions with existing (secprity)
infragtructures also affect overall system security.

In this Technical Report hands-on guidelines are proposed for the implementation of segurity
mechanisms based on deployment examples, rathervthan a lecture or reference book for
secufity in general. Therefore, available resources>of information related to security of gower
systems or more general to security in Smart Grid’are utilized and will be referenced as jmuch
as pgssible, without repeating their content.héte. Thus this Technical Report addresses poth,
the ppwer system engineer and the traditional IT security engineer.

The jexamples used throughout this-\Technical Report are intended to better explaip the
influgnces of and the interactions(_with security. They are used as descriptive examples
withqut the claim to be complete:

Clause 4 of this Technical“Report specifies the specifics of the power systems indxstry,
comgrising differences inthe security requirements compared to office systems as well as an
overyiew about related standardization. It also introduces the TC 57 reference architectufe as
one hase for the security architecture discussion.

Clausge 5 establishes a general approach to a security architecture by using security domains
and ¢{edicated’security controls within these domains and maps this approach to the power
systegm donrain based on examples use cases. Clause 5 also addresses the mapping gf the
NIST|identified interface categories with the TC 57 architecture interfaces.

Clause 6 maps security controls with the IEC TC 57 power system architecture based on
example scenarios. It starts with an overview scenario of power systems and digs into
dedicated sub-scenarios like a substation deployment, the communication between a
substation and a control centre and so on.

1 References in square brackets refer to the Bibliography.
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POWER SYSTEMS MANAGEMENT
AND ASSOCIATED INFORMATION EXCHANGE -
DATA AND COMMUNICATIONS SECURITY -

Part 10: Security architecture guidelines

1 Scope

This

archi
secu
mapp
provi
trans

2 Normative references

The following documents, in whole or in part, are normatively\teferenced in this documen

are i

undated references, the Ilatest edition of the réferenced document (including

amer

IEC/T
and (

3 1

3.1

For t

part of IEC 62351, which is a Technical Report, targets the description of se¢urity

mission, and distribution systems applying available standards.

ndispensable for its application. For dated references;)only the edition cited applies

dments) applies.

S 62351-2, Power systems management‘and associated information exchange —
ommunications security — Part 2: Glossaky of terms

[erms, definitions and abbreviations

Terms and definitions

he purposes of this docunment, the terms and definitions given in IEC/TS 62351-2, as

fecture guidelines for power systems based on essential security controls; i.g.
ity-related components and functions and their interaction. Furthermore, thejrelation and
ing of these security controls to the general system architecture of power systems is
Hed as a guideline to support system integrators to securely deploy-power generation,

on

t and

. For
any

Data

well

ents

as the following apply.

3.1.1

de-nlilitarized zone

DMz

LAN segment/y\zone used to tier application/Ul/file access between two other zones/segm
3.1.2

reliability

ability of a system to perform a required function under stated conditions for a specified
period of time

3.1.3

security controls

technical or procedural security counter measures to avoid, counteract or minimize security
risks

3.2 Abbreviations

For the purposes of this document, the following abbreviations apply.

ACL

access control lists


https://iecnorm.com/api/?name=8e3550dd24edb39929df226dada9522d

-8- TR 62351-10 © IEC:2012(E)

BDEW  Bundesverband Fur Energie- und Wasserwirtschaft
BES bulk energy system

CA certification authority that issues digital certificates
CSWG  cyber security working group

DHS department of homeland security
DMZ de-militarized zone
DoS denial of service

DTLS datagram transport layer security

DTR draft technical report
HMAC hashed message authentication codes
HTTPS secure hypertext transfer protocol

HSM hardware security module

IDS intrusion detection system

IP internet protocol

IPS intrusion prevention system

LAN local area network (it is the Ethernet IP network insid€ a security domain)
LDAR lightweight directory access protocol

NTP network time protocol

NERC North American Electric Reliability Corporation

NIST] National Institute of Standards and Techhology
NWIRP new work item proposal

(0N operating system

OTP one time password authentication

RBAC remote based access control

RDP remote desktop protocol

PKI public key infrastructure

SGIR Smart Grid interoperability panel

SNMP simple network'management protocol

TCP transmission control protocol
TPM trusted platform module

TLS transport layer security

TR technical report

TS technical specification

URL uniform request locator

WIP work in progress

WLAN  wireless local area network
4 Power systems - specifics and related standardization

4.1 Overview

Power generation, transmission, and distribution systems are characterized by the existence
of two infrastructures in parallel, the electrical grid (1 in Figure 1), carrying the energy and the
information infrastructure (2 in Figure 1) used to automate and control the electrical grid.
Especially the information infrastructure is becoming more and more a critical part of power
system operations as it is responsible not only for retrieving information from field equipment
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but most importantly for submitting control commands. A dependable management of these
two infrastructures is crucial and strongly relies on the information infrastructure as
automation continues to replace manual operations. Hence, the reliability of the power system
strongly depends on the reliability of the information infrastructure. Therefore the information
infrastructure shall be managed to the level of reliability needed to provide the required
stability of the power system infrastructure to prevent any type of outage.

Operators, 4
engineers.

Central

i - and other
g:eanneratmg I tsrfnpsfg?mer I 2. Information Infrastructure users I
Distribution \ Transmissign >A ution y
Contrdicenter substation Gas substation substation ;
turbine Er:esiﬁle
Micra- Distribution J
i 4 substation
turbine r J
Data concentrator D' | l: | Commercial
iesel uel
'ﬂ A engine cell
o IndUsffial Commercial
Residential IEC [946/12
Figure 1 — Power systems — Management ofitwo infrastructures (see Figure 11 of [#0])
The present, rather centralized approach for'power generation is evolving to a decentrdlized

power generation involving existing power plants, power plants producing renewable emergy
ind parks) down to residences_thaving their own micro power plants (e.g. solar gells).

systems to allow new functionalities and increase cost effectiveness. The reverse side ig that
ay also lead tolnew vulnerabilities, which turn cyber security into a priority and a
permianent challenge-.

As the information infrastructure is the backbone of power system control, it needs
appropriate protection to ensure the operation of power systems and support the required
system religbility. Information security is the base for protecting the information infrastructure
against/intentional and unintentional cyber incidents but needs to take the power system
specifics’into account. These specifics are depicted in 4.2. Security as a major topic has [peen
recognized by standardization bodies as outlined in 4.3, which does not provide a complete
list of standards but lists the most important ones for the application domain. 4.4 focuses on
the architecture of the IEC TC 57 spanning power systems management and associated
information exchange.

4.2 Security specifics

The operational environment of the power systems information infrastructure differs from
office environments or telecommunication environments in several aspects. Specific cyber
security problems have been identified for instance in the NIST document set NIST IR 7628
(see [17], [18], and [19]). Volume 3 of NIST IR 7628 (see [19]) provides a list of evident and
specific cyber security problems. These documents explain the enumerated operational,
system, and device issues more specifically. Technical issues related to the definition of
appropriate security measures have also been discussed as part of IEC/TS 62351-5 (see [43]).
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The following list provides some examples for specifics in power systems out of the
referenced documents and also provides additional examples (not a complete list):
— computer-constrained resources precluding many IT technologies;

— communication between components is often asymmetric and message oriented (like
multicast);

— strict timing requirements (down to milliseconds);
— long lifetime or operation time of components (in the range of 10 to 30 years);

— based on the long operation time of the components, there are strong requirements for
interoperability with legacy systems and for migration concepts;

riteroperability with legacy systems influences the maintainability of power syst and
makes systems more complex, especially if maintenance and operation securitig esgired;

imitations of connectivity of systems or system components to a central (control) network;

— higher availability and less latency requirements leading e.g. to missing or limited patch
windows within customer facilities complicate the security patch proc%?) ften customers
dp not or only reluctantly accept updates in their environment;

— interconnection of independent entities (producers / gene@tf(ps, other transpprt /

distribution network operators and services); &

— field devices may be installed in physically unprote 1€d areas. Direct accegs to
cpmponents by maintenance personnel is costly and of impractical as devices may be
installed in widely distributed areas. o

Figude 2 summarizes the differences for basic secur'éervices and practices between office
netwprks and power system networks. The classifications low, medium, and high are
comgarable with the NISIR 7628 volume 1 (see£\1 impact levels.

Energy Control
Systens

. - .
S ¢ J
Anti-virus / mobile code ’ &hcommon / hard to deploy ‘ ’ Common / widely used
G

Office IT

Component Lifetime 10-30 years ‘ ’ 3-5 years

|
|
Outsourcing ] Rarely used | Common \
Application of patches ] Use case specific | Regular / scheduled
P e e X ] Critical due to safety Delays accepted \
’ Rarely (operational networks) ‘ ’ Scheduled and mandated ‘
’ Very much varying ‘ ’ High ‘
] Increasing | High \

|

Medium

Availability / Reliability

Figure 2 — Comparison office / power system security requirements

| |
i Medium, delays accepted i
| |

Medium

IEC 1947/12

As seen, security objectives in power systems are focused on authentication and integrity
protection rather than on confidentiality (which is typically the main objective in office and
telecommunication environments). This is especially true for energy automation control and
protection communication. Nevertheless, with the increased introduction of the advanced
metering infrastructure (AMI) and the increasing demand for energy automation down to
residential level, confidentiality is required to protect the user’s privacy.

While the influences of the information infrastructure to the electrical infrastructure are
obvious, there is also a feedback of the electrical infrastructure to the information
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infrastructure. Information about states and events or engineering data in the electrical
infrastructure can be used to derive relevant input for security controls in the information
infrastructure. One example is the utilization of field device configuration data for the
compilation of rules for intrusion detection/prevention systems (IDS/IPS) or firewall systems.

4.3 Relevant regulation and standardization activities

In this subclause 4.3 an overview of important domain specific regulation and standardization
activities relating to security in Smart Grid systems is provided. This list is not complete and
merely states the main standards considered in this report. For a survey on proposed
standardization activities related to Smart Grid in general the IEC and NIST activities defining
StanLdIdELdt;Ull lUddllldpb dl'c IUfUIIUd tU (t;IU ICprbt;VG UIUbulIIUIItb dalc IUIIUIUII\JUUI il the
following list).

ISO/IEC

— ISO/IEC 27001 (see [5]), Information technology — Security techniques — Information
security management systems — Requirements, specifies a set of ififormation segurity
nmanagement requirements designed to be used for certification purposes.

— I$0O/IEC 27002 (see [6]), Information technology — Security techniques — Code of prdctice
fqr information security management, establishes guidelines<und general principles for
ifitiating, implementing, maintaining, and improving informatjon security managemsgnt in
ap organization.

— IBC 62351 (all parts, see [25]) is being standardized by-the IEC TC 57 WG 15 and dgfines
data and communications security for power systems management and assodiated
ifformation exchange. It comprises security définitions for communication protgcols,
network and system management as well as role-based access control. IEC 623p1 is
ektensible, thus allowing further parts to be added if necessary. The newest part will thrget
tHe management of security credentials.

Thble 1 provides an overview of thexdifferent parts and their standardization status
regarding Edition 1. There is currently*work going on to provide an Edition 2 of sel¢cted

parts to address comments receivedrom public reviews such as from the Federal Epergy
Regulatory Commission (FERC)-or the Smart Grid Information Security Working Group
($GIS) as well as recent advances in cryptography.

Table 1 — IEC 62351 parts

IEC (52351 Definition of security services for Standardization status

Part [t Introduction and overview TS
Part p Gloigéffof terms TS
partB Eletiles including TCP/IP TS, eQition 2 is currently under review
targeting an IS
\ L :
Parthh _<-\"Profiles including MMS TS
Part b Security for IEC 60870-5 and derivatives TS, work on edition 2 is almost finished
Part B : e ) TS. will be updated in edition 2 to align With
LCELUTILY TOT'TEL O TOOU PIrulnies IEC TR 61850-90-5

Network and system management (NSM) data TS

FER T object models

Part 8 qulr?a-‘z?;:egn?ccess control for power systems TS

Part 9 Key management WIP

Part 10 Security architecture guidelines TR (this document)
Part 11 Security for XML Files NWIP

An overview of the different parts of IEC 62351 is provided either in IEC/TS 62351-1 (see
[40]) or in a TC 57 WG 15 White Paper (see [37]). These documents also provide an
overview of security services necessary to protect against certain threats from a more
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general point of view and their mapping to the power domain by using IEC 62351 defined
security technology.

IEC 62443 (see [26]) is being standardized by IEC TC 65 and will reflect the publications
of ISA 99, i.e. ISA 99 documents will be submitted to the IEC voting process. Hence, parts
of IEC 62443 are likely to be similar, if not identical, to ISA 99. The IEC version is
currently likely to contain one more standard (IEC 62443-2-4) which is not developed by
ISA.

The IEC Smart Grid strategic group (SG3) has issued the Smart Grid standardization
roadmap report (SMB/4175/R see [22]) which encompasses requirements, status and
recommendations of standards relevant for the Smart Grid. Security is covered in detail in
a separate section of [99] An overall melrify architecture Paphlring the anplnyify of the
Smart Grid is requested. Besides this, the following recommendations pertaining to Jopen
items and necessary enhancements are listed:

o| a specification of a dedicated set of security controls (e.g. perimeter~security and
access control);

o| a defined compartmentalization of Smart Grid applications (domaifis)  based on [clear
network segmentation and functional zones;

¢| a specification comprising identity establishment (based on-trust levels) and idgntity
management;

¢| necessity to consider security of the legacy components ‘within standardization;

e| the harmonization with |EC 62443 [26] to achieve common industrial segurity
standards;

e[ arecommendation to review, adapt and enhance existing standards in order to support
general and ubiquitous security across wired ‘and wireless connections.

O/IEC 15408 (see [23]) describes common criteria to specify functional segurity
quirements as well as assurance requitéments for components, devices, or sysfems.
O/IEC 15408 is being mentioned here, as there are currently attempts to prpvide
otection profiles and associated technical guidelines for smart meter gateways in certain
buntries (Germany).

—_ - —
(oW s N da)

O T

IREE 1686-2007 (see [30])\is the Standard for substation intelligent electronic deyices
(IEDs) cyber security capabilities. The standard defines functions and features that|shall
be provided in substation intelligent electronic devices to accommodate cfitical
iffrastructure protecCtion programs. It addresses security in terms of access, operation,
configuration, firmware revision, and data retrieval from IEDs. Encryption for the s¢cure
transmission of data, both within and external to the substation is not part of this stanglard.

IEEE P2030-(see [31]) provides a Guide for Smart Grid interoperability of emergy
tdgchnology)and information technology operation with the electric power system (EPS),
ehd-use.applications, and loads. The document is intended to provide guidelines for gqower
system”architectures, communication and information technology architectures relatgd to

ISA (International Society of Automation)

ISA-99 (see [32]) defines a framework addressing Security for industrial automation and
control systems. It covers the processes for establishing an industrial automation and
control systems security program based on risk analysis, establishing awareness and
counter measures, and monitoring cyber security management systems. It describes
several categories of security technologies and also the types of products available in
those categories along with preliminary recommendations and guidance for using those
security technologies. The standard consists of several sub-parts, which are in different
state of completion.

CIGRE (International Council on Large Electric Systems)

The guideline Security for information systems and intranets in electric power systems
presents the work of Joint Working Group D2/B3/C2-01 and focuses on the importance of
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NERC (North American Electric Reliability Corporation)

handling information security within an electric utility, dealing with various threats and
vulnerabilities, the evolution of power utility information systems from isolated to fully
integrated systems, the concept of using security domains for dealing with information
security within an electric utility, and the use of ISO/IEC 17799 [39]).

WG D2.22 “Treatment of information security for electric power utilities”: Three reports
Risk assessment of information and communication systems (see [34]), Security
frameworks for electric power utilities (see [35]), and Security technologies guideline (see
[36]) provide practical guidelines and experiences for determining security risks in power
systems and the development of frameworks including control system security domains.
This is done by elaborating the specific security requirements of these types of domains,
and also by giving a view of interrelated domains and high-level frameworks that are
bcessary to manage corporate risks. Domain-specific cyber security confrols arg, being
pfined and guidance is provided on how these controls can be applied to electric/tility
ptworks.

n
d

n

WG D2.31 “Security architecture principles for digital systems in electric,_power utjlities
(EPUs)”: The new working group advances the results of D2.22 by .identifying| and
developing security architecture principles for digital systems in ERYUs. Topics be
afldressed are defence in depth and graded approaches (zoning~principles) in HPUs,
Smart Grid relevant security architecture principles, developments\of‘security architecture
fqr digital systems addressing newly discovered threat scenaries as well as bus|ness
demands and the support of technical control structures of the IT security architecture|.

J
a
th
id
in
d

VG B5/D2.46 “Application and management of cyber security measures for Protdction
nd Control systems” aims at identifying threats to protection and control systems to| map
em with existing to evaluate their effectiveness, inJproviding a defence against the
identified threats. Also targeted are practical organizational and technical guidelindgs for
implementing cyber security in protection and) control systems that minimizes {hese
fferences.

ERC’s mission is to ensure the reliability of the bulk power system in North America. To
chieve that, NERC develops and->enforces reliability standards and monitors users,
wners, and operators for preparedness. NERC is a self-regulatory organization, sybject

oversight by the US Federal Energy Regulatory Commission and governmlental
ithorities in Canada. NERCLhas established the Critical Infrastructure Protection [CIP)
yber Security Standards.CIP-002 through CIP-011 which are defined to provide a
undation of sound security practices across the bulk power system. These standards are
bt designed to protect the system from specific and imminent threats. They apgly to
pberators of Bulk Electric Systems (see also [13]). The profiles originate in 2006. NERC-
IP provides a eonsistent framework for security control perimeters and agcess
anagement with incident reporting and recovery for critical cyber assets and ¢over
nctional as well as non-functional requirements. Clause A.1 provides an overview ¢f the
fferent parts of NERC-CIP.

he draft standard CIP-011 may not lead to new cyber security requirements, but it

3003208 Fo00 Z

®©OT 4 Q

(BES) into the three categories low, medium, and high impact BES cyber systems, and the
mapping of these to security controls are new.

IETF (Internet Engineering Task Force)

The IETF published RFC 6272, Internet protocols for the Smart Grid (see [38]), which
contains an overview of security considerations and a fairly thorough list of potentially
applicable security technology defined by the IETF. Several IETF standards are applicable
in Smart Grid environments. These are enumerated in 5.4.4.

National activities

The National Institute of Standards and Technology (NIST) is a US federal technology
institute that develops and promotes measurement, standards, and technology. In 2009,
NIST formed the Smart Grid interoperability panel (SGIP) as a public-private cooperation
with over 600 members that develops frameworks and roadmaps, not standards. SGIP’s
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security related work is carried out in the cyber security working group (CSWG). The
following subset of NIST documents directly applies to security in Smart Grid
environments:

e NIST special publication 800-39, Managing information security risk: organization,
mission, and information system view (see [9]) provides guidance for an integrated,
organization-wide program for managing information security risk to organizational
operations (i.e. mission, functions, image, and reputation), organizational assets,
individuals, other organizations).

e NIST special publication 800-53, Recommended security controls for federal
information systems (see [20]) provides guidelines for selecting and specifying
echni Ad-organizational-secur infermation

requirements of FIPS 200 (“Minimum Security Requirements for Federal Informjation
and Information Systems”). It provides an extensive catalogue of security control$ and
maps these in a dedicated appendix to industrial control systems.

o[ NIST special publication 800-82, Guide to industrial control systems (ICS) security(see
[21]) provides guidance on how to secure Industrial Control Systems (ICS), inclliding
Supervisory Control and Data Acquisition (SCADA) systems,Distributed Cgntrol
Systems (DCS), and other control system configurations such as Programmable Logic
Controllers (PLC). It uses NIST SP 800-53 (see [20]) as a*basis and provides spgcific
guidance on the application of the security controls ,in NIST SP 800-53. | This
publication is an update to the second public draft, whigh - was released in 2007.

o| NIST special publication 1108R2, NIST framework and roadmap for Smart| Grid
interoperability standards (see [16]), describes’ a high-level conceptual refefence
model for the Smart Grid. It lists 75 existing-standards that are applicable or lik¢ly to
be applicable to the on-going development“of the Smart Grid. The document] also
identifies 15 high-priority gaps and potential harmonization issues for which ngw or
revised standards and requirements are;needed.

o[ NIST IR 7628 (see [17], [18], and [19]) originates from the CSWG and targets the
development of a comprehensive;set of cyber security requirements building on NIST
SP 1108 (see [16]), also stated'above. The document consists of three subdocunpents
targeting strategy (see [17]);ysecurity architecture (see [18]), and requirements| and
supportive analyses and references (see [19]).

The US Department of Homeland Security’s (DHS) Catalog of control systems secufity —
réecommendations for standards developers (see [33]) presents a compilation of pragtices
that various industry, bodies have recommended to increase the security of cg¢ntrol
systems from both physical and cyber-attacks. The recommendations in this catalogug are
gfouped into 18 families, or categories, that have similar emphasis. It is a collectipn of
recommendations to be considered when reviewing and developing cyber segurity
s{andards for-control systems. The recommendations in this catalogue are intended fo be
broad enough to provide any industry using control systems with the flexibility needgd to
developsound cyber security standards specific to its individual security needs.

The«German Bundesverband fir Energie- und Wasserwirtschaft (BDEW) was foundéd by
trmmﬁemmwmm&mﬂmw = tartt chen

Gas- und Wasserwirtschaft (BGW), Verband der Verbundunternehmen und Regionalen
Energieversorger in Deutschland (VRE), Verband der Netzbetreiber (VDN) and Verband
der Elektrizitdtswirtschaft (VDEW). The BDEW introduced a white paper (see [14]) defining
basic security measures and requirements for IT-based control, automation and
telecommunication systems, taking into account general technical and operational
conditions. It can be seen as a further national approach targeting similar goals as NERC-
CIP. The white paper addresses requirements for vendors and manufacturers of power
system management systems and is used as an amendment to requests for proposals or
requests for quotations.

Within the European Union a dedicated expert group of the Smart Grid task force is
currently working on Regulatory recommendations for data safety, data handling and data
protection (see [8]). The goal of the Task Force is the identification and production of a set
of regulatory recommendations to ensure EU-wide consistent and fast implementation of
Smart Grids, while achieving the expected Smart Grids' services and benefits for all users
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involved. The goal of the Expert Group for security is the identification of appropriate
regulatory scenario and recommendations for data handling, security, and consumer
protection to establish a data privacy and data security framework that both protects and
enables. With the Smart Grid Coordination Group, a further European Group targets
security in Smart Grids. The focus of this group follows the European Mandate M/490
requesting the definition of a reference architecture based on qualified use cases as well
as the investigation into the Smart Grid coverage with available standards. Security is an
integral part of this investigation and handled in an own sub group.

The maturity of selected standards and their applicability is presented in Figure 3 as proposed
in the European funded project "European network for the security of control and real time

and manufacturers of which standards influence their business most. The different colours in
the figure indicate the targeted audience.

Whilg¢ IEC 62351 addresses the energy sector, more specifically substation’ automfation
systems, NERC-CIP is generally targeting energy operators. While 1SO127000 and NIST
800-%3 are mainly targeted to IT environments (thus targeted at protecting‘information), pther
standards such as ISA 99 or IEEE P1686 directly address (industrial))automation sysfems.
NIST| SP800-53, Appendix |, is explicitly for industrial control systems, as is NIST SP800-82.

Design Details

Energy

Industrial Autom.

—IT

Technical

Aspects
NIST 800-53

Details of Relevance

——
Operation for Manufacturers

NERC CIP

Management
IS0 27000 Aspects

Qperator Manufacturer

Relative Security Coverage

IEC 1948/12

Figure 3~"Graphical representation of scope and completeness
of selected standards (enhanced version of Figure 1 in 4.1 of [4])

Figune 3 provides a qualitative view on the scope and coverage of selected standjards.
Stanglards extending to the right in x-axis direction have relevance for manufactyrers.
Typiqally~such standards have detailed technical requirements up to the definitign of

dediqatéd-security protocols, which must be implemented by the manufacturers. In contrast,
the 1 -axj it | cure

operation. NERC-CIP, for example, prescribes specific actions for operators to comply with,
thus providing implicit requirements to the manufacturers to support the operators.

Standards extending to the top of the y-axis list precise design details and leave little room for
interpretation. IEC 62351, for instance, provides design details in such extend that device
interoperability between various manufacturers can be guaranteed.

Standards extending to the bottom of the y-axis are covering a broad range of various security
areas and can thus be consulted in order to get estimation on the overall security level.

4.4 Reference architecture for TC 57

IEC TC 57 is chartered with developing standards for EPS management and associated
information exchange in the areas of generation, transmission and distribution real-time
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operations and planning. The scope also includes information exchange to support wholesale
energy market operations.

IEC 62357 (see [29]) provides a reference architecture explaining the interworking of various
existing standards activities within IEC TC 57 and how they contribute to meet the objectives
of TC 57. It also identifies areas where harmonization between TC 57 standards is needed
and suggests possible approaches to achieve it in order to facilitate a single, comprehensive,

optimal

implementations

plan for deployment of these standards in product development and system
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| 4 Application
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NOTE|2 Non-solid“patterns represent areas that are future work, or work in progress, or related work proviged by
another IEC TC(

Figure 4 — TC 57 reference architecture (see [29])

The TC 57 reference architecture shown in Figure 4 includes the following IEC TC 57
standards (responsible working groups are shown in parentheses):

IEC 60870-5: standards for reliable data acquisition and control on narrow-band serial
data links or over TCP/IP networks between SCADA masters and substations (WG 3).

IEC 60870-6: standards for the exchange of real-time operational data between control
centers over wide area networks (WANSs). This standard is known officially as TASE-2 and
unofficially as ICCP (WG 7).

IEC 61334: standards for data communications over distribution line carrier systems

(WG 9).

IEC 61850: standards for communications and data acquisition in substations. They also
include standards for hydroelectric power plant communication, monitoring, and control of
distributed energy resources and hydroelectric power plants (WGs 10, 17, 18).
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Figune 5 shows where these standards can be applied in the utility operations environment.

—-17 =

IEC 61970: Standards to facilitate integration of applications within a control center,
including the interactions with external operations in distribution as well as other external
sources/sinks of information needed for real-time operations. These include the
generation and transmission parts of the Common Information Model (CIM), the Generic
Interface Definition (GID) interface standards, and eXtensible Markup Language (XML)
standards for power system model exchange (WG 13).

IEC 61968: Standards for Distribution Management System (DMS) interfaces for
information exchange with other IT systems. These include the distribution management
parts of the CIM and XML message standards for information exchange between a variety
of business systems, such as asset management, work order management, Geographical
Information Systems (GIS), etc. (WG 14).

C 62325: Standards for deregulated energy market communications (WG 16).
C 62351: Standards for data and communication security (WG 15).

—
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Figure 5 — Application of TC 57 standards to a power system
(see [29], enhanced according to IEC/TR 61850-1)
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The implementation and operation of this architecture in a secure manner requires an overall
security architecture covering technical and operational means and showing especially how to
apply TC 57 specific security measures. This will be the core of Clause 5.
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5 Security architecture in power systems

5.1 General

ISO/IEC 42010:2007, 3.5 describes the architecture of a system as: “The fundamental
organization of a system, embodied in its components, their relationships to each other and
the environment, and the principles governing its design and evolution” (see [7]).

A security architecture provides a framework and guidance to implement and operate a
system using the appropriate security controls with the goal to maintain the system's quality
attributes like confidentiality, integrity, availability, accountability and assurance. Appropriate
secufity controls are typically determined by a risk and threat analysis of the target system
basefl on technical and business related assets. Such a threat and risk analysis specifjcally
targetts the communication between different network elements with respect to their segurity
requirements for confidentiality, integrity, and authentication. The target system’itself| may
thereffore be divided into different security domains, reflecting the different security needs of
the slingle application domains. To provide a profiling of the security contrals to the different
domg3ins, security policies define the mandatory and optional controls {0 be supported, while
the enforcement of these security policies is part of the overall security, process. The gepheral
procgss of defining a security architecture based on a threat and risk_analysis is also ouflined
in IEC/TS 62351-1 (see [40]).

Gengric security architectures have been discussed by“several organizations and are
provigded for instance through Sherwood Applied Business-Security Architecture (SABSA], see
[2]) and The Open Group Architecture Framework (FOGAF, see [1]), which are shortly
outlined in the following.

SAB$A is a six-layer model covering all four parts of the IT lifecycle: strategy, ddgsign,
implgmentation and management and operations. The SABSA matrix for security architecture
development is intended to provide coverage for addressing the security questions| and
concerns within each domain. The intent is to also provide traceability and justifidation
between the six layers (also known as«iews). For instance, from the logical layer (designer’s
view) the creation of security policies should be based on the control objective’s defined i
conceptual layer (architect’s view);"and likewise, the control objectives should be d
basefl on the business risk muodel defined in the contextual layer (business view). |so if
questioned why a particular~policy exists in the organization, the decision should easily be
traced back to the business layer. Likewise, if a control objective existed that did not hav¢ one
or mgre security policies.associated with it, a gap would easily be identified.

TOGAF is an exhaustive framework that describes itself as “providing methods and too|s for
assigting in the-acceptance, production, use, and maintenance of enterprise architecturef It is
basefl on an-iterative process model supported by best practices and a re-usable
existing architecture assets.” [1]. The enterprise framework is developed through several
phasgs explained in its architecture development methodology (ADM). Security is addrgssed
in the €ADM guidelines and techniques” section of TOGAF and is not intended to be a seg¢urity
archi 3 is to
inform the enterprise architect of security concerns within each phase of the ADM. Security is
treated as a cross-cutting concern and leverages other security standards within ISO/IEC and
NIST discussed in this document.

5.2 follows this approach by defining security domains and their mapping to power system
domains. In a next step the interfaces of the power system domains are mapped against the
interface categories provided by NIST IR 7628 to determine the communication interfaces to
be secured. In a further step the security domains are then mapped to security controls to
achieve the necessary security level. The results are used in Clause 6 to perform the mapping
on a more detailed level, based on distinct scenarios.
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5.2
One

Security domains and their mapping to power system domains

method for managing the complexity of security is to define physical and/or virtual

security domains. The perimeter of each security domain is maintained at the desired level of
security, while within each domain the same level of security is assumed. Any information
exchanges (including human users) crossing the perimeter are validated with the security

level

requirements within the security domain before they are allowed to enter.

As stated in 4.3, CIGRE WG D2.22 has already published an approach to describe security
domains for electrical power utilities (see [35]) as well as potential security controls to be
applicable in the different domams (see [36]). This approach will be used and evolved further

on. I ment
use dases of the TC 57 architecture.
The pecurity model applied here defines four (logical) security domains, which .relate|to a
dediqated protection level. These four domains are listed in Table 2. They\are genegrally
applicable to operational networks and can be mapped to power systems networks as well as
officg environments. The security domains comprise logical and physical ©haracteristics. [Thus,
therel are logical as well as physical security controls applied to.achieve the required
protection level.
Table 2 — Security domains (see also [35])
Security Required Applies to Example systems
domain protection level
Assets, supporting the commupnjeation over Third party networks,
Public
public networks Internet.
N
Assets, supporting the bq@ss operation with
Corpprate  Medium baseline security not essential to the power Office level business netyork.
system reliability ar;xgéilability.
B Assets, supporting\the critical operation, which  Finance network, human
Critidal High are not critical ¢e, power system reliability and resource systems, ERP
availability. systems.
Syst bm . Aseet_s d@tly related to the availapility an_d Control systems, SCADA
operfition  Very high reliab of power generation and distribution networks
criticpl in ucture. :
~~
The different domains~may be geographically distributed. This may have influence on the
seledtion of security controls and needs to be considered appropriately.
Froml an abstfact point of view, the power industry has been divided into seven different
application demains in the NIST IR 7628 volume 1 document, as there are:
— (Bulk)-generation
B = i i icity,

and is the first step in the process of delivering power to consumers. Besides classical
energy generation like coal-fired power plants or nuclear power plants, decentralized
energy generation using photovoltaic or windmills are getting more and more integrated
into the power grid for bulk energy generation.

Transmission

Power transmission is the bulk transfer of electric power to substations. A power
transmission network connects power plants generating electrical energy with substations
and typically transports high voltage energy.

Distribution

Substations distribute the electrical energy further down to industrial, commercial, or
residential consumers in the range of medium to low voltage energy.
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— Markets

The market provides the facilities to exchange energy between different energy providers
and network operators. As decentralized energy is more and more generated also within
residential areas, the market functionality will be enhanced to also consider prosumers.

— Operations

Operations comprise the processes, infrastructure, and technology for the management of
the bulk energy generation, storage, transport and distribution up to customer interactions.

T

his also involves the handling of metering devices and connected services.

— Service provider

Grid,
bntial

ower
and

ystem

Twm—mm“mhmw i jamey i pr as
clearing house for billing and energy exchange purposes.
— Clustomer
The customer role was typically the endpoint for the energy transfer. Within,the Smart
this is changing from the pure consumer of energy to a producer of energy in resid
afeas. Hence the customer is becoming a prosumer.
Mappging the security domains stated in Table 2 to the seven applicatiomydomains of the p
indudtry listed above leads to Figure 6, combining approaches from CIGRE (see [35]
NIST|IR 7628.
N k O O Informat
_______ Exchang
PO Logical
i , Power §
R N Domain:
! Logical
Security
ARG Y Domain:
{/. Corporate Public
: Services 3
\ ’ iyl _od
\R \ :
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Figure 6 — Mapping of information security domains to power system domains
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As shown in Figure 6, the power system domains span all of the security domains to a certain
extent. Customer, distribution, services, and market do also connect to the public domain to
take prosumers generating, consuming, and trading energy in residential areas into account
targeting a Smart Grid. IEC protocols are used throughout the domains to facilitate Smart Grid

contr

ol.
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For each security domain dedicated security controls can be derived, which in turn can be
mapped to the power system application domains. Ideally, this derivation is being done based
on a security threat and risk assessment of a real target scenario, which addresses detected
vulnerabilities and also takes the existing security measures into account.

As shown in 4.3, there are several guidelines and regulations already explaining security
controls for power systems, but do not directly address the mapping to technical
implementation details. This is the focus of 5.4 and Clause 6 discussing concrete realization
examples of security controls in different power system domains.

5.3 _System interface categories and their mapping to power systems

NIST[IR 7628 vol. 1 (see [17]) defines logical interfaces categories, which are used to deel
the gystem interaction and thus build one base for the overall security architecture. Tlhese
system interfaces are to be secured using the security controls.

The NIST IR 7628 interface categories are listed in the following table and-mapped to power
system interfaces based on the reference architecture description in 4.4,
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Table 3 — Mapping of logical interface categories to TC 57 reference architecture

Logical interface category Mapping to TC 57 reference architecture
(communication protocols, frameworks)

Control system related interfaces

Interface between control systems and equipment
with high availability, and with compute and/or
bandwidth constraints

Interface between control systems and equipment

without hicgh oyugilahility bBut with computg ond/or
PAl ™

Typically between substations or control center and
substations

— |EC 61850
— |EC 60870-5-101 and -104
Typically between substations or control center and

bandwidthuconstraints

Interface between control systems and equipment
with high availability, without compute or
bandwidth constraints

Interface between control systems and equipment
without high availability, without compute nor
bandwidth constraints

Interface between control systems within the same
organization

Interface between control systems in different
organizations

s\‘S\Q

g\\} IEC 60870-6 (TASE.2)

Back office related interfaces

substations
N

— [EC 61850
— |IEC 60870-5-101 and -104

Typically between substations or contrdrbgner
substations Q’ 3

— IEC 61850

\/
— |IEC 60870-5-104 <O
— |EC 60870-6 (TASE.2
Typically between subita%ns or control center pnd

substations &

— IEC 61850
—  IEC 608755:104
- IEC 60@-6 (TASE.2)

—  |EE,60870-6 (TASE.2)
@ 61850
QIEC 61968, IEC 61970

IEC 61850
— |IEC 61968, IEC 61970

11

12

13

14

Interface between back office systems-under
common management authority \O
Interface between back office s ms not under

common management autho:k

Interface with B2B conne,cgﬂs between systems
usually involving fina%el or market transactions
o

Interface between

control/corporaté s
ween sensors and sensor networks

Interface-h§

for me ng environmental parameters

@)ce between sensor networks and control
ems

| systems and non-
ems

Sensor related interfaces

— |EC 61968, IEC 61970

— |IEC 61968, IEC 61970

— |IEC 61968, IEC 61970
— IEC 62325

— |IEC 61968, IEC 61970

— |EC 60870-5-101
— IEC 61850
Typically within a substation
— |IEC 61850

Interface between systems that use the AMI
network

Interface between systems that use the AMI
network with high availability

Involves metering devices, data concentrator and
transaction handling

— |IEC 61968, IEC 61970

IEC 61968, IEC 61970

Other interfaces

15

Interface between systems that use customer
(residential, commercial, and industrial) site
networks

— |IEC 61850 for load balancing
— Web-based services (like IEC 61400-25)
— |IEC 61968, IEC 61970


https://iecnorm.com/api/?name=8e3550dd24edb39929df226dada9522d

TR 62351-10 © IEC:2012(E)

- 23—

Logical interface category Mapping to TC 57 reference architecture
(communication protocols, frameworks)

Interface between external systems and the

Involves metering devices, data concentrator and
transaction handling

— Possibly IEC 61850

16 :
customer site
— |IEC 61968, IEC 61970
o Involves engineering connection via remote access
47 Interface between systems and mobile field crew using
laptops/equipment .
— Possibly IEC 61850
— IEC 618A0
18 | Interface between metering equipment — |IEC 61334 (PLC for metering) (1/
— |EC 62056 (DLMS/COSEM, IEC TCAQ;WG 14)
19 | Interface between operations decision support — |EC 60870-6 (TASE.2) Q’ v
systems — |IEC 61968, IEC 61970 ,'\
. : ; Typically proprietary (,5\
20 Interface between englngerlng/malntenance _ IEC 60870-5-101 an qh
systems and control equipment
— |IEC 61850
7N
Typically proprietan&
Interface between control systems and their
21 . . — |IEC 60870-5-104,
vendors for standard maintenance and service
—  |EC 618@
Interface between security/network/system \ "
22 | management consoles and all networks and = IEQ/T@62351-7
systems O
B . v ,
NOTE Not all of TC 57’s standards mentioned here are (Qrently covered by IEC 62351. This showg the
necepsity to further evolve IEC 62351. 6.5 lists these star&d\%s as potential gaps in terms of coverage.
IEC 62351 with its different parts has been developed to provide security controls to protect
the gommunication protocols defined:.iw TC 57. The scope and the functionality of fhese
protocols is reviewed and enhanced as new use cases in the Smart Grid appear.
Constaquently IEC 62351 is constantly improved and enhanced to cope with new upcgming
requirements. The current coverage of protocols and information modelling is shown in Fjgure
7.
— IEC 62351-1: Introduction
IBC 60870-6 TASE.2 (&(Q)
N IEC 62351-2: Glossary
IEC 61850@43 -
\ IEC 62351-3: Profiles including TCP/IP = §
H o
N £
Ifc g&boose and SV < S .
! Z IEC 62351-4: Profiles including MMS S . § o & E
— oo o < 7
IEC 60870-5-104 and DNP3 NN\ SE| [=E| |28
> IEC 62351-5: IEC 60870-5 and derivates ag g3 85
,‘-3 gl || |QE
IEC 60870-5-101 and Serial DNP3 TEl]L8 =3
IEC 62351-6: IEC 61850 profiles 9 2 X
by 8
%) (&)
IEC 61970:and IEC 61968 CIM IEC 62351-11: Security for XML files w l
IEC 62351-10: Security architecture guidelines for TC 57 systems
IEC 1952/12

Figure 7 — Mapping of IEC TC 57 communication standards to IEC 62351 parts

An overview of the different parts of IEC 62351 is provided as an overview in 4.3 and further
elaborated in IEC/TS 62351-1 (see [40]). This part also covers the discussion of potential
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security controls and their application and therefore builds a base for 3.3. Another base is
provided by IEC/TS 62351-9 [47] giving the key management, which is essential for all other
cryptography based security from the other IEC 62351 parts.

The mapping of the IEC 62351 parts relating to the layers they address can also be depicted
as in Figure 8 showing them in relation to the IEC 61850 protocol stack. The security
functionality provided in IEC TR 61850-90-5 has been added to the picture.
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Figure 8 — Mapping of IEC 62351 protocol related parts to the IEC 61850 stack
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5.4 Security controls
5.4.1 General

Security controls describe security counter measures to avoid, counteract or minimize security
risks. Within the context of this document security controls are categorized into:

— physical controls e.g. fences, doors, locks targeting the definition of a physical security
perimeter;

— procedural controls e.g. incident response processes, management oversight, security
awareness and training;

— tgchnological security controls necessary for operation e.g. user authentication (login) and
Idgical access controls, malware software, security protocols, firewalls. They_ apply for
instance to the interface categories stated in Table 3;

— operational security controls like state analysis or contingency analysis;

ggal and regulatory or compliance controls e.g. privacy laws, policies and.Clauses.

Orthggonal to all security controls is the security management, which‘has interfaces tq and
intergctions with all security controls. As stated earlier, the choice of security controls sr:l:ould
be dgpendent on a threat and risk assessment to address explicit target security requirements
and 3lso be aligned with the targets reliability and latency requirements.

As adlready stated in 4.3 there are several documents ‘providing catalogues for segurity
contrpls, which can be taken as reference here, such as:

— N|IST special publication SP800-53 (see [20]) specifies a security control catalogue for
fgderal information systems and organizations;

- D

partment of Homeland Security Catalog of Control Systems Security gives
commendations for standards developérs of the US (see [33]);

— NJIST IR 7628 (see [17], [18], and [19]) originates from the Smart Grid interopergbility
panel (cyber security WG);

— |IBC 62443 (see [26]) addresses )‘security for industrial automation and control sysfems”
describing several categories-of security technologies and also the types of proglucts
ayailable in those categories along with preliminary recommendations and guidange for
uging those security technologies. This work is being done in cooperation with ISA-99| (see

[321);
— 1§0/IEC 27002 (see " [6]) provides general guidance on commonly accepted goals of
ifformation security management. Taking the specifics of process control systems us¢d by
the energy utility industry for controlling and monitoring the generation, transmigsion,
sforage andddistribution of electric power, gas and heat in combination with the conng¢cted
pfocesses.into account, argues for a domain specific mapping of these guidelines.| This
uldsupport the implementation of an information security management system explicitly.

Thel/German DIN just provided a domain specific version as technical report withl DIN
SPEC 27009 (see [58])

In power systems, there are already a number of existing utility processes to protect the
system’s reliability that can be leveraged for security purposes. Examples of reliability
ensuring controls are fault location, isolation, sectionalization and recovery (FLISR),
redundant control centres, periodic polling, alarm reporting, contingency analysis, state
analysis, and revenue protection schemes.

The focus of this document is placed on cyber security and procedural controls which are
applicable to TC 57 related technology. Legal and regulatory security controls are referenced
by the documents stated in 4.3.
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Technological security controls Procedural security controls
Coding Incident
guidelines response
Authentic Integrity Privacy Confidentiality Access
ation control Awgre_ness Audit and
trainings accountability
Personnel
security
Security Security options Security options
protocols in protocols in protocols
Credential
. Robustness / Malware RBAC
Fifewall IDS/IPS availability Protection management
Patch and
Operational security controls Trust model update
management A
itori Security polic;
State Contingency Mor}ggg?n%and y policy; V)
analysis analysis ol
Separation of Physical access
duty control
——
Key ) |
management X
N
A
Fence Locks
Laws Regulations Tamper resistant HW
[ XN
Regulatory security controls Physical security controls

IEC 195Fp/12

Figure-9 — Security controls overview

Figuge 9 provides an overview of the interrelationship of security controls emphagizing
secufity management ashna common part. The controls shown in Figure 9 only propvide
examnples and the list(does not claim to be complete. As shown in Figure 6, the power system
application domains.span multiple security domains, which are interconnected up to the gublic
secufity domain.«This requires the support of basic security paradigms like layered defenge or
defence in depth-for the design of a security architecture.

Defence (iny'depth can be described as the application of security controls in layers and at
differentJevels. “Layers” imply multiple security barriers between the attacker and the tgrget,
Wh|| “iCVGib" lGidtU tU “IU Ul;fltclcllt iUVUib iII t;lc bUIIIIIIuII;bdiiUIIb illfldbtlubiulc uIIUIUIiy;IIg any
cyber system (transport, application, etc.). This concept ensures that if one security barrier is
broken (for instance the lock on a door), the next layer may prevent the attack (the attacker
does not have the correct password) or it may just deter the attack until it is detected (such as
video surveillance or an alarm notifies personnel that an excess of passwords have been
attempted).

Technological security controls are typically a combination of different security mechanisms.
An example may be a secured transport channel (as provided, e.g. by IEC/TS 62351-3 (see
[41])), which authenticates the communicating peers and uses integrity mechanisms and
encryption to protect the contents of a message on transport level. This may be sufficient for
several use cases, but application level security may be required by others. One example is
role-based access control on application level, e.g. to ensure that certain actions can only be
executed by authorized personnel (IEC/TS 62351-8 provides a solution for this).


https://iecnorm.com/api/?name=8e3550dd24edb39929df226dada9522d

- 28 - TR 62351-10 © IEC:2012(E)

5.4.2 Domain mapping of security controls

Using the concept of layered defence, necessary security controls for each security domain
can be defined. As mentioned, security controls represent counter measures supporting
dedicated security requirements resulting in the application of distinct security services. Since
the security requirements differ between the four security domains, Table 4 provides a list of
examples for typical security controls and realization examples mapped to the three security
domains (Corporate — C, Business Critical — B, and System Operation Critical — O) as
introduced in 5.2. This list is not complete but shows potential minimum realization variants
per domain.

Security Realization example, notes Security
control domair

Strong user-to-device and user-to-application authentication (local and QD'\ X X X
remote) (b

(@]
User authentication and single sign-on (SSO) either using user-id v
password, e.g. by accessing a directory (ISO/IEC 9594 or LDA s SSO X X
addition) or using Kerberos

Support of two-factor user authentication technologies (es art token, X X
Authgntication OTP) \
¢
Device-to-device authentication, e.g. CIient-Server-@mentication via X X

X.509 based certificates PR
Enforcement of mutual authentication accor?}«t’o IEC/TS 62351-3, -4, -5

and -6 in IEC based communication proto&l 2
AN
(Physical) ID check through plant secuﬂ@ X X X
Definition and enforcement of a p%}igal security perimeter supported % X
through security personnel, Iockj, nces, video surveillance, etc.
Definition of a logical securit@rimeter supported through application of X % X
firewalls, remote access g ays, etc. (for local and remote access)
Enforcement of least Pﬁ&?ege escalation X X
Definition and er(@nent of role-based access control (RBAC) X
Accgss control ™ N
Application of kd/TS 62351-8 RBAC for access controlled engineering X
and operat&n .
Applic@f secure authentication options in DNP3 communications X
P s‘\drd policy, e.g., complexity criteria, aging, etc., e.g. as provided by X X X
EC 9594
Po R
ﬁtwork Segmentation (applying Firewalls and DMZ X X X
)
e Integrity protection of communicated data between different data network
C) components (e.g., geographically dispersed data networks) using security % X
\Q/ appliances or security functionality in routers to protect communicated
traffe
Integrity Application of integrity protection options in SCADA and ICS protocols X X
PEUEEE Application of IEC/TS 62351-3, -4, -5 and -6 integrity protection features in X X
IEC based communication protocols
Application of secure authentication options in DNP3 communications
Integrity protection of stored data (e.g. disk, tape) X
Confidentiality protection of sensitive data during communications between
different data network components using security appliances or security X X
functionality in routers to protect communicated traffic
Confidentiality =~ Application of confidentiality protection options in SCADA and ICS X X
protocols
Confidentiality protection of stored live data; disk encryption for X X

engineering and control systems


https://iecnorm.com/api/?name=8e3550dd24edb39929df226dada9522d

TR 62351-10 © IEC:2012(E) - 29 -

Security Realization example, notes Security
control domain

Confidentiality protection of stored backup data (e.g. disk, tape) X X

Application of IEC/TS 62351-3, -4, and -5 confidentiality protection using
TLS in IEC based communication protocols

Access to confidential data following the need to know principle X X X

Maintenance and monitoring of computer and network security
components, e.g. system event log auditing or SNMP v3 application to X X
monitor system events

Anomaly/intrusion prevention/detection (IDS/IPS deployment) X
Moniforing and N V|
Iogg:ngl e Login/account management on control and engineering systems A(_\%V X
N
Auditing / logging of all automated / scripted login sessions (-\’ J/ X X
NS
Logging of control application access, including user ID, event time " :\ X
L : : N
User activity on control systems while logged in O_SJO X
Personnel risk assessment, e.g. security clearance of technical pe@@bel X X
~7
Separation of duty for control, operation, safety, and securityIQ. X X X
Security training of personnel (incident handling, security @c}ss X X
handling, etc.)
System hardening according to security measuremen!\p ns X X X
Security documentation (for processes and syst@s)\) X X X
N\
Regular security assessments of componenw., vulnerability scans) X X X
Key- and credential management (addreigd\m new work item X
security IEC/TS 62351-9) $\
management IEC/TS 62351-7 application to descc'@ power system objects to be X
managed \\
Definition and maintenance.g@:zs to support IEC/TS 62351-8 X X
N\
Incident response (even}s@%d alarming) X X
X\
Backup and recoverm?‘business and operation relevant information X X X
Patch managerpe’%%rganizational part) X X
Establishment M security organization with defined responsibilities and
. . K . X X X
responsﬂ@qersons (e.g. for incident handling)
AR
Defir}i.ti@of identification and authentication procedures X X
) .
F&@ndancy concepts for IT infrastructure X
Vo™ :
Q-rrewall concepts (DoS protection) X
é )IDS/IPS systems (DoS protection) X
Q/C) Connection limitations (Bandwidth, number of connections, etc.) X
. \ Malwarg nraotgction softwarg/annliancags whitg listing X X X
Availability and T~ T j >
robustness Backup and restore concepts and procedures X X
Emergency concept X X
Quality Control (e.g. NERC Compliance of used products, etc.) X X
Application of products supporting a secure lifecycle (product selection
should obey security requirements covering the complete product X X X
lifecycle)
Privacy Protection of person (user, customer, etc.) related information in AMI X X X
protection Protection of business relevant data (e.g. generation data, system status) X X

Not all controls may be applicable to components in a Smart Grid infrastructure. An example
is given through malware protection on field devices. While these devices have limited
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capabilities they also often use proprietary operating system for which malware protection
software does not (yet) exist.

Security of information exchanges implies end-to-end security from the sender of the
information all the way across through all intermediate communication paths, computer
systems, software applications, and databases, to the final receiver of the information. Thus
information security shall not only address physical components but also the virtual paths
from end to end.

End-to-end also covers cascading or chains of security, where the compromise of one type of
information has cascading effects. For instance, if substation data incorrectly indicates that a
brea&er has tripped when actually it is still closed, inappropriate operator and powersystem
reactjons can cause more impacts than the original false signal might itself warrant.

5.4.3 Determination of necessary security controls

To determine the actual need for certain security controls and their plaeement withip the
architecture, a security assessment is the typical starting point. This asseéssment may tprget
both [the system's general design based on a conceptual assessment of the use case-spgcific
data model, the data exchange and its derived security requirement§‘as well as practicaltests
on dedicated components. This analysis should be performed on ‘a regular base; at |least
wherlever the general functionality of the target system is enhanced or new componentg are
addefd. The general approach is depicted in Figure 10.

Conceptual Security Assessment Practical Security Assessment

Identification of Assets
What is to be protected?

Discovery
gathering of system information

Threat Analysis

Which attacks to consider? Vulnerability Analysis

Risk Estimation
What are potential damages?

Attack Verification
exploitation of identified vulnerabilities

Counter Measures
technical and/or organizational

Recommendations
for possible counter measures

-

-

Comprehensive’ security architecture incl.
security management system (regular
review ef.assumptions recommended) to be
applied to the target system during the

Detection of exploitable vulnerabilities and
potential security flaws by hacking attacks.
Provides a snapshot of the current security
state of a system to be considered for build

product definition phase / operate phase (to be repeated regularly)

PO

</ Common Goal: Increase the security level and the resistance to IT related attacks

IEC T956/72

Figure 10 — Generic system security assessment approach
covering design and implementation

This security assessment itself is only one part of a security oriented design, development,
and operation process as shown in Figure 11. The process of determining the actual security
needs based on a specific system architecture including the determination of assets and
connected risks to the assets are further explained in the NIST SP 800-30 (see [10]).
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= Asset determination

= IT security threat and risk analysis

= Qualification of risks

= Definition of IT security requirements

= Specification of IT security means

= Integration into system design

= Re-evaluation of risks

= Obey secure coding rules

= Code reviews

= White-box security testing

= System, patch and update management
= Intrusion detection, vulnerability scanning
= Emergency planning

= Secure logging and security audit trail

= Backup of process related information

= Secure deletion of sensitive information

Operate

Decommission

IEC 1957/12

Figure 11 — Secure design, development, and operation process

5.4.4 Network-based security controls

An irncreasing number of endpoints as well as intergonnected systems within typical gower
systdm installations on one hand and the underlying.network topologies on the other raise the
bar for network security in general. Based on the Internet Protocol (IP) suite as the foundation
to mget these requirements, the following key objectives need to be addressed in the scope of
a network and security architecture:

trong network segmentation and-Quality of Service (QoS) — An appropriate nejwork
rchitecture should be applied in_order to segregate traffic based on functionality. As an
kample, control traffic for automation and monitoring purposes shall be prioritized|over
her, less important traffic.. This approach ensures reliability and helps to isolate fraffic
bsed on a multi-service .communication architecture. It is much easier to monitof and
strict isolated traffic at,the endpoints. Network router for instance can be logjcally
vided into three functional planes: data plane (control, monitoring, measuremgnts),
anagement planes{management protocols and other interactive access protocolg like
bcure shell protocol, LDAP and SNMP) and control plane (routing control protocols, keep-
ive, ICMP, etc.)~Based on this, a methodical approach for network security following the
bfence in dépth approach described in the beginning of 5.4 is much easier to implgment
nd to perform. To respect cyber security, network isolation is an appropriate meaps of
eparating”security relevant functionalities like authentication server or remote agcess
bvices,*QoS policies can help to detect traffic abnormalities and offer additional Denial-
-Sepvices (DOS) prevention.

COVLOLYIAITODD W

— Availability and survivability — The network architecture should be able to defend or
gracefully handle DoS and/or DDoS attacks in general and especially on single points of
failure like authentication servers, etc. QoS policies can help to detect traffic abnormalities
and offer DOS prevention. Techniques to achieve network device resiliency are based on
hardening (disabling unnecessary services), strict access control lists (ACL), port security,
control plane protection and redundancy, to name but a few.

— Pervasive network awareness and proactive network health monitoring are important
to detect an attack as early as possible in order to initiate incident response and network
forensics. An immediate response in the event of a cyber-attack is essential and can
trigger counter measures like isolation of network segments and rerouting.

— An IP-based network architecture fosters a seamless integration of physical security
with cyber security controls in order to protect typical remote deployment scenarios.
These capabilities should be used to connect physical access control, video surveillance
as well as other physical security controls with an overall security management to respond
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to security breaches quickly and efficiently. In addition, logs should be collected across
devices, systems, and applications and correlated with Intrusion Prevention System (IPS)
events to identify security incidents, followed by mitigation steps.

Strong perimeter security is the basis for any zone-based concept and shall be enforced
by strict rule definitions in the firewalls used to protect the segments. Invalid access alarm
based on integrated firewall capabilities should be correlated with event management.

In the domains of advanced metering infrastructure (AMI), distribution automation and
distributed energy resources, device and platform integrity are important requirements. It
shall be ensured that devices, especially meters, are protected in order to be resistant to
cyber-attacks and cannot be compromised easily. Tamper-resistant design, digitally

S-guﬂd—ﬂmwage&—anm&d—mmgmﬁuawﬂm—smw—sm%r of
cryptography credentials, and secure code development practices are apprfoved

measurements to achieve this.

In general, the existing capabilities of advanced network-based security should be| fully
explqited to protect all connected systems and devices within power system installafions.
Netwprk-based security encapsulates all security measures that are deployed in the network.
Thesge technical security controls are especially important because of~the current statps of

TC 5F based systems and protocols for power automation:

Many devices do not have technical security controls implemented. They may be qalled
Idgacy which is probably not true for the automation and protection features they nepd to
Ifil (because these objectives are met completely). In ordér to integrate them in a s¢cure
anner, security measurements provided by the network play a key role. Therg are
ready solutions in place to protect so called ‘legacy-devices’ by means of a “bump-in-
ire” approach. Besides this, legacy device virtualjzation by network-based meang is a
bxible solution to safeguard unprotected devices.

—h
=

s © 3

irthermore, embedded devices with critical tasks within the electrical grid,| like
rotection-1EDs, are limited in memory and, processing power when it comes to fundtions
pyond control and protection. This shall be addressed by the security architecture in
der to disburden these devices from security features that can be realized by the
ptwork or network- based devices;. like centralized key management.

letwork-based solutions for secure connectivity are needed to protect the traffic betveen
bvices and systems, for remote access solutions or other communication links. Espegially
blutions based on virtual. ptivate networks (VPN) support a stringent approach to protect
bnfidentiality and integfity' of control data and other important messages. VPNs cgn be
sed to supplement gXisting communication security based on parts of IEC 62351 |or to
stablish it where .implementations of these standards are not available in the depices
bnnected to the-network. Especially tunnel less VPN solutions are highly scalable infany-
-any scenarios” by supporting native multicast routing. Furthermore, tight policy
integration ,as:*well as customized, per-application based encryption are features| that
stipport artypical TC 57 specific system and the underlying network architecture.

ODCOWwWAaAzZ 500U

- -
(@)

Iftrusion “detection systems (IDS) as well as intrusion prevention systems (IPS) are
pfoviding pro-active and reactive detection capabilities, especially when adjusted to gower
system network specifics. Signatures are available for domain specific protocold like
SCADA or telecontrol protocols. In this regard, security architects have to evaluate the pro
and cons of “higher-layer” encryption, sometimes even defined on the application layer. In
such a case, packet inspection and any other checks on the payload are not possible with
direct impact on important preventive measures. Furthermore, behaviour-based
techniques can help to respond successfully to even new and unknown threats.

Device authentication based on authentication, authorization, and accounting (AAA)
solutions is an appropriate way to define and control who is allowed to access specific
parts of the network. It provides a flexible and scalable means to handle installations with
hundred or even thousands of end-points. Standardized authentication methods, such as
RADIUS, TACACS+, and Kerberos, can be used to establish access control based on user
(device) or service basis. Protocols like LDAP can be used to query directories and fetch
user credentials.
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In essence, the ultimate solution is a best of breed mix of device and network-based security
leveraging the respective strengths by achieving a layered defence (or defence in depth, see
5.4.2). The maturity of existing network-based security solutions provides excellent
opportunities to support the requirements for end-to-end security of power systems.
Furthermore, network-based security shall be built on a stable and extensible framework of
standards. The most relevant standards to protect communications links as well as the
underlying infrastructure are listed and described in IETF RFC 6272 (Internet protocols for the
Smart Grid, see also 4.3). These standards are already used and implemented at any scale in
many industries. The most prominent standards are listed in Table 5.

Table 5 — General security standards applicable to network security

Standard

rRrEcla101 Layer 3 Security, typically used for VPNs or for remote dccess. The
REC 4102‘ Base standards for IP listed RFCs describe general architecture as well as the tWo modes
’ Security (IPSec) AH (Authentication Header) and ESP (Encapsulated'Security
RFC|4103
Payload).
rREcls246 Transport layer security | Layer 4 security for TCP/IP based communication, currently useq in
(TLS) IEC 62351.
Transport layer security | Extension to TLS to avoid certain injection when renegotiating ar|
RFC|5746 (TLS) renegotiation existing connection. A cryptographic™hinding between the curren{ and
indication extension the former session is being provided.
Authentication, Guidance for Authentication, Authorization, and Accounting (AAA)
RFC|4962 authorization, and Key Management. Provides_ an architecture allowing the centralized
accounting control of AAA functionality.
ExtenS|t_)Ie . Framework for EAR;single EAP methods are defined in separatg
Authentication Protocol ) ) . )
RFC|5247 RFCs. EAP is typically used for controlling device (or human) acgess
(EAP) Key Management
to networks.
Framework
Datagram transport ) s N
RFcle347 layer security v1.2 Layer 4 security for UD_P/IP base_d communication. May be appligd in
scenarios;”where TLS is not applicable.
(DTLS)
Group domain of .
RFC|6407 interpretation (GDOI) Group based key management, currently used in IEC/TR 61850-90-5.
Internet X.509 public
key infrastructure
RFC|5280 certificate and Base specification for X.509 certificate and certificate handling.
certificate revocation
list (CRL) prafile
Information technology
— Opeh systems
ISO/|EC interconnection — The Basic specification for certificates, certification authorities,
95948 Directory: Public-key revocation, validation, etc.
~dand attribute certificate
: frameworks
Specifies port based access control, allowing the restrictive accgss
deC|S|ons to networks based on dedlcated credentlals It defines [the
IEEE Port based network - o AN

access contro

Note / application example

or EAPOL Includes also the key management formaIIy specified in

IEEE 802.1AF.
IEEE Specifies security functionality in terms of connectionless data
MAC security confidentiality and integrity for media access independent protocols.
802.1AE e : Lo
Specifies a security frame format similar to Ethernet.
IEEE Secure device identit Specifies unique per-device identifiers and the management and
802.1AR y cryptographic binding of a device to its identifiers
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6 Mapping security controls to the TC 57 architecture

6.1

General

Clause 6 maps security controls introduced in Clause 5 to TC 57 architecture examples. It will
start with an abstract generic scenario incorporating all power system domains used to map
the four security domains. Based on this, cyber security controls are incorporated into this
generic architecture scenario to provide insight into necessary steps to build secure power
systems. Moreover, dedicated use cases for parts of the overall scenario are being discussed
providing more detailed information about the security architecture in use cases
substation communication or control centre to substation communication. 6.2 to 6.5 can be

taken

The
powe
contr
secu

6.2

Figun
(see

archi
doma

r system deployment. Therefore, a typical approach for selecting the appropriate se
pls is a threat and risk analysis based on the explicit target use case to“determin
ity needs.

Security domains within a generic power system architecture

e 12 shows a generalized scenario for power systems following the CIGRE appi
[35]) including the mapping of the logical security doemains to the power sy
fecture. As stated before, power systems architectures/easily span all four se
ins.

like

mwmmmmmmmmwmls.
elected use cases are examples and may not apply in the described manner’to ¢very

Curity
e the

oach
stem
Curity
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= Operation: All protocols mainly needed for the practical operation of the elecirical utility (IEC protacols, NTP. etc.)
= Engineering: all protocols mainly used during the engineering phase of the corresponding project, used for trouble

shaoting and communication between products and engineering tools
= Support: all ather protocols used for supportive activities. Examples are SNMP or protocols for remote acoess.
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Figure 12 — Generic power systems architecture

Figune 12 depicts' the different domains of power systems for generation, transmissior] and
distripution,.and the control centre. Additionally it shows the service provider domain, which
may [connect the service provider and the third party equipment manufacturer tq the

operatiognal domain for engineering, maintenance and remote administration. Prosumer
int of IEC 61

depigted’her they m the en

5 are

mmunication, e.qg. for load
reductions or distributed energy resources (DER) information. The control may be done via
the market, but can also be done via the network operator directly (not shown in Figure 12).

Based on this overall scenario, cyber security controls (see Table 4) are incorporated
addressing given security requirements for the security domains as part of 6.3.

6.3 Application of security controls to a generic power system architecture

Security controls have been discussed as part of 5.3. This subclause maps security controls
to the generic power systems architecture showing the need for action in dedicated parts of
the power system architecture. The list of applied security controls is not complete here.
Figure 13 instead shows main security controls on an abstract level applied to achieve
protection of communicated data as well as access protection to different security domains.
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Figure 13 — Power systems architecture with security controls

The gecurity controls applied to the power system architecture in Figure 13 target:

— Network segmentation (see 5.4.4) is a powerful protection mechanism grouping network
elements with frequent and sensitive communication needs into the same subnet with the
goal to physically and logically providing explicit access control to this subnet. By this
approach the security requirements for subnet internal communication can be often
reduced compared to large open networks. Mechanisms to support network segmentation
are provided through:

e Firewalls to control inbound and outbound traffic into/from different zones (e.g. as
stand-alone appliance or as router with firewall functionality)

e DMZ providing distinct access control to information between two zones. The DMZ is
located behind a firewall, and spans a semi-trusted zone between the internal and
external network. The DMZ contains applications that are accessible from the inside
and the outside. The DMZ symbols depicted in Figure 13 simply show the necessity of
a DMZ to support network segmentation but not which components have to be placed
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into a DMZ. All external communication should be routed through a dedicated proxy
application in the DMZ. The hosts and applications within a DMZ have to be hardened
to reduce their attack surface.

e VLANSs provide a logical separation of networks and can be done on different layers,
most common on layer 2. The membership to a VLAN is typically determined through
configuration (e.g. a VLAN ID on Ethernet level). Note that VLANs as such do not
provide cryptographic based security. IEC/TS 62351-6 [44] defines VLANs tags for
dedicated application to logically separate GOOSE and SV traffic.

— Strong authentication and access control to operations and engineering services
e Strong authentication using e.g., authentication based on X.509 certificates, which may

a he—rale a on—for RBA he—trole—in—a—public-ka e -_:_

signalled by creating a certificate policy document for each role. The object ide
identifying the certificate policy also indicates the role. For attribute certificateq, the
role attribute should be used.

o[ RBAC based on IEC/TS 62351-8 to provide distinct access to equipment for c¢ntrol
and engineering tasks. This includes the necessary definition of roles and rightq in a
security policy, as well as the enforcement in the components.

o[ Mutual authentication in security protocols as described in IEC/DS 62351-3, -4, apd -5
applying X.509 certificates in security TCP based communication using [TLS.
Authentication based on X.509 certificates typically requiresa PKI.

— Data security for transmitted and stored information
¢| Data encryption of stored information like engineering and control data or backup data.
This may be done by using hard disc encryption, tools at the lower layer or datgbase
encryption tools providing in combination with access control to the stored information.

o| Traffic encryption using:

a) security protocol options of used coemmunication protocols, i.e. the consT:Tuent
application of protocol inherent security measures, e.g. IEC 62351, secure DNP3,
etc.;

b) security protocols to protect individual connections (TLS, DTLS, IPSec).

Table 6 lists example~ protection options for communication protocols or
applications.
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Table 6 — Example security approaches to power system communication protocols

Applied Protocol (s) or Recommendations for security controls
Applications

Remote desktop

Web-monitor

Web-monitor

RDP

HTTP

Java Applets/Servlets

Use VPN or IPSec option.

RDP has built-in encryption (RC4) and authentication fro
Windows operating system.

Application of HTTPS for secure Web access.
Application of HTTPS for secure Web access.

m

IEC/TS 62351-4 encompasses |IEC 61850 and provides end-

Tim

Reporting / MMS IEC 61850 to-end security for IEC 61850.
Alternatively a VPN may be deployed. A
NTP NTPv3 offers security. Can be deployed using aut -RQ)Vfor
syncpronization key management ﬂ§
Subdtation — IEC/TS 62351-4 encompasses |IEC 61850 an@r&ides ¢nd-
contfol center IEC 60870-5-104 to-end security for IEC 61850. N

comrnunication

Contfol center
comrpunication

Contfol center and
subsfation —
contrjol center
comrnunication

Network
manggement

File fransfer

— Security monitoring and preventive measures to ensure reliability and availabil
operations and engineering.services:

IEC 60870-6 TASE 2
(ICCP)

DNP3

SNMP

FTP

c) Separate (additional) security appliances like VPN gateways: This approa
typically transparent to the other components and can be applied, e.g. betwg
substation router and the céntrol center core firewall. It protects the traffic
between the VPN gateways; not on the whole communication path.

¢| Monitoring tools like ‘HPD/IPS systems to detect / counteract unusual communig
traffic. This applies.to all shown network domains;

o[ Malware protection to protect against viruses, Trojan horses, etc.
operation of power systems for commercial or common operating systems (if ma
protectiontsoftware is available);

o| Whitellisting to allow only dedicated applications or services to be executed;

| Quality Management, e.g. definition and enforcement of secure coding guidg
during product development as explicit requirement to third party product vendors.

’
Alternatively a VPN may be deployed. (A'\

IEC/TS 62351-4 encompasses IEC(B{I}SjS‘d and provides ¢
to-end security for IEC 61850. Q)

Alternatively a VPN may be g@yed.

Application of DNP3 séﬂ/ measures.

X
Application of ?Mﬂ/i& security measures, support of

IEC/TS 6235 efined NSM objects, SNMPv2 should 9
be aIIowed(fy onitoring.

Use sec&‘g\variants like SFTP instead of FTP.

nd-

nly
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en a
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6.4 Application of security controls to specific power system scenarios

6.4.1

General

6.4.2 to 6.4.4 provide information about dedicated use cases, which are part of the generic
power system architecture described above. The goal is to have a more detailed description
of the application of dedicated security controls using the examples substation automation,
control centre — substation communication, and advanced metering. Security controls are not
restricted to the examples. There are further examples such as wide area situation awareness
and demand-response, etc.
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6.4.2 Substation automation

This subclause depicts security controls applied in an example substation communication
scenario to protect substation internal communication as well as connectivity to external
power system entities.

Utility Communications Network

Communication, e.g., via

El if=I=ul

Physical Substation Security Perimater

A

Business Critical

lermina &

Sarver

Wab Mavigator

- = Power System Zones l Security Controls II )
N Op. Critical | ( W Q ENECS ‘ @ gé

Firewall DMZ RBAC Monitoring  Virus Prot

copore_| | E @ ‘ @

Traffic Security
. Strong Auth Data Enc Sec, VPN Option Laogging )

v DomigT

L~ Securit

A,

IEC 1960/12
Figure 14 — Example substation automation deployment with security controls

Substation automation shall be engineered ensuring not only the integrity of information
exchanged within the substation but also crossing different security domains. This is
especially important if access to control to field devices is carried out remotely, influencing
the general availability of power, e.g. in business or residential areas. Hence, the security
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controls applied to the substation system shown in Figure 14 target the protection of control
and signalling information as well as access control and comprise:

Network segmentation using a DMZ to provide distinct access control to the file server,
server holding historian data as well as the automation and process bus zone down to the
field devices and IEDs. This approach also supports remote administration by providing
access via a terminal server located in the DMZ, which avoids direct access from a remote
location to a field device. Network separation as shown in Figure 14 can also be supported
using multiple firewalls to separate different zones, which may not necessarily be physical
separated zones.

Strong authentication:

o| to local engineering service computer based on X.509 credentials (certificates and
associated private keys), which may be provided on smart tokens;

o| mutually for operation related machine-to-machine communicatiop: baseq on
IEC 61850, IEC 60870-5-104 or DNP according to IEC/TS 62351-3, -4, and -5 apglying
X.509 credentials (for TCP based communication protected with TLS as T-Pfrofile
security means);

for GOOSE messages communicated between field devices usiigHEC/TS 62351-4.

Rlole-based access control based on IEC/TS 62351-8 to provide distinct access to
efjluipment for control and engineering tasks down to the-field device level:

if X.509 certificates (identity or attribute certificates) are’used, they may be carrigd on
the smart token and can be combined with the certificate used for authentication;

¢| definition and engineering of a minimum set of+oles as suggested in IEC/TS 623p1-8.
The definition of additional roles is possible if needed;

o| security screening of personnel before assighing security roles;

o| definition of the area of responsibility, for service personnel to allow only distinct
access;

o| utilization of PKI services to isstie and maintain security credentials for RBAC as
targeted in IEC/TS 62351-9-\This includes the engineering of dedicated | root
certificates on the componénts performing RBAC as well as the provisioning of
revocation information to'énable the verification of presented RBAC credentials.

Diata security for transmitted and stored information:

o| data encryption of stored information like engineering and control data or backup|data
in the DMZ;

o| traffic encryption used for sensitive communication with external system entities:

a) security® protocol options of used communication protocols, i.e. the consequent
application of protocol inherent security measures, e.g. IEC 62351, Secure DNP3,
ete’]

b)-security protocols to protect individual connections (TLS, DTLS, IPSec),

e, nnel
based on IPSec for IP-based communication. Using separate security appliances is
typically transparent to the other components, but needs to be taken into account
for the engineering.

Communication security: Application of security options in used supporting protocols,
e.g.:

e network time: NTPv3;

e SMNP: SNMPv3 security options.

Security monitoring and preventive measures to ensure reliability and availability of
operations and engineering services. Additionally to the examples stated in 6.3,
engineering information from the power system may also be used to configure IDS/IPS
systems to better consider the target architecture and thus to decrease the probability of
false positives.
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6.4.3 Control center — substation communication

This subclause depicts security controls applied in an example control centre substation
communication scenario. Figure 15 shows potential parts of a control centre communicating
with a substation. Here it is assumed that all system zones are within the control centre
security perimeter. With the integration of new business roles, certain responsibility may be
moved out of the control centre security perimeter to a separate entity with an own security
perimeter. In Figure 15, this may apply to the infrastructure control centre and the substation
zone.

—~ Control Center Security Penimete:

Engineering Tools

{Remale Access)

Lagend
2D | ~, | Communication |
4 | System Zones
% System Op. Critical | ‘ Substation IP Interfaces via a Router/Gateway and VPNs
% 1.) Serial RTU Protocols (DNP) SSCP an
= Z.J 1P RT0 Protocols IEN{’ over TEFH;; %'5 Optlon

5.) Log & Intrusion Data
Corporate 6.) Patch & Anti-Virus Updates
7.) Authentication, Authorization, and Accounting/Audit Connections

a 3.) Remote Engineering Tools
4,) Remate HMI, Diagnostic Access

)
Firewall Strong Auth Data Enc Traffic- RBAC Monitoring Sec.Opt. Wirus Prot.
Sec, VPN

IEC 1961/12

Figure 15 — Example control center substation communication with security controls

As seen in Figure 15, there are different communication channels between a substation and a
control centre, which are typically provided via a router/gateway including:
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