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INTERNATIONAL ELECTROTECHNICAL COMMISSION

MULTIMEDIA DATA STORAGE -
APPLICATION PROGRAM INTERFACE
FOR UDF BASED FILE SYSTEMS

FOREWORD

1) The IEC (International Electrotechnical Commission) is a worldwide organization for standardization comprising
promote
elds. To
ration is

entrusted to technical committees; any IEC National Committee interested in j ith may
parti¢ipate in this preparatory work. International, governmental and non-go { liaising
with the IEC also participate in this preparation. The IEC collaborates closel hnization
for Ptandardization (ISO) in accordance with conditions determineg the two
organizations.

2) The [formal decisions or agreements of the IEC on technical ma ¢ ible, an
interpational consensus of opinion on the relevant subjects since eas } i entation
from|all interested National Committees.

3) The flocuments produced have the form of recommendation the form
of sfandards, technical specifications, technical report National
Compnittees in that sense.

4) In onder to promote international unification, Nati | rnational
Stanflards transparently to the maximum\gxte ible 4 ds. Any
divergence between the IEC Standard and the corxesponding nati e clearly

indicpted in the latter.

5) The
equig

6) Atterfti

e\its>approyal dnd cannot be rendered responsiblg for any

EC provides no markrng procedure to\ indi¢

vents of this technical report may be the syibject of
tifying any or all such patent rights.

pate
The main task of : ittees is> to prepare International Standards. Howgver, a
technig the publication of a technical report when it has cgllected
data of i i ich is’normally published as an International Standard, for
example ]
Technig Y ssarily have to be reviewed until the data they provide are
considered : d’or useful by the maintenance team.

IEC 62
Audio,

nical report has been prepared by IEC technical committee 100:
edia systems and equipment.

The text\of/this technical report is based on the following documents:

Enquiry draft Report on voting
100/399/CDV 100/455/RVC

Full information on the voting for the approval of this technical report can be found in the report
on voting indicated in the above table.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

This document, which is purely informative, is not to be regarded as an International Standard.
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INTRODUCTION

Interchangeable storage media have been widely employed for information interchange; the
following extensions to their media format should therefore be standardized:

a) additional facilities including security (access control, originality management, etc.);

b) volume and file structure supporting the facilities;

c) API (Application Program Interfaces) to the volume and file structure.

For a number of disc media, ISO/IEC JTC1/SC15 developed a generic standard of volume and
file structure and it was actually used for rewritable, recordable and read-only DVD and

recordd » 53y W o TbSE g by O Opticat—Storage nology
Associfition). The subsetting specification is called a UDF (Universal Dis

Additiopal facilities and an API for the UDF have been discussed ) A ctronic
Industry and Technology Development Association). OITDA dr [ igshs and
submitifed them to JISC (Japanese Industrial Standard istry of
Economy, Trade and Industry, Japan) approved them ndards
Associgation) published them in July 2001 as

a) JIS[TR X 0040:2001 Security Extension to Universal Disk Kopm
b) JISJTR X 0041:2001 Application Program Inter

IEC/TQ100 National Committee of Jdpan
0041:2p01 to IEC/TC100.

b/TR X
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MULTIMEDIA DATA STORAGE -
APPLICATION PROGRAM INTERFACE
FOR UDF BASED FILE SYSTEMS

1 Scope

This technical report (TR) specifies an application program interface (API) for reading and
writing the files which conform t{o the Universal Disk Format (IUDF) specification revision 2.00
developed by the Optical Storage Technology Association (OSTA) and its security exténgion.

2 Rdference documents

ISO/IEC 9945-1:1990, Information technology — Portable Operdti POSIX)

— Part 1: System Application Program Interface (API) (C
Univergal Disk Format (UDF) Specification Revision 2.00, OSTA, ™
Securel UDF, Revision 1.00, OSTA, 2002 1)

JIS/TR[X 0040:2001 Security Extension to Universa| D

3 Ddfinitions

For the purposes of this technical repor

3.1
accesg logging
security feature to reqord bntains
information on v i type of
operatipn is applie

3.2

securi
functio
the filep. A

5ses to

3.3
usage
enviror

NOTE An-e
specific decoder

34
usage environment identifier
identifier for distinguishing a specific usage environment with other usage environments

NOTE A storage medium identifier can be used as a usage environment identifier.

3.5
license
encrypted decryption key for encrypted contents, i.e., a default stream and user streams

1) To be published.
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3.6

secure UDF
Universal Disk Format (UDF) that contains the structures specified by JIS/TR X 0040 (or OSTA
Secure UDF, Revision 1.00)

4 Notation

TR 62291 © IEC:2002(E)

The conventions for symbol constants that are returned by functions as error numbers shall
conform to the description on “error numbers” in 2.4 of ISO/IEC 9945-1:1990.

5 Fil

The fil
specifi

operations in Table 1 shall conform to the APl (Application\ Pregra

d by ISO/IEC 9945-1:1990.

Table 1 — File operations conforming to ISQ/I

45:1

Subclause

Interface)

N
of ISO/IEC Operation \\%‘ﬁ’"
9945-1 /\
5.1.2 Directory Operations u \Qpe/ndir()
G readdir()
rewinddir()
closedir()
5.2.1 Change Current \&orki?gQire}(Qw\ \ chdir()
52.2 Wofking Disestory Pathhaimey .\ getewd()
5.3.1 N O}e\n a Kle ~ V open()
5.3.2 I \6@?@ Nem&f@xqr R?E@‘(ra/Existing One creat()
533\ Set Fil}&%ti&\@%k\ ) umask()
53.4 ok to Ele N S link()
541 N\ M\keXQire\c/tc% mkdir()
542\ \ | Make'a FIFo-8fecial File mkfifo()
§5.1 \ ReNe)irectory entries unlink()
~N
<%\>\2 \ Ii\e\move a Directory rmdir()
\QS\& \ \Be)name a File rename()
5.&2\) Get File Status stat()
fstat()
5.0.3 r;:U A\J\JUOO;b;:;ty auucco<)
5.6.4 Change File Modes chmod()
5.6.5 Change Owner and Group of a File chown()
5.6.6 Sets File Access and Modification Times utime()
6.3.1 Close a File close()
6.4.1 Read from a File read()
6.4.2 Write to a File write()
6.5.2 File Control fentl()
6.5.3 Reposition Read/Write File Offset Iseek()
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6 UDF specific file operations

This clause specifies UDF specific file operations.

6.1

Header and data structure

The udf.h header file includes the structure definitions that are dealt with in UDF file systems.

For information about each structure definition, see the UDF Specification revision 2.00.

6.1.1

File entry structures in udf.h

The ud
udfgets

f.h header file defines the udfent UDF file entry structures that /are
nt() function. Tables 2 to 5 list the definitions of related structures.

Table 2 — udfent structure

Member type Member name Dt}{crl tion\ \ \/

udftag desc_tag Tag ID of descript (26'\for basic files and 266
for extension;ue?)\

Uint32 Uid User ID of fife owner

Uint32 Gid Group/D\QW%neA

Uint32 Perm { Ace(s\gpeﬁhissién U ‘\/

Uint16 file_link_cnt hu@x\r of\i@ |in>\/

Uint8 Rec_fmt KN Reco %(Qlat

Uint8 rec_disp_attr \ wd d\ikQWibute

Uint32 ReNe[( Resard Ie‘Qg@ (bytes)

Uint64 NN e lengh (bytes)

Uint64 k \63\}*{9 F\lkglength including all streams (bytes)

UintG& ) < Iblkg@c mber of logical blocks recorded

timestamp\ /kcs{tim}\/\ Time of last file access

timestaﬁp\ \MQdU e / Time of last file modification

tiqxé?taq}\ \ Crtt}ﬁ\e Time of file creation

< tim starr\L;N AM Time of last file attribute modification

Uin heckpoint Checkpoint

re:\:é\\\ impl_id Implementation ID

Uint64 uniqg_id Unique ID

Table 3 — udftag structure

Member type Member name Description
Uint16 Tag_id Tag ID
Uint16 desc_ver Descriptor version
Uint8 Tag_chksum Checksum of the udftag structure
Uint8 Pad1 Reserved (#00)
Uint16 Tag_serno Descriptor group ID
Uint16 desc_crc CRC of the descriptor
Uint16 desc_crc_len Length of CRC
Uint16 Tag_loc Location of the descriptor (logical block number)

by the
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Table 4 — timestamp structure

Member type Member name Description
Uint16 type_timezone Parameters in this member have the following
meanings: Type = 0: UTC, Type = 1: local, and
Type = 2: needs agreement between sender and
receiver
Uint16 Year Year (1 to 9999)
Uint8 Month Month (1 to 12)
Uint8 Day Day (1 to 31)
LlintQ Haoiir Hour (O 10220
Hou Hour{(0-te—23}
Uint8 Min Minute (0 to 59)
N
Uint8 Sec Second (type 2: 0 to 60, others:/@) 59)(\
Uint8 Centisec Centisecond (1 hundredth of &se&kn (0N9
Uint8 microsec100 100 microseconds (0 to @) \ \ \
Uint8 Microsec Microsecond (0 to 990\\ \\ \

Table 5 — regid styuicture

Member type Member name (\\//Dt?@c\riph‘m{
Uints flags < \Qtt@u\t\ec \ N )\/

Uint8[23] id Implementalign identifier(ID)
Uints[8] id_suffix ( /S{ffix\lﬂ{o at&\

6.1.2 Extended attribute s

The udf.h header file de e udfxattr extended attribute structure that is returned|by the
udfgetyattr() fun@ j ipitions of the udfxattr structure members.
~ udfxattr structure

M/e.mb\e{t% M‘e@Mme Description
Ut32 \ \ g‘t(_t/%e Extension attribute type

< b’mt\b\ \‘ attr_subtype Extension attribute subtype
\tﬁn\te\ \ pad1 Reserved (#00)

Uint32 attr_len Total length of extended attributes

Uint8[] attr_data Data part of extended attributes

6.1.3 Date and time structure in udf.h

The udf.h header file defines the udftime date and time structure specified by the udfsettime()
function. Table 7 lists the definitions of the udftime structure members.

Table 7 — udftime structure

Member type Member name Description

timestamp acstime Date and time of last file access

timestamp modtime Date and time of last file modification
timestamp critime Date and time of file creation

timestamp atrtime Date and time of last file attribute modification
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6.1.4 Permission structure in udf.h

The permission values that are specified by the udfsetperm() function are encoded with the
following masks and bits.

S_IXWRADO: Mask permitting others to execute files, write files, read files, change file
attributes, and delete files

S_IXOTH: bit permitting others to execute files: bit 0

S_IWOTH: bit permitting others to write files: bit 1

S_IROTH: bit permitting others to read files: bit 2

S_IAOTH: bit to permitting others to change file attributes: bit 3

S_IDOTH: bit to permitting others to delete files: bit 4

S_IXWRADG: Mask permitting groups to execute files, write files,
attributles, and delete files

S_IXGRP: bit permitting groups to execute files: bit 5
S_IWGRP: bit permitting groups to write files: bit 6
S_IRGRP: bits permitting groups to read files: bit7
S_IAGRP: bits permitting groups to change file attrlbu
S_IDGRP: bits permitting groups to delete files: bi

ge file

S_IXWRADU: Mask permitting owners to execute fi)€s,™w dfiles, ge file

S IAUSR bit permitting owne
S_IDUSR bit permitting owners

6.2 Set UDF file attrib
6.2.1 Get a UDF fil

Functign: udfgete

6.2.1.1 Synopsi

#include <udf.h>
int udfget i struct ent *buf);

6.2.1.2

The udfgetent() funefion obtains the entry information about the file specified in fhe file
descrigtorargument and writes the entry information to the area specified in the buf argyment.

The UDF file entry information is classified into file entry type and extended file entry type.
When this function is executed, if the value of tag_id in the desc_tag structure is 261, the UDF
file entry information is specified as the file entry type. If the value of tag_id is 266, the UDF file
entry information is specified as the extended file entry type. The value of obj_size and crttime
can be specified only for the extended file entry type.

6.2.1.3 Values returned by the function

If the function is executed successfully, 0 is returned. Otherwise, -1 is returned and an error
code is set in errno.
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6.2.1.4 Errors

If the following error occurs, the udfgetent() function returns -1 and an error code, listed below,
is set in errno:

[EBADF] The file specified in the file descriptor argument is invalid.

6.2.2 Get UDF extended attribute

Function: udfgetxattr()

6.2.2.1—Synopsis

#include <udf.h>

int udfgetxattr(int fildes, Uint32 atype, struct udfxattr *buf);

6.2.2.2 Description

The u in the
file degcriptor argument. Depending on the settings d buf arguments, only
the extended attribute information that matches the afttribute pecifi i atype
argument is obtained. This function writes the obtai nf ation_to the area specified in the
buf argument 6

If atyp rns the
size (in ified in
the aty eas for
storing both 0,
the tota

6.2.2.3

If buf , -1 is
returng

If buf ig tribute
type is is not
found,

6.2.2.4

If any pf/the’ following errors occur, the udfgetxattr() function returns -1 and an errof code,
listed Helow, is set in errno:

[EBADF] The file specified in the file descriptor argument is invalid.
[EINVAL] The attribute type specified in atype is invalid.

6.3 Set UDF file attribute information
6.3.1 Set a access permission

Function: udfsetperm()
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6.3.1.1 Synopsis

#include <udf.h>

int udfsetperm(int fildes, Uint32 perm);

6.3.1.2 Description

The udfsetperm() function replaces the permission that is specified in a file entry or extended
file entry for the file specified in the file descriptor argument with the permission specified in

the perm argument (see 6.1.4.)

6.3.1.3 Values returned by the function

If the function is executed successfully, 0 is returned. Otherwise, -
code ig set in errno.

6.3.1.4 Errors

If any pf the following errors occur, the udfsetperm()
listed Helow, is set in errno:

[EBADF] The file specified in the file descriptor d
[EPERM] The process that called the furs

6.3.2 Set a date and time

Functign: udfsettime()

6.3.2.1 Synopsis
#include <udf.h>®

int udfs time *timebuf);

6.3.2.2

The ug i ction Yyeplaces the date and time that is specified in the file e
extend i the'file specified in the file descriptor argument with the date a
specifigd i inebuf argument. Only file owners and the processes having valid per

are enfj

md an errof

6.3.2.3 Values returned by the function

eturped l@and\an error

code,

ntry or
d time
ission

If the function is executed successfully, 0 is returned. Otherwise, -1 is returned and an error

code is set in errno.

6.3.2.4 Errors

If any of the following errors occur, the udfsettime() function returns -1 and an error code, listed

below, is set in errno:
[EBADF] The file specified in the file descriptor argument is invalid.

[EPERM] The process that called the function does not have valid authority.
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7 Security extension

- 12 —
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The functions in this clause execute the operations specified by JIS/TR X 0040 (or OSTA

Secure UDF, Revision 1.00).

71 Header and data structure

The udfse.h header file includes the structure definitions that are handled by the security

extension function.

711

Access log descriptor structure in the udfse.h header file

The udlfse.h header file defines the aldesc access log descriptor structureq that
the segetlog() function. Tables 8 and 9 list the definitions of the related

Table 8 — aldesc structure

Member type Member name D/er t|on
timestamp optime Date and time of O%N\ >
envspec envspec Identifier stﬁg wh&e\t eration was taken
Uint32 op Operati j / R
Uint32 uidtype Ope 'on> / ( \ . >
Uint32 uidlen nyth of bserideptifier |
Uint8J[] uid r index of user

N
N “‘%9\‘ ?

structure

Men@er},pe{ M nar}e\

Description

Uint8[64] 3 stew System identifier
Uint8[6@ \ ev\cxl\ ) Storage device identifier
Ui/u(&[dgﬁ\ \ ediaid Storage media identifier

s

Logical sector number of storage media

Ui}\e[m\]\ \
< \padding

Reserved for future standardization

TRTEN

7.2 L og operation

ned by

The function described in this subclause handles the operation of type 1 access log streams.
(See JIS/TR X 0040 (or OSTA Secure UDF, Revision 1.00).)

7.21 Get a log

Function: segetlog()

7.211 Synopsis

#include <udfse.h>

int segetlog(int fildes, int logno, int loglen, struct aldesc *logbuf);
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