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INTERNATIONAL ELECTROTECHNICAL COMMISSION

POWER SYSTEM CONTROL AND ASSOCIATED COMMUNICATIONS -

Data and communication security

FOREWORD

1) The |EC (International Electrotechnical Commission) is a worldwide organization for standardization comprising
all nptional electrotechnical committees (IEC National Committees). The object of i promote
interpational co-operation on all questions concerning standardization in the electricall and eleetranic-flelds. To

sted to technical committees; any IEC National Committee interested | ith may
itipate in this preparatory work. International, liaising
with |the IEC also participate in this preparation. The IEC coIIabora es e rnational
Orgahnization for Standardization (ISO) in accordance with conditions dg i een the
two qrganizations.

2) The [formal decisions or agreements of the IEC on technical ma 3 S ible, an
interpational consensus of opinion on the relevant subjects since each A C ittee gentation
from|all interested National Committees.

3) The flocuments produced have the form of recommendations for inte 0 i in|the form
of sfandards, technical specifications, i National
Comfnittees in that sense.

4) In onder to promote international unification, IE i national
Stan 5 s ds. Any
diver B clearly
indicpted in the latter.

5) The for any
equif

6) Atterjtion is drawn to the possibilit € i i ibject of
pate i

The main task o wever,

a techrnjical com llected
data of a different andard,
for exa “

IEC 62 ee 57:

Power
The te

Enquiry draft Report on voting
57/613/DTR 57/630/RVC

Full information on the voting for the approval of this technical report can be found in the
report on voting indicated in the above table.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.
The committee has decided that the contents of this publication will remain unchanged until 2006.

At this date, the publication will be

* reconfirmed;

* withdrawn;

+ replaced by a revised edition, or
+ amended.

A bilingual version of this technical report may be issued at a later date.
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POWER SYSTEM CONTROL AND ASSOCIATED COMMUNICATIONS -

Data and communication security

1 Scope and object

This Technical Report applies to computerised supervision, control, metering, and protection
systems in electrical utilities. It deals with security aspects related to communication protocols
used within and between such systems, the access to, and use of the systems.

NOTE This report does not include recommendations or criteria development associated with™“physical| security
issues.

Realistjc threats to the system and its operation are discussed. nd the
consedquences of intrusion are exemplified. Actions and mprove
the curfent situation are discussed but solutions are to be for| future
work items.

2 Oyerview

Safety, a eration
of sysiems in electrical utilities. S isic ontrol system have been
designed with the highest possible levehof sa i ication
protocq 3 dus these
measufes have been taken to minimise theri 2 and to
promote an efficient operatian of the power

Physical threats on vu locked
buildings, fences and ¢ e terrorist threat of tripping a critical breaker

by a fgked SCA co
no fungtion in th
an authorised source

ymmunication link has been neglected. There is
at ensure that the control command comegs from

The dgregulated electri as imposed new threats: knowledge of the assefs of a
competitor a of his system can be beneficial and acquisition of such

The cdmmunigation ‘proteCols and systems need protection from advertent and inadyvertent
intrudefrs, the-m e protocols are open and standardised and the more the communication
system is integrated~in the corporate and world-wide communication network.

This Technical Report discusses the security process of the electrical utility. The security
process involves the corporate security policy, the communication network security, and the
(end-to-end) application security.

The security of the total system depends on secure network devices, i.e. the security of any
device that can communicate. A secure network device has to be capable of performing ‘safe’
communication and of authenticating the access level of the user. Intrusive attacks have to be
efficiently detected, recorded and prosecuted as part of an active audit system.

The threats are analysed based on possible consequences to a system, i.e. what is the worst
that could happen if an illicit intruder has ambition and resources? The vulnerability of a utility
and its assets are analysed together with the threats.
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Having shown that there exists threats to vulnerable points in the systems of electrical utilities
the countermeasures are discussed with special focus on the communication protocols
defined by IEC Technical Committee 57: the IEC 60870-5 series, the IEC 61334 series, the

IEC 60870-6 series and the IEC 61850 series.

Proposals on new work items to include security aspects in these protocols are given.

3 Reference documents

The following referenced documents are indispensable for the application of this doc
For dated - y ch Hted-apphes- Hheated es
of the leferenced document (including any amendments) applies.

IEC 60B70-5 (all parts), Telecontrol equipment and systems — Part 5;

IEC 6(870-6 (all parts), Telecontrol equipment and systems —
compatible with ISO standards and ITU-T recommendations

IEC 61B34 (all parts), Distribution automation using distri
IEC 61B50 (all parts), Communication networks and

ISO/IEC 7498-1, Information technolog
Model:| The Basic Model

ISO 7498-2:1989, Information processing syste
Referepce Model — Part 2: Security Arc ite%

ISO/IELC 10181-1:1996
frameworks for open s

ISO/IEC 10181-
frameworks for opée

ISO/IE
Securit

ISO/IE
IT Sec

ISO/IEC A15408-3, Information technology — Security techniques — Evaluation criterig

ument.
edition

- Basic

ecurity

ecurity

for IT

ria for

for IT

Securily~Part 3: Security assurance requirements

4 Terms, definitions and abbreviations

4.1 Terms and definitions

411
accountability
property that ensures that the actions of an entity may be traced uniquely to the entity

4.1.2
asset
Anything that has value to the organisation

[ISO/IEC TR 13335-1:1997]
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4.1.3
authenticity

property that ensures that the identity of a subject or resource is the one claimed. Authenticity

applies to entities such as users, processes, systems and information

4.1.4
authorisation violation

entity authorised to use a system for one purpose uses it for another, unauthorised purpose

4.1.5
availability

property of being accessible and usable upon demand by an autharised entity

[ISO 7498-2: 1989]

4.1.6
baseline controls
minimym set of safeguards established for a system or organisa

[ISO/IHC TR 13335-1:1997]

4.1.7
confidpntiality
properfly that information is not made
entitieqd, or processes

[ISO 7498-2:1989]

4.1.8
data integrity
properiy that data has

}98-2:1 98@

ed in an unauthorised manner

[1SO 74

4.1.9
denial
authori

4.1.10
eaves(

4.1.11
hack

Qr dicI@d toy unauthorised indiv

iduals,

threat that may be a combination of one or more of the following threats: authorisation

violation; information leakage; integrity violation; and masquerade

4.1.12
hash function

(mathematical) function that maps values from a (possibly very) large set of values into

a smaller range of values

4.1.13
information leakage
unauthorised entity obtains secure/restricted information

4.1.14
integrity violation
information is created or modified by an unauthorised entity
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4.1.15

intercept/alter

communication packet is intercepted, modified, and then forwarded as if it were the original
packet

4.1.16
masquerade
unauthorised entity attempts to assume the identity of a trusted party

4.1.17
reliability

property of consistent intended behaviour and results

[ISO/IHC TR 13335-1:1997]

4.1.18
replay
commuynication packet is recorded and then retransmitted at an

4.1.19
repudiption

excharlge of information occurs and one of the two
exchar|ge or contents of the exchange

ies the

4.1.20
residupl risk
risk thgt remains after safeguards have

[ISO/IHC TR 13335-1:199

4.1.21

resourice exhaustion
see dehial of se
4.1.22

risk

potentipl that a give exploit vulnerabilities of an asset or group of assets td cause
loss or g as

[1ISO/IE

4.1.23
security auditor
individbial."or a process allowed to have access to the security audit trail and to build audit
reports

[ISO/IEC 10181-7:1996]

4.1.24
security authority
entity that is responsible for the definition, implementation or enforcement of security policy
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4.1.25

security domain

set of elements, a security policy, a security authority, and a set of security-relevant activities
in which the set of elements are subject to the security policy for the specified activities, and
the security policy is administered by the security authority for the security domain

4.1.26

security domain authority

security authority that is responsible for the implementation of a security policy for a security
domain

4.1.27

security token

set of ¢ idn used
in the ntities
4.1.28

security-related event

any event that has been defined by security policy to be @ po i , or to
have possible security relevance. Reaching a pre-define kample

of a sefurity-related event

4.1.29
spoof
combirjation of one or more of the following ts! e akage;
integrity violation; intercept/alter; and

4.1.30
system integrity

properfy that a syste
deliberpte or accidenta

e from

[ISO/IE

4.1.31
threat

potenti d\incident which may result in harm to a system or organisation

[ISO/IE

4.1.32
trust

entity X isssdid to trust entity Y for a set of activities if and only if entity X relies upon ¢ntity Y
behavi ifal In-a pnrfimllnr way with respectto the activities

4.1.33

trusted entity

entity which is assumed to appropriately enforce security policies. Because of this
assumption, the entity may cause other security policies to be obviated.

EXAMPLE A trusted authorisation entity declares a user to be authorised for control thereby
challenges authentication procedures, that would normally be applied, are not invoked.

Entity that can violate a security policy, either by performing actions which it is not supposed
to do, or by failing to perform actions which it is supposed to do
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4.1.34
vulnerability
includes a weakness of an asset, or group of assets, which can be explained by a threat

[ISO/IEC TR 13335-1:1997]

4.1.35

developed technology

software code/algorithms that are developed within the configuration and guidelines for quality
and security assurance set forth as EAL-5, or greater, as specified in ISO/IEC 15408-3

4.2 Abbreviations

AMR Automatic Meter Reading

CC Common Criteria

COTS Commercial off the shelf software
DISCO Distribution Company

DLC Distribution Line Carrier

DLMS Distribution Line Messaging System
DMS Distribution Management System
EAL Evaluation Assurance Level

EMS Energy Management Systen
GENCO Generation Company

HMI Human — Machine Interface (for example>operator workstation)
HV High Voltage

IED Intelligent Electronic Devyj

IT

LAN

LV

MMS

MV

NT icrosoft Windows personal computer operating system
and businesses needing advanced capabilities

OASIS penAccess Same-Time Information System

PLC rogfammable Logic Controller

POTS

PP Protection Profile

RTU Remote Terminal Unit

SCADA Supervisory Control And Data Acquisition

ST Security Target

TASE Telecontrol Application Service Element

TCP/IP Transmission Control Protocol/ Internetworking Protocol

TOE Target of Evaluation

TRANSCO  Transmission Company

VAA Virtual Application Association

VDE Virtual Distribution Equipment

WAN Wide Area Network
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5 Introduction to security

Communication and information security is becoming an essential requirement for information
networks in the commercial/private sector. This is particularly true for communication and
information technologies employed as part of critical service infrastructures/services. Disrup-
tion of these services (for example gas, water, and electric service deliveries) can have
impact over a wide geographical area and upon a large number of individuals and companies.

Communication networking and information exchange, within and between companies, is
becoming more prevalent within the electrical infrastructure. Whereas, in the past, utilities
held their mformatlon t|ghtIy and controlled most of their communlcatlon mfrastructure this is

public
to be
orists).
attack,
gssful.
NOTE There is little publicly available information on which to derive mode s e future.
Howevel, the lack of this information does not mean that attacks are not occu |ng butxa ilities either
do not have the processes in place to detect the attack or that the ipformati t publicly
disclosefl. Additionally, the trend towards increased probability of attacks can creased
financiall motivation (for example due to deregulation) and the edase © 3 S e due to
technology advances).
Unlike [the military, most users of computer/u bls are
largelylunaware of the potential threa et, the
users are sometimes aware but do n ecurity
risks. Gurrently, the number of incidents {detect 8 i latively low. However, fhere is
an incfease in detected attacks and/critical S ctures (for example gas, water, and
electrig) have been proven to be extremely

There |are several ways hi i issues, and this document deals with
commynication securit 3 ith/aspects of security relating to informational

security within a comp k er with only informational security aspect$ when
information is b ] via otocol’specified within IEC Technical Committeg 57.
5.1

This re is 1 ent recommendations to IEC Technical Committee 57 jand its
workin d be viewed as the foundation upon which new work items
may ne 7 The work should not be viewed as complete.

Additio ideration”should be given to establishing strong liaisons with othpr IEC

Technipal Committees’so that the work and recommendations set forth in this report can be
consid



https://iecnorm.com/api/?name=7b77433fd893f8e01700d83553b0d7b3

-12 - TR 62210 O IEC:2003(E)

6 The security analysis process

The recommendations in this report will have a direct impact on the normal corporate security
processes and must be constructed in a manner consistent with this process. Therefore it is
important to understand the typical corporate security process requirements and their impact
on the scope of this report.

Start here

N

Corporate

> security )
policy

Network s;eéhﬂ{(

74 Application

security

= )
Developers

and
vendors

( Active audit W

IT,
developers,

Secure network
Q devices
\/ Vendors
-
IEC 1447/03
Normal corporate security process

Figure|1 d ’ pically considered to be the normal corporate security policy that
should i ed in order to create a relatively “secure” corporate infrastructufe. The

hat in order to create a secure corporate infrastructure, cofporate
be developed and adopted by the management of the corporation fjrst.

figure [clearly show
security policy must

The corporate security policy rules will deal with a definition and assignments of the security
domains, security domain authority(s), security auditor, and accountability. Additionally, these
policies typically dictate the acceptable residual risk once the corporate policies are translated
into actions and implementation. It is clear that corporations will develop policies, which may
or may not rely upon the recommendations within this report.

However, it is within the scope of this report to inform corporate management as to threats
and consequences that are relevant to protocols being addressed by this report. Therefore,
corporate security policy should review the following parts of this report:

a) Definitions (see 4.1): this will be useful in constructing a consistent vocabulary.

b) Specific threats to be considered in PP (see 7.2.3): this lists the set of threats, and their
definitions, that are being addressed within the scope of this report.
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c) Vulnerabilities (see Clause 8): this deals with the set of communication system vulner-
abilities that are known to exist in the communication protocols addressed within the
scope of this report.

d) The security analysis process (see Clause 6): this may prove of interest to the corporate
policy writers; however it is more typically of interest to other parts of the corporate
security policy team.

Corporate policies tend to be at an objective level and therefore the clauses of interest should
be used to help formulate objectives and to inform corporate management. However, such
corporate objectives are translated into implementation strategy and policies in the network
security, application security, and secure network devices processes.

Therel needs
t_computer
i tral in

Application security deals with the end-to-end application level security j
to be s$trong and clear guidance on security procedures such that u
applicqtions is appropriately restricted, maintained, and audited. i

Network security, within the corporate security process, typical ith fi ’t/d sub-
networ is ivileges
from o gecurity
corporate policy process.
Howev vileges
that ar re it is
important in developing security polici
a) Ce which
hos
EX 3 2 ay be allowed that any authenticated
teminal/user is able to _view ' 1. However, only terminals located within
a physically secure ¢ tre) environment may have privilgges to

actually contro] remote& devices ns or change configurations.
In |the abov K i " of the application has appropriate privilege, the

uspr’s privilegeé e furtherrestricted based upon the terminal/application executign host.
b) Itis
Thiis is patti triie for shared applications (for example such as NT services) which

Therefore e recommended hierarchy to be considered in constructing an app|ication
security i

a) Cap usertauth
applications?

ntication be achieved and translated into usable information by femote

b) Can the location of the user authentication be determined?
c) Can the network location of the application execution be determined?

The most secure (from a communication perspective) is to have application security policies
developed in which the remote device/application authenticates the application user and not
only the node used for the connection.

Secure network devices: This Technical Report deals with issues, technologies, and recom-
mendations that may allow increased security on utility “networked” devices. For the purposes
of this report, “networked” is defined as any device that can communicate.

It is imperative that the reader of this report be advised that the overall security of the
communication system will be determined by the degree of security in the networked device.
This is in a large part due to the fact that the device is the source of most information and is
the entity that can directly impact the utility business operations (for example opening a
breaker causing a power outage). It is therefore important that these devices be capable of
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authenticating the access level of users. Additionally, it is even more important that these
devices be able to be part of an audit process so that attacks can be detected, countered, and
prosecuted in an expeditious manner.

This is also the area where most utilities will not desire to spend any additional money.
However, education and this report will address many of the issues and make a compelling
statement as to why the current implementations are not sufficient.

Active audit: any set of security policies and implementations must be continuously
monitored and adapted as part of the continuous corporate security process. Without the
ability to audit and analyse security attacks and system operations and weaknesses, a secure

system_will eventually become non-secure
In ord ocess,
person ] as to
the ris e cost
benefit eed to
be bas
All par nment.
But all
6.1
There a high
level, an analysis of the information flow arid consumers of information is
needed.
Utility
business
functions
Others
Custpm
Accoupt a A
busipess
activities ‘\) Utflity
cortrol
/ funclions
Measurs-and

Distribution

control
-

Generation

/

IEC 1448/03

Figure 2 — Business information flow
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There are several major business entities shown in Figure 2. These are:

a) Customer — this business entity represents the consumer of electrical power and
services. There are several aspects to the types of services that the customer expects
to have delivered as part of power delivery ranging from billing to power quality control.
The customer typically expects the following services:

1) Account and business activities: These include customer service, billing, and power
procurement (brokering). The current method by which information is exchanged

between these activities is typically by telephone, fax, or email. However, the t

rend in

the industry is to provide these through the use of Internet technologies or other e-
commerce type of mechanisms.

[Additionally, These are now not only provided by ufility business fu § but also may
be provided by third parties. In many situations, these two co sations
may be exchanging information with the same customer ov mation
infrastructure.

2) [Measurement and control activities d with
communication that allows control of the supply and qdality to the
end customer. This activity is the responsibility o ity even
though third parties may be mandated to monitor revenue

b) Third parties — the trend towards deregulation ©f the rise to
buginess entities that broker power, perform third p ing, and
off¢r other services. These third parties ex a s L utility
buginess functions, and potentially i 3 power quality direcfly.

c) Utijity business functions — these gustomers and to third |parties
(as|required by law). In a deregulate , portions of these activities may need
to e viewed as if they are the equivalent to third .

d) Utility control functio 3 CADA, EMS, and DMS functiops that
arel provided today. 1 uneti ncompass any activities that determ|ne the
generation, distribudi ' tivities
spgn distribute aut ign, and
others. <>

It is a subject of this scope

of IEC|Technical @on wever,

many qf the thre sses in the communication architecture and topolpgy. At
the highest Jev igure 2, any interface point directly or indirectly between
businegs entities © s a high probability for a security-related event to occur. Howgver, in
order to e hexinformation available at such points, and in order to recopnmend
appropyi policy rules, the actual communication topologies of such int¢rfaces

needs fo be d

The customer, as shown in Figure 2, actually has two major interface points to potgntially

three different business entities. However, the topologies employed for the account and

business activities function will typically be based upon e-commerce or Internet

technologies/topologies. However, the measure and control function represents a topology
that is similar to the quality, distribution, transmission, generation, and substation topologies
used by utilities.
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1 Interface: n devices

) Devices
Interface point

aths
03

Figure gta and
optiong where
securit deV|ce ne¢eds to
be eva media
also tend to impact the risk. It is the scope of thj major
threats| ontrols
based ppon this analysis.
6.2 User consequence based anal
It is clear that the importance of the \inf that a
company is willing to exp iew. The
importance is determined b to the
stakehplder's business ogy of
security analysis@e
6.2.1 Stakeholde
The definiti pacted
through a s of this
Technip
a) Ge plectric

pov Cilities.
b) Transmissionsaompany (TRANSCO) — these are business entities whose end product is

the| delivery of electric energy, produced by a GENCO. The delivery of the engrgy is

typlcally to 2 DISCO A TRANSCQO is typically a customer of a GENCO

c) Distribution company (DISCO) — these are business entities whose end product is the

delivery of electric energy to the customer.

These stakeholders have assets and

communication requirements that span large geographic areas and service multiple
customers. A DISCO is a customer is a TRANSCO.

d) Data aggregator — these are business entities that process customer metering data in bulk
by aggregating it for each supplier so that it may be used to calculate payments owed to
each GenCo, TransCo, and DisCo for the use of their energy and transport facilities.

e) Meter service provider — these are business entities that provide services to install and

ma

intain (meter operation) and also read (data collection) customer’s meters.

1 The definition and delineation of stakeholders and business processes may be region specific. Check with the
appropriate regional regulatory authority for details.
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f)

g)

h)

Each s|takeho|der may require information from one or more business a
matrix jof such activities has been developed in order to determine th
this report should focus upon.

Supplier — these are business entities which purchase electricity on the wholesale market
and sell it to end customers. They operate without the geographical restriction of owning a
network and pay a use-of-system charge to distribution companies.

Risk management market participant — these are business entities that sell, trade, broker
or otherwise participate in markets for derivative financial instruments. Examples of these
are futures, options, hedging, options on futures, swaps, or other securities that are
created and traded. The objective of these is to manage the risk of price fluctuation and
other contingencies of electric energy associated with forward contracts for purchase and
sale of electric energy.

End customer — is a business entity or individual that purchases energy or utility services
and needs to verify that contractual commitments are being fulfilled.

Thergfore, a
alysis that

Table 1 shows the considered matrix of generic stakeholders and ines .|The ‘X’
indicates that a specific stakeholder requires or provides information-rétevant.t rticular
businegs process. Regional variations of stakeholders or busi » formed

The fagt that stakeholders do not map one-to-one i H to the
understanding of Table 1. For example, it might ar hould be placed in {he box
at the|intersection of the tertiary a z ince a
businegs organisation serving as a DISCO\wb int ibution

lines (for example, by carrying message\traffie).
transfef market is a supplier activity rather than a®®
suppligr column rather than the DISCQ, col

n,ceven
be thought of as a DISCQ rather SUpp

he activity of serving a mgssage-
activity. Thus, the ‘X’ is place:ﬂ in the
ough the business organisation might

Table ’[\/a\ Qe\ iness process importance
Q \Q Stakeholders
o) 14 = =
usine oces § §) § E E 'jEJ é §
6o | |29 |2 |53 |2
[ n x w
Buying an%\se}hngxe\ns@y X X X X
Genelration-of pwwes power quality) X X X X X X X X
Trangmission of energy (includes power quality) X X X X X X
Distribution of energy (includes power quality) X X X X X X
Measurement of trading (revenue metering) X X X X X X X
Asset management X X X X
Energy conservation X X X X X
Information mining X X X
Tertiary asset leveraging® X X
Risk management X X X X

@ An example of this is offering internet connectivity over the resources used for other business processes.
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Based upon an analysis of stakeholder concerns and business processes, the most important
business processes to secure are:

— gen
— tran

eration of power,
smission of power,

— distribution of power,

— measurement of trading,

— asset management,

— ene

rgy conservation.

6.3 Consequences to be considered

concerp to the stakeholders and their respective business practices\nee
regards to the set of business processes, which are recommended
security work within IEC Technical Committee 57, the major conseque

need flo be considered are: financial;

restore service.

6.3.1 Financial

This cqtegory includes any activity tha 3

financigl gain to another stakeholder\This\fin ¢ is also affected by
degradation of an asset (see 6.3.2)\ Activit which can cause fi
conseduences, are found in the following

6.3.1.1 Loss of revenu

Loss of revenue can beg

a) Inc

Th
lic

abjout as a re
b) Los

As

reased C<Z;}e
is arises f
tly or illicitly)d ity of the stakeholder’s system. This may als

kage from the stakeholder itself.

non-competitive pricing,

lack of trust,~eaused for example through low consumer confidence,

reddced reliability of service,

further
which
ility to

Br or a
loss or
nancial

(either
b come

c) Ina

the inability to deliver service,

slow reaction to market fluctuations and trends,
poor response to customer demands.

bility to gain customers

A stakeholder may be unable to gain customers through reasons similar to those listed
above such as slow reaction to the market fluctuations and trends, non-competitive
pricing, etc. The inability to gain customers may also be caused by a damaged reputation
through loss of customers.
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6.3.1.2

Reduced profitability

Reduced profitability can be caused by:

e increased cost for resources of production,

+ cash flow disturbances.

This can be caused by a number of events — for example predatory insider trading on power

futures

6.3.1.3

, an attack on the billing database resulting in an inability to bill, etc.

Manipulation of production and consumption data

This ¢

s err
pro

e err
« altd

e los

6.3.1.4

Any of

b, -l
muvc vduotu vVy.

bneous metering information — for example deliberate falsification of co
duction data,

bneous demand forecasts,
ration of metered information during aggregation or billi

5 of information.

Artificial change of stock value

. ru

. ang

6.3.2

This ¢
degrad
cannot
e img
e imy

e ina

e inof

Typica

*  poy

whichnr[way artificially change the stock

the above may cause changes jn_stock Vi

ours,

lyst forecasts.

btegory includ
ation of
be fulfilled: i

ver system resources (power lines, transformers, generators, bus-bars, etc.),

umption or

ere are other eventg| (illicit)

tion or
I asset

e control systems (SCADA, EMS, etc.),

* metering (data acquisition, meters, etc.),

e information systems (for example OASIS).

The relevance of these assets and their information to particular business processes is shown
in Table 2. Additionally, the relevant IEC Technical Committees are indicated in the table

(where

known).
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Table 2 — Asset to business process relationships

Gener- | Power Trans- | Switch .
ators lines formers | device Metering
Asset EMS | SCADA (IEC Info
business (IEC (IEC (IEC )TC ((!:EC) ((I;EC) (CIEC) TC 13) systems
process XX TC 38 TC 14 TC 17
TC 57) | TC 57) (IEC (IEC (IEC (IEC T(('I:E5c7) (TC xx)
TC 57) | TC57) | TC57) | TC 57)
Buying and selling O 0 O O
of power
Generation of power o o O O il [ O
(includes power quality)
Transnfission of power U U U U u
(includés power quality)
Distribdition of power O O O O 1l N \Ek
(includés power quality) /\
Measufement of trading O O O O
(revenye metering) {\
Asset Management O O 0 O ]/\\Q \\D O
Energy| Conservation g O ] \ ) | ]
Informgtion mining o / \ o
Tertiary asset leveraging \D ) R
Risk mpnagement 0 g /\ A > @N u
6.3.3 Inability to restore service
This cgtegory includes actiyiti {berate or'not) in the stakeholder being|unable
to maintain obligated services:. A fesyor e ts, which can cause these include:
¢ losg of information the vant services or operations,
* miginformationre i 1NN perception of the state of the power network
* losp or degra
e img
e ina
e cor
« oth
6.4
The pre-requisites.foy’performing a security analysis based upon potential business [conse-
quencgs have now been defined. These are:
a) ldentify the stakeholders within the communication environment.
b) Identify business processes that are of concern to the stakeholders.
c) Identify consequences that can adversely affect the business processes.
d) Identify events that can cause the consequence(s) to be realised.

The next step is to determine the security threats that, if successful, can cause the
consequences to be realised.

An example analysis of part of the “inability to restore service” consequence is presented in

Figure

4.

Figure 4 shows that “Loss of asset” can lead to the inability to restore service (the
consequence). The next step is to analyse what events, or sequences of events, can lead to
“Loss of asset”.
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Inability to restore

Loss of Mis- Improper

information information Loss of asset performance efc....

Communications Physical
disrupted destruction

Communigation
configuration
change

Lack of Lack of asset

communication communication
capacity resoW \(\>

Physical p@ K/\ Résour \/
disruption < xhausti

Denial of Configuration
service attack changed without
system knowledge

/'

Authorization
violation
IEC 1450/03

Figure 4 — Consequence diagram: inability to restore service

The sequence of events that can lead to “Loss of asset” can occur through several paths.
However, all paths dealing with communications resolve to the consequence being achieved
through the successful security attacks of either “Denial of service” or “Authorisation
violation”.
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NOTE More detail and complete consequence diagrams need to be created in order for a utility to determine

which threats are of primary importance to be countered or at least detected. However,

consequence diagrams may be found in Annex C of this Technical Report.

7 Focus of security work within this report

several general

A comprehensive security analysis, and the resulting countermeasure recommendations, of all
protocols within the auspices of IEC Technical Committee 57 would create a tomb of

documentation. Likewise,

focussed analysis.

the time constraint for this report’s publication has forced a

Therefore, the focus of th|s report has been in areas that are con5|dered most vulnerable and

whose
infrastr
of this

7.1 Justification of application level security focus

It shou]d be noted that depending upon the consequenc
countered. However,

to be

model

report,

general security/counte

applicqtion/user domain can address_ a

occur.
securit

Table

commynication functions
It is recommende
layer, ghould be considered.

issues

a short explanation follows as to the threats and ¢
considered relevant on a communication model basis. The communi
considgred is the OSI 7-Layer Communication Reference Model

attacks mgy need
to the
ication
in the

|at may
ise the

ividual
gecurity

Typical security

O

Laydr Typical risks attacis
Applicat forean |ng\us€r/busmess Information leakage?® Masquerade
a’standard protocol. Unauthorised access Bypassing coftrols

lllegitimate use
Denial of service

Authorisation piolation
Service spoofing
Message
Intercept/alterfreplay
Denial of servjce

Resource exhpustion

Presentatiaon

Respansible far translating local representation to

Infarmation leakage

a standard/well known transfer representation.

Session Responsible for maintenance of connection Information leakage
oriented sessions.
Transport Responsible for maintenance of connection Information leakage Denial of service
oriented sessions. Denial of service Resource exhaustion
Network Responsible for routing between communications | Information leakage Denial of service
segments (for example LAN to WAN). Denial of service Masquerade
Message
Intercept/alter/replay
Link Responsible for local addressing and media Information leakage Denial of service
access algorithm implementation. Denial of service
Physical Responsible physical interface to transmission Information leakage Physical Disruption

media and any required modulation.

Denial of service

Eavesdropping
Denial of Service

# Information leakage can occur via direct (for example packet decoding) or indirect (for example traffic analysis)

means.
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7.2 Security analysis technique

It is recommended that consequence based analysis (see 6.2) shall be used to develop a list
of relevant threats to the system. These threats shall be used as input to the recommended
formal documentation methodology.

After reviewing several different methodologies for documenting security issues, it is
recommended that IEC Technical Committee 57 shall use ISO 15408 for this purpose.
ISO 15408 details the development of Protection Profiles (PPs), Target of Evaluation (TOE),
and Security Targets (STs).

As deflned in ISO 15408, a protectlon proflle states assumptlons about a target of evaluation,

identifi ter the

threats imple-

mentat] attacks
can be

Howeve tion of

multiple mittee

57 as chnical

Comm within

the industry. The first set of TOE developments, re IEC

Technipal Committee 57 work items, includes:

a) IEG 60870-6 TASE.2,

b) IEG 60870-5,

c) IEG 61334,

d) IEG 61850.

It is intonclusive, at the time erated

for the [output of IEC Tect ystem/

applicqtion specific TOQ n, and
enterpiise system) will

NOTE Further det

7.21

Securit

a) Conf ialitys\ensuring that information is not disclosed to unauthorised persons.

b) Integrity i at information held in a system is a proper representation| of the
infgrmation.™ d and that it has not been modified, created, or deleted |by an
unauthorised person.

c) Availability — i i i i ilable by

malicious action.

d) Non-repudiation — ensuring that agreements made electronically can be proven to have
been made.

e) Administration — management of the security system.

f) Prosecution — performance of such functions as may be required to enable and facilitate
legal action against perpetrators of malicious activity, under applicable law.
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7.2.2 General threats

Threats are made against the assets or information used by business processes and/or

stakeholders (as defined in 6.2.1). Sources of threats include:

act of nature,

T o

equipment failure,

O Q O

intruder coherently and/or logically penetrating system,

)
)
) legitimate user inadvertently acting on an insufficiently protected system,
)
)

legitimate user violating the limits of authorisation for malicious reasons (insider threat),

—h

) intquder acting without coherent or logical penetration of system,
g) warfare,
h) human or computer error,

i) interaction of the above sources.

7.2.3 Specific threats to be considered in PP

The fo
and tel
threats

power tele

protocols. The
munications b

them. ' C e ts would apply. Not all
would . , T lepfotection system tha
interco , i i e of thie telecontrol or teleprd

system i S uld ot apply. Similarly, in a teleco

telepro i i i i ctronic, agreements is not a functi
repudi

The fo ic ifyi ere is intended to facilitate use of the thr
prepar i ile documents under the common criteria. The intent is to simp
eventu ‘ ion files.forproducts to be used in protecting electric

telecorn
docum
descripti
define

nent for protection. The offered product prd
y target document. These and other documen
ssurance procedures to be followed. The common

standar itate the development of products that can be certifi
listed @s sd requirements, and to facilitate communication of r|
ments apabilities between the acquirer of a system requiring security prg
and the p

Natura| threats are~beyond the scope of this technical report.

control

list of
btween
threats

is not
tection
htrol or
bn, the

eats in
lify the
power
profile
tection
s also
criteria
ed and
equire-
tection

Subclauses 7.Z2.3. T 10 7.2.3.4 document a set of threat definitions. These subclauses
threats as being generally applicable for system level TOEs (general). Additionally, these
Subclauses define a set of threat definitions that may be applicable to protocols (protocols).

define

These threat definitions are a first step to defining an inclusive list of system threats that may

occur as a result of constructing a system consisting of multiple TOEs.

In general, there is a hierarchy of threat definitions: general, protocol, and TOE specific (for

example specific threats defined as part of the TOE development).
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7.2.31 Confidentiality threats

7.2.31.1 General

T.CONF1 Authorised user improperly obtaining unauthorised information from TOE

T.NOAUT-VIEW Unauthorised user viewing TOE data

T.CONF2 Authorised user improperly using access to TOE to obtain unauthorised information from other
interconnected systems

T.CONF3 Intruder using penetration of TOE to facilitate obtaining unauthorised information from other
interconnected systems

T.TRAFFIC- Intruder inferring unauthorised information by observing patterns or other characteristics of

ANALYSIS message-traffic-to-which-access—is—not-authorisad-orto-which-access—is—authorsed-oenbyin
encrypted form, depending on the medium used for transmitting the traffic and_the laws
applicable to that medium in the relevant country

7.2.3.12 Protocol

T.NOAUJ'-VIEW Unauthorised user viewing TOE data

T.TRAFKIC- Intruder inferring unauthorised information by obser¥in haracteristids of

ANALY SIS message traffic to which access is not authorlse rt i in

encrypted form, depending on the medium used for t
applicable to that medium in the relevant co ntry/\

7.2.3.2{1

7.2.3.2 Integrity threats @
General

T.INTEG1 Authorised user maliciously\com ing Wperatlng TOE without authorisation fo
command o/dp\rate}haq

T.INTEG2 Intruder com anékké and mis-0 eratlng e ment without authorisation to command dr operate
that equi y impe natl SCADA master or modifying and re-transmitting Iggitimate
messages from.t

T.HIJACK Mer}gls ope?th’O}\Qy\{}hng authenticated association

T.REPLAY der g misdoperationof TOE or transmission of old information by replaying did
me/s\ ges

T.IMPERSONATE Lfgau\n{c}is\ed\us\er\ass\urﬂg the identity of an authorised user

T.CHANGE (\MX{SNMWM or destroying TOE data

T.INTEG3

A tho*sed seMiciously loading false parameters into remote equipment without
\'ﬂ&iﬂ@atio to access that equipment

T.INTEG4 \\Jthé&;e ser improperly using access to TOE to place false information in other

\m\erco nected systems to which access is not authorised

T.INTEG5 Intrmér penetrating TOE to facilitate placement of false information into other interconpected
systems to which access is not authorised

7.2.3.2.2 Protocol

T.INTEG2 Intruder commanding and mis-operating equipment without authorisation to command or operate
that equipment by impersonating the SCADA master or modifying and re-transmitting legitimate
messages from the SCADA master

T.HIJACK Intruder mis-operating TOE by hijacking authenticated association

T.REPLAY Intruder causing mis-operation of TOE or transmission of old information by replaying old

messages

T.IMPERSONATE | Unauthorised user assuming the identity of an authorised user

T.CHANGE

Adversary modifying or destroying TOE data



https://iecnorm.com/api/?name=7b77433fd893f8e01700d83553b0d7b3

- 26 - TR 62210 O IEC:2003(E)

7.2.3.3 Denial-of-service threats

7.2.3.3.1 General

T.AVAIL1 Authorised user maliciously denying access to TOE

T.AVAIL2 Intruder maliciously denying access to TOE

T.AVAIL3 Authorised user improperly accessing TOE to maliciously deny use of other interconnected
systems to authorised, legitimate users

T.AVAIL4 Intruder accessing TOE to maliciously deny use of other interconnected systems to authorised,

legitimate users

7.2.3.3f2—Protocot

T.DENIAL-OF-

SERVIC

User maliciously denying access to TOE. This is a combination of T AlLA1 an S AVAIL2.

7.2.3.4 Repudiation threats
7.2.3.41  General <\
T.REPUD1 Authorised user repudiating a TOE transactlo

7.2.3.4{2

7.2.3.5

Administration threats

Protocol G
None igentified.

7.2.3.5/1 General <\(\
N
T.ADMIN1 Authorised useninadve tly. WE in a situation where such operation is not
authorised liey but\does-not violate any authorisation constraint of the system. (The
orls tions in yst not reflect the organisation's policy.)
T.ADMIN2 W)s\wser No;;ér\y g}\qmg unauthorised access to the security functions
T.ADMIN3 In/m\ée\r g\k\ \%:ce\ss/t\o\\e/securlty functions
T.ADMIN4 tho sed use lm\agg/rb{dlsablmg functions or changing parameters to avoid having
~un jsed activity recorded
T.ADMINS Intru disabli nctions or changing parameters to avoid having unauthorised activity

AL,

T.ADMING6 \}\yth Wer improperly using a denial-of-use attack on the recording system (such ps
forcing\an overflow of storage capacity) to avoid having unauthorised activity recorded

T.ADMIN7 IMusing a denial-of-use attack on the recording system (such as forcing an overflow of
storage capacity) to avoid having unauthorised activity recorded

T.ADMINS AUthorised user iImproperly deleting records of unautnorised activity

T.ADMIN9 Intruder deleting records of unauthorised activity

7.2.3.5.2 Protocol

T.ADMIN3 Intruder gaining access to the security functions

T.ADMIN7 Intruder using a denial-of-use attack on the recording system (such as forcing an overflow of
storage capacity) to avoid having unauthorised activity recorded

T.ADMIN9 Intruder deleting records of unauthorised activity
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8 Vulnerabilities

8.1

Threats to topologies

The generic model of the communications topology shown in Figure 3 can be described in
terms of LANs and WANSs by that shown in Figure 5.

WAN LAN

Interface point

Secondary
communication
paths

G 1451/03

Where| the interface points is the vecto z is assumed to be within a

physically secure environment.

Typical examples of this

« EMS/SCADA applicatio the devices are the operator workdtations
(HMI) and d mally with no secondary WANs) and the telemetry
fromt end pr AN\conriections to the utility’s substations.

+ Th¢ LAN would grnet network — with an interface point to the high
bandwidth co network or) to the Internet to provide a connection tg other
application

« At |the here examples of the devices are the substation IEDs
(protection\device etering equipment, local HMI etc) which may be connected uging an
Ethernet L Id bus LAN, a serial LAN or similar.

e Somme [ED ave secondary (WAN) links to either local or remote devicgs with
capabilities forinformative interfaces, for configuration interfaces, for bulk data trangfers.

¢ Thg¢\main interface point into the substation, the WAN to LAN interface, is typically

implemented by an RTU, a PLC, or a gateway/router.

Threats to a LAN differ from those to the WAN. Principally, without a WAN connection a
would-be intruder requires physical access to the customer premises to penetrate it. LAN
threats thus come from the disgruntled employee or the unauthorised employee rather than
a third party intruder.

The interface points represent the key points of connections between the customer’s LAN and
the external communications infrastructure — and these points, together with the associated
communications media at these points, are the principal focus for looking at threats. Different
technologies that may be used to implement the WANs each offer different sets of security
issues, the typical WAN technologies in use today being:

rad

io (licensed or un-licensed),

Distribution Line Carrier (DLC), power line carrier,
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e private wire, fibre,
« leased lines,

* independent network provider (POTS, mobile telephone systems, packet radio, X.25 etc).

The vulnerabilities of the topologies based on these technologies with the protocol threats
identified above are shown in Figure 6, for configurations with either a single WAN/LAN
interface point and for configurations with a second, redundant, WAN/LAN interface point. The
risks assessed below represent the likelihood of an attack being attempted based upon the
ease of acquiring resources and knowledge required to perpetrate the attack. Motivations for
attacks have not been factored into the risk levels nor have the likelihood of physical damage
(accidental or malicious).

L =|Low risk
M = Medium risk
H = High risk 28 .
Confidentiality /] \
T.NOAUTH-VIEW H Ho | -
T.TRAFFIC-ANALYSIS H H L L M\ -
Integrity P )/ AR
T.INTEG2, T.CHANGE, H L H -
T.REPLAY /\\H % ( > )\/
T.IMPERSONATE H \(l M H -
T.HIJACK ERRETNT M L -
Denial of Service <\\ \/
T.DENIAL<OF-SERYICE H ORJH H H H M
Administration . [\ )
T.ADMIN3M . IN7, H H M M H -
"\ TSADMIN
IEC 1442/03
igure Levels of vulnerability
Figure [62 is intended tochig 1t those areas that are most vulnerable, so as to identify where
further i is i squired to define counter measures. The IEC Teghnical
Comm1t < C iR use at these most vulnerable points then need to be analysed to
determline~i ey can provide the relevant counter measures.
For thg threats, Figure€ 6 highlights the following:
. Cohfidentiality i . | admini tian

POTS and third party networks, radio and PLC solutions are at a medium to high risk of
intruder attack. Information about the networks, protocols, etc. is readily available from a
number of open sources. So it is not too difficult for the intruder to eavesdrop and hence
gain access to confidential information, alter information, replay information exchanges,
spoof or masquerade.

The use of private or leased lines is at a less risk of intruder attack because of the
increased difficulty for the intruder to gain physical access to the media.

2 Figure 6 is intended to show the vulnerabilities of the identified media and threats and is not necessarily an
exhaustive list of all media and threats.
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+« Denial of service

POTS and third party networks are particularly susceptible to this attack. Intruders can
often determine the “network address/number” very easily from public information and
then establish a link to that interface point. Once established, the link is then unavailable
to the legitimate user unless a secondary link is available.

Radio networks are also particularly susceptible to this attack — being susceptible to
frequency jamming. Again, the information about frequencies etc. that are in use is often
easily obtained by an intruder from public sources.

Other media are susceptible to denial of service attacks — but more in the form of resource
exhaustion. Here the intruder prevents legitimate use of the media by generating large
amounts of traffic to the interface point thus degrading response times and even
satirating the device so as to make the device non-operational.

This shows us that there are substantial issues that need to be {esol inXregards to
commynications security at the WAN interface points. Many of the i idality of
security threats, change depending on the communication archit i wever,
certain|conclusions can be drawn:

« Communications security starts with restricted/secure acce cations
chgnnels.

annels

» Depial of service attacks is potentially a high rig
i nultiple

to |[devices. Counter measures must be
commmunications paths provided to minimise.{

» Deyices need strong audit and cations
sequrity.

e Wh or example SCADA and enferprise
apry hown above — with threats [to one

application affecting thie othe

8.2 Current IEC Te

Within | the sco i Committee 57, the following protocols havg been
standaldised or spec :

8.2.1

One o activities echnical Committee 57 Working Group 07 has been the
productic ' 0-6 series of standards (telecontrol protocols compatible wjth ISO
standaf 3 mendations). Parts of this series concern Telecontrol Application
Service Elem . A):

* |E¢ 60870-6-502: TASE.1 protocol definitions,

anQzn

« |EC66879=-6=504-

userconventions;

« |EC 60870-6-701: functional profile for providing TASE.1 application service in end
systems.

The technical content of this series evolved from work being carried out in Europe, under the
umbrella of a protocol known as ELCOM (initially described as ELCOM-83 and later updated
with ELCOM-90). TASE.1 and ELCOM-90 are not identical and whilst there are a large
number of ELCOM-90 implementations there are, as yet, no vendors offering TASE.1 in their
products. This perceived lack of support for TASE.1 leads us to the conclusion that efforts
should not be spent on performing a security assessment of TASE.1.
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8.2.2 TASE.2

Another of the activities of IEC Technical Committee 57 Working Group 07 has been the
production of the series concerning Telecontrol Application Service Element No. 2 (TASE.2) —
based on work originating in the USA under the umbrella of the Utilities Communications
Architecture (UCA). One of the deliverables from UCA was a protocol for use when
transferring information from one control centre to another — the Inter Control centre
Communications Protocol (ICCP). Working Group 07 standardised ICCP:

e |EC 60870-6-503: TASE.2 services and protocol,
« |EC 60870-6-702: functional profile for providing TASE.2 application service

in end c\/cfnmc

+ |EQ 60870-6-802: TASE.2 object models.

This agl-hoc working group has started the security analysis for TAS
analysis are shown in annex B. This ad-hoc working group beligves
compldte the security analysis for TASE.2 is the highest Jpriori ’ . This
conclusion is based upon the wide scale deployment of TASE.2 ) S nd the
financigl implications of a successful attack on a TASE.2

This pfoposed work item should be undertaken in/conjuncti ms for
IEC 618334 and IEC 61850 due to similar architectures . It is the expdgctation
of the pd-hoc working group that a consistent s gy can be developed for all
three protocols.

8.2.3 IEC 60870-5

IEC Tgchnical Committee 57 Workm oduced the IEC 60870-5 sgries of
standafds, defining reconim ) [ i ifi ication

(or profile). Using these re echnical Committee 57 Working Grpup 03
has defined a number © ) f

. IEQ 60870—
« 1EQ 60870-5-10

power systems

blectric

« |EC 0 interface of prdtection
equipment,

« |ECQ files.

The IEC 60 i basic recommendations do not address the issues of a mechanism

for actess_<¢on cryption, or an authentication method. The companion standards
IEC 60870-5*101, 60870-5-102 and IEC 60870-5-103 thus have no current capability of
implemlenting additional security measures. IEC Technical Committee 57 Working Grpup 03
should analyse the security requirements of these companion standards (producing protection
profiles) and use the results to propose any necessary enhancements to the standards. It
must be recognised that adding security enhancements to these protocols will be difficult and
almost definitely mean the protocols will not be backward compatible with existing
implementations.

8.24 IEC 61334

IEC Technical Committee 57 Working Group 09 has the title ‘distribution automation using
distribution line carrier systems’ and has produced the IEC 61334 series of standards. The
scope covers communications protocols for both distribution and customer automation for the
LV and MV-Networks. The key documents are:

 |EC 61334-4-41
* |EC 61334-4-42
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Most of the interest shown in this these standards has been for remote metering rather than
distribution automation. However, metering communication is also covered by IEC Technical
Committee 13 Working Group 14. IEC has therefore divided the scope such that the protocol
and DLC medium is covered by IEC Technical Committee 57 Working Group 09 but the
metering application (and hence metering objects) and other media are covered by
IEC Technical Committee 13 Working Group 14. Although the IEC standards refer to DLMS as
Distribution Line Message Specification’, the commercial promotion of DLMS now refers to it
as ‘Device Language Message Specification’ in order to acknowledge its applicability to other
communications media.

DLMS was originally a subset of MMS, ISO/IEC 9506, but its support for low cost devices and
for channels with limited transmission capacity (such as DLC) was found to be lacking. In
particular it was found necessary to introduce the extension, ‘unacknowl broadcpst’ for
operations such as the synchronisation of time clocks. Subsequently, S were
introduiced so that MMS and DLMS are now non-interoperable. More{rece chnical
Committee 57 Working Group 09 has sought to address these i i as yet
there has been no resolution.

DLMS |(IEC 61334-4-41) and the application layer desgrtihed C 6 has a
mechapism for access control and some ‘hooks’ to allow™e s i explicit
authentication method.

ariable
fines a
tess to

DLMS defines a Virtual Distribution Equipment
with a MVDE specific scope of access i
Virtual Appllcat|on Association (

certain e VAA
object.

The dpplication cipheringfdeciphering i i ity and
confidgntiality of transmitte . W is i icati nt and
therefore definition is c a—~C dahi ) ined: the
global giphering key and t i ipheri . i i ind key is
to allow ciphere 2 edicated ciphering key is contained in the DLMS ¢tontext

and is ppecific to

A one-fime copy- aveiding/the unauthorised replay of previously sent messgges, is
forese¢n as p i

Key mandg

IEC Tqg ork on
security, butthis

It is the—expeectation—of-the—ad-hoe—working—group—that-a—consistent-seecuritymethodelegy can

m

be developed for the IEC 61334 series, the IEC 61850 series and TAS

8.2.5 IEC 61850

The activities of IEC Technical Committee 57 Working Groups 10, 11 and 12 cover the
production of the IEC 61850 series of standards (communication networks and systems in
substations). This series of standards defines models for:

* the basic structure of information elements,

* the substation and feeder devices,

” o« ” o« "«

e service models such as “time”, “reporting”, “control”, “association” etc.,
and then shows how these can be mapped to a standard protocol stack such as MMS with

TCP/IP, the IEC 60870-5 series, Profibus, etc.
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The association model defined in IEC 61850 (and its mapping to MMS) is designed to cater
for the security requirements of the communications system in question — modelling
capabilities for authentication, encryption and data access control (secure views). The IEC
Technical Committee 57 Working Groups 10, 11 and 12 should demonstrate the suitability of
the IEC 61850 series association model by performing a security analysis — i.e. produce a
protection profile for the IEC 61850 series.

It is the expectation of the ad-hoc working group that a consistent security methodology can
be developed for the IEC 61850 series, the IEC 61334 series and TASE.2.

9 Recommendations for future IEC Technical Committee 57 security work

a) It i$ recommended that IEC Technical Committee 57 ad-hoc Workind Group_06.bgcomes
a Working Group so that:

1) |IComments on this document can be resolved.

he ad-
chnical

2) |The Working Group can continue with the completion o
hoc Working Group: co-ordination of security work and
Committee 57.

3) |The working group can assist in the performance—of as recommended

for other standards within IEC Technical Co

4) |It is recommended that the working gro ible forvgenerating work items
relating to specific protocol securi individua king~group security work items
(standard or report) that hav ple the ballot of the work
item failed).

b) It is recommended to make use of conseq sed security analysis techniqyes, for
IEG Technical Committee 57 security r

1) |Refine the set of blsiness n which consequences should be consfidered.
— generationlof po
- tran@% \

to be

The currentegnsequences recommended to be considered are:

=Y financial,

— asset destruction/degradation,
— inability to restore service.

c) It is recommended that security countermeasures at other OSI communication layers,
besides the Application Layer, be considered for future work items on a per
protocol/standard basis.

d) It is recommended that work items for the following standards be considered in the areas
of security in liaison with the transitioned IEC Technical Committee 57 ad-hoc Working
Group 06.

1) It is recommended that the working groups, responsible for the following standards
generate work items structured as a joint task force so that consistent security
mechanisms can be used by all standards:

NOTE In large part, this recommendation is based upon the commonality of underlying protocols used by
these standards.
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— |IEC 60870-6 TASE.2. It is recommended that resolution of TASE.2 issues be the
highest priority.

— |EC 61850 series.

— IEC 61334-4-41 (DLMS).

— |EC 61334-4-42 (application layer).

— It is also recommended that the joint task force establish a liaison with IEC
Technical Committee 13 Working Group 14 and IEC Technical Committee 95.

2) It is recommended that the IEC Technical Committee 57 Working Group 03 generate a
work item for the IEC 60870-5 series.

3) lt is recommended that a transitioned IEC Technical Committee 57 ad-hoc Working
Group 06 (for example as a working group) be responsible for g i items
relating to specific protocol security for protocols that individual ecurity
work items have not gained support (for example the ballot of d).

It is recommended that the work items undertaken cCencenftrate / i ecurity

1) |It is recommended that encryption be i resertation Layer flnction
consistent with ISO definitions (& i ity — GULS).

2) |It is recommended that applica i echanisms be addregsed as
part of the work items.
It is recommended that a minim vels of Authentication mechanisms be
provided:
— none,
— password,
— strong.

3) |lt is reco
defaults in thé

xample

It i
the

It is d tf e work items include the development of consequence diagrams
asdqaci i

It i
Grd

Se¢uring’ a confmunications channel over which a protocol operates using inodern
cryptography amounts to performing a presentation transformation of an appl|ication
protocol data unit to transfer syntax through the use of encryption and its associated
secret key(s). The keys that are used by the presentation transformation are maintained
on systems that are outside the scope of IEC Technical Committee 57. The security of IEC
Technical Committee 57 protocols will only be as good as the security of the systems that
maintain the keys. The system(s) that initiates and manages the communications
channels needs to be secured and this task should become a work item for IEC Technical
Committee 57. The security formalisms should take the form of Common Criteria
protection profiles.

part of

orking

It is recommended that the transitioned ad-hoc Working Group 06 undertake a future work
item in regards to generating system level TOE(s).

An important consideration is that protection profiles be created for not only the protocols,
but also the systems that support the protocols. These profiles can be used as the basis
for creating metrics for component, subsystem, and system level security.


https://iecnorm.com/api/?name=7b77433fd893f8e01700d83553b0d7b3

- 34 - TR 62210 O IEC:2003(E)

m) This work item will need to analyse the interface boundaries of the TOEs developed as
output of other work items.

n)

It is recommended that the transitioned IEC Technical Committee 57 ad-hoc Working
Group 06 undertake a future work item to identify the architectural patterns used by the
systems within IEC Technical Committee 57, (for example a substation LAN pattern) and
then perform a consequence analysis on the patterns.

The result will be a basis for the set of system architectures and protocols that operate on
these architectures. These patterns can be used as templates for initiating a consequence
analysis on the architecture of a particular system. This can be used to understand the
threats to the specific system. Developing such sets of consequence analyses is an
important step towards identifying and mitigating the system threats for architectures used

| = 4

withtrEc—F

1N L Cora 44
ethHcarCommittee—o7—

It is recommended that the transitional IEC Technical Committee

Grgup 06 u

infgrmation security.

Onge inform

thefe is a need to ensure that correspondlng phyS|caI

deyeloped.

infgrmation security and physical security problems (TOES).

It i$ recommended that IEC Technical Committe
isslies of insider threats can be resolved.

Spegcific attention should be given
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