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INTERNATIONAL ELECTROTECHNICAL COMMISSION

ELECTRICITY METERING -
PAYMENT SYSTEMS -

Part 21: Framework for standardization

EOREWOQORD

International Electrotechnical Commission (IEC) is a worldwide organization for standardization..com
national electrotechnical committees (IEC National Committees). The object of IEC is\\o pr

end and in addition to other activities, IEC publishes International Standards, Technjgal*Specific

rising
omote
Hs. To
htions,

Technical Reports, Publicly Available Specifications (PAS) and Guides (hereafter sreferfred to ag “IEC

Publication(s)”). Their preparation is entrusted to technical committees; any IEC National.Committee inte
in |the subject dealt with may participate in this preparatory work. International,{ governmental ang
gojernmental organizations liaising with the IEC also participate in this preparation! IEC collaborates (
with the International Organization for Standardization (ISO) in accordance with’ conditions determin
agreement between the two organizations.

The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an intern
copsensus of opinion on the relevant subjects since each technical committee has representation fr
interested IEC National Committees.

IEC Publications have the form of recommendations for international use and are accepted by IEC N
Cdmmittees in that sense. While all reasonable efforts are made to ensure that the technical content
Publications is accurate, IEC cannot be held responsible forythe way in which they are used or f
isinterpretation by any end user.

In|order to promote international uniformity, IEC National Committees undertake to apply IEC Publig

rested

non-
losely
ed by

htional
bm all

htional
bf IEC
r any

ations

transparently to the maximum extent possible in thé€ir“national and regional publications. Any divergence

befween any IEC Publication and the corresponding fational or regional publication shall be clearly indica
the latter.

IEC provides no marking procedure to indicate its approval and cannot be rendered responsible f
equipment declared to be in conformity with-an’IEC Publication.

Allfusers should ensure that they have the latest edition of this publication.

Ng liability shall attach to IEC or its (directors, employees, servants or agents including individual exper
members of its technical committe€s;’and IEC National Committees for any personal injury, property dam
othher damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fee
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any othg
Pdublications.

Atfention is drawn to theyNormative references cited in this publication. Use of the referenced publicati
indispensable for the corfect application of this publication.

Atlention is drawn\to the possibility that some of the elements of this IEC Publication may be the sub
pafent rights. lEC shall not be held responsible for identifying any or all such patent rights.

The main_task of IEC technical committees is to prepare International Standards. Howe
technical\committee may propose the publication of a technical report when it has coll
data [of.@“different kind from that which is normally published as an International Standar
example "state of the art”.

ted in
r any
s and
hge or

) and
r IEC

ons is

ect of

er, a
bcted

d, for

Technical reports do not necessarily have to be reviewed until the data they provide are
considered to be no longer valid or useful by the maintenance team.

IEC 62055-21, which is a technical report, has been prepared by Technical Committee 13:
Equipment of electrical energy measurement and load control.


https://iecnorm.com/api/?name=b92588312aae52bdc4a81e11f5f01f47

TR 62055-21 O IEC:2005(E) -7 -

The text of this technical report is based on the following documents:

Enquiry draft Report on voting
13/1318A/DTR 13/1325A/RVC

Full information on the voting for the approval of this technical report can be found in the
report on voting indicated in the above table.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

IEC 62055 consists of the following parts, under the general title Electricity meténjng —
Payment systems:

Part P1: Framework for Standardization
Part B1: Particular requirements — Static payment meters for active energy\(classes 1 aphd 2)

Part #1: Standard Transfer Specification — Application layer protocol-for one-way {oken
carrier systems

Part p1: Standard Transfer Specification — Physical layer protoeol“for one-way numeri¢ and
magnetic card token carriers

The committee has decided that the contents of this publication will remain unchanged| until
the maintenance result date indicated on the IEC web, site under "http://webstore.iec.dh" in
the data related to the specific publication. At this dates.the publication will be

-

¢confirmed,

wlithdrawn,

e¢placed by a revised edition, or
*+ amended.

.
—
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INTRODUCTION

There is widespread activity in the application and development of payment metering systems
in IEC member countries. Whilst there are many similarities in equipment functionality and
operation of electricity payment metering systems in these countries, there is divergence in
the particular payment technology used as well as in the use of particular token carrier
technologies. An example of this is the large number of solutions using disposable magnetic
cards.

A need has been identified to describe the various systems and their elements in a coherent

manner and to provide a framewaork for standardization of payment metering systems_their

elem
This
a) {q

b) tq
P

c) 1o present a standard way in specifying system requirements or functionality in orde

9

d)

i
It ha
one
guide
as ar

The
repof
abov

The
syste

that éxist between thesetentities.

requirements specifications for system procurement;

such specifications may be easily compared and evaluated'\by manufacturers and us

ents and interfaces.

technical report thus seeks to meet the following objectives:

present a systematic methodology to follow for use by suppliers to prd

present a systematic methodology to follow for use by equipment manufacture
roduce specifications for systems and products;

o ensure that such specifications are produced in. an “open” format to allow
teroperability of sub-system components.

5 to be noted that it is not the intention of this/eehnical report that there should be
standard for payment metering systems on sub-systems, but that it should pr

d when these are identified.

standardization work of TC13 WG15ishould follow the guidelines given in this tech
t in order to present such standards in a coherent and systematic way that meet
e objectives.

IEC 62055 series covers:-payment systems, encompassing the customer inform
ms, point of sales systems, token carriers, payment meters and the respective inter

only
bvide

lines for defining several such standards aecording to the specific needs of the industry

nical
5 the

ation
aces



https://iecnorm.com/api/?name=b92588312aae52bdc4a81e11f5f01f47

TR 62055-21 O IEC:2005(E) -9-

ELECTRICITY METERING -
PAYMENT SYSTEMS -

Part 21: Framework for standardization

1 Scope

This

appl

NOTE|1 This technical report excludes the application of coin-operated meters in payment systems.

NOTE|2 This technical report specifically covers electricity metering payment systems. However, it is reco
that payment metering is an established requirement in other utility services\and the general framewd
standardization in this technical report can be applied to such other utility services.

NOTE|3 Contract functions are confined to single bi-lateral supply agreenients between a supplier and a cug
and specifically exclude related third party agreements such as may be found in the deregulated markets.

NOTE|4 Future aspects are considered in Clause 9.

2 Rpeferences

IEC
mea
mea

Types of electrical measuring instruments — Part 314: Specific terms according to the ty
instryment

IEC

IEC

Static payment metersfor active energy (classes 1 and 2) 1

IEC/PAS 62055-41:2003, Electricity Metering — Payment metering systems — Part
Stanglard TranSfer Specification

O

icable to future systems.

60050-300: International Electrotechnical>,Vocabulary (IEV) — Electrical and elect
jurements and measuring instruments — Part 311: General terms relatin
gurements — Part 312: General terms relating to electrical measurements — Part

62051:1999, Electricity mefering — Glossary of terms

52055-31, Electricity.metering — Payment systems — Part 31: Particular requireme

NRS,009-6-6: Interface Standards - Standard Transfer Specification / (
ispensing unit — Electricity dispenser — Categories of tokens and transaction data fig

technical report sets out a framework for the integration of standards into a s;jstem
specification for electricity payment metering systems. It addresses the payment.me

systgm application process, generic processes, generic functions, data elements; sy
entities and interfaces that exist in present payment metering systems. The approach tak
the framework is sufficiently generic to payment metering systems so that it should be ed

ering
stem
en in
ually

gnised
rk for

tomer

ronic
g to
313:
be of

nts —

41:

Credit
plds

dispensing unit — Electricity dispenser — Token encoding and data encryption
decryption

Jredit
and

NRS 009-6-8: Interface Standards — Standard Transfer Specification / Disposable

magnetic token technology — Token encoding format and physical token definition

NRS 009-6-9: Interface Standards — Standard Transfer Specification / Numeric token

technology — Token encoding format and physical token definition

NRS 009-7: Standard transfer specification / The management of cryptographic keys

1 To be published.
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IEC 62055-41, Electricity Metering — Payment metering systems — Part 41: Standard Transfer
Specification — Application layer for one-way token carrier systems !

IEC 62055-51, Electricity Metering — Payment metering systems — Part 51: Standard Transfer
Specification — Physical layer for one-way numeric and magnetic card token carrier systems !

IEC 62056-21:2001, Electricity metering — Data exchange for meter reading, tariff and load
control — Part 21: Direct local data exchange

IEC 62056-46:2002, Electricity metering — Data exchange for meter reading, tariff and load
contfol = Part 46. Data link layer using HDLT protocol

IEC 62056-47, Electricity metering — Data exchange for meter reading, tariff and doad control
— Paft 47: COSEM transport layers for IPv4 networks?

IEC 62056-53:2002, Electricity metering — Data exchange for meter reading, tariff and|load
contnol — Part 53: COSEM application layer

IEC 62056-61:2002, Electricity metering — Data exchange for meter reading, tariff and|load
contnol — Part 61: Object identification system (OBIS)

3 Terms and definitions

For the purposes of this document, the definitions¥and terms given in IEC 60050;300,

IEC 62051, IEC 62055-31 and the following termsapply.

Where there is a difference between thecdefinitions in this technical report and t{hose
contdined in other referenced IEC standards, then those defined in this technical report|shall
take precedence.

3.1 Pefinitions

3.1.1
token
subset of data elements,icontaining information that is present in the APDU of the applidation
layer| of the POS_to_{eken_Carrier_Interface, and which is also transferred to the meter by
mearns of a token carrier, and which is finally presented to the meter application process

The ¢onverse is)also true in the case of a token being sent from the meter to the POS.

3.1.2
token catrier
medium-that is used in the physical layer of the POQ_fn_Tnkpn_Carripr_ln’rprf:am: onto which
the token is modulated or encoded, and which serves to carry the token from the point where
it is generated to the remote meter, where it is received

3.1.3

location

geographical area, clearly distinguishable from another adjacent area, on which the payment
meter is installed

Examples of such locations are: consumer’s premises, building, street or pavement.
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3.14
local
term defined in relation to the physical location of the payment meter installation

Any device that is on the same location as the payment meter is considered to be local.

3.1.5
remote
term defined in relation to the physical location of the payment meter installation

Any device that is not on the same location as the payment meter is considered to be remote.

3.1.6
supglier
legal|entity that enters into a contractual supply agreement with a customer to effect delivery
of electrical energy or other utilities

NOTE| Other definitions of “supplier” may be relevant in deregulated markets.

3.1.7
trangaction record
group of data elements describing the necessary attributes of a/financial transaction

This [would normally include items like transaction amount;“purchase item identifier, [kWh
valug, payment type, receipt number, customer referen€e number, operator number,| shift
batch number, sales batch number, banking batch number, etc.

3.1.8
shift|batch
group of transaction records created during a-single working shift of a particular POS opefrator

3.1.9
shift|batch summary
summary of transactions in a shift'batch, summarized by transaction type and optionally by
service type and by the supplier

NOTE| It is common practice for'an agent to perform the receipting function for several supply companieg, thus
requir{ng transaction records to be separated per supplier. A single supplier such as a municipality that sypplies
water jand electricity also requires transaction records to be separated per service type.

3.1.10
saleg batch
group of shift batches

$ batch summary
SUuMmrrafy—o arsactens—ira-satesbateh—summs
and optionally by service type and by the supplier

type

3.1.12
banking batch
group of sales batches

3.1.13

banking batch summary

summary of transactions in a banking batch, summarized by sales batch, by shift batch and
by transaction type and optionally by service type and by the supplier.

It includes bankable amounts totalled by payment type (and optionally by service type and by
the supplier) in preparation for bank depositing and settlement with each supplier.


https://iecnorm.com/api/?name=b92588312aae52bdc4a81e11f5f01f47

-12 - TR 62055-21 O IEC:2005(E)

3.1.14
process
logically linked sequence of tasks that enables the system to achieve particular objectives

For definition of various processes, see Clause 10.

3.1.15
function
encapsulation of a defined capability or functionality of the system

For definition of various functions, see Clause 11.

3.2 Abbreviated terms
3DHES Triple DES (see also DES); Data Encryption Standard applied 3 times
AES Advanced Encryption Standard
AMR Automatic Meter Reading
APDU Application Protocol Data Unit
ASN Abstract Syntax Notation
BS British Standard
CDROM Compact disc read-only memory
cDUY Credit Dispensing Unit (see also POS)
CIS Customer_Information_System
CRC Cyclic_Redundancy_Code
CRT Cathode-ray tube
C/s Client / Server
DES$ Data Encryption Standard
DIN Deutsches Institut fUrNormung; a Germany-based standards organization
DLMS Device Language-Message Specification
ED Electricity Dispenser or Energy Dispenser; used in Annex A interchangepbly
with “meter
GMT Greenwich Mean Time
GPRS Geéneral Packet Radio Service
GSM Global System for Mobile communications
HO high-order portion of a number
HTML Hyper Text Mark-up Lanqguage; a standard format for web documents
ID Identifier or identification
IEC International Electrotechnical Commission
IEC/PAS IEC — Publicly Available Specification
ISO International Standards Organization
kWh kilo-watt hour
LAN Local Area Network
LCD Liquid-crystal display
LED Light emitting diode

LO low-order portion of a number


https://iecnorm.com/api/?name=b92588312aae52bdc4a81e11f5f01f47

TR 62055-21 O IEC:2005(E) -13 -
NRS National Rationalized user Specification; a South African industry standard
(O] Open System Interconnection; a reference model for communication protoc
PAN Primary_Account_Number
PLC Power Line Carrier
POD Point_Of_Delivery
POS Point_Of_Sale (see also CDU)
PSTN Public Switched Telephone Network
RA Random-Access-Memory
RAS Remote Access Server
RSA A public key cryptography standard; Authors: Rivest, Shamir and Adelman
STS Standard Transfer Specification
STT Standard Token Translator; converts an STS format tokemyinto a spec
proprietary format token
TC13 IEC Technical Committee 13
TCR/IP Transmission Control Protocol / Internet Protocol
TID Token_ldentifier
TV Television
WAN Wide Area Network
WG 5 Working Group 15 of IEC TC13
X.2% A standard for packet switching networks; layers 1, 2 and 3 in OSI model
XMIL Extensible Mark-up Language;.a standard format for data exchange
3.3 Notation and terminology

Throtighout this technical report-the following rules are observed regarding the nami
terms:

eptity names, data element names, function names and process names are treatsg
generic object classes and are given names in terms of nouns, which are capitalized
jdined with an underscore to signify a single entity. Examples are: Supply_Group_Co
a| data element”name, Encryption_Algorithm as a function name and Installg
Connectionsas'a process name;

—

d|rect (specific) reference to a named class of object uses the capitalized form,
general\(non-specific) reference uses the small caps form without underscore joini
d|rect teference example is: “The Supply_Group_Code is linked to a group of me

ols

fied

ng of

d as

and
le as
tion_

while
ng. A
ters”,

while—an-indirect reference-example-is—“A-supply aroun code links-to-a-vending-keyv’:
g PPy g ) Y

other terms use the generally accepted abbreviated forms like PSTN for Public Switched

Telephone Network.
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4 General concepts

( Processes )

Make use of Make use of
A Operate A
on .
Are embodied in Are embodied in
A A
k System entities J
Are comprised of Are comprised of
Interact across y
Interfaces
Devices )
Instances i Instance i i Instance
Supplier Token | Payment
carrier | "1 ‘meter

NOTE| With outsourced services or deregulated marketcenvironments, there may be additional user insfances
such g4s vending agents and retail network services providers.

interact acress
Interfaces

Figure 1 — General concepts of a Payment Metering System

A Payment Metering System is a “eollective infrastructure that supports the contrdctual
relationship between a supplier of<goods or services and a customer. It includes procepses,
functjons, data elements, systementities (devices and users) and interfaces.

A Prpcess is a logically linked sequence of tasks and activities that enable the systgm to
achigve particular objectives in terms of the purpose for which it is designed. A process|calls
on the services of functions, which in turn operate on data elements. A process may| also
interact with other processes, (e.g. being invoked or terminated by another process) or if may
invoKe several functions to achieve a particular result. Because a particular function may be
used| by morethian one process, there may be many more processes in a system than there
are finctions:-See also Clause 10 for more on generic processes.

A Fynction is the encapsulation of a defined capability or functionality of the system,
abstractedfrom the dpplication domdailn, that glives tne sysiem entiies thne abIltly 10 act, react
and interact. The internal working of a function is itself a process, but this is invisible from an
external perspective, which sees only a start and end state. A process may thus also be
encapsulated into a single function. A function is always embodied in one or more of the
system entities and may even require several entities in order to realize a particular function.
It is a well-defined task with a start and end state that, when invoked, will cause the task to be
executed until completion. The end result of a function may be anything from a simple data
manipulation, through calculating the answer of a complex mathematical problem, to the
displaying of the contents of a particular register. It is important to note that a given function
may not necessarily be implemented in the same physical part or system entity of a particular
system as compared to that of another system even if the functions are identical. See also
Clause 11 for more on generic functions.
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Data Elements embody information about the properties or status of the system. They ar
most basic part of the system and should not be decomposed below this definition.
elements may vary from being the contents of a software register to being a visible ma
on a label of a meter panel indicating a meter serial number. Data elements are cre

e the
Data
rking
ated,

recorded, transformed and moved around within the system by means of processes and

functions. See also Clause 12 for more on data elements.

System Entities are discrete devices and users of the system that are deployed

and

configured within a system architecture in such a way as to enable the system to perform it's
riers,

objectives. Devices are typrcally computers, modems networks prrnters token car

that partrcrpate in processes Srmllarly users are typlcally customers POS opéra
installation and maintenance personnel, etc. See also Clause 13 for more on system-entifi

Interfaces will exist between those system entities that need to exchange (data elem
Thesg interfaces will have data elements passing over them in support of ¢he"functions
procegsses. Interfaces are selected at appropriate places within a defined drchitecture to
clear|objective of the system design. See also Clause 13 for more on interfaces.

5 The generic entity model

A ggneric entity model for electricity payment metering. systems is shown in Figu
Althdugh it provides a limited perspective, it does serve toconvey certain essential conce

Customer journeys

Y Y

Token_Carrier

(physical) g

(virtual Token_Carrier)
Customer

Payment_ | Informatior?_
Meter Remote_Comms_Service System

H Meter_Operation %—»
N

Point_Of _Sale

Alternatives

N
4 A 4 A 4
h 4 A 4 A
( System_Users >

ents.
and
Uit a

re 2.
pts.

Figure 2 — Generic entity model for electricity payment metering systems

The essential entities of a payment metering system are:

+ the Payment_Meter;

« the Token_Carrier or Remote_Communication_Services providing the means to

communicate with the Payment_Meter;

« the Meter_Operation providing the means to install a payment meter and to configu
variable parameters;

re its

« the Point_Of_Sale where a customer interfaces with the supplier to conduct transactions;

+ the Customer_Information_System;
- the System_Interfaces where the various entities interact;

« the System_Users (operators, installers, inspectors, customers, meter readers, etc).
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NOTE 1 Independent retail network service providers and other service providers may also exist, especially in

deregulated markets.
NOTE 2 System entities and interfaces are further discussed in Clause 13, except Customer_Information_

Systems, Meter_Operation and Remote_Communication_Services because these are application specific and
general guidelines cannot be given.

6 Generic functions and application process reference model for the
Payment_Metering_System

6.1 Reference model

Business functions

Ny Y Y Yy Y Y X
1 3 4 5 6 7 8 9 10 11 2
5
o - o 1
S @ |8 g |12 &) ¢
- 0 - - -
g g 8 £ |3 £ 3 &5 |2 F g
= 1] - » b= = o ) — [7]
[« - [ = O > ] o =] =]
= c = S @ s = 8 ] 7 )
S ] [ o = 2 o ) 04 n
7] %) o |F a = a <
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processes ) (7
(6) (10) (18)‘0
»e
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L (5)
Support
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—»Process (class 1) o - 5 o u 5
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® End state D\
Support functions
U System state UppOrt Tunct

[a—

Figure 3 — Generic function model and application process
for payment metering systems

6.1.1 Legend of symbols used in the reference model

A function box is an object-oriented representation (see 11.18) of a generic functional aspect
of a payment metering system. For example: the Contract function represents all those
aspects of the system that participate in providing the system with the capability to capture
and enforce the business rules in accordance with the terms and conditions of the supply and
purchase agreement between the Supplier and the Customer.
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An arrow represents a process, which is an interactive relationship between two function
objects. For example: process (6) manifests as the relationship between the Contract function
and the Distribution function and is named Connection_Authorization.

The dot on the arrow represents the causal starting point of the process and the head
represents the conclusive end point of the process. For example: process (3) is started by the
Contract function and results in the establishment of a customer account within the
Accounting function, which is the conclusive end of process (3).

A system state box represents a particular condition that a function enters into when a given
event in the system causes it to do so. Such a condition is then a pre-requisite before other
relatgd events may be initiated. For example: process (1) and (2) are both requir¢d to
instaptiate a state in the Contract function, from which processes (3), (4), (5) and (6)'may be
started.

A bepin state circle simply represents a starting point for a process that does not reqyire a
prior|condition in order for it to start. For example: processes (1) and (2) may-start at any time
undef the volition of the Supplier or the Customer.

An elnd state circle represents a condition of a function that do€s not cause any fyrther
evenfs in the system and is the logical conclusion of a process, For example: process (18)
ends|at the Settlement function when the receipted payments from customers are handed to
the supplier and there are hence no further actions to be takehfrom that point.

Between the business functions and the support functions there is a common system gtate
(horizontal bar) that joins all the functions (1 to 47), and which serves to signify that the
suppprt functions have a relationship with eachef the business functions by means df the
suppprt processes. However, each of the suppor{-functions in turn also has a relationshig with
the other support functions by means of.the@ support processes. For example: the [Time
functjon serves the Accounting function with time information for controlling its time-Hased
tariff|schedules and also serves the Recording function with date and time informatign for
taggihg the data records where applicable.

6.1.2l Composition of the reference model

The ultitude of functions in.a@ payment metering system can be grouped and then abstracted
into reneric functions asydepicted in Figure 3. This abstract function model is thus a ggneric
reprgsentation of the functions in a payment metering system, from which all instances of
specific systems ane derived. Each generic function is allocated a class number (1 tq 17),
accofding to which.all sub-functions are further classified, each sub-function thus inheriting its
clasg from its generic parent function. Functions of class 1 to 11 are the business functions,
whilg class 12*to 17 are support functions. A business function is one that implements
application=specific business-related logic, while a support function is one that enhancep the
functjonality of the business functions and also that of other support functions. It can thlis be
seen| that one business function has a very specific interactive relationship with anpther
business function, while a support function has a more general relationship with other
functions and may interact with any other business function or with any other support function.

6.2 Business functions

The business functions are those that participate directly in the business rules of the
application and enable the system to do what it is designed for. Thus they facilitate the
delivery of goods and services in terms of the conditions of the supply and purchase
agreement between the Supplier and the Customer.

With reference to Figure 3, the generic payment metering system application process employs
the following generic business functions.
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Table 1 — Generic business functions

See

6.3

The
basig
partid

With
the f

Reference | Function
to items in
Figure 3

(1) Supplier
(2) Customer
(3) Contract
(4) Generation
(5) Transmission
(6) Distribution
(7) Metering
(8) Delivery
(9) Accounting
(10) Receipting
(11) Settlement

Clause 11 for a definition of each of these business functions.

Support functions
support functions are those that enhance the funCtionality of the system and provid

foundation for the realization of the business“unctions of the system. Thus they d
ipate directly in the business application.

reference to Figure 3, the generic payment metering system application process em
bllowing generic support functions.

Table 2 —Generic support functions

Reference | Function
to items in
Figure 3

(12) Time
(13) Test
(14) Display
(15) Recording
(16) Data_Exchange
17) Security

e the
o0 not

ploys

See Clause 11 for a definition of each of these support functions.

6.4

Business processes

The business processes are those activities that participate directly in the application of the
particular business rules of the system. Thus they are primarily interactions between the
business functions (see 6.2).

With reference to Figure 3, the generic payment metering system application process employs
the following generic business processes.
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Table 3 — Generic business processes

See

6.5

The
the 4
and
as bd

With
the f

Reference Process

to items in

Figure 3
(1) Supply_Agreement
(2) Purchase_Agreement
(3) Account_Configuration
(4) Metering_Configuration
(5) Delivery Configuration
(6) Connection_Authorization
(7) Transmission_Delivery
(8) Distribution_Delivery
(9) Installation_Connection
(10) Point_Of_Delivery_Connection
(11) Customer_Delivery
(12) Meter_Reading
(13) Customer_Billing
(14) Payment_Receipting
(15) Receipt_Issuing
(16) Credit_Transfer
(17) Delivery_Regulation
(18) Supplier _Settlement

Clause 10 for a definition of each of these business processes.

Support processes

support processes are those activities that do not participate directly in the applicati
usiness rules of the system, but provide supporting services to the business fung
brocesses. Thus they are interactions between the business functions (see 6.2) as
tween support fungtions (see 6.3).

reference to Figure 3, the generic payment metering system application process em
bllowing generic support processes.

Table 4 — Generic support processes

on of
tions
well

ploys

Reference | Process
to items in
Figure 3

(19) Time_Provision
(20) System_Testing
(21) Information_Display
(22) Information_Recording
(23) Data_Exchange
(24) Security_Enforcement

See Clause 10 for a definition of each of these support processes.
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6.6 Payment_Metering_Application process

The Payment_Metering_Application process is the combination of the business and support
processes as the resultant interactions between the business and support functions, which
thus describes the dynamic behaviour of the system as a whole.

The Supply_Agreement process(1) and the Purchase_Agreement process (2) capture the terms
and conditions of supply and the terms and conditions of purchase in the customer Contract
function. The participating parties are the Supplier and Customer or their legal
representatives.

Conf|guration process (3) that instantiates the customer’s account within the Accounting
functjon. In turn, the Metering_Configuration process (4) ensures that the cappropriate
configuration of Metering equipment is installed and similarly the Delivery Configunation
process (5) ensures that the appropriate Delivery equipment is installed and configured at the
custgmer’'s premises. Once the customer’s installation is completed, ‘the Connedtion_
Authoprization process (6) instructs the Distribution function to connect the-customer’s meter
installation to the distribution network, which takes place by means/,of the Installation_
Conrlection process (9).

The |Contract function enforces the terms and conditions by means of the AchIunt_

The |[Generation function represents the source of the electrical energy supply and the
Trangmission_Delivery process (7) transfers the electrical enefgy from the generator tp the
transjmission grid. The Transmission function makes the elegtrical energy available at the grid
exit points, where the Distribution_Delivery process (8)é&imilarly transfers it to the distrifution
netwprk. The Distribution function makes the electrical energy available at the customer’s
premlises for connection to the customer’s meter installation.

NOTE| The Supplier function has a commercial relationship“with the Customer function and may also haveg other
contrdctual agreements with the Generation function, (fransmission function or Distribution function, but|these
contrdcts fall outside the scope of this model and technical report.

Oncg the customer’'s meter installation is connected to the distribution network the
Poin{ Of Delivery_Connection process (10) supplies metered electrical energy to the Delivery
functjon from where the Customecr.Delivery process (11) delivers it to the customer’s|load
circult.

The [Meter_Reading process (12) obtains measurements of the delivered quantitigs of
electfical energy from ¢he Metering function and transfers it to the Accounting functign for
calculation and transacting of appropriate charges to the customer’s account.

In a post-payment*system the Customer_Billing process (13) will issue a request for payment
(or credit) torthe customer in the form of a bill or invoice. Whereas in a pre-payment system
the DeliveryryRegulation process (17) ensures that the quantity of electrical energy that is
delivered . to'the customer is in accordance with the available credit balance in his accoynt. It
will typi€ally cause the delivery of electrical energy to be interrupted when the available ¢redit
expires and allow It to be restored when the available credit is replenished.

The customer makes a payment by means of the Payment_Receipting process (14) and the
Receipt_Issuing process (15) provides the customer with a proof of payment, usually in the
form of a transaction receipt. The Credit_Transfer process (16) transfers payment credit to the
customer’s account in accordance with the payment amount. In a post-payment system this
may be in the form of a journal entry into a bookkeeping system, while in a pre-payment
system it is typically in the form of a credit token for transfer to the payment meter by means
of a token carrier.

At some point in time the Supplier_Settlement process (18) will transfer the receipted
payments to the supplier, which is typically in the form of bank deposits into the supplier’s
bank account.
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The Time_Provision process (19) makes date and time information available to the other
system functions where those functions control time-based schedules.

The System_Testing process (20) checks and validates the correct working of other system

func

tions.

The Information_Display process (21) facilitates viewing of recorded information by users of
the system.

The Information_Recording process (22) facilitates capturing and storing of information and

events-within-the paymnnf mnfnrmg cyefnm

The
entit

The

systgm functions and thus assures the integrity of the payment metering.system.

Eachl generic process is allocated a class number (1 to 24), accerding to which all

proc
proc

Every instance of a process in a particular payment metéring system will thus be clas
accofding to one of the generic process classes.

It must be noted that because a function is an encapsulated process, the distinction bet
a furlction and a process is not always clear and it depends solely on how the definiti

form

definjtion is a statement of a sequence of tasks or events.

ies over interfaces using defined protocols.

Security_Enforcement process (24) enforces the security policies onto other rel

sses are defined, each sub-process thus inheriting its class from its generic p
SS.

wilated. In principle, a function definitionlis a statement of a capability and a prq

Data_Exchange process (23) moves data elements between functions deployed. in“system

bvant

sub-
arent

sified

ween
on is
cess
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7 Framework for standardization

NOTE
comm

Generic processes ] Specific system processes 87916
Generic functions ] Specific system functions 37629

Data Elements J Specific system data elements '3765’

[ Customer_Information_System j T}?pls 1 T;;IS 2 T)i)le?n 78 zez
< CIS_to_POS_Interface ) ‘ Type 1 ‘ ‘ Type 2 ‘ I Type n I 73 :.E.’}S
. POS PQOS POS See

[ Point_Of_Sale_System ] Type 1 Tyge 2 Type n 744
< POS_to_Token_Carrier_Interface > ‘ TypeA ‘ ‘ Type 2 ‘ I Type n I 78 ZPZ.)
Token_Carrier Carrier Carrier Carrier See

(physical and virtual) Type 1 Type 2 Type n 7.4.6

< Token_Carrier_to_Meter_Interface ) ‘ Type 1 ‘ ‘ Type 2 ‘ I Type n I 78 Ze}
Payment Metér Meter | | Meter | ] Meter |  See

yment_ Type 1 Type 2 Type n 7.4.8

IEC 62055-31 Particular type test requirements

IEC 62051 Glossary of terms

Linication\sefvice to the Payment_Meters.

gure4 — Framework for standardization in electricity payment metering systeni

An interface from the CIS to the Token_Carriers may also exist and the CIS may also have an alteqnative

S

In the setting up of standards for any particular payment metering system, it is necessary to
consider the physical entities, interfaces, data elements, functions and processes.

Figure 4 proposes a framework for standardization in electricity payment metering systems.
The rounded boxes indicate generic elements and the squared boxes indicate specific
instances. The dark outlined boxes illustrate a comprehensive payment metering system
specification. Sub-system instances are also possible. For example: a POS, token carrier and
meter with their respective interfaces can also be specified as a particular instance of a sub-
system implementation.
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It should also be noted that processes, functions and data elements are defined at the
systems level as well as at each entity and interface, thus the framework dictates that any
specification for an entity or interface should include reference to the functions and data
elements. Conversely, a specification for a particular instance of a process should include
reference to the functions and data elements that participate in the process. Similarly, a
specification for a function should include reference to the data elements that it operates on.

The development of payment metering system standards should broadly follow the following
process:

« when existing industry standards are proposed to the IEC for incorporation into the
IEC 62055 set of standards, it would be necessary to formulate the proposed industry
standards in terms of the framework for standardization and definitions given)in this
technical report. This would then be an instance of a particular industry standard for
interfaces, data elements, functions, processes and entities like meters, token _carrierg and
PIOS or CIS implementations. In this way, it gives opportunity for multiple |systems o be
standardized, while ensuring open standard specifications to the industry!

7.1 Generic processes

See Clause 10 for a more complete definition of generic processes*that are found in payment
metering systems and those activities that are required to,'operate a payment metering
systgm. Any specific system or sub-system implementation would employ only some or jall of
thesg¢ processes as particular instances of the generic)'processes. The standardiZation
procgss of new work item proposals should involve 4ransforming such proposals int¢ the
formats as defined in this framework as specific processes of such a specific system or| sub-
systgm. The classification scheme given in this framework should be used as the parent class
for any sub-process definition.

7.2 Generic functions

See [Clause 11 for a more complete~définition of the generic functions that are found in
paynient metering systems. Any specific system or sub-system implementation would employ
somg or all of these functions™as particular instances of the generic functions.| The
standardization process of new work item proposals should involve transforming |such
proposals into the formats as defined in this framework as specific functions of such a spgcific
systgm or sub-system. The classification scheme given in this framework should be used as
the pfarent class for anyssub-function definition. This is particularly relevant to the IEC 62055-31
type test requirements for payment meters.

7.3 Pata elements

See Llauseg 12 for a more complete definition of the data elements that are found in payment
metefring(systems. Any specific system or sub-system implementation would employ| only
some or all of these data elements as particular instances of the generic data elements| The
standardizatiom—process ofmew—work—item proposats—shoutd—invotve tlallafunllillg such
proposals into the formats as defined in this framework as specific data elements of such a
specific system or sub-system.

7.4 System entities and interfaces
7.4.1 General

See Clause 13 for a more complete description and definition of system entities and
interfaces.
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CIS: Customer_Information_System

See 13.1 for a more complete description and definition of the customer information systems.
Customer information systems should be defined in terms of data elements, functions,
processes and interfaces within the context of the system as defined in this framework.

7.4.3

CIS_to_POS_Interface

See 13.2 for a more complete description and definition of this interface.

Interfaces should be defined in terms of data elements, functions and processes within the
context of the system as defined in this framework.

It shpuld be structured as an application layer and a physical layer in terms’ of thel OSI
reference model with optionally one or more intermediate layers. Functions and ‘data foimats
are defined in each of the layers.

7.4.4 POS: Point_Of_Sale

See 13.3 for a more complete description and definition of point of{sale infrastructure.

A pdint of sale should be defined in terms of data elemients, functions, processes| and
interflaces within the context of the system as defined in thisiframework.

7.4.50 POS_to_Token_Carrier_Interface

See [3.4 for a more complete description and dgfinition of this interface.

Interfaces should be defined in terms of ddta elements, functions and processes withip the
contegxt of the system as defined in this framework.

It shpuld be structured as an application layer and a physical layer in terms of thel OSI
reference model with optionally.one or more intermediate layers. Functions and data fofmats
are defined in each of the layers.

7.4.6| Token_Carrier

See [3.5 for a more-complete description and definition of token carriers.

A tgken carrierr should be defined as the medium in the physical layer of] the
POS]| to_Token Carrier_Interface and the Token_Carrier_to_Meter_Interface within| the
context of-the system as defined in this framework.

NOTE| \n.some two-way virtual token carrier based systems, there may be also a CIS_to_Token_Carrier_Int|erface
fOI’ tht |v|||ui.v bUIIIIIIUII;bdi.iUII DUIV;bUb iIIVUiVCUI.

7.4.7

Token_Carrier_to_Meter_Interface

See 13.6 for a more complete description and definition of this interface.

Interfaces should be defined in terms of data elements, functions and processes within the
context of the system as defined in this framework.

It should be structured as an application layer and a physical layer in terms of the OSI
reference model with optionally one or more intermediate layers. Functions and data formats

are d

efined in each of the layers.
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Payment_Meter

See 13.7 for a more complete description and definition of payment meters.

Payment meters should be defined in terms of data elements, functions, processes and
interfaces within the context of the system as defined in this framework.

8 Example specification for a payment metering system

See Annex A for an example of a requirement specification for a payment metering system

base
units

In th

retain the context with the devices or entities at the point where these are, specified

exam

frame¢work for standardization as defined in this technical report.

Clau
with

Clau
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impld

Clau
Becd
been

on an existing sysiem using one-way token carriers and transterring energy

s example, the functions, processes and data elements are kept together-in ord

ple is an outline of requirements only and serves to illustrate the principles of usin

ses A.3, A.4 and A.5 merely give the essence of the CIS, POS-and interface fung
some essential data elements.

Ees A.6, A.7 and A.8 give a fairly comprehensive example for the interface betwee
of sale, the token carrier and the meter. The example given is based on a cU
mentation for one-way token carriers using the IECIPAS 62055-41 protocol.

use of the fragmented nature of the relevant reference specifications, these hav
reproduced, but are merely referenced ftom within the text.

iture aspects

relating to the standardization of payment metering systems that might need {

p

ssed in the future are:
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e A.9 gives a fairly comprehensive examplerof a single-part payment meter installation.

P not

o be

k will
nical

rk is

brked
5, for

arts of the DLMS-COSEM-OBIS specification as defined in the IEC 62056 series;

avant

d) the emerging needs of the deregulated electricity supply industry may require a revised
approach to this model of the payment metering system. Issues pertaining to the
arbitration and settlements of bills between the Generation Companies, Transmission
Companies, Distribution Companies, Meter Operators, Suppliers/Retailers and Customers
may have to be addressed, for example.

10 Generic processes

See also Clause 4 for a discussion on general concepts and Clause 6 on the generic payment

mete

ring system application process.
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A process definition describes the flow of data elements or of a sequence of events, each
being defined and distinguishable within the system. As a particular instance of a process
progresses along it’'s life cycle, it changes (transitions) from one state to the next state, each
state having clearly defined entry and exit criteria. A process will have one or more start and
end states with one or more specified intermediate states. Each state entry or exit or
transition is triggered by defined conditions and will employ the services of functions or will
invoke other processes to operate on or to move data elements within the system. These
functions may be embodied in several different, but mutually associated devices that are
deployed within the system. A process may thus employ the services of several functions,
several other processes, involve several different system users and devices and operate on
several data elements during the life cycle of a particular process instance. A process may be

defin H |n I'Qr'mo r\'F a9 ctata Hlanram a 'Flr\\u ch\nrom oF h\l means of 3 ncaudo code ollr\h as
H a—State—eragt + Gt o+ t S S—o+—a—pSeHao—666

ASN/{ Certain processes may be automated, which will execute without the intervention of a
systgm user, while manual processes require the participation of a user.

Procgsses are classified according to the generic model shown in Figure 3 and Clausq 6. It
shoul|d be noted that although each process class indicates the singular in,th€ generic s¢nse,
actual system implementations typically have several instances of processes that belopg to
the spme class.

With [reference to Clause 6 and Figure 3, the generic process classes are defined as follows.

Table 5 — Definition of generic process’classes

Class | Process Subclause
1 Supply_Agreement 10.1
2 Purchase_Agreement 10.2
3 Account_Configuration 10.3
4 Metering_Configuration 10.4
5 Delivery (€onfiguration 10.5
6 Connection_Authorization 10.6
7 Transmission_Delivery 10.7
8 Distribution_Delivery 10.8
9 Installation_Connection 10.9

10 Point_Of_Delivery_Connection | 10.10

11 Customer_Delivery 10.11
12 Meter_Reading 10.12
13 Customer_Billing 10.13
14 Payment_Receipting 10.14
15 Receipt_Issuing 10.15
16 Credit_Transfer 10.16
17 Delivery_Regulation 10.17
18 Supplier_Settlement 10.18
19 Time_Provision 10.19
20 System_Testing 10.20
21 Information_Display 10.21
22 Information_Recording 10.22
23 Data_Exchange 10.23

24 Security_Enforcement 10.24
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10.1 Class 1: Supply_Agreement process

The legal processes associated with agreeing and establishing the Supplier’'s terms and
conditions of supply and capturing these in the Contract.

10.2 Class 2: Purchase_Agreement process

The legal processes associated with agreeing and establishing the Customer’s terms and
conditions of purchase and capturing these in the Contract.

10.3 Class 3: Account_Configuration process

The processes associated with establishing the customer’s account within the accanting
infragtructure and setting up the rules for the Accounting function in accordance\with the
Contfact.

10.4| Class 4: Metering_Configuration process

The processes associated with installing the customer’s metering equipment and the s¢tting
up of the metrological properties and rules for the Metering function in accordance with the
Contract.

10.5| Class 5: Delivery_Configuration process

The processes associated with installing the customer’s/delivery equipment and the settifg up
of the rules for the Delivery function in accordance with'the Contract.

10.6 | Class 6: Connection_Authorization process

The [processes associated with notifying .and authorising the distribution network sgrvice
provider to connect the customer’s meter installation to the distribution network.

10.7 | Class 7: Transmission_Delivery process

The processes associated with fransferring the generated electrical energy from the gengrator
into the transmission grid.

10.8 | Class 8: Distribution_Delivery process

The |processes associated with transferring the transmitted electrical energy fron] the
transjmission grid.into the distribution network.

10.9 | Class 97 Installation_Connection process

The |processes associated with making available electrical energy from the distrifution

t rle tao th ouctaraar’o ooty ot aoll ot o
netwoerktotme—Ctustomer—Smetterhstanatof-

10.10 Class 10: Point_Of_Delivery_Connection process

The processes associated with supplying metered quantities of electrical energy to the
customer’s delivery mechanism.

Examples of these would include meter installation, meter removals, meter commissioning,
meter de-commissioning, and relevant inspection processes.

NOTE 1 The Point_Of_Delivery (POD) is the point where the transfer of ownership of the electrical energy takes
place and is where the customer’s load circuit connects to the delivery equipment.

NOTE 2 In some deregulated markets, the Point_Of_Delivery may also be known as the Identification_
Connection_Point (ICP).
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10.11 Class 11: Customer process_Delivery

The processes associated with transferring delivered electrical energy to the customer’s load
circuit.

Examples are: interruption and restoration of the supply to the customer’s load. These may be
automatic or manual and may be controlled locally or remotely.

10.12 Class 12: Meter_Reading process

The processes associated with obtaining measurements of the quantities of delivered
electfical energy for the purpose of charging the customer s account.

In a |[system where the Accounting function is not located in the payment meterinstallation
(i.e. remotely) this process may take place manually by meter readers or automatically by
AMR| Where the Accounting function is located in the payment meter installation this prgcess
may ftake place automatically by direct connection between the Metering and the Accounting
functjons.

10.13 Class 13: Customer_Billing process

The |processes associated with calculating the balance of charges due against payments
made and issuing a request for payment (or credit) to the customer.

In a system where the Accounting function is not located{in the payment meter installatiop this
normfally involves a printed bill that is sent to the Customer. Where the Accounting functfon is
located in the payment meter installation a bill is normally not produced, but the supply to the
custgmer’s load circuit is interrupted instead. However in some cases a periodic statgment
may plso be sent to the Customer.

10.14 Class 14: Payment_Receipting process

The processes associated with receiving payments from the Customer.

Implementation examples are;Jaccount payments and pre-paid token purchases, pgostal
paynlents, operator assisted POS terminals, or automatic token vending machines.

10.1% Class 15: Receipt_Issuing process

The processes associated with providing the Customer with proof of payments received.

10.16 Class. 16: Credit_Transfer process

The processes associated with transferring credit to the customer’s account in accordance
with payments made or other forms of credit grants

For example: credit transferred by means of a pre-paid credit token to the payment meter
accounting register, or by means of a journal entry into the debtor’s ledger account in the
case where the Accounting function is not located in the payment meter.

10.17 Class 17: Delivery_Regulation process

The processes associated with regulating the delivered quantity of electrical energy to the
customer in accordance with available credit balance of his account.

In a system where the delivery function has a supply interruption facility this process is
typically achieved by means of providing the available credit balance or issuing an instruction
to the delivery function. Where the Delivery function does not have a supply interruption
facility this process may be inactive.
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10.18 Class 18: Supplier_Settlement process

The processes associated with transferring the receipted customer payments to the Supplier.

Examples are: cashing up and closing banking batch records, banking batch summary
reports, drop-safe depositing, or handing to an agent, or depositing of funds at the bank, or
direct electronic fund transfers from a vending agent to the supplier’s bank account.

10.19 Class 19: Time_Provision process

The processes associated with providing date and time information to other functions for the
contrfol_of tume-based schedules. These Include 1ihe generation, distribution | and
synchronization of timing signals and generally the management of timing functions-in the
systgm.

10.20 Class 20: System_Testing process

The processes associated with testing for the correct working of the system functiond and
procgsses.

10.21 Class 21: Information_Display process

The processes associated with displaying or viewing informatiem within the system.

Examples are: reports for management purposes, Aotifications to customers or system
operators and requests from customers.

10.22 Class 22: Information_Recording process

The processes associated with the recording of information and events within the system,
inclugding the generation, capturing and storage of the data elements.

10.23 Class 23: Data_Exchange process

The processes associated with_ the movement of data elements between entities withiph the
systgm.

Examples are: uploading* of transaction records from the POS to the CIS, transfer of ¢redit
from|the POS to the meter by means of a token on a token carrier, downloading of customer
reconds from the GlSto the POS, archiving and backup/restore.

10.24 Class 24: Security_Enforcement process

The processes associated with assuring the integrity of the system.

11 Generic Functions

See also clause 4 for a discussion on general concepts and clause 6 on generic functions
employed by the generic payment metering system application process.

A function is in essence an encapsulated process with defined start and end states, input
arguments, transformation function or logical operation and an end result. Functions may be
simple or complex and will usually operate on data elements to move them within the system
or transform them into different formats or to make logical decisions based on the results of
such transformations or computations, which in turn direct the flow of processes. Functions
are embodied in one or more devices or entities that may be distributed within a particular
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system architecture and they may in turn call on the services of other functions during their
execution or they may even invoke other processes. Functions may be implemented in
software, electronic firmware or hardware and mechanical hardware. For example the function
of the load switch is to interrupt or restore the supply to the customer’s load circuit and the
implementation may be a combination of firmware, electronic circuitry and mechanical parts to
perform the switching function.

It should be noted that although these function classes indicate the singular for each class in
the generic sense, actual implementations typically have several variant instances of
functions that belong to the same generic class.

With [reference to Clause 6 and Figure 3, the generic function classes are defined as fallgws.
Table 6 — Definition of generic function classes
Class | Function Subclause
1 Supplier 11.1
2 Customer 11.2
3 Contract 11.3
4 Generation 11.4
5 Transmission 11.5
6 Distribution 116
7 Metering 1.7
8 Delivery 11.8
9 Accounting 11.9
10 Receipting 11.10
11 Settlement 11.11
12 Time 11.12
13 Test 11.13
14 Display 11.14
15 Recording 11.15
16 Data_Exchange 11.16
17 Security 11.17
11.1| Class 1:(Supplier function
Capdbility.ofslegally assuming responsibility for the supply and delivery of electrical enengy to
the Qustomier.

« Legal entity that enters into a contractual supply agreement with the Customer,

« Effects delivery of electrical energy to the Customer.

NOTE The supplier may optionally also have agreements with a generator company, a transmission company, a
distribution company or a meter operator company. In the deregulated markets, the supplier may also be known as
the retailer.

11.2 Class 2: Customer function

Capability of legally assuming responsibility for the payment of supplied and delivered
electrical energy.

« Legal entity that enters into a contractual purchase agreement with the Supplier.

* Receives delivered electrical energy from the Supplier or his agent.
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* Receives bills or statements (optional) from the Supplier or his agent.

« Makes payments for billed amounts due or for purchasing of pre-paid tokens.

* Receives receipts for payments made.

11.3

Class 3: Contract function

Capability of legal prosecution of the terms and conditions agreed between the Supplier and
the Customer.

« Records the terms of the agreement entered into between the Supplier and the Customer.
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11.5

Class 5: Transmission function

Capability of transmitting electrical energy from the generator to the distribution network.

* Receives the generated electrical energy from the generator.

« Transmits the generated electrical energy from the generator to the distribution network;

. T

ransfers the transmitted electrical energy into the distribution network.

« Optionally has a contractual agreement with one or more generators.

« Optionally has a contractual agreement with one or more distributors.

NOTE

1 This technical report does not cover the Transmission function in any detail, but some material is
presented here for completeness and for possible future reference.
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NOTE 2 The transmission medium is generally referred to as the grid and transmission is typically done at high
voltages to reduce energy losses over long distances.

NOTE 3 The grid also contributes to electro-magnetic disturbance that may be present at the metering and
delivery points of the supply chain caused by events like high voltage switching, voltage and current surges
induced by lightning and reflected load impedance changes. It is thus important to take cognisance of these
characteristics when designing protection, withstand and performance specifications for equipment lower down in

the su

11.6

pply chain, in particular metering and delivery equipment at the customer installation.

Class 6: Distribution function

Capability of distributing electrical energy from the transmission grid to the customer’s
installation.
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operational attributes of the Metering function.

« Makes the measurement information available for use by other functions.

. T

ransfers the metered electrical energy to the Delivery function.

An example of attributes for a metering configuration profile is:

« service type (electricity, water, gas, etc.);

s the

< measurement types (frequency, voltage, current, phase angle, power factor, phase-
unbalance, apparent power, active power, reactive power, apparent energy, active energy,
reactive energy, etc);

« measurement accuracy class;

¢ measurement registers.
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NOTE 1 Various methods of collecting meter readings are employed. For example: meter readers that visit the
meter, remote automatic meter reading via communications infrastructure (telephone, radio networks, internet, etc)
or direct wired connection to the Accounting function (integrated within the payment meter).

NOTE 2 In most currently used pre-payment meters, the Metering function and the Accounting function are
integrated in a single unit, in which case the meter readings are fed directly (firmware or electronic) to the
accounting registers.

NOTE 3 The Metering function implementations vary from being a separate device (such as a traditional Ferraris
disk meter) to being fully integrated together with other functions (e.g. present style single-part pre-payment
meter).

NOTE 4 Various metrological methods are employed. For example: electromechanical or static.

NOTE 5 In certain deregulated markets, the Supplier may outsource the Metering function to a 3™ party (typically
termed the meter operator), in which case the 3™ party may own the metering equipment.

NOTE|6 In present payment metering systems, the quality of supply measurements may not be implemented as a
billable attribute, but this may be a requirement for future systems.

NOTE| 7 The metering equipment needs to have suitable protection against the electro-magnetic)disturgances
origingting in the Generation, Transmission and Distribution functions.

11.8| Class 8: Delivery function

Capdbility of delivering metered electrical energy to the customer’s load-circuit and to regulate
the quantity and/or availability in accordance with regulating control instructions from the
Accopunting function and any constraining rules.

egulates the amount of electrical energy delivered to<the customer’s load circuit in
ccordance with the available credit in the Accounting function.

eceives a delivery configuration profile from the Contract function.

R
a
R

* Receives metered electrical energy from the Metering function.
Pfovides a load interface for connection to the_customer’s load circuit.
Delivers the electrical energy to the customer’s load circuit.
g

ptionally monitors the attribute values of other functions and may interrupt the supply in
response to detected changes inXaccordance with the delivery configuration profile
attributes.

An example of attributes for a delivery configuration profile is:

brvice type (electricity, water, gas, etc.);

s
e copnstraining rules _placed on interruption and restoration of the supply to the customer’s
ad circuit; (Examples are: non-interrupt times, non-supply times, life-line supply on
Kpiry of credit, power limiting if below certain average consumption level);

o

e
detection control parameters (Examples are: overvoltage, undervoltage, voltage |dips,
vopltage .interruptions, power limits, voltage reverse polarity, reverse energy, phase
uhbalance, expiry of available credit, replenishment of available credit);

c

bntfol parameters for automatic interruption of supply to the load;

e control parameters for automatic restoration of supply to the load;
« control parameters for manual restoration of supply to the load;
e control parameters for safety protection (overcurrent limit, earth-leakage limit).

NOTE 1 This function is not to be confused with the connection of the customer installation to the distribution
network, which is a different process (see 10.6, Connection_Authorization process class 6). See also Distribution
function.

NOTE 2 Delivery equipment is typically part of the customer installation and the load interface terminal set is
legally and technically the Point_Of_Delivery.

NOTE 3 Some payment meters have Delivery functions that offer safety protection features like overcurrent,
earth-leakage and mains isolation. These functions are the subject of other relevant specifications.

NOTE 4 The load interface terminals may follow various standards like DIN, BS or other national standards.

NOTE 5 In some implementations, the payment meter may have an integrated power socket outlet, in which case
there is no additional distribution board or house wiring installed at the premises.
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NOTE 6 A load switch typically performs the function of supply interruption and restoration to the load.

NOTE 7 Some payment meters have additional switching elements that perform functions other than that of the
load switch. These switching elements may be physically separate devices or may actually share the same
elements of the load switch, in which case the same load switch performs several functions.

NOTE 8 Manual restoration requires the presence and intervention of the user. Examples are: manual insertion of
a token carrier, entering a code, pushing a button or operating a lever on the user interface.

NOTE 9 Automatic restoration does not require the presence or intervention of the user. For example: recovery
from an undervoltage condition or from a voltage interruption.

NOTE 10 In the case of a single-part payment meter, the Metering function and the Delivery function would be
contained in the same physical unit. These two functions may alternatively be physically separated, in which case
an interface exists between them. Such an instance would constitute a multi-part payment meter installation.

11.9| Class 9: Accounting function

Capdbility of keeping an account of the balance of charges due and payments made bl the
Custpmer.

* Alcounts for the balance of charges for delivered electrical energy(-against payments
ade in accordance with the terms and conditions of the Contract fungtion.
eceives the accounting configuration profile from the Contract function.

eceives meter readings from the Metering function.

n
R
R
e (alculates consumption charges due and decrements the @vailable credit.
Optionally levies auxiliary charges for additional services:
Receives credit from the Receipting function.

g

ptionally receives credit from other credit sources (like grants, emergency credi{ and
lifeline credit).

Clalculates credit due and increments the available credit.
* Provides information on available credit for use by other functions.
O

ptionally sends bills or credits to the customer.
An example of attributes for an accounting configuration profile is:

brvice type (electricity, water, gas, etc.);

ccounting mode (currency-based, energy-based, pre-payment or credit mode);

s
a
e apailable credit (carrent balance of accumulated credit versus accumulated charges);
ctedit registers. (accumulated credits transacted per credit type);

c

harge registers (accumulated charges transacted per charge type).

NOTE| 1 Charges are either tariff charges (for consumption) in accordance with a schedule of tariff rates or
auxiligry eharges in accordance with a schedule of auxiliary charge rates.

NOTE| 2\ Tariff rates are either time-based (e.g. time-of-use tariffs) or consumption-based (e.g. block tariffs).

NOTE 3 Time-based auxiliary charge rates are applied according to a time schedule (transacted hourly, daily,
weekly, monthly, etc).

NOTE 4 Consumption-based auxiliary charge rates are applied according to a schedule of consumption
categories.

NOTE 5 Examples of auxiliary charges are: standing charges, network availability charges, connection fees,
arrears amounts to be collected, interest charges, penalties, taxes, fixed costs or variable costs, etc.

NOTE 6 In the case of currency-based accounting, the tariff is applied on the charges side of the Accounting
function. In this case, the tariff converts metered energy units into currency debit units.

NOTE 7 In the case of energy-based accounting, the tariff is applied on the credit side of the Accounting function.
In this case the tariff converts payment amounts into energy-based credit.

NOTE 8 In certain cases, auxiliary charges may be programmed into the payment meter and the accounting
register is then periodically decremented with the scheduled amounts.

NOTE 9 In other cases, a separate account for auxiliary charges is maintained in the database of the point of sale
equipment and then linked to the customer record or to his meter record, so that the customer has to pay a portion
or all of these charges before he/she can purchase a pre-paid electricity token.
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NOTE 10 Examples of credit sources are: purchased token credit, payment credit, reserved credit, emergency
credit, time-based credit for scheduled release, consumption-based credit for scheduled release.

11.10 Class 10: Receipting function

Capability of receiving payments from the Customer.

NOTE|1 Stringent revenue protection mechanisms are normally implemented around the Receipting{functid
intensjve use is made of the services provided by the security function.

NOTE| 2 Payments are typically in the form of cash, cheques, postal orders, credit card payments, deb
paymgnts, direct bank deposits, standing or debit orders, money transfers, direct deposits/or other st3
electrgnic fund transfer instruments employed in the financial world.

NOTE[3 Normally, there would be some additional information required in the form of customer identificatio
bill, of an account reference number or other relevant information regarding the pre-payment meter record

the dgqtabase of the point of sale equipment in order for it to generate a pre-paidtoken for the correct pd
meter|or to allocate the payment made to the correct customer account.

NOTE|4 Credit transfer transactions may be in the form of a pre-paid token lor via a journal entry into a led
presemt pre-payment systems the sale of pre-paid tokens is the major part‘ef the activity of the Receipting fu
and is|generally known in the industry as credit dispensing or token vending*

11.11 Class 11: Settlement function

Capdgbility of transferring receipted payments to the Supplier.

NOTE| 1 Settlement typically involves processes such as cashing up and depositing into the supplier’s
accoupt.

NOTE| 2 Stringent revenue protection-mechanisms are normally implemented around this function and int
use is|made of the services provided . by-the Security function.

NOTE| 3 Examples of supporting-instruments used by the Settlements function are: bank deposit slips
statenjents and collection receipts-from 3™ party banking agencies.

NOTE|4 This also serves/as,’a convenient point for financial reconciliation with the Receipting function.

NOTE|5 In deregulated.markets, there are also settlement and reconciliation requirements for the overall ¢
trading arrangements;\these are not specifically addressed further in this document.

11.12 Class12: Time function

Capdhility of keeping date and time information for use by other functions.

NOTE 1

Receives payments from the customer.
Issues receipts to the customer for received payments.
Transfers credit to the Accounting function in accordance with receipted payments.

Fansters receipted payments 1o the Settlement tunction 1or transter to the supplier.

Receives payments transferred from the Rec¢eipting function.
Settles with the Supplier.

n and

t card
ndard

hona
eld in
yment

per. In
nction

bank

Ensive

bank

nergy

Maintains date and time information.
Provides date and time information to all other functions.
Provides time reference signals.

Optionally maintains a backup supply to sustain time information records.

time-zone reference, daylight savings start and end dates.

Examples of typical time information are: year, month of year, day of month, day of week, time of day,

NOTE 2 Examples of typical uses of the time information are: reference for controlling schedules in complex time
of use tariffs and other time-based charges, date- and time-stamps for record entries, time-base for application
process control like the microprocessor clock for sequencing of firmware micro code and timing out of expected
events.

NOTE 3 Examples of time reference signals, which the Time function makes use of are: electronic oscillator
circuits, reference frequency of the supply voltage, radio broadcast synchronization timing signals from terrestrial
or satellite sources.
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11.13 Class 13: Test function
Capability of testing for the correct working of functions and processes.

« Used as a means for evaluating the correct operation of system functions.

« Used as a means for directing the flow of a process according to the result of a test.

NOTE 1 Tests are initiated or terminated by events, either manually by the action of a system user or
automatically during the execution of a program. For example: the press of a button, entering a code, or inserting a
special action token.

NOTE 2 Examples of Test functions are the correct functioning of:

o indicators and display devices;

o the load switch;
o th
o th

o thg meter Accounting function;

Y

token reading interface;

Y

integrity of the memory recording registers;

o th¢ Data_Exchange functions;

o th¢ Security functions;
o the¢ Recording functions;
o th¢ Metering function and of the system interfaces.

11.14 Class 14: Display function
Capdgbility of displaying information to users.

* Provides an interface for communicating information to users of the system.

e Provides forms/screens for the capture of information from users of the system.

NOTE| 1 Some information is permanently displayed,” such as labels and markings on the user interface of
equipment, while other information is transiently derived from recorded data elements.

NOTE|2 Events to initiate or terminate, the display process may be manually generated by a user like: a dafabase
query the press of a button, entering a code,"or inserting a special action token. Events may also be automatically
generated, like a process state generating,aniindication of an alarm condition.

NOTE| 3 Examples to illustrate the variety of such displayed information are: available credit in the accounting
registgr on the meter display devicey'aecumulated total register value on meter display device, tariff rate on|meter
display device, measured power in load on meter display device, consumption rate on LED indicator, stqtus of
incom|ng supply on neon indicator, state of the load switch on LED indicator or visible position of mecHanical
actuator lever, tamper status.register on meter display device, printed meter serial number on front panel of meter,
printed terminal cover markings, printed exception report on customer buying patterns, printed meter inspection
list, grfaphical or textual §creens on POS terminal, printed numeric token carrier, printed receipt, printed bill, grinted
summpry of shift, sales and banking batches, banking deposit slips, bank statements, etc.

NOTE|4 Examples.of typical display devices used in payment metering systems are: LED or neon indicatorg, LCD
on mdters and handheld devices, CRT on POS equipment, labels on devices, markings on user interfaces,|paper
printinlg devices,“barcode printing devices.

11.1% “Class 15: Recording function

Capability of keeping records of information.

« Maintains a record of the attributes of entities and of events that occur within the payment
metering system.

NOTE 1 These include the initial capturing of information and subsequent additions or changes that are made
over time.

NOTE 2 For examples of records that are generally used in payment metering systems see also Clause 12 on
data elements.
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11.16 Class 16: Data_Exchange function
Capability of moving data elements between entities.

« Moves data elements across interfaces between system entities using defined protocols.

NOTE 1 It essentially manifests as the functions or services employed in the application layer and the physical
layer (plus possible intermediate layers) of a communications interface protocol (See also Clause 13 on system
entities and interfaces).

NOTE 2 Examples of implementations of this function are: a token carrier may be manually transported by the
customer from the POS to the Meter or automatically via a network connection, Transaction records are transferred
from the POS to the CIS, customer and system information records are transferred from the CIS to the POS,
datab@iSe records are archived from the operational sysiem onio a second ofi-line system or passively stofed on
removiable storage mediums like CDROM, magnetic tape, magnetic disk, etc, database records are backed up onto
removiable medium or secondary storage systems for disaster recovery purposes.

11.17 Class 17: Security function
Capdbility of maintaining the integrity of data elements, functions and proeesses.
* Maintains the integrity of the system.

Som¢ examples of security function attributes are given in Table.7 below.

Table 7 — Examples of security function attributes

Attripute Context

Identification Method of uniquely identifying an entity within the system (log-on name, account
number, meter number, card.number, record identifier, batch number, receipt
number, personal ID numbenrJstreet name and number, bank name and brandh code,
token identifier, etc.)

Authpntication Method of determining.that the sender of a given piece of information is who |t claims
to be or represent.(password, message authentication code, signature, biomdtric,
private and public_cryptographic keys)

Intedrity Method of determining that a given piece of information is true to the original
(Cyclic_Redundancy_Code, parity check, etc.)

Non-repudiation Method-of ensuring that the sender of a given piece of information cannot deny
having sent it (RSA signature, message sequencing)

Confjdentiality Rendering a private message unintelligible to an unauthorized reader (using
encryption like DES, AES, RSA, proprietary algorithms, etc.)

Authprization Giving approval to perform defined actions within the system (user registratioh,
access rights assignment, free token issues, transaction reversals, access rights to
records (read, write, modify), etc.)

Veriffcation Checking that a claimed activity had taken place or that a reported status is tfue
(calibration accuracy, meter audit, cash register reconciliation, bank statemer
reconciliation, etc.)

=

Certification Giving legal and traceable standing to the results of a verification process (mpgtrology
type certification, safety, code of practice, etc.)

Validation Making new information valid (token generation, etc.)

Cancellation Making currently valid information permanently invalid (token acceptance in meter,

returned tokens, etc.)

Expiration Making information valid for a given period of time only (cryptographic key expiry,
tariff expiry, password expiry, vendor credit expiry, etc.)

Registration Keeping a register of assigned security attributes of entities within the system (public
cryptographic key registry, user registration)

Rights-assignment Trusted responsibility for administering the assignment of security rights to other
entities within the system (usually performed by the highest trusted officer in the user
hierarchy)
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Table 7(continued)

Attribute

Context

Supervision

A level of trust and authorized security rights to monitor and control activities of other
entities within the system (for example: the person in charge of one or more cashiers
and who might also do the banking)

Sealing

Limiting physical access to sensitive parts within the system in such a way that
renders such intrusion obvious and detectable (meter terminal seals, physical
protection of secure module for storage of crypto keys, a marked seal may also be
the indicator of a certification)

Detection

Reporting of the fact when a security attribute of the system has been breached

(broken meter seals, deviations in purchase pattern analysis, energy balancifg)

Prospcution

Law enforcement processes applied to a perpetrator as a consequence-of cofnmitting
fraud or breaching unauthorized security attributes of the system

A Fupction_Object is an abstract notation of defining the attributes,6f-a function.

Definjition of a function object should state at least the following attributes.

Function_Object

11.11
11.18.1 Function_Object definition

Table 8 — Attributes of the Function_Object

Attriputes Context
Namgp Name of the function object.as*a key attribute
Clasy The generic classification_’number

Data|l Elements

Data elements that are’operated on

Methods External interface’to data elements or to services that may be invoked
Operation What the funetion does or what its purpose is
Assdciation Other functions it calls on or processes it invokes

11.18.2 Function_Object'example

An abbreviated example of a Real_Time_Clock function object is shown in the table below.

Table 9 — Example of a Real_Time_Clock function object

Attripute Context
Namg Real_Time_Clock
Class =12, betongs to the gemneric Trass of T 1TTe {uTCtomn

Data Elements

Time Local time: hours, minutes, seconds, hundredths
Date Local date: year, month, day of month, day of week
Time_Zone Deviation of local time to GMT in minutes

Daylight_Saving_Start

Date when local time shifts by the deviation

Daylight_Saving_End

Date when local time shifts back to normal

Daylight_Saving_Deviation

Deviation of daylight saving time in minutes

Daylight_Saving_Enabled

Enable or disable daylight saving function
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Table 9 (continued)

Methods

set_Date_Time()

Sets the date, time and time-zone parameters in the meter

get_Date_Time()

Returns the date, time and time-zone parameters in the meter

display_Date_Time

Displays the date, time and time-zone parameters on the meter display

set_Daylight_Savings()

Sets the start, end, deviation and enables parameters in the meter

get_Daylight_Savings()

Returns the start, end, deviation and enables parameters in the meter

display _Daylight Savings

Displays the start, end, deviation and enables parameters on the meter display

Operation

Date| management

Maintains date information and makes it available to other functions

Timg management

Maintains time information and makes it available to other funtctions

Timg-zone management

Manages time adjustments to compensate for time-zones

Dayl|ght savings
management

Manages time adjustments to compensate for daylight\savings requirements

Assqciation

Display function

Submits values to be displayed when invoked by the display_Date_Time and
display_Daylight_Savings methods

Recqrding function

Submits values to be recorded when' invoked by the set_Date_Time() and
set_Daylight_Savings() methaods

Data| Exchange function

Returns values to be exchanged when invoked by the get_Date_Time() and
get_Daylight_Savings() methods

12 DPata elements

See also Clause 4 for a discussion on general concepts.

Data|elements are the instruments used to keep record of information on the status qgf the

systgm and changes over time.

Definjition of a Data(Object should state at least the following attributes.

Table 10 — Attributes of a Data_Object

Attripute Context

Nampg Name of the data object as a key attribute
Structure Integer, num, char, string, etc

Context Meaning of the data element within the application

Associations

Relational association with other data elements (foreign keys)

Access mode

Access control (read only, read and write)

Triggers

Association with a function that gets invoked when a data element gets changed

System entities embody

data elements and they are thus distributed within the system to

where they are required to fulfil their specific purpose. Some system entities may embody
only a few data elements, while others may embody more. Where there is a large
congregation of data elements such as in the CIS, it is normal practice for the data to be
organized into more formal and manageable database structures.
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Relational associations exist between data elements, thus implying logical context and
making it possible to model the external workings of the payment metering system fairly

accurately. For example: “User_name”, “Password” and “Receipting function”

are 3 data

elements that are associated by logic in that a particular user with that name and password is
authorized to perform the activities related to the Receipting function.

Data elements may be grouped into a record or a table of records where, in the case of a
relational database, these tables are relationally associated or linked with each other and
specifying the data elements in the record that are related to the data elements in the other

table

In a
recof
requi

oriented database design is highly desirable, because with careful consideration tc
onal associations it can very effectively model the payment metering system and make
ith a

relati

the ¢xecution of the operational processes much simpler and easier Ag0_0manage w

corrg

In general, all entities in a payment metering system are secdred by allocating u
bence identifiers to them and assigning access rights of read. only, or read and write fo the

refer
data

In a

normalized database, a particular data element will be primarily recorded in only
d in the entire database and thereafter, it will be merely referenced from other tables
re to have a relational association with that particular data element. Suchryan olbj

sponding reduction in data errors.

elements associated with them for control purposes.

one
that
ect-

the

hique

normalized database, the classification of data elements is most conveniently done by

reference to the system entity, with which the data element is contextually associated| For
exanjple: in the “Customer_record” we would find/ Customer_Name, Customer_ID| and
Custpmer_Address, so these data elements <would conveniently be classified under
“Customer®.
As specific systems are defined, each system should publish its specific data elementg and
the aftributes of each element.
Examples of records that are generally used in payment metering systems are shown ip the
following table.
Table 11 — Examples of records used in payment metering systems
Recgrd name Context
Agreement_record Details of supplier/customer contractual relationship. This may be comprehgnsive
or limited to an external reference number
Batch_record Shift batches, sales batches, banking batches. For grouping of related recqrds,
summary information, for control and reporting purposes
Debt| record Auxiliary debts that the customer may have and that has to be collected by|the
payment metering system
Fixed_Charges_record Other fixed amounts that are periodically charged to the customer’s account, and
which the payment metering system must collect on behalf of the supplier
POD_Tariff_Profile_record Simple or complex tariff attributes that are linked to the supply agreement, and
which is to be applied at the point of delivery
POS_Tariff_Profile_record Simple or complex tariff attributes that are linked to the supply agreement, and
which is to be applied at the point of sale
Tax_Profile_record Profile of taxes that are applicable to the sale of the electricity at the time of
purchase or the time of billing
Customer_record Details of the customer. These may be comprehensive or limited to a reference
number in an external customer information or financial system
Supplier_record Details of the supplier. These may be comprehensive or limited to a reference
number in an external customer information or financial system
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Table 11 (continued)

Record name

Context

Location_record

Used for tracking of meter movement and linking of point of delivery records to a

particular physical location or site

Point_Of_Delivery_record

Details and attributes of the installation characteristics regarding the point on the

distribution network where the customer connects his load circuit

Meter_record

Details of the meter attributes

Readings_record

Readings received from the metering function

Resqurce record Details about the type of resource that is supplied hy the supplier This may be
electricity, gas, water, heat, etc.
BanH_record Details of the bank and account reference that is to be used in the banking|process
Payment_record Details of payments receipted by the receipting function
Tranpaction_record Journal of transactions resulting from a purchase or a payment
Accdunting_Register Working register that keeps a balance of consumption versus payments
User| record Register of users that are authorized to operate selective functions in the system
Secyrity_Level_Profile_record | Register of access rights to selective system fupttions that may be linked tp
registered users
Statipn_record Register of points within the system wher€ an‘user may perform operations|on the
system. These are generally workstations and points of sale
System_Status_record Attributes of the system that reflects the operational state of the system anfl that
may be used for control and monitering purposes
Audif_Log_record Results of audits or other actions“that are performed on the integrity of the [system.
These may be manually or<automatically generated and performed
Data| Exchange_Log_record Results of events or processes whose function it is to move data within the|system.
These entries may be ‘manual or automatic
NOTE Each of these records normally contains further data elements, not listed here for the sake of simpljcity.
13 Bystem entities and interfaces
See jalso Clause 4 for a ‘discussion on general concepts and Clause 5 for generic entity
modgl.
An entity specification should specify the embodied functions and the relevant interfaces.
The main system entities are: Customer_Information_System, Point_Of_Sale, Meter, Tloken
and Users of the system. The interfaces between these entities allow data and informatipn to

be exchanged between them.

Examples of typical interfaces are:

e a payment meter user interface allows a user to interact with the payment meter. Elements
of such an interface are typically: displays (LCD, LED, labels, markings), buttons and

levers;

* a physical token carrier interface on the payment meter allows tokens to be manually
transferred from the POS to the payment meter (keypad, magnetic card reader, memory

key devices, etc);

e a virtual token carrier interface on the payment meter allows tokens to be directly
transferred from the POS or CIS to the payment meter. (PLC modem, PSTN modem,
GPRS modem, radio modem, LAN, WAN, Blue Tooth, etc).
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An interface specification specifies an application layer protocol and a physical layer protocol,
with possible intermediate layers.

The application layer specifies the functions or services it provides and the data elements
(APDU) that are moved across the interface. See also 11.16, Data_Exchange function.

Other functional interfaces like the terminal arrangement for connection of the meter onto the
distribution network is covered under the specification for the meter (see 13.7,
Payment_Meter).

13.1 CIS: Customer_Information _System

The [CIS records customer information and is the primary point in the system whebpée [such
information is captured and maintained.

These systems may vary from small stand-alone database applications-(CIS and |POS
functjons integrated in one unit) to large enterprise financial systems.

CIS specifications should define the functions it provides, data elements it operates on and
the interfaces it provides.

13.2| CIS_to_POS_Interface
This |interface allows for the exchange of data between-the CIS and the POS. Normally,
custgmer data, financial data and system configuration,'data will be transferred from the CIS

to the POS, while transaction data will be transféerred from the POS to the CIS or fo an
accounting system.

Examples of application layer functions are.shown in the following table.

Table 12 — Examples of application layer functions

Fungtion Context

Recqrd_Addition Adding a new record to the data base

Recqrd_Deletion Removing an existing record from the data base
Recqrd_Modification Replacing data in an existing record with new data
Recqrd_Retrieval Searching for existing records in the database

Recqrd_Linking Create an association between two records in a relational database

13.3 | POS:-Point_Of_Sale

A PQS. may operate from a local database (off-line) or from a remote database in an onp-line
client/server mode.

POS specifications should define:

* the functions;
¢ the data elements used;

* and interfaces.

For some systems employing virtual token carriers the POS operation and interfaces may
differ from those for physical token carrier based systems.

Examples of POS functions are shown in Table 13 below.
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Table 13 — Examples of POS functions

Function

Context

Arrears_Payments_Receipting

By conditional control of the purchase of tokens until a certain

portion

of arrears has been paid. Examples are: minimum monthly amount,

fixed monthly amount or % of token value

Account_Payments_Receipting

Payment of billed account for post payment customers that are
registered on the database

Miscellaneous_Payments_Receipting

Payment of items like TV license, dog license

Taxes_Receipting

For payments that contain a taxed portion

Fixe

—Charges_Receipting

FOor payments towards t1iXxed charges.

Pre-

aid_Token_Sales

For pre-payment meters

Tok¢

n_Replacements

For returned tokens that did not work correctly

Toke

n_Re-issuing

Giving a token that had been issued previously

Toke

n_Free_lIssuing

Tokens with no charge to the customer

Tokd

n_Cancellation

Cancelling an un-used token

Tranpaction_Reversal Reversing a transaction in the database records
User| Log_On_Off Access control of a user
Start) End_Shift_Batch Keeps a summary record of tfransactions and payments receipted for a
particular shift
Startl End_Sales_Batch Keeps a summary of one‘or more shift batches
Star] End_Banking_Batch Keeps a summary_6f one or more sales batches, and which reflects the
totals to be banked
BanHKing_Batch_Reconciliation Reconcilingbank statements with banking batches
Engipeering_Tokens Special tokens for configuring meters
Spedial_Actions Similar to engineering tokens
Tariff_Configuration Management of tariff control records
Tax_|Configuration Management of tax control records
Fixed_Charges_Configuration Management of fixed charges control records
Secyrity_Devices_Configuration Management of items like encryption devices
User| and_Security_Configuration Management of users and access rights
13.4| POS_to_Token)_Carrier_Interface
This |[interface §pecifies how data is transferred from a point of sale onto a token carrief and
also from a token carrier to a point of sale.
ence

The lnterface specifies the application layer and physical layer in terms of the OSI refe}

mod t

Examples of application layer token types are shown in Table 14 below.
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Table 14 — Examples of application layer token types

Function Context

transfer_Credit Transfer an amount of credit to the accounting function in the meter. Values are
electricity, water, gas, time, currency

set_Register Set a control register in the meter to a given value. Examples are: load power limit,
tariff rate, phase unbalance, water factor, date, time

clear_Register Clear the contents of a register in the meter. Examples are: credit register, total
register, tamper status

read_Register Instruct the meter to transfer the contents of an internal register in the meter back

PR P : L4 P :
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test_|Load_Switch Perform a pre-defined test in the meter. Examples are: display device,(oad|switch,
token reader

displpy_Tamper_Status Display the contents of internal registers in the meter on the display device
Examples are: available credit, accumulated totals, tamper status, load power, tariff
rate, water factor, software version

Custpmer messaging Special messages and information to be transferred to.theymeter for displayling to
the customer when the token is entered (see NOTE)

Retufning alerts Status information from the meter returning to the_management system via the
token carrier (see NOTE)

NOTE| Customer messaging and returning alerts are specifically relevant in‘two-way token carrier systems.
Examples of application layer security functions are:

« tgken confidentiality by encryption/decryption, sdichvas DES, 3DES, AES and RSA;
* tgken authentication by cryptographic digitalcsignature of Tokens;

< tagken validation by the use of token identifiers and CRC;

* tgken cancellation by registration of token identifiers for later comparison or by erasyre of
data on the token carrier.

The foken carrier is defined as thex¢éarrier medium in the physical layer.

Examples of typical physical layer interfaces are: paper printer, barcode printer, magnetic
card |writer, smart card writer; memory key writer, GSM modem, PSTN modem, PLC magdem,
radiof modem, direct local'connection, optical LED, etc.

13.5| Token_Carrier

Tokeh data is-typically carried as a modulated signal on a physical medium.

The [Token Carrier is defined as the carrier medium in the physical layer of the
POS| tolToken_Carrier_Interface specification and in the Token_Carrier_to_Meter_Intefrface
specification (see 13.4 and 13.6).

Token carriers are classified into physical token carriers and virtual token carriers, each of
which may provide for one-way or two-way communications (see 13.6).

Physical token carrier examples are: printed numbers on paper, magnetic encoding on a
magnetic card, printed bar coding on paper, electronic storage in memory devices such as
smart cards and keys, audio messages dictated by interactive voice response equipment.

Virtual token carrier examples are: PLC modems, PSTN modems, GSM modems, radio
modems, infrared optical coupling, LAN, WAN, direct local connection, etc.
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13.6 Token_Carrier_to_Meter_Interface

The Token_Carrier_to_Meter_Interface function deals with all activities related to the reading
of information from and also the writing of information to token carriers.

It defines an application layer and physical layer in terms of the OSI reference model with
possible intermediate layers, while the token carrier is defined as the carrier medium in the

physical layer.

13.6.1 Sub-classification of the Token_Carrier_to_Meter_Interface functions

See
insta

The ]

lation.

Token_Carrier_to_Meter _Interface function

%Application_Layer_Security j

Confidentiality

Authentication
Validation

Cancellation

NN

4(App| ication_Layer .Token_Type J

Credit_Token J
Management_Token j

4(PhysicaI_Layer_Token_Carrier_Type j

Virtual_Token_Carrier j
Physical_Token_Carrierj

Figure 5 — Sub-classification of the Token_Carrier_to_Meter_Interface functionsg

[oken_Carrier_to_Meter_Interface functions are further sub-classified as shown in F

also Figure-6 below for a functional block diagram of a single-part payment meter

5ab

ve andim T abtet5betow:

igure
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Table 15 — Sub-classification of the Token_Carrier_to_Meter_Interface functions

Classified by function

Context

Application_Layer_Security

Functions used in the application layer that deal with securing the integrity
of the token that is being transferred on the token carrier. These are further
sub-classified into Confidentiality, Authentication, Validation and
Cancellation functions

Confidentiality

Functions used in the application layer that deal with concealing and
keeping the token information private in order to reduce the possibility of
tampering and fraud.

Examples are: using encryption algorithms such as DES, 3DES, AES and

RSA with associated cryptographic keys

Authpentication

Functions used in the application layer that deal with .assdring that
messages are authentic.

Examples are: Successful decryption of token. Cryptographic signpture of
token data using secret shared keys or private/public key/infrastructfire

Valigation

Functions used in the application layer that deal ‘with" assuring thaj tokens
are valid.

Examples are: By comparing token identifiers with those previously
registered in the payment meter. CRC Checksum calculation on tokgn data.
Checking of manufacturer codes contained in tokens for manufacturer-
specific meter functions

Cangellation

Functions used in the application\layer that deal with assuring thaf tokens
are only used once if so intended.

Examples are: Token cancellation by erasure of magnetic informatipn or by
registering token identifiers)in the payment meter for later comparisgn

Appl|cation_Layer_Token_Type

Functions used in the_application layer that deal with the different fypes of
tokens used in a.payment meter. These are further sub-classiffed into
Credit_Token and Management_Token functions

Credfit_Token

Functions used in the application layer that deal with tokens that are
intended for use in the transfer of credit from the point of salg to the
paymentimeter.

—

Examples are: purchased credit free issue credit, poverty grant cred

Management_Token

Functions used in the application layer that deal with tokens, which are
intended for use in the transfer of instructions and information (other than
credit) to the payment meter, by means of which the payment meter
configuration may be managed remotely

Examples are: initiation of test functions, initiation of display functions,
setting of tariff and charge schedules, setting of other control pargmeters,
retrieval of information from the payment meter

Phydical_Layer_Token. Carrier_Type

Functions that deal with the different types of token carriers for the [transfer
of tokens to the payment meter. These are further sub-classifled into
Physical_Token_Carrier and Virtual_Token_Carrier functions

Phygical_Zoken_Carrier

Functions that deal with physically transportable token carrier devicgs.

Examples are: magnetic card readers, barcode readers, keypads, |[readers

for-smatt-catrds-memornkevreadetrs—and-other-memorn—devices.
J ¥

Virtual_Token_Carrier

Functions that deal with all token carriers other than physical token
carriers. These include all the OSI layers of local and remote connection
communications protocols.

Examples are: PSTN modem, ISDN modem, GSM modem, radio modem,
PLC modem, Infrared, direct local connection, LAN and WAN connections

NOTE A given payment meter may implement any one or more combinations of these functions.
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13.7 Payment_Meter

Payment meters should be specified in terms of the definitions for processes, functions, data
elements and interfaces indicated in this technical report. This will cater for all possible
variants of single- or multi-part installations. Numerous combinations and variations have
already been implemented and new ones will follow in the future.

Payment meters should conform to the minimum relevant functional requirements for payment
meters given in IEC 62055-31.

POS
Toker)/'
'
Accounting Token_Carrier_to_ T
} oken
Meter_interface 14— Carrier
function
AN
- Tokeﬁ\‘
Test functions
Meter
application - X CIS
process Display functions
User
interface
Recording functions
Time
function Security functions )

Load interface

Delivered supply

Load
circuit

Figure-6 — Functional block diagram of a single-part payment meter installation

For das€ of reference a functional block diagram of a single-part payment meter installation is
given in Figure 6, indicating the core functions (see 13.7.1 to 13.7.5) and the support
functions (not discussed in further detail).
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1 Payment meter core functions and application process
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Figure 7 — Payment meter core functions and application process

st be noted that a particular component in a payment meter may embody one or mg
functions and conversely a particular function may be deployed in a combinati

on and an object, which may be: one to one, one to many or many to one.

tions are linked together by processes in order to achieve a particular result. A part
O process may even be comprised of smaller processes or a mix of smaller proce

this perspective the diagram in Figure 7 depicts the core functions and esser
htes the core processes that are active in a payment meter. The subclauses follg
more details on each of these function classes.

Charge function and the Credit function are shown in Figure 7 as being separated fg

re of
bn of

onents. There is, therefore, no specific rule to describe the relationship betwegen a

cular
sses

tially
wing

r the

sake

ofclaritvy wharagas thov arg actually subhaclass funections of the Accountina function
J J J J :

With reference to Figure 7, the generic payment meter application process thus employs the

gene

ric processes 1 to 10 as shown in Table16 below.
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Table 16 — Generic processes employed by the payment meter application process

consumption information’is,'required to regulate the scheduled constraints that are placed on the
interruption or restorationof supply to the consumer.

Example: non-intefruption while below lifeline power limit

1 Calculation of token credit; any credit that is transferred to the payment meter by means of a
Token_Carrier.

Example: pre-paid token purchased at vending machine

2 Calculation of time-based credit; time information is required to regulate the scheduled release of time-
based credit.

Example: social credit grant of free basic electricity to the value of 50 kWh per month

3 Calculation of consumption-based credit; consumption information is required to regulate the scheduled
release of consumption-based credit.

Example: free basic electricity grant, but only if average monthly consumption is below 300 kWh

4 Transacting of total credit value; total sum of time-based, consumption-based and token credits.to be
added to the available credit at any particular instance of time.
Example: purchased token plus any social credit grant portion

5 Calculation of time-based charges; time information is required to regulate the schéduled release of time-
based charges and tariff rates.
Example: monthly standing charge.

6 Calculation of consumption-based charges; consumption information is_required to regulate the
scheduled release of consumption-based auxiliary charges and to calculate charges for actual
consumption.

Example: tax on kWh consumed

7 Transacting of total charge value; total sum of time-based and consumption-based charges to be
deducted from the available credit at any particular instancé of time.
Example: consumption plus tax plus standing charge

8 Regulating the supply of electrical energy in accordance with available credit; available credit information
is required, according to which the supply to the'eohsumer is interrupted or restored.
Example: interrupt on expiry of available credit

9 Regulating the supply of electrical energy~in accordance with time-based constraints; time informatjon is
required to regulate the scheduled constraints that are placed on the interruption or restoration of qupply
to the consumer.

Example: non-interrupt at night during winter
10 Regulating the supply of electrical energy in accordance with consumption-based constraints;
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13.7.2 Sub-classification of the Accounting functions

Accounting function
Attributes:
Service_Type

Accounting_Mode (Units-based, Currency-based)
Available_Credit

Credit
Attribute: Credit_Register

Token_Credit

Reserved_Credit

Time_based_Credit

Consumption_based_Credit

Charge
Attribute: Charge_Register

’[ Tariff_Charge j
Time_based_Tariff_Rate ]
Consumption_based_Tariff_Rate ]

4[ Auxiliary_Charge j
Time_based_Charge_Rate ]
Consumption_based_Charge_Rate ]

Figure 8 — Sub-classification of the Accounting functions

)
)
Emergency_Credit J
)
)

The Accounting, function maintains a current balance of all credit and charge transadgtions
perfdrmed _in~the payment meter. These activities together constitute the Meter Accounting
Process.

The Accounting function is sub-classified as shown in Table 17 below.
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Table 17 — Sub-classification of the Accounting functions

Classified by function

Context

Credit

Accounting functions that deal with the calculation and transacting of
various types of credit by the Meter Accounting Process. These functions
are further sub-classified into Token_Credit, Reserved_Credit,
Emergency_Credit, Emergency_Credit, Time_based_Credit and
Consumption_based_Credit functions

Token_Credit

Accounting functions that deal with the calculation and transacting of
credit that is transferred to the payment meter in the form of Credit
Tokens. Examples are: purchased credit, free issue credit and token
replacement credit

Resgrved_Credit

Accounting functions that deal with the calculation and transagting of
credit that is held in reserve, which is released under specifiedccondiffons.
In some instances, reserve credit is left on the token cafrier’ for |later
release. One use of this feature is to ensure that consumers budget some
reserve for use at night or during winter

Emefgency_Credit

Accounting functions that deal with the calculatiegn,.and transacting of
credit that is released only under emergency (situations. Usually the
amount of emergency credit used is recovered from subsequent purchiased
credit token

Timg_based_Credit

Accounting functions that deal with the\calculation and transacting of
credit that is released on a scheduledrtime basis. Examples of these| are:
indigent (poverty or social) grant of,credit that is made available jon a
monthly basis, for example: 50 kWh\per month

Condgumption_based_Credit

Accounting functions that deal\.with the calculation and transacting of
credit that is released on the/basis of a schedule of consumption Idvels.
Examples of these are: indigent grant of credit that is made availablg, as
long as the consumer’s monthly consumption is below 300 kWh

Change

Accounting functions )that deal with the calculation and transacting of
various types of, charges to the Meter Accounting Process. These
functions  are~“~further  sub-classified into  Tariff_Charge | and
Auxiliary_Charge functions

Tariff_Charge

Accounting, functions that deal with the calculation and transacting of
charges\ for actual consumption of electrical energy by the consumgr in
accaordance with a schedule of tariff rates. These functions are further|{sub-
classified into Time_based_Tariff_Rate and
Consumption_based_Tariff_Rate functions

Timg _based_Tariff_Rate

Accounting functions that deal with the calculation and transacting of
charges for actual consumption in accordance with a schedule of [tariff
rates related to the actual time of consumption. Examples are: Time Of
Use Tariffs and hourly Demand Tariffs.

Congumption_based_Tariff Rate

Accounting functions that deal with the calculation and transactirlg of
charges for actual consumption in accordance with a schedule of [tariff
rates related to the level of consumption in a given period. Exampleq are:
Block Tariffs and Block Demand Tariffs

Auxiliary_Charge

Accounting functions that deal with the calculation and transactirlg of
charges, other than Tariff Charges. Auxiliary Charge functions are|only
applicable to currency-based accounting. These functions are further[sub-

L H pu | H Y 3 - L. pu | Lol Dot d
etassified e Firme—based—Charge—Reate an

Consumption_based_Charge_Rate functions

Time_based_Charge_Rate

Accounting functions that deal with the calculation and transacting of
auxiliary charges in accordance with a schedule of charge rates related to
date and time. Examples are: Debt recovery and Standing Charges, which
may be transacted on an hourly, daily, weekly or monthly basis

Consumption_based_Charge_Rate

Accounting functions that deal with the calculation and transacting of
auxiliary charges in accordance with a schedule of charge rates related to
the level of consumption in a given period. Examples are: Standing
Charge, which is applicable only for consumers that are consuming above
100 kWh per month, or a Tax Charge, which is not applicable to
consumers while they are consuming below 100 kWh per month

NOTE 1 A payment meter may implement any one or more combinations of these functions.

NOTE 2 |Itis common practice to combine consumption-based and time-based functions.
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The main attributes of the above functions are given in Table 18 below.

Table 18 — Main attributes of the Accounting functions

Attribute Context

Service_Type Determines which service type is being accounted for (electricity, water,
gas, heat, time)

Accounting_Mode Determines whether Accounting function transactions are currency-based
or units-based

Available_Credit The current balance of all the historical credits and charges transacted by
the Meter Accounting Process over a given period of time_including any
pending credits or charges

Credjit_Register Each of the Credit functions maintains a register of incurred| and
transacted credits in accordance with the particular instancefand the|type
of the Credit function

Change_Register Each of the Charge functions maintains a register~of incurred| and
transacted charges in accordance with the particularjinstance and the|type
of the Charge function. For example: a multi-rate-tariff would hayve a
register for each rate, which accumulates charges|per rate per month

13.7.3 Sub-classification of the Metering functions

The
elect
funct

The fain attributes of Metering functions are given in Table 19 below.

Metering function

Attributes:
Service_Type
Measurement_Types
Measurement_Registers
Pulse_Constant
Accuracy_Class

Figure 9 — Sub-classification of the Metering functions

Metering function primarily deals with the measurement of the quantity of deliyered
rical energy to the consumer. These measurements are made available for use by pther
ons in the payment-meter.

Table 19 — Main attributes of the Metering functions

AttriPute Context
[
ServiCe_Type Determines which Service type is being metered (electricity, water, gas,
heat, time)
Measurement_Types Defines the types of measurements that are performed by the particular
function.

Examples of measurement types are: frequency, voltage, current, phase
angle, power factor, phase unbalance, apparent power, active power,
reactive power, apparent energy, active energy, reactive energy

Measurement_Registers Registers the quantities that are being measured in accordance with each

particular type of measurement.

Some measurements are instantaneous values and others are cumulative
values.

Examples of instantaneous values are: frequency, voltage and current.

Examples of cumulative values are: apparent energy, active energy and
reactive energy
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Table 19 (continued)

Attribute Context

Pulse_Constant Defines the value of each output pulse on the user interface if provided by
the function.

For example: 1000 pulses per kWh

Accuracy_Class Defines the accuracy standard that the metering function purports to meet.

Examples are: class 2, class 1 and class 0,5

NOTE__There is no need for sub-classification of the Metering function.

13.7.4 Sub-classification of the Delivery functions

Delivery function

Attributes:
Service_Type
Constraints

4[ Load_Interface
4[ Detection

4( Load_Interruption

4{ Load_Restoration

Manual_Restoration j
Automatic_Restoration ]
Not in scope

4{ Safety_Protection ]

Over_Current
Earth_Leakage
Mains_lsolation

Figure 10 — Sub-classification of the Delivery functions

AN AR N |

A A

The peglivery function primarily deals with the functions related to the delivery of elegtrical
enerd o—the—constrers—toad—circtHt- also—monitors—the—status—of-the—attributes—ofother
functions, in response to which it interrupts or restores the supply to the consumer’s load.
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Table 20 — Sub-classification of the Delivery functions

Clas

sified by function

Context

Load

_Interface

Delivery functions that enable the consumer’s load circuit to be connected to

the payment meter.

Examples are: Directly wired connection to load-side terminals
payment meter, an integral socket outlet built into the payment met

of the
er into

which the consumer directly plugs his load, connection to the load-side

terminals of an external load switch (single- or poly-phase) controlle
low-current relay in the payment meter

d by a

Dete

ction

Delivery functions that monitor and detect changes in the state

of the

attributes of other functions, In response to which it will interrupt or
the load.

For example: detection of: overvoltage, undervoltage, voltage,'dips,
interruptions, power limit, voltage reverse polarity, reverse' energy,
unbalance, expiry of available credit, replenishment of avaijlable credit

estore

oltage
phase

Load

| Interruption

Delivery functions that deal with the interruption of the“supply to the
accordance with a defined set of rules that are-linked to the de
functions.

For example: Interrupt on detection of undervoltage, interrupt on de
of available credit expiry and interrupt on detection of power limit

oad in
fection

fection

Load

| Restoration

Delivery functions that deal with the réstoration of the supply to the
accordance with a defined set of{puleés that are linked to the de
functions.

A particular load switch could ‘possibly have both automatic and
restoration functions, where automatic restoration is programmed tg
only to selective Detectiomnfunctions and others to manual restoratig
example: Automatic restoration when undervoltage conditions ref]
normal, but manual\\restoration after interruption due to powe
detection.

These functionshare further sub-classified into Automatic_Restorati
Manual_Restoration functions

oad in
fection

nanual
apply
n. For
urn to
I limit

n and

Auto

matic_Restoration

Delivery functions that deal with the automatic restoration of the su

the loady where the presence and intervention of a user is not requireq.

Example: After recovery from an undervoltage condition

bply to

Man

hal_Restoration

Delivery functions that deal with the manual restoration of the supply
load, where the presence and intervention of a user is required.

Examples are: Replenishing available credit by means of a physica
carrier, entering of a code on the user interface, pushing of a ke
button or operating a lever on the user interface

to the

token
y or a

Safe

y_Protection

These functions are outside of the scope of this technical report.

These functions are further sub-classified into Over_Current, Earth_L¢
and Mains_lIsolation functions.

akage

Oven Current These functions are outside of the scope of this technical report
Earth_.Leakage These functions are outside of the scope of this technical report
Mains_lIsolation These functions are outside of the scope of this technical report
NOTE 1 A payment meter may implement any one or more combinations of these functions.

NOTE 2 The Safety_Protection functions are mentioned here for completeness, but are excluded from the scope
of this technical report. These functions are the subjects of other relevant specifications.

The main attributes of the Delivery functions are given in Table 21 below.
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Table 21 — Main attributes of the Delivery functions

Attribute

Context

Service_Type

Determines which service type is being delivered (electricity, water, gas,
heat, time)

Constraints

A set of rules that place constraints on the behaviour of Delivery functions.
Constraints are either time-based or consumption-based.
Examples are:

At certain times of the day or night the load switch may not interrupt the
load during winter season, or over weekends, or on public holidays.

f‘nnunrealu the—supplier may contractwith—the—customer-that-the—s |pp|y
PP

will be mterrupted during certaln times of the day irrespective of whether
there is available credit.

Upon expiry of credit, then limit the load current to a 5 A liféline supply,
but only if the monthly average consumption is below 2000kWh, basgd on
the average for the previous 6 months. In this case, thé Joad switch| may
interrupt above 5 A, and automatically restore below 5/Adoad current

13.7./5 Sub-classification of the Time functions

Figure 14~ Sub-classification of the Time functions

Time function

Attributes:
Timer_Registers
Time_Registers
Date_Registers
Time_Reference_Registers
Status_Registers

Real_time

Timer

Backup_supply

A A

The Time function maintains date and time information and time reference information fofr use
by other functions. It also maintains status of any backup supply used for time keeping during

powdr outage of.ithe-distribution network.

Table 22 — Sub-classification of the Time functions

Claspified by function

Context

Real'_nme TIme  functions  that mamtaim _date and_tme _mformatonthat  is
synchronized to actual date and time and where there is a backup supply.
Examples are: date and time of day, time zone, and daylight savings

Timer Time functions that account for the passage of time and provide time

reference signals for the use of other functions.

Examples are: clock signals for microprocessor, timing of operational life
of meter, time-out of expected events and duration of displayed values

Backup_supply

Time functions that provide the means to maintain the time-keeping
activity during periods when the payment meter is not connected to the
mains supply voltage.

Examples are: long-life batteries as primary cells, rechargeable batteries
and super capacitors with their respective support circuitry

NOTE A payment meter may implement any one or more combinations of these functions.
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The main attributes of the above functions are given in Table 23 below.

Table 23 — Main attributes of the Time functions

Attribute

Context

Timer_Registers

Duration: days, hours, minutes, seconds, hundredths

Time_Registers

Time of day: hours, minutes, seconds, hundredths

Date_Registers

Date: year, month, day of month, day of week

Time_Reference_Registers

For example: time zone, daylight savings start date, end date and

4
S EY+atoh

Status_Registers

For example: battery life remaining (days)

An example of a Real_Time_Clock function specification is given in 11.18.2.
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Annex A
(informative)

Example of a requirements specification for an electricity payment
metering system based on an existing system

Scope

example is based on an existing STS one-way token carrier payment metering\sy
bying energy/based credit tokens and serves to illustrate the use of IEC 62055-21

ral variants of one-way token carrier payment meters in existence, | this ex3
fically excludes functions like overcurrent protection and earth-leakage protection.

ves to illustrate a systematic approach to standardize and classify a complex sy
porating many functions embodied in many entities.

1 This annex does not include energy settlements aspects in deregulatedymarkets.

2 The examples of requirements given in this informative annex of\this technical report necessarily i
le of “shall”. However, this does not imply that any part of this annex.is normative in nature.

Definitions

dition to the definitions given in IEC 620553 the following shall apply.

on provided by pre-payment metersito limit the average power consumed to less

Fve as input for an overcurrent protection feature.

Customer_Information_System

stem
by a

for specifying the requirements of a payment metering system. Although”therg¢ are

mple

stem,

hvolve

than
brage
table

It shall be possible to uniquely associate ownership of the entities (including data elemenits) in

the s

A.3.2 Customer functions

ystem with a particular supplier.

The supply agreement processes shall fall outside the scope of this technical report, but the
conclusion of such processes shall be the causal point for changes to be effected to customer
records.

A.3.3 Contract functions

Connection authorization shall be managed outside of the payment metering system.

The accounting configuration profile for the POS shall be managed from the CIS and cater for
a POS Tariff profile and an auxiliary charge profile in accordance with the supply agreement
between the customer and the supplier.
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The accounting configuration profile for the meter shall be fixed in the meter at the time of
manufacture and shall not be required to be managed from the CIS.

The metering configuration profile shall be managed from the CIS.

The delivery configuration profile shall be managed from the CIS.

A.3.4 Recording functions
It shall be possible to create a record of attributes for each of the entities shown in the
followimgtabte:
Table A.1 — Recording function records
Recoild Context Mandatory/
Optional
Custofmer_record Personal and legal details of the customer Mandafory
Supplier_record Attributes of the supplier Mandarory
Contract_record Attributes of reference to the service agreement Mandatory
Auxiliary_Charges_profile_ Attributes of charges that have to be levied at\the point of sale. Optional
record
POS_[rariff_Profile_record Structure of tariff rates for the pre-paid token sales to be charged Mandatory
at the point of sale
Tax_Hrofile_record Taxes that are to be levied on the various service and charge items Mandarory
POD_fecord Attributes of the point of delivery of the service Mandarory
Locatipn_record Attributes of the physicallocation where the service is being Mandaory
delivered
Meter| record Attributes of the pre:payment meter Mandatory
Securlty_Profile_record A record of access rights assigned to a particular security level Mandatory
User_fecord A record of ‘attributes for a particular user Mandatory
Bank_|record A record'of attributes for a particular bank Optionpl
Activiy_Log_record A tecord of actions that occurred within the system Mandagory

It sh
delet]

It sh
supp

ier record.

The

bll be possible to associate a contract record with a particular customer record

b1l be possible t6 configure the relationship between these entities, and to add, edit or
e the attributes.or the records.

and

ecorded association between a customer, supplier and contract shall remain in plage for

life or until the supplier agrees to remove it.

It shall be possible to associate a POD record with a contract record, a POS tariff profile
record and a location record.

It shall be possible to associate a meter record with a POS tariff profile record, a POD record
and optionally with a location record.

Additions and changes to meter records shall take place upon appropriate notification from

the s

upplier.

It shall be possible to associate an auxiliary charges profile record with a contract record and

a tax

profile record.
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A record shall be created for each user and it shall be possible to add, edit and delete users

from

the system records.

Each user record shall be associated with a security profile record.

A security profile record shall maintain the attributes of access rights to system functions

acco

rding to a defined security level.

A user activity log record shall be created for each action that takes place on the POS and

shall

The

capture at least the action, date, time and responsible user details.

structure of the POS tariff profile shall be the subject of the supply contract accerdi

the eixact application requirements of the supplier.

It sh
own

The
tariff

If a
profil

Lg to

bl be possible to create different instances of POS tariff profile types, €ach having it's
structure.
POS tariff profile record shall be optionally associated with a maximdm power limit and a

index (see A.6.1).

POS is capable of receipting on behalf of more than one-supplier, then the POS
e record shall also be associated with the particular supplier record.

tariff

It shall be possible to change the tariff rate without having to define a new POS tariff profile

and

It sh
activ

vithout losing definitions of previous tariff ratess

htion.

Recdrds of previous tariff rates shall be‘kept on the system.

A da

creation or modification of the-récord.

A.3.5 Display functions

It shall be possible to'query and view the records using variable filter criteria.

On-s

The |

anguage of choice for screen dialogs shall be the subject of the supply contract.

bll be possible to load the new tariff rates“ahead of time by associating it to a ddte of

e and time stamp shall be_recorded in each system record and shall reflect the time of

creen contextually sensitive help menus shall be available for users where appropriate.

The

equiTements for primtimgof Teports—sirattbethesubjectof the—suppty comntract:

A.3.6 Data_Exchange functions

In the case where the CIS and the POS are physically separated, the data elements shall be

trans

ferred between the two entities via the CIS_to_POS_Interface.

The selection of data elements to be exchanged shall be determined by the management

funct

ionality requirements of the CIS and the POS.

Other interfaces and data exchange requirements such as to financial systems shall be the
subject of the supply contract.
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A.3.7 Security functions

Users shall log on and log off with a user name and password.

Users shall be able to change their passwords at any time.

Users shall be able to log off temporarily, while a replacement user logs on.

It shall be possible to create security levels, each having different security profiles of access
to the system functions.

User
level

It sh{

Supp
systg

The
inclu

Valid
error

All e
purp

A.3.§

A se

Setti
the a

A.3.9

Rout
integ

A.3.1

Ane

profile.

ly voltage fluctuations or supply interruptions shall not interfere withythe working ¢
m or cause unauthorized access to the system data or operating System.

5ystem shall not malfunction due to abnormal input conditions*via the various inter
Hing the keyboard for the user.

ity and integrity checks shall be performed on all inplt data streams in order to min

D .

ntities (including data elements) shall have<unique identifiers for audit and traces
Dses.

Time functions

ure real-time clock with date and-\time keeping shall be provided for use in the CIS.

ng or modifying of time and-date registers in the real-time clock shall not be protects
ppropriate security levet-assignment to the particular user.

Test functions

ne diagnostic \test programs shall be provided to assist in validation of the sy
rity. These.may run automatically in the background or be initiated by the user.

0 Dataelements

ample of a meter record is given in Table A.2 below.

access to system functions shall be constrained by an appropriately associated-seg¢urity

Il be possible to audit the records of all activities and actions that took place on the CIS.

f the

aces

mize

bility

ed by

stem
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Table A.2 — Example of Meter_record attributes

Attributes Context
Meter_No Unique reference number for this meter
Meter_Type Pre-payment, credit, etc.

Manufacturer_Code

STS defined manufacturer code

Token_Type

STS defined token type (numeric, magnetic card, etc.)

Algorithm

STS defined encryption algorithm used in the meter

Supply Group Code

STS defined supply group code associated with this meter

Max_Power_Limit

STS defined maximum power limit set in the meter

Tariff_Index

STS defines tariff index associated with this meter

Tariff_ID

Tariff profile associated with this meter

Location_ID

Reference to the physical location of this meter

POD_ID

Reference to the point of delivery where this meter is installed

Supplier_ID

Reference to the supplier to whom this meter belongs

Responsible_User_ID

The user that was logged on when this record was created or modified

Time_Stamp

The date and time when this record was, created or modified

The

A.4

A.4.1

The
poss

dimensional

CIS_to_POS

_Interface

Application layer services

The following records shall be:periodically downloaded from the CIS to the POS.

Table A.3 =Records to be downloaded from the CIS to the POS

Hata exchange process shall be scheduled for automatic execution, but it shall als
ble to initiate the process manually.

attributes of the fields are not shown) as some elements are defined
elsewhere and others are to be appropriate to the requitéments of the application.

o be

Recoilds Context Mandfatory/
Optional
Customer_record Personal and legal details of the customer Mandptory
Supplfer_record Attributes of the supplier. Mandptory
Contract/recerd Attributes of reference to the service agreement Mandptory
Auxilidey~Charges—Profile Attributes—of-charges-that-have-to-belevied-at-the-poini-of-sate Optiopal
record
POS_Tariff_Profile_record Structure of tariff rates for the pre-paid token sales to be charged at | Mandatory
the point of sale
Tax_Profile_record Taxes that are to be levied on the various service and charge items Mandatory
POD_record Attributes of the point of delivery of the service Mandatory
Location_record Attributes of the physical location where the service is being Mandatory
delivered
Meter_record Attributes of the pre-payment meter Mandatory
Security_Profile_record A record of access rights assigned to a particular security level Mandatory
User_record A record of attributes for a particular user Mandatory

Bank_record

A record of attributes for a particular bank

Optional
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The CIS shall keep these data elements up to date in the POS.

It shall be possible to add, replace, remove and modify records at the POS by means of this

interface.

The following records shall be periodically uploaded from the POS to the CIS.

Table A.4 — Records to be uploaded from the POS to the CIS

Records Context Mandatory/
Optional
Transfction_record A record of attributes for a particular transaction according to type Mandptory
Payment_record A record of attributes for a particular payment receipted according to~{\Mandptory
type
Shift_Batch_record A summary of transaction and payment records for a particular shift Mandptory
batch
Sales| Batch_record A summary of shift batch records for a particular sales bateh Optiopal
Banking_Batch_record A summary of sales batch records for a particular banking batch Mandptory
Statiop_record A record of attributes for a POS connected to a database Optiopal
Statioh_Group_record A record of attributes for one or more POS or stations connected to Optional
a database
Activiy_Log_record A record of actions that occurred within(the system Mandgtory
Securlty_Profile_record A record of access rights assignedtoa particular security level Mandptory
User_fecord A record of attributes for a particular user Mandgtory

The IPOS shall keep these data elements up tocdate in the CIS.

It shfl be possible to add, replace, remove and modify records at the CIS by means of this

interflace.

A.4.2 Network and physicallayer

Conrlectivity between CIS “ahd POS shall be possible using industry standard network
servites, protocols and_devices.

Som¢e examples are\given below:

* |gndline mddem on leased line or PSTN;

¢ (JSM modem;
« |$DIN modem;

e radio modem on X.25 protocol;

« digi-net modem on X.25 protocol;

¢ |ocal area network and wide area network;
« X.25, TCP/IP, HTML, XML, RAS, C/S protocols;

« removable media like diskette, zip drive, flash RAM.
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A.5

Point of sale

As a minimum requirement, the POS shall provide the functions defined below. Optional
aspects are appropriately indicated.

audit

data

A.5.1 POS_Accounting function

The POS tariff profile shall be managed by the CIS and be downloaded via the data exchange
function.

This POS tariff is only applicable to the sale of pre-paid tokens.

Rounding quantities during tariff calculations shall be optionally recorded to assist with

and reconciliation processes.

POS|auxiliary charges profile shall be managed by the CIS and be downleaded via the
exchange function.

POS

Cred
POS]|

The
finan
Tran

A.5.2

A ba

An o

auxiliary charge profile shall include taxes, but debt and fixed‘charges shall be optio

t transfer to the meter accounting function shallvbe via credit tokens
| to_Token_Carrier_Interface).

principle accounts for auxiliary charges and<account payments shall be kept o
cial system and temporary accounts may optionally be kept on the POS or the
saction records will thus be exported and new’balances will be imported on a daily b

Receipting function

nking batch shall be opened beforé-an optional sales batch can be opened.

ptional sales batch shall bedpened before a shift batch can be opened.

A shift batch shall be opened-before any receipting can take place.

It shall optionally be-possible to block the sale of pre-paid tokens to a particular custon

terms

Whe

5 of the conditions set in the relevant auxiliary charges profile.

process ofsidentification of the relevant meter by the following methods:

o th

nal.

(see

 the
Cls.
ASiS.

er in

N a customer wants to purchase a pre-paid token, it shall be possible to assist the

e.tustomer may quote the meter number;

« the customer may quote his personal details;

* the customer may quote his location details;

« the customer may quote his contract details;

« the customer may quote his POD details;

« the customer may present his meter identification card;

« the customer may present a previously purchased token.

It shall be possible to vend multiple tokens within a single receipting cycle.

It shall be possible to verify the validity and authenticity of any generated token.
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It shall be possible to reprint a previously generated token. A system configuration attribute
per token carrier type shall control whether a reprint action is allowed or not.

It shall be possible to cancel a previously generated token. Rules for control shall be
implemented by management policy and enforced by security profile.

It shall be possible to receipt the following payment types.

Table A.5 — Payment types

Item Payment type | Example Context Mandatory/
Optional

1 Cash Notes and coins Bankable hard currency Mandafory

2 Cheque Bank cheques Bankable cheques Mandatory

3 Postal order Postal payments Optional

4 EFT Credit Card From transaction switch Optional

5 EFT Debit Card From transaction switch Optional

6 EFT Stop order From bank statement Optional

7 EFT Debit order From bank statement Optional

It shall be possible to perform the following transaction types.
Table A.6 — Transaction types
Item Transaction type Context Mand:!oryl
Optionfal

1 Electricity pre-paid sale Electricity pre-paid token sale Mandatory

2 _Electricity pre-paid free Electricity_pre-paid token issued free of charge Mandatory
issue

3 Electricity pre-paid To'transfer a credit balance from a faulty meter to the Mandafory
replacement replacement meter

4 Electricity pre-paid Electricity pre-paid token sale reversal Mandatory
reversal

5 Electricity pre-paidiBSST Electricity pre-paid token issued under the Basic Support Mandafory

Services Tariff

6 Tax collectign Tax portion of any taxable transaction Mandatory

7 Tax revérsal Reversal of a tax transaction Mandatory

8 Debt.collection Collection of debt loaded on the customer’s account Optional

9 Debt reversal Reversal of debt collection transaction Optional

10 Fixed charges collection Collection of fixed charges loaded on the customer’s Optional

account

11 Fixed charges reversal Reversal of fixed charges collection transaction Optional

12 Service payment Payments on a billed account Optional
collection

13 Service payment reversal Reversal of payments on billed account Optional

14 Miscellaneous collection Payments on non-billed items like fines, etc. Optional

15 Miscellaneous reversal Reversal of payments on non-billed items Optional

16 Journal reconciliation System journal entry for adjustments after reconciliation of Mandatory

transactions on offline POS terminals



https://iecnorm.com/api/?name=b92588312aae52bdc4a81e11f5f01f47

TR 62055-21 0 IEC:2005(E) - 65-

The

POS token vending capability shall be classified as follows:

Table A.7 — Classification of POS token vending capability

Class | Capability Context Mandatory/
Optional
STS Vending Class 0 credit transfer tokens Mandatory
E STS Engineering Class 1 and Class 2 tokens Optional
STS Key management Class 2 key change tokens, Optional
management of cryptographic keys

A trapsaction-itemised receipt shall be printed and issued to the customer for each'\pay
receipted.

A.5.3 Settlement function

A ba

A ba

It shall not be possible to close a banking batch unless the associated sales and shift ba
are cosed.

A.5.4 Recording functions

A da

creation or modification of the record.

A different transaction record shall be created for each transaction type.

One

batch record.

A pa

One

A shjft batch record shall contain a summary of transactions and payments that occ
duringg a particular shift.

One

batch.record

hking batch shall be opened before a sales batch or a shift batch gan-be opened.

nking batch shall be closed when a bank deposit is to be made.

e and time stamp shall be recorded in eachrsystem record and shall reflect the tir

or more transaction records shall be associated with a payment record and with a

ment record shall be created for each payment type that gets receipted.

br more paymenturecords shall be associated with a shift batch record.

or/more shift batch records shall be associated with a user and with an optional

ment

ches

ne of

shift

urred

sales

When a user logs off temporarily without closing his shift, the replacement user shall be

asso

ciated with his own shift batch.

An optional sales batch record shall contain a summary of transactions and payments that

occu

rred during one or more shifts.

One or more optional sales batch records shall be associated with a banking batch record and
optionally with a station record.

A banking batch record shall maintain a summary of transactions and payments that occurred
during one or more sales batches.
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One or more banking batch records shall be associated with an optional bank record and with
an optional station group record.

Rounding errors may be optionally recorded to aid reconciliation processes.

An optional station record shall maintain detail of the POS attributes and one or more station
records shall be associated with an optional station group record.

A record shall be created for each user and it shall be possible to add, edit and delete users

from

Each| user shall be associated with a security profile record.

A se
acco

A us

capturing at least the action, date, time and responsible user details.

A.5.5 Display functions

the system records.

curity profile record shall maintain the attributes of access rights to systent fung
rding to a defined security level.

br activity log record shall be created for each action that takes place on the POS

tions

and

Summary reports shall be printed when closing a shift batch, 'sales batch and banking bafch.

It shall be possible to query and view the shift, sales_and banking batch records with vai

filter

A trapsaction-itemised receipt shall be printed and issued to the customer for each pay

recei

On-s

The llanguage of choice for screen dialogs shall be the subject of the supply contract.
The fequirements for printing of additional reports shall be the subject of the supply contr

A.5.6 Data_Exchange functions

In th
elem

The

functjonality requirements of the CIS and the POS.

Data

criteria and sorted by transaction type and payment type.

pted.

e case where the CIS and the POS are physically separated, the exchange of
ents shalltake place via the CIS to POS_Interface.

seleetion of data elements to be exchanged shall be determined by the manage

iable

ment

Creen contextually sensitive help ménus shall be available for users where appropridte.

act.

data

ment

exchange between the POS and the meter shall take place Vvia

POS_to_Token_Carrier_Interface and the Token_Carrier_to_Meter_Interface.

A.5.7 Security functions

Users shall log on and log off with a user name and password.

Users shall be able to change their passwords at any time.

Users shall be able to log off temporarily, while a replacement user logs on.

the

It shall be possible to create security levels, each having different security profiles of access
to the system functions.
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User access to system functions shall be constrained by an appropriately associated security
level profile.

It shall be possible to audit the logging records of all activities and actions that took place on
the POS.

It shall be possible to reconcile the payment records, transaction records, shift batch records,
sales batch records and banking batch records at any time before or after the batches have
been closed.

It shall-not-be pneeihln to mnr‘lify any of the transaction, pqymnnf’ shift batch,sales batch or

bankjng batch records. Any adjustments shall be made by an appropriate transaction{journal
recond entry.

All grocesses that operate on these records shall conform to the General Audit| and
Accounting Practice rules.

An optional system function may be implemented that limits the totat-bankable amount that
the ROS may receipt before a banking process is enforced. The supplier shall periodjcally
resef the limit in response to a confirmation of bank statement reconciliation.

Supply voltage fluctuations or supply interruptions shall not\interfere with the working qf the
systgm or cause unauthorized access to the system data or\operating system.

The system shall not malfunction due to abnormal input conditions via the various interfaces
inclugding the keyboard for the user.

Validfity and integrity checks shall be performéd on all input data streams in order to min|mize
errors.

It shpll not be possible to generate-a token without creating a corresponding transdction
recond.

It shall be possible to queryand list customer records that have purchased less than a certain
amount in a given period.

All eptities (including\data elements) shall have unique identifiers for audit and tracegbility
purposes.

A.5.8 Time\functions

An apcurate and secure calendar-clock shall be maintained for the purposes of deriving the
TokepwIdentifier (see also A.6.1).

Setting or modifying of time and date registers in the real-time clock shall not be protected by
the appropriate security level assignment to the particular user.

A.5.9 Test functions

Routine diagnostic test programs shall be provided to assist in validation of the system
integrity. These may run automatically in the background or be initiated by the user.

A.5.10 Data elements

The following data elements shall be recorded in the system.
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Data element Context Mandatory/optional

Transaction_record A record of attributes for a particular transaction according Mandatory
to type

Payment_record A record of attributes for a particular payment receipted Mandatory
according to type

Shift_Batch_record A summary of transaction and payment records for a Mandatory
particular shift batch

Sales_Batch_record A summary of shift batch records for a particular sales Optional
batch

Banking_Batch_record A summary of sales batch records for a particular banking Mandatory.
batch

Statiop_record A record of attributes for a POS connected to a database Optional

Statiop_Group_record A record of attributes for one or more POS or stations Optional
connected to a database

Bank_|record A record of attributes for a particular bank Optional

Activiy_Log_record A record of actions that occurred within the system Mandatory

Secur|ty_Profile_record A record of access rights assigned to a particular'security Mandatory
level

User_fecord A record of attributes for a particular user Mandatory

POS_J[rariff_Profile_record These are managed by and down loaded from the CIS Mandatory

Auxiliary_Charges_profile_ These are managed by and down Joaded from the CIS Optional

recorg

Tax_Hprofile_record These are managed by and down loaded from the CIS Mandatory

Meter| record These are managed by and down loaded from the CIS Mandatory

POD_fecord These are managed by and down loaded from the CIS Optional

Locatipn_record These are managed*by and down loaded from the CIS Optional

Customer_record These are managed by and down loaded from the CIS Optional

NOTE| The detailed specification for each:-tecord type is not given here for the sake of

keeping this example specification brief:

An example of a transaction record is given in Table A.9 below.

Table A.9 — Example of a transaction record

Data ¢lement Context

Transaction.No Sequential identifier for this transaction, unique within the system

Trans r\fir\n_T\/pn One of the prnrlnFinnrl hj/pne

Amount The monetary amount for this transaction

Units The kWh units transferred to the token for this transaction

Time_Stamp Date and time of this transaction

Receipt_No Receipt number associated with this transaction, unique within the system
Payment_ID The payment record that is associated with this transaction

Contract_No

Reference to the supply contract associated with this transaction

Supplier_ID The supplier associated with this transaction
POD_No The point of delivery associated with this transaction
Meter_No The meter for which this token sale was made

Token_ID

The Token_ldentifier associated with this transaction
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Table A.9 (continued)

Data element Context

Token The 20 digit number encoded on the token carrier

Tariff_ID The tariff reference that was applied in this transaction

Tax_ID Reference to the tax profile if this is a tax collected

Charge_ID Reference to the auxiliary charge profile if this transaction is a charge collected

Station_ID The station where this transaction was performed

Shift_Batch_ID The shift batch associated with this transaction

User_|D The user that performed this transaction

Auxiligry_Ref_No A reference to an external system document for which payment is receipted gnd
recorded in this transaction (fines, licence, etc.)

Comnijent Reason for this transaction, additional to the predefined types

The exact dimensional attributes of each field shall be the subject of the supply contract and

be appropriate to the requirements of the application.

A.6 [ POS_to_Token_Carrier_Interface

Data|formats and prefixes:

D = Pecimal

B = Binary

h = Hexadecimal

Numbers without format indicators,imply Decimal format.

A.6.1 Application Layer tokens of Class 0, 1, 2 and 3

The application layer token ‘comprises 2 class bits plus 64 data bits to make a 66-bit number.

The most significant bits\comprise the 2 class bits as depicted in the tables below.

For |the actions\~of these tokens see A.8.4 application layer processes in| the
Token_Carrierito” Meter_Interface.

A.6.1.1 Class 0: transfer_Credit

Clasp Sub_Class RND TID Amount CRC

2B 4B 4B 24B 16B 16B

0 0= electricity

1= water
2= gas
3=time

4= currency

5-15= undefined
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A.6.1.2 Class 1: initiate_Meter_Test/Display

Class Sub_Class Control MfrCode CRC
2B 4B 36B 8B 16B
1 0= STS defined Bit position control of test/display | 0

number (see STS defined

1-10= reserved test/display table below)

11-15 = proprietary use If not used, then set to zero

1 11-15= proprietary use 0= if not used 0-99

STS defined test / display functions are shown in Table A.10 below.

Table A.10 — Definition of control field

LS Bit No. Test No. Action Condifion
set

all 0 Do test No.1 to 5 plus optionally any other Mandajory
1 1 Test the load switch Mandafory
2 2 Test the meter display device Mandatory
3 3 Display cumulative kWh register totals Mandafory
4 4 Display the key revision number Mandarory
5 5 Display the tariff index Mandalory
6 6 Test the token reader device Optiongl

7 7 Display maximum power limit Optiongl

8 8 Display tamper status Optiongl

9 9 Display power consumption Optiongl
10 10 Display meter version Optiongl
11 11 Display phase-power unbalance limit Optiongl
12 12 Display wdter factor (water meter only) Mandatory
13 13 Display.tariff rate (currency meter only) Mandafory

A.6.1.3 Class 2: set._Maximum_Power_Limit

Clasps Sub_Class RND TID MPL CRC
2B 4B 4B 24B 16B 16B
2 0

A.6.1.4 Class 2: clear_Credit

Class Sub_Class RND TID Register CRC
2B 4B 4B 24B 16B 16B
2 1 0= electricity

1= water

2= gas

3= time

4= currency

5 — FFFEh = reserved

FFFFh = all registers
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A.6.1.5 Class 2: set_Tariff_Rate
Class Sub_Class RND TID Rate CRC
2B 4B 4B 24B 16B 16B
2 2

A.6.1.6 Class 2: set_1st_Section_ED_Key
Class Sub_Class | KexpNoHO KRN RO Res KT NKHO CRC
2B 4B 4B 4B 1B 1B 2B 32B 16B
2 3 0-9 0-1 X 0-3

A.6.1.7 Class 2: set_2nd_Section_ED_Key
Clasjs Sub_Class | KexpNoLO Tl NKLO CRC
2B 4B 4B 8B 32B 16B
2 4 0-99

A.6.1.8 Class 2: clear_Tamper_Condition
Clasps Sub_Class RND TID Pad CRC
2B 4B 4B 24B 16B 16B
2 5 0

A.6.1.9 Class 2: set_Maximum_Phase_Power_Unbalance_Limit
Clasps Sub_Class RND TID MPPUL CRC
2B 4B 4B 24B 16B 16B
2 6

A.6.1.10 Class 2: set_Water-Meter_Factor
Clasps Sub_Class RND TID WMfactor CRC
2B 4B 4B 24B 16B 16B
2 7 0

A.6.1.11 Class 2: Reserved for future STS use
CIasF Sub_Class RND TID ResData CRC
28 | 4B 4B 24B 168 168
2 8-10 0

A.6.1.12 Class 2: Reserved for Proprietary use
Class Sub_Class RND TID PropData CRC
2B 4B 4B 24B 16B 16B
2 11-15 0
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A.6.1.13 Class 3: Reserved for future STS use

Class Sub_Class Res
2B 4B 60B
3 0-15

A.6.1.14 Data elements for Application Layer tokens of Class 0, 1, 2 and 3

Table A.11 — Data elements used in tokens

Data[element Name SPECIFICATION reference |
Amopnt Transfer _Amount 4.2.4 of NRS009-6-7"
Clasg Token_Class 4.2.1 of NRS009-6-7 |
Contfol Test/display control field 4.2.8 of NRS00916-7"
CRC Cyclic_Redundancy_Code 4.2.6 of NRS009-6-7*
KexgNoHO Key_Expiry_Number_High_Order 4.4.2 of NRS009-7"
KexgNoLO Key_Expiry_Number_Low_Order 4 472 of NRS009-7"
KRN Key_Revision_Number 4'2.19 of NRS009-6-7"
KT Key_Type 4.2.20.1 of NRS 009-6-7*
MfrClode Manufacturer_Code 4.2.7 of NRS009-6-7"
MPL Maximum_Power_Limit 4.2.10 of NRS009-6-7"
MPPUL Maximum_Phase_Power_Unbalance 4.2.13 of NRS009-6-7"
Limit
NKHP New_Key_High_Order 4.2.14 of NRS009-6-7"
NKLD New_Key_Low\Order 4.2.15 of NRS009-6-7"
Pad Pad value with zeros zeros
PropPData Proprietary data field undefined
Rate Tariff’Rate undefined
Regipter Register selected to clear 4.2.11 of NRS009-6-73"
Res Reserved undefined
ResData Reserved data field for future undefined
RND| Random_Number 4.2.5 of NRS009-6-7"
RO Rollover_Key_Change 4.2.20.2 of NRS009-6-7"
Sub |Class Token_Sub_Class 4.2.2 of NRS009-6-7"
TI Tariff_Index 4.2.21 of NRS009-6-7"
TID Token_Identifier 4.2.3 of NRS009-6-7"
WMfaeter Weter—eter—actor 42 46-0F NRSOG9-6-7

“ The NRS documents are listed in Clause 2, Normative references - they constitute IEC/PAS 62055-41.
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A.6.2 Application Layer security functions

64 bit 64 bit ?fkt;'; ?gkg;
PAN_Block CONTROL. Block Class 0 and 2 Class 1
A 64 bit A 4

Meter Ke Meter_Key / Token_Data_Block_
ey Generation
Generation ) S ia
A

Token_Data_Block_
Generation
Glass—4

56 bit 66 bit
Vending_Key Token_Data_Block

Figure A.1 — Meter_Key and Token_Data_Block genefation process

A.6.2.1 Meter_Key_Generation function

Table A.12 - Definition of the Meter_Key_Generation function

Attripute Context

Nampg Meter_Key_Generation

used for encrypting tokens

Clasp := 17; belongscto the generic class = Security

Datal Elements

PAN| Block 64 bit'key diversification parameters
CON[TROL_BIlock 64 bit key authentication parameters
Vending_Key 56 bit DES cipher vending key (one of 3 types)
Metgr_Key 64 bit STS cipher meter key (one of 3 types)
Methods

set_PAN_Block() Set the parameter values

set_ CONTROE Block() Set the parameter values

set_Yending_Key() Set the vending key value

get_Meter_Key Return the meter Key value

Operation

Meter_Key generation Generates Meter_Key by encrypting PAN_Block and CONTROL_Block

using Vending_Key; Returns result in Meter_Key

Association

None

NOTE In practice, Meter_Key is generated on the fly and remains inside the secure module, where it is used by
other functions and is then discarded.
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All operational cryptographic keys shall be generated, stored and used in a secret and
physically secure environment and never appear in the open as plain text. A tamper-proof
secure module is normally used for the storage and generation of vending keys at the POS, in
conjunction with a trusted key management centre.

All vending keys shall be generated and distributed by a trusted and secure key management
centre in compliance with its code of practice.

The management and handling of cryptographic keys shall comply with the requirements of
NRS009-7.

For terms and definitions see Clause 3 of NRS009-7.
For meter Key_Types see 4.1 of NRS009-7.

For vending Key_Types see 4.2 of NRS009-7.
NOTE| The STS provides for key expiry, but to date it has not been implemented in any system.

A.6.2.1.1 Meter_Key generation process

The process for the generation of meter keys is defined in 4.3,0f.NRS009-7.

A.6.2.1.2 Data Elements for Meter_Key_Generationfunction

For detailed definitions of PAN_Block and CONTROL)Block see 4.3 of NRS009-7.
The §4-bit PAN_Block comprises of the following data elements:

Table A.13 — Data_elements in the PAN_Block

Elenjent Name Value Context
ISOBIN ISOBIN 6D Primary_Account_Number issued by ISO
MN Meter_Number 11D Annex A of NRS009-6-7

The $4-bit CONTROL_Block comprises of the following data elements:

Table A .14 — Data elements in the CONTROL_Block

Element Name Value Context

SGC| Supply_Group_Code 6D 4.3.6 of NRS009-6-6
KRN Key_Revision_Number 1D 3.1.23 of NRS009-7
KT Key_Type 1D 3.7.24 of NRS009-7
TI Tariff_Index 2D 4.2.21 of NRS009-6-7

The 56-bit Vending_Key is one of the following types:

Table A.15 — Vending Key_Types

Element Name Value Context

VDDK Vending Default DES Key 56B Seed key for generating DDTK
VUDK Vending Unique DES Key 56B Seed key for generating DUTK
VCDK Vending Common DES Key 56B Seed key for generating DCTK
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The 64-bit Meter_Key is one of the following types:

Table A.16 — Meter Key_Types

Element Name Value Context

DDTK Dispenser Default STS Key 64B Meter_Key for encrypting tokens to the meter and to
install in the meter

DUTK Dispenser Unique STS Key 64B Meter_Key for encrypting tokens to the meter and to
install in the meter

DCTK Dispenser Common STS Key | 64B Meter_Key for encrypting tokens to the meter and to
install in the meter

A.6.2.2 set_ED_Key_Token_Data_Block_Generation function

TTbIe A.17 — Definition of the set_ED_Key_Token_Data_Block_Generation function

Attribute Context
Nampg set_ED_Key_Token_Data_Block_Generation

used for changing the Meter_Key from a current value to a new value.
Clasg := 17; belongs to the generic class = Security

Datal Elements

1st_Token 66 bit application layer set{ Tst_Section_ED_Key token
2nd_|Token 66 bit application layerset_2nd_Section_ED_Key token
PAN| Block 64 bit current parameters

Currgnt_ CONTROL_Block

64 bit current parameters

New| CONTROL_Block

64 bit new parameters

Curregnt_Vending_Key

56 bit DES”cipher vending key (one of 3 types)

New| Vending_Key

56+bit DES cipher vending key (one of 3 types)

Curregnt_Meter_Key

64 bit STS cipher meter key (one of 3 types)

New| Meter_Key

64 bit STS cipher meter key (one of 3 types)

1st_Token_Data_Block

66 bit set_1st_Section_ED_Key token data block

2nd_|Token_Data_Block

66 bit set_2nd_Section_ED_Key token data block

Methods

set_]st_Token()

Set the APDU value for 1°' section of meter key

set_?nds Token()

Set the APDU value for 2™ section of meter key

set PAN Block()

Set the parameter values for the meter in question

set_Current_CONTROL_Block()

Set current parameters

set_ New_CONTROL_Block()

Set new parameters

set_Current_Vending_Key()

Set the current vending key value associated with the meter

set_New_Vending_Key()

Set the new vending key value associated with the meter

set_Current_Meter_Key()

Set the current meter key value

set_New_Meter_Key()

Set the new meter key value

get_1st_Token_Data_Block()

Return the data for encoding onto 1° token carrier of key change pair

get_2nd_Token_Data_Block()

Return the data for encoding onto 2" token carrier of key change pair
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Table A.17 (continued)

Operation
Token_Data_Block generation a) Obtains Current_Meter_Key from Generate_Meter_Key function by
- - using PAN_Block, Current_CONTROL_Block and
Current_Vending_Key;
b) Obtains New_Meter_Key from Generate_Meter_Key function by using
PAN_Block, New_CONTROL_Block and New_Vending_Key;
c) Inserts the 32 HO bits of New_Meter_Key into the NKHO field of
1st_Token;
d) Inserts the 32 LO bits of New_Meter_Key into the NKLO field of
Znd_Token,
e) Encrypts the 64 LO bits of modified 1st_Token\~lising
Current_Meter_Key and re-positions the 2 class bits;
f) Encrypts the 64 LO bits of modified 2nd.Token {sing
Current_Meter_Key and re-positions the 2 class bits}
g) Returns 1st_Token_Data_Block for encoding ontoYa)token carrier
h) Returns 2nd_Token_Data_Block for encoding,ento a token carrie
Assgciation
Gengrate_Meter_Key function Calls on Generate_Meter_Key function'te generate Current_Meter_Kely
and New_Meter_Key
NOTE|1 Any combination of Current or New_CONTROL_Block and¢/Vending_Key is possible, but PAN_Blo¢k can
only hpve current parameters (present implementations only).
NOTE[2 The NKHO and NKLO fields of the input arguments qst> Token and 2nd_Token are in a “don’t care” |state.

A.6.2

The meter key shall change whenever oné‘or more of the following conditions exist:

o th

Mete

Encr

.21 Set_ED_Key_Token_Data_Block generation process

e associated Vending_Key changes;
e Key_Type changes;

e Key_Revision_Number,changes;
e Supply_Group_Coede changes;

e Tariff_Index chahges;

e Key_ Expiryx. Number changes.

I_Key changes shall comply with 4.4 of NRS009-7.

ption/of the 64 LO bits of modified 1st_Token using Current_Meter_Key is in accord

with

ance

1.60f NRS009-6-7 and the re-positioning of the 2 class bits is in accordance with 4

.1 of

NRS009-6-9 to yield the 66 bit Token_Data_Block, ready for encoding onto a token carrier.

Encryption of the 64 LO bits of modified 2nd_Token using Current_Meter_Key is in
accordance with 4.6 of NRS009-6-7 and the re-positioning of the 2 class bits is in accordance
with 4.1 of NRS009-6-9 to yield the 66 bit Token_Data_Block, ready for encoding onto a token

carrier.
A.6.2.2.2 Data Elements for Set_ED_Key_Token_Data_Block_Generation function
Data elements associated with the Vending_Key are shown in Table A.18 below.


https://iecnorm.com/api/?name=b92588312aae52bdc4a81e11f5f01f47

TR 6

2055-21 O IEC:2005(E)

- 77 -

Table A.18 — Data elements associated with the Vending_Key

Element Name Association means SPECIFICATION
KRN Key_Revision_Number database 3.1.23 of NRS009-7
KT Key_Type database 3.1.24 of NRS009-7
SGC Supply_Group_Code database 4.3.6 of NRS009-6-6
KexpNo Key_Expiry_Number database 4.4.2 of NRS009-7
KactDate Key_Activation_Date database 4.4.4 of NRS009-7

NOTE| If any of the above data elements change their value, then the Vending_Key shall change as well, jwith a
corregponding meter key change.
Datalelements associated with the Meter_Key are shown in Table A.19 below.
Table A.19 — Data elements associated with the Meter_Key,

Element Name Association means SPECIFICATION

KRN Key_Revision_Number CONTROL_Block 3.1.23 af/NRS009-7

KT Key_Type CONTROL_Block 3.1-24 of NRS009-7

SGC Supply_Group_Code CONTROL_Block 4/3.6 of NRS009-6-6

TI Tariff_Index CONTROL_BIlock 4.2.21 of NRS009-6-7

KexgNo Key_Expiry_Number Key change token 3.1.22 of NRS009-7

ISOBIN ISOBIN PAN_Block

MN Meter_Number PAN_Block

Vk Vending_Key Key generation
NOTE| If any of the above data elements change.their value, then the Meter_Key shall change as well.
For definitions of PAN_Block, CONTROL_Block, vending Key_Type and meter Key_Type, see
A.6.4.1.2 Data for Meter_Key_Generation function.
The [Ist_Token_Data Block(and the 2nd_Token_Data_Block format is in accordance with 4.1
of NRS009-6-9.
NOTE[1 In present system implementations, it is not possible to change the Meter_Key if the ISOBIN or the|meter
number changes. This is ajpractical constraint and not a principle one.
NOTE|2 Key expirysforthe Meter_Key is not implemented in any meters at the present time.
A.6.2.3 Class_0_Class_2_Token_Data_Block_Generation function

Tabl|e A.20 — Definition of the Class_0_Class_2_Token_Data_Block_Generation fung¢tion

Attribute Context

Name Class_0_Class_2_Token_Data_Block_Generation

Encryption of class 0 and class 2 tokens in preparation for encoding onto
a token carrier.
Class := 17; belongs to the generic class = Security

Data Elements

Token 66 bit application layer class 0 or class 2 token
PAN_Block 64 bit current parameters
CONTROL_BIlock 64 bit current parameters
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Table A.20 (continued)

Attribute Context

Vending_Key 56 bit DES cipher vending key (one of 3 types)

Meter_Key 64 bit STS cipher meter key (one of 3 types)

Token_Data_Block 66 bit token data block ready for encoding onto a token carrier

Methods

set_Token() Set APDU data

set_PAN_Block() Set meter associated parameters

set_ CONTROL_Block() Set meter associated parameters

set_Yending_Key() Set current vending key value

get_Token_Data_Block() Return the data to be encoded onto the token carrier

Operation

Tokdn_Data_Block generation a) Obtains Meter_Key from Generate,Meter_Key function by dising

- - PAN_Block, CONTROL_Block and Vending_Key;
b) Encrypts the 64 LO bits of Tokén.using Meter_Key and re-positions
the 2 class bits.
Returns Token_Data_Block for efcoding onto a token carrier

Assgciation

Gengrate_Meter_Key function Calls on Generate_‘Meter_Key function to generate Meter_Key
NOTE| This function is not applicable to the set_1st ED_Key and set_2nd_ED_Key tokens. For the reglevant
functign see A.6.2.2
A.6.2.3.1 Class 0 and Class 2 Token_Data_Block generation process
Encryption of the 64 LO bits of Token using Meter_Key is in accordance with 4.6 of NR$009-

6-7 and the re-positioning of-the’2 class bits is in accordance with 4.1 of NRS009-6-9 to

the 6

A.6.2.3.2 Data Elements for Class 0 and Class 2 Token_Data_Block_Generation

For d

The

Token_Data_Block format is in accordance with 4.1 of NRS009-6-9.

6 bit Token_Data_Block;/ready for encoding onto a token carrier.

function

A.6.2.4 Class_1_Token_Data_Block_Generation function

Table A.21 — Definition of the Class_1_Token_Data_Block_Generationfunction

yield

efinitions<ef-PAN_Block, CONTROL_Block, vending Key_Type and meter Key Typ¢ see
A.6.4.1.2 Data Elements for Meter_Key Generation function.

Attri

bute Context

Nam

e Class_1_Token_Data_Block_Generation

Processing of class 1 token in preparation for encoding onto a token
carrier.

Class := 16; belongs to the generic class = Data Exchange
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Table A.21 (continued)

Data Elements

Token 66 bit application layer class 1 token

Token_Data_Block 66 bit Token_Data_Block ready for encoding onto token carrier
Methods

set_Token () Set data in APDU

get_Joken_Data_Block() Return data for encoding onto a token carrier

Operation

a) Re-positions the 2 class bits within the 66-bit Token_Data_Block

Tokgn_Data_Block generation ) ° v
without encrypting the low order 64 bits;

b) Returns Token_Data_Block for encoding onto_a teken carrier.

Assgciation

Nong

NOTE| This Token_Class gets treated the same as the class 0 and class 2 tokens, except that it does not get
encrypted.

A.6.2.41 Class_1_Token_Data_Block_Generation process

The fe-positioning of the 2 class bits is in accordahce with 4.1 of NRS009-6-9 to yield the 66-
bit Token_Data_Block, ready for encoding onte’a token carrier.

A.6.2.4.2 Data Elements for Class;1°Token_Data_Block_Generation function

The Token_Data_Block format is in@ccordance with 4.1 of NRS009-6-9.

A.6.3 Physical Layer functions for Numeric token carrier

This [is a one-way connection-less protocol where the numeric code is transported by the
custgmer to the meter-and then presented to the meter by a suitable reader device, typically a
keypad.

For the decimal/format requirements, it shall comply with 4.1.3 of NRS009-6-9.

For the physical token definition requirements, it shall comply with 4.2 of NRS009-6-9.

A.6. Physical Layer functions for disposable Magnetic card token carrier

This is a one-way connection-less protocol where the magnetic card is transported by the
customer to the meter and then presented to the meter by a suitable magnetic card reader
device.

For the physical token definition requirements, it shall comply with 4.1 of NRS009-6-8.
For the dimensions requirements, it shall comply with 4.2 of NRS009-6-8.

For the location of the magnetic stripe requirements, it shall comply with 4.3 of NRS009-6-8.
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For the characteristics of the magnetic stripe and encoding technique requirements, it shall
comply with 4.4 of NRS009-6-8.

For the information contents, it shall comply with 4.5 of NRS009-6-8.

A.7 Token_Carrier

The token carrier is defined in the physical layer of the POS_to_Token_Carrier_Interface and
the Token_Carrier_to_Meter_Interface. It essentially defines the encoding of the 66-bit

Tokef%mdmwmwmeQOf the
66-bit Token_Data_Block from various token carriers.

A.7.1 Numeric token carrier

For the detailed specification, see A.6.3.

A.7.2 Disposable Magnetic card token carrier
For the detailed specification, see A.6.4.

A.8 | Token_Carrier_to_Meter_Interface

This [interface may be a function in a single-part paynient meter installation or it may|[be a
sepafate entity in a multi-part payment meter installation.

In this example, the type tests are specified as_if\for a multi-part payment meter installatign.

Wherfe this function is integrated with a single-part payment meter installation, the type [tests
may pe conveniently grouped with those/of other functions and be executed together.

A.8.1 Physical Layer functions-for numeric token carrier

The foken shall be entered by means of a keypad device on the meter.
For the complete definition, see A.6.3.

Pre-payment metérs, that operate with numeric token carriers shall:

« d|splay theynumbers entered during token entry;

« hpve(the means to remove digits, one at a time, from the end of a partially entered
npmber, for example, a "Backspace" button;

« have the means to clear a partially entered number, for example, a "Clear” or "Enter"

button.

Output from this function is a 66-bit Token_Data_Block for further processing in the
application layer.

A.8.2 Physical Layer functions for disposable magnetic card token carrier

The token shall be entered by means of a suitable reader device on the meter.
For the magnetic erasure requirements, it shall comply with 4.6 of NRS009-6-8.

For the complete definition, see A.6.4.
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Output from this function is a 66-bit Token_Data_Block for further processing in the
application layer.

A.8.3 Application Layer security functions
A.8.3.1 Set_ED_Key_Token_Extraction function
Table A.22 — Definition of the Set_ED_Key_Token_Extraction function

Attribute Context

Name Set_ED_Key_Token_Extraction

Used for changing the Meter_Key from a current value to a new valugé-

Class := 17; belongs to the generic class = Security

Data Elements

1st_Token_Data_Block 66 b_it set_1st_Section_ED_Key Token_Data_Block as’read from a token
carrier

2nd_Tloken_Data_Block 66 b_it set_2nd_Section_ED_Key Token_DatasBlock as read from a toke¢n
carrier

Meter| Key 64 bit STS cipher meter key (one of 3 types)

1st_Token 66 bit application layer set_1st_Section”ED_Key token

2nd_Tloken 66 bit application layer set_2nd_Section_ED_Key token

Methqds

set_1¢$t_Token_Data_Block() Set the 1° section métef key value in preparation

set_2md_Token_Data_Block() Set the 2" sectigh.meter key value in preparation

set_Meter_Key() Set the current meter key value

get_1$t_Token() Return théxdecrypted 1° section new meter key value

get_2nd_Token() Return.the decrypted 2" section new meter key value

Operdtion

a) Decrypts the 64 LO bits of 1st_Token_Data_Block using Meter_Kqy and
re-positions the 2 class bits;

b) Decrypts the 64 LO bits of 2nd_Token_Data_Block using Meter_Kgy and
re-positions the 2 class bits;

Key change token extraction

c) Authenticates 1st_Token by comparing the CRC;
d) Authenticates 2nd_Token by comparing the CRC;

e) Erases last entered set_ED_Key token on the token carrier if possibl

D

f) Returns 1st_Token for further processing in the application layer;

g) Returns 2nd_Token for further processing in the application layer

Association

None

NOTE The storage of Meter_Key and associated processing within this function need not take place inside a
special secure module. The meter firmware is deemed to be a secure environment if it satisfies the certification
requirements as determined by the STS Association.

A.8.3.11 Set_ED key token extraction process

Meter_Key changes shall comply with 4.4 of NRS009-7.
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The 64 low order bits of the 66 bit 1st_Token_Data_Block are decrypted using Meter_Key in
accordance with 4.7 of NRS009-6-7 and the 2 class bits are re-positioned as the inverse
process defined in 4.1 of NRS009-6-9 to yield the 66 bit set_1st _Section_ED_Key token for
further processing in the application layer.

Authenticates 1st_Token by calculating the CRC and comparing it to the CRC in 1st_Token.

The 64 low order bits of the 66 bit 2nd_Token_Data_Block are decrypted using Meter_Key in
accordance with 4.7 of NRS009-6-7 and the 2 class bits are re-positioned as the inverse
process defined in 4.1 of NRS009-6-9 to yield the 66 bit set_ 2nd_Section_ED_Key token for
further processing in the application layer.

Authenticates 2nd_Token by calculating the CRC and comparing it to the CRC in 2nd>Token.

Eras¢s last entered Set_ ED_Key token on the Token_Carrier if it is possible()but only |f the
metef application process successfully executed the key change.

A.8.3.1.2 Data Elements for Set_ED key token extraction function

The fIst Token_Data Block and the 2nd_Token_ Data Block format are in accordance| with
4.1 of NRS009-6-9.

For detailed definitions of the token types and associated data elements, see A.6.1
application layer tokens of class 0, 1, 2 and 3.

NOTE} Key expiry for Meter_Key is not implemented in any meters at the present time.
A.8.3.2 Class_0_and_Class_2_Token_Extraction function

Table A.23 — Definition of the Class'\0 and Class 2 token extraction function

Attriblite Context

Name Class_0_and_Class_2_Token_Extraction

Extracts the token from the Token_Data_Block. All class 0 and class 2 tpkens
except Set_ED key Token

Class ’= 17; belongs to the generic class = Security

Data Hlements

Token] Data_Block 66 bit Token_Data_Block as read from a token carrier

Meter_|Key 64 bit STS cipher meter key (one of 3 types)

Token 66 bit application layer token

Methods

set_Tdken_Data, Block() Set the token data read from the token carrier

set_Meter Key() Set the current meter key

get_Tqken() Return the decrypted token data

Operation

Class 0 and 2 token extraction a) Decrypts the 64 LO bits of Token_Data_Block using Meter_Key and re-

positions the 2 class bits;
b) Authenticates Token by comparing the CRC;
c) Validates Token by comparing the TID with previously stored TIDs;
d) Returns Token for further processing in the application layer;

e) Cancels Token by storing the TID (only if application process. executes
Token successfully)

f) Erases Token on the token carrier if possible; (only if application process
executes Token successfully)

Association

None
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NOTE This function is not applicable to the set_1st_ ED_Key and set_2nd_ED_Key tokens. For the relevant
function, see A.8.4.1.

A.8.3.2.1 Class_0_and_Class_2_Token_Extraction process

The 64 low order bits of the 66-bit Token_Data_Block is decrypted using Meter_Key in
accordance with 4.7 of NRS009-6-7 and the 2 class bits are re-positioned as the inverse
process defined in 4.1 of NRS009-6-9.

Authenticates Token by calculating the CRC and comparing it to the CRC in Token.

Validates—TFoken-byvcomparing-the D with brevicushr stored TlDs
Y g g 14 Y

Returns the 66-bit token for further processing in the application layer.

Candels Token by storing the TID for later comparison, but only if the meter applidation
process successfully executed the instruction transferred in Token.

If thg Token_Carrier allows it, then the Token on the Token_Carrier iscphysically erased|from
the Token_Carrier, but subject to the same conditions as for cahcellation. For example:
magnetic card or solid state memory.

A.8.3.2.2 Data Elements for Class_0_and_Class_2_Tokén_Extraction function

The Token_Data_Block format is in accordance with 4, 10f NRS009-6-9.

For detailed definitions of the token types and associated data elements, see A.6.1
application layer tokens of class 0, 1, 2 and 3.

A.8.3.3 Class_1_Token_Extraction function

Table A.24 — Definition of\the Class_1_Token_Extraction function

Attripute Context

Nampg Class_1_Token_Extraction
Extracts the token from the Token_Data_Block for class 1 tokens only

Clasy := 16; belongs to the generic class = Data Exchange

Datal Elements

Tokgn_Data_Blogk 66 bit Token_Data_Block as read from a token carrier

Token 66 bit application layer token

Methods

Set_- U:\UII_DGtG_B:U\;;\\’ GUt t:IU tUIr\UII ‘Jldtd IUG‘J‘ fIUIII t:IU tUIr\UII l:dll;Ul

get_Token() Return the re-formatted token data

Operation

Class 1 token extraction a) Re-positions the 2 class bits within the 66 bit Token_Data_Block

without decrypting the low order 64 bits;
b) Validates Token by comparing the CRC and MfrCode;
c) Returns Token for further processing in the application layer

Association

None
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NOTE This token class gets treated the same as the class 0 and class 2 tokens, except that it does not get
decrypted, nor does it have a token identifier for prevention of replay, nor does it get erased if the Token_Carrier is
a magnetic card.

A.8.3.3.1 Class_1_Token_Extraction process

The 2 class bits are extracted and together with the remaining 64 bits re-positioned as the
inverse of the process defined in 4.1 of NRS009-6-9.

Validates Token by calculating the CRC and comparing it to the CRC in Token and by
comparing the MfrCode stored in the meter with that in Token.

Returns the 66-bit token for further processing in the application layer.

A.8.3.3.2 Data Elements for Class_1_Token_Extraction function

The Token_Data_Block format is in accordance with 4.1 of NRS009-6-9.
For detailed definitions of the token types and associated data elemenis,|see A.6.1.

A.8.3.4 Token_Authentication process
Authéntication of a presented token shall be by validation<ef the CRC checksum. This is

impligit in the fact that a successful decryption and a valid CRC indicate that the samg¢ key
was ysed in the POS.

A.8.3.5 Token_Validation process

Validation of a presented token of class 0 and”class 2 tokens shall be by means df the
Tokep_Identifier and by means of the Manufacturer_Code for class 1 tokens.

Any foken identifier received that is alteady stored shall result in the rejection of the {oken
that ¢ontains this identifier.

If a tpken identifier is received ¢hat has a value less than the smallest token identifier sfored
(in ofher words, that was issued by a CDU before the earliest token stored in the ED), thie ED
shall|reject the token containing this identifier.

A.8.3.6 Token_Cancellation process

Candellation of.a~stoken shall be by means of storing the Token_ldentifier in additipn to
erasyre of magnetic tokens.

The {ime-based Token_ldentifier is used to uniquely identify each ED-specific token. The ED
shall|store, in the non-volatile memory, at least the last 50 token identifiers received. |e

If a token identifier is received that has a value greater than the smallest token identifier
stored (in other words, that is a valid token) and there is no available space in the non-volatile
memory to store the received token identifier, the ED shall accept this token, remove the
smallest token identifier (in other words, the oldest token) from the non-volatile memory, and
replace it with the new token identifier.

If the ED accepts a key change, the used token identifier store shall remain unchanged,
unless the rollover control flag specifies that the store be cleared.

It shall not be possible for the identifier table in the meter’s non-volatile memory to contain
entries that indicate a date and time before the existence of the meter, or a date and time
earlier than the repair date of a repaired meter, when it leaves the factory.
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This means that the tables in new and repaired meters shall be filled with identifiers that
indicate a recent date and time. For example: the date and time of manufacture or repair.

It shall be possible to read and process the token (as well as erase it when required) on a
single insertion without further action from the user.

The following tokens shall not be erased:

® a

n expired (or old) "Credit token";

 "Non-Dispenser specific management tokens";

* the "Key change token" which is inserted first.

The |Key change token" which is inserted last, shall be erased upon successful completion of
the key change operation.

The [pre-payment meter shall never accept any credit tokens that are «hcrypted under a
defaylt key.

A pre¢-payment meter in the default state (i.e. with a default key_ in/use) shall accept ajl the

relev
enco

ant "Non-Dispenser specific management tokens" as well *as "Key change to
Hed under the default key.

The pre-payment meter shall still accept tokens when in,the’power limiting or tampered s

A.8.4

For t

A.8.4

The
funct

A.8.4

The

Whe
initia
is no
of inff

In th

ens

ate.

Application Layer token processes
ne detailed definitions of the tokens for classes 0,1,2 and 3, see A.6.1.
A Class 0: transfer_Credit token
credit amount in the token shall*be added to the available credit in the accounting
on.
.2 Class 1: initiate-Meter_Test/Display token

elevant test shall bé.executed or the relevant information shall be displayed.

ed in the order in which they are defined in A.6.1.2. An optional test may be omitte

ormation.

b case where the Sub_Class value is in the range 11 to 15, the relevant test or di

h more than oneJoutput is required, for example for test number 0, the outputs shall be

d if it

implemented. A single test, for example test number 3, may provide more than on¢g field

splay

funct
mete

o strattbeexecutedaccordingto the mmanufacturer s—specification, butthepre-pa
r shall verify the MfrCode before such a token is accepted.

ment

The pre-payment meter may optionally be set into a test mode and allow the user to select
individual tests manually.

A.8.4.3 Class 2: set_Maximum_Power_Limit token

The current value of the maximum power limit allowed by the customer’s load circuit shall be

repla

ced with the new value and the new value shall become the current value.

A.8.44 Class 2: clear_Credit token

The available credit in the accounting function shall be set to zero.
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A.8.4.5 Class 2: set_Tariff_Rate token

The current tariff rate shall be replaced with the new tariff rate and the new tariff rate shall
become the current tariff rate.

A.8.4.6 Class 2: set_1st_Section_ED_Key token

The current meter key shall be replaced with the new meter key and the new meter key shall
become the current meter key.

This action is subject to the successful receipt of both the set 1st Section_ED_Key and
set_2nd_Section_ED_Key tokens.

The pre-payment meter shall have only one active key at any stage of its operatiom"‘Bual(keys
shalllnot be used.

It shall be possible to enter the two key change tokens in any order to afféct-a successfyl key
chanpe.

It shall be possible to enter at least two other invalid tokens in_‘any order along with key
chanpe tokens and still perform a successful key change.

It shall be possible to enter the same key change token more than once, if the key has not
been|changed already, and still perform a successful key, change.

A time-out function shall be used to cancel a partially.completed key change procedure after a
durafion of between 30 s and 10 min.

A.8.4.7 Class 2: set_2nd_Section_EDxKey token

See A.8.4.6 above.

A.8.4.8 Class 2: clear_Tamper- Condition token

The status indicator that indicates a tamper condition shall be reset to indicate a non-tamper
condjtion.

A.8.4.9 Class 2;-set_Maximum_Phase_Power_Unbalance_Limit token

The maximum phase power unbalance limit shall be set to the new value and the new Yyalue
shall|become-ttie current value.

A.8.4.10" JClass 2: set_Water_Meter_Factor token

Where a meter supporis pre-payment water funciions, the current factor shall be replaced by
the new factor and the new factor shall become the current factor.

A.8.4.11 Class 2: Reserved for future STS use token

These token types shall be rejected.

A.8.4.12 Class 2: Reserved for Proprietary use token

The actions performed in the meter shall be in accordance with the manufacturer’'s
specifications.
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