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INTERNATIONAL ELECTROTECHNICAL COMMISSION

COMMUNICATION NETWORKS AND
SYSTEMS FOR POWER UTILITY AUTOMATION -

Part 90-4: Network engineering guidelines

FOREWORD
1) Tlhe International Electrotechnical Commission (IEC) is a worldwide organization for s
dll national electrotechnical committees (IEC National Committees). The obj
international co-operation on all questions concerning standardization in the electfi
this end and in addition to other activities, IEC publishes International Stangd
Tlechnical Reports, Publicly Available Specifications (PAS) and Guides
Hublication(s)”). Their preparation is entrusted to technical committees; apy
im the subject dealt with may participate in this preparatory work.
dovernmental organizations liaising with the IEC also participate in ki
With the International Organization for Standardization (ISO) in &dccorda
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IEC 61850-90-4, which is a technical report, has been prepared by IEC technical committee

57:

The

Power systems management and associated information exchange.

text of this technical report is based on the following documents:
Enquiry draft Report on voting
57/1238/DTR 57/1330/RVC

Full information on the voting for the approval of this technical report can be found in the
report on voting indicated in the above table.
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This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

A list of all parts in the IEC 61850 series, published under the general titte Communication
networks and systems for power utility automation, can be found on the IEC website.

The committee has decided that the contents of this publication will remain unchanged until
the stability date indicated on the IEC web site under "http://webstore.iec.ch" in the data
related to the specific publication. At this date, the publication will be

* reconfirmed,

e withdrawr,
* freplaced by a revised edition, or
* amended.

A bilingual version of this publication may be issued at a later date.

IMPORTANT - The 'colour inside’' logo on the cover i i tes
that it contains colours which are considered t pct
understanding of its contents. Users should ther i his)document using a
colour printer.

N\
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The growing success of the IEC 61850 series calls for guidelines for engineering Ethernet
networks. The IEC 61850 series specifies the basic requirements for the networks but not how
to achieve them. Instead, the IEC 61850 series of standards focuses on data modelling and
the interchange of that data, leaving out physical interconnection details that are nevertheless

needed for full interoperability.

This Technical Report provides definitions, guidelines and specifications for the network

engineering of IEC 61850-based substation automation.

Thig Technical Report addresses issues such as Ethernet technology baY,
redyndancy, traffic latency and quality of service, traffic management by multicast and VUAN,
network-based clock synchronization and testing of the network. It doe ork-

basgd security.

The| Technical Report is based on existing standards for s
sysfem configuration language and architecture. It is bage
WG| 10 (Power system |IED communication and associ
WG| 15 (Data and communications security), on

networks — |Installation of communication netwoyks in

(Industrial communication networks — High-availab /ty automation networks) and IEC 61
(P%CISIon clock synchronization protocol for ne

on the work of the IEEE 802.1 Working Group

the | IEEE Power System Relaying Cb
companies.

ols,
) 57
l 57
dtion
439
588
ent and control systems),
igrial Users Group 9-2LE jand
on contributions by diffefent

The| contents of this Techaical Report spordinated with the Working Grdups

producing IEC 62439, IEQ

9,
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1

COMMUNICATION NETWORKS AND
SYSTEMS FOR POWER UTILITY AUTOMATION -

Part 90-4: Network engineering guidelines

Scope

Thi

part of IEC 61850, which is a Technical Report, is intended for an audience familiapwith

network communication and/or IEC 61850-based systems and particylarlyfor substqtion
profection and control equipment vendors, network equipment tem
intepgrators.

Thig Technical Report focuses on engineering a local area net bnts
of IEC 61850-based substation automation. It outlines the adva s of
diffgrent approaches to network topology, redundancy, clqock ™ the
network designer can make educated decisions. In additian, ible
impfovements to both substation automation and net

Thig Technical Report addresses the most criti¢a tion
relafed to tripping over the network: i the
mulicast data transfer of large volume ). It
alsd considers the high precision clock port
of data across the network under failurg pt.

Thig Technical Report is fiot™a tu ces
and| summarizes standard ons

disd
autd
not

uss the Ethernet

mation. Therefo
considered @

tion
ere

Thig Technical Repw®

Thig Techni€a ¢ or
substatio gmmunication. Inter-substation communication involves WAN
technolagies ot hah Ethernet, but when it uses Ethernet on layer 2, parts of this report|can
be applied: i ubstation communication which uses exclusively the routable Internet
Profocol, guidelines are in discussion within |[EC TC 57, especially in
docuiments (TEC/TR 64850-90-1, IEC 61850-90-21, and IEC/TR 61850-90-5, which willl be

ressed-in the WAN engineering guidelines, IEC 61850-90-122.

Thid

of the actual application configuration, which is the base for a dependable system.

1 Under consideration.

2 Under consideration.

Technical Report does not dispense the responsible system integrator from an analysis
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2 Normative references

The following documents, in whole or in part, are normatively referenced in this document and
are indispensable for its application. For dated references, only the edition cited applies. For
undated references, the Ilatest edition of the referenced document (including any
amendments) applies.

IEC 60050 (all parts), International Electrotechnical Vocabulary (<available at:
http://www.electropedia.org/>)

IEC|60834-1, Teleprotection equipment of power systems — Performance and testing — Payt 1:
Command systems

IEC|60870-2-2, Telecontrol equipment and systems - Part 2:
Section 2: Environmental conditions (climatic, mechanical and othe

Uy
|

es)

IEC|61000-4-4, Electromagnetic compatibility (EMC) — Part 4
techniques — Electrical fast transient/burst immunity test

hent

IEC
tecH

hent

IEC
Imn

IEC|61508-4, Functional safety of e/etrica/ielec 0 Qgrammable electronic safety-related

IEC|61588:2009, Precfsion K S) ization |protocol for networked measurement |and
control systems

IEC|[61754-2, Fi@p j s — Part 2: Type BFOC/2,5 connector family

IEC|61754 ( ) [ gcting devices and passive components — Fibre qptic
conhector intextace ) N e’L C connector family

IEC 0>3 b d electrical power drive systems — Part 3: EMC requirements
and|specifi

IEC|61850-3,Corm
General requirements

ication networks and systems for power utility automation — Paft 3:

IEC|61850-4, Communication networks and systems for power utility automation — Payt 4:
System and project management

IEC 61850-5:2013, Communication networks and systems for power utility automation —
Part 5: Communication requirements for functions and device models

IEC 61850-6:2009, Communication networks and systems for power utility automation —
Part 6: Configuration description language for communication in electrical substations related
to IEDs

IEC 61850-7-1:2011, Communication networks and systems for power utility automation —
Part 7-1: Basic communication structure — Principles and models
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IEC 61850-7-2:2010, Communication networks and systems for power utility automation —
Part 7-2: Basic information and communication structure — Abstract communication service
interface (ACSI)

IEC 61850-7-3, Communication networks and systems for power utility automation — Part 7-3:
Basic communication structure — Common data classes

IEC 61850-7-4:2010, Communication networks and systems for power utility automation —
Part 7-4: Basic communication structure — Compatible logical node classes and data object
classes

automatigqn -
(1SO)9506-1

IEC|61850-8-1:2011, Communication networks and systems for power
Part 8-1: Specific communication service mapping (SCSM) — Mappings t
and|/ISO 9506-2) and to ISO/IEC 8802-3

IEC|61850-9-2:2011, Communication networks and systems for pQ patign —
Part 9-2: Specific communication service mapping (SCS!
ISOYIEC 8802-3

IEC|ITR 61850-90-1, Communication networks and sy L : n —
Part 90-1: Use of IEC 61850 for the communication betw, 3

IECITR 61850-90-5, Communication
Part 90-5: Use of I|IEC 61850 to
IEEE C37.118

n_
to

IEC|61869-9: 3, Instrument
transformers

transfq Digital interface for instrument

IEC S ht and associated information exchange —
Dat

IEC ‘ S ement and associated information exchange — Data
and l :

IEC munication networks — High availability automation networks
-P alculation methods

Amendmeé

IEC : ustrial communication networks — High availability automation networks
- P dundancy Protocol (PRP) and High availability Seamless Redundgncy
(HSR)

Q 46 a) ng L om Ta

IECL81346(3 s)Industrial systems, NIE
— Structuring principles and reference designations

ISO/IEC 8326:1996, Information processing system — Open Systems Interconnection —
Session service definition

ISO/IEC 8649, Information technology — Open Systems Interconnection — Service definition
for the Association Control Service Element4

3 To be published.
4 withdrawn.
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ISO/IEC 8802-2, Information technology — Telecommunications and information exchange
between systems — Local and metropolitan area networks — Specific requirements — Part 2:
Logical link control

ISO/IEC 8824-1, Information technology — Abstract Syntax Notation One (ASN.1):
Specification of basic notation

ISO 9506-1:2003, Industrial automation systems — Manufacturing Message Specification —
Part 1: Service definition

ISO[ 9506-2:2003, Industrial automation systems — Manufacturing Message Specificatidn —
Part 2: Protocol specification

IEEE 802.1AB-2005, |EEE standard for Local and metropolitan area 4 and

Media Access Control Connectivity Discovery

IEEE 802.1D-2004, |EEE standard for Local and metropolit§
spegifications — Media Access Control (MAC) Bridges

mon

IEEE
Control (MAC) Bridges and Virtual Bridge Local Are

I
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IEE
IEE

1344, |EEE Standard for
C37.118)

Systems (replaced | by

IEEE 1613-20009,

IEEE Standayd ¢ lal and Testing Requirements | for
Con

IEE s

IEE

IEE ol in

Pow

RF(
Spe

Internet Program, Transmission Control Protocol, Protpcol

RFQ 1006:-1987, Network Working Group, ISO Transport Service on top of the TCP Versign:3

RFC_1305: 1992 Netwaork Wnrking (-‘.rmlp Network Time Protocaol ‘/\/prqinn 3)

RFC 2328: 1998, The Internet Society, OSPF Version 2
RFC 2661: 1999, The Internet Society, Layer Two Tunneling Protocol "L2TP"

RFC 3416: 2002, The Internet Society, Version 2 of the Protocol Operations for the Simple
Network Management Protocol (SNMP)

RFC 4330: 2006, The Internet Society, Simple Network Time Protocol (SNTP) Version 4 for
IPv4, IPv6 and OSI

RFC 4836: 2007, IETF Trust, Definitions of Managed Objects for IEEE 802.3 Medium
Attachment Units (MAUS)
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TIA/EIA 568A, Commercial building telecommunications cabling standard set (contains: TIA-
568-C.0, TIA-568-C.1, TIA-568-C.2, TIA-568-C.3 AND TIA-568-C.4 — with addendums and
erratas)

3

3.1

Terms, definitions, abbreviations and conventions

Terms and definitions

For the purposes of this document, the terms and definitions given in IEC 60050-191:1990, as

wel

311
bridge

net

model, according to the principles of IEEE 802.1D Clause 7

Note| 1 to entry: A bridge is often referred to as a “layer 2 switch”. In this dGcument,
logiclused to forward a frame from one port to another at layer 2, while “switciX
funcfionalities.

3.1.2
bropdcast domain

set

Notel 1 to entry: The broadcast domain is the entireNa

3.1.38
broadcast storm
condition on a network where there i
resqgurces and renders thé

3.1.4
bus|
coni

Note| 1 to entrys

3.1.6
doubly’attached node

| as the following, apply.

work device that connects network segments at the data link laye

bf all network nodes that receive a layer 2 fr

OSI

b the

itfjonal

nes

munication Ix S i broadcast, either physically (e.g. radio, multi-grop
cable) or logically
conpections

oint

node that has two ports for the purpose of redundant operation

[SOURCE: IEC 62439-1:2010, 3.1.11]

31.7
layer 2
data link layer of the OSI model

Note 1 to entry: At layer 2, data packets are encoded and decoded into bits. Layer 2 is divided into sub layers:
Media Access Control (MAC) and Logical Link Control (LLC). The MAC sub layer controls how a network node
gains access to the media and the LLC sub layer handles flow control and error checking. Ethernet is a layer 2
technology.

[SOURCE: ISO/IEC 7498-1:1994]


http://en.wikipedia.org/wiki/Network_segment
http://en.wikipedia.org/wiki/Data_link_layer
http://en.wikipedia.org/wiki/OSI_model
http://en.wikipedia.org/wiki/OSI_model
http://en.wikipedia.org/wiki/Network_switch
https://iecnorm.com/api/?name=25f6407bce556c6f2c125a817e280d66
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3.1.8
layer 3
network layer of the OSI model

Note 1 to entry: At layer 3, data packets are routed depending on their IP address over any layer 2 technology,
e.g. Ethernet or wireless. The use of broadcast domains is limited at layer 3.

[SOURCE: ISO/IEC 7498-1:1994]

3.1.9

logical topology

actyal path through which data pass through the network from one node to another node
Note|1 to entry: “Logical topology” is in contrast to “physical topology”, which is the possible’ phy
paths.

3.1.10

managed switch

bridge that includes the basic bridge functionality as defined i 802} )

a variety of configurable features such as: a user interface , redundg

profocols, and VLAN support among others

Note
com

3.1.
mer

1)

mer
2)

Note
stan

3.1.

nunication.

11
ging unit

to correlate these sam

four currents) in a
[UCA 61850-9-2LE]

'ng

ging unit
physical device (IED. i 850-2) in which logical device merging
is implemented [IE ‘

1toentry: AS
lardized analog va

12

mul

set pf all

3.1.13

icast dq

node
network'entity connected to one or more links

sical

blus
ncy

er-2

and
pDles

unit

uses

ied.

[SO

URCE: IEC 62439-1:2010, 3.1.35]

3.1.14
PHY
physical layer device that interfaces to the media independent interface

Note

1 to entry: PHYs are usually integrated circuits that encode and decode the bit stream of data for
transmission and reception on the physical media and can do additional functions such as line supervision and
time-stamping.
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3.1.15
process interface

physical device that interfaces to the primary technology and that is attached to the process

bus

Note 1 to entry: A Pl-Analog (PIA) is a measuring device generating synchronized samples for current or voltage.

Note 2 to entry: A PI-Binary (PIB) is an Input/Output device for binary values that can issue control signals to the

primary technology such as trip signals or tap changer.

Note 3 to entry: See also: merging unit, 3.1.11.

Note|4 to entry: A PIA is not a SAMU according to IEC 61869-9 since it accepts also non-standard inputs.

3.1.16
physical topology
set pf all possible paths between nodes

Notel 1 to entry: “Physical topology” is in contrast to “logical topology”, whic

3.1.17
progcess bus
communication network which connects IEDs at prima

Note
can ¢arry other traffic, such as IEC 61850-8-1 (M

3.1.18
Qu3adBox
fourrport layer-2 bridge between two HS

3.1.19
RedBox
laygr 2 bridge betwee

and|singly attacr@o

Note| 1 to entry: RedBo

3.1.
rou
laye

[SO

3.1.
singly attached node
node that’has only one port to a LAN

but it

LAN

[SOURCE: IEC 62439-1:2010, 3.1.55]

3.1.22
spanning tree protocols

family of protocols executed by the bridges which auto-configure a meshed network topology
into a tree topology at initialization and upon changes, including RSTP (rapid spanning tree

protocol, VLAN unaware) and MSTP (multiple spanning tree protocol, VLAN aware)
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3.1.23
station bus
communication network which connects IEDs at bay level and IEDs at station level

Note 1 to entry: Originally, the station bus was specified as the carrier of the IEC 61850-8-1 traffic (MMS and
GOOSE), but it can carry IEC 61850-9-2 (SV) and other traffic as well.

3.1.24

store-and-forward
basic operation of a bridge, in which frames on ingress are completely stored before
forwarding to the appropriate egress port(s)

Note

3.1.
swi
inte
con

Note|
func

3.1.
swi
eled

3.1.

unmanaged switch

brid

Note
inter
layer

3.2

1 to entry: “Store-and-forward” is in contrast to “cut-through”.

5

tch

rconnection device between network parts, e.g. a simple

hecting device (bridge) or a layer 3 connecting device (router

1 to entry: This document uses “switch” for a complex device
ionality. Electrical switches are designated as "switchgear", “circuit breake
P6

fchgear

trical, high power switching device,

p7

ge that only has the basic IEEE 80.1D@|
1 to entry: An unmanag i pically aonfigurability, has no SNMP support, has no

ace and is not capable
2 functions.

Abbrevia@

user
hced

AIS

APH

ASN.

AVH

BC

BCUY Bay Control Unit

BMCA Best Master Clock Algorithm
BP Busbar protection

BPDU Bridge Protocol Data Unit
BPU Bay Protection Unit

CPU Central Processing Unit

CT Current Transformer (for measurement)
DAN Doubly Attached Node

DANH Doubly Attached Node using HSR
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DANP
DANR
DHCP
DNS
DMC
ECT

Doubly Attached Node using PRP
Doubly Attached Node using RSTP
Dynamic Host Configuration Protocol
Domain Name Server

Designated Master Clock

Electronic Current Transformer

EH
EIT

EMI
EV]
FER|
FMEA
FTH
GIS

GN§S
GMEL
GMRP
Golp
GVRP
HC
HSR
IANA

ICD

Extra High Voltage

Electronic Instrument Transformer
Electro-Magnetic Compatibility
Electro-Magnetic Interference
Electronic Voltage Transformer

Far End Fault Indication

Failure Mode and Effect Analysis
File Transfer Protocol

Gas Isolated Switchgear (i
AIS)

\d' or sompact substation, as oppose

Global Navigati sfises GPS, GLONASS, Galileo)

Assigned Numbers Authority, that manages the IP addreg

IED Capability Description, file that describes the objects in an IED

d to

Ses

IED
IRIG-B
ICMP
IP
LAN
LLDP
MAC
MC

tntettigent-Etectronic-Device

Inter-Range Instrumentation Group time code B
Internet Control Message Protocol

Internet Protocol

Local Area Network

Link Layer Discovery Protocol

Media Access Control

Multicast
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MC Master Clock

MIB Management Information Base (used by SNMP)
MMRP Multiple MAC Registration Protocol
MSTP Multiple Spanning Tree Protocol
MTBR Mean Time Between Repairs

MTTR Mean Time To Repair or Mean Time To Recovery
MTTF Mean Time To Fail

MU Merging Unit (Logical Device), merging unit (physical devi
MVRP Multiple VLAN Registration Protocol
NAT Network Address Translation

NTH Network Time Protocol, NTPv4

oC Ordinary Clock

OAM Operation, Administration, Maintenan
(OR] Open System Interconpéction

PCRH Priority Code Point carried\in the ta
PFO

Pl

PIA

PIB

PICB

PIO

PMC

PPCP

PP{

PRRP

PTH PrecisionTHmeProtocobvrersion2
PVID Port VLAN identifier

PVMS Port VLAN member set

QB QuadBox

RB RedBox

RSTP Rapid Spanning Tree Protocol

SAN Singly Attached Node

SAMU Stand-Alone Merging Unit
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SCADA Supervisory Control And Data Acquisition

SCD Substation Configuration Description

SCL Substation Configuration Language

SLD Single Line Diagram

SNMP Simple Network Management Protocol

SNTP Simple Network Time Protocol

STH Spanning Tree Protocol

SSH Secure SHell

SV Sampled (measurement) values

TC transparent clock

TCH Transmission Control Protocol

TLV Type-Length-Value, the ASN.1 stru MMS and PTP
messages

UDP User Datagram Protocol

VID VLAN identifier

VLAN Virtual Local Area Netwgrk

VT Voltage Trans
WAN Wide Ar,
3.3| Conventio

3.3.1 Netwo
The| symbols sha vide
diagrammatic ced

network nodg A jllustration of fairly complex concepts in a single, uncluttg¢red
diagram.
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edge ports
IED generic IED trunk port bridge with RSTP
d rt
IED setof IEDs edge ports ‘ . .
T—H protection IED with 2 explicit
P redundant ports (DAN)
=] protection IED
B protection IED with 2 PRP ports
P, protection (1=main1) (2=main2) P (DANP)
sentreHED
i g measurement IED with 2 HSR ports
M (DANH)
il measurement [ED
‘ Dxl:' control IED
Bl process interface (PIA, PIB, P1O) A (DANR)
T TTH
=>C
Ej computer / SCADA ol
network clock
Ca (NTP, GMC, MC, OC, HC)
+< bridge with
C@ transparent clock (
100BASE-TX (100 Mbit/s copper)
100BASE-FX (100 Mbit/s fibre)
® 1000BASE-LX (1 Gbit/s multimode fibre)

© 1000BASE-LX (1 Gbit/s single mode fibre)

Figure 2 — Port symbols

3.33 Bridges symbols

The bridges can be drawn as beams to simplify the drawings, as shown in Figure 3.
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TILITT L

L

switch

-
'

_®_
) [

i
N

Figure 3 — Bridge symbol as beam

To gimplify even more crowded drawings, the bridges can be d as\ anline \althqugh
swifched Ethernet is not a bussed technology, as shown in Figure 4\

\}lt 5 ; ‘:’| end nodes

=
ol
-
L

<

4

4.1 i 3 interfaces

IEC gtation, bay, process) and the logical allocation of
fungtions and interf ated here for convenience. Figure 5 depicts these

traffic types and f
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technical services

1 Q)

remote control (NCC)

/

substation
A

®
| |

function Y

function X |?
bay

\

station level

o

TR 61850-90-4 © IEC:2013(E)

/\QSY\

/

substation

bay level

\

Sensors H actors

| process interface

I process I process I

N

The

intef

\

primary HV primary HV
equipment / \ equipment /\O
AN AN

terface definitions

{3 ) | | = TEMOE Conror &
— L automatics
| control |e) protection control |e> protection |W <—|_contro
remote protection {

.

automation systems

a substation. The meaning of

the

IF \;}: 6({50 5 Befinition Comment

1 Protection- data twe }\'gyféstanon The SCADA Gateway / HMI is not involved in
level protection functions

2 Protectio dat ex e“betweenbay level and Tunnelled GOOSE defined in IEC/TR 61850-90-1
remote o) tS| the scope of this part of
IEC 61880)

3 Dé\ \chér{ge hln béx level Relates to station bus

4 CT and™I \ta s data exchange (especially Relates to process bus so are not considered for
samples)detween rlmary equipment and bay level station bus

5 Control-data exchange between primary equipment Relates to process bus so are not considered for
and pay level station bus

6 Control-data exchange between bay and station level | Station bus to SCADA Gateway / HMI

communications

7 Data exchange between substation (level) and a IED and SCADA Gateway / HMI configuration,
remote engineer’s workplace monitoring from external like engineering PC

8 Direct data exchange between the bays especially for | Relates to station bus
fast functions such as interlocking

9 Data exchange within station level SCADA gateway / HMI communications

10 Control-data exchange between substation (devices) SCADA gateway / HMI to control centre
and a remote control centre (outside the scope of this | communications
part of IEC 61850)

11 Control-data exchange between substations, e.g. Substation to substation, see IEC/TR 61850-90-1
binary signals for interlocking or other inter-
substation automatics
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4.2
4.21

IEC 61850 protocol stack

General

— 29 —

Figure 6 shows the basic IEC 61850 protocol stack. It is divided into a hard real time stack
supporting the services of Sampled Values, GOOSE and the Precision Time Protocol, and a

soft

real-time stack supporting

the network time synchronisation SNTP,

the MMS

communication and ancillary services mentioned in IEC 61850-8-1. These protocols rely on
the services of the MAC layer, which may support 802.1Q VLANs and priorities, redundancy
and possibly data security (not shown).

PTP
hard real-time stack

@ @ SNTP
soft real-time s ck

ACSI

Publisher - Subscriber
services

Client - Server
services

A&

SV

GOOSE

IEEE

soll \\64 6

j=

esentatio
822:19

ct}tax/

4-1:2008

sesgion US ssion
/\ REC 330Q ISO!II$;326:1996
\i'S{DTransport
\ RFC 1006 .
transport <\ W\QB/ TCP RFC 793 | ICMP | * ?rr;r;ng
IEEE 802.1D
netyork /\(\
IP ARP
. ) =
link | PT = 88-BA | HPTW P%‘\=&\FTT\ J\'/ PT= 08-00 || PT=08-06 |
>
VLAN | 802.1 /\/\%2.1Q \Qi%% QNT VLAN & priority 802.1Q (optional) || 802.1Q (opt) || B02.2 |
MA | ( \ link %uundancy entity (IEC 62439-3 PRP/ HSR (PT = 89-2F)
physical layer Ethernet B
N
Figure 6 — IEC 61850 protocol stack
4.2.2 50 traffic classes
IEC|61850=8-1 and IEC 61850-9-2 define three kinds of traffic:
e MMS traffic defined in IEC 61850-8-1, which allows an MMS client such as the SCADA|, an

OPC server or a gateway to access “vertically” all IED objects. This traffic flows both on

the station bus and on the process bus, although some process bus IEDs do not support

MMS.

¢ GOOSE traffic defined
“horizontally” between the bays or

in

IEC 61850-8-1,

which allows

IEDs to exchange data
“vertically” between process level and bay level,

especially for the status signals and tripping signals, and often for interlocking. This traffic
flows normally over the station bus and/or the process bus.

o SV traffic defined in IEC 61850-9-2, which carries voltage and current samples. This traffic
flows normally on the process bus but can also flow over the station bus, for instance, for
busbar protection and phasor measurement.
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4.2.3 MMS protocol

The MMS protocol is a client-server (unicast) protocol operating at the network layer (layer 3).
Therefore, it operates with IP addresses and can cross routers. In one operating mode, the
MMS client (generally the SCADA or the gateway) sends a request for a specific data item to
the MMS server of an IED, identified by its IP address. The server returns the requested data

in a response message to the IP address of the client. In another mode, the client can instruct
the server to send a notification spontaneously upon occurrence of an event (see Figure 7).

To ensure that no event is lost, MMS relies on the TCP protocol for error detection and
recovery.

An MMS server can support several clients simultaneously, each cIientis(\(feEru\Mndividuai
(@A
MMS client Hl]— network —%I\EN\{S}@\

&

O Indication

—

processing

PR

Response

y.

Request \<

N
N %

L
g

| «— Reguest

ication

time
asynchronous event

Figure 7 — MMS protocol time/distance chart

424 GOOSE protocol

GOOSE messages are exchanged at layer 2 (link layer), taking advantage of the multicast
functionality provided by Ethernet. The GOOSE communication consists of a fast event-driven
transmission and of a slow cyclic transmission as shown in Figure 8 (time/distance chart) and
Figure 9 (time chart).
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Upon occurrence of a preconfigured event condition, an IED sends immediately a GOOSE
message carrying the values of the variables to be communicated for that event.

Since GOOSE messages are multicast, they are not acknowledged by the destination. To
overcome transient errors, the same GOOSE message is retransmitted several times in a row,
at interval T1, then T2, then T3 (application specific).

To assess the presence of the source, GOOSE messages are retransmitted at low rate TO.

Since GOOSE messages operate on layer 2, they do not leave the LAN and cannot cross
rouflers. They are identified by their source MAC address and an identifier in the message.

GOODSE operates on the publisher/subscriber principle. The new value
former value, as opposed to being queued if the old value could no{b
However, overwriting is not prescribed, so queuing is also used.

network Gb&&é
subscribers

proéessing

replaces| the
d in time.

GOOSE
publisher

TO} maximum retransmission
delay in steady state (no
eventfor a long time). TO

<TP: retransmission delayin processing
stgady state shortened b

event

—

|

T1} shortest retrangmis

— processin
delay P g

—— processing if not yet receiyed
—— processing if not yetreceived
T2 T3: ihe

N 3
reffransmissiondelay
(application-dependent)

——— processing if not yet receiyed

— processing if not yetreceived

TO: maximum retransmission TO
delay, return to steady state

| processing

Figure 8 — GOOSE protocol time/distance chart

Figure 9 explains the same GOOSE protocol with a time chart.
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TO (T0) Tl T2 T3 TO To
Figure 9 — GOOSE protocol time chart
4.2.5 SV protocol
The| Sampled Values protocol (specified in IEC 61850-9-2) is mainly used to trangmit
anajogue values (current and voltage) from the sensors to the IEDs.
The| SV protocol, like GOOSE, uses layer 2 multicast, messages areg IAC
addresses (and possibly VLAN ID) and an identifier (in the messag
NOTE |IEC 61850-9-2 also foresees a unicast SV transmission, but it is seld@m us
Likg for GOOSE, there is no retransmission protocol: a lo hext
sucgessful one.
The| SV messages, unlike GOOSE, are transmj ncy.
UCA 61859-9-2LE prescribes a period ¢ \ na
60 Kz grid.
With a typical size of 160 octets, an SY message ‘e the
bangdwidth at 4 800 SV messages per sgcend ] e a
ma)imum size FTP messa s at Mbitis (60 % of the bandwidth at 4 800| SV
megsages per second), th mber o ached SV senders on a bus to aroun(d 6.
Thefefore, SV messag
To pvoid spurio@m i \ 3 on the same bus should operate at the same
peripod and prefer \ iision multiplex scheme as shown in Figure 10.
—(12 ps|«—
svi || sve |[\svad[shal/, svi|[sva || sva|[sva] // svil |
N NGO R A N ]|
NN Y ~ e time
perm sporadic phase periodic phase sporadic phase
208 us >l 208 us »
period period
Figure 10 — Example of SV traffic (4 800 Hz)

4.3 Station bus and process bus

The two main interfaces are the station bus and the process bus (see Figure 11). IEC 61850-5
s the terms “station bus” and “process bus" with no precise definition. Common

use
und

erstanding is:

The station bus interconnects the whole substation and provides connectivity between
central management and the individual bays. It also connects the protection and control
devices within a bay, the different bays among themselves, and the bays with the SCADA

5 Figures in square brackets refer to the Bibliography.
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or Grid Control gateway. The station bus connects up to hundreds of IEDs.

In large

networks, the station bus is segmented, but all segments come together at the station
level. Several physically distinct station busses are often used, e.g. one per voltage level,
with or without horizontal connection.
The station bus typically carries GOOSE (layer2 multicast) traffic and TCP/UDP (unicast)
traffic (MMS, SNTP, SNMP, FTP, etc.), as well as non-IEC 61850 traffic such as video

surveillance.

The station bus typically provides only soft real-time quality of service, i.e. some jitter in

delivery time is acceptable.

e The station bus can also carry SV traffic (layer 2 multicast) e.g. for busbar protection, and

nthiscase it providesthe sameguality of service asa processbus—t could then be
beneficial to separate the station bus into two networks, one dedicated to SV traffie)land
he other to the soft real-time traffic.
e ['he process bus connects the primary measurement and control eguipme nt toxthe IEDs. It
akes different topologies, from a fan of point-to-point links to a S )
he process bus is generally limited to a bay; in particular applice such, _asybusgbar
protection and differential protection, it spans several bays.
[he process bus typically carries SV (multicast), ‘ icasi) and often MMS
unicast) traffic.
he process bus is expected to provide hard real-t quali{y~of service, i.e.|[the
ransmission guarantees a worst case delivery tipfe. ~ ide it Ts not in the sqope
pf the standard.
NOTE The term “bus” is historical and only reminds that gach Xbus” is a@adca 3
Figure 11 shows a typical structure, tmost i quipped with a process bus,
attached to a Process 1/O for analog val Nandoa Process I/O for binary values (PIB
control center
*
v
il)
statfon level =
0
gateway
firewall
L
tal %Q&M GOOSE) 2
s
X =
statjon b | ]
%\’\\/ (9-2 8V)
S
IED o + IED + IED + IED
Lu h:
Q £
z § _m_ IED B _+ IED _+ IED _+ IED
bay tevet iy - — — *n;,' 1 1 — |
. IED _+ IED _+ IED IED
AAA A A A A AA AAA

process level

process bus

%

tits

]

TTT

primary equipment | | | |

bay bay bay bay bay

Figure 11 — Station bus, process bus and traffic example

While it is possible to fit station bus and process bus into one network structure if sufficient
bandwidth is available (e.g. 1 Gbit/s), it is prudent to separate them for various reasons, e.g.
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to reduce the station bus load due to SV traffic or to avoid single points of failure when
coupling tightly process bus and station bus.

5

5.1

Network design checklist

Design principles

The network design has to satisfy the high-level system requirements and the detailed design
requirements. A suitable network design requires understanding all the functional and non-
functional requirements of the system. The network design could be dictated by application
reqliirements such as the mandatory use of GOOSE for the exchange of trip signals bet

IED
prin
cos

5.2

The|

The

5. The interfacing capability of the IEDs constrains the design.
ciples assists in resolving conflicting requirements (e.g. safety could

Engineering flow
engineering process of a substation communication is a

e /aspects

Bpplication requirements;
opology and design constraints;
available products;

Costs.

re exist several engineering flows; one se€d in Figure 12. The highlig

een
ablishing hdesign
ad higher fhan

of:

nted
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Application

requirements &
design criteria,
in particular

Decide on primary technology (AlS, GIS, Hybrid GIS, etc.).
and instrumentation interface (CT, VT,...).
Select functionality (Logical Nodes & functional redundancy)

dependability

Allocate Logical Nodes (Protection & Control Functions) to the Single Line Di
Assign |IEDsto Logical Nodes,
Define data flows: GOOSE and SV exchange, MMS Reports

agram

v

Select|EDs and their locations (inside main building,

close to primary equipment, mounted outdoor or in kiosk or in container
Include other equipment (video-surveillance,...) and Wunication seci

).

ion

v

Selectadditional data communications schemesa
synchronization, SNMP, FTP, vid

bd time

Y

Select networking equipment CI rcbqpe/ctlons
Selectthe network topologyin d|n urﬁa\cy TP PRP, HSR)

Co figure network~device
(IP address and subnet mask muliicast ad
LANS)

sse domains, QoS parameters,

v . A

g\si\raQSé\thWmcatlon subsection

- - Anal er rk to ology can provide performance and
Review network design rellablllty

5.3
5.3

An

1 Summary

A
et up 9 5|mulate network write test plan
(\ luding performance and failure mode tests

< [

is designvalidated ?
C final communication network >

Rigure 12 — Example of engineering flow

Checklis observed

ptwork for IEC 61850 based substations is designed taking into account several criteriz

, of

which the most important are listed here and detailed in 5.3.2 to 5.3.19:

environmental issues;

EMI immunity;

form factor;

physical media;

substation application and network topology;
redundancy;

reliability, availability, maintainability;

logical data flows and traffic patterns;
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latency requirements for different types of traffic;
performance;

network management;

network supervision;

time synchronization and accuracy;

remote connectivity;

cyber security;

° snnlahilitv, tinaradaahilitvyy anAd fiitiira Nr~A~f:

RALLAD ERA S LA AL ALLLS AL LA B LA A A E]
e testing;
e gost.
Thepge points are developed after the definition of the basic networ e
5.3.2 Environmental issues
High levels of pollution, salt, humidity, abrupt tempera impose using
hargdened networking equipment or adequate protectioninc ered locations
Outfoor devices such as process bus interfaces eqUipment require special
enclosures or high grade of protectior This limits the available
device choice or imposes relocation. {he to)dll involved components,| not
only network devices.
Thel environmental conditions valid for\sub jon nt are defined in IEC 61850-3. This
aspect is not further develgped.
5.3.3 EMI immunit
Netyork device - ; e¢d e.g. by inductive load connection, lighthing
striles, electrostatjc dj yman contact, radio frequency interference dug¢ to
pergonnel using pgdable : round potential rise resulting from high current fault
conflitions, etc. 1 g the immunity requirements. This aspect is not further
developed.
5.3.4
The| limitation_of“the\roory/available for installations of networking equipment asks for devjces
with small forfm~actor\or specific mounting options (DIN rail, etc.), thus limiting the equipnment
chojce. When/using~}9” rack mounted equipment, enough room needs to be left at the regr of
rack mounted equipment to ensure adequate air flow. This aspect is not further developed
5.3.5——Physicalmedia

The physical medium is chosen based on the EMI conditions, expected traffic, distances to
travel and cost. The medium is either copper wiring or optical fibre, while the data rate is
either 100 Mbit/s or 1 Gbit/s. Guidance is given in 6.3.

5.3.6 Substation application and network topology

The substation application, in particular the busbar protection, interlocking and inter-tripping,
the presence of a local or of a remote substation control system, the attachment method of
primary equipment, etc. determine the data flows. The application therefore influences the
network choice and topology.
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The topology of the substation, number of voltage levels, attachment method of the primary
equipment (conventional, merging unit or process interface), the electrical equipment
technology (AIS, GIS), the location of the cabinets and control system define the physical
topology of the network. Guidance is given in Clause 7 and in the case studies of Annex A,
Annex B, Annex C and Annex D.

5.3.7 Redundancy

The value of the protected equipment for the operation dictates the level of redundancy to be
observed. A usual requirement is the avoidance of any single point of failure, which implies
the introduction of redundancy.

Guigance is given in 7.2 and 13.1.

5.3j Reliability, availability, maintainability

Redundancy by itself does not ensure a high availability. Operati e ired ong
recgvery times and lack of maintenance. Equipment must ke in implify
maiptenance and reduce the MTTR (Mean Time To Repair

the
sted

Utilities want to estimate how often a substation or a
IED and how often an electrical element ig
(PFD = Probability to Fail on Demand, see IEC 6450

Utilities want to estimate how ofte ails
(MT|TF = Mean Time To Fail) and how often a\tepairits st be sent to replace failed plarts
(MTBR = Mean Time Between Repairs \ exceed the MTTF when redundgncy
is ayailable.

The| contribution of the x 3 ility To” the substation dependability must| be
evaluated on a functio \ i

Requirements a - g’network are defined as the desired MTTF, MTBR
and|MTTR.

Methods such as
Guiflance i

5.3.9

The| logical \data flows depend on the application, and are defined by the SCD file, which
allows defining the steady-state traffic, while typical operations such as busbar transfer ddfine
the pursitraffic patterns. Guidance is given in 10.1.1.

5.3.10 Latency for different types of traffic

The protection and control application defines the latency requirements. This influences the
segmentation of the network and the allowed number of cascaded devices. This is detailed in
Clause 11.

5.3.11 Performance

To prevent or minimize overloads, the devices and network elements must handle the
foreseen traffic. This influences the choice of elements. Unnecessary traffic can be limited by
defining multicast domains or VLANs. Guidance is given in Clause 8.
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5.3.12 Network management

Network management concerns the configuration of the network and allocation of addresses,

whil

e at the same time limiting the traffic through multicast or VLAN domains.

Network management tools set the bridge parameters, in particular multicast and VLAN filters.

5.3.13 Network supervision

Network supervision tools monitor the network to detect the presence or absence of devices,

link

failures or degradation of performance 1t allows creating netwaork maps and monit

ring

the

5.3
The
timeg
5.3.
The
cen

Sele]
nee

mai
mu§

con

recq
sec
inst

Whi
rela
dee

.14 Time synchronization and accuracy

Status of the devices. Guidance is found in Clause 16.

method of clock synchronization depends on the accurac

e encryption messages may be requested outside of the substation, within

med sufficient. An extensive threat assessment is recommended before deploying sec

med

sures, given the added complexity in implementation and management that it costs

tively- \well-sheltered environment of a substation, security through authentication is

tion

imple

t of
not

for
that

ing is

ber
ugh
and
are
, port
and

the

irity

Provisions for security exist in |IEC 61850-8-1, IEC 61850-9-2, IEC/TR 61850-90-5
Annex K of IEC 61588:2009, but most work is at the experimental level. A particular problem
is to conciliate the overhead due to security with the high communication and short delays
required for real-time communication.

and

Details can be found in IEC/TS 62351-6, cyber-security is not further considered in this
document.
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5.3.17 Scalability, upgradeability and future-proof

To upgrade firmware or hardware, add new applications or new bays without significant
modifications of the core infrastructure, the network must provide reserve capacity (e.g. using
1 Gigabit Ethernet links between bridges where 100 Mbit/s would be sufficient) and must be
properly segmented. Selecting equipment with built-in support for upgrades supports future
extensions. This aspect is considered in the topologies of Clause 7.

5.3.18 Testing

Once the network has been designed, its compliance to the requirements needs to be tested,
firstf as a design verification, then during factory acceptance tests and finally at [site
acceptance. Guidance is given in Clause 18.

NOTE Conformance testing is out-of-scope and specified in IEC 61850-10.

5.3.19 Cost

Thel network cost is conditioned by the available budget. Cgst i > divie i an
invgstment cost and a maintenance cost. The economic,Ca in the
materials and engineering costs derived from the comptexi i vork design |and
configuration, as well as the maintenance and reg i . instance, saying
through cheaper copper cabling can be more than (offse he time spent in fault

seeking. This aspect is not further developed.

6 |Ethernet technology for substa

6.1 Ethernet subset for substation au

There exist a large n c is| no
replacement for thempaSubstation uto nation ho ever contemplates only a subset of|the
Eth¢rnet and Internet i €

Therefore, engi

Clalise 6.

aware_ohly of a few options, which are summarizeq in

Singe most of £ an-be ied to any industrial automation network, the application to
IEC|61850 o ntained in notes, which point to the corresponding detdiled
applicatig 8 i

6.2| Topolog

Ethernet issa“switchéd network”, consisting of “nodes” and “switches” connected by poini-to-
point links,»as shown in Figure 13.

Switches operating at fayer 2 (onty with MAC addresses) are named bridges’, so bridge” is
used whenever the layer-2 functionality of a switch is meant.

NOTE Hubs are signal repeaters and even simpler than unmanaged bridges, but they are not in use any more
since, unlike bridges, they cannot prevent collisions.

In Figure 13, the yellow “LAN” cloud considers the part of the network that is not a node, but
includes the bridges. Nodes are attached by edge links, while bridges are connected among
themselves with trunk links that carry a higher traffic than edge links and therefore require
more bandwidth. Meshing introduces redundant trunk links (as any of the trunk links in
Figure 13) and means such as RSTP exist to prevent “loops”, i.e. frames that circulate
indefinitely.
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bridge

trunk Iinkl

trunk link

switched local
area network

edge link

g
N

eng
k&;ﬂ‘ DAN
bridging nodes
Figure 13 — Ethernet Ic dndant links)
Nodes called “bridging nodes” i idg ionality for a limited number of pports

(nogmally two). These devices, i icotar L Attached Nodes in HSR (DANHSs),
conbine the properties of nx idges and vto daisy-chain the devices, as shpwn
in Fjgure 13 (right side).

Swi idgi ES\IR AVE liple ports and replicate the traffic received from
o litias o ’ o filtering applies. They can have additipnal
fungtionalities, s S At

Late i i LUk bridges in series multiplied by their forwarding delay, so
the 3 iS\lim in any network. Some protocols such as RSTP limit the nunmber
of bfi :

Figd

Figure 14 — Switch with copper (RJ45) ports)
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NOTE IEC 61850 does not precisely define the Ethernet technology in order to account for technical progress, but
switched Ethernet is implicit.

6.3 Physical layer
6.3.1 Data rate and medium

A network usually includes links with different speeds. For instance, it makes sense to
connect end nodes to bridges with cheaper 100 Mbit/s links and bridges-to-bridge (trunk links)
with 1 Gbit/s links. The distance that can be covered decreases with increasing data rate
since the product bandwidth x distance is a fundamental limit of each medium (optical fibre or
copper)

NOTE IEC 61850 considers two physical layers (copper and fibre) and two bit rates (100 Mkjt/'s and\1"Ghit/s).

Futufe extensions are possible. Special cases such as substation-to-substation commu |cat|on eqmre different
speelds or even LAN protocols. While copper can be used within cabinets, multimod t oice
where galvanic separation is needed. Specific applications characterized by large djsta ges b h as
subsftation-to-substation differential protection or wind towers separated by seyera i ecial
modéms, radio connections or single mode fibre.

6.3.2 Full-duplex communication and auto-negotiation

Ethernet controllers operate in full-duplex mode, mea end
and|receive over the same link. Some older Etherne Dlex
mode, a source of configuration error to be checked

In flll-duplex, the limitation to 100 m i IE 803 g Si i ays
of hplf-duplex does not apply any more\si isi

Ethernet controllers can detect the bit ra i link
through auto-negotiation. Tkij ionali lIyWpound with the ability to detect correct

polgrity of the cables, bes. Caution is needed, since incofrect

settjngs cause duplex

NOTE 1 Carrier e does
not gpply here.

NOTE 2 icati i - - i , i.e. the peer portq are
confilgured to recognize autq s }

6.3.3

Copgper cabliny. i ffective medium, supported by most PCs, but it can only be ysed
whegn galvanicsgpavat i5 not needed. Indeed, the transformer-coupling offers only a limited

voltage separatioh.

The| recommended link cable is Cat5e, which contains two twisted pairs and allows spanhing
about 100'm.

The preferred connector is RJ45 (of which only 4 pins are used) as shown in Figure 15.
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Onl
recq
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F 1 The RJ45 connector j& popula ly robuyst, can fall out of the receptacle under vibrations
does not withstand a sho i nnectors such as M12 are foreseen for oufdoor
cations, but could not . The practical solution is to fasten the cablds by

hg them through trays nather thaw

direct cabl@ 4 sgover cables) since most bridges are capabl
gnizing the trarismi gceiver pair in the cable, a capability known as Auto-MDI(
r distance les ger cables are more limited by EMC factors than by
e attenuatio Qf cabling should only be used between devices that
anically ere the EM disturbances are low.
re existtwo kjnds of cables: wires (single wire) for fixed installation on the wall side of

ets and &Zables \multi-wire, stranded wire or litz wire) between sockets and mo
pment such as\PZs. Wire is cheaper than litz for building installations, but its use is
mmended since it is not vibration-proof and it cannot be inserted into an RJ45 plug.

NOT

e of
X).

the
are

the
ving
not

E 2."In IEC 61850, copper cabling is recommended within cabinets, e.g. to connect bridges directly with |

EDs,

where disturbances are small and galvanical separation is uncritical.

6.3.4 Optical cabling at 100 Mbit/s (100BASE-FX)

6.3.4.1 Fibre

The 100BASE-FX technology uses a pair of fibres, allowing bridging 2 000 m for multimode
fibres and of 10 000 m for single mode fibres.

The

recommended optical cable is a paired multimode 50 um (50/125) fibres.

The colour of the cables is not prescribed. In redundant installations, it is recommended to
use cables of different colours and darkness for each LAN, for instance orange and light blue
cables. HSR rings have been using yellow cables.
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NOTE 1 Individual optical cables using ST connectors are still widely in use, which calls for labelling individually
the fibres. The move to paired cables and LC connectors relieves from identifying correctly the fibres.

NOTE 2 62,5 um (62,5/125) fibres provide a somehow lower bandwidth x distance performance than 50 um fibres,
so they are interchangeable with 50 um fibres in many, but not all applications. Keeping a homogeneous 50 um
fibre repair stock ensures appropriate fibre replacement.

NOTE 3 Single-mode fibres span 10 km or more, but require that the fibre, sender and receiver be matched. They
are typically used for trunk links between remote areas, when conditions dictate it since they are more costly, less
reliable and transmitter/receiver are special.

Multiple core fibre optic cables can be advantageous for star topologies and for reserving
spares.

6.3.4.2 Connector

The|recommended connector type is LC (IEC 61754-20), as shown in F 6

NOTE 1 ST-bayonet (IEC

connlectors have a spraller f
at the other allow co i

NOTE 2 Apart from ST _& C 9
SC has the same issu 9 9 than

LC gnd therefore is 8 S b t 8 h as
1 Ghit/s.

Figyre 17,
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IR

A5

NOT
remg

6.3.5 i ing 1 Gt 1000BASE-LX)

100 is tP yended medium for the trunk links.
The S ayuse the same fibres as 100BASE-FX.

The| recommended filgre type is 50 um (50/125) multimode (up to 550 m) or mono-mode (ufp to
10 Q00 m)~The two kinds of fibre have different symbols.

6.3.6—Copper—cablingat-1+-Gbitfs
This cabling is not foreseen in IEC 61850-8-1 or in IEC 61850-9-2.

NOTE Copper wiring for 1 Gbit/s is possible with high-quality cables, but is not encouraged due to practical
problems, such as EMC and a link recovery time in the order of 500 ms after a disruption. Also, keeping two cable
types on stock which look similar can cause confusion. Use of optical links is encouraged instead.

6.4 Link layer
6.4.1 Unicast and multicast MAC addresses

Each frame carries a 48-bit source and destination address, the latter either unicast (single
destination), multicast (group of destinations) or broadcast (sent to all nodes on the local area
network). The IEEE allocates the source addresses to the manufacturers and the multicast
addresses bands to the standardization bodies.
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Multicast addresses are recognized because the least significant bit of the first octet is set,
e.g. 01-1B-19-00-00-00 for PTP.

Some multicast addresses are reserved and may not be forwarded by bridges. These
addresses are listed in IEEE 802.1Q-2011 Table 8-1, these addresses are mainly reserved for
peer-to-peer traffic such as RSTP, LLDP or PTP.

A multicast domain is the set of all devices that receive a certain multicast address.

An Ethernet controller decodes the destination address of a received frame and only passes
the [frame to its applicalion if the destination address maiches its own or if the multlfast
address belongs to its table of subscribed addresses. However, not all Ethernet conirollers
implement multicast filtering.

Setning the controller in promiscuous mode (e.g. for traffic monitori it eceive all
traffic, but burdens correspondingly the processor.

NOTE In IEC 61850, as Table 38 shows, the MMS and FTP traffic usg
and the PTP traffic use multicast addresses; few protocols such as ARR

14

SV

6.4.2 Link layer and bridges

All ports of the bridges are assumed to operate ip
The|bridges operate on the basis of the

In principle, a bridge repeats a fram S is
however restricted by sever 3

e |oop prevention (e.g. by

¢ MAC address filter|ng\.i i \id Qe hed
0 a port a ica 5 be
Hisabled;

6.4.3

Bridging~odes ) jing
of the trafficand €

NOTE In IEE61850, the'bridging nodes protocols considered are RSTP and HSR. PRP is not a bridging protqcol.

6.4.4 Loop prevention and RSTP

Switched Ethernet allows more than one path from one source to a destination, creating
redundant paths, intentionally or not. This creates physical loops in the network. Such loops
would cause a ‘broadcast storm’ where broadcast or multicast frames would circulate
endlessly and create copies, consuming all available bandwidth and flooding the network.
This would also apply to unicast frames at initialization time. To prevent this, a protocol
executed by the bridges maintains a logical tree structure (without loops) and ensures that the
best path is used. This protocol also ensures recovery from the failure of a bridge or a link.

RSTP is the most widely used loop breaking protocol.

RSTP is executed by the bridges of the network and not by the end devices.
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RSTP converts an arbitrarily meshed network to a logical tree, by blocking ports that would
introduce loops on the physical level (see Figure 18).

Port role Port state

O  root port (to root bridge) discarding
® designated port (from root bridge) forwarding
O alternate
— edge port

BPDLU j\l_o,\ <Z|
=

trunk link

with root path costs
alternate port ‘
i i designated port ‘
e discardin :
<l|;:| ( 9) (forwarding)  root port trunk link
trupk (root) % (forwarding)

ed

T

port

edge link
To this effect, bridges aré heir
speed. Each bridge a 1eer
megsages to its neig its
ally

neighbours its priqrit
exchanged bet ‘Q i
Initi

with
sam

selves which bridge plays the role of root. The bridge
¢ elected as root. In case two or more bridges have| the
lowest MAC address is elected as the root bridge.

The 3 e\top of the hierarchy (independently of its physical location).

The| path costs sqnsider the number of intermediate bridges to the root, the communicgtion
speed of the-link between the bridges.

Whan @’bridge can reach the root through several of its ports, it chooses the port with|the
cheapest cosis as root port and bloCcKks the other poris, which become -alternate poris . The
port on the other side of the root port becomes the “designated port”. If path costs are equal,
the port number is used to break the tie.

In case a bridge detects that a link to its designated port becomes inactive (no more BPDUs
or physical link failure), the bridge unblocks the alternate port with the lowest costs to the root
and routes the traffic through this one. However, if the root node fails, a bridge without
connection to the root assumes that it is itself the new root and sends BPDUs announcing
zero costs to the root (itself). Since several nodes could react the same way at the same time,
when two nodes pretend to be root, the one with the lower priority and bridge MAC address
demotes the other.

RSTP assumes that the bridges are configurable. Assignment of the root bridge improves
performance and lowers the reconfiguration time in case of failure of a link or switch.
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The use of RSTP as a redundancy protocol is detailed in 6.4.10.2.

NOTE IEC 61850 considers as loop breaking protocols RSTP and HSR (see 6.4.10.4) which is based on a
different principle.

6.4.5 Traffic control in the bridges
Traffic control serves different purposes:

e reducing the traffic that an end device handles, by letting the bridge send only the relevant
part of the traffic to the end device. End devices normally do not filter traffic except if their

r mtrallar io Sl 4 Ao s MAC AN coao:
rafrerwatre—ofrecontronrer1S—apreto—aecoaethevinG auUuTCSSTo,

e feducing traffic on shared (trunk) links and portions of the network;

e pssigning priority to a class of traffic.
6.4.6 Unicast MAC address filtering

To neduce traffic, all bridges filter the unicast traffic towards the egre \ i ct, a
bridge learns the MAC address of the devices accessible ove

When the bridge receives a frame over an ingress po i its MAC address int9 its
“filteri ' ind the MAC destingtion
add . If it is registeref, it
dire

Nod ic not addressed to them after| the
first i and
can

A bfi the
destination.

Address filterin the
whqle traffic. For maip

NOTE 1 In IEC 618%0, 3 ing only reduces the MMS or other IP traffic, since the GOOSH and
SV tfaffic is multi

NOT e e ddress f|lter|ng depends on the technology used by the bridge to learp the

MAC &ssef i S |ng frames. Bridges that “hash” the 48-bit MAC addresses down to a lower number of bits
suffdr fro i 2 jsions, causing some frames to be broadcast rather than unicast. Bridges yising

CAM s) or sorted-lists do not have this problem.
6.4.Y AC address filtering
6.4.[7.1 Principles of multicast filtering

By default, a bridge port forwards all multicast frames.

When multicast traffic is significant, multicast filtering can reduce the processor load of the
end devices by letting through only those multicast addresses the end device is interested in.
End devices normally have no multicast filtering ability, so the edge port on the bridge does
the filtering on their behalf.

To reduce multicast traffic, a port of a managed bridge has a configurable multicast filtering
table, which indicates which multicast addresses may egress from that port.

A multicast filter on a port is always associated with a VLAN, since the same multicast
address could appear on different VLANSs, see 6.4.8. This reminds that a multicast domain is a
subset of a VLAN. Multicast filtering however does not require the use of VLANs in the
network, and can operate with the default VID =1 (management VLAN) throughout the LAN.
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Multicast filtering can also be applied to trunk ports, to limit the traffic to multicast domains.

Therefore, it is important to assign correctly the multicast addresses at the engineering stage.

NOTE The assignment of multicast domains to substation automation regions is described in 12.3.
In [EC 61850-6, the multicast addresses an IED is subscribed to can be deduced from the SCD file and from the
CID.

6.4.7.2 Static multicast management

In static multicast management, the multicast filters of the ports of the bridges are set
explicitty atengmeermg time:

configuration tpols

The| bridges are configured using the manufacturer’s tools (until generi
' web

emgrge). Configuration loading takes place e.g. via a serial line to the
intefface or through the SNMP protocol.

NOTE Clause 19 models bridges as IEC 61850 objects and provides mea g i idge igurgtion.
This|allows to configure the bridges over MMS. For IEDs that support multice ing,~thie configlration cgn be
loadéd through the CID file.

6.4.7.3 Dynamic multicast management

If tHe end devices are configured with the multica j i , {hey
can| claim filtering from the port of nent
profocols via GMRP or MMRP, that bu

While this method allows a be
predicted.

The| use of dynamic taff.
Indeed, to ensu ) lant
is ejer put into opefation the

being reconfigured after a failure or after rebjoot.
e with all multicast filters removed and establish|the

network, especiall
Indeed, such pra

NOTE Dypanic xnulticastthmanagement offers some benefits for a fast replacement of IEDs or bridges, but is more

VLANSs is<axmethod to separate types of traffic that share the medium, for instance:

e Management traffic;

e Substation automation traffic;
e Surveillance camera video traffic;

¢ Industrial automation traffic in mixed plants.

VLANSs just separate traffics, there are not intended to reduce trunk traffic. Usually, trunk links
have a higher bandwidth than edge links, so it is not necessary to segment them.

In principle, a device on VLAN 1 cannot even see that a device on VLAN 2 exists. Devices on
different VLANs influence each other only by the bandwidth they consume because they
nevertheless share the same physical medium. If necessary, communication between VLANs
takes place over a layer 3 router.
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VLANs divide layer-2 broadcast domains (which define how far broadcast, multicast
unicast traffic travels) and serve as a first security barrier, since the access to the VLAN is
entirely governed by the bridges. A device connected inadvertently to the wrong port will not
be able to communicate. However, VLANs provide only a weak data security, since any

mis

configuration in the network is a potential loophole and configuration is not supervised.

The end devices connected to the edge ports are normally VLAN-unaware.

and

To support VLANSs, the IEEE 802.3 frames carry a header, called the VLAN tag according to

IEE

E 802.1Q, which has two functions:

brioritization of traffic;

ogical segregation of traffic.

The| VLAN tag is announced by a specific Ethertype (0x8100), foIIo

calle

Ethernet layer MAC header (layer 2) without 802.1Q tag

A

}J Ethertype

d

@

/A
btination(6)|  source(6) |ET (2)| \LPDY 46,1500 ctets |Fcs|

Fthernet MAC header (layer 2) with 802.1Q tag \_)/
A

ield
cted

deq

Bridges typ

are

reserved:

e VID = 1+is the default management VLAN for VLAN aware bridges. By default, all br

goris, are members in VLAN 1 and are configured to send untagged frames. This ena

LAN - —owara he o o [P NET SP-X S 1 "WV “W-CVLERVVIE 1 “W-URT S TRT= 1 ~P~\ £1 H oinear \

tination (6)|  source(6)” [\\(ﬂﬁfj\zj ‘ LPDU 46..1500 octets IFes|

ues

dge
bles

r—eaonficarneation L] VA
7N awarc UIIUUUO tO—wWOoTrK—oOHt— O thEe—OOXX—WHROHUtTurtRet cCoTmgoratvurt oSty v

=1

throughout the LAN yields the same behaviour as if there were no VLANSs, except that the
bridges supports priority;

e VID =0 is a particular case, since it means that the frame does not belong to any VLAN,
but nevertheless carries a priority. Such frames are called “priority-tagged”;

e VID =4095 is a reserved VLAN, not to be used.

NOT

NOT

E1 InIEC 61850, GOOSE and SV frames are priority-tagged (see 6.4.8.1 and 6.4.8.2).

E 2 The application of these concepts to substation network configuration is described in 12.2.1.

NOTE 3 Double tagging (QinQ) is a special case, in which frames carry two tags, not detailed here, but mentioned

in IE

C/TR 61850-90-1.
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6.4.8.1 Priority and quality of service (QoS)

Giving frames a high priority privileges a certain class of traffic. However, priority alone
cannot ensure end-to-end timely delivery, it can only reduce the average delay that a certain
traffic suffers. It is a necessary, but not sufficient contribution to the Quality of Service.

Priority means that a bridge that receives several frames simultaneously will forward one
frame preferentially, while the others remain queued. To this purpose, bridges use one
sending queue per priority per port. Some bridges have one distinct queue per priority.
Supporting a large number of queues (8 priorities are allowed by IEEE 802.1Q) imposes a
burden on the bridges, so most bridges support only four queues to which the priorities are
magped.

Prio
sep

are
. 1p

If th PCP
and

To the
porf =
(sed

NOT hem
prefe The
prior|

6.4.

6.4.8.2.1

From which VLAN,.a btidge its ingress ports depends on the port settings.
Accprding to IE@) J [ .97 a bridge port implements one of the following
modes:

[ ]

[ ]

[ ]

To $ ffic,
the

The| tagging of untagged and priority tagged frames is based on the Port VLAN ID, called|the
PVIP and’its default priority PPCP.

NOTE 1 Even if the priority configured at a specific bridge port is ‘better’ than the PCP received in a frame, the
bridge still uses the PCP received in the frame and not the port priority PPCP for VLAN encapsulation.

NOTE 2 An ingress port of a VLAN-aware bridge always tags the internal bridge traffic.

NOTE 3 The IEEE 802.1Q method called “Ingress filtering” allows bridge ports with enabled ingress filtering to
discard all frames upon ingress which do not have a VLAN ID that is a member in the PVMS of that port. This
feature is used to offload bridges, e.g. prevent VLAN tagged traffic from being introduced into the bridge when the
bridge has no member port configured for that particular VLAN, as the introduced traffic would be discarded inside
the bridge anyway. This feature has been ignored since most traffic is unacknowledged.

When a VLAN-aware port receives a frame, it considers three cases:

a) The frame is VLAN-tagged with VID = 0. In this case, the port accepts the frame (except if
it implements ingress filtering, which is ignored here, see Note 3). This is the normal
situation on the trunk ports;
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b)

c)

The frame is priority tagged only (with VID = 0). The port ignores its own PPCP
inherits the frame’s priority and inserts its PVID to form the VLAN tag. This is show
Figure 57, where both GOOSE and MMS from SAN A are encapsulated into VLAN 3.

The frame is untagged. The port prefixes the frame by a VLAN tag with its own PVID
priority PPCP; the frame will now transit with a VLAN tag.

and
n in

and

The tagging of untagged and priority tagged frames is based on the Port VLAN ID, called the
PVID and its default priority PPCP.

Table 2 shows an example of a bridge ingress table showing the modes and port properties.

Table 2 — Example of port ingress setting table

VID Ingress PVID PPCP
Port 1 Admit all 1 2/
Port 2 Admit only tagged 3 m
Port 3 Admit only tagged 3 \ 6 \
Port 4 Admit only tagged & \ w
Port 5 Admit only tagged 3 5\

Port 6 Admit only untaggeé! Q 5 >
Port 7 /AR N

Port 8 \1 )\ﬁ

iff the

has

hich
d or

MS.
this

the
ves

buld

6.4.8.2.2

Onge the frame has ente d to all other ports of the bridge if

frame has a broadcast(o address or to one specific port if the frame

a unicast MAC addres registered, as explained in 6.4.5

The| egress from rolled by the port VLAN member set (PVMS), w

defines from whic forward the frames, and if it sends them tagge

untagged.

— An egresg por e only if the VID belongs to the port membership set PV,
Thus, O flgured to be member of a certain VLAN, network traffic in
LAN

— A port ca es either tagged or untagged. If configured to forward tagged,
port sends.th e without a change. If configured to forward untagged, the port remd
the VLAN-tag including the PCP (and recalculates the frame’s FCS)

If VID<and priority has to be preserved throughout the network, forwarding untagged sh

only-be—used-ithe—portis—an-edgepoerttinkedto—anede—that-cannotinterpret VEAN-ta

frames.

Usually, the PVMS is defined as a port / VLAN matrix, as shown in Table 3.

ged
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Table 3 — Example of port egress settings

VLAN | Traffic | Port1 | Port 2 | Port 3 | Port4 | Port5 | Port 6 | Port7 | Port 8
1 Mgmt u,b - - - - - T,D T,D
2 Video u - - - - T.D
3 App u u,b u,b u,b u,b -

U: send untagged

T: send tagged

In th

6.4.

The

nodg

Stafic VLAN configur

-: do not send
D: default (PVID) (\

e example of Table 3,

Port 1 is a member of 3 VLANs, PVMS = {1, is
ts default priority is 4. It could be a management devig access
Video and application traffic.

Ports  2-5 send App traffic untagged. gnt traffic

Video traffic.
Port 6 is for video traffic, its traffic i

Ports 7 and 8 are trunk ports, the

8.3 VLAN configuration

anagement and configuration tool ass

explicitly the pri a orts. For this, the tool evaluates the (redund
paths from a pu ).

Dynfamic VLAN ¢onfi i tration protocols such as GVRP or MVRP avoid
explicit configyration . i since all devices broadcast their VLAN settings (w
havge been previous d, by the tools). Therefore replacement of bridges is simplif
Dynﬁmic ) i that all bridges and nodes support this protocol. Traffic bu
duripg i d resonfiguration are however hard to predict.

Substation automationyshould avoid dynamic VLAN assignment. Rules for VLAN configurg

are

6.4.

given in\12.2.

8.4 VLANs and spanning tree protocols

11
the

nor

gns
ant)

the
hich
ied.
rsts

tion

Bridge vendors implement spanning tree in different manners such as one spanning tree for
all VLANs or one spanning tree for a defined number of VLANs or a spanning tree per VLAN.
Whenever possible, a single spanning tree for all VLANs should be used. A per-VLAN
spanning tree, as for instance standardized as MSTP, is useful in special cases, but one must
be aware that the loss of one bridge can affect several VLANs, since the VLANs share the
same physical hardware.

Substation automation should avoid multiple spanning tree if not mandated by application
requirements.
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6.4.9 Comparison VLAN versus multicast filtering

Filtering by VLAN and by multicast filtering are complementary concepts, at different levels.

Mult

Tabl

icast filtering is applied within the broadcast domain of one VLAN.
e 4 summarizes the pros and cons of VLAN and multicast filtering.

Table 4 — Advantages and drawbacks of VLAN versus multicast filtering

Multicast filtering advantages VLAN usage advantages
No |need for an 802.1Q support in [EDs Applies to all traffic, including unicast.
Works with default switch settings (VID=1, PCP =0). Separation by VLANs ensures evel of securit

o<

Eagy to use and supervise without port mirroring.
Multicast addresses are always used and form the bulk (\
of traffic.
Multicast filtering drawbacks }Q d\qv%{cks
Is Useful only when a large part of the traffic is ifi \

multicast traffic.

devices in

ust send VLAN}

6.4.10 Layer 2 redundancy protocols

6.4.110.1 Overview

To

These redundant elements

prog

to aoid single po

A network stiould be desig rom the start with full redundancy, but in such a way
reddndangy Cs & fof the parts that do not need it. The reverse approach requ
in most <ases \ neering of the network.

Numerous protosols pyovide partial or full network redundancy; the concepts are describe

The|

undancy ha 21
ies duplicating” a

62439-1.

retmaining of Clause 6 gives an overview over the different redundancy protocols, w

ced.
bact

e it
ogy

that
ires

d in

hich

are

themapptiedim Ctause 7

NOTE In IEC 61850-8-1, the redundancy protocols are RSTP, PRP and HSR, in IEC 61850-9-2 these are
and HSR.

6.4.

10.2 RSTP and IEC 62439-1

PRP

Although RSTP is primarily intended for automatic LAN configuration and loop prevention, it
provides redundancy against link and bridge failures. It does however not provide resiliency
against link failures to end devices. Loss of a bridge usually causes the loss of all attached
devices.

Although RSTP does not provide seamless recovery in case of trunk link or bridge failure, it
recovers fast enough for most applications that use the station bus.
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IEC 62439-1:2010 shows how to calculate the worst case recovery time of RSTP in
generalized meshed or tree topologies, knowing the actual topology of the network, the
installation diameter (number of participating devices) can be computed at design time and
the maximum recovery time can be computed.

IEC 62439-1:2010 shows that RSTP can achieve recovery times upon a root bridge failure
that are suitable for the IEC 61850-8-1 traffic in selected topologies, provided that several
parameters, in particular the response delay to BPDUs and the deactivation of RSTP on non-
ring ports be restricted beyond what IEEE 802.1D-2011 requires.

EXAMRLE RSTP spesifies—a—time-out—of 2 s—per—bridge—which—is—imprascticable—for—substation—automation.
However, if all bridges respond to a BPDU in less than 5 ms, as many do today, a ring of such bridges exhihits a
recoyery time below 200 ms for 40 nodes.

6.4.10.3 PRP and IEC 62439-3

PRPR is a layer 2 redundancy protocol that provides seamless operé 3 of [any

link|or bridge. PRP is specified in Clause 4 of IEC 62439-3:201

PRP relies on complete duplication of the LAN (see Figure bllel

and|each individually can use RSTP.

AP jant
LAN. the
uppe
As -gctet
trail

The| the

basge

switched local
area network (tree)
LAN_B

- \/f’ )

Figure 20 — PRP principle

The 6-octet PRP trailer is ignored by SANs and passed on by bridges. To this effect, all
devices in the network must be able to handle oversize frames. Although IEEE 802.3
prescribes a maximum frame size of 1 518 octets, all modern Ethernet controllers and bridges
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are able to handle oversize frames of 1 528 and more octets. But some care is needed here
for legacy devices.

The protocol is thus transparent to the upper layers. PRP can be implemented in software
with two standard Ethernet controllers since a node does not forward frames from port to port.

Since both ports of a DANP use the same MAC address, the two LANs must not be
connected, so PRP devices regularly send supervision frames to detect a wrong
configuration.

Non-PRP nodes with a single port (Singly Attached Nodes, SAN), e.g. off-the-shelf prinfers or
laptpps, can be attached to any LAN and communicate within that LAN with-all other deviges,
but without benefiting from redundancy. Bridges do not need to be PRP-aware.

Non-PRP nodes can be attached to both LANs through one — and oy

NOTE In IEC 61850, PRP is principally applied to the station bus in compl€x substati . A te of
numerous singly-attached nodes, coexistence of duplicated and si k sion
capaility.

6.4.10.4 HSR and IEC 62439-3

HSR is specified in Clause 5 of IEC 62439-3:2(
applies the principle of frame duplicatien of PR
through only one single additional linkK, ¢ast) two ports, the nodes|are
daigy-chained, with each one node con g r nodes, the last node bging
conpected to the first node and closing i ysical ring structure (see Figure 21)

gamless failover. HISR
s, achieving redundgncy

NOTE 1 HSR is not restricted tg-q ri

To achieve seamless redundansy, a node ends the same frame into both d|rect|ons on| the
ring| and the destinatio e both
network ports.

To achieve this, a; for
each direction. W jth ves

to the upper protgcohsta > i rent
to the upper |a

Singe H&

To allow cut-th -ghelf

devices, therefore

ingly attached nodes (SANs) must be attached through a RedBox.

HSR<Can operate without dedicated bridges and thus save hardware.
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doubly attached node with HSR singly attached nodes
source / destinations SAN SAN SAN
DANH — DANH . ﬁ .
. node . node bridge
,C*-frame @ ] -D"*-frame ﬁ ] ﬁ | interiink
RedBox
A-frame .B“-frame
(R | |By R g |t ENRES

4llll 4llll Qllll

el

DANH

node node
DANH DANH
NOTE 2 In IEC 61850, HSR is principally applied to

6.4.10.5

IEC|62439-3:2012 describe
networks and HSR rings )
takg a delegate functipn fonall
respective RedBox. T i
HSR, as shown i Figurs

g tdevces\can alse

destinations

PRP
ces
the

be used to couple HSR to PRP and/or HSR to
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source

destination
PRP nodes

LAN B
LAN A ®
destination
interlink A interlink
DANH
node
RedBox A | edBox B
r N & ﬁ /\ L
RS SH X
| = & I

rif | 2 |
el

node Q \Qx& node node

DANH DANRN DANH DANH
destination SM destination destination
gure — HSR and PRP coupling (multicast)

6.5 Netwo
6.5.1 Internet protocol

Routerstinterconnect LANs at layer 3, using the IP addresses. Routers are borders of layer 2
broadeast/multicast domains, thus blocking the transmission of layer 2 multicast messages.

Routers execute the Internet Protocol and route the messages through the internet. The end
devices only execute a small subset of the Internet Protocol.

The Internet Protocol version 4 (IPv4) has been the backbone of the internet since 1981. It
has an address size of 32 bits. It is being replaced by IPv6 which offers a wider address
space and additional services such as cyber-security.

NOTE Within a substation, IPv4 is sufficient. IPv6 is only considered outside of the substation, see 8.3.
6.5.2 IP public and private addresses

IPv4 addresses have a size of 32 bits. IPv4 distinguishes public (internet) addresses and
private (intranet) addresses. Private addresses are reusable in several places, but are not
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recognized over the internet, while public addresses are unique worldwide and registered with

IANA. IPv4 public addresses are now exhausted, IANA only allocates IPv6 addresses.

Private IP addresses are taken from the block allocated by IANA, as specified in RFC 1918

(Table 5).
Table 5 — IANA private IP address blocks (copied from RFC 1918)
Block Range Block type Device quantity
10.0.0.0 to 10.255.255.255 24-bit block 16 777 214
172.16.0.0 to 172.31.255.255 20-bit block 1114 111
192.168.0.0 to 192.168.255.255 16-bit block ﬁs 53
The| size of the private address block depends on the number of\deyices ‘that e be
conhected:
A block C type is sufficient for most installations, but sin¢ s use a 10.X{X.X
addfess for their intranet, development environments 5es,
althpugh this is not recommended if the productiof p the
adnjinistrative part.
NOTE IEC 61850 specifies the MMS protoedl wkjch<bas e IP
addrgss is selected to match the partition of theNgetwotk, s
6.5.3 Subnet masks
IPv4 subnet masks are u bme
subpet (layer 2 multicast nes are sent directly to the MAC addfess
of that device, or if the which case the frame is sent to the MIAC
address of the router.
A mask is a bit@ \ iter for ingoing and outgoing traffic. Devices can pnly
directly communicad i , addresses) if the bits of the IP address [that
corrnespond to the c sk argzidentical.
Singe the m is™8 MR all devices that need to communicate must be configured ith
the |sam . Devices on different subnets can only communicate over a royter,
whdgse adqres
As an exampte, Table 6 shows that Device X can ping Device Y, but not Device Z.
Table 6 — IP address and mask example
Device IP address IP address IP address
(decimal) (hex) (binary)
Device X
IP address 192.168.1.15 C0.A8.01.0F 11000000 10101000 00000001 00001111
Net mask 255.255.255.224 FF.FF.FF.EO 11111111 11111111 11111111 11100000
Device Y
IP address 192.168.1.16 C0.A8.01.10 11000000 10101000 00000001 00010000
Net mask 255.255.255.224 FF.FF.FF.EO 11111111 11111111 11111111 11100000
Device Z
IP address 192.168.1.128 C0.A8.01.40 11000000 10101000 00000001 01000000
Net mask 255.255.255.224 FF.FF.FF.EO 11111111 11111111 11111111 11100000
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NOTE In a substation, the subnet mask is selected to match the partition of the network, see 8.1.
6.5.4 Network address translation

If a subnet uses private addresses, they can only be accessed from the outside by introducing
between the intranet and the internet a router that performs Network Address Translation
(NAT), i.e. maps the intranet address to a temporary extranet address.

NAT and DHCP were originally introduced to allow reuse of |IPv4 addresses, which are in
short supply, assuming that only few users in a subnet would need to access the internet at
the same time. This limitation does not exist anymore in IPv6.

NAT allows separating the addresses used within the private subnet fro address\vigible
outgide of the substation. For instance, two substations could use exact

fro

How
use
Pro

NOT
7

7.1
The| substation electrical topology is [ tion

application. The primary ¢ tain
network topologies more

Although Ethernet.canlbe €0 rors
in general the t ‘ i ation. For instance, there is ideally one group of
IEDp per bay attache idge._and, one network segment for each voltage level| as

Figy
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Br.connection to a central device.

7.2

Reference topologies and network redundancy

As a framework for network engineering, 7.3 analyses several reference network topologies
for the station bus, the process bus and the connection of station bus with the process
bus(es).

These reference topologies were chosen based on common practice in substation automation
systems ranging from small distribution systems to large multi-voltage level substations. They

are

representative of the various networking issues described in this document.

Countless other topologies can be realized in actual IEC 61850 networks. There is no ‘best’
network topology and no ‘best’ redundancy protocol. They all have strengths and weaknesses

and

the correct choice for a given application depends on many factors.
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Each reference topology depicts the network graphically as well as various characteristics of
the topology including:

e benefits and disadvantages;

ability to withstand points of failure;

application suitability;

protocol dependencies;

relative cost;

° administration issues:

e fedundancy.
Table 7 lists the reference topologies in terms of:

e simplicity of topology (configuration, number of nodes and links
e fraffic control;

e latency;

e fedundancy;

o specificity (peculiarity) of a device or protocol;

e limitations.

NOTE The advantages are stated in relative t e archi ave been successfully used.

Tabje 8 lists the reference topologies de erms of redundancy protocols.
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Table 7 — Summary of reference topologies

Topology Ease of Low latency Availability Low cost
traffic (from simplicity
control and specificity)

station bus as single bridge

stars (7.3.2.3.6)

(7.3.1.1.1) + + - +
station bus as hierarchical star _
(7.3.1.1.2) + + +
station bus as dual star with _
PRP and RSTP (7.3.1.1.3) + + +
N|
station bus as ring of RSTP 0 0 0
bridges (7.3.1.2.1)
station bus as separated N \>
%| bridges for Main 1 and Main 2 0 0 + 0
'2 protection (7.3.1.2.2) < \
o
= XN
+ | station bus as ring of bridging _ 0
nodes (7.3.1.2.3) /(7 *
7\ N
AN\
station bus as ring and subrings 0 0 \) 0 0
with RSTP (7.3.1.3.1)
station bus as parallel rings
(7.3.1.3.2) 0 (\ w + 0
station bus as ring of ring ) 0
(7.3.1.3.3) [\ o~ * *
station bus as ring and\subring \> 0
with HSR (7.84.3.9) + +
process bus as _
merging units + + +
?Yro;ess t@%xs\tar + + _ 0
«| process as single b ge N N _ .
2| (7.3.2.3.5)
[72]
(%]
8| process bus as separated LANs
2| for-Main 1 and Main 2 + + + -
(723.2.3.8)
process bus as dual redundant
+ + + -

process bus as ring of HSR
(7.3.2.3.9)

w, n

+” means that this topology has a relative advantage in target column.
“0” means that this topology has characteristics similar to those of other topologies.

“~” means that this topology has a relative disadvantage in target column.

NOTE 1 Costs reflect capital expenditures, not operational expenditures or maintainability.



https://iecnorm.com/api/?name=25f6407bce556c6f2c125a817e280d66

TR 61850-90-4 © IEC:2013(E)

— 63 -

Table 8 — Reference topologies and redundancy protocols used

Topology Redundancy Remarks
station bus as single bridge none No redundancy.
(7.3.1.1.1)
station bus as hierarchical none No redundancy.
star (7.3.1.1.2)
. . RSTP RSTP not needed in a star topology.
station bus as dual star with - - -
PRP and RSTP (7.3.1.1.3) PRP Devices without PRP interface use PRP RedBoxes for
communication to both LANs.
station bus as ring of bridges RSTP Deterministic reconfiguration according to
(7.3.1.2.1) IEC 62439-1:2010.
station bus as separated RSTP Deterministic reconfiguration accorging
% | bridges for Main 1 and Main 2 IEC 62439-1:2010.
2| protection (7.3.1.2.2) ~
2 ) ) o RSTP Deterministic reconfiguratio rding\te
g station bus as ring of bridging IEC 62439-1:2010.
nodes (7.3.1.2.3
( ) HSR Non HSR devices ne to e\s@nhgct@({ma\%\e&éoxes
station bus as ring and RSTP See IEC 62439-1:2010\for nehé;gk e gmégy{g aspectg
subrings with RSTP and recovery ti
(7.3.1.3.1)
station bus as parallel rings RSTP See IEC §2439-1:2010ar netw k engineering aspectg
(7.3.1.3.2) and rec ery(rl'n?
station bus as ring of rings RSTP See, \QZ}QQ 13 network engineering aspects
(7.3.1.3.3) apd\recovery fimel.
station bus as ring and HSR upling ofrings mUst b8 done with QuadBoxes.
subrings with HSR (7.3.1.3.6)
process bus as connection of NA Novedundangy.
merging units (7.3.2.3.4) (]
process bus as single star, N @edu M.
topology (7.3.2.3.5) N
ﬁ Ej;o?)cezzs; ?US as smgle[‘trl\dg;\}\ NA (\ Wndancy.
[}
3| process bus ag/separ lication }edundancy is provided by duplication of sensors, |IEDS$,
8| LANs for Mai d in 2 re da Ethernet bridges and links.
a| (7.3.2.3.8)

process bus a

redundant star{i(?%;x 6)

aﬁffic M

\Qdund ncy

Redundancy is provided by duplication of sensors, IED$
and links.

process b ring o HSR Non HSR devices need to be connected via RedBoxes
(7.3.2.3. (RSTP bridging nodes do not provide zero failover time).
sRingand> RSTP Can be used on the station bus ring.
See IEC 62439-1:2010 for RSTP engineering and
recovery time.
HSR Can be used on the station bus ring.
(2]}
3| Separated station b{s and RSTP See IEC 62439-1:2010 for network engineering aspectg
@ | progess bus rings (7.3.3.3) and recovery time.
§ HSR Process bus segments may be isolated by QuadBoxes.
& FCompined Staton bus and HSR RINgs must be coupied with QUadBoxXes
2| process bus by coupled HSR (RSTP bridging nodes do not provide zero failover time).
Sl
8 rings (7.3.3.4) PRP PRP can be used to redundantly connect single devices to
2 the HSR network.
é station bus as dual ring and RSTP Only as redundancy protocol in the station bus rings.
% ?;o?::zsg)bus as HSRring HSR Devices without HSR interface need to use HSR
U RedBoxes to communicate to both LANs.
PRP Devices without PRP interface need PRP RedBoxes for

communication to both LANs. Can be used for redundant
station bus rings.
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Reference topologies

ion bus topologies

Station bus star topologies

Station bus as single bridge

The most basic station bus topology is the one-level bridge as shown in Figure 24, which can
be applied only to very simple substations. Even simpler, the bridge could be implemented in
a multiport SCADA device, resulting in a single-level star topology.

|
I oC < ANEAS AN
R\
P P, 0 P,
X D>
N M
cC cC c
P
P, Pz
bay bay bay

The

characteristics

N

iopbus as single bridge

thi mmarized in Table 9.

Table 9 — Station bus as single bridge

Propéity \

\\

Characteristics

\

Sinplicity \ We topology with a single bridge.
The\number of links to the bridge is equal to the number of end nodes.
Traffic contrel Eééy to ensure adequate bandwidth. Except during the initial network discovery, inter-b

Ry
communication is not affected by other inter-bay communication.

Within a subnetwork, end-to-end communication is not affected by other end-to-end
communication.

However, the bridge becomes a botileneck when the number of IEDs Is large because
traffic converges on a particular port.

Latency

Very low latency, because the number of bridge hops is one.

Redundancy

No redundancy. A single fault of a link, a bridge or an end node disrupts communication.

Specificity of a
device/protocol

No special communication equipment.

Limitations The bridge becomes a bottleneck when the number of IEDs is large. The number of ports
per bridge is limited.
7.3.1.1.2 Station bus as hierarchical star

A star network as shown in Figure 25 has no redundant physical paths or loops in the
network; its physical structure is identical to its logical structure.


https://iecnorm.com/api/?name=25f6407bce556c6f2c125a817e280d66

TR 61850-90-4 © IEC:2013(E) - 65 -

The key benefit of a star topology is its simplicity. Simple applications operate with
unmanaged bridges, reducing costs and engineering, and increasing reliability. However,
large networks require means to limit traffic, and need managed bridges.

The disadvantage of a simple star topology is the lack of network path redundancy. Any single
point of failure of a cable, bridge port, or entire bridge interrupts a network path with
subsequent loss of automation functionality. Because of the lack of redundancy, the simple
star is only used when the downtime of the communication system is tolerable, e.g. in
uncritical SCADA applications.

84

[ >= | [== i
"1 J P1 J P1 J
C (o} - (o] -
B2 P2 P2 ]
bay bay bay

The| characteristic;

Station bus as hierarchical star

Property \ \ \ \/ Characteristics

Simplicit

Traffic control E’asy(o ensure adequate bandwidth. Unmanaged bridges are used in small networks.
In large networks, traffic can be reduced by multicast islands.

Latpney Low latency. The number of hops is not affected by the number of end nodes, unlike ring
topologies

Redundancy No path redundancy. A single fault of a link, a bridge or an end node disrupts
communication.

Specificity No special communication equipment.

Limitations Large number of bridges is required because the number of bridges is proportional to the
number of subnetworks.

7.3.1.13 Station bus as duplicated star

When the network requests a very high availability (no single point of failure), each critical
device should be attached to two independent LANs, preferably using the PRP protocol. Each
of these networks must comply with the propagation requirements that would exist if only one
network would be in use. Non-critical devices can be attached to one LAN only. It is also
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possible to attach the main protection to one LAN and the back-up protection to the other LAN
to achieve fail-independence, as shown in Figure 26.

F = H F =
AT TT B T 1
LAN A
5 = == = -
LAN B T——— 1 — I} |
station bus (PRP) < x\
A =<l @

o>c
C P1 P,

bay

The| characteristics of

is topology

B T

bay

n bus as dual star

Property /\& \/\ Characteristics
Sinplicity imple bonfig aWh PRP LAN is configured as a simple LAN).
% ttacked deyices can be attached to different LANs.
Q{pll te\and neh-duplicated segments coexist.
Tr

affic ccﬁkﬂ\x‘ﬁ W and LAN B are independent, the traffic characteristics are not affected by
edundaney.

e ipdividual LANs can be operated with RSTP when redundant paths are used.
Latency Same as for a hierarchical bridge topology. Redundancy marginally speeds-up
communication in the average, since one path is faster than the other.
Re ||nr1:|nr‘\ll RIImp'DQQ failover between nAND; SANs can prn\lidn rnrhlndnnr*y ihrnllgh device
redundancy, as the clocks in Figure 26.
Specificity DANPs or RedBoxes are needed for redundancy.
Limitations Doubles the network infrastructure for full redundancy, requires PRP-equipped devices.
7.3.1.2 Single ring topologies
7.3.1.21 Station bus as ring of RSTP bridges

In a ring, each bridge is connected to two and only two neighbour bridges to form a physical
loop (see Figure 27). Rings offer full redundancy against link failures, but not against edge
port or bridge failure, unless each device is dual ported and connected to two different

bridges.
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A redundancy protocol such as RSTP ensures that frames do not circulate indefinitely.

A topology with a bridge per bay is a common arrangement.

The|

"

bay

\ \> \ Characteristics
b

Property
Sinplicity fMges is proportional to the number of bays.
iped by the number of end nodes and the number of bridges.
ngement.
m the network for maintenance with minimal effect to other bays.
Traffic control I| d flcu to epsure adequate bandwidth. Inter-bay communication is affected by other
inter- commu at|on because the traffic is forwarded over shared links.
@ ber subnetwork has an impact to ensure bandwidth.
Latency %ten Mases with the number of bridges in series, in the worst case the number of hops
ill be N-1 the number of bridges.
unii ings with DANH, the number of hops does not depend on the number of end nodes.
Redlundancy Provides redundancy against trunk link failures in the ring. However, as IEC 62439-1:2010
shows, the availability increase is negligible since the unavailability of the links to the end
devices and of the bridges dominates.
Specificity To reduce latency, bridges with cut-through are required, although this only improves the
average, not the worst-case latency.
Limitations Not flexible when cable routing demands another topology.
7.3.1.2.2 Station bus as separated bridges for Main 1 and Main 2 protection

Demanding applications require redundant protection devices (1 = Main 1 and 2 = Main 2)
that do not present a single point of failure. To ensure fail-independence of the Main 1 and
Main 2 protections, they are attached to different LANs and to different bridges, as shown in

Figure 28.

NOTE Bus 1 and Bus 2 refer to application redundancy with each its network (see Figure 28), LAN A and LAN B

refer to the redundant path within the same PRP network, see Figure 26.
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Such separation reduces considerably common mode failures, but some connection between
Bus 1 and Bus 2 still exist, since both Main 1 and Main 2 devices are controllable from the
same SCADA and receive the same GOOSE messages. Bus 1 and Bus 2 should be treated
like different bays.

Figure 28 assumes that Bus 1 and Bus 2 are connected at layer 2 by different bridges, which
themselves are connected through the station bus, introducing a possible single point of
failure.

This represents a limit case between network redundancy (through the redundant link in the

Pl in Figure 28).

m— G5

cabinet
H e =]
= _J P,

b, || Pl, | Pl P|2)\ P, | Pl

bay, bay

as sepafated Main 1 (Bus 1) and Main 2 (Bus 2) LANs

The| gy are summarized in Table 13.
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Table 13 — Station bus as separated Main 1 and Main 2 protection

Property Characteristics
Simplicity Same as 7.3.1.2, using only two bridges per bay.
Traffic control Similar to 7.3.1.2, but worst-case traffic in the trunk is more difficult to evaluate, since the

bridges carry process bus traffic.

Latency More latency than 7.3.1.2 since the number of bridges in series is doubled.

Re

undancy Same as 7.3.1.2, with the additional advantage that the separation of Bus 1 and Bus 2
provides a high availability of the protection function.

Sp4

N
cificity Same as 7.3.1.2. /\

Lim

itations Same as 7.3.1.2. \/
Needs cautious engineering of the connection between Bus 1 an S
AN

7.3.1.2.3 Station bus as ring of bridging nodes

A ring structure saves wiring and bridges; it i
suited for medium-voltage substation

Brid
nety

Brid
cut-
lond

The|
nod

For
lend
of g
lows

Sind
sho

[

es, the maximu

e each hode Tnirgduces a forwarding delay from port to port, the number of nodes per
Lild be<kept small.

In 1

edium voltage substations., one IED can combine the protection. measurement

well

full

ugh
ling

jing

hum
blay
 or

ring

and

control functions usually found in several devices in high-voltage substations, thus reducing

the

number of devices in the ring.
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RedBox [HSR-RSTP]

The| characteristics of this topology are summarige

DANH - IEDs
PCM PCM PCM PCM
bay bay bay bay

voltage level 1

Figure 29 - Station bus as ring g

Table 14 — Statio us

Property
Simplicity
ANs and RedBoxes (or bridges with RSTP).

Traffic control \ D\mj{:}ﬁto evaluate bandwidth.

Jraffic of DANs and RedBoxes on the ring is shared. Inter-bay communication
nd intra-bay communication are affected by communication of other bays and

nodes. The number of DANs has critical impact to ensure bandwidth.

Latency \/ Latency increases with the number of bridges in series, but this is not critical fpr
a station bus.
Using cut-through reduces average latency but does not improve its worst casp.

Redurdaney Resilient-againstany-sirgletinkrfaiture—and-seme-bridgefailures-
A RedBox is a single point of failure, but a pair of them can be used.

Specificity Requires IEDs with double attachment, hardware support to keep latency low and
possibly a by-pass relay.
In the case of HSR, HSR RedBoxes are necessary to connect SANs.

Limitations Not flexible when cable routing demands another topology.
Splitting of rings is recommended when the number of bays becomes large, e.g.
one ring per voltage level.
When more than one IED per bay is used, the ring bridges would be replaced by
HSR RedBoxes with multiple ports, and the ring would carry HSR traffic.

NOTE Bridging nodes at the station bus, where longer recovery time is tolerated, could use RSTP as well, but
bridging IEDs using RSTP are more complex than those using HSR.
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7.3.1.3 Station bus as multiple ring topology

7.3.1.3.1

Station bus as ring and subrings with RSTP topology

A hierarchy of two rings uses one ring at the station level (primary ring) and a ring for each
voltage level (secondary rings). Figure 30 shows such a topology implemented with RSTP.

Enenli

bay

The| characteristics of this

secondary ring (voltage level 1)

P2

bay bay

Figure 30 — Station bus @g and subrings with RSTP

MimarizegMn Table 15.

bys as ring and subrings

affic corTh‘QI\\'\Ix

Property X Characteristics
Simplicity pl ity,E{)n tfonal layout with one bridge per bay.
es. Jhe number of bridges in secondary ring is the number of bays plus
I 'mumber ridges is the number of bridges of secondary rings plus the numbler
i e primary ring.
is approximately the number of end nodes plus the number of bridges
/\ er of subrings.
Tr ented by the bridges (multicast filters).

riority should be configured to ensure the root bridge is on the upper ring.

asy to ensure adequate bandwidth unless traffic of numerous secondary rings is
forwarded to the primary ring.

Inter-bay communication on each secondary ring is affected by unrelated inter-bay
communication on the same secondary ring.

Lateney Slightly low latency if the number of bridges which construct primary ring or secondary ringlis
small and the traffic is not detoured.
Redundancy One path redundancy on the rings.
It is advantageous to use two bridges per bay to connect main 1 and main 2 independently to
the station bus.
Specificity Cut-through bridges help reducing latency.
Limitations Engineering the connection between the voltage levels is difficult.
Location of bridges is not obvious.
7.3.1.3.2 Station bus as parallel rings

This topology extends the single ring and provides multiple ring redundancy with two external
bridges and integrated IED bridges using optical links, as shown in Figure 31.
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The two main bridges ensure a short propagation delay. If RSTP is used, the main bridges
should be designated as Root Bridge 1 and Root Bridge 2 to lower recovery time from root
bridge failure. The main bridges can be directly connected to lower delays.

In real applications, the subrings are smaller due to installation arrangement restrictions.

The network structure and therefore the ring size are determined by the physical/logical
structure of the application. Rings can be set up suiting the bay structure or the voltage level
of a substation. Some mix the IEDs between the bays, so that at the loss of one ring, parts of
the bay are still visible.

Thel SCADA and the back-up SCADA are also DANs, implementing RSTP subset ther¢of.

T
O
=

=

PCM

;

Figure’31 — Station bus as parallel rings with bridging nodes

The| characteristics of this topology are summarized in Table 16.
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Table 16 — Station bus as parallel rings

Property

Characteristics

Simplicity

Moderately complex topology. The number of bridges is two. The number of links equals the
number of end nodes plus the number of bridges.

Reduces total installed cost by using IEDs with embedded bridge functionality.

Supports several rings.

Traffic control

Difficult to evaluate, since part of the ring traffic is routed between the bridges over the
common high-speed link, creating a dependency between the rings.

Latency

| atency increases with the number of DANSs in 3 ring

Redundancy

One path redundancy with dependence on one backup link.

Spgcificity Needs doubly attached nodes in the ring with a support for at least an RSTP sihset:
To reduce latency, DANs can benefit from cut-through hardware port. (\
Linitations Although the extremity bridges can be connected by high capadcity links, the a@e a
bottleneck.
7.3.1.3.3 Station bus as parallel HSR rings
Figyre 32 shows a station bus structure in which o i erves, each bay. To reduce

the worst-case latency, both ring halves should hav

IEDs.

P PCM PCM
FLIVIE m_ FLIVIE
PCM PCM PCM
PCM PCM PCM
HSR1 HSR2 HSR3

Figure 32 — Station bus as parallel HSR rings

The characteristics of this topology are summarized in Table 17.
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Table 17 — Station bus as parallel HSR rings

Property Characteristics

Simplicity

Moderately complex topology. The number of bridges / redboxes is two. The number of links
equals the number of end nodes plus two for each ring, plus twice the number of end devices
in PRP.

Reduces total installed cost by using IEDs with embedded bridge functionality.

Supports several rings.

Traffic control Difficult to evaluate, since part of the ring traffic is routed between the bridges over the

common high-speed link, creating a dependency between the rings.

Latency Latency increases with the number of DANHSs in a ring, but is kept low by HSR cut-through.
Redundancy Full redundancy within the rings. f\
Specificity Needs DANHs in the ring.

Lim

/\\ aN
itations Although the extremity bridges can be connected by high capacity Nnks, they ‘can beceme a
bottleneck.

R\

7.3.1.34 Station bus as ring of rings

The| Ring-Ring topology in Figure 33 shows a network 3_PHi ngs
conphected to the primary ring. This can also be cong htes
one|of the possible variants of this topology.

Thig topology follows the way a tra i in
eledtrical substations, i.e. bay by bay.

The|l Ring-Ring provides additional ¢ Ring
topglogy is more adaptab an si i it'eall map to physical wiring constraints of
any|application.

The| ncy

Ring-Ring is .2
protiocol to man

Figure 33 — Station bus as hierarchical rings with RSTP bridging nodes
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The characteristics of this topology are summarized in Table 18.

Table 18 — Station bus as ring of rings with RSTP

Property

Characteristics

Simplicity

This topology can map to physical wiring constraints of any application and is suitable for very

large substations.

Complex topology. Some bridges are needed for constructing primary ring and secondary
rings.

The number of links is approximately determined by the number of end nodes plus the number

Or 1INKs Torming the primary ring.

Trahic control

Multicast filtering in the bridges. Evaluation of bandwidth is difficult since-inter-bay
communication is affected by non-related inter-bay communication.

Latency

Latency low if the number of DANs is small.

Redundancy

Tolerates a single failure at least, tolerates some multiple fallué \»\\QO I&{\R{on\ytlv

—_

y.

Spgcificity DANSs with cut-through hardware support are needed to regﬁéeﬁv\l\raég Igte\ncy.
Limitations
There are several vendor- viplementation of a topology ag
shown in Figure 33 with dete ying on them complicates
engineering of heterogeneous
7.3.1.3.5 Station bus 3

The|lRing-Ring topology of F

9,

ppliedto HSR bridging nodes. See Figure 34.
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> =>C
HSR11 HSR21
[
HSR12 HSRA2
< (
HSR13 C\ NONHSR23
N %
N
HSR11 HSR12 SR HSR22 HSR23
Figure 34 — Station bu i s with HSR bridging nodes
The| characteristics of fhi ' in Table 19.
QT as ring of rings with HSR
Property /\\ \j\ Characteristics

Sinplicity i Bry
ng
ber

f links\forming the primary ring.
P
Traffic control MLMt filtering in the bridges. Evaluation of bandwidth is difficult since inter-bay
communication is affected by non-related inter-bay communication.

Latency Latency low if the number of DANHSs is small.

Redundancy Tolerates a single failure at least, tolerates some multiple failures with no loss of connectivity.

Specificity DANHs with cut-through hardware support allow to reduce average latency.

Limitations Availability of special bridges with modular HSR support.

7.3.1.3.6 Station bus as ring and subrings with HSR

Figure 35 shows a three-level ring hierarchy with HSR rings and RedBoxes / QuadBoxes as
coupling elements. The upper level is station-wide, the second voltage level specific, while
the third is confined to a bay.
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primary ring
secondary ring (voltage level 1) secondary ring (voltage level 2)

- L

e ||| B
Cc c
[ ||

bay bay

The| characteristics of this topology aré s

Table 20 — Station as ri ubrings with HSR
Property \ \ Vha& stics
ions”

plicity Topology suitable large s w
Large nJ}b\:E\Quad \
Traffic control W mof th tra ic ang confinement of traffic to a ring.
&m \ idth unless huge amount of traffic is forwarded to secondar
rwring

Si

3

=

Latency Réaht(e low; te if th;number of DANHSs is small.
Redundancy rowdes, redyndangy at all levels.
Itis ahtageous t0 connect main 1 and main 2 to different QuadBoxes
Sp4 cifici@\ A and RedBoxes are needed.
Limitations U\es nMional architecture (one bridge per bay).
Compligated engineering of the connection between the voltage levels.

7.3.2 Process bus and attachment of primary equipment

7.3.21 Process bus peculiarities

The process bus architectures are still under study and a variety of pilot projects exist.
Therefore, 7.3.2 describes a number of possible architectures for the process bus with a
higher level of detail than for the station bus.

The process bus structure can be quite different from the station bus due to the much higher
traffic it has to carry. As 10.2 and Annex A show, a 100 Mbit/s Ethernet segment can only
sustain about 6 devices producing SV traffic at 4 800 kHz transmission rate.

For the special case of busbar protection, the process bus follows the structure of the station
bus: To detect busbar faults, the instantaneous value of the current of all bays is summed and
this sum should normally be zero. The process bus interconnects all bays attached to the
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same busbar and uses the same medium as the station bus or uses a parallel wiring. When
the number of bays becomes large, the process bus must be segmented, and the different
segments connected either hierarchically with a busbar protection unit at the hub, or
horizontally, in which case the different zones preferably exchange phasors information rather
than sampled values. This application is not considered further here since interoperability is

not easy to achieve.

First the double busbar, single bay is described as an introduction, and then the more
complex 1 % circuit breaker arrangement is detailed.

7.3.2-2—PDoublebusbararra

7.3.2.2.1

Conventional

bugbar 1

Ilsvlllcll

1t
t

Double busbar bay without process bus (conventional)

bays use voltage and current transformers that
indgpendent cores, each core being used for a separate function 2
conyentional attachment is by direct cabling.

/i

bugbar 2

I

/7

89-1

L

mg

bushar protection

"

analog signals
(e.g. 1 A~, 100 V~)

station i

\V

main 1 o
protection

main 2 o
protection

us

89-L

CVT i

power quality

measurement

Figure 36 — Double busbar bay with directly attached sensors

—
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7.3.2.2.2

- 79—

Double busbar bay with merging units and main 1 / main 2 protection

To allow a retrofit from analog to digital measurement, IEC 61869-9 proposes to attach the
analog output of the instrument transformers to SAMUs as shown in Figure 37.

busbar 1

busbar 2

400 kv

89-1

89-2

process bus 1

station bus
(8-1 & 9-2 traffic)

main 1

line protection v

L 21L1
{ 2112
metgring M
87 BM1
r{ 87 BM2

busbar protection

The|
then

Figy
bus

CLPS (
cLpPs (]
cLo.2 (
cLPs (]
cLPs (]

process bus 2

PTOETIoN

protection

busbar
protection 2

power quality
measurement

one for main 1 and one for main 2; the process byses

eir traffics are distinct.

éction to the busbar protection, which is attached here to the stgtion

Dud to, the' small number of ports, it is feasible to attach the SAMU directly to the IEDs| for

instanee’ with multiport SAMUs, thereby saving the bridges.

7.3.2.2.3

Double busbar bay with electronic current and voltage transformers

Electronic current transformers (ECTs) and electronic voltage transformers (EVTs) can be

attached directly to the process bus, as shown in Figure 38 if they are PlAs.
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busbar 1 A
busbar 2 /74 400kv station bus
” (8-1 & 9-2 traffic)
I_ i i |
! : process bus 1
1 1
1
89-1 1+ L 1 892 P main 1
| \ \ | . protection
: :
1 l :
52 | 1
i i
1 1
1 1
1 1
| 1 |
89-3 ! \ :
: .
| I I 1
(1Ph ECT)
nect | Q- ¢ # AN
N
3PhECT D---[1 + y /$\[SE tection T
bus bar

protection 2

Q &QZQ )>]_u
3Ph EVT LD 1:|+, x f\J

3Ph EVT ‘@'T\_W\/\\ % N \/1)_

=~
3
O

power quality
measurement B

process bus 2

bar bay with ECT/EVTs and process bus

If th s dsed, the number of connections to the IEDs is small, g0 it
wol S e the bridge into the IED. If single phase attachment is used,|the
nuni edto the process bus is six per bridge.

7.3.2.3 a half circuit breaker instrument attachment
7.3.2.31 1'% CB conventional IED attachment (no process bus, no protection
redundancy)

The reference is a 1 Y2 circuit breaker diameter (2 lines). This configuration is considered as

the worst case for the attachment of instrument transformers.

The conventional protection consists of two line protection and one busbar protection. Due to
the coupling, IEDs need the current and voltage values of two feeders. The control signals

(trip) of the circuit breakers are not shown.

Figure 39 shows the structure for a non-redundant protection to explain the basic data flows.
For a fair comparison with the former and later topologies, the measurement cores should be

detailed and the IEDs should be duplicated, as in Figure 40.
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1
inex A Ya : station bus
U/l sensors  Upg \ analogue
@ _©' """"" ! ! / digital
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1
| sensors |y () AL (}----------.; /i/ i
e I . _._
itch | ¢ . /f’ 3 4 ,1'/
switch contro \ \ . 3, !
1 ! ! 1 |
1 1
! il : 1 [ : — line—X
|A2 ————————— i e — -
| l N /i, Rttt protection b
S§Nnsors 3 ,j/ 3 /\
1
les (Voo __ o __ L. A
B1 ()— : :— : N (‘\\)'\
1 ! 1
1
aclor k ' I ! busbar
\ :::::::::::i::::::-< of ks
IBQ
| sgnsors
leq H 1
swjtch control
| sgnsors leo
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U/llsensors  Ues
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process bus 1

process bus 2

station bus

busbar 1 v/ [\)
400 kV [ _/f ________ line X
A i SAMU-1 main1
52-1 "
1!
I
‘i . line X
: ] SAMU-2 main 2
21LIM1 (r--m el Ly
21LIM2 - P--mm e - Ldo 1
I‘ x‘m%j BM1 Seisuieisieniolr 9 ] |PQT<
ine - | EF ine
spare ! 5 !‘I‘__J_“:T i SAMU-3 T 9 ‘
spare P B O
oMt B R e( usbar 1 1.2
21eM2 P | /7 \main 1
line Y
main 1
busbar 1 & 2
main 2
linelY a-4¢
line Y
main 2
line Y
PQM
bugbar 2
iguxe4o0 —@ameter with SAMUs and process bus
NOTE |If there IED, there would be no need for busses or bridges.
7.3.2.3. ith ECT/EVTs and main 1 & main 2 redundancy
Figyre 41 show arrangement when Electronic Instrument Transformers are used. [The
wiring with\respect/to Figure 40 is simplified, Electronic Instrument Transformers |are
duplicated\for redundancy.
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busbar 1

ling

ling

7.3.2.3.

The|
Figy
atta
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400 kV

] line X
main1 prot

3Ph EVT
3PhECT T 4 line X
L POM
L
©
3Ph ECT )\ RN

Tz
T

e W %
IEC 61850-9-2
and IEC 61850-8-1 LA\ A
traffic -ns\@ 2
<\< \\ prot

/\’\E busbar 1 & 2
| &/1&\ % S

v

3Ph EVT

busbar 1 & 2
main 2
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._+
L i}? o—f
et
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re 42. Conyentional (CIT) as well as non-conventional instrument transformers (NCIT)
ched tocthe PYAs,/The PIAs have a process bus output connected directly to the IE
th serve as bridge. The PIAs are located close to the primary technology and con
ogue_signals from the current and voltage sensors into SV frames. PIBs understand

+_-_
[$4 ih 3
L

process bus 1 process bus 2 station bus

&

&

&

nin
are
Ds,
vert
and

erate GOOSE frames. No traffic expected from PIA to PIA and little traffic from PIB to F

P1B.
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line X ‘ Un station bus
U/l sensors  Upg @ _@ _ _: digital, not standard
busbar 1 - | i GOOSE traffi
raffic
| sensors a1 C) [ac () p E analog (binary)
1 1
]
switch control = i ! |
- IED
e (D [nerm f-p-mee- i --ses PIA PaE
| s¢nsors e T ?
I
I N
actpr [ I PIA 9-2 traffe
| T
22 (1Y | werm booooooo!
P
| sgnsors N
[
o (T} \
. NN
swikch control ED
| sgnsors lea C) Pau
husbar 2 g

U/l sensors  Ycs é;

Key
CIT | Conventional ipgtrument transfo
NCIT Non-convent
PIA Process Interfaceg rent measurement)
PIB Process Interta r and disconnector control)
Figure 4 connection of PIA and PIB (non-redundant protection
The| chafacte thistopology are summarized in Table 21.
e 21 — Process bus as connection of PIA and PIB
Property Characteristics
Simplicity Simple topology.

Simple retrofit, since the current and voltage transformers can be replaced by
non-conventional instrument transformers without change of the interface.

With three-phase attachment, the number of ports in the IEDs is small and it is
feasible to put the bridges into the IEDs, reducing costs.

Traffic control

Allows 100 Mbit/s links between MUs and IEDs.

Easy to evaluate bandwidth.

Latency Low latency.

No bridges exist between process-level devices and bay-level devices.
Redundancy No redundancy.
Specificity IEDs needed with a large number of ports and high processing power.

All process interfaces (PIA, PIB) are specific.

—

C——
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Property Characteristics

Limitations Physical location of devices on the primary technology dictates the topology.

Number of devices limited by the SV traffic.

Single phase devices require a large number of ports.

7.3.2.3.5 1'% CB process bus as single star (point-to-point)

The topology can be simplified if the PIAs and PIBs can be integrated into the instrument
transformers and moved close to the primary technology (e.g. directly mounted on a circuit
breaker):

As shown in Figure 43, if IED is a combined Protection, Measurement and Sontreb (PMC)
dev|ce, a Pl needs only a single link to that IED and the process bug’i ced\to mulfiple
point-to-point links. The IED performs the bridge function, since theré\is i horizontal traffic
between the Pls.

inex A Ua

l|sensors  Upg @ _@

busbar 1 -4

u

=

station blis

| s¢nsors a1

( S 4 N\ GOOSE traffic
swjtch control \< m’ N
e O AR\ S
C

| sensors

IED BH
PMC

acfor Q J '

.
P
4
<
|

| sgnsors

:

switch contropl
[ sTnsors Ieo () leL () o

busbar 2 g

|
U/l sensors  Ucs @ —@ o
iney Y

UCL

Key
PMC Protection, Measurement and Control IED

Figure 43 — Process bus as single star (not redundant protection)

The characteristics of this topology are summarized in Table 22.
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Table 22 — Process bus as single star

Property

Characteristics

Simplicity

Simple topology.

No need for standalone bridges in the process bus.

Traffic control

Easy to ensure adequate bandwidth.

Allows 100 Mbit/s links between Pls and IEDs.

The product of the number of Pls and the sampling rate is only limited by the capacity of the

IEDs to absorb the traffic.

Latency Very low latency. No bridges exist between process-level devices and bay-level devices.
Redundancy No redundancy.
Spgcificity IED needs a large number of Ethernet ports and becomes quite co
Only one IED per bay, protection and control merged into the s
accepted).
IED must perform the function of a bridge and filter multic
If Pls are simple devices, the IED must act as their pProxy, i
Linitations The number of ports per IED is limited. \ \)
Connection of single-phase devices is difficuly/
epen t devices for protectiof,
7.3.2.3.6 1&.@2;1/2)
Thig topology differs from 7.3.2.3.6 (by of Main 1 protection and Mgin 2

Figyre 44.

parate redundant IEDs, as showh in
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Isensors  las C) la C) PI1

Pl1
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|C1
swjtch control

| sgnsors lea

U/lfsensors  Vcs

The|

bushar 2 g

able 23 — Process bus as dual star

N

Property

Characteristics

N
Sinplicity as 7.3.2.3.5.
Traffic control Same as 7.3.2.3.5.
Latpncy Same as 7.3.2.3.5.
Redundancy Full, independent redundancy at the application level.
Specificity Same as 7.3.2.3.5, application-specific failover for control.
Limitations Same as 7.3.2.3.5.

Communication between process bus1 and process bus 2 must be carefully engineered,
since it involves communication between PMC1 and PMC2.
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7.3.2.3.7 1 %2 CB process bus as single bridge

When customer do not accept PMCs and when the number of ports on the IEDs becomes
large, a bridge structure is advantageous, as shown in Figure 45. The process bus is
restricted to the connection between the protection and control devices and the PIOs. The
SCADA access the Pl devices directly or otherwise using the IEDs as proxies.

ineX A VYa process bus

U/l U
3

bushar 1 -

station bus

| sgnsors lag () lac () - f\ _

A 1 A\
\
: O\

dirgct SCADA
access

v

swltch control

| sgnsors

acfor

| sgnsors

|C1

swltch control

| sensors Ic

busbar 2

U/llsensors

The| characteristics of this topology are summarized in Table 24.
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Table 24 — Process bus as single bridge

Property Characteristics

Simplicity Simple topology, a single bridge is sufficient.

Bridge allows a variable number of ports.

Traffic control Easy to evaluate bandwidth.

Since the bulk of traffic is from the Pls to the IEDs, Pls can be attached with 100 Mbit/s links
if multicast is filtered properly.

The product of the number of Pls and the sampling rate is limited by the bridge’s capacity
and if this one is sufficient, by the capacity of the IEDs to absorb the traffic

The bridge can connect process bus and station bus if proper multicast filtering is applied

Latency Low latency — one single bridge hop.

Redundancy No redundancy — the bridge is a single point of failure (but this b\é a ssed\with a
Main 1/ Main 2 scheme as 7.3.2.3.8 shows). /\

Spgcificity PlAs and PIBs are specific to the primary technology.

If the IEDs are acting as their proxies, they must be adaﬁe&
Linitations In case of significant number of Pls, especially wit{ single-phasg<attachment of PIAs, IED|s
require 1 Gbit/s connection.

The multicast filtering must be effective durihg initiali nd / oN\recovery.

If Pls are simple devices, IEDs must aFLQ thei oxyr W ich inCréases the complexity.

O

7.3. nd’Main 2)

Thig e difference that Main 1 protedtion
and 7 bridge and sensors as shown in
Figd tive to duplicate each process bus.

9,
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process bus 2

line X UnL - S ] station bus
U/l sensors Uas @ t© PIA1 Q
;
busbar 1 - -
| sensors I () la CD PIA1 © 4 PM
PIA2 ©
switch control -
NI o
| C) PIB2 o
a2 | f ® control | &
| sgnsors
P1A1 e
s (D 7
PIA2 ,L
actor ]
g2
| sgnsors
e
switch control
| sgnsors lcz control —1
2
busbar 2
U/l[sensors  Ucs
The| characterjstics of\thi
<\ \ ble25 — Process bus as separated LANs
Property A \ Characteristics
Sinplicity \quw}ates the topology of 7.3.2.3.7.
Duplication of sensors, duplication of bridges and links
Traffic control Same as 7.3.2.3.7.
Lat:-:‘ncy Same as 7.3.2.3.7.
Redundancy Complete independence of Main 1 and Main 2 protection ensures application-level
availability.
Specificity Same as 7.3.2.3.7.
Limitations Connection of the LAN1 and LAN2 traffic and failover operation are difficult to engineer,
since this is application-specific.
7.3.2.3.9 Process bus as single ring

The process bus can be built as an HSR ring, as shown in Figure 47. In this case, all Pl units
support the IEC 61850-9-2 protocol. A process bus HSR ring can be connected to the station
bus by an IED or by an HSR RedBox.
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Q Process bus as ring of HSR nodes

The| characteristi

<\ able 26 — Process bus as simple ring

ummarized in Table 26.

Prop@ty \ \ Characteristics

Si

3

plicity %im IMogy.
\N{br' ges.

Traffic control Difficult to evaluate bandwidth.

=

The product of the number of Pls and the sampling rate limits the number of Pls or MUs i
the ring, since the whole traffic flows through each device, see 10.2

To comply with the sampling rate of UCA 9-2LE, some 6 devices are supported at
100 Mbit/s; otherwise, a 1 Gbit/s connection is needed, except if the sampling rate is
lowered.

Latency Latency increases with the number of Pls in the ring.

Redundancy Provides redundancy with only one additional link.

Specificity Doubly attached IEDs and Pls needed.

IEDs must perform the function of a bridge and do multicast filtering. If Pls do not support
MMS, the IED must act as their proxy, which increases its complexity.

Limitations The number of devices in the ring is limited by the SV traffic.

Careful design must exclude common mode failures such as malfunctioning devices
producing high traffic.
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7.3.3 Station bus and process bus connection
7.3.31 Separating versus connecting the station bus and the process bus
The main reasons to separate the station bus and the process bus are as follows.

e Except in very small substations, the station bus is unable to carry the sum of the SV
traffic of all process busses connected to it.

e Segmenting the network into multiple redundancy domains increases the resiliency of the

network. A ring tolerates one failure, but not a second failure, which becomes more
probable _as the number of devices and links in _the ring increases. If the network is
separated into several rings, each ring being its own redundancy domain, a second failure
von’t affect the other rings.

Stafion bus and process bus can be separated physically or logically:

connectivity. The process bus becomes a private domain =D SCADA

cannot access directly the process bus devices. To give ver
hese devices, an IED can implement a Proxy Logical Node | of
process bus devices to IEC 61850-7-4:2010 objec \ iseful in cas¢ of
merging units and process interfaces with no MM reases the complgxity
pf the proxy IED. Pros and Cons are summarized i
Table 27 - Advantage%a\dd?&@%
Advantages \ \Bvéwbacks
Fail-independence d.
Process bus devices can be very simple l¢”access to download firmware.
roduce a redundant proxy.
standardized procedure if one proxy represents
“ devices or several proxies exist.
) the\process bus and the station bus belong to |one

iier the traffic between station bus and process |bus

or SV messages are to be exchanged. A bridge with
y a layer 3 router separates the process bus and station [bus
ult\pfevents GOOSE and SV messages from transiting, ex¢ept
away. The layer 3 solution requires that all process bus devices|are

munication, which rules out simple Pls. Pros and Cons |are

Table 28 — Advantages and drawbacks of logical separation

Advantages Drawbacks

Simpler IED Process bus devices must implement an IP

) stack
Operates also when IED is down

Process bus devices and bridges or routers
need careful configuration

7.3.3.2 Station bus ring and process bus with point-to-point links

The process bus can be implemented as multiple point-to-point links as shown in Figure 48.
One MU with multiple ports can be connected to several IEDs, which allows the reception by
multiple IEDs of the SV data sent by each MU. The MUs must not implement an internal
bridge, since this would create loops.
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The| characteristi¢s

summarized in Table 29.

ur —-Process bus as star to merging
uhits @nd station bus as RSTP ring
poO y ar

Table Process bus as star to merging units

’ropé’ﬂk

\\EQ\ > Characteristics

Sinplicity Sligth\complicated topology. Point-to-point connections require more links.
Traffic control EMensure adequate bandwidth.

100 Mbit/s links are sufficient for attaching MUs.

High performance even in very large applications since point-to-point links are deterministiq.

Not sensitive to sampling rate.

Latency Very low latency between process-level devices and bay-level devices.

Redundancy If needed, the redundancy of the process bus can be changed by connecting additional MUs
or IEDs to them with multiple point-to-point links. However, MUs or IEDs need to have more
interfaces of multiple point-to-point links.

In the station bus, one path redundancy is provided by the ring topology.

Specificity The number of ports and point-to-point links is limited, which makes such topology of limited

flexibility.
Needs multiport IEDs and MUs.
Limitations Number of connections limited by the number of ports.
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7.3.3.3 Separated station bus and process bus rings

This is a use case that combines a station bus network and a process bus network as rings.

Separation of station bus and process bus rings avoids flooding the station bus with high
traffic generated by SV publishers such as merging units. The IEDs have separate ports for
station bus and for process bus. The internal implementation of both interfaces in each IED is
vendor specific. The two interfaces of the IED must not bridge frames, since this would create
loops in the network. If they would bridge the bus — assuming they implement RSTP on both
the station bus and/or process bus side, these integrated bridges would couple the process

bus and the station bus rings and increase reconfiguration time possibly beyond tolerable
valdes.

Thig network setup effectively separates the station bus and process by tely
sepf@rate physical networks. To enable a reach-through (if neede s SCADA,
engjneering or other layer 3 application to devices on the procesg bus h IP
rouﬂgr connects the two layer 2 networks through a layer 3 cornedstioh, h 1P
roufer is included into the topology design via dotted lines. the
conpection of the router into the two LANs. These copn be
des|gned redundantly (utilizing e.g. the Virtual Router Redu vide
faulf tolerance, if desired. Alternatively, multicast filterjng bri

statjon bus: RSTP is recommended.

prog¢ess bus: Use HSR, either connec¢t nede of use dedicated HSR client
inteffaces on the process bus side of the prqte FDs. Figure 50 shows a sé¢tup
with HSR RedBoxes with integrated bridges. ing units and protection/control ynits

are [connected to the HSR ring with single, e

a MU, the MU must imple t th R\inte g and

mdst be integrated directly into the ring.
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dedicated
router

process pus

Figure

The| characteristi

a 0 %.Cb tion of station bus to process bus by routers

’ropr

\ \ Characteristics

Trafffic contr}l\ ﬁ‘ffic tMure adequate bandwidth in the process bus because all traffic is shared in th¢
{ng. Inthe station bus, easy to ensure adequate bandwidth unless huge amount of traffic sich
as affic are forwarded between bridges.

Latency Low latency if the number of bridges in series in the ring is small.

Redundancy

One path redundancy in the rings of the process bus and the station bus. However,

I o 4 4 ' : : ' : P A : P - L =R T =N
dPpPILdauur=revel TTUuliiudriitvy TIetus TSUUTIUdITt VIS, UITUUTL DITARTT TEUS dlTU TEUS.

Simplicity Moderate complexity. Some bridges are needed for constructing rings.
Specificity IEDs equipped with a port for process bus and a port for station bus are needed.
MUs are needed.
Needs a router to inter-connect both levels.
(Multicast filtering can produce the same level of features)
Others Supports differential protection schema (2 to N bays).

Allows transmitting the voltage SV to many bays.
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7.3.3.4 Combined process bus and station bus by coupled HSR rings

The basic structure from 7.3.3.4 is retained, with the exception that this topology is
specifically designed for HSR usage both in the station bus and in the process bus. The
process bus HSR rings and the station bus HSR ring are interconnected via QuadBoxes in a
redundant manner.

e Station bus network: For attachment of the DANs on the station bus, HSR and PRP can be
used. Depending on the client interface of e.g. the NTP server in Figure 50, the
connecting Bridge/RedBox components have to be either RedBoxes in HSR mode of
operatlon or |n PRP mode of operatlon The SANs can be connected to the RedBoxes

' ' ' bnly

> . [The
QuadBoxes mterconnectlng the individual rings must implement mglti ent
iInnecessary flooding of traffic to the whole network.

RedBox B

o
o—

) 0
X

—@,
—®

v T

process bus pr ess bus process bus
(HSR (HSR)
<> = g = =
A1 @ P P1 @ P2 M

) S

N . 1.N
- on bus ring and process bus ring with HSR

less redundancy; in Figure 50 dual links (warm standby) are shown.

NOTE SCA

Thel HSR bridge i bined with an integrated RedBox, working in either PRP A/B or HSR
mode of eperation, depending on the network interfaces on the client devices on the network,
depjcted_ as SCADA and NTP devices in this example.

For this topology to work efficiently, it has to ensure that SV traffic from the process bus is not
unnecessarily propagated into the station bus. This can be done with multicast filtering on the
QuadBoxes.

The characteristics of this topology are summarized in Table 31.
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Table 31 — Connection of station bus to process bus by RedBoxes

Property

Characteristics

Traffic control

In HSR rings, to ensure adequate bandwidth multicast filtering is needed. In PRP network of
station bus, easy to ensure adequate bandwidth.

Latency Relatively high latency unless the number of nodes in the ring are small.
Redundancy One path redundancy is provided by HSR or PRP.
Simplicity Slightly simple topology.

The number of QuadBoxes is determined by twice the number of bays.
Specificity DANs are needed.

QuadBoxes are needed.

For connecting SANs to the ring, RedBoxes are required.

Multicast filtering allows to separate the GOOSE and SV trafflc/\
OtHers

Fits also the case for transmitting the voltage SV to many ays.

Fits mainly the differential protection scheme (2 to N bays) \\/

7.3.

Thig also
be 4

High availability throughout both the station a s_bds network is achieved using a
dou ) ging end nodes according to the HSR
protocol (IEC 62439-3:2012) on the prqaces 3 in Figure 51.

The| the
adde xes
worki

NOT ode,
the | f the
HSR} ox A

will 1
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process bus
(HSR)

<= =
A1 Cc

=
P2

Var
Figy

The

ion bus to process bus by RedBoxes

Property Characteristics
Sinplicity
he prdcess bus, no bridges. Two RedBoxes per bay.
Traffic control ndwmulticast filtering in the RedBoxes is needed to prevent the SV traffic
the' progess bus from being unnecessarily injected into the station bus.
s operate in “HSR-PRP” mode to prevent loops originating from single attachgd
the station bus rings.

Latency ReMy high latency if the number of nodes in the ring is small.
Redundancy In the case of DANs, one path redundancy is provided.
Specificity For redundancy, nodes need to have two Ethernet ports being compliant with HSR protocol|or

PRP protocol.

RedBoxes are needed.
Limitations Sharing of sensor values require a signification portion of the process bus traffic.

8 Addressing in the substation

8.1 Network IP address plan for substations

8.1.1 General structure

Within a substation, only private IP addresses are used. This allows to set up an address plan
and assigns the IP addresses according to the same scheme in all substations.
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The allocation of IP addresses should take place after assignment of names to primary
objects according to IEC 81346. It is the first measure to organize and partition the network.
The wiring of the devices according to the structures given in Clause 7 is deduced from this

network structure.

The scheme proposed here does not apply to all topologies.

The IP addresses and IP masks are a property of each device. In case of device failure, the
replacement device receives the same IP address.

The[ TP addresses are registered in the SCD and in the CIDs; they should not be allocited

dynamically.

The| IP address should be structured to reflect the physical plant as fol

172|NET.BAY.DEVICE

NOTE Methods such as DHCP and Domain Name Servers are widely 43¢ i addresses dynami
address the devices by their names, and deduce their IP address ffe S or further data exchar

Dyngmic IP address assignment is however not used in IEC 61850

a) |
i
b) 1
I
c) A

d) 9

8.1.

The|

sjuch as printers or data storages. DHCP requires a Dommain( NA

33 - Example IP address allocation of NET

\rP\ado@ss

Network

172.16.XXX. XXX

Voltage level 1, C1

172.17 . XXX. XXX

Voltage level 1, D1

tally,
ges.

ress,
ique

o its

ress

ned,

ons

4705 40
TTZ. TOAAAR AAR

N Lald 1 Lo 4
VvUILaytT 1Icvel £, L1

172.19.XXX. XXX

Voltage level 3, H1

172.20.XXX. XXX

Voltage level 4, K1

172.30.XXX. XXX

Station-wide traffic (non-IEC 61850 communication)

In small substations, the SCADA uses a single Ethernet board and a mask of 255.240.0.0.

In larger substations, the SCADA keeps the networks separate by using different Ethernet
boards with distinct addresses, for instance 172.16.xxx.xxx, 172.17,xxx.xxx, etc., all using the

same mask 255.255.0.0.
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8.1.3 IP address allocation of BAY
The BAY field is allocated according to the example of Table 34:

e Bay address 0 is used for station level or system function dedicated devices;
e Bay addresses 201 up to 250 are used for station level IEC 61850 switches;

e Bay addresses 170 up to 179 are used for "virtual bays" (substitution of actual devices by
simulation or calculation, see IEC 61850-6.

Table 34 — Example IP address allocation of BAY

IP address Bay
172.16.0.xxx* Voltage level 1, Station level (PCs, etc.) (
172.16.201.xxx Voltage level 1, Bay 201 (station level IEC 618)‘3\(Qriage(z\
172.16.1.xxx Voltage level 1, Bay 1 -> D1Q01 Q \
172.16.2.xxx Voltage level 1, Bay 2 -> D1Q02 N\ X
172.16.X.XxX Voltage level 1, Bay x -> D1Q0x \ \\\ \
172.17.0.xxx* Voltage level 2, Station level (PCs,\eJQ)\ \ >
172.17.1.xxx Voltage level 2, Bay 1 -> E}'601 : \
172.17.2.xxx Voltage level 2, Bay 2-/>\EQQ(§ / &
172.18.n.xxx Voltage Igv@k3, Bayn\> B1aon/ < (V) >
172.30.0.xxx* Station L)?N\(nNEC\EHB\EQ cor}»qunicat)')on)

* Bay address 0 is reserved for stati/oﬁ}fbvel %Nica\ﬂ@Q equipment.

8.1.4 IP address allo

The|device address is

The|address is r@

e T'he deviceaddkgss of g bay or station level switch is 100.

able 35 — Example IP address allocation of device

IP\address Device
172.48{1+100 Voltage level 1, Bay 1, bay level Switch-> D1Q01
172.16.1.1 Voltage level 1, Bay 1, 1. Control IED -> D1Q01A1
172.16.1.2 Voltage level 1, Bay 1, Main Protection IED -> D1QO01FP1
172.16.1.3 Voltage level 1, Bay 1, Backup Protection IED -> D1Q01FP2
172.16.2.100 Voltage level 1, Bay 2, bay level Switch-> D1Q02
172.16.2.1 Voltage level 1, Bay 2, 1. Control IED -> D1Q02A1
172.16.2.2 Voltage level 1, Bay 2, 2. Control IED -> D1Q02A2
172.16.2.3 Voltage level 1, Bay 2, Main Protection IED -> D1Q02FP1
172.16.2.4 Voltage level 1, Bay 2, Backup Protection IED -> D1Q02FP2
172.17.1.100 Voltage level 2, Bay 1, bay level Switch-> H1QO01
172.17.201.100 Voltage level 2, Bay 201, station level IEC 61850 switch
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The least significant octet of a host address should not be set to “0” to avoid confusion with
network addresses.

8.1.5 IP address allocation of devices with PRP

In PRP, two separate, similar LANs operate in parallel.

Each doubly attached device has the same IP address as it would use for a non-redundant
network over both its ports.

The[COMpPONENts present imone CAN-onty, i particutar the bridges and-RedBoxes, must have

a diptinct |IP address.

The| general rule is to add 100 to the unit number of the LAN A swit
Tabje 36.

Table 36 — Example IP address allocation of

IP address S@ch \ \ \
174.16.1.100 Voltage level 1, Bay 1, bay |eve|/5ﬁ%@n@\o1\> B@\R\/
174.16.1.200 Voltage level 1, Bay 1, bay Ievél Syitgh-> 5‘1\Q01\-\L}(KIB
174.17.1.100 Voltage level 2,.Bay 1, bay le évs{v' ch 1Q0%> LANA
174.17.1.200 Voltage |evng\B},\1 Kg/igh:%l SWV/ché\zu;/:Z LANB
174.17.201.100 Voltage level 2, Bay 204 (Matiotevel TEC 84850 switch) ->LANA
174.17.201.200 Voltage level §, Bay 201 (3tatiog leve] IEC 61850 switch) ->LANB
174.17.202.100 /vqtage)esqé\sa}\{o)(stam%l IEC 61850 switch) ->LANA
174.17.202.200 Mot IeveIN\aﬁ(@stj' level IEC 61850 switch) ->LANB

Routers o SE / 8V traffi

base of MAC addresses (layer 2). Only very simple

dev V traffic, e.g. Process Interface nodes.

How a {_may be intentionally distributed over the station bus. To aLIow
GO bypass the router, a layer 2 network bridge (IEEE 802.1D) could be
use outer Xsee 7.3.3). Such a bridge possibly provides filtering capabilitieg
The) router only for limiting the broadcast domains and having a bridge in

parallel forrGOOSE/SV is more complicated than simply using a managed switch. The efforts
for }anaging the MAC filters in the switch are comparable to the filter setup in the bridge.

8.3 Communication outside the substation

A substation communicates with the outside world at the network layer through one or more
routers or gateways. IEC 61850 contemplates several kinds of communication of a substation
towards the outside world:

a) Substation to substation communication using layer 2 and layer 3 communication,
described in IEC/TR 61850-90-1;

b) Communication between Phasor Measurement Units and Phasor Data Concentrators, as
described in IEC/TR 61850-90-5;

¢) Communication for remote configuration, monitoring and asset management. To this effect,
IEDs may act in addition to MMS as a web server.

For communication outside of the substation, both IPv4 (legacy) and IPv6 are considered.
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Layer 2 traffic (GOOSE and SV) can be sent directly on layer 2 if a dedicated path exists or
tunnelled over layer 3.

When protocols other than Ethernet are involved, methods such as layer-2 tunnelling can be
applied, e.g. with RFC 2661 L2TP.

9

9.1

Application parameters

MMS parameters

Itis

recommended to use only the default value of the parameters.

A s¢t of recommended parameters (SCL file representation) is:

<P 1
<P 1
<P 1
<P 1
<P 1

9.2

GO
dec
the

GO

ype = "OSI-AP-Title">1,3,9999,23</P>
ype = "OSI-AE-Qualifier">23</P>

ype = "OSI-PSEL">00000001</P>

ype = "0SI-SSEL">0001</P>

ype = "OSI-TSEL">0001</P>

GOOSE parameters

9.3

DSE messages have a fixed structure indicate 3 ile. reduce encoding |and
pding overhead, it is recommended y ‘ glways encode values with
maximum number of octets).
DSE messages have several identif
Multicast addresses fo 1:2011, they should be allocated so
ps to allow multicast
APPID (16 bits) id it generates the message. IEC 61850}8-1
defines only itg twa ifi pbits\The APPID should be unique within a substation
see Annex : - ‘ can be used as a 14-bit filter to select|the
relevant GO
datSet (Visible& i iffeshe data set whose values are transmitted, as defined
n the SCD.
goCBRek(Vi eferences the GOOSE control block as defined in the SCP.
golDAV ) is“a system wide, unique identification of the application to which
the age belongs (e.g. "interlocking”), see IEC 61850-7-2 and IEC 61850-8-1.
ts value applID” in the SCD (see IEC 61850-6) and GOOSEID in the GOQSE
control blocK~see JEC 61850-7-2). Its usage is left to the user, but since it is mandafory,
pt least.a placetolder is inserted. It is redundant with the 16-bit APPID which is also
LUnique system-wide.
S\ parameters

SV messages have several identifiers:
Multicast addresses follow Annex B of IEC 61850-9-2:2011 (which is the same as

Annex B of IEC 61850-8-1:2011), they should be allocated so as to allow multicast

filtering.

APPID (16 bits) identifies the application that generates the message. IEC 61850-9-2
defines only its two most significant bits. The APPID should be unique within a sub-
network (see Table 8 and 5.3.3.4.2 of IEC 61850-9-2:2011). It can be used as a 14-bit

filter to select the relevant SV messages, thereby offloading the processor.

DatSet (VisibleString 129) identifies the data set whose values are transmitted,
defined in the SCD. It is optional.

as
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e MsvID (VisibleString 129) is a system wide, unique identification of the sampled value
message to be used as a handle for the receiving application (see IEC 61850-9-2). It is
mapped to MulticastSampleValuelD (see 6.4.3.5 in 61850-7-1).

The SV frames carry a high overhead in form of application strings. These should be reduced
to the minimum size that allows to distinguish the SV frames system-wide, for instance by
leaving out the optional DatSet, reducing the mandatory MsvID to a few characters and using
the APPID to uniquely identify the SV message.

10 Performance

10.1 Station bus performance

10.1.1 Logical data flows and traffic patterns

Knowledge of data flows and traffic patterns allows detecting boftlene ad ing|the
network segmentation, filtering and segregation of traffic.

Logjcal data flows are determined by the protection and appli ring
defines the communication relationships between Logica i ' i
e Which data sets are used for GOOSE, for SV and

e which IEDs communicate with whic
e Which IEDs are subscribed to each\of the GOOS

e Wwhich IEDs are subscribed to each of-t

the

Thig information extracted from the SCD allow <
S be estimated for certain conditions, such as

stegdy state. In addition e neaks
buspar fault or general upda

Table 37 shows tl;x\/e exk

61850-5 interface traffic

A\
Function | erétg/ Protocol Max. Bandwidth Priority Applicatipn
Type/M € (Table 1) delay
ms
1A. Trip(\ W?E 38 L2 Multicast | 3 Low High Protection
18] Other o\oiEN 3.8 L2 Multicast | 10 to100 | Low Medium | Protection
High
2. Medium vms” |6 IP/ITCP <100 Low Medium | Control
Speged Low
3. low,Speed MMS 6 IP/TCP <500 Low Medium Control
Low
4. Raw Data SV 4 L2 Multicast | 4 High High process bus
5. File Transfer MMS 6,7 IP/TCP/FTP | >1 000 Medium Low Management
6. Time Sync Time IP (SNTP) Low Medium General
Sync L2 (PTP) High Phasors, SVs
7. Command MMS 6 IP Low Medium Control
Low

However, non-IEC 61850 traffic is not modelled nor considered in the SCD files. Other
applications can be present in the network, for example for disturbance recording, network
management, clock synchronization, video surveillance, etc. Part-time devices (e.g. for
maintenance) can influence the performance of the network. Table 38 summarizes the
expected traffic mentioned in IEC 61850 documents in a substation, other traffics also coexist.
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Table 38 — Message types and addresses
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Supervision

Traffic Type Ethertype/ Addressing Description
length (hex)

GOOSE IEEE 802.3/ 88B8 01-0C-CD-01-00-00 to

Multicast 01-0C-CD-01-01-FF
sv IEEE 802.3/ 88BA 01-0C-CD-04-00-00 to

Multicast 01-0C-CD-04-01-FF
MMS TCP/IP 0800 TCP/102 Uses
Time Sync — SNTP UDP/IP 0800 UDP/123
Tinle Sync - PTP IEEE 802.3 88F7 01-1B-19-00-00-00 IEC 61588 over laydr 2

/Multicast 01-80-C2-00-00-0E S~
Mohitoring — Ping ARP 0806 \\ng bridges and IEPs

ICMP 0800 ICMP/Echo

ICMP Echo-Reply /\
RSTP IEEE 802.2 length / LLC o\
uration

Mopitoring — SNMP UDP/IP 0800 UDP/161 Device wfanagemen
Mofitoring — UDP/IP 0800 UDP/162 \ \E@ts from bridges|
SNMPTRAP
Mohitoring — SYSLOG UDP/IP 0800 DP/ 1 Logs from bridges
Filg transfer IP/TCP/FTP 080 69/9/ A \ Event logs from IED)
Adthinistration — SSH | TCP/IP 06\00 < h fcplzlv\ N\ )\/ Bridge management
HSR IEEE 802.3 892& N)\ N HSR tag
PRP — HSR IEEE 802.3 \Nx> IEC 62439-3:2012

10.1.2

Although GOO
the i
meg
wha
GO
The

A “s
and
acty

ssages cyclically and
e possible frame losses. This increases traffic
ave a very low loss rate, the recovery mechanism of

MMS messages, GOOSE traffic impacts more
retransmits spontandgous

pver

. probability of losing frames due to congestion in the switches.

of GOOSE "messages is within 92 octets to 250 octets.

e handling just one digital status information (one Boolean value
e it string) in the data set has an approximate size of 124 octets.

al size depends op the configured parameters in the GOOSE Control Block such as GplID,

name of the data set’and the reference object of the GOOSE Control Block. Typically the

The

size

One GOOSE application in an IED generates about 1 kbit/s in steady-state and about 1 Mbit/s
during bursts. Bursts are often correlated since one switching operation can trigger several

GOOSE frames.

10.1.3

MMS traffic estimation

The MMS traffic generated by IEDs consists of a polling part from the SCADA and an event-
driven part that depend on reports the MMS servers send to the MMS clients. An IED sends
digital values and data counters using reports triggered by data change, quality change or
data update. The IEDs can also be configured to send integrity reports with digital values as
an additional data check mechanism, the interval of such reports is normally in the range of

60 s to 300 s.
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Measurements are commonly sent predictably via Integrity Reports with an interval of
approximately 1 s, but the IEDs can also be configured to send measurements triggered by
data changes. The latter method is less often used as it requires configuration of deadbands
for each analogue value. The size of reports sent via MMS depends on the number of
elements in the data set as well as on the configuration of report control block parameters

such as OptFlds, RptID and the lengths of object references.

10.1.4 station bus measurements

Figure 52 shows a typical station bus interconnecting 10 bays.
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C
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The| ok er steady-state (no switching operation) and burst condit{ons
(sim . is shown in Figure 53.

packets / s

—s00

burst

e MMS traffic / l\
°d

red: GOOSE traffic
black: total traffic

A Ao AP A A

2005 2205 2405 2605 2805 3008

—2s0

405 605 805 1005 1208 1408 1605 1808

Figure 53 — Typical traffic (packet/s) on the station bus

This shows that the network hardly becomes a bottleneck in this configuration and that no
special measures must be taken in this case.
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As a rule of thumb, the MMS traffic generated by a single IED on the station bus in the steady
state is below 10 kbit/s. Since MMS traffic is not multicast, it only influences the bandwidth on

the
edg

network links between the MMS server and the MMS client and it does not influence the
e links to other IEDs.

10.2 Process bus performance

The process bus interconnects I/O devices like sensors and merging units on the field level,

e.g.

in one individual bay. Each bay usually has its own process bus network, coupled to the

station bus network. Typical traffic consists of IEC 61850 SV and GOOSE multicast traffic,

MM

While GOOSE and MMS put similar requirements on the process bus/net
statjon bus network, SV traffic is even more demanding, but it is easily predi

S and PTP.

ork as, on| the

As an example, an SV frame as specified in UCA Guideline 9-2LE [ 5] pling rate of
80 gamples per cycle transmitted at 4,0 kHz (for a 50 Hz grid) of¢ » rid)
have an approximate size of 140 bytes, consuming a bandwi a 6 Dit/s
(50 |Hz) or 6 Mbit/s (60 Hz) per source IED

NOTE The actual size depends on MsvID and OptFlds values & ) y jedts of
Multijcast Sampled Value Control Block (MSVCB) and data set name.

Therefore, a process bus at 100 Mbit/s\hardly p W, Si i if ti buld
be Ieft for the longest MMS message S N iff the
100|Mbit/s process bus is dedicated to™SV tra hi S ave
an gwn multicast or VLAN domain to separxate its 'S 3

For[the process bus, someA hpt itati imiting i i must
be applied to the real-ti affi hecause Qf s high priority, it could monopolize| the
network. This is a requjxeme Ys¥ather than a requirement on the network.

In applications e tl J 8 ies SV traffic, it must provide the same quality
of sprvice as the proCess .

Annex A shows

11

11.1 Applica

If a
late
syn

h IEC 61850 frame is not received in a timely manner, it loses its usefulness; and bging
coutd. be worse than being lost. Delays — especially jitters — also affect the clock
Cheonization.

Three metrics are to be observed:

Latency of communication, which is the delay between the instant data are ready for
transmission and the moment they have been completely received at their destination(s).
This is the worst delay of all possible associations.

Throughput, which is the quantity of data that can be transported by unit of time, while
retaining a certain quality of service, for any association, and under worst-case load
conditions.

Reliability, which is the probability that the frame gets lost because of congestion, not
because of physical failure. Indeed, physical failures can be dealt with through
redundancy, while overload can affect both redundant paths.
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For this performance metric, the term dependability has been traditionally used for protection
communications, whereas the term QoS (for Quality of Service) is commonly used now by the
network community, so it is used here.

The required delivery time depends on the application, with the most demanding being the
few milliseconds needed for protection applications. E.g. IEC 60834-1 requires that 99,99 %
of commands for inter-tripping protection schemes are delivered within 10 ms.

The correct design of a network to be used for IEC 61850 communications requires
knowledge of the application's requirements, plus knowledge of the latencies through the

i " e ol n
varipasTretworKerements:

11.2 Latency requirements for different types of traffic
11.24.1 Latency requirements in IEC 61850-5

IEC[61850-5:2013 provides performance requirements for diff e St and
specifies basic performance requirements for each type of message,whi » for
conyenience in Table 39.

Table 39 — Transfer time requiremients af

/A
Transfer time Transfer time %Ii tio}?mple, transfer of
class ms /\(\ ZG\
TTO > 1000 \ %@s, e&\ents,\Qg &)/nte ts
TT1 1000 N\ | Buentgcaidims
TT2 500 ( (\Qpek.\@\@m}}ands
TT3 /\ 1(}9’\\ Sl\o\{v au%@éﬁc interactions

TT4 0 Fast aMnatic interactions
TT5 I 10 \ Mes, Status changes

/?rips, Blockings

11.3.2

A path delayi S i vite speed of the electromagnetic waves through the medium:
copper cables\ opticanfi r’wireless links. To this, media converter delays must be added
as ghown.j ’

Table 40-< Ela d time for an IEEE 802.3 frame to traverse the physical medium

Medium Time to traverse a link
CAT-5.and CAT-6 cables 0,55 us per 100 m (5,5 ps/km)
Glass-Fibre cables (Corning smf28) 0,49 ps per 100 m (4,9 ps/km)
Free air (wireless) 0,33 us per 100 m (3,3 ps/km)

11.2.3 Latencies of bridges

Whenever a frame arrives at a bridge’s ingress port, most bridges wait for the complete frame
to be received to check its integrity (using its FCS (CRC) field) before it is forwarded. This
technology is called “store-and-forward”. A less-frequently used technology called “cut-
through” avoids this delay, but requires hardware support.

Store-and-forward bridge latency includes elapsed time of ingress and egress ports
(depending on link speed), internal processing delay, in particular protocol processing, and
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queuing delays. The delays for various frame lengths and port speeds are shown in Table 41,

tow

hich the internal delay is to be added.

Table 41 — Delay for an IEEE 802.3 frame to ingress or to egress a port

Frame length Frame duration at 100 Mbit/s Frame duration at 1 Gbit/s
64 Octets (minimum allowed) 7 us 0,7 us
300 Octets (e.g. compact GOOSE frame) 25 us 2,5 ps
800 Octets (e.g. large GOOSE frame) 64 us 6,4 us
1 530 Octets (maximum) 124 ps 12,4 ps
In cut-through, the delay in Table 41 does not apply, it is replaced by<the fi e the
bridge needs to recognize the VLAN tag, which is about 1 us & at
1 Gpit/s.
WhrI the
fra bme
brid or
8 pri
For | the
elag
11.2.
In 4 i to
32 |
NOT hich
mea arde bits,
and ¢ infmum bridge latency of 8 us + frame delay, the latency is|8 us

+ 24
setti

GO
min

Net
wait

is up

Qo9
isb
can

gtiing latency, which is a variable depending on load and |QoS

ea

¢ primarily by egress queuing, the amount of time a frame hap to
d. Forwarding latency is affected by QoS and frame sizes. If no QoS

framescan be Prioritized and forwarded based on this priority. So if a low priority pa¢
ing( tnansferred at the time a high priority GOOSE packet is sent, the high priority pa¢
inessence jump the egress queue and be the next frame to be sent, but it must await

end

of thecurrenttranmsmission. T e worst tase tatency per bridge, providing thehighrpri

queue is empty, is 124 us based on a 1 530 octet frame at 100 Mbit/s.

11.2.5 Network latency budget

pe forwarded in a FIFO (first in first out) method, with the assistance of

ket
ket
the
rity

Table 42 records the best and worst case latencies based on a 300 octet frame that receives
a high priority on the network and the same with a delay of a 1 530 octet frame queuing wait
for each hop. The worst case for the total chain occurs when a 1 530 octet frame waits at
each bridge, but the probability that this happens is low.
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Table 42 — Latencies caused by waiting for a lower-priority frame to egress a port

Bridge hops Min. latency Max. latency, Average latency Max. latency,

(no waiting) congestion at only with variable congestion at

one bridge congestion every bridge
1 32 us 156 ps 156 ps 156 ps
2 64 us 188 ps 250 ps 312 ps
3 96 us 220 ps 344 us 468 ps
4 128 us 252 us 438 us 624 pus
5 60 s 28415 5327105 780 S
6 192 us 316 us 626 us /1 936.us
7 224 us 348 us 720 us /\\ \1\092 us
8 256 ps 380 us 814 ;y\ \ 1 2)\8\;5
9 288 us 412 us 9}){]4}\ \ 1WLS

The| total budget for a fast trip is 3 ms as per IEC 61850-
prog¢essing time for each IED of 1,2 ms, and two IED
a maximum budget of 3ms - (2 x1,2ms) = 0,6
nuni

acc

NOT he bridges,but not the maximum latency.
11.2
At gdach egress bridge po i i fr% has Yo wait in the worst-case for a maxim

length lower-priority fra

itical protection GOOSE frames be less than 10 ms 99,99 % of the time. This requires
follqwing:

ing a maxin
the network
, for a fast trip,
e lower or equal

ne hop dela
d therefore

dentification of all bridge egress ports in the circuit paths carrying critical proted

hum
with
the
05

blay

s at

ents

the
the

tion

GOOSE traffic.

Identification of all other circuits sharing these critical egress ports (e.g. SCADA,

surveillance, corporate).

Classification of all circuits as known-pattern or unknown-pattern (pattern being the frame

length(s) and inter-frame gap statistics).

If any circuits are unknown-pattern, these must be assigned a lower-priority.

Unless its pattern is known, MMS traffic should be assigned a priority lower than that of

critical protection traffic.

For the known-pattern circuits, use Table 40, Table 41 and Table 42 to calculate
probability that a frame latency exceeds 10 ms; if worse than 99,99 %, then:

the
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assign several priority levels to the known-pattern circuits (e.g. critical protection
GOOSE traffic to the highest priority), or

use (more) VLANSs to restrict multicast and broadcast frames to only the network paths
needed, or

rearrange the network;

implement a policy to ensure that the performance is not compromised by future
changes to the network (new traffic sources, network topology changes etc.).

12 Network traffic control

12.1
121
Perf

12.1

Removing bottlenecks

ges in the netiork

nt/Server traf

brid

Clie
of th

The

Mulgi
Mulgi

A

2

ormance and real time response from end to end are affected b

begregate traffic;
Jse of QoS parameters to meet th

Capacity of the end devices to dea
network issue, see 6.4.7.

Factors that affect performance

Influencing factors

Number of hops (bridges and routers) and amount of traffit hich
bffects latency and jitter;

Ratio of edge ports to trunk ports based on traffi at N g. for
Hevices to bridge and 1 Gbit/s for inter-bridge co

Jse of multicast filtering to confine traffi to

Traffic reductioy

the

ring

and

broadcast domains for one
multicast address after
filtering by the bridges.

Two separate broadcast
domains are created for the

multicast address

broadcast domain for
another multicast address
after filtering by the
switches.

initial broadcast domain

Figure 54 — Generic multicast domains
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12.1.3 Example of traffic reduction scheme

Figure 55 shows a "full blown" scenario utilizing all communication mechanisms of IEC 61850:
MMS Client/Server (C/S), GOOSE (GO), and Sampled Values (SV). The substation
communication network is segregated into a dedicated station bus and a dedicated process
bus.

The station bus carries primarily C/S traffic between the station control and bay devices
(IEDs) for SCADA purposes and GOOSE messages between the bays.

Thep i i icati i ing
ged

between the bay devices within the bay level and between the bay deviges and the~progess
clo DSE
for

When SVs are not utilized, the dedicated process bus possibly doe -to-
pee i

In c the
prodg cted
by K ters
are ess
bus

The| tion
con the
stat

Thu bvel
thro ink-Hetween bridge 1 and bridge 2, respectiyely

brid ented in different ways.
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NOTE PI (Process Interfaces) are explained in 7.3.2.

Flogding the whole netwqg ith multi SV>could overload bridges and devices
canpot handle this traffic.Nf e.9 has-to pass through the station bus, e.g. from
progess bus network to\ano it fs\ri stricted to the network path it has to tr3
If sgveral such traffics bys segment, they can overload the station bus.

In large substations] y to limit the multicast domain to devices that n
communicate with g

The|bridges be sast domains should segregate the GOOSE traffic based on
muliicast addgess ©

Typjcally,

When used. for
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Figure 56 — Multicast domains $ bus and station bus

pmmunication between multicast domains, GOOSE frames should
igured.with one specific global multicast domain address.
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vel.

hust

the
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12.2
12.2

! Traffic contrelby-VLEANSs

.1 Trunk traffic reduction by VLANs

NOTE VLANSs are introduced in 6.4.8.

VLANSs can reduce the amount of messages that the end devices must process, but this is not
a network traffic issue.

VLANSs reduce the network traffic only when distinct zones can be built. This requires careful
analysis, since the network can reconfigure itself upon failure of a link, and restrictive VLAN
filtering could hamper communication.
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12.2.2 VLAN usage

VLANSs require careful engineering and deployment, they should be avoided unless justified.

IEC 61850 does not mention nor does it mandate the use of VLANSs. It requires to send the
GOOSE and SV frames as priority-tagged frames to ensure priorities. Preserving these
priorities requires at least default VLAN support.

IEC/TR 61850-90-1 suggests using VLANs for tunnelling substation-to-substation
communication, to prevent burst situations from propagating to another substation.

To feduce the traffic load on end devices, multicast filtering is often sufficient since the.bulk of
IEC|61850 communication is multicast.

12.2.3 VLAN handling at the IEDs

IEC|61850-8-1:2011 requests that an IED sends the GOOSE apd 555 W A1Q
tag;|it may send MMS messages untagged. The other traffic is itied)

An |ED may also send messages with VLAN tags, i it as
explained in 6.4.8.2.

At neception, the edge port of the bridge to be
configured to remove the 802.1Q tags{ bukthig

An [ED is requested to accept VLA > any
megsage, while it may use the priority field i

12.2.4 Example of correct

Figure 57 shows a propery i ere priority is preserved, in which nodg A2
senfds MMS traffj affic as priority-tagged (VID = 0; PCP =4) fo a
port at bridge A nd configured with ‘Admit all frames’ and ingress
filtefing turned off.
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MMS (VID=3; PCP=0)

PVMS = {3;1}; tag; acceptall

|:> PVMS = {3;1}; tag; acceptall
trunk ports
| | | AN 3 — h HN

edge ports /\/ GOOSE (VID=3; PCP=4) \/\ \/\

e (L PEL] 4
VIVhT =, T, O

PVID=3; PPCP=0) PVMS = {i}{tag

1] 1l

MMS GOOSE MMS
(untagged) (VID=0; PCP=4) (untagged)

node ﬁ\ \> node
A2 K? B1 B2
AN
9) (]
Figure 57 — Bridges with ct VLAN configuration

affic with a VLAN tag with (VID [ 3;
poft encapsulates the frame carrying
priority.

The| ingress port encapsulates the fra
PCR = 0), inheriting the

e cakrying
= i iti port’s confiuraTh
GOOSE traffic with (VID < 3; RCP SERVIY

Bridge A forwards both the 8 VIMS frame through the trunk port towards
bridge B. This pgri\is “confi n the frame tagged. Thus both frames (MMS |and
GOODSE) retain the ¥ nith(their xespective VIDs and PCP. The port is also member in
VLAN 3, but this is’i j filtering is not used.

The| receiving s i B“Is configured as “accept all frames”. It thus accepts hoth
frames, reg s of theirt Bridge B internally forwards the frames towards the edge port

to which nad s 7 This port is a member of VLAN 3 and is configured to untag

Thus, the egress porfyremoves the VLAN tag from both the MMS and the GOOSE frames.
These frames lose™their priority information, but it only would matter if the node is ablg to
forwardframes like node B2 in Figure 57, which forwards frames of the default VID as tagged.

12.2° 5 Exampte of incorrect VEAN configuration

Several misconfigured parameters could prevent the correct reception of the frames from
node A at SAN B. An example is shown in Figure 58.
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1) PVYMS = {1}, forward all PVID =1
2) PVMS = {3}, untag \ <
A trunk ports B

(PVID = 3; PPCP = 0)

1]

MMS GOOSE
(untagged) (VID=0; PCP = 4)

[TTTLITL] j |
] egeports f\/\ ™

PVMS = {3}, tag

node €
A2
PVMS = {1},
untag

The fi i i P of bridge A. The port is not a member
porf . i and & SE frames from SAN A will no{ be
forw
A s¢cond configuration\errox assumse t™cunk port is correctly configured to be membgér of

VLA
frames sent fro

s all VLAN information (VID and PCP) op all
r%?t pQrt andyatso t e priority information of GOOSE messages. The ingfess
0

port would tag rarmes entering the bridge with its PVID and PPCP
(VID =1; PCP = yards SAN B1 however is still configured to be a
member port of VJ/A i eans that frames will be discarded, thus preventing ¢nd-
to-end communicati S

Other errg

o ) ) wqeeted to node A2 could be configured to accept frame types with

". In this case, the bridge discards both the MMS and the GOQSE
rame, _Since it _goOnsiders priority-tagged frames with a VID different from zero|l as
untagged”;

e theéstrunk por
ad

Ataaa onl
.llll.uvv\lu oy

‘. —

on bridge B connected to the bridge A could be configured as ‘Admit
Ih B A AicnnarA Al lmmm.nA Aamac froam heid~

o fr A -
wothe—etsearaatta g5CCTamesS1TTom ulluau 7%

e the port on the bridge B connected to the end node B2 could be configured to be a
member port in VLAN 3 and sends frames with VLAN tag instead of “untagged”. However,
if the second port of node B2 is not capable of interpreting frames with a VLAN tag of 3, it
will not forward them.

To prevent this kind of bad configurations, configuration guidelines should be observed. Such
guidelines should distinguish:

— enabling end-to-end connectivity while preserving priorities (e.g. to expedite GOOSE
frame delivery compared to MMS);

— restricting traffic flows by VLANSs.
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12.2.6 Retaining priority throughout the network

The following design rules allow to send the traffic from the IEDs within the same VLAN X and

to preserve the priority of multicast GOOSE frames throughout the network:

e Choose one VID = X which is to be used by all devices for all network traffic (e.g. VID=1);

Configure all edge ports to which IEDs are connected to as:
— “accept all frames”;
- PVID =X;

PDDOD — N (Ao fo 14

PREP=—0-(defattt):
e [onfigure all bridge trunk ports connected to other bridges in the netw
- to be member ports of VLAN X;
- to “accept all frames”;

- to keep tags on egress.

. Conflgure all brldge ports to WhICh IEDs are connected to snd fra e unt

d. The

arpret VLAN tagged traffi¢

e [onfigure the IEDs connected to the ports of ~aware bridges)>to send high pri

fraffic either with VID = X or priority tagged

The| PCP value within each frame is given by\th

tagged (either priority or VLAN), low p 'orit%ﬁ‘ic be sent untagged.

NOT
map

of selng eith ALAN-OT pribyi

high , i a negative impact on overall performance.

12.2.

In 4
use

Mappi ic ¥raffic from different GOOSE control blocks to individual VLANs and then

confi

effective mea s limiting traffic to specific parts of a network.

vith the PCP valueg
v priority traffic should

. High priority traffic should be

pétained throughout the network, VLANs can alsg
jhout the network. Traffic filtering cannot however
appli . Ng since a ring reconfiguration would make parts unreachab

bnly
L, in

Drity
as
be

sent

cally
to a

be
be

an
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accept all
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MMS U GOOSE 2 l
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Figure 59 — Bridges with traffic segmentation nfiguration

Figy
its

priofity tagged, while GOOSE 2 is VLAN
have the following configuration:
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GOOSE 1 traffic are forwarded only to the edge port
k port connecting bridge B to bridge C is configured to §

A . Yhus, GOOSE 1 multicast traffic is restricted to bridges A ar
without sqns -o pandwidth on bridge C. GOOSE 2 traffic is forwarded to bridge C

If VLANS are to be used for GOOSE/SV multicast filtering, IEDs need the ability to transmit different
ffic withndifferent VLAN encapsulation, e.g. one distinct VLAN ID for every GOOSE control block. If this c3
haranteed, traffic control through multicast filters is preferred.
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12.3
12.3.1

Traffic control by multicast filtering

Trunk traffic reduction by multicast filtering

IEC 61850 uses 802.1Q priority tagging to privilege time critical bus traffic for protection
relevant applications over low priority MMS and management traffic.

GOOSE and SV traffic use layer 2 multicast. This traffic propagates across the whole network
reaching all bridges and all IEDs. It impacts the bandwidth of all links in the network and adds
latency to processing times in all bridges and all IEDs.

Therefore, when the station bus extends to numerous devices, it is advisable to divide it into
segments separated by bridges that can filter out multicast traffic. A natural way is to split the
station bus according to the different voltage levels, as shown in Figure 60.
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primary substation ring
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Figure 60 — Station bus separated into ins by voltage level
12.3.2 Multicast/VLAN managementand\r : rotocol reconfiguration

When multicast traffic is restricted via i and/or VLANs, a network redundgncy
reconfiguration could decouple device S g

For[both VLAN and muyltica Q , tK ition i i ess
bus|need to be identifjexd. ansiti i y i like

e.g.| HSR Redundancy Boxes & i i i which
havg to be f|tte & 4 icast o i ion. : gical
topologies need tovWetaken i 9 i i i 4.

12.3.3

12.3.3.1

On g ri anngt be controlled on the ring ports, as a multicast publisher cannot
determine i physical ring a network port has been blocked by a redundgncy

ore, it has to send the multicast traffic in both directions inside the [ring

For|actual implementation, this means that specific MAC multicast filtering cannot be dong¢ on
the mjmmﬁ—mmwmm—vm—v&m

containing multicast groups must be configured on all ring ports of the ring devices
(analogous for dynamic MC management via GMRP/MMRP, forward-all must be implemented
on ring ports).

This applies to RSTP rings, while on HSR rings the frame transmission is done automatically.
As each frame is already being transmitted over two network paths by the HSR protocol itself,
only VLANs need to be configured. Multicast management is done on the non-ring ports,
connecting single subscribing devices or attached network segments.
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12.3.3.3 «Separation of process bus and station bus

Figyre®2 shows a generic network structure: On the station level, an RSTP ring is used [and
on theprimary equipment tevet, a HSR—Timg s Tedundantty ctonmected—via two—HSR
Redundancy Boxes that are part of the RSTP ring structure and at the same time are
participants in the HSR ring. The HSR redundancy boxes are therefore the points of
interconnection between the process bus and the station bus and therefore, a multicast
configuration has to be made on these devices.

For instance, SV multicast traffic from the process bus HSR network must not be transmitted
into the station bus RSTP network. Therefore, for all configured multicast addresses, filtering
entries need to be added into the configuration of both Redundancy Boxes. If the multicast
configuration is done via VLANSs, the corresponding VIDs can only be configured on the HSR
ring interfaces, not on the RSTP ring interfaces, thus restricting SV traffic to the HSR ring. On
the other hand, GOOSE traffic from the protection devices on the station bus need not be
forwarded to the HSR ring.
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Figure 63 — RSTP station bus and HSR process bus
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The junction points between individual rings are the only place to evaluate whether a specific
multicast group has to pass from one network segment into another. Which multicast group
has to be transmitted to which segment depends on the devices situated at each segment.
With this information, the junction points between the network segments can be configured to
not forward multicast traffic to network segments where there are no subscribers. The network
configuration could be done e.g. with a network management tool which visualizes the
network structure.

NOTE Caution is needed in network structures with multiple rings that are chained and not all directly
interconnected, for instance when one or several rings do not contain subscribers for a specific multicast group,
but a ring further downstream does. In this case, the intermediate rings are transit rings; multicast configuration

h + I A A H 1
as te-be—done-aceordinghy-

12.4 Configuration support from tools and SCD files

Traffic control can be engineered with Network Engineering Toqls tha y igally
visualize or edit a network topology, can evaluate and modify SGD hich
IEDp are subscribed to which multicast groups. If the SCD filg < n a
communication section with physical topology, the enging i Ds,

graphically, identifying the ports and completing the communijcation segjorof tk

The| tool can configure the bridging devices (VLAN ally

basgd solely on the SCD file.

e [lnputs” section in the LLNO and other Nodes as described in 9.3.13 of
EC 61850-6:2009 (not necessary ifi all ) iave a complete subscriber list);

e for each control bloc ¢ iber i an be deduced from the input section of all
pther IEDs if not pre ;

e for each “GSEControl S ’ the
P” element X " in
he communicatio

13

13.1

The arts

dep & nce

of the connectedNQads dictate the dependability requirements.

A common criterion is “N-1", meaning that complete functionality is sustained when any sipgle
conlpanent fails. The “N-1" requirement applied to the network as a whole says that|the
network connectivity Is maintained In spite of any single failure.

A finer analysis identifies failure-prone individual functions of the automation system and how
long their outage is tolerated, and which loss of production results.

For instance, a less stringent network resiliency requirement is that the loss of any single
element affects only one bay.

The consequence of an unintended function is a safety issue.

This analysis yields the level of redundancy expected in the network to overcome the failure
of a component.
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Redundancy of the network must be separated from redundancy of the end devices. Failure of
an end device can only be overcome by a back-up device. Device redundancy allows e.g. for
the protection of a valuable circuit breaker by two independent IEDs (Main 1 / Main 2
protection). This is not required when enough redundancy exists in the protection hierarchy,
so that another IED can trip a circuit breaker if the IED in charge is momentarily
incapacitated.

The fail-independence of the two application devices must not be impaired by any network
failure.

T 11 +lo ] ] £ <l Al H a £ $lo o [ a3l 1N
yp vdlly, uic 1TVTT Ul TTUuUtiuarivy ToTQyuircu TUl uUic oudtlivilT Uuo ditu 1T pPruvtoo VUO are

diffgrent, depending on the consequences of a loss of communication on the application.

All

13.2

Utili rete

figu

The| dependability requirements in sub
See| Clause 13 for more details.

13.3 Recovery time requirements

A Key parameter is how ) the
communication due to S 1

Failure to deliv@
seclrrity) issue.

(or

IEC een
stat sely
IEC

On for
GO an

upp 0-5.
RSTP is<a. widely used protocol that fulfils most requirements when engineered with
restrictions specified in IEC 62439-1:2010. The PRP and HSR protocols provide seam|ess
recgvery and therefore can be used on the station bus for demanding applications.

On the process bus, the tolerated disruption time must be short enough that the flow of SV is
not disturbed. This calls for a redundancy scheme that provides seamless failover. For the
process bus, network redundancy needs to be approached not on a basis of failover times at
all but on the basis of a seamless redundancy concept with no failover time at all. Both PRP
and HSR are redundancy protocols fulfil these requirements.

13.4 Maintainability requirements

Maintenance is a prerequisite to achieve dependability. According to the N-1 criteria,
dependability calculations are dominated by the probability that a faulty device is not yet
repaired at the time a second device fails.
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Therefore, a comprehensive failure detection and maintenance strategy allows minimizing
repair time.

The maintenance cost of substations depends on the criticality of the application and on the
geographical constraints. For example, maintenance of remote sites or offshore wind farms is
typically ten times more expensive than in case of substations where staff is on stand-by. For
such applications, remote maintenance of networking equipment is highly recommended. Also
modular design of equipment, field replaceable or hot-swappable modules are recommended.

13.5 Dependability calculations

Clanljse 7 of IEC 62439-1:2010 defines availability models and calculation methods| for

communication networks. These models and calculation methods can be/apptied tomnetwoprks

for ¢nergy and power utility automation.

The|following issues must be addressed when calculating reliability?

e Which are the criteria for declaring the network operationa aSe)Not 3 are
redundant (the N-1 criteria only holds strictly only if all

e Are degraded modes allowed (e.g. losing one bay-i 8 th hole
substation or a voltage level)?

e |s there on the contrary a higher dependabiljty rion
or parts of the system?

e Are the availability / reliability to b trol)
br on a per-network device basis (bridge,

e Are the IEDs specified as |IEC 61 PFD
Probability to Fail on Demand)?

° uch

[ ]

o ulty

The

13.6

The pted

leve

The| "unwanted events" the system faces must be clearly specified according to the levgl of

risk|thé user accepts (probability of occurrence).

The result of such risk analysis influences the level of reliability to allocate to each part of the
system, including:

e the reliability requirement attached to the communication network as a whole, and the
failure modes;

e the reliability requirement attached to the link of dedicated devices to the communication
network and the failure modes;

o the reliability requirement of the device itself and the failure modes.
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14 Time services

14.1 Clock synchronization and accuracy requirements

There is a number of precise clocks at many levels of the substation automation, in particular
for time-stamped measurements, sequence-of-events and transient recorders. These clocks
need to be synchronized.

Protection functions such as busbar protection and differential protection require a relative
clock synchronization. Synchrophasors however require an absolute synchronization to a

I t’\l EHI=Y roforanan
g ofartmeferefrerte:

A clock is characterized by its

e Aaccuracy, which is the mean error from the reference clock expres in b its, le.g.

e precision, which is the deviation of the error from the mear Q € S 3, ti hits,

IEC|61850-5 defines classes of clock synchronizati iffe icati . gses
are summarized in Table 43, copied from IEC 61 M

Table 43 — Synchxoni

Class Accuracy

T +1 ms Event Ioggm&

T2 +100 ps %\(oswth\&rlw synchrocheck.
T3 +25 s [\ lass P’(pf\tec W

T4 +4 ss P2 protestion fynctions (e.g. busbar protection function) and class M1|.
<&> is isNhe ctlass tcuracy specified in [15].
T5 +1 ps /\ CIaWeﬁlon functions and classes M2/3.

The| accuragy 3 cludes the inaccuracy within the device. For instance,
IEC|6186 i instru t transformer accuracy classes that comprise the whole
megsur rom the transformer to the digital output, assuming that the network clock
megsages vice have an accuracy better than 1 ps.

14.2 Global'time sdurces

The| ptimary time source (called stratum 0 in NTP) relies on time broadcast by atomic clocks.

A dedicated time server within the substation receives the time signal from the outside, e.g.
over long-wave radio WVBB (USA), DCF77 (Germany), MSF-60 (UK), short wave (WWV) or
microwaves (GNNS: GPS, GLONASS, Galileo) satellites, which provide the highest accuracy.

When absolute time distribution is critical, a substation should rely on two redundant time
servers. Some substations loose the reference signal for a longer period due to their
geographical location (e.g. in a deep valley). Also, GNNS jamming (intentional or not) can
occur. Solar storms have disabled GPS satellites. Therefore, the two time servers should be
of different types and it is recommended to use an atomic clock as a backup. Rubidium clocks
are available at affordable prices. Several clock types can be used, provided the hierarchy
between the clocks is the same for all devices.


https://iecnorm.com/api/?name=25f6407bce556c6f2c125a817e280d66

- 126 - TR 61850-90-4 © IEC:2013(E)

The local clock in a device keeps the time within tolerance after an outage of the reference
clock only during a certain time, called the holdover time. This time depends on the quality of
the quartz and the environmental conditions.

To increase the holdover time, clocks in each node need to be syntonized (tuned to the same
frequency) and not only synchronized (set to the same time). This gives a longer grace time
for the activation of the back-up clock upon loss of the clock master. For IEC 61850-9-2 (SV)
applications, a holdover time of about 5 s is sufficient to overcome a failure of the time server,
assuming that a hot standby is available.

F [P ] 1 =S H £ ™S [ S EH H + H ] ] Ll ] 1
Or rciative  UTUURN o yTiuTimulnZativll, aduoUITuULT UTc To TIUL LUTtledl do TUITYy do  diIl UVIUUNRNO are

synghronized to the same master clock.

Modt applications do not need a high accuracy and a cost/benefit anal 2 wnended.

14.3 Time scales and leap seconds

Thefe exist several absolute time scales, in particular TAl and

TAl|is the scientific time scale. It is continuously ing pever be reset or

disgontinued.

UTQ is the legal time. It is the base for the clog| ries> It indicates approximgtely
12:00:00 at solar noon in Greenwich [ 38 formerly called Greenwich
Megn Time). The Bureau InternationaNdes\P st.Mesures/ Paris, is responsible for|the
defipition of UTC.

UTCQ and TAI proceed at exe \ t re identical some time back in 1961.
Singe 1961, the earth rotationsli s days became longer. Additional fractlons

of spconds were regula . . it was decided to insert only full seconds,
called leap seconds. Si S ifferénce between UTC and solar noon excgeds
0,9 b, which happen A S e Bureau International des Poids et Mesyrres
adjLStS UTC by te o all clocks insert aleap second, so the last minute of a day (in prindiple
the |31°" of Decenihé Jdne) lasts 61 s. The reverse case is theoretigally

possible, but is ve thhat the Barth starts spinning faster.

Leap second be ant|C|pated since irregularities of the earth’s rotation|are
unpfedictable , Jung”30", UTC lagged behind TAI by 35 s, so when TAIl time gays
it is|2012-10% : TC says |t is only 2011-10-17 11:59:25.

When a leap.s€sqQnd is introduced, the time counter is set back by one second (or the sedond
coupter is nat incremented at the end of the last second of a minute). Thus, during one leap
secpnd, time stamps can have the same value as in the second before. This means that a
measydrement taken a few milliseconds before the leap second was inserted will have a {ime

starmp that is later than a measurement taken a few milliseconds after insertion

To deduce TAI time from UTC time, a table of all elapsed leap seconds is needed. UTC
cannot be predicted for a given TAI, since introduction of a leap second is an arbitrary
decision. The system of leap seconds is still subject to discussion and could be revised in
2015, according to a decision of the ITU in January 2012.

Some protocols such as NTP/SNTP and IRIG-B transmit UTC time and indicate if a leap
second will take place at the end of the current minute. Unfortunately, they do indicate the
number of accumulated leap seconds so the calculation of time differences over a long period
of time requires an up-to-date table containing all elapsed leap seconds and the date at which
they were introduced. Also, a clock that was not connected during some minutes before the
leap second will not be informed of the jump and will experience a delay in synchronizing.
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Recent protocols such as PTP and GPS use the TAI time scale (with different, but constant
offsets). They both indicate the accumulated number of leap seconds and if a leap second is
pending, so that UTC can be deduced from TAI.

14.4 Epoch

When expressed in digital form, time is counted since an arbitrary date, called the epoch For
instance, in a Unix machine, the epoch of the time counter is 1970, January 1!, 00:00:00.
Since the size of the time counter is limited, at some point in time, the time value wraps
around, and a new epoch starts.

Forlinstance, Unix uses a signed 32-bit counter for the seconds which will wrap around 49" of
Janpary 2038 around 03:14:08 UTC. NTP is represented by an unsigned 32-bit.integer forl the
secpnds and an unsigned 32-bit integer for the binary fractions of a TP hag an

epoth of 1900, January 1, 0 h and its 32-bit second counter will wrgglaroufd>2036 Febrgyiary
7"‘, .e. before the Unix wrap.

NOTE In fact, NTP specifies TAI with an epoch of 1st of January 1900, but this
as U[TC. Some ask to go back to TAI.
The| IRIG-B protocol carries the date in BCD form, so c ero of the Jdlian
Caléndar.
PTR’s epoch is 1970, January 1% 0 h whijle GP the
first|satellite was launched.
14.3 Time scales in IEC 61850
When engineering a substation, it is chitica i , , S|nce
only TAI allows an unamgigu i Q i ilding of
timg differences acros '

or

Thel UTC time le ’ g

seqglience-of-eve irfe transmitted by IEC 61850 messages should be
corrected by the amo g (indicated by the clock synchronization protocols).
Indeed, wide-area asors or differential protection schemes could suffer

disrpptions whent { the.different measurement units leap at about the same time.

IEC|61850<7-R: i ¥0 time representations:
e [imeSta & econds and binary fraction of seconds in a 56-bit counter s|nce
1970-01-0 :00000, plus an 8-bit indication of time quality, which tells if the UTC or| the

Al scale (LeapSecondsKnown=false) is in use, if the clock is in operation, if the clogk is
synchrohized to a global reference, and which accuracy (number of significant digits) it

nas,

o EntryHme—which—is—assumed—to—be—an—interrat—time rcpresentaticn with—ar—epoeh of
1984-01-01 00:00:00. This representation is used only for log entries. It carries no time
quality

Annex E of IEC 61850-8-1:2011 describes the mapping of

e TimeStamp to MMS type UtcTime (ASN.1 Type OCTET STRING [8]) which is a 64-bit
counter which counts multiples of 232 s since 1970-01-01 00:00:00, but leaves the use of
the least significant 8 bits undefined, possibly random.

e EntryTime to MMS type TimeOfDay (ASN.1 Type Btime6 or OCTET STRING [6]) which
counts milliseconds since midnight and days since 1984-01-01 on the GMT scale.

IEC/TR 61850-90-5 (Synchrophasor transmission) and IEC/TR 61850-90-1 use TimeStamp.
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NOTE UtcTime is an extension of ISO 9506-1 and ISO 9506-2 defined in IEC 61850-8-1. TimeOfDay is defined in
1SO 9506-1 and ISO 9506-2.

Measurement synchronization according to |IEEE C37.118-1 and IEEE C37.118-2 uses a
representation similar to TimeStamp, but the scale is always UTC and the quality information
is coded differently and at another place in the message.

The IRIG-B time representation is complex since it carries the number of seconds since
midnight and the same time quality field as IEEE C37.118. There is no fraction of second
since IRIG-B is sent always exactly when a second starts. The reception of the header
indicates the second.

Table 44 compares the different time representations used in utility autom
Table 44 — Time representations /\ “

Rrotocol Scale Time representation *QW Bnds
RFQ 1305 uTC time of reception contained in the message, expre sed\* W-m 2036
(NTP) (TAI) | 32-bit signed integer: seconds since epoch

32-bit signed integer: binary fractions of se
Unix uTC 32-bit signed integer: seconds since e ch 1970-01-01 2038
(TAI)
IEC 61588 TAI time of reception contained in th e fessed as 1970-01-01 9 Mio
(PTH) 48-bit unsigned inte secon si p chZB years
32-bit unsigned int ger caléd nangsecond'c
IEC|61850-7-2 uTC 32-bit unsigned integex; se 1970-01-01 2106
IEC 61850-8-1 & TAIl | 24-bit unsigned inte i fsecond
Timg¢Stamp 8-bit TimeQuality (UTC/TAL loc ant digits)
'SSSSSSSSSSSSSSSSS ssss{s?sisss FIREFFEFpATffffffffffffqqqqqqqq’B
IEC 61850-8-1 uTC 32-Rkit unsjgnéd in . se }mg}s smce epoch; 1970-01-01 21106
UtcTime & TAIl | 32-bitunsi ed mteg R hs of second
mappping of icant
Tim¢Stamp S
IEC[61850-7-2 C bit ungigned_integer: econd counter: 1984-01-01 2163
EntryTime /k it unsigned ege day counter
1SO|9506-1 uT isec 1984-01-01 21163
1SO[9506-2 ibdaysounter ptlonal)
Tim¢OfDay '00QOtttfrettttt tttttttt'B or
BINARY-TIME Q0D{ttttttdttttttttttttttttttttdddddddddddddddd'B
ASN.1'Qctef’String [4]6]
N
IEC|61850~8-1 NC 32-bitymillisecond counter 1984-01-01 2163
Tim¢OfDay it day counter (optional)
mappping of Octet String [6]
EntryTime 000ttttttttttttttttttttttttttttdddddddddddddddd'B
IEEE C37-118 uTC 32-bit unsigned integer: SOC seconds since epoch 1970-01-01 21106
Syn¢hrephasor 8-bit time quality (special format).
Meafsurement 24-bit unsigned integer: FRACSEC fraction of second
and 'SSSSSSSSSSS qqqqqqqql|||||||||fff||||||||||| B
transmission
IRIG-B uTC Second defined by reception of the signal, time expressed none none
BCD representation of date and straight number of seconds
1ISO 8824-1 any Visible String none none
ASN.1 not to be confounded with UtcTime
UTCtime
14.6 Synchronization mechanisms in IEC 61850
14.6.1 Clock synchronization protocols
IEC 61850-8-1 and UCA 61850-9-2LE [15] respectively recommend these clock

synchronization protocols:
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e 1PPS (see 14.6.2);
e |RIG-B (see 14.6.3);
e SNTP (see 14.6.4);

e PTP (see 14.6.5).

Figure 64 shows an example of several arrangements of the clock synchronization within in a
substation.

The GPS receivers indicate the absolute time, a back-up atomic clock protects against GPS

los

These clocks can generate a 1 PPS signal over a dedicated wiring and/or send the

ime

info

The|
UCA

IEC
tran
bus
una

rmation over SNTP or PTP.

merging units on the process bus are synchronized by 1 PPS, usingl\dedica
\ 61850-9-2LE foresees.

d wiring

sparent clock or a boundary clock in the IED that bridges
This IED can become the time source in case the statio

atomic clock

time serverB
(preferred master)

SCADA <

Key
BC
MC
ocC
TC

ordinary ordinary clock boundary clock transparent clock
clock (can listen to (master-capable (master-capable)
(slave-only) several masters) on ProcessBus)

boundary clock (master-capable)
master-capable clock
ordinary clock

transparent clock

Figure 64 — Clock synchronization channels
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14.6.2 1 PPS

1 PPS is a frequently used synchronization that sends a continuous train of pulses at a
frequency of one pulse per second over a twisted wire pair or an optical fibre. 1 PPS does not
carry the absolute time. The rising edge and duration are specified in 6.2 of
IEC 60044-8:2002, as shown in Figure 65.

Y
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%

UCA bPS
sign irect
fibrg

UCA source of synchronization,
whi¢

IEC s of
inad is a
gloh nce
clogk.

14.6.

IRI( UTC
date indication of the clock traceability and quality. This frain

of p adio signal, or sent as baseband over a simple twigted
wirg opologies and point-to-point are used with different kinds of
links.

There exis al\variants of IRIG-B. The synchrophasor measurement and transmisgion
stan 18-1\and C37.118-2 (formerly IEEE 1344) define the use of IRIG-B 20(0-04
with a continuous time quality field that indicates the inaccuracy when|the
reference signal is lost. These documents contain an extensive description of the protocol.

uc

ImYal
T J.

14.6.4

NTP/SNTP clock synchronization for IEC 61850-8-1 (station bus)

IEC 61850-8-1 specifies that synchronization is to be achieved through SNTP. SNTP is a
simplified version of NTP; both use the same message formats.

SNTP uses a clock hierarchy of several levels, called stratum. The highest stratum is linked to
a reference atomic clock.

SNTP is implemented in most PCs as part of the communication stack. Usual implementations
provide a precision of about 1 ms within a substation LAN.
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SNTP carries UTC, although some interpret it as TAl. The 64-bit timestamps used by NTP
consist of a 32-bit seconds counter and a 32-bit fractional second part, giving NTP a time
scale that rolls over every 2°2 s (136 years) and a theoretical resolution of 27°? s (233 ps).
SNTP has an epoch of 1% of January 1900. The first rollover will occur in the year 2036, prior
to the UNIX year 2038 problem (see IETF RFC 4330), introducing a 200 ps interval in which
time is invalid (all zero).

This rollover will occur within the lifespan of presently delivered devices. Therefore, unless a
NTPv.4 protocol is used, testing and workaround is recommended.

NOTE—As—there—existprobablyno—archived-NTR timestamps—before—bit-0-was—set-in—1868,a—convenieatway to
J Ld 7

extend the useful life of NTP timestamps is the following convention: If bit 0 (MSB) is set, the UTC time is.ip the
rangg [1968..2036], and UTC time is reckoned from 0 h O m 0 s UTC on 1 January 1900. If bit-Q_is not set;\the|time
is inthe range [2036..2104] and UTC time is reckoned from 6 h 28 m 16 s UTC on 7 February 2036.

SNTP operates over UDP/IP (layer 3) using port 123, and therefore

The| SNTP clock synchronization is initiated by the client (sl s ) S ime
reqyiest to the server (master clock, higher stratum), which resp W ime|, as
shown in Figure 66.

time
client
B time reqyest
Iy
network delay | \(\ 3—
C «— | 4
S time response
ime request
'y
\-—-—-—_.____________+ 3’2
‘time response
retwork delay & { b < ~ £
4
A4

[
L

distance

Figure 66 — SNTP clock synchronization and delay measurement

The client needs to compensate for the delays in the network by calculating the round-trip
delay between the clock server and itself. To this effect, the client registers its local time
when sending the request (transmit timestamp) and registers its local time when receiving the
response (receive timestamp). The server also registers its local time when it received the
request and includes this time in the response, together with the time at which it sent the
response. The client adds to the clock time the network delay o, which it estimates as:

o= (tg —11)~ (13 — 12)
2
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where

t1 is the time the client sent the request;

t, is the time the server received the request;

t3 is the time the server sent the response;

t, is the time at which the client received the response.

This calculation assumes that the delays in the network are symmetrical, i.e. the request and
the response take the same path and that each router takes the same amount of time to treat
each message. For instance, the lower part of Figure 66 shows an asymmetrical round

pres
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14.4.5 PTP (IEC 61588) synchronization

14.6.5.1 PTP elements
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Figure 68 — PTP one-step cl
While SNTP communicates.at layer 4 (DDR bnly
laygr 2 multicast. This|k S S york
segments synchroiize
NOTE 1 PTP also sges a er 2
cominunication provides ¢
Contrarily to SN imthe’network calculates the link delay to its neighbours. This
is called a “pgerst uechanism. All devices must be PTP-aware.

NOTE 2 ®TP fereseesalso anXend-to-end delay” calculation similar to SNTP but within a substation only “peger to

peer

Ac
the
the

Pdelay’ Request and the Pdelay_Response. The clock calculates the link delay A as:

P (t4 —t1)—(t3 —t2)
2

ock caleulate e’ link delay A to the next node by sending a Pdelay_Request, to which
other.node respdonds with a Pdelay_Response containing the time between receptiop of

Since the asymmetry of a link is very small (some nanoseconds), the delay can be better
estimated than in NTP.

Each bridge holds a transparent clock, which calculates a correction value as the sum of its
link delay 4 to the clock from which it received the Sync, of any correction x that came along

with

the Sync it received and of its own residence delay p:

p=(te —1s5)
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NOTE 3 Timestamps for computing the residence delay are taken from the node’s local clock. Since these
accumulated residence delays are used by a slave to adjust the time provided by a master, errors resulting from
differences in the rates of the master and the transparent clocks should be negligible. For instance, if the rates of
the master and local clocks differ by 0,01 %, the error introduced can reach 0,01 % of the measured residence
delay. For a residence delay of 1 ms, the maximum error amounts to 100 ns in each bridge (a 1 ms residence time
is a pessimistic case at 100 Mbit/s when PTP does not have the highest priority). This inaccuracy accumulates in a
chain of transparent clocks. Therefore, syntonizing the local clocks of transparent and boundary clocks may be
necessary to achieve the required accuracy.

The ordinary (slave) clocks receive the Sync and compensate the received reference time by
the network delay.

PTP one-step clock correction

Each transparent clock adds its correction (1 + p + x) to the Sync e G ield
while the frame is being transmitted over the egress port. This m esN\a dedicated
hargware to timestamp the start of the message, calculate and ioh/1 and
the |checksum of the outgoing Sync frame and insert it into the ile parfs of
the Imessage have already been transmitted. This “on-thef cli i both

to cut-through and to store-and-forward bridges (see Fig

14.6.5.4 PTP two-step clock correction

To -the-fly, a two-step cJock
recd s'the Sync message with|the
unc sent the Sync. There gxist
ded a few ns. Sending the Sync messgage
isn

The - t eefion field as the sum of the ingress Sync
corrl f jously measured) peer delay 1 and sends a
Follpow_Up message > vt correction « as shown in Figure 69. The same schéeme
applies to the c@ho S

The hme
PTH

NOT] and

Anng
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Figure 69 — PTPwo~stép cloc sy%r nization and delay measurement

distance

A 4

The| engineer is faced two synclronization methods, depending on the ability of its
dev|ces. Comm two
sysfems can be

14.6.5.5

Initiplly, the BestM i gter-
capfable clock\nodesypar 'cip y asts
Annlouné&e mess S ock
quality wins.ant\begome ning

for its Announte:messages, but do not send their own unless a failure occurs.

takgs<{over. The back-up detects failure or degradation of the master by listening tq its

Wh;n armaster clock fails or degrades (loss of satellites in GPS), a back-up master cjock
Annlounce messages A _time-out on the Announce messages causes the back-up malster

clocks (if there are several of them) to compete for the role of master by applying the BMC
algorithm.

To speed up election, the alternate master option defined by IEC 61588 is recommended.
This option allows alternate masters that are not currently the best master to exchange PTP
timing information with slave ports, and for a slave port to acquire knowledge of the
characteristics of the transmission path between itself and each alternate master, even if it
does not use it currently. This allows a fast switchover to an alternate master with a small
phase excursion when the master fails.

To speed up recovery, the preferred back-up master is configured with an Announce time-out
shorter than the Announce time-out of other master-capable ordinary clocks (e.g. to 2,0 s).
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Such mechanism reduces collisions in case several master clocks try to become masters after

a fa

ilure of the master in charge.

14.6.5.6 PTP Announce interval and holdover time

In case of loss of the master, a slave clock is required to keep on ticking with a sufficient
accuracy during a holdover time (5 s) until the back-up clock takes over. This implies that in
addition to synchronization, nodes must syntonize their clocks (tune their frequency).

14.6.5.7 PTP time domains

It is| recommended to consider the substation as a single time domain and not to useluser-

defiped time bases.

14.6.5.8 PTP migration path from legacy protocols

PTH slave clocks can be used to provide a 1 PPS signal for lega the

neef for additional GPS receivers or a separate timing networ

The| migration path towards systems with PTP based s a

tranisitional period when networking devices will have t0 supportdoth the new PTP protocol in

parallel with SNTP or IRIG-B. It will take some tim Bive

PTH slave functionality. Therefore a PTP enabted n s a

boupdary clock, PTP slave on one side and the

legdcy devices. Such a scenario hé b of

upgfades of IEDs to PTP, no modificatiqns womld b tion

and|control cabinets as these are already PTP-

14.6.6 PTP clock sync

14.6.6.1 PTP profile\n IE

Annex B of 39-3: i profile of IEC 61588 suitable for indugftrial

autgmation net 3 i iari

Annex B of IEC62¢ Size

network consisting

Each trap nce

syn{oniZed

The| master cloCikAccyracy according to 7.6.2.5 of IEC 61588:2009 is expected to be better

than class 0x20 (25Ms) during the holdover time.

The| profile of IEC 62439-3:2012 is characterized as follows:

a) all network elements (masters, end nodes, bridges, media converters,...) support
transparent clocks;

b) boundary clocks may exist at the outskirts of the grandmaster multicast domain;

c) each transparent clock introduces less than 50 ns of inaccuracy in the correction field of
forwarded Sync messages;

d) media converters (e.g. fibre — copper) introduce less than 50 ns of jitter each;

e) cable asymmetry does not exceed 25 ns;

f)  only Ethernet layer 2 communication is used (UDP communication is not used);

g) only multicast messages are used (unicast messages are not used);

only peer-to-peer delays are calculated (end-to-end path delay computation is not used);
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both 1-step and 2-step synchronization are allowed (one-step is preferred);
best Master Clock algorithm applies to all clocks (including slave clocks);
default settings are specified as:

— Announce message period (logSyncinterval=0): once every 1 s,

— Sync messages period (logAnnouncelnterval=0): once every 1 s,

— Timeout for Announce messages (announceReceiptTimeout=3): wait
(can be set to 2 s for the preferred redundant master),

— Pdelay_Request period (logMinDelayReqlnterval=0): once every 1 s,

14.4

The
LAN

It is]
can

up master is elected on that LAN. It ma

Ord
are

An

eac
clod
with

in o
mas

Eve
LAN
larg
dep

A sl

— Holdover time: accuracy kept within 1 us after reference signal loss: at least 5 s;
— Priority1 is 128 for grandmaster-capable devices, 255 for slave-o devices;

— Priority2 is 128 for grandmaster-capable devices, 255 for slavg
— The grandmaster clockClass is 6 or 7 (when degraded), res

— DomainNumber is 0.
.6.2 PTP clock synchronization on PRP

PRP redundancy concept foresees that the grand
s, either as DANP or through a RedBox.

3s

attached to Iboth

also possible that two different S O i each LAN. This situgtion
occur in a degraded situation in Wwhich\thé rifails on one LAN and a back-

nary clocks have two ports (this is\the

pst number ofNhops. The clock control algorithm can weigh the time information differe
ending-on the magnitude of the time correction.

ve’ordinary clock treats therefore each side as a different clock. but as long as the cl

e’with 3.1.22 of IEC 61588:2009) [and

ibly Follow-Up) and Announce messages from
does not apply since intermediate transpafrent

ach
the
ntly

cks

on both sides have the same grandmaster identity, it combines the received synchronization
messages to improve its accuracy. The slave clock may use for this purpose the sequence
numbers of the PTP messages. Otherwise, it selects the best quality master.

14.6.6.3 PTP clock synchronization on HSR

When the master clock is an HSR device, each other HSR node normally receives two Sync
messages with different delays (and therefore different contents) from opposite sides of the
ring. Therefore, on a HSR network, the duplicate discard scheme does not apply to PTP
messages. Each direction is treated as a separate clock, nodes utilize both Syncs to
synchronize and syntonize their clocks. When two-step clock correction is used, a node

agg

regates the Sync and Follow-Up from each direction separately.
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From a PTP point of view, an HSR node acts both as a transparent clock and as an ordinary
clock; this is called a hybrid clock. A transparent clock can introduce a delay of up to 125 us
(even if the transparent clock treats PTP messages with the highest priority) since ongoing
transmissions cannot be interrupted. The worst-case time inaccuracy of a transparent clock as
given in its data sheet (PICS) or MIB should not exceed 50 ns.

Since a ring can have up to 50 nodes in series, the delay (ring worst-case 6,25 ms) and jitter
(ring worst-case 2,5 us) can become significant. Indeed, phasor measurement units require a
time inaccuracy of less than 1,0 us. Therefore, the timing of the network must be checked at
engineering time and, if insufficient for the application, the ring must be split.

It is| recommended to locate the redundant masters at opposite diameters of the ringpta)|imit

the humber of hops.

14.6.6.4 Coupling PRP and HSR clocks

When coupling a PRP network to an HSR ring, the two RedBoxé 8. the ges
conling from the grand master clock. Therefore, in the case the PRR 4 with
twoistep clock correction, the RedBoxes translate the Awo-ste Cc +
Follpw_Up to a one-step Sync message in the HSR ring. ring
sholld be ideally located at opposite positions in oOrder i (or

tranisparent clocks) for each node of the ring in the nlor

Sync A Follow_ ollow_UpB SyncB

= =l = o=

Figure 70 — Clocks in a PRP network coupled by BCs with an HSR ring
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RedBoxes can implement a boundary or a transparent clock.

A boundary clock results in only one clock sending over the HSR ring, the other boundary
clock is parked because the Best Master Clock algorithm applies and lets only one clock
sending over the ring. The HSR tag must carry a sequence number which, together with the
MAC address of the RedBox, identifies the duplicates.

NOT
desti

E The two RedBoxes have different MAC and IP addresses for all traffic for which they are source or (sole)
nation.

If the RedBoxes implement each a transparent clock, then four Syncs circulate through the

ring
HSH
can

retrieved through the message contents (sourcePortldentity).

14.6

14.6.7.1 IEEE C37.238-2011 Default settings

The

14.6.7.2 |IEEE C37.238-2011 MIB

The
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eng

14.6.7.3 |IEEE C37.238-20

Eac]
IEC
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beg

NOT]
that
relat

14.6.7:4.) IEEE C37.238-2011 profile-specific TLV

a power-profilg-sp
14.6.7.3.1 IEE; y

and the HSR nodes must therefore deal with all four of them. The Syncs sent over|the
R ring receive an own HSR sequence number and the MAC address of the.RedBox'so’they
be removed from the ring. The MAC address of the current maste

.7 IEEE C37.238-2011 Power profile

IEEE C37.238 defines SNMP m
tion, it includes objects to manag
neering, see 19.3 and 19.6.

61588 compliant

- C37.238-2011 ¢ cach master appends to its Announce messages|the
61588-defined _ E_OFFSET_INDICATOR TLV that carries the offsgt of
clock with resp This facilitates the setting of the HMI of the IEDs at|the
nning’a ightsaving time periods.

F |EEE didzgotiyet ecid€ if the offset is with respect to UTC or TAI. A proposal is to assume that a yalue
s an exact.muttiple of Y 800 is an offset to UTC, while a value that has a residue from the division by 1 8p0 is
ve to TAlj e/g. 3 68Qvould be relative to UTC and 3 632 would be relative to TAI.

IEE
C37

a)

F C37.238-20TT prescribes that each master appends o 1tS Announceé messages one
.238-specific TLV that contains two fields: grandmasterID and timelnaccuracy.

The 16-bit grandmasterID field carries in its least-significant octet a short (8-bit) identifier
of the current grandmaster that is intended to be copied into the smpSynch field of 19.4.8
of |IEC 61850-7-2:2010. Although each Announce message carries a 64-bit
grandMasterldentifier, the smpSynch field only accommodates 8 bits.

In IEC 61850-9-2:2011, smpSynch specifies that the values 5 to 254 identify the
grandmasterID.

The allocation of the grandmasterID to a master clock is an engineering issue.

The 64-bit timelnaccuracy field which optionally carries an estimation of the absolute
value of the inaccuracy of the local clock, which is divided into two fields:
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the 32-bit grandmasterTimelnaccuracy, a more precise value of the clockAccuracy of
the clockQuality field specified in Table 6 of the IEEE Std 1588:2009, expressed in
nanoseconds;

a 32-bit networkTimelnaccuracy, which is configured at the grandmaster and is set to
0 by default. This value may be set to Timelnaccuracy accumulated in the worst
network path, expressed in nanoseconds. The field “networkTimelnaccuracy” is
provided for experimental purposes, and its use is undefined.

The TLV is shown in Figure 71.

14.71

nodp

. PTP ref<> 0
The| use of PTP

sage-iransited increases by the value of each transparent clock. This value at a g

[EEE_C37_238
ORGANIZATION
EXTENSION

tivType (2 octets) = 0003

tivLength (2) = 0x0012 O\
OUI (3) = 1C129D / 84@}%& "steND ]
OrgSubType (3) =1 4 >

/ X
grandMasterld (2) 4
grandMasterTimelnaccuracy (4)\/\

neMorkTimeInaccu@ﬂ*{)%
reserved (2) A

.
Figure 74— %38- pecific TLV

PTP network e

the
r of

imize
rst-
r to
ync
ven
is._the NetTimelnacc. The worst case value of NetTimelnacc is the sum of|the

Loc[limelnacc of all transparent clocks in the least favourable path from any master to [that

Figure 72 shows that the Sync message from the GPS time server to IED z crosses
8 transparent clocks in the worst case, which occurs when the RSTP blocks the right port of
the first bridge. If every transparent clock introduces a worst-case time inaccuracy of 50 ns,
the total worst-case inaccuracy along that path will be 400 ns.

In case the grandmaster clock (e.g. attached to the GPS) fails, a back-up rubidium clock takes
over. Figure 72 shows that one more transparent clock must be crossed, and NetTimelnacc
for IED z rises to 450 ns.

The effective value of NetTimelnacc can be measured for each IED, i.e. by comparing the
1 PPS signal generated by the grandmaster and the 1 PPS signal generated by the ordinary
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clock of IED z, as shown in Figure 72. To perform this measurement, it is recommended to
generate the 1 PPS signal in all clocks at least for testing.

The maximum clock inaccuracy permitted on an IED is an engineering parameter called
EngTimelnacc. This conservative estimate of the inaccuracy considers how accurate an event
is time-stamped on a given IED. Therefore, it considers the sum of:

e the network time inaccuracy (which varies from device to device);

e the grandmaster inaccuracy (which varies and is indicated in the Sync messages);

e any inaccuracy introduced by the sensors or the IED itself.

on an |EDjat a
aringhit tof the
vork

The| effective error in time-stamping can be calculated by generating an eyen
givgn time, e.g. synchronized to the 1 PPS of the reference clock, and
valy
ana

inaccurgcy
measurement

v 1
H 1
Redbox di
C HSR-RSTP ! )

L A

=

HSR ring 8 7

m
¢

i
i

g

Key
GMC grand-master clock
BMC backup master clock

TC transparent clock

Figure 72 — Hierarchy of clocks

14.7.2 PTP connection of station bus and process bus

While the stricter timing requirements apply to the process bus, the reference clock should be
located on the station bus and the process bus devices should be synchronized to it. The
device connecting station bus and process bus (Ethernet bridge or IED with bridging
functionality) acts as a PTP transparent clock synchronizing the process bus devices.
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However, when the reference clock on the station bus becomes unavailable, a device on the
process bus, preferably the connecting device, should take over as a grandmaster, both
towards the station bus (if it still operates) and towards the process bus. When the station bus
resumes operation, the connecting device relinquishes its master role to the reference clock.

It is
and

recommended to locate the redundant clocks so that a common mode of failure is unlikely
so that the worst case number of transparent clocks in the path to an ordinary clock is

less or equal to the original grandmaster clock (e.g. at opposed diameters of a ring in a ring

topology).

14.7- i i ynchronization

Clo¢k synchronization at the process level depends on the consideyéd icati and
network architecture and topology. Indeed, in the case of local protectign func iohs,such as
ovefcurrent, the relevant data are usually collected by the same i no
extdrnal synchronization is required. If the data are coming from d{ e.g.
diffgrential protection function, the merging units have to be synghrohjzeg. ;mg
unitp are required to perform a given function depends not onky on“the ify in
case of losses, but also on geographical distance and layo on. r of
syngchronized merging units should be minimized, e.g. by § mg X izati . uch
syng¢hronization islands could be either suitable for pro ~ gologies iple
rings or multiple stars as well as multiple point-to-pojnt li . i lex,
as it would require each physical merging unit to ) i i i i nit"
in ofder for these to belong to different oA’ [

15 [Network security

Refer to IEC 62351.

16 |[Network manage

16.1 Protocol

When choosing netw \ vide
continuous metri€¢s © / i ili i iri ning
ports.

IEC|618 the
health o ime
clodk is avaits ; the
ovefall delay\‘does net distinguish commumcat|on failures, brldge overload or application
errgrs, andithereforé, network-health tools should be used that rely on the ability of|the
dev|ces(to monitor the condition of their network connections.

Two techniques are available to monitor devices health, SNMP and IEC 61850.

SNMP is the standard network management protocol for bridging devices, but its
implementation is now common for any device. When a device supports SNMP, it is said
"manageable"”. Available information is structured into MIBs which are a type of database
used to manage the devices in a communication network. The list of the standard MIBs
and the selected content which is supported by a device depends on the vendor's choices.
In addition, "private MIBs" are supported by some devices in order to offer vendor-specific
detailed information (described by the MIB provided by the device’s vendor). MIBs
contents are described using the ASN.1 grammar and then can be easily imported into a
network management tool. An SNMP MIB has been defined also for PRP and HSR. This
requires SCADA level nodes to support SNMP, at least through an OPC server.

An alternative to the SNMP protocol for network management within substations is the use
of the IEC 61850 MMS services in case the network elements implement them. Such
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services allow seamless integration of networking devices into Substation Control and
Monitoring Systems that lack the SNMP protocol functionality. To this effect, objects have
been defined in IEC 61850-7-4:2010 to represent communication properties. Additional

modelling is proposed in Clause 19 to extend capabilities in configuring and monitoring
networking feature of devices. This requires bridges to support MMS, although they
not classical IEDs.

the
are

This continuous monitoring is now being accepted as a technology to mitigate regulatory-

board

maintenance tests.

16.2 Network management tool

requirements for placing communication networks out of service for annual

Monitoring the status of the network is essential, as soon as the net andtes’ critical
distributed functions and redundancy mechanisms are implemented % first
failyre.

Thepn tools which can continuously monitor the real health of t pork

bridging devices, and detect the occurrence of a network fail

Mor

16.3
The|

[raps degradation

Breaks the

Retrieye MIBs from any manageable devices.

L earh device capabilities and parameters as soon as there are available remotely thro

EC 61850 and/or SNMP.

the

as

ugh

Help to validate the correct settings used for managing the data flow such as Multicast

Address Filtering settings, VLAN settings.

Identify any communication links between devices even if logically disabled.

Compare the discovered topology against the engineered topology defined in the SCD, or

against a previously saved topology, i.e. looking for missing devices or links and diffe
parameters.

In case of network redundancy, check the effective health, i.e. if traffic follows

rent

the

expected flow. Produce an alarm as soon as the network is changing from the normal flow

state.
Provide to the operator a single synthesis on network health.


https://iecnorm.com/api/?name=25f6407bce556c6f2c125a817e280d66

TR 61850-90-4 © IEC:2013(E) - 145 -

e Time-stamp and display alarms on the tool’s screen as soon as they occurred (including
its source, its label, the time when it occurred, and its status).

e Locate easily on the network map the device or link that generates the alarm.
e Analyse network data flow and identify issues at communication level.

e Analyse network data flow and identify issues at application level (using the application
level tags and function naming).

17 Remote connectivity

Englineer access allows performing bulk upgrades, management of configuration files, bagkup
or cpnfiguration restoration.

Thefre might be a requirement for remote access so that certain or 3 Y icate
to/flom a control centre, another substation or from any place in the i ork
or ffom outside this network. The inter-substation communication ati [ ntre

communication or secure remote access is outside the scope of

NOTE Bulk upgrades require considering throughput and security i ation
netwprk.

18 [Network testing

18.1 Introduction to testing

Netywork components are a vital part o c automation since their failure impfacts
the |control functions and even the protec As such, the quality of the network

and| switches must achie
defines several stages fo

<

development d

(EN IS0 9001 stomer 1

K\ routine FAT * site
% —> > Ea

test of system L

| s@stgr}t%t \&>eriﬂcation * N products eqt):ipment commissioning
N customer x \

site

W acceptance
|prototype series| test

v
—> project n trial

N !
| type test I—-é customer n operation
\

| warranty
conformance v
test service
maintenance
support

the protection relays. |IEC 618%0-4

prg@\/livery and putting online

—> project 1
1

<— product realization

<—— customer life cycle

* optional v
| decommissioning |

Figure 73 — Quality assurance stages (copied from IEC 61850-4)


https://iecnorm.com/api/?name=25f6407bce556c6f2c125a817e280d66

- 146 - TR 61850-90-4 © IEC:2013(E)

In the product development stage, a manufacturer develops the product and executes product
release tests.

An independent test lab executes the type testing, which basically ensures that the device
type operates up to the specifications and fulfils the mechanical, electromagnetic and

envi

Duri
apr

ronmental requirements of the claimed standards.

ng the market approval stage, the system integrator performs a verification test to select
oduct. This test verifies if the product meets the functional and performance requirements

under worst case conditions. The verification test also checks that the different components of

the ICtVVUIIT\ ;IItCIU'JCIGtU UUIICUt:y fUl CVTCTI thU :alscot CIIV;O;UIICd DyDtCIIIO.
Dur|ng the project execution stage, the network of a specific power utility(project undergogs a
factpry acceptance and site acceptance testing.
Dur|ng operation, a part of the tests continues to monitor the nefwo
and|replace quickly the failed devices.
Sublclauses 18.2 to 18.4 describe the network testing acti
18.2 Environmental type testing
The| type testing of network and oth
emigsion, environmental and mechapica
envlronments.
Thelenvironmental type testing is defin
18.3 Conformance testin
18.3.1 Protocols supj
The| conformanc Ihis
guideline does no
standards.
The| applicakie p are
listgd in T,
5 — Standards applicable to network elements
Protocol Reference Conformance test
Prigrity quéuing IEEE 802.1Q-2011 -
VirjuahLAN IEEE 802.1Q-2011 -
Rapid spanning tree protocol IEEE 802.1D-2004 Clause 8 of IEC 62439-1: 2010 —
(RSTP) measure RSTP performance
Simple network management RFC 3416 -
protocol (SNMP)
Simple Network Time protocol RFC 2030 -
(SNTP)
Multiple MAC Registration Protocol | IEEE 802.1Q-2011 -
(MMRP)
Multiple VLAN Registration IEEE 802.1Q-2011 -
Protocol (MVRP)
Precision Time synchronization IEEE C37.238 ISPCS Plug fest
Protocol (PTP) for power
applications
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Protocol Reference Conformance test
Parallel redundancy protocol (PRP) | Clause 4 of IEC 62439-3:2012 Clause 4 of IEC 62439-1:2010
(RedBox)
High-availability Seamless Clause 5 of IEC 62439-3:2012 Clause 4 of IEC 62439-1:2010
Redundancy (HSR)

18.3.2 Integrator acceptance and verification testing

Integrator acceptance and verification tests verify which products meet the functional and

performmance —Tequirements —for —the—nmternded—metwork——configuratiom—under —worst—gase

condlitions.

Such tests are repeated for several products and, based on the test reg can
dec|de which products to use for its future projects.

To pompare the performance of different products, the tests¢need iple
timgs under well-defined and repeatable conditions, so a ical

datq like average, minimum and maximum performance.

Sing¢e the integrator uses these products in a numbey of projests, these tests ensure that g set
of products is applicable even for the largest and most de e@ii g projects.

18.3.3 Simple verification test setsup

Figure 74 shows a simple test set-up ence in the following tests. It does|not
replace a full system test, but it is used to S essary steps.

The| test set-up is optimized toNninimiz switches.

N ~
NN O
anal backgreunditraffic GOOSE
/\ x$ nerator subscriber
ANANIN

Ni=e
QAT 1

GOOSE I
publisher analyzer

Figure 74 — Test set-up for verification test

The test set-up consists of the following components:

e 4 Ethernet switches (using RSTP) in a ring configured for the test;
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EC 61850 GOOSE Publisher with 100 Mbit/s port;
EC 61850 GOOSE Subscriber with 100 Mbit/s port;
EC 61850 Analyser with one or more 100 Mbit/s ports;

Background traffic generator with 100 Mbit/s port;
Multiple SV publishers;
Several devices/switches with HSR or PRP functionality;

One or two PTP master clocks.

The|
nety
with

traffic generator allows generating worst case conditions, consisiing of 98 % Iow pri
vork load and of 2 % high-priority traffic with large GOOSE message
a period of 1 ms.

brity
sent

An [SV message generator can also be used to simulate mul
publisher creates a network load of about 4 % consisting of SV me
of 2b0 ps in a 50 Hz system
To ¢alculate the minimum and maximum test results the té
timgs.
18.3.4 Simple VLAN handling test
Thig simple VLAN handling test verifigs t ndlirlg of bging GOOSE messages with
different VIDs.
d Test Verdict

VLA

uri
AN 1 Check whether the LAN\%] in th OSE\m{es is correct after
passing at IeasNNo switch

VLA

AN2 Check whether aVv ged Wessage oqly appears on the
corresp rt.

VLA

AN3 Check w N ta essage with VID=0 is rewritten to the
defaultVI[;\ f thexcorr pon .

18.3.5
Thig si ing test verifies that higher priority messages prevail over Igwer
priofity me ork with mixed priority packages, no high priority packages should
be dqropped
Iid Test procedure Verdict
Prig1 GOOSE simulator sends 1 000 messages within 1 s with priority=LOW, with

Ro-orless-than-5-%hetwork-traffic

Prio2 GOOSE simulator sends 1 000 messages within 1 s with priority=MEDIUM,

with no or less than 5 % network traffic.

Prio3 GOOSE simulator sends 1 000 messages within 1 s with priority=HIGH, with

no or less than 5 % network traffic.

Prio4 GOOSE simulator sends 1 000 messages within 1 s with the priority lower

than the 98 % background traffic on a separate VLAN.

Prio5 GOOSE simulator sends 1 000 messages within 1 s with the priority the

same as the 98 % background traffic on a separate VLAN.

Prio6 GOOSE simulator sends 1 000 messages within 1 s with the priority higher

than the 98 % background traffic on a separate VLAN.

Prio7 GOOSE simulator sends 1 000 messages within 1 s with the priority lower

than the 98 % background traffic on the same VLAN.
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Id Test procedure Verdict

Prio8 GOOSE simulator sends 1 000 messages within 1 s with the priority the
same as the 98 % background traffic on the same VLAN.

Prio9 GOOSE simulator sends 1 000 messages within 1 s with the priority higher
than the 98 % background traffic on the same VLAN.

18.3.6 Simple multicast handling test

This simple multicast handling test verifies that the specific multicast (SV or GOOSE)

megsages are Teceived o the comnfigured-ports—and ot Teceived oM other ports:

d Test procedure [ Verdict
N

Mcg1 Check whether the MC messages are received on the configured ports
after disconnecting/reconnecting a backbone cable.

Mcg2 Check whether the MC messages are not received on the other W \\/

disconnecting/reconnecting a backbone cable.

Mcg3 Check that messages with an unknown multicast are recelve/d\cng port\

18.3.7 Simple RSTP recovery test w

Thig test neither replaces the IEE for a tesis nor the guidelineg of
IEC|62439-1:2010.

Thig simple RSTP test verifies the recg S 8. .communication failure and measutres
the recovery time as well as the numb ) 1 function of:

e Packet size;

e Network load;

e (onnecting / i: o}
The|l measured re p erence between the timestamp of the last recelved
megsage before t [ \ imestamp of the first received message after the failure.
Thel| packet drop<s i gequence number of the last and first received GOQSE
megsage.

Iid \ \‘I(est procedure Verdict Measurements

(min/max)

Rsp1 Disc nect|on es th large GOOSE messages and about 98 %
netwofk traffic 0 the backbone.

Rsp2 Bisconnection test with small GOOSE messages and about 98 %
network traffic on the backbone.

Rsp3 Disconnection test with large GOOSE messages with no traffic.

Rsp4 Disconnection test with small GOOSE messages with no traffic.

Rsp5 Connection test with large GOOSE messages and about 98 %
network traffic on the backbone.

Rsp6 Connection test with small GOOSE messages and about 98 %
network traffic on the backbone.

Rsp7 Connection test with large GOOSE messages with no traffic.

Rsp8 Connection test with small GOOSE messages with no traffic.

NOTE IEC 61850-5 requires a performance class P1 for type 1B messages with a recovery time shorter than
5 ms per switch. Such performance is possible according to IEC 62439-1:2012, Clause 8, except for the loss of the
root bridge.
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18.3.8 Simple HSR test

This test applies to a switch implementing the HSR protocol, which implies that it operates as
a RedBox. Devices are subject to more complete conformance tests based on

IEC 62439-3:2012.

This simple HSR test verifies that on connection failure, no packets are dropped or delayed.

Id Test procedure Verdict

Hsr1 Check whether HSR mechanism works on a backbone disconnecting a link
with multiple SV publishers in a netwark

Hsi2 Check whether HSR mechanism works on a backbone reconnecting the
link with multiple SV publishers in a network.

18.3.9 Simple PRP test

In g PRP LAN, bridges normally operate as IEEE 802.1D elements; i i 5t is
needed. The PRP test is only needed to ensure that the’b i PRP
trailers. If the bridge is used as a RedBox, it is only conne b test
applies.

Thig simple PRP test verifies that on connectlc?\(é\ o ack ts are dropped or delaygd.

d Tesf\qot}d\ﬂ‘e\ \'/ Verdict

Prp[1 Check whether PRP mechanism wor n a kackbone |scMng a link
with multiple SV publishers in a nefivork.

Prp2 Check whether PRP echanlsm w ks ckb e\r\e/%nnect the link
with multiple SV p rk

18.3.10 Simple<$t

Thig test applies e

clogk. Complete confQ

rent

Thig simple tgs ifi c , i - nce
timg. To measure i

ANS
d \ \ > Test procedure Verdict

Ptp[t ChecCkawhethex maximum PTP offset and time inaccuracy compared to a
referencedireetly attached are within 50 ns.

PtpR Verify the switchover from one master clock to another and vice versa.

PtpP3 Check the convergence time at start-up.

18.4 Factory and site acceptance testing

During the project execution stage, the network of a specific project is subject first to a factory
acceptance and then to site acceptance testing.

While the factory acceptance test is typically a partial set-up that only tests parts of the
network, the site acceptance test checks the totality. Therefore, the factory acceptance test
should also be used to test the procedures used for the site acceptance test.

A first test is to check whether all switches are correctly configured with respect to IP
address, port settings, multicast and VLAN filtering and clock settings if applicable. This can
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be done using the remote access over SNMP or IEC 61850 objects. This test also checks the
connectivity of the switches.

A second test checks the connectivity of all other devices. This can be done simply by pinging
the devices with ICMP messages.

The presence of the MMS stack and its function on each device is a further connectivity and
configuration check. Tools exist to verify that all IEDs in the SCD are present and correctly
configured.

A tHird test checks if devices send the GOOSE and SV messages specified in the SCD.-Tpols
exist to check consistency of these messages with the SCD.

A fourth test checks if all subscribed devices receive the configur § To
support this, the subscriber devices should be configured to indicatg . ding
an |EC 61850 report) in case GOOSE and/or SV messages are as
expgected.

Resfiliency test should also be performed by removing cé the
traffic keeps on flowing and the error is reported.

A ne¢twork monitoring tool can be used to verify the ring
normal operation.

A ne¢twork analyser can be used to verif i i i - ting
a link.

19 |IEC 61850 bridge &

19.1 Purpose

Netfork manage . This
is tfaditionally done jects
known as the ma bcol
based on UDP. (substation, an access protocol already exists in form of
MME. Managé [ etwork devices over MMS using the equivalent of a MIB in| the
form of a ¢olls odes

Subclause ™ desgribes”’a model of a multi-port device in form of IEC 61850 objects [that
corresponds 4053 MP MIB. This model applies to data switches, bridges and als¢ to
simple IEDs.that support a subset of bridge functions, in particular HSR and PRP devices.
Thig model does not contain all information that is usually available in the SNMP MIBs,| but
seleets aHon—and-stat ablesrelevantinthecontextofutilityautemation:

TS uullllUulaLlUll - SstatusS—vartaptes+ferevan

Subclause 19.3 defines the model of an IEC 61588 clock in terms of Logical Nodes.

Subclause 19.4 defines the Logical Nodes and Common Data Classes for bridging and clock.
This subclause is auto-generated out of the UML model and will be moved to IEC 61850-7-4.
Until then, it is to be considered as informal and defined  within
(Tr)IEC 61850-90-4:2012 namespace.

6 The Logical Nodes in Clause 19 will be moved as a normative part into IEC 61850-7-4 in a future revision.
Its contents are still experimental. The Logical Nodes and related objects have been copied from an UML-
generated model and cannot be changed in this document.
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Subclause 19.5 suggests a mapping from the IEC 61850 bridge model to a standardized
bridge MIB, where applicable. If no standardized MIB is available, a description of the data
objects and attributes allows the bridge manufacturer to map them to its own individual MIB

objects.

Subclause 19.6 suggests a mapping from the IEC 61850 model to the IEC 61588 and

IEEE C37.238 objects.

NOTE A two-way mapping between IEC 61850 and SNMP has been proposed that can be used for that purpose.

Unfortunately, object names are not preserved due to different naming conventions.

19.2 Bridge model

19.2.1 Simple model

A multiport physical device that has a layer 2 bridge functionality
implements a switching matrix. Bridge functionality is not restricted \to
swifches. For instance, an IED may act as a bridge between station\bus,a
implement an additional port for connection of a service device, Evenlacsi

In a
kee
alsd

Brid
gath

The|

S5

1D
rnet
5 or
ISR

that
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Physical Device

Logical Device | inephp | | LnLno

LN LBRI =>C
bridge RSTP (IEEE 802.1D and IEEE 802.1Q) bridging properties

LN LCCH LN LCCH LN LCCH
communication channel

Channel properties for redundant ports
e.g. error counters

LN LCCF LN LCCF CNLTCCF
VLANs & multicast

it communication channel filteri
address filtering (common to both redundaq{;grﬁj\
LN LBSP LN LBSP LN LBSP L\N
bridge spanning tree
port (RSTP)

AN

LN LPLD LN LPLD LN LPLD \& LRQ)
port link discovery \
LLDP (802.1AB) N
LN LPCP LN LPCP LN'LP >N LPCP
port communication
physical, e.g. { O
- port number <
- port MAC address
- port name
- bit rate

- duplex Q\d)

LN T J
NX\( \) A | paired redundant ports B
part number T@ \/ TS T4

re 75 — Multiport device model

/

The|bridge S i$ llection of Logical Nodes.
e |logica defined in IEC 61850-7-4:2010 represents the physical deyice
properti \ iCal health). Since a logical node may only exist within a Logical

s part of a Logical Device. LPHD has been extended to supporf the
s defined in 19.4.3.2.2.

e |logical Node LLNO defined in IEC 61850-7-4:2010 represents the properties (e.g.
ocal/remote operation) of the Logical Device, several of which may exist in a phygical
device. lypically, a data switch hosts only a single Logical Device.

e Logical Node LBRI (for “Bridge”) defined in 19.4.3.2.3 represents the basic bridge
functionality, as of IEEE 802.1D (Bridging and Rapid Spanning Tree Protocol);

e Logical Node LCCF (for “Channel Communication Filtering”) defined in 19.4.3.2.4
represents the VLAN and multicast address filtering if the channel supports IEEE 802.1Q;

pridge functions

e Logical Node LCCH (for “Communication Channel”) defined in IEC 61850-7-4:2010 and
extended in 19.4.3.2.5, represents each channel. A channel can consist of one physical
port or two paired ports in redundancy. For instance, a simple |IED with one redundant
channel according to PRP implements one instance of LN LCCH and two instances of LN
LPCP.

e Logical Node LPCP (for “Physical Communication Port”) defined in 19.4.3.2.7, is
instantiated for each port, and represents the physical properties of a port (e.g. bit rate).
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Each port is identified by its port number PortNum (e.g. 3), a port name PortNam (e.g
“J103”) and a port MAC address PortMac (e.g. 00-02-03-AB-04-BC)

Logical Node LPLD (for “Port Layer Discovery”) defined in 19.4.3.2.8 is instantiated for
each port, and represents the properties of the remote device on that link discovered by
LLDP (IEEE 802.1AB).

Logical Node LBSP (for “Port Spanning tree Protocol”) defined in 19.4.3.2.9 is instantiated
for each port, and represents the RSTP properties of a port (e.g. RSTP port status
forwarding).

loaieal-deviee Lacecording an')4nFIEf‘R4QEn71’)n41\
T LA~A=1am~) HeEe—ae6 .un.v

NOTE With exceptlon of LPHD all system logical nodes (Group L) belonging to the same IED are defined in the
sam L v }

An |CD for a bridge contains an LN LLNO, an LN LPHD and an LBRI
inst

ances of the LN LPCP as the bridge has physical ports and as many|
LC(H as the device has logical channels, as the examples in 19.7 sh

19.2.2

haveas-many
ses |of thg LN

Bridge Logical Node linking

The|Logical Nodes are linked using references, as shown i

LN LCCF

__----|1{ ChannelRef P ChannelR{l
\val val
LN LCCH ext

LN LCCK

LN LCCH ext
[ [Portret |} PortRef
\ RedPortRef ff.
\'\
\
A"
- \
~ - \
"-‘\ \
N \
N ’ v !
\) p LN LBSP LN LBSP !
1 \
PortRef PortRef
DT R
1/ 1
mirror 'r " \\‘ ‘.
- - TestPortRef 1:1! d .'.
I \
{ MirPortRef || u
! I wirportret || / LN LPLD LN LPLD :
S | A PortRef || |[ PortRef H-. |
~ —== Ao _ A
b s~ ———— ;I’ ____________ B i R \\I|
AR 'rl —= ~~. \\ll
v ¥
LN\LPCP. LN LPCP LN LPCP

\&HSRWPRP)Q// Forthum

Figure 76 — Linking of bridge objects
19.3 Clock model

19.3.1 IEC 61588 datasets

IEC 61588 represents the clock properties in different datasets
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defaultDS: describes the local clock of a device;
currentDS: describes the path between a slave clock and the master or grandmaster;

parentDS: describes the clock that synchronizes the local clock, either master (boundary

clock) or grandmaster;
timepropertiesDS: an extension of the parentDS to account for different time scales;
portDS: applies to each port of a clock.

These datasets are referenced in the MIB specified in IEEE C37.238 which can be accessed
at http://standards.ieee.org/downloads/C37/C37.238-2011/C37.238-2011_MIB-D5-8.mib.

L

In
labe

19.3
The|
Clag
the

19.3

H HP | +ha AMIR [ 4 laballad 1] A L2 ot [P | +h MR
LA S A~ uare wirQw UUJU\/LO IAVUCTIITU do au Ullly dlrc  oldiuovT o, wimnme ure wiTo UUJ

lled as “read-write” are settings.

.2 Clock objects

EEE C37.238 MIB, representing e.qg.:

Roles in which the node can be configured
master-enabled, slave-only);

Domain number;

Clock Identity;

Clock Quality;
ClockPriority1;
ClockPriority2;

Announce interval whén ciqc
power of two of 1 s (e.&\ 2°

Announce time-out

.3 Simple clock model

eneral IEC 61588 clock resides in a multiport device. The structure is similar to that

Ag

ects

Data
s in

of a

brid

ging device as defined in 19.2, as shown in Figure 77.
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Physical Device

Logical Device LN LPHD LN LLNO
LN LTIM local time properties
| UTC offset
LN LTMS time master
| time sources
LN LTPC IEC-61588ordinary-and-grandmaster-elock
LN LTPP LN LTPP LN LTPP N LTRP

e.g. Sync interval
peer delay A %

LN LPCP LN LPCP LN LPCP Lk\l@
e.g. {

N
- port number \\
- port identity
- bit rate
- duplex L/

- auto-negotiation (\ /\
—-

{ S

\ ] )
T
A \pah/ed redundant ports B

t number +1 % \>*3 *4

o]

P

e |logical Nod

s
19.4.3.2.10 all

7-4:2010 represents the clock available tofthe
not visible in LN LTIM. LN LTIM extensionps in
UTC and the TAI time scale.

in IEC 61850-7-4:2010 represents the clock
i—fmay be NTP, IEC 61588, IRIG-B or other. LN LTMS
indicate from which clock source the synchronisation is

applications

ab’sence of external synchronization, which could be the master clock of
thectime domain if it happens to be the best master clock;

- Sthe IEC 61588 grandmaster clock’s status, which represents the primary time solirce

of +h fiona dAanaoin thaot oA
e aoTTaltT, aS-Seeh—ohthatnoeae:

The LN LTPC has a Data Object indicating from which ports the IEC 61588
synchronization is received.

e The Logical Node LTPP defined in 19.4.3.2.13 represents the IEC 61588 properties of the
port, e.g. the measurement of the peer delay. Each port of a pair in redundancy has one
clock object, even if redundancy is applied, since IEC 62439-3 prescribes that the
duplicate discard does not apply to the IEC 61588 clock synchronization.

NOTE IEC 61588:2009 indicates that an ordinary clock has only one port, but this is only valid when there is no
redundancy.

19.3.4 Linking of clock objects

The Logical Nodes are linked using references, as shown in Figure 76.
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[ Portret ]|

LN LPCP

[porar |

[romrer ]}

- 157 —
LN LTIM ext LN LTMS ext
other clock
CkRef |-----------___ -] object, e.g. NTP
=== D)
CkRef |- _
\\
v
\
A"
LN LTPC
—  EER
{ clkPortiRef
/|| ClkPortiRef |
// ’f
r'/ lr
Vi Vi
N LTPP LN LTPP

redundant ports
(independent for
clock

y generated from the model

synchronization)

LN LPCH

PortNurm:I

file

Term Description
Addr Address
Admin Administrative
Altn Alternate
Chs Chassis
Clk Clock
Desc Description
Dft Default
Gm Grandmaster

‘wg10uml02v13-wg18uml02

10c-
n is:
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19.4.3 Logical nodes

19.4.3.1 General

Figyre 79 shows

(no|doc) Q
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Term Description
Hello "I am alive" signal of a device
Ldp Link discovery protocol
Leap Leap (second)
Mac MAC address
Mau Medium access unit
Mir Mirror
Ngt Negotiation
Ord Ordinary
Path Path
Port Port
Prio Priority /\
Rem Remote
Rstp Rapid spanning tree priority \
Topo Topology < \ \
Trunk Trunk X
Utc UTC (Coordinated Unﬁzer@j’ime\})\ >
vid VLAN jdentificatién \ \."” /. B¢ N\
Vian VLA Cr oV v
Vid Valid \/

& ora

%\%}“

alNodes 90 4.

LNGroupL

+ LPHDExt

+ LERI

+ LCCF

+ LCCHExt

+ Fort8indingl
+ LPCF

< 1PID

+ LBSP
+ LTIMExt
+ LTMSExt
+ LTPC
+ LTPP

(AT} [ T DT T T T

Figure 79 — Class diagram LogicalNodes_90_4::LogicalNodes_90_4

(no doc)


https://iecnorm.com/api/?name=25f6407bce556c6f2c125a817e280d66

TR 61850-90-4 © IEC:2013(E) - 159 —

19.4.3.2 System logical nodes LN Group: L
19.4.3.2.1 General

This subclause is a placeholder until the object model is moved to IEC 61850-7-4.

Figure 80 shows class diagram LNGroupLEXxt.

INFHD existing 7-4
LNGroupL:LPHD NGOM LNGroupL:LECH
+| PhyNam :DPL sadmins = ChLiv 3PS
+| PhyHealth :ENSHealth LogicalNodes:-DomainlN +  RedChLiv :5P5 [0°7]
+| OutOv :SP5 [0..1]
+| Proxy :SPS + MamPlt :LPL[0..1]
+| InGw :SPS[0.1] + Beh :ENSBehaviourMode L1
+| OpTmh :INS[0..1] +  Health :ENSHealth [0.1]
+| NumPwrUp :INS [0..1] + Meod :ENCBehaviourMeode [0..1]
=| WrmStr :INS [0.1] + InRef :ORG [0..1]
+| WacTrg :INS[0..1]
=| PwrUp :SPSTransient [0..1] constraints
+| PwrDn :SPSTransient [0..1] {Omultit
+| PwrSupAlm 5P [0.1]
+| RsStat :SPCTransient [0..1] constraints
+| sim SPC[0.1] {MFcond(1)}
ﬂ {OF(RedChLivi}
LNGroupl::LTIM LNGrD?éL::L'Pd'SH A
+ TmDT :5PS N
+ TmOfsTmm :ING
+ TmUseDT :53PC
+ TmChgDayTm :T5G [0..1] +
+ TmChgstdTm TSG [0..1] \
< StrweskDay ENGWEEkdﬁY [0
strain
Q Gﬂu ik

( ﬂ LMGroupl : Usage of clock
[\ references

K \ ||'i erged\nte 7-4 and femoved
LPHDExt < < LTNJExE LTMSExt LCCHExt
[+ TmpAlm 5P [0.1] < : < TmSrcld NS + PortRef :ORC

- TmpAlmSpt ASG [0.. + ClkRef :ORG + RedPortRef :ORG [0..1]

- LocChsldTyp :INS + RedCfg :ENGChannelRedundang
= LocChsid wss [0.1 constraints +  RedPathld :ING [0..1]

IMmultit

- LocAddr

strain
FAlIOrNonePeeGroup

constraints
{MF{RedChLiwv}

Figure 80 — Class diagram LNGroupL::LNGroupLExt

Th|§. Ulidgldlll biIUWD C)\ibtillg iUgibdi IIUUIUb (up) dlld t;lb‘il pIUI.JUbCUI U)\tCIIDiUIID (UIUWII). The
extensions have been introduced to support bridge and clock modelling as defined in
IEC/TR 61850-90-4.

Figure 81 shows class diagram LNGroupLNew.
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existing meta-model (7-2)
LN

MetaMadel::
LNDOM

existing 7-4

gadmins
LogicaiNodes-DomainlN

+ MamPlt :LPL[0.1]
Pl .FLII'H I H Sl
+ Health :EMSHealth [0..1]
+ Mod :ENCBehavicurMode [0..1]
+ InRef :ORG [0.1]

constraints

fomulti} “\7\

57 E\

4 A\

LFCP LERI LCCF BN Mmfm LTFC
<+ |NamPlt :LPL[0..1] +  Machddr W55 [0..1] + ChRef : \ —\FC{EREF :Dh\'( +  GmClkSt :(CG
=+ | PhyNam :DPL + RstpRoot SPS + DftPortfid :| M + OrdClkCfg f0OG
+ |PortMam VSC [0.1] + RstpTopeCnt :INS [0..1] + DftPgrtRric WG + ClkPortRef PRC
+ | PertMum :ING + PortRef :ORG + VanFi\ :
=+ | PhyHealth :ENSHealth + RstpPrio :ING - constraints
= | QutOre SPS [0..1] = RstpHelloTm NG [0N]] constaints IMmulti}
= |In0Ow :5PS[0.1] + RstpMaxAgeTm :ING [IN]] {MmyltiRan [1|255§\\_)/
+ |RxCnt :BCR[0..1] + RstpEna :SPG L
=+ |T=xCnt :BCR [0..1] + TestPortRef :ORG [0..1
= |FerPort :INS [0..1] + MirPortRef :ORC [l}..'l(}/—
+ | AutoNgt 5P5
=+ |Mau :INZ gnstrai
<+ |PortMac :WSG [0..1] {Onmiftit /}r\ | LTPP
- ,;.::gf;c:lfic.spc N + ClkPort :CPS

=+ |MauCfgCap :ING

+ |AdminCfg :SPC LESF
constraints <+ RstpSt :ENSRstpState [0..1]

IMulti} + RstpTrunk :SPG

LPLD

+ RemPortDesc V55

+ LocPortDesc (W55

+ RemPortldTyp :INS

+ LocPortldTyp :INS
— 1+ RemPortld W55

+ LocPortld WSS

+ RemChsldTyp :INS

+ RemChsld :vss

+ RemSysDesc WSS
+  RemAddrTyp :INS
+ Remtddr WSS

Figure 81 — Class diagram LNGroupL::LNGroupLNew

This diagram shows completely new logical nodes, defined to support bridge and clock
modelling as defined in IEC/TR 61850-90-4.

These logical nodes should in the end also move to the group L of IEC 61850-7-4.

19.4.3.2.2 LN: Physical device extension Name: LPHDEXxt

This logical node contains newly proposed extended data objects to be moved into LPHD,
after which this LN shall be removed.

Table 47 shows all data objects of LPHDEXt.
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Table 47 — Data objects of LNGroupL::LPHDEXxt

LPHDEXxt

Data object Common data T Explanation M-O-C
name class nds/ds

Descriptions

PhyNam DPL ‘ | inherited from: LPHD M/ na
Status information
TmpAIm SPS If true, the temperature exceeded alarm level O/ na
aning 'TmpAlmef'_
LocQhsIdTyp INS Type of the local chassis identifier 'LocChsld’, AllOrNeneHRe
according to IEEE 802.1AB. /\(\\;Sroup(ﬂ/
a
LocGhsld VSS Local chassis identifier. Interpretation j en All oneHe
through 'LocChsldTyp', according to roup1) /
IEEE 802.1AB. na
LocAddrTyp INS Type of the local system manag men%%s \?OrNoneFe
'LocAddr', according to IEIZS&AB\ Group(1) /
na
LocAddr VSS Local system manag \ eM AllOrNoneHe
is given through 'LoCAddrTyp', i rGroup(1) /
IEEE 802.1AB. na
PhyHealth ENS (HealthKind) inhecited fr%LP\b// /\ S M/ na

outqv SPS iéi\eritéeqr%@ LP&D \ N )\/ 0/ na

Proxl SPS inh;?ﬂgd f%cq:\\PHD M/ na

IOV SPS inI(erite(;H.meg\HR S 0 /na

OpTinh INS N /—\@X{iteé\@}\- LPPPR 0 /na

NumpPwrUp INS 4 |nf§{@é¢{from: LM O/ na

N
WrmpStr INS [ ih\grite\\fro —PHD 0 /na
Waclrg Ng N\ 0 ikerited f76m: LPHD 0 /na
PwrUp SPS T \Qherl d from: LPHD O /na
Pwrn SP§/\ T Nerited from: LPHD O /na
PwrdupAlm | 3PS \ _thherited from: LPHD 0/ na

> Controls

RsStat ( E@c\\ \ T | inherited from: LPHD 0/ na

Sim sPe \ N\ inherited from: LPHD O/na
> Settings
TmpAImSpt ASG Temperature alarm level setting. O/ na
LdpHna SPG If true, physical device support for link layer AllOrNoneHe
discovery protocol (LLDP) is enabled. rGroup(1) /
na

19.4.3.2.3 LN: Bridge Name: LBRI

This logical node is used to model bridges. It contains data objects in support of both the
IEEE 802.1Q and the IEEE 802.1D, since both are usually associated in a bridging device.

Table 48 shows all data objects of LBRI.
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Table 48 — Data objects of LNGroupL::LBRI

LBRI
Data object Common dataclass | T Explanation M-O-C
name nds/ds
Descriptions
NamPlt LPL | | inherited from: DomainLN O/na
Status information

MacAddr VSS MAC address of the bridge, as a dash-separated O /na

hex numbar
RstpRoot SPS If true, this bridge is the root in the spanning t;a\ M/ na
Rstp[lopoCnt | INS Number of topology changes that occurred si ce I'ha

last device reset and timestamp of last re ori

topology change event based on the Io rldg

clock.
Beh ENS inherited from: DomainLN / Wa

(BehaviourModeKind)
‘\
Health ENS (HealthKind) inherited from: DomainLN< \ N 0/na
Controls \\/
Mod ENC inherited from: Donfain O/ na
(BehaviourModeKind) ,\
Settings (Y L
PortRef ORG ren RS port (LBSP nstance) M/ na
eIo |ng bri

RstpPrio ING Br@ge p}u\nty\sg}?n\g aceording to IEEE 802.1D. M/ na
RstpHelloTm | ING RS\‘{P h&k \{»e M\*(y in [s]). 0/ na
RstpMaxAge | ING ( aXImum (typically in [s]). May be O /na
Tm [\ —-Ln\cre ed.depenging on the size of the network.
RstpEna SPG k \tr R P is enabled. M/ na
TestPortRef OR& > < Re\{e}*oe/to test port (LPCP instance). O /na
MirPprtRef ORG A< hb\feygnce to mirrored port n (LPCP instance). Omulti / na
InRef ORG< \ %erited from: DomainLN Omulti / na

19.4.3.2¢

Thig logical node i ed for VLANs and multicast filtering according to IEEE 802.1Q. When
poris are paired forvgdundancy, the two ports have the same VLAN and multicast settings

Figure82 shows custom diagram Usage of VLAN filtering.
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DftPortyid default VLAMN identifier of port
DftPortPrio default priority of port
YlanFil filter for VLAMN 1
wvid YLAM identifier(e.g. 12)
numMcAddr number of multicast addresses inthe array
maxMcAddr maximum number of multicastaddresses
mcAddrFil[0] Multicast address (e.g. 01-0C-CD-01-01-x0) data object,
TACAOarFT] WMOCasT a0ares s 8.0, UT-0C-C -0 -0 T=77] e et
mcAddrFil[2] Multicast address (e.g. 01-0C-CD-01-01-zz)
fwhitelist of multicast addres ses)
tagFil tagged, untagged or forbidden /\
YianFil2 filter for VLAM 2
wvid YLAM identifier(e.g. 23) \ N
numMcAddr number of multicast addresses intI@\arﬁ\\ \\
maxMcAddr maximum numbernfmultica}‘?@msge N
mecAddrFil[0] Multicast address (e.g. 01-0C-CD-01-01%) 1 data object,
mcAddrFil[1]  Multicast adgress (e.q. one per VLAMN
mcAddrFil[2] Multicast
fwhitelist of multicast address
tagFil tagged.untﬁged nrfﬁt{ en
YlanFiln filter farVLAM D
ge of VLAN filtering
Thig diagram ill t | e of the VLN common data class for multiple VLAN
filtefs, modelled 3pject .
Table 49 shows
9 — Data objects of LNGroupL::LCCF
‘\ >
\\Q\ > LCCF
Data object mon data class T Explanation M-O-C
npme nds/ds
Descriptions
Namplt | LPL | ‘ inherited from: DomainLN O/na
Status information
Beh ENS inherited from: DomainLN M/ na
(BehaviourModeKind)
Health ENS (HealthKind) inherited from: DomainLN O /na
Controls
Mod ENC inherited from: DomainLN O/na
(BehaviourModeKind)
Settings
ChRef ORG Reference of the channel (LCCH) to which this M/ na
filter belongs.
DftPortVid ING Default port's VLAN ID. M/ na
DftPortPrio ING Default port's priority. M/ na
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LCCF
Data object | Common data class T Explanation M-0-C
name nds/ds
VlanFil VLN Information for the supported VLAN filter n. There MmultiRange
should be at least one VLAN filter corresponding to | (1,255) / na
the default channel VLAN ID even if no VLANs are
used.
InRef ORG inherited from: DomainLN Omulti / na
19.4.3.2.5 LN: Extension of LCCH Name: LCCHEXxt
Thig logical node contains newly proposed extended data objects to he into’ LC|CH,
after which this LN shall be removed.
TabJe 50 shows all data objects of LCCHEXt.
Table 50 — Data objects of LNGrou
LCCHExt O\
Datg object | Common dataclass | T Explanation \/ M-O-C
npme f\ N nds/ds
 egongiong’ (00 1
NamPit | LPL | | inhexited troms DomaiLN O/na
5(61:3\5 info}r{;&n
chLily SPS inr\erite&fﬁ: LEQ\H\/ M/ na
RedfhLiv | SPS \( inherited-fiom) LGC MFcond(1)
f\ na
outqv sPs l inbgritec\rom™ LCCH O/ na
InOV, ses N 2 < inherited from: LCCH O/ na
FerQh INS /\ \\heri d from: LCCH O/na
RedferCh INS inherited from: LCCH OF(RedChli
\ v)/ na
RxCht BCR X\ inherited from: LCCH O/na
RedRxCnt /B I inherited from: LCCH OF (Redchll;
\ v)/ na
TxCit D\ inherited from: LCCH O/na
Beh ENS inherited from: DomainLN M/ na
(BehaviourModeKind)
Healfh ENS (HealthKind) inherited from: DomainLN O /na
Mod ENC inherited from: DomainLN O /na
(BehaviourModeKind)
Settings
PortRef ORG Reference to the LPCP port instance (port A if M/ na
paired).
RedPortRef | ORG Reference to the LPCP port instance for redundant | MF(RedChLi
port (port B if paired). v)/ na
RedCfg ENG Port redundancy protocol. M/ na
(ChannelRedundancy
Kind)
RedPathld ING Path ID for RedBox or QuadBox functionality MF(RedChLi

(applicable for PRP or HSR protocols).

v)/ na
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LCCHEXxt
Data object | Common data class Explanation M-0-C
name nds/ds
ApNam VSG inherited from: LCCH O/ na
ChLivTms ING inherited from: LCCH O /na
InRef ORG inherited from: DomainLN Omulti / na
19.4
Abstract type, holding attributes common to all of the bindings for communjicatiqn porgs.
Tabje 51 shows all data objects of PortBindingLN.
Table 51 — Data objects of LNGroupL::PortBi gbN
PortBindingLN /\\ WQ U\
Datg object | Common data class Ex ti \ \/ M-O-C
npme nds/ds
Descripticﬁ\s g/g 7 % \/
NamPIt LPL inhexjted fromy DomainL O /na
| [ipested rom{oomSrL <[ |
%t\atu§\i\nﬁ‘o\rmatkn \ )
Beh ENS inherited fromy: BogmaiRLN M/ na
(BehaviourModeKind)
Health ENS (HealthKind) inh\Qrite&Q‘rax\: D&x@)u( 0/na
\ CoMs
Mod ENC mberited fram: DomainLN O/na
(BehaviourMpdeki
<> < ings
PortRef ORG \) xifde/r}nce to the port (LPCP instance) to which this | M/ na
/\ \&1 ing applies.
InRef oRG \ '\ _Lifherited from: DomainLN Omulti / na
19.4.3.2. icakcommunication port Name: LPCP
Thig logical d to model communication ports.
Tabje 52-shows all data objects of LPCP.
Table 52 — Data objects of LNGroupL::LPCP
LPCP
Data object | Common data class Explanation M-0-C
name nds/ds
Descriptions
NamPIt LPL Name plate of the logical node. Note: This data O /na

object has been temporarily added because this
logical node does not derive from DomainLN
(which has NamPIt), but we need the means to
specify the data name space (NamPIt.InNs) as long
as it is different from IEC 61850-7-4. As soon as
this logical node gets incorporated into

IEC 61850-7-4, this data object will be removed.
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LPCP
Data object | Common data class T Explanation M-0-C
name nds/ds
PhyNam DPL Physical device name plate. M/ na

Status information

PhyHealth ENS (HealthKind) Reflects the state of the physical device related M/ na
hardware and software.

OutOv SPS If true, a buffer overflow has occurred for the O /na
output buffer and important annunciations may be
lost for the communication. It comes back to false
when the buffer has returned to normal operation.
A general interrogation is recommended or an

integrity scan is started automatically. K\

InOV| SPS If true, a buffer overflow has occurred for, | na

general interrogation is recommghded.o
integrity scan is started automatigally.

RxCnt BCR Number of messages rece/a&d\sm{\la%a{set \ O /na

TxCnt BCR Number of message \{%se O /na
FerPport INS Frame error rate on thig'p rt de ned the’count O /na
of erroneous s ge f h 1 OO meéssages
ived.
AutoNgt SPS Iﬁ\ue\N\ %Qrt is set to utng tration. M/ na

Mau INS Me@g] \\e\stt\é\Qtus. M/ na

BTN

PortiNam VSG /\ /—\Qé\ﬂ\l of\f{e}grmin\athe device. O/ na

PortiNum ING N i }>®r\of the teMal on the device. M/ na

Portlac VSG \R\}ﬁi ress-efthe port, as a dash-separated hex | O/ na
umber.
AutoNgtCfg SPG\) Q If tﬁﬂ\/port is set to auto-negotiation. M/ na
MauCfg ING \J \(pe/ntly supported value from 'MauCfgCap'; valid M/ na
/\ only if 'AutoNegCfg'=false.

MauCfgCap | IN Supported medium access unit (MAU) setting n. Mmulti / na
The value corresponds to the MAU type list bit
position in RFC 4836. For example, value 16

corresponds to 100BASE-TX full duplex mode.

If true, the port is administratively up, otherwise it M/ na
is down.

Adm|nCfg \Q\

19.4.3:2.8 LN: Port link discovery Name: LPLD

This logical node is used to model layer discovery protocol according to IEEE 802.1AB. Its
data objects contain data relevant to the remote port connected to a local port.

Table 53 shows all data objects of LPLD.

Table 53 — Data objects of LNGroupL::LPLD

LPLD

Data object Common data T Explanation M-0-C
name class nds/ds

Descriptions

NamPlt LPL | ‘ inherited from: DomainLN 0/ na



https://iecnorm.com/api/?name=25f6407bce556c6f2c125a817e280d66

TR 61850-90-4 © IEC:2013(E) - 167 -
LPLD
Data object Common data Explanation M-0-C
name class nds/ds
Status information
RemPortDesc VSS Textual description of the remote port, according M/ na
to IEEE 802.1AB.
LocPortDesc VSS Textual description of the local port, according to M/ na
IEEE 802.1AB.
RemPortldTyp | INS Type of the remote port identifier 'RemPortld’, M/ na
according to IEEE 802.1AB.
LocHortldTyp INS Type of the local port identifier 'LocPortld’, M/ na
according to IEEE 802.1AB. /\
RempPortld VSS Remote port identifier. Interpretation is gi / na
through 'RemPortldTyp', according to
IEEE 802.1AB. /\
LocHortld VSS Local port identifier. Interpretation\s given M
through 'LocPortldTyp', according to
IEEE 802.1AB. N
Rem[ChsldTyp INS Type of the remote port c SS%' M/ na
'RemChsld', accordi 8023ABY
Rem[Chsld VSS Remote port chassis i tifieninterpretation is M/ na
given through '‘RemChsldTyp; ‘ascordingto
IlyiE 802.1AB.
N
RemfSysDesc VSS extugq] descriptipn of the sWe ame of the M/ na
rexqote devige, acgording to IEEE 802.1AB.
RemAddrTyp INS Type of the xeniQte System management address M/ na
! emﬁ?ddr\', acsorting toJEEE 802.1AB.
RemAddr VSS Remote\system m }g/ement address. M/ na
ian isgiyen through 'RemAddrTyp’,
N ing to IEEE 802.1AB.
Beh ENS inRerited from: DomainLN M/ na
(Be iouNModeKin
d)
Healfh ENS (Héalthirdy, Nohsfited from: DomainLN O/na
(\ > Controls
Mod inherited from: DomainLN O/ na
(BehavjourModeKind)
/\\ \\ \ Settings
PortRRef O& \ inherited from: PortBindingLN M/ na
InRef O}G\ > inherited from: DomainLN Omulti / na
19.4 =)

This logical node is used to model rapid bridge spanning tree protocol

IEEE 802.1D.

Table 54 shows all data objects of LBSP.

according to
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LBSP
Data object Common data class T Explanation M-O-C
name nds/ds
Descriptions
NamPIt LPL ‘ inherited from: DomainLN O /na
Status information
RstpSt ENS (RstpStateKind) RSTP port state. O/ na
Beh ENS inherited from: DomainLN M/ na
(BehaviourModeKind)
Healfh ENS (HealthKind) inherited from: DomainLN ( \Q/ na
Controls /\& ) (\
Mod ENC inherited from: DomainLN W
(BehaviourModeKind)
Settings \ \ \ \/
Rstp|Trunk SPG If true, the port is set to pdrticipa (is M/ na
trunk), otherwise it is;dge\
PortRef ORG inherited from: PorIéind}ng)LN M/ na
InRef ORG inherited from DamainlN/ K Omulti / na

19.4.3.2.10 LN: Time management

Thid

whig¢h this LN shall be re

Tabje 55 shows all data okj

fter

N\

>\;\\\\ LTIMExt
Dafa object Comimopn data T Explanation M-0-C
hame las nds/ds
(\\ \\ \ Descriptions
NampPlt \LM \\/ inherited from: DomainLN O/na
> Status information

Cur{tcOfsTms. | INS Current lag behind TAI, according to 8.2.4.2 of M/ na
IEC 61588:2009.

Cur{tcOfsVid SPS If true, 'CurUtcOfsTms' is valid, according to M/ na
8.2.4.3 of [TEC 61588:20009.

RefTmTrk SPS If true, reference time is traceable, according to M/ na
8.2.4.6 of IEC 61588:20009.

RefFqTrk SPS If true, reference frequency is traceable, i.e., can M/ na
be used for 1PPS, according to 8.2.4.7 of
IEC 61588:2009.

Leap ENS Indicates whether a leap second is introduced, and | M/ na

(LeapSecondKind) if yes, whether added or subtracted, according to

IEC 61588.

AltnOfsTms INS Alternate time offset (as carried in M/ na
AlternateTimeOffset), according to 16.3.3.4 of
IEC 61588:20009.

AltnTmNam VSS Alternate time name (as carried in M/ na
AlternateTimeOffset), according to 16.3.3.4 of
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LTIMEXxt
Data object Common data Explanation M-0-C
name class nds/ds
IEC 61588:2009.
JmpTms INS Size of next discontinuity (jumpSeconds), M/ na
according to 16.3.3.5 of IEC 61588:2009.
NxtJmpTms INS Second portion of transmitter time when next M/ na
discontinuity will occur (timeOfNextJump),
according to 16.3.3.6 of IEC 61588:2009.
TmDT SPS inherited from: LTIM M/ na
Beh ENS inherited from: DomainLN M/ na
(BehaviourModeKin
d) (\
Health ENS (HealthKind) inherited from: DomainLN /\< N O\ Na
Controls < \ \
Mod ENC inherited from: DomainLN o
(BehaviourModeKin
d) -
Settings \ \
TmQfsTmm ING inherited from: LTI M/ na
TmUkeDT SPG inherited fromzfl{ukqv) / 4 M/ na
TmChgDayTm | TSG inpélited fWLTW (3 ‘\> 0 /na
TmChgStdTm | TSG inheritedvrom; LTIM </ N ) 0 /na
Str\WeekDay ENG inherited from; LCIM O/ na
(WeekdayKind) ~
InRef ORG inhkriteckfrom:-DomainAl Omulti / na
S
19.4.3.2.11 LN@ tension Name: LTMSExt
Thig logical node o osed extended data objects to be moved into LTMS,
after which this L
Figyre 83 sh Usage of clock references.
StatusQ& Nﬂ.‘1588‘ TmSreld e.g. 40 (PTP)
Settings TmScha‘( “1588° — ClIkRef1 “ALTPCT IEC 1588
TmSrcSet? “MTP* —= ClkRef2 “ L ALTPMT MNTP (not defined)
TmSrcSet3 IRIG-B° 3 ClkRef3 *LALTPI IRIG-B (not defined)

Figure 83 — Usage of clock references

This diagram illustrates usage of data objects 'ClkRef' and 'TmSrcld' and how they fit with
data objects 'TmSrcSet' and 'ClkRef".

Table 56 shows all data objects of LTMSEXxt.
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Table 56 — Data objects of LNGroupL::LTMSExt

LTMSExt

Data object Common data class T Explanation M-O-C
name nds/ds

Descriptions

NamPlt LPL | ‘ inherited from: DomainLN 0/ na

Status information

TmSrcld INS Identity of the time source in 'TmSrc', according to M/ na
8249 of IEC 61588:2009.

TmAEkc INS inherited from: LTMS O /na

TmSfc VSS inherited from: LTMS ( \M I'a

Tmsyn ENS (ClockSyncKind) inherited from: LTMS /\& ) (N[0

a
TmChst SPS inherited from: LTMS b«qult) na

Beh ENS inherited from: DomainLN / na
(BehaviourModeKind)

Health ENS (HealthKind) inherited from: DomainLN& \\ \ 0/na

Controls A \
Mod ENC inherited from: Domain N O /na
(BehaviourModeKind) X
ClkRef ORG TPC instance) Mmulti / na
er of preference;
'Tm rcSet' n. At present, the
logical node model is
61588
TmSkcSet | VSG \ \( inw feom’ L‘K\‘M&/ Omulti / na
InRef ORG | | inkerited from: DOmainLN Omulti / na

Thig logical node 3 lock according to the IEC 61588 precision time protdcol,
congisting of the~oxdi I) clock configuration (defaultDS) and of the grandmaster
(panent) ctack\statusc¢ , parentDS). The grandmaster attributes are statuses s|nce
they represent e lock, even if the master clock happens to be the same local clpck,

Table 57 shows all d4ata objects of LTPC.

Table 57 — Data objects of LNGroupL::LTPC

LTPC

Data object Common data class T Explanation M-O-C
name nds/ds

Descriptions

NamPIt LPL | | inherited from: DomainLN O/na
Status information
GmCIkSt CGS Grandmaster clock status, according to M/ na
IEEE C37.238.
Beh ENS inherited from: DomainLN M/ na

(BehaviourModeKind)

Health ENS (HealthKind) inherited from: DomainLN O/ na
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LTPC
Data object | Common data class T Explanation M-0-C
name nds/ds
Controls
Mod ENC inherited from: DomainLN O/ na
(BehaviourModeKind)
Settings
OrdCIkCfg COG Ordinary clock configuration, according to M/ na
IEEE C37.238.
ClkPprtReT ORG Reference to the synchronizing port n (LTPP Mmurt7 na
instance).
InRef ORG inherited from: DomainLN OmultiyY na

19.4.3.2.13 LN: PTP clock port Name: LTPP

Thid

Tabje 58 shows all data objects of LTPP.

Table 58 — DW&

logical node is used to model clock properties o
IEC|61588 by IEEE C37.238 MIB objects.

{

LTRE NGO

N ron@::
~~—_"

Data object Common data class T & xplagation M-O-C
npme (\ nds/ds
NN
NamPit | LPL N " (berited from: DdmainLN O/na
K \ Status mﬁormation
ClkPprt CPS\) Q Sta\h:QMhe clock port. M/ na
Beh ENS S\ Nnherfted from: DomainLN M/ na
(Beha{/ﬁ%&Q ind) \§
Heallh ENS, (Healthiind) inherited from: DomainLN O /na
\ \ \ Controls
Mod < m\% inherited from: DomainLN O/ na
(BehaviotrMedeKind)
\ Settings
PortRRef ORG inherited from: PortBindingLN M/ na
InRef ORG inherited from: DomainLN Omulti / na
19.4.4 Data semantics

Table 59 shows all attributes defined on classes of LogicalNodes_90_4 package.

Table 59 — Attributes defined on classes of LogicalNodes_90_4 package

Name Type (Used in) Description
AdminCfg SPG (LPCP) If true, the port is administratively up, otherwise it is down.
AltnOfsTms INS (LTIMExt) Alternate time offset (as carried in AlternateTimeOffset),
according to IEC 61588, 16.3.3.4.
AltnTmNam VSS (LTIMExt) Alternate time name (as carried in AlternateTimeOffset),
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Name Type (Used in) Description
according 16.3.3.4 of IEC 61588:2009.

AutoNgt SPS (LPCP) If true, the port is set to auto-negotiation.

AutoNgtCfg SPG (LPCP) If true, the port is set to auto-negotiation.

ChRef ORG (LCCF) Reference of the channel (LCCH) to which this filter belongs.

ClkPort CPS (LTPP) Status of the clock port.

ClkPortRef ORG (LTPC) Reference to the synchronizing port n (LTPP instance).

ClkRef ORG (LTMSExt) Reference to clock n (e.g., LTPC instance) providing
synchronisation. in order of preference; this corresponds to 'TmSrcSet' n
At present, the only time source having its logical node model is the on¢
specified in IEC 61588.

CurltcOfsTms | INS (LTIMExt) Current lag behind TAI, according to 8,214. 2 of
IEC 61588:20009.

Cur{tcOfsVid SPS (LTIMExt) If true, 'CurUtcOfsTms' is valid, a€coxd to 3 of
IEC 61588:20009.

DftPortPrio ING (LCCF) Default port's priority.

DftPbrtVid ING (LCCF) Default port's VLAN ID. /\\ \

FerPlort INS (LPCP) Frame error rate on de\kd a \tﬁs\cyant of erroneous
messages for each 1'000 essage rec ved

emdikst cGs (LTPC) Grandmaster clokk sthtys, acediging toJEEE C37.238,

InOv| SPS (LPCP)
important a
back to
interrogati
automatically.

JmpTms INS (LTIME e o ext thy (jumpSeconds), according to

/\ IE 61588:20
LdpHna SPG PHDEXx rue, phy | device support for link layer discovery
[\ prot@(LL P)Nis enabled.
Leap EN TIMExt)Nodicates whether a leap second is introduced, and if yes,
(L€apSycondKind) (| whetheradd r subtracted, according to IEC 61588.

LocAddr VSS P Wocal system management address. Interpretation is given

throu cAddrTyp', according to IEEE 802.1AB.
A\

LocAddrTyp INS \(NQ-LDéxt) Type of the local system management address 'LocAddr’,
according to IEEE 802.1AB.

LocGhsld VSS\ (LPHDEXt) Local chassis identifier. Interpretation is given through

(\ \ 'LocChslIdTyp', according to IEEE 802.1AB.

LocdhsldTyp~] IN&.-\ _” | (LPHDExt) Type of the local chassis identifier "LocChsld", according to
IEEE 802.1AB.

LocHortDesc VSS (LPLD) Textual description of the local port, according to IEEE 802.1AB,.

LocHortld VSS (LPLD) Local port identifier. Interpretation is given through
'LocPortldTyp', according to IEEE 802.1AB.

LocPortldTyp INS (LPLD) Type of the local port identifier 'LocPortld’, according to
IEEE 802.1AB.

MacAddr VSS (LBRI) MAC address of the bridge, as a dash-separated hex number.

Mau INS (LPCP) Medium access unit status.

MauCfg ING (LPCP) Currently supported value from 'MauCfgCap'; valid only if
'AutoNegCfg'=false.

MauCfgCap ING (LPCP) Supported medium access unit (MAU) setting n. The value
corresponds to the MAU type list bit position in RFC 4836. For example,
value 16 corresponds to 100BASE-TX full duplex mode.

MirPortRef ORG (LBRI) Reference to mirrored port n (LPCP instance).

NamPIt LPL (LPCP) Name plate of the logical node. Note: This data object has been

temporarily added because this logical node does not derive from
DomainLN (which has NamPIt), but we need the means to specify the
data name space (NamPlIt.InNs) as long as it is different from
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Name Type (Used in) Description

IEC 61850-7-4. As soon as this logical node gets incorporated into
IEC 61850-7-4, this data object will be removed.

NxtJmpTms INS (LTIMExt) Second portion of transmitter time when next discontinuity will
occur (timeOfNextJump), according to 16.3.3.6 of IEC 61588:2009.

OrdCIkCfg COG (LTPC) Ordinary clock configuration, according to IEEE C37.238.

OutOv SPS (LPCP) If true, a buffer overflow has occurred for the output buffer and
important annunciations may be lost for the communication. It comes
back to false when the buffer has returned to normal operation. A general
interrogation is recommended or an integrity scan is started
automatically.

PhyHealth ENS (HealthKind) (LPCP) Reflects the state of the physical device related hardware and
software. /\

PhyNam DPL (LPCP) Physical device name plate. /\\

PortMac VSG (LPCP) MAC address of the port, as a dashzs/\%(\ted\tk\wm\e{

PortiNam VSG (LPCP) Label of the terminal on the deyCQ \

PortiNum ING (LPCP) Number of the terminal on the\device:

gevioe o >

PortRef ORG (LCCHEXxt) Reference to the LP i i
(LBRI) Reference to RSTP
bridge.
(PortBindingLN) Refe nce toyt
binding a)%)hes

Red(fg ENG (LCCHExt) dund ncy, pkotocst

(ChannelRedunda
ncyKind)

RedRFathld ING (LCCHE t) P ID Box\or QuadBox functionality (applicable for
PRP or ols)

RedFPortRef ORG CH ef\}s.n}e o the LPCP port instance for redundant port (pont

N f palre
RefFjqTrk SPS (LTI I tr \re'féence frequency is traceable, i.e., can be used forj
ccordingMo 8.2.4.7 of IEC 61588:2009.
RefTmTrk SP\S\/ (LTIMEXxt)¥{ true, reference time is traceable, according to 8.2.4.6 of
(\ \ﬂ@k 88;2009.

RemAddr VS LPLD) Remote system management address. Interpretation is given
t 'RemAddrTyp', according to IEEE 802.1AB.

RemAddrTyp INS PLD) Type of the remote system management address 'RemAddr’,
according to IEEE 802.1AB.

RemChsIé\\\R \> (LPLD) Remote port chassis identifier. Interpretation is given through
'RemChsldTyp', according to IEEE 802.1AB.

Rem[ChsldTyp IW\) (LPLD) Type of the remote port chassis identifier 'RemChsld', according
to IEEE 802.1AB.

RempPortDesc VSS (LPLD) Textual description of the remote port, according to
IEEE 802.1AB.

RemPortld VSS (LPLD) Remote port identifier. Interpretation is given through
'RemPortldTyp', according to IEEE 802.1AB.

RemPortldTyp | INS (LPLD) Type of the remote port identifier 'RemPortld', according to
IEEE 802.1AB.

RemSysDesc VSS (LPLD) Textual description of the system name of the remote device,
according to IEEE 802.1AB.

RstpEna SPG (LBRI) If true, RSTP is enabled.

RstpHelloTm ING (LBRI) RSTP hello time (typically in [s]).

RstpMaxAgeT ING (LBRI) RSTP maximum age (typically in [s]). May be increased

m depending on the size of the network.

RstpPrio ING (LBRI) Bridge priority setting according to IEEE 802.1D.

RstpRoot SPS (LBRI) If true, this bridge is the root in the spanning tree.
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Name Type (Used in) Description

RstpSt ENS (LBSP) RSTP port state.

(RstpStateKind)

RstpTopoCnt INS (LBRI) Number of topology changes that occurred since last device reset
and timestamp of last recorded topology change event based on the local
bridge clock.

RstpTrunk SPG (LBSP) If true, the port is set to participate in RSTP (is trunk), otherwise
it is edge.

RxCnt BCR (LPCP) Number of messages received since last reset.

TestPortRef ORG (LBRI) Reference to test port (LPCP instance).

TmSfcld INS (LTMSEXt) Identity of the time source in 'TmSrc’, accordlng to 8.2.4.90

IEC 61588:20009.

TmpAIm SPS (LPHDEXt) If true, the temperature exceeded al Iev | se
'"TmpAImSpt'. 6\

TmpAImSpt ASG (LPHDEXxt) Temperature alarm level settlng\

TxCnt BCR (LPCP) Number of messages sent sm(\st\éiet\

=]

VianFil VLN (LCCF) Information for the suppo V N It\\n ere ouId be at
least one VLAN filter correspon de t chanygel VLAN ID eve
if no VLANSs are used.

19.4.5 Enumerated data attribute

C)

enumerated types wused| in

19.4.5.1 General

Sublclause 19.4.5 contains
IEC|TR 61850-90-4.

19.4.5.2 Channel red

King of channel@

Table 60 shows all literals o

1e\60 - Literals of DOEnums_90_4::ChannelRedundancyKind

/\\ \ ChannelRedundancyKind

\h‘é{\l\) value description

nong 1 No redundant port.

prp 2 Parallel redundancy protocol, with two channel
working in parallel.

hsr 3 Parallel redundancy with bridging, i.e.,

" e £ b 4
rarrsmnTy o UTie puTrt tu - diTfoullmeT.

19.4.5.3 LeapSecondKind enumeration

Consideration of the leap second.

Table 61 shows all literals of LeapSecondKind.
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Table 61 — Literals of DOEnums_90_4::LeapSecondKind

LeapSecondKind

literal value description
none 1 No leap second.
removelLeapSecond 2 The last minute of the day will have 59 s.
addLeapSecond 3 The last minute of the day will have 61 s.

19.4.5.4 RSTP state (RstpStateKind enumeration)

RSTP states.

Table 62 shows all literals of RstpStateKind.

Table 62 — Literals of DOEnums_90_4::RstpStateKin

\s
RstpStateKind \,é.‘?\ )

/ desch{))tion

literal value
disatpled 1 A kort/&s}z!iswe}\'\n STPydiscarding in RSTP.
blocking N2 }ort i{bl ckb'lg‘in P, discarding in RSTP.
listefing 3 \@rt is 'stenin;/in STP, discarding in RSTP.
learning /k4 Po\ﬁ\'ks learning in both STP and RSTP.
forwarding \ £\ F\)\t@forwarding in both STP and RSTP.
unknjown /\ 6\) F}yt is in an unknown state.

19.4.5.5 Pac

19.4.5.5.1 Generéal

Figyre 84 shows clas

ums_90 4.

“ENUMEeratiocns #EAUMEerations

DOEnums_90_4: DOEnums_90_4:

LeapSeccndKind RstpStatekind
none = 1 disabled = 1
removeleapSecond = 2 blecking = 2
addlLeapSecond = 3 listening = 3

learning = 4

forwarding = 5
unknown = &

Figure 84 — Class diagram DetailedDiagram::DOEnums_90_4
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19.4.6 SCL enumerations

<EnumType id="ChannelRedundancyKind">
<EnumVal ord="1">none</EnumVal>
<EnumVal ord="2">prp</EnumVal>
<EnumVal ord="3">hsr</EnumVal>

</EnumType>

<EnumType id="LeapSecondKind">

<EnumVal ord="1">none</EnumVal>

<EnumvVar ord="Z2">removeLeapSecond</Enumval>
<EnumVal ord="3">addLeapSecond</EnumVal>
</EnumType>
<EnymType id="RstpStateKind">
<EnumVal ord="1">disabled</EnumVal>
<EnumVal ord="2">blocking</EnumVal>
<EnumVal ord="3">listening</EnumVal>

<EnumVal ord="4">learning</EnumVal>

<EnumVal ord="5">forwarding</EnumVal>
<EnumVal ord="6">unknown</EnumVal>
N &

19.47 Common data class specifica
19.4.7.1 General

Thig subclause is a placeho object molél is moved to IEC 61850-7-3.

(no|doc)

Figure 85 shows class r DataClasses 90 4.
\QCSt uslnfo | CDCStatusSet
MS +CoC
+ CF5 + WIN

Figure 85 — Class diagram CommonDataClasses_90_4::CommonDataClasses_90_4

(no deg)

19.4.7.2 Common data class specifications for status information

19.4.7.2.1 General

This subclause is a placeholder until the object model is moved to IEC 61850-7-3.

Figure 86 shows class diagram CDCStatusinfo.
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existing 7-3

FrimitiveCDC

CommaonDataClassesBaseFPrimitiveCDC

+ d :VISIBLE_STRING255_DC [0..1]

+ dU :UNICODE_STRING255_DC [0..1]

+ cdeNs cWISIBLE_STRING255_EX [0..1]
+ cdchName :VISIBLE_STRING255_EX [0..1]
+ dataMs :VISIBLE_STRING255_EX [0..1]

constraints

iMCrcdchs;
{MOdatans}

<7

/

CGs

parentClkld :OCTET_STRINGG4_5T_dchg
gmClkld :OCTET_STRINGG4_5T_dchg

numPath

gmShortid

meanPathD|
tmSrc :INT8U_ST_dchg

+| gmClkPriol :INTBU_ST_dchg = 0...255
+| gmClkPric2 :INTBU_ST_dchg = 0...255
+| gmClkClass :INTSU_ST_dchg

gmClkacc :INTSU_ST_dchg
(INT168U_ST_dchg
gminacc :INT32U_ST_dchg
netlnacc :[INT32U_5T_dchg
utcOffset :INT32_5T_dchg
utcOffsetVld :BOOLEAN_ST_dchg

[INT8U_5T_dchg

mstOffset :INTE4_5T_dchg
[INTR4_ST_dchg

O\

:[INT8_SP_dchg

nchintwl :[INT8_SP_dchg
IMechanism :INT8_SF_dchg
logMpdRegintvl
+ ena :BOOLEAN_SP_dchg
+ dlasym :INT&4_5P_dchg
+ profileld :INTSU_SP_dchg
+ wlan :INT16U_SP_dchg [0..1]
+ prio :INTSU_SP_dchg [0..1]

Timeout :INT3U_SF_dchg

[INT8_5P_dchg

(no
19.4.
Thig d to model grandmaster clock status according to IEC 61588
and refle ts the currentDS, parentDS and timePropertiesDS in IEC 61588
Tabje 63 definesithe common data class "clock grandmaster status”.
Table 63 — Clock grandmaster status common data class definition
AN v
Co
Data Type FC | TrgOp (Value/Value range) Description M/O/C
attribute
name
status
parentCIkld OCTET_STRING64 ST dchg Master EUI-64 clock identity, according | M
to 8.2.3.2 of IEC 61588:2009.
gmClkld OCTET_STRING64 ST dchg Grandmaster EUI-64 clock identity, M
according to 8.2.3.6 of
IEC 61588:20009.
gmClkPrio1 INT8U ST dchg (range=[0...255]) Grandmaster clock M
priority1, according to 8.2.3.8 of
IEC 61588:20009.
gmClkPrio2 INT8U ST dchg (range=[0...255]) Grandmaster clock M
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CGS
Data Type FC | TrgOp (Value/Value range) Description M/O/C
attribute
name
priority2, according to IEC 61588,
8.2.3.9.
gmClkClass INT8U ST dchg Grandmaster clock class, according to M
8.2.3.7 of IEC 61588:2009.
gmClkAcc INT8U ST dchg Grandmaster clock time accuracy M
class, according to 8.2.3.7 of
IEC 61588:20009.
gmShortld INT16U ST dchg Grandmaster short identifier, according M
to IEEE C37.238, 5.9.6.
gmlinacc INT32U ST dchg Grandmaster time inaccura M
according to 5.13 of
IEEE C37.238:2011.
netirlacc INT32U ST dchg Network time inaccuracy,\accard W
5.13 of IEEE c37€§£&e}m\
utcOffset INT32 ST |dchg | Offset from s coording to | M
8.2.4.2 of IE 15
utcOffsetVId BOOLEAN ST dchg If trueoffset C is vald, M
acco d|n 8. 2 20
158 009
numPath INT8U ST «N M
mstQffset INT64 ST dc set fro aster time [ns], derived M
from8. of IEC 61588:2009.
meahPathDl | INT64 \( ST | Mean path delay, derived from 8.2.2.4 | M
N of | 61588:2009.
tmSnc INT8U J dch Time source, according to 8.2.4.9 of M
IEC 61588:20009.
\/ \ configur tion, escription and extension
d VISIBLESSTRING255 M6, inherited from: BasePrimitiveCDC o
du UNICQDB, STRINGZ55N] Do/ inherited from: BasePrimitiveCDC o
cdcNs &@rm\é\s?\gnu\sg%\ EX inherited from: BasePrimitiveCDC MOGdCNS
cdcName WSIBLESYRING255” | EX inherited from: BasePrimitiveCDC MOGCdCNS
datafs \WS}QLE\\N@\}&ZM EX inherited from: BasePrimitiveCDC MOdataNs
19.4.7,2.3° Clock port status (CPS)
This—commonm data ctass s used—tomodetclockport—status—accordingto tEC61588—and
IEEE C37.238.
Table 64 defines the common data class "clock port status”.
Table 64 — Clock port status common data class definition
CPS
Data Type FC TrgOp (Value/Value range) Description M/O/C
attribute
name
status
stval INT8U ‘ ST | dchg | State, according to 8.2.5.3.1 of M
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CPS
Data Type FC TrgOp (Value/Value range) Description M/O/C
attribute
name
IEC 61588:20009.
peerld OCTET_STRING64 ST dchg EUI-64 identity of the peer port. O
peerMpd INT64 ST dchg Mean path delay, according to M
8.2.5.3.3 of IEC 61588:2009.
id OCTET_STRING64 ST dchg Clock port identifier, according to M
8.2.5.2.1 of IEC 61588:2009.
num INT16U ST dchg Clock port number, according to M
8.2.5.2.1 of IEC 61588:2009. /TN
revNum INT8U ST dchg Revision number, accordin M
8.2.5.4.6 of IEC 61588:2009. (\
A\
setting < \ \
logAhnintvl INT8 SP dchg Log announce i saftingy W
according to 8.2} 4 10
IEC 61588}0@{
annRcvTime | INT8U SP dchg Announce re ive'\nkeg W M
out acco ing t 5 4.20f

IE 615

logSynchintv | INT8 SP dchg Sy ed | terval setting, M
| acgordin toi
(\ 61588: 2 g

IE
dIMelchanism | INT8 SP >d§hg DeI Wsettmg according M
4 4 of [EC 61588:20009.
logMpdReqIn | INT8 SP dc g xininum path delay request M
tvl intervalSetting, according to 8.2.5.4.5
(\ o{IE 61588:2009.

ena BOOLEAN N %\’@true, enabled setting, according to M
37.238.
dlAsym INT<> K < SR W Delay asymmetry setting, according M

C37.238.

to C37.238.
profileld INT8U/\& \S’S dchg Profile identifier, according to M

vlan INT16 dchg IEEE 802.1Q VLAN identifier to use (0]
for outgoing PTP messages,

according to C37.238. If both 'vlan'=0

and 'prio'=0, PTP messages are not
\ tagged.
N\

prio 8U SP dchg IEEE 802.1Q priority to use for o
outgoing PTP messages, according
to C37.238. If both 'vlan'=0 and
'prio'=0, PTP messages are not
tagged.

configquration -descripntion and extension
- T ™

d VISIBLE_STRING255 DC inherited from: BasePrimitiveCDC O
du UNICODE_STRING255 | DC inherited from: BasePrimitiveCDC (o}
cdcNs VISIBLE_STRING255 EX inherited from: BasePrimitiveCDC MOcdcNs
cdcName VISIBLE_STRING255 EX inherited from: BasePrimitiveCDC MOcdcNs

dataNs VISIBLE_STRING255 EX inherited from: BasePrimitiveCDC MOdataNs
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Common data class specifications for status settings

General

This subclause is a placeholder until the object model is moved to IEC 61850-7-3.

Figure 87 shows class diagram CDCStatusSet.

existing 7-3

FrimitiveCOC

TR 61850-90-4 © IEC:2013(E)

CommanDataCiasses-BaseFrimitiveCDC

d :VISIELE_STRING255_DC [0..1]

dU :UNICODE_STRINGZ55_DC [0..1]
cdeNs VISIBLE_STRINGZ55_EX [0..1]
cdcName VISIBLE_STRINGZ55_EX [0..1]
dataMs :VISIBLE_STRINGZ255_EX [0..1]

constraints
{MCcdcMs}
{MOdataMs}

| 7

CoC

+ | twoStep BOOLEAN_SP_dchg
+ | numPorts (INTSU_SP_dchg = 1...255
=+ | clkPricl :INTS8U_SP_dchg

=+ |clkPric2 :INTS8U_SP_dchg

=+ |clkClass :INTSU_SP_dchg

+ |clktec :INTBU_SP_dchg

+ |demainNum :INTSU_SP_dchg

+ |slawveCnly :BCOLEAN_SP_dchg
+ |gmShortld (INT16U_SP_dchg

+ | netinace :INT32U_SP_dchg [0..1]
<+ |englnacc :INT32U_SF_dchg [0..1]
<+ |loclnacc :INT32U_SP_dchg

+ | offsetMstLim :INT32U_SP_dch
+ |clkld :OCTET_STRINGG4_CF_d

AN

(no

19.4.

This
and

SS

U_SP_dchg = 0...4035

axMcAddr [ INT16U_CF_dchg

H WISIBLE_STRINGG4_SP_dchg [0..%]

AcAddr :INT16U_CF_dchg = 0..maxMcaddF-1

iagkam CDCStatusSet::CDCStatusSet

ss ispused to model ordinary clock configuration according to IEC 61588

TabJe 65.defines the common data class "clock ordinary settings".

- finition
COG
Data Type FC | TrgOp (Value/Value range) Description M/O/C
attribute
name
setting
twoStep BOOLEAN SP dchg If true, clock is two-step, according to
8.2.1.2.1 of IEC 61588:2009.
numPorts INT8U SP dchg (range=[1...255]) Number of clock ports
on this device, according to 8.2.1.2.3 of
IEC 61588:2009, with the exception
that the number may be more than 1.
clkPrio1 INT8U SP dchg Clock priority1, according to 8.2.1.4.1
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COG
Data Type FC | TrgOp (Value/Value range) Description M/O/C
attribute
name
of IEC 61588:2009.
clkPrio2 INT8U SP dchg Clock priority2, according to 8.2.1.4.1 M
of IEC 61588:2009.
clkClass INT8U SP dchg Clock class, according to 8.2.1.3.1.1 of | M
IEC 61588:2009.
clkAcc INT8U SP dchg Clock time accuracy class, accordingto | M
8§ 2 13 -2 oM tEC 6158872009
domainNum INT8U SP dchg Time domain, according to 8.2.14-3.0of M
IEC 61588:20009.
slavg¢Only BOOLEAN SP dchg If true, clock cannot beco m\ést r,

according t0 8.2.1.4.4 o
IEC 61588:20009.

gmShortld INT16U SP dchg Grandmaster short’ide , ageording M
to IEEE C37.238.

netlrnacc INT32U SP dchg Grandmast tim accuracy (0]
[ns], ac;ord-ing C3X.2

englpacc INT32U SP dchg Engi eer rkt e inac uracy (0]
[ns] acc rd| gto

locinfacc INT32U SP chg t |bu® to network time M

uracy([hs ing to

IEE C37

offsdtMstLim | INT32U SP | dehg o set m master limit [ns]. M

configuration, d i tlo\\\Ne)éension

clkid OCTET_STRIN@%)\ \QChg Ul-glbclock identity, in binary format. M

d V|S|BLE_ST\3|NBK55N DC inh)}med from: BasePrimitiveCDC 0

JanN
du UNICODE_ETW bg Tnherited from: BasePrimitiveCDC )

cdcNs VISBLEYSTRING258 NEX N\ | inherited from: BasePrimitiveCDC MOGdCN

cdeName VISIB\Léés/WS EX > inherited from: BasePrimitiveCDC MOcdcN{

datalNs VISIB(E\STRING255Y_ | EX) inherited from: BasePrimitiveCDC MOdataNs

19.4.7. itters\(VLN)

Thig common>data class is used to model a collection of multicast addresses associated ith
a VLAN, including-{ilter for tagging and priority. According to IEEE 802.1Q, a multicast flilter
belgngs te-a VLAN even if no VLANs are used (a default channel VLAN ID may be use{d in
this|caske))

Table 66 defines the common data class "vlan filters".
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Table 66 — VLAN filters common data class definition

VLN
Data Type FC | TrgOp (Value/Value range) Description M/O/C
attribute
name
setting
vid INT16U SP dchg (range=[0...4095]) Identifier of the M
VLAN.
mcAddrFil ARRAY of SP dchg Array of multicast addresses bound to (0]
[U...MMdXNICAUATr-=T] OI e VLAN.
VISIBLE_STRING64
tagF|l ENUMERATED SP dchg VLAN tagging filter. M
(VlanTagKind) —~

configuration, description and extension

num

McAddr INT16U CF dchg (range=[0...maxMcAddr-'N)) Agtualsize
of 'mcAddrFil[]".

max

IcAddr | INT16U CF | dchg MaximumsuW@ \ M

'mcAddrFil[]¥

d VISIBLE_STRING255 | DC inheriyﬁ%\%eg%itixﬁe\chs/ 0

du UNICODE_STRING255 | DC inher(llted (ra/m: BE\QPWDC o

cdcNs VISIBLE_STRING255 | EX nhagited FrémBdsePrimitiveCDC MOcdcN
s oms

cdeName VISIBLE_STRING255 | EX inhe@ted fl@m:\eéseypffmitivecoc MOcdcN{

datafs VISIBLE_STRING255 | EX herﬁhqfro}v:\aaéprimitivecoo MOdataNs

19.4.8 Enumerated type

19.4

Thid

19.4

Stafus for V

%\>

}.8.1 General

subclause @1

1.8.2 VLAN fagg TagKind enumeration)

eobject model is moved to IEC 61850-7-3.

Table 6K show i of VlanTagKind.
le 67 — Literals of DAEnums_90_4::VlanTagKind
" C'); VlanTagKind
literal value description
tagged 0 The port forwards with VLAN tag.
untagged 1 The port removes the VLAN tag and forwards.
forbidden 2 The port does not forward frames with that VLAN
ID.
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19.4.9 SCL enumerations

This subclause is a placeholder until the object model is moved to IEC 61850-7-3.

<EnumType id="VlanTagKind">

<EnumVal ord="0">tagged</EnumVal>

<EnumVal ord="1">untagged</EnumVal>

<EnumVal ord="2">forbidden</EnumVal>

</EnumType>
19.3 Mapping of bridge objects to SNMP
19.91 Mapping of LLNO and LPHD attributes to SNMP
Tabje 68 suggests a mapping from SNMP RFC1213-MIB parameters Yo jects of
the LLNO and LPHD.
Table 68 — Mapping of LLNO and LPHD attri sto, SN
IEC 61850 Data Attributes SNMP/OID N SNMP Access
m . (read / write)
LLNO.NamPIt.vendor Vendor specific: \/ read
Static vendorﬁﬁ}e{
LLNO.NamPIt.swRev Vendor specificy w read
Bridge software vegsion\( firmqwarsl& operatirig system).
LLNO.NamPIt.d 1.3.6.1.2.1.1.5 read/write
(;\ysName). (\
LPHD.PhyNam.vendor 1.3.81.2.1.1.2(d ive\ajg) read
N NSO jectID).
LPHD.PhyNam.serNum r speGifivs —~ read
Bri erialQumker giyen by the manufacturer
LPHD.PhyNam.model 1.3.6:.2.831: read
<\ Mersoeser)
LPHD.PhyNam.location 3.6.4.2.1.1.6. read/write
(syslocation).
LPHD.PhyHealth.st ndofyspecific: read
Bri status information.
ttribute type stVal is Enum
NT8 at MMS level), so a most basic representation is e.g.
1 = good,
2 =warning (redundancy loss),
3 = alarm.
LPHD.PWrSupAlm.stVal Vendor specific: read
Bridge power supply status information
FALSE (0) = all (redundant) power supplies are in good health,
TRUE (1) = one of the power supplies is in bad health.
LPHD.TmpAIm.stVal Vendor specific: read

Bridge Temperature information.

Alert if the device temperature is outside the temperature band
that the manufacturer defines as safe. The attribute type of
stVal is Boolean: FALSE(0) = temperature within safe bounds,
TRUE (1) = temperature outside safe bounds

NOTE 1 Only the most important mandatory and optional data attributes are mapped here.

NOTE 2 When a simple attribute cannot be mapped from SNMP to IEC 61850, a description
specific data attribute is given.

NOTE 3 A “data change” needs to be communicated as a triggered event from the SNMP stack towards the
IEC 61850 stack, either by SNMP trap towards the gateway or internally towards the integrated IEC 61850
stack, depending on the use case.

for the vendor
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19.5.2 Mapping of LBRI attributes to SNMP for bridges

Table 69 suggests a mapping from SNMP BRIDGE-MIB parameters to the Data Objects of
LBRI.

Table 69 — Mapping of LBRI and LBSP attributes to SNMP for bridges

MMS Data Attributes SNMP OID SNMP Access

LBRI.MacAddr.stVal 1.3.6.1.2.1.17.1.1 read
designated root bridge MAC address

LBRI.RstpRoot.stVal 1.3.6.1.2.1.17.2.5 (derived value) read
designated root bridge.

address of the bridge.

FALSE = otherwise /\
LBRI.RstpPrio.stVal 1.3.6.1.2.1.17.2.2 AR _réad/write
root bridge priority according to IEEE 802.@\ \

LBRI.RstpTopoCnt.stval | 1.3.6.1.2.1.17.2.4 N\ N | read
Topology change counter

LBRI.RstpTopoCnt.t Vendor specific (see remarks)}\\ )/ K read
LB$P.RstpSt.stval 1.3.6.1.2.1.17.2.1518.x (xzpoxt npmbe Q read
Bridgeport (R)S stat

19.5.3 Mapping of LPCP attributes to

The data attribute stVal is Boolean
TRUE = the Root Bridge MAC equals the Management Q

TabJe 70 suggests a mappi

MMS Data Attributes” N\ §\ S SNMP OID SNMP Acc
1.2.2.1. \.{(x=port number) read

LPEP.FerCh.stVal 1.3%6.1:
r rate
(packeterror nt converted into frame error rate)
LPCP.Mau.st\al \‘%%6.2.1.1.3.&1 (x=port number) read
N N Bridgepoft Duplex value

LPEP.Rx aM 1.3. 1.2.1.2.2.1.11.x (x=port number) and read
1.3.6.1.2.1.2.2.1.12.x (derived value)

LPCP.TxCnt.actVal 1.3.6.1.2.1.2.2.1.17.x (x=port number) and read
1.3.6.1.2.1.2.2.1.18.x

014

SS

LPCRAdminCfg.stVal 1.3.6.1.2.1.2.2.1.7.x (x=port number) read/write

19.5.4 Mapping of LPLD attributes to SNMP for bridges

Table 71 suggests a mapping from SNMP LLDP-MIB parameters to the Data Objects of LPLD.

7 In addition to Bridgeport topology change counter and timestamp (LBRI.TopoChgCnt.stVal and
LBRI.TopoChgCnt.t: The OID 1.3.6.1.2.1.17.2.3 provides TimeTicks (in hundredths of a second) since the last
topology change event. To provide a UTC timestamp, when this DA is accessed, the bridge local time needs to
be subtracted by the time span provided via TimeTicks under this OID. The result is the timestamp that is
provided through DO LBRI.TopoChgCnt.t.
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Table 71 — Mapping of LPLD attributes to SNMP for bridges

Qg

88021 2N1.4.2Y.2.v.w.x.y.z (v=IldpRemTimeMark;
Num; x= IIdpRemIndex

MMS Data Attributes SNMP OID SNMP
Access
LPLD.RemPortDesc.stVal | 1.0.8802.1.1.2.1.4.1.1.8.x.y.z read
(x=lldpRemTimeMark;
y=lldpRemLocalPortNum;
z=lldpRemIndex)
— see LLDP-MIB::lldpRemTable for details
LPLD.RemPortldTyp.stVal | 1.0.8802.1.1.2.1.4.1.1.6.x.y.z read
(x=lldpRemTimeMark;
y=lldpReml ocalPortNum:
z=|ldpRemIndex) — see LLDP-MIB::lldpRemTable for details
LPUD.RemPortld.stVal 1.0.8802.1.1.2.1.4.1.1.7.x.y.z read
(x=lldpRemTimeMark;
y=lldpRemLocalPortNum;
z=lldpRemIndex)
— see LLDP-MIB::lldpRemTable for details
LPUD.RemChsldTyp.stVal | 1.0.8802.1.1.2.1.4.1.1.4.x.y.z ah/
(x=lldpRemTimeMark;
y=lldpRemLocalPortNum;
z=|ldpRemIndex)
— see LLDP-MIB::lldpRemTable for
LPUD.RemChsld.stVal 1.0.8802.1.1.2.1.4.1.1.5.x.y.z read
(x=lldpRemTimeMark;
y=lldpRemLocalPortNum;
z= IIdpRemIndex
— see LLDP-MI IIdp efmTable for de
LPYD.RemSysDesc.stVal read
LPYD.RemAddrTyp.stVal [ read
LPUD.RemAddr.stVa read

NOTE Cdgncernj ata attkjbutes that map to LLDP variables: LLDP Remote Systems Data and LLDP Re
les that contain data received from adjacent nodes. There are as many entri
e device. The data mapped from this table into each particular LPLD needs
tNum\ of its referenced LPCP i.e. PortNum of the LPCP needs to be the same as

Manageme
the tpble as th

alignled with thé
IldpRemLocalRortNum:

19.9.5, "Mapping of HSR/PRP link redundancy entity to SNMP

mote
es in
o be

the

HSRand PRP nodes have two ports and implement a reduced bridge functionality.

While a bridge is usually a self-sufficient device with its own housing, power supply, etc.
(though embedded variants exist), HSR/PRP LREs are usually less complex interfaces that

are integrated into other devices and their respective management interfaces.

This is reflected in the SNMP MIB specification of HSR/PRP LRE interfaces that is described
in IEC 62439-3:2012. The structure of this MIB roughly resembles that of the IETF IF-MIB:
Each HSR/PRP LRE in a device is added to the network interface list.

The HSR/PRP ports are mapped according to Table 72.
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Table 72 — Mapping of LCCH attributes for SNMP for HSR/PRP LREs

MMS Data Attributes SNMP OID SNMP Access
(read / write)
LCCH.ChLiv.stVal 1.0.62439.2.1.0.1.0.1.1.10.x read
(x = LRE number / redundantinterfacelndex)
LCCH.RedChLiv.stVal 1.0.62439.2.1.0.1.0.1.1.11.x read
(x = LRE number / redundantinterfacelndex)
LCCH.FerCh.stVal 1.0.62439.2.1.1.1.0.1.1.8.x read

(x = LRE number / redundantinterfacelndex)

LCEHTRedFerch

U 0Z409.2. 1. 1. T.U. T.T.9.X
(x = LRE number / redundantinterfacelndex)

redad

LCCH.RxCnt.actVal

1.0.62439.2.1.1.1.0.1.1.6.x
(x = LRE number / redundantinterfacelndex)

ALY

LCCH.RedRxCnt.actVal

1.0.62439.2.1.1.1.0.1.1.7.x
(x = LRE number / redundantinterfacelndex)

LCCH.TxCnt.actVal

1.0.62439.2.1.1.1.0.1.1.2.x read
(x = LRE number / redundantinterfacelndex)

LCCH.RedCfg.stVal

NOTE The OID of IEC 62439-3 is currently 1.0.62439.2. 6
19.6 Mapping of clock objects to t 1B
Table 73 shows the correspondence Heiwee

Nodes, in the IEC 61588 datasets and \n t 38 MIB

Table 73 — Mapping of clock objec

(N

1.0.62439.2.1.0.1.0.1.1.3.x read/write
(x = LRE number / redundantlr;e#a&e ex)

850, IEC 61588 and IEEE C37.238

objects in the IEC 61850 Logical

Name in IEC 61850

Name in IEEE C37.238
MIB

LN LTPC (oc9\<

a \ me in IEC 61588
IEC 61588
Z;\r Cc37%238
242

\/\\/ defaultDS

ieeeC37238defaultDS

: [\

TwoStepFlag

8>\k2>\ .clockldentity

OfdCIkCfg.ciifd™_ ClkIdentity

OrdCIkC}g\nu\Por{E\ &%12\3/ .numberPorts NumberPorts

OkdCIKCHg.cIk s\ 8.2>l.3.1.1 .clockQuality.clockClass ClkClass
W

0 K

rdCIkag.chN{ \ 8.2.1.3.1.2 |.clockQuality.clockAccuracy

ClkAccuracy

8.2.1.3.1.3 |.offsetScaledLogVariance OfsScdLogVar
OrdCJKCfg.clkPrio1 8.2.1.4.1 .priority1 Priority1
Ord€IKCfg.clkPrio2 8.2.1.4.2 .priority2 Priority2

OrdClkCfg.domainNum

8.2.1.4.3 .domainNumber

DomainNumber

OrdClkCfg.slaveOnly 8.2.1.4.4 .slaveOnly SlaveOnly
OrdCIkCfg.gmShortld C:5.9.6 - GMldentity
OrdClkCfg.netlnacc C:5.12.2 - NetTimelnacc
OrdCIkCfg.englnacc C:5.12.2 - EngTimelnacc
OrdClkCfg.loclnacc C:5.13 - LocTimelnacc
OrdCIkCfg.offsetMstLim [C: 5.5.1 - OfstFrMLimit
8.2.2 currentDS ieeeC37238currentDS

GmCIkSt.numPath 8.2.2.2 .stepsRemoved StepsRemoved
GmClkSt.mstOffset 8.2.2.3 .offsetFromMaster OfstFrMaster
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ClkPort.logAnnintvl

JlogAnnouncelnterval

Name in IEC 61850 Clause Name in IEC 61588 Name in IEEE C37.238
IEC 61588 MIB
or C37.238
GmClkSt.meanPathDI 8.2.2.4 .meanPathDelay -
C:5.13 - LocTimelnacc
LN LTPG 8.2.3 parentDS ieeeC37238parentDS
GmCIkSt.parentClkld 8.2.3.2 .parentPortldentity.clockldentity Clkldentity
8.2.3.2 .parentPortldentity.portNumber PortNumber
8.2.3.3 .parentStats Stats
8.2.3.4 .observedParentOffsetScaledLogVariance [ObsOfstScdLVar
8.2.3.5 .observedParentClockPhaseChangeRate Obsﬂ(\l&a\te
GInClkSt.gmClkld 8.2.36 | grandmasterldentity qﬁﬁquen@y
GmClkSt.gmCIkClass  [8-2:3.7 .grandmasterClockQuality IkCl3gS
.clockClass
GInClkSt.gmClkAcc 8.2.37 | grandmasterClockQuality %C AW
.clockAccuracy
8.2.3.7 .grandmasterClockQuality \ fstSgdLVar
.offsetScaIedLogVariany/\
GmClkSt.gmClkPrio1 8.2.3.8 .grandmasterPriority1 ( m Gl@rioritw
GInClkSt.gmClkPrio2  |8-2.3.9 .grandmasterPrio(ﬁ/&\\// XK GMPriority2
GInCIkSt.gmShortld C:596 |- < < N C K U j\/ GMidentity
GInCIkSt.gminacc c:5.12.2 |- N/ GMTimelnacc
GnCIkSt.netinacc cs122 | ([ X NetTimelnacc
LN LTIM $24 \ &ir}agro}g?re\sﬁs ieeeC37238timePropDS
ClirUtcOfsTms 8242 (.curMOf}?et) \\/ CurUTCOfst
clirUtcofsvid [[8248 | @GimentldeOtfsetvatid CurUTCOfstvd
Léap 8.274. leanb9 > Leap59
Léap \/ &245 k{p61 Leap61
REfTmTrk RN 3\{4\ MineTedCeable TmeTraceable
REfFqTrk \ \ N .\frgeﬂjencyTraceable FrqTraceable
8. 2\%3 \ ptpTimeScale PTPTimescale
Alnorspas \ | TV [153.3%7 |TLV currentOfiset LocalTCurOfs
JmpTms \ \ 16}.3.5 TLV jumpSeconds LocalTJumpS
NktJmpTms \ 16.3.3.6 TLV timeOfNextJump LocalTNtJump
AltnTmNam 16.3.3.7 TLV displayName LocalTName
LeapEvLatest
UTCOfstNext
LeapEVEXxpiry
LN LTMS 8.2.4 timePropertiesDS ieeeC37238PortDS
TmSrcld 8.2.4.9 .timeSource TimeSource
LN LTPP 8.2.5 portDS ieeeC37238PortDS
ClkPort.id 8.2.5.2.1 | portldentity.clockldentity Clkldentity
ClkPort.num 8.2.5.2.1 | portidentity.portNumber PortNumber
8.2.5.3.1 _portState PortState
8.2.5.3.2 | jopgMinDelayReglnterval unused
ClkPort.peerMpd 8.2.5.3.3 .peerMeanPathDelay MPathDly
8.2.5.4.1 LogAnnouncelnt
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Name in IEC 61850 Clause Name in IEC 61588 Name in IEEE C37.238
IEC 61588 MIB
or C37.238
ClkPort.annRevTimeout |8-2:9-4.2 | announceReceiptTimeout AnnounceRctTout
ClkPort.logSyncintvl 8.2.5.4.3 | jogSyncinterval LogSynclint
ClkPort.dIMechanism 8.2.5.4.4 | delayMech DelayMech
ClkPort.logMpdReqintvl |8-2:5-4.5 | jogMinPdelayInterval LogMinPdlyRInt
ClkPort.revNum 8.2.5.4.6 | versionNumer VersionNumber
ClkPort.ena PortEnabled
ClkPort.dlAsym DlyAsymmetry
ClkPort.profileld Profileld
ClkPort.vlan - w \ \
C|kPort.prio - paN Prith?\
ClkPort.peerld - \ \ \ \/
N.A. 8.3.2 transparentClockDef4ultDS \ \MQC3}\;38TCDefauItD5
8.3.2.2.1 |clockldentity /\ X C\Qdémﬁy
8.3.2.2.2 |numberPorts ( (7 NupiberPorts
8.3.2.3.1 |delayMech /& \\// /\ \S DelayMech
8.3.2.3.2 prin@/Dbm\aiQ N ( \ N\ )\/ PriDomain
\ \ N_ Syntonize
C:596 - ( ~ \ \ CurGMaster
TwoStepFlag
8.2 1 \ \ \\
N{[eMidsalig 7\ GMidentity
I I\QfPJQtoc\&K\/ NetProtocol
/\ > Viantd ) Vianld
Phi ritys Priority

N

GMTimelnacc

NetTimelnacc

LocTimelnacc

(\\ \ transparentClockPortDS ieeeC37238TCPortDS
\ \ &}2’).2.1 .portldentity.clockldentity PortNumber
> 8.3.3.3.1 |.logMinPdelayReqInterval LMinPdlyRInt
8.3.3.3.2 |.faulty Faulty
8.3.3.3.3 |.peerMeanPathDelay MeanPDly

DIyAsymm

ieeeC37238Events

ChangeOfMaster

MasterStepChange

FaultyState

PortStateChange

OfstExceedsLimit

OtherProfileDetect

LeapSecAnnounced

PTPServiceStarted

PTPServiceStopped



https://iecnorm.com/api/?name=25f6407bce556c6f2c125a817e280d66

TR 61850-90-4 © IEC:2013(E) - 189 —

19.7 Machine-readable description of the bridge objects
19.7.1 Method and examples

The UML model and the corresponding Logical Node definition are translated in machine-
readable form according to IEC 61850-6:2009.

Three ICD examples follow:

F S £ Joreial 4 e £ 4
° UCTTITTIUUTT UT a UTTUy©T typc wWillt TUUT purto,

e definition of a node with PTP support;
e (definition of a RedBox with HSR.

19.7.2 Four-port bridge
The|following code describes the ICD file for a four-port bridge@s s n

hysical Device & \\ B

Logical Device LPHD LLN 9/ \‘>
LERI /\< >\// 0 ‘\>

0

RstpPortRef1: LBSP1 |RstpPonRe?2\|_B\sQ\2H RSWEGMRef3: LBSP3| |RstpPortRef4: LBSP4
LCCF1 LCCF2 \ O\ \Qc}a LCCF4
ChRef: LCCHP1 N\ChRef bQBH2 | | ChRef: LCCH3 ChRef: LCCH4

B ! 7

LCCH1 L N \Qc&z\\ T LccH3 LCCH4
PortRef: (PCP1 RortRef LRC PortRef: LPCP3 PortRef: LPCP4

M 2

N AN

LBSP1 < \ \tagy LBSP3 LBSP4
Pongé%bg 1 PortRef: LPCP2 | || | PortRef:LPCP3 | | | | PortRef: LPCP4 |

\
<L|=\\D4§ LPLD2 LPLD3 LPLD4

| PortRErLPCP | ]| | PortRef.LPCP2 | || | PortRef:LPCP3 | | || PortRef: LPCP4 |
LPCP1 LPCP2 LPCP3 LPCP4

| |

]
port number 1* 2* 3* 4*

Figure 88 — Four-port bridge

The ICD file specifies a template for the four bridge nodes, consisting of:
e the template of the Logical Device with the four ports;

e the templates for the Logical Node types (e.g. “Switch_LBRI”);

o the templates for the Data Object types (e.g. “Switch_Health_E”);

e the template for the enumeration types (e.g. ChannelRedundancyKind).
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<?xml version="1.0" encoding="UTF-8"?>
<SCL xmlns="http://www.iec.ch/61850/2003/SCL"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance" version="2007" revision="B"
xsi:schemalLocation="http://www.iec.ch/61850/2003/SCL SCL.xsd">
<Header id="ICD of a bridge with four ports and no PTP support">
<History>
<Hitem version="1" revision="A" when="2013.03.20" what="Initial version"
who="HK" />
</History>
</Header>
IED name="TEMPLATE">
<Services namelLength="64">
<DynAssociation/>
</Services>
<AccessPoint name="S1">
<Server>
<Authentication/>
<LDevice inst="LD@">

<LN 1nClass="LBRI" inst="1" 1nTypg
<DOI name="PortRefl">

<DAI name ="setSrcRef"j
<Val>@LDOA BSP1<

</DAI>
</DOI>

<DOI name="PortR

<DAI name ="

ass="LCCH" inst="1" 1nType="Switch_NoRedChannel LCCH">
POI name="PortRef">
<DAI name ="setSrcRef">
<Val>@LDe/LPCP1</Val>
</DAI>
</DOT>
</LN>
<LN 1nClass="LCCH" inst="2" 1nType="Switch_NoRedChannel LCCH">
<DOI name="PortRef">
<DAI name ="setSrcRef">
<Val>@LDe/LPCP2</Val>
</DAI>
</DOI>
</LN>
<LN 1nClass="LCCH" inst="3" InType="Switch_NoRedChannel LCCH">
<DOI name="PortRef">
<DAI name ="setSrcRef">
<Val>@LDO/LPCP3</Val>
</DAI>
</DOI>
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</LN>
<LN 1nClass="LCCH" inst="4" InType="Switch_NoRedChannel LCCH">
<DOI name="PortRef">
<DAI name ="setSrcRef">
<Val>@LDe/LPCP4</Val>
</DAI>
</DOI>
</LN>
<LN 1nClass="LCCF" inst="1" InType="Switch_LCCF">
<DOI name="ChRef">
<DAI name ="setSrcRef">

1 [ Yo WA alal N RSAY PN

AL
varl COOU7 CCCITIN7 var

</DAI>
</DOI>
</LN>
<LN 1nClass="LCCF" inst="2" InType="Switch_ LCCF"
<DOI name="ChRef">
<DAI name ="setSrcRef">
<Val>@LD@/LCCH2</Val>
</DAI>
</DOI>
</LN>
<LN 1nClass="LCCF" inst="3" InTyp
<DOI name="ChRef">
<DAI name ="setSrcRef"
<Val>@LD@
</DAI>
</DOI>
</LN>
<LN InClass="LCCF"

itch LCCF">

In€kass="LBSP" inst="2" 1lnType="Switch_LBSP">

DOI name="PortRef">

<DAI name ="setSrcRef">
<Val>@LDe/LPCP2</Val>

</DAI>

</DOI>

</LN>
<LN 1nClass="LBSP" inst="3" 1nType="Switch_LBSP">
<DOI name="PortRef">
<DAI name ="setSrcRef">
<Val>@LDe/LPCP3</Val>
</DAI>
</DOI>
</LN>
<LN 1nClass="LBSP" inst="4" 1nType="Switch_LBSP">
<DOI name="PortRef">
<DAI name ="setSrcRef">
<Val>@LDe/LPCP4</Val>
</DAI>
</DOI>
</LN>
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<LN InClass="LPLD" inst="1" 1lnType="Switch_ LPLD">
<DOI name="PortRef">
<DAI name ="setSrcRef">
<Val>@LDe/LPCP1</Val>
</DAI>
</DOI>
</LN>
<LN 1nClass="LPLD" inst="2" 1nType="Switch_LPLD">
<DOI name="PortRef">
<DAI name ="setSrcRef">
<Val>@LDe/LPCP2</Val>

LDAT
7 DORT

</DOI>
</LN>
<LN 1nClass="LPLD" inst="3" 1nType="Switch_LPLD">
<DOI name="PortRef">
<DAI name ="setSrcRef">
<Val>@LD@/LPCP3</Val>
</DAI>
</DOI>
</LN>
<LN 1nClass="LPLD" inst="4" 1nTypes
<DOI name="PortRef">
<DAI name ="setSrcRef">
<Val>@LDe/LPCP4</
</DAI>
</DOI>
</LN>
<LN 1nClass="LPCP"

“Switch_LPCP">

" 1nType="Switch_LPCP">

<DAI name="setVal">
<Val»>3</Val>
</DAI>
</DOI>
</LN>
<LN InClass="LPCP" inst="4" 1nType="Switch_ LPCP">
<DOI name="PortNum">
<DAI name="setVal">
<Val»>4</Val>
</DAI>
</DOI>
</LN>
</LDevice>
</Server>
</AccessPoint>
</IED>
<DataTypeTemplates>
<LNodeType id="Switch_LLN@" 1lnClass="LLNO">
<DO name="NamPlt" type="Switch_LPL_LLNO"/>
<D0 name="Beh" type="Switch_Beh ENS"/>
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<DO name="Health" type="Switch_ Health_ENS"/>
<DO name="Mod" type="Switch_Mod_ ENC"/>
</LNodeType>
<LNodeType id="Switch_LPHD" 1nClass="LPHD">
<D0 name="PhyNam" type="Switch_DPL"/>
<D0 name="PhyHealth" type="Switch_Health_ENS"/>
<D0 name="Proxy" type="Switch_SPS"/>
<DO name="LocChsIdTyp" type="Switch_INS_90-4 DS"/>
<DO name="LocChsId" type="Switch_VSS_90-4_DS"/>
<D0 name="LocAddrTyp" type="Switch_INS_90-4 DS"/>
<DO name="LocAddr" type="Switch_VSS_90-4_DS"/>

[aYVal ny Jdor LU LLE <P S P ol o Yl a Vo W, BN u.Y <l LIV
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</LNodeType>

<LNodeType id="Switch_LBRI" 1nClass="LBRI">
<DO name="NamPlt" type="Switch_LPL_90-4"/>
<DO name="RstpRoot" type="Switch_SPS_90-4"/>
<DO name="Beh" type="Switch_Beh_ENS_90-4"/>
<DO name="PortRefl" type="Switch_ORG_90-4"/>
<DO name="PortRef2" type="Switch_ORG_90-4"/>
<DO name="PortRef3" type="Switch_ORG_90-4"/>
<DO name="PortRef4" type="Switch_ORG_90-4"/
<DO name="RstpPrio" type="Switch_ LBRI_Defat
<D0 name="RstpEna" type="Switch_LBRI_De

</LNodeType>

<LNodeType id="Switch_NoRedChannel LCCH
<D0 name="ChLiv" type="Swij
<DO name="Beh" type="Swit
<DO name="PortRef" type="Sw
<DO name="RedCfg" type="Swi

</LNodeType>

<LNodeType id="Swit
<DO name="NamP
<D0 name="B
<DO name="ChRe
<DO i

<DO

<DO

Switch _LPL_90-4"/>
'Switch_Beh ENS_90-4"/>
' type="Switch_SPG_90-4"/>
f" type="Switch_ORG_90-4"/>

amP1t" type="Switch_LPL_90-4"/>

<D0 name="RemPortDesc" type="Switch_VSS 90-4"/>
<DO name="LocPortDesc" type="Switch_VSS 90-4"/>
<D0 _name="RemPortIdTyp" type="Switch INS 90-4"/>

<D0 name="LocPortIdTyp" type="Switch_INS_90-4"/>
<DO name="RemPortId" type="Switch_VSS_90-4"/>
<DO name="LocPortId" type="Switch_VSS_90-4"/>
<D0 name="RemChsIdTyp" type="Switch_INS_90-4"/>
<DO name="RemChsId" type="Switch_VSS_90-4"/>
<DO name="RemSysDesc" type="Switch_VSS_90-4"/>
<D0 name="RemAddrTyp" type="Switch_INS_90-4"/>
<D0 name="RemAddr" type="Switch_VSS_90-4"/>
<DO name="Beh" type="Switch_Beh_ENS_90-4"/>
<DO name="PortRef" type="Switch_ORG_90-4"/>
</LNodeType>
<LNodeType id="Switch_LPCP" 1nClass="LPCP">
<DO name="NamPlt" type="Switch_LPL_90-4"/>
<DO name="PhyNam" type="Switch_DPL_90-4"/>
<D0 name="PhyHealth" type="Switch_Health_ENS_90-4"/>
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<DO name="AutoNgt" type="Switch_SPS_90-4"/>
<DO name="Mau" type="Switch_ INS 90-4"/>
<D0 name="PortNum" type="Switch_ING_90-4"/>
<DO name="AutoNgtCfg" type="Switch_SPG_90-4"/>
<D0 name="MauCfg" type="Switch_MauCfg_ING_100MFD_90-4"/>
<D0 name="MauCfgCapl" type="Switch_MauCfg_ING_100MHD_90-4"/>
<D0 name="MauCfgCap2" type="Switch_MauCfg_ING_10eMFD_90-4"/>
<DO name="AdminCfg" type="Switch_LPCP_AdminCfg_SPG_90-4"/>
</LNodeType>
<DOType id="Switch_ LPL_LLN@" cdc="LPL">
<DA name="vendor" bType="VisString255" fc="DC"/>

DA L1} n n_LT LAWE I o Y S ha Y mll LI o nNne~n g
DR Traime=_SWneV OTypt= vISSCtIr INgzoJ TC= UCT 7

<DA name="configRev" bType="VisString255" fc="DC"/>
<DA name="1dNs" bType="VisString255" fc="EX">
<Val>IEC 61850-7-4:2007</Val>
</DA>
</DOType>
<DOType id="Switch_LPL_90-4" cdc="LPL">
<DA name="vendor" bType="VisString255" fc="DC"/>
<DA name="swRev" bType="VisString255" fc="DC"
<DA name="configRev" bType="VisString255" fc
<DA name="1nNs" bType="VisString255" fc="EX"
<Val>(Tr)IEC 61850-90-4:2012</Val>
</DA>
<DA name="cdcNs" bType="VisString2

<Val>LPL</Val>
</DA>
</DOType>

<DA name="stVal™\bTy ="BgehaviourModeKind" fc="ST" dchg="truel/>

qchg="true"/>
<DA namec"t
</DOType@
<DOType id= &

cdc="ENS">
type="BehaviourModeKind" fc="ST" dchg="truel/>

</DQType>
<DOType id="Switch_Health_ ENS" cdc="ENS">
<DA name="stVal" bType="Enum" type="HealthKind" fc="ST" dchg="true"/>

<DA name="q" bType="Quality" fc="ST" qchg="true"/>
<DA name="t" bType="Timestamp" fc="ST"/>
</DOType>
<DOType id="Switch_Health ENS_90-4" cdc="ENS">
<DA name="stVal" bType="Enum" type="HealthKind" fc="ST" dchg="true"/>
<DA name="q" bType="Quality" fc="ST" qchg="true"/>
<DA name="t" bType="Timestamp" fc="ST"/>
<DA name="cdcNs" bType="VisString255" fc="EX">
<Val>IEC 61850-7-4:2007</Val>
</DA>
<DA name="cdcName" bType="VisString255" fc="EX">
<Val>ENS</Val>
</DA>
</DOType>
<DOType id="Switch_Mod_ENC" cdc="ENC">
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<DA name="stVal" bType="Enum" type="BehaviourModeKind" fc="ST" dchg="true"/>
<DA name="q" bType="Quality" fc="ST" qchg="true"/>
<DA name="t" bType="Timestamp" fc="ST"/>
<DA name="ctlModel" bType="Enum" type="CtlModelKind" fc="CF" dchg="true"/>
</DOType>
<DOType id="Switch_DPL" cdc="DPL">
<DA name="vendor" bType="VisString255" fc="DC"/>
</DOType>
<DOType id="Switch_DPL_90-4" cdc="DPL">
<DA name="vendor" bType="VisString255" fc="DC"/>
<DA name="cdcNs" bType="VisString255" fc="EX">

Yo HEE—61856-7—4120807</ ot
</DA>
<DA name="cdcName" bType="VisString255" fc="EX">
<Val>DPL</Val>
</DA>
</DOType>

<DOType id="Switch_SPS" cdc="SPS">
<DA name="stVal" bType="BOOLEAN" fc="ST" dchg="t
<DA name="q" bType="Quality" fc="ST" qchg="true
<DA name="t" bType="Timestamp" fc="ST"/>

</DOType>

<DOType id="Switch_SPS_90-4" cdc="SPS">
<DA name="stVal" bType="BOOLEAN" fc="S
<DA name="q" bType="Quality" fc="ST

<Val>IEC 61850-7-4:2007<

</DA>
<DA name="cdcName" bType= EX">
<Val>SPS</Va
</DA>
</DOType>
<DOType id="Switck_ @GR 4 DS
<DA namec"satSrcRe QbjRef" fc="EX"/>

BType="VisString255" fc="EX">
61850-90-4:2012</Val>

<DOType id Witch_ORG_90-4" cdc="ORG">
<DA name="setSrcRef" bType="ObjRef" fc="EX"/>
<DA name="cdcNs" bType="VisString255" fc="EX">
<Val>TEC 61850-7-4:2007</Val>
</DA>
<DA name="cdcName" bType="VisString255" fc="EX">
<Val>ORG«/Val>
</DA>
</DOType>
<DOType id="Switch_RedCfg_None_ ENG_90-4 DS" cdc="ENG">
<DA name="setVal" bType="Enum" type="ChannelRedundancyKind" fc="SP"
dchg="true">

<Val>1</Val>
</DA>
<DA name="cdcNs" bType="VisString255" fc="EX">
<Val>IEC 61850-7-4:2007</Val>
</DA>
<DA name="cdcName" bType="VisString255" fc="EX">
<Val>ENS</Val>
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</DA>
<DA name="dataNs" bType="VisString255" fc="EX">
<Val>(Tr)IEC 61850-90-4:2012</Val>
</DA>
</DOType>
<DOType id="Switch_INS_90-4" cdc="INS">
<DA name="stVal" bType="INT32" fc="ST" dchg="true"/>
<DA name="q" bType="Quality" fc="ST" qchg="true"/>
<DA name="t" bType="Timestamp" fc="ST"/>
<DA name="cdcNs" bType="VisString255" fc="EX">
<Val>IEC 61850-7-4:2007</Val>

LIVA

7 U
<DA name="cdcName" bType="VisString255" fc="EX">
<Val>INS</Val>
</DA>
</DOType>

<DOType id="Switch_INS_90-4_DS" cdc="INS">
<DA name="stVal" bType="INT32" fc="ST" dchg="true"
<DA name="q" bType="Quality" fc="ST" qchg="true"
<DA name="t" bType="Timestamp" fc="ST"/>
<DA name="cdcNs" bType="VisString255" fc="EX
<Val>IEC 61850-7-4:2007</Val>
</DA>
<DA name="cdcName" bType="VisString255
<Val>INS</Val>
</DA>
<DA name="dataNs" bType="
<Val>(Tr)IEC 61850-90-4:3
</DA>
</DOType>
<DOType id="Switc
<DA name="stVd
<DA name="q nchg="true"/>
<DA name="t "/>

<DA :23?}; 3 ="WisString255" fc="EX">

VS 90-4 DS" cdc="VSS">
\' bType="VisString255" fc="ST" dchg="true"/>

dcNs" bType="VisString255" fc="EX">
<Val>IEC 61850-7-4:2007</Val>

</DA>

<DA name="cdcName" bType="VisString255" fc="EX">
<Val»VSS</Val>

</DA>

<DA name="dataNs" bType="VisString255" fc="EX">
<Val>(Tr)IEC 61850-90-4:2012</Val>
</DA>
</DOType>
<DOType id="Switch_SPG_90-4" cdc="SPG">
<DA name="setVal" bType="BOOLEAN" fc="SP" dchg="true"/>
<DA name="cdcNs" bType="VisString255" fc="EX">
<Val>IEC 61850-7-4:2007</Val>
</DA>
<DA name="cdcName" bType="VisString255" fc="EX">
<Val>SPG</Val>
</DA>
</DOType>
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<DOType id="Switch_SPG_90-4 DS" cdc="SPG">

<DA name="setVal" bType="BOOLEAN" fc="SP" dchg="true"/>

<DA name="cdcNs" bType="VisString255" fc="EX">
<Val>IEC 61850-7-4:2007</Val>

</DA>

<DA name="cdcName" bType="VisString255" fc="EX">
<Val>SPG</Val>

</DA>

<DA name="dataNs" bType="VisString255" fc="EX">
<Val>(Tr)IEC 61850-90-4:2012</Val>

</DA>

7ooTYyPe
<DOType id="Switch_LBRI Default SPG_90-4" cdc="SPG">
<DA name="setVal" bType="BOOLEAN" fc="SP" dchg="true">
<Val>true</Val>
</DA>
<DA name="cdcNs" bType="VisString255" fc="EX">
<Val>IEC 61850-7-4:2007</Val>
</DA>
<DA name="cdcName" bType="VisString255" fc="E
<Val>SPG</Val>
</DA>
</DOType>
<DOType id="Switch_LPCP_AdminCfg_SPG_90-4'
<DA name="setVal" bType="BOOLEAN" f
<Val>true</Val>
</DA>

</DA>
<DA name="cdcNa

</DA>
</DOType>
<DOType id&Sw 90-4" cdc="ING">
<DA n q fc="SP" dchg="true">
<Valxe
</DA>

<DA na K sString255" fc="EX">

<DOType id Witch_ING_90-4" cdc="ING">
<DA name="setVal" bType="INT32" fc="SP" dchg="true"/>
<DA name="cdcNs" bType="VisString255" fc="EX">
<Val>IEC 61850-7-4:2007</Val>

</DA>
<DA name="cdcName" bType="VisString255" fc="EX">
<Val>ING</Val>
</DA>
</DOType>
<DOType id="Switch_MauCfg_ING_100MHD_90-4" cdc="ING">
<DA name="setVal" bType="INT32" fc="SP" dchg="true">
<Val>1e</Vval>
</DA>
<DA name="cdcNs" bType="VisString255" fc="EX">
<Val>IEC 61850-7-4:2007</Val>

</DA>
<DA name="cdcName" bType="VisString255" fc="EX">
<Val>ING</Val>

</DA>


https://iecnorm.com/api/?name=25f6407bce556c6f2c125a817e280d66

- 198 - TR 61850-90-4 © IEC:2013(E)

</DOType>
<DOType id="Switch_MauCfg_ING_100MFD_90-4" cdc="ING">
<DA name="setVal" bType="INT32" fc="SP" dchg="true">
<Val>11</Val>
</DA>
<DA name="cdcNs" bType="VisString255" fc="EX">
<Val>IEC 61850-7-4:2007</Val>

</DA>

<DA name="cdcName" bType="VisString255" fc="EX">
<Val>ING</Val>

</DA>

7P0TYpe
<DOType id="Switch_ LCCF_DefaultVid_ING_90-4" cdc="ING">
<DA name="setVal" bType="INT32" fc="SP" dchg="true">
<Val>1</Val>
</DA>
<DA name="cdcNs" bType="VisString255" fc="EX">
<Val>IEC 61850-7-4:2007</Val>
</DA>
<DA name="cdcName" bType="VisString255" fc="E
<Val>ING</Val>
</DA>
</DOType>
<DOType id="Switch_LCCF_DefaultPrio_ ING_9d
<DA name="setVal" bType="INT32" fc=
<Val>e</Vval>
</DA>

</DA>
<DA name="cdcNg
<Val>ING</Y

</DA>
</DOType>

<DOType id&Sw
<DA n id
<Va

</DA>
<DA na

axMcAddr" bType="INT16U" fc="CF" dchg="true">
¥5</Val>
</DA>
<£/P0Type>
{EnumType id="BehaviourModeKind">

<EnumVal ord="1">on</EnumVal>
<EnumVal ord="2">blocked</EnumVval>
<EnumVal ord="3">test</EnumVal>
<EnumvVal ord="4">test/blocked</EnumvVal>
<EnumVal ord="5">off</Enumval>
</EnumType>
<EnumType id="HealthKind">
<EnumVal ord="1">0k</EnumVal>
<EnumVal ord="2">Warning</Enumval>
<EnumVal ord="3">Alarm</EnumVal>
</EnumType>
<EnumType id="CtlModelKind">
<EnumVal ord="0">status-only</EnumVal>
</EnumType>
<EnumType id="ChannelRedundancyKind">
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<EnumVal ord="1">none</EnumVal>
<EnumVal ord="2">prp</Enumval>
<EnumVal ord="3">hsr</Enumval>

</EnumType>

<EnumType id="VlanTagKind">
<EnumVal ord="0">tagged</EnumVal>
<EnumVal ord="1">untagged</EnumVal>
<EnumVal ord="2">forbidden</EnumvVal>

</EnumType>

</DataTypeTemplates>
</SCL>

19.7.3 Simple IED with PTP

The| following code describes the ICD file for a simple IED with PTP but\no LL suppor

shown in Figure 89. A
Physical Device \\

Logical Device | LNLPHD | | LMLNQ NI

LN LTIM \ N

\/ /l >
LN LTMS
< q@}eff LTF{C'lU
-

—=
LN LTPC1 ( @Hcgohﬁ\éf\kﬁ}’m

B

LNLTPRT\ N\
e [ PeotrerlreP

S\w

port number * 1

t as

Figure o9 — Simple IED with F1F but no LLDF support

<?xml version="1.0" encoding="UTF-8"?>
<SCL xmlns="http://www.iec.ch/61850/2003/SCL"

xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance" version="2007" revision="B"

xsi:schemalLocation="http://www.iec.ch/61850/2003/SCL SCL.xsd">
<Header id="ICD of an IED with PTP but no LLDP support">
<History>

<Hitem version="1" revision="A" when="2013.03.20" what="Initial version"

who="HK" />
</History>
</Header>
<IED name="TEMPLATE">
<Services namelLength="64">
<DynAssociation/>
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</Services>
<AccessPoint name="S1">
<Server>
<Authentication/>
<LDevice inst="LDO">
<LN@ 1nClass="LLN@" inst="" 1nType="Node_with_PTP_LLNO"/>
<LN 1nClass="LPHD" inst="1" 1nType="Node_with_ PTP_LPHD"/>
<LN 1nClass="LTIM" inst="1" 1nType="Node_with_PTP_LTIM"/>
<LN 1nClass="LTMS" inst="1" 1InType="Node_with_PTP_LTMS">
<DOI name="ClkRef1">
<DAI name ="setSrcRef">

1 [ Yo WA N ol n Val: RPSVAY PN

(W
var CoOOU7CIrcIs/var

</DAI>
</DOI>
</LN>
<LN 1nClass="LTPC" inst="1" 1nType="Node with_PTF
<DOI name="ClkPortRef1">
<DAI name ="setSrcRef">
<Val>@LDO/LTPP1</Val>
</DAI>
</DOI>
</LN> \
<LN 1nClass="LCCH" inst="1" 1nType="Nodexwithk
<DOI name="PortRef">
<DAI name ="setSrcRef"
<Val>@LD@
</DAI>
</DOI>
</LN>
<LN InClass="LTPP"

NoRedChannel LCCH[">

pode_with_PTP_LTPP">

</AckessPo1l
/IEP>
DatafypeTemplates>

{LNodeType id="Node with PTP LLN®" 1nClass="LLNO">

<DO name="NamPlt" type="Node with PTP_LPL_LLNO®"/>
<D0 name="Beh" type="Node_with_PTP_Beh_ENS"/>
<DO name="Health" type="Node_with_PTP_Health_ENS"/>
<DO name="Mod" type="Node_with_ PTP_Mod_ENC"/>
</LNodeType>
<LNodeType id="Node_with_PTP_LPHD" 1nClass="LPHD">
<D0 name="PhyNam" type="Node_with_PTP_DPL"/>
<D0 name="PhyHealth" type="Node_with_PTP_Health_ENS"/>
<D0 name="Proxy" type="Node_with_PTP_SPS"/>
</LNodeType>
<LNodeType id="Node_with_PTP_NoRedChannel_ LCCH" 1nClass="LCCH">
<DO name="ChLiv" type="Node_with_ PTP_SPS"/>
<DO name="Beh" type="Node_with_ PTP_Beh_ ENS"/>
<DO name="PortRef" type="Node_ with_PTP_ORG_90-4_DS"/>
<D0 name="RedCfg" type="Node_with_PTP_RedCfg_None_ENG_90-4_DS"/>
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</LNodeType>

<LNodeType id="Node_ with PTP_LTIM" 1nClass="LTIM">
<D0 name="CurUtcOfsTms" type="Node_with_PTP_INS_90-4_DS"/>
<DO name="CurUtcOfsVvld" type="Node_with PTP_SPS 90-4 DS"/>
<DO name="RefTmTrk" type="Node_with_PTP_SPS_90-4_DS"/>
<DO name="RefFqTrk" type="Node_with_PTP_SPS_90-4_DS"/>
<DO name="Leap" type="Node_with_ PTP_LeapSecond ENS 90-4 DS"/>

<DO name="AltnOfsTms" type="Node with_PTP_INS_90-4_DS"/>

<DO name="AltnTmNam" type="Node_with_PTP_VSS 90-4_DS"/>
<DO name="JImpTms" type="Node_with_ PTP_INS 90-4 DS"/>
<DO name="NxtImpTms" type="Node_with_PTP_INS 90-4_DS"/>

cpch /

UV TIdainc = LILLLL~A ] L_yIJC— I\IUUC_WJ. Lll_r |r__7r_> VA
<DO name="Beh" type="Node_with PTP_Beh ENS"/>
<DO name="TmOfsTmm" type="Node_with_PTP_ING"/>
<DO name="TmUseDT" type="Node_with_PTP_SPG"/>
</LNodeType>
<LNodeType id="Node_with_PTP_LTMS" 1nClass="LTMS">
<DO name="TmSrcId" type="Node with_PTP_INS 90-4 D
<DO name="TmSrc" type="Node_with_ PTP_VSS"/>
<D0 name="Beh" type="Node_with_PTP_Beh_ENS"/>
<DO name="ClkRefl1l" type="Node with_PTP_ORG_99
</LNodeType>
<LNodeType id="Node_with_PTP_LTPC" 1nClass

"/

<D0 name="NamP

<DO name="

<D0 name="
</LNodeT
<LNodeTy

<DO

nClass="LPCP">
ith_PTP_LPL_90-4"/>

</LNGdeType>
<DOType id="Node_with_ PTP_LPL_LLN®" cdc="LPL">
<DA name="vendor" bType="VisString255" fc="DC"/>

<DA name="swRev" bType="VisString255" fc="DC"/>
<DA name="configRev" bType="VisString255" fc="DC"/>
<DA name="1dNs" bType="VisString255" fc="EX">
<Val>IEC 61850-7-4:2007</Val>
</DA>
</DOType>
<DOType id="Node with_PTP_LPL_90-4" cdc="LPL">
<DA name="vendor" bType="VisString255" fc="DC"/>
<DA name="swRev" bType="VisString255" fc="DC"/>
<DA name="configRev" bType="VisString255" fc="DC"/>
<DA name="1nNs" bType="VisString255" fc="EX">
<Val>(Tr)IEC 61850-90-4:2012</Val>
</DA>
<DA name="cdcNs" bType="VisString255" fc="EX">
<Val>IEC 61850-7-4:2007</Val>
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</DA>

<DA name="cdcName" bType="VisString255" fc="EX">
<Val>LPL</Val>

</DA>

</DOType>
<DOType id="Node_with_PTP_Beh_ ENS" cdc="ENS">

<DA name="stVal" bType="Enum" type="BehaviourModeKind" fc="ST" dchg="true"/>

<DA name—"q" bType="Quality" fc="ST" qchg="true"/>
<DA name="t" bType="Timestamp" fc="ST"/>

</DOType>
<DOType id= Node _with_PTP_Beh_ENS_90-4" cdc—"ENS">

<DA name—"q" bType Quallty" fc—"ST" qchg "true"/>
<DA name="t" bType="Timestamp" fc="ST"/>
<DA name="cdcNs" bType="VisString255" fc="EX">
<Val>IEC 61850-7-4:2007</Val>
</DA>
<DA name="cdcName" bType="VisString255" fc="EX">
<Val>ENS</Val>
</DA>
</DOType>
<DOType id="Node_with_PTP_Health ENS" cdc="E)
<DA name="stVal" bType="Enum" type="Hea
<DA name="q" bType="Quality" fc="ST" q hg="true"
<DA name="t" bType="Timestamp" fc="

dchg="true"/>

</DOType>
<DOType id="Node_with_PTP_He B
<DA name="stVal" bType="Enu 3 ind"” _fc="ST" dchg="true"/>

<DA name-"q" bType="Qualit

X">
</DA>
"EX"S
<V
</DA>

<DOType id i 'NC" cdc="ENC">
um" type="BehaviourModeKind" fc="ST" dchg="true
Qua ity" fc="ST" qchg="true"/>
Timestamp" fc="ST"/>

bType="Enum" type="CtlModelKind" fc="CF" dchg="true"/

<DO : ~Mith_PTP DPL" cdc—"DPL">
<DA 3
</DQType>
<POType id="Node_with_PTP_DPL_90-4" cdc="DPL">
<DA name="vendor" bType="VisString255" fc="DC"/>

<DA name="cdcNs" bType="VisString255" fc="EX">

<Val>IEC 61850-7-4:2007</Val>

</DA>
<DA name="cdcName" bType="VisString255" fc="EX">
<Val>DPL</Val>
</DA>
</DOType>

<DOType id="Node_with_PTP_SPS" cdc="SPS">
<DA name="stVal" bType="BOOLEAN" fc="ST" dchg="true"/>
<DA name—"q" bType="Quality" fc="ST" qchg="true"/>
<DA name="t" bType="Timestamp" fc="ST"/>

</DOType>

<DOType id="Node_with PTP_SPS 90-4" cdc="SPS">
<DA name="stVal" bType="BOOLEAN" fc="ST" dchg="true"/>
<DA name="q" bType="Quality" fc="ST" qchg="true"/>
<DA name="t" bType="Timestamp" fc="ST"/>

/>
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<DA name="cdcNs" bType="VisString255" fc="EX">
<Val>IEC 61850-7-4:2007</Val>
</DA>
<DA name="cdcName" bType="VisString255" fc="EX">
<Val>SPS</Val>
</DA>
</DOType>
<DOType id="Node_with_PTP_SPS_90-4_DS" cdc="SPS">
<DA name="stVal" bType="BOOLEAN" fc="ST" dchg="true"/>
<DA name="q" bType="Quality" fc="ST" qchg="true"/>
<DA name="t" bType="Timestamp" fc="ST"/>

DR TIAaiinic= CUUCINDS UIyIJC— VvVioOoUl J.IIEL.).) LAl | VAN
<Val>IEC 61850-7-4:2007</Val>

</DA>

<DA name="cdcName" bType="VisString255" fc="EX">
<Val>SPS</Val>

</DA>

<DA name="dataNs" bType="VisString255" fc="EX">
<Val>(Tr)IEC 61850-90-4:2012</Val>

</DA>

</DOType>

</DA>
<DA name="cdcName" bType=
<Val>ORG</Val>
</DA>
<DA name="dataNs" bType="
<Val>(Tr)IE
</DA>
</DOType>
<DOType id="No 3
<DA na, ac"satSrcRe
<DA n |l!’>
<Val¥I}
</DA>
<DA na

dchg="true">

</DA>
<DA name="cdcNs" bType="VisString255" fc="EX">
<Val>IEC 61850-7-4:2007</Val>

</DA>
<DA name="cdcName" bType="VisString255" fc="EX">
<Val>ENG</Val>
</DA>
<DA name="dataNs" bType="VisString255" fc="EX">
<Val>(Tr)IEC 61850-90-4:2012</Val>
</DA>
</DOType>
<DOType id="Node_with_PTP_LeapSecond_ENS_90-4 DS" cdc="ENS">
<DA name="stVal" bType="Enum" type="LeapSecondKind" fc="ST" dchg="true"/>
<DA name="q" bType="Quality" fc="ST" qchg="true"/>
<DA name="t" bType="Timestamp" fc="ST"/>
<DA name="cdcNs" bType="VisString255" fc="EX">
<Val>IEC 61850-7-4:2007</Val>
</DA>
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<DA name="cdcName" bType="VisString255" fc="EX">
<Val>ENS</Val>
</DA>
<DA name="dataNs" bType="VisString255" fc="EX">
<Val>(Tr)IEC 61850-90-4:2012</Val>
</DA>
</DOType>
<DOType id="Node_with_PTP_ING" cdc="ING">
<DA name="setVal" bType="INT32" fc="SP" dchg="true"/>

</DOType>
<DOType id="Node_with_PTP_ING_90-4" cdc="ING">
DA IICIIIIC—"DCt‘VIGIl" bT_leC—"I:\‘IT?)ZH ‘IC‘.—"SPH d‘.hs—"tl HC"[I

<DA name="cdcNs" bType="VisString255" fc="EX">
<Val>IEC 61850-7-4:2007</Val>

</DA>
<DA name="cdcName" bType="VisString255" fc="EX">
<Val>ING</Val>
</DA>
</DOType>

<DOType id="Node_with PTP_MauCfg_ ING_100MFD_90-4"
<DA name="setVal" bType="INT32" fc="SP" dchg
<Val>11</Val>
</DA>
<DA name="cdcNs" bType="VisString255"
<Val>IEC 61850-7-4:2007</Val>
</DA>
<DA name="cdcName" bType=
<Val>ING</Val>
</DA>
</DOType>
<DOType id="Node_wi
<DA name="stVd
<DA name="q nchg="true"/>
<DA name="t "/>

<DA QZSiE; : ="WisString255" fc="EX">

ith™MPTP_INS_90-4 DS" cdc="INS">
' bType="INT32" fc="ST" dchg="true"/>

dcNs" bType="VisString255" fc="EX">
<Val>IEC 61850-7-4:2007</Val>

</DA>

<DA name="cdcName" bType="VisString255" fc="EX">

<Val>INS</Val>
</DA>
<DA name="dataNs" bType="VisString255" fc="EX">
<Val>(Tr)IEC 61850-90-4:2012</Val>
</DA>
</DOType>
<DOType id="Node with_PTP_VSS" cdc="VSS">
<DA name="stVal" bType="VisString255" fc="ST" dchg="true"/>
<DA name="q" bType="Quality" fc="ST" qchg="true"/>
<DA name="t" bType="Timestamp" fc="ST"/>
</DOType>
<DOType id="Node_with_PTP_VSS 90-4 DS" cdc="VSS">
<DA name="stVal" bType="VisString255" fc="ST" dchg="true"/>
<DA name="q" bType="Quality" fc="ST" qchg="true"/>
<DA name="t" bType="Timestamp" fc="ST"/>
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<DA name="cdcNs" bType="VisString255" fc="EX">
<Val>IEC 61850-7-4:2007</Val>

</DA>

<DA name="cdcName" bType="VisString255" fc="EX">
<Val»VsS</Val>

</DA>

<DA name="dataNs" bType="VisString255" fc="EX">
<Val>(Tr)IEC 61850-90-4:2012</Val>

</DA>
</DOType>
<DOType id="Node_with_PTP_SPG" cdc="SPG">
L} 0 W P L N o LN YaVa Vil . W VAL £ LN ol » WLENEDS PN LLIFS n_/
IJH manc="oTLlLvdadl UI_leC— DUUVLLAIN = I U\.Ils— Cruc 7/
</DOType>

<DOType id="Node_with_PTP_SPG_90-4" cdc="SPG">
<DA name="setVal" bType="BOOLEAN" fc="SP" dchg="true"/>
<DA name="cdcNs" bType="VisString255" fc="EX">
<Val>IEC 61850-7-4:2007</Val>
</DA>
<DA name="cdcName" bType="VisString255" fc="EX">
<Val>SPG</Val>
</DA>
</DOType>
<DOType id="Node_with_PTP_CGS" cdc="CGS">
<DA name-"parentClkId" bType—"Octet64"

<DA name="gmClkAcc" bType
<DA name="gmShortId" bTy

<DA name-"ngn- -chg="true"/>

<DA xT" dchg="true"/>

<DA S 'ST" dchg="true"/>

<DA 3 s AN" fc="ST" dchg="true"/>
<DA na g CENTBU™\fc="ST" dchg="true"/>

<DA n§ q Y 64" fc="ST" dchg="true"/>

<DA 2 e=>INT64" fc="ST" dchg="true"/>

<DA L RF8U" fc="ST" dchg="true"/>

<DOType . N cdc="C0G">
Yype="BOOLEAN" fc="SP" dchg="true"/>

3 bType="INT8U" fc="SP" dchg="true"/>
$clkPrNjol" bType="INT8U" fc="SP" dchg="true"/>
kBrio2" bType="INT8U" fc="SP" dchg="true"/>
kClass" bType="INT8U" fc="SP" dchg="true"/>
XDA names”clkAcc" bType="INT8U" fc="SP" dchg="true"/>
<DA name="domainNum" bType="INT8U" fc="SP" dchg="true"/>
<DA name="slaveOnly" bType="BOOLEAN" fc="SP" dchg="true"/>
<DA name="gmShortId" bType="INT16U" fc="SP" dchg="true"/>

<DA name="netInacc" bType="INT32U" fc="SP" dchg="true"/>
<DA name="engInacc" bType="INT32U" fc="SP" dchg="true"/>
<DA name="locInacc" bType="INT32U" fc="SP" dchg="true"/>
<DA name="offsetMstLim" bType="INT32U" fc="SP" dchg="true"/>
<DA name="clkId" bType="Octet64" fc="CF" dchg="true"/>
</DOType>
<DOType id="Node_with_PTP_CPS" cdc="CPS">
<DA name="stVal" bType="INT8U" fc="ST" dchg="true"/>
<DA name="peerMpd" bType="INT64" fc="ST" dchg="true"/>
<DA name="id" bType="Octet64" fc="ST" dchg="true"/>
<DA name="num" bType="INT16U" fc="ST" dchg="true"/>
<DA name="revNum" bType="INT8U" fc="ST" dchg="true"/>
<DA name="logAnnIntvl" bType="INT8" fc="SP" dchg="true"/>
<DA name="annRcvTimeout" bType="INT8U" fc="SP" dchg="true"/>
<DA name="logSynchIntvl" bType="INT8" fc="SP" dchg="true"/>
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<DA name="dlMechanism" bType="INT8" fc="SP" dchg="true"/>
<DA name="logMpdReqIntvl" bType="INT8" fc="SP" dchg="true"/>
<DA name="ena" bType="BOOLEAN" fc="SP" dchg="true"/>
<DA name="dlAsym" bType="INT64" fc="SP" dchg="true"/>
<DA name="profileId" bType="INT8U" fc="SP" dchg="true"/>
</DOType>
<DOType id="Node_with_PTP_AdminCfg_SPG_90-4" cdc="SPG">
<DA name="setVal" bType="BOOLEAN" fc="SP" dchg="true">

<Val>true</Val>
</DA>
<DA name="cdcNs" bType="VisString255" fc="EX">
AW . ol el Y Mo N ulf o Wil J A 2007 VAW |
Val 71lLC U1l0J9U™ 7/ . U077 / Vvadl
</DA>
<DA name="cdcName" bType="VisString255" fc="EX">
<Val>SPG</Val>
</DA>
</DOType>

<EnumType id="BehaviourModeKind">
<EnumVal ord="1">on</EnumVal>
<EnumVal ord="2">blocked</Enumval>
<EnumVal ord="3">test</EnumVval>

<EnumVal ord="4">test/blocked</EnumVal>
<EnumVal ord="5">off</EnumvVal>
</EnumType>
<EnumType id="HealthKind">
<EnumVal ord="1">0k</EnumVya
<EnumVal ord="2">Warning< a
<Enumval ord="3">Alarm</Enu
al>

</EnumType>
<EnumType id="CtlModelKind">
<EnumVal ord="9
</EnumType>
<EnumType id="

<EnumV ords=
<Enum
</EnumType

<EnumType

</SqL>

19.7.4

The| following code describes the ICD file for a RedBox without RSTP bridging function, gs in
Figyre.90.
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<X
<SClI

xmlps:xsi="http://www.w3.

Xxsi

who3

Physical Device
Logical Device LPHD LLNO
LCCF1 LCCF2 LCCF3
ChRef: LCCHP1 ChRef: LCCH2 ChRef: LCCH3
LCCH1 LCCH3
PortRef: LPCP1 RedPortRef: LPCP2 PortRef: LPCP3
LPLD1 LPLD2 LPLD3 [~ "\
PortRef: LPCP1 PortRef: LPCP2 PonRg\f{ﬁbF(s\
LPCP1 LPCP2 /zpc\ﬁg\ >
PortNum: 1 PortNum: 2 N \\Podﬁﬁm E\ N
1| 1 AN AWa § AN
A B R~

port number 1 paired ports

1 version="1.0" encoding="UTF-8"?

version="2007" revision="B"

schemalLocation="http%s /M S S ‘003 CL SCL.xsd">
Header id="ICD of a R 1N tv/no PTP support">
<History>
<Hitem vers "A"™\when="2013.03.20" what="Initial version"
"HK" />
</History

/Header>

<LDeyicg 1nst— LDo" >
<LN® InClass="LLN@" inst="" I1InType="Redbox_ LLN@"/>
<LN InClass="LPHD" inst="1" 1nType="Redbox_ LPHD"/>
<LN 1nClass="LCCH" inst="1" 1nType="Redbox_RedChannel LCCH">

BT rame="PortRef">
<DAI name ="setSrcRef">
<Val>@LDe/LPCP1</Val>
</DAI>
</DOI>
<DOI name="RedPortRef">
<DAI name ="setSrcRef">
<Val>@LDe/LPCP2</Val>
</DAI>
</DOI>
</LN>
<LN 1nClass="LCCH" inst="2" 1nType="Redbox_NoRedChannel LCCH">
<DOI name="PortRef">
<DAI name ="setSrcRef">
<Val>@LD@/LPCP3</Val>
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</DAI>
</DOI>
</LN>
<LN 1nClass="LPLD" inst="1" 1InType="Redbox_ LPLD">
<DOI name="PortRef">
<DAI name ="setSrcRef">
<Val>@LDe/LPCP1</Val>

</DAI>
</DOI>
</LN>
<LN 1nClass="LPLD" inst="2" 1nType="Redbox_ LPLD">
RDOL nn N o P elLL)
<DAI name ="setSrcRef">
<Val>@LDe/LPCP2</Val>
</DAI>
</DOI>
</LN>

<LN 1nClass="LPLD" inst="3" 1nType="Redbox L
<DOI name="PortRef">
<DAI name ="setSrcRef">
<Val>@LDe/LPCP3</Val>
</DAI>
</DOI>
</LN>
<LN 1nClass="LPCP"
<DOI name="Port
<DAI name="se&
<Val>1</val
</DAI>
</DOI>

inst="1"

pé="Redbox_LPCP">

</Server>
<JAccessPoint>
/IED>
<DataTypeTemplates>
<LNodeType id="Redbox_LLNO" 1nClass="LLNO">
<DO name="NamP1lt" type="Redbox_ LPL_LLNO"/>
<DO name="Beh" type="Redbox_Beh ENS"/>
<DO name="Health" type="Redbox_Health_ENS"/>
<DO name="Mod" type="Redbox_Mod_ENC"/>
</LNodeType>
<LNodeType id="Redbox_LPHD" 1nClass="LPHD">
<DO name="PhyNam" type="Redbox_DPL"/>
<D0 name="PhyHealth" type="Redbox_Health_ENS"/>
<DO name="Proxy" type="Redbox_SPS"/>
<D0 name="LocChsIdTyp" type="Redbox_INS_90-4_DS"/>
<DO name="LocChsId" type="Redbox_ VSS 90-4 DS"/>
<D0 name="LocAddrTyp" type="Redbox_ INS_90-4_DS"/>
<DO name="LocAddr" type="Redbox VSS 90-4 DS"/>
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<DO name="LdpEna" type="Redbox_ SPG_90-4_DS"/>
</LNodeType>
<LNodeType id="Redbox_RedChannel LCCH" 1nClass="LCCH">
<DO name="ChLiv" type="Redbox_SPS"/>
<D0 name="RedChLiv" type="Redbox_SPS"/>
<DO name="Beh" type="Redbox_Beh_ENS"/>
<DO name="PortRef" type="Redbox ORG_90-4 _DS"/>
<D0 name="RedPortRef" type="Redbox_ORG_90-4_DS"/>
<DO name="RedCfg" type="Redbox_RedCfg HSR_ENG_90-4_DS"/>
<DO name="RedPathId" type="Redbox_ ING_90-4 DS"/>
</LNodeType>

I_IVIUUCI_yIJC LU= I\CUUUI\_I\IUI\CL{\_IIGIIIICJ._I_\_\_ T LITTCLdoOo=

<D0 name="ChLiv" type="Redbox_SPS"/>
<DO name="Beh" type="Redbox_Beh_ENS"/>
<DO name="PortRef" type="Redbox_ORG_90-4_DS"/>
<DO name="RedCfg" type="Redbox_RedCfg _None_ ENG_90-4_DS:

</LNodeType>

<LNodeType id="Redbox_ LPLD" 1nClass="LPLD">
<DO name="NamPlt" type="Redbox_ LPL_90-4"/>
<DO name="RemPortDesc" type="Redbox_VSS_90-4"
<DO name="LocPortDesc" type="Redbox_ VSS 90-
<DO name="RemPortIdTyp" type="Redbox_INS
<DO name="LocPortIdTyp" type="Redbox_INZ
<DO name="RemPortId" type="Redbox VSS 9
<DO name="LocPortId" type="Redbox_V
<DO name="RemChsIdTyp" typ€
<DO name="RemChsId" type=
<DO name="RemSysDesc" type=
<DO name="RemAddrTyp" type
<DO name="RemAddr" type=
<DO name="Beh" %
<DO name="Por

</LNodeType>

<DO BL_90-4"/>
<DO \DPL_90-4"/>
<DO edbox_Health_ENS_90-4"/>

ype="Redbox_MauCfg_ING_100MFD_90-4"/>
fgCapl" type="Redbox_MauCfg_ING_100MFD_90-4"/>

<DOType id édbox_LPL_LLN@" cdc="LPL">
<DA name="vendor" bType="VisString255" fc="DC"/>
<DA name="swRev" bType="VisString255" fc="DC"/>
<DA name="configRev" bType="VisString255" fc="DC"/>

<DA name="1dNs" bType="VisString255" fc="EX">
<Val>IEC 61850-7-4:2007</Val>
</DA>
</DOType>
<DOType id="Redbox_LPL_90-4" cdc="LPL">
<DA name="vendor" bType="VisString255" fc="DC"/>
<DA name="swRev" bType="VisString255" fc="DC"/>
<DA name="configRev" bType="VisString255" fc="DC"/>
<DA name="1nNs" bType="VisString255" fc="EX">
<Val>(Tr)IEC 61850-90-4:2012</Val>
</DA>
<DA name="cdcNs" bType="VisString255" fc="EX">
<Val>IEC 61850-7-4:2007</Val>
</DA>
<DA name="cdcName" bType="VisString255" fc="EX">
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<Val>LPL</Val>
</DA>
</DOType>
<DOType id="Redbox_Beh_ ENS" cdc="ENS">
<DA name="stVal" bType="Enum" type="BehaviourModeKind" fc="ST" dchg="true"/>
<DA name="q" bType="Quality" fc="ST" qchg="true"/>
<DA name="t" bType="Timestamp" fc="ST"/>
</DOType>
<DOType id="Redbox_Beh_ENS_90-4" cdc="ENS">
<DA name="stVal" bType="Enum" type="BehaviourModeKind" fc="ST" dchg="true"/>
<DA name="q" bType="Quality" fc="ST" qchg="true"/>

oA new - n s + n_c neru g
DR Traie=—_C OTypt= rImeSsStatp TC= o1 7

<DA name="cdcNs" bType="VisString255" fc="EX">
<Val>IEC 61850-7-4:2007</Val>

</DA>
<DA name="cdcName" bType="VisString255" fc="EX">
<Val>ENS</Val>
</DA>
</DOType>
<DOType id="Redbox_Health_ENS" cdc="ENS">
<DA name="stVal" bType="Enum" type="HealthKifqd" 'true"/>

</DOType>
<DOType id="Redbox_ Health_ENS_90-4" cd
<DA name="stVal" bType="Ep ="gT" dchg="true"/>

<DA name="q

</DA>
<DA name="cdc

</DA>

</DOType>
<DOType @

<DA nam&=)

ype="BehaviourModeKind" fc="ST" dchg="truel/>
fc="ST" qchg="true"/>
amp" fc="ST"/>

endor" bType="VisString255" fc="DC"/>
<DA name="cdcNs" bType="VisString255" fc="EX">
<Val>IEC 61850-7-4:2007</Val>

</DA>
<DA name="cdcName" bType="VisString255" fc="EX">
<Val>DPL</Val>
</DA>
</DOType>

<DOType id="Redbox_SPS" cdc="SPS">
<DA name="stVal" bType="BOOLEAN" fc="ST" dchg="true"/>
<DA name="q" bType="Quality" fc="ST" qchg="true"/>
<DA name="t" bType="Timestamp" fc="ST"/>

</DOType>

<DOType id="Redbox_SPS 90-4" cdc="SPS">
<DA name="stVal" bType="BOOLEAN" fc="ST" dchg="true"/>
<DA name="q" bType="Quality" fc="ST" qchg="true"/>
<DA name="t" bType="Timestamp" fc="ST"/>
<DA name="cdcNs" bType="VisString255" fc="EX">

<Val>IEC 61850-7-4:2007</Val>
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</DA>
<DA name="cdcName" bType="VisString255" fc="EX">
<Val>SPS</Val>
</DA>
</DOType>
<DOType id="Redbox_ORG_90-4_DS" cdc="ORG">
<DA name="setSrcRef" bType="0ObjRef" fc="EX"/>
<DA name="cdcNs" bType="VisString255" fc="EX">
<Val>IEC 61850-7-4:2007</Val>
</DA>
<DA name="cdcName" bType="VisString255" fc="EX">

| VAW .

VAL /7UVUNUN/ Vadl
</DA>
<DA name="dataNs" bType="VisString255" fc="EX">
<Val>(Tr)IEC 61850-90-4:2012</Val>
</DA>
</DOType>
<DOType id="Redbox_ ORG_90-4" cdc="ORG">
<DA name="setSrcRef" bType="ObjRef" fc="EX"/>
<DA name="cdcNs" bType="VisString255" fc="EX"
<Val>IEC 61850-7-4:2007</Val>

</DA>
<DA name="cdcName" bType="VisString255"
<Val>ORG</Val>
</DA>
</DOType>
<DOType id="Redbox_RedCfg_Nomne ENG
<DA name="setVal" bType="Enlm y > RedundancyKind" fc="SP"

dchg="true">
<Val»>1</Val>
</DA>

</DA>
<DA na

{Cfg_HSR_ENG_90-4_DS" cdc="ENG">
" bType="Enum" type="ChannelRedundancyKind" fc="SP"
dchg=

<DA name="cdcNs" bType="VisString255" fc="EX">
<Val>IEC 61850-7-4:2007</Val>
</DA>

<DA name="cdcName" bType="VisString255" fc="EX">
<Val>ENS</Val>
</DA>
<DA name="dataNs" bType="VisString255" fc="EX">
<Val>(Tr)IEC 61850-90-4:2012</Val>
</DA>
</DOType>
<DOType id="Redbox_ING_90-4_DS" cdc="ING">
<DA name="setVal" bType="INT32" fc="SP" dchg="true"/>
<DA name="cdcNs" bType="VisString255" fc="EX">
<Val>IEC 61850-7-4:2007</Val>

</DA>
<DA name="cdcName" bType="VisString255" fc="EX">
<Val>ING</Val>

</DA>
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<DA name="dataNs" bType="VisString255" fc="EX">
<Val>(Tr)IEC 61850-90-4:2012</Val>

</DA>

</DOType>

<DOType id="Redbox_ING_90-4" cdc="ING">

<DA name="setVal" bType="INT32" fc="SP" dchg="true"/>

<DA name="cdcNs" bType="VisString255" fc="EX">
<Val>IEC 61850-7-4:2007</Val>

</DA>

<DA name="cdcName" bType="VisString255" fc="EX">
<Val>ING</Val>

LA

7 U
</DOType>
<DOType id="Redbox_INS_90-4" cdc="INS">

<DA name="stVal" bType="INT32" fc="ST" dchg="true"/>

<DA name="q" bType="Quality" fc="ST" qchg="true"/>

<DA name="t" bType="Timestamp" fc="ST"/>

<DA name="cdcNs" bType="VisString255" fc="EX">
<Val>IEC 61850-7-4:2007</Val>

</DA>

<DA name="cdcName" bType="VisString255" fc="4
<Val>INS</Val>

</DA>

</DOType>

<Val>11</Val>
</DA>
<DA name="cdcNs" bType="Vig

</DA>
<DA name="cdc

</DA>
</DOType>
<DOType Q, K 1Z="INS">
<DA nam&=)%t " fc="ST" dchg="true"/>

fc="ST" qchg="true"/>
amp" fc="ST"/>
pe="VisString255" fc="EX">
:2007</Val>

n bType=nViSStPing255" FC="EX">

0]

<DA name=lMataNs" bType="VisString255" fc="EX">
<Val>(Tr)IEC 61850-90-4:2012</Val>
</DA>
</DOType>

<DOType id="Redbox_ VSS 90-4" cdc="VSS">
<DA name="stVal" bType="VisString255" fc="ST" dchg="true"/>
<DA name="q" bType="Quality" fc="ST" qchg="true"/>
<DA name="t" bType="Timestamp" fc="ST"/>
<DA name="cdcNs" bType="VisString255" fc="EX">
<Val>IEC 61850-7-4:2007</Val>

</DA>
<DA name="cdcName" bType="VisString255" fc="EX">
<Val>VsS</Vval>
</DA>
</DOType>

<DOType id="Redbox_ VSS 90-4 DS" cdc="VSS">
<DA name="stVal" bType="VisString255" fc="ST" dchg="true"/>
<DA name="q" bType="Quality" fc="ST" qchg="true"/>
<DA name="t" bType="Timestamp" fc="ST"/>
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