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FOREWORD

his end and in addltlon to other activities, IEC publishes Internat|ona| Stan
Technical Reports, Publicly Available Specifications (PAS) and Guides

ith the International Organization for Standardization (ISO) i
bgreement between the two organizations.

hssessment servige G
ervices carried<Q y ing
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Attention is«drav
batent rights,\NEC sha

to the possibility that some of the elements of this IEC Publication may be the subjed
not be held responsible for identifying any or all such patent rights.
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main ‘task of IEC technical committees is to prepare International Standards. Howeve
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and
E or
and
IEC

nical comm|ttee may propose the publlcatlon of a techmcal report when it has collec

example "state of the art".

IEC TR 61850-90-12, which is a technical report, has been prepared by I|EC techni
committee 57: Power systems management and associated information exchange.

The text of this technical report is based on the following documents:

Enquiry draft Report on voting
57/1536/DTR 57/1576/RVC

cal

Full information on the voting for the approval of this technical report can be found in the
report on voting indicated in the above table.
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A list of all parts in the IEC 61850 series, published under the general titte Communication

networks and systems for power utility automation, can be found on the IEC website.
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INTRODUCTION

Utilities use data networks to interconnect equipment between their premises, over distances
from under a kilometer to thousands of kilometers, called a “Wide Area Network” of WAN.

WANs encompass communication means of different nature (optical, radio, power line carrier,
copper, etc.), with a variety of topologies (rings, trees, meshes, etc.), using different protocols
(SDH/SONET, Ethernet, IP, MPLS, etc.), medium sharing (packet switching, time division
multiplex, etc.) and for different applications (teleprotection, SCADA, voice, video, etc.).

This contrasts with substation automation networks as described in the LAN Engineering
Gu|delines (IEC TR 61850-90-4), which are based on one technology itched Etherngt),
make extensive use of Layer 2 multicast (GOOSE, SMV, PTP, et use| Layer 3
communication (MMS, FTP, etc.), typically without routers within the sybst

The¢ IEC 61850 suite sets up numerous requirements on the net
achjieve them:

e |IEC 61850-5 specifies the basic requirements for d lity
Automation networks;

e |IEC 61850-7 focuses on data modelling, leaving

e [IEC 61850-8-1 and IEC 61850-9-2 specify in bNS;

e |IEC TR 61850-90-1 describes substatign4 nts
for communication ilon,
models the gateway and the tunnel

e |IEC TR 61850-90-2" provides substati Ds,
proxies and applicatiops

e [IEC TR 61850-90- of
synchrophasor data t col
aswellasad se

e [IEC TR 6185 - et-

i ines

o |IEC 608704 FC 61968 and IEC 61970 (CIM) describe the information
interchange atthg.applica layer without specifying the network.

Eath o deals separately with application, transport or network layer
mechanism. i o comprehensive engineering guides for wide-area and real-time
networks for<«ontcol and protection. The growing success of IEC 61850 calls for guidelines|for

engineering the WAN

rea
fon,
wide area measurement, protect|on and control (WAMPAC) power system mon|tor|ng (WASA
WAMS), operation SCADA, and condition monitoring and diagnosis (CMD) and non-
operational traffic.

This Technical Report is based on existing standards for semantics, services, protocols,
system configuration language and architecture. It is based on work done by various
IEC working groups including:

e Power system IED communication and associated data models;

1 To be published.


https://iecnorm.com/api/?name=9f002830af5df23e12b6bfb59908461d

-14 - IEC TR 61850-90-12:2015 © IEC 2015

o Energy management system application program interface;
e Data and communications security;
e Interoperability within TC 57 in the long term;

e Industrial networks;

Highly Available Automation Networks.
Contributions were included from:

o |EEE 802.1 WG (Higher layer LAN protocols);
o |IEEE 1588 WG (Precise Networked Clock Synchronization);
o |IEEE Power System Relaying Committee (PSRC);

e |UCA International Users Group;

e |The North American Synchrophasor Initiative (NASPI);
e |CEN/CENELEC/ETSI Smart Grids Coordination Group;
¢ |CIGRE working groups D2.26, D2.28, D2/B5.30, D2.35;at

o |Different utilities, providers and research institutes;—i the_Lentral Reseafch
Institute of Electric Power Industry (Japan), X (Canada), Swissgrid
(Switzerland) and ENEL (ltaly).

W

2 Numbers in square brackets refer to the bibliography.
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IEC

COMMUNICATION NETWORKS AND SYSTEMS
FOR POWER UTILITY AUTOMATION -

Part 90-12: Wide area network engineering guidelines

Scope

chrophasor data.

lity of service, traffic m
work.
5 Technical Repo

ineering. Q

60834-1, Teleprotection equipment of power systems — Performance and testing — Par

Co

mmand systems

s Technical Report is intended for an audience familiar with electrical power automation
ed on IEC 61850 and particularly for data network engineers and system integrators. It is

nded to help them to understand the technologies, configure a wigé ine
uirements, write specifications, select components and conduct te

s Technical Report provides definitions, guidelines, a for fhe
ineering of WANSs, in particular for protection, control and IEC 61850
related standards.

5 Technical Report addresses substation-to-substatio substationito-

nd
the

AN

hQle or in part, are normatively referenced in this document and

-or

indispensa NN ation. For dated references, only the edition cited applies.
ated 3 latest edition of the referenced document (including any
endments)

60050 Iraternatigrial Electrotechnical Vocabulary

[ 1:

IEC 60834-2, Performance and testing of teleprotection equipment of power systems — Part 2:
Analogue comparison systems

IEC 60870-5-104, Telecontrol equipment and systems — Part 5-104: Transmission protocols —
Network access for IEC 60870-5-101 using standard transport profiles

IEC 61400-25 (all parts), Wind turbines — Communications for monitoring and control of wind
power plants

IEC 61508 (all parts),

safety-related systems

Functional safety of electrical/electronic/programmable electronic
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IEC 61588:2009, Precision clock synchronization protocol for networked measurement and
control systems

IEC 61850-5:2013, Communication networks and systems for power utility automation —
Part 5: Communication requirements for functions and device models

IEC 61850-8-1, Communication networks and systems for power utility automation — Part 8-1:
Specific communication service mapping (SCSM) — Mappings to MMS (ISO 9506-1 and ISO
9506-2) and to ISO/IEC 8802-3

IEG 61850-9-2:2011, Communication networks and systems for power utility automatiof —
Part 9-2: Specific communication service mapping (SCSM) — Sampled values over ISO7/IEC
8802-3

IEG PAS 61850-9-3:2015, Communication networks and systems fg yti omalion
— Hart 9-3: Precision time protocol profile for power utility autom y

IEG TR 61850-90-1:2010, Communication networks and sys 3 automation

.

IEQ ion
- frol
centress3

IEQ ion

— Hart 90-4: Network engineering guid

IEG TR 61850-90-5:2012, Y ion
— Part 90-5: Use of |[ECM§185Q EE
C3f.118

IEC

61869-9, /n@

IEC
ang

nagement and associated information exchange — Diata
: Communication network and system security —

IEC 54-2, R stems management and associated information exchange — Diata
and g curity — Part 2: Glossary of terms

IEQ 6235143, PowerSystems management and associated information exchange — Data and
commupnications security — Part 3: Communication network and system security — Profiles
including’ TCP/IP

IEC TS 62351-4, Power systems management and associated information exchange — Data
and communications security — Part 4: Profiles including MMS

IEC TS 62351-5, Power systems management and associated information exchange — Data
and communications security — Part 5: Security for IEC 60870-5 and derivatives

IEC TS 62351-6, Power systems management and associated information exchange — Data
and communications security — Part 6: Security for IEC 61850

3 To be published.
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IEC TS 62351-7, Power systems management and associated information exchange — Data
and communications security — Part 7: Network and system management (NSM) data object
models

IEC TS 62351-8, Power systems management and associated information exchange — Data
and communications security — Part 8: Role-based access control

IEC TS 62351-9, Power systems management and associated information exchange — Data
and communications security — Part 9: Cyber security key management for power system
equipment4

IEG TR 62351-10, Power systems management and associated informatigr-exchange.~ Diata
and communications security — Part 10: Security architecture guidelines

IEG 62351-11, Power systems management and associated informati
communications security — Part 11: Security for XML files ®

IEG TR 62357-200, Power systems management and ags$ogi j 1 -
Part 200: Guidelines for migration to Internet Protocol vers F

IEQG 62439-1:2010, Industrial communication networks rks
— Hart 1: General concepts and calculation methed

IEG 62439-3:—, Industrial communication 1 j S —
Part 3: Parallel Redundancy Protocol o i vat ey
(H$R) ©

IEG TS 62443-1-1, Ind
Paft 1-1: Terminology,

IEG 62443-2-1, [pdwstrigl comy -1:
Estlablishing an indystrial autormation and cohtrol system security program

IEQ ity
IEQ -
Pa

IEC 1:
Planning oflanategue’ and digital power line carrier systems operating over EHV/HV/MV

elertricity-grids

ANBIT1.403-1999, Network and Customer Installation Interfaces — DS1 Electrical Interface

IEEE 802.1ag, IEEE standards for local and metropolitan area network; Virtual Bridged Local
Area Networks Amendment 5: Connectivity Fault Management

IEEE 802.1ah, /EEE standards for local and metropolitan area network; Provider Backbone
Bridges

4 To be published.
5 To be published.

6 To be published.
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IEEE 802.1Qay, Provider Backbone Bridge Traffic Engineering

IEEE 802.1X, Port-based Network Access Control

IEEE 802.3, IEEE Standard for Information technology — Telecommunications and information
exchange between systems — Local and metropolitan area networks — Specific requirements —
Part 3: Carrier sense multiple access with collision detection (CSMA/CD) access method and

physical layer specifications

IEEE 487.3, IEEE Standard for the Electrical Protection of Communication Facilities Serving

Electric Supply Locations Through the Use of Hybrid Facilities

IEHE 802.1Q, IEEE standards for local and metropolitan area network;.
arela networks (VLANs and priorities)

ITY-T G.703, Physical/electrical characteristics of hierarchical dig{
ITY-T G.707/Y. 1322, Network node interface for the synchyéne

ITU-T G.803,
(SDH)

ITY-T G.810,
ITY-T G.811,
ITYU-T G.812, Timing Requjfs
ITY-T G.813, Timing
Symchronization Netwa
ITY-T G.821, Er
belpw the primary
ITY-T G.8260
ITY-T G
ITY-T G.8265;

ITY-T G:8275.1, Precision Time Protocol telecom profile for phase/time synchronization

bridged 19

cal

Chy

in

ITU=F6-704+—GenerrcFramimgFProcedure

ITU-T G.7042, Link Capacity Adjustment Scheme

ITU-T G.8032, Ethernet ring protection switching

ITU-T G.8261, Timing and synchronization aspects in packet networks

ITU-T G.8262, Timing characteristics of a synchronous Ethernet equipment slave clock
ITU-T G.8264, Distribution of timing information through packet networks

ITU-T Y.1731, OAM functions and mechanisms for Ethernet based networks
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RFC 0768, User Datagram Protocol (UDP)

RFC 0791, Internet Protocol (IPv4)

RFC 0792, Internet Control Message Protocol (ICMPv4)

RFC 0793, Transmission Control Protocol (TCP), Protocol Specification

RFC 0826, An Ethernet Address Resolution Protocol (ARP)
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C 0894, A Standard for the Transmission of IP Datagrams over Ethernet Networks
C 1240, OS/ Connectionless Transport Services on top of UDP, Ver,

C 1661, The Point-to-Point Protocol (PPP)

C 1918, Address Allocation for Private Internet

C 2104, HMAC: Keyed-Hashing for Message Authe

C 2328, OSPF Version 2

C 3246,\Anh Expetited Forwarding PHB (Per-Hop Behavior)

03247, Supplemental Information for the New Definition of the EF PHB (Exped
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ted
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RFC 3260, New Terminology and Clarifications for DiffServ

RFC 3261, SIP: Session Initiation Protocol

RFC 3376, Internet Group Management Protocol, Version 3

RFC 3410, Version 2 of the Protocol Operations for the Simple Network Management Protocol
(SNMP)

RFC 3547, The Group Domain of Interpretation
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RFC 3985, Pseudo Wire Emulation Edge-to-Edge (PWE3) Architecture
RFC 4193, Unique Local IPv6 Unicast Addresses
RFC 4213, Basic Transition Mechanisms for IPv6 Hosts and Routers
RFC 4291, IP Version 6 Addressing Architecture

RFC 4301, Security Architecture for the Internet Protocol (IPsec)

RF[C 4303, IP Encapsulating Security Payload (ESP)

RFL 4330, Simple Network Time Protocol (SNTP) Version 4 for IPv4, [PV§
RF
RF
RF
RF
RF
RF
RF
RF
RF
RF

RF

RF
of Flow Information

3 [ Terms, definitions, abbreviations, acronyms and symbols

3.1 Terms and definitions

For the purposes of this document the terms and definitions given in IEC 60050-191 [6], as
well as the following, apply.

3.11
availability

3.1.11
availability
<of an item>ability to be in a state to perform as required

Note 1 to entry: Availability depends upon the combined characteristics of the reliability (192-01-24),
recoverability (192-01-25), and maintainability (192-01-27) of the item, and the maintenance support performance
(192-01-29).


http://www.electropedia.org/iev/iev.nsf/display?openform&ievref=192-01-24
http://www.electropedia.org/iev/iev.nsf/display?openform&ievref=192-01-25
http://www.electropedia.org/iev/iev.nsf/display?openform&ievref=192-01-27
http://www.electropedia.org/iev/iev.nsf/display?openform&ievref=192-01-29
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IEC TR 61850-90-12:2015 © IEC 2015 -21-

Note 2 to entry: Availability may be quantified using measures defined in Section 192-08, Availability related
measures.

[SOURCE: IEC 60050-192:2015 [7] (192-01-23)]

3.1.1.2
punctual availability
probability of a system to be operational at a given point in time or over a given interval

me

<off ain\{g serVice
in the face of malicious attacks

3.1|2

acg¢ess network
A network that connects a substation or power play
level (in contrast to core network)

a lower hierarchical

3.113
add-drop multiplexer
network node in the SDH/SONET netwg

3.114
bag¢kbone
syrlonym for core netwp

3.1|5 Q
ba¢khaul

syrjonym for access

3.116

brifige
network dew )5 DSI
mogel

[SQURCE:ASO/IE

3117
Catrier Ethernet
extensions to Ethernet that enable use of this technology in a WAN or MAN

3.1.8
core network
top-level network in the utility hierarchy

3.1.9

commercial traffic

data traffic over excess bandwidth that utilities sell to Internet Service Providers or lease to
other companies


http://www.electropedia.org/iev/iev.nsf/SearchView?SearchView&Query=field+SearchFields+contains+192-08+and+field+Language=en&SearchOrder=4&SearchMax=0
http://www.electropedia.org/iev/iev.nsf/SearchView?SearchView&Query=field+SearchFields+contains+192-08+and+field+Language=en&SearchOrder=4&SearchMax=0
http://en.wikipedia.org/wiki/Network_segment
http://en.wikipedia.org/wiki/Data_link_layer
http://en.wikipedia.org/wiki/OSI_model
http://en.wikipedia.org/wiki/OSI_model
https://iecnorm.com/api/?name=9f002830af5df23e12b6bfb59908461d

- 22 - IEC TR 61850-90-12:2015 © IEC 2015

3.1.10

congruency

property of a network to allocate the same path for backward and forward traffic between end
points, ensuring that the delays are approximatively identical

3.1.11

customer edge

IP router located at the edge of the customer network and administrated by the customer,
which connects to the next IP router in the provider network

3.1[12

deferministic delay
chgracteristic of a communication system that the latency from end-to-¢
boynd, independently of traffic, except in case of failure or disturbance

ras a Amaximum

3.1]13
dependability

Notg 1 to entry: This definition is aligned with IEC 60834-1 and is di

3.1{14
enc¢apsulation
trapsport from end to end of protocol da

3.1}15

enferprise traffic
data traffic supporting the enterprise,
updates, etc.

3.1]16
fault

abnormal eIectri@o p

3.1117
Frgme Relay
1990 telephopritec oviding permanent virtual circuits

iomojfa protection device

3.1118
grid
eleptrical interéo

3.1119
integrity
PR
integrity
<of a data stream> probability of undetected errors in a data stream subject to a certain bit
error ratio

3.1.19.2
integrity
<of a system> quality of a system not to produce undetected erroneous data

3.1.19.3

integrity

<of a data security system> subjected quality of a data security system to resist malicious
forging of information
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Note 1 to entry: This document uses the term “authenticity” instead.

3.1.20
jitter

variation of the latency, expressed in relative time (e.g. £10 ms) or in percentage of the

latency (e.g. £ 0,1 %)

3.1.21
latency

one-way time delay between two end-to-end network interfaces, excluding the delay that the

en

devices take to process the eignnl

Noté 1 to entry: In this document, “latency” is synonymous to “communication delay” or “
“trapsfer delay” (IEC 61850-5), which is the application to application delay.

3.1}22
nefwork
datp transmission system

Notg 1 to entry:
instpad.

The term “network” is reserved for data networks,

3.1

op
da

23
rational traffic
traffic needed to protect, operate

Noté¢ 1 to entry: This includes traffic critical
orggnization, messaging or access to documentati

3.1124
oerlay network
datia network build using th

IP on top gf SD!
25 <>

persistency
ity of a systery

Mg network

EXAMPLE

27
prqgtection

3.1127.1
prqtection

delay”{but nd

t to

sed

taff

<of a power grid> measures to avoid damages by acting on circuit breakers or other power

control devices

Note 1 to entry:

3.1.27.2
protection

This document uses “protection” and “teleprotection” exclusively for this meaning.

<in relation to a data path> measures taken to ensure availability in the case of failure of the

active data path

Note 1 to entry:
in this sense still appears in abbreviations and referenced documents.

This document uses the terms “redundancy” and “fault-tolerance” instead. However, “protection”
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3.1.27.3
protection
<in relation to a cyber-security> measures taken to prevent or fend off cyber-attacks

Note 1 to entry: This document uses the term “defense” instead. However, “protection” still appears in

abbreviations and referenced documents.

3.1.28
private address

address belonging to an address range administrated by the network operator, reusable in

another network

3.1{29

prqvider edge
node located at the edge of the provider network and administrated¢b
cornnects to the customer network’s customer edge node

3.1{30

public address
address belonging to an address range allocated by IANA
context of the network

3.1131
public internet
wofldwide network using public addreSses

3.1{32
quality of service
Qo

(delay), jitter (delay vaxi
errpr ratio (BER), flow s

3.1133

royter

network node ap
estpblished p

3.134
traffic eng
allqcation o
certain QoS

3.1}35
triple play

tramsmission of voice—Vvideo-and internet
HSHHSSHO RO o4 —HG H-G—HeHIet

is unique in

ich

the

hcy
bit

=

e-

144
QO

3.1.36
unavailability

expression of availability as the time during which a system is not available over a time

interval (e.g. 2 min/year)

3.1.37

virtual leased line

VLL

point-to-point connection overlaid on top of another network, also called VPC or VPWS
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3.1.38

virtual private circuit

VPC

point-to-point connection overlaid on top of another network, also called VLL or VPWS

3.1.39

virtual private LAN service

VPLS

point-to-multipoint connection overlaid on top of another network

3.1[40
virtual private wire service
VPWS

poiht-to-point connection overlaid on top of another network, which jt\g shares v

othler VPCs, also called VPC or VLL

3.1141
virtual private network
VPN

3.2 Abbreviations and acronyms
6LeWPAN IPv6 over Low power Wireless Pg
AAA
AAAA-record

ith

75]

ACL

ADM

ADBES

AF

AH

ALG

APLC

AR

A-record

ARP

ATM ynchxonous Transfer Mode [ITU-T]
BC Boundary Clock [IEC 61588]

BER Bit Error Ratio

BFD Bidirectional Forwarding Detection
BGP Border Gateway Protocol (successor of EGP in Internet)
BIDIR-PIM Bi-Directional-Protocol Independent Multicast
BITS Building Integrated Timing Supply
BLSR Bidirectional Line Switch Ring
Capex Capital expenditures

CBS Committed Burst Size [MEF]

CcC Control Centre

CCTV Closed Circuit TeleVision

CDM Code Division Multiplex

CDMA Code Division Multiple Access
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CE Customer Edge (node)

CEM Circuit EMulation

CES Circuit Emulation Services

CESoPSN Circuit Emulation Services over Public Switched Network [ITU-T Y.1413,
Y.1453]

Connectivity Fault Management

Confidentiality, Integrity, Availability (against malicious attacks)
Classless InterDomain Routing [RFC 4632]

Conseil International des Grands Réseaux Electriques

Committed Information Rate
Condition Monitoring and Diagnosis

Class of Service [IEEE 802.1Q]

Common, off-the-shelf software

Central Processing Equipment (WAMPAC)
Coarse Wavelength Division Multiplexing (I
Doubly Attached Clock

Digital Access Carrier System (UK

Distribution System Operator

DTLS Datagram Transport Layer Security [RFC 6347]

DWDM Dense Wavelength Division Multiplexer [ITU-T G.694 1]
EAP Extensible Authentication Protocol [RFC 3748]

EAPoL Extensible Authentication Protocol over LAN

EBS Excess Burst Size [MEF]

ECMP Equal Cost MultiPath Routing

ECN Explicit Congestion Notification

EEC Ethernet Equipment Clock [G.8261]

EF Expedited Forwarding [RFC 3246/RFC 3247]

EGP Exterior Gateway Protocol [RFC 904]

EHV Extra High Voltage
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EIR Excess Information rate [MEF]
E-LAN Ethernet LAN service [MEF]
E-line Ethernet wire service [MEF]
E-LMI Ethernet Local Management interface
EMS Energy Management System
EoATM Ethernet over ATM
EoS Ethernet over SDH/SONET
EoSDH Ethernet over SDH
EoPONET Ethernet over SONET
EoTDM Ethernet over TDM
ERPS Ethernet Ring Protection Switching [G.8032]
ESMC Ethernet Synchronization Messaging Channel [G.82
ESP Electronic Security Perimeter
ESP Encapsulating Security Payload
E-tfee Routed-Multipoint EVC Ethernet (point-tg MEF]
EVPL Ethernet Virtual Private Line [MEF]
EXP EXPerimental [MPLS]
FCAPS
FDB
FDM
FDV
FRR
D

Global System for Mobile communications (1st generation cell phone)
Home Area Network

HMI
HSPA
HSR
HTTP
HV
IAM
IANA
ICCP
ICMP

Hash-based Message Authentication Code
Human-Machine Interface

High-Speed Packet Access (3" generation cell phone)
High-availability Seamless Redundancy [IEC 62439-3]
Hypertext Transfer Protocol [RFC 7230-7237]

High Voltage

Identity and Access Management

Internet Assigned Numbers Authority

Inter-Control Centre Protocol [IEC 61870-6]

Internet Control Message Protocol [RFC 792]
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ID IDentity

IDS Intrusion Detection System

IED Intelligent Electronic Device [IEC 61850]
IGMP Internet Group Management Protocol [RFC 3376]
IGP Internal Gateway Protocol

IntServ Integrated Services [RFC 2210]

IP Internet Protocol [RFC 791]

IP/MPLS MPI S with IP routing

IPS Intrusion Protection System

IRIG Inter-Range Instrumentation Group

ISON Integrated Services Digital Network [ITU-T]
1S-|S Intermediate System to Intermediate System [ISO/IE 8
KD Key Distribution Centre

L2TP Layer 2 Tunneling Protocol [RFC 5641]
L2YPN Layer 2 VPN [RFC 7152]

L3YPN Layer 3 VPN

LAN Local Area Network

LCAS Line Capacity Adjustme [G.7042]
LDP

LER

LKR

LLDP

LSP

LSR

LTE

LV

MAC ol [IEEE 802.1]

MAC ation Code (security)
MACse [I[EEE 802.1AE]

MAN Area Network

MG Clock [IEC 61588]

ME[F Metro Ethernet Forum

MF More Fragment [IPv4]

MFA MPLS Forum Association (now IPMPLS)
MIB Management Information Base (SNMP)
MMS Manufacturing Messaging Specification (ISO 9506)
MP2MP Multipeers-to-multipeers

MPLS Multi-Protocol Label Switching [RFC 3031]
MPLS-TP MPLS with Traffic Profiling

MTBR Mean Time Between Repairs

MTTF Mean Time To Failure

MTU Maximum Transmission Unit

MV Medium Voltage
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NAC Network Access Control

NASPI North American SynchroPhasor Initiative

NAT Network Address Translation [RFC 2663/RFC 3022]

NCD Network Configuration Description [IEC 61850-6]

NDP Neighbor Discovery Protocol [RFC 4861]

NERC North-american Electricity Reliability Corporation

NMS Network Management Services

NPCC Naortheast Power Coordinating Council

NPDU Network Protocol Data Unit [ISO/IEC 7498]

NTP Network Time Protocol [RFC 5905]

OAM Operation, Administration and Maintenance

OC Optical Carrier (SONET channel)

Opgx Operation expenditures

OoPGW OPtical Ground Wire (high voltage transmissi

0S Operating System

oS

OSPF

OSSP

OTN

P2MP

P2pP

PABX

PBB ”, IEEE 802.1ah-2008)

PBB-TE fic Engineering (IEEE 802.1Qay-2009)

PCM

PDC

PDH

PDU

PDVM ay Variation [RFC 3393, ITU-T G.8260 (PSN), ITU-T Y.1541 (
(Ethernet)]

PE Qvidey Edge (node)

PFD Probability to Fail (dangerously) on Demand [IEC 61508]

PHB Per Hop Behavior [MPLS]

PIM-SK Protocol Independent Multicast — Sparse Mode [REC 4601]

PM Performance Monitoring

PMU Phasor Measurement Unit

PMU Phasor Measurement Unit [IEC TR 61850-90-5]

PON Passive Optical Network

POS Packet over SDH/SONET

POTS Plain Old Telephone System

ppm part per million (replaced by uHz/Hz or ps/s)

PPP Point-to-Point Protocol [RFC 1661]

PPS

Pulse Per Second

P),
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PRC Primary Reference Clock

PRP Parallel Redundancy Protocol [IEC 62439-3]

PRTC Primary Reference Time Clock

PS Power Station

PSN Packet Switched Network

PTP Precision Time Protocol [IEC 61588]

PW Pseudo-Wire (pseudo wire)

PWES3 Pseudo-Wire Fdge-to-Fdge [REC 3985]

Qop Quality of Service

RAPIUS Remote Authentication Dial In User Service

RAN Regional Area Network

RAB Remedial Action Schemes (referred to as WAMPAC

RBAC Role Based Access Control

RF Radio Frequency

RIA Regional Internet Registry

RP Rendezvous Point

RPL » etinorks [RFCT 6550]

RSPEC (¢ 2@

RS[TP

RS\VP

RSVP-TE

RTY

SA[ToP

SCADA

SCL

SCpP

SDH

SEM

SEN

SFP

SGAM

SHPSL Single pair Highspeed Digital Line Subscriber

SIM Security Information Management

SIP Session Initiation Protocol [RFC 3261]

SIPS System Integrity Protection Schemes (referred to as WAMPAC in this
document)

SLA Service Level Agreement

SLAAC StateLess Address Auto Configuration [RFC 4862]

SMV Sampled Measurement Values [IEC 61850-7-2, IEC 61850-9-2]

SNMP Simple Network Management Protocol [RFC 3410]

SNTP Simple Network Time Protocol [RFC 4330]

SONET Synchronous Optical NETwork

SPDU

Session Protocol Data Unit
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SPE SONET Payload Envelope

SPS Special Protection System (WAMPAC, called SIPS in this document)
SS SubStation

SSH Secure Shell (UNIX service)

SSL Secure Socket Layer

ssPDC substation Phasor Data Concentrator

STM Synchronous Transport Module (SDH/SONET)

STS Synr‘hmnnuq Transport Signal (SDH/SONFT)

SV Sampled Values (of current and voltage) [IEC 61850-9-2]
SymcE Synchronous Ethernet [ITU-T G.8010]

TA Temps Atomique International

TC Transparent Clock [IEC 61588]

TCP Transmission Control Protocol [RFC 0793]

TDM Time Division Multiplexing

TDMolP Time Division Multiplexing over Internet P

TE Traffic Engineering

TLS Transport Layer Security

TL

™

To$

TPPU

TSAP

TSPEC

TTL

UDP

ULA

UMTS

UNI|I

UPBR

URL

uTe Universal Time Coordinated

VC Virtual Circuit

VCAT Virtual Concatenation (SDH/SONET NG) [G.7043]
VCCV Virtual Circuit Connectivity Verification [RFC 5085]
VDSL Very high speed Digital Subscriber Line (ITU-T last mile)
VID VLAN identifier [[EEE 802.1Q]

VLAN Virtual Local Area Network [IEEE 802.1Q]

VLL Virtual Leased Line (also called VPWS)

VolP Voice over IP

VPLS Virtual Private LAN Service [RFC 4761 and RFC 4762]
VPMS Virtual Private Multicast Services [IETF work in progress]
VPN Virtual Private Network

VPRN Virtual Routed Private Network (L3VPN for MPLS)
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VPWS Virtual Private Wire Service (pseudo-wire)
VRF Virtual Routing and Forwarding

VRRP Virtual Router Redundancy Protocol [RFC 5798]
VT Virtual Tributary (SDH/SONET)

WAMPAC Wide Area Monitoring, Protection and Control
WAMS Wide Area Monitoring System

WAN Wide Area Network

WASA Wide Area Situational Awareness

wioMm Wavelength Division Multiplexing

XML Extended Markup Language

ZBFW Zone-Based FireWall

3.3] Network diagram symbols

This document uses the symbols shown in Figure 1.

@C@
G
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layer 2 bridge 100 Mbit/s Fx port
1 Gbit/s multi-mode port
1 Ghit/s single-mode port

network .\. connection between
network elements
| 100 Mbit/s Tx port
o
, ©

edge ports  trunk port

N IED generic IED
multiplexer / o (IPv4)
demultiplexer

IED ]
I—D—
|||| queue / buffer
¢ Add-Drop Multiplexer

i | or Terminal Multiplexer
(SDH / SONET)
telephone exchange

@ optical regenerator
_ optical multiplexe secured component
% (OTN)

O data server
(e

aly

gateway
(two stacks)

tunneler
over IPv6

&9

e
P
| |
IPv4 — IPv6
X translator
,g firewall
X
1S90

nspecified router

e

~ [N

..A Cs e
N .

Rb

GNSS rubidium caesium network clock
atomic atomic (NTP, GMC,
clock clock MC, OC, HC)
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Figure 1 — Symbols
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4 Wide Area Communication in electrical utilities

4.1 Executive summary

The electrical grid is part of the critical infrastructure of a country. The communication
network on which the grid relies must have an even higher availability than the grid itself, and
has to survive contingencies and blackouts in order to keep the grid stable and restore the
grid as quickly as possible, even from a complete black start.

In the past, operational communication (teleprotection, telecontrol, operational voice, etc.)

Separate from enterprise communication (energy management, maill, internet, compT;ny
phone, etc.). In particular, telephones in substations and control centres were independent
the public telephone system and used dedicated powerline, microwave~or radio links.
public telephone system was untrusted since it would break dowp case \of ' wide-area

em ew
ho

The operational network used robust technologies from the es Dgy
(e.¢g. ATM, SDH/SONET) that guaranteed bandwidth, detefmi predictable jitter
an s little over the
ye gacy network are
pr

With the deployment of protocols using packe shing C 61850, the operational
telg i . its
fixe ) at it did not perform efficiently.
Ne S i packet transport. Deployment of this
tec y % to support operational traffic, but|its
furfher development (e,g. :

NeW actors appearxe i evelgped (e.g. distributed generation, demand slide
mapagement, e

On PSS
ser hat
the

The pers rds
infgrmatics NaTS , PSS
acd R of
opegrationalnetwork

Thzrefore, a divergence can exist between the philosophy of the department managjing
tradiitional operational networks and the department managing the enterprise netwark.
Merging the departments could be as difficult as merging the infrastructures.

Technology advances and technical necessity are not the only motors for change. The
lifespan of office equipment (5 to 10 years) is significantly shorter than the lifespan of
teleprotection equipment (10 to 25 years). Early obsolescence will cause additional costs
during the life cycle, with little benefit for the basic teleprotection function. Total cost of
ownership is what counts.

The continuous technological evolution leads to heterogeneous networks, even in the rare
cases that started on the green field. Networks consist of clusters of hardware from the same
manufacturer, interfacing over a reduced number of specially engineered devices with other
clusters from other manufacturers, technologies and vintage. While in networks within
substations interoperability of equipment is a major incentive, interoperability within WAN
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clusters is not a primary goal, and interchangeability of equipment between manufacturers is
not a requirement — as long as spares are available.

Utilities see savings and earnings by merging the operational network with the enterprise
network. With the installation of optical fibers with excess bandwidth, they can also offer
commercial services to Telecom companies and Internet Service Providers (ISPs).

Merging the networks makes sense as long as the non-operational services do not
compromise operation. Indeed, enterprise and commercial communications should not be able
to influence the operational communication, either through incorrect messages or through
exl’]austlon of shared resources. In particular, the dynamic services of enterprise netw](ks

require frequent human intervention for fixes and updates. This presents a major risk for'the
grid when sharing the network, a risk the utilities must weigh against the
public networks.

Qmics of usjing

The traditional physical separation between operational, enterprlse ang ata ¢an
partially be enforced by virtual private networks (VPNs) and by grieri jement: ver,
sinfe the same physical medium carries all traffic, the operationa i the
dependability requirements of the enterprise and commerc;j eir
ecqgnomics.

This not only applies to bandwidth and processing i Ces

sugh as battery backup, maintenance team deplg

Therefore, a utility has to balance the g i i the
dispdvantages of imposing the strict requiremen ole
inflastructure, and may choose to keep the

Cost savings also lead utility cofpanie i 2 , i tlieon
entjrely to a Telecom ¢omp i nt
(SYA). Even if the servjicep 'der [ i i hat
of {the utilities andhits > are
nof| familiar W|tho 4ta,
which they often du p6

Here again, a ut|I 3 @ i i i i the
utillty and o

Theé nettork™ Y - i i , ngs
to third-party I an« i net.
The protection™af the\infrastructure goes beyond what traditional communication needs| A

virtual separation be insufficient, so cyber-security protocols become important, possibly
at $everal-levels, depending on the trusted entities. In both owned and outsourced networks,
utillties\.must ensure cybersecurity policies and architectures sometimes exceeding fthe
reglutatory requirements (NERC for example).

Only continuous monitoring and sporadic exercising of contingencies with the network team
can guarantee grid availability. Cost pressure cannot be an excuse for fair-weather solutions,
which later on need costly extensions. Therefore, the evaluation of network solutions must
consider comprehensive Operation And Maintenance (OAM) and simulation tools.

These guidelines are intended to give advice on the potential conflict points:

o Traditional telephony versus packet switching networks
e Operation versus enterprise and commercial network
e Utility-owned versus outsourced network

o Defense-in-depth security versus simple application data authentication
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Clauses 4, 5 and 6 deal with the network requirements of operational protocols, most of them
are covered by IEC standards. These are not the only critical services, as voice transmission

for operation and maintenance is indispensable for operation.

Clause 7 describes the technologies from the restricted viewpoint of electrical utilities. It
mostly lists what is important to know for procurement and gives appreciation of their

usefulness.

Clause 8 consists of use cases. Some use cases are scattered through the document. The
first use case in 4.2 is an example that shows the network aspects of a small grid.

4.2l Use Case: ENDESA, Andalusia (Spain)

A typical Distribution System Operator (DSO) grid, the Andalusia (sou
abgut a 100 km diameter and some 30 substations (Figure 2).
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Figure 2 — Substation locations in Andalusia
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The network topology is that of a partially meshed ring with spokes and subrings (Figure 3).
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The baS|c services that the Andalusia network provides are:

e Teleprotection

e Telecontrol: generation, substations, regulation, measurements, batteries
e Voice

e Video surveillance

e SCADA

e OAM

e Metering

e Distribution automation
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e Synchronization
The guidelines for development were:

o Keep a very high availability

o Reduce costs by sharing links and minimizing their number without losing redundancy

o Allow future evolution and scalability

e Allow integration of public operator and private network where convenient

e Define the SLAs

Evlluation of the technologies considered:

¢ [Investments plan for the next 5 years

o |Life cycle for investments (around 10 years)

e [Priority to choices with minor operational costs

¢ [Quality of the recommended solutions should be similar i

Substations connect to a WAN through a Substatio,
hber of different traffic streams between the s

Figure 4 — Cabinet of the substation edge node

IEC
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Figure 5 shows the typical interfaces of a full-fledged SEN: the lower part goes to the
substation equipment and the upper part to the transmission equipment. The actual interfaces
installed depend on each substation. Redundancy is an option, depending on the importance;
the communication equipment can be duplicated or only parts thereof. IEC 61850 is only a
fraction of all communications.

1 Gbit/s
Ethernet
microvave SDLUSONET 'ﬁ" microvz_we
transmitter 7 VC3-0C3 PLC transmitter 2
pptical fiber
multiplexer 1

phone  teleprotection optical Ethernet
ports ports ports ports

LITT I — 1111711
P/4 wire N
AL
N
surveillance
emergency E1 | c37.94 Q\ cameras
phones \(\ ) intranet
{ | RT JHJ
ateway| [T RTU
l engineering
IP-telephony

Figure 5 — Communication interfaces in a SEN

4.4 WAN characteristics and actors
WANSs are categorized by:

e Ownership:
— Private network of a utility
— Shared network operated by independent utilities or by a national grid, or
— Public network of telecom service providers
e Hierarchy
— Core (backbone)
— Access (backhaul), or
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— Local area (regional)
e Networks

Physical communication media equipment, or

Logical networks providing connectivity over unspecified physical networks.

Figure 6 shows the actors and the WANSs.

IEC TR 61850-90-12:2015 © IEC 2015

e On top are the applications using communication, detailed with their requirements in

Clause 6.

o [The level below shows the processing entities.

e |The next level WAN connects the processing entities among them
remote devices, considering two owners of WANs: utility and teleco

e |The bottom level includes the remote devices, representing pr
substations. The remote devices can also communicate directly

Applications and
communication use

Sl
u

Contro\f e
Central processing 4y dispatch EVWAMPAC Maintenahge & System m Market
system center master e ineerip: * opergtor
—
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Wide area network Telqum
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networks
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_ residential)
’ ' 11 >
Electricity networ N JEI
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Figure 6 — Communicating entities

4.5] SGAMMaphping

The¢ SGAM Communication Model [1] details the view of the networks (Figure 7).

IEC
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¢ |Low-endinter-subsgtation network

e |Intra-substation network

e |Inter-substation network

Intra control centre network

Backbone network

Operation backhaul network

Home and building integration network

Industrial fieldbus area network.
This document only assumes two levels of hierarchy in the wide area network:

a) core network, which roughly corresponds to the SGAM backbone network

b) access or backhaul network, which roughly corresponds to the SGAM inter-substation
network and operation backhaul network.
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This does not preclude networks with more than two levels of hierarchy.

These concepts are shared with NIST [34].

4.6 Network elements and voltage level

The relationship between voltage levels and network elements appears in Figure 8.

center

e |The substation LA

identical~Wwith

e |The‘generation has its own network, e.g. for a wind farm.

mobile office
\Voltage radio LAN
level
EHV
TSO .
transmission level
core network ‘\
N
\ \ b=
control \% % g
‘ m center substation . / o
LAN Q
HV s
o

substation
MV LAN
% distribution
automatio
LV A

Figure 8

The communica@ i SN e grid voltage hierarchy:

workshop buildings.

distribution level
access network
(backhaul)

force
‘ piobile | @-------

radig

workforce)
mobile
radip

Aﬁ (S N ‘ substation
substation generaff 7 g W LAN
LAN netwo ‘\ o p
N M
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oltage’level and network technology

ation of the Extra High Voltage transmission grid, unfer

pe the operation of the High Voltage and Medium Voltage
d number of substations, under the responsibility of the DSs.
e network and to the substations.

N ensures the operation of the substation. Substations are normally
g/ connection points between the networks, except at the office and

o Thedistributiomautomatiom metwork extendsdownmrtothehousehotds:

e The networks have interfaces to the public internet (e.g. to access meteorological data
and trading information) and to mobile radio networks, either public or operating over
disaster-proof radio links.

The networks are not homogeneous in technology, vintage and protocols, and require routers
or gateways at the network connection points, symbolized by the connected circles in Figure 8.

The communication
SCADA, dispatching

equipment is located in the substations, with some exceptions such as
centres or trading offices.
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4.7 WAN interfaces in substation automation (IEC 61850-5)

The model follows the interfaces as defined in IEC 61850-5, extended by WAN elements, as
shown in Figure 9.

technical control center control center
services (TCC) w (TCC)
I\
T | phasor data |
concentrator
AL
£ @ @ =
\1 7,

3

' D)
substation |function)*<®>| functionYi station level

() © (19
/“bay, i \/ \\\ bay

|protectior}@)|control| |contro| e

T || T
| processinterface | |5€n50r5|é£ ac%r{ Nd

$ process $

primary HV
\ equipment
A\

- \ A
(Source: [EC a1§@-/§ext nded)
IEC

— Communication paths and interfaces

rotectio+®| control |

Mepning/of the\intertfaces \n Figure 9:

o |IF1: protettion-data exchange between bay and station level

o |IF2: pratection-data exchange between bay level and remote protection
horizental time-constrained exchange involving high traffic analog data (e.g. line
differential protection) and low traffic binary data (e.g. protection blocking), see IF 11.

awithin hav lgvgl
Hge-WHHH DS Y186+

e |F4: analogue data exchange between process and bay level (samples from current
transformer and voltage transformer)

e |F5: control data exchange between process and bay level

e |F6: control data exchange between bay and station level

e |F7: data exchange between substation (level) and a remote engineer’s workplace

o |F8: direct data exchange between the bays especially for fast functions like interlocking
e [|F9: data exchange within station level

e |F10: vertical data exchange between the substation and remote control centre(s)
includes remote monitoring and telecontrol
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e |F11: control data exchange between substations
horizontal exchange involving mainly low-traffic binary data (e.g. for interlocking functions
or other inter-substation automatics), see IF2.

e |F12: transmission control centre to transmission control centre (added here)

e |F13: synchrophasors to PDC and control centre (added here)

Figure 9 symbolizes the WAN by the clouds with interfaces IF2, IF7, IF10, IF11, IF12 and IF13.
The WAN connects primary substations and Transmission Control Centres.

4.8

IEG 62357 describes the logical interfaces for standardized applications
bodndary between what is in the substation and what is outside can vary,

\2)
igure > The
g q/@*

Energy Utiy Other
Market Utilty Customers Servio
Paricipants

Provders Buhoness Q ) 4
II II ]:I II (B28B) rnunlﬁcm
Inter- System / Appiicaton Profles (CIM XML, CIWRDF) \@ \
CM Extensions emwemcamhbmmygc({amj (G OhM Appication/System
61670 Camponent tetce oogedhs N (<[ Yonorpons -
L egs S
I (I M8 Anes 0 E [ Exterral 0

fenance Apps IT Apps

Equipment and Field
Device interfaces
Specific Object
Mappings
60870-8-802

1
p biect Modets ObjectMooels Field Object Models

(et

7.
618505
&, 101 N App Senices Specific Communic ation
$ ;K N 81

o NLON ¢ Maoprg® || 608708702 B
' \Po WebSavces || Probeos

cation Indusry Standard Protocal Stacks Protocol Profiles
(ISOMCP/UDP/P/Ethemed)

Network, System . and Data Management (62351-7)

- /&ﬂ\dm&d Security Standards snu-Recommendatons (623518 - -~ - -~ -~ - -~ -~ -

\> . Communkations
g Mediaand Services
61850 IED
61850 B Fisid Devioas
Swsaton | Boware || ¥ u;"’:g'“' ?‘gg External Systems
D, Devees Sosaan |\ ices (Symmetric clientiserver
; \\ protocols)
Customer DERs Other
\((/C) ot ||| 08 Rl ot scngu, cravis || OERS f b

= - Peerto-Peers1856
——— 3 L ovef

w Substation bus and Process

Notes: 1) Sold colors correlate different parts of profocols witin the archiiedure. bus

2) Non-solid pattems represent areas hat are futwe work, or work in progress, or related work provided by anofer IEC TC

Source; IECTR 62357

IEC

Figure 10 — IEC TR 62357 Interfaces, protocols and applications

Applications use utility protocols to exchange data, especially considering the protocols
defined in IEC 61850-8-1 and IEC 61850-9-2, IEC TR 61850-90-1, IEC TR 61850-90-2 and
IEC TR 61850-90-5.

Several application-layer protocols coexist with IEC 61850, with similar technologies, such as:
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IEC 60870-5-104 (telecontrol)

IEC 60870-6 (ICCP, TASE-2)

IEEE 1815 (formerly DNP-3)

IEC 61400-25 (wind turbines)

IEEE C37.118 (formerly IEEE 1344) (synchrophasors)

While in substation automation the utility protocols represent the bulk of traffic, outside of the
substation, WANs carry a number of other protocols related to operation, such as voice and
video surveillance (CCTV).

The actual protocols used are not important for network engineering, oply

caf

ability and their timely behavior matter.

eir addressjing

In all cases, engineering the different substations or terminals requi jenexate the
SCD files of all participants and in addition the network informatian. be able
to |mport the SCD files of each substation and modify the ork

con

4.9

A (itility company will strive to reduce the nepwo

infr

1)
2)
3)

nur

Du
usH

figuration description).

Network traffic and ownership

astructure for all three major functions:

Operational services;
Enterprise services;

Commercial services.

blackout;

Easier migrati

e the™qpe
hber of fibe t atthey themselves do not need.
b to thesnature of the applications (discussed in Clause 6) and their requirements, utilif

5

5.1
Ind

WAN overall requirements and data transmission metrics

Traffic types

ependently from the application, two major traffic kinds are distinguished:

dedicated private communication network, and more seldom Service Provider Networks.

me

ely

independent jties NS espgecially includes black start ability after a long

ically
rge

ies

1) periodical or sporadic traffic with strict time constraints, requiring an upper bound to the
latency, and consisting of small data items (100 to 200 octets); for instance, process data
exchange for protection and commands (GOOSE and SMV), but also voice messages of

high quality;
Networks optimized for that traffic are characterized as Time Division Multiplex
networks (TDM):

ing
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2) sporadic traffic of messages with relaxed time constraints, satisfied with an average
latency, and consisting of large pieces of data, often distributed into separate packets; for
instance: MMS data object exchange, events, file transfer, condition monitoring, but also
video, management, mail and document transfer;

Networks optimized for that traffic are characterized as Packet Switching Networks (PSN).

5.2 Quality of Service (QoS) of TDM and PSN

QoS expresses how well a network complies with the time and dependability constraints for a
given traffic, e.g. throughput, packet losses, errors, latency, jitter, out-of-order, etc. The
network provider guarantees a certain QoS in a SLA.

A basic difference exists between TDM and PSN:

e TDM networks such as SDH/SONET transmit data periodica in~i i ts.
Once a circuit is established, the latency from end to end nds
only on the propagation delay of the signal over the medium i ime
in the multiplexers, which is nearly constant. When T d,

depending on the coincidence of the cycles, the Iatenc vari e ed
the sum of the latencies in the individual subnets. hcy
and jitter (see 5.3.6).

In TDM, QoS consists only in allocating sufficj ince

e PSNs such as Ethernet use st
latency of a TDM network.
residence delay in the nodes d

istic
the
the

traffic in queues and delay incomix In
the worst case, the queue( overflows i i ed
(overbooking). Therefore, PSNs ha [ average latency depending on the
traffic load.

To ensure that tim d, PSN use priorities to give the highlest
priority packets ay
have to wait in se
transmis ¢

PSN couldhdue , but

QopPB is a fundam

Qop for nderlying network architecture and technology. QoS requires
mahaging tra 5 pre-defined traffic classes, especially to achieve low-latency |for
critical applicatiqns\ Tpigal traffic classes are derived from applications: teleprotectipon,
SCADA, WAM network management, time synchronization/distribution, video

surjeillance;gtc.

5.3 ,Latency calculation

5.3.1 Latency components

The (one-way, end-to-end transfer delay) latency may be broken down into propagation delay
(5.3.2) and residence delay (5.3.3), while the recovery delay (5.7) is a particular case.

5.3.2 Propagation delay

Propagation delay related to the medium is in the range of 5 us/km for copper cables or
optical fibers, and 3 us/km for radio links (Table 23). The propagation delay is not negligible in
WANSs; in substation LANs, the propagation delay only matters for the precise time
synchronization.
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5.3.3

Residence delay

The residence delay stems from the network elements (bridges, routers, gateways) and their
interconnection (cable, patch panel, etc.) as well as on the traffic.

In TDM, the residence delay is constant since the operation is cyclic. There is only a small
buffering to account for synchronization of the cycles.

In PSN, the residence delay varies with traffic and consists of:

1)

2)
3)
4)
5)

5.3

The latency of the different network elements in series

ma

Ca
proj

5.3

The end-to-end laten
hmunication

equip ’
trapsmission anui g delays as-sho iW'Figure 11.

con

Prg
Imp

4

Th(t(refore, the number of elements in series ghy
imum delay specified in Table 2.

5

queuing delay (waiting in the queue with other messages to be sent);
packetisation delay (waiting to aggregate received flows before ser

: tary—fwait ekt _imctuding— tv—and

security);

Latency accumulation

ion, which used to take hundreds of microsecon(ds.
reduce processing delay to less than 100 pus.

packet transmission equipment

5.3.6

queuing delay transmission
processing f(traffic) processing delay
~fixed delay ~fixed delay (6,4 ps / kbit
air 155 Mbit/s
@ain) demodulation modulation e )
— error detection error code
> K t¢ ®_+ & correction generation > —@ = (D__.
packe decryption encryption | packet

residence delay

IEC

Figure 11 — Composition of end-to-end latency in a microwave relay

Latency and determinism

Latency is a statistical value, depending on the generation rate of the nodes sharing the
network, on the topology, on the policy within the nodes and on the link capacities.
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In a deterministic transmission (Figure 12 a), the probability that the delay exceeds the
deadline ty,,4 is zero, disregarding failures. When the medium sharing is strictly periodic,

there is no difference between the light traffic and the heavy traffic plots in Figure 12 a.

In a non-deterministic transmission (Figure 12 b), the average delay may be shorter than
the average delay of the deterministic transmission (which is why it is used), but the

probability that the delay exceeds a deadline ), in non-zero.

a) deterministic b) non-deterministic
light traffic light traffic
latency latency
probability probability
A heavy traffic A

ZETo

tmin tAve tMax in G e tMax

latency [s] atency [s]

IEC

in function of traffic

The worst-case erg i 3 of the latencies introduced by each element in
serjes. The averag i S smaller than the worst-case delay, it rises
approximately wit Yo\ » number of elements in series, assuming that each
element exhibits gAg ith ssfan distribution.

End to end tra iSsi be deterministic if all elements in the chain are deterministic.
To[this eff; ts reserve all resources beforehand: processing time, buffers,
etc| Fordnhsta ieves determinism intrinsically by assigning each permanent cirguit
a time slo for transmission and processing.

A gtrict pefigdic operation is not required for latency determinism if all resources can|be

res
(RS
exd

erved<when establishing a connection, e.g. through the Resource Reservation Protg

col

bVP),_Jand if all sources limit their production rate, so the highest priority traffic can

ot

ee€d’a certain value. In this case, the probability distribution depends on the traffic, but still

has an upper bound. This requires conservative neiwork engineering and discipline on all
devices.

The latency is rarely a nice mathematical function since it depends on traffic patterns,
traversed networks and routers or bridges buffer size.

5.3

T Latency classes in IEC 61850-5

IEC 61850-5 specifies latency classes (Table 1).
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Table 1 — Latency classes in IEC 61850-5

Latency class Latency Application example
TTO > 1000 ms File, events, log contents
TT1 <1000 ms Alarms and Events
TT2 <500 ms Operator commands
TT3 <50 ms Slow automatic interaction
TT4 <20 ms Fast automatic interaction
I I|5 <10 ms Releases, status changes
T'I{6 <3 ms Trip, blockings
SQURCE: IEC 61850-5:2013, Table 1.

IEC

TR 61850-90-1 defines the latencies for the substation-

numbering of IEC 60834-1, slightly different from IEC 61850-53
sedond column of Table 2.

Table 2 — Latency classes inm

the
the

IEC TR 61850-90-1 | IEC 61850-5 | . \)/ Nation examole
latency class latency class }\y /\(x P P
T TT1 < 1(%Qms %)Qaratéa file \Qmsfer )
TT2 TT2 < 50})%5 }yg IoNeed messages
TR5 (TT3) < 1(({0 ms('\'(xpe\@\ﬁjto>atlon normal
TR4 TT4 A /\_«%b\@s 1B "™gutomation”, fast
TR3 (_§15 s\ Type 1)A “Trips” to neighboring substation (analog)
TR2 TTSK\/S \%) s >Taype 1A “Trip” within one substatiop
w message data between substations
TR1 < 3\35 Type 1A “Trip” within one bay

S

NOTE IEC TR §1850- dees net pfescribe a deterministic value for the latency, but rather specifies that|the
probability, E messgge takes more than 10 ms (TR2) should be < 10

The¢ above given for end-to-end applications, but do not detail which parf is
allqcated to the alled t,q in IEC 61850-5:2013, Figure 16). Since WANs serve different
applications with différent requirements for network latency, a new classification is introdu¢ed

to WV

AN-performance classes in Table 3.
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Table 3 — Latency classes for WANs

WAN IEC 61850-5

latency latency Latency Use

class class
TL1000 TT1 <1000 ms All other messages
TL300 (TT2) < 300 ms Operator commands
TL100 TT3 <100 ms Slow automatic interactions
TL30 (TT4) <30 ms Fast automatic interactions
TU10 TTS <10 ms Teleprotection
TU3 TT6 <3 ms Differential protection
NOTE The measurement method is indicated in IEC 61850-5:2013, Figure 16. T, abbreviation .has begen
chpnged from IEC 61850-5 TT to TL in order to prevent confusion. A (\

5.4 Jitter

5.4{1 Jitter definition

The¢ average value of the latency is not a sufficient criterion. XQne
jittgr or Packet Delay Variation (PDV) [RFC 3393}or Fra
by how much the delay can vary (Figurex13).

ay delay variation, called
Variation (FDV) expresses

latency
probability
Zero
2 PDV t<_ \J'/ latency [s]
» PDY —— tMax
IEC

Figure 13 — Jitter for two communication delay types.

Jitter produces unpredictable errors in differential (analog) protection analog comparison
schemes when transmission relies on mutual synchronization, i.e. the end devices assume a
constant delay in the communication line, and especially a symmetric delay (same back and
forth).

This was the case with legacy relays interconnected by direct wiring with practically no jitter.

To support these relays, the network should mimic the “wire” behavior (pseudo wire).

NOTE Jitter is not relevant if measurement sampling is synchronized by global, synchronized clocks.
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For engineering, a deterministic jitter (with a guaranteed upper bound) is desirable. Indeed, a
deterministic latency (as in Figure 13) is not sufficient, since pseudo-wire behavior requests
that the upper bound on the jitter is much smaller than the upper bound on latency. A method
to reduce jitter is the use of de-jitter buffers as described in 7.10.5.1.

5.4.2 Jitter classes in IEC 61850

IEC TR 61850-90-1 defines jitter classes as in Table 4, which may be sufficient to support
legacy protection devices.

Table 4= Jitter ciasses INTEC TR 61850-90-1

Class Jitter (ATA) Application
[ms]
TT_3 20 ms External signal synchronization /\\ &
TTj2 10 ms External signal synchronization \ \
T 0,2 ms External signal synchronization or n<tu%x hrﬁ@z\t\onx
SQURCE: IEC TR 61850-90-1:2010, Table 4 /\\ \

\
2N\

Table 5 lists the quality classes for jitter that a WAN ghould delive

Table 5{\\“&'2@% \@
Class Jitter > \\ wtlon
[ms]

TJOO unspecified All oth r
TJN0 10 ms /\ m\}\mgn\aks%mhro})zatlon
TJO,3 0,3 ms\ Externe%fu\\bn{l synchrdnization or mutual synchronization

NQTE The abbreviation I{as\)ee‘\%ngé({\‘@ t\stmgwsh jitter from latency.

d path son uency

5.5/ Latency sy

In @ meshed n s begtween two partners can take different paths in each
dirgction. Path~congrieney’issa property of a network that routes messages between {wo
pafntners ovek the sa PNback and forth. In circuit-switched networks, congruency ensufres
ichVallows measuring the delay. In packet-switched networks,
gntee that the latency is the same in both directions, since latenhcy

5.6/ Medium asynimetry

Prgcise -Clock synchronization protocols, such as IEC 61588, require measurement of link
del i i i od
only measures the sum of the back and forth delays; medium propagation asymmetry
therefore introduces an error. While negligible in substation Ethernet, this medium asymmetry
can be considerable in WANSs, for instance, ISO 11801 allows 30 ns of asymmetry over 100 m
in optical fibers.

IEC 61850-5 does not specify a medium asymmetry. To support a PTP clock that fulfils the
requirements of IEC 61850-9-2 (process bus) and IEC 61869-9 (instrument transformers), a
medium link or medium converter should present an asymmetry of less than 25 ns, as
specified in IEC 62439-3 and |IEC 61850-9-3. This is however more an internal property of a
network than a general WAN QoS, so asymmetry is only relevant when end devices
synchronize each other directly.
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Communication speed symmetry

Some communication links are asymmetrical, with the data throughput in one direction
different from the data throughput in the other direction, for instance ADSL. This applies only
to the last mile and it is not a relevant parameter for backbone or backhaul WANsSs.

5.8

Recovery delay

The recovery delay stems from recovery from network breakdown. Depending on the
technology, the recovery delay may vary from zero to several seconds or even minutes. When

non-zero_this dplay depends efmngly on the protocols and on the fnpnlngy The recov ry
delpy is sometimes called “convergence time”.
The recovery delay classes for WAN appear in Table 6 and Table 21.
Table 6 — Recovery delay classes for W»ﬁ\
Class Recovery delay Appli atiN \>
[ms] <
TR500 500 ms IP traffic \ \ \ >
TR50 50 ms Telecontrol / ) \
TRO 0 ms Differential protecti/on\\ j / e
N
5.9] Time accuracy
5.9/1 Time accuracy definition
The network provides disjrihuti asoime retative time or frequency as a seryice
(deftails in 7.15 and IEC 62 Wex D)
am the reference time, with a certain confidence,

Time accuracy is the d
e.gl 3o, as sho Fiy

time reference
I

clock accuracy >
3o G mean] G 3o
09,73%  68,28% 68,28% 99,73%
/T
precision | — —
time inaccuracy >
time error
IIIIII||II|III|||IIIIIII|IIII|IIII|II|||| > [ns]
-150 -50 +50 +150

Source: IEC62439-3
IEC

Figure 14 — Precision and accuracy definitions
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5.9.2 Time accuracy classes
IEC TR 61850-90-1 specifies the accuracy classes for distribution of relative time as shown in
Table 7.
Table 7 — IEC TR 61850-90-1 time accuracy classes
IEC TR 61850-90-1 Time Purpose
Time Accuracy Accuracy
Class [us]
T1 —1-300——TFimetaggingefevents
T2 +100 Time tagging of zero crossings and of data for the distributed
- synchrocheck, support for point-on-wave switchifig

T3 + 25 | Instrument transformer synchronization /\\ ~

T4 + 4 | Instrument transformer synchronization/\ \ \

T5 + 1 | Instrument transformer synchronizm \

SQURCE: IEC TR 61850-90-1:2010, Tables 5 and 6 N N\ N\
IEG 61850-5 defines the accuracy classes for distribution o .g. for the pregise
sampling of analog values (Table 8) for the purpose Of syrchr smission.

nchronization

Table 8 — IEC 61850-5 time-a curze@sse f@

IEC 61850-5 \_Phase angle Fault location
Time accuracy for 60 Hz accuracy
gynchronization
class
[°] [%]

e > 216 | Not applicable.
TO 216 | Not applicable.
T4 \ 21,6 | 7,909
T2 2,2 | 0,780
T3 < \ 25 0,5 0,5 | 0,195
T4 N \ \ 4 0,1 0,1 | 0,031
T4 \ 1 0,02 0,02 | 0,008

S(

AN
URCI%:\LF\CWW, Thble 2.

Re
(se

jardless mck synchronization protocol, asymmetric delays affect time accur
e 5.5)x-Asymmetry cannot be measured, but a known asymmetry can be compensated fg

NOT

hey

=

ENt is hardly possible to fulfil the T5 requirement with a 200 us network asymmetry in the clock distributio

n.

Table 9 lists the time accuracy classes that the WAN has to provide for different applications.
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Table 9 — WAN time synchronization classes

WAN IEC TR 61850-90-5 | Time Accuracy Application
Accuracy Accuracy classes
class class [us]
TX00 TL unspecified | All other
TO Event stamping
TX10000 10000 This class can be achieved with SNTP over a WAN
T1 Zero-crossing and synchrocheck
TX1000 1000 | This class can be achieved with SNTP within a LAN only
T3 Synchrophasors
™30 30 this class requires PTP
T5 SMVs /\(
TH1 1 ; .
this class requires PTP ~

S

5.10 Tolerance against failures
5.10.1 Failure

The grid may suffer from two types of unwanted behavi
definitions, see [8]):

e [|overfunction (unwanted trip), and

e |underfunction (missing trip when r.

e |integrity breach (wrong data not recogn n cause an overfunction),

30 late ¢an ¢

all

For icati i i s-when the equipment is incapable to operatg at

equipment (for the

For icati Yai atile, assuming that the network recovers by itsglf.
Volati i ssed\as Blt Error Ratio (BER), or number of wrong bits per sent bjits.
ITY . i ide 5o meagure the error performance. Permanent failures belong to

the
A fai also B e delivery of information due to congestion or recovery.

For i

ind|cating .4 gértain~pfobability for this (10~4). In other words, it considers the transmissio

is phot, deterministic, such a latency can occur statistically without any deficiency in
handware.

S!
rjnas
“faifled” only if more than one message in 10 000 is delayed more than 10 ms. If transmisgion

the

5.10.2 Reliability

Reliability is the probability that a component or system fails after having worked correctly
until its failure (reaching a terminal state). Reliability is therefore a function of time, R(t). A
simple expression of reliability is the Mean Time To Failure (MTTF) for an element or a

system, defined as:

MTTF =fR(t) dt

0

(1]
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When a system such as a power utility grid includes redundancies, a component failure does
not necessarily cause a function failure. Indeed, a substation or distribution grid should never
fail completely because of a single component failure.

IEC TR 61850-90-1, IEC 60834-1 and CIGRE [4] define a protection system failure as the
probability of an unwanted, permanent trip, but do not specify the interval between two such
events.

5.10.3 Redundancy principles

Regardtess of the actuat dependabitity Tequirements, many utifities request that the neftwork
fulfjls the N-1 criteria, i.e. no single component failure can stop operation.

Redundancy applies two principles:

— |Workby or massive redundancy, in which redundant componens are i y ive
and immediately inserted (for instance several energized pow i ari Iad
and tolerating the failure of one). Workby applies to th ny

resource.

For instance, IEC 62439-3 networks carry the same-i the " eously and their
recovery is immediate (zero recovery delay).

The “workby” method is called:

— |Standby or spare redundancy, in W pnent is normally inactive and
it will take a recovery delay to beco ' lay
IP
communication networks, where reirou | ing)

For instance, in RSTP [ .4.8. ive
traffic to check that tk a i i nal
traffic after a

The standby

Majn a
workby, in
(e.g. different

rse
ind
anufasturers) to fend off design or installation errors.

Figure 43.shows a case where diverse redundancy ensured the survival of the communicatjon
netF/ork, since the redundant microwave towers were separate from the high-voltage towers.

5.10.4 Redundancy and reliability

Figure 15 shows the reliability of a doubly redundant, one-out-of-two (1002) system. The
MTTF of the one-out-of-two (1002) system without repair is only one-and-a-half that of a non-
redundant, one-out-of-one (1001) system. Only repair increases significantly reliability. A
doubly redundant system without repair is of little help in a grid automation system that
operates for years: indeed, it provides only an improvement for the initial phase.
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Reliability (1)

1 " \
\\L 1002 with repair

TN~

\\ \_ 100Z, N0 repalr
0,61 \

N

04 N
1001

A

time
Iple of MTTF)

IEC

Fig j S i with repair. The probability that the
sygtem fails completely i ; both redundant components fail befpre
rejﬁlr of a failed compon ode failure can bring the system down,
regardless of redunda

JP impaired failure of
P second unit
self-repair or
on-line repair
X /

LEC

Figure 16 — Redundancy calculation

5.10.5 Redundancy checking

Redundancy is useless if not constantly supervised. The above calculation mode assumes
that the back-up unit fails with about the same failure rate as the on-line unit fails. Since
calculations include the time to detect a failure in the mean time to repair, the failure of the
back-up unit should be detected as fast as the failure of the on-line unit. However, the time to
detect a failure affecting non-operative components can be long, while failures are usually
visible immediately if the component is operating. Therefore, background checking of non-
operative components is necessary.
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5.10.6 Redundant layout: single point of failure

Redundancy is only useful if the redundant elements fail independently. Any common mode of
failure would affect the overall reliability.

For instance, in Figure 17 assuming all elements have approximately the same reliability, the
reliability of the redundant elements R2, R3, R3 and R5 influences little. The reliability of the
whole chain is dominated by element R1, which represents the common modes of failure, e.g.
common power supply, mounting on the same frame, and software errors if the two redundant
elements are from the same design.

redundant elements
1

R2

@
@

IEC

For the network design P making all elements redundant and ensuring that {fwo
paths always '@o is not sufficient: the design must be freg| of

cormmmon modes of\f

Therefore, keepihg elements completely separated and free from common
mo i A complete freedom of single point of failure is hong/er
sor orities can issue recommendations, for instance regardfing
se(] i adun ments, see 7.4.8.

For Qrth American Power Coordination Council (NPCC) accepts thai a

mig t a single point of failure because of its very high reliability.

5.10.7 ~Redundant layout: cross-redundancy

In Figure 18, cross-coupling (R6) allows to continue operation in case two elements on
opposite rungs fail, e.g. R2 and R5. Such an arrangement is often seen in connecting
networks. However, cross-redundancy only brings an advantage if the reliability of the
coupling element (R6) is an order of magnitude better than the reliability of the elements that
can fail. This is often not the case, and in fact, such cross-redundancy can lower the overall
reliability.
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ut with cross-coupling

be

instance, prategtiof i R Méain1 and Main2 protection completely separated
do not try to exp 3 it sharing elements.
0.8 Main
cticall riportant expression for utilities is the Mean Time Between
bairs (M often the repair team intervenes in the field, assuming that the
air takes ) redundancy is lost, but with no failure of the protection and confrol
ction. As 5:%0.4 shows, this is crucial for reliability.

ure

re repair of a first failure.

Th% strategy for maintenance depends on the probability of occurrence of a second fail

Fai

lure of the communication system affects the MTBR.

Introducing more redundancy decreases the MTBR, since the reserve components can also
fail.

Policies for network components maintenance, spare distribution over the network, availability
of field crews are other factors influencing the MTBR.

5.1

0.9 Availability

Availability applies only to repairable systems, when a total failure is not fatal. The utilities

req

uire availability expressed as “unavailability hours per year”.
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Availability applies to a repairable system that oscillates between up-time and down-time
(Figure 19). The up-time includes the time during which the network is still operating, but
impaired (due to redundancy loss). Also, maintenance itself can cause downtimes.

/—+ fatal failure
- R

/N

upP impaired

self-repair or
on-line repair

(Adymptotical) availability is the ratio i if¢ y system:

MUT = Mean Up Time

MOT = Mean Down

MTBR = Mean '@ S
MTITR = Mean Ti S

e.g

Ho
mo

Re

Juirements/sus “availability > 99,9 %” are not defined, unless the conditions for be

in the “Up~Fime” arestated.

In

substations, few functions would cause immediate loss of power when the network fg

Th

worst—situationmr—Ts—am imtegrity faiture, im—wiich—a commumication faituretauses

(2]

ng

Is.
an

unwanted trip (overfunction) or causes the loss of a trip command or of a blocking signal
(underfunction).

In monitoring applications, it becomes unsafe to operate the network when the outage of the
network lasts too long.

In control applications, the network must be available when the operator needs it.

In protection applications, a loss of power happens if the protection algorithm becomes unable
to calculate correctly the fault due to a loss of communication. In this case, an unwanted trip
could happen.
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Telecontrol being the most demanding application, its dependability dictates the network
dependability.

Methods to calculate network availability appear in IEC 62439-1 and IEC TR 61850-90-4.

Unavailability includes also the probability that the operation does not complete within useful
time. The probability of a protection trip that takes place simultaneously with a reconfiguration
of the network is not negligible, since they could have the same root cause (e.g. lightning
stroke).

Pre
cor

Ne
cal
exy
fun

In {hat case, the recovery delay of non-redundant elemen

the
rec

5.1

Integrity is the probability to recognize

an
apf

NOT

tele
with

Mo
sha

ventive and proactive maintenance influence the availability calculation, they should
sidered in the contracts since they depend on a policy of the utilities and-of the supplier

culating availability is a difficult endeavor, and difficult to verify,
ertise and simulation tools specify instead that redundan
ctions.

permitted communication downtime. This also ap

0.10 Integrity

error detection code, whose efficier
lication layer, plausibility checks ¢

re precisely,
wn in Figure

be

7

ince

the
all

nts

on
the

hlse
sed

as
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intégrity isthe Hamming Distance, e.g. the number of independent errors that

The¢ asymptote to thecurve in Figure 20 is the Hamming Distance. When the BER approaches
0,5| (every.second bit is in error), the residual error loses its meaning.

The s 86 CRC 3 e
ensures integrity assumes certain error patterns: the BER is not a sufficient indication, since
random errors do not corrupt data the same way as a burst error would.

The residual error rate serves to select a suitable error detection checksum, several of which
are standardized. For instance, Ethernet uses a CRC-32 for this purpose.

Truncation errors can reduce the Hamming Distance down to one if the frame has no size
supervision. In this case, the application has to apply its own checksums or plausibility checks.

Error correcting schemes degrade integrity since they may correct wrongly a damaged piece
of information. They are used when the disturbances are large such as in radio or in optical
fibers with marginal transmission.
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Integrity prevents wrong commands from being issued. A device that receives a corrupt
message ignores it. Thus, integrity does not help in maintaining persistency, on the contrary.

5.10.11 Dependability

Dependability in a protection system is the probability that the protection will operate as
required in the presence of faults.

NOTE IEC 60834-1 defines “dependability” as “the ability to deliver a teleprotection information at the receive end
in spite of the presence of channel degradations”, a definition that contradicts IEC 60050-192 [7], but which is
nevertheless used in this document.

IEG 61508 defines the PFD, or Probability of dangerous Failure on Demand, expressedras’the

probability that the teleprotection will not operate when required. It is th of
the| availability of the protection function:

(PFD=1-A)
IEG 60834-1 specifies that the probability of a “command” s it i ithi ms
shquld be <104 for a single system (HV) and < 10~7 ble redundant sysfem
(EHIV).This is not properly an expression for the availabili i > ta
communication error took place.
Asguming that IEC 60834-1 applies tg”a\timeg of
corhmands issued, R = 10~4 correspd » about 50 min, respectiely
R § 107 to 3 s of downtime per year.
A d-{6-end communication unavailabi!ty.
Achiieving this value requ es\a hig the elements, redundancy in the devices and
in i y (maintainability schedule, spare parts

avgi

5.10.

Toli Sage is repeated typically three times in a row with a

sm jects a corrupted GOOSE message.
Ho i twort while a GOOSE message ftriplet is sent, all three messages
cou Y ) ither\the publisher nor the subscribers will know it — until the backgrodind

GO gelisttransnitted, e.g. every second, which may be too late.

Within a substationnLAN, seamless redundancy (7.6.4.8.4, 7.6.4.8.5) copes with this situatipn,
bufl in a WAN with a typical recovery delay of 50 ms, all GOOSE messages could get Ipst.
Incfeasing the interval between duplicates does not help since trip signals should be receiyed
withigd> ms.

The calculation of dependability in 5.10.11 basically asks how likely is it that a network
reconfiguration takes place while a GOOSE message is transmitted, and how likely long-
lasting bursts are.

6 Applications analysis

6.1  Application kinds

Engineering of a network bases on an estimate of the data flow in terms of throughput,
latency, jitter and quality of service, as required by different classes of applications.
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Utility companies use WANs for various applications that may or may not share the same
network, classified in:

1) Operational traffic immediately needed for grid operation and covered by IEC, CIGRE and

2)
3)

IEEE standards and recommendations and
Enterprise traffic used for the utilities themselves.

Commercial traffic, as a service provider.

The distinction is however blurred. For instance, voice is an essential operational
communication while IEC standards do not cover it.

The following application kinds are considered:

Su
intg
dog

6.2
6.2

Teleprotection (horizontal between SS); [IEC TR 61850-90-1]
Telecontrol (SCADA to SS); [I[EC TR 61850-90-2]

Wide Area monitoring (WAMS); [I[EC TR 61850-90-5]
Wide Area monitoring, protection and control (WAMPAC);

Voice for operation (fixed)

Remote access to substation equip
Maintenance and workforce support
Mobile voice and data
Network management

Cyber-security manage

Enterprise c@
Access to interre
pclauses 6.
rfaces lis

1

the
RE

Teleprotéction senses abnormal voltage, current or frequency conditions in the grid and opéns

a C

rcuit-breaker within the fault clearing time (80 ms to 120 ms), striving to reduce impact

notj

-affected parts of the grid.

on

Teleprotection relies on communication to detect fault conditions (differential comparison) and
to send commands (direct transfer trip, permitting trip and blocking commands).

IEC TR 61850-90-1 (substation to substation communication), CIGRE Report 461 [2] and
CIGRE Report 521 [3] describe the different protection schemes.

From a communication point of view, two main categories appear:

1)

analog protection, comprising:
e Phase comparison protection

o Differential protection
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2) binary protection, comprising:
o Distance line protection with permissive overreach
o Distance line protection with blocking
e Directional comparison protection
e Transfer/direct tripping
e Interlocking

e Multiphase auto-reclosing for parallel line systems

6.2/2 Teleprotection data kinds
IEG TR 61850-90-1 considers three main kinds of transmission (see Tabls

1) |analog values, e.g. for line differential protection, consisting of
a precise time, called Sampled Values (SV), which represend
synchronized phasor values (Synchrophasors) at a somewha

2) |binary values, e.g. binary protection status and control, con
be transmitted with a short and deterministic latency;

at
of

ust

3) |others, such as time distribution, network ‘ an low speed

communication to the operator, and file transfer.
6.2[3 Teleprotection requirements for late
serjse to differentiate the latencies sin

when a WAN transports teleprotection/data, th
to the other traffics also.

s

re,
ply

class

Teleprotec?\ S V> \\ > o et Latency

Differential protecti&r//\ \,8\5 m\:.\to 13)\Q|s> TL3
Bldcking \ \1\0}>s\ TL3

Pgrmissive tripp/'% \ TL3

20 ms
Transfertrippi{\g \\ }Nny TL3

6.2/4 quirements for latency asymmetry

Legacy relays.co
practically-no jitter, which allows mutual synchronization (see 7.15.2).

Mutual'synchronization requires a small two-way differential delay (Packet Delay Asymmet

icate with each other by direct wiring (“pilot wire”). This method cau

[y).

A two-way differential delay of 2xAT causes a sampling synchronization error of AT.

Allowable two-way differential delay is around 200 pus for a differential current error of 4 %

with respect to sampling timing synchronization error.

To interconnect this class of relays, the network should mimic the pilot wire behavior (pseudo

wire).

6.2.5 Teleprotection requirements for integrity

For generic telecontrol protocols, IEC 60870-5-1 defines the residual error rate for different

integrity classes in function of the BER (see Figure 20).
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To this effect, IEC 60834 requires that the BER of the medium does not exceed 10-6.

Table 11 summarizes the dependability requirements for line protection operation.

Table 11 — Summary of operational requirements of line protection

Dependability

Analog compariso

(Current differential)

n Command

Transfer tripping

PFD >1-10% >1-(10"2 to 1073) >1-10"*

Integrity 4—45=0 +—+=teo10=0y 4+—+=E

Operation delay <33 msto40 ms <40 ms to 50 ms 10
A's ,0s

(excluding CB operation)

(< two cycles)

(< two cycles + 10 ms)

SQURCE: IEC 60834-1,

IEC 60834-2, CIGRE 521 D2

6.26

Table 12 lists the communication requirements. Other f
serjviceability, maintainability, and cost (installation and

Teleprotection summary

ility,

Analog comparisqn
(Current differentia

N T

Transfer tripping

Difection Bidirectional A |rec nal Unidirectional

Mdssage (useful) size 50 bits to 100 b|t 1) N\)\m (b}u/off) Few bits (On/off)

Mgssage (frame) é\x és&le\)Sp@c Sporadic

pefiodicity f?‘ﬁ\

Bi{ rate (Bandwidth) 2 [‘gat 64 kb| s kbit/s < 10 kbit/s

Latency <3 m?o\g(\),inx\\> <10 ms <10 ms
0 (TL6 of TL (TL5) (TL5)

Jitterd® ( < us\/\ ) Not required Not required

Latency asymmetry( \ <>&QM ) Not critical Not critical

Time accuracy/(féka{ibe\) < 00}5\ Not critical Not critical

Erfor rate (BERY N\ 1046108 <107 <1076

Rq cover§\de\lay \ \ <§) ms <50 ms <50 ms

un < 107 for single system <102t0 1073 <107

DY
availability\>

(HV)
<1077 for double

(order of 1-dependability)

redundant system (EHV)

(order of 1-dependabili

NQTE1

One phase or segregated (three-phase) current differential protection.

NOTE 2 Throughput is generally not an issue for teleprotection with high-speed networks, since the message
size is small. It could only become an issue for differential protection with a high sampling frequency.

NOTE 3 0,25 to 0,05 x Unit Interval (ITU-T G.823].

NOTE 4 Some legacy standards required only an asymmetry of 750 us for teleprotection equipment; this value

sometimes still appears, de

pending on the voltage level.

6.3

Telecontrol (IF1,

IF6)

This interface is substation-internal.
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Substation to control centre (IF10)

the

communication
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between control centres

and

substations/power stations. These applications include telemetry, supervision and telecontrol
used to report state information of primary and secondary grid equipment to control centres
and control them from the control centres.

Table 13 lists typical communication requirements.

Table 13 — Communication requirements for CC to SS/PS

Telemetry Supervision Telecontrol Load dispatch/
(Automatic/manual) oad frequendy
control
Difection Unidirectional Unidirectional Unidirectional a idi i
bidirectional
(SS/IPS to CC) (SS/PS to CC) iairectiona (e c
(CC to SS//S)\
Mgssage size 160 160 160
[ogtets]
Mgssage rate 0,3to 1 0,3to 1 0,03 to
[HE] 0,5 (LFC)
0,001 to
f\ P 0,017 (LDC)

Bif rate 110 10 11610 1{g40_) 10 to 100
[kBit/s]
Latency < 300 ms (TL300) <30 (TL &\ 300 ms (TL300) <2sto5s

<2sto4s' <2 to{?’\ <0
Lafency N/A N N/A
asymmetry ( \\/
Jitfer nA | A N~/ | Na N/A
Time accuracy \ B I\b&\ > N/A N/A
Erfor rate > \ \ 10~ <1076 <1078
Rdcovery delay 2 2 2 2
[s]
Uravallablllty/\ <7x107° <7x107° <2x10°°

SQURCE:
L \Y; an

%\e&%?}i@v

IEQ

TR 61850-90-2 specifies the latency and time classes for CC to SS /PS (Table 14).

Table 14 — Latency and timing requirements from IEC TR 61850-90-2

WAN IEC 61850-5 Typical latency Time resolution Application examples
latency class class [ms] [ms] Transfer of:
TL10000 TTO 10 000 1 Files, events, log contents
TL1000 TT1 1000 1 Events, alarms, status
changes,
TL300 TT2 300 1 Operator commands
TL100 TT3 100 1 Automatic interactions

SOURCE: IEC TR 61850-90-2, Table 5, modified to the nearest latency class.
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6.5 CMD (IF7)

6.5.1 CMD overview

Condition monitoring and diagnosis system includes video surveillance, transmission line fault
location, on-line condition monitoring and field workforce voice communication. The fault

location on a transmission line with a surge reception scheme requires a precise time
synchronization to reduce fault location errors. On-line CMD requires almost the same as
telemetry.

6.5r_CM.D_mmmu.ujm.Lian_mquiLemean
Table 15 lists the communication requirements for condition monitoring of primary equipme

nt.
Table 15 - Communication requirements for CMD “
. . . On- 'ne\c}o?aitior
Video surveillance Fault I?zaQ\ \rtnkoQit fing
Unidirgetional N\t Nniditeefional
Difection Bidirectional
(SS/PSYo C (SS/PS to CC)
Mgssage (frame) size 1000 160 : 160
[ogtets] m
Mgssage (frame) rate 1 \,e'&e t=drfywen 0,3to 1
[HE] /\ N
Bi{ rate 100 to'2 000 1 to\Q_j 110 10
[KBit/s]
Latency <100 30 <1000
[mis] (TL1000) (\ TL30) (TL1000)
Transfer delay asymmetry < F\\ \) U4 -
. \
Time accuracy - \j <3 -
[§] [\/\ Q\ (TX3)
Jither N Y ¢ N - -
\, —6 -6
Erfor rate /\ ~ > <10 <10
Rgcovery delay O 20 20
[s]
Uravailability( \ <107 <107 <7x107°
NQTE re véq d@)f 1§\s is compatible with a TCP recovery delay.
6.6 Cowto Control Centre (IF12)
Intgr-control centre communications include the message exchange of SCADA information in
eaghcontrol area and operational file or historian data exchanges between control centres.
Other.communications include load dispatch voice and meteorological information collections.

The ICCP / TASE-2 standard IEC 60870-6 makes recommendation on communication that are
obsoleted by technology progress. The CIM standard IEC 61970 makes no recommendation
on the network topology or performance.

The required performance is summarized in Table 16.



https://iecnorm.com/api/?name=9f002830af5df23e12b6bfb59908461d

- 68 - IEC TR 61850-90-12:2015 © IEC 2015

Table 16 — Communication requirements
for inter-control centre communications

SCADA File transfer Telephony
Direction Bidirectional Bidirectional Bidirectional
Message (frame) rate 0,2to 1 - -
[HZ]
Bit rate (Bandwidth) 10 to 100 1 000 to 10 000 64
[bit/s]
La ency 2 10 n’1
[s]
Transfer delay asymmetry - - =
Tie accuracy - - \—/\
Jitfer - - /\ —\
Bi{ error ratio <10°® - \ 10\\/
Rdcovery delay 20 - \ N \)
[s] U
Urlavailability <7x10-5 - SN\ RN < P 108

SQURCE: Japanese utilities

N\

6.7] Wide Area Monitoring System
6.711 WAMS overview

Wide Area Monitoring Systems (WAM ( rge
areja (a region or a countr i S G i ect
actjon on the electrical co i iph

IEG TR 61850-90-5 de

WAMS include @ i ns,

reglional transmissiQf ¢ e.g.
state estimation - gnak stabijity monitoring, voltage stability monitoring, thermal
mohitoring and i i

Widle-area™\sityati s ay (WASA) monitors and displays grid components and

penform nnections and over large geographic areas in near real time. The
goals of situati arehess are to understand and ultimately optimize the management of
grid components, avior, and performance, as well as to anticipate, prevent, or respond to

proplems before disrdptions arise [41].

6.7]2 WAMS topology

The WAMS application uses the current and voltage phasors information to detect abnormal
grid situations.

The WAMS consists of Phasor Measurement Units (PMUs), Phasor Data Concentrators
(PDCs), and Central Processing Equipment (CPE) such as data processing and storage
(historian) and display as well as WANSs.

NOTE |IEC TR 61850-90-5 calls the Central Processing Equipment “Central Equipment”, this term is not used here
because of abbreviation clash.

The PMUs measure the phasors in the substation, synchronized to a common reference clock
with a precision of some 4 us with respect to absolute time. This precision requires a precise
time source such as a GSSN receiver. However, due to the lack of trust in GNSS (7.15.4), the
network is required to serve as time reference (7.15.7).
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The phasors values transits over the WAN to the PDCs, either at the substation level (ssPDC)
or at the regional control centre level:

a) Decentralized PDCs (Figure 21 a) bring the advantage that they can resample data
coming at different rates, make better use of the bandwidth through aggregation and can
keep a record in case of network breakdown. They play the role of an Application-Layer
Gateway (ALG), segmenting the WAN.

b) Centralized PDC at the CPE (Figure 21 b) is also feasible when the network provides
sufficient bandwidth and supports multicast. This lowers costs by avoiding intermediate,
utility-specific units in the network and improves scalability.

IEBE C37.118-2 defines the communication between PMUs and PDCs.

IEHE C37.244 defines the PDCs.

IEG TR 61850-90-5 specifies the transmission of the synchrophasérs a 5 Cs
ovgr a WAN. The same PMU can broadcast the data to seve \ is th Tolg|
why IEC TR 61850-90-5 specifies UDP multicast rather than T 4

regional

PDC
corporate
other WAMs
substation %
PDC ANLUA
| PMU PNU k | N/H} PMU || PMU | | PMU || PMU || PMU | | PMU || PMU || PMU |
L AN N\ ) \ )

I Y
\@)WIized b) centralized

Figure 21 — Principle of synchrophasor transmission

IEC

Table 17 summarizes the communication requirements of IEC TR 61850-90-5.
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Table 17 — Summary of synchrophasor requirements

Function Reporting rate| End-to-end | Measurement | Sensitivity to | Sensitivity to Currently
latency timing error | transmission | lost packets covered in
jitter IEC 61850
[HZ] [ms] [ns]
Synchrocheck >4 100 25 Medium High SMV service
Predictive 25 to 100 at 30 25 Medium Medium SMV service
dynamic 50 Hz
stability control | 30 to 120 at
80 HZ
Undervoltage 25 at 50 Hz 100 25 Medium Medium SMV servicg

loadl shedding 30 at 60 Hz

Adgptive >4 (10) 300 25 Low iu V.'Servicg
reldying A

Out-of-step >10 300 25 Medium edium V servicq
profection

Sitgational 10 3000 25 Low to medium M edimw\y%riodic
awgreness reporting,
intdr-area SMV-servics
oscjllation N

sitdational 50 3 000 25 L}?o madium @ medium |Periodic

awgreness reporting,

local oscillation /\ L SMV-servicq
sitdational 3xf 3000 5 Lok to mddibmf| Low to medium |Periodic
awgreness reporting,
serfes L SMV-service
respnance /

Sityational 1 3000 \(y/to medium | Low to medium |Periodic
awgreness reporting,
phgse angle, SMV-servicq
power flow [\ ~ )\/

Sityational 1 000 25 Low to medium | Low to medium |Periodic
awgreness reporting
vollage profile

Sityational 25 Low to medium | Low to medium |[Periodic
reporting,

3
awareness
power flow SMV-servicq
Stafe- 00\to 10 000 25 Low Medium Periodic
est matior& reporting,

security SMV-service
assessme

N\
Evgnt data —\ - 25 Low Medium All as needed
Datga archiving \/ - 25 Low Medium All as needégd

SOPRCE+IEC TR 61850-90-5:2012, 7.4

6.7.3 WANMS communication requirements

NASPI document [37] gives guidelines where to place the PMUs.

The communication requirements for WAMS are summarized in Table 18.
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Table 18 — Summary of communication requirements for wide area monitoring

Class B Class C

(State estimation) (Visualization and

monitoring)

Class D

(Disturbance analysis,
off-line)

Direction Bidirectional between PMU, PDC and CPE

Message size Tens of octets or more for data, configuration, header, a

nd command messages

Message rate (30 to Somewhat critical Somewhat critical

120 samples per second)

Critical

Bi‘ rate Severattens of Rbit/sto several Mbit’s

Lalency Fairly critical Somewhat critical Not critical
3sto 10 3 ﬁ%}\

Time accuracy Critical 1) Somewhat critical

Ddta accuracy (Error Somewhat critical Not critical |t|ca

rafe)

Rqliability/availability Somewhat critical, Not critical itica

redundancy needed

Nd
re

TE 1 The 50 us accuracy required by IEC TR 61850-90-5 i
luirements for the clock is an absolute time accuracy of 5 pus,

S o\r%\&\} application. T]
e in particular,

=

e

6.8 ( A@AC F1

6.8

WA
Re

3

S),

Figure 22 categorizes t or WAMPAC, each imposing its qwn
communication requirements. x
: tWenon of WAMPAC
\1/ |
er system
\ stablllty
RN ]
rotorang frequency voltage
stability stability stability DI
; ient stabilit small disturbance large disturbance small disturbance
ransient stability angle stability voltage stability voltage stability
IEC

Figure 22 — Target phenomena for WAMPAC

NOTE More detailed typical use cases for WAMPAC are described in IEC TR 61850-90-1 and IEC TR 61850-90-5.

6.8.2 WAMPAC communication requirements

WAMPAC systems receive information over the WAN from across a large area of the grid and

perform control actions to maintain grid stability.
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Figure 23 shows an example of general architecture, functions and information flow.

Central Processing Equipment (CPE)

real-time data . creation of
stability
state —>| calculation control
estimation scenario

-~

The¢ CPE esti grid state using the data received from the PMUs. If it detects

| S b o= ——d

__{_._-_—"-’f-_i V
= —
“\____/g&
Phase| Measurement | Unit < M\Q
PMU
( ) /\v h .8
phasor status ault ol
measurement information v tesﬁk&n \condition
~ F 3
RF—
N !

Q generator

trip

IEC

ability phéno y, it creates as a countermeasure a control scenario and sends it to
. The JED sends-the tripping signal(s) to the generator(s) determined from the statug
grid<relevant switchgear status and other information received from the PMU

ordance with the respective control scenario for each type of fault sent from the CPE.

the
if

Uy

an
the
of

In addition to the WAMS functionality, a WAMPAC system is able to act on the electrical grid,
e.g. for load shedding or adjustment of FACTs devices. This requests not only an upward
communication from the PMUs to the control centre, but also a downward communication to
the substations to operate the switching equipment. This up-to-down control path with strict
timing requirements is what distinguishes WAMPACS from WAMS.

Table 19 summarizes the typical communication requirements of WAMPAC. Precise time
synchronization is required to synchronize the phasor data measurement in the PMUs. The
required latency, time synchronization, etc. depend upon each phenomenon of grid instability.

Table 19 also indicates the quantity of PMUs, the data size and the transmission distance
because these items are needed for engineering of the practical WANSs.
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Table 19 — Typical communication requirements for WAMPAC

Phenomena | Operating Route Data Time Latency Interval PMUs Data Range
delay accuracy [ms] Qty. [octets] | [km]
[ms]
Rotor angle 150| PMU to PDC| Phasor 50 ps 5000|100 msto1s 500 100 500
stability to or CPE
(Transient 250 20 20 ms
Stability) PMU to IED
Rotor angle 1000 PMU to IED| Phasor 50 us 20 1/ cycle 10 100 500
stability to
(snyatt 5000
disfurbance
angular
stability) (\
Frepuency 200 PMU to IED| Phasor 50 us 20 20 mg( N 100 P50
stability /\
Voljage 100 PMU to IED| Phasor| 100 ms 20 1,/ cysle 10 \@/0* P50
stability to
10 000
Overload 3 000 PMU to IED| Phasor 1s 10004 \&‘\B 100 500
to
100 000
SOPRCE: [40]

6.8/3

NAEPI [37] documented the synchrophga
Some 1000 PMUs were installed until 2

Source: NASPI

Use case WAMPAC

24.

Legend
@ PMU Locations
¥ Transmission Owner Data Concentrator
Y Regional Data Concentrator
/" data up to reliability coordinator

/ data between reliability coordinators

Vit information avastable as of March 14, 3004

Figure 24 — PMUs and data flow between TSO and regional data hubs

IEC
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6.9 Wind turbines and wind virtual power plants

IEC 61400-25, Communications for monitoring and control of wind power plants and
IEC 61400-25-4, Mapping to communication profile make no recommendation on network
topology or performance.

6.10 Distributed Energy and Renewables (DER)

IEC 61968 and IEC TR 61850-90-7 make no recommendation on network topology or

performance.
6.11 Summary of communication requirements for WAN
Talrle 20 reduces the communication requirements to four distinct classes\to. which|all
requirements are mapped, with about one order of magnitude in betweén.
Table 20 — Classification of communication/raqu\e% S
Class WA Class WB Clags WC, X \class WD
Afplication field EHV HV \W \ >Genera| purpose
Lafency 3ms 10 ms / Ns \ 1000 ms
Jitfer 10 s 100 s\ 9/ Onms 10 ms
Latency asymmetry™" 100 ps 1/rﬁ{ > <> 10 100 ms
Time accuracy? 1 us 10\*\3 \ 100 ps 10 to 100 ms
Bif error ratio 107 to 10° /1075 05 10-3
Uravailability 107 to 1075 \ 10750 1N 10-2
3) 4) 5)
Rdcovery delay) <zé‘<{“/\ \ é@\m} N > 5s 50s
NOTE 1 The jitter requirem i on clpck synchronization exists.
NQTE 2 Applies @
NOTE 3 Compatiblewfi IP (FRR).
NQTE 4
NQTE 5
Sinlce the vary with power system configurations, operations and regulations,
the| requireme lassified by the order of magnitude as shown in Table 21, but acfual
numbers may differ
Table 21 - Communication requirements of wide-area applications
Time Reco-
Aoblicati . . Bandwidth | """ | Jitter | ASY™" | accu- | Error | YNV very
pplication (Function) Link A cy metry aila-
[kbit/s] [ms] [ms] [ms] racy rate bility delay
[ps] [ms]
Analog comparison line SS-SS 9,6 to 64 3 0,01 1 106 | 106 0
protection
State comparison line SS-SS <10 10 0,1 - 1 1076 | 1076 0
protection
Transfer tripping SS-SS <10 3 0,3 - 1 1078 | 1076 25
WAMS Ss-cC 10 to 100 100 1 - 1 10% | 10 50
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Time Reco-
L . . Bandwidth | “21€" | Jitter | ASY™" | accu- | Error | YN2Y very
Application (Function) Link A cy metry aila-
[kbit/s] [ms] racy rate o delay
[ms] [ms] bility
[us] [ms]
WAMPAC for transient SS/PS-CC 10 to 100 10 0,1 A 1 1076 1076 50
stability
WAMPAC for dynamic SS/PS-CC 10 to 100 10 0,1 - 1 1076 1076 50
stability
W AttPACforfrequency SSHPS=-EEC +0to—166 +6 O = 4 +9=E8 +9=E8 5
stapility
WAMPAC for voltage SS-CC 10 to 100 10 0,1 - 1 ,M 1078 5p
stapility
e
WAMPAC against SS-CC 10 10 0,1 - 1 ‘N 10~8 5p
ovgrload
SCIADA (Supervision, SS/PS-CC 1to 10 100 1 - }Gi 1076 5p
telgmetry, telecontrol
AN
Load dispatch, AFC PS-CC 10 to 100 100 /]\\ - \ )’6 106 5p
Intgr-control centre cc-cc 10 to 100 100 z - 106 | 1076 5p
SCIDA data exchange
N\
Intgr-control centre file cc-cc ~1/0Q0 /\{go D - 3 - 10 | 10% | 500
trapsfer )\/
Dispatch command voice PS-CC <§g }&{ 1 - - 1078 | 1076 5D
Wdrkforce voice SSs-CC {64 (\ 15&\ 1 - - 107 | 1078 5p
Video surveillance s-C ’M 00031009 > 10 - 10 | 1078 | 50Q0
Fallt location 0,01 1 106 | 1076 25

5 m oV

valley

Wide-areag} :

¢ topology of the WANSs varies widely. Popular topologies are rings and meshed rings si
pfrovide inherently link redundancy. Since the topology follows that of the high volt3

do not fit easily into a ring. Figure 25 shows an example in which the rings are explicit.
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BACKBONE
RING 1

Bymbol:

| ayer? bridge

Bource: ABB

IEC]

Any network has:

e |a data p in
analogrtel

e |a con . < ork
element (te r;ltrol
plane can< ing
anoth

. aéﬂagement plane for installing, configuring and supervising the network elements.

Table ZZ summarizes the technologies for building the WANS while providing the performance

required.
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Table 22 - Communication technologies

Technology ATM SDH/ Carrier IP IP/MPLS MPLS-TP
SONET Ethernet
Layer 2 1&2 2 3 2,5 2,5
Medium ATM OCxXx, IEEE 802.3 Any Based on Based on
STMxx IEEE 802.3 IEEE 802.3
Topology Mesh Mesh, ring Mesh, ring Mesh Mesh, rings Mesh, rings
linear, P2P | (Logical tree)
Bandwidth Depends on Up to Ethernet Depends on Depends on Depends on
Layer 1 40 Gbit/s speed Layer 2 Layer 2 Layer 2
M¢dium access TDM TDM Prioritized Prioritized Prioritized
random random random
access, no access, no CCESS, No
pre-emption pre-emption PAE pre-emptio
Rgcovery delay 50 ms 50 ms RSTP: 50 ms 50 Ms\(ring 0 msy(ring
50 ms typical | achievabl dunhdahcy) re dancy)
with FR
ITU-T otherwise Yo
G.8032:
<50 ms
PRP & HSR:
zero. a
P4th congruency | Same circuit Same yes \//é h4dpx both Can be Can be
back and circuit ba (broagegst d'recs >enforced by enforced by
forth and fort \Q) in) canwa j\/ engineering engineering
Syinchronization Native Native 15 NTPs SyncE, PTP SyncE, PTH
kSync Telecom
profile
Layer 3, PTP
Time and
(\ Phase
Rquting Circuit Circuif- W Automatic: Automatic, Static
switchged itched with MAC OSPF, LSP
address I1S-IS or static by
ring and TE: 802.1ag,
VLANs ITU-T Y. 1731
S
Cdnfiguration ontrol Automatic Automatic Automatic Managemenpt
plage (RSTP, (OSPF, IS- (LDP) plane
IEEE 802.1D | IS, SNMP)
(\\N{ )
Qyality o TV NMDM 802.1Q DiffServ, MPLS MPLS
sefvice IntServ
Viftual netw&k\ irt0gl paths, | None VLAN VRF VPWS, VPWS,
irtua VPLS, VPLS
ci s L3VPN
Sditability for Yes Yes Only with Only with Only with Only with
differéntial precise time precise time precise time precise time
protection distribution distribution distribution distribution
Suitability for Yes Yes Yes With Yes Yes
binary careful
teleprotection engineering
Packet transport | EOATM EoSDH Native Native Native Native
EoSONET
EoTDM
Pseudowire native native yes yes yes yes
(VPWS)
Suitable for Large Large Small Very large Large Medium
networks networks networks networks networks networks
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Technology ATM SDH/ Carrier IP IP/IMPLS MPLS-TP
SONET Ethernet

Observations Obsolete Widely Widely used Widely used | Widely used Possible
used in in in WANs in carrier migration
utility Metropolitan networks, path from
networks and access increasing SDH/SONET

networks use in to PSN
utilities

Subclauses 7.4 to 7.11 describe the layers of communication in the order of the OSI model.

7.4 Layer 1 (physical) transmission media
7.41 Summary

Table 23 lists the media detailed in Clauses 7.4.3 to 7.4.6.

Table 23 — Physical communication ¢ne

Name Type Bit rate Propagati Standard

S

Metallic wire

NP
Twisted Wire 1 kbit/s st X Q 50 RS 485
Pair 10 Gbitis

Coaxial 1 kbit/s% é\,s\/}x 1 km Various, e.g.
_ ITU-T G.623
10 Gbitfs  ~_
CAT5-CAT 100-Mbitis to\>5 s R 100 m ANSI/TIA-568

oftical fiber I Q ~—"

Mukimo 0 M 'tlw 5 us / km 2 km ITU-T G.957
ansmitter) )
10 _Ghjt/s

Sigla.mo 1°Thi 5 us / km 100 km ITU-T G.652
ase ITU-T G.653
ingle pod > 1 Tbit/s 5 us / km >100 km ITU-T G.671
(WDM) ITU-T G.694.1

ITU-T G.694.2

AN
Rddio Nas )
Omniﬁgectional 1 Gbit/s 3,3 ps / km 10 km -
Midretvave 10 Gbit/s 3,3 us / km up to 150 km ;
(200 km at
reduced bit rate
Pdwer'line carrier
HV (point to few kbit/s to 300 | 13 us to 4,2 us 1000 km IEC 60495
point) kbit/s per km IEEE P1901
(TDM)
MV, LV meshed | 10 kbit/s 5 pus / km Up to 2 km IEEE 1901
to100 kbit/s, up depending on
to 30 Mbit/s power cable

7.4.2 Installation guidelines

IEEE 487.3 provides guidelines for installation of communication facilities for power utilities.
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Metallic lines
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While metallic lines are not properly a WAN technology, they are mentioned here since it is
generally the “last mile” access to the WAN and the interface to the SEN.

WAN router ports are normally metallic lines and therefore these standards are relevant for

the understanding of WAN vocabulary.

There exist a number of standards for attaching RTUs such as RS-232 and RS-485, which

Ethernet cables are shielded, twisted pair cables with several twisted pdirs i
The¢ category of the Ethernet cable expresses over which distance tF
Ethernet frames at a given bit rate. The recommended technolog
for|all Ethernet speeds up to 1 Gbit/s over a distance of 100 m 2

Ho
dis

Tw

DS

offer speed of up to 256 kbit/s over short distances. Such standards make no assumption on
: , R S e

dble W

> peda of

but also for digjital

(VDSL) whose data rates
as well as High-bit-rate OSL

ng from 26,075 kHz to 137,825 kHz [for
104 kHz for downstream communication.

abtée 24 — DSL communication over twisted pairs

ef from signal attenuation and noise caused internally
and caused externally (e.g. disturbances from poyer

Name Downstream rate Upstream rate Maximum range Standard and notte
ADSL.over POTS 12,0 Mbit/s 1,3 Mbit/s 8 km ITU-T G.992.1
Annex A
VDSL 55,0 Mbit/s 3,0 Mbit/s 300 m ITU-T G.993.1
HDSL 2,048 Mbit/s 2,048 Mbit/s 4 km ITU-T G.991.1
One to three pairs
SDSL 2,048 Mbit/s 2,048 Mbit/s 3 km ITU-T G.991.2
One pair
SHDSL 4,608 Mbit/s 4,608 Mbit/s 6 km ITU-T G.991.2
Two pairs

Table 25 details the trade-offs of copper cable communication.
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Table 25 — Trade-offs in copper cable communication

Advantages Disadvantages
Cost-effective Disaster susceptible (overhead cable)
Medium transmission rate (a few Mbit/s) Short transmission range

7.4.4 Power line carrier (PLC)

volta

coypling may be used.

Figure 26 and Figure 27 show the phase-to-ground coupling, which i

line tra . .

circuit breaker P A high voltage line W
I

_-l/- _I./"'H-..._I_ 1

T 2
I 1

coupling capacitor coupling capacitor
 tuner |
e coupler /\ /\ X coupler

PLC is one of the oIdest data transm|SS|on schemes in power transm|33|on It uses the h|gh-

coy leng capamtors and line traps Phase to ground and phase-to-phase couplmg/ differential

spee h protection and control

ser>to-ground coupling for PLC

IEC
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pogsibility to maintain dataNransmissi phase down. Figure 28 and Figure
shqw the phase-to-phase‘coupling.
ine\{ra b i line tra ircui
Q &) p | Xhigh vokage lines A p circuit breaker
| o : . . |
|/' A F /.“‘SAI __/i/_i\{ '\|
1 _~ [~ 3 _II_ ~1
ling\trap line trap
coupling -— - - COupling
capacitors - ™=  capacitors
[tuner | | tuner | [tuner| |tuner]
o

coupler

data transmission for speech, protection and control

coupler

»

Figure 28 — Phase to phase signal coupling for PLC

l
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Source: ABB, Switzerland

DP
the

The¢ PL
disfance,

The transmissio
stafted as simple™&na

Poyer Line Carrie

X

ich
ital
[he

also used in distribution networks without line traps, with redug¢ed

Table 26 — PLC communication technologies

Volta €1§el Technology Narrowband Broadband
\é/ 9 kHz to 95 kHz, 10 kHz to 490 kHz 1,8 MHz to 30 MHz
Low/medium data rate High data rate
4,8 kbit/s to > 128 kbit/s > 100 Mbit/s

High voltage 380 kV (WAN)

Range > 1000 km

Application Teleprotection, utility communication,

SCADA

Standards IEC 60495, IEC 62488-1
Medium voltage 30 kV (RAN)

Range 0,5 km to 10 km 0,5to 1,5 km

Application Distribution automation

Ripple Control

Smart Grid backbone
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Voltage level Technology Narrowband Broadband
9 kHz to 95 kHz, 10 kHz to 490 kHz 1,8 MHz to 30 MHz
Low/medium data rate High data rate
4,8 kbit/s to > 128 kbit/s > 100 Mbit/s
Standards IEC 62488-1, IEC 61334-5-4, PRIME, | IEEE 1901

PLC G3, IEEE 1902.2

Low voltage 230/380V (NAN)
Range 50 mto 1000 m 50 m to 1 000 m (3 km)
Application AMR, Demand Response Last mile Internet access
Standards IEC 61334-5-x, IEEE 1901.2, IEEE 1901, ITU .hn
ITU G.hnmem
Lol voltage 230/380V (HAN, LAN) RN
Range 50 m 50m ( \ \ \
Application Building automation se dat ne ork
Standards X-10, LON PLC, KNX-PLC mePI
IEEE 1901.2 ITU G.hnem {\K 1$\I \V\G hn

The¢ propagation delay of PLC varies depending ¢ act istics (F/m, H/m); it
typ|cally lies between 4 us/km and 13 ps/km.
Table 27 shows the advantages and di ntages\of PL Unication.
Table 27 — PLC commu ntages and disadvantages
Advanta@ /’\\ S Disadvantages
Cdmmunication mdepende t of ter\AI prowde ‘D;Eger susceptible (if high-voltage lines are
damaged)
Ugdes existing powe}/ﬂr\ > Needs access to the high-voltage line
Cqst-effective \/ Low bandwidth (< 1 Mbit/s) with narrowband
technology
Rdbust, long-distan¢e c \) Correlation between line fault and communication
channel: not suited for analog comparison schemes
7.415 is on
7.45.1
Radio links Jare p of the WAN transmission, especially when used for substation| to

sulf

station communication and for distribution grids.

Raé&i

omnidirectional versus directional depending on the type of antenna;

licensed bands (costly, difficult to obtain, but in principle interference-free) versus

unlicensed bands (free, but shared with an unpredictable traffic;

fixed versus mobile — the latter being interesting for workforce communication;

indoor units versus outdoor units depending on the suitability for shelter or field mounting.

The covered range depends on:

frequency band;

topography (the higher the frequency, the more the antennas must be in line-of-sight);
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data transmission bandwidth (the data rate is reduced when the signal quality
deteriorates);

radio propagation conditions (reflection, refraction, diffraction, multipath, rain/snow
attenuation) and interference from other radio systems;

transmitting power, this may be regulated in some countries.

Moiré effects due to multiple paths or several senders can create dark spots even when
nodes located further away still operate correctly.

eagh node as a relay (as in distribution grids) or base station (as in

7.4,5.2 Terrestrial fixed microwave radio

Miqrowave technologies are deployed in clear li
cornectivity, as shown in Figure 31.

Tegrestrial fixed microwave radio has long been in use
sy

ver
tem monitoring, protection and control.

bint

site A

feeder

1 1
)
powe | e | POWET
room ™ FEEEE tower | X1 | ' room
P EEEEENL S\ SN SN [ 1
1 1
1 f \ 1
equipment equipment
room room

Figure 31 — Terrestrial microwave link

Table 28 shows typical microwave link performances.


https://iecnorm.com/api/?name=9f002830af5df23e12b6bfb59908461d

— 86 —

IEC TR 61850-90-12:

Table 28 — Microwave link performance

2015 © IEC 2015

Link type Carrier Range Bandwidth Configuration
long-haul 4 GHz to 11 GHz 100 km to 150 km 10 Gbit/s Multichannel 10+0
short-haul 13 GHz to 42 GHz few tens of km 2 Gbit/s to Multichannel 4+0.

2,5 Gbit/s
very short link 60 GHz to 80 GHz few km 1 Gbit/s to Single channel at
2 Gbit/s 500 MHz
NOTE The covered distance depends on regulations (permitted transmission power)
TatLIe 29 shows the advantages and disadvantages of terrestrial microwave
Table 29 — Terrestrial microwave advantages and dIS vantages

D.s;@a\\gﬁ

Advantages

R4
re

latively cost-effective installation, no digging
uired.

Bandwidth depen(%)n\rm%s\(QWI condltlo

=]

S

lon outa d

g haul communication capability; Short period

fading and/or

il
\girMequency bands,

attenugton imcertaind
depending also@n t weath r and other
met roI g| al ph

litt ilures fa

(u

e interference from the power system asset
like optical fibers using the power masts)

s s “sensi
ted micr

enna located on power mastg.
towers are preferred)

7.4.5.3 Terrestrial omnidirectionalradio

VH e

thejr data rate is limited (

cially for disaster r
ain use is voice.

Popular bands are:

135 MHz to

Fof
cor
mobpi

7.4

Table 30 Jists the major terrestrial mobile radio technologies.

ecovery, altholigh

1R)
blic
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Table 30 — Public mobile radio technologies

Technology Bands Range Data rate Status
country dependent
GSM 850 MHz to 26 km 9,6 kbit/s qst generation
1 900 MHz
GPRS 850 MHz to 26 km 80 kbit/s (downlink) 2" generation
1900 MHz 40 kbit/s (uplink)
UMTS 850 MHz to. 29 km 384 kbit/s to 2 Mbit/s 3" generation
2 100 MHz
UNITS WCDMA 850 MHz to 200 km 7,2 Mbit/s 3" generation
2 500 MHz
UNMTS — HSPA+ 850 MHz to 29 km 28 Mbit/s to eneration
2 500 MHz 42 Mbit/s ced’for IP
168 Mbit/s dowry'\ ) fic
WIMAX 2 GHz to 66 GHz 100 m 30 Mbit/s to 40\MbI¥/s s@y LTE
(IHEE 802.16-2004) (1 Gbit/s)
LT 700 MHz to 14 km to 103 km | 150 Mbit \ 20 ggheration
2 600 MHz (309/MMbit/s\4Gy))
W{-Fi/WLANs 2.4 GHz, 5 GHz 100 m bitis to B MB{t/so_hotspots
(IHEE 802.11) 600 it/s
A multi-hop WLAN can offer longer-ra ks

reg
for

arding availability and latency for
short-range telecontrol links in face

ml@Alth gh they have drawba

Advantaﬁss

(

P\

Disadvantages

Cqg

st-effective and easy to[h\s\

tall

\S/h&))rt transmission range (< 10 km)

Di

baster tolerant G § ?

Q
Y

Performance degradation due to radio interference
and screening, radio jamming attack susceptible

Tr
en

hnsmission rate of fe
vironment

AN

Dozens of milliseconds up to seconds (depending on
technology, topology etc.) of residence delay per hoj

N

7.415.5 adio
Safellit icrowave bands to communicate via geostationary or low-orbit satellifes,
seq Table
Tabfe 32 — Satellite radio advantages and disadvantages
Advantages Disadvantages
Ubiguiteus Limited bandwidthverylonglateney

Can be used for back-up and disaster-recovery

Frequent outages during fading and/or attenuation in
certain terrains and frequency bands (depending also
on the weather and other meteorological phenomena).

Little interference from the power system asset
failures (unlike optical fibers in earthing cables)

Costly, precious bandwidth

Subject to jamming, DoS attacks, spoofing and
interception

7.4

Digital radio links transport Layer 2 as:

.5.6

Microwave radio links

a) PDH/SDH/SONET interfaces T1 or E1 interfaces (see 7.6.1.2), (Figure 32 a);

up
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b) native Ethernet interfaces (Figure 32 b);
c) TDM traffic converted to packet stream and all traffic handled as packets (Figure 32 c).

E1,STM SDH decading J—SDH —E1, STM
| [| coding+ (]| 4,, errar
™ modulation ’@ @ ™| correction
SDH SDH demodulation Uspr HH»{sDH
frame converter multiplexer RF module RF module || demultiplexer frame converter
module module
microwave radio equipment microwave radio equipment

(a) Packet over SDH

ethernet | 1 decoding
] | | coding+ []} z | error
— ™ modulation ’@ ®- > correction =
ethernet} { demodulation
packet packe
switching RF module RF module itch
module du
~ %
microwave radio equipment icrowave radioequipmen
(b) Native Ethernet
frame converter frame converter
Q S N\ )\/
q4DH [ ethernet] 1 - decoﬁi% I »]cthernet J»SDH
= |Hs coding.+ i error —
— modulation ction —
athernet| f — lation L1 ethernet
packet packet
switchi W F module switching
module module
] 14 V

microwave radio equipment
M oyer Ethernet

IEC

radio communication is well suited for distribution and feefer
dde acts as a relay and some nodes connect to a trunk network ip a
Figure 33.
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HAM (ZigBaa)
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bource: Tropos, USA

NOT
7.4
7.4
Op ide
igtr: ) ] ailable bandwidth is well in excess of what is needed for the opera iﬁg

toplography~.of the network closely follows that of the electrical grid, with each substafion
begoming a network node. ITU publication [10] gives a comprehensive overview.

7.4-6.2—Fibertypes

Fibers used within substations are usually multi-mode fibers (50/125 um) operated at
1 300 nm wavelength (near infrared) and limited to distances of a few kilometers without
repeaters.

Fibers used in WAN are usually single mode fibers (9/125 um operated at 1 310 nm or
1 550 nm which present an attenuation of 0,3 dB/km plus 0,1 dB per slice and some 0,75 dB
per connector. Single-mode fibers allow spanning more than 100 km without repeaters.

Fibers offer a strict separation since crosstalk is not a factor. Therefore, this allows separating
the critical traffic from the non-critical by giving each of them dedicated fibers.
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NOTE |IEEE C37.94 standardizes a fiber optical interface between teleprotection and multiplexer equipment for
50 um and 62,5 um multi-mode optical fibers operating at 830 nm with BFOC/2.5 connectors. In addition, it also
defines an application layer frame structure that will not be considered here since it is a pure point-to-point, not a
WAN technology. WANs transport C37.94 messages as a service.

7.4.6.3 Fiber in separate cable

All Dielectric Self-Supporting (ADSS) optical cables are attached to high-voltage towers or
poles (Figure 34). They are used for retrofit, lashed to a conductor (when the line has no
ground cable) or to a ground wire (to avoid laying out a new ground cable). These fibers are
therefore not shielded from the magnetic field of the line and this affects the optical
characteristics and the dielectric of the fiber when the voltage exceeds 150 kV. ADSS cables
are| often used in 132 kV lines.

Figure 34 — ADSS fiber cable

Figure 35 shows ine with the retrofitted ADSS fiber cable and splicing box.

The¢ ADSS may also be buried underground in a trench, which makes its failure independent
froTﬁ possible breakdown of high-voltage towers. |e
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7.4

Fib S ines,
called Overhead Powi Nire '\ \:iork
topplogy closel S ion

eqyipment locate

Source: Kabelwerke Brugg, Switzerland

IEC

Figure 36 — OPGW in ground cable

The earthing cable contains one or more “C” tubes that each holds a bundle of fibers
(Figure 37).
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NOT

8 the
cable down to the splicing b

W\
WHile a single modatensowre 48 fibers, a multitube can accommodate ojver
200 fibers (Figure 3
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Theé same kind (@

Fibers do not proxw Y than copper cables, splicing boxes outside of fhe
premises are exposed e intrusion control and data security apply to |all

WHile mulimode optical fibers (such as used within a substation) are restricted to o¢ne
wayvelength only, single mode fibers allow sending simultaneously several optical beams with
diffecent wavelength, or “color”, as shown in Figure 40.

NOTE Colors in Figure 40 are for understanding only since present standards operate in the infrared wavelength
region (1 600 nm to 1 200 nm - “red” would be 750 nm).
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multiplexer/ multiplexer/
demutiplexer demultiplexer
single fiber
/ L
/]
< =100 km >

Figure 40 — WDM over one fiber

The¢ complexity of WDM is hidden in the multiplexers; the user co
ports are directly connected by individual fibers.

ITY-T standardized two multiplexing methods:

o |Coarse Wavelength Multiplexing (CWDM) [ITU-T
from 1 270 nm to 1 610 nm separated by 20 nm;

ing

els

o [Dense Wavelength Multiplexing ( [ hall
channel separation of 0,4 nm to p ive and temperature-controlled
equipment.

The¢ weak point of WDM is the reliabili ich

is i

WDOM multiplexing allows his

minimizes the medium

When longer d S on

erbium-doped fibear

7.4

OoT bes

opt

ITU Layer 1 data encoding that uses Forward Error Correction to redlice

the gth

switching_(Figure 41).

0

optical optical optical
regenerator  wavelength regenerator
switching

Figure 41 — OCh optical components

IEC

There exist a number of purely optical switching devices, the most promising ones being

based on the MEMS technology.
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7.4.6.8 Passive Optical networks (PON, EPON)

Passive optical networks allow splitting of one fiber signal into different fibers with a passive
splitter. Dividing the signal into a number of channels reduces in consequence the signal
strength and the covered distance. To compensate this, EPON (IEEE 802.3av) uses Forward
Error Correction. It is therefore interesting for asymmetrical communication, e.g. for
distributing video signals.

This technology developed for the last mile and residential area has little importance in WANSs.

7.4[6:9 Fiberreltabifity and supervision

Fibers present the highest reliability of all communication media.

The weak points are the transmitters.

Example: Hydro-Québec specifies for the OPGW a failure rate of 0,36 interruptiqns

NevVertheless, constant supervision of the fibers is necessafy ral
rulg is to try to cut the communication in the opposite direction i g to
operate, to attract the attention of the sender.

7.46.10 Fiber advantages and disadvantag

Table 33 summarizes the optical fibe

Table 33 — Optical fibers: ad

[ERN
Advanta{géx /-\\ \ N \ Disadvantages

EXcellent BER / km N Dis‘%e’t{ar susceptible if carried on HV towers

Vdry high bandwidth / \ \Réiability of transmitters, especially laser diodes

PHysical separatiopof caffig in differeni\fiber aw Difficult to repair (e.g. OPGW), risk of long outage
within a fiber time

Elgctrical isolation b ent IS, \/ Splicing boxes are exposed

wifle immunity agal

E4rthing cable}‘,en\al s n me us

ntages and disadvantages

Therefore, t ission capacity of a high voltage line is very high, much in excess
of the nee Ni pany, which often just keep one or two fibers from the bundle and
leapes the resi<In soile cases, utilities outsource the whole fiber communication to a telegom
commpany withta S oncerning the fibers indispensable for operation.

7.47 Layer 1 redundancy

To keep availability high upon failure or disaster, medium redundancy is applied, e.g. parallel
fibers in optical networks.

Redundancy itself is not sufficient — engineering and deployment must ensure the
independence of the failure modes, for instance:

e independent power supplies;

e media with different principles (PLC - satellite);

e independent physical layout (route diversity, different ducts, different transmission tower,
different routers;

e radio frequency separation and/or polarizations in microwave radio links;

e means to avoid simultaneous exposure to threat (unpowered backup, attacks).
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Example: Radio communication on neighbor bands can be jammed by a wideband perturbation, but using
frequency bands far apart (e.g. 2,4 GHz and 5,4 GHz) has been reported as being largely fail-independent against
natural or industrial disturbances, but not against intentional jamming.

Without supervision, redundancy is useless. Therefore, non-active links need to be energized
and exercised regularly. Better than occasional checking of redundancy is a parallel operation

of r

edundant medium, where energy consumption and service restriction allow it.

The selection of the redundant medium is usually done by the Layer 2 or the Layer 3.
Figure 42 shows an example of diverse redundancy through microwave towers separated
from the OPGW transmission.

microwave
<50 km <50 km
— |/ \
4’51‘ d
Bthernet l} ’ Etherngt
n x E1 - _ nxE
1EC

7.4/8 Use casex Di < apcy against extreme contingencies (Hydro-Quebeg)
The following ex:n:p of redundancy in the communication system df a
high-voltage grid. Tk ions network, essential to maintain the appropriated
grid operations, pfow o circuits composing the teleprotection and SPS (SIPS)
sydtems.
Figure 43"s : igh voltage transmission lines collapsed under an ice stofm.
Poyer could benaintaj thanks to fail-independence of the redundancy.
Communication p diversity was not deployed over the same corridor because the utility
spgcified_‘the minimum distance separating the two paths. Indeed, each utility defines|its
required diameter to sufficiently clear each path from each other and preserve the redundancy,

for

example, 50 km.

Nevertheless, medium diversity should be applied when feasible (OPGW and buried, OPGW
and microwave, etc.).
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Lay i 35, to physical security attacks such as physical cut-off| of

sion lines are in general inaccessible, communication systgms
ins ] ransmission lines such as OPGW or microwave are not well defenged

Communication can be spied upon, e.g. by receivers in the line-of-sight of microwave towers
or spoofed by stronger transmitters. For instance, GPS signals can easily be jammed or
spoofed.

Encryption or authentication at the encoding level can defend Layer 1 communications
against spoofing or eavesdropping, but not against denial of service.

Where Layer 1 security attacks are expected, medium redundancy (7.4.7) may be a practical
solution.

7.5 Layer 1,5 (physical) multiplexing

The same physical medium can be subdivided into virtual circuits by several techniques:
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e Time division multiplexing (TDM), in which each channel receives a fixed time slot in the
same channel (Synchronous time division) or a variable time slot (asynchronous time
division) transmission). The fixed time slot TDM is the usual multiplexing method for
telephony and LANs (7.6.1.2).

e Frequency division multiplexing (FDM), in which each channel is modulated over a
different frequency, with sufficient separation to avoid overlaps. FDM is what is taking
place in the radio broadcast, but it is also used to subdivide microwave links. FDM over
coaxial cables or microwave links was the technique of choice for the telephony network
for decades, before the more efficient TDM replaced it. Radio and microwave transmission
technique still use it (7.4.5).

e |Wavelength division multiplexing (WDM), in which different light wavelengths are used to
send signals in parallel over the same optical fiber. For instance, rg CWDW, ‘uf to
16 channels can share the same fiber (see 7.4.6.6).

As [long as each channel is firmly allocated, one can consider a m lum

as p set of dedicated channels, keeping in mind that the medium is

7.6 Layer 2 (link) technologies
7.6]1 Telephony technologies
7.6(1.1 Analog telephony and DSL

Legacy teleprotection systems operate tedicat ephone lines that proVide
exdellent real-time properties, but aimite g still in use today and fhe
chgllenge of digital communications 1 imi ime and confidentiality of a
telegphone wire while providing the ba
“pskeudo wire” behavior.

The old modem communicati g o , i or
VDL as a point-to-poif i or theMast mjle. However, a number of legacy protectlion
devices and RTUs stilljuseu

7.6(1.2  Digita

TthPCM, ATM : 3 i i ver
them.

Didital telephony ca -bit
analog-to<digita ing. i = it/g is

iyen

chgnnel is always 8 kHz, regardless of the bit rate.

A Hierarchy of aggregations allows integrating a large number of voice channels [ITU-T G.7[03].

A TT channel agglomerates 24 time slots for voice channels, thus oiffering 24 x 64 + 8 =
1 544 kbit/s = 1,544 Mbit/s of raw bandwidth. The payload of 24 x DSO is called DS1 (ANSI
T1.403-1999).

The E1 frame (see Figure 44) carries 32 DSO channels, each with 64 kbit/s, at 2,048 Mbit/s
(ITU-T G.703].

The E2 frame carries 132 channels, each having 64 kbit/s, at 8,448 Mbit/s.

The repetition rate of the frames is always 8 kHz. Some of the frames serve for
synchronization, error detection, signaling and management.
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The E3 channel (ITU-T G.751] used in Europe and Japan agglomerates 192 channels (plus

overhead), operating at a raw data rate of 34,368 Mbit/s.

125 us
0 16 31/0
E1 HEEEE IEEEEEEEEEEEEEEEENEEEEEEEENENEE EEN
- signal sync time
syne /check -
8 bits
E2

sync

7.611.3 PDH

The plesiochronous digital hierarchy (I ete tglephony technology, but a
larg S $ist for backward compatibllity.
PDH provides real-time behavior through TRQM , ig DSO circuits that offer each
8 bjts at 8 kHz (64 kbit/s), originally inten i

Figure 45 and Figure 46 illus 2SI i i tructure of PDH.

ITY-T G.703 specifies [tk hysi 3 istics Jof the copper connections from 64 kbit/g to
159,520 Mbit/s used tq comie

Sinfce its principlega ' SDH/SONET (except for its synchronization), PDH will pot

be

~—_ T3
T4
T3 274,176 Mbit/s
4 % 1,544 Mbit/s _EE multiplexer —‘—’\
—»> —»| 4th order
S 3 Multiplex—+——
7x6312Mbils |_— 5 oy —
6 x 44,736 Mbit/s —

Figure 45 — Digital Transmission Hierarchy (T — Standards)

IEC
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E1
2,048 Mbit/s E2
30 x DSO )
30 PCM I\Til?alry 8,448 Mbit/s .
channels uluplex
ﬁjt?,:gir 34,368 Mbit/s E4 _
x4 3rd order \ 139,264 Mbit/s
Multiplex
4th order
| Multiplex
_ x 4
,/

7.6.1.4

PD

alld

For

hie

7.62

7.612.1

Fig

ure 47 shows an SDH network, cons\

Quality of service

SDH/SONET

Use Case for an SDH networtk

9,

a DSO 64 kbit/s communication channel, ITU-
trapsmission output and the receiver input of PD
rarchy.

terconnected sub-networks.

IEC

has bgen

the
it/'s



https://iecnorm.com/api/?name=9f002830af5df23e12b6bfb59908461d

-102 - IEC TR 61850-90-12:2015 © IEC 2015

Légende:
D Multiplexeur PDH

@D Multiplexeur SDHPDH

= Ring STM1 ( avec ISA/Ethemet)

= Liaison FLIP= 34Mbit/s

= Ring STM4 ( avec ISA/Ethemet)

sanEMva

5S¢

EC

7.6

SO ols
tha streams over electrical connections (short links), optical fiper
(ve data rates possible) or microwave radio (for difficult topological
enyironmen nedivm bandwidth).

SDH and SONET aré essentially the same; they were originally designed to transport cirguit
switched ;communications (telephony), supporting real-time, uncompressed, circuit-switched
voite{encoded in PCM. SDH/SONET provides deterministic channels for different typeq of
servi Tod I : i fic | | TDM signals,
as well as Ethernet with Next-Generation SDH/SONET equipment (see ITU-T G.707).

Figure 48 shows the SONET digital transmission hierarchy (ITU-T G.803). Figure 49 shows
the SDH hierarchy. Synchronous and non-synchronous line rates and the relationships
between each appear in Table 34.
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2,5 Gbit/s
x4

=64
STS 12 0Cc-12 l——) 622 Mbit/s

140 Mbit/s ISPE-3c STS-3 H oc-3 155 Mbit/s

4F Mbit/s | sPE }L{ STS-1

4 Mbit/s 9| VT-6

0OC-1 52Mhilfs

l VT-group

4 Mbit/s
x4
115 Mbit/s
I4C

Figure 48 — SONET multipléxing hiera

1 544 kbit/s—» C11 | VC-11 TU-1 0 \> pointer processing
«— multiplexing
aligning
2048 kbit/s C12 ™ \g}% 2 % - ETSI specific option
3 SONET specific option
6312 kbb’s—b\c> VC-2 \KQ G-2
x7
6 312 kbit/s \{\ VC-3 AU-3
N 7
VC-3 TU-3 TUG-3

x1

. Y
139264 kbit/s —» C4 » VC-4 AU-4 -DLAUG J—DSTM-N

IEC

Figure 49 — SDH multiplexing hierarchy
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Table 34 — SONET and SDH hierarchies
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Optical Electrical SDH Bit Payload Overhead Aggregation SDH
medium medium Signal rate rate capacity capacity
Mbit/s (Mbit/s) (Mbit/s)
T-1 1,544 24 x DSO
at 64 kbit/s
E-1 2,048 32 x DSO
at 64 kbit/s
E-3 34.368 = 16 x E1
T-3 43,368 16 x)E1
0o¢-1 STS-1 STM-0 51,840 50,112 21 Els
0¢-3 STS-3 STM-1 155,520 150,336 $1s o
1
o¢-12 STS-12 STM-4 622,080 601,344 252 E1s
or 4 E4s
X
4% STM-1
0¢-48 STS-48 STM-16 2488,320 |2 ,@ 82,944 844 DS1 1 008 E1
=1DS3 or 16 E4s
4 x OC-12
4 x STM-4
0¢-192 STS-192 STM-64 9 953 621:50 MB 5376 DS1 4 032 E1p
=1 DS3 or 64 E4s
Q 4 x OC-48
5 R 4 x STM-16
0¢-768 STS-768 ST 256N 813042 @6,016 1327,104 | 28 DS1 16 128 Efls
=1 DS3 or 256 E4
4 x 0C-192
<> 4 x STM-64
7.6/2.3 SDH/SO sy h nization
SONET and SDHdiffer\from P by the use of global synchronization (atomic clocks) acrpss
the| entiremetwork. FNU=K G. contains the corresponding definitions. This synchronizafion
allgws the networ, 0 operate synchronously (ITU-T G.811), reducing greatly the amount of

buffering re

It

payload-(e.g. STM-16 / OC-48), as opposed to PDH where complete demultiplexing had to

penformed.

irec betw

elements in the network.

Iso allews' to directly access individual containers (e.g. VC-12 / VT3) inside a higher layer

be

The average frequency of all clocks in the system will be (nearly) the same. Every clock
traces back to a highly stable and accurate primary reference clock (ITU-T G.811) (7.15.6).
The synchronization network relies on a master-slave relationship with clocks of the higher-

level nodes feeding timing signals to clocks of the lower-level nodes (ITU-T G.812,

G.813). The sources available to a network element are:

e Local external timing (atomic clock or satellite-derived clock).

e Line-derived timing (S1 sync-status).

e Messaging.

¢ Holdover (own internal oscillator).

ITU-T
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7.6.2.4 SDH/SONET Quality of service

Like PDH, SDH/SONET uses TDM for medium access, which guarantees that once allocated,
a virtual circuit will offer a deterministic maximum latency, symmetrical in both directions.

For a 64 kbit/'s DSO communication channel, ITU-T G.823 provides limits of jitter at the

transmission output and the receiver input based on the 2,048 Mbit/s E1.

7.6.2.5 SDH/SONET network topologies
7.6p2:5-1 PU;IIt'tU'PU;IIt tupuiugy
Th¢ main SDH/SONET network elements include:
a) | Terminal Multiplexer (TM), which multiplexes several low-speed ché igh-spged
path;
b) |Add-Drop-Multiplexer (ADM), which adds and drops trib ediqt€ points
along a path;
c) |Digital Cross Connect (DXC), which interconnects seve
Typical SDH/SONET equipment can cover all of these Bility in topolog
Point-to-point topologies consist of connecting two hack to back (Figure 50).
remote | DS-N remote
location 1 | OC-N OGN location 1
<«--»TM \ § T™ [ ------ >
remote | \( remote
location n gererator bs-N | location n
IEC!
ONET with point-to-point topology
7.6(2.5.2
A linear tepolog 1) uses ADMs and TMs placed along a SDH/SONET path. SerVice
providers use for medium and long haul linear SDH/SONET architectures.
remote | PSN DS-N | remote
location 1 | | location 1
ADMor TM | OC-N ADM OC-N |ADM or TM
<+ - > < > CT:)‘"_'
remote 4+t | remote
, DS-N v ,
locationn | ps-N v v DS-N location n
remote remote
location 1 location n

Figure 51 — SDH/SONET with linear topology

IEC
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7.6.2.5.3 Ring topology

By far the most popular topology for SDH/SONET is the ring. SDH/SONET rings provide
50 ms and lower recovery time as well as robust recovery mechanisms. The main advantage
of the ring topology is its survivability and fast restoration or healing time of specific ring
redundancy schemes.

7.6.2.5.4 Meshed topology

Given that the fiber or microwave layout dictate the topology in utility networks, the creation of

sin in
the| circuit configuration (cross-connections) to build networks in a meshed topology. Meshed
topplogies typically offer the possibility to reach a station through several s thus provid

redundancy.

7.6/2.6 SDH/SONET redundancy
7.6/2.6.1 Redundancy mechanisms

the
ual

SDH/SONET can provide in case of failure switchover ti
usgd mechanism, the switching affects the complete pa
chgnnels. Unidirectional and bidirectional mechanis

NOTE ITU calls redundancy “protection”.
medhanism, while it calls a functional redundancy

ting

7.612.6.2 Point-to-Point redundan

Multiplex Section Protection (MSP 1+{1) applies '
usgd, one providing the working link, the o
or ¢quipment failure, the % » .goMCH4) is’switched, not individual channels.

MSP 1+1 can provide $ Mche and TX path within 50 ms.

are
ink

7.6{2.6.3 Rin
Line switched ring

set|of nodes

Reg@unda
the| ring. In ©o¢
“th¢ long way’2.arQ

on
aflure, the complete payload on the affected section is rerouted ojer

he ring. Switchover times of 50 ms are achievable.

Multiplex Section Shared Protection Ring (MS-SPRing) in SDH, respectively Bidirectional Ljine
Swijtched Ring (BLSR) in SONET, provide two redundancy mechanisms:

o 2-fiber: half of the capacity in the ring (e.g. 2 x VC-4 on STM-4 / 2 x STS-3 on OC-12) are
used for working traffic, the other half is reserved for redundant traffic

o 4-fiber: 2 fibers are used for working traffic, another 2 fibers are reserved for redundant
traffic (each fiber pair providing full capacity e.g. 4 x VC-4 / 4 x STS-3)

During the ring switching time, tests verify the presence of any noise or signal. All the network
elements present in the ring must be aware of the incoming switching before initiating
recovery.

Because BLSR/BSHR does not send redundant copies of the traffic on both sides, the total
bandwidth can be reused and be much more than the traffic between two nodes. Figure 52
show how BLSR/BSHR works under normal conditions and Figure 53 shows the same under
failure conditions.
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Figure 53 — BLSR/BSHR topology in failure conditions
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7.6.2.6.4 End-to-end redundancy

SubNetwork Connection Protection (SNCP) in SDH, respectively Unidirectional Path Switched
Ring (UPSR) in SONET provides end-to-end redundancy.

In SNCP/UPSR topology, the traffic between two nodes is provisioned to travel either
clockwise or counter clockwise around a ring under normal conditions.

Two redundant (path-level) copies of traffic circulate in both directions around the ring. A
selector at the receiving node determines which copy has the highest quality and uses it.
Ea¢hrnode makes the decision to switch tndependentty, without communicating with—any of
the| other nodes. All the bandwidth is available on the entire ring.

Figure 54 shows how UPSR /USHR work in normal condition and Figyre\t § the failure
cordition.

in out

Jj r

in out JEC

Figure 54 — UPSR/USHR topology in normal conditions
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Figure failure conditions
SNCP/UPSR is implem® in@div els e.g. VC-12/VT2. Redundancy switchling
car be unidirectiOTaI i i 3 provides switch over times of 50 ms.
Path Protection implements the same mechanism as SNCP and
provides the same\ ¥ . pared to SNCP based on ring topology, path f?ult
tolgrance can al§o be nted for end-to-end channels in meshed networks providing
50 ms switchoxe
7.6{2.6.
Tolincrease etwork element, the APS 1+1 (workby) and 1:N (standby) are uged
on [different_¢ardsy\ baged on their strategic roles, typically: CPU modules, switching modulles,
power supplies.
Specifically for power supply units, the remaining units must be sufficient to distribute the total
load—Tof the network efement,to mamtaim the services unmaffected—andthe metwork etement

alive when a unit fails and until repair.

Some SDH/SONET multiplexers implement the concept of distributed power supply, which
does not use dedicated power supply modules, but distributes the low voltage power supply to

the

different interface cards.

Since the power supply is a major source of unreliability, distributed power supplies avoid a
single point of failure.
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7.6.2.7 Next Generation SDH/SONET
Next Generation SDH / SONET is a standardization effort to solve the earlier deficiencies of

SDH/SONET payload mapping, in particular to raise the efficiency of packet transport and
improve flexibility.

Next Generation SDH / SONET adds new features that allow to group channels for better
efficiency (see 7.6.5).

7.6.2.8 SDH/SONET conformity with utility requirements

7.6/2.8.1 Latency

The¢ residence delay of an ADM or network element amounts to tens.0
network element. The entry port to exit port latency is deterministic.

aseconds per

HoWwever, there is no guarantee for latency when opening a new
Theé number of elements in series must be limited to meet tb

7.612.8.2 Reliability

The reliability depends on the underlying networka

7.6.2.8.3 BER

SDH/SONET network element and nety

7.6

The¢ RX and TX < - aptial teleprotection data must be co-routed and|no

uni of failure.

The point-to-point and gies can be used. SNCP/UPSR operates in unidirectional
mo 3 e constant differential delay required for differential protectlion
car a [ chover. Some SDH multiplexers allow bidirectional switchjing
for P/path\pratected hannels. In this case, the differential delay does not change muich
wh S S

Sin R switch all the VCs/VTs in the line, it is impossible to lock fthe

switching-of specific VTs like UPSR does.

7.612.9 SDH/SONET OAM

All SDH/SONET network elements, in different topologies, should be managed from a
centralized centre or from decentralized centres, based on the utility policies. Often these
functionalities are offered on user-friendly graphical network management tools that simplify
the operation and maintenance of SDH/SONET systems.

Network management traffic may in “in-band” or “out-of-band”:

e In-band: Octets D1-D3 or D4-D12 inside the SDH/SONET overhead carry the management
information over the Data Communication Channel (DCC), without using any SDH/SONET
payload.

e Out-of-band: A dedicated Data Communication Network (DCN) in parallel transports the
SDH/SONET management information.
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7.6.2.10 SDH Security
Due to its non-routable nature and clear traffic segregation in Virtual Containers, (also for
Ethernet over SDH traffic), SDH/SONET is less susceptible to security attacks than other

technologies. Protocols like LCAS (for EOSDH) provide security as well since one data stream
can be split to 2 diverse paths through the network which makes it difficult to interfere.

7.6.2.11 SDH/SONET summary

Table 35 summarizes SDH/SONET.

Table 35 — Summary of SDH/SONET

/TN
Feature Comment /\&

Adceptance Well known and understood in the utility world /\\ &

Bgndwidth efficiency TDM has low overhead in raw packets \)
TDM inefficient for packet switching due to resourWi eT cannot be
overbooked. NG SDH/SONET improves efficiw. R

Rduting Circuit switching & \ \ \

Traffic engineering Circuit switching / & \

Cqnfiguration Connection-oriented . ( O , \/

Rgcovery 50 ms recovery dela)y/\ A \\// /\\ S

Ddterminism TDM cannot be oveﬂi&oo@ﬁgenc;\is dek‘gm}féti once route is established

VAN Various L2VPN N\ N\ \_

Agplication Telecom in general, éll ap@ﬁgati&‘ri S

7.6/3 Optical Transp
OTN is an extensjon p N 3 J_on optical multiplexing (xDWDM). ITU-T G.878
and ITU-T G.700r 3 nd payload. OTN is intended for the high-¢nd
linds up to 100 Gb 3 y
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Figure 56 — Example of information flow relationship in OTN

OTN is becoming increasingly interesting although no deployment in utilities is known of.

7.6.4 Ethernet
7.6.4.1 Ethernet technology

Ethernet is originally a Local Area Network technology standardized as IEEE 802.3, which
started on coaxial cables of 10 Mbit/s over distances of 500 m, with a diameter limited to
1 500 m and poor bandwidth efficiency due to the CSMA/CD medium access and half-duplex
operation.
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Ethernet evolved into “switched Ethernet”, using bi-directional, full-duplex switched links over
optical fibers that overcame the former limitations. Optical fibers cover distances of several
kilometers without repeaters, and hundreds of kilometers with repeaters. The total available
bandwidth of an Ethernet network exceeds the bandwidth of a single link.

IEEE 802.3 specifies many physical layers; Table 36 shows the most important.

Table 36 — Ethernet physical layers

Standard Rate Medium Properties
(MDBItrS)
100Fx 100 Mbit/s|Multimode fiber Most widely used in substat|ons
single mode fiber single mode little used
1000Fx 1 Gbit/s|Multimode fiber Most widely used in wans
single mode fiber (\
LX-4 10 Gbit/s|CDWM WAN technology \)
4 x 3,125 Gbit/s
Syr|cE diverse|Optical fibers Offers frequw%trib\u\%\sév\f}&ﬁ/

All i yhich is really what makes
“Ethernet”. This frame format has becgm 2

L
bl d t \R IFS
preamble  |O| destin /_SQJ
> \N 6 w 4 12 | next
P [\ O frame

2 bits minimum

W

SOF

ET

LPDU

pad o\achieve minimum frame size

FCS équence, 32-bit Cyclic Redundancy Check

IEC

Figure 57 — IEEE 802.3 (Ethernet) frame format

EtHernet uses 48-bit MAC addresses for the source and the destination. Th
address—of—an—FEthernet—contrelleris—unique—worldwide: i €

communication may be the physical or a logical address.

physical MAC

ss—used— for

NOTE |IEEE decided that in the future, devices will be identified by a 64 bit world-wide address EUI-64, consisting
of the 3 first octets of the physical address (Organization Unique Identifier) separated by the two octets “FFFE” for
the least significant three octets (serial number).

7.6.4.2 Ethernet configuration

An Ethernet LAN consists of a number of nodes interconnected by bridges (though IEEE calls
it “switched Ethernet”). To prevent loops when the network is meshed, the bridges execute the
Rapid Spanning Tree Protocol (RSTP) [IEEE 802.1Q] to impose a logical tree structure
(Figure 58).


https://iecnorm.com/api/?name=9f002830af5df23e12b6bfb59908461d

- 114 - IEC TR 61850-90-12:2015 © IEC 2015

Portrole Port state
© rootport (to root bridge) , ,
— discardin

@ designated port (from root ) forwardin%
O alternate
— edge port

trunk link
BPDU — ™

with rootpath costs

g4\

alternate port

(discarding) 1 ] trunk link
JRESINY -G . [feh
CITTI T I T +—L© ”-ﬂ
rooi_} E
edge port port

> designated root port
port (forwarding)

alternate port

edge link

(forwarding
node node node M

Oth

mepghed Ethernet networks

7.6

Eth
rec

Bri
dis
by
WH

rec
mo

7.6

er technologies such g

4.3 Ethernet rqg

ernet has no
pgnizes its traffi

jges can ending the frames selectively to the ports where t
covered a , updating this information in their Filtering Database (FI
isteni

ile this lea ism saves bandwidth and reduces latency, it is not effective dur
pvery since jguration after failure of a switch requires falling back into broadc

de again_and flooding the network with traffic until the learning reduces the traffic.

44 Ethernet path symmetry
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Ethernet is a broadcast medium, constrained to a logical tree topology by RSTP. Once the
tree is established, a call message takes the same path as the reply. The latency will however
depend on the traffic and the queues in the bridges. During recovery, a path asymmetry may
exist.

In the case of HSR (7.6.4.8.5), the path may become asymmetric, since a Doubly Attached
Node with HSR (DANH) takes the first frame that comes. This is especially the case when the
communicating entities are on opposite sides of the ring and the latency is about the same in

bot

h directions.
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7.6.4.5 Ethernet multicast settings

Layer 2 networks provide broadcast as a basic functionality: a Layer 2 network is a broadcast
domain. Multicast filtering in the bridges reduces the traffic by building multicast zones; see
IEC TR 61850-90-4.

NOTE This is in contrast to Layer 3 networks where multicast requires subscription e.g. by IGMP.
7.6.4.6 Ethernet Virtual Local Area Network (VLAN)

IEEE 802.1Q specifies the concept of VLAN that allows multiplexing several distinct Ethernet
str¢ams over the same physical media. To this effect, an Ethernet frame receives an 802]1Q
tag| (Figure 59). Figure 59 shows only one 802.1Q tag, but several such tags may be stackgd.

Ethernet layer MAC header (layer 2) without 802.1Q tag
A

~ )I Ethertype /\
- X
pre | destination source ET LPDU m cteﬁ\ S
A

(6) () @)

Ethernet MAC header (layer 2) with 802.1Q tag

A
— —~

h N\
pre | destination source VLAN éq \EY\ & L\W@)ﬁg{i octets FCS

) ©) @ @ w (4)

| FJ\\QXXX)I

12-bit VLAN Identifier
it Canonieal flag

ority’Field)

IEC

EE 802.1Q-tagged Ethernet frame format

VLAN aflows™s address spaces and assighing each address space a priority. Tlhis
allgws the “bridge it the broadcast domains. The configurator of the bridge portg is
responsible fo e separation of the address spaces. VLANs do not increase the available
bandwidth over trunks.

A device‘with a given VLAN is only able to communicate with other devices of the same VLAN
and_cannot interfere with other VL ANs. However, some LANs allow end devices to participiate
in several VLANs and therefore cannot ensure full separation of the address spaces,
especially if the assignment of VLANs is automatic. SCADA nodes, for instance, need access
to all VLANSs.

7.6.4.7 Use of VLANs for remote addressing over the LAN

Substations can communicate directly over Layer 2, either using single mode fiber or using a
WDM channel. The arrangement of Figure 60 is well suited when optical fibers connect
directly the substations (e.g. OPGW). The latency depends on the traffic in the station edge
bridges, while the link delay is well controlled with 5 us/km plus repeater delay (if repeaters
are present). GOOSE messages can be exchanged directly.
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In this case, VLANs allow separating the traffic coming from one substation from the locally
generated VLAN traffic (Figure 60).

Such a direct connection implies that the engineering on all sides (there can be more than two
substations, e.g. for teleprotection in HV branches) agree on the VLANSs.

In Figure 60, the traffic between substations and the traffic within a substation have different
VLAN tags. Node X sends data to substation B and C (tagged with VID=5), its frames are
distributed in substation B and C to all devices that need them. By contrast, the traffic tagged
with VID=1 remains within substation A. This avoids flooding a substation with the traffic of
other substations. Muliiple separate VLANs can be used befween substafions for different
applications, traffic priorities or scopes.

The connection between substations can present loops as shown in Eigtire TP shauld
exgcute per substation, since it would be awkward to have the rooy’kiidge ‘of ape substafion
lochted in another substation. It is therefore necessary to apply anothek loopfemoval protgcol
sugh as the Multiple Rapid Spanning Tree Protocol (MSTP) . MMSTR is
however not a frequently used protocol. HSR can be used instead. Th} aAimitation of
Ethernet when applied to WAN technology.

substation A \Abstaﬂon B

& = ¢
station edge repeater
root bridge 1 bridge

root bridge 2
=>C

\/\

[(TTTTTT1
substation C
(VID 3)
IEC

Figure 60 — Direct Ethernet with VLAN in substation-to-substation transmission
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SDH/SONET, MPLS, PBB, etc.). This is what IEC TR 61850-90-1 recommends for tunneling
GOOSE and SMV and IEC TR 61850-90-5 recommends for tunneling synchrophasor values
over IP.

If the tunnel type does not preserve the Layer 2 header, the corresponding VLAN identifiers
may differ in both substations, giving the network engineer more freedom (Figure 61). The
situation is similar when the Layer 2 packets are tunneled over a link that does not preserve
the VLAN tags.

In the example of Figure 61, substation A sends the GOOSE messages intended for
substation B with VID=12; the tunneler removes the tag; the link between the substations
forwards the untagged frames; the tunneler at substation B retags the frames with VID=212.
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Conversely, substation B sends the GOOSE messages for substation A tagged as 212, the
tunneler of substation A retags them to VID 12.
substation A substation B
accept all
tati d station edge 212 € {}
root bridge 1 : atls?\l:i:ege funneler tunneler bridge \E root bridge 2
= @ %‘—{ = =
@ @ IIIIIIIIPH(IIIIIIIII—
node node node n no de
\ N4
\> IEC
Figure 61 — Substation-to-substation Layer ed over IP
The traffic to be carried over the tunnel (in eitherdjrgctj its own identifier. The
tagE can be mapped into MPLS labels .4), effectively forminjg a
tunnel for GOOSE transmission (see ¥
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4.8 Ethernet redundancy
4.8.1 Redundanc

k-layer redundancy ayer 2 multicast domain. IEC 61850-

4.8.2 Rs@e

TP (7.6.4.2)
IEC 62439-1:2010, Clause 8 provides methods

Culate th epending on the topology. RSTP recovery delays are in
ler of § ms per™ep,\ but case of failure of the root node, recovery can take up|
secopds

4.8.3

TU4T yG.8032. It allows to couple rings and offers a recovery delay of less than 50
PS{is used in Carrier Ethernet applications. The recovery scheme is similar to 7.6.2.¢

ernet.Ring Protection Switching (ERPS) is a configuration and recovery protocol specifllined

auto-configuration protocol (removal of loops) and

to
the
to

S.
.3,

wit

7.6

Tdata circutatimgimone Ting directiomandcontrotframes i the opposite direction:

.4.8.4 PRP

PRP (IEC 62439-3:—, Clause 4) allows operating two LANs in parallel with zero switchover
delay, but requires a full duplication of the LAN. This technique is applicable within
substations and outside substations (Figure 62).
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Figure 62 — PRP structure (within and outside\a substation)

7.6.4.8.5 HSR
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Figure 63 — HSR ring connecting substations and control centre

In HSR, the duplicate discard algorithm considers propagation delays, which amount to
5 us/km (without repeaters), processing delays (some 5 pus/node) and transmission delays (at
100 Mbit/s, the minimum frame takes 6 us to transmit, which corresponds to a propagation
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distance of 1,2 km). IEC 62439-3 gives a guideline to dimension the duplicate discard
algorithm.

EXAMPLE In a ring of 16 nodes spaced by 36 km, the maximum number of frames in transit at the same time will
be 480 in a 100 Mbit/s network, or 4 800 in a 1 Gbit/s network, although such a traffic is not typical. With a
residence delay of 5 us per node in the absence of other traffic, the delay between A and B frames at the node
next to the sender is 16 x (36 x 5 + 5) = 3 ms.

7.6.4.9 Ethernet Classes of Service (CoS)

Ethernet is a PSN subject to unpredictable delays in the bridges as stated in 5.2 and therefore
qu:“ty of-service (ba“cd CUS) S illlpluvud by illhuduuillg pliUIitico tugcthcl with—the— VAN
mefhanism.

ed Ethernag;, ‘but the mon-

NOTE The non-determinism due to the CSMA/CD does not exist anymore with switche

detgrminism due to packet queuing persists.

IEHE 802.1Q tags provide CoS by giving each of the 4 094 p053|b e VI i no
to 7. However, CoS does not provide bandwidth reservation, L ions
maly provide it. Therefore, Ethernet does not provide a deterministi i c€ the queue

size¢ in the bridges and the generation rate is not throttled.

However, when a TDM (e.g. E3) link carries Ethernhet fra 4. [ ides a

within the Ethernet subnet, this property gets los

Brigges usually allow traffic limitation the

brigge by a device with a high generation

EthHernet does not have & ide

respurce reservation throtg
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Thef MACsec frame extends the Ethernet frame by two fields (Figure 64):

e Security Tag, which is an extension of the EtherType
e Authentication Code
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12 octets 8 to 16 octets 0to noctets 8 to 16 octets
0x888E
desti- Security 802.1Q authentication
Pre | ation | SOUrce ET tag VLAN secure payload code FCS
MacSec PDU P
Source: IEEE Std 802.1AE-2008
IEC
Figure 64 — MACsec frame format
MACsec does not provide key management and does not establish se€iwve assovsjations; this
is delegated to IEEE 802.1X. Latest MACsec based implementations OVEKCOR he former
deficits (e.g. the restriction to point-to-point applications) and allow ensrypfion
scllemes across non-MACsec aware networks. Combining Laye i P /| IHEE
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network) whigh i tween the supplicant and the authentication server

User Service (RADIUS), a protocol that provides centralij
e § pzation, and Accounting” (AAA) management for users and devi

that connegt'\and yse™a network resource.

4.11 . EthernetOAM

ernet’ OAM is described in IEEE 802.1ag and ITU-T Y.1731, allowing checking

5 it
ote
red
Ces

the

nectivity of the network. Ethernet OAM has been extended in Metro Ethernet (see 7.13)

Ethernet uses services of the network layer to transport OAM objects.

For simple configuration of the bridges, SNMP can be used with dedicated MIBs, often
depending on the manufacturer.

IEC TR 61850-90-4 allows to configure bridges and supervise the basic function of the
network through IEC 61850 objects.

NOTE The objects of IEC TR 61850-90-4 will be moved to IEC 61850-7-4.
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7.6.4.12 Ethernet for substation to substation communication

Ethernet is the backbone of communication within the substation (especially GOOSE, SMV
and IEC 61588); it can also carry the traffic outside of the substation, using the same type of
bridges as within the substation. The bridges are located within the substation. Repeaters or
bridges may also be located at intermediate premises. Ethernet is a convenient link for limited
substation-to-substation communication according to IEC TR 61850-90-1, also when more
than two substations are connected, e.g. for a high-voltage fork (Figure 66).

To add redundancy to thrs topology, methods such as in 7 6.4. 8 apply Multlcast fllterlng or

syn chronrzatron

substation-to-substation

L2 network
substation A tation B

IED L2-WAN IED

APP edge bridge inter-station bridge rldge APP

/\\
link bridge bridge \>g link

PHY PHY | PHY Fye\ PHY | | PHY

| / | I

station bus station bus

substation C I\ (\
L__| substation D

<> —

r substation-to-substation communication

gr lo¢al communication, but not for a WAN that has to carry diverse
, Carrier Ethernet (7.6.6), PBB (7.6.8) and MPLS (7.6.9) are natyral

7.6L5 Ethernet over TDM

briaid” Ethernet emulates an Ethernet channel over a TDM transport Older system s

connection W|th the Pomt to- Pomt Protocol (PPP) [RFC 1661]

Fitting a 100 Mbit/s Fast Ethernet connection inside a 155 Mbit/s STS-3c / STM-1 wastes
bandwidth. For higher speed and better bandwidth efficiency of TDM, New Generation
SDH/SONET (see 7.6.2.7) offers services by grouping several voice channels using:

e Generic Framing Procedure (GFP) [G.7041];

e Link Capacity Adjustment Scheme (LCAS) [G.7042] and

e Virtual Concatenation (VCAT) [G.7043].

The assignment of a number of VC-x to an Ethernet link guarantees full bandwidth for this
service, with no Ethernet queueing delays. Other Ethernet or SDH/SONET channels do not
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have an impact on already provisioned services, as they will use another set of VC-x

containers.

The protocols VCAT and LCAS allow to change/adapt the assigned bandwidth to the Ethernet
service ‘on the fly’ without interruption of the traffic.

Table 37 shows the differences in mapping Ethernet based payloads in SDH/SONET and the
efficiency increase using Next Generation SDH / SONET with VCAT.

Table 37 — Payload mapping using SDH/SONET and Next Generation SDH/SONET

Service SDH / SONET Bandwidth SDH / SONET Bandwidth
Payload efficiency Payload using efficiency.using
VCAT VCAT
Ethernet 10 Mbit/s STS-1/STM-1 20 % VT2-5v 8
VC12-5v

Fast Ethernet STS-1/ STM-1 67 % STS-1,2v 00 %
100 Mbit/s
Gipabit Ethernet, STS-48 / STM-64 42 % —3c- }5 %
Fiber Channel,
FICON VC 7V
FICON Express STM-64 84 % \) B3 99 %

/(x V3Q4-13v

N

EtHernet over SDH (EoSDH) and Ethe
the| different fast SDH redundancy switchi
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other

ATM
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Figure 67 — Packets over TDM

They offer{ as a ic rate that of STS-3¢c/STM-1 at 155 520 Mbit/s (useful bandwidth
149 760-Mbit/s) when removing section, line and path overhead. EoSDH offers nxV(12
(nxRMbit/s) granularity, but also nxVC3 or nxVC4.

Modern SDH/SONET multiplexers include EoSDH/EoSONET modules with
switching functionality, thus offering Layer 2 services directly on the multiplexer.

integrated

IP traffic may be forwarded over SDH/SONET (Layer 3 over Layer 2),
SDH” (POS) [RFC 2615].

called “Packet over

7.6.6 Carrier Ethernet

7.6.6.1 Carrier Ethernet principle

Carrier Ethernet is the extension of Ethernet to Metropolitan Area Networks (MAN) and WANSs.
It evolved from Ethernet and particularly from the 802.1Q VLAN concept. The intention was to
use the Ethernet physical layer and frame format as a base and to use VLAN tags as labels to
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traverse a metropolitan network. It has been promoted by the Metro Ethernet Forum (MEF)
[11].

MEF, IETF and ITU-T developed the specifications ([11] to [34]). New features depart from the
classical “switched Ethernet”, in particular the concept of Quality of Service and features that
allow a better scalability. Carrier Ethernet uses OAM services of Layer 3 and Layer 4.

7.6.6.2 Carrier Ethernet QoS

The MEF developed guidelines to deploy Ethernet as a WAN (Metro-Ethernet). MEF calls the
intgrface to Carrier Ethernet “User Network interface (UN1).

The¢ MEF defines classes of traffic that can serve to define a SLA [32]:

o [Committed Information Rate (CIR): average rate up to which “greg

e [Excess Information rate (EIR): average rate at which fra
frames) are admitted

e |Excess Burst Size (EBS): maximum number of octeis
To
iS
sta

dth

Thi
equ

be

7.616.3

MHEF defines three ser

e |E-line emula
E-tree emulates a
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Table 38 — Carrier Ethernet summary

Feature Comment
Acceptance Well known and understood, widespread use in LANs
Ba_n(_jwidth Packet-switching makes efficient use of bandwidth on the active links.
efficiency To resolve loops in meshed networks, Ethernet uses RSTP (7.6.4.2), which blocks the
unused links. These links cannot be used to share load.
Forwarding Layer 2 forwarding is simple.

Ethernet forwards traffic on the base of the 48-bit MAC addresses.

Layer 2 forwarding is not explicit since Ethernet floods the network, leaving it to the
bridges to filter out the packets after a learning phase (7.6.4.3).

Traffic engineering MAC addresses cannot serve to bundle traffic and limit traffic regions.
VLAN tags in conjunction with VLAN bridge configuration gid MultiplexSpamnQing Tree
Protocol (MSTP) allows segmenting the network. A
Cqgnfiguration RSTP and HSR can be used to remove loop automaticall
QoS is engineered in the bridges (VLANs, 802.1Q ‘tags).
Rgcovery Zero-recovery time with PRP and HSR at the{cost
Ethernet Ring Protection Switching (ER
latency.
5 ms / hop recovery delay with RSTP
failure
N
Latency and jitter Statistical value, d end\sQnQaffic,Qechn&\logMerities, packet path vary

N

VAN L2VPN Q-in-Q
Agplication Small to medium-sizéd ne}yy{rks \
7.617 Audio-Video Britg
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as IEEE 802.1AS (Timing and Synchronizatign),
ocol) and IEEE 802.1BA Audio Video Bridging. Tfhis

ernet technology with improved scalability and redundancy, which allgws

ed

paths and ensure a predicable route.

While PBB had a promising start, it lacks support and could not impose itself. It is therefore
not recommended for future developments. It is displaced in favor of MPLS (7.6.9). Since a
number of utilities still use PBB, especially in Japan, a brief description follows in

7.6

.8.2

PBB principle

The PBB concept evolved from the introduction of Ethernet for metro networks. Nortel created
PBB to overcome the scalability limitations that hinders the use of LANs as WANSs: limited
number of VLANs (4 094), resolution of the 48-bit MAC addresses and handling of broadcast
packets storms that affect throughput. The basic idea is to use IEEE 802.1Q VLAN tags to
route packets rather than rely on IP addresses or MAC filtering.
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PBB (IEEE 802.1ah-2008) also known as MAC-in-MAC, is an extension of Ethernet that
allows Ethernet LANs to be coupled hierarchically into a WAN, by taking advantage of the
IEEE 802.1ad (Q-in-Q) technique.

Figure 68 shows a LAN hierarchy in which several IEEE 802.1Q-based substation LANs are
aggregated by IEEE 802.1ad (Q-in-Q) LANs, themselves interconnected by an IEEE 802.1ah-
(PBB) wide-area network. IEEE 802.1ah-capable networks carry communications between
IEEE 802.1ad networks.

CB (Backbone Core Bridge)

<)
@MQ\ -\I}
%

VVide-area network

network
BEB (Backbone Edge Bridge)-|

BEB-J
IEEE 802!

PEB (Provider EJ 7 " _’pEB_F
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/ /;‘LAN - /tAN[ \;
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bvice #1 | DeV|ce#2
I ! 1 VLANforLineA-

% Ll — |||m|
#S DeV|ce#6 Dewce#? Dewce#é
| i VLANforLine C-D protectlon I

G-

VLAN for state menitoriqg " VLANforstate monitoring
“ 1§C

E 802.1Q/ad/ah network configuration

ANS available network-wide;
o |Arbitrary ¥LA

e |Communications between VLANs belonging to each IEEE 802.1ad network with different
VLAN;identifiers available through an IEEE 802.1ah network.

7.618.3  Use case:r PBB application to power utility (EPDC)

For power system applications, PBB seems attractive since it can easily interconnect several
substation LANs, each of which has its own VLAN tagging, while preserving the VLAN tags
from end to end.

identifiers assigned in any IEEE 802.1ad network;

Figure 69 shows a use case of a PBB network for a fault locator (FL) system for HVDC
submarine cables and overhead lines in EPDC, Japan.

The FL system needs single segment Layer 2 network at four sites. The PBB network can
provide the VLAN for FL at several stations. Since the PBB is based on Layer 2 network
technology, it is easier to configure and operate the network than Layer 3 or MPLS network.
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The PBB equipment has advantages of higher availability and lower cost than Layer 3
equipment. In the future, other VLANs will be added to this network sharing the Layer 1.

Since the bandwidth of Layer 1, especially microwave path, is limited, it is necessary to
control QoS in this network.

In addition, PB networks will be installed in other areas of EPDC, and they will be
interconnected by IEEE 802.1ah network in the future. Other advantages of PBB include
enough scalability for a large number of VLANs and fast path switching by using RSTP.
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EE 802.1Q/ad network for utility
7.6(9 ing (MPLS)
7.619.1
MPLS merges ths Mig; connectionless routing of packets of Ethernet with the connectipn-

orignted, time
PDH/SDH/SONET:

\ multiplex routing of the classical circuit-switched telephone networks

MPLS ,'was in 2015 the emerging technology for new deployments in WAN utflity
communication.

MPLS allows multi-service transport over a wide variety of Layer 1 and Layer 2 technologies
(fiber, copper, wireless, power line carrier, etc.), and supports the consolidation of networks
onto a common infrastructure.

MPLS inherits from SDH/SONET in that it is a connection-oriented protocol.

MPLS inherits from Carrier Ethernet in that it uses the Ethernet physical layer and frame
format as a base. The routing itself bases on labels inserted between the Layer 2 — and the
Layer 3 headers hence the name “Layer 2,5” (see Figure 71 for an example).
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MPLS inherits from IP in that it is a packet transport networking. In an MPLS network, packets
are tagged with labels (similar to VLAN tags). IP addresses are only used during connection
establishment for setting up the path.

The routers in the MPLS network decide how to forward packets solely on the content of
these labels, not on the base IP network addresses or any other packet data.

7.6.9.2 MPLS architecture

The typical components of a MPLS network comprise (Figure 70):

e |Access Router (AR) at the Customer Edge (CE): a classical IP router where the customer
networks connect to the MPLS network over a link with IP frames.

e [Label Edge Router (LER) at the Provider Edge (PE): the router the and remoyes
MPLS labels and sets up the route. Several streams can enter the .

e |Label Switching Router (LSR) within the provider domain
core network that forward MPLS-labelled packets.

NOTE In a utility WAN, with no clear demarcation line between provider ar 1O , PE\and CE functionglity
are foften aggregated in the same SEN. The same device can implement a c ions: CB, LER and LSR.

A Uabel-Switched Path (LSP) is a path through an om DER to LER. The pjath
stafts and ends at the LER. Alternatively, redundgz S as back up.

IP-traffic
Ethernet

IP-traffic
| access domain

IEC

Figure 70 — Basic MPLS architecture
To achieve this, MPLS opens a connection from end-to-end (virtual circuits or LSP).

7.6.9.3 MPLS transport over Ethernet

MPLS frame format as shown in Figure 71 bases on Ethernet frames in which label field
replace the VLAN tags between the Layer 2 header (MAC) and the Layer 3 (IP) header. As for
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VLANs in Q-in-Q, there can be several stacked labels, normally two, one for packet
forwarding and one for the service; management traffic in IP/MPLS has no label.

payload
layer 2 header MPLS header *
L
I
I' layer 3 header 1
tunnel service o
label label
0x8857 N -
pre-[destmation source LT M;és M;LS gdesthation] source [ L1 TPV I\II"LJU// FCH
octets: (6) (6) @2 @ @ (6) 6) ) (20) b
| label | Cos| Sl L ]
I I I 8-bit Time To
20-bit label S-bit stack bottom

3-bit Cos / EXP bits

Figure 71 — Example ¢ Pv4 payload

7.6(9.4 MPLS Services

MPLS networks MPLS suppurts thefolla

e |Point to MultipQint
(leaf nodes) Q
e |Multipoint to Mul}ipoi

NS

These services wille described in more detail in 7.11.

7.6195 MPLS building blocks

Figure 72 depicts the main building blocks of MPLS. MPLS relies on auxiliary services (in
particular QoS, OAM and TE).

NOTE The Ethernet frames appear at two layers: once as a transport for MPLS, once as a transported service.
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services
VPNS VPWS VPLS
Layer 3 VPN Layer 2 VPN auxiliary services
data plane [ MPLS }[ MPLS }[ MPLS }
[ : \ QoS TE OAM

802.3 payload

control plane

IP/ MPLS proto{Ts\Q x\

OSPF || |s4s §NMP

a\\ \\unﬁ\’TCP
ARNSNAN
802.3 tra,ns\ﬂgrp / \

( otﬁ@r\) )J{_PPP_| | EoSDH

MPLS forwarding

Ethernet

xDWM Fx Tx

frame relay ATM SDH

N
N

|
Ethernet over CES

IEC

e presents a non-deterministic latency as explained in %.2.

field W|th|n the MPLS IabeI to apply QoS to the traffic.

NOTE In a MPLS network, the LSRs do not use the IP header in the forwarding process.

7.6.9.7 MPLS OAM

MPLS OAM provides remote monitoring, detection, and resolution of path errors on a MPLS
based network. MPLS OAM provides capabilities to LSPs and isolates MPLS forwarding
problems to assist with fault detection and troubleshooting in an MPLS network.
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7.6.9.8 MPLS TE

Traffic Engineering allows setting up the MPLS network. To this effect, the network engineer
configures the different LSR and LER.

7.6.9.9 Use Case: MPLS application in utility automation

Figure 73 depicts a generalized architecture in which an MPLS network establishes WAN
communication between the main components of a power system. It addresses the main use
cases:

e |Substation-to-Substation (IEC TR 61850-90-1): multiple substations can be connecﬂled
over a multi-service MPLS infrastructure (the intra-substation network censisting of stafion
bus and process bus has no routing).

e |Substation-to-Control Centre (IEC TR 61850-90-2): the figure £% ary and a
secondary control centre.

o |Remote engineering use cases are covered inherently.

AN
primary control center secongary C tra\@n \)
SCADA SCADRA
data dta
center Enter

control
center CEs

substation
\ ':>] router
core MPLS
network

PE|

IEDs PMUs i |IEDs PMUs
.=

——
substation network

IEC

Figure 73 — MPLS network architecture for utilities
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7.6.9.10 MPLS variants
7.6.9.10.1 General

There exist two variants of MPLS, IP/MPLS and MPLS-TP, which differ in the method used to

establish LSPs and which are compatible to a certain extent:

e |P/MPLS uses routing and label distribution protocols to set the labels in different routers:

— Label Distribution Protocol (LDP);
— Resource Reservation Protocol — Traffic Engineering (RSVP-TE);

— Border Gateway Protocol (BGP); or

— Constraint-based Routing Label Distribution Protocol, which has/b displaced| by
RSVP-TE.
e |MPLS-TP uses static LSPs, which are setup by the operator throuy nagement,

similarly to what is done in SDH/SONET virtual circuits.

Figure 74 shows the differences and the overlapping features.

IP/MPLS

ate gdata and control

plane
anual traffic engineering
bidirectional LSP
performance monitoring
OAM in-band channel
OAM-triggered redundancy

forwarding depend on IP
Penultimate hop popping
equal cost multipath routing
fast reroute
label merging
unidirectionalt

7.6/9.10:

The original
corfigurationyof th

IEC

termed IP/MPLS. A comprehensive protocol suite allows autom
twork through IP routing protocols and label distribution protocols. The

atic

LSRs establish the routes based on the IP addresses and routing protocols such as BGP and

disfribute’ this information to the LSR using the LDP.

MPLS-TE (for Traffic Engineering) allows controlling where and how traffic is routed on the
network. TE allows managing capacity, prioritizing different services, and preventing

congestion in the network.
IP/MPLS allows multipoint-to-multipoint communication.

The main specifics and capabilities of MPLS are summarized in Table 39.
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Table 39 — IP/MPLS characteristics

Data plane P2P, P2MP / MP2MP
LSP forwarding
ECMP (Equal-cost multi-path routing)

Control plane Dynamic, by BGP and LDP

OAM (Operations, | Based on LSP Ping, Trace Route, Trace Tree

Administration,
and Maintenance)

Rdsiliency 50 ms switchover (recovery)

Link/Node and path redundancy with Traffic Engineering (TE)—
and Node redundancy

st Rerolte (FRR) Link

Link/Node redundancy with Free Alternate Fast Reroute

”1:1 protection” provides active / standby redundancy, twodif ercone
link or router failure. In contrast to restoration, the r cover th IS pr ted.

Trhffic engineering | Bandwidth reservation with RSVP-TE, advertisgd byth an maipntained in the TE
database stored on each node

Sdrvices VPWS (point-to-point),
VPLS (multicast) and
VPMS (Virtual Private Multicast SePAQ Q /\

7.6/9.10.3 MPLS-TP

MPLS-TP is a subset of the IP/MPLS i idi i -type

lent

Talble 40 contaj
architecture.

basioy characteristics of MPLS-TP; Figure 75 shows the bgsic
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Table 40 — MPLS-TP characteristics

Data plane P2P, P2MP (no MP2MP)

Bidirectional P2P and unidirectional P2MP LSP (no LSP merging)

In-band associated channel (G-Ach / GAL)

Co-routed (same forward and reverse paths following exactly the same nodes)

LSP contained within a tunnel acting as a container for LSP

Control plane Static; does not need MPLS control plane capabilities
Enables the management plane to set up L SPs manually

Dynamic (in GMPLS)

OAM Dedicated, In-band OAM channel (Generic Associated Channel (G-ACh)) wkich enables 4
rich set of OAM features

Guaranteed resources for management
Continuity check, remote defect indication
Connectivity verification and route tracing
Fault OAM (e.g. MPLS Lock Report)
Performance management

OAM does not need any IP layer function t|es

Rdsiliency/Fault | 50 ms switchover (recovery) \)
L LLETED Path (Linear) fault tolergace- 1:1 6
Ring fault tolerance

Sdrvices VPWS (point-to-point) an?/vﬁs (W\

network m agementsystemor
control plane

- 1 .
1 *ey | o
1

= 1 ‘ ..... =

. reserve path
1

client node

— section _.,4_ section —

— pseudowwe

I

1

1

1

:

1 .
! client node
1

1

1

1

I

I

F 3

clientexchange

L J

IEC

Figure 75 — MPLS-TP redundant routing
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7.6.9.10.4 MPLS summary

Table 41 summarizes MPLS.

Table 41 — MPLS summary

Feature Comments

Acceptance Increasing use in carrier and telecom networks

Bandwidth Packet-switching, efficient label switching

efficiency

Rduting Routing uses the IP protocols (IP/MPLS) or traffic engineering (MPLS-TE, MPLS-TP)
When routing is done by traffic engineering, scalability suffers /\

l-;agfifr:(;ering Required for predictable routing /\O (\

Cgnfiguration Via routing protocols or via management \ \

Rgcovery 50 ms recovery time (1+1 mode in MPLS/TP, FRR in IP@PB;\\ \ X

Latency and jitter | Statistical value which depends on traffic, technology~and\pri 'ti(§
Route can be deterministic and congruent

VAN L2VPN or L3VPN necessary for operation. nfigur Wg\an VMis a manual
operation )

Agplication Medium (MPLS-TP) to large netwoW)/L tgx%sp&gf any service (TDM, voice,
etc.)

7.7] Layer 3 (network) technologies

7.7H1 Internet Protocol (IP)

7.711.1 General

Layer 3 communicatio on

Lay

NOTE OSI Layer 3 profo R > ical
statps; they are out-o¢stope

Willhin a sub i by
the

HoWwever, the

Ethernet bridges: Outside of the substation, Layer 3 routers are the rule.

NOTE Clauses 7.7.1.2 and 7.7.1.3 have been inherited from IEC TR 62357-200 and will be maintained in thig§ TR
only, so this'document will be the future reference.

7.742—Pversion4-(1Pv4)
7.7.1.21 IPv4 Origin

IP version 4 (IPv4) [RFC 0791] has been the base for the Internet since 1980 and it is still the
most widely used network protocol in 2015. Its main characteristics are:

e |Pv4 is connectionless, i.e. routers retain no knowledge of previous messages;

o |Pv4 operates with 32-bit network source and destination address.

e |Pv4 is supported by a suite of routing protocols.
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7.7.1.2.2 IPv4 mapping to Ethernet

RFC 0894 defines the mapping of IPv4 to Ethernet frames. The Layer 3 header comes just
after the Layer 2 header in an Ethernet frame (see Figure 76).

NOTE GOOSE and SMV frames do not carry a network header within a substation, but often an IEEE 802.1 Q tag.

layer2 layer 3 layer2
MAC header (IEEE 802.3) IP header 802.3
L 1 1
f Y \ —
MAC addresses IP addresses

A
[ |

L LC | prio| LC - N\ S
preamble |destination| source |g44q VID l=800 final | origin NPDU/\ %’\\ {CS ED

=z
O

dctets 8 6 6 (4) 2 12 4 4 WO PoU \/?

o = =
£ g ¢ £
= £ 3] =
= @ ~ 2
— i = =
> & 3 £
S, g S
o 2
(] @
(=]

o
[9)

).
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012 3 4 5 6 7 8 9 101112 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31

T destination address (48 bits)

destination address source address
(E; source address (48 bits)
2 Ethemet Type (VLAN tag =x8100)
3 VLAN priority VLAN identifier

Ethernet-Type(iP=x6866) ~
0 Version Hdr leng TypeOfService total length

g 4 Identification (seq number for fragments) DF [[MF fragNt start c}k‘@t
_E 8 TimeToLive /—I Protocol Type \ IP /@\é\ksum\
tE 12 / Source (32-bit origin IF\address) \

N
16 / Destination (32-bit final | addressS\ \ \ >

20 JOption (e.g. router alert) KM W to 3a\{bits

1: ICMP
2: IGMP
6: TCP
17:UDP
46: RSVP
50: IPsec ESP
51: IPsec AH...
53: SWIPE

89: OSPF
123:1S-18

DF:\don't fragment
F; more fragment

A
INTT LU

7.7

Se(

Exa

administrated)b ternet Assigned Numbers Authority (IANA) through Regional Inte
Registry (RIR) and™afrivate address space (which can be reused, for instance be the sam
differents<companies, industrial plants or internet service provider domains). RFC 1918 gi
guidelines on the allocation of IPv4 addresses.

Th divided into a public address space (unique worldwide 1

nd

net

n
es

The public IPv4 addresses are exhausted (see 7.7.1.3.1), but this does not concern networks

that operate with private addresses or that are separated from the public internet.

The router at the boundary of a private address subnet may translate from an internal to

an

external address or vice-versa as standardized in the Network Address Translation (NAT)
[RFC 2663/RFC 3022]. NAT allows at the same time to multiplex the IP addresses by the port

identifiers in UDP and TCP traffic. NATs helped stretching the life of IPv4 since they allow
reusing addresses in private networks and translating them to public addresses.

ed

The IPv4 addresses are structured into subnets, which are of varying size, as the Classless

Inter-domain Routing (CIDR) [RFC 4632] defines.
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Example The notation 10.12.127.0/24 means that all nodes that share the same 24 most significant bits belong to

the

same subnet.

Subnetting allows structuring the network and improves efficiency of the routing since
addresses can be bundled.

The assignment of IPv4 multicast addresses is specified in RFC 5771.

7.7

The_Maximum ansmission Unit (M

If
ma
will

To
“frg

.1.2.5 IPv4 fragmentation and packet size

er transmits without fragmentation.

n IPv4 node cannot forward a message because the next link has tog.gmall an MTU size

reconstitute the message at the other end.

this effect, the IP header has a 16-bit sequence numbe

the
fra

In
car
ser
car

The¢ minimum datagram sj

oct

Ne

Mo

7.7

Aukili

pro

fraIment begins. It also holds a “More Fragment” bit (MF

gment start offset”, which indicates the position in the
) 9 s_that\this NPDU is

last fragment. The “Don’t Fragment” bit (DF) is 3
ment this NPDU.

ding node must then reduce its
not agree on an MTU that is smalle

bts for IPv4.

brly all IP over jth \
re details are avaj

or

, it

e @angther ngde

l a
the
not

to

f it
[he

b7 6

ary

AC
5 a

Layer 2.message”“who has IP address X”, to which the owner of that IP address respo

rovter faor further fnrwarding ARP operates on ] ayer 2

ds

with-its MAC address. If the caller receives no response, it assumes that the owner of the
IR address is not within the LAN and it directs the messages to the MAC address of the

Internet Control Message Protocol (ICMP) [RFC 0792] allows asking a remote node ab

out

its presence and checking how long it takes to respond. One often-used service of ICMP is
the “Echo”, better known as “Ping”. Additional services allow error reporting and statistics.

ICMP operates on Layer 3.

Dynamic Host Configuration Protocol (DHCP) assigns dynamically an IP address

to

connected devices. To this effect, a host asks the DHCP server for an IP address and
receives an IP address for a certain lease time. This is useful for client devices and allows

reusing private addresses. Servers receive a fixed IP address by configuration and ben
little from DHCP. DHCP version 4 (DHCPv4) [RFC 2131] operates on Layer 4 with U
over ports 67 and 68.

efit
DP

Domain Name Service (DNS) provides the IP address given the Uniform Resource Locator
(URL) of a remote node. To this effect, a host asks the DNS for the IP address
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corresponding to a given URL, to which the DNS responds with an “A-record” containing
the IPv4 address. This avoids using hard-coded IP addresses in the applications and gives
room for some redundancy. DNS becomes important when translating protocols. DNS
operates on Layer 4 over TCP or UDP port 53.

7.71.2.7 IPv4 routing

The routers execute the most complex part of the IP protocol. To determine the path that
messages take, the routers exchange control messages to actualize their routing tables in
order to establish over which path to forward an incoming packet.

IE1LF standardized numerous routing algorithms. The Interior Gateway Protocol (I(’tP)
mapages the routing within an Autonomous System (AS) (e.g. within a companqy), for instance
usipg the Open Shortest Path First (OSPF) [RFC 2328] or the Inte te System| to
Intgrmediate System (1S-1S) [RFC 1142] protocols.

ThLlnternet routers connect the different AS and exchange their.ro in ati ing the
Ex ¢ E F

IP makes no effort to ensure that the forward and backwat the
same (path coherence).

. Indeed, the loss qf a

The routing protocol is determinant for the recove
i rder of seconds or eyen

lind causes lengthy reconfiguration N a recq
minutes. IP fast reroute and Bidirectior

7.711.3 IP Version 6
7.711.3.1
In View of the shortage_ of %
IET|F standardized IP Versi

opportunity, IPv6
routing, some o

Thi
wit

Ho
the

7.7

RF[C 2464 defines the mapping of IPv6 to Ethernet frames as shown in Figure 78.
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0123 456 7 8 91011121314151617 18192021 2223 242526 27 28 29 30 31
destination address (48 bits)

destination address source address (48 bits)

source address

Ethernet Type (VLAN tag =x8100)

VLAN priority VLAN identifier
Ethernet Type (IP = x86dd) {A
D
version traffic class flow labe
1 }/\
payload length next header
B

source (origin IP addrekg) &%

destination (finah|R addr 556

40 routlngﬁﬁen\\%a&\w\bﬁﬁ( \

6 (0x086) TCb protocol

N 17 (0x11) UDP protocol
43 Routing extension header
46 RSVP

P’ ? lCMP""') 50 IPsec ESP

51 IPsec AH...

53 SWIPE

58 ICMPv6

59 No next header

89 OSPF

123:18-18

B
-

The¢ IPv6 heads has a fixed size of 40 octets. The only field retained from the previous IPv4
hed i S Number. Extension headers allow appending parameters for routing,
sequrity,<tunneling, etc.

This 'means that IPv4 and IPv6 are not compatible, but distinguishable through the Ethertype
at Layer 2 and the Version Number at Layer 3.

7.7.1.3.3 IPv6 addresses
7.7.1.3.3.1 IPv6 address representation

[RFC 4291] structures the human readable representation of IPv6 addresses in a different
way from IPv4. Rather than using dotted decimal, it expresses the 128-bit addresses as eight
groups of four hexadecimal (lowercase) digits, separated by colons.

Example: The notation 2001:0db8:85a23:0000:0000:8a2e:0370:7334 maps to:

0010 0000 0000 0001 0000 1101 1011 0100 1000 0101 1010 0011 0000 0000 0000 0000
0000 0000 0000 0000 1000 1010 0010 1110 0000 0011 0111 0000 0111 0011 0011 0100
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In addition, a double colon represents one contiguous string of “0”, irrespective of the length
of the string, but at only one place in the address.

Example: the previous address becomes 2001:0db8:85a3::8a2e:0370:7334.

To facilitate IPv4 integration, IPv4 addresses can appear (once) in an IPv6 address as “dotted

decimals” separated by “.”.

Example: 192.0.2.1 -> 64:ff9b::192.0.2.1.

NOTE [RFC 5952] could present problems to the parsers since it mandates lowercase hexadecimal characters in
the |Pv6 addresses, contradicting [RFC 4291].

7.711.3.3.2 IPv6 global unicast address format

[RAC 4291] specifies the format of the unicast addresses. The uni PV6
addresses consists of three fields, an n-bit routing, an m-bit subn c -bit
intgrface identity field (Figure 79).

IEC

— |obtained from a D
— lauto configu
— |assigned manudlly

NOTE Regarding see the EUI-64 guidelines of IEEH RA

There are po‘subhet masks in IPv6. IPv6 replaces subnet masks by the root address and the
number ofimost significant identical bits. [RFC 5942] explains the differences between fhe
IPW4 subnet mask and the IPv6 prefix.

Example: f¢c00::/7 represents all addresses whose first 7 bits are “1111 110”.

7.71.3.3.4 IPv6 unique local unicast (ULA) addresses

[RFC 4193] defines two address blocks, taken from the fc00::/7 block, distinguished by the “L-
flag” bit (Figure 80):

fc00::/8 (“L-flag” bit set to ‘0’); or

fd00::/8, (“L flag” bit is set to ‘1’).
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“L"-bit

prefix
11111100 global prefix interface 1D
11111101

8 bits 40 bits 16 bits 64 bits

IEC

Figure 80 — IPv6 ULA address structure

The “L flag” is set to one if the prefix is locally assigned (this co
common rule)

ULA addresses are routable within a private network.

7.71.3.3.5 IPv6 local addresses

The link-local IPv6 address (Figure 81) has a prefix

\g to RFC 4291.

\
prefix <
1111111010 Ox i &ryﬁéem

10 bits 54 bit % \> 64 bits

ocal address structure

Lin

7.711.3. fragme d, packet size

ost

IPv i ess of the Ethernet frame size (jumbo frames) on a hop-to-hop

bag

The minimy ) at all IPv6 hosts must be capable to accept has a size of 12

oct

80

IPV6 allows fragmentation only at hosts (including tunnelers), not at the intermediate routers

as |Py4.does [RFC 4944].

IPv6 requests that a node is capable of MTU path discovery [RFC 1191], i.e. to detect which

is the MTU size of all entities in the end-to-end path.
IPv6 end points will not agree on an MTU that is smaller than 1 280 octets.

7.7.1.3.5 IPv6 auxiliary protocols

IPv6 comes with a suite of auxiliary protocols, in particular:

e Internet Control Message Protocol version 6 (ICMPv6) [RFC 4443] replaces ICMPv4, is it
a mandatory component without which IPv6 does not work; It is a transport layer protocol

on the same layer as TCP or UDP.
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Neighbor Discovery Protocol for IPv6 (NDPv6) [RFC 4861] provides StateLess Address
AutoConfiguration (SLAAC). NDP replaces IPv4’s ARP and ICMP, it is part of ICMPV6.

DHCPv6 [RFC 3315] and DHCPv6lite [RFC 3736] extend DHCP.

Internet Protocol Security (IPsec) [RFC 4301] makes use of the security headers
Authentication Header (AH) [RFC 4302] and Encapsulating Security Payload (ESP)
[RFC 4303]. This protocol suite partially applies to IPv4 also. IPsec support is mandatory
in IPv6, but its use is not.

A number of routing protocols have been adapted for IPv6, with no technological change
(only the format of the exchanged information changes). In addition to OSPF routing, the

7.7

1PV

7.7

7.7

Talble 42 summarizes the main differenc

IS-TS routing IS gaining popularity.

6LoWPAN provides IPv6 support over low power and lossy networks.

— [RFC 4944] specifies fragmentation;
— [RFC 6282] obsoletes the header compression mechanism spégH 3 4944];
— [RFC 6775] provides an adaptation of NDP for 6LoWPAN net

1.3.6 IPv6 routing

1.4 Comparison IPv4 and IPv6

1.4.1 Main differences

AN
Property N \[ IPv6
Address size [ 32 g{ts ~—/ 128 bits

Ad

dress resolution/\ S > NP ) NDP

He

ader length variakle, containing transport fixed size
A p imdication

O

tional headers one optional extension headers to
indicate transport protocol

Hgader compr%sion \ \ %one allowed
IP|head cr%s@\m\‘ \ yes none
Fragmentatio N by intermediate routers only by hosts or network nodes in
host mode
Sqcurity support (IPs%)/ IPsec optional IPsec support mandatory, use
optional
Rquting,protocols unspecified: OSPF, IS-IS, etc., but OSPFv3, RPL and other protocol
not RPL adapted to |IPv6
ICMP ICMPv4 ICMPv6 (mandatory)
7.7.1.4.2 IPv4 to IPv6 address mapping
7.7.1.4.3 IPv4 and IPv6 address classes

Both IPv4 and IPv6 operate with a fixed address size. This makes the handling of the different
address sizes the most difficult issue in the migration from IPv4 to IPv6.

NOTE IPv4 addresses can be extended by including the port addresses, but this works only for TCP and UDP
(nevertheless more than 99,9 % of Internet traffic).

Table 43 compares the addresses in IPv4 and IPv6.
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Table 43 — IPv6 versus IPv4 addresses [RFC 4291]

IEC TR 61850-90-12:2015 © IEC 2015

Address scope IPv4 IPv6 [RFC 4291]
Unspecified 0.0.0.0
Loopback 127.0.0.0/8 0::1
Multicast 224.0.0.0/4 ff00::/8
Link Local 169.254.0.0/16 fe80::/10

) ) (auto-configured)
—only valid on a link

—never-routed
T

—traffic local to the link

Prlvate address space 10.0.0.0 /8, (24-bit block) fc00::/7

) ) 172.16.0.0 /12 (20-bit block) fd00::/8 dorando
—rlever routed outside a private 192.168.0.0 /16 (16-bit block) fc00::/8<user secific
domain (UL [ 41
Glpbal Address all other 0/

—public and routable registered to

a RIR a N
Brpadcast 255.255.255.255 N o2y \2
\ﬂgﬁreco merided)
7.711.4.4 Address representation jn IEC 618

The¢ Substation Configuration Langua
the| following XML code example shows;

D\ [IEC 61880-6] represents IPv6 addresses

as

<Address>
<H type="IP">2001:0db84%85a
<H type="IP-SUBNET"
<H type="IP-GATEWAY'
<H type="OSI-ARARit
<H type—"OSI—Al
<H type="OSI-PSEL"S0
<H type="OSI-SSEIN\'
<{ type="0SI-TSEL"X0
</[Address>

A device may ha t IPv4 and an IPv6 address (and may have several addresses):

<Addressx»
<P ype="IP" xsi:type="tP IP">2001:0db8:85a3:0000:0000:8a2e:0370:7334</P>
<Pt ype="IP-SUBNET" xsi:type="tP IP-SUBNET">/56</P>

D + Pa:"TD—(‘A’T‘F‘Tf\TBV"
GATEWAY">2001:0db8:85a3:0000:0000:8a2e:0370:0001</P>
<P type="IP" xsi:type="tP IP">10.0.0.11</P>
<P type="IP-SUBNET" Xsi:type:"tP_IP—SUBNET">255.255.255.0</P>
<P type="IP-GATEWAY" xsi:type="tP IP-GATEWAY">10.0.0.101</P>
<P type="OSI-AP-Title" xsi:type="tP OSI-AP-Title">1,1,999,1,1</P>
<P type="OSI-AE-Qualifier" xsi:type="tP OSI-AE-Qualifier">12</P>
<P type="OSI-PSEL" xsi:type="tP OSI-PSEL">00000001</P>
<P type="OSI-SSEL" xsi:type="tP OSI-SSEL">0001</P>
<P type="OSI-TSEL" xsi:type="tP OSI-TSEL">0001</P>
</Address>

ittype="rp Tp-
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7.7.1.4.5 IPv4 to IPv6 recommended address mapping in IEC 61850

[RFC 6052] defines several mappings from IPv4 to IPv6, but recommends not to use

“::ffff:0:0/96” (the bottom one in Figure 82) that RFC 2765 recommends.

0 8 16 24 32 40 48 56 64 72 80 88 9% 104 112 120

128

0000 0000 0OOOO 0OOO 0000 0000 0000 0000 0000 ffff

IPV
em
neg
pro
the

Example: :;
64:ff9%::/96 | 1IX2.

0 1 2 3
00007 000070110"Q

poses a “checksum ne
IPv4 address.

9 10 11 12 13 14 15

O\ -
subnet with a 32-bit address, which defeats IPv6’s purpose.

Statically co 0’@- address translation may be used.

u

to uest with an AAAA record, that contains the 128-bit IPv6 address.

E\é}ry t ation beyond this requires identification of the partners by a universal name (¢.g.

EC

CP
uld

by

omatically IPv6 addresses to IPv4, except by restricting the

Ived by a DNS (or statically configured out of a database). A DNS in IPv6 responds

7.7.1.4.6 IPv6 address plan

The IPv6 address plan is related to the network part of the addresses (64 most significant
bits). The host part is always 64 bit long. There is no address plan defined for the host part.

All current substations use IPv4 private addresses belonging to the groups:

10.XX.XX.XX /8,
172.32.xx.xx /11,
192.168.xx.xx /16
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To remain non-routable over a public IPv6 network, these addresses should be mapped to
IPv6 ULA addresses “fd00::/8” or “fc00/8” (conserving the checksum over the TCP/UDP
pseudo-header).

The IPv6 address space affects engineering of a network. The network partition becomes
flexible, i.e., there are no subnet masks any more. The selection of prefixes replaces
subnetting.

NOTE In substation automation, the established static assignment of IPv4 addresses based on the physical
topography relative to a plant, as defined in IEC TR 61850-90-4 can be kept with IPv6, provided a suitable prefix is

used_hefore the fnpngrqphy suffix

WHhen the devices are IPv6-enabled, they no longer need NATs (7.7.6.2).

A ditility can segment its private address space (ULAs) geographi
network, for instance as:

Qperational

<gperational><region><substation><voltage level><bay><IED

ant

of
the
e for Virtual Power Plan
o for Smart Gridspgops
The enterprise n@
7.711.5 From IPV4
7.711.5.1
Due¢ PV6,
which offérs

IPV6 is growisg rapid
opgrate with-lPv4:

ly and many new devices support it. A large number of servers $till

Figure ‘83 shows the probable evolution of the IPv6 traffic in the public internet. Around fhe
yedr\2030, there should be only a few IPv4-only nodes around, many of them in private
networks.
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proportion of
IPv6 traffic

100%

few IPv6 devices.

allow them

7 to use the IPv4 internet
| burden on them to adapt

coexistence -~
few remaining IPv4

Aong .
1 IPV4 over IPVG and CGCVICCST
] IPv6 over IPv4 burden on them to

i remain corinecied to
0 T the IP ternet
0
2000 2010 2020 0 ar
IEC

Figure 83 — IPv6 evolutio

7.711.5.2 IPv4 to IPv6 migration

IPV6 is growing rapidly and most new devices s umber of servers till

operate with IPv4 only. IETF devised mjg

Twp different migrations are considered

a) |application migration:

applications currently ing
compatibility with S . a =S arg’ engineering tools, debug and traffic
monitoring tools, pro i is j ing

b) |device and s§ 2

e installed Y i V6
devices:

IEG TR 62357-200 défines guidelines for migration.

7.711.53 IEC 61850 stack with IPv4 and IPv6

Figure 84 shows the location of IPv4 and IPv6 in the IEC 61850 stack. In principle, the
protocols on top of IPv4 | IPv6 should not be aware of the communication stack used and the
layers below IP (link layer, PRP, HSR) and in particular all hard protocols of the hard real-time
stack are not affected.

However, over a WAN, it is not possible to route directly Layer 2 traffic. This traffic can be
tunneled over IP as described in IEC TR 61850-90-1 and IEC TR 61850-90-5.
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@ PTP @ SNTP

softreal-time stack

hard real-time stack

ACSI Publisher - _Subscriber Client - _Server
services services
I I
IEEE LIGE
Sv GOOSE 1588 ISO 9506-1:2003
ACSE
ISO/IEC 8649:1996

SNTP -
segsion RFC 4330 ISO Session
ISO/IEC 8245

ISO Transport

RFC 1006 "\ “
apsport uDP TCP RFC 793 Llc\@\\ulcma-
Z

nefwork N A \)
1P B\
! ! ! IPvd v \\RP\
i N\
linkg | x88BA ‘ ‘ x88B8 | | x88F7 ‘ PT=0x0800 <FEU)(S ( =0806 |IEEE 802.1D

A\
VLAN | 802.1Q ‘ ‘ 802.1Q | |802.1Q(opt)‘ | VLAN &pr}{rity%1Q(\p{itﬁH\| BO>>1Q(opt)|| 8022 ‘
| |\ N
\ A 4
MAC | link redundwentity (I%M%%%/HS#N \S |

t

=

physical layer Ethernet B Ethernet A
I1gC
ith IPv4 and IPv6
7.712 IP QoS
7.712.1 |P-|n<>i
IP ts a PSN and relie S hat time-critical data are transmitted timely, see §.2.
IP hetworks rely on pko protocols exist to reserve resources, their implementation

7.712.2

1%
[7)]
(7]

etwork consists in managing and classifying network traffic. Acc
implement this service based on requests of the end devices.

QoPB in an IP)based
Rolters (Client Edge

Rotters-can give a higher priority to some kind of traffic, see 5.3 and reserve resources.

IP considers two basic QoS methods, which both use the Type of Service (ToS) bits in the IP
header (same for IPv4 and IPv6), but in a different way:

e Integrated Services (IntServ) [RFC 2210], [RFC 2211] and [RFC 2212] and
o Differentiated Services (DiffServ) [RFC 2474]

7.7.2.3 IntServ

IntServ is a QoS method that prioritizes IP packets through a network scheduler in each node.

The resources in the routers (bandwidth, processing, queues, etc.) are allocated per
connection or “flow” and not per packet class.
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IntServ uses RSVP, in which a node asks all routers in the path to reserve resources
(processing time, buffers) for its traffic. If all respond positively, a QoS agreement is valid for
the duration of the connection.

IntServ uses the ToS field in the IP packets to specify the Traffic Descriptor (TSPEC) and the
Reservation Characteristics (RSPEC).

Although IntServ permits control of QoS, it is today obsolete. In fact, IntServ breaches the
connectionless nature of IP routers in that it imposes them a knowledge of the flow to which a
packet belongs, leading to stateful routers, and poorly scalable.

7.712.4 DiffServ

7.712.4.1 DiffServ principles

DiffServ allows the end application to mark and assign packets
Ea¢h router handles and manages network traffic according
memory of the flow to which it pertains (stateless router).

Ed
use
As|an example, an access router
Dif
typ|cally on the access router.

7.712.4.2

Patkets entering a DiffSe & Ied
in B variety of ways pratocol and port numbers, IP precedence, and
Layer 2 informati ( \JQ VID and priority). Once these packets pre
clagsified, they 1@ 3 itioned and marked.

octet in the IP header (Figure 77) from the 3-bit |IP-
b (see Figure 85), allowing to distinguish 64 classes of traff|c.

ior

O
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(o}
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=
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o
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]
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=
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Assured_Forwarding (AF) [RFC 3260], which allows carving out the bandwidth betwgen
multiple classes in a network according to the desired policies.

o |Expedited Forwarding (EF) [RFC 3246/RFC 3247] characterizes traffic with the lowest
latency, jitter and assured bandwidih Services which are suitable for applications such as
voice transmission.

Packets can be marked with an arbitrary or predefined standard DSCP value, corresponding
to the appropriate AF, EF or user defined class (see Table 44).

For example, the codepoint "101110" designates EF. The codepoint “000000" designates “best-effort traffic”.
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0 | 1 | 2 3 | 4 | 5 6 7
ECN
_ Explicit Congestion Notification
Class Selector RFC3168
Codepoints

Differentiated Services Codepoint (DSCP)
RFC 2474

Figure 85 — DiffServ codepoint field

Table 44 - List of DiffServ codepoint field va

AN
Name Dec /_Tis\X‘Q ) Binary

AR11 10 40 / X301010

AR12 12 N 001100
AA13 14 N “§6> ( () k) 001110
/l

AR21 18 72 \ \ / 010010

AH22 20 80, 010100
AR23 22 | (e D 010110
AR31 26 N\ /7 N\ D4 > 011010
AH32 s\ N 113 011100
AH33 AN\ 120 011110
AH41 S R 136 100010
AH42 2N 144 100100
AH43 < \\ 38 ) 152 100110

c1 E\ 32 001000

cq2 NI 64 010000
cd3 & \ \ 233 96 011000
cg4 NN 128 100000
cgs | 40 160 101000
cge 48 192 110000
c§7 56 224 111000
EF 40 184 T0TT10
default 0 0 000000

AF = Assured forwarding

EF = Expedited forwarding

CS = Class Selector

7.7.2.4.4 DiffServ congestion control

The two least significant bits of the ToS field are used for congestion control [RFC 3168].
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7.7.3 IP multicast

While multicast is the rule in substation local area networks, and represent the bulk of the
traffic (GOOSE and SMV), it is much more difficult to use multicast in WANs due to the large
number of devices involved, and broadcast would flood the network.

However, applications in power systems use the same process data (e.g. circuit breaker
status, voltage and current values) and IP multicast allows the transmission of IP packets
from a single sender to multiple receivers.

(redundancy) multicast applies onIy to UDP trafflc (see 7.7.6.2) since acknowledged
ticast costs a large overhead.

The¢ Protocol Independent Multicast protocol — Sparse Mode (PIM-3h of
the| IP multicast protocols. It is used where hosts are scattered over\a

ThT functional elements of PIM-SM are the publisher, the subscribe 3 bUS
Point).

A dubscriber transmits a request message to a publig Y i the
Internet Group Management Protocol (IGMP) [RFC 3376

IGMP is executed by publishers, subscrib ow
joirfing the multicast group, leaving the iC and phanaging the multicast group
members.

The RP receives data tra ers

(1:IN) (Figure 86).

m PIM-SM port

m IGMP port

IEC

Figure 86 — Unidirectional protocol independent multicast
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Bi-directional PIM (BIDIR-PIM) is available for many-to-many (N:N) connections [RFC 5015].
This protocol is capable of transmitting from many publishers to many subscribers.

The bidirectional IP Multicast scheme is useful for a decentralized computing application
where each IED sends its data to other IEDs, all the IEDs process the data, and then each
IED sends back the processed result to others (Figure 87).

subscriber /
republisher

publisher

PIM-SM port
= P 1 |ED

IEC

P baseson rohust Layer 2 technology providing redundant paths, Layer 2 can hjide
cormmmunication failures.

In case of router failure, IP provides redundancy through the Virtual Router Redundancy
Protocol (VRRP) [RFC 5798].

IP fast reroute (FRR) [RFC 5286] provides redundancy against link and router failures,
attempting to achieve 50 ms depending on topology (preferably rings).

7.7.5 IP security

IPsec is a security protocol for Layer 3 that defends the NPDU. It carries a security checksum
between the network and the transport header; the information that comes after it is either
authenticated (AH) or encrypted (ESP).
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In IPv4, IPsec lies somehow between Layer 3 and Layer 4, while in IPv6 it is part of the
network header. IPsec carries the transport protocol identifier that IP would carry in its
absence.

IPsec supports two modes: transport and tunnel:

IPsec transport encrypts the messages except headers, addresses and routing information.
This is acceptable for a peer-to-peer scenario, for instance, between a client and a server.

Figure 88 shows the frame format for authentication.

tayer2 fayer3 et
802.3 P 802.3
A Y A \ clear-text conftents ’—|—\
MAC addresses IP addresses
A
[ i
- LC=[NC= | IPsec N T
preamble |destination| source P 50 final | origin AH M%Q@{;\B FCS
X
octets 8 6 6 4(8) 12 4 4 2 DU 4
=
< g
= (=]
by £
2 g
£ g
=) £
k5
IEC

Psec (authenticate

allows to tu
SCADA). In

d)

packet and inserts its own header. This m
one domain (e.g. substation) to the other (

addresses whic i ¢’|P addresses uses for the transport over the IPs

layer 3 encrypted end-to-end addresses layer2
P and contents 802.3
(VPN)

J\

o~ Y \ —
MAC addresses IP addresses
A
[ )

NV LC=][NC= | IPsec e

d
{o

IP
ec-
len.

docl
CHCTYPTEY

LI

PI GamHe \..I.CDt;Ilut;Ull SUUTCS |P 50 ﬁﬁa+-eﬂg1n ESP fi|| Ut |
4

octets 8 6 6 4(8) 12 4

network control
authentication
header

length/type (VLAN)

Figure 89 — Frame format for IPsec (encrypted)

NPDU

interframe gap

m
o
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The exchange of cryptographic keys for IPsec is detailed in 7.12.2.2.

7.7.6 IP communication for utilities
7.7.6.1 IP direct communication

Within a substation, IEC 61850-8-1 specifies Layer 3 communication for the substation
objects (MMS) and time distribution (SNTP). Other protocols using Layer 3 communication
that IEC 61850 does not explicitly mention are file transfer (FTP), network management
(SNMP), web interface (HTTP) and the Layer 3 support protocols (e.g. ICMP).

Oufside of the substation, connection to RTUs base on DNP3 or IEC 60870-5-104, whigh~dlso
usg TCP/IP. However, this traffic does not necessary share the Station Bug-

The¢ use of Layer 3 allows in principle direct access from th | to the
subystation to all substation devices, when both share the same addfes Figure 90).

substation
IED IED edge router IED
APP | | APP 6 APP | | APP
NET NET NET JNET NET NET
link link link N link A link link link link
N
PHY PHY F[PV\ W \ PHY || PHY PHY PHY

<

substation ku station-to-substation substation bus
(privgfe\s{ esses network (private addresses)
IEP
igure 99 — Layer 3 direct connection within same address space

7.76.2 IP remote access by NAT

Withinlsa substation, devices use IPv4 with a private address space as proposed| in

The IEC TR 61850-90-4 address scheme allows assigning an IP address to the different IEDs
according to their geographical position in the substation. The same IP address could appear
in different substations, so these addresses are unsuited for substation-to-substation
communication.

To allow network access from outside the substation, the edge router has a NAT that owns a
pool of global addresses. These addresses are not necessarily public internet addresses, in
most cases, there will be enterprise addresses taken from the company’s address space (e.g.
10.x.x.x). Only a few communications go the public internet. There will be another NAT in the
network connected to the public internet, probably with stricter security policies.
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Figure 91 shows the protocol stacks involved in the translation of substation-internal
addresses to external IP addresses for access to a SCADA network using external addresses.

edge router
IED IED with NAT edge router SCADA
APP APP : address pool APP

TRP TRP TRP

ki

NET NET NET

T
link link link || link substation-to-SCADA /@\ % link
network q

PHY PHY PHY || PHY (external addresse3< \%’ N PHY
N

| | L I

station bus SCADA network
(internal address e.g. 192.168.10.11) (external address
> e.g. 10.332.44.54)

other substation
same internal address 192.168.10.11)

EC

For [ f N ati maps the internal addresses to extefnal
add

To S i a NAT with a pool of external IP addresses that it
will

The network engi 8 ate global addresses to the internal addresses. This involyes

If an indep 3 , it may require using IPv6 |for
5 case, the edge router must in addition convert the IPv6 into IRPv4
addresses ‘and vice-versa. This translation is detailed in 7.7.1.5.3.

A dyhamic allocation of addresses (e.g. by DHCP) is not advisable since the IEDs are|by
nood A fivad Aaddracc ad bhvytha SON Thvana tha D nAArnon "n

def ki arvarc that d ac he
ReR-ServersthatReeaathxeaaaaress uoulglluu uy LIEASE A~ — 4 |_y|||3 e Coo

MAC address as IPv6 foresees for auto configuration would cause problems when exchanging
the device hardware.

Translating private addresses into network addresses is not always advisable. Network
engineers should consider that remote direct access to all devices within a substation
presents a security issue, even if no evil action was intended.

Therefore, it is advisable to use proxies for network access that only allow a controlled access
to the substation and only makes those objects visible that require it, according to the “need-
to-know” principle. This leads to the structure of Figure 92, which shows the connection of a
remote SCADA or engineering station to a substation.
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The substation is visible only through the ALG, which manages a pool of public IP addresses.
The ALG mimics an individual access to the IEDs, but the structure of the substation can be
different and the ALG can block information that should not be known outside. The SCADA
side (or maintenance side) does not need an ALG.

IED IED edge router edge router IED
ET NET NET || NET T NET
/\

7

bk link link || link (\ X@@\)nk
RHY | |PHY| |PHY||PHY > PHY|
| | | Q \>
- ;

station bus )> station bus
(internal addressgs)

E
(4
/I;'

i

(internal addresses)
EC

Altihough the network

funtionality could\b
sufjstation contr

If tlLe ALG is dual gt translate between IPv4 and IPv6, but only for objgcts
mahaged by the A

SEN is a logical host for the ALG, the ALG
sriate device in the substation, for instance the

7.77
Table 4 P technology.
Table 45 — IP Summary
Eeature Comments
Adceptance Well known and understood, used since 40 years
Bandwidth High — bandwidth can be shared over different paths
Efficiency
Routing Unpredictable without traffic engineering
Traffic engineering QoS mechanisms IntServ and DiffServ, resource reservation allow to prioritize traffic
Configuration Automatic (OSPF, BGP...)
Recovery Disaster-tolerant, redundant paths
50 ms recovery delay in special topologies (FRR)
Without special measures, several seconds of recovery delay.
Latency and jitter No upper bound
VPN Numerous techniques available
Application Non time-critical, wide area networks
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7.8 Layer 4 (transport) protocols

7.8.1 Transport layer encapsulation

— 157 —

The transport layer cares for end-to-end flow control and error recovery. The transport header
follows the network header and precedes the transport payload (TPDU) (Figure 93).

layer2 layer 3 layer 4 layer 5 layer2
802.3 2] ubpP session 802.3

A A )\ J J

MAC adciresses P add[esses numlber
r \ l T A OV
preamble |destination| source LG | NC final | originf TC | SP | DP TRD Q \{98 ED
=800 | =17 O\
octets 8 6 6 4(8) 12 4 4 4 2 4

length/type (VLAN)
Retwork control

The user will ¢
(e.g. ICMP,

UDP provides be

Txansport

DP transport layer

end delimiter (phy)

IEC

therefore offers the™6ame service as a Layer 2 transmission. Delivery time is subject to

delpy variations due to the routing. Applications sensitive to latency such as voice over

ort

fort-to-deliver but no flow control and error recovery. It is stateless and

the
IP

(VqIR) use the Real Time Protocol (RTP) on top of UDP in combination with de-jittering ernd

pad ket rn-nrdpring

UDP is typically used to achieve short response time (Figure 94),
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0123 4567 8 91011121314151617 1819 2021 22 23 24 25 26 27 28 29 30 31
IP header
0 source port destination port
4 UDP length UDP checksum (optional)
8
TSDB
N
S
’ IEC
Figure 94 — UDP header
7.8(3 TCP
TCP offers end-to-end flow control and error reco ansmission. The time

cor
trapsmission (Figure 95).

0 1

23 45678 91011

Suitable for real-time

134 MO 16 \7A18N9 20 21 22 23 24 25 26 27 28 29 30 31

0 N

s sourgeport \ \\ destination port

o N \( \s\ ueF_cje Mber

[ Ek»qow Msnt number
14
HL < > z < 1 window size
14
ch/e\%smw\ , \/\\/ urgent pointer
20 B@r@{ls\\/ (0 or n x 32 bit words)
2 NN options
‘ TSDU
RO
Reserved
Nonce
CWR = Congestion Window Reduced
ESN—=+Echo
URG = urgent pointer | use
ACK = frame contains acknowledgement
PSH = data pushed, deliver immediately
RST = reset connection
SYN = establish connection
IEC
Figure 95 — TCP header
NOTE In IEC 61850-8, the Client/Server MMS protocol bases on TCP, while the routable protocols for GOOSE

and SMV in IEC TR 61850-90-1 use UDP.
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7.8.4 Layer 4 redundancy

There exists no proper Layer 4 redundancy, but Layer 4 protocols such as TCP support
redundancy of the network layer through packet numbering, which discards duplicates in the
TCP engine.

NOTE Multipath TCP [RFC 6824], an ongoing IETF standardization, provides path redundancy (among other
features).

UDP has no such sequence number and therefore the application layer has to care of
possible duplicates.

NOTE IP provides a 16-bit packet numbering to support fragmentation, which is unique_per {source_address,
destination address protocol} [RFC 6864]. This identification could be used for redundancy ded the,end ngqdes
implement it even if they do not support fragmentation.

7.8/5 Layer 4 security

Layer 4 security applies from port to port in the UDP and TCP

ork
ich
as

The Transport Layer Security (TLS) [RFC 5246] is a wide
traffic in order to prevent eavesdropping and tampering
runis on top of the Transport Layer, i.e. on top of ¥

RF[C 6176 states.

NOTE Nevertheless, the term SSL/TLS oftendappea

TL$ uses X509 certificates and asymmetri ; to
exdhange a symmetric key used for en€rypting datadurin

TL$ is not an appropriate , s ort
Layer Security (DTLS) [ pli
Seyeral use cas LS
is widely used her
sygtem and devices ¢

7.9
7.911

ISQ/@8I as Layer 5 is seldom used in the Internet protocols, delegating this function to the

apphication-

Thi session layer (defining the beginning and end of a stream of transport packets) definetF in

As an exception, the MMS protocol uses a session layer because it originally bases on
ISO/OSI and ITU-X protocols. To keep compatibility, IEC 61850 introduced a shim layer
between OSI/ISO protocols on TCP over port 102 [RFC 1006). This interface is stateless and
costs only a few octets of overhead (Figure 96).


http://en.wikipedia.org/wiki/Eavesdropping
http://en.wikipedia.org/wiki/Tamper-evident
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012345678 91011121314151617 181920212223 2425 2627 28 29 30 31

Figure 96 — Session and presentation layers for.

7.9(2 Routable GOOSE and SMV
IEG TR 61850-90-5 uses the same stack as MMS for transmitti

(Figure 97).

0123456728 9101112131415 7\l 2002172223 24 25 26 27 28 29 30 31
UDP hé(ﬁ\- ort 102 (iso-

TCP header - port 102 (iso-tsap)
RFC 1006 version 0000'0000 RFC 1006 ISO packet length
ISO 8073 length ISO 8073 packet type ISO 8327-1 session
ISO 8327-1 session ISO 8823 presentation
ISO 8823 presentation —
MMS header

IEC]

UDJ;P port 102 so it can use the multicast RFC 1240 i e the ISO trdffic

0 length 0100'000D. “—<burce TSAP

4 destination TSAP \ (’\ > checksum

8 sessior@%rlﬁipr/\\ ) ‘\> SPDU size

SP[ﬁk@Ne‘r N J Version

75 ke

imeNextKey

>Security algorithms

AN
N\
AN\ Y N\ KeylD

@ payload (R-GOOSE, R-SMV)
Figufe 97 — Session and presentation layers for R-GOOSE

Bo1h RFC 1006 and RFC 1240 are protocol overlay as will be further developed in 7.10.

IEC]

ver

IEC TR 61850-90-5 supports both a direct and a tunnel mode (see Figure 102).

7.9.3 Example: C37.118 transmission

Legacy protocols such as IEEE C37.118 can be directly transmitted from port to port; this is a

raw socket application.
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Iayer 3 header |ayer 4 header C37.118 PDU
AL \/’H AL
Ve
destination| source | IP |destination| source UPD port | port AA01 | size PMU S0C TQ FCs

PHY PHY tag | tunneler IP [ tunneler IP 4713 (4712 ID time flags

IEC

Figure 98 — IEEE C37.118 frame over UDP

7.9/5

IEQ dancy, in which the
apf ication paths available to it.

Fig -end application layer usjing
mu i

Adopt first arrival and
discard second arrival

|]|:| Application
program
(Receiver)

Check packet sequence numbers and
request retransmission of lost packets

e, TN Control center X

-

/. \
Substation 7 4 U,D ill P_n e_twgrk_SBl =

Application
program

Application |~ /‘7" / (Receiver)
prograrh g ¥ Duplicate
(Transmitter) UDP/IP network (A) \ transmissions
Application
Multicast program

(Receiver)

Control center Y

(b) Multicastand duplicate transmission for multiple locations

IEC

Figure 99 — Redundant network transmission handled by the application layer
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Application layer redundancy is problematic since it requires the application to be aware that
it is redundant and that its partner is possibly also redundant. Handling of IP addresses pairs
is clumsy. When several applications share the same hardware, it makes little sense to let
every application with different criteria for switchover. In addition, switchover time is dictated
by time-outs and unspecified criteria.

Therefore, the application should not address network reliability problems, but only
application redundancy, see 7.9.6.

7.9.6 Application device redundancy

Application interface redundancy does not help against failure of the device that executes'the
application, or against faults in the application itself (such as progra g errars). |To
address this, device redundancy is necessary.

Although device redundancy is not properly a network redundanc hag to
support the application device redundancy, especially by providi ame information to all
redundant units and by allowing cross-synchronization and & izati redundant
units and teaching of the newly inserted spares.

A particular problem is that the sender of the messaggs mustbeaware % i inati nas
chgnged and that the replacement partner has another 1P 3

Tolavoid this, the stand-by unit could . Ike
ovgr its IP address and request a reas 2 .g.
with an unsolicited ARP in IPv4). g gh be larger than what mpost
applications expect.

Examples of this appear i

7.10 Protocol overla

7.10.1 Definit@

Prdtocol overlay i

ThT]traspo Qf i i as
tun

Layer 3 pratocols may also be transported over another Layer 3 protocol, e.g. IPv4 over IPV6.

—h

Di
ins

=

erent types of Ethernet services can be offered over a Layer 2.5 o

=

Layer 3 transport,|for

The MEF defined names:

e Ethernet Private Line (EPL): connecting two specific Ethernet ports

e Ethernet Virtual Private Line (EVPL): like the EPL but capable of transporting multiple
individual EPL services

e Ethernet Private LAN (EVP-LAN): connecting a set of Ethernet ports creating the
appearance of all ports being connected to a single LAN

e Ethernet Private Tree (EVPT): point to multipoint connection using VLAN configuration for
multicast services
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7.10.2 Tunneling principle

Tunneling is the encapsulation of one protocol payload in another protocol. There are at least
two tunnelers, one at each end of the tunnel, but there can be branches to other IPv4 domains,
as shown in Figure 100. The first protocol could be IPv4 and the second IPv6.

domain
B

function
B4

domain
A

function
A4

transparent tunnel
over protocol 2

function
A2

protocol 1

tunneler A

tunneler C

IEC

61850-90-1

econd protocol; the domains at the ¢nd

arel to limit the frame size.

71

wo

jes
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L2TP L2TP
[ [
NET NET
link link link link link link link I|n\~
{ (@Y
PHY PHY PHY PHY PHY PHY A( g@( PHY
| | ] A (e
; IPv4 | IPv6 :
station bus station bus

substation-to-substation
network

addition, mesgage
sidered, esp

a Layer 2 emwtation over another network.

Encapsulate Layer 2 information at one terminal into Layer 3 packets in a Layer 2 tunne

MV

as

be

ink

Since the Layer 2 frames are in principle delivered identically to the other terminal in both
cases, the engineer has to ensure either that the address space is common or that the
address spaces are properly separated (see 7.6.4.12).

IEC TR 61850-90-1 does not specify the tunnel, but only models the tunneler.

IEC TR 61850-90-5 (see 7.9.2) specifies a tunnel protocol for synchrophasors, GOOSE and
SMV based on the ISO/OSI Connectionless Transport Layer (not widely used outside of Utility
Automation), which is a tunnel protocol including security (Figure 102). The tunneler is
particular to the IEC 61850 protocols.
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layer 2 header

N
7 . ~

substation A destination| source [VLAN|88BA
MAC MAC tag tag
L

tunneler configuration «~— |

\ layer 3 header

destination—souUrce- destinatiop—source it onl ML AR

PHY PHY I tunneler IP | tunneler IP | header RAALD MAC

L

tunneler configuration

substation B destination| source \| VI

MAC W t

of
M services (EoSDH, PS, etc.). to
port legacy SDH/SONET \devige to
support virtual circuit withs{ric i
SDH/SONET traffic ma b a
varjety of protoc@m
The¢ transport of the
sarme QoS as a can
onl his
bel icit
clotks on
IECG 615 5.
Thi
Figure 103 shows the principle of pseudo-wire. The TDM traffic from one access TDM netwprk

arr

ves/in the packetization buffer, waiting for the packets to be enough filled for transmissipn.

The PSN forwards these packets with a variable (but bound) latency to the de-jitter buffer at
the other access network side. The packets are not immediately unpacked and transmitted,
but stored in the de-jitter buffer. The de-jitter buffer reconstructs a TDM behavior based on
the worst expected latency on the PSN. To this effect, it might use an implicit clock, derived
from the traffic it receives, or an explicit clock if global clock exists or if the PSN provides a
precision clock. For the TDM equipment on the destination side, the latency is always
constant and equal to the worst expected latency of the PSN.
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common explicit orimplicit clock
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__WI—C?> DSTIET

q
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buffe

de-jitte ~
_.\F\D
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7.10.5.2 PWE3
IET|F standardized pseudo-wires unde i & i pufation Edge-to-Edge (PWE3)
Ard j 9 vices such as Frame Relay,

AT

At
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Public Switched Telephone Network

7.10.5.3 SAToP

Strpicture-Agnosti T3
flows over IP, M E ¢ od
suits applications w i edges do not interpret TDM data or do not participatg in
the] TDM signaling. ow
jitter.

o [ITU-T.X.1453 (TDM — IP interworking)
e |MEF-8 (Emulation of PDH Circuits over Metro Ethernet Networks)

AMEA Q A N /= e £ Trng _ - iy AL Q : I N
L4 VIFAO.U.U (EITTUIatiorn O TUNE TITCUTS OVET VIFLo USITTy Taw ETriidpsuldatiort)

7.10.5.4 CESoPSN

CES over Packet network (CESoPSN) [RFC 5096] transports structured E1/T1 or E3/T3 data
flows on IP, MPLS or Ethernet packets with static assignment of timeslots inside a bundle
according to the following standards:

e |ETF RFC 5086 (CESoPSN).

e ITU-T Y.1413 (TDM-MPLS network interworking)

e ITU-T Y.1453 (TDM - IP interworking)

e MEF 8 (Emulation of PDH Circuits over Metro Ethernet Networks)

¢ MFA 8.0.0 (Emulation of TDM circuits over MPLS using raw encapsulation)
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The TDM structure must be chosen for proper payload conversion such as the framing type
(i.e. frame or multiframe). This method is less sensitive to PSN impairments but lost packets

could still cause service interruption.

7.10.5.5 TDMolP

TDM over IP is the transport of E1/T1, E3/T3, STS-1 and other serial flows over IP, MPLS or

Ethernet.

It supports E1/T1 structured or unstructured mode according to the following standards:

e [IETF RFC 5087 (TDMolP)

e [ITU-T Y.1413 (TDM-MPLS network interworking)

e |ITU-T Y.1453 (TDM — IP interworking)

e |MEF 8 (Emulation of PDH Circuits over Metro Ethernet Networks

efficiency, packet loss, signaling and congestion avoidanse.
higher computational complexity.

7.10.5.6 Clock recovery
A

we
to s

7.10.5.

Fig

(\&\ \\/g1 T1, E3, T3, efc.

<\ CESOP
\&y}op CESOPSN TDMolP
RFC4553 RFC5086 RFC5087
IP MPLS L2TPv3
RFC791 RFC3031 RFC3931
PSN

IEC

Figure 105 — Circuit emulation over PSN

Table 46 compares the pseudowire protocols.

idth
ith a
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Table 46 — Pseudowire protocols

Technology TDM service Advantages Disadvantages Standards
supported
SAToP Unframed Low overhead TDM service is RFC 4553
lowest end-to-end susceptible to frame
delay loss and out-of- ITU-T Y¥.1413,
sequence ITU-T Y.1453
No DSO grooming
available
TDMolP Unframed: (‘nmplnhn suppaort of Highpr dplny when REC 5087
Framed, TDM services in transporting several
channelized one protocol time slots due to
n x 48 octet frames/
CHSoPSN Framed, Lower packetization | No support for C 5086
channelized delay when unframing, u
transporting several | SAToP inst&ad
time slots (DS)

RN

7.1 Virtual Private Networks (VPNs)

7.11.1 VPN principles

Virfual Private Networks span several comple ) 1| networks over a shared
physical network, e.g. over SDH/SONE A Etf or MPLS-TP.

VPNs allow separating classes of traffi

Disjoint means that the addtess sf aré separate: one VPN cannot address
objects from another VPRX > may appear in different VPNs, but with
anather owner.

Priyate means ide,
addressing (e.g.
NOT

Within a VPK S 3 i i , i.e. fthe

ANs allow/implementing VPNs by properly configuring the bridges. This is used in Q-in-Q
and PBB (see 7.6.8).

VPNsare bdtcgwiLcu' i Ldycl 2-VPNs (LZVPN) ard Laycu 3PN (LSVPN).
VPNs can run with or without encryption, encryption is not necessary for separation.

7.11.2 L2VPNs

A L2VPN extends the Layer 2 address space over another network.

A core network may offer three L2VPN services [RFC 4664]:

e Virtual Private Wire Service (VPWS) emulates an Ethernet point-to-point Layer 2 link over
a shared network; on top of this, services that require only point-to-point communication
may be emulated.
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e Virtual Private LAN Service (VPLS) emulates an Ethernet multipoint Layer 2 connection
over a shared network. VPLS provide Ethernet multipoint connectivity to sites, as if they
were connected using a LAN with broadcast or multicast messages. This means that
intermediate nodes can prevent loops and optimize traffic

e |P-only LAN-like Service (IPLS) emulates an IP service including routing on top of a
shared network (IPLS is ignored here since it is seldom used)

Figure 106 shows a conceptual view of VPWS and VPLS. The VPLS “bridge” is a virtual
device and the VPWS “pipe” is a virtual link; they symbolize a function carried out by the PE
nodes and the intermediate P-nodes.

Provider
Edge

VPWS

substation network PE

core network

00:11:22:33:44:55

VPWS

9,

00:22:22:22:22:22

substation network

IEC

Figure 106 — L2VPNs VPWS and VPLS

L2YRNs make it possible to operate private, multipoint, and point-to-point LANs through wide
area neiworks. LZVPNS provide usually Eithernei-ike CLAN Services.

NOTE TDM protocols are carried usually over pseudowire emulation services (PWE3) based e.g. on SAToP or
CESoPSN. This service is different from L2VPN but can run in parallel on the same underlying physical network
(e.g. MPLS-based).

L2VPNs also overcomes the limit in network segmentation explained in 7.6.6.4.

The provider network is involved in the customer routing. The protocol used is for instance
RFC 2547bis (Layer 2 MPLS-VPN).

When the underlying network is MPLS, an additional label in the label stack identifies each
VPN, the outer label is used for label forwarding in the network; the inner label is not used in
the core but addresses the VPN services at the PE.
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7.11.3 L2VPN multicast on MPLS

MPLS implements VPWS and VPLS in an efficient way using label stacking.

7.11.4 L3VPN
7.11.4.1 L3VPN General

A L3VPN connects multiple IP address domains over an underlying network. Like any Layer 3
protocol, it provides routing on the base of IP addresses and does not forward the MAC
addresses. Figure 107 shows a VPN established between three domains that share the IP

group 10.6.x.x, connected by VPN over a provider that operates with public addresses of
80.R54 .x.x. group.
L3YPNs provide unicast as well as multicast services, using the capal exunderly

IP networks or MPLS networks.

provider network

access network 820.x

@ node u
80.254xx 80.254.20.1 S
ll node
80.254 101
PE )
PE 802540165 nods
node
10.6.20.11
10.6.10.11 ) &
C >3E corporate network
{ 10.6.30.x
— = T
CZ'ﬂFi’
node Il node
— =
T

node
node | 10.6.30.11
/

IEC

the

ing

Figure 107 — L3VPN

The routers within the provider network and/or in the customer edge operate both with the

provider network IP addresses and with the carried IP addresses.

Each L3VPN has its own routing. This means that the routers in the network implement
several virtual routers, one for each L3VPN, each having its own forwarding information base.

7.11.4.2 L3VPN on MPLS

L3VPNs on MPLS are also known as Virtual Private Routed Network (VPRN) [RFC 4364].
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VPRN uses Virtual Routing and Forwarding (VRF) to provide multiple routing instances.
Customer specific routing tables are created on the PE when a VRF instance is configured. A
separate IP routing and forwarding table is assigned to each VPN. A VRF forwarding table
stores VPN routes with associated labels.

The Control Plane for MPLS VPN is based on Multi-Protocol BGP.
PIM, IGMP, MSDP and other multicast protocols operate in the context of the VRF.

The_Multicast VPN—IP Multicast Support for MPLS allows to configure and support multicast
traffic. This feature supports routing and forwarding of multicast packets for each individual
VRF instance, and it also provides a mechanism to transport VPN multic packets.'acrpss
the|service provider backbone.

7.11.4.3 L3VPN emulation by a L2VPN

An|L3VPN requires that the PEs be able to execute a routing pfoteg or BGP
and support VRFs for the individual L3VPNs. This behavior &an beemylat y using|an
external router accessed through L2VPNs. The efficiency ¢ 3 implementation and
on the L2VPN topology (star, meshed, etc.).

Figure 108 shows an example combining L2VPN {an

communication passes through the router in th
L2YPNs, some substations such as s@ 3 are-attach
/ ontrohcenter
(StaDAN
nter

sgrUnication. All Layer 3
Layer 2 traffic uses the

/ L2 broadcast domain

S

L2 traffic

substation to substation VPN
/) (VPWS or VPLS)

PMUs

\lEDS

Figure 108 — Emulation of L3VPN by L2VPN and global router
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7.11.4.4 VPN security

VPNs do not inherently imply the use of security. VPN security can be provided by additional
functions, see 7.12.2. Security measures for VPNs are covered in 7.12.5.

7.11.5 VPN mapping to application
7.11.51 VPN summary

VPN in the context of these use cases are not used for security purposes, but to separate
traffic from different applications.

VPNs are built on top of IP, IP/MPLS, MPLS-TP or other transport protocels to emulat
Layer 2 or Layer 3 network.

D
)

VPNs are superfluous if the core network offers only IP transpoft and 3 ?nd
adrinistrated by the utility. But even in this case, VPNs are conyenie al &g ion
traffic into traffic classes with different administration and Qe , are

independent concepts, but a VPN is generally associated with

VPNs are unavoidable when the core network is Opera i pendent netwprk
operator (service provider).

L2YPNs are indispensable when MP i ; ology. All core netwolrks
sugport L2VPNs, which allows tunneling La i OOSE. L2VPNs are diviged
intg VPWS (single Ethernet link emulation PLS (Ethernet bridge emulation)

L3YPNs should be used for IP traffic\ L3 a virtual routing on top of the cpre
network routing. If the coré h 8S NV natively L3VPNs (VPRN), they can|be
emplated by L2VPNs conne E\that“perfofm’s as a router,

L3YPNs are divided in 58S s\(unisast IP emulation) and MC-VPRN (multicast| IP
emplation).

Talple 47 shows t
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Table 47 — VPN services

Application Partner Partner Type of VPN QoS Example
Network Engineerin Network L2VPN 7 SNMP
Management g Elements L3VPN
Teleprotection SS SS VPWS 6 GOOSE, sV
(VPLS) (for more than 2 substations)
Telecontrol SCADA IEDs L2VPN 6 GOOSE
WAMPACS, SIPS CPE IEDs L2VPN 6 GOOSE
(down link) L3VPN R-GOOSE, R-SV
Operational voice CC, SS SS CES 5 SAToP,
(npn-1P) TDM over/M-PIi
Operational voice CC, SS SS,CC L3VPN 5 SIP A
(/) N (‘\
WAMS, WAMPACS PMUs / PDC/CPE | VPLS 4 GQOSK, SV, r 7.1
(up link) PDC
MC-L3VPN <S
M-VPRN IE 61850-90-5
SGADA non-IP RTUs SCADA CES E 08\?0-5 {01, DNP3, Modbls
legacy EMS
SGADA IP IED/GW SCADA L3VPN 3 é 61850-MMS, IEC 60870-5-
EMS 1
Sypporting services SS or CC SSorC L3VRN \/ 2@ -~Npcident response systems
SS physical security (video

\/ surveillance, access control,
alarms)

- Remote workforce managemept

Cdmpany internal Office Offi \%N 1 Email, servers, directories
informatics N

Internet OfN \bffi(:e\ W 0 Documentation, Weather
NQTE 1 As explai in VP c%\@e emulated by a L2VPN with external routers
NQTE 2 Dependin i iremapts (8,g. number of nodes, quantity or type of applications, netwgrk

IEG 61850- and IEC 61850-9-2 (SMV) messages can be carried over MALS
netiworks over'p ires (Figure 109).

core network

SEN MPLS

Figure 109 — Tele-protection over VPWS,
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7.11.5.2.2 L2VPN for WAMS

IEC 61850-9-2 SMV messages can be transported point-to-multipoint (P2MP) through a VPLS
(Figure 110) to the Central Processing Equipment that computes the grid stability conditions.

OIS IIGJL_WUI;\ ,LL
MPLS .=

nt

{
&5

Central Processing
Equipment

IEC

7.11.5.3 VPNs for le

7.1(1.5.3.1 Ca'

Legacy protocols v DUS
gacy p

The¢se protogols “we er /transported over IP, such as Modbus-IP, DNP-IP | or
IEC 60870-

These two modes areNtreated differently for transmission over WANs

7.11.5.3.2~ Asynchronous legacy protocols

The¢ “asynchronous legacy protocols can be tunneled between the endpoints using a cirguit
emulation using TDM pseudowires over MPLS.

Depending on the relay or channel-bank requirement, the TDM pseudowire can be configured
to perform raw channel circuit emulation with SAToP or structured circuit emulation using
CESoPSN.

Traffic-engineered of forward and return paths between substations allows path congruency.
Paths can be ftraffic-engineered using statically provisioned MPLS-TP tunnels or dynamic
RSVP-TE tunnels.


https://iecnorm.com/api/?name=9f002830af5df23e12b6bfb59908461d
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