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FOREWORD

Il national electrotechnical committees (IEC National Committees). The object of IEC is to prompte internat

ublicly Available Specifications (PAS) and Guides (hereafter referred to as “IECPublication(s)”).
ay participate in this preparatory work. International, governmental and non-governmental organizations lia|

tandardization (ISO) in accordance with conditions determined by agreement between the two organizatio

he formal decisions or agreements of IEC on technical matters express, as‘nearly as possible, an internat
onsensus of opinion on the relevant subjects since each technical cemmittee has representation fro
terested IEC National Committees.

FC Publications have the form of recommendations for internationahUse and are accepted by IEC Naf

ublications is accurate, IEC cannot be held responsible far,the way in which they are used or for
isinterpretation by any end user.

ansparently to the maximum extent possible in their national and regional publications. Any divergence bet
ny IEC Publication and the corresponding national or‘tegional publication shall be clearly indicated in the |

FC itself does not provide any attestation of conformity. Independent certification bodies provide confo
sessment services and, in some areas, access'to IEC marks of conformity. IEC is not responsible fo
rvices carried out by independent certification bodies.

Il users should ensure that they have the\latest edition of this publication.

embers of its technical committees anhd IEC National Committees for any personal injury, property dama
xpenses arising out of thespublication, use of, or reliance upon, this IEC Publication or any other
ublications.

ttention is drawn to the \Normative references cited in this publication. Use of the referenced publicatio
dispensable for the €orrect application of this publication.

ttention is drawn te_the possibility that some of the elements of this IEC Publication may be the subject of p
ghts. IEC shall.net’'be held responsible for identifying any or all such patent rights.

mittee:57: Power systems management and associated information exchange.

The

he International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprjsing

onal

p-operation on all questions concerning standardization in the electrical and electronic fields, /Ao this end and
addition to other activities, IEC publishes International Standards, Technical Specifications, Fechnical Reforts,

'heir

reparation is entrusted to technical committees; any IEC National Committee interested-in-the subject dealf with

sing

ith the IEC also participate in this preparation. IEC collaborates closely with the-International Organization for

ns.

onal
n all

onal

ommittees in that sense. While all reasonable efforts are madeto ensure that the technical content of IEC

any

order to promote international uniformity, IEC National, Committees undertake to apply IEC Publications

veen
htter.
rmity
any

o liability shall attach to IEC or its\directors, employees, servants or agents including individual expertd and

e or

ther damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees)| and

IEC

hs is

Atent

TR 61850-10-3, which is a Technical Report, has been prepared by IEC technical

text of this Technical Rnpnr’r is bhased aon the fnllnwing documents:
Draft Report on voting
57/2199/DTR 57/2328/RVDTR

Full information on the voting for its approval can be found in the report on voting indicated in
the above table.

The

language used for the development of this Technical Report is English.

A list of all parts in the IEC 61850 series, published under the general titte Communication
networks and systems for power utility automation, can be found on the IEC website.
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This document was drafted in accordance with ISO/IEC Directives, Part 2, and developed in
accordance with ISO/IEC Directives, Part 1 and ISO/IEC Directives, IEC Supplement, available
at www.iec.ch/members_experts/refdocs. The main document types developed by IEC are
described in greater detail at www.iec.ch/standardsdev/publications.

The committee has decided that the contents of this document will remain unchanged until the
stability date indicated on the IEC website under webstore.iec.ch in the data related to the
specific document. At this date, the document will be

e reconfirmed,

e ywithdrawrr,
e replaced by a revised edition, or

e amended.

IMPORTANT - The 'colour inside' logo on the cover page of this publication indicates that it
coptains colours which are considered to be useful for the correct understanding of |its
coptents. Users should therefore print this document using a colour printer.
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INTRODUCTION

022

The growing success of the |IEC 61850 series calls for guidelines for testing of substations
implementing this standard. This Technical Report aims at producing a practical guide for
protection, automation and control (PAC) engineers on best practise for testing of the latest
amended IEC 61850 based devices and systems.

Since the release of the first edition of the IEC 61850 standard in 2002-2005 thousands of
substations have been built making use of the new multi-part standard. Most of those systems
are more integrated and complex than the previously deployed, making use of multi-function

Capgwmm
protection trips via GOOSE messaging control commands/indications, monitoring and|A

syn
cha
cha

Des
amd
prog
utili
incl
extd
1 an
and

Thig
folld
disq
The
sim

chronisation information over the same shared equipment or network will need to d
nges to existing test methods and practices as many of the traditional test boundafies h
hged.

pite the large number of commissioned IEC 61850 substations, consjderable uncertg
ng end-users (system integrators and power utilities) regarding-the correct tes
edures still exists. Devices implemented according to the first edition of the standard

ved a limited part of the test related functionality in the standard._Much of the function
ided in IEC 61850 to allow efficient, functional oriented te’sting has been clarified

nded in the second edition of IEC 61850-6, IEC 61850-7-1(o)|EC 61850-7-4, IEC 6185
d IEC 61850-9-2. Therefore, there is a need to help the industry by describing the meth
principles for testing the IEC 61850 based applications.

Technical Report provides insight into the changing requirements and practice of tes

wing the introduction of IEC 61850 based.dévices and systems. One example is
ppearance of so-called 'hardwired' connections between substation automation devi
se connections are replaced by communication networks and this means that traditi
Ilation and isolation of signals for the purpose of testing is no longer possible.

g of
ime
rive
ave

inty
ting
hlso
blity
and
D-8-
ods

ting
the
Ces.
bnal
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COMMUNICATION NETWORKS AND
SYSTEMS FOR POWER UTILITY AUTOMATION -

Part 10-3: Functional testing of IEC 61850 systems

Scope

Thid
sub
defi
with
this

The
IEC

Thig

Thig

part of IEC 61850, which is a technical report, is applicable to testing of applications w
hed in IEC 61850-4:2011. However, while the quality assurance in that document be

document focuses on end-user requirement fulfiiment.

report may be useful to users applying IEC 61850 to other domains;“however testin

document describes:

A\ methodical approach to the verification and validation ‘ef-a substation solution
he use of IEC 61850 resources for testing in Edition 2.1
Recommended testing practices for different use’cases

Definition of the process for testing of IE€C61850 based devices and systems u
communications instead of hard wired system interfaces (ex. GOOSE and SV instea
nardwired interfaces)

Jse cases related to protection and centrol functions verification and testing

or methodologies for testing of abstpact device independent functions.

2

The
con
For
ame

IEC
Sys

Normative referenceés

following documents are referred to in the text in such a way that some or all of their con
stitutes requirements of this document. For dated references, only the edition cited app
undated references, the latest edition of the referenced document (including
ndments)applies.

61850-4:2011, Communication networks and systems for power utility automation - Pa
fefm and project management

61850 systems outside the substation domain is not within the scope of this document

thin

stations. It is intended to give practical guidelines to perform the stages of quality asstrdgnce

hins

the IED manufacturer development stage and focuses on the role of the system integrator

g of

5ing
d of

document does not cover the conformance testing of devices according to IEC 6185(-10

itent
ies.
any

rt4:

IEC 61850-6:2009, Communication networks and systems for power utility automation - Part 6:
Configuration description language for communication in electrical substations related to IEDs

IEC
IEC

61850-6:2009/AMD1:2018
61850-6:2009/AMD1:2018

IEC 61850-7-1:2011, Communication networks and systems for power utility automation - Part

7-1:
IEC

Basic communication structure - Principles and models
61850-7-1:2011/AMD1:2020

IEC 61850-7-2:2010, Communication networks and systems for power utility automation - Part
7-2: Basic information and communication structure - Abstract communication service interface

(AC
IEC

Sl)
61850-7-2:2010/AMD1:2020
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IEC 61850-7-3:2010, Communication networks and systems for power utility automation - Part
7-3: Basic communication structure - Common data classes
IEC 61850-7-3:2010/AMD1:2020

IEC 61850-7-4:2010, Communication networks and systems for power utility automation - Part
7-4: Basic communication structure - Compatible logical node classes and data object classes
IEC 61850-7-4:2010/AMD1:2020

IEC 61850-8-1:2011, Communication networks and systems for power utility automation - Part
8-1: Specific communication service mapping (SCSM) - Mappings to MMS (ISO 9506-1 and ISO
9506=2and-to+SOAEEC8862-3

IEC|61850-8-1:2011/AMD1:2020

IEC|61850-9-2:2011, Communication networks and systems for power utility automation - Part
9-21 Specific communication service mapping (SCSM) - Sampled values over ISO/IEC 880p-3
IEC|61850-9-2:2011/AMD1:2020

IEC|61850-10:2012, Communication networks and systems for power utility automation - Part
10: [Conformance testing

IEC| 81346-2, Industrial systems, installations and equipment™and industrial products -
Strycturing principles and reference designations - Part 2: Classification of objects and cddes
for ¢lasses

3 [Terms, definitions, abbreviated terms and.acronyms

3.1 Terms and definitions
3.1 Testing types

3.1.11.1
accpptance tests
tests which serve to verify if an IED-or a scheme meets the customer requirements

Note| 1 to entry: This could include a specific FAT if it is required by the customer.

3.1./1.2
commissioning tests
testlon an item carried out on site, to prove that it is correctly installed and can operate corrgctly

Note| 1 to entry: She commissioning phase is carried out on site (in the substation) when the installation phape is
complete. These) tests are performed to ensure the safe and reliable operation of the system with assocjated
subsfation_interfaces. The commissioning phase is a global operation which follows the installation and runs untjl the
energization) 1oad tests and adjustments are completed.

[SC IRDCC- ICO anNnnNEN 4684-90NN4 41E4 168 241
o T OUUOU—TO T 20U T, o1 107 Z2]

3.1.1.3

conformance tests

first of the functional tests of the components of an integrated substation automation system
(SAS)

Note 1 to entry: Every IED or Device Under Test (DUT) which belongs to the SAS, is tested. The conformance tests
are performed to show that the IED are compliant to requirements relative to environment, data model, communication
and functional standards. These tests can be performed by a vendor or by an independent authority who certify test
results.


https://iecnorm.com/api/?name=c4ea8ee7421d08e5ec34174be36937be

IEC TR 61850-10-3:2022 © IEC 2022 -1 -

3.1.1.4

Factory Acceptance Tests (FAT) of schemes and systems

customer agreed functional tests of the specifically manufactured system or its parts, using the
parameter set for the planned application

Note 1 to entry: This test is typically performed in the factory of the system integrator by the use of process
simulating test equipment.

[SOURCE: IEC 61850-4:2011 3.20]

3.1.1.5

installation tests
testp carried out by the contractor after installation in order to verify if the system is ready,'tp be
commissioned

3.1.1.6
interoperability tests
tests applied to an assembly of IEDs of the same or different vendors

Note| 1 to entry: They shall demonstrate that these IEDs, when interconnected by a proper communication sygtem,
may loperate together, sharing information and performing their functions in a sectiresway and with specified leyel of
perfgrmance. They should be performed with the customer acceptance during\system development and faftory
acceptance tests.

3.1.0.7

Communication Interface tests:
testp applied to two function elements of a distributed{function interfacing over a substdtion
communication interface in order to evaluate the impact of the communications architectureland
traffic on the performance of the distributed functien or sub function

3.1.1.8
Maintenance Tests
all testing activities which occur after theslED or PAC scheme has been put into service

3.1.1.9

Site Acceptance Tests (SAT)
testp consisting of the verification of each data and control point and the correct functionality
insile the automation system and between the automation system and its operating
environment at the whole installed plant by use of the final parameter set

Note| 1 to entry: The SAT is a precondition for the automation system being put into operation.

[SOURCE: IEC:61850-4:2011 3.21]

3.1.1.10
End-to<End test

Endkto-end testing is used to ensure that the integrated componentsof an application fundtion
4 9 g PP

as expected — from the input from the process to the output to the processTesting Methods

3.1.1.11

black-box testing

testing based upon the requirements with the function or system treated as a "black-box" when
the internal workings of the system are unknown

Note 1 to entry: In black-box testing the system is given a stimulus (input) and if the result (output) is what was
expected, then the test passes. No consideration is given to how the process was completed.

3.1.1.12
bottom-up testing
testing which starts with the function elements and works upwards
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Note 1 to entry: It involves testing the function elements at the lower levels in the hierarchy, and then working up
the hierarchy of sub-functions until the final function is tested.

3.1.1.13

closed-loop testing

testing characterized by the fact that the output from the device or system under test is looped
back and affects the next stage of the simulation

3.1.1.14

local testing
process where all simulation tasks, the assessment of the tested device performance and the
docpmentation of the Tesults from the testare performed by the tester atthe site of the tested
dev|ces or system using mobile test equipment

3.1.1.15

manual testing
marjual testing is the process where most of the simulation tasks, the assessment of the tested
device performance and the documentation of the results from the test aresperformed manyally
by the tester.

3.1./1.16
neglative testing
test|ng process where the system validated against the invalid‘input data

Note| 1 to entry: A negative test checks if a application behaves as exXpected with its negative inputs.

3.1.0.17
posjitive testing
testjng process where the system is validated against the valid input data

Note| 1 to entry: In this testing the tester always checks for only valid set of values and checks if an applicption
behdgves as expected with its expected inputs. The main intention of this testing is to check whether the software
application is not showing an error when not supposed to and showing an error when supposed to.

3.1.1.18

remote testing
prog¢ess where all simulation:tasks, the assessment of the tested device performance and| the
docpmentation of the results)from the test are performed by the tester from a remote locqtion
ovef a communications link to the site of the tested devices or system using test equipment
permanently installed.at\the site

3.1./1.19

topidown testing
testing method which tests the high levels of a system before testing its detailed functipnal
components

Note| 1 to’entry: Testing starts with the overall function test and goes down the hierarchy testing sub-functions|until
the function elements at the bottom of the hierarchy are tested.

3.1.1.20
white-box testing
testing based upon the requirements with the internal workings of the function or system known

Note 1 to entry: In white-box testing the system is given a stimulus (input) and if the result (output) is what was
expected, then the test passes, however consideration is also given to how the internal elements of the function
worked.
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3.2 Abbreviated terms and acronyms

The following abbreviations and acronyms are used in this document:

BFP: Breaker Failure Protection

GOOSE: Generic Object-Oriented Substation Event
IED: Intelligent Electronic Device

PAC: Protection, Automation and Control

PACS: Protection, Automation and Control System

PUAS: Power Utility Automation System
SAS: Substation Automation System
SBQ: Select Before Operate

4 |Testing-related features in IEC 61850

4.1 General

Functions in Power Utility Automation Systems (PUAS) are not pefformed by a single fundtion
element (Logical Node, LN), but implemented through an interaction of multiple Logical Nogles,
each contributing its specific functionality. The different functions may be accommodatefd in
diffgrent logical devices, even hosted by different physical devices, which imposes the ugage
of agreed-upon basics:

o standardized function interfaces content and behavior (from a communicational perspeciive)
hrough LN,

e evaluation of the information received in a predictable manner,

e exchange of information of a common semantic.

While during normal operation the ginformation flow is defined by the communicdtion
configuration, testing requires a user\interference into this scheme prior to the test, to ayoid
inadvertent reactions onto information created during testing. Disconnecting of a device ufrrder
test|is not the appropriate way ‘of. doing, moreover as this device may require information from
the pther components of the system to perform its function.

The|above mentioned basics of IEC 61850 are used for testing purposes to functionally isdlate
a definable structure offunctions in a system environment without disturbing the compongnts
in nprmal operation. The following chapters will present the principles of how functional isolgtion
is achieved.

4.2| Testfeatures defined in IEC 61850

4.2 General

Some of the features described in this subclause are not mandatory and therefore may not be
available in all IEDs which conform to IEC 61850. It is in the responsibility of the user to re-
establish operational conditions in the device under test after having finalized the tests.

It shall be well understood which testing-related features defined in IEC 61850 and described
in the following clauses are implemented in the devices used in the substation. The user shall
develop procedures that will use the testing features for virtual isolation of the different active
protection, automation and control devices during the testing in a live substation. This includes
resetting of all interventions made onto controllable elements for testing purposes as well as
clearing of buffers, logs, counters if applicable. Considering the possibility that the actual
operational conditions may include settings which deviate from the as-built status, manipulating
a device under test requires careful considerations. The user is welcome to be supported by
tools during this task.
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4.2.2 Simulation based testing in substations under normal operation

022

Simulation in the context of IEC 61850 is the capability of a test device to send messages with
a "simulation" flag activated in parallel to the real message to support the distinction between
the actual messages from the equipment in the live substation and the messages from devices
used for testing purposes. It is NOT related to a generic simulation of the process. It is also the

abili

ty of the subscribing device to process simulated messages.

At the IED' level the option to set the logical node LPHD data attribute Sim.stVal to TRUE or
FALSE allows the IED to select the multicast signals that will be processed. In order to test an

IED

Sim.stVal is set to TEST. The test device shall inject GOOSE and/or SV messages

ith

the
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fronmp the system Gnder operation shall be taken into account. Depending on the test aim, it m
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simulation flag in the header set to TRUE.

re 1 shows IED1 receiving simultaneously two similar GOOSE messages (GOOSE 1).
E while the other GOOSE 1 message coming from the configured nominaksource ha

stVal also set to TRUE will listen for messages from the test devices with the Simulg
et to TRUE and will process only these GOOSE 1 message after the first such messag
ived from the test device. If the data Sim.stVal is set to FALSE it will process the GOOS
sage from the actual device that has the simulation bit set to FALSE.

e LPHD1 data Sim.stVal remains TRUE, two other GOOSE messages from actual devi
DSE 2 and GOOSE 3, with simulation bits FALSE will* still be processed accordin
61850 as shown in Figure 1 as there are no other GOOSE 2 or GOOSE 3 messages on
vork that have the simulation bit set to TRUE. As.seoon as there is a GOOSE 2 or GOOS
has the simulation bit set to TRUE, the devicewil'subscribe to this/these GOOSE.

F 1 Data flow of signals using client/server communication channels to the IED are not affected by
ation option bit of LPHD.

F 2 Simulation status is not propagated to the output of the function using simulated streams, i.e. downst
ment will not have any means to discriminate between a simulated output and a normal one.

F 3 If LSVS.SimStis true, subscribed SV messages with the simulation bit set are being received and acce

F 4 If LGOS.SimSt is true, subscribed GOOSE messages with the simulation bit set are being received
pted.

simulation is thus net completely equivalent to the use of a "test handle" diverting all i
associated to a,conventional IED since not all input signals systematically come from
tool. Also, when-designing the test cases and scenarios, the effects of GOOSE con

referabledo combine the use of LPHD.Sim and the test mode.

The

DSE message from the test simulation device has its message header simulation bit s¢t to

5 its

Ilation bit set to FALSE. The IED1 with its physical device logical mede LPHD1 data
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ested LDs to the concerned LD.

In this subclause an IED refers to a LD including a LPHD LN, i.e it will affect also all children LDs in case of
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Figure 1 — Data used for receiving simulation signals (IEC 61850-7-1 Fig. 40)

Simulation is applicable in the LPHD at the level of{the Physical Device and defines
pro¢essing of the data by the communication processor of the LD(s) "connected to2"

Phypgical Device. There shall be one subscription<per later simulation stream. If different log
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than one subscription may be required to allow the later independent testing using simulat
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Figure 2 — IED with multiple process interfaces

IEC


https://iecnorm.com/api/?name=c4ea8ee7421d08e5ec34174be36937be

- 16 - IEC TR 61850-10-3:2022 © IEC 2022

Figure 2 gives an example of the use of multifunctional IED for the transmission line protection
in in a double breaker configuration, but also applies to breaker-and-a-half or ring bus.

In this case, a single IED requires separate interfaces with the merging units on each of the
individual breakers (CB1 and CB2). If we are to test for example a PTOC function element
protecting CB1, we will need only sampled values simulation for CB1.

If we are to test a PTOC function element protecting CB2, we will need only sampled values
simulation for CB2.

Renmember that the processing of simulaied values starts only after receiving the first mesgage
with the Simulation parameter set to TRUE.

In order to use the simulation flag, LPHD.Sim of the receiving Physical Device must adopt| the
valye "TRUE" and the simulation bit in the message received from the test devi€e also must be
"TRUE".

However, the mixing of sampled values coming from the actual process ‘{the MU of CB2)[and
from a test device simulating sampled values from the MU of CB1 creates a problem from| the
test|ng point of view due to the fact that this is not a fully controlleddest environment. Becduse
of that in case of maintenance testing in an energized substation. all*logical nodes that are uging
sanpled values from both CB1 and CB2 merging units should be in test mode before the sgtart
of the simulation. This can be solved by CB1.MU and CB2,MY sending two streams (SV1|and
SVZ) of sampled values each. Thus CB1.MU stream SV1can be simulated for LDevice (GB1,
whille TL is using the real value of CB1.MU stream SV.2«

4.2.3 Mode and behavior of functions

In IEC 61850, each function, represented by @l ogical Node or a Logical Device, can adoptjone
of five different modes resulting in five different functional and communicational behaviors| (cf.
IEC|61850-7-4:2010, Annex A):

bn, blocked, test, test/blocked, off

If the LN behavior is reporied as 'on', the application of a function is operative, all
communicating features are-in-service.

If the LN behavior is reported as 'blocked’, the LN behavior is almost identical to 'on' with pnly
one|difference depicted below:

[he featured.difference between the 'on' and the 'blocked' can only be used by funct|ons
which havea direct interaction with the process (i.e. no other intermediate LN). For tHese
boundary_lLogical Nodes the outputs through contacts or analogue ports can be blocked.
[his,means that these outputs are not changed for the duration of the blocking,| All
communicating features are in service.

Testing shall not impact other functions in normal operation. Therefore a function which is set
to 'test' is operative, but propagates the testing information downstream by formally indicating
information as being produced under test conditions. Details are provided further in the
document.

The output to the process of a function in 'test' can be blocked in a similar way to 'blocked'
using the 'test/blocked' behavior, blocking the outputs contacts or analogue ports. The
application indicates information as being produced under test conditions and it reacts on
control commands with a test flag set.

A function can be set to 'off', which disables its application. As the application does not work, it
neither processes inputs nor produces physical outputs, communication output is provided with
data quality 'invalid', except Mod, Beh and Health. Control commands from a client are rejected
with negative responses, except Mod, in case it is controllable.
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The behaviour of a function is controlled jointly by its superior hierarchical level as well as
through its controllable object 'Mod'. To reach a definite behavior among of these two access
variants, the states are ordered by priority, where 'off' has priority over 'test' which has priority
over 'on' (cf. Table 1, Example: If the superior Logical Device is set to 'test', Logical Nodes or
nested Logical Devices on a lower hierarchical level may only be varied into 'test/blocked'
behavior or switched 'off', never be set to 'on'.

Table 1 — LD/LN Mode/Beh inheritance

LNMode or nested LDMode LDMode LNBeh (read only)
AAAAN.NVIOU LLINU.VIOU AAAAN.DCTI

on on on

on blocked blocked

on test test

on test/blocked test/blocked

on off off

blocked on blocked

blocked blocked blocked

blocked test test/blocked

blocked test/blocked test/btocked

blocked off off

test on test

test blocked test/blocked

test test test

test test/blocked test/blocked

test off off

test/blocked on test/blocked

test/blocked blocked test/blocked

test/blocked test test/blocked

test/blocked test/blocked test/blocked

test/blocked off off

off on off

off blocked off

off test off

off. test/blocked off

off off off

Regardless of the status of a LN, the communication service to control its behavior through its
Mod is always in service, even in 'off' status.

For testing purposes, Mod shall be set to TEST; to allow "processing as valid" of a control
service command with a test service parameter set to TRUE or a GOOSE data signal with q.test
service parameter value of TRUE as shown in Figure 3. Subclause 4.2.4 provides an insight
into the processing of information specific for the states of a function.

A command with test service parameter value of FALSE will not be processed if the receiving
element is in test mode. When Mod is set to test-blocked it will behave as in TEST but the result
of the processed reactions will not be issued as output data to the process. IEC 61850-7-
4:2010, Annex A, cf. Table 2 provides a detailed explanation of the behavior for various settings
of the data object Mod.
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Figure 3 — Processing of test signals (Part 7-1, Figure 42)

bnal

hierprchy represented by the nesting of logical devices.‘togical devices which offer ways of

grouiping functions may be used to represent a group of-typical automation, protection or o

ther

fungtions. The functions generally rely on sets of function elements represented by logical

nod
dev

It is| important to note that LDs offer more” than grouping functions, they also offer way
marjage general common properties ¢{Such as the control authority) and behaviours
exp
properties and behavior down to all_elements of the hierarchy.

The|following text illustrates-how this can be used in a concrete example.

In almultifunctional protection IED we typically have several main function types:

ces.

ained above through Mod/Beh). Nesting LDs offers then ways to "propagate" these com

Protection
Automation
Control
Measurements

Recording

es in the IEC 61850 object model. The logicaknodes are contained and managed in logical

5 to

mon

Condition monitoring
Other

In this example, we assume that specialized LD are used to reflect these function types, i.e.
one LD will be used for each of this function types, offering ways to share some common
properties and behavior, as if they were in different physical entities.

Depending on the type of protection IED, each function may contain several sub-function types.
For example, in a distribution feeder protection IED we may have:

Overcurrent protection
Overvoltage protection
Underfrequency protection
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Then we assume that specialized LD are used to reflect these sub-function types, i.e. one LD
will be used for each of this sub-function types, offering ways to share some common properties
and behavior. Nesting these with the root LN PROT enables dispatching common properties
and behavior set at the root level down to each of these LDs.

Figure 4 shows such an example of a protection logical device PROT which contains a nested
logical device ocp, representing the overcurrent protection sub-function. PROT is called the
"root" logical device. The overcurrent LD (LD ocp) is even further broken down into two more
logical devices — gnd and phs, which accordingly represent the ground and phase overcurrent
protection sub-functions.

Physical device

Logical device

PROT LLNO

LPHD

LLNO LLNO PIOC1 > Logidh
PTOC1 |WH nodes

PTOC2

PDIR1
LD

ocp LLNO PIOC1

PTOCH

T X~

L4

LD
phs PTOC2

PDIR1

-

RREC1

a\>

IEC

Figure 4 — Nesting of logical devices representing the functional hierarchy
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LD PROT

LLNO

LD ocp

LLNO

C GrRef )

LD gnd

LLNO

LN xxxx

IEC

Figure 5 — Use of GrRef in the modelling of nested logical devices

LLNO of the logical device LD ocp contains a setting data named GrRef whose common data
clags is ORG ("object reference setting, group"). The referenced value of GrRef in LD o{p is
PROQT, meaning that the logical device function refers to the functional group represented by
the Jogical device PROT.

Likgwise, LLNO of LD gnd refers to the functional group represented by the logical devicg LD
ocp| In other words, LNs in LD gnd are sub-functions of LD ocp.

Theluse of the objectreference GrRef is shown in Figure 5.

| PROT/LLNO.Mod

| ocp/LLNO.Mod |

A 4

ocp/LLNO.Beh

| gnd/LLNO.Mod |

1

| gnd/LLNO.Beh |

| gnd/LNxx.Mod |

¢ A 4
| gnd/LNxx.Beh |
IEC

Figure 6 — Management hierarchy of nested logical devices


https://iecnorm.com/api/?name=c4ea8ee7421d08e5ec34174be36937be

IEC

TR 61850-10-3:2022 © |IEC 2022 -21-

The management of the behavior within a logical device is based on the Mod setting of its LLNO,
which contains common information for the LD like health, mode, behavior and name plate.

The hierarchy determines how the mode (e.g. on, off, test) of these functions and sub-functions
is managed (cf. 4.2.3).

The referenced value of GrRef is PROT, meaning that the logical device function refers to the
functional group represented by the logical device PROT.

The

In F
of L

The
LD
the

hierarchical management of the mode and behavior is shown in Figure 6.

igure 6, the mode of the LNs in LD gnd may be changed individually or globally by msg
| NO of LD gnd.

PROT. For example, if the mode of the functional group LD ocp is set to *Off", it not only
behavior of all logical nodes in LD ocp to "Off" but also the behavior-6fall logical node

LD gnd. Switching the mode of LD PROT will affect the behavior of all logical devices and log

nod
and

Suc

es belonging to the functional group LD PROT, i.e. all logical nodés in LD PROT, LD
LD gnd and LD phs.

h hierarchical management of the mode and behavior allows a very efficient control of

different functions and sub-functions implemented in a multifunctional IED. This is designe
parficular to enable testing at different levels.

The
sho
whi
test
and

above described inheritance of mode does not'apply to the inheritance of the "on" mod
vn in Table 1. "on" is configured at the logicalnode and logical device level, thus specif

when mode has been set to "test" whichis inherited as a behavior by all logical dev
logical nodes with mode setting of "on",when we return the mode setting to "on" we do

want all nested logical devices and logical nodes to switch to "on".

4.2.
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If th
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b Processing of information

Fmation is transmitted bétween a publishing function and a subscribing function.
ishing function is expected to convey additional information, such as data quality, etc.
fmation of the valuetis necessary for the correct understanding and processing of the v
he subscribing function. Different data attributes can be used as the inputs for
5cribing function which define how to handle the value in an application specific way.

e test bit inthe quality attribute of a data object is different from the testing behavior (E
he subseribing function, the application deals with the input in a way which reflects
hitionshin Table 2.

ans

r mode may also be changed either by means of LLNO of LD ocp or by means of LLNQ of

set
s in
ical
DCP,

the
d in

P as
ying

th logical nodes and logical devices are to be used. The reason is that after performing a

ces
not

The
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hlue
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As ammatterof imteroperabitity;, functions mustbeprovidedwitham mptementatiomrof the
quality processing rules as defined in IEC 61850-7-4. Only if all functions participating in a
scheme are processing data quality with the same understanding, an effective isolation and
testing of a function can be reached. The processing of data quality is illustrated in Figure 7.

lata
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Figure 7 — Processing of the datayby a LN depending on the LN
behaviour and the quality attribute of input data

Forla function which is 'on' or 'blocked',-the user expects that its processing is not affectedl by
infofmation published by another function under test. Commands marked as 'test' are|not
considered for processing by fungtions operating normally. Therefore, a function in 'orl' or
'blogked' state must be configuredto react properly when an input data with q.test set to TRUE.

Properly can mean:

e Use instead a defalilted good value
e |gnore that value (keep last value)

e Dblock the function.

Logjcal Nodes publishing states of physical inputs can also be in test mode. This can be Used
by the operators to indicate that tests are performed

° PP 3 NP 1 4 $ £ P TS . BEHEA-S-E—a-SH-HHRRR-ea
viadra ¢ T L T C

ot o
CSTSCTTCP

e on the primary equipment itself,

e on the secondary equipment.

Since the test bit (e.g. XCBR.Pos.q.test) will be set to TRUE for these tests, these inputs have
to be processed accordingly.

A function which is set to 'test' or to 'test/blocked' processes "as valid" messages with g.test =
FALSE and messages with q.test = TRUE (cf. Table 2), g.validity = GOOD assumed. This
characteristic has an important impact on the test methodology. Table 2 summarizes the
processing principles expressed in various chapters of the standard. These principles are
needed to secure the interoperability of functions in the way the user expects applications to
work.
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The 'invalid' indication is typically known in conjunction with measurement values, but not
limited to. Stronger than with an indication 'questionable' where a processing of the value is
conceivable (depending on the configuration of the dedicated input processing for an
application), 'invalid' unambiguously indicates that a value is not to be used. In the subscribing
function, the communication services takes note that information was received, but the
application does not consider the value for its processing. For a better understanding why a
value is ranked 'invalid' or 'questionable’, detailed quality identifiers are provided. Overflow, Out
of Range, Bad Reference, Oscillatory and Failure lead to an indication 'invalid', Out of Range,
Bad Reference, Oscillatory, Old data, Inconsistent and Inaccurate lead to an indication
'questionable’. The subscribing function can evaluate the detailed quality identifiers to derive
the most appropriate way of processing of the information. The behaviour of the subscribing
fungtions upon reception of invalid or questionable data should be included in the test scope.

Table 2 — Table A.2 of IEC 61850-7-4:2010/AMD1:2020,
Annex A summarizes the processing principles

Function behind LN
ON ON ON ON OFF
Outplut to the Process (Switchgear) via a non-
IEC| 61850 link for example wire (typical for YES NO YES NO NO
X..., Y... and GGIO LNs)
=
Output of FC ST, MX Value is relevant Value is relevant Value is relevant Value is relevant Value is relevpnt
(issued independently from Beh) q is relevant q is relevant q.teststrue q.test=true q.validity=invalid
y AR, S
Response to (Normal) Command from Client at a+ a- a- a-
(a+/ a- acknoledgement) pos. ack. pos. ack. neg. ack. neg. ack. neg. ack.
Repponse to TEST Command from Client a- a- a+ at a—
(a+/ a- acknoledgement) neg. ack. neg. ack. pos. ack. pos. ack. neg. ack.
A N
Ijcoming data with validity=good AND Processed as Processed as Processed as Processed as Not processad
t¢st=false AND operatorBlocked=false valid {alid valid valid P 1
oming data with validity=questionable AND! Processed as Processed as Processed as Processed as Not processad
tpst=false AND operatorBlocked=true questionable guestionable questionable questionable P 1
Iicoming data with validity=good AND Processed as Processed as Processed as Processed as Not 44
tpst=true AND operatorBlocked=false invalid invalid valid valid Ot processg
orfing data with validity=questionable AND Processed 8% Processed as Processed as Processed as
fest=true AND operatorBlocked=true invalid invalid questionable questionable Not processgd
lnLeming g:'st?:ggt:“,: gg:i;tx;igvalid L) Processed as Processed as Processed as Processed as
operatorBlocked=don’t care ipvalid invalid invalid invalid Not processgd
* L3
NontIEC 61850 binary (relay, contact) input ]
and 4nalogue (instrument transformer) inp Processed Processed Processed Processed Not processgd
IEC

It is|worth noting:that more than one quality indication may be set to TRUE at the same time.

A dataseftusing Functional Constraint Data Attributes (FCDA) should also include the quality
informatioh associated to a status value or measurement value. The Function Common Data
(FCD)includes this information in their structure.

4.2.6 Blocking of information

NOTE This subclause does not treat potential blocking of data change or commands for operation reasons (such
as the local/remote control authority or block open or block close of breakers).
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4.2.6.1 General

In H
fund
whi

'blogked' or 'test/blocked’ status using the control service on the controllable object 'Mod".
status evaluation of physical inputs can be influenced by an oscillation suppression featun

imp
con

4.2.6.2 Blocking of incoming commands

The
pres
typ
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Figure 8 — Data used for logical'\node inputs/outputs blocking:
IEC 61850-7=1:2011, Figure 39)

EC

igure 8 the different possibilities to intervene into a given communication schemg of

tions are shown. The activation of physical outputs (contacts, analogue ports) of funct

ons

h have a direct interaction with the process can be blocked by setting the functiop to

The

e, if

emented in the application. This feature is defined by the configuration. The updating jof a

munication output’can be blocked by an operator.

acceptance of commands may be prohibited by activating 'CmdBIk' (data object option

ally

eqt in any controllable LN). This blocking affects all controllable objects (i.e. with CD{ of

'controls' as defined in IEC 61850-7-3:2010, 7.5) of the | ogical Node in one, except for

the

data objects Mod and CmdBIk, which are always accessible. If 'CmdBIk' is activated, control
sequences and action triggers of all controllable data objects in this function have been blocked.

In case of effective control blocking the latest valid input is considered for the internal treatment
of the LN.

Application example: This feature can be used to prevent from inadvertent triggering of a
function (e.g. commanding of a switchgear). The function processes the input data normally

and

publishes the output data normally.
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4.2.6.3 Blocking process outputs

An operator or an application may be able to freeze the further update of a data value. The
value shall be the information that was acquired before the blocking by setting the (optional)
attribute 'blkEna' of the concerned data to TRUE. This intervention is done on data level, i.e.
on the individual information produced by a function. Upon activation of 'blkEna' on a certain
data, the issuing of this data is frozen and the indications 'operatorBlocked' and 'oldData’ are
set to the associated data quality, as the value is no longer updated.

This feature is not to be mixed up with the Logical Node modes 'blocked' or 'test/blocked’ which
each affect the process outputs of a function, while 'blkEna' has effect on data level.

4.2.77 Changing the information source (input reference) for testing

The CDC of

data InRef1
XCBR1 is "ORG™=
Object
Reference

InRef1 9
- setSrcRef=PTRC1.Tr.general Settmg
- setTstRef=GGIO1.Ind1.stVal

- tstEna=true ¢

Incoming test signal

E.g. GGIO1.Ind1.stVal [ /
Incoming
(5> data

>
_o* processed

Incoming actual signal |~ L N
E.g. PTRC1.Tr.general

IEC

|

igure 9 — Example of input signals used for testing (IEC 61850-7-1:2011, Figure 41

~—

The|input signals to a LN may(be switched between process signals from other functions [and
testp signals from functions dedicated for testing (even from testing devices) defined through
the data object 'InRef' (an online representation of ExtRef) as shown conceptually in Figure 9.
Thig does not dependwon the Behaviour of the Logical Node and the data is processed [and
published according'to/the Behaviour.

Data attribute'setSrcRef' specifies the object reference to the input that is normally used as
inpUt while (setTstRef'3 specifies the reference to data object used for testing. By setting| the
datq attribute 'tstEna' to TRUE, the application will use the test signal referred to by 'setTstRef'
instead, 'of the data object referenced by 'setSrcRef' used for normal operation (independgntly
from the' LN behavior, even if the LN behavior is not 'test' or 'test/blocked').

The use of this dedicated input as indicated through 'setTstRef' for testing is not automatic
when the LN is forced to go in 'test’ mode. This shall be individually set, for each of the
concerned data.

A function LN can have multiple instances of 'InRef' for multiple inputs.

By means of switching over the input reference from the process signal, which may be not
accessible or cannot be modified, to a signal which can be easily modified, an application can
be isolated on the input side from the process and fed with test signals (value and data quality
information). This feature requires having an extra function at hand which allows a controlled

3 Presence of the attribute ‘setTstRef’ in the ORG CDC (the one used by ‘InRef’) is optional.
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generation (e.g. from a front panel pushbutton or test equipment with physical or
communications interface) of these signals. In case this function is hosted in a device external
to the IED under test, the data flow shall be prepared (e.g. GOOSE subscription) in the device
configuration. 'InRef' is applicable to all types of Data Objects including Sampled Values.

This feature should not be mixed up with the use of the Simulation mode (cf. 4.1.1) which affects
the entire LD (see 4.1.1) and is limited to GOOSE or sampled values communication, while
'tstEna' has effect on the information sourcing of a single input. It can be used for the testing of
an individual LN, while the rest of the IED is in a normal operating mode.

C H + l | HIN =l LD <l 4+ 4 |y F + ol £ + 4 L SF
O CCTTITTY olylidio oUUVOUITUTU Uy LLJ UTTUTIT LTOoL, VUL TIUL TTToltrutiiciiarl TUT oUTTTIC 1T olo \U.y. 6

pregsure of CB, etc.), ideally, the test system should be capable to generate all thesé |input
sigrfals and the LN should all be defined with an individual 'tstEna' for every single” input
(Figure10) This has to be included in the system design in the engineering phase and-reqyires
modelling of the test equipment as an IEC 61850 server with the required by the-testing |use
cases LNs.

Thig enables an "automatic" configuration of the test set depending oncthe characteristics of
the feeder and requires support of 'setTstRef' in SCL.

IED1
LPHD1 XXYLZ1
Sim.stVal=true “Beh.stVal=test
Simulation . . o — InRef1
deyice injects Simulation bit = true - setSrcRef=PTRC1.Tr.general
signal with the \ Goose 1 :ts;:;l’:;l:\z’cterf:SGIOLIndistVal
sifulation bit ML AL o. false
sét to TRUE Yl e
Goose 1 \ 3N - :
UL UL (Do | pooming st
N processed
E 1 o4
Reception
buffer

IEC

Figure 10 — Use of InRef for LN test

4.28 Substitution of information

IEC|61850 allows user intervention to deliberately replace a process information by a User
defined one:“This so-called substitution can be applied for a selection of both binary [and
analogue data classes. Not only the value, but also the associated data quality information|can
be substituted. Since this is applied under normal operating conditions, it is not related to
testimg—Substituted datastattmotbeusedfortest purposes:

4.2.9 Use of testing related features

The testing related features described above can be used depending on the type of test and
the function (basic or distributed) being tested.

One of the most important applications of the testing features defined in the standard is the
virtual isolation in energized substations. In order to help the industry migrate to the testing of
IEC 61850 based digital substations, it is necessary to compare the physical isolation of
conventional hard wired systems with the virtual isolation in IEC 61850 based systems.

In conventional substations the isolation is achieved typically using test switches. The test
switch isolates the test object from the substation environment, while at the same time allows
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the connection of the test system to the test object. The test is performed based on the
definitions of the function boundary of the test object from the design of the system. This is
done in a specific order:

1)
2)
3)
4)
5)

Verification of the physical isolation should be performed when possible. The same appliées
the restoration after the completion of the test.

In

The| use of the testing-related features in IEC 61850 allows the implemehtation of a sin
isolation procedure. This can be implemented in the following way:

1)
2)
3)

4)
5)

Verification of the virtual isolation in this caseris much easier, because it is limited to chec
the value of the test bit in the quality attribute being equal to TRUE.

The| definitions of the function boundary of the test object in the case of IEC 61850 b3
systems is determined based on_the use of the test related features in the standard, i.e.
valdes of Mod, and thus can be_defined at the time of testing.

Verification of the virtual restoration in this case is much easier, because it is limited to chec
the yvalue of the test bit in the quality attribute being equal to FALSE.

Table 3 shows the(mode and the simulation use for the different types of tests.

Isolate test object from the substation environment

Connect the test system to the test object

Execute the test plan through analog and binary signals simulation
Disconnect the test system to the test object

Restore the connection of the test object to the substation environment

spme cases it may be necessary to restore the pre-test values of specific parameters.

solate test object from the substation environment by putting itin test or test/blocked m
Connect the test system to the test object by setting Sim = TRUE in LPHD

Fxecute the test plan by publishing sampled values and GOOSE messages with Simulg
= TRUE

Disconnect the test system from the test object by §etting Sim = FALSE in LPHD

Restore the connection of the test object to the substation environment by setting the m
fo on

Table 3 — Applicable modes for different types of tests

for

nilar
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tion

ode

ng

sed
the

ng

Type of test on test test/blocked blocked Simulation

Conformance

Type

Certification

Interoperability

Factory
Acceptance

X | X | X[ XX
X | X | X[ X
X | X | X | X
X | X | X | X
X | X | X | X

Installation

Commissioning

Interface

Site Acceptance

X | X | X | X

Maintenance -



https://iecnorm.com/api/?name=c4ea8ee7421d08e5ec34174be36937be

- 28 — IEC TR 61850-10-3:2022 © IEC 2022

5 Testing of Protection, Automation and Control Devices and Systems

5.1 General

Testing of substation automation products and systems are part of quality systems like
ISO 9001. Stages of quality assurance are shown in Figure 11. This document does not further
describe the responsibility of manufacturers, unless the manufacturer is also a system
integrator responsible for the fulfilment of end-user (utility) requirements. For a description of
manufacturers systems tests and type tests of their products, see IEC 61850-4:2011.

The or—an 645 :‘-G‘;G‘;-G“;G“v“““G e Sutre—tra he—systerm—h tOI"
delivers a fully functional system that meets all requirements as defined in the-degign
spegification, as well as that the system is maintained according to the specifications throughout
its lifecycle.

Systems integrators perform tests on the automation system to ensure correctiimplementation
and| configuration during off-site (FAT) and on-site (SAT) project stages. This document fis a
guide for functional testing during these stages with specific focus on the site commissioring.
In Fligure 11 the stages have been marked with a dashed square.

test

T

Market approval _ Delivery and putting orling *
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(EN 1SO 9001) ——— Customer 1 — |
= ! [
s Project X‘ CALAPILASF IS F AL LYY
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Conformance N 1 il o
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. Decommissionin
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Figure 11 — Quality assurance stages of IEC 61850-4:2011

The|fdetory acceptance test (FAT) serves to validate and verify a system and its functions from
the leustemers—pointofview—Accordingte C-64850-4-20 he—facto acceptance—test is
optional. The main purpose of acceptance test of the system on site (SAT) is to show the correct
installation and connection of all system components and to ensure functionality proofing and
validation according to customer contractual technical requirements.It shall be carried out on
the completely installed equipment in individual steps

Figure 12 gives the four stages of process — network control center quality assurance. As
defined in IEC 61850-4:2011 these are:

a) process — bay control level;

b) bay control level — station control level;

c) station control level — network control center(s);

d) process — network control center(s).
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Figure 12 — Testing stages for site acceptance test as defined in IEC 61850-4:2011

Commissioning may be performed by the power utilities own. _personnel or in the case

turn

conponent level testing before they do bay level testing.

The| station level testing is normally split into the testing of the process-related system |
fungtions (e.g. bus zone / circuit breaker fail protegtion) before the interface related station |
fungtions (e.g. SCADA HMI / Gateway) are being tested. The system level testing may

und

ertaken with a simplified Ethernet networksrather than the final network design. There

be requirements for a test harness to e.g. test the SCADA HMI as a unit before releasing i
sysfem level testing. This could be donesby using an IED simulator.

5.2

Test system requirements

The| test system shall havecCthe capability to support specific requirements defined
IEC|61850-4:2011, 7.2. It shquld also support the following features:

Simulation of analeg\signals (currents and voltages)

Simulation of binary signals

Simulation of.sampled values (IEC 61850-9-2 or IEC 61869-9)
Simulation 'of GOOSE

Bubscription to sampled values (IEC 61850-9-2 or IEC 61869-9)
Supscription to GOOSE

IEC

bf a

key delivery be the responsibility of the system integratoti Testers normally start with unit /

bvel
bvel

be
may
t for

Client capability

Monitoring of binary or other signals from the process
Assessment of results

Documentation of results

Role based access

IEC 61850-9-3 based time synchronization or SNTP based
IEC 61850-6 based test system configuration

File transfer

The test system should support automated testing of individual functional elements, IEDs or
distributed applications. Distributed applications include protection schemes within

the
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substation (for example breaker failure protection), as well as between substations (for example
POTT scheme).

The test system should also support simulation and all modes, depending on the requirements
of the specific test.

6 Test methods, practices and needs

6.1 General

Thig clause intends to provide the system integrators and asset owners/operators with a
methodology to decompose their systems into building blocks. Currently there Lis| no
standardized method for testing IEC 61850 based systems. IEEE Std C37.233 2-2009 "Guide
for Power System Protection Testing" has dedicated sections regarding testing ofyl[EC 61850
basged systems but focuses on the use of the edition 1.0 GOOSE test bit that is'no longer Used
for [the same purpose in IEC 61850-7-2:2010. There are many architecture options |and
permutations of a substation automation system. Test methodologies correspendingly vary from
one| utility to another. A methodical test approach is essential to ensurethat the desired [test
coverage can be achieved when verifying and validating a system solution.

In this clause the commonly used V-model is proposed to allow a system integrator to haye a
morge methodical approach to the verification and validation of a*substation solution by breaking
the |system into different building blocks and detailing the\interface requirements for dach
building block. This is especially important as some of the traditional testing boundaries|are
chapging with the introduction of IEC 61850 (e.g. as hatd-wired interfaces are being convefrted
into|fiber optic interfaces on both substation and process level. The V-Model helps to structure
the |test plans and test specification according\to the systems hierarchy and to test|the
components and subsystems before they aresbeing released for an integration/system or
acceptance test.

Tes} cases often missed during the initiaktesting include, but are not limited to:

e Bystem behavior under abnormal system condition
e Maintenance or fault rectification on in-service system
e Adding an extension to@nin-service system

e Pecommissioning oftan in-service system

Thig clause introduces the recommended methodology to be used for the development [and
testjng of compléex €ngineering solutions. The method allows for a decomposition of a sygtem
into|its basic building blocks based on the system's components, design and architecture. [The
model can_bejyused to define the testing process and requirements for each building blogk of
the entiressystem and then verify the solutions fulfilment of these requirements.

6.2 | “Testing requirements for IEC 61850 based systems

The main purpose of testing by a system integrator or asset owner / operator is to verify and
validate the design, components and architecture of the solution against a set of requirements.
This testing process does not normally include the conformance testing (see IEC 61850-10) or
type testing (see IEC 61850-4) of individual IEDs but may include some interoperability testing
between different products. Generally the testing process allows for the testing of all applicable
use cases / requirements from the viewpoint of the designer, operator, asset owner / operator
of the solution.
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6.3 The V-Model
6.3.1 General

Substation Automation systems have the potential to be complex engineering solutions that
require multiple levels of testing to verify and validate that the components, architecture and
design against a set of requirements. The V-Model shown in Figure 13 is a common method
used in the system engineering domain to decompose a complex engineering solution into its
basic building blocks and to structure the requirements and test cases for the entire system
according to the system's hierarchy.

Syst Feasibili dy /
eng)il:e::i]ng eas(lo:(t:);:tu Y Ope_rattion and Changes and Rétirements /
policies exploration maintenance ! P ent
P>
Concept of System verification plan
operations |€@— — — — (useracceptance testing) — — — | System validation
Stakeholder requirements over (user requirements) FAT / SAT
life-cycle processes f
N " System verification plan System
- Venﬁcat_pn \ > SYStem f<— — (stystem acceptance) — —Jp| verification and
traceability requirements
FAT deployment
" High-level design | Subsystem verification plan Subsystem .
Verification De‘;"?‘;_"i'_t'on and architecture |4 (substystem acceptance) p verifiZation Integratlon_rand
traceabilty and definition (subsystem) FAT fecomposition
\ Detail design Fonction/device» Fonction / device

fonction / device [« .
test plan testing
level

PAC system
field installation

IEC
Figure 13 — V-Model used for system engineering

A slibstation automation system consists ‘of several subsystems (e.g. protection and confrol,
SCADA, Ethernet network). Subsystems.are logical or physical aggregates made out of several
units (e.g. single IED or function). Each unit and system / subsystem has interfaces to other
conmponents of the system. Interfaces can be mechanical, electrical or logical.

FAT and SAT testing fall into_the category of acceptance testing. Acceptance testing |s a
progess to obtain confirmation that a system meets mutually agreed-upon requirementd. In
marly cases FAT test specification contain requirements for different levels of the system
hierprchy and the accéptance test requires the execution of test cases on unit, subsystem|and
system level.

6.3.p Unitdesting

Unif levelstesting is a method by which individual devices or functions are tested to determine
if thiey are fit for purpose. A unit is the smallest testable part of an application. A unit may be
an individual function or IED with all its interfaces. Unit tests are created by designers or tesfers.
Ideally, each test case is independent from the others. Unit tests are typically developed and
run by the system integrator to ensure that the unit meets its design requirements and behaves
as intended. Its implementation can vary from being manual (pencil and paper) to being
formalized as part of an automated test e.g. test plan/script.

The goal of unit testing is to isolate each part of the device or function and show that the
individual parts are correct. A unit test provides a strict, written test specification that the unit
must satisfy. As a result, it provides several benefits. Unit tests find problems early in the
development cycle of the SAS solution.
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Unit testing may reduce uncertainty in the units themselves and can be used in a bottom-up
testing style approach. By testing the parts of a function or unit first and then testing the sum
of its parts, integration testing becomes much easier. An elaborate hierarchy of unit tests does
not equal integration testing. Integration with peripheral units should be included in integration
tests, but not in unit tests. Integration testing typically still relies heavily on humans testing
manually; high-level or global-scope testing can be difficult to automate, such that manual
testing often appears faster and cheaper. An example of a unit test is provided in 8.2.1 where
an IEC 61850 based Protection IED is being unit tested using a Protection Test set called Test
Device to inject stimuli into the DUT and to monitor the test results.

From_the point of view of IEC 61850, unit testing is the testing of different function elements
represented by Logical Nodes.

6.3.3 Integration or subsystem testing

Integration or subsystem testing is the phase in which individual units are combined and tested
as g system or subsystem. It occurs after unit testing and before validationesting. Integrdtion
test|ng takes as its input IEDs or functions that have been unit tested, groups them in lafger
aggfegates, applies tests defined in an integration test plan to those aggregates, and deliyers
as ifs output the integrated subsystem ready for system testing.

The| purpose of integration testing is to verify functional; performance, and reliability
reqyirements placed on major design items e.g. bus zone pfotection scheme. Test cases|are
consgtructed to test that all functions and components within‘the subsystem interact correftly,
for ¢xample across the Ethernet network, and this is done.after unit testing. 8.2.2 illustrate$ an
example for the testing of a distributed protection scheme.

Examples of subsystems in a SAS

e BAS Ethernet network
o Bay level protection system e.g. feeder, transformer, coupler
e Bystem level protection system e.g:bus zone, circuit breaker fail

e Bystem level automation systém’e.g. station interlocking, voltage regulation
6.3.4 System testing

System testing is testing.conducted on a complete, integrated system to evaluate the system's
conpliance with its specified requirements. System testing falls within the scope of black [box
test|ng, and as such; should require no knowledge of the inner design of the subsystems [and
its jomponents,

As B rule,.system testing takes, as its input, all of the "integrated" components that have
sucg¢essfully passed integration testing and also the system itself integrated with any applicable
hargware’system(s). The purpose of integration testing is to detect any inconsistencies between
the units that are in’rpgra’rpd ’rngpthpr (rallpd aqqpmhlagpq) ar between any of the assembl ges
and the hardware. System testing is a more limited type of testing; it seeks to detect defects
both within the "inter-assemblages" and also within the system as a whole

7 Testing use cases

7.1 General

In order to help describe the methods for testing of IEC 61850 based devices and systems this
report considers two testing use cases:

e Breaker Failure Protection
e Select Before Operate Breaker Control
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The reason to select the above use cases is that they are both distributed applications that are
implemented in a digital substation using different types of logical nodes and communications
interfaces that require the use of the different testing related features in IEC 61850.

7.2

Distributed Breaker Failure Protection Scheme

7.21 General

Breaker Failure Protection (BFP) plays a very important role in ensuring the stability of electric
power systems during short circuit faults or other abnormal conditions followed by a failure of a
breaker to trip. Today in IEC 61850 based systems we use high speed communications between
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ifunctional Intelligent Electronic Devices (IEDs) that perform different functions within
scheme.

Lire of a BFP to operate when needed or misoperation under non-critical system condit
have a very significant impact on the stability of the electric power system\or result in
bcessary tripping of multiple loads, in both cases leading to economical losses. That is
so important to ensure the correct operation of BFP using proper testing and monito
hods and technologies.

] Use case description
2.1 Single line diagram

re 14 shows the single line diagram (SLD) and the different components that will be U
escribe the breaker failure function use case. The fiaming conventions used are accor
FC 81346-2.

the

ons
the
why
ring

sed
ding
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S1
D1
BB1
BB protection IED
Busbar BB1 | S1D1BB1FN1 Aand B
S1D1BB1FN2
Q01 : [
QA1 \1: S1D1Q01QA1TK1 S1D1Q01QA1FN1
S1D1Q01QA1K2 S1D1Q01QA1TFN2 Adgacent
ays
Breaker IED BF protection IED (identical)
Aand B Aand B

)_,,_ S1D1Q01BU1
el C Merging unit.lED

Aand B
Qo1 | S1D1Q01BU2
BA1
S1D1OGIFNT Line protection IED
Aand B
L1 SAD1QO1L1FN1

Figure 14 — Single line diagram according to IEC 81346

The| SLD is composed of:

e DOne substation S1 that contains one voltage level D1 that contains two bays BB1 and Q01
hnd @ series of other bays identical to bay Q01

e The’bay BB1 contains one busbar BB1

e The bay Q01 contains one breaker QA1, one switch QO01, the current/voltage instrument
transformers BC1 and BA1 and the departure line L1

7.2.2.2 Breaker Failure Protection Scheme Components
7.2.2.2.1 General

The breaker failure protection scheme can be implemented using different vendor or user
specific principles. However, they may include several principle components:

e A function element that initiates the breaker failure protection scheme

e A function element that attempts to reduce the probability for breaker failure

e A function element that detects the breaker failure
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Function elements that clear the fault after a breaker failure

In our example use case the breaker failure protection scheme is initiated by the operation of
time overcurrent protection elements represented by PTOC logical nodes through the PTRC
logical nodes.

The

The

The

The

7.2.

The
sho

attempts to avoid breaker failure is performed by the RBRF using re-trip.

detection of the breaker failure is performed by the RBRF using external trip.

Tripping of breakers Is performed by XCBRS.
interface with the instrument transformers is performed by the TCTR logical nodes’

2.2.2 System components

components of the distributed breaker failure protection scheme withiredundant IEDs
vn in the nxt UML diagram in Figure 15.

are
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IEC
Figure 15 — System components (Static)

Thely are grouped per bay:

- Bay S1D1Q01
e Two line protection IEDs: STD1QO1L1FN1 and S1TD1QO1L1FN2
e Two breaker IEDs: SID1Q01QA1K1 and S1D1Q01QA1K2
e Two breaker failure protection IEDs: STID1Q01QA1FN1 and S1D1Q01QA1TFN2
e Two merging unit IEDs: S1D1Q01BU1 and S1D1Q01BU2
- Bay S1D1BB1
e Two busbar protection IEDs: S1TD1BB1FN1 and S1D1BB1FN2
— Adjacent bays
e Identical to bay S1D1Q01

The last component is the test set.
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37—

Breaker Failure Protection Scheme Interfaces

The breaker failure protection scheme includes several different types of interfaces:

Analog interface between the instrument transformers and the stand alone merging unit
Sampled values interface between the merging unit and the protection IEDs
GOOSE interface between all IEDs

Hardwired interface between the breaker controllers and the trip coils of the breakers

All the above interfaces impose different requirements for the simulation and assessment of the

per

Figyre 16 shows the involved interfaces considered in the intended use case.

formance of the breaker failure protection scheme and its components.

cmp System (Dynamic Components) /

<Merging Units
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eLogical devices {] / ’
Muo1 ,
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g
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&
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[ S

L
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©
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B i ek = b
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Figure 16 — System components (Dynamic)

IEC



https://iecnorm.com/api/?name=c4ea8ee7421d08e5ec34174be36937be

- 38 - IEC TR 61850-10-3:2022 © IEC 2022

7.3 Distributed Select Before Operate
7.3.1 General

Controls are generic components of the substation automation systems and as such are defined
to comply with all basic rules of operation in substations. Human initiated or as part of SOE
they interact with different parts of PACS subsystems. Thus, controls are passing levels of
checks until they reach final execution point. Most applied version of control upon the
switchgear is Select Before Operate with enhanced security (SBOw) because it includes all
necessary security features to provide reliable operation. Control is interacting with Interlocking
functionality, Synchrocheck, Position of controlling equipment, and indirectly with switchgear,
substatiomTeftated—btockings, protection and—protection refated—functions:—Aft—imteragtion
elements are not necessarily located in one physical device and as such control is presuined
to be distributed function. This use case will be evaluated as SBO control service for 'Cifcuit
Breaker in double busbar HV bay. Control command is issued from hierarchically elevated lgvel
(either station level or remotely from control center).

7.3.2 Select Before Operate Scheme Components

Selg¢ct Before Operate scheme is defined as control service in 1EC 61850-7-2. Bpsic
comnponents needed to fulfill control functions are:
e A function element that initiates control sequence (IHMI)

e A function element that is entitled to control switching®conditions above process level
CSWwiI)

o A function element that models the switch with shott circuit breaking capability (XCBR)
Thig collection can be extended with:

o A function element that models interlocking conditions (CILO)
e A function element that models synchroecheck conditions (RSYN)
e )oltage measurement provider for.synchrocheck that resides in TVTR logical nodes

e A function element necessary,for topological detection in order to set/reset status of JILO
ogical node (XSWI)

¢ Function elements that ymodel switchgear and/or substation related blocking (SIMG,
SBARC...)

The|general SBO scheme is presented in Figure 17.
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Figure 17 — Select Before Operate Scheme

The|components of the Select Before Operate_.scheme are shown in the UML diagram in Figure
18.
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IEC
Figure 18 — Component decomposition of Select Before Operate Scheme

All components in this use case are grouped in one bay:

— Bay S1D1Q01

e Two bay controller IEDs: S1D1Q01KF1 and S1D1Q01KF4
e One breaker IED: S1D1Q01KF2

e Two merging unit IEDs: S1D1Q01BU3 and S1D1Q01BU5
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The last component needed for the purpose of testing is the test set.

7.3.3 Select Before Operate Scheme Interfaces

The Select Before Operate scheme (Figure 19 and Figure 20) includes several different types
of interfaces:

GOOSE interface between all IEDs
Hardwired interface between the breaker controller and the trip coils of the breaker
Client/Server interface (IEC 61850-8-1 MMS)

Analogue interface between voltage instrument transformers and the stand alone pierging
init
Sampled values interface between the merging unit and the IED
All the above interfaces impose different requirements for the simulation and asseéssment of the
performance of the Select Before Operate scheme and its components.
N
IEDS
N
GOOSE
IED4 IED2  [<-(peeet IED3
‘ T
[}
w ! )
wn | ]
Sy
GOOSE Y sV
................ »{ |ED1 <
=
s
HMI
IEC
Figure 19 — Allocated interfaces for Select Before Operate Scheme — SLD
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Figure 20 — Allocated interfaces for Select Before Operate Scheme

7.3.4 Select Before Operate Scheme Behavior

Select Before Operate Scheme behaviour is explained without taking into account influence
from RSYN LN (and indirectly TVTR LN), Switchgear and substation related blockings (Sxxx
LN), positions of other equipment influencing CILO (XSWI1, XSWI2).

When command is initiated from HMI, control service request will start the control sequence
according to the control state machine in IEC 61850-7-2.
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Selection request is issued (SelVal_req()) and Control LN CSWI is performing Operative test
(Interlocking,...).

If test is passed, CSWI will send GOOSE message with:
CSWI.SelOpn / SelCls.stVal=true (depending of operation initiated OPEN or CLOSE)
to Circuit Breaker LN XCBR.

When order is received by Breaker IED, opRcvd must be sent to the client.

XCBR LN is checking various conditions (hierarchical, blocking, switchgear status, health)jand
if al| are met returns GOOSE message with:

KCBR.Pos.stSeld=true
back to CSWI, where local value will be also set to true:

CSWI.Pos.stSeld=true

bnd Selection positive response (SelVal_resp+()) will be returned‘back to Human Machine
nterface LN IHMI.

There is clearance for Operation request (Oper_req()) from UMV and again interlocking tegt is
performed within CSWI.

If tejst is passed, Operation positive response (Oper aesp+()) is issued back to IHMI LN.

CSWI will send GOOSE message with:

CSWI.OpOpn/OpCls.general=true
o Circuit Breaker LN XCBR.

If process returns correct response to Circuit Breaker LN, GOOSE message will be retunned
back to CSWI with:

KCBR.Pos.opOk=true
And| local value in CSW{ will be also set:
CSWI.Pos.opOk=true

When the procéss returns confirmation of Circuit Breaker position change it will be transmitted
back as GOOSE message:

KCBR.Pos.stVal = new position

XCRBR:Pas np()k will he reset to false either after the Plllqp(‘nnfig ar after time that is lbcal
issue.

XCBR.Pos.opOk = false
It will be returned to CSWI and local value will be also set to false:
CSWI.Pos.opOk=false

This results in resetting OpOpn/OpCls.general = false in CSWI LN.

Control state machine is having condition to reset stSeld remotely in XCBR by issuing GOOSE
message with:

CSWI.SelOpn/SelCls.stVal = false.
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Positive command Termination request (CmdTerm_req+()) is issued back to IHMI.

Reset of XCBR.stSeld will reinitiate CSWI.stSeld=false upon receival of GOOSE message from
XCBR LN.

Explained behaviour is presented in the UML diagram in Figure 21.
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7.3.5 Single line diagram

The single line diagram (SLD) used in SBO use case along with its components is presented in
Figure 22 (the naming conventions are according IEC 81346-2).
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S1
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BB1 Busbar BB1
BB2 Busbar BB2
Q01
QB1 \ \ QB2 [ s1D1Qo1KF4
Bay Controller IED4
X
S1D1Q01KF2 S1D1Q01KF1
QA1
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Merging Unit 5

@ S1D1Q01BU3

Merging Unit 3

Figure 22 — Single line diagram

The SLD is composed of:
e One substation S1 that contains one voltage level D1 with two busbars bays BB1 and BB2
and bay QO1

e The bay Q01 contains one breaker QA1, two disconnectors QB1 and QB2, the voltage
instrument transformer BA1 and the line L1
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Test sequences for the use cases

Breaker failure protection testing

8.1.1 General

022

Subclauses 8.1.2 to 8.1.11) explain the different test sequences involved between the system

com

ponents during the functional testing of the breaker failure function use case.

All the test sequences are intended to be realized by means of the network communication

which-does—-hot imply that other means cannot ho ||car1, e-g- the-device-HMlfunctions-

The
a)
b)
c)
d)
8.1
This

.2 Normal sequence

test sequences are described using UML sequence diagrams in the following ordey:

he normal and the fault sequences

he sequences used to set the test mode and the simulation state of specific funct
nvolved

he distinct communication interfaces test sequences of specific funetions involved
he end to end test sequence of the distributed breaker failure protection scheme.

sequence is the one prevailing when no fault is present on the primary system (Figure

equisites:
All functions (logical nodes) are in the state: Beh=on
uence:

[he process values (primary system. /U of L1) are processed as normal (no fault)

No action (operate or trip) is in pragress

ons
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sd Breaker failure function - Normal sequence /
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qg.validity=good and q.test=false.

IEC
Figure 23 — Normal sequence

8.1.3 Fault sequence

Thig is the sequence of events when afault occurs on the primary system (Figure 24). It incldes
breaker failure detection.

Prefequisites:
a) All functions (logicaknodes) are in the state: Beh=on (normal sequence)
Sequence:

a) The processwvalues (primary system I/U of L1) are processed as fault values

b) A faultis'detected (message 1.4) and trip messages (1.5 and 1.7) are sent to trip the breaker
A1 _and initiate the breaker failure protection (message 1.6)

c) [he’breaker failure protection retrip the breaker QA1 (messages 1.9 and 1.10)

d) [FTheTauliis not cleared after a certain delay, the breaker failure protection trip the adjacent
bays (messages 1.12 and 1.13) including the faulted bay (message 1.11)

NOTE The principle here is that the breaker failure function does not differentiate what function it has been initiated
from. The external trip is always sent to the adjacent zones of the breaker.
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sd Breaker failure function - Fault sequence/
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«Logical Node»

«Logical Node» «Logical Node»

«Logical Node»

«Logical Node»

«logical Node» | «Logical Node»

114
Fault
cleared

L
|
|
|
|
|
|

R

qg.validity=good and q.test=false.

All signals assumed to be transmitted wia

R

«Process»
All breakers
in adjacent
bays

TCTR1 PTOC1 PTRCL RBRF1 XCBR1 LLNO PTRC1
T T T T ! T T
1 ! : ;
| | i I T T T
I | I ! ] | ]
| I I | I I I
) ] i ] ] ] ]
seq Normal sequence | | | | I I
| I | ] ] ]
i | i | | | |
| | | | | | |
T T T T T T T
seq Fault sequence / | | | | 1 |
1 i 1 1 | |
o2 i i i i i i
| | | | | |
| i | ] | ]
12ICTR1 \ I ! ! I I I
T T T T T
—>¢ | |
Faultvalues «SV Publish Sim=false» | i i | I
U/ILine 1 1 i 1 1 | |
| 12 i -l I I i
T T ! 1 ]
| | | | |
1 | | | | |
‘ | i 13 | o !
i i | i o0 |
1.4 PTOC1.0p(true, q.test=false) ! ! ! }
» ! ] 1 1
1.5 PTRCL.Tr(true, q.test=false) 1 | I
| | | |
T | 1
«GOOSE Publish Sim=false» | |
I «Process» | 1
—»l Breaker QA1 : :
16 17 ! !
G «trip order» : :
; 1.8 Fault ] \ |
C not RBRF1.0pIn(true, q.test=false) ! ! !
cleared {A few cycles to 250 ms} . «Progess» : :
«GOOSE Publish Sim=false» BreakerQA1 | |
] ]
1.10, H |
«tripdrder» : :
11 ! ! |
0% 1.12 RBRF1.0pEXx(true, g.test=false) | - !
T >
«GOOSE Publish Simzfalse™ !
|
Il : 1.13
|
: «trip order»
|
]
|
|
|

Legend
. Wired signal

hit Normal sequence /

8.1
Thig

line
(S1

Pre

a)

4

sequence (Figure’25) is used to change the behavior (S1D1QO01L1FN1/LLNO.Beh) of

Figure 24 — Fault sequence

Setting the test mode and the simulation state of the line protection function

IEC

the

protection functien from "on" to "test" and the line protection device simulation state

equisites:

D1QO1L1FN1/LPHD.Sim) from "false" to "true".

Al functions (logical nodes) are in the state: Beh=on (normal sequence)
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sd Breaker failure function - LineProt_A: LD1 Mode and state change/

seq LineProt_A: LD1 in test mode and in sim state/ Component: S1D1Q01L1FN1
Component: LD1
Testset «Logical Node» «Logical Node»
iLLNO :LPHD
T T
|
I 1
] 1
: alt Normal sq'quem:e 4
|
|
I
I
I

1

]

1.0 Write request(S1D1Q01L1FN1LD1/LLNOSCOSModSOperSctiVal:test) }
»

«MMS services» |

«MMS services»

1.2 S1D1QO1L1FNILD1/LLNOSSTSModSstVal(test)

«MMS report»
|

T
1
|
T
I
i
i
i
T
i
i
|
I
PIPRVIRN ) .
e, A gt | |
|
i
i
i
i
|
i
|
I
i
i
|
L
i
|
i
i
I
i

Service parsmeter 2.0 Write request(S1D1Q01L1FN1LD1/LPHDSCOSSim$OpersctiVal:true)
"test" =true «MMS services»

2.1 Write response(Success)
< _________________________________________________________ AT——————————4
«MMS services»

A

1
I
1
1
2.2 51D1Q01L1FN1LD1/LPHDS$STSSim$stVal(true) !
«MMS report» ]

1

1

1

1

-1

Seq

a)

Figure 25 - Line protection function: Setting the mode and the simulation state

uence:

[he test set sends a write message{1.0) to the line protection device in order to change
mode of the function

IEC

the

the

the
see

W in

tion

b) The line protection device confirms to the test set the successful writing (1.1)

c) The line protection device*sends a report to the test set confirming that the Beh of
unction is now in test.(172)

d) The test set sendsa write message (2.0) to the line protection device in order to put
whole device in-the simulation state. The service parameter "test" has the value true
EC 61850-7<2)

e) [The line pfotection device confirms to the test set the successful writing (2.1)

f) The line.protection device sends a report to the test set confirming that the device is no
he simulation state (2.2)

Thelinverse-segquence-isusedto-setbackthe-behavior{tENO-Behjofthe tineprotectionfunc

and the device simulation state to the previous values.

8.1.5 Setting the test mode and the simulation state of the breaker failure function

This sequence (Figure 26) is used to change the behavior (S1TD1Q01QA1FN1/LLNO.Beh) of the
breaker failure function from "on" to "test"and the breaker failure device simulation state
(S1D1Q01QA1FN1/LPHD.Sim) from "false" to "true". The sequence is the same as in 8.1.4.
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sd Breaker failure function - RBRF Mode and state change /

seq Brk1_BF: RBRF in test mode and in sim stale/
F: RBRF il
SeqBrit BERBREINtSECMOCS Component: S1D1Q01QAIFN1
Component: LD1
Testset «Logical Node» «Logical Node»
RBRF1 :LPHD
T T T
|
I
| L H
I 1
| alt Normal s¢quence i
| i |
| T
| | 1
I I 1
! 1.0 Write request(S1D1Q01QA1FN1LD1/RBRF1SCOSMod$OpersctiVal:test) ! !
«MMS services» :
|
y 1
1.1 Write response(Success
T T M. ponse(Success) 4 :
«MMS services» !
!
)
| 1.2 S1D1Q01QA1FNILD1/RBRF1$STSMod$stVal(test) :
-
«MMS report» H
I
I
|
1
I 1
I |
I 1
| |
| |
) 1
" |
Service 2.0 Write request(S1D1Q01QA1FN1LD1/LPHD$SCO$Sim$OpersctiVal:true) ! !
"test" =true «MMS services» ! O
|
I
|
2.1 Write response(success) !
7. Yy |
«MMS services» :
I
|
L 2.2 S1D1Q01QA1FNILD1/LPHDSSTSSimSstval(tre) |
I
¢
U «MMS report» :
| |
: ! {LPHD.Sim=true}
| I I

8.1.
Thid

Figure 26 — Breaker failure functioni'Setting the mode and the simulation state

6 Setting the test mode and the simulation state of the breaker function

sequence (Figure 27) is used:to change the behavior (S1D1Q01QA1K1/LLNOQ.Beh) of

IEC

the

breaker function from "on" Ao~ "test/blocked"” and the breaker device simulation sftate

(S1

D1Q01QA1K1/LPHD.Sim)from "false" to "true".
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sd Breaker failure function - XCBR1 Mode change/

seq Brk1: XCBR1 in test/blocked mode and in sim state /

seq Brk1: XCBR1 in test/blocked mode/

Component: S1D1Q01QA1K1

Component: LD1

Testset «Logical Node» «Logical Node»
XCBR1 :LPHD

L
|

alt Normal slpquence /
|
L

1.0 Write request(S1D1Q01QA1K1LD1/XCBR1SCOSMod$OpersctiVal:test/blocked)

«MMS services»

«MMS services»

1.2 S1D1Q01QAIK1LD1/XCBR1$STSModSstval(test/blocked)

«MMS report»

{Beh=test/blocked

2.0 Write request(S1D1Q01QA1K1LD1/LPHDSCOS$Sim$OpersSctivVal:true)

Service p
"test" =true «MMS services»

I
I
I
|
|
|
|
|
)
T
|
|
|
|

2.1 Write response(Success) |

e e S e b

«MMS services» :
1
|
1
|
|
1
|
1
|

2.2 51D1Q01QAIK1LD1/LPHDSSTSSim$stVal(true)
«MMS report»

!

IEC
Figure 27 — Breaker function: Setting.the mode and the simulation state

8.1.[7 Setting the test mode of the bus«bar protection function

Thig sequence (Figure 28) is used to change the behavior (S1D1BB1FN1/LLNOQ.Beh) of the|bus
bar |protection function from "on" to "test".

sd Breaker failure function - BusbarProt_A: LD1 Mode change /

seq BusbarProt_A: LD1 in test mode /

Component: SID1BB1FN1

Component: LD1
Testset «Logical Node»
LLNO
~
- -
1 I
1
L |
; alt Normal sehuence |
) l———v——’
H L
1 1.0 Write request(S1D1BB1FN1LD1/LLNOSCOSModSOperSctiVal:test) |
«MMS services» |
1.1 Write response(Success)
< .............................................................................
«MMS services»
L 1.2 S1D1BB1FN1LD1/LLNOSCOSMod$stVal(test)
-t
—!7" «MMS report»

1

1 i

|
1

1

IEC

Figure 28 — Bus bar protection function: Setting the mode


https://iecnorm.com/api/?name=c4ea8ee7421d08e5ec34174be36937be

- 52 - IEC TR 61850-10-3:2022 © IEC 2022

8.1.8 Testing the line protection IED

This sequence (Figure 29) aims at testing the line protection IED with the interfaces shown in
Figure 30.

Prerequisites:

a) All functions (logical nodes) are in the state: Beh=on (normal sequence)

Sequence:

a) [heteststarts by setting the tine protection function i the testmode and the protection
jevice STD1QO01L1FN1 in the simulation state

b) The test set activates the transmission of simulated process sample values (1.1)with
ollowing characteristics:
1) current values are exceeding the line protection fault setting values
P) the simulation flag S of the telegram is set to "true"
B) the quality q of the current values is set to "test"

c) [he line protection function operates (1.2)

d) The breaker failure function and the bus bar protection process-the telegram as invalid
bnd 1.4) (see IEC 61850-7-4)

e) [he line protection function sends a GOOSE trip signak(™.5 to 1.7) with g="test"

f) ['he breaker failure function and the breaker protection process the telegram as invalid
and 1.6) (see IEC 61850-7-4)

g) The test set acknowledges the reception of the trip signal (1.7) and deactivates

ransmission of simulated process sample values (1.8)

line

the

1.3

1.5

the
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sd Breaker failure function - LineProt_A IED interface testing /

Component: $1D1Q01BU1 Component: S1D1Q01L1FN1 Component: S1D1Q01QA1FN1 || Component: S1D1Q01QA1K1 Component: S1ID1BB1FN1
Component: MUO1 Component: LD1 Component: LD1 Component: LD1 Component: LD1
Testset «Logical Node» «Logical Node» «Logical Node» «Logical Node» «Logical Node» «Logical Node»
TCTR1 PTOC1 PTRC1L RBRF1 XCBR1 LLNO
T T T T T T
1 T [ [} 1 1 I
1 T T T
| 1 | 1 i 1 |
1 | | | | | |
| T T T T T
: seq Normal sequence / : : : : :
1 ! | ] ! 1 I
1 L 1 1 1 L L
1 i ] ] ! 1 !
] 1 1 ] 1 I
?] | 1.0Start test ! i i ! 1 !
| | | | |
! | ] ! 1 I
! 1 1 ] 1 I
| inePr E = | 1 I |
| seq LineProt_A: LD1 in test mode,and in sim state \ | \
] 1 1 ]
i | | | | i i
i 1 i | i i
] ] ! 1 I
seq [Fault simulation activation : : : : 1 :
! | 1 1 i |
] ] ! 1 ]
1.151D1Q01BU1LD1/TCRL.AmMpSV(Fault val., g.test=true) 1 | 1 | |
- 1. 1.2 PTOC1.0p(true, q.test=true) | Processed 1 !
sV publish Sim=true» '—»D ! as invalid 1 |
! T «GOOSE Publish Sim=false» '@ ! "
! | ! ! 1 I
|
\ 13 H H 1 1 | Processed|
L 1 : L ! ! as invalid
T | I [} 1 |
! | | T 1 |.
! 1 1 ! 1 I
! I I 14 I I » !
T 1 1 ] 1 bl
] ] ] 1
! 1 1 I 1 I
! ] 1 1 | I
I 1 1 1 ’ I
! | ] ] 1 I
I 1 1 ] ] I
! | ] ] ) I
! | | ! Processed s !
| | | 15PTRCLTr(true, q.test=true)  as invalid [ '
! | > 1 I
1 ! ish Simefal | Processed !
: : «GOOSE Publish Sim=fal se»: 1 as invalid :
i ] I 1 I
' : | 16 - !
1 >
: | I Q I
» |1 r : 1 :
i [ | | | |
! | i 1 I
o ! | | | 1 |
1.8 Stop activation ! | | ! 1 |
j:] (Fault values) | : : : f :
! | ] I 1 I
: 1 ] I 1 I
1.9 End test | H H | H 1
: | ] ] 1 I

All signals assumed to be
transmitted with q.validity=good.

IEC

Figure 29 — Line\protection IED A interface testing
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8.1.9 Testing the breaker failure IED, A-interface

;’rzwis sequence (Figure 31) aims at testing the breaker failure IED A interface as shown in Fig
Prefequisites:

a) All functions (logicaknodes) are in the state: Beh=on (normal sequence)

Seqluence:

a) The test starts by setting the breaker failure function in the test mode and the breaker fai

b)

d)

— 54 — IEC TR 61850-10-3:2022 © IEC 2
IED5
o)
IED3
] F XCBR1 p—m—
1 1 | |
H PTOC1 H
i PTOC1.0p E RBRF1.0pln
i JPTRC1.Tr
i PTRC i IED4) ( IED6)
—
A — ! [ B .
) (v : -
IED2 ] RBRF1 HE—™ L XCBR1 H
2 i . 7 RERFT.o0 Y T
I l S ———— ) w———
1 1
H PTRC1 1PTRC1Tr TCTR1.AmpSv
I |[Fre&iop === =all
i E PTOC1 4' i TCTR1.AmpSv IED1
E Lo f———s ’Ii
TCTR1
Test
system

IEC

Figure 30 — Interfaces between test system and tested IED for testing
of line protection function

Hevice SABTQ01QA1TFN1 in the simulation state

[he test'set activates the sequence "Fault simulation" in order to transmit simulated prog
sample values to the breaker failure function

022

jure

lure

ess

1) the simulate bit S of the telegram is set to "true"
2) the quality q of the trip signal is set to "test"
The test set maintains the sequence "Fault simulation” (1.2)

e) The breaker failure function sends a GOOSE internal trip signal with g="test" (1.3 and 1.4)

f)
g)

The breaker function processes the telegram as invalid (1.3) (see IEC 61850-7-4)
The test set acknowledges the reception of the internal trip signal (1.4)

h) The breaker failure function sends a GOOSE external trip signal (1.5 to 1.7) with g="test"

i)

The bus bar protection function processes the telegram as invalid (1.5) (see IEC 61850-

7-4)

i) The line protection function processes the telegram as invalid (1.6) (see IEC 61850-7-4)

k)

The test set acknowledges the reception of the external trip signal (1.7)
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1)

End of the test (1.8 and 1.9)

— 55 —

sd Breaker failure function - Brk_BF IED interface testing /

1.9 End test

1.8 Stop activation
(Fault values) !

qg.validity=good.

All signals assumed to be transmitted with

SR A 7

Component: S1D1Q01BU1 Component: SID1QO1L1FN1 Component: SID1IQ01QA1FN1 Component: S1D1Q01QA1K1 Component: SID1BB1FN1
Component: MUOL Component: LD1 Component: LD1 Component: LD1 Component: LD1
Testset «Logical Node» «Logical Node» «Logical Node» «Logical Node» «Logical Node»
TCTR1 PTRC1 RBRF1 XCBR1 PTRC1
T T T T T T
1 T + t T T
| t
| | i 1 1 |
| | | 1 | |
| | | 1 | |
|
' seq Normal Esuerwe J H i | |
| | | | | |
i T T T T T
| | 1 | I
Jg:"—_] 10 Starttest | ! 1 ! |
| | | | |
| 1 + + |
! ! seq Brk1_BF: RBRF in test mode and insimstate / !
| | | )
m Fault simulation activati : T ! :
| 1 1 | )
| | 1 | 1
| 1 1 | 1
! ' 1 1 I
1.1 S1D1QO01L1FN1LD1/PTRCL.Tr(true, g.test=true) 1 I |
L 1 I
| «GOOSE Publish Sim=true» ] |
| | | |
I Il i Progessed |
i 1 H ! as.invalid !
[e 1 ! 1.3 RBRF1.0pln(true, g.test=true) i
| ' 1
| | |
| 14 | «GOOSE Publish Sim=falsex1 |
L_]‘ T T 1 I
| | { | Processedl
: : ! : as invalid
Il 1 1.5 RBRF1.0pEx(true, g.test=true) o
| 1
| Processed ! «GOOSE Publish Sim=false» s
: as invalid : 1.6 | :
| |
| 1
- ! 17 i !
U ] i
| |
I
|
I
|
I
|
I
|
I
|
I
I

Figure 31 ~=-Breaker failure IED A interface testing

IEC



https://iecnorm.com/api/?name=c4ea8ee7421d08e5ec34174be36937be

- 56 — IEC TR 61850-10-3:2022 © IEC 2022

IEDS

XCBR1 —

RBRF1.0pIn

PTRC1.Tr

PTRC1.Tr TCTR1.AmpSv

TCTRA AmpSv { 1ED1

TCTR1

PTRC1.Tr
TCTR1.AmpSv

Test
system

IEC

Figure 32 - Interfaces between test system and tested IED for testing of
breaker failure protection function

8.1.10 Testing the breaker IED A interface

Thig sequence (Figure 33) aims at testing the breaker IED A interface as shown in Figure 34.

Prerequisites:

a) All functions (logical nodes) are in the state: Beh=on (normal sequence)
b) The breaker is in thé:closed position (XCBR1.Pos.stVal="on")

Sequence:

a) The test starts by setting the breaker function in the test mode and the breaker deyice
51D1Q0TQA 1K1 in the simulation state
b) The test'set sends a GOOSE trip signal (1.1) with the following characteristics:

19.¢he simulate bit S of the telegram is set to "true"

2) the quality q of the trip signal is set to "test"

c) The breaker function processes the telegram as valid (1.1) and does not issue any output
to the process (see IEC 61850-7-4)

d) The breaker function device sends a report (1.2) to the test set confirming that:
1) the breaker is still in the closed position (no output to the process)

2) the trip signal (1.1) has been received

NOTE 1 For the semantic of the data attributes opRcvd, opOk and tOpOk, see IEC 61850-7-3.

e) The test set sends a GOOSE internal trip signal (2.0) with the following characteristics:
1) the simulate bit S of the telegram is set to "true"
2) the quality q of the trip signal is set to "test"
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f) The breaker function processes the telegram as valid (2.0) and does not issue any output
to the process (see IEC 61850-7-4)

g) The breaker function device sends a report (2.1) to the test set confirming that:
1) the breaker is still in the closed position (no output to the process)
2) the trip signal (2.1) has been received

NOTE 2 For the semantic of the data attributes opRcvd, opOk and tOpOk, see IEC 61850-7-3.

sd Breaker failure function - Brk _IED interface tes\ing/

Tomponent: SIDIQUITAIRT

Component: LD1

Testset «Logical Node»
XCBR1

T
I

' {Pos.stval=on}

1

I

I

1 seq Normal sequence 4
I

I

1

1

?] 1.0 Start test

51T

seqBrki: XCBR1 ih test/blocked mode and insimstate/

1.151D1QO1L1IFNILD1/PTRCL.Tr(true, g.test=true)

1
|

1

| Processed
| as valid
1

«GOOSE Publish Sim=true» N
«Process»
{No output to
process}
1.2 Pos.stVal, Pos.opRevd, Pos.opOk, Pos.tOpOk(on, true, truestirhestamp, qg.test=true)
e e e e S f e - o
«GOOSE Publish Sim=false»
Processed
as valid
2.0 S1D1Q01QA1FN1LD1/RBRF1.0pIn(true, g.test=true)
«GOOSE Publish Sightrue» P
{No output to
process}
2.1Pos.stVal, Pos.opRecvd, Pos.opOk, Pos.tOpOk(on, true, true, timestamp, q.test=true)
e — e
«GOOSE Publish Sim=false»

i 2.2 End test

qg.validity=good.

All signals assumed to be transmitted with IT

IEC

Figure 33 — Breaker IED A interface testing
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Thid
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Pre

b)
c)

Seq
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IED5
IED3
] [e—— 1 XCBR1 H—m——s
H PTOC1 H 3 J
I 1
H PTOC1 Op :PTRm . RBRF1.0pln
1 1 r
i PTRC1 i /—ﬁIED4
[Py |
IED2) REBRE1 : RBRF1.0pEx R
fJr=————————- = f - 1 RBRF1.Str
I [ St g
i PTRC1 i PTRCA.Tr
1 i TCTR1.AmpSv RBRF1.0pEx
{[Fesor =i p—
: : PTOC1 4 : TCTR1.AmpSv [ IED1 ]
4 "
| so=mmmmmesd) Test O
TCTR1 Syster&%
Qs

IEC

Figure 34 - Interfaces between test system‘nd tested IED for
testing of breaker control function

.11 Testing the breaker failure function End-fo:End

sequence (Figure 35) aims at testing the breaker failure function from End-to-End
rfaces as shown in Figure 36.

equisites:

AIl functions (logical nodes) are inithe state: Beh=on (normal sequence)
[he breaker is in the closed position (XCBR1.Pos.stVal="on"
[he busbar breakers aresin-the closed or opened position

uence:

[he test starts by.setting all the following functions in the corresponding mode:
1) the line protection function: test mode

P) the breaKer failure function: test mode

B) the:breaker function: test/blocked mode

1) the bus bar protection function: test mode

with

) all the busbar breaker functions: test/blocked mode

b) The test continues with the setting of the following devices in the simulation state:

1) the line protection device STD1Q01L1FN1

2) the breaker failure protection device S1D1Q01QA1FN1
3) the breaker device SID1Q01QA1TK1

c) The test set activates the sequence "Fault simulation" in order to transmit simulated process
sample values to the involved functions

d) The test set sends a GOOSE trip signal (2.0, 2.1 and 2.2) with the following characteristics:

1) the simulate bit S of the telegram is set to "true"

2) the quality q of the trip signal is set to "test"
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e) The breaker function processes the telegram as valid (2.2) and does not issue any output
to the process (see IEC 61850-7-4)

f) The breaker function device sends a report (2.3) to the test set confirming that:

1) the breaker is still in the closed position (no output to the process)

2) the trip signal (2.2) has been received

NOTE 1 For the semantic of the data attributes opRcvd, opOk and tOpOk, see IEC 61850-7-3.

g) The test set maintains the sequence "Fault simulation" (3.0)

h) The breaker failure function sends a GOOSE internal trip signal with g="test" (3.1 and 3.2)

i)

i)
k)

NOT

he breaker function processes the telegram as valid (3.1) and does not issue any ©u
o the process (see IEC 61850-7-4)

[he test set acknowledges the reception of the internal trip signal (3.2)
he breaker function device sends a report (3.3) to the test set confirming that:
1) the breaker is still in the closed position (no output to the process)

P) the internal trip signal (3.1) has been received

F 2 For the semantic of the data attributes opRcvd, opOk and tOpOk, see IEEC 614850-7-3.

[he breaker failure function sends an external trip signal (3.4"t0 '3.6) with g="test"

he bus bar protection function processes the telegram as valid (13.4) (see IEC 61850-
[he line protection function processes the telegram as’valid (3.5) (see IEC 61850-7-4)
[he test set acknowledges the reception of the extérnal trip signal (3.6)

[he bus bar protection function sends a GOOSE/trip signal with g="test" (3.7 and 3.8)

All bus bar breaker function devices send a report (3.9) to the test set confirming that:

1) the breakers positions have not changed (no output to the process)

P) the trip signal (3.7) has been received

F 3 For the semantic of the data attributeés’opRcvd, opOk and tOpOk, see IEC 61850-7-3.
End of the test (3.10 and 3.11)

tput
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sd Breaker failure function - end to end testing /

Component: S$1D1Q01BU1 S1D1QO1FN1/LD1 Component: S1D1Q01QA1FN1 Component: S1D1Q01QA1K1 Component: S1D1BB1FN1
Component: MUO1 Component: LD1 Component: LD1 Component: LD1 Component: LD1
Testset «Logical No... «Logical No... «Logical Node» «Logical No... «Logical No... «Process»
TCTR1 PTRC1 RBRF1 XCBR1 PTRC1 Busbar Bkrs
Devices
T T i

{Pos.stval=on}

i
|
T

seq Normal sqquence J

I
1
|

T T

| I
| 1
| 1
| 1
L s

{All Busbar Brks Functions

F} 1.0 Start test

I seq Brk1: XCBR1 in t¢st/blocked mode and in sim statd

must be in the test/blocked

[

T

I
I
i
i
:
i 1
! [seq LineProt ALD1 in test mode and in sim stafe
I T T

|

T
L 1
| 1
| 1
| I
| 1

! [ seq Brk1_BF: RERF

in test mode and in sim state | /
T

[seq BusbarProt_A: LD1 i

i
7
2.0 PTRCLTr(true, g.test=true) |

Fault simulation acﬁvnE %

«GOOSE Publish Sim=false»

Processed

I
T
|
|
|
1
1 as valid

)
«GOOSE Publish Sim=false»
i I
3.0 Maintain activation
(Fault values) |

|

4

3.1RBRFL.OpIn(true, g.test=true)

Processed

«GOOSE Publish Sim=false»

3.2

|
1
]
I
3.3 Pos.stVal, Pos.opRev, Pos.opOk, Pos.topOk(on, true, true, timestamp, q.test=true)

as valid

T
|
T
I
1
1
1
I
1
1
1
1
1
1
1
I
1
1
1
I
1
1
1
|
4
1
1
1
I
1
|

! «GOOSE Publish Sim=false»

3.10 Stop acivation
(Fault values) |
!

1
i
i
I
I
i
i
3.11 End test 1
i
I
|
i

All signals assumed to be transmitted
with q.validity=good.

! «GOOSE Publish Sim=false» Processed
| H 3.4 RBRF1.0pEX(true, g.test=true) o as valid
| i >
! ! 35 «GOOSE Publish Sim=false» T
| g i I
< : 3.6 / | i
‘ I | | ! 3.7 > Pr
| i o | N
» ! 3.8 PTRCL.Tr(true, g.test=true) | ! as vali
U™ ! | «GOOSE Publish Sim=false» | |
] ] | 1 d 1
I I 1 1 I 1
! _ ! 3.9 Pos.stVal, Pos.opRcv, Pos.opOk, Pos.topOk(on/off, true, true, timestampy q.test=false) |
- H ]
I
|
i
I
I
i
i
|

One report for eacl
bus bar breaker

1
I
I
I
1
i
i
I
1
I
i
i
1
I
function. !

Figure 35 — Breaker failure function end to end testing

IEC
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PTOC1.0p J/ RBRF1.Str

TCTR1.AmpSv
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IEC

Figure 36 — Interfaces between test system and tested IEDs for
End-to-End testing of breaker failure protection scheme

8.2 Select Before Operate Scheme Testing
8.2 General

Testing of SBO scheme can be dividedinto several stages.

The| first set of tests includes behaviour testing of each involved system component (Logical
Node) i.e. Unit test. The test-system shall provide all necessary inputs and to be able to evallate
resylts in order to provide enough inputs for PASS/FAIL decision and diagnostics, if necesslary.

Tes}s can be positivé or negative checks.
The|second set of tests is considered to test interfaces between Logical nodes.

The|third.set of tests is end-to-end that will test the whole path from initiation to the XCBR[LN.

8.2.2\ Unit testing

8.2.2.1 General

As mentioned in 6.2.1, unit testing is the testing of Logical Nodes as function elements. The
main purpose is to confirm design requirements. As such these tests shall be performed in early
stage of engineering i.e. during factory acceptance tests. In the case that end-to-end tests
during site acceptance test or maintenance have failed then the unit test shall be repeated in
order to diagnose part of the system.

8.2.2.2 TVTR testing

The testing of the TVTR (Figure 37) is part of the testing of a stand-alone merging unit that
provides the stream of voltage samples used by the synchrocheck function element in the
scheme.
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| ED3 |«
TVTR1
]
|
CSWI.SelOpn/SelCls IED2
HNil command CSWI.OpOpn/OpCls
Fepdback to HMI XCBR1
< XCBR.Pos —
(stVal; stSeld; opOKk)
CILO.EnaOpn/EnaCls — :l SIMG1
:I SARCA1
IED4
XSWI1.Pos ]
XSWI1 Switchgear and substa
related blockings
XSWI2.Pos XSWI2
—

Isollation during test

The

In th
dire

A tg
con

TVTR testing requires an analogue interface between the test device and the merging

e cases of type testing\or acceptance testing the test device analogue voltage outputs
ctly connected to the merging unit voltage inputs and no isolation is required.

or maintenanée-testing for the merging unit.

Tes

ting sequence

Figure 37 — Unit testof TVTR LN - simplified

st switch is required to isolate the merging unit from the substation environment. It sha
hected to the\analogue voltage outputs of the test device when performing commissio

IEC

init.

are

| be
hing

The Tollowing steps (Figure 38) should be followed for the merging unit tesiing:

1) The merging unit shall be put in "test" mode in order to ensure that no alarms will be issued
when the test switch is disconnected from the substation process. This will also ensure that

all IEDs subscribing to this merging unit will not operate incorrectly during the test.

2) The test device should be connected to the test switch.

3) A test case should be selected for the execution of the test.

4) The test case shall be executed and the performance of the merging unit shall be evaluated

and documented.

5) After the completion of the test the test switch is removed.

6) The mode is reset to "on" to put back the merging unit back to the normal operating state.
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sd Unit test TVIR )

Testset $1D1Q01BU3

SV subsciber «Logical No...
TVTR1

( {Beh=test} )

seq Positive test /

«Test switch»
test mode

o—

«Testset» Analog injection
(3ph voltage)

TVTR1.VolSv.q.validity =good j

TVTR1.VolSv.g\test=true
TVTR1.VolSv()
«SV Publish»

Figure 38 — Unit test of TVTR LN

Timle synchronization

The
tob

Tes
Thid
sub
sign

Tes

The
seq
sam

The

test equipment and the merging unit shajl be synchronized using IEC 61850-9-3 in o
e able to evaluate its performance.

t execution

test is intended only to ensure that the merging unit is working correctly in an energ
station. The main goal is tocheck if the streaming sampled values correspond to the inje
al within the specified tolerances.

t assessment

rder

zed
cted

test assessment can be based on a comparison of the samples values with the same

lence number published by the merging unit S1D1Q01BU3/TVTR.VolSv.InstMag with
pled values published by the test system TS/TVTR.VolSv.InstMag.

tesirassessment shall also verify that all samples are transmitted with q.validity = good

the

and

q.te

t=troe:

In the case of type and acceptance testing the value of Mod shall be TVTR.Mod=on or
TVTR.Mod=test, because we need to ensure that the TVTR is performing correctly in the
different modes. This will be based on checking the value of TVTR.Beh and the Test bit in the
quality attribute of the sampled values TVTR.VolSv.q.test.

In the case of commissioning or maintenance testing the TVTR.Mod=test.

8.2.2.3 XCBR testing

For

the testing of LN XCBR two scenarios will be evaluated:
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e without interface to the process (simple open command — nominal scenario without
boundary cases) — example of positive check

e with simulation of the process variables (switchgear and substation related blocking) —
example of negative check

Sce

nario 1 — no interface to the process

Isolation during test

The test system (Figure 39) is needed to replace part of the control state machine that is

cov
Thu
che

In th
the

cks will be performed (interlocking, synchrocheck).

bring IHMI and CSWI LN i.e. to simulate behaviour interaction between HMI and CSWI
5, the Test system will only interact with the tested XCBR LN. In this test case no additi

LN.
bnal

e case of type or acceptance tests no test switch is required to isolate the tested IED from
Substation environment. The test system can be directly connected to Breaker IED.

For|commissioning/maintenance testing, the test switch can be used to-prevent operation of
Cirduit breaker and to diverse Breaker IED interfaces toward Test system binary inputs [and
outputs. In this case, the control state machine will be tested with¢positive feedback.
Another approach is a non-invasive test where the test assgssment should be commenced by
monitoring optional CSWI and XCBR data objects opRcvd<and opOk while CSWI LN is in |test
and|XCBR LN is in test/blocked mode. In this case, the control state machine can be confirmed
indifectly by monitoring mentioned opOk and opRcvd:"Control will be terminated with neggtive
request (Invalid position or Request Timeout).
et e
A<_
Test
IED3 system
TVTR1 TVTR1.VoISv
*
- IED1 |
A4
Al RSYN1 |
RSYN1.Rel
TR S ! CSWit.Selopn/SelCls | 1 IED2 [«
> CSWI1.0pOpn/OpCls [N pe———
§éetback to HMI CSWI1 |, S— XCBR1 I—: e
1 (stVal; stSe\a:opOk) - _A_T_ -
CILO1.EnaOpn/EnaCls 4 SIMG1 |ﬂ
=] CICOT
\ J
SARC1
IED4 |
XSWI1.Pos I .
XSWH Switchgear and
I—I substation
* - Test system covers: XSWI2 related blockings
- CSWI simulation e

Figure 39 — Unit test of XCBR LN — Scenario 1 — simplified
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Testing sequence (Figure 40):

Prerequisites:

S1D1Q01KF2/XCBR1.Beh = test,

S1D1Q01KF2/XCBR1.Loc = false,

S1D1Q01KF2/LLNO.Beh = on,

S1D1QO01KF2/LPHD1.Sim = true.

Test set - GOOSE messages (CSWI1 DO/DA) with Sim = true.

Test steps:

1 — [Test system — hardwired simulation of closed/open CB position,
2 - S1D1QO01KF2 — Verification of the output from LN (XCBR1.Pos.stVal, XCBR41/Pos.q)

3 — [Test system — Simulation of Selection and Operation states in CSWI1
CSWI1.SelOpn/SelCls, CSWI1.0pOpn/OpCls, Test = true, Sim = trug)

4 — S1D1Q01KF2 — Verification of closing output opening/closing contacts
5 — [Test System — Simulated Circuit breaker position is changed by/test system,
6 — S1D1Q01KF2 — Verification of changed output from LN (XCBR1.Pos.stVal, XCBR1.Pos.

Above defined test steps should be repeated with following variations:

— B1D1Q01KF2/XCBR1.Mod = on-blocked/test/test-blocked/off
— B1D1QO01KF2/LLNO.Mod = on-blocked/test/testiblocked/off
— B1D1QO01KF2/LPHD1.Sim = false
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sd Unit test XCBR - Scenario 1 )

Testset S1D1QO1KF2

«Logical Node» GOOSE subscriber

Cswil

«Logical Nod...
XCBR1

I

1

 seq Positive test / |
1

] A

All signals assumed to

{Beh=test}
{Loc=false}
T

[N I ——

———t

CSWI1.SelOpn/SelCls.stVal(true)

«GOOSE Publish» . «Testset» CB hardware
Pos.stSeld(true) simulation: Sel contact "ON"

y

q.validity=good and XCBR1.Pos.stSeld(true)

e

g fest=false. r «GOOSE Publish»
|
| I
| I
C Pos.stSeld(true) :
:] '
: I I
. |
Pos.stSeld=true if CSWI1.0pOpn/OpCls.general(true) . «Testset» CB hardware
| «GOOSE Publish» siffiulation: Op contact "ON
Loc.stVal = false P0s.0pOK(true
CBOpCap.stVal>1 for POK( )

SelOpn [14 XCBR1.Pos.opOk(true)
CBOpCapstVal>2 for SelCls P «GOOSE Publish»
EEHealth.stVal = GREEN

Health.stVal = GREEN (e

BIkOpn/BIkCls.stVal = false

|
Pos.opOk(true)
|
|

7

else Pos.stSeld = false

POs.5tval(new position, Testset» CB hard!
XCBR1.Pos.stVal(new position) *#' s‘;meulateio);' Op:;/gzrsee

«GOOSE Publish»
«Testset» CB hardware

[@ Pos.opOk(false) simulation: Op contact "OFF

A

————0 -
A

XCBR1.Pos.opOk(false)

|
|
|
|
i
-
: «GOOSE Publish»
|
T Pos.opOk(false) |
|
|
|
|

Y

A

?]:] 0pOpn/OpCls.general(false)
|

|
CSWI1.SelOpn/SelCls.stVal(false)
«GOQSEPUblish»

E—

‘ «Testset» CB hardware
Pos.stSeld(false) simulation: Sel contact "OFF"
XCBR1.Pos.stSeld(false)

«GOOSE Publish»

¢
T

|
55 ; Pos.stSeId(flalse)
|

Figure 40 — Unit test of XCBR LN — Scenario 1

Scehario 2 £simulation of process variables

In this’example (Figure 41), only the SF6 Gas Pressure threshold (block) is used to estahlish
the pperational capacity of the CB. In generic tests of the LN, all sensor inputs used directly or
indirectly by XCBR have to be included in the tests.

Isolation during test

The same rules apply as for Scenario 1.
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—_—
Test
IED3 system
TVTR1.VolS
| TVTR1 I o=
*
IED1
v XCBR1.Pos
| RSYN1 | (stVal; stSeld; opOk)
cswit.selopn/seicis | 1 IED2 e
FIMI command i / CSWH.0pOpn/OpCls |pmmzmac= -
Feedback to HMI XCBR1[H >

(stVal; stSeld; opOk)

XCBR1.Pos I_ 3 —T— 1

-I SIMG1

SARC1
IED4
XS Pos XSWH Switchgear arld
* - Test system covers: substation
R . . related blockings
- €SWI simulation Ty XSWiI2
- $IMG LN simulation Ec

Figure 41 — Unit test of XCBR LN — Scenario 2 — simplified

Testing sequence (Figure 42):

Prefequisites:

S101Q01KF2/XCBR1.Beh = test,

S101Q01KF2/XCBR1.Loc = {false,

S101Q01KF2/LLNO.Beh = on,

S101Q01KF2/LPHD1.Sim = true,

TS/CSWI1.Beh = tésf,

TS/BIMG1.Beh =-test,

Tes| set —- GOOSE messages (SIMG1 DO/DA) with Sim = true.

Test steps:

1 — Testsystem — CB/switchgear monitoring signals SIMG T.InsBIK = TRUE published (GOOSE)
2 — S1D1Q01KF2 — Verification of the output from LN:

XCBR1.EEHealth = RED,

XCBR1.BlkOpn.stVal = true,

XCBR1.BlIkOpn.q.test = false,

XCBR1.BIkCls.stVal = true,

XCBR1.BIkCls.q.test = false.

3 — Test system — Simulation of Selection and Operation states in CSWI1
(CSWI1.SelOpn/SelCls, CSWI1.0pOpn/OpCls, Test = true)

4 — S1D1Q01KF2 — Verification that there is no operation of output opening/closing contacts


https://iecnorm.com/api/?name=c4ea8ee7421d08e5ec34174be36937be

The

- 68 — IEC TR 61850-10-3:2022 © IEC 2022

above defined test steps should be repeated with following variations:

e S1D1Q01KF2/XCBR1.Mod = on-blocked/test/test-blocked/off
¢ S1D1Q01KF2/LLNO.Mod = on-blocked/test/test-blocked/off
¢ S1D1QO01KF2/LPHD1.Sim = false

sd Unit test XCBR - Scenario 2 /

{LPHD.Sim.stVal=true}

‘ TSR ’ S1D1QO1KF2
LogicalNedas] LogicaliNed Logicall
) ) )
cswii ’ SIMG1 XCBR1
T T T
| | |
T T 1
| | |
|
{Beh=test} {Beh=test}
| |
| |
: : {Loc=false}
| | I
seq Negative test / : : :
| | |
! ! SIMGL.InsBlk(true) o
All signals assumed to : «GOOSE Publish Sim=true»
1
be transmitted with H EEHealth, BiOpn.stVal, BlkCls.stVal(RED, true, true)
q.validity=good and :
q.test=false. |
|
N | T T
| | |
) | | CSWI1.SelOpn/SelCls.stVal(true) o
Pos.stSeld=true if : «GOOSE Publish Sim=true» «Testset» CB hardware simulation:
| | i
Loc.stVal = false | | . Noaction
CBOpCap.stVal>1 for : H
SelOpn |
CBOpCapstVal>2 for SelCls CSWILSeIOprn/ selCls.stval !
EEHealth.stVal = GREEN (false) !
Health.stVal = GREEN ! | !
BlkOpn/BIkCls.stVal = false
else Pos.stSeld = false

8.2.

For

Thig

8.2.

Figure 42 — Unititest of XCBR LN — Scenario 2

2.4 CILO testing
the purpose of CILO Logical Node testing, the test system shall:

Simulate GOOSE messages involved in interlocking logic for specific CILO Logical Nog

o be able to pollM€ILO LN DO/DA values OR to enable Report with Dataset with refere
o CILO datawbjects. For the testing purpose, there could be engineered GOOSE mess
Dataset with.relevant CILO object) with GOOSE CB enabled only during testing.

is a simplified example.

2.5 CSWI testing

IEC

nce
age

For

the purpose of CSWI Logical Node testing, the test system shall:

e Behave as an MMS client (with support for relevant control model) in order to initiate control
sequence

e Emulate the behaviour of XCBR LN in order to enable execution of complete control state
machine

e To be able to poll CSWI LN DO/DA values OR to enable Report with Dataset with reference
to CSWI data objects. For the testing purpose, there could be engineered GOOSE message
(Dataset with relevant CILO object) with GOOSE CB enabled only during testing.

e To enable report with reference to Control service tracking.

This is a simplified example.
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To be done with test/blocked.

8.2.3 Subsystem (Interface) testing

8.2.3.1 CSWI — XCBR testing

This interface test (Figure 43) shall show correct interaction between CSWI LN and XCBR LN
by simulating HMI command and response of process (CB position). Simulation will be done by
Test system.

The

test qutpm has a GOQSE subscribe support that is used to asses results of

LN

com
nec

In th

Isol

The

munication (signal exchange between CSWI and XCBR using GOOSE messages). Th
pssary in case of diagnostics.

is test case no additional checks will be performed (interlocking, synchrocheck).

btion during test

test system is needed to replace part of control state machine that'is covering IHMI1.

s is

this|test case no additional checks will be performed (interlocking,&ynchrocheck).

In cpse of type or acceptance tests no test switch is required*to isolate the tested IEDs from
the [substation environment. Test system can be directly €onnected to Bay Controller jand
Breaker IED.

Forlcommissioning/maintenance testing, test switch can be used to prevent operation of Circuit
breaker and to diverse Breaker IED interfaces toward Test system binary inputs and outpufs.
For|non-invasive test, test assessment shoutd*be commenced by monitoring optional CSWIfand
XCBR data objects opRcvd and opOk while*CSWI LN is in test and XCBR LN is in test/blodked
mode. Control will be terminated with.negative request (Blocked by mode).

Testing sequence:

Prefequisites:

S101Q01KF1/CSWI1.Beh = test,

S101Q01KF1/LLN@.Beh = on,

S101Q01KF2/XCBR1.Beh = test,

S101Q01KF2/XCBR1.Loc = false,

S101Q01KF2/LLNO.Beh = on,

Tes} steps:

1 — Test system — hardwired simulation of closed/open CB position

2 —

S1D1Q01KF2 — Verification of the output from LN (XCBR1.Pos.stVal, XCBR1.Pos.q)

3 — Test system — Simulation of Selection and Operation command requests (Client requests
simulation)

4 — Test system — Verification of published GOOSE messages from CSWI1 and XCBR1 with
corresponding information (as shown on Figure)

5 —
6 —

S1D1Q01KF2 — Verification of closing output opening/closing contacts
Test system — Simulated Circuit breaker position is changed by Test system,

7 — S1D1Q01KF2 - Verification of change of output from LN (XCBR1.Pos.stVal, XCBR1.Pos.q)

Abo

ve defined test steps should be repeated with following variations:
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¢ S1D1Q01KF1/XCBR1.Mod = on-blocked/test/test-blocked/off

e S1D1QO01KF1/LLNO.Mod = on-blocked/test/test-blocked/off

¢ S1D1QO01KF1/CSWI1.Mod = on-blocked/test/test-blocked/off

e S1D1QO01KF1/LLNO.Mod = on-blocked/test/test-blocked/off
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sd Interface test CSWI- XCBR

Testset

«Logical No...

IHMI1

GOOSE subscriber

«Logical No...
cswil

S1D1QO1KF1

S1D1QO1KF2

«Logical No...

XCBR1

{check:synchrocheck=false}
{check:interlock-check=false}

I

i {Loc=false}

feq positive test /

|
|
|

Selval_req()

|
|
|
T
|
|
|
|

Pos.stSeld=true if

Loc.stVal = false
ICBOpCap.stVal>1 for SelOpn|
ICBOpCapstVal>2 for SelCls
EEHealth.stVal = GREEN
Health.stVal = GREEN
BlkOpn/BIkCls.stVal = false

else Pos.stSeld = false

All signals assumed to be
transmitted with g.validity
=good and q.test=true.

el
T
|
|
|
|
|

o |

Perform Test(CILO, etc...)

CSWI1.SelOpn/SelCls.stval(true)

|
T
1
1
|
I
|
1
1
I
I

g Pos.stSeld(true)

«GOOSE Publish»
XCBR1.Pos.stSeld(true)

«GOOSE Publish»

|
selval_resp#()

<

Pos.stSeld(true)

i
Oper_req()

BikaKi

]

Pos.opOKk(true)

Pos.opOk(false)

1
1
|
] f
] )\
I
b 1
| 1
T : perform Test(CILO, etc...) }
I 1 1
I 1 1
I | 1
L Oper_resp+() CSWI1.0pOpn/OpCls.genéral(true) !
(@) ! j «GOOSE Publih
I
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These types of tests are to be performed in case of FAT, SAT or maintenance. Depending on
the mentioned cases, the test prerequisites have to be accommodated.

Let us assume for end-to-end test that process inputs of SBO scheme have to be either taken
from a real source (for example, voltage measurement or switchgear monitoring) or simulated
by a Test system. In the case that physical operation (in case of energized power system that
is under test) is prohibited, the test engineer/operator shall deploy specific IEC 61850 testing
features that will help him to prove the test requirements.


https://iecnorm.com/api/?name=c4ea8ee7421d08e5ec34174be36937be
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