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technical.committee may propose the publication of a technical report when it has collec
datp of(a)different kind from that which is normally published as an International Standard,
exdmple "state of the art".
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INTERNATIONAL ELECTROTECHNICAL COMMISSION

COMMUNICATION NETWORKS AND SYSTEMS
FOR POWER UTILITY AUTOMATION -

Part 1: Introduction and overview

FOREWORD

[he International Electrotechnical Commission (IEC) is a worldwide organization for standardization compri
bl national electrotechnical committees (IEC National Committees). The object of IEC is t&™“\pron

5ing
hote

nternational co-operation on all questions concerning standardization in the electrical and electropic, fields| To

his end and in addition to other activities, IEC publishes International Standards, Technical 'Specificati
fechnical Reports, Publicly Available Specifications (PAS) and Guides (hereafter refefred to as

Publication(s)”). Their preparation is entrusted to technical committees; any IEC National Committee intere
n the subject dealt with may participate in this preparatory work. International, governmental and

povernmental organizations liaising with the IEC also participate in this preparation, I[EC collaborates clo
vith the International Organization for Standardization (ISO) in accordance with~€onditions determined
hgreement between the two organizations.

'he formal decisions or agreements of IEC on technical matters express, as nearly as possible, an internati
consensus of opinion on the relevant subjects since each technical committee has representation fron
nterested IEC National Committees.

EC Publications have the form of recommendations for international ,use and are accepted by IEC Nati
Committees in that sense. While all reasonable efforts are made, to, ensure that the technical content of
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for
nisinterpretation by any end user.

n order to promote international uniformity, IEC Nationak Committees undertake to apply IEC Publicat
ransparently to the maximum extent possible in their@pational and regional publications. Any divergd
between any IEC Publication and the corresponding natienal or regional publication shall be clearly indicatg
he latter.

EC itself does not provide any attestation of conformity. Independent certification bodies provide confor
hssessment services and, in some areas, access'to IEC marks of conformity. IEC is not responsible for
bervices carried out by independent certification bodies.

Al users should ensure that they have the Jatest edition of this publication.

No liability shall attach to IEC or its directors, employees, servants or agents including individual experts
members of its technical committees*and IEC National Committees for any personal injury, property damag
bther damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees)
bxpenses arising out of the_‘publication, use of, or reliance upon, this IEC Publication or any other
Publications.

A\ttention is drawn to thé\Normative references cited in this publication. Use of the referenced publication
ndispensable for the,eotrect application of this publication.

Attention is drawn’ to the possibility that some of the elements of this IEC Publication may be the subjeq
batent rights. IE€_shall not be held responsible for identifying any or all such patent rights.

main task of IEC technical committees is to prepare International Standards. Howeve

bns,
IEC
bted
on-

sely
by

bnal
all

bnal
IEC
any

ons
nce
d in

Mity
any
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e or
and
IEC

t of

3
ted
for

IEC 61850-1, which is a technical report, has been prepared by IEC technical committee 57:
Power systems management and associated information exchange.

This second edition cancels and replaces the first edition published in 2003. This edition
constitutes a technical revision.

This edition includes the following significant technical changes with respect to the previous
edition:

Extended application scope of the IEC 61850 standard
— for the power quality domain;

— for statistical and historical data;
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— for distributed generation monitoring and automation purpose;
— for feeder automation purpose;

— for substation to substation communication;

— for monitoring functions according to IEC 62271.

e Smart grid considerations.

e Extensions (and provisions for extensions) of the documentation system relating to
IEC 61850, especially with part 7-5xx (Application guides) and part 90-xx (Technical report

and guidelines).

Thelz text of this technical report is based on the following documents:

Enquiry draft Report on voting
57/1233/DTR 57/1304/RVC

Full information on the voting for the approval of this technical report‘can be found in

repjort on voting indicated in the above table.

Thiks publication has been drafted in accordance with the ISO/IEC.Directives, Part 2.

the

A l[st of all parts in the IEC 61850 series, published underithe general titte Communication

networks and systems for power utility automation, can be found on the IEC website.

The committee has decided that the contents of this/publication will remain unchanged
the| stability date indicated on the IEC web site ‘under "http://webstore.iec.ch" in the
related to the specific publication. At this dateythe publication will be

* |[reconfirmed,

* |withdrawn,

+ |replaced by a revised edition, or
+ |amended.

Hntil
ata

IMPORTANT - The 'colour inside’' logo on the cover page of this publication indicates
th it contains (colours which are considered to be useful for the corrgct
undlerstanding of_its contents. Users should therefore print this document using| a

collour printer
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INTRODUCTION

IEC 61850 consists of the following parts, under the general titte Communication networks
and systems for power utility automation (all parts may have not been published yet).

Part 1: Introduction and overview

Part 2: Glossary

Part 3: General requirements

Part 4: System and project management

Part 5: Communication requirements for functions and device models

Paft 6: Configuration description language for communication in electrical supstatipns
related to IEDs

Pait 7-1: Basic communication structure — Principles and models

Pait 7-2: Basic communication structure — Abstract communication “service interface
(ACSI)

Pant 7-3: Basic communication structure — Common data classes

Pait 7-4: Blasic communication structure — Compatible logical node classes and data
classes

Pait 7-410: Hydroelectric power plants — Communication_for-monitoring and control

Pait 7-420: Basic communication structure — Distributed energy resources logical nodes
Pait 7-5: IEC 61850 — Modelling concepts’

Pait 7-500: Use of logical nodes to model functions of a substation automation system1
Paft 7-510: Use of logical nodes to model functions of a hydro power plant

Pant 7-520: Use of logical nodes to modelifunctions of distributed energy resources’

Part 8-1: Specific communication | service mapping (SCSM) - Mappings to MMS
(1SO 9506-1 and ISO 9506-2) and to ISO/IEC 8802-3

Pant 80-1: Guideline to exchange information from a CDC based data model uging
IEC 60870-5-101/104

Pait 9-2: Specific communication service mapping (SCSM) — Sampled values opjer
ISO/IEC 8802:3

Pant 90-1: Use of IEC'61850 for the communication between substations

Paift 90-2: Using_IEC 61850 for the communication between substations and conjrol
centres’

Pant 90-3: Using IEC 61850 for condition monitoring’

Pait 90-4: Network Engineering Guidelines - Technical report1

Pairt 90-51 Using IEC 61850 to transmit synchrophasor information according to IHEE
C37.118

Part 10: Conformance testing

In addition to the above parts IEC technical committee 88 has published the IEC 61850 basic
communication structure for Wind Turbines as |EC 61400-25, Wind turbines -
Communications for monitoring and control of wind power plants.

IEC 61850-1 is an introduction and overview of the IEC 61850 standard series. It describes
the philosophy, work approach and contents of the other parts.

1 Under consideration.


https://iecnorm.com/api/?name=2b719830d424cceaf79baab5d0abb7ca

TR

1

61850-1 © IEC:2013 -7-

COMMUNICATION NETWORKS AND SYSTEMS
FOR POWER UTILITY AUTOMATION -

Part 1: Introduction and overview

Scope

Thi
cor

sygtem requirements.

Thi
mig

2

hmunication between intelligent electronic devices (IEDs) in such a system, and the_rel

ht include text and figures coming from other parts of the IEC 61850 standard series.

Normative references

5 technical report is applicable to power utility automation systems (PUAS). It definesa|:he

ed

5 part gives an introduction and overview of the IEC 61850 standard serieSxt refers to and

The following documents, in whole or in part, are normatively feferenced in this document and

are
und
am

IEQ
Co

IEQ
Ne

IEQ
IEQ

IEQ
req

IEQ
Sy4

IEQ
req

indispensable for its application. For dated references,<only the edition cited applies.

endments) applies.

60870-5-103, Telecontrol equipment and systems — Part 5-103: Transmission Protoco
mpanion standard for the informative interface-of protection equipment

60870-5-104, Telecontrol equipment and systems — Part 5-104: Transmission protoco
work access for IEC 60870-5-101 usihng standard transport profiles

61400-25 (all parts), Communications for monitoring and control of wind power plants
61850-2, Communication‘networks and systems in substations — Part 2: Glossary

61850-3, Commuhication networks and systems in substations — Part 3: Gené
uirements

61850-4, €ammunication networks and systems for power utility automation — Par
tem and-project management

61850-5, Communication networks and systems in substations — Part 5: Communica
wiréments for functions and device models

For

ated references, the latest edition of the reférenced document (including any

S-

bral

ion

IEC 61850-6, Communication networks and systems for power utility automation — Part 6:
Configuration description language for communication in electrical substations related to IEDs

IEC 61850-7-1, Communication networks and systems for power utility automation — Part 7-1:
Basic communication structure — Principles and models

IEC 61850-7-2, Communication networks and systems for power utility automation — Part 7-2:
Basic information and communication structure — Abstract communication service interface
(ACSI)
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IEC 61850-7-3, Communication networks and systems for power utility automation — Part 7-3:
Basic communication structure — Common data classes

IEC 61850-7-4, Communication networks and systems for power utility automation — Part 7-4:
Basic communication structure — Compatible logical node classes and data object classes

IEC 61850-7-410, Communication networks and systems for power utility automation —
Part 7-410: Hydroelectric power plants — Communication for monitoring and control

IEC 61850-7-420, Communication networks and_systems for power utility _automation

Pa

IEQ
51(

gui

IEQ
Spe
I1SC

IEQ
Pa
1EQ

IEQ
Spé

IEQ
90-

IEQ
tes

IEQ
Da

IEQ
Re

IEQ
Str

1Sd

t 7-420: Basic communication structure — Distributed energy resources logical nodes

61850-7-510, Communication networks and systems for power utility automation - Par

Helines

61850-8-1, Communication networks and systems for power utility attemation — Part §
bcific communication service mapping (SCSM) — Mappings to MMS (ISO 9506-1
9506-2) and to ISO/IEC 8802-3

61850-80-1, Communication networks and systems for power utility automation
t 80-1: Guideline to exchanging information from & ,€DC-based data model us
60870-5-101 or IEC 60870-5-104

61850-9-2, Communication networks and systems-\for power utility automation — Part ¢
bcific communication service mapping (SCSM) £)Sampled values over ISO/IEC 8802-3

/TR 61850-90-1, Communication networks anhd systems for power utility automation — F
1: Use of IEC 61850 for the communication between substations

61850-10, Communication netwofks and systems in substations — Part 10: Conforma
fing

62351 (all parts), Power(systems management and associated information exchang
a and communications(security

/TR 62357-1, Power systems management and associated information exchange — Pan
erence architecture

81346-1{ 2Industrial systems, installations and equipment and industrial productd
cturing(principles and reference designations — Part 1: Basic rules

9001:2008, Quality management systems — Requirements

f 7-

. Basic communication structure — Hydroelectric power plants — Modelling_concepts and

-1:
hnd

ing

1
N

Part

1ce

D
|

{ 1:

IEEE C37.2, IEEE standard electrical power system device function numbers, acronyms and
contact designations

IEEE 100:2000, The authoritative dictionary of IEEE standards terms seventh edition

IEEE-SA TR 1550, Utility Communications Architecture (UCA) Version 2.0 — Part 4: UCA
Generic Object Models for Substation and Feeder Equipment (GOMSFE)

RFC 2246, The TLS Protocol, Version 1.0
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3 Terms, definitions and abbreviations

3.1 Terms and definitions

For the purposes of this Technical Report, the following terms and definitions apply. However
please refer to part 2 of the standard for the standard glossary of IEC 61850.

3.1.1
Abstract Communication Service Interface
ACSI
virtgar intertace 1o an IED providing absiract communication Services, 10r example connection,
varjable access, unsolicited data transfer, device control and file transfer servides,
independent of the actual communication stack and profiles used

3.1|2
bay
suljpart of a substation, having some common functionality, closely connected to the other
subjparts, and forming a substation

3.1{3

dafa object
part of a logical node object representing specific information, for example, status| or
mepsurement. From an object-oriented point of view, .a/data object is an instance| of
a dpta object class. Data objects are normally used as: transaction objects; i.e., they gre
datp structures

3.1/4

deyice
mefhanism or piece of equipment designed to serve a purpose or perform a function, |for
exgdmple, breaker, relay, or substation computer

[SOQURCE: IEEE 100:2000]

3.115
functions
tasks which are performed by the substation automation system, i.e. by application functions

Not¢ 1 to entry: Generally;) functions exchange data with other functions. The details are dependent on|the
fungtions in consideration.) Functions are performed by IEDs (physical devices). Functions may be split in parts
resifling in different IEDs but communicating which each other (distributed function) and with parts of ofher
funqtions. These communicating function parts are called logical nodes.

Not¢ 2 to entry: In the context of this standard, the decomposition of functions or their granularity is ruled by| the
conmmunicatien-behaviour only. Therefore, all functions considered consist of logical nodes that exchange data.

3.116

InteHigent Electronic Device
IED

any device incorporating one or more processors with the capability of receiving or sending
data/controls from or to an external source (for example, electronic multifunction meters,
digital relays, controllers)

3.1.7

interchangeability

ability to replace a device supplied by one manufacturer with a device supplied by another
manufacturer, without making changes to the other elements in the system
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.8

interoperability
ability of two or more IEDs from the same vendor, or from different vendors, to exchange
information and use that information for correct execution of specified functions

3.1

.9

Logical Node

LN

smallest part of a function that exchanges data

Not

3.1

toentry. A LNIS al obJect defined DY ItsS ddta and metnods.

10

Logical Device

LD
virt

3.1

ual device that exists to enable aggregation of related logical nodes

1

opén protocol

proj

3.1

pat
par

EXA

3.1
Ph
PD
equ

3.1
pra
pro
lev

3.1
prd
set
cor

3.1

tocol whose stack is either standardised or publicly available

12
t
t of the IEC 61850 standard series

MPLE Part 1 refers to IEC 61850-1, Part 7-2 refers to IEC.61850-7-2.

13
ysical Device

ivalent to an IED as used in the context.of this standard

14
cess bus

el to other IEDs

15
tocol

hmunication

16

Po
PU
set
arc

er Utility Automation System
S

hitecture to perform any type of power utility automation functions

cess bus is the communication network which connects the IEDs at primary equipm

ent

of rules that determines the behaviour of functional units in achieving and performing

ion

Note 1 to entry: Power Utility Automation System includes de facto Substation Automation system, as one possible
sub-system.

3.1

A7

self-description

ad

evice contains information on its configuration

Note 1 to entry: The representation of this information has to be standardised and has to be accessible via

com

munication (in the context of this standard series).
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.18

station bus
communication network which inter-connects IEDs at bay level and IEDs at station level, and
connects bay-level IEDs to station-level IEDs

3.1

.19

system
within the scope of this standard, system always refers to substation automation systems
unless otherwise stated

3.1[20

Sp

cific Communication Service Mapping

SCBM

stapdardised procedure which provides the concrete mapping of ACSI services jand” objgcts
ontp a particular protocol stack/communication profile

Not¢ 1 to entry: To facilitate interoperability it is intended to have a minimum number ofsstandardized mapp|ngs
(SCBM). Special application subdomains such as “station bus” and “process bus” may+esult in more than |one
magping. However, for a specific protocol stack selected only one single SCSM and, 6ne~single profile should be
spegified.

Noté 2 to entry: A SCSM should detail the instantiation of abstract services into\protocol specific single servicge or
seqpience of services which achieve the service as specified in ACSI. Additienally, a SCSM should detail| the
magping of ACSI objects into object supported by the application protocol,

Not¢ 3 to entry: SCSMs are specified in the parts 8-x and 9-x of this standard series.

3.2 Abbreviated terms

ACBI Abstract Communication Service Intefface

CDC Common Data Class

CIM Common Information Model

DA Data Attribute

DER Distributed Energy Resoufrce

DO Data Object

EMC Electromagnetic Compatibility

GSE Generic Substation Event (communication model)

GS|SE Generic Substation State Event (communication model)

GQOOSE Generic-Object Oriented System Event (communication model)

IEC Intelligent Electronic Device

LN Logical Node

LD Logical Device

PD Physical Device

PUAS Power Utility Automation System

SCL System Configuration description Language

SCSM Specific Communication Service Mapping

TLS Transport Layer Security

VLAN Virtual Local Area Network

XML eXtensible Markup Language
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4 Objectives

The possibility to build Power Utility Automation Systems (PUAS) rests on the strong
technological development of large-scale integrated circuits, leading to the present availability
of advanced, fast, and powerful microprocessors. The result was an evolution of substation
secondary equipment, from electro-mechanical devices to digital devices. This in turn
provided the possibility of implementing Power Utility Automation System using several
intelligent electronic devices (IEDs) to perform the required functions (protection, local and
remote monitoring and control, etc.). As a consequence, the need arose for efficient
communication among the IEDs, espeC|aIIy for a standard protocol. Initially specific

d Ing
stahdard semantics, abstract communication services that can be mapped, to different
protocols, configuration descriptions and engineering processes, which:iwould support
intgroperability of IEDs from different manufacturers. Interoperability in this case is the abllity
to pperate on the same network or communication path sharing information and commands.
There is also a desire to have IED interchangeability, i.e. the ability’to replace a de\ice
sugplied by one manufacturer with a device supplied by another mandfacturer, without mal]‘ing
chgnges to the other elements in the system. Interchangeability would also require
stapdardisation of functions which is beyond this communication standard. Interoperability is a
common goal for electric utilities, equipment vendors and standardisation bodies.

The objective of PUAS standardisation is to develop a cammunication standard that will meet
fungtional and performance requirements, while supporting future technological develop-
ments. To be truly beneficial, a consensus must‘be/found between IED manufacturers and
usgrs on the way such devices can freely exchange information.

The¢ communication standard must supportthe operation functions within the substation and
disfributed throughout the power grid. Therefore, the standard has to consider the operatignal
requirements, but the purpose of the standard is neither to standardise (nor limit in any way)
the| functions involved in substation“operation nor their allocation within the Power Ut|lity
Aufomation System. The application functions will be identified and described in ordeq to
defjne their interface and then«their communication requirements (for example, amount of data
to pbe exchanged, exchange'time constraints, etc.). The communication standard, to [the
makimum possible extent,_should make use of existing standards and commonly accepjed
cormmunication and engineering principles.

This standard aim§ t0 ensure, among others, the following features:
— |That thes)complete communication profile is based on existing IEC/IEEE/ISO/QSI
communication standards, if available.

— |Thatthe protocols used will be open and will support self-descriptive devices. It should| be
pessible to add new functionality.

Ihat the standard Is based on data objecis related to the needs of the eleciric power
industry.

That the communication syntax and semantics are based on the use of common data
objects related to the power system.

That the communication services can be mapped to different state-of-the art protocols.

That the communication standard considers the implications of the substation being one
node in the power grid, i.e. of the Power Utility Automation System being one element in
the overall power control system.

That the complete topology of an electrical system (single line diagram), the generated
and consumed information, and the information flow between all IEDs is specified, using a
machine readable language.
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5 Approach of the IEC 61850 standard

5.1 Scope of application

The main parts of the IEC 61850 standard were first published from 2002 to 2005. The
standard was the result of nearly ten years of work within IEEE/EPRI on Ultility
Communications Architecture (UCA) (IEEE-SA TR 1550) and within the working group
“Substation Control and Protection Interfaces” of IEC Technical Committee 57. The initial
scope of IEC 61850 was standardisation of communication in substation automation systems.

The concepts defined in IEC 61850 have been applied beyond the substationtdomain:

— |The modelling of hydropower plants (see IEC 61850-7-410) distributed“energy resourges
(see IEC 61850-7-420) are also covered by the IEC 61850 series.

— |The modelling of wind turbines has been standardized ,according-to IEC 61850, within fthe
IEC 61400-25 series, Communications for monitoring and contrel of wind power plants.

— |The communication has also been extended to substation’ to substation communicafion
(see IEC 61850-90-1).

IEG 61850 is planned to be applied to new areas such’as:

— |Communication to network control centre (IECATR 61850-90-22)
— |Feeder automation domain

Hafmonization of IEC 61850 modelling.Wwith the IEC Common Information Model (GIM,
IEQ 61968/61970) is also considered as.a high priority item to fulfil Smart Grid objectives.

Given the extended scope, today’s' naming of the IEC 61850 standard is Communication
networks and systems for power utility automation. The final scope of application| of
IEG 61850 (and affiliates) is.described in Figure 1.

2 To be published.
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Figure 1 — Scope of@pplication of IEC 61850

5.2 IEC 61850 within the IEC Power Utility control system reference architecture

IEG 61850 is one central communication standard of the Power Utility control sys{em

ref¢grence architecture of IEC technical committee 57 (IEC 62357) as shown in Figure 2.

A

IEG 61850 is fully complementary to the Common Information Model Standard (CIM

IEG 61970 — IEC 61968).
e
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IEC TC57 Reference Architecture
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*Nofes: 1) Solid colors correlate different parts of protocols within the architecture. bus IEC 585013
2) Non-solid patterns represent areas that are future work, or work in progress, or related work provided by another IEC TC.
Figure 2 — Power utility control system reference architecture (IEC 62357)
5.3| IEC 61850 within Smart Grid reference architecture
IEG 61850 is one central communication standard of the Smart Grid I|EC reference
architecture, as published by the IEC Strategic Group 3 on Smart Grid. "Across the IEC Smart
Grig Framework, the Application Domain TCs must use the methods delivered by fthe
“horizontal” TCs included in“the Framework.
IEG 61850 (existing\and extended) will be used for all communications to field equipment and
systems, while the-lEC 61970 and IEC 61968 will be used within control centres for manading
infgrmation exchanges among enterprise systems."3
5.4 Standardization approach

Thqz dpproach of the IEC 61850 series is to blend the strengths of the following three

methods:

Functional decomposition

Data flow modelling

Information modelling

Functional decomposition is used to understand the logical relationship between components
of a distributed function, and is presented in terms of logical nodes (LNs) that describe the
functions, subfunctions and functional interfaces.

3 Extract from Standardization Management Board meeting 137, decision 3 (SMB/4175/R 2010-01-11).
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Data flow is used to understand the communication interfaces that must support the exchange
of information between distributed functional components and the functional performance
requirements.

Information modelling is used to define the abstract syntax and semantics of the information
exchanged, and is presented in terms of data object classes and types, attributes, abstract
object methods (services), and their relationships.

5.5 How to cope with fast innovation of communication technology

In
con
objects. In this way applications can be written in a manner which is independent from a
spdcific protocol. This abstraction allows both vendors and utilities to maintain_applicafion
fungtionality and to optimise this functionality when appropriate as explained in Figure 3.

It glso allows, as the scope of IEC 61850 is wider and wider, to cope with"the diversity of
communication solutions required by the new targetted domains, while keeping the same djata
mofdel.

Fixed O
ﬁe Extended when required
d

Application : Applica- )Q
What information  (tion
tg exchange?

SPIit! Adapted when needed

Communications Communi-

tefhnology: cation "State-of-the-art”

How data is Ethernet | -Etheret 10 MBit/s

transfered TCP/IP -Ethernet 100 MBit/s
Changing -Ethernet 1 GBit/s

<
<

Previous way of specifying ‘ IEC 61850 state-of-the-art way
communication standard of specifying communication
standard

Figure 3 — IEC 61850 specifying approach

5.6 Representation of functions and communication interfaces

The objective of the standard is to provide a framework to achieve interoperability between
the IEDs supplied from different suppliers.

The allocation of functions to devices (IEDs) and control levels is not fixed. The allocation
normally depends on availability requirements, performance requirements, cost constraints,
state of the art of technology, utilities’ philosophies etc. Therefore, the standard should
support any allocation of functions.
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In order to allow a free allocation of functions to IEDs, interoperability shall? be provided
between functions to be performed in a power utility automation system but residing in
equipment (physical devices in substation) from different suppliers. The functions may be split
in modules performed in different IEDs but communicating with each other (distributed
function). Therefore, the communication behaviour of such modules (called logical nodes,
(LNs)) has to support the requested interoperability of the IEDs.

The functions (application functions) of a Power Utility Automation system are control and
supervision, as well as protection and monitoring of the primary equipment and of the grid.
Other functions (system functions) are related to the system itself, for example supervision of

the

. .
CUTTIITarnocatroTT,

Functions can be assigned to three levels: the station level, the bay level and the\proc
level.

NOTE A substation consists of closely connected subparts with some common functionality called bays. Exam

are
and

the switchgear between an incoming or outgoing line and the busbar, the bus coupler. with its circuit bre
related isolators and earthing switches, the transformer with its related switchgear/tetween the two bus

representing the two voltage levels. The bay concept may be applied to one and alhalf breaker and ring
subgtation arrangements by grouping the primary circuit breakers and associated. equipment into a virtual
Thepe bays comprise a power system subset to be protected such as a transformer @ra line end, and the contr

its g
iden
timg
is tq
con

The
beld

witchgear has some common restrictions such as mutual interlocking or wellcdefined operation sequences.
tification of such subparts is important for maintenance purposes (which paris'may be switched off at the s
with a minimum impact on the rest of the substation) or for extension plans (what has to be added if a new
be linked in). These subparts are called bays and may be managed by devices with the generic name
roller” and have protection systems called “bay protection”.

concept of a bay is not commonly used all over the world. The bay level represents an additional control |
w the overall station level.

The logical communication interfaces within\\substation and between substations
presented in Figure 4.

19
[7)]
(7]

bles
bker
bars
bus
bay.
| of
The
hme
line
bay

bvel

are

SUBSTATION SUBSTATION
A B
Remote controf (NCC) I Technical Services
g STATION
LEVEL
BAYIUNIT/ .‘/-_n;am BAY/UNIT
o) l l - e () comrora ) LEVEL
- i Autonatics
CONTR.
|® ®|
[Process Intarface |y | EITTE

B B

.+-""— HY WM +ﬂ"_ IEC 587/13

NOTE Interface numbers are for notational use in other parts of the IEC 61850 series and have no o
significance.

Figure 4 — Interface model within substation and between substations

ther
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The meanings of the interfaces are as follows:

IF1:
IF2:
IF3:
IF4:

IF5:
IF6;

protection-data exchange between bay and station level.
protection-data exchange between bay level and remote protection.
data exchange within bay level.

bay level.
control-data exchange between process and bay level.

CT and VT instantaneous data exchange (especially samples) between process and

IF7[
IF8:

IF9;

IF1

IF

The devices of a power utility automation system may be physically installed on differ

fun
Fig

Prg

Ba

Stdtion level devices consist of the station computer with a database, the operat

wo

To

aut
nod
ex[

Af
loc
def

control-data exchange between bay and station level
data exchange between substation (level) and a remote engineer’s workplace.

direct data exchange between the bays especially for fast functionssuch
interlocking.

data exchange within station level.

0: remote control-data exchange between substation (devices) and~a remote netw
control centre (called NCC — beyond the scope of this standard),

1: the control-data exchange between different substations.

ctional levels (station, bay, and process). This refers to the physical interpretation
ure 4.

cess level devices are typically remote 1/Os, intelligent sensors and actuators.

level devices consist of control, protection or monitoring units per bay.

kplace, interfaces for remote communication, etc.

reach the standardisation goal '0f interoperability, common functions in a power ut
pmation system have been identified and split into sub-functions (logical nodes). Log
es may reside in different devices and at different levels. Figure 5 shows examples
lain the relationship between functions, logical nodes, and physical nodes (devices).

inction is termed "distributed" when it is performed by two or more logical nodes that
bted in differentrphysical devices. Since all functions communicate in some way,

W

en a distributed function is implemented, proper reactions on the loss of a functig

as

ork

ent
of

Dr's

lity
cal

are
the

nition of a local or a distributed function is not unambiguous but depends on the definifion
of the functional'steps to be performed until the function is completed.

nal

component or an included communication link have to be provided, for example the funciion

maly be blocked completely or shows a graceful degradation if applicable.

NOTE The implementation is beyond the scope of the standard series.
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Examples in Figure 5: Physical deviceZ1: Station computer, 2: Synchronised switching dev
Distance protection unit with integrated overcurrent function, 4: Bay control unit, 5 ang
rent and voltage instrument transformers, 7: Busbar voltage instrument transformers

3:
Cu

Kn¢wn functions for substation, hydro power, distributed energy resources (DER) applicati
e been described in IEC 61850-7-4xx. In addition to this, Annex G of part 5 defines:

hay
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[ Functions ]
Logical Synchronised | [ Distance ||Overcurrent
Nodes CB switching protection | |protection
HMI X X X ;
Sy.Switch. i
¥;
Dist.Prot. X 3
(7]
O/C Prot. X o
=
Breaker X X X O
: (9]
<
Bay CT X A R o
®
Bay VT X X ( ?
BB VT X 3
/l IEC 588/1

Figure 5 — Relationship between functions, logical nodes,
and physicalnodes (examples)

task of the functfbh;

starting critegia-for the function;
result or immpact of the function;
performance of the function;
function decomposition;

afara-atianaasth r T-W-C =P
mreeTactauTT vwiddT UtTeT TOrTotuTTS

DNS

NOTE standardising functions is not the intention of the IEC 61850 series, only the interaction of functions is
covered.

Messages communicated using IEC 61850 are divided into different types with different
requirements according to part 5 of the standard.

Messages can be sent using different Abstract Communication Service Interface (ACSI)
services (see IEC 61850-7-2).These can be e.g. reporting, GOOSE or control command and
can be mapped to different protocols according to IEC 61850-8-x and IEC 61850-9-x.
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5.7 Requirements for a physical communication system

Logical interfaces may be mapped to physical interfaces in several different ways. A station
bus normally implements the logical interfaces 1, 3, 6, and 9 of Figure 4; a process bus may
cover the logical interfaces 4 and 5. The logical interface 8 (‘inter-bay-communication’ using
GOOSE messages) may be mapped to either or to both.

Mapping of all logical interfaces to one single bus is possible, if this satisfies the required
level of performance (response time, availability, maintainability, etc.). Mapping sets of logical
interfaces to dedicated buses is also possible.

Network Engineering Guidelines included in IEC 61850-90-4 standard provides defjnitipns
and important recommendations on how to properly specify and design the.(physjcal
communication system of a Power Utility Automation system based on IEC 61850, -depending
of the levels of requirement.

6 | Content of the IEC 61850 series

6.1 IEC 61850 general requirements (parts 1 to 5)

The¢ titles and contents of the published or planned parts of‘the IEC 61850 series are|as
follpws (refer to 6.3 and Figure 6 for a global overview of the. IEC 61850 documentation):

IEG 61850-1 Introduction and overview

Intdoduction and overview of IEC 61850 (this document)

IEQ 61850-2 Glossary

Collection of terminology and definitions used within the various parts of the standard
IEG 61850-3 General requirements

Quality requirements (reliability, maintainability, system availability, portability, security)
Enyironmental conditions (including temperature, humidity, EMC and other constraints)
Auxiliary services

OtHer standards and specifications

IEQG 61850-4 System and project management

Engineering requirements (parameter classification, engineering tools, documentation)
Sygtem lifecycle (product versions, discontinuation, support after discontinuation)
Quality(assurance (responsibilities, test equipment, type tests, system tests, FAT and SAT)

IEG-64850-.5 Communicationrequirementsfor functionsand device models of a Power

Utility Automation system

Basic requirements

Functions

Required logical nodes. Each of them has been described by:
— grouping according to their most common application area;
— short textual description of the functionality;

— |EEE device function number if applicable (for protection and some protection related
logical nodes only, refer to IEEE C37.2);

— relationship between functions and logical nodes in tables and in the functional
description;
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Logical communication links i.e. logical exchanged information between logical nodes
Performance
“Dynamic scenarios” (information flow requirements for different operational conditions)

6.2 Three pillars of interoperability and conformance testing (Part 6 and above)

In order to fully define how components can interoperate in a Power Utility Automation
System, while remaining independent of the implementation, the IEC 61850 standard provides
three main levels of definition:

andard narr [ jical nodes, d [ andad gl par ar 4),
i.e. the dictionary of standardized function interfaces (logical nodes) and names, (data
objects and attributes classes). Such a repository is used to describe the informafion
which has to be exchanged between the functions of the physical components of fthe
system, its semantic, its structure and the way this information is exposed. Fhis dictionjary
is based on a specific modelling approach of device and function interface.

— The original name space focused on electrical data for protection, monitoring and
control purpose mainly.

— Complementary name spaces have been created to answer, for the needs of rew
application domains such as distributed energy resources{Lhe new name spaces gre
still relying on the same modelling principle, and on the same data structure basis.

— Future activities may lead to further extension of,“~the scope of applications| of
IEC 61850 such as those needed for Smart Grid consSiderations. Such modelling glso
supports non-standardised extensions (refer to,64,3).

See 6.4.

e |A language (part 6, System Configuration description Language), i.e. a formal grammar
enabling the association of elements defined above, the syntax used in order to make
machine-level sentences and text. Thisdanguage, based on the XML meta language| is
used to describe IED capabilities and\to express how IED are configured. Further i} is
used to describe a full system, encompassing its electrical topology, the interfaces of each
of its components, and the communication network topology and settings.

configuration information .exchange between communication and application sysfem
engineering tools, in a.gompatible way from different manufacturers as well as fijlom
manufacturer independent tools.

See 6.6.

e |A set of communication services to exchange this information in real time (part 7-2, 8 and
9). This set pof*eommunication services is defined in a way it can easily evolve, to follow
market technology improvement and to be independent of selected communicafion
medium~and protocol. Abstract definitions of such set of services are defined in part -2,
while.implementations of mappings to specific protocols are defined in parts 8 and 9.

SCL supports both functional~and product specific naming and allows capabilities Ind

Handling such communication services enable a component to exchange data with others,
with respect of defined constraints such as response-time, time-tagging, integrity, qudlity
etc.

See 6.5.

In addition, conformance testing requirements are specified in part 10.

IEC 61850 specifications therefore go much further than a traditional communication protocol
definition, and ensure a very high level of interoperability at application level that can adapt to
a changing communication infrastructure.
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6.3 Understanding the structure of the IEC 61850 documentation

IEC 61850 documentation is quite extensive. Technical specifications give guidelines how to
apply the standard for various applications areas such as how to use IEC 61850 between
control centre and substations together with [IEC 60870-5-101 or 104 (specified in
IEC 61850-80-1). Technical Reports give recommendations on how to apply the standard, for
example how to create Ethernet networks to support the IEC 61850 (IEC/TR 61850-90-44).

Some basic rules are used for assigning numbers to documents in the IEC 61850 series:

o Z-4xx documents are normative definitions of domain annr\ifir' name spaces

e |7-5xx documents are informative application guidelines of the 7-x documents,”|i.e.
providing guidance on how to model application functions based on part 7-x
e |8-x documents are normative definitions of the ACSI mapping (except communicaiion
services related to sample values)
e |9-x documents are normative definitions of the ACSI mapping dedicated to communicafion
services related to sample values
e |80-x documents are additional informative Technical Specifications related | to
communication mapping
e |90-x are additional informative Technical Reports for further.enhancement/extensiong of
the IEC 61850 domains
Figure 6 provides an overview of the IEC 61850 series content:
Introductjer!
IEC 61850-1
Glogsary
IECB4850-2
General requirements System and project management
IEC 61850-3 IEC 61850-4
[ . Ny ) Domain specific application
Application.gdide quides
IEC 61850-7-5 IEC 61850-7-5xx
Compatibte LN and Data Domain specific LN and Data
Basi obfect classes object classes Technical Tekhnical
asic
communicati {EC 61850-7-4 IEC 61850-7-4xx Configuration specification r)port
on structure description -
Principles Common Data Classes language Guidelines Gu dellnes
and models IEC 61850-7-3 IEC
IEC 61850-6 IEC EC
61850-(-1 Basic models, abstract services and basic types 61850-80-xx | |61830-90-xx
- IEC 61850-7-2
Cofnmunication
r¢quirement
forldevices and Mapping on network Sample Values mapping
Functions, (except sample values) on network
IEC 618505 K IEC 61850-8-xx IEC 61850-9-xx
Implementation in IEDs and tools
Conformance testing
IEC 61850-10
IEC 589/13

4 Under consideration.

Figure 6 — Links between IEC 61850 parts
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More specifically:

IEC 61850-6 specifies a file format for describing communication related to IED (Intelligent
Electronic Device) configurations and IED parameters, communication system configurations,
switchyard (function) structures, and the relations between them. The main purpose of the
format is to exchange IED capability descriptions, and at system level descriptions between
engineering tools of different manufacturers in a compatible way. The defined language is
called System Configuration description Language (SCL). Mapping specific extensions or
usage rules may be required in the appropriate parts.

As

IEQ
ap(
for
fun
wit

A summary, part 6 provides:

Overview on intended system engineering process.

containing

— primary system schematic (single line) description,
— communication connection description,

— |ED capabilities.

Allocation of IED logical nodes to primary system.

lications. It gives clear examples on how to apply LNs and data defined in IEC 61850-

ction to protection blocking schemes. Other domdin specific application guides which
nin the scope of |IEC technical committee 57 ate/defined in the IEC 61850-7-5xx ser

Examples are Hydropower and Distributed Energy Resources domains.

IEQ
exd
wh
the

IEQ
cor

IEQ
fun

IEQ
cor
saf

IEQ

61850-7-4 defines specific information?models for substation automation functions
mple, breaker with status of breaker<position, settings for a protection function, etc,

scope of IEC TC 57 are defined inithe IEC 61850-7-4xx series.

61850-7-3 has a list of\commonly used information (for example, for double p
trol, 3-phase measurand:Value, etc.) — what the common basic information is.

61850-7-2 provides ‘the services to exchange information for the different kinds
ctions (for exampte,-control, report, get and set, etc.) — how to exchange information.

Definition of system and configuration parameter exchange file format based on XML

61850-7-5 defines the usage of information models’ for substation automadion

7-4

different substation applications. The examples cover applications from monitoring

are
eS.

for

)_

ht is modelled and could be exchanged. Other domain specific information models within

bint

of

61850-8-1«.défines the concrete means to communicate the information betwgen

ept

sen

hponents.laf-the system (for example, the application layer, the encoding, etc.) exd
hpled values.

©1850-9-2 defines the concrete means to communicate sampled values betwefen
SOrs and tEDs:

IEC 61850-10 specifies the methods and abstract test cases which have to be performed in
order to ensure the conformance of the implementation of IEC 61850 in targeted devices, and

the

metrics to be measured — what to test. IEC 61850-10 includes:

Conformance test procedures.

Quality assurance and testing.

Required documentation.

Device related conformance testing.

Certification of test facilities, requirement and validation of test equipment.
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6.4 IEC 61850 data modelling

6.4.1 Main principle (explained in IEC 61850-7-1)

6.4.1.1 General

IEC 61850 information model is based on two main levels of modelling — explained below:

— The breakdown of a real device (physical device) into logical devices
— The breakdown of logical device into logical nodes, data objects and attributes

Figure 7 gives an example of how each level is included into the upper layer.

/ >gData Attribute
=
)
Stvalf[ q |] t Mag || q I ™
ata Object
£ D Logical Node
N
XCBRT || MUt O
Logical Node Logical N
Logical Device
, , LDx
Logical Devi
ogical Levice Physical Device
Physical Device FRR

+ IEC 590/13

Figure 7 — IEC 61850 Data modelling

6.4/1.2 Breakdown'of physical device into logical devices

“Logical Device” is)the first level of breaking down the functions supported by a phys|cal
device i.e. an<lED. No specific rule is given by the standard on how to arrange Logjcal
Deyices into{a-physical device, except that one logical device can’'t be spread over many
IEDs. It shalllbe hosted by a single IED. Logical device usually represents a group of typ|cal
autpmation, protection or other functions.

Th(, i i A LRRRR i oli a€ceSS GG‘ O Pbs—and - A v
services. It may have its own working mode and behaviour independent of other Logical
Devices in a physical device. Logical devices provide information about the physical devices
they use as host (nameplate and health) or about external devices that are controlled by the
logical device (external equipment nameplate and health).

Logical Device modelling concept helps modelling multifunction IEDs, gateway type IEDs or
modular IEDs. It also enables the specification of a power utility automation system without
having to specify any given product solution with physical devices.

Because this simple hierarchy model may not be sufficient to model complex functions, e.g.
distance protection, Parts 6 and 7 have introduced the ability to manage nested functions and
sub-functions, and the ability to manage a hierarchy of Logical Devices and the concept of
‘root Logical Device”.
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1.3 Breakdown of logical devices into logical nodes, data objects and attributes:

The approach of the standard is to decompose the application functions into the smallest
entities which are used to exchange information. The granularity is given by a reasonable
distributed allocation of these entities to dedicated devices (IED).These entities are called
Logical Nodes (for example, a virtual representation of a circuit breaker class, with the
standardised class name XCBR). Other examples may be a distance protection function, PDIS
or a measurement value, MMXU. The Logical Nodes are first defined from the conceptual
application point of view in IEC 61850-5 and then modelled in parts 7-4 and 7-4xx.

Th
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e that is different to that of the Logical Device they belong to. For example an individ
may have behaviour test/blocked without the entire Logical Device being so.

bed on their functionality, a Logical Node contains a list of data (for example;-position)
icated data attributes. The data have a structure and a well-defined semantic (meaning
context of systems for power utility automation or, e.g. more specifically, of substa
pmation systems) and are fully defined through IEC 61850-7.

2 Standard name space introduction

2.1 General

The standard name space of the IEC 61850 series, defined in part 7, contains a collectior

sta
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hdard logical nodes, object classes and attributes defining at least:

its wording (exact spelling)

its semantic (meaning and possibly also theymeaning of each of the states this data n
take)

its type and structure.
2.2 Compatible LNs and objects classes

pr 280 logical nodes covering the most common applications of substation and fee
ipment are defined in the (EC 61850 and IEC 61400-25 standards name space. While

ing

ual

ith

J in

ion

of

hay

der
the

ause of the high impact of protection for safe and reliable operation of the power syst
covered applicatiens include many other functions like monitoring, measurement, con
power quality. These are defined in IEC 61850-7-4.

5t logical nodes provide information (data object and data attributes) that can
pgorised inv5 categories:

Caormimon logical node information

nition of information models for protection and protection related applications is impor?nt

m’
rol

be

Status information

Settings
Measured values
Controls

The data attribute names are standardised (i.e., they are reserved) names that have a specific
semantic in the context of the IEC 61850 series. The semantic of all data attribute names is

def

ined at the end of IEC 61850-7-3.

Finally, the semantic of a logical node is represented by the data objects and data attributes it
contains.
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2.3 Common Data classes

The whole set of all the data attributes defined for a data object is based on predefined types
and structures called “Common Data Class” (CDC).

IEC 61850-7-3 defines common data classes for a wide range of well-known applications. The
core common data classes are classified into the following groups:

status information,

measurand information,

controllable status information,
controllable analogue information,
status settings,

analogue settings and

description information

Dafa classes of this level are similar to ‘objects’ defined in IEC 60870-5<103. Logical nodes
thid level are similar to ‘bricks’ defined in Utility Communications Architecture (UCA)
Vefsion 2.0.

6.4{3 Name space extension

As
tha

some wording, IEC 61850 introduced from its beginning (refer to IEC 61850-7-1):

stated in 6.4.2, IEC 61850 defines a set of standard-name spaces. However considel|
[ name spaces can be handled by multiple entitie’s, can evolve during time, or may m

the concept of name space owner — |IEC technical committee 57 is the owner of the ng
spaces contained in the IEC 61850 series

the ability to clearly state and tag to which name space a data refers to, through a sped
attribute to any data

strict rules for managing/expanding name space: rules are provided by owners of ng
space to allow third parties.to make extensions to it in a way that do not jeopard

common data classes shall-only be made by the owner of the concerned name space.

ing
iss

me

ific

me
ize

interoperability. Starting from Edition 2 of this standard, new versions of standardized

A pgropriety Logical Node expansion (i.e. a set of non-standardized Data object added to the

sta
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am

IEQ 61850 (standardises the set of abstract communication services (Abstract Communicaﬂ
Seivice Interface services — ACSI, part 7-2) allowing for compatible exchange of informa

IEC 61850.communication services

bng,components of a Power Utility Automation System.

IEC 61850 offers three types of communication models:

a)

Client/Server type communication services model

ndard one) may be‘constructed with common data classes from the standard name space.

ion
ion

b) Fast and reliable system-wide distribution of data, based on a publisher-subscriber model

c)

(GSE Management). Two control classes are defined for that purpose.
— GOOSE - analogue and digital multicast
— GSSE - digital data exchange over multicasts (deprecated)

Sample Values (SMV) model for multicast measurement values

The categories of services (defined in IEC 61850-7-2) are as follows:

— retrieving the self-description of a device,
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