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INTERNATIONAL ELECTROTECHNICAL COMMISSION

INDUSTRIAL COMMUNICATION NETWORKS -
FIELDBUS SPECIFICATIONS -

Part 1: Overview and guidance
for the IEC 61158 and IEC 61784 series

FOREWORD

1) Thqg International Electrotechnical Commission (IEC) is a worldwide organization f i 3 prising
all |national electrotechnical committees (IEC National Commlttees) The gt i romote
intgrnational co-operation on all questions concerning standardization in the e iglds. To
thig§ end and in addition to other activities, IEC publishes International 2 igations,
Tedhnical Reports, Publicly Available SpeC|f|cat|ons (PAS) and Guides { € S B “IEC
Puljlication(s)”). Their preparation is entrusted to technical committees; a a{ona nmijttee intgrested
in the subject dealt with may participate in this preparatory wqg { d non-
governmental organizations liaising with the IEC also part|0|pate i closely
withh the International Organization for Standardization (ISO ined by
agreement between the two organizations.

2) Thqg formal decisions or agreements of IEC on technical matters & v @S possible, an interrjational
consensus of opinion on the relevant subjects since e i \iitee has representation ffom all
intgrested IEC National Committees

3) IEQ Publications have the form of recom ion3 i Qnal use/and are accepted by IEC National
Compmittees in that sense. While all reasonable effqrt o-ensdre that the technical content|of IEC
Puljlications is accurate, IEC cannot be i the way in which they are used or for any
misjinterpretation by any end user.

4) In ications
trarjsparently to the maxi i i ] i icati . ivgrgence
betyveen any IEC Publication the correspending’national/or regional publication shall be clearly indidated in
the|latter.

5) IEQ itself does nof provide & i formity
assessment ser i e for any
seryices carried ®

6) All

7) Nofli rts and
me and’lEC National Committees for any personal injury, property danpage or
othe tsoever, whether direct or indirect, or for costs (including legal feds) and
exp ication, use of, or reliance upon, this IEC Publication or any other IEC
Puljli

8) Attgntion_i A atlve references C|ted |n this publication. Use of the referenced publications is
indispensab

9) Attgntion is“drawn_to the possibility that some of the elements of this IEC Publication may be the subject of
patent ri . fratl not be held responsible for identifying any or all such patent rights.

The main’task of IEC technical committees is to prepare International Standards. Howeper, a

technical committee may propose the publication of a technical report when it has collected
data of a different kind from that which is normally published as an International Standard, for
example "state of the art".

NOTE Use of some of the associated protocol types is restricted by their intellectual-property-right holders. In all
cases, the commitment to limited release of intellectual-property-rights made by the holders of those rights permits
a particular data-link layer protocol Type to be used with physical layer and application layer protocols in Type
combinations as specified explicitly in its profile parts. Use of the various protocol types in other combinations may
require permission of their respective intellectual-property-right holders.

IEC 61158-1, which is a technical report, has been prepared by subcommittee 65C: Industrial
networks, of IEC technical committee 65: Industrial-process measurement, control and
automation.

This third edition cancels and replaces the second edition published in 2007. It constitutes a
technical revision.
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This edition includes the following significant changes with respect to the previous edition:

e Updates of the references to the IEC 61158 series, IEC 61784-1, IEC 617

IEC 61784-5 series and IEC 61918 throughout the document;
e new Type 21 and the related profile family CPF 17;
e new Type 22 and the related profile family CPF 18.

The text of this technical report is based on the following documents:

Enquiry draft Report on voting

65C/590A/DTR 65C/608/R\/C

Full ipformation on the voting for the approval of this technical repqg
reporf on voting indicated in the above table.

This gublication has been drafted in accordance with ISO/IEC Directive

A list|of all the parts in the IEC 61158 series, published_unde
communication networks — Fieldbus specifications, ca

The dommittee has decided that the contents of this pUb

84-3,

n the

ustrial

the sfability date indicated on the IEC web s data
related to the specific publication. At tb

* refonfirmed;

* withdrawn;

* replaced by a revised editi

+ amended.

NOTE ed with the other parts of the IEC 61158 serieq.

A bilin issued at a later date.

IMPO 'caolour inside' logo on the cover page of this publication indigates
that ich are considered to be useful for the cofrect
unde its contents. Users should therefore print this document using a
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INDUSTRIAL COMMUNICATION NETWORKS -
FIELDBUS SPECIFICATIONS -

Part 1: Overview and guidance
for the IEC 61158 and IEC 61784 series

1 Scope

This technical report presents an overview and guidance for the IEC 61158

e explaining the structure and content of the IEC 61158 series;

Model;
e showing the logical structure of the IEC 61784 series;

e showing how to use parts of the IEC 61158 serig the IEC
sefries;
e prpviding explanations of some aspects of the\ | at are common

pdrts of the IEC 61158-5 series.
2 Normative references

None

3 Abbreviations

For the purpos@
concepts developed j

following abbreviations, based partially o

rence

51784

o the

n the

AL

AR

AREP lationship endpoint
DL-

DLL

IETF ernet Engineering Task Force
IP Internet Protocol (see RFC 791)
(n)-layer Layer nofthe 0S| Basic Reference Modsl
osli Open systems interconnection
Ph- Physical layer (as a prefix)

PhL Physical layer (N = 1)

4 Guidelines for implementers and users

4.1 Background and purpose

Communication in global markets requires a global understanding of a specification (standard
or not). ISO/OSI related specifications provide a common basis for understanding and
acceptance between international experts (manufacturers and end-users). Examples are
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e ISO/IEC 7498 series for general layering and structuring;

e |ISO/IEC 9545 for general application layer modeling;
e |ISO/IEC 8886 for data-link layer modeling.

The IEC 61158 series specifies a number of different fieldbus types in each of the parts of the
series (part 2 and the parts of part 3 through part 6). As a result of the editorial harmonization
work done by IEC, each PhL, DLL and AL specification within IEC 61158 is shown in a
homogeneous way. The description of each layer offers, as far as possible, common views,
concepts, definitions, and descriptive methods.

their ¢

4.2

Most
config

combinations of options will interwork or interoperate corre

IEC 6
fieldb
consiy
exper

Anne
featun

e |E
o |E
o I|E
e |E

4.3

¢veral specifications. ilabte_product

ommunications-related features.

Supported options

urable options within their detailed specifications.

A of IEC 61784-1 2 elec the needed fieldbus by showing th
es of each of the profiled\j phatocot fakinities.

As a fesult, the route elect a fieldbus is:
e Clpause 5to Cg e i i

The 4

enefits’ gained from using a common and formal style to specify the communi

systefqmare:

e and
ricted

jether
plant

e key

cation

e the common look and feel of a specification saves effort during evaluation;

e a common structure helps to identify and to specify common parts and contents;

e the common approach represents a first step to ensure long-term quality and stability;

e the missing parts and items of any specification are more readily identified by comparison
with the other specifications, leading to a simplified review and evaluation procedure;

e acommon basis facilitates the development of test and certification procedures;

e the modular concepts support future enhancements, extensions and adaptation of new
technologies.
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5 Concept of the IEC 61158 series

Conceptually, a fieldbus is a digital, serial, multidrop, data bus for communication with
industrial control and instrumentation devices such as — but not limited to — transducers,
actuators and controllers.

The IEC 61158 series specifies a number of fieldbus protocol types. Each protocol type is
designed to permit multiple measurement and control devices to communicate on a shared
medium. Devices communicate directly only with other devices of the same protocol type.

NOTE 1 Devices which use the same lower-layer protocols in a compatible fashion but differ in their higher-layer
protocdls may be able to share a lower-layer medium.

NOTE 2 In all cases, a particular data-link layer protocol type may be used without res i e ed with
physical layer and application layer protocols of the same type or with other cdmbination fied in
IEC 61F84-1 and IEC 61784-2. Use of the various protocol types in other combipation guire permission
from their respective copyright holders.

Thesg protocol types have been engineered to support info
and cpntrol systems for any industrial sector and related don
high-integrity low-level communication between sensors,
proceps plant, together with the interconnection of

Figure 1.
Infpf{n\:n(on sy;/e?gXN

Gate Gateway )
Fieldbus
Process plant ﬂoor segment

4 nti IIers
Progr\(mahln

\gof Progr:
sors Cont Programmable
Controllers
Flel us Actuator, / Monitoring

7\/ system
[ Bridge

Fieldbus
segment

itoring
ipn for
5 in a
wn in

(%2
,_..

Figure 1 — Generic fieldbus network

A number of fieldbus types are specified in the IEC 61158 series using the following concepts
for decomposition.

a) First concept: The complex communication task is divided into different layers based on
an adaptation of ISO/IEC 7498, the ISO/OSI Basic Reference Model, thereby facilitating
well-structured functions and interfaces (see Clause 6). This has the following benefits:

e decomposition of complex tasks;
e modular structure to adapt different technologies.
b) Second concept: Each fieldbus type is composed of one or more layer specifications.

Most types include a number of services and protocol options that require an appropriate
selection to support a working system. Compatible selections of options and services
within one of the IEC 61158 fieldbus types are specified as standardized communication
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profiles in IEC 61784-1 and IEC 61784-2. Most of these profiles are supported by
consortia or trade associations which are identified in the profile specification.

c) Third concept: The physical, data-link and application layers are described in
complementary ways, in terms of the offered services and the protocol which provides
those services.

Figure 2 illustrates the differences between service and protocol viewpoints of the data-link
and application layers. The protocol parts show the layer implementer’s view and the service
parts show the layer user’s view.

Layeruser Layerimptementer
Oriented view Oriented view
AL services AL protocol
Part 5 of IEC 61158 Part 6 of IEC 61158
- Model and concepts - Syntax definition and in
- Data type definitions - Application relationskips

- Application objects procedures

- Service description - Protocol mach@KaM

- Communication end-point
management.

DL services

Part 3 of IEC 61158

- Model and concepts

- Service description

- Management services

The a

application layer service elements (ASE); and
by application layer relationships (AR).

The data-link |2 cture is as follows:

— the "what” is described by data-link layer services and models; and

— th B " v e Aacopibhad Iy Aot e
C— oW 1o Gt SCToCt— oy Gata—

| VY hin na oaadiiien o~ ca AElAA] IeS
T < CToTT ao Tt So p||||u|p .

The physical layer is structured similarly, but, because its services are readily described, they
occur in the same specification (IEC 61158-2) as the definitions of the physical protocols:

— the "what" is described by physical layer services and models, and
— the "how" is described by physical layer electromagnetic and mechanical specifications.

6 Mapping onto the OSI Basic Reference Model

6.1 Overview

IEC 61158 protocol types are described using the principles, methodology and model of
ISO/IEC 7498. The OSI model provides a layered approach to communications standards,
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whereby the layers can be developed and modified independently. IEC 61158 specifies
functionality from top to bottom of a full OSI stack and, potentially, some functions for the
users of the stack. Functions of the intermediate OSI layers, layers 3 through 6, may be
consolidated into either the IEC 61158 data-link layer or the IEC 61158 application layer, or
may be realized by a separate layer. Likewise, some features common to users of the fieldbus
application layer may be provided by the IEC 61158 application layer to simplify user
operation.

Table 1 shows the OSI layers, their functions, and the equivalent layers in the IEC 61158
basic fieldbus reference model (see Figure 3).

Table T—OStand IEC 61158 fayers

DSI layer Function /\\ ~ IE‘C\6115! layer

Translates demands placed on the communications stack ipfo rm Apphcdtion
understood by the lower layers and vice versa (I 6148-5-tt,

/\ C 6415B-6-tt)
6 Presentation Converts data to/from standardized network form}\\ \ \ T

7 Application

5 Sgssion Creates and manages dialogue among lower Ia \ \ > T

4  Transport Provides transparent reliable data transf (end -to~end nsfer cross a Lol?
network which may include muItipIe Iink

3 Nptwork Performs message routing lod?®

2 Dpta-link Controls access to thés\commun atlon edlu error Data-ljnk
detection, (point-to-poini\trans ali (IEC 61148-3-tt,
IEC 6115B-4-tt)
Encodes/decodes signals fortransm sk%:f%otlon in a form Phvsital
1 Physical appropgz%tgo the com un|c‘me ecifies communication (IEC g1 1158-2)
media gharagcterjstic

-tt is a[placeholder for the

NOTE| ! and 7T indicate {hat i i Iayer when present, may be mcluded in the fleldbus layer

that is pearest in the/Qitection of the ither the
data-link or applica '@» er i
but not|in the data-link /y,él\

ian layer

Application layer

@
5
Data-link layer ;;;
>
7]

Physical layer

management

Medium

Figure 3 — Basic fieldbus reference model

6.2 Physical layer service and protocol

This technical report comprises physical layer specifications corresponding to many of the
different DL-Layer protocol types specified in IEC 61158-4-1 to IEC 61158-4-19.

NOTE 1 The protocol type numbers used are consistent throughout the IEC 61158 series.

NOTE 2 Some specifications for types 1, 2, 3, 4, 8, 12, 16 and 18 are included. Some of these types also use
ISO/IEC 8802-3. Type 7 uses Type 1 specifications. The other types do not use any of the specifications given in
this report.
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NOTE 3 For ease of reference, type numbers are given in clause names. This means that the specification given
therein applies to this type but does not exclude its use for other types.

NOTE 4 It is up to the user of this report to select interoperating sets of provisions. Refer to the IEC 61784 series
for standardized communication profiles based on the IEC 61158 series.

A general model of the physical layer is shown in Figure 4.

DLL
L
'_
! DL-Ph Interface ' a)
Systems Systems Ph DIS
Management DCE Independent Sublayer
Management _Ph interface p Y %)

i DTE -DCE |Interface

Ph MDS

Medium Dependent Subla?f\

Physical Layer

Alternative

Ph MAU variant
Alternative

PH MAU variant
Alternative

Ph MAU variant

Alternative

Ph MAU variant
?
(0]
o
53
e
:
3

NOTE §
NOTE
The c
- di

- ng
— either hatfsduplex\coimimunication (bi-directional but in only one direction at a time) qr full-

6.3 |Data-link layer service

The data-link service is provided by the data-link protocol making use of the services
available from the physical layer. This and related parts of the IEC 61158 series defines the
data-link service characteristics that the immediately higher-level protocol may exploit. The
relationship between the international standards for fieldbus data-link service, fieldbus data-
link protocol, fieldbus application protocol and systems management is illustrated in Figure 5.

NOTE Systems management, as used in the IEC 61158 series, is a local mechanism for managing the layer
protocols.


https://iecnorm.com/api/?name=330b2c185d5545d8cfb27cf4550cd20e

TR 61

of ad

6.4

data-I
mana

NOTE
protocd

The

comm
entitig
provid

These
interw
togeth
other

158-1 © IEC:2010(E) -13 -
Application layer " c
Data-link . g 2 .
services " . e £ | Data-link
Data-link layer — management
2 & | services
»n c |
©
=

Physical layer

Medium

Figure 5 — Relationship of the IEC 61158-3 and IEC 61158-4 series

inistrative and implementation divisions.

Data-link layer protocol

nk service, fieldbus data-link protoco
gjement is illustrated in Figure 5.

data-link pototana dg” is to provide a set of rule
i of thexprocedures to be carried out by peer da

Is.

primary aim of the

s (DLEs) at the time an. Thes¥ rules for communication are inteng
erve a variety of purposes:
as a gui'
for use in the
the admittance of systems into the open sy
derstanding of time-critical communications within OSI.
tandards are concerned, in particular, with the communicatio|
effectors and other automation devices, using these stan
er with standards positioned within the OSI or fieldbus reference m
visesincompatible systems may work together in any combination.

ability
Thus,
ndent

ilable

igldbus

stems

e layer

s for
a-link
led to

stems

n and
lards,
bdels;

6.5

Apptlicationtayerservice

The application service is provided by the application protocol making use of the services
available from the data-link or other immediately lower layer. Each part of the IEC 61158-5
series defines the application service characteristics that any immediately higher-level
protocols may exploit. The relationship between the international standards for fieldbus
application service, fieldbus application protocol and systems management is illustrated in
Figure 6.

NOTE Systems management, as used in the IEC 61158 series of standards, is a local mechanism for managing
the layer protocols.
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Application >
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DATA-LINK
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Figure 6 — Relationship of the IEC 61158-5 and IEC 6
to other fieldbus layers and to users of the fieldbus 2

6.6 |Application layer protocol

The application protocol provides the application servi 2King € rvices
availgble from the data-link layer or other immediatg i i tween
the Inpternational Standards for fieldbus appllcatln DY icati tocol,

fieldbys data-link service and system m

NOTE | Systems management, as used in the [k 3 ards, 3 i i e layer
protocqls.

An agplication process uses the field applicati : i i hation
with o¢ther application pro€ . efin® the abstract interface betwegn the

applidation process and the apypl{cationNayer:

The dpplication of the

information exc layer
uses fhe protoco
The protocol ma& i arious states of an application layer and the| valid

transifions betw It may be considered as a finite state machine. The prptocol
machine state tables. The information is exchanged betweep the
applidatiof ess \and\the yrotocol machine through application service data units. The
protog¢o i hanges information with other protocol machines through applifation

This ket (of* application layer standards does not specify individual implementations or
produrcts{ nor does it constrain the implementations of application entities (AEs) and

H f HF N - lo H al doas 1 4 - 4
interfaces—withimthemdustriatautomation System:

This set of application layer standards does not contain test procedures to ensure compliance
with such requirements.

The primary aim of this report is to provide a set of rules for communication expressed in
terms of the procedures to be carried out by peer data-link entities at the time of
communication. These rules for communication are intended to provide a sound basis for
development in order to serve a variety of purposes:

a) as a guide for implementers and designers;

b) for use in the testing and procurement of equipment;

c) as part of an agreement for the admittance of systems into the open systems environment;
d) as a refinement to the understanding of time-critical communications within OSI.
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This report is concerned, in particular, with the communication and interworking of sensors,
effectors and other automation devices, by using this report together with other standards
positioned within the OSI or fieldbus reference models; otherwise, incompatible systems may
work together in any combination.

7 Structure of IEC 61158 and IEC 61784 series

7.1 The IEC 61158 physical layer

The IEC 61158 physical layer receives data units from the data-link layer, encapsulates them

if necessary by adding communications framing information, encodes the bits and framing

information into signals, and transmits the resulting physical signals te—the transmjssion

mediym connected to the transmitting node.

Signals are then received at one or more other node(s) any

communications framing information is checked and removed its are

pass€d to the data-link layer of the receiving device.

IEC 6[1158-2 comprises physical layer specifications to types

specified in the IEC 61158 data-link layer. It defines the sery

a) to k and
ph

b) to stems
m

NOTE dard is

an hist

7.2

In thg absence of per It and

IEC 6[1158-4-tt) proyide ces in

an aufomation enviyo ing a

time-window, within i with

some ndow

risks plant

and p

IEC 6 pecifies, in an abstract way, the externally visible service prqvided

by thg er in terms of

a) the primitive astions and events of the service;

b) the parameters associated with each primitive action and event, and the form whic}r they
take:

c) the interrelationship between these actions and events, and their valid sequences.

IEC 61158 data-link layer defines the services provided

d) to the various types of fieldbus application layer at the boundary between the application
and data-link layers of the fieldbus reference model;

e) to systems management at the boundary between the data-link layer and systems
management of the fieldbus reference model.

IEC 61158-4-tt define a number of distinct and non-interoperable fieldbus data-link protocols.
Each protocol is most closely related to, and lies within the field of application of, the
corresponding services of IEC 61158-3-tt.
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7.3 The IEC 61158 application layer

The IEC 61158 application layers (see IEC 61158-5-tt and IEC 61158-6-tt) are designed to
support the conveyance of time-critical application requests and responses among devices in
an automation environment.

The IEC 61158-5 series specifies interactions between remote applications in terms of

a) an abstract model for defining application resources (objects) capable of being
manipulated by users via the use of fieldbus application layer (FAL) services;

b) the service primitives (interactions between the FAL and the FAL user) associated with

egchrFAt—set vibc,
c) the parameters associated with each service primitive;
d) the interrelationship between, and the valid sequences of, the prim h\seryice.
Althodigh these services spemfy, from the perspectlve of apllc qué&st and
respo i at thesrequesting
and T 5, th i bf the
appligati ified; initi S and” responses thely can
send/feceive i ifi i i ibjh in standarfizing
such i ices are also defined
to projvi 5
The IE
e) to i i i S he boundary between the ukser(s)
ar ‘
f) to wesn the application layer and sygtems
m
The of distinct and non-interoperable figldbus
appligation protocqls. i ostk closely related to, and lies within the fipld of
applidation of, t i€ 5 - ies.
7.4
IEC 6 A provide sets of communication profiles (CP) in the sense of
ISO/IE e answer the need of identifying the protocol families co-existing
within , griesy as a result of the international harmonization of figldbus
techn i 3 abte_on the market. More specifically, these profiles help to correctly| state
the ¢ i ies, id the spreading of divergent
imple i s~which would limit its use, clearness and understanding. Additional prof{les to
addreps specific market concerns, such as functional safety or information security, mlay be
addregssed by future parts of this report.

IEC 61784-1 and IEC 61784-2 contain several communication profile families (CPF), which
specify one or more communication profiles. Such profiles identify, in a strict sense, protocol
subsets of the IEC 61158 series via protocol specific communication profiles. They do not
define device-type-specific communication profiles for the purpose of guiding manufacturers
in feature set selection — for example, in selecting the minimum set of communication services
and protocol to implement a specific class of devices, such as generic slaves or transmitters
("implementation profiles"). Neither do they define device profiles that specify communication
profiles together with application functions needed to answer the need of a specific
application ("application profiles").

It is also important to clarify that interoperability — defined as the ability of two or more
network systems to exchange information and to make mutual use of the information that has
been exchanged (see 3.2.1 of ISO/IEC TR 10000-1) — can be directly achieved on the same
link only for those devices complying with the same communication profile.
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Profiles contained in IEC 61784-1 and IEC 61784-2 are made up of references to IEC 61158-2
and 61158-3-tt through IEC 61158-6-tt, ISO/IEC 8802-3 and other International Standards,
Technical Specifications or worldwide-accepted standards, as appropriate!. Each profile is
required to reference at least one part of IEC 61158-2 and 61158-3-tt through IEC 61158-6-tt.

Two or more profiles, which are related to a common family, are specified within a CPF.

IEC 61784-2 specifies additional profiles that meet the industrial automation market objective
of identifying real-time Ethernet (RTE) communication networks coexisting with
ISO/IEC 8802-3 (commonly known as Ethernet). These RTE communication networks use
provision from ISO/IEC 8802-3 for the lower communication stack layers and, additionally,

v et i - A T Stecise

synchfronization of automation equipment.

More specifically, these profiles help to correctly state the compliane
netwgrks with ISO/IEC 8802-3, and to avoid the spreading of diverge

ication

Each | profile selects an appropriate consistent and compati R\ and
protogols from the total available set of communication typ hars led in
IEC 6 s, the
profilg also describes any possible or necessary cons

The dpcument structure of communicatjqn profi

IEC 6178441
IEQ documents |{»| and
IEC 6}{784-

% - References to standatds
on;

- (sub-)clause select
- Optional constraint

a8 number of a CPF; m is a number of a CP within a CPF.

re 7 — Structure of communication profile families

IEC 6[1784-1, IEC 61784-2 and future parts and sub-series of the IEC 61784 series specify
commuunication profile families (CPE) A CPF contains at least one communication profile (CP).
A CP is always structured to specify PhL, DL, and AL by reference to clauses and subclauses
within the IEC 61158 series and other appropriate international standards. These subclauses
provide at least one reference to an international standard. Either the international standard is
referenced completely or it is referenced by a list of required clauses and subclauses marked
YES or NO. YES means the clause or subclause applies, NO means that it does not apply.
Optional information may be provided to specify constraints.

Figure 8 is an example of a CPF structure.

1 International standardized profiles may contain normative references to specifications other than International
Standards; see ISO/IEC JTC 1 N 4047.
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(Sub-)Clause selection;
Type 1 Optional constraints
PhL IEC 61158-2 (Sub-)Clause selection;
Type 9 Optional constraints
IEC61158-3-1 (Sub-)Clause selection; Optional constraints
IEC61158-3-9 (Sub-)Clause selection; Optional constraints
DLL . . :
IEC61158-4-1 (Sub-)Clause selection; Optional constraints
CP1/1
IEC61158-4-9 (Sub-)Clause selection; Optional constraints
IECA1158-5-1 (Sub-)Clause selection; Optional constraints
CPF 1
IEC61158-5-9 (Sub-)Clause selection; Optional com
AL
IEC61158-6-1 (Sub-)Clause selection; Optio@wstrﬁm
IEC61158-6-9 (Sub-)Clause selection; O{X?}v\str%x
PhL IEC 61158-2 (Sub-)Clause sele &al\m\%qts
IEC61158-3-tt _(Sub- )Cl@@t n; &ﬂgnal c:}ﬁ\(ramts
IEC61158-4-tt (mm Wﬁints
IEC 61784-x IEC61158-5-tt (Sub CLa se sele 1on Optional constraints
EC61 158/6\( \(S b-)Aaus se ct1on, pt1onal constraints
(Sub-)Clause selection;
IEC'6 58 2 Ype tt Optional constraints
PhL (
O/ C/I (Sub-)Clause selection; Optional constrpints
‘LEC>158-3-tt (Sub-)Clause selection; Optional constraints
IEC61158-4-tt (Sub-)Clause selection; Optional constraints
(Sub-)Clause selection;
IEEE 802.1Q _ Optional constraints
IEEE 802.1 )
(Sub-)Clause selection;
|EEE 802.1D _Optional constraints
IEC61158-5-tt (Sub-)Clause selection; Optional constrainfts
(AL
IEC61158-6-tt (Sub-)Clause selection; Optional constrainjts
ph. Ref (Sub-)Clause selection; Optional constrdints
‘ Ref (Sub-)Clause selection; Optional constraipts
DL
CP n/m
‘ o Ref (Sub-)Clause selection; Optional constraipts

x could be 1 or two; n is a number of a CPF; m is a number of a CP within a CPF. IEC 61158-3-tt means a

reference to one or more existing parts. Ref. means a reference to a standard.

Figure 8 — Example of a CPF structure

Table 2 shows the Communication Profile Families (CPF) that are defined in IEC 61784-1 and
IEC 61784-2. It shows the link between technologies and CPFs with their associated CPs and
corresponding type numbers in the IEC 61158 series.
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Table 2 — CPF, CP, and type relations

Communication Profiles in IEC 61784

Corresponding IEC 61158 types to CPs

Technolo IEC 61784 Type IEC 61158
CPF name W (Sub-)Parts CP number nur};lr:)er (Sub-)Parts
Foundation 1, 3-1 CP 1/1 FF H1 1,9 1,2, 3-1, 4-1, 5-9, 6-9
1 Fieldbus™ 1, 3-1 CP 1/2 FF HSE 5 1, 5-5, 6-5
1, 3-1 CP 1/3 FF H2 1,9 1,2, 3-1, 4-1, 5-9, 6-9
1, 5-2 CP 2/1 ControINet™ 2 1,2,3-2,4-2, 5-2,6-2
2 Cip™ 1,2, 3-2, 5-2 CP 2/2 EtherNet/IP™ 2 1, 4-2, 5-2, 6-2
1, 3-2, 5-2 CP 2/3 DeviceNet™ 2 1,4-2, 5-2, 6-2
1, 3-3, 5-3 CP 3/1 PROFIBUS DP 3 1,2, 3-3,4-3, 5-3, 6-3
1, 3-3, 5-3 CP 3/2 PROFIBUS PA 3 1,2-3:3, 4-3, 53| 6-3
3 PRQFIBUS 1,5-3 CP 3/3 PROFINET CBA 10 1, 5-10, 610
& PROFINET [ 2, 3-3, 5-3 CP 3/4 PROFINET |10 CC-A 10 N, 540, 6:10
2, 3-3, 5-3 CP 3/5 PROFINET |0 CC-B 10 /\ N1, 50,%6:10
2, 3-3, 5-3 CP 3/6 PROFINET 10 CC-C 10\ NED0L6-M D
1, 5-4 CP 4/1 P-NET RS-485 N, 2N3-4, %-4,3-4,|6-4
4 P-NET® 1, 5-4 CP 4/2 P-NET RS-232 4 N2, 3%, 4,4, 5-4,[6-4
2, 5-4 CP 4/3 P-NET on IP NN P, 3¢, 44, 5-4, 6-)
1 CP 5/1 WorldFIP NONCOONY, 2, 8-7, 4-7, 5-7,]6-7
5 WollldFIP® 1 CP 5/2 WorldFIP with subMMS 7 1,9, 3-7, 4-7, 5-7,[6-7
1 CP 5/3 WorldFIP minimal for T;e~R/|P 7 M, 2, 3-7, 4-7, 5-7,|6-7
1, 3-8, 5-6 CP 6/1 INTERBUS _~ \ ) 8 1,2, 3-8, 4-8, 5-8,/6-8
1, 3-6, 5-6 CP 6/2 INKERBUS ICP/N0NY / 8 1,2, 3-8, 4-8, 5-8,/6-8
1 3.6 56 CP 6/3 &%UQ\WQ sub\%t )}/ 1,2, 3-8, 4-8, 5-8,[6-8
6 INTERBUS® | 2 5.6 CP 6/4 /& \ 5 25‘126 3-8, 4-8, 5-8,[6-8, 5-10,
2,56 CP 6/5 \ Q\ \/ 5 1,238, 45, 5865, 510,
2. 5.6 \ b 6/6 8 (15‘126 3-8, 4-8, 5-8,6-8, 5-10,
N "
k Thlsm |ated Type 6
7 - - re eted for lack of market - -
/\ Egvan
N, 348 CR(8K CCMinK/V1 18 1,2,3-18, 4-18, 5]18, 6-18
8 CCHLink 1 CR 82 SC-Kink/V2 18 1,2, 3-18, 4-18, 5{18, 6-18
JZN CP 8/3 §C-Link/LT 18 1,2, 3-18, 4-18, 5]18, 6-18
9 HART N\ CRY/VHART 20 1, 5-20, 6-20
10 | vnduip /N2, 510\ \CP 10/1 Vnet/IP 17 1,2, 3-17, 4-17, 5]17, 6-17
11 et 2,\5{1\1‘ N P 11/1 TCnet-star 11 1,2, 3-11, 4-11, 5]11, 6-11
N K 2\ CP 11/2 TCnet-loop 11 1,2, 3-11, 4-11, 5]11, 6-11
12 Eth erch\ N5B TR, 5-12 | CP 12/1 12 1,2,3-12, 4-12, 5]12, 6-12
2, 3-02, 512 CP 12/2 12 1,2,3-12, 4-12, 5]12, 6-12
13 | EIIERNELSI e, CP 13/1 EPL 13 1,3-13, 4-13, 5-13 6-13
2, 3-14, 5-14 CP 14/1 NRT 14 1, 3-14, 4-14, 5-14], 6-14
14 EPA 2 3-14 5-14 CP 14/2 RT 14 1.3-14 _4-14 _5-14 6-14
2, 5-14 CP 14/3 FRT 14 1, 3-14, 4-14, 5-14, 6-14
15 | MODBUS®- 2, 5-15 CP 15/1 MODBUS TCP 15 1, 5-15, 6-15
RTPS 2, 5-15 CP 15/2 RTPS 15 1, 5-15, 6-15
1 CP 16/1 SERCOS | 16 1,2, 3-16, 4-16, 5-16, 6-16
16 | SERCOS 1 CP 16/2 SERCOS I 16 1,2, 3-16, 4-16, 5-16, 6-16
2, 3-2 CP 16/3 SERCOS Il 19 1, 3-19, 4-19, 5-19, 6-19
17 | RAPIEnet 2 CP 17/1 RAPIEnet 21 1, 3-21, 4-21, 5-21, 6-21
1g | SafetyNet 2, 3-18 CP 18/1 RTFL 22 1, 3-22, 4-22, 5-22, 6-22
pm™ 2,3-18 CP 18/2 RTFN 22 1, 3-22, 4-22, 5-22, 6-22

NOTE The trademark and trade name declarations are given in Annex A.
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7.5 IEC 61784-3 functional safety communication profiles

The need to develop safety communications systems is the result of an industrial background
where safety requirements have been driven by increasing legislation and market demands; to
protect personnel, but also assets. Safety system development has historically followed a
similar path to standard control system development, where programmable and networked
equipment has fulfilled increasing complexity and flexibility requirements of automation
applications. The development of safety networks has brought similar benefits to safety
systems, including reduced wiring, ease of configuration and extended diagnostics
capabilities.

The |memmww@mm‘ology
speciflic parts:

e |E[C 61784-3: Functional safety fieldbuses - General rules and profite
e |E[C 61784-3-n: Functional safety fieldbuses - Additional specificatio

IEC 6[1784-3 defines common principles for the transmission sages
among participants within a distributed network using fieldbts te S acsoOrdance with
the rgquirements of IEC 61508 series for functional safetj s are intgnded
to prqvide the necessary confidence in the transporiation\ofNi Y atj oh a fieldbus in a
safety-related system, or sufficient confidence of /safe in the event of figldbus
failurgs. They may be used in various industrial apgplicatio as process control,

manufacturing automation and machine

IEC 6[1784-3-n specifies functional profile(s) (FSCP’s) for
Comnpunication Profile Family (CPF n Qrresponding fieldbus communigation
profilgs in [IEC 61784-1 (or IEC 61784-
e |E[C 61784-3-1: FF-SI&
e |E
e |E
e |E
e |E
o |E
o |E
e |E

Achieyi

e FU communication profiles (FSCP) are specified for use in applications
refuiring functional safety up to a given Safety Integrity Level (SIL). Howevef, the
reswtng—SH—etaim—of-a—subsystem—depends—onthe—actuaimplementation—and—use—of the

selected functional safety communication profile within this subsystem.

e Product developers are responsible for correct implementation of the FSCP in a device, in
accordance with all relevant safety standards for this device.

e System designers have the responsibility to ensure that the safety network is designed,
configured and used appropriately to ensure safety for their application.

Additional measures need to be considered in any safety-related application to protect
fieldbus systems against unauthorized access. However, safety and security have different
requirements (e.g. life cycles), so these are handled separately (some requirements for
security will be detailed in the IEC 62443 series). The security function can be implemented
either within the devices, or at external access points.
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If needed, specific installation guidelines for the functional safety communication profiles are
included in IEC 61918 and/or IEC 61784-5, and only referenced from IEC 61784-3.

IEC 61508 requires increased levels for electromagnetic compatibility (EMC). IEC 61784-3
indicates how appropriate levels should be chosen, according to the Safety Requirements
Specifications, by reference to other standards.

IEC 61784-3 does not cover electrical safety and intrinsic safety aspects.

7.6 IEC 61784-5 installation profiles

several parts that are associated to CPFs defined in IEC 61784-1 and IEC(6178%4:2 (see|Table
2). T structdire of
IEC 6[1918 and the IEC 61784-5 series. The installation lifecyclg™\ i these
standards. IEC 61918 is structured in clauses having the following i p

The I’FC 61784-5 series specifies installation profiles for fieldbus communication netwarks in

e [ IEC 61918:2010 Clause 4:
e [ IEC 61918:2010 Clause 5:
e | IEC 61918:2010 Clause 6:
e | IEC 61918:2010 Clause 7:

L

e | IEC 61918:2010 Clause 8: ng.
The nequirements for each phase of o the
logical sequence of the installation wor ects:

e | Ethernet based networks

¢ | non-Ethernet bas

e | safety communjc

e | intrinsic @

¢ | informatio L
in sulclauses wi
Each | Part ¢ C 4 f the
corregpomd 51918

requirnerm

The numbering
corregponds‘to the

clauses and subclauses in the Annexes of each part of IEC 61[784-5
mbering of the IEC 61918 main clauses and subclauses.

The Annex clauses and subclauses of each part of TEC 61/84-5 supplemeni, modify, or
replace the specifications provided in the same clauses and subclauses of IEC 61918.

Where in the normative annexes of a part of IEC 61784-5 there is only the heading of a
subclause, it means that the corresponding subclause of IEC 61918 applies without
modification.

Figure 9 shows that Clause 1 of both IEC 61918 and each part of IEC 61784-5 specifies the
relevant scope. IEC 61918 specifies installation requirements in Clauses 1 to 8. Each part of
IEC 61784-5 selects the relevant installation requirements from IEC 61918 for the various
CPs of the specified CPF, and provides the additions needed for the relevant CPs.

Clause 2 of each part of IEC 61784-5 describes the normative references; Clause 3 of each
part of IEC 61784-5 describes terms, definitions and abbreviated terms; Clause 4 of each part
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of IEC 61784-5 provides an overview of the specification of the installation profiles for the
relevant CPs; Clause 5 of each part of IEC 61784-5 describes the installation profiles
conventions in addition to the basic conventions described in the Introduction of the document;
Clause 6 of each part of IEC 61784-5 describes how to express compliance to the installation
profiles.

Each installation profile is specified in a normative annex of a part of IEC 61784-5. This
structure allows each installation profile within a part of IEC 61784-5 to have the same clause
numbering as IEC 61918.

This makes it easy to read the profiles together with IEC 61918. As far as possible, these
additi

tional

. . . e Annex
Heading Heading Heading . - -
(- Level 2 Level 3 Annex title headi N Zvemg hLZ céllng

<

O/ D

lifecycle
IEC 31918 Log|ca|

sequential
work order

LN
§\
)

S

Annex A ...

z

Not i

generally (normative)

specified CP- or PhL-
specific

installation

IEC 61704-5 :
Part n profile /]

(for CPFn)
Not

generally
specified

AN

lifecycle \

Logical
sequential
work order

Common
technical-
specific
installation
aspects

Figure 9 — Document structure of IEC 61918 and the IEC 61784-5 series
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8 Brief summary of the characteristics of each service and protocol for each
type of fieldbus

8.1 Summary of the physical layer service and protocol characteristics
8.1.1 Type 1: media
8.1.1.1 Type 1: Twisted-pair wire media

For twisted-pair wire media, Type 1 specifies two modes of coupling and different signalling
speeds as follows:

a) vdltage mode (parallel coupling), 150 Q, data rates from 31,25 kbit/s to Mbit/s;

b) voltage mode (parallel coupling), 100 Q, 31,25 kbit/s;

c) current mode (serial coupling), 1,0 Mbit/s including two current gptik

The vpltage mode variations may be implemented with inductivé ansSformers.

dés the optigns:

— o]0
8.1.1.2
The major variations of the

— ddal fiber mode, dg

imgle fiber

8.1.1.

- S

The T

8.1.2

Type bwing

variar

— coaxial_copper wire medium, 5 Mbit/s;

— onptical fiber medium, 5 Mbit/s;

— network access port (NAP), a point-to-point temporary attachment mechanism that can be
used for programming, configuration, diagnostics or other purposes;

— repeater machine sublayers (RM, RRM) and redundant physical layers.
8.1.3 Type 3: Twisted-pair wire and optical media
Type 3 specifies the following synchronous transmission:

a) twisted-pair wire medium, 31,25 kbit/s, voltage mode (parallel coupling) with the options:
— power via the bus conductors: not intrinsically safe;

— power via the bus conductors: intrinsically safe

and the following asynchronous transmission variants:
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b) twisted-pair wire medium, up to 12 Mbit/s, ANSI TIA/EIA-485-A;
c) optical fiber medium, up to 12 Mbit/s.

8.1.4 Type 4: Wire medium

Type 4 specifies the standard ISO/IEC 8802-3 PhL and wire media with the following
characteristics:

— RS-485 wire medium up to 76,8 kbit/s;
— RS-232 wire medium up to 230,4 kbit/s.

8.1.5 —FHypeb5:-—Wire-and-optical-media
Type b specifies the standard ISO/IEC 8802-3 PhL.

8.1.6 Type 7: Wire and optical media

Type [ specifies the same wire and optical media as Type 1.

8.1.7 Type 8: Twisted-pair wire and optical media

received through a
mMedium access and its

The physical layer also allows transmitting data
mediym access by the transmission medium direcil

transmission protocol to another device
&

ission media are as follows:

Type B specifies the following variants:

— twjsted-pair wire medium, up to 16 (Mbi

— ogtical fiber medium,

-duplex tr@m ion.
Type 10:\Wife.and

The grneral characteristics e
— full

8.1.8

Type
8.1.9
Type

8.1.1(

Type [|28pecifies the standard ISO/IEC 8802-3 PhL and the following variant:

— wire medium, 100 Mbit/s, low voltage differential signaling mode (parallel coupling) as
specified in ANSI TIA/EIA-644-A.

8.1.11 Type 13: Wire and optical media

Type 13 specifies the standard ISO/IEC 8802-3 PhL.

8.1.12 Type 14: Wire and optical media

Type 14 specifies the standard ISO/IEC 8802-3 PhL.

8.1.13 Type 15: Wire and optical media

Type 15 specifies the standard ISO/IEC 8802-3 PhL
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8.1.14 Type 16: Optical media

Type 16 specifies the following variant:

— optical fiber medium, up to 16 Mbit/s;
8.1.15 Type 17: Wire and optical media

Type 17 specifies the standard ISO/IEC 8802-3 PhL.

8.1.16 Type 18 media

Type [T Specifies the Tollowing varianis.

— bglanced transmission over a 3-core shielded wire medium, up to 10M m;

— bdlanced transmission over a 4-core unshielded wire mediu bdded
pawer distribution, up to 2,5 Mbit/s and 500 m.

8.1.17 Type 19: Wire and optical media

Type [19 specifies the standard ISO/IEC 8802-3 PhL.

8.2

Sixtee parts

and s of the

IEC 6

NOTE arts of

IEC 61 ; I'ype 5,

Type 9 A i IEC 63158-3 series to malntaln numbering consjstency

with ot f y i

Type a-link

protod

Type those

servig

Type ified in

ISO/IE

Type k ified in

ISO/IEC 8886.

NOTE R\THe Type 6 DL-service of IEC 61158-3:2003 is deleted for lack of market relevance. The designation

Type 6 revious

editions of the IEC 61158 series.

Type 7 — A DL-service which provides both a connected and a connectionless subset of those

services provided by OSI data-link protocols as specified in ISO/IEC 8886.

Type 8 — A DL-service which provides a connection-oriented subset of those services

specified in ISO/IEC 8886.

Type 11 — A DL-service which provides a connectionless subset of those services specified in

ISO/IEC 8886.

Type 12 — A DL-service which provides a connectionless subset of those services specified in

ISO/IEC 8886.


https://iecnorm.com/api/?name=330b2c185d5545d8cfb27cf4550cd20e

- 26 - TR 61158-1 © IEC:2010(E)

Type 13 — A DL-service which provides a connectionless subset of those services specified in
ISO/IEC 8886.

Type 14 — A DL-service which provides a connectionless subset of those services specified in
ISO/IEC 8886.

Type 16 — A DL-service which provides a connectionless subset of those services specified in
ISO/IEC 8886.

Type 17 — A DL-service which provides a connectionless subset of those services specified in
ISO/IEC 8886.

Type[18 — A DL-service which provides a connected subset of those speciffed in
ISO/IEC 8886.

Type [19 — A DL-service which provides a connectionless subse specified in
ISO/IEC 8886.

Type |21 — A DL-service which provides a connectionless s 3Se ices specified in
ISO/IEC 8886.

Type[22 — A DL-service which provides both a ndN\a connectionless subget of
those|services specified in ISO/IEC 8886

NOTE B Many of these types of service are suitak e-higher-layer protocols. In addition to the
potentipl ability of these types of data-link servj€e to suppbo t o \t types of fieldbus application layer prgtocols,
Reference Model;

some df these types of data-link service also may besable t6¥
b the\network and data-link layers of the OS| Basic
b)| the IETF (IP) network

where fhe scope of agdressiqg i egua 8 ese types of data-link service also may be able to serje as
c)| an OSI Tra a cE.

ides basic time-critical messaging communications befween

defines sixteen distinct and non-interoperable fieldbus data-link

is most closely related to the services of the corresponding part of

3serigs of fieldbus data-link service definitions. The 16 distinct tyges of
DL-prptocolyare as follows:

NOTE The DL-protocols for types b, 9, 10, 15 and 20 are not speciiied in the I[EC 61158 series. Other parts of
IEC 61158 define types 5, 9, 10, 15 and 20 application layer protocols and services. The designations Type 5,
Type 9, Type 10, Type 15 and Type 20 are reserved in the IEC 61158-4 series to maintain numbering consistency
with other parts and previous editions of the IEC 61158 series.

Type 1 — A DL-protocol for the Type 1 DL-service. The maximum system size is 56k links of
232 nodes, each with 240 DLSAP-addresses and related peer and publisher DLCEPs, plus
another 768 link-wide group DL-addresses per link, plus another 256 DLSAP-addresses and
2816 peer and publisher DLCEPs per link which can be allocated among the link’s nodes, plus
227 group DL-addresses for the extended link. Fewer links or nodes permit an increase in the
number of DLSAP-addresses and related DLCEPs.

Type 2 — A DL-protocol for the Type 2 DL-service. The maximum system size is an unlimited
number of links of 99 nodes, each with 255 DLSAP-addresses. Each link has a maximum of
224 related peer and publisher DLCEPs.
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Type 3 — A DL-protocol for the Type 3 DL-service. The maximum system size is an unlimited
number of links of 127 nodes, each with 66 DLSAP-addresses.

Type 4 — A DL-protocol for the Type 4 DL-service. The maximum system size is a virtually
unlimited number of links, each with 125 nodes.

NOTE 2 The Type 6 DL-protocol of IEC 61158-3:2003 is deleted for lack of market relevance. The designation
Type 6 is reserved in the IEC 61158 series to maintain numbering consistency with the other types and previous
editions of the IEC 61158 series.

Type 7 — A DL-protocol for the Type 7 DL-service. The maximum system size is 126 links of
256 nodes, each with 16 DLSAP-addresses and 16 group DL-addresses, plus another 28k
DLSAPP-addresses and related peer and publisher DLCEPs per link which—ean be allgcated
among the link’s nodes, plus another 28k link-wide group DL-addresse i plys 223
group|DL-addresses for the extended link.

Type [8 — A DL-protocol for the Type 8 DL-service. The maximum_sys
nodeq with preconfigured DLCEPs.

Type [11 — A DL-protocol for the Type 11 DL-service. Thé S single
link of 254 nodes, with 2 048 peer and publisher DL S 3 be allgcated among the
link’s nodes.

Type[12 — A DL-protocol for the Type 12 Di ximum system size [is an
unlimited number of segments of 216 8s € s a maximum of 216 related
peer and publisher/subscriber DLCEPs.

Type[13 — A DL-protocol for the Typ i e maximum system size is a pingle
link wiith 254 DLSAP-addre . um number of 254 related pegr and
254 publisher/subscriber ;

Type[14 — A DL:pro DL-service. The maximum system size [is an

wodes. Each node has a maximum of 216 related

unlimited numbm|ro-se
peer and publishe S

Type K with

Type hks of

64 no

kK with

Type
128 ﬂLSAP-addresses.

Type 19 — A DL-protocol for the Type 19 DL-service layered on ISO/IEC 8802-3.

Type 21 — A DL-protocol for the Type 21 DL-service. The maximum system size is 1 link with
255 DLSAP-addresses.

Type 22 — A DL-protocol for the Type 22 DL-service. The maximum system size is 2'* nodes
with a total of 2°* DLSAP-addresses.

NOTE 3 Use of some of the associated protocol types is restricted by their copyright holders. In all cases a
particular data-link layer protocol Type can be used without restriction when coupled with the same Type physical
layer and application layer protocols, or with other combinations as specified in the IEC 61784 series. Use of the
various protocol types in other combinations may require permission of their respective copyright holders.
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8.4 Summary of application layer service characteristics

FAL services and protocols are provided by FAL application-entities (AE) contained within the
application processes. The FAL AE is composed of a set of object-oriented application service
elements (ASEs) and a layer management entity (LME) that manages the AE. The ASEs
provide communication services that operate on a set of related application process object
(APO) classes. One of the FAL ASEs is a management ASE that provides a common set of
services for the management of the instances of FAL classes.

Although these services specify, from the perspective of applications, how request and
responses are issued and delivered, they do not include a specification of what the requesting
and responding applications are to do with them That is the behavioral aspects of the
applidations are not specified; only a definition of what requests and respenses thely can
send/feceive is specified. This permits greater flexibility to the FAL i andardizing
such pbject behavior. In addition to these services, some supporting gérviceg a o defined
in thig report to provide access to the FAL to control certain aspects/of\its.op

Twenly models of communications are specified in the rel EC 6 \158<5-tb parts and
summarized in this part. Each model is specified as a disti ica Each
has g corresponding protocol in a corresponding part d B8-6-tt and the cofnmon
IEC 6 i 8 :

NOTE 0 3 arevdeletedfér lack of market relgvance.
The degsignations Type 1 and Type 6 are reseryed in the @es toNmaintain numbering consjistency
with th e

Type pes of ASEs for FAL users,
acces eyen connection-based ARs.

Type roacc s to two types of connection-bas¢d AR
definifi asterclass™, master class 2, and slave types).

Type 4 — An applicatio j proyides access to one type of connection-less FAL AE,
providing a set ' imi divided into AR ASE service primitives and REP

ASE dervice prim

Type adapts Type 9 services to be used over socket-pbased
conngcti i ectionless services. Typical applications of Type 5 use TCP and
UDP.

Type oR i ervice which provides six types of ASEs for FAL users, accessed
using elther apredefined or a negotiated or an ad hoc AR.

Type [8 A An application service with five ASEs providing access to two types of conngction-
baseq_and one connectionless AR Application service elements for two FAL user |types
(master and slave).

Type 9 — An application service which adapts ISO 9506 (MMS) for use over the Type 1 data-
link layer.

Type 10 — An application service which provides access to four types of connection-based AR
definitions for three types of FAL users (IO supervisor, IO controller and 1O device types).

Type 11 — An application service which provides unconfirmed one-to-many publisher/
subscriber ARs.

Type 12 — An application service which provides connectionless cyclic exchange of data and
for spontaneous communication for different ASEs.
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Type 13 — An application service which provides four ASEs for FAL users using connection-
oriented confirmed and connectionless unconfirmed ARs.

Type 14 — An application service which provides access to three types of object-oriented
ASEs (application access, socket mapping and FAL management) for FAL users.

Type 15 — An application service which provides two communications models, one providing
one type of ASE and two types of AR, the other providing one type of ASE and one type of AR.

Type 16 — An application service which provides three ASEs for FAL users, accessed using
two types of ARs.

Type [17 — An application service which provides access to 6 types of ASEs (variable, gvent,
load region, function invocation, time and network management ASEs){or FA

Type [18 — An application service which provides access to 4 bd AR
definifions for 2 types of FAL users (master and slave types) f type
18 DUE.

Type 19 — An application service which provides thrg : | using
three ftypes of ARs.

Type |20 — An application service whi b type
of AR

Type 21 — An application service whi using
three ftypes of ARs.

Type d for
conng

8.5

The fieldbus applies > ; igned
to suf im ical application requests and responses among dgvices
in an The term “time-critical” is used to represent the presence of a
time-wi or more specified actions are required to be completed with
some ¢ Q . Failure to complete specified actions within the time wjndow
risks fai the-applicatjions requesting the actions, with attendant risk to equipment) plant
and p i

This technical report specifies interactions between remote applications in terms of

o the f ! rcati i DUs);

e the formal abstract syntax definitions of such APDUs;

e the protocol state machine descriptions that handle the APDUs and the primitives in the
correct sequences;

e the mappings of the APDUs to and from the data-link layer services defined in
IEC 61158-3.

The FAL encoding rules are designed assuming that both the encoder (sender) and the
decoder (receiver) have the common knowledge of the abstract syntax. Wherever possible,
data types identifiers are not encoded and transferred over the network.

NOTE 1 This is why the abstract Syntax Notation One / Basic Encoding Rule is not practical for the FAL.

The purpose of this report is to define the protocol provided to
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e the fieldbus data-link layer at the boundary between the application and data-link layers of
the fieldbus reference model, and

e the system management at the boundary between the system management and
application layers of the fieldbus reference model.

This report defines 20 different application layer protocols; each corresponds to the
application layer service definitions specified in IEC 61158-5. They are identified in the
IEC 61158 series of specifications as Type 2 through Type 5 and Type 7 through Type 22.

Although it may be possible to use different types of protocols on the same network provided
that the underlying lower layers are compatible, this specification does not assure such
interoperability among different types.

Twenly communications protocols are specified in the related IEQ Lo 5 and
summarized in this part. Each protocol is specified as a distinct con icati e”.| Each
has g corresponding service definition in a corresponding part o § arld the
common IEC 61158-5. The 20 distinct types of AL-protocol are ds f

NOTE 2 The Type 1 and Type 6 application protocols of IEC 611%8-5: e market
relevarlce. The designations Type 1 and Type 6 are reserved in the |JEG.61158 hbering

Type [2 — An application protocol which specifies -abstra i ior pf the
type 4 application service elements.

Type |3 — An application protocol which of the
type J application service elements.
Typed — An appllcatlon D0 i v 3 achines for decoding the information

storeq i ine, handling the interface to the DLL.
Type |5 — An applicat ides for high-performance transfers of Type 5
serviges by usi ndary
alignment.

Type of the
type 7

Type of the

type 8

Type [9 — An-applisation protocol that has been optimized for the transfer of Type 9 sefvices
over the/limited-data-rate Type 1 data-link layer.

Type 10 — An application protocol which specifies abstract syntax, coding and behavior of the
type 10 application service elements.

Type 11 — An application protocol which provides unconfirmed one-to-many publisher/
subscriber ARs on the pre-established AREPs.

Type 12 — An application protocol which specifies abstract syntax, coding and behavior of the
type 12 application service elements.

Type 13 — An application protocol which specifies abstract syntax, coding and behavior of the
type 13 application service elements.

Type 14 — An application protocol which specifies object definitions, abstract syntax, coding
and behavior of the type 14 application service elements.
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Type 15 — An application protocol which specifies abstract syntax, coding and behavior of the
type 15 application service elements.

Type 16 — An application protocol which specifies abstract syntax, coding and behavior of the
type 16 application service elements.

Type 17 — An application protocol which provides communication between ASEs using five
types of AR with four types of role (client, server, publisher and subscriber types).

Type 18 — An application protocol which provides four types of connection-based AR
definitions for two types of FAL users (master and slave types) to access the two classes of a
type 18 DLE.

Type [19 — An application protocol which specifies abstract syntax, cod of the

type 19 application service elements.

Type [20 — An application protocol which specifies abstract syntfa ior [of the
type 40 application service elements.

Type [21 — An application protocol which specifies abg of the

type 41 application service elements.

Type [22 — An application protocol whj ¢oding and behavior [of the

type 42 application service elements.

NOTE B Use of some of these protocol typeg is restricts i copyright holders. In all cases a pdrticular
applicaftion layer protocol Type can be used without ictighkwhen coupled with the same type physical layer and
data-lik layer protocols, or with inations specifiedn the IEC 61784 series. Use of the yarious

protocql types in other combinafi RErmi's

9 Application laye

Overview: >

9.1
The f factories and process plants to interconnect pfimary
auton actuators, local display devices, annunciators,

programmabjlé Tegi 3 small single loop controllers, and stand-alone field conptrols)
with ¢ i{ori

Primalry a i icegs are associated with the lowest levels of the industrial automation
hierar \ a limited set of functions within a definite time window. Some of these
functipns include diaghostics, data validation, and handling of multiple inputs and outputs.

Thes primary automation devices also termed field devices are located close to the process

fluids, the fabricated part, the machine, the operator and the environment. This use positions
the fieldbus at the lowest levels of the computer integrated manufacturing (CIM) architecture.

Some of the expected benefits in using fieldbus are reduction in wiring, increase in amount of
data exchanged, wider distribution of control between the primary automation devices and the
control room equipment, and the satisfaction of time critical constraints.

Subclauses 9.2 through 9.9 describe fundamentals of the FAL. Detailed descriptive
information about each of the FAL ASEs can be found in the “overview” subclause of each of
the communication model specifications.
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9.2 Architectural relationships

9.2.1 Relationship to the application layer of the OSI Basic Reference Model

The functions of the FAL have been described according to OSI layering principles. However,

its architectural relationship to the lower layers is different, as shown in Figure 10.

— The FAL includes OSI functions together with extensions to cover time-critical
requirements. The OSI application layer structure standard (ISO/IEC 9545) was used as a

basis for specifying the FAL.

— The FAL directly uses the services of the underlying layer. The underlying layer may be

the_data-link | roranyl r in between. When using the underlying | r. the FAL may
prpvide functions normally associated with the OSI middle layers for p, mapping onto
the underlying layer.
N\
OSI application layer Fieldbﬁ{%ti@el\
N\
OSI middle layers (za7ibly on-existent
[\ A
OSl data link Iayer<\ i Fie bégat}igk layer
OSI physical layer ( | Nbus physical layer
I \ Q I
RP&MN \\) Physical medium
~—"
to the OSI Basic Reference Model
9.2.2 entities
9.2.2.
The f icati AL) architectural relationships, as illustrated in Figure 11,
have desigrie pport the interoperability needs of time-critical systems distributed
within i i
Within this-‘environment, the FAL provides communications services to time-critical and non-
time-griticalapplications located in fieldbus devices.

In addition, the FAL directly uses the data-link layer to transfer its application layer protocol
data units. It does this using a set of data transfer services and a set of supporting services

used to control the operational aspects of the data-link layer.
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Fieldbus user

System management

Fieldbus
application layer

Fieldbus
data-link layer

ALME

Figure 11 — Architectural positioning of the fieldbus appk

9.2.2p Use of the fieldbus data-link layer

The fleldbus application layer (FAL) provides network ac ‘ [ faces
direct|y to the fieldbus data-link layer for transfer of its APB

The data-link layer provides various types of servi o tf . the transfer of data

9.2.23 Support for fieldbus apph

Fieldqus applications are represented S application processes (APs). APs are
the cqmponents of a distributed syste 9 dually identified and addressed.

Each |AP contains an FAl
That ils, each AP comrf

e AP.
vides

APs rontain id@ z t lhese

comppnents are rep i ‘ y may
be idgntified by one\o cation
proceps that contai 3

The sgrvice ments
(ASEgs) HE i ‘ block,
and managerentapyli

9.2.2.4 Supportfor system management

The EAL—serdces—can—beusedto—supportvardous—management—operations—including

upp ) nent
management of fieldbus systems, applications, and the fieldbus network.

9.2.2.5 Access to FAL layer management entities

One layer management entity (LME) may be present in each FAL entity on the network.
FALMEs provide access to the FAL for system management purposes.

The set of data accessible by the system manager is referred to as the system management
information base (SMIB). Each fieldbus application layer management entity (FALME)
provides the FAL portion of the SMIB. How the SMIB is implemented is beyond the scope of
this report.
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9.3 Fieldbus application layer structure
9.3.1 Overview

The structure of the FAL is a refinement of the OSI application layer structure (ISO/IEC 9545).
As a result, the organization of this subclause is similar to that of ISO/IEC 9545. Certain
concepts presented here have been refined from ISO/IEC 9545 for the fieldbus environment.

The FAL differs from the other layers of the OSI Basic Reference Model in the following two
principal aspects.

e The OSI Basic Reference Model defines a single type of application layer communications

chlannel, the association, to connect APs to each other. The FAL defj ication
relationship (AR), of which there are several types, to permit applic (APs)
tolcommunicate with each other.

e THe FAL uses the DLL to transfer its APDUs and not the OSI pré¢ i . Therefore,
there is no explicit presentation context available to the FAI~ Be bir (or
sett) of data-link service access points the FAL protocol mas ; qncurrently with

other application layer protocols.
9.3.2 Fundamental concepts

The gperation of time-critical real open systems is ed i S interactions befween
time-gritical APs. The FAL permits these APs to { ¢

Coope¢ration between APs requires thaktheyk sh uffickent information to interact and| carry
out priocessing activities in a coordinated-x her i activities may be restricted to a pingle
fieldbis segment, or they may span i € he FAL has been designed usging a
modular architecture to support the me i ts of these applications.

Cooperation between APs also sometimegNequires that they share a common sense off time.
The HAL or the data-li > 158-3 series and parts of the IEC 61/158-4

seried) may provide f distributi time to all devices. They also may defing| local
device services ‘@ S tonatcess the distributed time.

Subclpuses 9.3.3Ahro 9.8"deschibe each of the modular components of the archit¢cture

and their relationships W sach~othér. The components of the FAL are modeled as ohjects,
each pf whic } S FAL communication services for use by applications. The FAL
objects and thei iohships afe described below. The detailed specifications of FAL opjects
and thejr” services Qvided in the following subclauses of this report. The IEC 61[158-6

serieqd specifies G Is necessary to convey these object services between applichtions.

9.3.3 Fieldbus~application processes

9.3.3.11 Definition of the fieldbus AP

In the fieldbus environment, an application may be partitioned into a set of components and
distributed across a number of devices on the network. Each of these components is referred
to as a fieldbus application process (AP). A fieldbus AP is a variation of an application
process as defined in ISO OSI Reference Model (ISO/IEC 7498). Fieldbus APs may be
unambiguously addressed by at least one individual data-link layer service access point
address. Unambiguously addressed, in this context, means that no other AP may
simultaneously be located by the same address. This definition does not prohibit an AP from
being located by more than one individual or group data-link service access point address.

9.3.3.2 Communication services

Fieldbus APs communicate with each other using confirmed and unconfirmed services
(ISO/IEC 10731). The services defined in this report for the FAL specify the semantics of the
services as seen by the requesting and responding APs. The syntax of the messages used to
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convey the service requests and responses is defined in the IEC 61158-6 series. The AP
behavior associated with the services is specified by the AP.

Confirmed services are used to define request/response exchanges between APs.

Unconfirmed services, in contrast, are used to define the unidirectional transfer of messages
from one AP to one or more remote APs. From a communications perspective, there is no
relationship between separate invocations of unconfirmed services as there is between the
request and response of a confirmed service.

9.3.3.3 AP interactions

9.3.3.8.1 General

Within the fieldbus environment, APs may interact with other APs 3 3 aghieve
their functional objectives. No constraints are imposed by this report \Q a tion of
theselinteractions or the possible relationships that may exist betw

For ekample, in the fieldbus environment, interactions bonse
messages sent directly between APs, or on data/even thers.
Thesg two models of interactions between APs are re and
publigher/subscriber interactions.

The dervices supported by an intera
endpqints (AREPs) associated with the
the interaction (e.g. client, server, peer,
AREH.

By application relatignship
e role that the AREP plays in
defined as an attribute [of the

9.3.3.3.2 Client/server i

Clientyserver interactigns 3 i 5y_a pi-directional data flow between a clignt AP
and ohe or more serv i frates the interaction between a single clientjand a
singlg server. I@'g ¢ client may issue a confirmed or unconfirmed
requept to the s . If the service is confirmed then the server will
alwayp return a response. BrWgg is unconfirmed, the server may return a response
using|an unconfi efined for this purpose.

<\\ \ \) Unconfirmed and

AN confirmed service requests
PR w Server
(reyuester) (responder)

Unconfirmed service replies and
confirmed service responses

Y

A

Figure 12 — Client/server interactions

9.3.3.3.3 Publisher/subscriber interactions
9.3.3.3.3.1 General

Publisher/subscriber interactions, on the other hand, involve a single publisher AP and a
group of one or more subscriber APs. This type of interaction has been defined to support
variations of two models of interaction between APs, the "pull" model and the "push" model. In
both models, the setup of the publishing AP is performed by management and is outside the
scope of this report.
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9.3.3.3.3.2 Pull model interactions

In the "pull" model, the publisher receives a request to publish from a remote publishing
manager, and broadcasts (or multicasts) its response across the network. The publishing
manager is responsible only for initiating publishing by sending a request to the publisher.

Subscribers wishing to receive the published data listen for responses transmitted by the
publisher. In this fashion, data is "pulled" from the publisher by requests from the publishing
manager.

Confirmed FAL serwces are used to support this type of mteractlon Two charactenstlcs of
this t - pical
confirmed request/response exchange is performed between the publishi agager.and the

gm

publisher. However, the underlying conveyance mechanism provided by the FAN(returps the
respc]wse not just to the publishing manager, but also to all subscribefs\wi aceiye the
publighed information. This is accomplished by having the daf c r||t the
respohse to a group address, rather than to the individual address_o th iSh ager.
Thereffore, the response sent by the publisher contains the pu icast to
the pyblishing manager and to all subscribers.

The decond difference occurs in the behavior of t ibers,
referred to as pull subscribers, are capable of acce tin i i i brvice

illustrates [these

respohses without having issued the corresp
concegpts.

Pull i } i
publishin >
manag{/\ ﬁé\\\) \\) Pul
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I contajning published
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Figure 13 — Pull model interactions

9.3.3.373C

In the "push" model, two services may be used, one confirmed and one unconfirmed. The
confirmed service is used by the subscriber to request to join the publishing. The response to
this request is returned to the subscriber, following the client/server model of interaction. This
exchange is only necessary when the subscriber and the publisher are located in different
APs.

The unconfirmed service used in the push model is used by the publisher to distribute its
information to subscribers. In this case, the publisher is responsible for invoking the correct
unconfirmed service at the appropriate time and for supplying the appropriate information. In
this fashion, it is configured to "push" its data onto the network.

Subscribers for the push model receive the published unconfirmed services distributed by
publishers. Figure 14 illustrates the concept of the push model.
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Timeliness of published informatio

orpration, @ FAL/may support four ty
. ach make it possible for subsg
is up-to-date or “stale”.

a-link layer (DLL). Each is des
parts of the IEC 61158-3 serig

bes of
ribers
hese
cribed
s and

Type

/

Description

Tra

hsparent

wsthe user application process to determine the timeliness ¢

nd have the timeliness quality accompany the information

uality
when

ided

Res

idence

th FAL u
If

ely”

starts
ffer as

its data from the publishing AP to the DLL for transmission, the DLLU
e timer expires before the data has been transmitted, the DLL marks the bu
nd conveys this timeliness information with the data.

|me

Syn

chroniin\

his type of timeliness requires the coordination of two pieces of published information.|One is

e dapa to be published and the other is a special “sync mark”. When the sync mark is
received from the network a timer starts in each of the participating stations. Subsequel
when data is received for transmission by the DLL at the publishing station, or when the
transmitted data is received from the network at a subscribing station, the DLL timelinegs

tly,

attribute for the data Is set to TRUE. It remains TRUE untl the reception of the next sync mark
or until the timer expires. Data received after the timer expires but before the next sync mark
does not cause the timeliness attribute to be reset to TRUE. It is only reset to TRUE if data is
received within the time window after receipt of the sync mark. Data transmitted by the
publisher station with the timeliness attribute set to FALSE maintains the setting of FALSE at
each of the subscribers, regardless of their timer operation.

Update

This type of timeliness requires the coordination of the same two pieces of published
information defined for synchronized timeliness. In this type, the sync mark also starts a timer
in each of the participating stations. Like synchronized timeliness, expiration of the timer
always causes the timeliness attribute to be set to FALSE. Unlike synchronized timeliness,
receipt of new data at any time (not just within the time window started with the receipt of a

sync mark) causes the timeliness attribute to be set to TRUE.
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The internals of APs may be represented by one or more application process objects (APOs)
and accessed through one or more application entities (AEs). AEs provide the communication
capabilities of the AP. For each fieldbus AP, there is one and only one FAL AE. APOs are the
network representation of application-specific capabilities (user application process objects)
of an AP that are accessible through its FAL AE.

9.3.3.

5 AP class

An AP class is a definition of the attributes and services of an AP. The standard class

defini

ions for APs are defined in the parts of the IEC 61158-5 series. User defined cl
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In Figure 15, remote APs acting as clients may access the real object by sending requests
through the APO that represents the real object. Local aspects of the AP convert between the
network view (the APO) of the real object and the internal AP view of the real object.

To support the publisher/subscriber model of interaction, information about the real object can
be published through its APO. Remote APs acting as subscribers see the APO view of the
published information instead of having to know any of the real object specific details.

9.3.4.2 APO classes

An APO class is a generic specification for a set of APOs, each of which is described by the
same setofattributesand—accessed uaillg the—same—setofservices:

APO tlasses provide the mechanism for standardizing network visibl .|Each
standard APO class definition specifies a particular set of networ butes
and s y the
FAL p

Standlard APO classes are specified by this report for thé p bmote
acces| i

User user-
define j that
optiorn ns for
defini ed for
this p itions

9.3.4.

APO ptates. These templates are used not dnly to

tances of a class.

defing

Each / (0 pe of an APO class. Each APO provides the ngtwork

view ( s {nev AP/ An APO is defined by:

a) se i he attri PO class template that are to be accessible from thie real
ohj

b) assighi ®s to one or more attributes indicated as key in the template. Key attr|butes
ar i

c) as 0Q zero, one, or more non-key attributes for the APO. Non-key attr|butes
arg used.to characterize the APO;

d) selecting the services from the template that may be used by remote APs to access the

reatobject:

The type specific parts of the IEC 61158-5 series specify the conventions for class templates.
These conventions provide for the definition of mandatory, optional, and conditional attributes
and services.

Mandatory attributes and services are required to be present in all APOs of the class.
Optional attributes and services may be selected, on an APO-by-APO basis, for inclusion in
an APO. Conditional attributes and services are defined with an accompanying constraint
statement. Constraint statements specify the conditions that indicate whether or not the
attribute is to be present in an APO.

9.3.4.4 APO types

APO types provide the mechanism for defining standard APOs.
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As described above in the previous subclauses, APOs are defined by instantiating an APO
class. Each APO definition is composed of the attributes and services selected for the APO
from those defined by its APO class. In addition, an APO definition contains values for one or
more of the attributes selected for it. When two APOs share the same definition, except for
the key attribute settings, that definition is referred to as an APO type. Thus, an APO type is a
generic specification of an APO that may be used to define one or more APOs.

9.3.5 Application entities
9.3.5.1 Definition of FAL AE

An application entity provides the communication capabilities for a single AP. An FAL AE
provides a set of services and the supporting protocols to enable com isations befween
APs |n a fieldbus environment. The services provided by FAL AEs grouped into
applidation service elements (ASE), such that the FAL services provide&d bfined
by thg ASEs its FAL AE contains. Figure 16 illustrates this concept.

service primitives

9.3.5.

same set of ASEs are of the same AE-type. Two AHEs that
e capable of communicating with each other.

Applig
share

9.3.6 iele > ication service elements
9.3.6.

An application service element (ASE), as defined in ISO/IEC 9545, is a set of applitation
functipns, that provide a capability for the interworking of application-entity-invocations| for a
specific purpose. ASES provide a Set 01 Services for conveying requests and responses 10 and
from application processes and their objects. AEs, as defined above, are represented by a
collection of ASE invocations within the AE.

9.3.6.2 FAL services

FAL services convey functional requests/responses between APs. Each FAL service is
defined to convey requests and responses for access to a real object modeled as an FAL
accessible object.

The FAL defines both confirmed and unconfirmed services. Confirmed service requests are
sent to the AP containing the real object.

An invocation of a confirmed service request may specify an AL-user supplied InvokelD.
When present, this InvokelD is returned in the resulting local service confirmation to that AL-
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user. Confirmed service request APDUs and associated reply APDUs carry a RequestID that
permits the correlation of the two APDUs. In some implementations the AL-user-provided

InvokelD may serve as that RequestID. Similarly, confirmed service indication primitive

s and

associated response primitives carry a locally-formed IndicationID that permits the correlation
of the two primitives. In some implementations the received RequestID, coupled with the FAL

address of the requesting FAL AE, may serve as that IndicationlID.

Unconfirmed services may be sent from the AP containing the real object to send information
about the object. They also may be sent to the AP containing the real object to access the

real object. Both types of unconfirmed services may be defined for the FAL.

9.3.6.— Definitiom of FAL ASES

9.3.6.5.1 General

FAL are also object-oriented. In general, ASEs provide a set g
speci
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9.3.6.3.3 AP ASE
An AP ASE may be specified for the identification and control of FAL APs. The attributes

defined by the AP ASE specify characteristics of the AP about its manufacturer and list its
contents and capabilities.

9.3.6.3.4 APO ASEs

The FAL specifies a set of ASEs with services defined for accessing the APOs of an AP. The
APO ASEs defined for the FAL are defined by each communication model.

9.3.6.3-5——AR-ASE

An AR ASE is specified to establish and maintain application relatiopshi s) ‘that are
used |to convey FAL APDUs between/among APs. ARs repres icat layer
communication channels between APs. AR ASEs are responsible fq (Vi at the
endpqints of ARs. AR ASE services may be defined for establishjng,
ARs, for conveying APDUs for the AE, and for indicating the logal sta 8 user.
In adqition, local services may be defined for accessing certain A

9.3.6. FAL service conveyance

FAL APO ASEs provide services to convey reque users

and real objects.

To actomplish the task of conveying s
for the sending user and three correspending types fox the receiving user are defined. At the

sending user, they accept service requests_and yesponses to be conveyed. Second| they
select the type of FAL APDU that will be u co the request or response and ehcode
the sgrvice parameters info it ion: en they submit the encoded APDU body fto the
AR ASE for conveyance.

At thg receiving uSer,
APDU bodies @

conveyance, they "dgli

these|concepts. <\
\‘\ > Service parameters

FAL APDU Body \
FAL AE erL AE

FAL FAL FAL FAL FAL

Sdrvice “—> APO «—»| AR 4+——p || AR | «—» APO <+“—> Reéi’l
Ser ASE ASE APDUs ASE ASE object

I

\ Service primitives /

ice_ pafameters conveyed by them. To conclude the

DU bodies from the AR ASE. They deco}e the
Juest or response to the user. Figure 19 illustrates

Figure 19 — ASE service conveyance

9.3.6.5 FAL presentation context

The presentation context in the OSI environment is used to distinguish the APDUs of one ASE
from another, and to identify the transfer syntax rules used to encode each APDU. However,
the fieldbus communications architecture does not include the presentation layer. Therefore,
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an alternate mechanism is provided for the FAL by each of the specific types of
communication models.

9.3.7 Application relationships
9.3.7.1 Definition of AR

ARs represent communication channels between APs. They define how information is
communicated between APs. Each AR is characterized by how it conveys ASE service
requests and responses from one AP to another. These characteristics are described below.

9.3.7.2—AR-endpeoints

ARs gre defined as a set of cooperating APs. The AR ASE in each AP Rjlanages\an endpoint
of thel AR, and maintains its local context. The local context of an AR« by the
AR AS$E to control the conveyance of APDUs on the AR.

9.3.7.8 AR-endpoint classes

ARs dre composed of a set of endpoints of compatible classes.MAR dpoi used
to represent AR endpoints that convey APDUs in the s N igation
of endpoint classes, ARs for different models of inter4

9.3.7.4 AR cardinality

ARs g¢haracterize communications betweenN\AR haracteristics of an AR |s the
number of AR endpoints in the AR. AR services between two APs have a

cardirjality of 1-to-1. Those that convey services\f ane AP to a number of APs hpve a
cardinality of 1-to-many. Those that co ve>‘vlce framfto multiple APs have a cardinglity of

manyito-many.

9.3.7.p

ARs provide acé ithin them through the services of one or|more
ASEs| Therefore, Qe e set of ASE services that may be conveyed to and
from these objects Y \ t of services that can be conveyed by the AR are

9.3.7.p6
ARs gre™ode wr two conveyance paths between AR endpoints. Each conveyance
path gonveys 5 in~ehe direction between one or more AR endpoints. Each receiving AR

endpqint for ‘a-.conveyance path receives all APDUs transmitting on the AR by the sending AR
endpqint.

9.3.7.7— AREPTOIesS

Because APs interact with each other through endpoints, a basic determinant of their
compatibility is the role that they play in the AR. The role defines how an AREP interacts with
other AREPs in the AR.

For example, an AREP may operate as a client, a server, a publisher, or a subscriber. When
an AREP interacts with another AREP on a single AR as both a client and a server, it is
defined to have the role of “peer”.

Certain roles may be capable of initiating service requests, while others may be capable only
of responding to service requests. This part of the definition of a role identifies the
requirement for an AR to be capable of conveying requests in either direction, or only in one
direction.


https://iecnorm.com/api/?name=330b2c185d5545d8cfb27cf4550cd20e

TR 61158-1 © IEC:2010(E) - 45—

9.3.7.8 AREP buffers and queues

AREPs may be modeled as a queue or as a buffer. APDUs transferred over a queued AREP
are delivered in the order received for conveyance. The transfer of APDUs over a buffered
AREP is different. In this case, an APDU to be conveyed by the AR ASE is placed in a buffer
for transfer. When the data-link layer gains access to the network, it transmits the contents of
the buffer.

When the AR ASE receives another conveyance request, it replaces the previous contents of
the buffer whether or not they were transmitted. Once an APDU is written into a buffer for
transfer, it is preserved in the buffer until the next APDU to be transmitted replaces it. While

in the_huffer an APDII may be read more than once without deleting it from the buffer or
chanding its contents.

At thg receiving end, the operation is similar. The receiving endpoint aces @ APDU
into a| buffer for access by the AR ASE. When a subsequent APD i arwrites
the prievious APDU in the buffer whether or not it was read. Reading buffer
is nof destructive — it does not destroy or change the conte ing the
contepts to be read from the buffer one or more times.

9.3.7.9 User-triggered and scheduled conveya

Anothler characteristic of an AREP is when the ‘ i g nses.
ARERs that convey them upon submigsion k) 3 > -tri .| Their
convegyance is asynchronous with resgecto retwork op

ARERs that convey requests and respgnses a i , they
are received for transfer are termed ) le of
indicating when transferrg , ission, it was

submitted on time, but transmit

9.3.710 AREP tim

AREHRs convey using the services of the data-link layer. When

 an AREP and supported by the data-link laygr, the

the timneliness capab

ARngorwards 4 P indicajors provided by the data-link layer. These timejiness
indicators make It possih ibers of published data to determine if the data they are
receiing is

To supglort se types of timeliness, the publishing AREP establishes a publisher data-link
conngctio | ype of timeliness configured for it by management. After conngction

establishmen REP receives user data and submits it to the DLL for transmission, where
timelipess_procedues are performed. When the data-link layer has the opportunity to trgnsmit
the datay it.transmits the current timeliness status with the data.

At the subscriber AREP, a data-link connection is opened to receive published data that
reflects the type of timeliness configured for it by management. The data-link layer computes
the timeliness of received data and then delivers it to the AREP. The data is then delivered to
the user AP through the appropriate ASE.

9.3.7.11 Definition and creation of AREPs

AREP definitions specify instances of AREP classes. AREPs may be predefined or they may
be defined using a “create” service if their AE supports this capability.

AREPs may be pre-defined and pre-established, or they may be pre-defined and dynamically
established. Figure 20 depicts these two cases. AREPs also may require both dynamic
definition and establishment or they may be dynamically defined in such a way that they may
be used without any establishment (they are defined in an established state).
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set of identifiers.

Identifiers for APs and APOs within the FAL are defined as key attributes in the class
definitions for APOs. Within these APO definitions, two types of key attributes are commonly

used,

names and numeric identifiers.

9.4.2.2 Names

Names are string-oriented identifiers. They are defined to permit APs and APOs to be named
within the system where they are used. Therefore, although the scope of the name of an APO
is specific to the AP in which it resides, the assignment of the name is administered within the
system in which it is configured.
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Names may be descriptive, although they do not have to be. Descriptive names make it
possible to provide meaningful information, such as its use, about the object they name.

Names may also be coded. Coded names make it possible to identify an object using a short,
compressed form of a name. They are typically simpler to transfer and process, but not as
easy to understand as descriptive names.

9.4.2.3 Numeric identifiers

Numeric identifiers are identifiers whose values are numbers. They are designed for efficient
use within the fieldbus system, and may be assigned for efficient access to APOs by their AP.

9.4.3| Addressing APs accessed through the FAL

Fieldqus addresses represent the network locations of APs. Addre
are thie addresses of the underlying layers that are used to locate t

9.5 |Architecture summary

The qummary of the FAL architecture is presented in_thi 1 illustratgs the

major{components of the FAL architecture and how they relate

NN\ 2 [ (N AP
AE
from input conveyance path (\
remote = Real
AREP(s) ( Object
AR| <
to
remot
AREP(s) out W\/a ¢ \1\> - Real
~ L\ Object

NN\
20N\ N\

Figure 21 — FAL architectural components

Figurg¢ <24, depicts an AP that communicates through the FAL AE. The AP represents its
intern j ; i emote
access services to their related APOs are shown. The AR ASE contains a single AREP that
conveys service requests and responses for the ASEs to one or more remote AREPs located
in remote APs.

9.6 Notional FAL service procedures
9.6.1 Notional FAL confirmed service procedures

The requesting AL-service user invokes a confirmed-service request primitive of its FAL. The
appropriate FAL ASE creates a transaction state machine to control the invocation of the
service, assigns an InstancelD and timeout time to that state machine, builds the related
confirmed-service-request APDU body including that Instance ID, and conveys it on the
specified AR.
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Upon receipt of the confirmed-service-request APDU body, the receiving ASE decodes it. If a
protocol error did not occur, the receiving ASE creates a transaction state machine to manage
the expected response, assigns an independent (second) InstancelD to that state machine,
then delivers a confirmed-service indication primitive to it's AL-service user, with the (second)
InstancelD as an extra implementation parameter.

If the responding AL-service user is able to successfully process the request, the user returns
a confirmed-service response (+) primitive, identifying the transaction by the InstancelD
presented as part of the stimulating indication primitive.

If the respondlng user is unable to successfully process the request the service fa|Is and the

user i again
identi ication
primit

Which th the
inforn when
it forms the APDU to be returned to the initiating ASE

The rg¢sponding ASE builds a confirmed-service-response ofs! i -service
respo imiti ) -service
respo bsting
APDU,

Upon (first)
Instan ith the
appro : g ifiating
ASE has available both the information fro 3 celv Ciated
reque ; ned ) FAL
ASE Wwhi ifi S éason for failure if a failure occurred, and
cance ) N

If the|timer ass s the
returned response’q » on(-)
primit|ve to the regu k ; S [ i ine.
9.6.2

The r . The
appro nveys
it on t

Upon [receipt of the unconfirmed-request APDU body, the receiving ASE(s) participating|in the
AR d¢livefrs the appropriate unconfirmed-service indication primitive to its user. Timeliness

parameters are included in the indication primitive if the AR that conveyed the APDU body
supports timeliness.

9.7 Common FAL attributes

In the specifications of the FAL classes that follow, many classes use the following attributes.
Therefore, these attributes are defined here instead of with the other attributes for each of the
classes, except for the data-type class.

ATTRIBUTES:

1 (o) Key attribute:  Numeric identifier
2 (o) Key attribute: Name

3 (o) Attribute: User description
4 (0)

o] Attribute: Object revision
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Numeric identifier

This optional key attribute specifies the numeric id of the object. It is used as a shorthand
reference by the FAL protocol to identify the object. There are three possibilities for
identification purposes: numeric identifier or name or both. This attribute is required for the
data type model.

Name

This optional key attribute specifies the name of the object. There are three possibilities for
identification purposes: numeric identifier or name or both.

User description

This gptional attribute specifies user defined descriptive information about

Objegt revision

This ¢ptional attribute specifies the revision level of the object.

atfribute

comp )sed of major and minor reV|S|on numbers If Object Revisi ]:tains
se of
majorfminor fields is intended to provide the following features:

Major revision

The Major Revision field contains the major revigi A g ect. A change o the

TH for the object. A change o the
m Qt affected by the change -- that is
us éroperating with the object whien its
m|nor revision is changed ajonrevision remains the same

9.8 |Common FAL s¢

In th¢ specific : rvises jthat follow, many services use the follpwing
paranmeters. The : eré instead of with the other parameters for each of
the sqgrvices.

ARER

This ient information to locally identify the AREP to be uged to
conve ; afmeter may use a key attribute of the AREP to identify the
appligat ti ip. When an AREP supports multiple contexts (established using the
initiat W 3 ne time, the AREP parameter is extended to identify the contgxt as
well a

NOTE | THe"AREPs at a request and corresponding indication are local, and therefore not identical. Howevgr, they
are relpted/by being distinct endpoints of the same AR. The AREPs of results, as conveyed by response and
confirm primitives, are those of the corresponding ndication and request primitives, respectvely. The manner by
which an implementation of these abstract services makes that correlation is not specified in the abstract service
definition, but may be specified in the associated concrete protocol specification.

FAL ASE/FAL class

This parameter specifies the FAL ASE (e.g. AP, AR, variable, data-type, event, function-
invocation, load-region) and the FAL class within the ASE (e.g. AREP, variable-list, notifier,
action).

Numeric ID
This parameter is the numeric identifier of the object.

Error info

This parameter provides error information for service errors. It is returned in confirmed service
response(-) primitives. It is composed of the following elements.
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This parameter indicates the general class of error. Valid values are specified in the
definition of error code parameter, below.

Er

ror code

This parameter identifies the specific service error.

Additional code

This optional parameter identifies the error encountered when processing the request
specific to the object being accessed. When used, the value submitted in the response
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