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INTERNATIONAL ELECTROTECHNICAL COMMISSION

PROGRAMMABLE CONTROLLERS -

Part 4 — User guidelines

FOREWORD

end and in addition to other activities, IEC publishes International Standards, Technical(S$pecifig
hnical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to a
lication(s)”). Their preparation is entrusted to technical committees; any IEC National Conimittee int
he subject dealt with may participate in this preparatory work. International, goyernmental an
ernmental organizations liaising with the IEC also participate in this preparation. [ECG collaborates
the International Organization for Standardization (ISO) in accordance with. ‘Cenditions determi
Eement between the two organizations.

formal decisions or agreements of IEC on technical matters express, as nearly as possible, an interr
sensus of opinion on the relevant subjects since each technical committee has representation f
rested IEC National Committees.

Publications have the form of recommendations for international use and are accepted by IEC N
nmittees in that sense. While all reasonable efforts are made to~ensure that the technical content
lications is accurate, IEC cannot be held responsible for ¢he way in which they are used or
interpretation by any end user.

brder to promote international uniformity, IEC National €ommittees undertake to apply IEC Publi
sparently to the maximum extent possible in their <national and regional publications. Any diveg
veen any IEC Publication and the corresponding natioral or regional publication shall be clearly indig
latter.

provides no marking procedure to indicate “its approval and cannot be rendered responsible
ipment declared to be in conformity with an JEC Publication.

users should ensure that they have the latest edition of this publication.

liability shall attach to IEC or its ditéctors, employees, servants or agents including individual expe
nbers of its technical committees, and’|IEC National Committees for any personal injury, property dan
er damage of any nature whatsoever, whether direct or indirect, or for costs (including legal feq
enses arising out of the publication, use of, or reliance upon, this IEC Publication or any oth
lications.

bntion is drawn to the Normative references cited in this publication. Use of the referenced publica

bntion is drawn to\the possibility that some of the elements of this IEC Publication may be the su
ent rights. IEC.shall not be held responsible for identifying any or all such patent rights.

cal committee may propose the publication of a technical report when it has col

f a different kind from that which is normally published as an International Standa
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This part of the International Standard IEC 61131 has been prepared by subcommittee 65B:
Devices, of IEC Technical Committee 65: Industrial-process measurement and control.

This second edition cancels and replaces the first edition published in 1995. It constitutes a
technical revision.

This second edition of IEC 61131-4 differs extensively from the first edition. The first edition,
IEC 61131-4:1995, initiated some twenty years ago, was mainly tutorial in nature. The present
revision aims to provide an engineering overview of the IEC 61131 series for the end-user of
PLC equipment who may not be expected to delve into the details of the extensive product
standard that is IEC 61131.


https://iecnorm.com/api/?name=a880bd8753dee95806ccf4a698a771cb

-6- TR 61131-4 © IEC:2004(E)

The purpose of this revision is therefore to assist the end-users of PLCs to make efficient and
effective use of the IEC 61131 series, and to realise the benefit of IEC standard compliant
programmable controllers. This revised Technical Report serves as a quick reference and
roadmap. Many of the IEC 61131 parts have gone through their maintenance cycle revisions.
This revision of IEC 61131-4 is based on the latest revisions available.

The text of this technical report is based on the following documents:

Full i
repor

This

IEC 6
Part 1

Part 4:
Part 3:
Part 4:
Part §:
Part 7:
Part §:

The g
the m

Enquiry draft Report on voting
65B/508A/DTR 65B/527/RVC

nformation on the voting for the approval of this technical report can be found
on voting indicated in the above table.

ublication has been drafted in accordance with the ISO/IEC Directives, IRart 2.

: General information

Equipment requirements and tests
Programming languages

User guidelines

Communications

Fuzzy control programming

Guidelines for the application and implementation of programming languages

aintenance result date indicated\on the IEC web site under "http://webstore.iec.

the data related to the specific publi¢ation. At this date, the publication will be

* re

confirmed;

e withdrawn;

* re
e arn
A bilir

placed by a revised. edition, or
hended.

gual version of this Technical Report may be issued at a later date.

1131 consists of the following parts, under the general title: Programmable controll

n the

1
=<
()

ommittee has decided that the copntents of this publication will remain unchanged until

ch" in
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INTRODUCTION

This part of IEC 61131 constitutes the fourth part of a series of standards on programmable
controllers and the associated peripherals and should be read in conjunction with the other
parts of the series.

Where a conflict exists between this and other IEC standards (except basic safety standards),
the provisions of this standard should be considered to govern in the area of programmable
controllers and their associated peripherals.

Terms_af general use are defined in IEC 61131-1_ Mare anpr‘ifi(‘ terms are defined in each

part.
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PROGRAMMABLE CONTROLLERS -

Part 4: User guidelines

Figure 1 — Object of user guidelines

1 General
1.1  Scope and object
The dbject of this Technical report is to introduce the end-users of Programmable Conltroller
(PLC) to the IEC 61131 series, and to assist the end-users in their selection and speeififation
of thejr PLC equipment according to the IEC 61131 series. This user guideline has|as it4 main
audiepce PLC end-users.
PLCs| their application program and their associated peripheralspare considergd as
comppnents of a control system. Therefore, PLC users should take note that this standard
does [not deal with the automated system in which the PLC andPLC system is byt one
comppnent. However, when applying this user guideline, an-overall system architgcture
evalugation is recommended. Functional safety of the overall autemated system is beyond the
scopq of this standard.
An ohjective of this user guideline is to facilitate communication between the PLC usgr and
PLC qupplier according to the specifications of the IEC“61131 series that applies to PL(Js and
their associated peripherals. This information exchange is illustrated in Figure 1.
SUPPLIER J=mmmmmmen USER ------------ \
PLC fact User's own Plant
manutacturer system < engineering
including: : : . -
. engineering including:
Information including:
—seller of the Per flow per ' .
PLC system IEC 61131 ] —prqduct!on
series —third party engineering
—software system .
developér > engineer » —maintenance
engineering
IEC 1025/04
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As depicted in Figure 1, the users consist of system integrators and end-users. The
manufacturer of PLC is required by the IEC 61131 series to furnish appropriate product
information to the user. Optionally, the user supplies operational requirements and
specifications to the manufacturer in order to receive suitable products and services from the
manufacturer. One objective of this Technical Report is therefore to assist in this
communication, especially from the end-user's perspective. Accordingly, this Technical Report
does not detail all the requirements of each and every part of the IEC 61131 series, such as
conformance tests. The user should refer to the individual parts of the standard when needed.

1.2 Normative references

The f nowing rererenced aocuments are Indispensable ToI the application or this dogC ment.
For dated references, only the edition cited applies. For undated references, the latest’gdition
of the|referenced document (including any amendments) applies.

IEC 6[1131-1: Programmable controllers — Part 1: General information

IEC 6[1131-2: Programmable controllers — Part 2: Equipment requirementsyand tests
IEC 6[1131-3: Programmable controllers — Part 3: Programming languages

IEC 6[1131-5: Programmable controllers — Part 5: Communications

IEC 6[1131-7: Programmable controllers — Part 7: Fuzzy control pregramming

IEC 6[1131-8: Programmable controllers — Part 8: Guidelines for the application and
implementation of programming languages

1.3 |Use of this report

A PLC application starts with the user's system analysis and specification. Inquiries and
discusgsions (and suggestions/recommendations) with the manufacturer necessitate the yse of
a mutually agreed language for interactive information exchange as in Figure 1. The us¢r can
use t%s report as a basis and/or to supplement any in-house system design rules. Th{ user
can then specify the equipment and software requirements according to the relevant parts in
the IHC 61131 series. In this user guideline, introductions and briefings of various parts |of the
IEC 61131 series are presented in-Annex A according to the divisions in the IEC 61131 Eeries.
For example, Clause A.1 coversiHEC 61131-1, Clause A.2 covers IEC 61131-2, etc.

This Technical Report presents only those specifications for which the user may haye an
immegdiate need for reference. It is not a complete summary of the whole IEC 61131 serigs.
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2 Terms and definitions

For the purposes of this part of IEC 61131, the following terms and definitions, as well as
those given in IEC 61131-1, apply.

2.1

application program (user program)

logical assembly of all the programming language elements and constructs necessary for the
intended signal processing required for the control of a machine or process by a PLC system

2.2
automated system
contrgl system beyond the scope of IEC 61131 in which PLC systems are incorporated|by or
for the user, but which also contains other components including their application. programs

2.3
operdtor (human)
persopn commanding and monitoring a machine or process throughan HMI connected fo the
PLC. | The operator does not change the PLC hardware configuration, software ar the
appligation program. A PLC is not intended for use by untrain€d,personnel. The operator is
assumed to be aware of the general hazards in an industrial environment.

2.4
progrfammable controller
digital|ly operating electronic system, designed for 'dse in an industrial environment, which
uses |a programmable memory for the internalstorage of user-oriented instructions to
implement specific functions (such as logic, sequencing, timing, counting and arithmetic) to
contrgl, through digital or analogue inputs™and outputs, various types of machines or
procepses.

NOTE | In the first edition of the IEC 61131 Series, the acronym “PC” was used for Programmable Controller.
Howevegr, usage of the earlier acronym PLC-has been persisted with the majority of industries. After consyltation,
IEC Subcommittee 65B WG7 recommendedithat the more widely accepted acronym PLC be used, starting with all
new editions of the IEC 61131 standard.

2.5
progrjammable controller system
user-assembled configdration, consisting of a programmable controller and assogiated
peripherals that _is, _.necessary for the intended automated system. It consists of| units
intercpnnected oy cables or plug-in connections for permanent installation and by cabjes or
other means_foh portable and transportable peripherals.

2.6

servicepersonnel
person changing or repairing the PLC hardware configuration or the application programme.

The service person may also install software updates provided by the manufacturer. They are
assumed to be trained in the programming and operation of the PLC equipment and its use.

They are persons having the appropriate technical training and experience necessary to be
aware of hazards — in particular, electrical hazards — to which they are exposed in performing
a task and of measures to minimize danger to themselves or to other persons or to the
equipment.
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3 General recommendations for installation

The installation procedure should fulfil the requirements given by documents, which are
prepared during the system selection/engineering/application phase. Not all site conditions
can be recognized at the PLC selection phase. During installation, it is important to update all
engineering and application documents according to how the PLC equipment is assembled or
modified on site.

3.1 Environmental conditions

The yser—shoutd—enstre—that—care—is—taken uunuclll;lly tcu|pc|atU|c, uuntalninantc, ghOCk,
vibratjon and electromagnetic influence. Refer to IEC 61131-2 for specific envirohmental
requinrements. Table 1 describes environmental conditions to be evaluated during installgtion.

Table 1 — Environmental conditions

Criteria Comments and considerations

Tempefrature Check for possible influence of steady or temporary heat‘sources:

- space heater
- solar heat
- hot goods passing by

Contaminants Moisture, corrosive gases, liquids and conductive dust can affect the functiop of a
PLC system. Therefore, check:

- use of adequate enclosures in compliance with international/national cogles
- compliance with manufacturers installation instructions
- degradation of thermal efficiehcy caused by dust

Shock jand vibration Check for possible effects an site:

- engines

- compressors

- transfer lines

- presses, hamnmjers
- vehicles

Electrdmagnetic interference | Check electiomagnetic interference from various sources on site:

- motors

- switch gears, thyristors

- (radio-controlled equipment
-+ Welding equipment

~_ ~ electrical arcs

= switched power supplies

- power converters/inverters

3.2 (Field wiring

Propdr field\wiring practices are of prime importance to the application of PLCs. The ingtaller
needq to follow the manufacturer's wiring instructions and applicable local regulations.

Two earthing/grounding requirements need to be fulfilled during installation: protective earth
(safety grounding) and functional earth (signal ground reference).

Protective earthing requires the solid connection (e.g., low impedance connection, including
star washers, welding, soldering, etc.) of inactive metal parts to an equipotential metallic grid
(frames, chassis, cabinets). The grid needs to be connected to protective earth in accordance
with local and national codes.

Functional earthing needs to be installed as the low impedance network of signal ground
reference lines. It should be a network separate from protective earthing.

Protective and functional earth networks may be interconnected via wires or other low
impedance paths. Such interconnections or lack thereof may be required by applicable
local/national codes, or due to noise reduction requirements, depending on the type of
controlled process/equipment. Table 2 describes installation rules of earthing measures.
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Table 2 — Installation rules: earthing measures

Criteria Reference Comments and considerations
Protective - Provide sufficient conductor cross-section for connections to earth.
earthing - Doors should have electrical connections according to local and national
codes.
- Verify connections are tight and resistant to vibration and corrosion.
Functional - Usually functional ground reference is connected only at a single point to
earthing earth. When more than one connection to earth is made, care should be

taken to avoid ground loop interference. Such multipoint earth connections
must be made to an equipotential grid.

Protective earth conductors may be suitable for functional grounding. Such

practice can be determined on site by measurement at 50 Hz/60 Hz,and at
frequencies above signal frequency. Such quality may be improved\by
specially installed electrodes or, possibly, earthed conductive building
structures.

If a direct connection of the signal ground reference conductor of the HLC to
earth is not possible, the connection may be made via a suitable capagitor.
The capacitor should correspond to the rated insulatipn woltage of the PLC
circuit, and should have good high-frequency properties. Static charging can
be prevented by the use of a high ohm value resistor for discharge.

There should be no discontinuities on ground eircuits, such as could b¢
introduced by terminals and sockets.

Caution — protective earthing is intended to reduce the risk of electric shock fiazard. Under no circumstanceg
should|the protective earth be disconnected from the PLC. Functional earth*connections may be temporarily
disconmected for servicing and/or maintenance as required.

3.3 |Electromagnetic compatibility

A number of common installation practices have been found to minimise EMC related

problgms. Some of these are listed in Table 3

Table 3 — Installation rules: EMC

Crjteria

Reference

Comments and considerations

Mains

Mains conductors should be separately installed from other PLC wirind, i.e.,
cable spacings of 10 cm or more from signal cables.

Unavoidable crossing should be at right angles.
Use of mains' filters on the cabinet feed-ins may be required.
Transient suppressor at mains' entrance may be required.

Input/output

Separation of the field wiring from internal 1/O cabling and from bus lirjes.

Care must be taken not to compromise isolation of circuits (e.g., by odtical
separation) between I/O field wiring and internal PLC system.

Filtering of susceptible 1/0 cables may be required.
Use of shielded cables with low inductance cable shields (low-level signals).
Earthing measurement in each individual case must be determined on|site.

Shield may be connected to functional ground or protective earth.

Electrical contacts in series with inductive loads require special attention for
voltage surge and stored energy.

Noise sources

Noise damping at emission sources with noise suppressers such as:

Separate cables for input, outputs, and power circuits.
Minimise the total length of wiring.
Use of manufacturer recommended cables and leads.

Analogue and
other noise-
sensitive circuits

Use of shielded wires.
Use of twisted-pair wiring.

Routing

Interference voltage or current noise can enter PLCs where connections are
made, as well as the power supply connections. The wiring which extends
between the PLC and these control devices should be properly routed to
minimize induced noise on these wires.
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User system markings

system markings of components (sensors, actuators, cables, distribution-boards,
enclosures, modules, etc.) should be done in accordance with the installation drawings and

able codes.

Special care needs to be taken on markings of wiring. Each and every field wire should be
identified with a marking corresponding to drawing. Alteration from the drawing should be

noted

on the same drawing immediately.

Care needs to be taken to ensure the following:

- m
— ag
— fu

q

-V

— CQO

4 P

When
taken
requif
sector
provid
intend

4.1

Funct
functi
maint
ofas

“Safe
The |
reduc
“intolq
is as
hazar,

The t

hrkings need to be indelible;

equate sizes of letters and signs;

5e location, type, rating need to be clearly marked;

bibility of markings; and

nformity with installation drawings according to revision of final documents.

LC in functional safety applications

PLCs are required to perform safety functions, it is nesessary that special measu
to avoid and limit dangerous failures of the functional-safety-related system. D¢g
ements for Safety-Related System (SRS) are contained in IEC 61508 and in em

e an overview of some of the functional safety issues that will need to be addressed. It
ed to provide definitive or detailed guidance for implementation.

Functional safety and safety-related-system concept

onal safety, as defined in IEC 64508, refers to the ability of a SRS to carry o
bns necessary to achieve a‘safe state for the Equipment Under Control (EUC)
hin a safe state for the EUC-In this definition, the main subject is focused on the
bfety-related system to dowhat it is required to do.

y” refers to freedem-from unacceptable risk. It follows that there are acceptable
bvel of risks may_be categorized as “broadly acceptable”,
lion is impracticable (the As Low As Reasonably Practical, ALARP, principle) an
rable” where\risks cannot be justified, except in extraordinary circumstances. Risk
sessed as¢a combination of “Consequence of hazardous event” and “Frequern

dous event”.

es be
tailed
erging

implementation standards such as the IEC 61514 series. The purpose of this Clausg is to

is not

Ut the
or to
ability

risks.

tolerable” where further risk

d, the
level
cy of

y the

ask of a SRS is to reduce the risk to a tolerable level or lower as prescribed |

controt SystenTdesigner This TisK-reduction modet 15 depicted ImFigure 2:

NOTE 1 The IEC 61131 series does not deal with the functional safety or other safety aspects of the overal
automated system. Safety considerations for the overall automated system are beyond the scope of this standard.

NOTE 2 The IEC 61131 series does not contain a part on functional safety. At the preparation of this part of IEC

61131,

a sector standard for PLC and similar equipment is under consideration.

NOTE 3 Safety, as covered in IEC 61131-2, refers to prevention of electric shock and fire hazards.
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Actual Tolerable risk Inherit risk of EUC (including
remaining level the addition of protective
risk features)
v \ 4
Low EUC RISK LEVEL Hiah
Risk reduction achieved Risk
by SRS #2 (e.g. PLC reduction
used at SIL 4, 3, or 2 as achieved
specified) by SRS #1

Each [SRS is assigned Safety Functions and is to fulfil the safety functions with a pres

Figure 2 — SRS in risk reduction concept

IEC 1026/04

Cribed

Safety Integrity Level (SIL) requirement. IEC 61508 categorises SIL in four levels as listed in
Table|4 for Demand Mode and in Table 5 for Continuous/Mode.

Table 4 — SIL of demand mode safety functions

SIL

Average probability of failure to perform the
safety function on demand (PFD)

>10-5to < 104

> 104 to < 10-3

N | w ]| »

>10-3 to < 102

>10-2 to < 10-1

Table 5 - SIL

of continuous mode safety functions

SIL

Probability of a dangerous failure of the
safety function (per hour)

> 10-9to < 10-8

>10-8 to < 107

N | w ]| »

>10-7 to < 10-6

> 10-6 to < 10-5

Note that Table 5 can also be used for Demand Mode safety functions when the demand rate
is high compared with the proof test frequency of the safety function. Typically, when the
demand rate is higher than twice the proof test frequency, then it is reasonable to specify the
safety function in terms of probability of failure per hour using Table 5.

The international standard for safety instrumented system for the process industry is the
IEC 61511 series. In the IEC 61511 series, the safety instrumented system (SIS) includes all
components and subsystems necessary to carry out the safety instrumented function, from
sensor(s) to actuator(s).
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For the machine sector, IEC 62061 is in preparation. This standard is being harmonized with
international standard ISO 13849-1 (EN 954-1). The Safety-Related Part (SRP) which carries
out safety functions is viewed as a component of the total control system. The ability of SRP
to fulfil a safety function is described as Performance Levels (PL). Performance Levels PL-a,
PL-b, PL-c, PL-d, and PL-e correspond to the “average probability of a dangerous failure per
hour” ranging from 10~4 to 10-8. The required PL (for a SRP) is determined on risk
parameters of “Severity of injury”, “Frequency and/or exposure time to the hazard” and
“Probability of avoiding the hazard”. Each of these parameters is categorized as high or low.
PL-a describes risks lower than SIL1. PL-b and c approximately correspond to SIL1. PL-d
corresponds to SIL2 and PL-e corresponds to SIL3. A SRP is then specified as one of five
categories: Basic, 1, 2, 3, and 4.

4.2 |Using a PLC in a safety-related application

When| applying a PLC in a safety-related application (that is, an application whereva failyre of
the SRS to carry out its intended safety function could lead to injury, loss of life’or damage to
health}), then it will be necessary to take into account the likelihood of dangerous failue due
to rarjJdom hardware faults. It will also be necessary to address the possibility of systgmatic
faults|in hardware and software.

Notice¢ that safety-related applications should not be confused with basic control applicptions
wherg there are other measures, such as safety interlocks, ayhich provide protection jn the
event|of such failure.

In safety-related applications, a PLC will usually farm* only one part of a programmable
electrpnic safety-related system. The other parts, or‘subsystems, of the SRS include swjtches
and/of sensors as input devices and contactors andlor valves as output actuators.

4.2.1 Safety functions

In orgder to determine the particular. cequirements for a PLC used in a safety-related
applidation, it is first necessary to specify the entire safety requirements of the safety-related
system.

The dafety requirements of a‘programmable electronic SRS are assigned safety fungtions.
Each [safety function required”to be carried out by the SRS is specified in terms of $afety
Functjon and Safety Integrity Level (SIL). The safety functional specification is a descfiption
of the| required functionin terms of the action of the safety-related system under a specific set
of cirgumstances.

It is very important that the safety functional specification also needs to include a desctiption
of any states.of the system which should be avoided in order to prevent hazardous situdtions.
For example, in the case of a system used for an emergency stop safety function|on a
mach(nédool, it is necessary to ensure that the machine does not restart when the emergency
stop &actvater—is—reset—FHhe—machine—restarts—onty—when—at—faults—are—cleared—eand—a start

command is given.

4.2.2 Safety Integrity Level (SIL)

The Safety Integrity Level (SIL) part of the safety functions specification is a measure of the
target acceptable probability of failure of the safety function. To determine the SIL level for a
safety function, it is necessary to take into account the hazards and risks associated with the
application together with the tolerable risk target, and any contribution to risk reduction
provided by other safety measures. Generic methods for SIL determination are given in
IEC 61508-5. Sector functional safety standards provide guidance relevant to particular
applications (see, for example, IEC 61511-3 for the process sector or |IEC 62061 for the
machinery sector).
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Experts in the industry have found that in order to achieve the required reduction of
dangerous failure rates required for higher levels of safety integrity (e.g. SIL3 and above), it
may be necessary to employ redundant architectures (e.g. 2 out of 3 voting), even taking into
account the high levels of diagnostic coverage (e.g. >99 %) typically seen in such PLCs.

4.3 Requirements on PLCs in a safety-related system

In order for a safety-related system to meet the requirements of IEC 61508 or associated
sector standards, it is necessary that the following characteristics of a PLC used in the safety-
related system be taken account of when designing a safety-related system to carry out a
safety function with a specified SIL:

— hgrdware reliability;
- d
— pdgriodic testing/maintenance requirements;

hgnostic test coverage and test interval,

— hgrdware fault tolerance; and
— SIL capability.

This ipformation should be obtained from the PLC manufacturer.

Notice that the ‘SIL capability’ is the highest SIL which can ke claimed for a safety fupction

which|uses the PLC, taking into account the measures and techniques used for the avoifance

and cpntrol of systematic faults in the PLC hardware and software (including system software

and firmware) according to IEC 61508. Note also that jnérder to determine the actual SH’L that
i

can be claimed for a safety function in a particular application, it is necessary to consiger all
of thelabove characteristics for all of the subsystemis which contribute to the safety functjon.

4.4 |Integration of PLC into a safety-related’system

The grocess for deployment of protective:features may be illustrated in the event analysis
diagrgm in Figure 3.

The activities undertaken to integrate a PLC into a safety-related system include the
develppment of application_ssoftware safety requirements. Application programming or
confiduration and testing should be carried out and verified according to the requirements of
IEC 6[1508 or associated sector standards. It will be necessary to determine how frequgntly it
is required to undertake-proof tests in order to detect any dangerous faults which are not
revealed by the autgmatic diagnostic tests. Proof tests are particularly important when|PLCs
are applied in redundant configurations, or when there are components (such as batferies)
whosg failure may-not be apparent during normal operation.

If preyioustyndeveloped application software library functions are to be used, their suitabjlity in
satisfying the software safety requirements specifications need to be verified. Suitability may
be based on evidence of satisfactory operation in a similar application which has| been
demonstrated to have similar functionality or having been subject to the same verification and
validation procedures as would be expected for newly developed software. Any constraints
from the previous software environment (for example operating system and compiler
dependencies, order of execution of library functions, etc.) need to be evaluated.

Application programs should be well documented, including at the least the following
information:

— legal entity (e.g.: company, author(s), etc.);

— description;

— tractability to application functional requirements;

— logic conventions used;

— standard library functions used (and associated justifications, see above);
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— inputs and outputs; and
— configuration management including a history of changes.

All integration (including hardware, software, mechanical assembly and wiring, use of tools
and programming languages, interfacing of inputs and outputs) need to be in accordance with
instructions of the PLC manufacturer.

Note that extreme caution should be exercised when combining PLCs in redundant
architectures in order to meet hardware reliability requirements. Such architectures could
introduce the possibility of systematic failure modes associated with timing synchronization
and voting which may outweigh the benefits to be gained from redundancy.

Integration should take into account the possibility of reasonably foreseeable fault condjtions,
such [as open circuits on inputs or power supply failure, so as to ensure that‘such fault
conditions do not lead to hazardous situations.

Care ghould be taken to ensure that it is not possible, during use of the IRLLC, for a prgvious
versign of an application program (e.g. stored in NVRAM) to over-write @n“application program
which| may have been changed to remove faults. Such over-writing_could lead to software
faults|being re-introduced.
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Figure 3 — Event tree analysis for deployment of SRS
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Annex A
(informative)
Overview of normative parts of IEC 61131

This Annex presents overviews of all normative parts of the IEC 61131 series. Not presented
are |IEC 61131-4, which is this Technical Report, IEC 61131-8 which is itself a guideline
Technical Report and IEC 61131-6 which is reserved for future use.

This A Stause 2 Stause s number and title

with the part number of the IEG*$1131

dlSe .

. , _ .
ot Subclause numbers) correspond directly

(buF

serieq, viz:

Clause A.1: Overview of IEC 61131-1;
Clause A.2: Overview of IEC 61131-2;
Clause A.3: Overview of IEC 61131-3;
Clausge A.4: (blank);

Clause A.5: Overview of IEC 61131-5;
Clause A.6: (blank);

Clause A.7: Overview of IEC 61131-7;
Clausge A.8; (blank).

The plurpose of this Annex is to provide the user, with a window and a bridge to the IEC 61131
4. It is not intended as a definitive specifications on PLCs, nor does it intend to subgtitute
for any part of the IEC 61131 series. ThiscAnnex is prepared to provide informatioh and
ive guidance on IEC 61131 in its entirety, more related to the user point of view.

Some| key specifications in IEC 611311, IEC 61131-2 and IEC 61131-3 that are espgcially
germane to the user’s specification:and selection of PLCs are reflected directly from [those
parts.

A.1 [ Overview of IEC:61131-1

A.1.1 General

The dcope of IEG-61131-1 is to deal with the framework for the overall IEC 61131 seffes. It
appligs to PLCs and their associated peripherals which have as their intended use the gontrol
and qommand of machines and industrial processes. IEC 61131-1 defines the termp and
principal functional characteristics of programmable controller system.

PLCs and their associated peripherals are intended to be used in an industrial environment. If
a PLC or its associated peripherals are used in other environments, then the specific
requirements, standards and installation practices for those other environments must be
additionally applied to the PLC and its associated peripherals.

The IEC 61131 series does not deal with the functional safety or other aspects of the overall
automated system. Safety considerations for the overall automated system is beyond the
scope of this standard.

PLC safety as related to electric shock and fire hazards, electrical interference immunity and
error detecting of the PLC system operation are addressed in the IEC 61131 series. For
installation IEC 60364 and applicable national/local regulations should be referred to. IEC
61131-1 was prepared with normative referencing to IEC 61131-2 and IEC 61131-3.
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Terms and definitions
of the terms and definitions used in IEC 61131-1 are as follows:

eld devices

catalogued part to provide input and/or output interface or to provide data pre-conditioning.

NOTE The abbreviation “PLC” is used in this standard to stand for “programmable controllers”, as is the
common practice in the automation industry. The use of “PC” as abbreviation to “programmable controllers”
leads to confusion with personal computers.

b) Programmable Controller system (PLC system)

user-built configuration, consisting of a programmable controller and associated peri-
pherals, that is necessary for the intended automated system. It consists of
inferconnected by cables or plug-in connections for permanent installation and ©y ¢ables
orlother means for portable and transportable peripherals.

c) Pilogramming And Debugging Tool (PADT)

catalogued peripheral to assist in programming, testing, commissioning and tr

shooting the PLC system application, program storage and documentation. PADTs m

u
be
o(

ed as Human-Machine-Interface (HMI). PADTs are said to be pluggable when the
plugged or unplugged into their associated interface at any time without any risk
erator and the application. In all other cases, PADTs are said to be fixed.

d) Remote Input/Output Station (RIOS)

m
al
m
on
en
m

A.1.3
A.1.3
The s

Figure¢ A.2 and Figure A.3. These models are the basis of IEC 61131-2 on hardware

61131

hnufacturer’s catalogued part of a PLC system, including input and/or output inte
owed to operate only under the hierarchy of the/main processing unit (CPU) f
iItiplexing/de-multiplexing and dated pre-processing/post-processing. The RIOS

ly peripheral permitted to have limited autonomous operation, for example,

nergency conditions such as breakdown of the' communication link to the CPU, or
hintenance and trouble-shooting operations are to be performed.

Functional characteristics
1 Basic functional structure of a PLC system
tructure of a PLC systemcand communication interfaces are illustrated in Figur

-3 on programming, IEC 61131-5 on communication and IEC 61131-7 on

programming.

units

buble-
ay be
y may
to the

faces
br 1/0O
s the
under
when

e A1,
, IEC
fuzzy
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Other systems

i

A%

Man-machine
| interface —==— Operator
functions

Communication
functions

Programming
|| debugging and
testing functions

Application
programmer

Signal M
processing Operating
functions | system
functions

Power
Mains supply Application Application

supply function program |<— || program
Execution storage functions

Data

—| storage
functions

INTERFACE functions to
sensors and actuators

7 7

U

Machine/Process

IEC 1028/04
Figure A.1 =Basic functional structure of a PLC system
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Peripherals /
Remote I/O station(s) / /

Main processing unit

Input module(s)

Memory (ies)
and Output module(s)

Communication module(s)

Power supply unit(s)

Implementer-specific subsystem(s)

IEC 1029/04

Figure A.2 — PLC hardware model

The GPU function consists of the application program/storage, the data storage, the opdrating
system, the execution of the application program:function and processes signals obfained
from $ensors as well as internal data storage and generates signals to actuators as well as
internpl data storage in accordance with the application program. These include:

— Inferface function to sensors and actuators converts 1/O signals including pre-processed
signal from special modules suchsas PID, fuzzy control module, high speed counter
module, and motion module.

— Communication function provides the data exchange with other systems (third|party
dgvices) such as other PLC:systems, robot controllers, computers, etc.

— Hdiman-Machine Interface”(HMI) function provides for interaction between the opgrator,
the signal processing.function and the machine/process.

— Programming, debugging, testing and documentation functions provide for applifation
prpgram generation and loading, monitoring, testing and debugging as well 3s for
application program documentation and archiving.

— Pqgwer supply functions.
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Peripheral
(permanently /non-permanently installed)

Ar Digital and analog

P> Functional earthing port

Power Supply —|F-|
— K|
Auxiliary Power

Open communication signals
o interface/port
(internal communications also open

input signal interface/port
I 4 rfacel
Remote IOS J‘| ‘ 1/0 power interface/port
C 1 Digital and analog
et . N
m—| Local eXtenSIon Jj DI output signal interface/port
LO. H 3 I? s
Al rack e v
E ’ Communication signals interface/port
_—I with third party devices
(computers, printers, fieldbus, ete)
l(\illeeSTory __FI ‘ Mains power input interface/port
Output  |D
and Module(s :j-l
. Auxiliary poweroutput interface/port
PFQCBSSIHQ —LI > (to providé“energy for sensors
Unlt(S) Commu- and actuators)
nication E_I G
MOd.UIeS ——I ’ Protective earthing port
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BeI

L N R A

el b kb b b b

Supply (optional) to third party devices
G.|
l:q
Be
Bi

Limit of the scope of this standard Interfaced devices and signals

> <«

IEC 1030/04
Figure A.3 — Typical interface/port diagram of a PLC system

A.1.3.2 Characteristics of the CPU function
A.1.3.21 Programmable functions

Capabilities of a PLC are determined by programmable functions of the CPU, summarised in
Table A.1.
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Table A.1 — Summary of programmable functions

Function group Examples

Logic control Programming language elements

— Logic AND, OR, NOT, XOR, bi-stable elements
— Timers On-delay, off-delay

— Counters Up and/or down counting (of pulses)
Signal/data processing

— Math

ematical functions Basic arithmetic: ADD, SUB, MUL, DIV
Extended arithmetic: SQRT, trigonometric functio

ns

Comparisons: greater, smaller, equal

— Datalhandling Selecting, formatting, moving
— Analggue data processing PID, integration, filtering (not as standardjelements)
Fuzzy control
Interfaging functions
— Inpuyt/output Analogue, digital /0O modules
— Othpr systems BCD conversion, Communication protocols
- HM Display, commands
— Printers Messages, reports
— Masp memory Logging
Execut|on control periodic Periodic, event:driven execution
Systen| configuration Status chécking
A.1.3]2.2 Operating system and re-start of PLC

The @
Accor

systein is to re-start after interruption of operation. Re-start is classified into Cold resta

restarn

1) C¢

Regstart of the PLC system.and its application program after all dynamic data (var

su
re
a
pU
2) Hq

perating system is responsible for the mianagement of internal PLC system fung
ding to the controlled system application, the user needs to ascertain how thg

t, and Warm restart.

Id restart

ch as 1/0 image, internal registers, timers, counters, etc., and program context
set to a predetermined.state. A cold restart may be automatic (e.g. after a power f
oss of informationyin the dynamic portion(s) of the memory(ies), etc.) or manua
sh-button reset; ‘etc.).

t restart

R
S

dyinamic,data as well as the application program context are restored or unchanged.
Hot\testart capability requires a separately powered real time clock or timer to dete

start after. power failure, within the maximum interruption time allowed, for the
tem to-recover as if there had been no power failure. All 1/O information and

tions.
PLC
t, Hot

ables
5) are
pilure,
(e.g.

PLC
other

rmine

elapsed time since the power failure was detected and a user accessible means to
program the process dependent maximum interruption time allowed.

3) Warm restart

Restart after a power failure with a user programmed predetermined set of dynamic data
and a system predetermined application program context. A warm restart is identified by a
status flag or equivalent means made available to the application program indicating that
the power failure shut down of the PLC system was detected in the run mode. At warm
restart, usually only the MPU is supplied with Un-interruptible Power Supply (UPS) power

SO

urce.
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A1.4 Languages and documentation of program

For programming of the PLC application, four types of languages are defined in IEC 61131-3.
These languages are: Instruction List (IL), Structured Test (ST), Function Block Diagram (FBD)
and Ladder Diagram (LD). Although one type of language may be more widely used in a
particular region, the collection encompasses the whole spectrum of software technology and
complement each other in many instances. The user may note that IEC 61131-3 specifies
PLC language elements and does not describe any particular language in practical use. Such
practical language would necessarily include proprietary information or copyright issues that
are outside the scope of this standard.

Appligatton program(s) shoutd be documented T a package that may consistof descripfion(s)
of thg hardware configuration(s) with project-dependent notations. Program documemtation
should include the following:

— prpgram listing with mnemonics for signal and data;
— crpss-reference tables for all data processed,;

— cgmments;

— dgscription of modifications;

— maintenance manual.

Appligation program archiving in non-volatile media enables)rapid repair and minimizes gown-
time.

A1.5 Availability and reliability

Every| automated system requires a certain Iével of availability and reliability of its gontrol
system. It is the user's responsibility to ensure that the architecture of the overall automated
system, the characteristics of the PLC system and its application program will jointly gatisfy
the infended application requirements. Factors governing availability and reliability include:

a) Architecture of the automated system

Tgchniques such as redundancy, fault tolerance and automatic error checking, as well as
machine/process diagnostic functions can provide enhancements in the area of availpbility
of|the automated system.

b) Arnchitecture of the programmable controller system

A [modular construction in conjunction with suitable internal self-tests allowing rapid fault
identification/may provide enhancements in the area of maintainability of the PLC slystem
arld therefore of the availability of the automated system. Techniques such as redunfdancy
and fauli tolerance may also be considered for special applications. Evaluatipn of
availability and reliability of a PLC system with a particular architecture may be carriéd out
with'the help of related |IFC standards such as IFC 61508-6 for the process industry

c) Design, testing and maintenance of the application program

Most programmable controllers provide enough computing power to permit implementation
of diagnostic functions in addition to the minimum control function. Machine/process
behaviour modelling and subsequent identification of faulty conditions should be
considered.

Adequate testing of the application program is mandatory. The extent of testing, such as
point-to-point, loop back or full simulation of process, should be specified. Every
modification requires proper design and testing such that the overall availability and
reliability are not impaired. The program documentation needs to be maintained and
annotated accordingly.
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d) Installation and service conditions

PLC systems are typically of rugged design and construction intended for general purpose
service. The more stressful the service conditions are, the more degradation is possible
for availability and reliability. Conversely, improvements in availability and reliability may
be expected when actual service conditions are less stressful than the normal service
conditions specified in IEC 61131-2.

Some applications may require consideration of special enclosure, cooling, electrical noise
protection, etc., for reliable operation.

A.2 _Overview of IEC 61131-2

A.2.1 General
A.2.11 Scope and objectives

IEC 6[1131-2 establishes the functional, electrical safety, electromagneticlcompatibility (EMC)
and glectrical, mechanical, environmental and construction requirements for the PLC and
speci]ies testing methods accordingly. This standard covers PLCs and any prqgducts
perfoqming the function of PLCs and their associated peripherals’ Only equipment intended
for uge in an industrial environment for control and command of machines and indystrial
procegses are covered.

This ptandard also applies to any products performing the function of PLCs and/of their
peripherals.

Equipment covered in IEC 61131-2 are intended for use in Overvoltage Category Il 3s per
IEC 6PD664-1 in low-voltage installations wherecthe rated mains supply does not exceed |1 000
V r.mjs. or 1 500 V DC.

The pbject of IEC 61131-2 is to _éstablish the definitions and identify the pripciple
charafteristics relevant to the selection and application of PLCs and their assogiated
peripherals. It specifies the minimum requirements for functional, electrical, mechanical,
envirgnmental and construction® characteristics, service conditions, safety, EMC,| user
programming and tests appli¢aple to PLCs and the associated peripherals.

A.2.1{2 Compliance with this standard

When|[ compliancewwith IEC 61131-2 is indicated without qualification, compliance wijth all
clausgs, including*all tests and verifications required in IEC 61131-2, must be verified.
Moregver, the mianufacturer’s obligations expressed in IEC 61131-2 are not waived if n¢ type
test id required, or if the test conditions are restricted for practical reasons.

When|[ compliance with some portion of IEC 61131-2 is indicated, it is only necessary to|verify
compliance with those clauses against which the compliance claim is made. The
manufacturer’'s obligations as indicated above are still applicable. The smallest unit of
IEC 61131-2 for compliance purposes is a Clause, such as Functional Requirements,
Immunity Requirements, Safety Requirements, etc.

All requirements not tested according to Tests and Verifications Clauses need to be verifiable
under a procedure to be agreed upon by the manufacturer and the user. The manufacturer
needs to provide, on request, compliance verification information for all requirements
referenced in the claims of compliance with all or a portion of this standard.
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A.2.1.3 Normative references

IEC 61131-2 lists some 28 normative references, including:
IEC 60068-2-1, Environmental testing - Part 2: Tests. Tests A: Cold

IEC 60364-4-443, Electrical installations of buildings — Part 4: Protection for safety — Chapter
44: Protection against overvoltages — Section 443: Protection against overvoltages of
atmospheric origin or due to switching

IEC 6Q447-DB:20021 Cr::’nhinnl Qymhnle for use on equipment

IEC 6529, Degrees of protection provided by enclosures (IP Code)

IEC 60664-1:1992, Insulation coordination for equipment within low-voltage systems — Rart 1:
Principles, requirements and tests

IEC 6P0664-3:1992, Insulation coordination for equipment within low-voltage systems — Rart 3:
Use df coatings to achieve insulation coordination of printed board/assemblies

IEC 6Pp695-2-1, Fire hazard testing — Part 2: Test methods <.Section 1. Glow-wire test and
methagds

IEC 6P707, Flammability of solid non-metallic materials-when exposed to flame sources  List
of tesf methods

IEC 6D947, Low-voltage switchgear and controlgear

IEC 6Pp950, Safety of information technology equipment, including electrical business
equipment

IEC 60947-5-1:1997, Low-voltage™switchgear and controlgear — Part 5-1: Control pircuit
devicgs and switching elements = Electromechanical control circuit devices

IEC 600947-7-1:2002, Low-voltage switchgear and controlgear — Part 7-1: Ancillary equipment
— Terminal blocks for copper conductors

IEC 6PD950-1:2001, Information technology equipment—Safety — Part 1: General requirements

IEC 61000-4-2:4995, Electromagnetic compatibility (EMC) — Part 4-2: Testing and measure-
ment fechniques'— Electrostatic discharge immunity test

IEC §10@00-4-3:2002, Electromagnetic compatibility (EMC) — Part 4-3: Testing and measure-

ment pnhniqune — Radiated rndin_frnqrmnr‘y plpr‘frnmngnpfin field immunify test

IEC 61000-4-4:1995, Electromagnetic compatibility (EMC) — Part 4: Testing and measurement
techniques — Section 4: Electrical fast transient/burst immunity test

IEC 61000-4-5:1995, Electromagnetic compatibility (EMC) — Part 4-5: Testing and measure-
ment techniques — Surge immunity test

IEC 61000-4-6:1996, Electromagnetic compatibility (EMC) — Part 4-6: Testing and measure-
ment techniques — Immunity to conducted disturbances induced by radio-frequency fields

1 "DB" refers to the IEC on-line database.
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IEC 61000-4-8:1993, Electromagnetic compatibility (EMC) — Part 4-8: Testing and measure-
ment techniques — Power frequency magnetic field immunity test

IEC 61000-4-12:1995, Electromagnetic compatibility (EMC) — Part 4-12: Testing and measure-
ment techniques — Oscillatory waves immunity test

IEC 61010-1:2001, Safety requirements for electrical equipment for measurement, control,
and laboratory use — Part 1: General requirements

CISPR 11:1999, Industrial, scientific and medical (ISM) radio-frequency equipment -
electromagnetic disturbance characteristics — limits and methods of measurement

CISPR 16-1:1999, Specification for radio disturbance and immunity measuring apparatds and
methagds. — Part 1: Radio disturbance and immunity measuring apparatus

CISPR 16-2:1999, Specification for radio disturbance and immunity measuring apparatys and
methqds. — Part 2: Methods of measurement of disturbances and immunity

A.2.2 Terms and definitions
Some| basic PLC equipment related definitions are listed in thisrClause.

a) clearance
Shortest distance in air between two conductive partst
b) creepage distance

shortest distance along the surface of the&insulating material between two conductive
pgrts.

c) dipital input types

— Type1 Digital Input

senses signal from mechanical contacts such as pushbuttons.
— Type 2 Digital Input

senses signals from solid-state switching devices such as 2-wire proximity switches.
This class could also ke used for type 1 or type 3 applications.
— Type 3 Digital Input

senses signals from solid state switching devices only.

d) egrth, functional-earth, protective earth

— Earth refers to part of the earth globe considered as conductive, the electrical poiential
of which_is conventionally taken as zero.

— Functional Earth is a conductor that is in electrical contact with earth for purposeg of
interference immunity improvement.

— Protective Earth is a conductor in electrical contact with earth for purposes of safety.
e) Electro-Magnetic Compatibility (EMC)

The ability of an equipment or system to function satisfactorily in its electromagnetic
environment without introducing intolerable electromagnetic disturbances to anything in
that environment.

NOTE 1 According to IEV 161-01-07.
f) equipment class

Equipment classes, or Protection classes, designate the means by which electric shock
protection is maintained in normal use and single fault conditions:
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g)

h)

)

k)

Class | Equipment

are those with protection against electric shock which does not only rely on basic
insulation, but also include means by which accessible conductive parts cannot become
live in the event of a failure of the basic insulation.

Class Il Equipment

are those with protection against electric shock which does not rely on basic insulation
only but also include additional safety precautions such as double insulation or
reinforced insulation.

Class Ill Equipment
are which protection against electric shock is provided by circuits supplied by Safety

Extra-Low Voltage (SELV, 30 Vr.m.s.. 42 4 V peak or 60 V DC) and where voltages
generated do not exceed the limits for SELV.
functional earthing conductor
A |conductor that is in electrical contact with earth or earth equal-potential; for example
thpse used for purposes of interference immunity improvement.
h3gzardous live
Capable of rendering an electric shock or electric burn in normal conditions or singl¢ fault
canditions.
hgzardous voltage
Hazardous voltage is which under normal conditions exceeds either 30 V r.m.s., or 42,4 V
pgak.
immunity (to a disturbance)
The ability of a device, equipment or system. to perform without degradation in the
presence of an electromagnetic disturbance.
NQTE 2 Definition according to IEV 161-01-20.
NQTE 3 Immunity may also refer to no degradation of performance in the presence of vibration, humidity, etc.
insulation
NQTE 4 Insulation can be a solid, a liglid, a gas (e.g. air), or any combination. According to IEV 151-0[3-30.
— Basic Insulation
Insulation of hazardous live parts, which provides basic protection against electrig
shock under fault free ‘conditions.
NOTE 5 According toilEV 195-06-06 and IEV 195-06-01. This concept does not apply to insulatign used
exclusively for functional purposes. Such insulation is referred to as functional insulation.
— Double Insulation
Insulatiomycomprising both basic insulation and supplementary insulation.
Note 6, {According to IEV 195-06-08.
— Reinforced Insulation
[nsulation of hazardous live parts which provides a degree of protection against
U:Ubtl;b ahuv'r\ C\.{Lﬁva:cll‘l t\J duub:a ;IIDU:O{;UII.
NOTE 7 According to IEV 195-06-09. Reinforced insulation may comprise several layers which cannot be
tested singly as basic or supplementary insulation.
— Supplementary Insulation
Independent insulation applied in addition to basic insulation, for fault protection.
NOTE 8 According to IEV 195-06-07.
live part

A conductor or conductive part intended to be energized in normal use, including a neutral
conductor, but by convention not a PEN conductor or PEM conductor or PEL conductor.

NOTE 9 According to IEV 195-02-19. This concept does not necessarily imply a risk of electric shock.
(IEV 195-02-19).
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— PEN conductor
A conductor combining the functions of both a protective earthing conductor and a

neutral conductor. (IEV 195-02-12).

— PEM conductor

A conductor combining the functions of a protective earthing conductor and a mid-point

conductor. (IEV 195-02-13).

— PEL conductor

A conductor combining the functions of both a protective earthing conductor and
conductor. (IEV 195-02-14).
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ndition in which all means for protection against hazards are intact, that is, @\fault-free

ndition.

rmal use

beration, including stand-by, according to the instructions for useno¥ for the olvious

ended purpose.

TE 10 Normal service conditions are stated in IEC 61131-2.
erator

rson commanding and monitoring a machine or process/through an HMI connec
e PLC. The operator does not change the PLC hardware configuration, software
plication program. A PLC is not intended for use by ‘untrained personnel. The op
assumed to be aware of the general hazards in afmindustrial environment.

ervoltage category (of a circuit or within an_eléctrical system)
classification based on limiting (or controlling) the values of prospective tra

ted to
br the
erator

hsient

ervoltages occurring in a circuit (or withinyan electrical system having different ngminal

Itages) and depending upon the means.employed to influence the overvoltages.
TE 11 Equipment covered in IEC 61134-2>is intended for use in overvoltage category II.

llution degree (in the micro-environment)

r the purpose of evaluating “clearances and creepage distances, three degrges of

[lution in the micro-environment are established.

TE 12 The conductivity of a_polluted insulation is due to the deposition of foreign matter and moistu

re. The

himum clearances givenefor.pollution degrees 2 and 3 are based on experience rather than on fundgmental

a.

Pollution Degree™
No pollutionvor only dry, non-conductive pollution occurs. The pollution has no
influence,

Pollution Degree 2

Normally, only non-conductive pollution occurs. Occasionally, however, a temporary

éonductivity caused by condensation must be expected.

Pollution Degree 3

Conductive pollution occurs, or dry, non-conductive pollution occurs which becomes

conductive due to condensation, which is expected.

protective conductor

A conductor provided for purposes of safety, for example protection against electric shock.
NOTE 13 According to IEV 195-02-09.

Protective Extra-Low Voltage (PELV) circuit

An electrical circuit in which the voltage cannot exceed AC 30 V r.m.s., 42,4 V peak or DC
60 V under normal condition and under single fault conditions, excepting earth faults in
other circuits.

A

PELYV circuit is similar to an SELV circuit that is connected to protective earth.
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t) Safety Extra-Low Voltage Circuit (SELV circuit)

An electrical circuit in which the voltage cannot exceed AC 30 V r.m.s., 42,4 V peak or DC
60 V under normal and under single fault conditions, including earth faults in other circuits.

An SELV circuit is not connected to protective earth.

u) se

rvice personnel

The person changing or repairing the PLC hardware configuration or the application
program.

The service personnel may also install software updates provided by the manufacturer.
They are assumed to be trained in the programming and operation of the PLC equipment

an

d its use

TH
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P4
or
v) ty
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expected to delve into the details of the PLC manufacturing process.

A.2.3
A Typ

Type
requif
inspe
routin

The t

ey are persons with the appropriate technical training and experience necessary
are of hazards — in particular, electrical hazards — to which they are. expos
rforming a task and of measures to minimize danger to themselves or to,other pe
to the equipment.

pe of test

e following ways of testing may be used by PLC manufacturers toyevaluate and ¢
ecified quality. IEC 61131-2 extensively specifies test methods~and requirements
ormation is not presented in this Technical Report since “the user is normal

Routine Test
is applied to each individual catalogued device during or after its manufacturing
process to ascertain compliance with certain criteria.

Type Test
is applied to one or several basic PLC systems or samples of catalogue devices
subjected to in order to ascertain compliance with required criteria.

Withstand Type Test (Withstand Test)

system does not impair its ability, to assume its intended mission. During this test
basic PLC system is not energised.

Type tests to verify conformity

e Test is a conformity test on one or more items representative of the production.

ements given in |EC 61131-2. This compliance verification also includes
ction or/atdd measurement. In addition, routine tests are specified in IEC 61131

Verifies that the application of more*severe influencing quantities to the basic PLC

e test_isa conformity test made on each individual item during or after manufactursg.

to be
ed in
rsons

bnfirm
That
y not

the

tests are used“te verify compliance of the PLC and the associated peripherals with the

visual
2. A

bsts/specified in IEC 61131-2 are qualification tests, and not tests related to the

ways

PLCs are employed. According to the scope of I[EC 6T131-2, the compliance verification may
not cover the verification of the ability of the PLC system to satisfy the intended automated
system requirements. Where special tests (not covered by IEC 61131-2) are required, those
tests need to be agreed to between the manufacturer and the user.

Examples of Equipment Under Test (EUT) for noise immunity and EMC tests are shown in
Figure A.4 in which each subpart of the PLC system as shown may constitute an EUT
represented in Figure A.3 as EUT A, B, C, D, E and/or F. To exercise the different ports of
each EUT, the manufacturer may define subsystems and the different EUTs are tested in turn.
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Interfaces/Ports shown are meant to represent major/example links,
not all links. Most EUTs will have multiple interface/ports active during testing.

Conto i Sensors
Inte'rfaced power devices actuators
devices and
signals
F J Be CandD Interfaces/ports
g — i Vi i i
7 - i A X fa\la
A | A
Interfaces/ports E Be Al K F E Ar
Local extension
bus<3m
M EUTC " EUTD M M
EUTA Local extension EUT F Local extension
Local |£“S Basi Local Auxiliary b | [“Remote | Blsi
extension asic extension rack power supply| | N o gsic
PLC | . remote
rack <3m extension| 5 ifo
Al Al
EUTB ! EUTE
Limit of the scope PADT HMI
of JEC 61131-2
v
IEC 1031/04
Figure A.4 —Type test EUT configuration
A.2.3{1 Withstand test conditions
A Withstand Test is a Type.Test which verifies that the application of more severe influgncing
quantjties to the basic RLC system does not impair its ability to assume its intended migsion.
In geperal, the manufag¢turer’s catalogued module needs to be to tested alone durirl]g the
Withstand Test.
A.2.3)2 General conditions for tests
Tests|are(carried out under the general test conditions given in IEC 61131-2, unless othgrwise

speci‘ied. No sequence is imposed for type tests, unless otherwise specified.

Table A.2 — General conditions for tests

Test conditions

Mains power supply
Temperature
Relative humidity
Barometric pressure
Output loads

Pollution

156 °Cto 35 °C
<75 %

Pollution degree 2

Rated voltage and frequency

Outputs loaded to rated load

86 kPa to 106 kPa (650 mm Hg to 800 mm Hg)
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A.2.4 Normal service conditions and requirements

It is the user's responsibility to ensure that the equipment service conditions are not exceeded.
The PLC and PLC system is intended to be used in an industrial environment.

The user must ensure the installation conditions match the environmental conditions given in
IEC 61131-2.

A.2.41 Climatic conditions and requirements

A.2.411 Operating ambient air temperature

The equipment needs to be suitable for the operating temperature ranges given by Tablg A.3.

Table A.3 — Operating ambient air temperature of PLC systems

Enclosed equipment Open equipment
(ventilated/non-ventilated)
Temperature range Type of Permanent Non-permanent Permanent
limit installation installation installation
Max. 40 °C 40 °C 55 °C
Min. 5°C 5°C 5°C
Average temperature over 24 h | Max. 35 °C 35°C 50 °C
Note 1 m away for non-ventilated. Temperature of
. . . incoming air
Temperature of in€oming air for immediately below|the
ventilated. equipment.

No f@rced external cooling is assumedy Open peripherals, which are intended [o be
permanently installed as part of the PLGC system, need to meet the operating temperature
range| of the PLC.

A.2.411.2 Relative Humidity

The gquipment needs to be Ssuitable for a relative humidity level from 10 % to 95 %| non-
condgnsing.

A.2.411.3 Altitude

The equipmentneeds to be suitable for operation up to 2 000 m. No test required.

A.2.4{1.4 Pollution degree

Where not otherwise specified by the manufacturer, the equipment 15 designed for use in
Pollution Degree 2.

A.2.4.2 Mechanical service conditions and requirements

Vibration, shock and free fall conditions vary widely depending on the installation and
environment and are very difficult to specify.

The service conditions listed in IEC 61131-2 are indirectly defined by the following
requirements which apply to fixed equipment as well as to unpackaged portable and hand-
held equipment. Experience shows that equipment meeting these requirements is suitable for
industrial use on stationary installations.

Conditions are also prescribed for transportation and storage, including temperature, altitude,
free fall in manufacturer’s original packaging and other conditions.
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A.2.4.3 Electrical service conditions and requirements

Electrical service conditions prescribed in IEC 61131-2 include: AC and DC mains power
supply, overvoltage category, control of transient overvoltages, transient overvoltages at the
point of connection to the mains power supply, non-periodic overvoltages.

The user needs to take the necessary steps to prevent damage to the PLC system (e.g. by
interposing a transformer) under overvoltage conditions, in particular the very damaging
nature of non-periodical overvoltage (spike) at the mains resulting from power interruption of
high-energy circuit/equipment.
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adverge environmental conditions exist, (e.g. air pollution by dust, smoke, corrosive or
radiogctive particles, vapours or salts, attack by fungi, insects or small animals), the
manufacturer should be consulted to determine suitability of the equipment or theisteps|to be
taken

A.2.5 Functional requirements

A.2.5/1 Functional power supply and memory power back-up\requirements
a) Rated value and operating range

Incoming power supplies to the PLC system and to the ‘externally powered I/O mqdules
are specified as:

— Rated DC voltages are: 24 V, 48 V and A25 V with tolerance (min./mak.) of
—15 %/+20 %.

—{ Rated AC r.m.s. voltages are: 24 V, 48 \/, 100 V, 110 V, 120 V, 200 V, 230 V, 240 V,
and 400 V with voltage tolerance of —15.%/+10 %. The specified frequencies are 0 Hz
or 60 Hz. with tolerance (min./max.) of~6 %/+4 %.

— AC voltage is in terms of the total-fim.s. voltage values measured at the point off entry
to the equipment.

— Total r.m.s. content of true harmonics (integral multiple of nominal frequency) les$ than
10 times nominal frequeney- may reach 10 % of the total voltage. Harmonic and|other
frequency content for higher frequencies may reach 2 % of the total voltage. However,
to provide constant comparative results, the equipment needs to be tested at the¢ third
harmonic only (10% at 0° and at 180° phase angle).

b) Memory power back-up

Pgwer back-up. .for volatile memories needs to be capable of maintaining s$tored
information forvat least 300 h under normal use, and 1 000 h at a temperature not gfeater
than 25 °Cywhen the energy source is at rated capacity. (For power back-up ngeding
replacement, the rated capacity is the value used to designate the procedure and time
infervalfor replacement.)

Thexmanufacturer is to Qppr‘ify anrngn time information relative to volatile me ory if
different from stated durations.

It should be possible to change or refresh power back-up without loss of data in the
backed-up portions of memory. If a memory back-up battery is provided, a warning of “Low
Battery Voltage” needs to be provided.
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A.2.5.2 Digital inputs/outputs

Some digital I/O parameters are illustrated in Figure A.5.

Other types of outputs include: protected outputs, short-circuit-proof outputs, and non-
protected output fitted with an external protective device recommended by the manufacturer.
With protected outputs, the PLC system is specified to return to normal operation after re-
setting or replacement of the protective device alone.

Electromechanical relay outputs are to be capable of performing at least 0,3 million
operations at specified load.

Currept sourcing digital output for direct current has rated value of 0,1 A to 2 A with\maximum
range| for state 1 of 0,12 A to 2,4 A.

Input

Common, (Reference)

|
PB Output PS

Common C |
(Reference) PLC-system Load
E Current sinking 4|; Current sourcing E
i PLC Input 1 PLC Output L
IEC 103p/04

Key:
C: Output.
Meg¢hanical or static contact (e.g..dry relay contact, tria, transistor or equivalent).
E: Earthings.
Thg earths shown are optional.
Eanthing is dependent on national regulations and/or application needs.
Z: Inpuf.
Inppt impedancey
PS: External power)supplies.

NOTE | Some applications may use only one PS common to inputs, outputs and PLC system.

Figure A.5 — Digital 1/0 parameters

A.2.5.3 Analogue 1/0s

Analogue input voltage signals are rated 10 V, (0 to 10) V and (1 to 5) V with input
impedance limit of >1 kQ, >1 kQ and >500 Q respectively. The rated current signals are (4 to
20) mA and (0 to 20) mA both with input impedance of <300 Q.

Analogue output voltage outputs are rated £+ 10 V, (0 to 10) V and (1 to 5) V with input
impedance limit of > 10 kQ, > 10 kQ and > 5 kQ respectively. The rated current outputs are
(4 to 20) mA and (0 to 20) mA both with input impedance of < 600 Q.
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A.2.54 Remote Input/Output Stations (RIOSs) requirements

RIOSs are part of the permanent PLC installation and are therefore to be tested accordingly.
In the case of loss of communication with the MPU application program, RIOSs are able to fix
the states of their outputs to specified values, within specified delays and without passing
through unspecified states and are capable of providing a fault indication signal. The MPU
system needs to provide the user's application program with relevant information on current
status of RIOSs.

A.2.5.5 Peripherals (PADTs, TEs, HMIs) requirements

Peripherals which are not a permanent part of the PLC system should not cause malfunction
of the[ system when making or breaking communication with an operating system.

Conngctors for the peripherals need to be polarized to prevent improper connection, pr the
PLC qystem needs to be so designed that no malfunction occurs if a connection\is improper.

The slystem consisting of the peripheral and the PLC system needs to be designed to gnsure
that the edited program executing in the PLC system is functionally'\identical to the edited
program displayed on the peripheral.

If on-|line modification of the application program and/or the fmodes of operation of th¢ PLC
syste by a peripheral is possible (i.e. when the PLC system is in active control of a mgchine
or industrial process), then:

— TRHe peripheral needs to automatically give clean'warnings equivalent to "during gn-line
modification, program display may differ frem application program, control qf the
machine/process may be interrupted during .¢ ms, etc.", as applicable.

— THe peripheral needs to ask the operatordo you really want to carry out this actioh?" or
sgme similar words and execute the command only after a positive reply has been|given
by the operator.

It hag to be possible to upload themew application program to the manufacturer's supplied

data media and verify, on-line, that the record is functionally equivalent to it, and meang need
to be provided to prevent unauthorized use of these functions (hardware or software).

A.2.5/6 PLC system self-tests and diagnostics requirements

The manufacturer ngeds to provide means of self-tests and diagnostics of the PLC system
operattion. Such means are built-in services of the PLC system, and/or recommended ways to
implement the intended application.

The following need to be provided;

— a means for monitoring the user's application program (i.e. watchdog timer, etc.),

— a hardware or software means to check the memory integrity,

— a means to check the validity of the data exchanged between memory(ies), processing
unit(s) and I/O modules (such as an application loop-back test),

— a means to check that the power supply unit(s) does not exceed the current and voltage
limits allowed by the hardware design,

— a means to monitor the status of MPU.

The permanently installed PLC system needs to be capable of operating an alarm signal on
an alarm output. When the system is monitored as “functioning correctly”, this alarm output
shall be in a predetermined state; in the other case it shall go to the opposite state. The
manufacturer needs to specify the conditions of the "correct functioning state" and the self-
tests which are executed to drive this alarm output.
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RIOSs need to be capable of operating an alarm signal on an alarm output (for example,
through a digital output module) in the event of loss of power or loss of normal communication
with the MPU and go to a predetermined state.

A.2.5.7 Other requirements

Other requirements prescribed in IEC 61131-2 include: functional earthing, mounting
requirements, and general marking requirements.

For marking, functional earth terminals (i.e. used for non-safety purposes such as interference
immunity improvement) are marked with the following symbol:

A

A.2.6 Normal service and function type tests and verification

IEC 6/1131-2 prescribes the following tests and verifications:

— climatic tests, mechanical tests;
— shut-down test, start-up test;
- | gradual shut-down/start-up test;
— verification of special functional requirements for pewer ports and memory back-up;
- | special Immunity limits for power ports;
- | verification of functional mains power port\(AC or DC);
- | voltage range, ripple and frequency;
- | external energy supply variation tegsts (immunity tests);
- | supply voltage variation test;
- | Improper power supply connection tests;
- | reverse of DC power supply polarity test (withstand test);
- | improper voltage level and/or frequency test;
— verification of memery:-back-up requirements;
- vjrification of input/output requirements;
— vgrification of digital inputs;
— ogerating ranhge test;

— repersalyof signal polarity test (withstand test);

— varification of digital outputs, including:

- operating range test,
- test of protected not-protected,
- short-circuit proof outputs, and
- reversal of signal polarity;
— verification of analogue 1/Os, including:
- operating range test,
- analogue input overload withstand test,
- short-circuit test (voltage output), and
- open-circuit test (current output);

NOTE No physical damage or abnormal phenomenon should be detected. Functional verification is
performed after the tests, voltage supply variation test and reversal of signal polarity test (withstand test).
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— verification of remote 1/O station, including:

response time test;

loss of communication test;

— verification of peripherals (PADTs, TEs, HMIs) requirements;

— verification of PLC system self-tests and diagnostics;

— verification of markings and manufacturer’s documentation.

A.2.7
A.2.7

A.2.7

Equipment information to be provided by the manufacturer
I Informatiomomtypeamdcontentof documentation

1.1 Information on catalogues and datasheets

Thesg documents need to contain the description and the specifications of the: PLC slystem

and

ts associated peripherals. Additionally, they need to contain any“other relevant

information to aid in understanding the application and use of theseproducts inc|uding

functi

dimer|sions and weights, and list compliance with standards and certifications.

A.2.7

bnal characteristics, equipment configuration rules, normal service ‘conditions, physical

1.2 Information on user's manuals

Thesg documents include the necessary information for\the proper installation, wiring,

troubl

are to include as a minimum:

— in
- m

— ag

A.2.7

The
than
proto
intern

A.2.7

The n

leshooting, user programming and commissioning ©f the PLC system by the user| They

stallation and commissioning instructions;
bgramming and troubleshooting instructions;
hintenance and service requirements, . and
cessory and spare parts lists (e.g. fuses).

1.3 Information on technical documentation

anufacturer may optionally provide a set of documents which contain more information
hose given in the users manual such as: schematic diagrams, internal or external data
ols, bus assignments, physical dimension characteristics, energy available, firmware,
al test programs'op repair procedures, etc.

2 Information on compliance with this standard

nanufacturer needs to provide information on compliance with IEC 61131-2, which can

be clgimed on two levels:
a) fulcomptance—withaltof-thereqtirements—containedinsal-ectausesof-the—standard, such
as indicated by reference to IEC 61131-2 without qualification;

b) co

mpliance with a portion of the standard where documentation identifies the specific

clauses of the standard with which the product has been determined to comply.

A.2.7.3 Information on reliability

If the

manufacturer provides values of the Mean Time Between Failures (MTBF) of any

subassembly or module, and of the type-test configuration (s) (PLC system (s)) under normal
service conditions the manufacturer also needs to explain the method used to determine it.

A.2.7.4 Information on other conditions

The u

ser is to reach agreement with the manufacturer for any mechanical conditions that are

not specified in IEC 61131-2.
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A.2.7.5 Information on shipping and storage

The manufacturer provides shipping and storing instructions.

A.2.7.6 Information on AC and DC power supply

The manufacturer is to provide the following information:

A.2.7

data to allow selection of a suitable power distribution network to provide specified voltage
at each power utilization point. This information includes peak inrush (at cold start and
warm restart), repetitive peak and steady-state r.m.s. input currents under full load

CoO

nditions;

e>JternaI terminal identification for power supply interfaces;

ty

Sp
m

th
oo
CO

da
ng

bical example(s) for power supply system(s);

ecial supply installation requirements, if any, for PLC systems energized th
Litiple power supplies or supply voltages and frequencies not includedAnNEC 6113

b effect of the following incorrect connections of power to thepnsupply(ies): re
larity, improper voltage level and/or frequency and improper lead'connection;

ta to allow evaluation of the maximum values of interruptiontime which do not affe

sUupplied devices;

m

re
re

pq
bl

emory back-up time with respect to temperature and. maintenance requirements;

commended time interval between replacement of energy sources, if applicablg
commended procedure and subsequent effects'on the PLC system;

ak inrush current (at cold start and warm restart) or recommended fuse siz
bwing characteristics.

7 Information on digital inputs (current sinking)

The manufacturer is to provide the following information:

Vg
d

It-ampere curve over the full-operating range, with tolerances or equivalent;
pital input delay time.for 0 to 1 and 1 to O transitions;

existence of commbon points between channels;

ef

Cc

ty
m

ect of incorrectinput terminal connection;

istTIation potentials between channel and other circuits (including ground) and be

annelssunder normal operation;
pe of input (Type 1, Type 2 or Type 3);

mplete information on PLC system behaviour for typical powet up/down sequences;

rough
_2’

verse

’

ct the

rmal operation of any PLC system configuration; PSSclass (PS-1 or PS-2) ¢of DC

, and

e and

tween

nitéring point and binary state of visual indicator:

effects when withdrawing/inserting input module under power;

additional external load when interconnecting inputs and outputs, if needed;

explanation of signal evaluation (for example static/dynamic evaluation, interrupt release,
etc.);

recommended cable and cord lengths depending on cable type and electromagnetic
compatibility;

terminal arrangements;

typical example(s) of external connections.
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A.2.7.8 Information on digital outputs for alternating currents (current sourcing

)

The manufacturer is to provide the following information with respect to digital outputs for AC
operation:

type of protection (i.e. protected, short-circuit proof, not-protected output) and:

for protected outputs: operating characteristics beyond 1,1 rated current including the
current(s) level(s) at which the protecting device energizes, the current behaviour

beyond, and the time(s) involved;

for short-circuit proof outputs: information for replacement or resetting the prot
device as required,;

ective

oy
CO

for not-protecied outpuis: specification for protective device 1o be provided by ihe
as required;

tput delay time for state O to state 1 and state 1 to state 0 transitions;

mmutation characteristics and turn-on voltage with respect to zero voltage“crossing

existence of common points between channels;

te

ty
ny
ch

fo
oy
to

ch
VO

ty
ef

'minal arrangements;
bical example(s) of external connections;

mber and type of outputs (e.g. NO/NC contacts, solid jstate, individually is
annels, etc.);

[ electromechanical relays, the rated current and voltage complying with IEC 61131
tput ratings for the other loads such as incandescent lamps;
al output current for multi-channel modules;

aracteristics of suppresser networks incofporated into the output circuit a
Itage peaks due to inductive kickback;

be of external protective networks, if required;

ects of incorrect output terminal ¢ofnection;

isplation potentials between channel and other circuits (including ground) and be

ch
m
re
oU
pa
ty
ef

A.2.7

annels under normal operation;
bnitoring points of visuatindicators in the channel (e.g. MPU side/load side);
commended procedures for changing output modules;

tput behaviour darning interruptions of MPU control, voltage drops and interruption
wer up/down sequences;

pe of operafion (i.e. latching/non-latching type);
ects of multiple overloads on isolated multi-channel modules.

9 Information on digital outputs for direct current (current sourcing)

user,

blated

2;

jainst

tween

s and

The information to be provided by the manufacturer for digital outputs for DC is the same as
for digital outputs for AC. However, the specification of commutation for zero voltage crossing
does not apply, and with regard to electromechanical relay outputs.
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A.2.7.10 Information on analogue inputs
Besides the type and standard range, the manufacturer is to provide the following information:

a) Information on analogue inputs - static characteristics

Static characteristics Units and examples

1) Input impedance in signal range (manufacturer should specify if thisisin | Q
the ON or OFF state)

2) Analogue input error: -

— Maximum error at 25 °C + % of full scale
— Temperature coefficient + % of full scalelK.
3) aximum error over full temperature range + % of full scale
4) Digital resolution Number of bits
5) Data format returned of the application program Binary, BCD, etc
6) alue of a LSB (least significant bit) mV, mA
7) Maximum permanent allowed overload (no damage) V, mA
8) Digital output reading under overload condition e.g. flag
9) Type of input el differential
10) Gommon mode characteristics (DC, AC 50 Hz, AC 60 Hz) if applicable CMRR-dB, CMV-V
11) Hor other inputs (thermocouples, RTD, etc): -
-1 Type(s) sensor(s) J, K, T, etc.: Pt, 100, etc.
<1 Measurement range(s) Min. °C to Max. °C
- Linearisation method Internal or user-provided

b) Information on analogue inputs - dynamic characteristics

Dynamic Characteristics Units and exampleps
1) Sample duration time (including setting time) ms
2) Yample repetition time ms
3) Ihput filter characteristics: -
- Order First, second, etc.
-| Transition frequency Hz

4)  Maximum temporary deviation,during each specified electrical interference |+ % of full scale
tgst

c) Information on analogue inputs general characteristics

General characteristics Units and exampleps
1)  Cpnversion method Dual slope, S.A, etc.
2)  Operating modes Trig, self-scan, etc.
3) Type of-protection RC, opto-isolator, MOVs, ¢tc..
4) Igqoldtion’potentials under normal operation between channel and other \

circuits (including ground), between channels, power supply(ies) and
interface(s)

5) External power supply data, if required Technical data

6) Common points between channel if any

7) Type, length of cable, installation rules recommended to provide Twisted pair, 50 m max.

interference immunity -
8)  Calibration or verification to maintain rated accuracy Months, years
9) Terminal arrangements -
10) Typical example(s) of external connections -

11) Effect of incorrect input terminal connection -
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Miscellaneous characteristics

Units and examples

1) Monotonicity with no missing codes Yes, no
2) Crosstalk between channels at DC, AC 50 Hz and AC 60 Hz dB
3) Non-linearity % of full scale
4) Repeatability at fixed temperature after specified stabilization time % of full scale
5) Life time of electromagnetic relay multiplexers, if applicable Number of cycles, of hours
A.2.7{11 Information on analogue outputs
Besides the type and standard range, the manufacturer is to provide the followingfinformition:
a) Information on analogue outputs - static characteristics
Static characteristics Units and exampleg
1) Output impedance in signal range (manufacturer should specify if this is in | Q
tHe ON or OFF state)
2) Apalogue output error: -
—|Maximum error at 25 °C + % of full scale (which scple)
—|Temperature coefficient + 9% of full scale/K
3) Maximum error over full temperature range + % of full scale(which scdle)
4) Djgital resolution Number of bits
5) Dpta format returned of the application program Binary, BCD, etc
6) Vplue of a LSB (Least Significant Bit) mV, mA
b) Information on analogue outputs - dynamic characteristics
Dynamic Characteristics Units and exampleg
1) Skgttling time for full range change ms
2) Opvershoot % of full scale
3) Maximum temporary deviation during each specified electrical interference | + % of full scale
tgst
¢) Information on analog-outputs - general characteristics
General characteristics Units and examples
1) Type of protection Opto-isolator, etc.
2) Idolation patentials between channel and other circuits (including ground) |V
and between“channels under normal operation -
3) Ekternal power supply data, if required Technical data
4) Fpricufrent outputs with external supply, the maximum and minimum \%
voltage drop across the ouipuf terminals in the full outpuf range -
5) Type, length of cable, installation rules recommended to provide Twisted pair, 50 m max.
interference immunity -
6) Calibration or verification to maintain rated accuracy Month, years
7) Terminal arrangements -
8) Common points between channels if any -
9) Allowed type(s) of loads Floating, grounded
10) Maximum capacitive load (for voltage outputs) pF
11) Maximum inductive load (for current outputs) mH
12) Typical example(s) of external connections -
13) Output response at power up and power down -

14)

Effect of incorrect output terminal connection
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d) Information on analogue outputs - miscellaneous characteristics

Miscellaneous characteristics

Units and examples

1)
2)
3)
4)
5)

Monotonicity
Crosstalk between channels at DC, AC 50 Hz and AC 60 Hz
Non-linearity

Repeatability at fixed temperature after specified stabilization time

Output ripple

Yes, no

dB

% of full scale
% of full scale

% of full scale

A.2.7112 Information on communication interfaces

If the|manufacturer provides communication interfaces to other than his own equipme
needg to provide the necessary information for correct operation. This may be: achiev
refergncing a specific standard or specification together with details of any"aptions su
baud rate, type of cable to be used, etc.

A.2.7|113 Information on main processing unit(s) and memory(ies) of the PLC sys

The f

1)
2)
3)
4)
9)
6)
7)

8)

9)

organization, capacity of program memory;

o

rganization, capacity of data memory and number. of bits per word;
emory type(s) (i.e. CMOS-EPROM, etc.) available;
emory back-up functionality and service requirements if any;

dpta, constraints and procedures to determine a desired configuration (racks, cable
ekpanders, power supply unit, maximum number of I/Os per type, maximum num
/O modules, etc.);

e PADT and the main processing unit(s);

t¢ what extent the languages defined in IEC 61131-3 are supported, includin
Ifferences if any (objects; instructions, semantic and syntactic rules, etc.);

d data, firmware/program and data where applicable) and average values of

d
cplculation method$§:to determine every memory utilization (user's application pr
a
relevant time (scan time(s), system response time(s), transfer time(s), execution tim

nt, he
ed by
ch as

tem

bllowing information is to be provided by the manufacturér for main processing Unit(s)
and nmemory(ies):

5, bus
ber of

drrscription of the programming (anguages supported by the PLC system (combinafion of
t

g the

bgram
every

£(s));

echanismsin which 1/Os are processed (i.e. use of I/O image registers periodically

r¢freshed by the system, immediate "get/put" type instructions, interrupt and event-
programs, etc.) and their effect on the following subjects:

driven

System response time(s);

restart capabilities (i.e. cold, warm, hot restart);
detailed times for inputs, outputs, processing, etc.;

effect of non-permanently installed peripherals on every relevant time (see item 8
above) when they are plugged/unplugged, connected/disconnected to their PLC

system interface;

PLC system status information concerning cold, warm and hot restart if applicable.
Description and usage of programmable timers usable to determine the process-

dependent difference between warm and hot restart;
self-test and diagnostic functions implemented.
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A.2.7.14 Information on Remote Input/Output Stations (RIOS)

The manufacturer is to provide the following information:

A.2.7115 Information on peripherals (PADTs, TEs, HMIs)

specifications for the selection of adequate cables and other devices needed for the
communication link;

specifications for proper installation of the whole system (including proper selection of
energy source(s));

type of /O communication network (point to point, star, multi-drop, ring, etc.)

principles, procedures and transmission speeds used on the communication link and their
capabitityto—transferdata—fromand—to—the RO Ss—withrespectto—error—codingfdetection
ar|d to the delays of transmission in the best, most likely and worst cases;

effect on transfer time(s) introduced to provide remote input information and RI©Ss status
to[the user's application program and to transmit its logical decisions to remoéte ‘outpyts;

specified values and delays;

canfiguration related data: maximum number of RIOSs in onehsingle PLC slystem
canfiguration, min/max size of each;

which I/O modules of the total I/0 system may not be used in RIOSs and/or which of their
fupctions are altered if any;

type, architecture and characteristics of redundancy if providéed;
modems/repeaters if applicable. Maximum distance with-or without repeaters;
tefminating devices if required;

physical characteristics of the communication interface including isolation characterjistics,
maximum acceptable common mode voltage ‘“built-in short-circuit protections, etc.;

type of standard link interface (i.e. RS 232;'RS 422, RS 485, RS 511, etc.);
fupctional and safety earthing specifications;

prpcedures for making/breaking logical and physical connection of a RIOS to 4 PLC
system (e.g. "on line").

The manufacturer is to provide the following information through convenient documentation

and marking:

clear warnings ‘and precautions to be observed when using functions enabling alterafion of
cantrol conditions such as PLC system status modification, changing of data or programs
in{the memory, forcing input or output signal, etc.;

ugdability,of peripherals at RIOSs;

s¢rvicé conditions for peripherals which are intended for use in an environment less
severe than stated under normal conditions (such peripherals may need to be remotely
connected to the rest of the PLC system through communication lines);

specifications for the selection of adequate cables and other devices needed for the
communication link;

specifications for proper installation of the whole system (including proper selection of
energy source(s));

type of communication network (point to point, star, multi-drop, ring, etc.);

principles, procedures and transmission speeds used on the communication link and their
capability to transfer data from and to the RIOSs with respect to error coding/detection
and to the delays of transmission in the best, most likely and worst cases;

terminating devices if required;

physical characteristics of the communication interface including isolation characteristics,
maximum acceptable common mode voltage, built-in short-circuit protections, etc.;
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— type of standard link interface (i.e. RS 232, RS 422, RS 485, etc.);
— functional and safety earthing specifications.

A.2.7.16

Information on self-tests and diagnostics

The manufacturer is to provide the following information through convenient documentation
and marking:

— description of tests and diagnostics which are implemented and when they are executed
(i.e. permanently, periodically, upon user's application program request, during start-up
procedure, etc.);

— cdrrect functioning state and driving conditions of the alarm output(s).

A.2.8
A.2.811

The rpquirements of IEC 61131-2 are intended to characterize the ENMIC*performance

General

Electromagnetic compatibility (EMC) requirements

of the

PLC system equipment and are the responsibility of the manufacturer. The user, adviged by
the mpanufacturer, is responsible for the electromagnetic compatibility of the prodyct as

installed.

Since
does

If an
by the

The

electrpbmagnetic fields may radiate or impinge.

EMC  enclosure port is the physical™*boundary of the PLC system through

the PLC system is only one component of the overatljautomated system, this standard
hot deal with the EMC compatibility of the overall automated system.

bptional EMC enclosure (e.g. cabinet) or othér protection device (e.g. filter) is spgcified
manufacturer it needs to be included as pariof the Equipment Under Test (EUT).

which

A.2.8|2 Emission requirements
For eJnissions, the objective of.thé requirements, given in Table A.4, is to ensure proteciion of
the radio frequency spectrum.
Since| the PLC systeni is not connected to the public mains, there is no requirement|up to
150 kHz. Emission limits in the high frequency range are shown in Table A.4.

Table A.4 — Emission limits

Rort Frequency range Severity level Severity level Basi¢
(normative) (optional) standgrd

Enclosure port - Measured at 10 m Measured at 30 m

distance distance

(radiated)

(30 to 230) MHz

(230 to 1 000) MHz

40 dB (nV/m) quasi-peak
47 dB (uV/m) quasi-peak

30 dB (uV/m) quasi-peak
37 dB (uV/m) quasi-peak

CISPR 11 Class A,
Group 1

AC power port

(conducted)

(0,15 to 0,5) MHz

(0,5 to 30) MHz

79 dB (uV) quasi-peak
66 dB (uV) average
73 dB (uV) quasi-peak
60 dB (nV) average

CISPR 11 Class A,
Group 1

NOTE Emission limits at frequencies above 1 000 MHz are under consideration.
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A.2.8.3 EMC immunity requirements
A.2.8.3.1 General

If a product is to be used in multiple zones, then it needs to be designed and tested to the
most severe combination of requirements for its intended immunity zones. PLC’s are designed
for Zone B (which encompasses Zone A), unless otherwise indicated by manufacturer’s
information. Immunity zones are illustrated in Figure A.6 and further described in Table A.8.

Outdoor
Zone C
I Zone A 1/0
Lightning —V_?Z; I F p| AC R ps |2 volvo
= |:°_ 3 PC 5
Secqndary ) J 7'y
prot:iction : —T c/D
\- ! : —
- | Prv:)tection<
\ —#
I I
| F |
3 Phase | ;E |g
incoming | I
power —)3 s —P I F [ac
(public mair|s) Secohdary > o
Primary protdkction K S J
Outdoqr protection | | Zone B1/O 1 * \4
device$ >§|g 3 F >
I I § —p| ps | 2 | vo| vo] vo vo|vo| Zond A I/D
¥ I A -
) Protection network should b JVW_<_I A I A I'MA
appropriate to reduce Severiy I | I t
Protection Levels from those ofoutdoortol _/ —
or Y] PR . C/D l C/D
outdoor I ) i
. tection net iate t
devices I Protection: reijougg gvg;?zy I(:erveTs?L:)m tr?oasip(;?ggi: Bo
Factory gfounding system | o zong A.
T L TFTFFTTTTFTFTTTTETTFFTFTFFTFFTFFFFFFrrrrsSrrry.
IEC 1033/04
Zone [C:{Factory mains (isolated from public mains by dedicated transformer), primary surge protectign and
severq interference coupling.

Zone B: Dedicated power distribution, secondary surge protection and typical industrial interference coupling.
Zone B is the most typical industrial environment.

Zone A: Local power distribution, 1/0 impedance limiting and low interference coupling.

Figure A.6 — Immunity zones

Figure A.6 is meant to describe the EMC and interference coupling mechanisms in a factory
environment. Zone separation is determined by power distribution and I/O wiring. Dotted lines
are not meant to indicate physical separation of segregation. The letters (F, K, C, D, etc.)
correspond to those referred to in Figure A.3.
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A.2.8.3.2 Performance criteria

See Table A.5.

—47 —

Table A.5 — Criteria to prove the performance of a PLC-system against EMC

disturbances

Performance criterion

Operation
Criterion During test After test

| The PLC system should continue to operate as The PLC system should continue to operaje as
intended. No loss of function or performance, intended.
according to PFVPs.

I Degradation of performance accepted, e.g. The PLC system should continue’'to’operaje as
analogue values can vary within manufacturer- intended. Temporary degradation of perfofmance
specified limits, but no change of operating must be self recoverable.
mode and no irreversible loss of stored data,
according to PFVPs.

Il Loss of functions accepted, but no destruction The PLC system ghould continue to operafe as
of hardware or software (program or data). intended automatically, after manual restalrt or

power OFF/power ON.

A.2.8/3.3 General radiated immunity limits

Radigted and conducted immunity limits in Zones A and)B are detailed in IEC 61131-2 pased

on IEC 61000-4.

A.2.8{3.4 Voltage drops and interruptions, power ports

For lgnger interruptions of the supply(ies),.the PLC system needs to be either maintain normal

operaltion or go to a predefined state.and have a clearly specified behaviour until normal

operation is resumed.

Table A® — Voltage drops and interruptions
(5) (3),(4) Maximum Time interval Low voltage
Interruption between drops
Time
DC supply Severity level PS1 1 ms >1s Any voltage under
. lower operatignal
Severity level PS2 10 ms >1s limit Ue min (2)
AC sugply 0,5 period (1) >1s
Any arbitrary phase angle.

Ue min ip thefated voltage at tolerance minimum.

PS1 applies to PLC systems supplied by battery.

PS2 applies to PLC systems energized from rectified AC supplies and/or long DC lines.

Voltage interruptions are from Ue min.

The requirements of Table A.6 apply to the mains power interface/port in Figure A.3 for short
disturbances of the power supply to the PLC system, including RIOS.
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Electromagnetic compatibility (EMC) type tests and verification

The following tests and verifications are detailed in IEC 61131-2:

— EMC related tests;
— test environment;

— measurement of radiated interference;

— measurement of conducted interference;

— electrostatic discharge;

— ra

- pd
- fa
—  hi
- O
- dg

— VO

A.21

wer frequency magnetic fields;

5t transient bursts;

hh energy surge immunity;

nducted radio frequency interference immunity;

mped oscillatory wave immunity (for Zone C only);

Itage drop and interruptions immunity — power port type test and verification.

D EMC information to be provided by the manufacturer

Infornpation to be made available can be in other than printed form.

Gene
needs

al rules of installation are as noted in IEC.69131-4. Specific installation inforn
to be provided by the manufacturer.

The manufacturer needs to state if its devices are intended to be used under normal s

condi
other
intend

The T
(reprg
test is

A.21

The H
shock
and tq

A.21

ions or in a less severe environmenti(e.g. office environment). If the PLC is intend
than Zone B (which encompassés Zone A), the manufacturer needs to sta
ed zone.

sentative) configurationh of the EUT and the test results. The EUT software durir
to be documented.

| Safety requirements

LC safety clauses in IEC 61131-2 has two main subjects: protection against ele
and protection against the spread of fire. IEC 61131-2 specifies the design, m
stingsmethods to meet the safety requirements.

hation

Brvice
d for
e the

est Report needs to descfibe all the tests, the rationale for the selection of the typical

g the

ctrical
aterial

|.1." Protection against electrical shock

Protection against electric shock of the PLC system is maintained in normal and single fault
conditions. Accessible parts of equipment should not be, or become, hazardous live.

Protection is provided by compliance with dielectric strength, operator accessibility, normal
condition, single fault and clearance and creepage requirements in IEC 61131-2.

A.211.1.1 Permissible limits for accessible parts

To ensure that accessible parts are not hazardous live, the voltage, current, charge or energy
between an accessible part and reference test earth, or between any two accessible parts on
the same piece of equipment within a distance of 1,8 m (over a surface or through air) are
specified in IEC 61131-2.
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ues in normal conditions

Hazardous live conditions are voltage values above AC 30 V r.m.s. and 42,4 V peak or DC
60 V.

b) Value in single-fault conditions

In single fault conditions, voltage values above AC 50 V r.m.s. and 70 V peak or DC 20 V
are deemed hazardous live.

A.2.11.1.2 Open PLC system equipment

Open PLC system equipment is equipment that may have live electrical parts accessible, e.g.

assen

A.21
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diame
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A.21

The ¢
where

A.21

Table
circun
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N _processing unit. Protection against electric shock needs to be provided ior
ces that are so classified in A.2.11.1.5. Open equipment is to be incorporated dnto
blies manufactured to provide safety.

1.1.3 Enclosed PLC system equipment

ble exception of its mounting surface, to prevent personnel from-accidentally toy
' moving parts contained therein, to protect the equipment agdainst ingress of 12
ter and greater solid foreign bodies, and meeting requirements of mechanical str

p529.

Ction against electric shock needs to be provided™for those interfaces that are clas

A.2.11.1.5. Each entity of an enclosed PLC” system needs to comply wit
ements of Equipment Classes |, Il or Ill. The\protection degree is >IP20. The prot
hg conductor is a part of a flexible cord set:

1.1.4 Dielectric strength type test

ielectric withstand type test is detailed in IEC 61131-2 between all parts and ¢
basic, reinforced or double insulation are specified for protection against electric s

1.1.5 Operator accessibility

A.7 defines ports_6f a PLC system requiring protection against shock. Under s
nstances, some(ports of either open or enclosed equipment may or may n
lered operator accessible. This is to be agreed upon between the manufacture
er.

those
other

sed PLC system equipment is equipment which is enclosed on\ all sides, with the

ching
5 mm
ength,

ability, and stability (where applicable). Protection dégrée must be >IP20 als per
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ective
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Table A.7 — Shock protection requirements for open and enclosed equipment

Protection required
Port Open equipment Enclosed
equipment

Al — Communication interface/port for local 10 extension rack No Yes
Ar — Communication interface/port for remote 10 station No Yes
Be — Open communication interface/port also open to third party Yes Yes
devices ( e.g. personal computer used for programming instead of a
PADT)
Bi — Internal communication interface/port for peripherals No No
C — Interface/port for digital and analogue input signals No Yes
D — Injerface/port for digital and analogue output signals No Yes
E — Sdqrial or parallel communication interfaces/ports for data Yes Yes
commuinication with third party devices
F — Mains power interface/port No Yes
G - Injerface/port for protective earthing No Yes
H — Injerface/port for functional earthing No Yes
J = 1/Q power interface/port used to power sensors and actuators. No Yes
K — Adxiliary power output interface/port No Yes

A.2.11.1.6 Protection in normal condition

Operator accessible parts need to be prevented from becoming hazardous live under normal
conditions by one or more means of basic insulation, enclosures or barriers, and/or protective

impedance.

A2101.1.7 Protection in singlexfault condition

Additipnal protection needs to-be-provided to ensure that operator accessible conductivel parts
are pfevented from becomihg hazardous live when a single fault occurs. This add|tional
prote¢tion needs to be previded by means of protective earthing and bonding, supplemgntary

insulgtion and/or protective impedance.

to co
inclu

a)

b)

A sinjyle fault is eonsidered to occur when a single component providing protection is ynable

tinue providing that protection. Requirements on fault tests are detailed in IEC 61131-2,
ing the following.

Protective Earthing and Bonding

O UlatUI dbbcbb;bic bUIIdubtiVU palta daltc tU bU bUIIdCd tU thc plUtUbtiVU uunuUCtOl’
terminal if they could become hazardous live in case of a single fault of the primary
protective means specified in IEC 61131-2. Alternatively, such accessible parts are
separated from parts that are hazardous live by a conductive protective screen or barrier
bonded to the protective conductor terminal.

Operator accessible conductive parts need not be bonded to the protective earth terminal
if they are separated from all hazardous live parts by double insulation or reinforced
insulation.

Supplementary Insulation

Clearances and creepage distances are specified in IEC 61131-2. The requirements for
protection under single fault conditions are satisfied with double or reinforced insulation.
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c) Protective Impedance

The protective impedance needs to limit the voltage from becoming hazardous live under
normal or single fault conditions on operator accessible parts or to values for SELV. The
use of a single component not liable to become defective in such a manner as to cause a
risk of hazard is allowed. Verification of these requirements is specified in [IEC 61131-2.

A.2.11.2 Protection against the spread of fire

Protection against the spread of fire is to be evaluated between limited power circuits and
other circuits. There are no requirements for protection against the spread of fire within
limited power circuits.

If lim
prote
involv

A.21
A lim

winding where the open-circuit potential is not more than AC 30 V\r.m.s. and 42,4 V p
D V, and the energy available to the circuit is limited according to one of the following

DC 6
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— thdg
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-
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non-s
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A.21

Creef
value

ed, compliance is to be verified.

1.3 Limited power circuits

ted power circuit is a circuit supplied by sources such as asbattery or a trans

b -

D.

maximum output current and power are inherently/limited and specified in IEC 61

low the limits set in IEC 61131-2;

over-current protective device limits the maximum output current and power to
b limits set by IEC 61131-2;

C 61131-2;

regulating network limits the maximmum output current and power as the result of a
It in the regulating network setby IEC 61131-2.

elf-resetting device.

rmity is checked by.\measuring the output voltage, the maximum output current a
num available output power.

1.4 Clearance and creepage distances requirements

5 are primarily directed at accommodating overvoltage concerns.

ted power circuits are not employed, all other requirements of IEC 6113422 for the
tion against the spread of fire are to be met. Where breakdown of componepts is

I;rmer
ak or

31-2;

b maximum output current under all conditions_and power are limited by impedanfce to

below

regulating network limits the maximum output current and power to those get by

rly one

b an over-current protectivedevice is used, it needs to be a fuse or a non-adjuptable

nd the

age values are primarily directed at accommodating pollution concerns. Cledrance

IEC 6

3 1+=2-spectifies tlearanceandtreepage distances; nctuding:

a) Clearances relating to overvoltage Category II:

— Field wiring terminal clearance.

— Clearance of other than field wiring terminals.

b) Clearance for micro-environment where voltages are known and controlled.

— Creepage distances for basic and supplementary insulation.

— Minimum creepage distances for printed circuits and other types of circuits.

c) Creepage distance requirements for recurring peak voltages.

d) Creepage distance for double/reinforced insulation.

e) Creepage for field-wiring terminals.
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Flame-retardant requirements for non-metallic materials

rements are specified in IEC 61131-2 for the following:

non-metallic enclosure material;
non-metallic material supporting live parts;

components, including:

non-metallic components;
decorative and labelling materials;
internal wiring or interconnection cables.

TR 61131-4 © IEC:2004(E)

A.2.11.6 Temperature limits
Component temperature limits: components should not be operated beyond |their |rated
temperature limits or rated temperature rises. Easily touched parts: parts likely\to be toliched
by an operator in normal use or by service personnel should not exceed"the temperature
limits [of Table A.8.
Table A.8 — Temperature limits

Absdlute maximum temperatures Access time Metallic Non-metallic Examplep
Operatpr hand-held equipment Continuous 55°C 70 °C Handheld termihals
Operatpr parts normally touched in Momentary 70 °C 85 °C Push buttons on
operatipn cabinet
Parts dccessible during servicing, Momentary 70 °G 85 °C Key switches onp PLC
normally touched in operation
Parts gccessible during servicing, not | Momentary 100 °C (1) 100 °C (1) Heatsinks
normally touched in operation

Warnin

g label is necessary if temperature exceeds_level shown.

Field
wiring
A.21

Enclo
live p

a) O
b) En

insulation temperatureTating.

1.7 Enclosures

sures need tQ provide protection against the hazards of moving parts and contad
brts. Requirements for equipment enclosures are specified in IEC 61131-2, includin

ben equipment.
clesed equipment.

En

wiring terminals need to be monitored for the temperature during the temperaturg test.
This data is to be used in conjunction with the device’s rated ambient to determine the

e field

t with
g:

clesed nqnipmnnf need to meet |1P20 rnqnirnmnnfe as a minimum_This prnh:m’rin

N also

needs to be provided under all conditions of operator use.

— Shafts and knobs external to the enclosure does not need to be

hazardous live parts.

in contact with

— Mechanical Strength of the enclosure needs to be such as to withstand rough handling

A.2.11.8

in normal use.

Field wiring terminals constructional requirements

Terminals need to be so designed that loose strands of wire should not reduce the required
clearance/creepage requirements and other requirements as per IEC 61131-2.
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A.2.11.9 Provisions for protective earthing

The requirements specified below do not apply to SELV circuits where protective earthing is

not re

quired.

A.2.11.9.1 Protective earthing constructional requirements

The accessible parts of Class | equipment (e.g. chassis, framework and fixed metal parts of
metal enclosures) other than those which do not constitute a danger need to be electrically
interconnected and connected to a protective earth terminal for connection to an external
protective conductor. This requirement can be met by structural parts providing adequate

electr

cal continuity and applies whether the equipment is used on its own or incorpor

ted in

an as

Cords
prote
green

NOTE

Acces
locatsg

speci]lied in IEC 61131-2 for reinforced insulation corresponding to the highest

opera

Class
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powe

A.2.1
If the

followling requirements also apply in addition to the previous general connection specific
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cOo
cOo

- Py
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— TH
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sembly.

or cables that supply power to portable peripherals need to be provided V
tive earthing conductor. Protective earthing conductor insulation, if provided, is
with a yellow stripe.

In North America, the colour green is also acceptable.

d as to exclude any contact with live parts and withstand the dielectric test v

ional voltage of the unit.

Il equipment may have an internal functional™bonding conductor but may n
ed with a protective earthing terminal or a protective earthing conductor in the
input cord.

1.10 Protective earthing terminal

PLC system is provided with a. protective earthing terminal (class | equipment

e protective earthing terminal” needs to be readily accessible and so placed th
nnection of the equipment.to the protective earthing conductor is maintained whg
ver or any removable part'is removed.

oducts which are .intended for cord connected use (such as peripherals) need
bvided with a protective earthing terminal integral to the plug cap, or sock
movable cord seb).

e protectivétearthing terminal needs to be of screw, stud or pressure type and ne
made of-d.suitable corrosion resistant material.

e clamping means of protective earthing terminals need to be adequately locked a
cidental loosening and it should not be possible to loosen them without the aid of g

- Pr

vith a
to be

sible isolated conductive parts are considered not to constitute a danger if they are so

bltage
rated

ot be
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), the
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neutral terminal within the PLC system. This does not prevent the connection of
appropriately rated devices (such as capacitors or surge suppression devices) between
the protective earthing terminal and neutral.

— The protective earthing terminal and subsequent protective equipment internal to the PLC

Sy
The p

stem need to comply with the test specified in IEC 61131-2.

rotective earthing terminal needs to have no other function.
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A.2.11.11 Wiring

IEC 61131-2 specifies wiring requirements applicable to all wiring provided by the
manufacturer for the internal and/or external wiring of the PLC system, including internal
wiring and interconnecting wiring. This Subclause does not apply to SELV/PELV circuits,
earthing or bonding conductors.

A.2.11.11.1 Internal wiring

Insulation on all internal wiring is to be rated for the voltage and temperature of use.

A.2.11.11.2 Interconnection wiring

Cables and cords provided for interconnection of equipment should comply with requirements
as forfinternal wiring.

A.2.11.11.3 Mains power input cord

The mains power input cord provided by the manufacturer should, comply with the mains
power input cord requirements in IEC 61010-1.

The cjrcuitry connected to a cord set (removable or fixed) negds to be so designed that|there
is no risk of electric shock after 1 s when touching the pins 6f the plug and/or receptacle. Test
are to be conducted in accordance with specifications of IEE’61131-2.

A.2.111.12 Switching devices

Switching devices should be used within their _ratings, as per IEC 60947-5-1, or equipment
utilizing them need to be subjected to the“overload and endurance tests specified in
IEC 6[1131-2. The endurance test is not conducted on solid state output devices for gengral or
resist|ve use.

A.2.11.13 Components

Components should comply-with the applicable safety requirements of the relevanft IEC
product standard(s) or have‘been approved by a recognized testing authority for confprmity
with gpplicable safety requirements and need not be re-tested.

NOTE | Components are~parts of PLC system units; e.g., capacitors, resistors, printed circuit boards, [relays,
transfofmers, switches,

A.2.11.14 Battery requirements

Battefy cases or compartments need to be designed to protect against accumulation of
flammable-gases or damage from spilling of corrosive liquid as applicable.

Rechargeable and non-rechargeable batteries, if used in the PLC, need to be provided with
suitable protection, internal or external to the battery cell, so as to minimize the risk of battery
explosion. Parameters to be considered in the design should include temperature,
possibility/prevention of reverse current flow, limited discharge, etc.

Means need to be provided to prevent charging and to limit the discharge current of non-
rechargeable batteries in both normal and single fault conditions.

A.2.11.15 Maximum voltage and minimum voltage

The equipment should operate as intended without an increased risk of fire or electric shock
when subjected to maximum voltage or minimum voltage conditions. This requirement needs
to be verified as per IEC 61131-2.
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A.2.11.16 Markings and identification

Markings as indicated below need to be visible from the exterior of enclosed equipment, or be
visible after removing a cover or opening a door without the aid of a tool, if the cover or door
is intended to be removed or opened by an operator. For open equipment, markings are
permitted to be on any surface that becomes visible after removal of the equipment from the
rack or panel.

For all equipment, as a minimum, the information marked on the device need to identify the
manufacturer (the company bringing the product to market) and the device. The remaining
information needs to be provided in the data sheet, supplied with the device.

The fcl)llowing information needs to be provided by the manufacturer:

m
m

0

hnufacturer’s name, trademark or other identification;
bdel/catalogue number, type designation or name;
drdware serial number or series and/or revision level, and date code or_equivalent;

information on replaceable fuses, including current, voltage and typg;
live parts and protective earth terminals markings as required.

A.2.11.16.1 External wiring terminals identification

Exterpal wiring terminals need to be marked to indicatecthe proper connections for the
supply, load, control circuit, and the like, or a wiring{diagram coded to the terminal m
needg to be provided. A marking or manufacturers installation instructions need
provided to identify the temperature rating of, field wiring to be connected to the
terminals.

A.2.11.16.2 Live parts

A livg part exceeding SELV limits and likely to be mistaken as dead-metal (non-ene
metal) and exposed to service persennel needs to be marked with the following “Dang
voltage” symbol:

NOTE

Symbol according to IEC 60417- 5036 (DB:2002-10).

A.2.11.16.3 ~‘Protective earth terminals markings

The

ratective earth terminal markings need to be durable and clearly identifiable]
identiwwmmimwmmw i i ' i

bower
arking
to be
wiring

gized
erous

The

equipment or by the colour green-yellow.

Se on

NOTE Notation PE according to 5.3 of IEC 60445. In North America, the colour green only is also acceptable.

The graphical symbol for protective earth is:

D

NOTE Symbol according to IEC 60417- 5019-a (DB:2002-10).
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A.2.11.16.4 Equipment protected by double/reinforced insulation

Equipment protected throughout by double/reinforced insulation (Class Il) needs to be marked
with the following symbol unless it is provided with a protective terminal.

bear

Equi
this s

NOTE

A.21

Equip
marke

A.2.1

Equip
- ra

— ra

mbol.

Symbol according to IEC 60417- 5172 (DB:2002-10).
1.16.5 Equipment supplied by SELV/PELV

ment intended to only be energized by a SELV or PELV source of supply needs to
d on equipment and/or provided in product literature.

1.16.6 Rating information
Mment needs to be marked with the following as applicable:

ed voltage(s) or range of voltage in volts (V);
ed frequency in Hertz (Hz);

— k'
- ny
- ra
- ra
For o
manu
verifid
tests

A.21

Prote
circui
This

S

d of supply system (AC, DC, AC/DC «eh'the symbols 5032 (DB:2002-10),
B:2002-10) or 5033 (DB:2002-10) from IEC 60417);

mber of phase conductors if more than‘one;

ed current in Amperes (A); and/or.

ed input and/or output power in\Watts (W) or Volt-Amperes (VA).

pen type equipment, the. information needs to be marked on the equipment or
bl. This includes: requirements for safety type tests and verifications tes

ations for safety in accordance with IEC 61131-2, and requirements for safety r
And verifications safety routine tests or an equivalent verification method.

1.17 Requirement for dielectric strength verification

Ction against electric shock needs to be verified between non-SELV circuits and
s, non>SELV circuits and accessible conductive parts, and isolated non-SELV ci
erification needs to be performed by one of the following approaches:

- rIo

be so

5931

n the
and
butine

SELV
Fcuits.

— verification, during product development, that all of the relevant insulating materials and
creepage and clearance distances of the product and that all isolating components meet
one of the following:

the component requirements of IEC 61131-2;
100 % dielectric withstand tested;

verified by measurement to meet the required creepage and clearance distances

A.2.11.18 Requirement for protective earthing verification

The manufacturer needs to verify protective earthing continuity between the protective
earthing interface/port and all operator accessible metal parts intended to be earthed, in
accordance with the test described in IEC 61131-2.
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A.2.11.19 Requirements for information on safety

Information on safety needs to be provided by the manufacturer in accordance with
IEC 61131-2.

A.2.11.20 Safety type tests and verifications

The safety related tests and verifications prescribed in IEC 61131-2 are mainly for the
manufacturer. These include the following:

A.2.11.21 Safety related mechanical tests and verifications

A.2.11.22 Safety related electrical tests

A.2.11.23 Single-fault conditiontest

A.2.12 Safety routine tests

These testssinclude:

impact withstand test;

oferator accessibility test;
ggneral examination of openings;
wire flexibility test;

temperature test;

prptective coating test;

.
)

didity test;
clgarance and creepage verification;

=
[0)

Id-wiring terminals constructional verification.

di¢lectric withstand verification test;
prptective earthing continuity test;
stored energy injury risk test;
oVerload test;

endurance test.

breakdown of componentitest;
prptective impedance test;

mains transformer test.

diglectric withstand test;

dielectric withstand verification test (routine dielectric withstand test);
protective earthing test.

A.2.13 Safety information to be provided by the manufacturer

The manufacturer's data are to include the following information as a minimum:

Protective earthing requirements and recommendations concerning personnel safety
circuits.

Requirements for the maintenance of protective devices, such as protective earthing
circuits, overcurrent protective devices, and batteries utilized for memory back-up, etc.
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— If the PLC system is provided as "open equipment", a suitable enclosure is required to
provide the necessary level of safety and environmental protection and guidelines for
mounting, spacing, and/or internal barriers or shields if needed for safety.

— Precautionary instructions, if removal of any module while the equipment is in operation
can affect safety related to electrical shock, fire hazard and electrical damage.

- A

statement of the intended use of the PLC system relative to Overvoltage Category.

— Isolation potentials between channel and other circuits (including ground) and between
channels under normal conditions.

— Information to be made available can be in other than printed form.

In ad

A.21

Iiaon, tne 1olowing mntormmation 1s to be providaed.

B.1 Information on evaluation of enclosures for open equipment (power
dissipation)

The manufacturer's documents are to provide information to allow the evaluation of the

dissip

power

ation of every PLC configuration, sub-assembly and module and\ provide information

Brvice

regarging minimum spacing required to assure adequate cooling ‘Under normal s
conditions.

A.2.13.2 Information on mechanical terminal connection

The manufacturer is to provide the following information through convenient documentation
and/of marking:

a) Type, cross-sectional area and material of thexconductors that may be connected

P

b) R
ed

A.2.1

Figur¢ A.7 illustrates the hardware in the PLC system as defined for the purpos

IEC 6

| C system.
bcommendations for use of shielded cables, and how they are to be connecte
rthed.

i lllustration of PLC system hardware definition

1131-1 and IEC 61131-2.

to the

d and

es of
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Non-permanent Peripherals

processing input/output pPéarﬁ)nhaean?st Not on-line On-line
unit stations pluggable pluggable
Non-transportable
MRU RIOs Portable
Hand-held

Progfammable controller < Peripherals >
<——Permanent installation —» gNon-permanent installation
< Programmable Controller System (PLC-system) ——

IEC 1034/04
Figure A.7°— Programmable Controller System (PLC system)

Portable and handsheld peripherals have specific requirements and have to be distingdished

from permanently-installed peripherals.

A.3 | Oyerview of IEC 61131-3

A.3.1 Introduction

IEC 61131-3 specifies the basic PLC programming languages and the syntax and semantics.
IEC 61131-3 starts with the foundation of PLC programming languages, i.e. software model,

common elements data types,
specifications of the four common programming languages.

following clauses:

program organization units which culminate in the
IEC 61131-3 includes the

— Clause 1 contains the scope of IEC 61131-3, the normative references, the definitions of
terms used in IEC 61131-3and the normative requirements for compliant programs and
compliant programming systems.

— Clause 2 defines the language elements which are common for the standardised

languages. The common
representation.

languages are given elements

in textual and graphical
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— Clause 3 and 4 defines the various standard languages. Two textual languages
"Instruction List" and "Structured Text" and two graphical languages "Ladder Diagram" and
"Function Block Diagram" are normative.

Sequential Function Chart (SFC) elements are defined for structuring the internal organization
of programmable controller programs and function blocks. Also, configuration elements are
defined which support the installation of programmable controller programs into
programmable controller systems.

In the annexes of IEC 61131-3, the formal specifications, keywords, examples, etc. are given.

A.3.2 GUIIUIdi
A.3.2{1 Scope

IEC §1131-3 specifies syntax and semantics of programming languages for programmable
contrgllers as defined in IEC 61131-1.

A.3.2]2 Definitions

Some| of the definitions listed in IEC 61131-3 are examples for use of PLC language tefms in
IEC 6[1131-3:
a) adqtion

Bqgolean variable, or a collection of operations_ %0 be performed, together with an
agsociated control structure.

b) adtion block

Graphical language element which utilizes a, Boolean input variable to determine the|value
of| a Boolean output variable or the enabling condition for an action, according to a
predetermined control structure.

c) adcess path

The association of a symbelic name with a variable for the purpose of |open
cgmmunication.

d) bistable function block
Fynction block with two stable states controlled by one or more inputs.
e) cqll
Lgnguage construet for invoking the execution of a function or function block.
f) cqgnfiguration

Lgnguage.-element corresponding to a programmable controller system as defifed in
IEC 61131-1.

g) degclaration

The mechanism for establishing the definition of a language element. A declaration
normally involves attaching an identifier to the language element, and allocating attributes
such as data types and algorithms to it.

h) function (procedure)

Program organization unit which, when executed, yields exactly one data element and
possibly additional output variables (which may be multi-valued, for example, an array or
structure), and whose invocation can be used in textual languages as an operand in an
expression.
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i)

P)

q)

u)

fu

nction block (function block type)

PLC programming language element consisting of:

fu

the structure of data structure partitioned into input, output, and internal variables

a set of operations to be performed upon the elements of the data structure wh
instance of the function block type is invoked.

nction block diagram

; and

en an

Network in which the nodes are function block instances, graphically represented
functions (procedures), variables, literals, and labels.

global variable

Variable whose scope is global.

intout variable

Variable that is declared in a VAR_IN_OUT. . _.END_VAR block.

instance

Individual, named copy of the data structure associated with a function block type or
prpgram type, which persists from one invocation of the associated 6perations to the|next.
instantiation

ThHe creation of an instance.

injocation

THe process of initiating the execution of the <operations specified in a prpgram
orpanization unit.

kdyword

Lgxical unit that characterises a language element, for example “IF”.

lapel

Lgnguage construction naming an instruction, network or group of networks, including an
identifier.

network

Arrangement of nodes and.interconnecting branches.

pragma

Lgnguage constructsfor the inclusion of text in a program organization unit which may
affect the preparation of the program for execution.

resource

Lgnguage eléement corresponding to a “signal processing function” and its “man-mgchine
inferface®and “sensor and actuator interface functions”, if any, as defined in IEC 61131-1.
s@mantics

THe relationships between the symbolic elements of a programming language and their
meanings, interpretation and use.

step

Situation in which the behaviour of a program organization unit with respect to its inputs
and outputs follows a set of rules defined by the associated actions of the step.

task

Execution control element providing for periodic or triggered execution of a group of
associated program organization units.

transition

The condition whereby control passes from one or more predecessor steps to one or more

Su

ccessor steps along a directed link.
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A.3.3 Software model

The basic high-level language elements and their interrelationships are illustrated in Figure
A.8. These consist of elements which are programmed using the languages defined in
IEC 61131-3, that is, programs and function blocks; and configuration elements, namely,
configurations, resources, tasks, global variables, access paths, and instance-specific
initialisations, which support the installation of programmable controller programs into
programmable controller systems.

CONEIGURATION

RESOURCE RESOURCE
TASK TASK TASK TASK
I \ 1 1
1 AN \ 1 1
PROGRAM | ~ JPROGRAM PROGRAM PROGRA%
N \ -

[ 1

GLOBAL and DIRECTLY REPRESENTED VARIABLES
and INSTANCE-SPECIFIC | INITIALIZATIONS

y y

ACCESS PATHS

Communication function (See IEC 61131-5)

Execution control path

<@ or —P» Variable access paths

Function block

1 Vvariable
IEC| 2468/02
NOTE Thisfigure is illustrative only. The graphical representation is not normative.
NOTE R _n‘a-configuration with a single resource, the resource needs not be explicitly represented.

Eigure A.8 — Software model

The mapping of the language elements defined in this Subclause onto communication objects
is defined in IEC 61131-5.

A.3.4 Communication between software elements

Values of variables can be communicated among software elements in the following ways:

a) directly by connection of the output of one program element to the input of another;

b) global variables (VAR_GLOBAL) can be used to pass variables between programs in the
same configuration;
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c) using the communication function blocks defined in IEC 61131-5 between different parts of
a program, between programs in the same or different configurations, or between a
programmable controller program and a non-programmable controller system;

d) data can be made available by access paths (VAR_ACCESS) between programmable
controllers or non-programmable controller systems.

A.3.5 Programming model
The elements of programmable controller programming languages are classified as follows:

Data types Variables
Program organization units
Functions
Function blocks
Programs
Sequential Function Chart (SFC) elements
Configuration elements
Global variables
Resources
Access paths
Tasks

Figure A.9 shows the combination of PLC program language elements.
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LIBRARY ELEMENTS PRODUCTIONS DERIVED ELEMENTS
1 .
DATA TYPES M Derived
Standard (See 2.3.1, 2.3.2) | Declaration (See 2.3.3) —J= data
Derived
types
FUNCTIONS @) Declaration (See 2.5.1.3) Derived
Standard (See 2.5.15) | P IL. ST LD. FBD — functions
Derived " OTHERS
FUNCTION BLOCKS @) DeCI'EraS“?”L(ge'f 2-52.2) Berived
2.5.2. » 90, B ;
Standard (See 2.5.2.3) SFC elements (See 2.6) | P function
Derived blocks
OTHERS
. “4)
Declaration (See 2.5.3)
IL, ST, LD, FBD —J— PROGRAM
SFC elementsASee 2.6)
PROGRAMS
(See 2.5.3)
5
\ Declaration (See 2.7.1) ()
Global variables (See 2.7.1) —J»| CONFIGURATION
Access paths (See 2.7.1)
Tasks (See 2.7.2)
RESOURCES = o]
(See 2.7.1)
IEC 1035/04
Key
LD — Ladder Diagram
FBD — Function Block Diagram
IL — Ingtructjen.List
ST — Sfructured Text
OTHERS—="0Otherprogrammming tanguages

NOTE Subclause numbers refer to clauses in IEC 61131-3.

Figure A.9 — Combination of programmable controller language elements
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Compliance

This Subclause defines the requirements for programmable controller systems and programs

which

A.3.6.

claim compliance with IEC 61131-3.

1 System compliance

A PLC system which claims to comply, wholly or partially, with the requirements of IEC 61131-
3 shall do so only as described in the following manner.

A compliance statement shall be included in the documentation accompanying the system, or

is pro

“This
featur

For d
IEC 6

A.3.6

A pro

Huced by the system itself. The form ot the compliance statement is:

system complies with the requirements of IEC 61131-3, for the followihg-lan
es: ” followed by a set of compliance tables.

1131-3.

2 Program compliance

gjrammable controller program complying with the requirements of IEC 61131-3 ne

a) use only those features specified in this standard fordhe particular language used;

b) ng
C) nd
The T

comp
influe

t use any features identified as extensions to the‘language;
t rely on any particular interpretation of implementation-dependent features.

esults produced by a complying prograny is to be the same when processed b

nced by program execution timing, the use of implementation-dependent features

program, and the execution of error handling procedures.

A.3.7

The f
langu

A.3.7
Printd

— c¢h
- id

Common language elements

hges to assure theirtharmonized usage and exchange.

1 Printed characters
d characters include:

aracter-set;
bntifiers;

juage

etails on the compliance tables and the remaining compliance tequirementg, see

pds to:

y any

ying system which supports the features used by the program, such results are

in the

bllowing language elements are common to all standardized programmable conftroller

— keywords;

— white space;

— comments;

— pragmas.

A.3.7.2 External representation of data

— numerical literals;

— c¢h

aracter string literals;

— time literals:

duration;

time of day.
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Data type

04(E)

For the standard languages, the data types are commonly defined. Data typing prevents
errors in an early stage of the life cycle of a user program. It is used to define the type of any
parameter used, i.e. variables or constants. This avoids, for instance, dividing a date by an
integer.

A.3.8.

1 Elementary data types

Elementary data types represented in keywords include:

BOOL

(R aoalaan)

SINT
INT (
LINT
USIN
UINT
UDIN
ULIN
REAL
LREA
TIME
DATE
TOD ¢
DT or
STRI
BYTE
WORD
DWOR
LWOR
WSTR

A.3.8

Gene
and f
used

A.3.8

Deriv{
analo
Deriv

(oOoTcany;

(short integer);

nteger);

(long integer);

[ (un-signed short integer);

(un-signed integer);

[ (un-signed double integer);

I (un-signed long integer);

(real number);

| (long reals);

(duration);

— only for calendar date (date);

r TIME_OF_DAY - only for clock time (Time of dayy,
DATE_AND_TIME (date and time of day);

NG (variable-length single-byte string);

(bite string of length 8);

(byte string of length 16;

D (byte string of length 32);

D (byte string of length 64);

I NG (variable-length double-byte ¢character string).

2 Generic data types

ic data types are used in the specification of inputs and outputs of standard fun
inction blocks. They are pre-fixed with the keyword “ANY”. Generic data types a
n user-declared program organization.

3 Derived data type

bd data type is user or manufacturer defined using the other data types. For examp
gue input channel can be defined as a data type and re-used over and over
bd data types are declared in manners shown in Table A.9.

ctions
e not

le, an
hgain.
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Table A.9 — Data type declaration features

No.

Feature/textual example

Direct derivation from elementary types, e.g.:
TYPE RU_REAL: REAL; END_TYPE

Enumerated data types, e.g.:
TYPE ANALOGUE_SIGNAL_TYPE: (SINGLE_ENDED, DIFFERENTIAL); END_TYPE

Sub-range data types, e.g.:
TYPE ANALOGUE_DATA: INT (-4095..4095); END_TYPE

Array data types, e.g.:
TYPE ANALOGUE_16_INPUT_DATA: ARRAY [1..16] OF ANALOGUE_DATA; END_TYPE

Structured data types, e.g.:
TYPE
ANALOGUE_CHANNEL_CONFIGURATION :
STRUCT
RANGE : ANALOGUE_SIGNAL_RANGE ;
MIN_SCALE : ANALOGUE_DATA ;
MAX_SCALE : ANALOGUE_DATA ;
END_STRUCT ;
ANALOGUE_16_INPUT_CONFIGURATION :
STRUCT
SIGNAL_TYPE : ANALOGUE_SIGNAL_TYPE ;
FILTER_PARAMETER : SINT (0..99) ;
CHANNEL : ARRAY [1..16] OF ANALOGUE_CHANNEL_CONFIGURATION ;
END_STRUCT ;
END_TYPE

A.3.9
The |

Variables

FC 61131 series distinguishes variables which are directly assigned to explicit harfware

addrejsses (e.g. input and outputs) in\eonfigurations, resources or programs and varjables
which[ may be globally or locally accessed. In this way, a high level of hardware indepengdency

is cre

hted, supporting the reusability’of the software.

The dcope of the variables (afe normally limited to the organization unit in which they are

decla
confli
globa
an ini

Prefixes for djrectly represented variables are shown in Table A.10. Variable declaration
keywards are.shown in Table A.11.

ed, e.g. local. This, means that their names can be reused in other parts without any
Ct, eliminating another source of errors, e.g. the scratchpad. If the variables should have
scope, they have/to be declared as such (VAR_GLOBAL). Parameters can be asgigned
ial value at start’'up and cold restart, in order to have the right setting.

Tlable A.10 — Location and size prefix features for directly represented variablels

No. Prefix Meaning Default data type
1 | Input location

2 Q Output location

3 M Memory location

4 X Single bit size BOOL

5 None Single bit size BOOL

6 B Byte (8 bits) size BYTE

7 w Word (16 bits) size WORD

8 D Double word (32 bits) size DWORD

9 L Long (quad) word (64 bits) size LWORD

10 Use of an asterisk (*) to indicate a not yet specified location

NOTE National standards organizations can publish tables of translations of these prefixes.



https://iecnorm.com/api/?name=a880bd8753dee95806ccf4a698a771cb

- 68 — TR 61131-4 © IEC:2004(E)

Table A.11 — Variable usage

Keyword Variable usage
VAR Internal to organization unit.
VAR_INPUT Externally supplied, not modifiable within organization unit.
VAR_OUTPUT Supplied by organization unit to external entities.
VAR_IN_OUT Supplied by external entities — can be modified within organization unit.
VAR_EXTERNAL Supplied by configuration via VAR_GLOBAL
Can be modified within organization unit.
VAR_GLOBAL Global variable declaration.
VAR_ACCESS Access path declaration
VAR_TEMP Temporary storage for variables in function blocks and programs.
VAR_CONFIG Instance-specific initialisation and location assignment.
RETAINb.c.de Retentive variables.
NON_RETAINb.cde Non-retentive variables.
CONSTANTa Constant (variable cannot be modified).
AT Location assignment.
NOTE| The usage of these keywords is a feature of the program organization unit-or configuration element in
which fhey are used. Normative requirements for the use of these keywords are diwen in IEC 61131-3.
a The CONSTANT qualifier should not be used in the declaration of function block instances.
b  Tlhe RETAIN and NON_RETAIN qualifiers may be used for variables declared in VAR, VAR_INPUT,
AR_OUTPUT, and VAR_GLOBAL blocks but not in VAR_IN_OUT /blocks and not for individual elements of
sfructures.
¢ Usage of RETAIN and NON_RETAIN for function block and program instances is allowed. The effect if that
all members of the instance are treated as RETAIN or NON/RETAIN, except if:
the member is explicitly declared as RETAIN or NONMRETAIN in the function block or program type
definition;
the member itself is a function block.
d Usage of RETAIN and NON_RETAIN for instances of structured data types is allowed. The effect is that all
structure members, also those of nested structures, are treated as RETAIN or NON_RETAIN.
e Both RETAIN and NON_RETAIN are featukes. If a variable is neither explicitly declared as RETAIN nof as
NON_RETAIN, the “warm start” behayviour of the variable is implementation-dependent.
A.3.10) Program Organization Units (POUs)
The grogram organization\uhits defined in IEC 61131-3 are the function, function block, and
program. These progfam organization units can be delivered by the manufacturer, or
programmed by the Gsger by the means defined in IEC 61131-3.
Progrem organization units is not to be recursive; that is, the invocation of a prpgram
organfzation\unit does not cause the invocation of another program organization unit pf the
samej|type.

A.3.1

U.1 Functions

For the purposes of programmable controller programming languages, a function is defined as
a program organization unit which, when executed, yields exactly one data element, the
function result. Output elements (VAR_OUTPUT and VAR_IN_OUT) can be added. The
invocation of a function can be used in textual languages as an operand in an expression. For

exam

ple, the SIN and COS functions could be used as shown in Figure A.11.

There are defined standard functions and user defined functions. Standard functions are for
instance ADD(addition), ABS(absolute value), SQRT(square-root), SIN(sine) and COS(cosine).
User defined functions, once defined, can be used over and over again. Figure A.10 shows
two examples of function usage.
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b)
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a) VAR X,Y,Z,RES1,RES2: REAL; EN1,V: BOOL; END_VAR
RES1:= DIV(IN1:= COS(X), IN2:= SIN(Y), ENO => EN1);
RES2:= MUL (SIN(X), COS(Y));

Z: = ADD(EN:= EN1, IN1:= RES1, IN2:= RES2, ENO => V);

b) S + S + o +
X —-——+-] COS |--+ -]EN ENO]---—-- |[EN ENO|--- V

11 11 1 | | |
| +-——-- + +--—-] DIV |-——- | ADD |--- Z
| | | | |
| +——-——- + l |+ I
Y -+-——] SIN |--——-- | | +
111 | oo +
11+ + |
11 |
| | +——-- + [ T Te—— + |
| +-1 SIN |--+ -]EN ENOJ- |
1 1 11 1 11
| [ yp—— + +- -] MUL |---+
| | |
1+ + | |
+-—-] COS |---——- | |
| | [ T T +
S +

IEC 2474/02

ructured Text (ST) language.
inction Block Diagram (FBD) language.

Figure A.10 — Examples of function usage

Figur¢ 10 shows two different representations of the same functionality. It is not requi

suppg

A.3.1
For tH

rt any automatic transformation between the two forms of representation.

D.2  Function Block (EB)

e purposes of pragrammable controller programming languages, a function bloc

program organizatiom unit which, when executed, yields one or more values. Only the

and ¢
functi

The s
it is in

bn block's/internal variables are hidden from the user of the function block.

cope-0f an instance of a function block is local to the program organization unit in
stantiated, unless it is declared to be global in a VAR_GLOBAL block.

utput variables”are accessible outside of an instance of a function block, i.€|.

red to

K is a
input
, the

which

The maximum number of function block types and instantiations for a given resource are
implementation-dependent parameters.

Figure A.11 shows instantiation of a FB by the graphical language and by textual language.
Input and output variables of an instance of a function block can be represented as elements
of structured data types.
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Graphical (FBD language) Textual (ST language)
FF75 VAR FF75: SR; END_VAR (* Declaration *)
I'_;E_'; FF75(S1:=%IX1, R:=%I1X2); (* Invocation *)
%IX1-—-]S1 Q1]---%QX3 %QX3 = FF75.Q1 ; (* Assign Output *)

%IX2-—-|R |
Fe—— +

MyTon VAR a,b,r,out : BOOL; MyTon : TON; END_VAR

Fom—— +

MyTon(EN := NOT (a <> b),
IN =T,
NOT Q => out);

to———+ |_TON |
a4-] NE |---O]JEN ENOJ|--
b-4-1 | r—]IN Q]0O-out
+-———+ —-|PT ET]--

IEC 2479/02
Figure A.11 — Function block instantiation examples

Assighment of a value to an output variable of a function block ‘s, hot allowed excepj from
within| the function block. The assignment of a value to the(input of a function block is
permitted only as part of the invocation of the function block{ Allowable usages of fuhction
block [inputs and outputs are summarized in Table A.12.

Table A.12 — Examples of function block 1/O variable usage

Usage Inside function block Outside function block
Input read IE IN1 THEN ... Not allowed (Notes 1 and 2)
nput assignment Not allowed (Notes 1 and 3) FB_INST(IN1:=A, IN2:=B);
Output read OUT:= OUT AND-NOT IN2; C:= FB_INST.OUT;
Qutput assignment ouT:= 1; Not Allowed (Note 1)
In-out read IE INOUT THEN ... IF FB1.INOUT THEN. ..
Ih-out assignment INOUT:= OUT OR IN1; (Note 3) FB_INST(INOUT:=D);

NOTE|1 Those usages (listed as “not allowed” in this table could lead to implementation-dependent,
unpredlictable side effects.

NOTE|2 Reading and\writing of input, output and internal variables of a function block may be performed |pby the
“comnjunication fdpetion”, “operator interface function”, or the “programming, testing, and monitoring fung¢tions”

defined in IEC 61131-1.

NOTE|3 Modification within the function block of a variable declared in a VAR_IN_OUT block is permitted.

Standard FB include: bi-stable FB, counters, timers, and communication FB.

A.3.10.3 Programs

As defined in the IEC 61131 series, a program is a “logic assembly of all the programming
language elements and constructs necessary for the intended signal processing required for
the control of a machine or process by a programmable controller system.” Therefore by its
scope, a program is in itself a POU. Typically, a program consists of a network of Functions
and Function Blocks, which are able to exchange data. Function and Function Blocks are the
basic building blocks, containing a data-structure and an algorithm. An action block is a
graphical element for the combination of a Boolean variable with one of the action qualifiers to
produce an enabling condition for an associated action. These features are shown in Table
A.17. Action block operates under specific control rules detailed in IEC 61131-3.
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A.3.10.4 Sequential Function Chart (SFC)

Sequential Function Chart (SFC)

is a common element for use in structuring internal

organization of a PLC program organization unit. SFC can be written in one of the
programming languages defined in IEC 61131-3 for the purpose of performing sequential
control functions, as shown in Figure A.12.

SFC

Step 1

—— Transition 1

Step 2

—r— Transition 2

Step 3

IEC 1036/04

Figure A.12 — Sequential function chart

describes the behaviour of a control program. It is derived from Petri Nets

IEC 60848 Grafcet, with the changes necessaty to convert the representation fn
documentation standard to a set of execution_control elements. SFC structures the in
organjization of a program, and helps to decompose a control problem into manageable

while

maintaining the overview. SFC consists of Steps, linked with Action Blocks

Transjtions. Each step represents a.particular state of the systems being controll

transi
transi
block
stand

lion is associated with a condition, which, when true, causes the step befor
lion to be deactivated, and the next step to be activated. Steps are linked to

5, performing a certain contfol action. Each element can be programmed in any

brd languages, including SFC itself.

SFC program features include: steps, transitions and action, as shown in Table A.13 to

A.15.

5 and
om a
ternal
parts,
5 and
ed. A
e the
action
of the

Table
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Table A.13 — Step features

No. Representation Description
1 |
o + Step - graphical form
| = | with directed links
o + txER = step name
|
| Initial step - graphical form with directed links
$=======+ "'x&*1 = name of initial step
=== 1l
]| 1|
Y=+
|
2 | STEP *** : Step - textual form
(* Step body *) without directed links
END_STEP xR = step name
INITIAL_STEP *** : Initial step - textGalform

without directed links

(* Step body *) akxt = namé of initial step

END_STEP

Stepflag - general form
A3 | wwx y W = step name
*** X = BOOL#X when *** js active BOOL#0 otherwis

14

3ga o + Step flag - direct connection
| *** |-——- of Boolean variable ***_X to
e + right side of step ""***"

Step elapsed time - general form
423 | sxx T THExN = step name
***_T = a variable of type TIME

NOTE The upper directed, link to an initial step is not present if it has no predecessors.

4 When feature 3A, 3B, er4is supported, it needs to be an error if the user program attempts to modify the
associated variable=Faor'example, if S4 is a step name, then the following statements would be errors in the ST
language:

$4._X:
$4.T:

1; (®.ERROR *)
t#100ms; (* ERROR *)
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Table A.14 — Transition and transition conditions

No Example Description
|
o +
|STEP7| Predecessor step
o +
1 | Transition condition
+ BIX2.4 & %IX2.3 physically or logically
adjacent to the transition
| J
- - using ST language
|STEPS|
o + Successor step
|
|
oo +
|STEP7] Predecessor step
oo +
2 | %IX2.4 %1X2.3 I Transition condition
R |} [ | [—— + physically or logically
adjacent to the transition
I | )
o + using LD language
|STEPS|
P + Successor step
I
|
oo +
|STEP7] Predecessor step
oo + - +
3 1 & | | Transition condition
BIX2.4---| |---€ ¥ physically or logically
%IX2.3-——] | | adjacent to the transition
o "N _____ + using FBD language
|STEPS|
oo +
Successor step
I
| Use of connector:
to———— +
|STEP7] predecessor step
to———— +
4 |
STRANX>————————————— + transitiomrconmector
|
to———— +
|STEPS| successor step
te———— +
|
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| %IX2.4 %IX2.3

Transition condition:

4A ] |- | |---->TRANX> Using LD language
|
R S — +
48 I & | .
BIX2.4-—-] | -->TRANX> Using FBD language
%IX2.3---] |
R S — +
STEP STEP7: END_STEP )
5 Textual equivalent
TRANSITION FROM STEP7 TO STEP8 of feature 1
= %IX2.4 & BIX2.3 ; using ST languagde
END_TRANSITION
STEP STEP8: END_STEP
STEP STEP7: END_STEP )
Textual equivalent
6 TRANSITION FROM STEP7 TO STEP 8: offeature 1
LD %IX2.4 using IL language
AND %I1X2.3
END_TRANSITION
STEP STEP8: END_STEP
| Use of transition name:
Fo——— +
|STEP7] predecessor step
Fo——— +
70
+ TRAN78 transition name
|
Fo——— +
|STEPS] successor step
Fo——— +
|
TRANSITION TRAN78 FROM STEP7 TO STEPS:
| | Transition condition
A | %IX2-4_) %1X2.3 TRAN78 | using LD language
e Lt | B ()---+
| |
END» TRANSITION
TRANSITION TRAN78 FROM STEP7 TO STEPS:
B Fommmm * T o, .
= & = ransition condition
BIX2.4-—] |--TRAN78 using FBD language
%IX2.3---] |
Fom——— +
END_TRANSITION
7C TRANSITION TRAN78 FROM STEP7 TO STEPS8: Transition condition
LD  %IX2.4 using IL language
AND %IX2.3
END_TRANSITION
7D TRANSITION TRAN78 FROM STEP7 TO STEP8 Transition condition using

= %IX2.4 & %IX2.3 ;
END_TRANSITION

ST language
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Table A.15 — Declaration of action

No. Feature
1 Any Boolean variable declared in a VAR or VAR_OUTPUT block, or their graphical
equivalents, can be an action.
Example Feature
S +
| ACTION_4 |
2L | e e e e + )
| | %IX1 %MX3 S8.X %QX17 | I A ?raEmC?|
| =1l m--—-1t----- O---7 | “‘“"'l‘;r;“:é' e =
I | I | guag
T + I
| +-———|EN ENOJ %MX10 | |
I 1 C] LT Jmmmmms -+ |
| | D--1I | | |
I B + I
e +
S +
| OPEN_VALVE_1 |
S +
as || | --. |
|+ + | Inclusion of SFC|
| 11 VALVE_1 READY || | elements in actioh
|+ + |
| | |
| + STEP8.X |
| | |
| +~-———— + et — + 1
| | VALVE_1_OPENING |--1 N JVALVE_1_FWD| |
| +———————————=32 F o ot ————— + 1
| l --- |
O +
e +
| ACTION_4 |
o= +
aF +o——t I Graphical
| %IX1--] & | | declaration
| wMX3--1  |--%QX17 | in FBD language
| S8.X-mmmmm- |1 |
| +———4 FF28 |
| oot |
| | SR | |
| Fo—— + | Q1]-%MX10 |
| C--1 LT [|--IS1 | |
| D--| |+t |
[ ommee + |
o +
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No. Feature
3S | ACTION ACTION_4: Textual declaration
%QX17 = %IX1 & %MX3 & S8.X ; in ST language
FF28(S1 := (C<D));
%MX10 := FF28.Q;
END_ACTION
31 | ACTION ACTION_4:
LD S8.X
AND %IX1 Textual declaration
AND %MX3 IMiQ IL
ST %QX17 ar lguagc
LD C
LT D
S1 FF28
LD FF28.Q
ST %MX10
END_ACTION
NOTE The step flag S8.X is used in these examples to obtain the désired result such
that, when S8 is deactivated, %QX17:= O.

Programming in SFC can use alternative sequenceg, and parallel sequences, su¢h as
commnjonly required in batch applications. For instance;one sequence is used for the primary
proceps, and the second for monitoring the overall operating constraints. Because |of its
general structure, SFC provides also a communication tool, allowing program sharing
betwgen users of different localities.

Actions are associated with Steps as shown in Table A.16. This figure is normative fo the
IEC 6[1131 series because |IEC 61131-37requires that a PLC supporting SFC elementg is to
have pne or more of the association mechanisms shown in Figure A.15.
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Table A.16 — Step/action association

— 77 —

No. Example Feature
| Action block
1 tommmt oo Fommm ot physi_cally or
| S8 |--] L | ACTION_1 |DN1] logically
adjacent to the
+-———+ | t#10s] 11 step
| [ —— B R R — [ —
+ DN1
]
| Concatenatéed

b fomm ot 4o S 4ot action.blocks
1 S8 1--1 L 1 ACTION_1 |DN1] physically on
+-———+ |t#10s] 11 logically

| o o — adjacent to the
+DN1 | P | ACTION_2 11 step
| [ —— e [ —
| | N | ACTION_3 1 1
| [ —— e [ —
STEP S8:

3 ACTION_1(L,t#10s,DN1) ; Textual
ACTION_2(P) ; step body
ACTION_3(N) ;

END_STEP
[ —— Sy P+

—] N ] ACTION_4 1 |-

4a [ —— LR P, f —— .

| %QX17 := %IX1 & %MX3,& S8.X ; | Action block
| FF28 (S1 := (C<D)) | "d" field
| %MX10 := FF28.Q5 |
F—————— N +

4 When feature 4 is used, the corresponding action name cannot be used in any other

action block.
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Table A.17 — Action block features

No. Feature Graphical form
12 |"a": Qualifier
2 "b": Action name +omme Hom oo +ommem +
3P | ¢ Boolean "indicator" -] "a" | "b™ | "¢ |---
variables o Fomm e to———- +
4 ""d"": Action using: : d :
5 — IL language e +
6 — ST language
7 — LD language
— FBD language
No. Feature/Example
8 Use of action blocks in ladder diagrams (see 4.2 of'IEC 61131-3):
| S8.X %IX7.5 +-——t—————m +-——+ OK1 |
+——1 |--—1 I--—1 N | ACT1 |DN1]--C )--+
| Fom et +———t |
9 Use of action blocks in function’block diagrams (see 4.3):
+———t Fom et to———— +
S8.X-—] & |---—-—- | N | ACT1 | DN1 |---OK1
%IX7.5-—-] | FRR N PR +
+———
9 Field “a” can be omitted when the qualifier is “N”.
® Field “c” can be omitted when no-indicator variable is used.

A.3.11 Configuration elements

A vefy simple programwnable controller may contain one resource, running one| task,
contrglling one progfam in a closed loop. IEC 61131-3 adds much to this, making it open to
the future that includes multi-processing and event driven programs. Within IEC 611313, the
Programs, Function Blocks and Functions are called Program Organization Units (POUs).

At thg highest level, the entire software required to solve a particular control problem gan be
formu ated as a Conflguratlon A conflguratlon is specmc to a parhcular type of control system,

1/10 channels and system capab|I|t|es

Within a configuration one can define one or more Resources. One can look at a resource as
a processing facility that is able to execute PLC programs.

Within a resource, one or more Tasks can be defined. Tasks control the execution of a set of
programs and/or function blocks. These can either be executed periodically or upon the
occurrence of a specified trigger, such as the change of a variable.

Figure A.13 shows an example of configuration with FB and program declarations.
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FUNCTION_BLOCK A FUNCTION_BLOCK B
VAR_OUTPUT VAR_INPUT
yl - UINT ; y2 : BYTE ; bl : UINT ; b2 : BYTE ;
END_VAR END_VAR
END_FUNCTION_BLOCK END_FUNCTION_BLOCK
FUNCTION_BLOCK C FUNCTION_BLOCK D
VAR_OUTPUT cl1 : BOOL ; END_VAR VAR_INPUT d1 : BOOL ; END_VAR
VAR C2 AT %Q*: BYTE; VAR_OUTPUT y2 : INT ; END_VAR
C3: INT; END_FUNCTION_BLOCK
END_VAR

AL

M T 4
LND MUNCO T TUN__DLUCUN

PROGRAM F
VAR_INPUT x1 : BOOL X2 - UINT ; END_VAR
VAR_OUTPUT y1 : BYTE ; END_VAR
VAR COUNT: INT; TIME1: TON; END_VAR
END_PROGRAM

PROGRAM G
VAR_OUTPUT outl : UINT ; END_VAR
VAR_EXTERNAL z1 : BYTE ; END_VAR

VAR FB1 : A ; FB2 : B ; END_VAR

FB1(...); outl := FBl.yl; 2zl := FBl.y2;

FB2(bl := FB1.yl, b2 := FB1.y2) ;
END_PROGRAM

PROGRAM H
VAR_OUTPUT HOUT1: INT ; END_VAR
VAR FB1 : C ; FB2 : D ; END_VAR
FB1(---) ;
FB2(...); HOUT1 := FB2.y2;
END_PROGRAM

Fi

In the
functi
lists

gure A.13 — Function block-and program declarations for configuration examg

Table A.18 — Configuration and resource declaration features

No. Description

1 CONFIGURATION. . .END_CONFIGURATION construction

VAR _GLOBAL . . .END VAR construction within CONF1GURATION

RESOURCE. . .ON. . .END_RESOURCE construction
VAR_GLOBAL . . .END_VAR construction within RESOURCE

5a Periodic TASK construction

5b Non-periodic TASK construction

6a WITH construction for PROGRAM to TASK association

6b WITH construction for Function Block to TASK association

6¢c PROGRAM declaration with no TASK association

7 Declaration of directly represented variables in VAR_GLOBAL

8a Connection of directly represented variables to PROGRAM inputs
8b Connection of GLOBAL variables to PROGRAM inputs

9a Connection of PROGRAM outputs to directly represented variables

9b Connection of PROGRAM outputs to GLOBAL variables

IEC 1037/04
e

configuration of Figure"A.13, the FBs are resources. A resource is a signal procegssing
bn storing data and program code and execution upon invocation of a POU. Tablg A.18
onfiguration and resource declaration. Table A.19 shows an example of configuration
and resource declaration.
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No. Description

10a | VAR_ACCESS. . .END_VAR construction

10b Access paths to directly represented variables

10c | Access paths to PROGRAM inputs

10d | Access paths to GLOBAL variables in RESOURCESs

10e | Access paths to GLOBAL variables in CONFIGURATIONs

10f | Access paths to PROGRAM outputs

10g | Access paths to PROGRAM internal variables

10h Access paths to function block inputs

10i Access paths to function block outputs

11 VAR_CONFIG. . .END_VAR construction

12a | VAR_GLOBAL CONSTANT in RESOURCE declarations

12b | VAR_GLOBAL CONSTANT in CONFIGURATION declarations

13a | VAR_EXTERNAL in RESOURCE declarations

13b | VAR_EXTERNAL CONSTANT in RESOURCE declarations

Table A.19 — Examples of configuration and resource{ declaration features

No. Example

1 CONFIGURATION CELL_1

2 VAR GLOBAL w: UINT; END_VAR

3 RESOURCE STATION_1 ON PROCESSORJTYPE_1

4 VAR_GLOBAL =z1: BYTE; END. VAR

5a TASK SLOW_1(INTERVAL, == t#20ms, PRIORITY := 2) ;
5a TASK FAST_1(INTERVAL := t#10ms, PRIORITY := 1) ;
6a PROGRAM P1 WITH. SLOW_1 :

8 F(x1 == %IX1.1) ;

9% PROGRAM\P2 : G(OUT1 => w,

6b FB1 WITH SLOW 1,

6b FB2 WITH FAST 1) ;

3 END_RESOURCE

3 RESOURCE STATION_2 ON PROCESSOR_TYPE_2

4 VAR GLOBAL _z2 : BOOL ;

7 AT %QW5 : INT ;

4 END_VAR

5a TASK PER_2(INTERVAL := t#50ms, PRIORITY := 2) ;
5b TASK INT_2(SINGLE := z2, PRIORITY := 1) ;
6a PROGRAM P1 WITH PER 2 :

8 F(x1 = z2, x2 :=w) ;

6a PROGRAM P4 WITH INT 2 :

9a

H(HOUT1 => %QW5,

6b FBL WITH PER 2);
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No. Example
3 END_RESOURCE
10a VAR_ACCESS
10b ABLE : STATION_1.%IX1.1 : BOOL READ ONLY ;
10c BAKER  : STATION 1.P1.x2 : UINT READ_WRITE ;
10d CHARLIE : STATION 1.z1 : BYTE ;
10e DOG T w : UINT READ_ONLY ;
10f ALPHA - STATION 2 P1 y1 - RYTE READ ONLY
10f BETA : STATION_2.P4.HOUT1 : INT READ_ONLY  ;
10d GAMMA  : STATION 2.z2 : BOOL READ_WRITE ;
10g S1_COUNT : STATION_1.P1.COUNT : INT;
10h THETA : STATION 2.P4.FB2.dl : BOOL READ WRITE;
10i ZETA : STATION_2.P4.FBl.cl : BOOL READ_ONLY;
10k OMEGA : STATION 2.P4.FB1.C3 : INT READ_WRIFE;
10a END_VAR
" VAR_CONFIG
STATION_1.P1.COUNT : INT := 1;
STATION_2.P1.COUNT : INT := 100¢
STATION_1.P1.TIMEL : TON := (PT := T#2.5s);
STATION_2.P1.TIMEL : TON :=*(PT := T#4.5s);
STATION_2.P4.FB1.C2 AT %QB25 : BYTE;
END_VAR
1 END_CONFIGURATION

NOTE 1 Graphical and semi-graphic representation of these features are allowed but is beyond th¢
Ecope of IEC 61131-3.

NOTE 2 It is an error if the data~type declared for a variable in a VAR_ACCESS statement is not thd
Eame as the data type declaked for the variable elsewhere, e.g., if variable BAKER is declared of typgd
ORD in the above examples.

A.3.1

In 1EC
sema

P Programming languages

L 61131:3, four programming languages are defined. This means that their synta
htics have been defined. The languages are:

X and

1) Te

— Instruction List, IL
— Structured Text, ST

2) Graphical languages:

Basic

— Ladder Diagram, LD
— Function Block Diagram, FBD

appearances of these languages are illustrated in Figure A.14.
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Instruction List

In Figure

programming language depends on:

— bdckground of the user company and programmer;
— the nature of control project at hand;

— the level of project description;

— the structure of the overall automation_system; and

(IL) Structured Text (ST)
LD
C=A
ANDN B AND NOTB
ST
F ion Block Di i
unctuon(Fgg) iagram Ladder Diagram (LD)
AND A B C
A —C
| |- |/|-------- ()
B
IEC ( 4038/04

Figure A.14 — The four programming languages

A.14, all four languages describe the same part of a program. The cho|ce of

— the interface between the program.to-other people/departments within the user company.

The four

languages provide a common suite evolved from industrial practice| The

programming languages definedin IEC 61131-3 therefore serves as a communication tgol for

PLC workers of different backgrounds.

A.3.18 Textual languages

A.3.18.1

Program structufing elements common to both IL and ST languages include:

TYPE/J..END: TYPE;
VAR. | .END_VAR;

VAR NPLIT END \/AD -
_ T oDV

Common-eélements

VAR_OUTPUT. . .END_VAR:
VAR_IN_OUT. . .END_VAR;
VAR_EXTERNAL. . .END_VAR;
VAR_TEMP. . .END_VAR;
VAR_ACCESS. . .END_VAR;
VAR_GLOBAL. . .END_VAR;
VAR_CONFIG. . .END_VAR;

FUNCTION. . .END_FUNCTION;
FUNCTION_BLOCK. . .END_FUNCTION_BLOCK};
STEP...END_STEP;

TRANSITION. . .END_TRANSITIO;

ACTION. .
PROGRAM.

-END_ACTION;
- -END_PROGRAM.
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A.3.13.2 Instruction list (IL)

Instruction list has its roots in Europe. A textual language, it resembles assembly language. IL
is generally used to program specialised low level functions. Programming elements of
instruction are Operators, which are illustrated in Table A.20.

Table A.20 - Operators of Instruction List language

Operation Operator
Main LD load, ST store, S set, R reset, &AND and,
OR, XOR, NOT, ADD, SUB, MUL, DIV, MOD
Compare GT, GE, EQ, NE, LE, LT
Jump JMP, CAL call function or functional block
RET return (after call)
Modification N negative, C conditional jump,
) evaluate deferred execution
An exXample for the use of IL programming is illustrated below. _In this example, the fupction
WE1GH provides BCD-to-binary conversion of a gross-weight inputfrom a scale.
FUNJTION WEIGH : WORD (* BCD encoded *)
VAR_INPUT (* "EN" input is used to indicate{"Jscale ready" *)
eigh_command : BOOL;
gross_weight : WORD ; (* BCD encoded *)
tare_weight : INT ;
END_VAR
(* Hunction Body *)
END_|[FUNCTION N Implicit "ENO™ *)
The bjody of function WEIGH in the [l-Tanguage is:
LD weigh_command
IMPG WEIGH_NOW
ST ENO (* No weighing, O to "ENO™ %)
RET
WEIGH_NOW: LD gross_weight
BCD_TO_INT
SUB tare weight
INT_TO_BCD (* Return evaluated weight *)
ST WEIGH

A.3.13.3  Structured Text (ST)

Structured text is a very powerful language with its roots in Ada, Pascal and "C”. It can be
used excellently for the definition of complex function blocks, which can then be used within
any of the other languages. ST is especially useful for data manipulation and calculation. Lists

of ST

operators and statements are shown in Table A.21 and A.22 below.
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Table A.21 — Operators of the ST language

No. Operation2 Symbol Precedence
1 Parenthesisation (expression) HIGHEST
2 Function evaluation identifier(argument list)
EXAMPLES LNCA), MAX(X,Y), etc.
4 Negation -
5 Complement NOT
3 Exponentiation? el
6 Multiply *
7 Bivide 'a
8 Modulo MOD
9 Add +
10 Subtract -
11 Comparison <, 2, <=, 2=
12 Equality =
13 Inequality <>
14 Boolean AND &
15 Boolean AND AND
16 Boolean Exclusive OR XOR
17 Boolean OR OR LOWEST
a The|same restrictions apply to the operands of these operators as to the.inputs of the corresponding functions.
b The|result of evaluating the expression A**B needs to be the same a§the result of evaluating the function EXPT (A, B .
Table A.22 — ST'language statements:
No. Statement type/Reference Examples
1 Assignment A 1= B; CV :=CV+1l; C := SIN(X);
2 Function block Invocation-and FB output CMD_TMR(IN:=%IX5, PT:=T#300ms) ;
usage
A = CMD_TMR.Q ;
3 RETURN RETURN :
4 IF

D := B*B - 4*A*C ;
IF D < 0.0 THEN NROOTS := ;
ELSIF D = 0.0 THEN

NROOTS =1 ;

X1 := - B/(2.0%A) ;
ELSE

X1 := (- B + SQRT(D))/(2.0*A)
X2 1= (- B - SQRT(D))/(2.0*A)
END_IF ;
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No. Statement type/Reference Examples

5 CASE TW -= BCD_TO_INT(THUMBWHEEL);
TW_ERROR := 0;

CASE TW OF
1,5: DISPLAY :-= OVEN_TEMP;

2: DISPLAY :-= MOTOR_SPEED;

3: DISPLAY := GROSS - TARE;

4,6..10: DISPLAY := STATUS(TW - 4);
ELSE DISPLAY := ;

FH—ERROR——4=
END_CASE;
QW100 := INT_TO_BCD(DISPLAY)}
6 FOR J == 101 ;

FOR I -=1 TO 100 BY 2"PO

IF WORDS[I] = "KEX. THEN
=1

EXIT

END_IF

END FOR ;
7 WHILE J =]
WHIENT <= 100 & WORDS[J] <> “KEY[ DO
Jd V= J+2 ;
END WHILE ;

8 REPEAT J =-1;

REPEAT

J = J+2 ;
UNTIL J = 101 OR WORDS[J] = "KEY*
END_REPEAT ;

9 EXIT?® EXIT ;

10 Empty Statement :

a|f the EXIT statement (9) is supported, then it needs to be supported for all of the iteration statements (FOR, WHILE,
REREAT) which are supportedhin the implementation.

The example function WEIGH in ST program is illustrated below:

FUNJT LON-WEIGH : WORD (* BCD encoded *)
VARNMNPUT  (* "EN" input is used to indicate "scale ready™ *)
weigh_command : BOOL;
gross_weight : WORD ; (* BCD encoded *)
tare_weight - INT ;
END_VAR
(* Function Body *)
END_FUNCTION * Implicit "ENO" *)

The ST form of the declaration of this function is the same as in the IL program. The body of
function WEIGH in the ST language is:
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IF

weigh_command THEN

WEIGH :z= INT_TO_BCD (BCD_TO_INT(gross_weight) - tare_weight);
END_IF ;

A.3.14 Graphic languages

The graphic languages defined in IEC 61131-3 are Ladder Diagram (LD) and Function Block
Diagram (FDB). Sequential Function Chart (SFC) elements can be used in conjunction with

either]

A.3.1
Elemd

- re
- di

- eV

— eXecution control.

A.3.1

Ladds
estab
permi
facilit

For th
conta

A net
execu

A.3.1

Funct
functi
electr
proce
widely

graphic languages.

1.1 Common elements
nts common to LD, FBD and SFC

bresentation of lines and blocks;
ection of flow in network;

aluation of network;

1.2 Ladder Diagram (LD)

r diagram is based on the graphical presentation of Relay Ladder Logic. It is
ished PLC programming language used widely*in machinery and process controls
5sives and interlocks are frequent. Ladder logic allows functional transparenc
htes on-site trouble shooting.

e LD language, IEC 61131-3 defingssthe elements: power rails, link elements and
cts, coils, functions and function blocks.

work within a program organization is evaluated top to bottom order, except md
ting by execution control:elements.

1.3 Function Block Diagram (FBD)

on Block Diagramis very common to the process industry. It expresses the behavi
bns, functionwblocks and programs as a set of interconnected graphical blocks,
bnic circuit ‘diagrams. It looks at a system in terms of the flow of signals be
5sing elements. FBD is most suitable for general logic and control and theref
used;

Figur¢ A5 illustrates the equivalency between LD and FBD:

a well
where
y that

states,

dified

our of

ike in

fween
bre is

a) b)
| a c | Fo———- +
sl | B R a---] >=1 |---c
I b | | b---| |
+—]---+ | e +
| |

IEC 1039/04
Key:
a) “Wired-OR” in LD language.
b) Function in FBD language.

Figure A.15 — Boolean OR examples
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Some typical programming elements of FDB language are shown in Figure A.16.

E==REGD]

FBI_63_25 (24

FBI_S3_6(5) FBI_SZ_11¢11) A3AT(17)
AND_BOOL TOH R_TRIG ADD_INT PID1
— — — N o] — ok 2 — — — — MAN
— —PT ET - — — HALT .
.................................................... — 5P v = . ..
— PV ERR |— -
— BlAS -
E3202) FBI_S53_ GG SaAzizy 3.8 (18 1 E:—r QQMMﬁ -
OR_BOOL TOF EQ_INT MUL_REAL _1ENTD
— D_OH_x
— I — N o] — — — — — GAIN
— —FT __ET — — — Tl
— TD
................................................. — TD_LAG
— Thik
A33030 FRI_G2_ 7 (71 ) N :mfu
ZOR_BYTE CTU A3A3(13) A28 (19
GE_REAL DIV_UDINT
-1 — —cu o]
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) LA ] ] FBI_S2_ 23 (20
. T (e D POy
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OR_WORD FBIS3 2(8) . —l =P Yo
CTUD 532.14(14) 53,20 (20 e ERR —
il | HE_TIME ABS_INT — MODE SfATUS —
-1 —cuau — PARA
—ce  ao — — - — — FEED_Fui
- —r — — rhAN
. — Lo
FRI_S3 979
' LE: ......._.P.v. .C\.’r ............... g2izty L
S8 16 ) COs REAL HEEE28)
A= o1 f— hiAs_REAL BIT_TO_|BYTE
A R1 — —
A3A5(15) N “emo |
. LIMIT_INT _ — BIT1
. — BIT2
FRI_S3_10 (10 i E3ZZ(22) airs
sk —|m LOG_REAL eira
— hx — BITS
4 51 M= - . .. T L L N — — . . . . 1 BITE
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When
manu

facturer is to,provide

determine the order of’'execution.

A.3.1

IEC ¢
bottor

b Topsdown and bottom-up program development

Figure A.16 — Programming elements of Function Block Diagram language

a program organization unit in the FBD language contains more than one network,
implementation-dependent means by which the user

113143 readily facilitates two ways of developing control programs: top-down
h-Up” as shown in Figure A.17. In the top-down method, the whole applicat|o

speci

led and divided INto sub parts, variables declared, and programs developed. botl

IEC 1040/04

the
may

and
n is

m-up

programming starts the application at the bottom, for instance via derived functions and
function blocks. Whichever method is being used, the development environment given in the
IEC 61131 series provides logically organised programming process.
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Common elements

Programming languages

Bottom Up
S
v
IEC 1041/0. /b“
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©

Figure A.17 — Top-down and bottom-up prog;@ming

(blank) {(xo

Clause is blank.
1131-4 is this Technical Report. \§\

is no overview of IEC 61131-4 in this '[Q@ﬂnlcal Report.
Overview of IEC 61131-5 A\Q
xO
Scope of IEC 61131- 5\{.

1131-5 covers data ex@nge between PLC and other devices, as illustrated in

igure

IEC 61131-5 specifies-the communication aspects of Programmable Controllers (PLC).

cribes from the point of a PLC how PLC can communicate among themsel
ny device can municate with a PLC. It describes the communication services
rovide to o@q devices and it describes the services a PLC can request from

ES. OQ~

es or
h PLC
other

| Scope of |

5 IEC 61131-5 5
Any | | 1| Any
device : ” PLC i' device

IEC 1042/04

Figure A.18 — Scope of IEC 61131-5
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Communication partners in terms of IEC 61131-5 are Programmable Controllers, Process
Controllers, Control Systems, HMI systems or other automations systems like numeric
controllers or roboters. The communication services of IEC 61131-5 may also be used to
communicate with smart field devices. The access to remote 1/O or to simple field devices
connected to a actor/sensor interface or to a field bus is not in the scope of IEC 61131-5.

IEC 61131-5 defines communication services most appropriate for the communication used at
control level and area control level and for the connection of a PLC to the process supervision
level and plant management level. The automation systems which need to communicate are
connected by one communication system or a hierarchy of communication systems.

IEC 61131-5 does not define a new communication system, but it specifies thenuse of
commfunication services defined in existing communication systems. All communifation
servides are described independently of a specific communication subsystem. They mjay be
used |with different communication subsystems. The used communication subsystem ghould
suppgrt connections at transport level, provide variable access and event services and ghould
suppqrt the transfer of large amounts of data, to support the whele’ functionaljty of
IEC 6[1131-5.

IEC 61131-5 contains the mapping of its communication services to ISO 9506-1 and
ISO 9506-2 (MMS) and ISO/IEC 95065-5 (SPS Companion Standard) and may be usefl with
communication systems based on these standards. But the:Communication server mpy be
used | with communication subsystems based on the JJEC 61158 series or evegn on
implementer-specific communication subsystems as welk

A.5.2 Technical contents of IEC 61131-5 and.the PLC model

IEC 6$1131-5 is best used with PLC sysmtems which suppport programming langpages
accorfling to IEC 61131-3 and may be conné€cted to a standardised communication system.
Following this recommendation, the PLC_ user obtains a standardized application program
interface for PLC communication which @implifies to portability of a PLC application program
to PLLC of different manufacturers. Additionally, the user also obtains interoperability gmong
different PLC systems and with ‘gther divices wich support communication according to
IEC 6[1131-5.

A.5.211 Technical contents of IEC 61131-5
The IEC 61131-5 standard on PLC communication contains the following:

— the definition oficommunication objects of a PLC;
— the definition(of communication function blocks and their programming interface;

— the description of the communication services requested from or provided [to a
cogmmunication subsystem; and

Using IEC 61131-5 necessary communication objects are automatically deduced from the
existing PLC application program. This allows communications to and from the PLC with a
programming environment already familiar to the user.

IEC 61131-5 describes the application program interface of the PLC communication. It
describes a set of communication function blocks. The parameter interface, the internal
behaviour of the function blocks, and the mapping onto the communication service of a
communication subsystem are specified.

IEC 61131-5 also describes the communication services of a PLC from the viewpoint of a PLC
programmer. It defines communication functions and communication function blocks using the
programming language elements of IEC 61131-3.
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A.5.2.2 PLC communication

PLC communication is based on the definitions and modells defined in other parts of the
IEC 61131 series. Each part of the IEC 61131 series provides a model for the communication
function to interface, as illustrated in Figure A.19.

The data are transmitted between instances of the IEC 61131-5 function blocks. In the
application program, the sending function block has a variable set of inputs with the data to
be sent (SD_i) via the communication system. This data set is sent to the corresponding
receiving side, and made available to the other application program via the outputs (RD_i).
Both data-types of SD-n and RD_n have to match.

In IEG 61131-5, the communication itself is done via communication connection. This handles
addrejssing, data integrety and security, data flow control and others. This modelprgvides
securg and communication partners. It insures that Client and Server can find each other and
undenstand each other, or change the role of client and server. With this set, not only [1-to-1
conngctions, but also 1-to-n connections (multi-cast) as well as 1-to-all conneftions
(broagicast) can be supported with suitable communication system. With these last twp, the
Publigher-Subscriber model is also supported.

IEC 61131-1/2 IEC 61131-2 IEC 61131-3
hardware model functional model programming model yind
programming Ianguaj;es
! Device status Communication objects i
i v H
i PLCservices Communication function| blocks i
i IEC 61131-5 i
B R R el EEE JEC” 1 54_3I/04

Figure A.19 — Relationship of the communication model
to IEC 61131-2 and IEC 61131-3

A.5.3 Communication model

A.5.3|1 Client-server model

Communication, as defined in IEC 6113-5 uses the client-server-model, Figure A.20. A|client
requests a communication service from a remote device, the server. The server responds to
the request of a client either positively if it can provide the requested service or negatively if it
could not provide the service.
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Supervisory
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Communication system

Client Client Server

Figure¢ A.20 illustrates the devices in a communication -network, showing three po

devic

are im the scope of IEC 61131-5. From the commmuhication viewpoint the 'Super|
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In IEQ
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SoftP
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A.5.3

Other end system Programmable Programmable
which talks to PC controller 1 controller 2

Machinery or
process

IEC 104
Figure A.20 — Programmable controller communication model

es that request PLC functions (clients) from PLC2,(server). The two highlighted

pller' and the 'Other End System Which Talks to/{PLC' mentioned in this figure exhi
behaviour to a PLC communication server, i-e.; they submit requests to PLC2.

61131-5, the communication itself is.done via communication connection. Conne
ct the client and the server of a communication relationship. Within a connectio
pating divices may change their cliént and server role. Connections can be made
em, for instance between different CPUs in one PLC, or between different tasks
| C, or between different PLE applications in different devices. All communi

4/04

ssible
PLCs
visory
Dit the

ctions
n, the
within

on a
cation

es of IEC 61131-5 need-\connections. In most cases, these are constructed and

hined in an implicit way;,

IEC 61131-5 not.only 1-to-1 (one-to-one) connections between one client an
r, but also 1-to-nlconnections (multi-cast) as well as 1-to-all connections (broadcag
rted.

2 Communication relating to PLC hardware model

Com
hard

unication modules of a PLC are parts of PLC equipment, as depicted in the
are,model of Figure A.2. The Communication Module is therefore integrated with

d one
t) are

PLC
in the

PLC equipmentandpasses dataintermatty:

A.5.4

PLC communication services

IEC 61131-5 specifies the services the PLC provides to the control system via the
communication subsystem. Accordingly, the PLC application program can be designed to use
the communication subsystem to interact with other devices.

A.5.4.1 PLC subsystems and their status

Status data provided by a PLC include state formation and fault indications. Status can be
reported on some of the subsystems identified in Table A.23. In addition, a summary status
provides general information about the PLC.
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Table A.23 — Status presenting entities

No. Status presenting entities
1 PLC (as a whole)
2 1/0 subsystem (includes Input and Output modules and other

intelligent I/O devices)

Processing unit

Memory subsystem

3
4 Power supply subsystem
5
8

Communication subsystem

There

The "
three
in ord

GOOil
which

WARI
which
proble
(See

BAD
which

The "
or FA
sema

Each
exam

7 Implementer specific subsystems

NOTE The status is intended to provide information about the controller
including its hardware and firmware subsystems, not considering
configuration information. It is not intended to provide information about
the controlled process nor the PLC application program. The status data
contains information concerning the state and the health.

are two concepts used in IEC 61131-5 relating to status: Health and state.

health" of a PLC or its subsystems is specified by returning one and only one
possible values. The semantics associated with each value is specified below. The
er of decreasing health:

D — If "TRUE", the PLC (or the specified&subsystem) has not detected any pro
would prohibit it from performing the intended function.

NING — If "TRUE", the PLC (or the specified subsystem) has not detected any pro
would prohibit it from performing\the intended function, but it has detected at lea
m which could place some limits on its abilities. The limit may be time, performang
he following statements for further definition of these limits.).

- If "TRUE", the PLC, (or the specified subsystem) has detected at least one pr
could prohibit it from_performing the intended function.

state" of the PLO system is indicated by a list of attributes, each of which may be
LSE. Zerosane, or more of these attributes may be TRUE at the same time
ntics assoeiated with each attribute is specified in the remainder of this Clause.

of, (the status information can also have implementer specified attributes.

bf the
y are,

blems

blems
5t one
e, etc.

bblem

TRUE
. The

Some

bles of implementer specified attributes are:

a) additional error diagnostics (e.g. EEPROM (Electrically Eraseable Programmable Read
Only Memory) write cycles exceeded);

b) additional operational states (e.g. auto-calibrate enabled); and

c) local key status (e.g. auto-restart required).

The status is intended to provide information about the controller including its hardware and
firmware subsystems, not considering configuration information. It is not intended to provide
information about the controlled process nor the PLC application program. The status data
contains information concerning the state and the health of the PLC and its subsystems. Each
status information can also have implementer specified attributes.
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A.5.4.2

— 03 -

PLC summary status

Summary status of the PLC is part of its communication services as listed in Table A.24.

Table A.24 - PLC summary status

No. Item Description

1 Health GOOD All subsystems in the PLC indicate a GOOD health condition.

2 WARNING At least one subsystem indicates a WARNING health condition and no

subsystem indicates a BAD health condition.

3 BAD At Teast one subsysiem indicates a BAD health condition.

4 Running If TRUE, this attribute indicates if at least one part of the user application has begn loaded
and is under control of the PLC.

5 | ocal control If TRUE, this attribute indicates if local override control is active. If active, the ability to
control a PLC and its subsystems from the network may be limited. For example, this could
be closely tied to the use of a local key switch.

6 No outputs If TRUE, this attribute indicates that the PLC can change thephysical state of all putputs

Hisabled as a result of application program execution or other meaps. 1¥'not TRUE, the phypical
state of some of the outputs are not affected (logical state{may be affected). This |s
typically used in the testing and modifying of application programs in the PLC.

7 No inputs If TRUE, this attribute indicates that the PLC can @ec€ss the physical state of all ihputs as

Hisabled a result of application program execution or other'mfeans. If not TRUE, the physical state of
some inputs cannot be accessed. This is typically used in the testing and modifyirnig of
application programs where the inputs can/be Simulated.

8 Forced If TRUE, this attribute indicates that atleast one I/O point associated with the PLC has
been forced. When an input is forced, the application program will receive the vallie
specified by the PADT instead of the\wactual value from the machine or process. When an
output is forced, the machine or process will receive the value specified by the PADT
instead of the value generated(by execution of the application program. When a variable is
forced, the application progrant will use the value specified by the PADT instead df the one
generated by the normal program execution.

9 User application If TRUE, this attributenindicates that the processing unit has at least one user application

bresent present.
10 /O subsystem If TRUE, this attribute indicates "WARNING" or "BAD" which is caused by an 1/0O
subsystem.
11 Processing unit If TRUE \this attribute indicates "WARNING" or "BAD" which is caused by a procefsing unit
Eubsystem subsystem.

12 Power supply IFFRUE, this attribute indicates "WARNING" or "BAD" which is caused by a powef supply
Eubsystem subsystem.

13 Memory If TRUE, this attribute indicates "WARNING" or "BAD" which is caused by a memqry
Eubsystem subsystem.

14 Communication If TRUE, this attribute indicates "WARNING" or "BAD" which is caused by a comnjunication
Eubsystem subsystem.

15 mplementer If TRUE, this attribute indicates "WARNING" or "BAD" which is caused by an implgmenter

bnacified
P

speciied-subsvstem
P 4 §

subsystem
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Status of 1/0 subsystem and Processing Unit

The status reported by the PLC on its I/O subsystem is listed in Table A.25. That of its
processing unit is in Table A.26. In addition, IEC 61131-5 also defines status information for
power supplies, memory and the communication subsystem.

Table A.25 — Status of 1/O subsystem

No. Item Description

1 Health GOOD Indicates that there have been no errors detected in this I1/0O subsystem.

2 ‘V.V'ARI““I“]I\J illdibd;.b'b ‘l;ld;. d IIIiIIUI fau“. ;Idb bcﬁll UIU‘lUbi.L',‘UI iII ‘l;IC ;I’U hubbyb‘lclll. An
example of a minor fault is the occurrence of recoverable errors_intie
communication with a remote 1/0 station.

3 BAD Indicates that a major fault has been detected in the 1/0 subsystem.|An
example of a major fault is losing communication with a remote 1/0O gtation.

4 No outputs If TRUE, this attribute indicates that the PLC can change the physical-state of all oujputs

disabled associated with the specified 1/0 subsystem as a result of application program exectition or
other means. If not TRUE, the physical state of some of the outputs is not affected (|ogical
state may be affected). This is typically used in the testing and modifying of application
programs in the PLC.

5 No inputs If TRUE, this attribute indicates that the PLC can acce§s the physical state of all inputs

disabled associated with the specified 1/0O subsystem as a result,of application program execiition or
other means. If not TRUE, the physical state some ihputs cannot be accessed. This |is
typically used in the testing and modifying of application programs where the inputs [can be
simulated.

6 1/0 forced If TRUE, this attribute indicates that at least,.one I/0O point associated with this subsystem
has been forced. When an input is foreed} the application program will receive the value
specified by the PADT instead of the actual value from the machine or process. Whgn an
output is forced, the machine or proeess will receive the value specified by the PADT
instead of the value generated by</execution of the application program.

NOTE | The definition of "major fault" and "minor fault" needs to be provided by the implementer.

Table A.26 — Status of processing unit

No. Item Description

1 Health This attribute/identifies the health of the processing unit. The implementer should sgecify

2 the conditions when GOOD, WARNING or BAD are valid.

3

4 Running If TRUE, this attribute indicates if at least one part of the user application has been |oaded
and is under control of the processing unit.

5 Local contre) If TRUE, this attribute indicates if local override control is active. If active, the ability to
control the processing unit from the network may be limited. For example, this could|be
closely tied to the use of a local key switch.

6 N@ eutputs If TRUE, this attribute indicates that the processing unit can change the physical stafte of all

disabled outputs controlled by this processing unit as a result of application program executign or
other means. If not TRUE, the physical state of some of the outputs are not affected
(logical state may be affected). This is typically used in the testing and modifying of
application programs in the PU.

7 No inputs If TRUE, this attribute indicates that the processing unit can access the physical state of all

disabled inputs accessible from this processing unit as a result of application program execution or
other means. If not TRUE, the physical state of some inputs cannot be accessed. This is
typically used in the testing and modifying of application programs where the inputs can be
simulated.

8 User If TRUE, this attribute indicates that the Processing Unit has at least one User Application

application present.
present
9 Forced If TRUE, this attribute indicates that at least one variable associated with this Processing

Unit has been forced. When a variable is forced, the application program will use the value
specified by the PADT instead of the one generated by the normal program execution.
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Application functions

IEC 61131-5 describes the functions which a PLC provides to a control system, using the
communication subsystem, as in Table A.27. Generation of alarm messages is one of the
application functions.

Table A.27 — PLC application functions

PLC communication function PLC as requester PLC as responder | Function block available

Device verification Yes Yes Yes
Data acquisition Yes Yes Yes
Contro Yes Yes Yes
Alarm feporting Yes No Yes
Program execution and I/O control No Yes No

Applicdtion program transfer No Yes No

Conneg¢tion management Yes Yes Yes

The dpplication program interface of many PLC communicatieir functions is a communi

functi
state

A.5.5

The d
intend
subsy
unsol

A PL(
using

bn block (FB) defined in IEC 61131-5. All these Functional Blocks are described
Hiagrams with transitions and actions.

1 Device verification

evice verification allows other devices to*determine if the PLC is able to perfo
ed function in the automated system.//A PLC can provide status of itself a

cited status report using services provided by the communication interface.

[ can request a remote commuhication partner to send back to it its status inforn
the STATUS function blocki-A PLC can itself enable to receive status informatio

remotle communication partner using the USTATUS function block. The r

comm

unication partner needsto at least inform the USTATUS instance whenever its

information presented in the‘PHYS and LOG output changes.

A.5.5

Data

sourc
other
canb

2 Data acquisition

s and (may have a wide range of meanings. Variables with direct representat
variables which have access paths (see IEC 61131-3 for the definition of access
e used for data transfer).

cation
using

rm its
hd its

stems. A device may explicitly requestistatus from the PLC or the PLC may initigte an

hation
h of a
emote
status

contained{ina PLC are presented as variables. This data may come from a variety of

on or
paths

The client may read the value of one or more variables at a time or condition determined by
the client. The access to the variables may be controlled by the PLC, or the data is provided
by the PLC to the client at a time or condition determined by the PLC application program
holding the variables.

The Function Block READ is used to read one or many variables of the remote communication
partner. The Function Block pair USEND/URCYV transmits a set of variables between a pair of
instances of USEND/URCYV or between one instance of USEND and many instances of URCV.
BSEND/BRCYV are used for the transmission of a data buffer, with length as specified in the
application program. The number of bytes to be transferred can dynamically be set via one
input parameter.
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A.5.5.3 Parameter control

Parametric control is when the operation of the PLC is directed by writing values to variables
residing in the PLC. This change in operation is determined by either the application program
or other local mechanisms. The Function Block WRITE is used to set value of variables in the
remote communication partner.

Interlocked control is when the client requests the server to execute an application operation
and to inform the client of the result of the operation. There are two aspects of this service,
the synchronization of the client and server, and the exchange of data between them. In
interlocked control, this data exchange occurs at synchronization points in the application
program This service can be used to have the effect of a remote prnrpdllrp call from one

applidation program to another.

The Kunction Block pair SEND/RCV is used for interlocked control. The SEND ingtance
requests the RCV instance to execute an application operation and to inform the BEND
instance of the result of the operation.

A.5.5/4 Alarm reporting

The RLC can have the ability to signal alarm messages to a client when a predetermined
conditfion occurs. The client may indicate an acknowledgement.of these alarms to the| PLC.
This differs from normal data acquisition in that the state of. anvalarm point is remembeifed by
the PLC until it is acknowledged by the client.

A PLCQ can be programmed using the ALARM Function*Block to report an alarm messagg with
an acknowledgement capability. Or, it can be programmed using the NOTIFY Function|Block
to replort an alarm message without an acknowledgement capability.

A.5.5(5 Application program execution‘and /O control

PLC application programs can be started either from an initial state or from the state they
were |n at the time they were stopped, The state of I/O can be set to the values listed in[Table
A.28 yhen a configuration or resource is started or stopped.

The HLC application program.in a PLC system consists of one configuration and zero, ¢ne or
more Jresources according.to IEC 61131-3. Configurations and resources may be started and
stopppd. The resources-are started and stopped when the configuration is starteg and
stoppged and they can be started or stopped independently of the configuration.

At thg time the<application program state is changed, the outputs can be directed to either be
set to
zero,
holdin
proce
either provide the actual data from the sensors or to continue to use previously supplied
values.
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Table A.28 — Meaning of value of I/O state

Value of I/O State Meaning Set by
Controlled Actuators are being controlled by the application program or the part of Starting
the application program being started. Inputs are being supplied to the
application program or the part of the application program being started
by the interface function to sensors and actuators.
Hold outputs Actuators are not being controlled by the application program or the part | Starting

of the application program being started, they are held in the current
state. Sensors are being supplied to the application program or the part
of the application program being started by the interface function to
sensors and actuators.

Hold ¢

rrent state

Actuators are not being controlled by the application program or the part
of the application program being started or stopped, they are held in the
current state. Sensors are not being supplied to the application program
or the part of the application program being started, they are held in the
current state.

Starting)dtopping

Implen

enter state

Actuators are not being controlled by the application program or the,part
of the application program being stopped, they are held in a state jwhich
was specified by the implementer. The application program is nat
running, therefore the state of the Sensor Interface is not spetified.

Stopping

Zero o

tputs

Actuators are not being controlled by the application program or the part

of the application program being stopped, they are held\in)the zero state.

The application program is not running, therefore the state of the Sensor
Interface is not specified.

Stopping

User s

ecified

Actuators are not being controlled by the application program or the part
of the application program being stopped, thiey ‘are held in a state which
was specified by the user. The application program is not running,
therefore the state of the Sensor Interface is not specified.

Stopping

A.5.5
Applig
down

devic

The [
wholég
proce

A.5.5

Conn

6 Application program transfer

ation program transfer allows™the client to upload the complete contents qf the
programmable memory or portions” thereof. Upload for archive, upload for verifigation,
oad for restore to previously-known good system, and download an off-line devgloped
systei are the services provided. The initiation of the program transfer is typically don¢ by a
b that is not a PLC.

ortions of the programmable memory which can be uploaded or downloaded are the
application, proagram of the PLC (configuration), the application program of one

5sing unit (resource) or parts of it like programs, global variables, or access paths.

7 Connection management

Block

petions are controlled explicitly by the application program using the CONNECT Fupction

CT is

used to establish a connection between the calling communication partner and the remote
communication partner.

A.5.6

Communication function blocks

A.5.6.1 Communication function and block representation

PLC communication functions and their FB representation defined in IEC 61131-5 are listed in

Table

A.29.



https://iecnorm.com/api/?name=a880bd8753dee95806ccf4a698a771cb

- 98 - TR 61131-4 © IEC:2004(E)

Table A.29 — List of communication function blocks

No. Communication functions Name of communication FB
1 Semantic of communication FB parameters REMOTE_VAR
(Addressing of remote variables)
2 Device verification STATUS,
3 USTATUS
4 Polled data acquisition READ,
5 Programmed data acquisition USEND,
6 URCV,
7 BSEND,
8 BRCV
9 Parametric control WRITE,
10 Interlocked control SEND,
11 RCV
12 Programmed alarm report NOTIFY,
13 ALARM
14 Connection management CONNECT

The ifem numbers given in Table A.29 are used to state compliance to these Communigation
Functjon Blocks (CFB).

The communication function blocks use a common:semantic for the function block inpu{s and
outputs. The meaning of these inputs and outputs is described in Table A.30. [Some
Communication Function Blocks have special input or output parameters, they are desgribed
wherg the communication function blocks themselves are described.

Table A.30 — Semantic of communication function block parameters

Pargmeter name Data type of\the parameter Interpretation
EN_H BOOL Enabled to receive data
REQIRESP BOOL Perform function on raising edge
1D COMM\EHANNEL Identification of the communication channel
R_ID STRING Identification of the remote FB inside the channel
SD_i ANY User data to send
VAR]I STRING or Identification of a variable of the remote

data type of the output of the function [ communication partner

REMOTE_VAR
DONE BOOL Requested function performed (good and valid)
NDR BOOL New user data received (good and valid)
ERROR BOOL New non-zero status received
STATUS INT Last detected status (error or good)
RD_i ANY Last received user data
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A.5.6.2

Example for the use of communication function blocks

Take as an example two PLCs needing to establish a communication channel. Both PLCs use
the channel for client and server function, i.e. both need to get an appropriate value for their
ID parameter of the CFBs. After establishing a communication channel, the two PLCs can

transfer data using the USEND and URCV function blocks.

The structure of a communication function block program is the same as a FBD program
according to specifications of IEC 61131-3. Figure A.21 illustrates a CFB program which uses

a timer to supervise communication.

ONR1

I

In the gbove program:

SEND >=1 RS TON
T1.Q—
SREQ —{REQ NDR SREQ—S Q1 IN )@
T1.Q —R ERROR R1 T#5s —{PT. ET
TO_PC2—|ID  STATUS
'ORD1'—R_ID  RD_1 |[—RDAT1
FCT1—{SD_1
DAT1—{SD 2

IEC 1045/04

T1.Q timer
TO_PLIC2 assign communication channel to PLC2
ORD1 remote partner identity
FCT1 function 1
DATA1 first parameter of FCT1
RDAT1 variable pointing to data location
T# 5s 5 s of time
Figure A.21 — Example of communication control in FBD language
A.5.7 Compliance
The |[manufacturer is required” to provide a compliance statement

included in

documentation accompanying-the PLC system. The form of the compliance statement is;

"This
by a 4et of compliance)tables in the following format

Table title

system complies with the requirements of this part for the following features:" fol

the

lowed

Table
number

Feature
number

Feature description

Features for "PLC status" are found in Tables 1 to 9 of IEC 61131-5.

A PLC system complying with the requirements of
methodology described in IEC 61131-5.

IEC 61131-5,

should follow the
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A.6 (blank)
This Clause is blank.
At the publication of this edition of IEC 61131-4, there is no IEC 61131-6.

The part number IEC 61131-6 is reserved for future use.

A.7 Overview of IEC 61131-7

A.7.1 General outline of IEC 61131-7

The gqcope of IEC 61131-7 is to address fuzzy control programming in thetapplicatjon of
programmable controllers. In IEC 61131-7, fuzzy control refers to application” of fuzzy| logic
theory to industrial control. Its wide range of applications makes fuzzy control a basic fool of
programmable controller users. The object of IEC 61131-7 is to.define fuzzy gontrol
terminology, programming elements and methods, and its integration-in PLC programming
langupges defined in the IEC 61131 PLC standard. The standardization of fuzzy dontrol
programming will help to realise the portability of fuzzy contrel programs among different
industrial automation stratagems utilising PLCs.

A language for the programming of Fuzzy Control applications used by programmable
contrgllers, Fuzzy Control Language (FCL) is defined™in IEC 61131-7. In order to cover all
kinds |of usage, from small and simple applications to’highly sophisticated and complex|ones,
three [classes of conformance are defined. The manufacturers are required to offer related
information with their products and the users need to take care in their selections of|fuzzy
contrgl in their applications.

IEC 6[1131-7 contains six Clauses. Clause™ introduces the scope and object of Fuzzy Control
programming and Clause 2 lists the normative references. Clause 3 gives definitions|of 22
techn|cal terms, which are necessary.for understanding IEC 61131-7. Clause 4 describes how
the fugzzy control applications programmed in FCL are to be integrated into the programmable
contrgllers. FCL is defined in Clause 5. Three levels of compliance are given.

Therg are five annexes,:all informative, attached to the text of IEC 61131-7. A|short
introduction of fuzzy control and fuzzy logic as far as it is necessary for the understanding of
IEC §1131-7 is given)in Annex A. Emphasis is put on those related to the definitiqns of
Langyage Elements-of FCL. Annexes B and C give some practical examples of applicafion of
fuzzy|control from experiences. The methods for the use of variables in the rule blogks is
given|by an example in Annex D. Symbols, Abbreviations and Synonyms used in IEC 61131-7
are ligted in;Annex E of IEC 61131-7.

A.7.2—integratiomof fuzzy controtappticatiominto the programmable controtters

A fuzzy control application programmed in FCL is encapsulated in Function Blocks (or
Programs) as defined in IEC 61131-3. The concept of Function Block Types and Function
Block Instances given in IEC 61131-3 apply to IEC 61131-7. Therefore, to apply FCL it is
essential that the PLC is compliant to IEC 61131-3 PLC language standard.

The Function Block Types defined in FCL specify the input and output parameters and the
fuzzy control specific rules and declarations. The corresponding Functions Block Instances
contain the specific data of the fuzzy control applications.

An example in FBD representation is illustrated in Figure A.22. The data types of both input
and output parameters should be consistent with the corresponding “calling environment”.
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Figure A.22 — Example of a fuzzy control in FBD program

A.7.3 Fuzzy control language

The basic FCL language elements include interface, fuzzification, defuzzification and rulgs.

A.7.31 Function Block interface
Functjon Blocks are configured according to IEC 61131-3. With these language elements, it is

possible to define a function block interface. The function block interface is defined with
paranmeters which are passed into and out of the fun¢tion block.

A.7.3]2 Fuzzification

To convert a input signal for processing in, FCL the linguistic values of an input variable can
be aspigned several corresponding membership functions.

FUZZIFY variable_name
TERM term_name;= membership_function;

END_FUZZIFY

Following the keyword FUZZIFY, the variable being fuzzified is named. The variable ngme is
defingd in the VAR INPUT section. This variable is termed linguistic variable in FCL. A
linguistic variable-is described by one or more linguistic terms. A linguistic term is invoKed by
the keyword\TERM. A TERM is assigned a membership function made of piece-wise |linear
functipns. The membership function is prescribed end-points in the following manner:

membershin funection = (noint ) (hoint i)
FReMRSFSHP—HRGHOR— POt POt

Every end-point is a paired value: (values-of-the-variable, membership-degree). Membership
Degree describes the percentage of truthfulness of a linguistic variable. Membership Degree
has the value between 0,0 and 1,0.

point i::= value of input i | membership degree of input i

The membership function may be a ramp curve or triangle curve. An example of membership
function is illustrated in Figure A.23. The linguistic terms "warm" and “cold” are show as ramp
curves for membership functions.
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cold warm
Definition of ramps:

FUZZIFY temp;

TERM cold:= (3, 1) (27, 0);
TERM warm:= (3, 0) (27, 1);
END_FUZZIFY

temp

EC 1047/04

NOTE | The data type of the points of membership functions is not defined. The manufacturer needs to |prpvide a
compileér that accommodates any necessary conversion.

Figure A.23 — Example of ramp curve membership functions

A.7.313 Defuzzification

A lingluistic variable for an output variable may be a positive or a negative value. It has|to be
convdrted into a positive real value. This conversion is described. between the keywords
DEFUZZIFY and END_DEFUZZIFY. This is illustrated in Figure A:24.

DEFUZZIFY variable_name
RANGE(min..max);
TERM term_name:= membership_function;
defuzzification_method;
default_value;
END_DEFUZZIFY

IEC 1048/04

Figure A.24 - Defuzzification program block

Singlgton is one of the principle~defuzzification functions. The singleton is a special
memAiership function described by a'single value for the linguistic term. Figure A.25 giVes an
example of a singleton term.

drainage closed inle

DEFUZZIFY valve -
RANGE(-100;100);

TERM drainage := -100; i

TERM closed :=0;

TERM inlet :=100; o 4 . } T !
END DEFUZZIFY -100 .50 0 50 100

vatve
IEC 1049/04

Figure A.25 — Example of singleton terms

The defuzzification method is defined by the language element Method.

METHOD: defuzzification_method;

Defuzzification methods defined in this standard are listed in Table A.31 below.
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Table A.31 — Defuzzification methods

Keyword Explanation
COG Centre of Gravity (note 1)
COGS Centre of Gravity for Singletons
COA Centre of Area (notes 2 and 3)
LM Left Most Maximum (note 4)
RM Right Most Maximum (note 4)

NOTE 1 Centre of Gravity is equivalent to Centroid of Area.

NOTE
NOTE
NOTE

p—Centre of ATed 1S equivalent 1o BISector of ATea.
B COA is not applicable if singletons are used.

1 LM and RM defuzzification methods are asymmetrical about zero.

A defpult value for the output may be assigned for an output whose membership valug is 0.
This default value is the value for the output variable only in the case when no rule has| been
fired.

DEFAULT:= value | NC;
The Keyword NC stands for "no change" which indicates, that the output needs to be remain
unchgnged if no rule has fired.
A.7.3(4 Rule block
The inference of the fuzzy algorithm is defined\in one or more rule blocks. Each rule blogk has
a unique name. Rules are defined, “between the keywords RULEBLOCK]| and

END

RULEBLOCK.

RULEBLOCK ruleblock_name
operator_definition;
[activation_methed;]
accumulation_method;
rules;

END_RULEBLOEK

Priori

y of the opérator is handled according to Boolean algebra given in Table A.32.

Table A.32 — Priority of rule block operators

riority Operator

() parenthesis

NOT

AND

AW N

OR

Following is an example of a simple rule:

RULE

1: IF subcondition1 AND variable1 OR variable2 THEN conclusion;
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The OR operator in a rule may be implemented by defining two rules in its place:

RULE

3: IF subcondition 1 OR subcondition 2 THEN conclusion;

may be replaced with:

RULE
RULE

3a: IF condition 1 THEN conclusion;
3b: IF condition 2 THEN conclusion;

The conclusion may be split into several sub-conclusions and output variables as shown in
the following example:

IF tem
THEN

p IS cold AND pressure IS low
var1, valve1 IS inlet , valve2 IS closed;

may b

e replaced with:

IF ten
THEN

p IS cold AND pressure IS low
vari,
valve1 IS inlet,
valve2 IS closed,;

In ord

er to manipulate the fuzzy control application parameters externally, a weighting

orde
weig

may Je used. This enables the possibility to change the weighting factor during runti
r

to adapt the fuzzy control program to processvheeds. In the following examp
ting_factor is the constant 0.5.

factor
me in
e the

IF tem
THEN

p IS cold AND pressure IS low
valve1 IS inlet WITH 0.5,
valve2 IS closed;

A.7.4

The F
users

Exchange of fuzzy control programs

CL is defined based, on PLC programming languages specified in IEC 61131-3.

of programmable controllers can build their fuzzy control Function Blocks or Pro

by e

IEC 6/1131-7 also defines a common representation for data exchange between fuzzy ¢
confiquration tools ef different manufacturers. The end-user would be able to exchange
contrgl projectsiamong PLCs from different manufacturers who implement the commor
interface in their specific editors.

A.7.5

ploying FCL, soy*long as the manufacture supports it with editor and con

The
jrams
npiler.
ontrol
fuzzy

data

Compliance

A.7.5.

1 Compliance classes of fuzzy control language

There are three classes of compliance of FCL as defined in IEC 61131-7. Each compliance

class

supports different level of fuzzy algorithm. The levels are:

— Basic Level specifies the minimum features in mandatory nature that a complete fuzzy
control application has to implement.

— Extension Level allows some optional features which may be implemented optionally by
the users in their applications to be included as additional ones.

— Open Level contains further features exceeding the Basic Level and the Extension Level
made available by the individual manufactures.
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The manufacturers are required to clearly describe the level of compliance of their products.
The required FCL language elements for the Basic Level are listed in Table A.33. FCL
language elements of the Extension level are listed in Table A.34.

All of the compliance levels include the definition of the Function Block and the Data Types
required for the input and output parameters of fuzzy control function block in accordance with
IEC 61131-3. Basic level of compliance is mandatory for any claim of compliance with
IEC 61131-7. The extension level of compliance is optional but defined in IEC 61131-7.

Table A.33 - Fuzzy logic control basic level language elements

LJanguage element Keyword Details
Functign block declaration VAR_INPUT, Contains input and output variables
VAR_OUTPUT

Membgrship function

Input variable: TERM

Maximum of three constant points
(degree of membership coordinate’= 0 or 1)

Output variable: TERM

Constant singletons only

Conditijonal aggregation

Operator: AND

Algorithm: MIN

Activat|on

Not relevant becausgfonly singletons are used

Accumbplation
(result aggregation)

Operator: ACCU

Algorithm: MAX

Defuzzjfication METHOD Algorithm: €OGS
default|value DEFAULT NC, value

Ruleblgck RULEBLOCK Onesuleblock only
Condition IF ... IS ... n sdbconditions
Conclugion THEN Only one subconclusion

Table A.34 — Fuzzy logic control extension level language elements (optional)

Language element

Keyword

Details

Functiof block declaration

VAR

Contains local variables

Membership function

Input vakiable: TERM

Maximum of four constant or variable points
(degree of membership co-ordinate = 0 or 1)

Membeirship function

Output variable: TERM

Maximum of four constant or variable points
(degree of membership co-ordinate = 0 or 1)

Conditignal aggregation

Operator: AND

Algorithm: PROD , BDIF

Conditignal aggregation

Operator: OR

Algorithm: ASUM , BSUM

Conditignal aggregation

Operator: NOT

1 — {argument}

Conditignal aggregation

parentheses

0

Activati¢n

Operator: ACT

Algorithm: MIN, PROD

Accumulatign

Operator: ACCU

Algorithm: BSUM , NSUM

Range for fuzzification

Operator: RANGE

RANGE (minimum value..maximum value), Timits the
range of the membership functions for the output
variable.

Defuzzification method

Operator: METHOD

Algorithm: COG , COA, LM, RM

Ruleblock Operator: RULEBLOCK n rule blocks

Condition IF n subconditions, n input variables

Conclusion THEN n subconclusions, » output variables

Weighting factor WITH Constant value and value assigned to variable in the

declaration part
VAR_INPUT.....END_VAR
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