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INTERNATIONAL ELECTROTECHNICAL COMMISSION

ELECTROMAGNETIC COMPATIBILITY (EMC) -

Part 5-6: Installation and mitigation guidelines —
Mitigation of external EM influences

FOREWORD

1) The IEC (International Electrotechnical Commission) is a worldwide organization for standardization_comyrising

al
in
th

national electrotechnical committees (IEC National Committees). The object of the IEC js\to pr

s end and in addition to other activities, the IEC publishes International Standards. Theif)preparat|

bmote

ernational co-operation on all questions concerning standardization in the electrical and electronic fields. To

on is

ertrusted to technical committees; any IEC National Committee interested in the subject dealt with may

w
O

2) The formal decisions or agreements of the IEC on technical matters expréss, as nearly as possibl

in
fr

pgrticipate in this preparatory work. International, governmental and non-governmentalerganizations li
th the IEC also participate in this preparation. The IEC collaborates closely("with the Interngtional
ganization for Standardization (ISO) in accordance with conditions determined by ‘agreement betwegdn the
twlo organizations.

m all interested National Committees.

hising

e, an

ernational consensus of opinion on the relevant subjects since each technical committee has representation

3) The documents produced have the form of recommendations for international use and are published in thg form
of|] standards, technical specifications, technical reports or guides, and they are accepted by the Ndtional

c
4) In

di
in

5) The IEC provides no marking procedure to indicate_itss approval and cannot be rendered responsible fd
equipment declared to be in conformity with one of.ifs/standards.

6) Aftention is drawn to the possibility that some \of*the elements of this technical report may be the subj
pgtent rights. The IEC shall not be held responsible for identifying any or all such patent rights.

The

a teghnical committee may proposethe publication of a technical report when it has colle

data

example “state of the art”.

Technical reports do_fet' necessarily have to be reviewed until the data they providg
congidered to be no-lenger valid or useful by the maintenance team.

IEC
pow

It hag the status of a basic EMC publication in accordance with IEC Guide 107.

The text’of this technical report is based on the following documents:

mmittees in that sense.

Hicated in the latter.

main task of IEC technical committees is to prepare International Standards. How

of a different kind from that;which is normally published as an International Standarg

61000-5-6;) Which is a technical report, has been prepared by subcommittee 77C:
r transient phenomena, of IEC technical committee 77: Electromagnetic compatit

order to promote international unification, IEC National Cemmittees undertake to apply IEC Interndtional
Standards transparently to the maximum extent possibleNip' their national and regional standards

Any

ergence between the |IEC Standard and the corresponding national or regional standard shall be dlearly

r any

ect of

Bver,
cted
, for

are

High
lity.

Enquiry draft Report on voting
77C/110/CDV 77C/122/RVC

Full information on the voting for the approval of this technical report can be found in the

repo

rt on voting indicated in the above table.

This document, which is purely informative, is not to be regarded as an International

Stan

dard.
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The committee has decided that the contents of this publication will remain unchanged until
2007. At this date, the publication will be

* reconfirmed;

* withdrawn;

« replaced by a revised edition, or
e amended.

A bil nglml version of this technical rnlr_\nri' may be issued at a later date
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INTRODUCTION

IEC 61000 is published in separate parts according to the following structure:

Part 1:

Part

2:

General

General considerations (introduction, fundamental principles)
Definitions, terminology

Environment

Description of the environment

Part

Part

Part

Part
Part

Each
or as
as s
num

This
influ

part of IEC 61000 gives guidelines for the mitigation of external electromag
Bences.

part is further subdivided into several ‘parts published either as International Stand
technical specifications or technical reports, some of which have already been publi
pctions. Others will be published-with the part number followed by a dash and a se
ber identifying the subdivision.(example: IEC 61000-6-1).

Classification of the environment
Compatibility levels

Limits

Emission limits

Immunity limits (in so far as they do not fall under the respansibility of prd
committees)

Testing and measurement techniques
Measurement techniques

Testing techniques

Installation and mitigation guidelines
Installation guidelines

Mitigation methods and devices
Generic standards

Miscellaneous

duct

ards
shed
cond

hetic
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ELECTROMAGNETIC COMPATIBILITY (EMC) -

Part 5-6: Installation and mitigation guidelines —
Mitigation of external EM influences

1 Scope and general considerations

1.1 Scope

This| part of IEC 61000 covers guidelines for the mitigation of external electromag
influences impinging upon a facility, aimed at ensuring electromagnetic compatibility)(E
amopg electrical and electronic apparatus or systems. These influences include “‘light
RF tfansmitters, power-line and telecom transients, high-altitude electromagnetic q

repoft is concerned with the arrangement of shielding and screening™dgainst rad
distyrbances, and with mitigation of conducted disturbances. These arrangements ing
apprppriate electromagnetic barriers for industrial, commercial, and residential installation

The [ concept of barriers installed for mitigating potentially /pénetrating and unwg
elecfromagnetic noise is applicable even when there is no desighed-in electromagnetic sh
The [enclosure through which power and signal (communications, control, etc.) cables

entel or exit may be considered as a potential electromagnetic barrier that will provide s
level of protection. The concept of enclosure can be understood as the perimeter walls
building, the walls of a single room, or the housing of\an apparatus, with protection inst
at al| points of electromagnetic penetration into the €nclosure.

This|technical report is intended for use by installers, manufacturers and users of seng
elecfrical or electronic installations or systems, and of equipment with emission levels
could degrade the overall electromagnetic: (EM) environment. It applies primarily to
instgllations but, where economically-feasible, it may be applied to extension
modjffications to existing facilities. While the technical principles are applicable to indiv
equipment or apparatus, such application is not included in the scope of this technical rep

1.2 | General considerations

1.2.1 Elementary interference control

In it simplest form,-the interference problem consists of a source of disturbance, a victim
the medium between the two. Interference control consists of suppressing the disturb
sourge, strengthening the victim, or impeding the source-victim interaction through
med{um. When{the source is not controllable (for example, lightning, portable transmif
HEMP, etcyy-and the inherent strength of the victim is dictated by other considerations
examples circuit density and operating power), interference control is relegated to
interpyening med

(HETP) and other high-power electromagnetic transients. More particularly~this techpical

hetic
MC)
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ulse

ated
lude
S.

nted
ield.
must
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subsystem levels).

Increasing the separation between them, enclosing one or the other in a shield or o

ium. Furthermore, for interference control oriented toward victim protegti

rtho-

gonalizing them (for example, rejecting common-mode interference on differential-mode
signalling lines) can reduce the interaction between source and victim. All three techniques
can be combined to form a closed electromagnetic barrier between the source and the victim.
For sources outside the system, the barrier may be applied at the system level. For sources
inside the system, electromagnetic compatibility requires two barriers: one at the source to
control emissions, and one at the victim to control susceptibility. This concept is illustrated in

figure 1. In this technical report, we will concentrate on sources outside the system.
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Outside
sources

System barrier

NN
< System

sources
VaYaN

I Subsystem 2 I | Subsystem 1

Z 3 =z

/ |Barriers i

Penetrating
conductor

IEC 1497/02

Figure 1 — System barrier topology

1.2.3 Shields and interfaces

Shields are used for attenuating the direct coupling of radiated electromagnetic disturbahces

from| the external environment onto the internal electronics circuits and, conversely, to
the rfadiation of disturbances from the internal circuits~to6 the exterior, thus contributing t
elecfromagnetic compatibility (EMC) of the installation. The shields considered in
docyment are electromagnetically closed structures. Any form of electromagnetically
strugture is not recommended for achieving a fully compliant installation. Some exampls
strugture shielding applications include

|
—

blecom facilities, such as relay stations, multipurpose radio installations;
— TV and broadcasting studios;

|
—

bst rooms and laboratories (telecom, metrology, high-voltage engineering);
— metrology facilities in educational institutions;

iagnostic and therapy raoms in medical facilities;
- mputer rooms for.business and industry.

Interface protection, devices are used for mitigating the propagation of condd
elecfromagnetic_disturbances from the environment into the internal electronics and
conversely, limit* the emission of disturbances from the internal electronics into
environment{ This assumes that bi-directional protection devices are applied. Thus, V
instglled in-¢onjunction with a shield, these devices contribute to achieving electromag
compatibility for the installation. Protection devices that will be discussed in this tech

limit
b the
this
bpen
ps of

cted
may,

the
vhen
netic
nical

repoftincClude filters, decoupling devices and surge-protective devices (SPDs).

The filters considered in this document are limited to low-voltage passive circuits for high-
frequency disturbances that are part of an installation. Filters and other interface devices

incorporated in individual apparatus are not included within the scope of this document.

Low-

frequency filters, such as those used to mitigate power-line harmonics, are also not included

in the scope of this document.

A complete installation can include the interconnection of several properly shielded cab

inets

with screened cables. However, the selection of such cables and proper bonding of the cable

screens is not within the scope of this publication, but is addressed in IEC 61000-5-2.

The installation of filters and other mitigation means, including shields, is predicated on the

existence of a properly designed earthing system, as described in IEC 61000-5-2.
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The recommendations presented in this technical report address the EMC concerns of the
installation. The safety aspects of any installation are of prime importance but while not
ignored, are not within the scope of this technical report. Reference to safety issues may be
found in IEC 60364-1, IEC 60364-5-54, and IEC 60364-5-548. The efficient transportation of
power within the installation is a prime function of any facility, but is also excluded from the
scope of this technical report. Nevertheless, these two issues are taken into consideration in
the recommendations concerning EMC. These two issues can be implemented concurrently
for enhanced EMC of the installed sensitive apparatus or systems without conflict by applying
the recommended practices presented in this technical report and the relevant safety
requirements such as those of IEC 60364. As each installation is unique, it is the
responsibility of the designer and the installer to select and abide by the relevant
recommendations mast appropriate to a particular installation 1t is important to note that
the recommendations presented in this technical report do not seek to preclude exipting
instgllation practices, when they have been shown to perform satisfactorily. Special mitigation
methods might not be necessary when the installed equipment satisfy applicable -emigsion
and |[mmunity standards.

1.2.3 Summary

Clauses 1-3 provide general information concerning the scope, references and definifions
applicable to this publication.

Clause 4 provides an overview and introduction of the general approach to applying EMC
condepts in the design of installations through the use of\appropriate interface proteftion
deviges.

Claujse 5 provides information on the application of shields to mitigate the coupling of rad|ated
distyrbances and to create a boundary between different zones of disturbance levels.

Clause 6 provides information on the application of filters as interface protection devices| that
can pe inserted in power and signal cables entering the shield or enclosure.

Clause 7 provides information on the application of decoupling devices as interface proteftion
devites that can be inserted incpower cables or applied to signal cables entering the shigld or
enclpsure.

Clause 8 provides information on the application of SPDs as interface protection devicesg| that
can pe inserted in power or signal cables entering the shield or enclosure.

It is |[emphasized that this technical report does not discuss in detail the internal design of
these mitigation means. However, some knowledge of their fundamental characteristics,
as well ,as)some information on the EM disturbance environment, is necessary to make an
apprppriate selection of measures and to install them in a way that will not make them
ineffective:

2 Reference documents

IEC 60050(161), International Electrotechnical Vocabulary (IEV) — Chapter 161: Electro-
magnetic compatibility

IEC 60050(195), International Electrotechnical Vocabulary (IEV) — Chapter 195: Earthing and
protection against electric shock

IEC 60050(300), Part 312, International Electrotechnical Vocabulary (IEV) — Electrical and
electronic measurements and measuring instruments — Part 312: General terms relating to
electrical measurements
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IEC 60335-1, Household and similar electrical appliances — Safety — Part 1: General
requirements

IEC 60364-1, Electrical installations of buildings — Part 1: Fundamental principles,
assessment of general characteristics, definitions

IEC 60364-5-54, Electrical installations of buildings — Part 5: Selection and erection of
electrical equipment — Chapter 54: Earthing arrangements and protective conductors

IEC 60364-5-548, Electrical installations of buildings — Part 5: Selection and erection of

electrical equipment — Section 548 Farthing arrangements and equipotential bonding for
inforynation technology installations

IEC |60939-1, Complete filter units for radio frequency suppression — Part.1s Geheric
spedification

IEC |60939-2, Complete filter units for radio frequency suppression £ Part 2: Sectfonal
spedification. Selection of methods for test and general requirements

IEC/TR2 61000-2-5, Electromagnetic compatibility — Part 2: <AEfavironment — Section b5:
Clasisification of electromagnetic environments. Basic EMC publication

IEC [61000-2-11, Electromagnetic compatibility — Part 2-14. Environment — Classification of
HEMP environments

IEC |61000-4-4, Electromagnetic compatibility (EMC) — Part 4: Testing and measurenent
techhiques — Section 4: Electrical fast transient/burst immunity test. Basic EMC publicatio

=)

IEC |61000-4-5, Electromagnetic compatibility (EMC) — Part 4-5: Testing and measurement
techhiques — Surge immunity test

IEC Bp1000-4-12, Electromagnetic compatibility (EMC) — Part 4-12: Testing and measurenent
techhiques — Oscillatory waves immunity test

IEC/'R 61000-5-1, Electromagnetic compatibility (EMC) — Part 5: Installation and mitigation
guidgelines — Section 1: General considerations. Basic EMC publication

IEC/TR 61000-5-2,cElectromagnetic compatibility (EMC) — Part 5: Installation and mitigation
guidelines — Section™2: Earthing and cabling

IEC/TR 61000:5-3, Electromagnetic compatibility (EMC) — Part 5-3: Installation and mitigation
guidelines’<"HEMP protection concepts

IEC/IFHR2-6 0-5-4—Electromagneti 4G 5= lor—and—tigation
guidelines — Section 4: Immunity to HEMP — Specifications for protective devices against
HEMP radiated disturbance. Basic EMC publication

IEC 61000-5-5, Electromagnetic compatibility (EMC) — Part 5: Installation and mitigation
guidelines — Section 5: Specification of protective devices for HEMP conducted disturbance.
Basic EMC publication

IEC 61000-5-7, Electromagnetic compatibility (EMC) — Part 5-7: Installation and mitigation
guidelines — Degrees of protection provided by enclosures against electromagnetic
disturbances (EM code)

IEC 61024-1, Protection of structures against lightning — Part 1: General principles
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IEC 61312-1, Protection against lightning electromagnetic impulse (LEMP) — Part 1 — General
principles

IEC/TS 61312-2, Protection against lightning electromagnetic impulse (LEMP) — Part 2:
Shielding of structures, bonding inside structures and earthing

IEC/TS 61312-3, Protection against lightning electromagnetic impulse (LEMP) — Part 3:
Requirements of surge protective devices (SPDs)

IEC 61312-4, Protection against lightning electromagnetic impulse (LEMP) — Part 4:

Protection of pr;uli’nmpnf in pyieﬁng structures

IEC/TR 62066, General basic information regarding surge overvoltages and surge (proteftion
in low-voltage a.c. power systems

CISHFR 17, Methods of measurement of the suppression characteristics\ of passive fadio
interference filters and suppression components

3 Terms, definitions and acronyms

For the purposes of this technical report, the definitions of lEC 60050(161) together with the
following definitions apply.

3.1

appmratus
finished combination of devices (or equipment) with an intrinsic function intended for thelfinal

user|and intended to be placed on the market@s a single commercial unit

3.2
attenpuation
ratiolof the input to the output valués of quantities of the same kind in a device or system

NOTH When this ratio is less than unity-it is usually replaced by its reciprocal, the gain.

[IEV|312-06-06]

3.3
device
combination of components having a given function, forming part of a piece of equipment,
appdratus, or system

NOTH For example, thermostat, relay, push buttons, switch or contactor.

3.4
(locabearth
(local) ground (US)
part of the earth which is in electric contact with an earth electrode and the electric potential
of which is not necessarily equal to zero

3.5

earth (verb)

ground (verb) (US)

make an electric connection between a given point in a system or in an installation or in
equipment and a local earth

NOTE The connection to local earth may be

— intentional, or

1 To be published
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— unintentional or accidental

and may be permanent or temporary.

[IEV

3.6

195-01-08]

earth electrode

ground electrode (US)
conductive part, which may be embedded in a specific conductive medium, e.g. concrete or
coke, in electric contact with the Earth

[IEV

3.7
eart

1905.02 ﬁ1]

ning arrangement

groynding arrangement (US)
earthing system (deprecated)
all the electric connections and devices involved in the earthing of a system, an install

and

performs the earthing of a system, an installation and equipment

[IEV

3.8
elec

195-02-20, modified]

fromagnetic compatibility

EM(Q (abbreviation)
abilify of an equipment or system to function satisfactorily in its electromagnetic environ
without introducing electromagnetic disturbances toanything in that environment

[IEV

3.9
elec
any
equi

161-01-07]

tromagnetic disturbance
electromagnetic phenomenon which may degrade the performance of a de
bment or system, or adversely affect living or inert matter

NOTH An electromagnetic disturbance may be an electromagnetic noise, an unwanted signal, or a change
propalgation medium itself.

[IEV

3.10
elec
EMI

degr
ane

[IEV

3.1
equi

161-01-05]

tfromagnetic interference

abbreviation)

ndation of«the performance of an equipment, transmission channel, or system causg
ectromagnetic disturbance

161c0/1-06]

ation

equipment; the electrical circuit, or a part of it, including the earth electrode, which

ment

vice,

n the

d by

pment

general term for apparatus, appliance, system, etc.

NOTE For the purposes of the present document, to make a distinction between the collective (plural) nature of
the term “equipment” and an individual “piece of equipment”, the term “apparatus” will be used when the meaning

isas

3.12
equi

ingle piece.

potential bonding

provision of electric connections between conductive parts, intended to achieve equipotentiality
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3.13

facility

entity (such as a hospital, a factory, machinery, etc.) that is built, constructed, installed or
established to perform some particular function or to serve or facilitate some particular end

3.14

filter

two-port network that transmits signals with low attenuation at all frequencies within one or
more frequency bands and with high attenuation at all other frequencies

3.15
HEMP
high|altitude electromagnetic pulse

3.16
installation
several combined items of apparatus or systems put together atga “given place to [fulfil
a specific objective but not intended to be placed into service as a single functional unit

3.17
maxjmum continuous operating voltage
maximum voltage which may be continuously applied to the SPDs mode of protection (gqual
to the rated voltage)

3.18
residlual voltage (current)
peald value of voltage (current) that appears at the output terminals of an SPD or filter during
application of a standard stress at the inputterminals

3.19
screjen
shie]d
devige intended to reduce the. penetration of an electric, magnetic or electromagnetic field into
a giJyen region, or to separatevelectric circuits. A shield is used when a mechanical barrier is
intended

3.20
screjening
shielding
act ¢f reducing_the magnitude of an electric or magnetic field provided by a good elecfrical
conductor

3.21
shieldedenclosure, screened room
mesh or sheet metallic housing designed expressly for the purpose of separating electro-
magnetically the internal and the external environment

[IEV 161-04-37]

3.22

shielding effectiveness, EMC

for a given external source, the ratio of electric or magnetic field strength at a point before
and after the placement of the shield in question
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3.23

surge-protective device
SPD

device that is intended to limit transient overvoltages and divert surge currents. It contains at
least one non-linear component that is intended to limit surge voltages and divert surge
currents

3.24
system
several items of apparatus combined to fulfil a specific objective

Acrgnyms

EM electromagnetic

EM(Q electromagnetic compatibility

EMI electromagnetic interference
HEMP high-altitude electromagnetic pulse
RF radio frequency

SE shielding effectiveness

SPD surge-protective device

UPS uninterruptible power supply

4

4.1

Mitigation of radiated and conducted disturbances

Topological concepts

As a| practical matter, the system to be protected is required to communicate with the ou

worl

I via conductive and non-conduetive (radiating) paths that penetrate the enclg

elecfromagnetic shield and thus intreduce imperfections (openings) in the shield. In add
othe[ penetrations may be introduced for entry and egress as well as for providing interna
olled environment for system operators as well as for the internal equipment, sug
ronics, water, air, sewers, etc. Therefore, a conceptually simple problem may bed
complex electromagnetically. The concept of topological control has been introducs
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usually mterconnected by wiring harnesses or cables Environmental control equment and
ducts may also interconnect the equipment rooms. These conductors provide paths for
electromagnetic energy to either exit or enter the enclosure.
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Figure 2 — Generalized system topology

All glectrical devices, systems and_installations produce or utilize at various frequencies
energy which propagates through cconductors connected to the apparatus. This energy| can
interfere with other equipment. Screening may be necessary either to protect a facility from an
extefnal electromagnetic environment, or to prevent the radiation of electromagpetic
distyrbances created by the(internal equipment operation.

A fofmal topological approach may be used 1) to describe the system, and 2) to design a
conglistent approach- te’ protect the equipment. A formal approach for decomposing a system
into fjts smaller, more tractable, parts is possible. Following the notation provided in figure 2
the @generalized, system is subdivided into the volumes and surfaces. The exterior regign or
volume is identified as V,; interior volumes or layers are identified as ¥, where the| first
subgcript <indicates the surface traversed (outside to inside) and the second subdcript
indigates_the volume within that (jth) surface. The topological approach aids in identifying the
variqus{surfaces and volumes in a particular system and is very useful in describing| and
acc i i i . i lysis
as may be warranted. For example, in figure 2, the surface of volume 2 could have different
characteristics in the boundaries to volume 1 and volume 3. This approach also aids in
accounting for the assessment of every penetration in all surfaces.

4.2 Mitigation needs

Mitigation is required if EMC between an apparatus and its environment is not achieved.
However, if EMC has been achieved then no further mitigation is required. Mitigation can be
achieved by using a barrier between the source and the victim. For conducted disturbances
this barrier is typically a combination of SPDs and filters or other decoupling devices, and for
radiated disturbances it can be a screen and perhaps a filter as needed, the attenuation of
which is compatible with that of the screen in the frequency range considered.
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The attenuation provided by a barrier has to be compatible with the need, that is, be at least
equal to the difference between the disturbance level and the immunity level of the apparatus
to that disturbance. For verification purposes, in most of the cases, disturbances are
simulated and the immunity of an apparatus is compared against a standard. Thus, the
attenuation provided corresponds to the difference between the disturbance level (expected
or measured) and the immunity level determined in a laboratory test or by reference to an
established immunity level.

According to uncertainties on disturbance level(s) and immunity level(s), a margin should be
considered as well, and added to the basic attenuation needed. This margin generally
depends on the criticality of the equipment. For most low-risk domestic or industrial
app|bdiiuub of cquiplllclli bdiibfyillg appiiba'uil:: EC lcquilclllcllib, ttrere—s—mo—Teed for
additional mitigation.

4.3 | The general concept of enclosure

As discussed in IEC 61000-5-1, it is useful to extend the concept of enclosure as being the

bourdary of a facility. An enclosure may be envisaged as a complete building, a room, a fack,
a sirlgle cabinet and even, by extension of the concept, as an individuakapparatus or a c|rcuit
boargd within an apparatus. This facility interfaces with its environmentby “ports” as shown in
figurp 3. IEC 61000-5-1 provides further discussion of the concept.6f ports.

Enclosure port
P\ £ 2

AN . 27 )
AC power L N .o P Control
port " <« port
Apparatus
or
DC power > faciity P Signal
port f D port
Earth
port IEC 1499/02

Figure 3 — Ports of an apparatus or facility

The scope of this technical report is restricted to the practices involved in the implementation
of the electrical installation in a facility. These activities involve the selection of functjonal
elements of the«system and the relevant interconnections. This should also include the inter-
conrjection to.external sensors, actuators, telecommunication networks and the power supply.
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Interactions at the enclosure boundary

actions at the enclosure boundary involve two directions of propagation:

disturbances originating in the environment that can enter the enclosure;
disturbances generated within the enclosure that can exit the enclosure;

a shield provided mainly to protect a circuit against radiated disturbances that will
restrict the emission of radiated disturbances from the circuit;
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disturbances will also restrict the emission of the same type of disturbances, alth
the effect might not be bi-directional.

technical report presents the fundamental concepts for installation practices that

ted disturbances. IEC 61000-2-5 may be used‘as a guide for EMC limits within

pbsure (figure 4). Low-frequency electric fields are relatively easy to mitigate.
ency magnetic fields are more difficult to screen and will involve a shield with a

ction levels for equipment enclosures once the level of desired protection is identifie

o
Hcewise—a—fiter—instaled—to—mitigate—the—entry—of—a—eertain—type—ef—eondycted

bugh

limit

ted disturbances by screening and limiting the propagation of conducted disturbances

5s the enclosure boundaries through the use of filters, decoupling devices, | and
voltage protective devices.

Shielding

General

romagnetic shielding of buildings, rooms, compartments, cabinets, rack chassis|and

bment makes it possible to ensure compliance with the EMC for equipment exposed to

each

, and IEC 61000-2-11 and IEC 61000-5-3 tegether may be used as a guide to deyelop
P limits within each zone. Conversely, radiated disturbances emitted by equipmeni can
revented from “polluting” the environment by enclosing it in an appropriate shiglded

| ow-
arge

thickness and/or a high permeability. IEC 61000-5-7 may be used to qualify] the

.
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Flters and surge-protective =
devices
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Figure 4 — Topological.concept of shields with
interfaces at\penetration points

Screening of rooms and cabinets withy appropriate penetration protection is only one of
several actions that may be used to limit the effect of radiated electromagnetic disturbances.
For |nstance, maintaining appropriate distances between emitters and victims is a relafjively
effegtive means of mitigation for-radiated disturbances. Obtaining a satisfactory result|may
involve other actions such as

D

glecting correct cabling and wiring (adding a screen jacket over cables or wires);

O

s
applying good cableldayout and management;

(¢}

nmplementing.good earthing and bonding practices;

Q.

)
)
)
) uging deviees limiting the emissions or increasing the immunity.

Refer to(1EC 61000-5-1 and IEC 61000-5-2) and to other clauses of this technical repgrtfor
guidelibes concerning these actions:

— clause 6 ;
— clause 7 ;
— clause 8.

The objective of this clause is to present the main arrangements used in mitigation methods
involving screening of installations, that is:

— introduction of the concept of mitigation zones and review of the corresponding types of
shielded enclosures;

— guidance on preservation of shielding effectiveness for housings with apertures based on
a set of generic EMC rules;
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— generic information on the implementation of screening, progressing from the sensitive
apparatus to the complete building, as well as on the means of dealing with the

u

5.2

navoidable apertures/penetrations.

Classification of protection zones

For the purpose of designing and applying appropriate mitigation measures, it is useful to
consider a hierarchy of zones of protection, from the unprotected environment to the strong
protection of especially sensitive equipment. For the purposes of this technical report, the
particular zones are defined as follows:

zon§
zon§
zong
zong
zone
Figu
of zq
may

5.2.1

Zond
The
Thus

not always be interconnected so that a good elegtrical bond is made. In such situation

stee
well-

Condgluctive penetrations should be protected with appropriate limiting (surge-prote

devi

5.2.2

Zong

when it consists of continuously connected (welded) sheet-metal walls or walls with a n

surfa
shie
conr
over

5.2.3

0 — no protection

1 — buildings protected by reinforced concrete outdoor walls

2 — rooms shielded by special materials

3 — internal equipment shielded by metallic materials or metallized enclosures

4 — sensitive apparatus enclosed within a special shielded rack

e 5 shows a schematic representation of the hierarchy of the classification for prote

nes 0 through 4. Note that not all barriers may be present in@_given installation. Z
be selected in a more arbitrary manner.

Zone 1 — Building shield
1 applies to buildings containing welded iron reinforcing bars for concrete outdoor W
reinforcement bars should be interconnected preferentially by as many welds as feag
the reinforcement forms a good earthing structure. Note that steel reinforcing bars

reinforcing bars may not represent an adequate shield. An important first measure
designed and implemented lightning conductor with conductive connections to the e

te) and filtering.

Zone 2 — Room shield
2 applies to indoor facilities with protection measures. In this case the shield is effe
ce. Bolted or otherwise interconnected walls will result in some degradation of
ding effectivenes$i2All the screens of leads entering this zone must have a

ection to the .metal walls. The penetrating leads should also be protected ag
voltages with,appropriate limiting (surge-protective device) and filtering.

Zone 3y~ Equipment shield

ction
bnes

alls.
ible.
may
5 the
is a
arth.
ctive

ctive
hetal
the
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ainst

device) and filtering.

3 lapplies where individual apparatus is protected by metal cabinets or metallized

Zond
encl
Con = ctive

pbsures. The earth connection should be a short lead to the earthing arrangement.
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5.2.4 Zone 4 — Apparatus shield
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Screening can/be provided by the following materials and constructions:
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— the room
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Figure 5 — Zones of protection of shielding and earthing systems

rt, but is the responsibility of the apparatus manufacturer. This zone may also ing
y sensitive equipment that may require additional protection.

Design principles for screening

General

4 applies at the individual apparatus level; it is not within the scope of this techhpical

lude

design principles presented in this clause are not intended to serve as a comprehensive

b for the detailed design of a specific installation; rather, they are offered as an ovel
sign considerations that can serve as useful checks for a proposed installation. Prov
tive screening\techniques require a design by specialists, taking into consideratior
ifics of the installation. By application of different materials it is possible to obtain a
ding effectiveness over the whole disturbance spectrum of electromagnetic fi

netallic enclosure or cabinets;

view
ding

the
jood
elds.

— rooms with continuous metallic walls;

- C

lamped or welded iron mats, grids and sheets inside of walls;

— metallic meshed wire or meshed screen;

— metallic or metalled fabric;

— metallic foil;

— metal sheets (copper or aluminium or other good conductive metals);

— metallized plastics with undamaged surfaces and a good contact across all seams;

— window glass with wire mesh fused in the glass or metallized glass, both continuously
bonded to the wall shield.
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Note that for screening against low-frequency electric fields, metallized plastic might be
adequate. However, screening against low-frequency magnetic fields requires metal walls of
sufficient thickness, conductivity and permeability. The electrical continuity of the walls must
be ensured, especially in the case of the lower frequency magnetic fields.

5.3.2 Shielding effectiveness

The effectiveness of a shielded enclosure depends on many parameters. In theory, a shielded
enclosure may be designed to produce attenuation ranging from a few dB to over 100 dB in a
frequency range up to 10 GHz and beyond. However, in practice, the effectiveness of an
enclosure with penetrations of all types will be reduced and limited by these penetrations.
For practical purposes, the shielding effectiveness of a solid metallic cabinet or enclosure is
mainly determined by the following factors:

|
—

he disturbance currents, which should be run over the outer surface of the @abinets |or in
losed loops over the surfaces via connections to the earth/ground;

(@]

|
—

ne installation of penetrating cables: for good performance all signal cables penetrating
ne cabinet should either be filtered/limited and/or their screens should be earthed dinectly
b the cabinet (see IEC 61000-5-2);

— —+

— the electrical length of seams of all parts of the enclosure should be as small as posgible,
pgreferably smaller than one-tenth of the wavelength of the impinging disturbance |(this
gonditional limit is not applicable to low-frequency magnetic-fields);

— the size of holes should be as small as possible relative to the incident wavelength or
should be fitted with pipes (waveguide beyond cutoff); this topic is discussed further in
5.4.6.

5.3.3 Maintaining shielding effectiveness

The [following is a set of simple rules_that can help when checking whether a shiglded
enclpsure is correctly installed.

a) Hnsure a correct path for all common-mode currents that could flow in cables entering the
gnclosure.

This|rule implies that screens of all cables should be connected over 360° to the wall of the
shielded enclosure. It applies to all types of cables such as coaxial cables, screened multi-
lead|signal cables, power cables, etc. Screens may continue through the wall into the inside
of the enclosure, as_is for instance necessary for the correct signal transport by copxial
cables.

If the 360° ccifcumferential contact cannot be maintained for some reason, the shdgrtest
posslible connéction between the cable screen and the wall, on the outside — not inside|— of
the enclosure, is advised. This type of connection, however, will impair the quality of the
shieldéd, enclosure, particularly at higher frequencies.

b) Ensure a correct path for all disturbance currents that could flow through any metallic
object towards the shielded enclosure.

This rule applies for instance to metallic tubing for water or cooling liquid for air conditioners.
Again, a 360° circumferential contact between the tubing and the wall is necessary.

c) If possible, all conductors mentioned under rules a) and b) above should enter through a
single metal panel, far from large openings in the enclosure.

The metal wall of a shielded enclosure provides a short path for all common-mode currents
and diverts those currents around the shielded enclosure; it thereby acts as a barrier for
disturbances. Openings should normally be closed, such as doors equipped with contact
strips. In some cases a double shield door may be warranted. Rule c¢) will still provide some
protection if the doors are occasionally open. The EMC cabinet discussed in IEC 61000-5-2
is an example of this topology
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d) Limit the bandwidth of the signals or power entering the shielded enclosure to the bare
minimum needed for the particular signal. Employ filters and mount them correctly against
the wall.

In particular, the way filters are mounted has the largest influence on their correct operation.
A simple filter which is correctly mounted is preferable to an expensive filter which is
incorrectly installed (refer to clause 6).

In addition, in large shielded rooms the power-input cable needs attention. A three-phase
power cable, equipped with a neutral conductor and a protective earth inside an earthed
screen is correctly installed if the earthed screen is circumferentially connected to the metal
wall,ras—stipttated—by—+te—a—The—protective—earth—and—theneutral-conductors—may—atso be

conrlected there to the metal wall.?

e) lf any overvoltage protection is applied at a cable to limit the differential-mode voltagd, the
fliters mentioned in rule d) above should be mounted between the SPDs and(the shiglded
gnclosure.

Notg that SPDs of the voltage-switching type (see 8.5.2) might~generate new | fast
distn.lgbances when they operate. The filters, mounted downstream from the SPDs, should

e these SPD-related disturbances before they enter ,the’ shielded enclosure.
ermore, the SPDs will serve to limit the external overvoltages impinging on the filters,
allowing a more cost-effective selection of filters.

f) Hnsure that all walls of the shielded enclosure form¢a\single metallic, well-condugting
qurface.

Diffgrent parts of the shielded enclosure should befinterconnected over their full perimleter,
prefgrentially by welding the seams. Other good ways of ensuring conducting seams, sugh as
many bolts or screws are allowed as well, but,at*a reduced shielding effectiveness. Pa|nted
surfgces divert the currents that provide the, screening effect where these currents would
crosg the seams. Conductivity must be bmaintained by removing the paint and applying
corrgsion protection. Alternate fastener_methods may also be used, such as self-tagping
screws, “pop-nails”, etc.

g) All openings in the wall of a shielded enclosure should be carefully considered.
The following types of openings (apertures) might be encountered:

- a long slit, such as an open seam;

- a large circularhole;

- many small holes with the same open area as the large hole;

- holes protected by a mesh;
- holes-protected by tubes or honeycomb arrays of tubes.

See [5.4.6-for further details on how to deal with these various types of apertures.

The specific implementation of a protection scheme will require a risk assessment of the
overall protection so that the installation benefit/cost may be determined.

5.4 Implementation of screening

In preceding clauses, the need for screening has been described from the point of view of
external influences impinging upon the facility, with a sequence of zones starting from the
outside and progressing toward the equipment — the most significant part of the installation.
When a facility is being designed for general EMC purposes, it is reasonable to begin the
protection design from the outside and progress inward, taking advantage of an overall
protection scheme, as described in IEC 61000-5-1. For HEMP environments the situation is

2 Note that in some countries, national codes prohibit multiple connections of the neutral to the earthing system.
In that case, a filter is also required for the neutral conductor.
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the same, and IEC 61000-5-4 provides information on how to specify the screening levels
once they are determined. When sensitive equipment is being installed in an existing building,
it is more likely that any screening that would turn out to be necessary would start at the
apparatus level and progress outward. Adding screening to an existing building is expensive,
and its implementation will depend on the value of the equipment to be protected.

5.4.1 Sensitive apparatus

Apparatus containing sensitive components can be shielded if necessary by metallic cage(s)
or by metallized plastic box(es), depending on the needs. According to the definition of
apparatus, that is, “placed on the market as a single commercial unit’, the apparatus
screentrg—shottd—be—the—responsibitity—of—the—apparatus—manufacturer—rather—than the
resppnsibility of the installer. However, if a mass-produced consumer-type apparatus
designed for moderate environments is going to be installed in a harsh environment| the

necgssary adaptation becomes a concern for the installer.

5.4.2 Shielding of racks and chassis (zones 4/3 barrier)

Metdllic racks and chassis are furnished by various suppliers who, eontrol the shie|ding
design. Typical shielding practices involve the assembly of many individual electrical| and
elecfronic building blocks to result in a single housing. In this, €ase a metallic encldsure
incrgases the shielding effectiveness.

5.4.3 Shielding of cabinets (zones 3/2 barrier)

The use of shielded cabinets is necessary in the case ©f high electromagnetic fields, sugh as
thosg greater than 30 V/m. These cabinets also provide protection against outgoing rad|ated
distyrbances.

Protgction of cable penetrations can be obtained by use of special filters that are installgd on
the ihncoming cables (power and control/signal ports). These filters must have a good bonding
conrjection to the cabinet wall. All metaliparts should be bonded together with high quplity,
permanent connections via the shortest, path to the earth/ground system. Most important is
the treatment of the frame and the racks.

5.4.4 Shielding of rooms (zonés 2/1 barrier)

Goodg-quality shielded rooms; or shielded enclosures have been in use for many yearg for
performing electronic measurements where a low electromagnetic ambient level is necesgary,
or where potentiallycdamaging emission must be contained. Refer to IEC 61000-2-% for
acceptable ambient ylevels. The use of shielded rooms has been extended to |non-
meagurement applications, such as protection of personnel working near high-power rfadar
siteg] or industtial RF emission sources, and protection of sensitive equipment such as
med|cal devices, biomedical instruments and computers.

The [r@enT shield may consist of meshed conductors inside of the walls such as pteel
reinfnrr‘ing bars_grids or metal sheets installed on the surface of walls Eigure 6 repregents
the shielding effectiveness of a continuous solid metallic shield with penetration protection.
Shielding provided by discontinuous conductors, such as steel reinforcing bars, will be much
less than shown in figure 6 (see table 1). All doors and other openings (ventilation openings,
windows, etc.) must be constructed with screening material, and they must have a short
bonding strap to the other screening materials.
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Figure 6 — Example of performance of high-efficiency shielded enclosure

5.4.3 Shielding of buildings (zones 1/0 barrier)

The reinforcement bars of a concrete building can provide a limited screening effect up fo 20
dB when implemented with a view toward EMC benefits, as,illustrated by the experimental
meagurement results of table 1. When a building consists of“steel panels on a steel frame,
apprppriate EMC measures (bonding) applied at the timeyof construction can produce ¢ost-
effeqtive benefits.
Table 1 — Measured shielding effectiveness of\a.2 x 2 m cage made of concrete building
armour, against a 20-ns rise-time pulse (équivalent frequency less than 20 MHz)
Type of armour Attenuation
dB
Diameter Spacing Bonding of bars Electric field Magnetic field

mm mm

14 200 Binding 6 4

14 100 Binding No data 10

8 100 Binding 9 9

8 100 Welding 19 1

The
reinf
fram

brcementibars and adding armour grids of small diameter and small mesh. The n
es of all\openings should be bonded to the armour at multiple points.

All ineoming and outgoing leads (power network or data network) should be protected ag

dire

o400 od4040 o

shielding effectiveness of the armour can be improved by welding the connections of the

hetal

ainst
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-5).

These lines should have an outer metallic sheathing that is bonded to the earthing system. If
an outer sheathing is not present, protection by means of a filter and/or an SPD may be
necessary. Both the filter and the SPD must be connected to the nearest earthing
arrangement at the point where the cables enter the building. If this is not practical, another
suitable point of entry should be selected. For instance, with an antenna on the roof, the
screen of the antenna cable should be connected to the local earthing arrangement of the
roof. Often the screen of the cable connector can be used for this connection, providing a
circumferential connection to a metallic wall. This measure is a very economical protection
and far superior to a pigtail connection (a wire connecting the connector to the metallic wall).
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5.4.6 Dealing with apertures

Apertures in a shield are generally unavoidable (cable entries, ventilation, windows). These
openings may be designed as waveguides beyond cutoff. If they are constructed correctly,
they can maintain the shielding effectiveness for a broad range of frequencies. Deliberate or
unintended apertures and the uncontrolled entrance of cable jackets into enclosures create
most of the weak points. Doors should have metal surfaces and contact fingers over the full
circumference. Ventilation openings should be protected as indicated below. The effect of
a window can be reduced by installing wire meshes, with dimensions depending on the
frequency of the disturbing radiation. Window protection is available for indoor installation,
and thermally insulated outer wall windows with metallic meshes sandwiched between glass
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Non-
dimsg
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s may atsu beused— T heachievable—screenmyvatue depends—omrtheomber—of
s. The window mesh should be peripherally bonded to the facility shield.

bycombs

honeycomb array, the tube diameter and length should be selected-for’the maxi
ency at which the shielded enclosure must operate (figures 7 and~8) and shoul
tted so that the array tubes operate as waveguides beyond cutoff at the high frequen
est. All tubes should form well-conducting contacts over the linescwhere they touch
. Mesh or honeycomb arrays should contact the wall in whiCh-they are mounted
full perimeter.

Upper cut-off frequency
1 GHz 10 GHz 20 GHz 40 GHz

IEC 1503/9

Figure (7~ Honeycomb inserts for different cut-off frequencies

conductivestubing, such as water drains, should be fitted inside a metal pipe.
nsions of the pipes should be chosen similar to the honeycomb. The pipe should co

pipe

withtfut proper care for the disturbance currents.

No~metal cladding or metal leads should pass through the wall with the fibre ¢

1esh

mum
d be
cy of
each
over

The
htact

vall over-its full perimeter. Fibre optic cables should penetrate a wall through a metallic

able
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Figure 8 — Typical screening attenuation of honeycomb inserts

ponents of an enclosure. Such gaskets are employed’ for either temporary or g
anent sealing applications between joints or structures. The gasket is compre
een the mating surfaces to be bonded, thus providing the conductive path across
between them; screen currents can then flow without abrupt changes in current de
5s the joint, thus maintaining the ideal screen_ performance. Gaskets should be usq
b firm, continuous and uniform contact with ‘Seam surfaces, to avoid joining on

ermanently mounted cover plates or assemblies: gaskets for these applications ing
knitted wire mesh gaskets pressed into~the desired gasket shape, or soft metals sug
ndium;

[lhe same portions of the gaskets: elastomeric gaskets are used for this application;
emovable cover plates with symmetrical mounting patterns which are replaceable bu
hecessarily in the original orientation: the preferred gaskets are sponge elastomers

priented wires which exhibit low closure force and low compression set, and
femovable and reusable.

et types and-other materials

cations, as illustrated by the following paragraphs. Their effectiveness is dependent

ular spots between the surfaces. There are three types of gaskets classified by usage:

uctive gaskets are applied to reduce the effect of apertures and to maintain bonding of
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Knitted wire mesh gaskets. These are made from resilient, conductive knitted wire
they somewhat resemble the outer jacket of a coaxial cable.

and

Oriented-immersed wire gaskets. These are made with many fine parallel, transverse

conductive wires providing very low parallel impedance across the gasket interface.

Conductive plastics and elastomer gaskets. These are made with many tiny silver
immersed in a silicone rubber or vinyl elastomer binder and a carrier.

balls

Spring-finger stock. Spring-finger contact strips now use conducting self-adhesive
backing to eliminate older mechanical fastening methods. Manufacturers usually apply
those strips because they facilitate a large area connection of doors to the shielded

enclosure.
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Gasket mounting
Several methods are available to mount the gasket onto a metal mating surface

— hold-in slot;

— pressure-sensitive adhesive;

— bond non-functional portion of gasket;
— conductive adhesive;

— bolt-through boltholes.

EMQ sealants

Manly types of sealants are available, such as epoxies, caulking as rubber and-elagtics,
and grease.

a) Conductive epoxies. Conductive epoxies are used to join, bond, and.seal two or more
metallic mating surfaces.

b) Conductive caulking. Conductive caulking is used to screen and seal two or more
metallic mating members mechanically held by other means.

c) Conductive grease. Conductive grease is a low:resistance, silver-silicone grepase
which contains no carbon or graphite fillers. Its principal use is for power substation
switches and on suspension insulators to reduce/EM disturbances.

6 Filters

6.1 | General

Filtefs are used in power systems and. in telecommunication and control system signal cables
when disturbance levels do not correspond with the immunity level of the installed equipment.
The general function of a filter is to-limit the bandwidth; this function can be aimed at seyeral
goals, in order of decreasing impertance:

— protect electronic equipment against unwanted disturbances, outside the frequency pand
f the intended signals;

- parate common-mode disturbances from differential-mode signals;

— limit differential-mode bandwidth to the minimum necessary operational width.

Filtefs can have a two-fold effect by protecting the environment from conducted disturbances
gengrated_within equipment and also by protecting the equipment against disturbances
gengrated yexternal to the equipment concerned. This dual role assumes that the filter| and
other assomated m|t|gat|ng dewces such as SPDs are bi-directional. A common appl|cat| DN in
instd
filters for power Imes or voice-band telephone lines.

Two kinds of filters exist: passive filters and active filters. Active filters are generally
incorporated into an apparatus for the purpose of signal processing rather than protection.
This type of filter is not usually bi-directional. Active filters are excluded from the scope of this
technical report. Passive filters, shunt or series, are designed with a combination of passive
circuit components (resistors, inductors and capacitors). These filters pass signals within the
pass-band and attenuate signals at other frequencies. Filters aimed at the mitigation of low-
frequency disturbances are not included in the scope of this technical report.

When the designer of an installation considers the application of filters for the purpose of
preventing interference from external sources, three questions should be resolved, depending
on the function of the filter:


https://iecnorm.com/api/?name=3fa31191a02a4200dfbfd8b322d8c8c4

TR 61000-5-6 O IEC:2002(E) - 27 -

a) Reflections: Is the filter designed to properly match the source and load impedances?

b) Insertion loss: Does the filter introduce excessive losses or distortion to the normal
operating signal?

c) Non-linear performance: Are the expected disturbance levels within the operating limits of
the filter? Will new disturbances be generated if limits are exceeded?

6.2 Fundamental filter characteristics

Fundamental filter characteristics include the following:

- elttenuation and insertion loss;
— frequency response;

— filter characteristic impedance.

Thede characteristics are discussed in the following paragraphs.

6.2.1 Attenuation and insertion loss

Filte[s considered here are linear, passive and time-invariant_twoe-port devices. Attenugtion
and |insertion losses are determined by the values of the components of the filter cifcuit.
Figufe 9a and 9b shows the circuit voltages (U*, U) and-cufrents (/*, I) before and Jafter
insefrting the filter, respectively.

Zs T*,

Us C) U*y [] Z

IEC 1505/02

Figure 9a
% I 12
Us Uq Filter U2 7
IEC 1506/02
Figure 9b

Figure 9 — Parameters for attenuation and insertion loss

Attenuation and insertion loss are dependent on both the source impedance Zg and the load
impedance Z,. The insertion loss (/) is referred to a specified test condition as shown in figure
9 and is defined as the ratio of the load voltage before and after the insertion of the filter:

I1=U%/1U, or I1=20log (U*5/Uy,) indB;

CISPR 17 recommends the choice of Zg and Z, = 50 Q.
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The attenuation can refer to different quantities, such as voltage attenuation Ug/U,,
absorption attenuation or total attenuation, depending on the characteristics of the source and
load impedances.

It is common to characterize a filter with either its insertion loss or its total attenuation. Quite
often, filters are chosen according to their insertion loss in a 50 Q system where Z, = Z, =
50 Q. In this special case, the insertion loss is equal to the total attenuation. However,
insertion loss and total attenuation are dependant on both the source impedance Z; and the
load impedance Z,.

Note_that it is not valid to compare ar select filters for their 50 O system insertion loss if they
are not to be used with those load and source impedances. This is especially true whemgither
the qource or the load is reactive.

rece|ver protected by the filter must be known over a large frequency range;Jadapted fo all

Imszrtant: The (assumed linear) impedance of the signal source, of the fjltép and of the
ible disturbances, rather than to the frequency band for the signals onty:

pos

The [impedance of a low-voltage power-line network assumes a ‘large range of values,
espdgcially in the frequency range of 9 kHz to several tens of MHz~These impedances|also
change with time. Insertion loss or attenuation as defined above ‘is therefore of little help in
charpcterizing a power-line filter. In fact, a conservative design’should only retain the worst
posslible behaviour of a power-line filter, when the network“impedance assumes any rarjJdom
valu}. Such a value is called a worst-case value. Refer~to 6.4“for more discussion on the
worgt-case parameters.

Interference suppression filters reach their highest in-band attenuation when they| are
mismatched with the impedance of the disturbanee source, victim apparatus or the line.| The
simplest “low-pass filter” is a shunt-connected" capacitor. In the case of a low-impedpnce
sourge, the simplest low-pass filter is a serigs-connected suppression inductance.

6.2.2 Basic types of filters

Depé¢nding on the application, filtets’'may be designed with RL, RC and RLC circuits in vafious
combinations. Basic types of filters are briefly described below. In the most elementary form,
filter)lng may be obtained by,a\series-connected inductance (as a ferrite bead or core threpded
on al cable — saturation effeets must be taken into account) or a shunt-connected capacitor.
Selection of a specific\ filter type will depend on the application, cost and reqtired
performance.

Pasgive filters utilize the resonance characteristics of series and parallel combinations of
indugtance and-capacitance. The resulting reactance reduces disturbances by introducing a
high|impedance in series with the disturbance currents and/or by shunting these currents to
earth through a low impedance. Several types of filters can be identified.

— Low=*pass filter: allows the passage of low frequencies; attenuates high frequencies.

— High-pass filter: allows the passage of high frequencies; attenuates low frequencies.

— Bandpass filter: passes a specific range of pass-band frequencies; attenuates signals with
frequencies outside the pass-band.

— Stop-band filter: attenuates a specific range of frequencies within the stop-band; passes
frequencies outside the stop-band.

All information concerning two-port filters can be adapted for multiport filters. In addition to
the elementary filter types above, double-tuned filters are often used. These filters have one
frequency at which parallel resonance occurs and another at which series resonance occurs.
The former resonant frequency determines the rejected frequency, the latter the accepted
frequency. The low-pass filter is the type most frequently used in EMC applications.
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6.3 Functional tasks

Functional tasks of filters include

preventing interference on an installed apparatus by limiting incoming disturbances in

power, control and communication circuits (figure 10);

reducing the outgoing electromagnetic noise in power networks and in the environment
by limiting conducted disturbance emission of cables or radiation from the apparatus

(figure 11);

roavantina Ala~te
T

the

eV eTTtTTg— CTe Tt

quipment itself;

D

groviding a preferred path for the common-mode current (not only at frequencies in
the band-pass of the filter).

side

With| reference to a specific functional requirement, a detailed analysis~is necesgary,
congerning
dharacteristics of disturbance sources (continuous or transient type, ffequency range, etc.));
type of disturbances (common mode, differential mode, mixed“type);
ecessary attenuation (value related to the frequency range);
pplication conditions (characteristics and topology of the circuit to be filtgred,
nvironmental conditions, etc.);
last but not least, the safety aspects of the installation.
Figures 10 and 11 show the functional tasks of filters with reference to disturbahces
appgaring in common mode and in difféerential mode. Generally, these two types of
distyrbances are present at the samejtime, and the same filtering device could [limit
both|of them.
Protected Proteg¢ted
Signal input equipment Signal input equipment
\ Filter \ Filter
1 . 1 o .
J_:_@_T . 1 . Lo |
- ° ™
o _— Taaaek
- L Source of ) 'L U C
disturbance
Source,of T D
digturbance = =
Filtering common-mode disturbance Filtering differential-mode disturbance

[/

Figure 10 — Prevention of interference on installed equipment

EC 1507/02
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Filtering for emission limitation of Filtering for emission limitation(of,
common-mode diturbances differential-mode diturbances

IEC 1508/02

Figure 11 — Reduction of electromagnetic disturbances
in the power network and the environment

6.4 | Additional filtering concerns
6.4.1 Technical aspects

EMQ filters are often subjected to much higher power than conventional filters. Sincqg, for
instgnce, power-line filters have to accommodate the_fiormal power levels, they often wlll be
larger in size and the high power levels could cause’ a non-linear response as a resylt of
satufation.

Oftep the energy spectrum of the disturbance;is much broader than the energy spectrum of
the gower, control or signal. In some cases; filtering can be performed in several stages, pach
one pdapted to a different band.

The |[design of communications filters is premised on impedance matching. In power lings in
partigular, this is not possible, since’power lines are designed to be efficient solely at the power
freqyency. Thus mismatch oftensplays a very detrimental role, namely, a drastic reduction of
the dlaimed or expected filtefing and, quite often, the occurrence of pronounced ringing.

Hightpeaked impulse~noise combines the high energy of the noise with a very broad
freqyency spectruni. ;The presence of saturable materials in the filter inductive components
shodld be taken_ihto consideration.

Casgaded filters must be designed carefully so as to avoid any detrimental interactions.

6.4.3 . “Economic aspects

There are many alternatives to elimination or mitigation of disturbances. The decision of the
most reasonable means must be based on the maximum benefit-to-cost ratio, with the benefit
possibly being not much more than what is necessary. No specific single rule can be given for
the decision involved, since it depends on the circumstances of the particular system under
consideration and its noise environment. Rather, familiarity with all aspects of disturbance
elimination and suppression is important. Filtering is quite often the most economical remedy.
Filters are usually the preferred means to eliminate differential mode disturbances. The
introduction of a filter close to the source can save on costly separation of wiring or on
screening if the only concern is conducted disturbances.

6.5 Selection criteria

Filters should be selected and used judiciously. As in all cases of an installation including
potentially sensitive equipment, it is desirable that the equipment be intrinsically immune to
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disturbances and thus perform satisfactorily without the use of external filters or other
extensive and perhaps expensive mitigation means. However, when an external filtering
action becomes necessary, filters should be applied according to the principles and guidance
provided in this technical report, in order to assure proper disturbance mitigation. The first
step in the process is to determine the nature of the disturbances against which the protection
is necessary:

— frequency range;
— amplitude over the frequency range;
— intentional signal characteristics.

It is then possible to refer to the manufacturer's documentation. This effective applicatiorLcan
then|be achieved by referring to the filter manufacturer's documentation and tests, inCorder to
detefmine whether or not the product meets the particular needs of the applicdtion.
Pref¢rably, the completed filter installation should be checked by performing final*tests|with
the filter installed and operating as intended. If this is not possible, verification may be
performed on a partial system where these operating conditions could be emulated.

Filtefs available on the market should be expected to meet the particular needs of the
application with a reasonable EMC margin. A reasonable but misguided quest for economy
could result in low-cost but less effective filters; neverthelessy one which will provide
a sufficient margin should be selected. The following circuit and-filter characteristics, confjmon
to al| applications, should be carefully considered in the filterSetection.

6.5.1 Voltage rating

Filtefs for the different rated voltage of the power sUpply are available on the market, sugh as
125V, 250V, 380V or 440V (see IEC 60939-2). Some manufacturers specify permissible
overpoltage conditions related to a limited period-of time.

Telefommunication/control line filters with ‘proper rated voltage are available on the market
for te¢lephone circuits, digital and analogue circuits, control lines, coaxial lines, etc.

6.5.2 Current rating

Power-line filters with a wide’range of rated current values are available for diff¢grent

appl{cations: filtering of equipment, filtering for shielded rooms and cabinets, protection of the
power network in the installation, etc. Values of rated current frequently used are 1 A,[2 A,
4 A6 A 10 A, 30 A, AQ0°A; many other values are also available.

Filtefs for applications on telecommunication/control lines are generally designed for cufrent
in the range of hundreds of mA.

6.5.3 Duty-cycle and overload operating conditions

Thedercharacteristics are m::inly applihnhln to_power filters and concern intermittent
operation, overloading and possible fault conditions in the power system. Overload conditions
may be defined by some manufacturers as over-current related to a specified duration, such
as 10 times the rated current for 1 s, 5 times the rated current for 5 s, and so on.

6.5.4 Operating frequency and range of frequencies to be filtered

Filters for d.c. or a.c. power lines are available as well as filters for the typical commu-
nications and signal lines frequencies. Low-pass filters are generally used, so any frequency
higher than the operating frequency is filtered. Specific band-pass filters may also be used for
telecommunication lines.
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6.5.5 Voltage drop and signal loss

Power-line filters are characterized by a voltage drop depending on the load condition; at
rated current this voltage drop is generally in the order of 1% of the rated voltage or less.
The voltage drop of the filter is referred to the rated current and power frequency, and
includes the drop across both lines of the power supply circuit.

Filters for telecommunication and control lines can produce signal loss. Values less than
1 dB, required for a proper line impedance termination condition, are generally specified by
the manufacturers in the bandwidth of the signal.

6.5.

Sevd
speg
filter
desi

6.5.7
The

Ambient temperature range

ral climatic categories are defined in IEC 60939-2. A temperature range-frequ
ified by manufacturers is -25 °C to +85 °C. Due to their power dissipation;.powe
5 can exhibit some casing temperature rise, for instance up to 10 °C. dn-an asse
jn, this parameter should be considered for a possible influence on adjasent compon

Insertion loss and attenuation

insertion loss and the attenuation of common-mode disturbances (line-to-earth)

ently
-line
mbly
bnts.

and

diffefential-mode disturbances (line-to-line) are dependent on the frequency and on the
operpting conditions.
Filtefs in a wide range of performances are available’ on the market for the diff¢rent
applications. Limited performances are provided by general application filters, such as in the
ordef of 20 dB to 50 dB for common-mode aqdVvdifferential-mode disturbances in|[ the
freqyency range 0,1 MHz to 100 MHz. With stringent' mounting rules (see 6.6), higher levgls of
inseftion loss are provided by filters for shielded\rooms and cabinets; a performance of 80 dB
to 120 dB is typical in the frequency range ftom some tens or hundreds of kHz to 1 GHz or
more (figure 12).
The |insertion loss of filters is typically’ designed and measured with the input and output
termjnated in an impedance of 50 ohms. In this case, the filter insertion loss may be anywhere
from|80 dB to 120 dB. However, inthe actual installation the line impedance may deviate [from
50 ophms with an accompanying degradation in the specified insertion loss.
A
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120 - - - 3

100 - /- -
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604 __/_ af
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20 4/75 - - - o——————————_
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10kHz 100kHz 1MHz  10MHz 100MHz 1GHz  10GHz
IEC 1509/02
a1, a2: Low-cost filters for general application
b1, b2: Filters for shielded rooms and cabinets
Figure 12 — Examples of insertion loss characteristics
of a.c./d.c. power port filters

6.5.8 Withstand voltage
Filters should be selected with proper withstand voltage corresponding to the line

characteristics. Power-line filters are generally characterized by different values of line-to-line
and line-to-earth, d.c. or a.c. withstand voltage; values starting from 1 000V d.c. are
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generally specified by the manufacturer. Test voltages of power-line filters for HF
disturbances are specified in IEC 60939-2. For instance, insulation to earth of 2 000V or
greater is recommended for power-line filters with a rated voltage of 125V or more.
Telecommunication or control-line filters generally present lower withstand voltages.

When filtering power or signal lines affected by transient overvoltages, attention must be paid
to the surge withstand capabilities, in common mode and differential mode; the adoption of
SPDs may be necessary to protect the filter and the line.

6.5.9 Attenuation of HF transient disturbances

The [attenualion of transient disturbances (surges, damped oscillatory, fast transients, |etc.)
depgnds on their frequency content, the equivalent impedance of the line at the frequenty of
interest and the impedance of the load.

The |attenuation of high-energy surges, including unidirectional surges, is dgenerally low or
insignificant; the attenuation of fast transients or oscillations in the rangeCef MHz is better,
gengrally of the order of a few tens of dB. These attenuation levels are generally not spegified
by the manufacturers of filters. For filtering power or signal lines subjected to high-ernergy
surges, specific filters with built-in transient suppression devices are available on the mgrket;
stangard filters complemented by suitable overvoltage protection ganalso be used.

6.5.10 Leakage current to protective earthing conductor.

The [shunt capacitors of the power-line filters cause a,steady-state leakage current intg the
protective-earthing conductor. This current, combined.with the contribution of the protgcted
appdratus itself, cannot exceed the safety limits set'for'the different applications. For instpnce
IEC p0335-1 specifies current limits for domestic household appliances in the range 0,5 mA to
5 mA. In order to allow the application of safety rules for equipment and installations| the
leakage current of the different filters shouldche taken into consideration in accordance|with
applicable electrical installation requirements.

Filtefs for permanently wired shielded\enclosures possess values of leakage current of the
ordef of a small percentage of the rated current; these values imply a dedicated [low-
impgdance connection to earth, to avoid unsafe voltages.

6.5.11 Permissible reactive)current

The reactive current ofspower-line filters for shielded enclosures, cabinets, networks, etc.| can
be g significant portion of the rated current. This consideration applies especially to f|lters
incofporating high ‘values of capacitance, as in the case of filters for shielded rooms| and
cabinets, for which the reactive current and possible imbalance should be taken| into
congfideratiop-

The freactive current is related to the line voltage and is not dependent on the load condjtion;
it myist{be considered in the design of the power supply network, with particular carg for
specﬂmmmmwmﬂmmt—, .

6.6 Filter installation

When using filters, proper installation is essential to achieve good results; mounting
techniques become critical at high frequencies. A wide range of practical solutions is available
for power-line filters, for instance:

— built-in connector, also with fuse holders and main switch;

— sealed in a plastic or metal case, for printed-circuit-board mounting;

— metal case with earth terminal, connections by fast-on or screws, etc.

Typical filters for installation on shielded rooms (both power supply and telecommunication or
control lines) present a feed-through construction for mounting on a metal plate; care is
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advised in the preparation the surfaces before the installation of filters for good electrical
bonding and to avoid corrosion.

As a general rule, particularly for high-frequency disturbances, filters should be located as
near as possible to the apparatus which is the source or victim, to minimize the impedance
of the connection. Filters may be enclosed in the apparatus cubicle or mounted in a dedicated
unit installed in its proximity. Filter installation must be consistent with the overall shield
topology.

6.6.1

Installation and mounting techniques

If filt
follo

G
b

|
—

Br circuits consist of individual components, such as capaciiors, chokes and resisiorg
wing should be considered:

omponents should be arranged along the line to avoid capacitive and indugctive cou
etween components and between filter inputs and outputs;

Iters should be well screened to prevent coupling between filter inputs and outputs;

- f

-t

n important safety consideration is related to the selection of thelcapacitors prov
ecoupling to earth. These capacitors should not become short circuits when damagec

ince attenuation of a filter circuit in the MHz range is priararily determined by
apacitors connected to earth, the connecting leads of the .capacitors should be as
s possible;

Iter circuits that are to be installed in devices with ‘limited available space shoul
creened consistent with the shield topology;

e metallic filter cases should have a non-corroding surface in order to ensure 4
ontact resistance of the case to the interface<with the victim apparatus throughot
xtensive period of time;

me filter circuits that have been combined to form a filter could be subjected to diffs
isturbance levels, or may be intended<for apparatus with different immunity levels.
re therefore also designed for different degrees of attenuation. These filter circuits sh

He decoupled from each other by screening.
6.6.4 Wiring
Phygical separation of inpat,;and output lines is facilitated by the feed-through mou

tech

hique of the filters. Inputs and outputs of filters should be arranged as far apa

posslible; leads from the.input and output side should never be in the same bundle.

If sc
shod
mou
impe
othe
14 fq

reened conductors are to be connected to the filter case, coaxial screw-type connec
Id be used~The mounting of a filter is often more important than type of filter.

nting ofan. otherwise good filter will produce poor filtering. The filter earth conne
dance_should be as low as possible to avoid the generation of disturbances that w
'wis€ be applied in common mode to the apparatus to be protected. See figures 13
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IEC 1510/02

Figure 13 — Mounting of filters
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Wrong . Correct

Filter :%= Filter %

/{ / / LDirect bond or

>

\ /I - short connection
Long egrth LScrew-type connector
connections

Shielded cable
IEC 1511/0p

Figure 14 — Connection of screened cables

6.6.3 Installation of cabinet filters

Wheh an installation includes the provision of cabinets or cubicles, in which several indivjdual
appdratuses will be operating, these cabinets become the {esponsibility of the installgr, in
contrast with the situation where a complete cabinet is supplied by a manufacturer.

There can be situations where the installer will b€ ‘expected to provide filters wherg the
instgllation wiring interfaces with this cabinet or cubicle. Figure 15 illustrates the integratipn of
filters within a cubicle, and figure 16 illustrates<an arrangement with a separate, dedigated
filter[unit installed adjacent to an equipment cabinet.

Metallic plate
as integral
part of cubicle

Filters \ Wx"x

Rower supply T Filters
circuits terminals\* /
Earth terminal —> =
1/0 circuit
terminals
Unshielded cable — \
Shielded cable
IEC 1512/02

Figure 15 — Example of integration of filters inside an equipment cubicle
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| Recommended
(- o) direct routing

vilg
A o
Earth
terminal \ﬁ.«

1/0 circuits Alternate routing — requires
terminals Power supply shielded cables grounded
circuit terminals at both ends or a trough

IEC 1513/02

Figure 16 — Example of filter mounting in a.dedicated unit

6.7 | Filter testing
6.7.1 General considerations

This| clause addresses testing procedures for/installations that include filters, not| test
procedures associated with incoming reception or performance verification of filters as Ipose
components. Consequently, the test procedures for the following parameters — essential as
prere¢quisites for a successful system.design — will not be discussed here as they] are
congidered to be routine tests on components, not installations:

— Vpltage and current rating;

- );
Perf t or
envifonment for«which they are intended. The effectiveness of the earth connection should be
ass ould
be checked 'with the filters in operation, for the absence of any oscillation. The attenuation
test [.4.

6.7.

Should an insulation test be advisable (in the case of tight clearances, for instance), the test
procedure specified in IEC 60939-1 for testing insulation resistance and dielectric strength
applies to both power port filters and telecommunication and control port filters.

Concerning the 1,2/50 us surge test: the test generator and test procedure specified in
IEC 61000-4-5 are applicable as follows. The combination wave test generator (1,2/50 to
8/20) defined in the standard should be used, with the appropriate internal impedances.

The insulation test should be carried out on the filter under no-load condition, and not
connected to power supply or signal sources. The test generator may therefore be directly
connected to the filter under test without using any coupling/decoupling network. The output
terminals of the filter under test should be maintained opened and isolated from earth.
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