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INTERNATIONAL ELECTROTECHNICAL COMMISSION

ELECTROMAGNETIC COMPATIBILITY (EMC) -

Part 1-5: General -
High power electromagnetic (HPEM) effects
on civil systems
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FOREWORD

e International Electrotechnical Commission (IEC) is a worldwide organization for standardizatiop comp
national electrotechnical committees (IEC National Committees). The object of IECYis to pr
ernational co-operation on all questions concerning standardization in the electrical and electronic fielq

chnical Reports, Publicly Available Specifications (PAS) and Guides (hereaftér\referred to as
blication(s)”). Their preparation is entrusted to technical committees; any IEC National Committee inte
the subject dealt with may participate in this preparatory work. Internatiognal> governmental and
vernmental organizations liaising with the IEC also participate in this preparation. IEC collaborates c
th the International Organization for Standardization (ISO) in accordance<with conditions determin
reement between the two organizations.

nsensus of opinion on the relevant subjects since each technicahcommittee has representation frg
erested IEC National Committees.

mmittees in that sense. While all reasonable efforts are.made to ensure that the technical content g
blications is accurate, IEC cannot be held responsible/for the way in which they are used or fol
sinterpretation by any end user.

order to promote international uniformity, IEC National Committees undertake to apply IEC Public
nsparently to the maximum extent possible .in.their national and regional publications. Any diver
e |atter.

C provides no marking procedure to indicate its approval and cannot be rendered responsible fol
uipment declared to be in conformity with*an IEC Publication.

users should ensure that they have the latest edition of this publication.

embers of its technical committées and IEC National Committees for any personal injury, property dam4
her damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees|
penses arising out of the publication, use of, or reliance upon, this IEC Publication or any othe
blications.

tention is drawn to the Normative references cited in this publication. Use of the referenced publicati
Hispensable for the correct application of this publication.

tention is drawn to the possibility that some of the elements of this IEC Publication may be the subj
tent rights. IEC shall not be held responsible for identifying any or all such patent rights.

main_task of IEC technical committees is to prepare International Standards. Howev

nical committee may propose the publication of a technical report when it has collg

rising
mote
s. To

s end and in addition to other activities, IEC publishes International Standards, TecChnical Specificgtions,

“IEC
ested
non-
osely
bd by

e formal decisions or agreements of IEC on technical matters express, as nearly as possible, an interndtional

m all

C Publications have the form of recommendations for international use and are accepted by IEC Ndtional

f IEC
r any

htions
jence

tween any IEC Publication and the corresponding national or regional publication shall be clearly indicafted in

r any

liability shall attach to IEC arits directors, employees, servants or agents including individual experts and

ge or
) and
r IEC

ns is

bct of

er, a
cted

example "state of the art".

, for

IEC 61000-1-5, which is a technical report, has been prepared by subcommittee 77C: High
power transient phenomena, of IEC technical committee 77: Electromagnetic compatibility.
This document has the status of a Basic EMC Publication in accordance with IEC Guide 107,

Electromagnetic compatibility —

publications.

Guide to the drafting of electromagnetic compatibility
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The text of this technical report is based on the following documents:

Enquiry draft Report on voting
77C/146/DTR 77C/152/RVC

Full information on the voting for the approval of this technical report can be found in the
report on voting indicated in the above table.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

The [committee has decided that the contents of this publication will remain unchanged|until
the maintenance result date indicated on the IEC web site under "http://webstore(iec.ch" in
the data related to the specific publication. At this date, the publication will be

* reconfirmed;

* withdrawn;

* replaced by a revised edition, or
*+ gmended.

A biljngual version of this publication may be issued at a later date.
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INTRODUCTION

IEC 61000 is published in separate parts according to the following structure:

Part 1: General

General considerations (introduction, fundamental principles)

Definitions, terminology

Part 2: Environment

O

Q0O

Part [3: Limits

o —

Part

1

Part

Part

Part

Eachl part is further subdivided into several parts and published either as Internat
dards or as technical specifications or technical reports, some of which have alrgady

Stan

Neasurement techniques

Mitigation methods and devices

escription of the environment
lassification of the environment
ompatibility levels

mission limits
mmunity limits (in so far as they do not fall under the responsibility of the prg
ommittees)

4: Testing and measurement techniques

esting techniques
5: Installation and mitigation guidelines

nstallation guidelines

6: Generic standards

9: Miscellaneous

duct

onal

beern published as seetions. Others will be published with the part number followed by a gash

and

A second numbet identifying the subdivision (example: 61000-6-1).
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ELECTROMAGNETIC COMPATIBILITY (EMC) -
Part 1-5: General -

High power electromagnetic (HPEM) effects
on civil systems
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For ¢lated references, only the edition cited applies. For undated references, the latest eq

of th
main

IEC
mag

IEC
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IEC
tech

IEC
tech
Ame|

ation for developing IEC standards on the effects of high power electromagnetic (HF

nology and the increasing use of digital electronics, the possibility of equipment K

us effects that these environments can induce in civil systéms is presented. Fir

led information will be provided in separate documents in this 61000 series.

Normative references

e referenced document (including any amendments) applies. Members of IEC and
tain registers of currently valid International Standards.

50050-161, International Electrotechnical Vocabulary (IEV) — Chapter 161: Elg
hetic compatibility

51000-2-13, Electromagnetic compatibility (EMC) — Part 2-13: Environment — High-p
romagnetic (HPEM) environments — Radiated and conducted !

51000-4-4, Electromagnetic compatibility (EMC) — Part 4-4: Testing and measure
hiques — Electrical fast transient/burst immunity test

51000-4-5¢"Electromagnetic compatibility (EMC) — Part 4: Testing and measure
hiques =-Section 5: Surge immunity test 2
hdment 1 (2000)

part of IEC 61000 is a technical report that provides background material describing the

EM)

5, currents and voltages on civil systems. In the light of newly emerging transient antenna

eing

t or damaged by these environments is of concern. This document begins with a general
Huction to this subject and a listing of the pertinent definitions used. Following these
tes, the HPEM environments that are of concern are described @nd a discussion of the

ally,

niques used to protect systems against these environmeénts are summarised. More

following referenced documents are indispensable for the application of this document.

ition
ISO

ctro-

pwer

ment

ment

IEC

o 1UUU-O-5, Eleciromagnetic compatibility (EMC) — Fart o5-s. Installation and mitig

guidelines — HEMP protection concepts

ation

IEC 61000-5-6, Electromagnetic compatibility (EMC) — Part 5-6: Installation and mitigation
guidelines — Mitigation of external EM influences

1" To be published.

2 A

consolidated edition 1.1 exists comprising IEC 61000-4-5:1995 and its Amendment 1 (2000).
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3 Terms and definitions

For the purposes of this document, the terms and definitions contained in IEC 60050-161,
some of which are repeated here, and the following terms and definitions apply.

31
aperture
an opening in an electromagnetic barrier (shield) through which EM fields may penetrate

3.2
bancllratio
br
ratio| of the high and low frequencies between which there is 90 % of the enetgy; if the
spedtrum has a large d.c. content, the lower limit is nominally defined as 1 Hz

3.3
bandratio decades
brd
bandratio expressed in decades as: brd = logqy(br)

3.4
broadband
(1) (pof an emission) — an emission which has a bandwidth greater than that of a partigular
meaguring apparatus or receiver

(IEV[161-06-11);

(2) (pf a device) — a device whose bandwidthsis 'such that it is able to accept and procegs all
the gpectral components of a particular emission

(IEV|161-06-12)

3.5
conducted susceptibility
susceptibility of a system to/conducted signals on cables connected to the system

3.6
coupling

interpction of electromagnetic fields with a system to produce currents and voltage
system surfacesand cables

on

Uy

3.7

deliberate’ penetration
an intentional opening made in an electromagnetic (‘EM”) shield that provides a path fof the
transmission of intended signals into or out of the shielded region. It can also be a
consciously made opening for passing power, water, mechanical forces, or even personnel
from the outside to the interior, or vice versa

3.8
disturbance
see electromagnetic disturbance

3.9

electromagnetic barrier (shield)

topologically closed surface made to prevent or limit EM fields and conducted transients from
entering the enclosed space. The barrier consists of the shield surface and points-of-entry
treatments, and it encloses the protected volume
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3.10

electromagnetic disturbance
any electromagnetic phenomenon which may degrade the performance of a device,
equipment or system

[IEV

3.11

161-01-05, modified]

electromagnetic interference

EMI

degradation of the performance of a device, transmission channel or system caused by an

elecfromagnetic disturbance

NOTH
[IEV

3.12
elec

Disturbance and interference are respectively cause and effect.

161-01-06, modified].

tfromagnetic stress

an ¢lectromagnetic stress is a voltage, current or electromagnetic “\field which act
bment. If the electromagnetic stress exceeds the vulnerability threshold of the equipment,

equi

missjion-aborting damage or upset may occur. The stress may be“described by characteri

such

3.13
elec

as peak amplitude, rise time, duration or impulse

tfromagnetic susceptibility

b ONn

stics

inabllity of a device, equipment or system to perform without degradation in the preseng¢e of
an electromagnetic disturbance

NOTH Susceptibility is a lack of immunity.

[IEV[161-01-21].

3.14

environment

elecfromagnetic field arising from*an external source that excites a system, possibly causing
damage, upset or loss of functioh

3.15

failufre level

spedification of the-amplitude (or other waveform attribute) of an electromagnetic field or

indu
a fai

3.16
high
HEM

ced current (or'voltage) that, when applied to an electrical component or system, causes

ure in the device

altitude electromagnetic pulse
P

electromagnetic pulse produced by a nuclear explosion outside the earth’s atmosphere

NOTE Typically above an altitude of 30 km.

3.17
high
HPE

power electromagnetics
M

the general area or technology involved in producing intense electromagnetic radiated fields
or conducted voltages and currents which have the capability to damage or upset electronic
systems. Generally these disturbances exceed those produced under normal conditions (e.g.
100 V/m and 100 V)
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3.18

high power microwaves

HPM

subset of the HPEM environment, typically consisting of a narrowband signal having a pulsed
peak power at the source in excess of 100 MW

NOTE This is a historical definition that depended on the strength of the source. The interest in this document is
mainly on the EM field incident on an electronic system.

3.19
immunity (to a disturbance)
abilityof a-device egquipmentso o—perfc vithout-degrada ion-i 5P s of an

romagnetic disturbance
[IEV]|161-01-20]

3.20
immunity level
maximum level of a given electromagnetic disturbance incident on\a particular depice,
equipment or system for which it remains capable of operating atva required degrge of
perf¢grmance

[IEV[161-03-14]

3.21
inadvertent [EM] penetration
an opening, not deliberately made, that may providea_path for electromagnetic (“EM”) ernlergy
throygh the EM shield. Most often inadvertent penetration is undesired. Typically, leakage
through imperfectly conducting material is considered as an inadvertent penetration

3.22
intentional electromagnetic interference
IEMI

intentional malicious generation of-electromagnetic energy introducing noise or signals| into
elecfric and electronic systems, thus disrupting, confusing or damaging these systemg for
terrorist or criminal purpose

3.23
interaction sequence.diagram
ISD
graphical description“of the paths that an external EM field is able to penetrate through one of
morg shields surfounding a system or equipment

3.24
narrpwband
signglhof a waveform with a pbw (defined in 3.27) of <1 % or _a bandratio (defined in|3.2)
<1.01

3.25

nuclear electromagnetic pulse

NEMP

all types of electromagnetic fields produced by a nuclear explosion

3.26

penetration

transfer of electromagnetic energy through an electromagnetic barrier from one volume to
another. This can occur by field diffusion through the barrier, by field leakage through
apertures, and by electrical current passing through conductors connecting the two volumes
(wires, cables, conduits, pipes, ducts, etc.)
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3.27

percentage bandwidth

pbw

bandwidth of a waveform, expressed as a percentage of the centre frequency of that wave-
form

NOTE pbw has a maximum value of 200 % when the centre frequency is the mean of the high and low
frequencies; pbw does not apply to signals with a large d.c. content (ex: HEMP), for which the bandratio decades is
used.

3.28
point/port-of-entry
POEJ

physlical location (point/port) on the electromagnetic barrier, where EM energy maycenter or
exit a topological volume, unless an adequate PoE protective device is provided

NOTH 1 A PoE is not limited to a geometrical point.

NOTH 2 PoEs are classified as aperture PoEs or conductor PoEs, according to the type of-penetration. Thgy are
also dlassified as architectural, mechanical, structural or electrical PoEs, according to the funetions they servg.

3.29
radiated susceptibility
susceptibility of a system to radiated electromagnetic fields

3.30
rebar
shorfening of the words “reinforcing bar”, which refers-to the steel reinforcing rods lodated
within poured concrete to enhance structural integrity

3.31
shie]ding
act ¢f reducing the magnitude of an electric*or magnetic field provided by a good elecfrical
conductor such as sheet steel, reinforcing-bars loops, conduit, etc. Also understood frequently
as the enclosure that provides this reduction

3.32
shoit pulse
SP
a transient signal with a rise time and pulse duration measured in ps or ns

3.33
surge protectionidevice
SPD
devi¢e to suppress line conducted overvoltages and currents, such as surge suppregsors
defined intEC 61024-1

3.34
system

(1) collection of subsystems, assemblies and/or components that function together in a
coherent way to accomplish a basic mission;

(2) collection of equipment, subsystems, skilled personnel, and techniques capable of
performing or supporting a defined operational role. A complete system includes related
facilities, equipment, subsystems, materials, services, and personnel required for its operation
to the degree that it can be considered self sufficient within its operational or support
environment.
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3.35

topological control

maintaining of a closed electromagnetic shield around a system or equipment to reduce the
internal EM field environment, and hence, to provide protection to the equipment

3.36

ultrawideband

uwB

signal or a waveform with a pbw value between 163,4 % and 200 % or a bandratio > 10 (also
referred to as a hyperband signal)

4 General overview

Ovel the past 25 years, significant progress has been made in understanding and mitigating
the ¢ffects of the high altitude electromagnetic pulse (HEMP) fields on electrical systemg and
equipment. Starting from early documents on the characteristics of HEMP [1], [2]|and
cont|nuing through recent IEC committee work on developing standards\for HEMP proteftion
[3], there are clear-cut guidelines on protection methods and designs for protecting puch
systéms [4]. Recently, such HEMP protection guidelines have heen incorporated intd the
congtruction of military facilities [5, 6], and test facilities and “procedures for the HEMP
envifonments have been developed.

Recgntly other EM environments have been developed or postulated, including| the
ultrawideband (UWB) and short pulse (SP) environments [7] and the narrowband, high ppwer
micrpwave (HPM) environments, all of which have operating frequency spectra extending| well
beygdnd several GHz [8]. Such signals, together_with conducted high-power currents|and
voltdges, are collectively denoted as “high power electromagnetic” (HPEM) environmegnts.
Coupled with fact that modern electrical circuits and systems have used digital devicgs in
their| designs, it is now evident that wesheed to extend our present thinking of system
protection concepts to include these news\HPEM environments.

For @analysing the effects of HEMP-~on systems, a well-developed analysis methodology| has
evolyed. This involves the following steps: 1) definition of the system’s electromagpetic
topology; 2) determination of-the collectors of EM energy; 3) identification of the susceptible
equipment “interface” location;*4) computation of the EM stress at the interface element(g); 5)
detefmination of the failure levels at interface; and 6) a comparison of the stress/failure lgvels
to estimate the system-vulnerability. For modern systems subjected to HPEM excitatign, a
similar analysis methodology needs to be developed and tested. In particular, the following
issug¢s need to be addressed:

« modification of topological decomposition concepts to include high-frequency effects| and
distributed/field excitations;

« gxtension of the EM interaction (e.g., coupling, penetration and propagation) modefs to
the'higher frequencies (faster rise times) of HPEM stresses;

« development of a better understanding of the behaviour of components and systems
subjected to EM stresses, including failure mechanisms of individual components and
upset, latch-up or failure of systems.

Similarly, test methods for HEMP are well established. However, these are not directly
applicable for system-level testing of modern systems. Not only are there questions as to how
to produce a “standard” and representative HPEM test environment, but also test procedures
are lacking. A system can be in many different states, depending on its internal functioning,
and its response to an external EM stimulus may depend on the “initial conditions” of the
system. Moreover, in current HEMP testing, there is usually no control of the software
features or changes made to the tested equipment, since only the hardware is considered of
real importance. For such systems, its operating software is often changed and modified for
testing, so that the real properties of the system may not be present the tested system.
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Thus, we must develop a suitable test protocol for systems with rules for acceptable software
flexibility.

4.1

Past experience with HPEM effects on systems

There have been several well-documented cases in the past where there have been unwanted
effects on a system due to EM environments — sometimes with disastrous consequences.
A report by NASA [9] examined many of these EMI events, and a few of these will be
summarised here.

As has been noted in the past, damage to systems is not limited only to modern

equi
reco

Prob

Am
radid

bment, in 1967, the USS Forrestal was involved in perhaps the worst case of EMI
(ded. According to [9],

“In 1967 off the coast of Vietnam, a Navy jet landing on the aircraft carrier
USS Forrestal experienced the uncommanded release of munitions that
struck a fully armed and fuelled fighter on deck. The results were
explosions, the deaths of 134 sailors, and severe damage to the“carrier and
aircraft. This accident was caused by the landing aircraft being illuminated
by carrier-based radar, and the resulting EMI sent an unwanted signal to the
weapons system. Investigations showed that degraded shigld termination on
the aircraft allowed the radar frequency to interfere with routine operations.
As a result of this case, system level EMC requitements were revised to
include special considerations for electro explosive.devices.”

lems with the flight control system on the F-16 fighter were reported:

“An F-16 fighter jet crashed in the vicinity of a Voice of America (VOA) radio
transmitter because its fly-by-wire flight control system was susceptible to
the HIRF transmitted. Since the F:16 is inherently unstable, the pilot must
rely on the flight computer to fly the aircraft. Subsequently, many of the
F-16’s were modified to prevent this type EMI, caused by inadequate
military specifications on that particular electronics system. This F-16 case
history was one of the‘drivers for institution by the Federal Aviation
Administration (FAA). of the HIRF certification program.”

bre recent occurrence .involved a UH-60 Blackhawk helicopter being affected by n¢g
transmitters:

“An Army. Sikorsky UH-60 Blackhawk helicopter, while flying past a radio
broadCast tower in West Germany in 1987, experienced an uncommanded
stabiliser movement. Spurious warning light indications and false cockpit
warnings were also reported. Subsequent investigation and testing showed
thiat the stabiliser system was affected by EMI from high intensity radiated

fields (HIRF). The Blackhawk has a conventional mechanically linked flight

control system with hydraulic assist. The stabiliser system, however, uses
transmitted digital signals (fly-by-wire) to automatically adjust its position
relative to control and flight parameters. These digital signals are highly
susceptible to HIRF. When the Blackhawk was initially designed, the Army
did not routinely fly near large RF emitters. The Navy version of the
Blackhawk, the SB-60 Seahawk, however, has not experienced similar EMI
problems because it is hardened against the severe EME aboard modern
ships. Despite the Army identifying several hundred worldwide emitters that
could cause problems and instructing its pilots to observe proper clearance
distances, between 1981 and 1987 five Blackhawk helicopters crashed and
killed or injured all on board. In each crash, the helicopter flew too near
radio transmitters. The long-term solution was to increase shielding of
sensitive electronics and provide as a backup some automatic control
resets.”

-day
ever

arby
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Such occurrences of EMI are not limited to the military, as evidenced in the following case

invol

ving an automobile:

“During the early years of the antilock braking system (ABS), automobiles
equipped with ABS had severe braking problems along a certain stretch of
the German autobahn. The brakes where affected by a near-by radio
transmitter as drivers applied them on the curved section of highway. The
near-term solution was to erect a mesh screen along the roadway to
attenuate the EMI. This enabled the brakes to function properly when
drivers applied them.”

The

Thes
of a
envi
an d
dired

medical care sector also has been affected by EMI, as noted in the following account

“Susceptibility of medical equipment to conducted or radiated emission is
a concern (in an ambulance heart monitor/defibrillator unit.) In this case, a
93-year-old heart attack victim was being taken to the hospital_and the
medical technician had attached a monitor/defibrillator to the-patient.
Because the machine shut down every time the technicians turned on the
radio transmitter to request medical advice, the patient died. An
investigation showed that the monitor/defibrillator ,was exposed to
exceptionally high radiated emissions because the ambulance roof had been
changed from metal to fibreglass and fitted with a long-range radio antenna.
Reduced shielding combined with the strong radiated{radio signal resulted in
EMI to the vital machine.”

e instances of HPEM fields affecting electricalnsystems were inadvertent conseque
poor system design, abnormally large EM.fields, or both. It is possible, howeve
sion the use of HPEM sources to deliberately'cause upset or damage in a system.
ccurrence could occur in a military setting, where the HPEM environment coul
ted towards an enemy missile, aircraft, or other system containing suscef

elecl:onics. Similarly, this attack concept could be used by hackers, terrorists or si

orga
morg

Such
[12],

izations against civil systems in:what has been referred to as “EM terrorism” [10], [1
recently Intentional Electromagnetic Interference (IEMI).

possibilities have been-the subject of technical sessions in recent scientific symg
[13], [14], and [15], and continue to be discussed in the popular press [16], [17]. Alth

therg¢ are several unconfirmed accounts of instances where such (EM) weapons have

used
evid

Notw
civil
the

against civil and _military systems [18], [19], obtaining clear, convincing and documsg
ence as to this HREM environment remains elusive.

ithstanding the lack of indisputable proof linking the use of such HPEM sources to a
facilities, several governments continue with research programs into the assessme
ossiblexeffects of HPEM environments on their systems and infrastructure. For exan

wea

nces
r, to
Such
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tible
Mmilar
1] or

osia
bugh
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ttack
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(RF)

ther; has_been one effort in Sweden [20]. Also, the possibility of using radio frequency

ons’was recently described [21] to the U.S. Congress.

For further information concerning the intentional use of HPEM environments, the reader is
invited to consult the special issue of the IEEE Transactions on Electromagnetic Compatibility

cove

4.2

ring Intentional EMI (IEMI) [50].

General EM protection techniques as applied to civil systems

Significant work has been conducted in developing protection concepts for both military and
civil systems against the nuclear high-altitude electromagnetic pulse (HEMP) environment
[22]. Protection measures include global shielding (e.g., system topological control [23]),
installation of filters and surge protection on incoming power or signal lines [24], and the
protection of individual pieces of equipment that may be especially sensitive to the HEMP
environments [25], [26].
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Much of this past HEMP work is directly applicable to the protection of electrical systems and
facilities against the higher frequency HPEM environments. As in the HEMP case, the most
significant coupling paths for an external HPEM stress are the long lines entering into the
facility. However, because of the higher frequency content in the HPEM environment,
the induced signals in these lines typically exhibit a larger attenuation with distance than does
the HEMP-induced signal. Thus, in some cases, the requirements placed on protection
elements for the HPEM signals on “deliberate” EM penetrations into the facility may not be as
strict as for HEMP.

For the HPEM environment, there are other penetrations that are of concern, however. These
are the so-called “inadvertent” penetrations3), which occur through EM field penetration
throygh imperfections in the system shield. Typically, as the frequency of the exterpa] EM
envifonment increases, the penetration efficiency of the fields also increases through”these
inadyertent (and undesired) paths, and the system interior can be excited more-stropgly.
Imprpving the global (topological) shielding of the system under consideratiog~will help to
mitigate this problem.

Becquse many of the electronic systems of interest are digital, there’ is an additjonal
dimgnsion to the HPEM field interaction phenomenon. Because the HPEM environmen{ can
be r¢petitive, such a periodic pulsing of the electrical stress on thejsystem can interfere|with
the ¢lock cycles in digital circuitry. Thus, there may be system upset at certain critical pulse
rateg — even though the EM field intensity is below the threshold for permanent compdgnent
damage. This suggests that an additional EM protection congept is the careful design of the
digital electronics to be impervious to such periodic disruptions. Such an approadgh is
commmonly called “circumvention” in the HEMP community.

Further details and specifications of recommended HPEM protection concepts and |their
realipations will be forthcoming in future standards in this 61000 series.

5 Classification of HPEM environments

HPEM is a term used to refer to a man-made electromagnetic environment that can advefsely
affegqt the operation of electrical systems. It can occur in the form of a pulsed waveform of
micrpwave energy, and in this-form, it is often referred to as high power microwave (HPM)
signal. Alternatively, this excitation can also occur in the form of a broadband pulse of EM
energy, commonly referred to’ as an ultrawideband (UWB) pulse. Typically, this HPEM erlergy
arrives at the system in_the 'form of an incident electromagnetic field.

One|way to illustrate’the difference between the HPM and UWB environments is to examine
their[ frequency.domain spectra, as shown qualitatively in Figure 1. This figure illustrates the
maghpitude of-the spectral density for typical lightning and the high altitude electromagnetic
puls¢ (HEMP), together with HPM and UWB short pulse (SP) signals. Note that the both the
UWRHB and HPM environments are significant for frequencies greater than about 300 MHz| The
spectra are segn to
e—the AR e y-eehtent
“arrows” in Figure 1 are intended to

will often decrease above 3 - 5 GHz and the narrowband
indicate large values.

Also shown in this figure is a low-level continuum of signals denoted as “EMI environments”,
which represents the ambient level of electromagnetic noise environment due to the operation
of nearby electrical equipment or distant EM emitters, and which may cause EMI in
equipment.

3) The terms “front-door” and “back-door” penetrations are often used to describe how HPEM energy is able to penetrate into a
system. These are non-technical descriptive terms, and for this IEC document we chose to define the HPEM penetration
mechanisms as “deliberate” and “inadvertent”, respectively, since these latter terms more adequately characterize the
reason for the external HPEM energy being able to penetrate into the system.
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Electrical systems are generally protected against some level of interference to achieve EMC
according to the applicable standard. However in most cases HPEM environment levels are
considerably higher than typical civil protection levels.

~ 10—1 —

Lightning® Narrowband?

Range dependent
(e.g. HPM, HIRF, etc.)
7™
Tonoity HEMP  Wideband (UWB) /|
(M/m)/ I-)|/z 1 Range dependent A
~ 10-3 A A

102

EMI Environments®

\

~10kHz ~1MHz ~10MHz ,~300MHz ~1-10GHz
Frequency < Hz

a) Narrow band extending from ~0,2 to ~5 GHz
b) Not necessarily HPEM

c) Significant spectral components up to10 MHz depending on range and application
IEC 1531/04

Note|that both scales are logarithmic.

Figure 1 — lllustration of the spectral content of HPM and UWB signals,
together with other EM signals [8]

The [production, radiation, coupling and damage/upset possibilities of each of these EM
envifonments can. be very different; however, their effects on electrical systems can bg¢ the
same — upset orphysical damage of the system.

Depé¢ndingon its design, a high power microwave source typically produces a waveform| that
appgars.like a gated sinusoidal signal [27] as in Figure 2. Frequencies between 0,2 GHz —
5 GHz\are typical, with pulse durations lasting up to several microseconds. Other impojrtant
features of this type of signal, and its effects on systems, are as follows.

« Waveform pulses can be repetitive; pulse frequency can vary with time and be modulated.

— Maximum coupling occurs if tuned to significant resonance in the system’s transfer
function.

— A hundred cycles or so are necessary to ring up resonance.

— Likely to cause interference through the inadvertent coupling and penetration paths,
and even permanent damage through the deliberate penetration paths.

« Many illuminated systems have significant resonance susceptibilities at particular
frequencies.

— This suggests the possibility of "tuning” a source for causing a particular effect on a
system.
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* Sources for this EM environment are typically radar or microwave oven tubes, relativistic
magnetrons, vircators or super-reltrons.

The fast transient UWB pulse excitation is different, in that it produces frequency and energy
content over a wide range of frequencies, and in this regard it is similar to that of HEMP.
Salient features are as follows.

* Rise time typically on the order of 100 ps and the pulse width on the order of 1 ns.

— The major frequency content and power is spread over a very broad spectrum,
approximately within the 0,2 GHz — 5 GHz frequency range.

° uleaec can ha ranatitiva
tH aH—0-0—+8pP-8HH Y-8~

Resonances of different systems can be stimulated simultaneously.

However, energy produced in a single pulse is spread over many frequencies,

Thus power density is lower than for than the high power microwave sources

« NMore likely to cause interference from the inadvertent coupling pathsythan permgnent
damage.

To Hetter understand the effects on systems, one can conduct an “ahalysis or perform an
expdgriment on the system of interest. This requires, among other.things, a specification df the
HPEM environment that excites the system. Important aspeets of these environmenty are
disclissed further in 5.1.

5.1 |Radiated and conducted HPEM environments

As discussed [3], the transient HEMP stress on a system can be divided into a radiated EM
field[component, and a conducted current companent. The same partitioning can be dong for
the HPEM environments. The radiated environmeént will be specified by an electric (or poslsibly
maghetic) field strength, together with information about the waveform characteristics of the
field| and the polarisation, angle of incidence, spatial extent and illumination locatign of
the gystem. This radiated environment is-Specified at the system exterior as an incident HPEM
field

The ponducted environment is génerally in the form of a current waveform or spectrum on one
or more electrical conductars\inh the system of concern. Usually, this specification is|at a
pengtration point in the system, where a conductor having an externally produced currgnt is
able|to penetrate the system envelope and inject the current into the interior.

5.2 |[Narrowband (CW) waveform

Narrpwband radiated and/or conducted HPM environments are usually represented in the|time
domain by .a_modulated sinusoid waveform. One such waveform is the Gaussian modulated
sine|wave,;\Which is given by the following analytical expression:

2

_Lz(f‘ts)J
g(t) = A, cos(27f, (t - ts))e a

(1)

This waveform, g(t), is defined by the following parameters:

Ao = peak value of transient E-field (in appropriate units)
fo = frequency of carrier signal (in Hz)

to = period of the carrier signal (in s), and is equal to 1/ f,
tg = arbitrary time shift of the waveform (in s)

a = effective width of the Gaussian pulse from 1/e points (in s)


https://iecnorm.com/api/?name=7280ec738e22006bc5d5a404fc9e8e1b

-18 - TR 61000-1-5 © IEC:2004(E)

Many different envelope shapes of this waveform are found in practice, depending on the type
of source producing the radiated fields and the location in the system where the waveform is
observed. As an example, Figure 2a illustrates an amplitude-normalised waveform for the
Gaussian width parameter a = 10ty and a time shift {y = 2a, plotted as a function of
normalised time t/t,.

The modulated sinusoidal waveform of Figure 2a is inherently narrowband. The spectral
magnitude for the waveform is illustrated in Figure 2b. This waveform is a simple example of
this type of HPEM environment. Additional detailed information about this HPEM environment
and the expected amplitude, centre frequency, etc., is provided in IEC 61000-2-13 [28].
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IEC 1532/04
Figure 2a =Transient waveform
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Figure 2b — Spectral magnitude

Figure 2a illustrates the transient waveform, and Figure 2b the normalised spectral magnitude.

Figure 2 — Plot of a normalised Gaussian modulated sine wave, serving as a simple
representation of a narrowband HPEM waveform
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5.3 Ultrawideband/short pulse transient environment

Another possible HPEM excitation is in the form of an ultrawideband (or short-pulse) transient
signal, as shown in Figure 3. Unlike the narrowband HPM excitation, this waveform appears
more like a bi-polar pulse, and as a consequence, its spectral representation contains
contributions over a very wide band of frequencies.

As discussed in 61000-2-13, there are several simple analytical expressions that can be used
to represent such wideband waveforms4). These include a Gaussian pulse and the double
exponential transient that is often used to model the fields from a high altitude nuclear

detopation.This latter waveform is discussed further in an |[EC standard [’)R]
3 T T T | T | T
21— —
1= —
g(t) B 7]
kV/m
0
1= ]
_2 1 | 1 | 1 | 1 | 1
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Time ns
IEC 1534/04
Figure 3a — Transient waveform
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Figure 3b — Spectral magnitude
Figure 3 — lllustration of a wideband transient HPEM waveform

together with its spectral magnitude

4) For radiated HPEM fields of this type, there is a requirement that there be no dc component in the spectrum. This implies
that the integrated area under the waveform shown in Figure 3a) or any analytically constructed waveform representing this
environment must be zero.
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5.4 Repetitive excitations

The preceding discussion has assumed that the HPEM waveform is a single waveform event
— either a modulated sinusoidal waveform or a single broadband pulse. It is possible,
however, to envision a periodic replication of the waveform, in the form of a pulse train, as
shown in Figure 4a. In this figure, the waveform of Figure 2a with fundamental time period t,,
is repeated periodically, with an assumed period Tp = 401,

This type of waveform will provide more energy to an illuminated system, and since it has
been shown that upset effects are a strong function of the signal repetition rate (from between
100 Hz to 1 000 Hz), this type of HPEM environment can pose serious problems for systems.
Due[To the repeflitive nature of the signal, the Fourier specirum oi the waveform |s|also
diffefent. Figure 4b illustrates the Fourier spectral magnitude for the pulse train, and it\is*seen
that the continuous spectrum of the single waveform pulse of Figure 2b is now copverted into
a digcrete spectrum, with spectral components occurring at a normalised frequency'interval of
Af =[0,025 f,. If the pulse train itself is not of infinite duration, then the individual impulse
functions in the spectrum also become discrete functions of frequency.

It is|clear that there can be many different parameters entering into\the definition of the
HPEM waveform. Further detailed specifications of these envirenments are provided in
IEC p1000-2-13.

T, =401t
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Figure 4a — Transient waveform
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Figure 4b — Spectral magnitude

Figure 4 — lllustration of a repetitive waveform of pulses similar to that of Figure 2
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6 HPEM effects on systems

As in other areas of EMC technology, the effects of HPEM on a system can be categorised
into radiated susceptibility and conducted susceptibility.

For radiated susceptibility, externally produced HPEM fields propagate through air and will
couple directly to outside cables and antennas attached to a piece of equipment. Fields will
also propagate through apertures to enclosures and couple inside where damage or upset to
system operations will occur.
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Figure 5 — Simplified illustration of a hypothetical facility
excited by an external electromagnetic, field

The jabove discussion has been made in the context of a<shielded facility. Of course, not all
facilities are well shielded: in fact in some cases, like an ordinary house, business
estaplishment, or automobile there may be no attempt to provide EM shielding in[ the
“sysfem.” Nevertheless, there can be fortuitous shielding in the form of rebar or steel bgams
in byilding construction and in the form of the metal skin of an automobile, etc. Furthermore,
in many parts of the world, lightning protection for incoming power or signal lines maly be
encduntered. In all such cases and in many.others, the EM topological concept is a usefu| tool
in dgfining regions of "protection” in which the induced EM stress is less than that outsidé the
facility.

The [use of the EM topological ‘concept is straightforward. The system is regarded gs a
collgction of one or more EM barriers or surfaces, as shown in Figure 6. The interconneclions
of tHese surfaces and all penetration points for EM energy are identified and categorjsed.
Condglucting penetrations are“the most serious, e.g., insulated power supply wires through a
hole[in a conducting wall, as they usually produce the largest internal responses within the
systém. Aperture penetrations are next in importance, with the diffusive penetrations usually
being of least importance. There are other entry mechanisms such as through (usually, qut of
band) antennas.and other devices, which must couple to the outside environment.
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Figure 6 — The topological diagram for the simple system shown in Figure 5

The Joverall effeetithat an externally generated HPEM environment can have on a systgm is
determined by {he interaction sequence diagram. This diagram illustrates the various aspects
of the EM _ signal production, propagation, interaction and response on the system. Fof the

hypdthetical system shown in Figure 5, this diagram is presented in a very elementary form in
Figure<z,

. Facility outer Facilit Equipment
S - [ — Yy
ource Antenna Propagation surface interior response

IEC 1540/04

Figure 7 — General interaction sequence diagram for the facility of Figure 5
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6.2 Examples of HPEM effects on electronic systems and components

While the conceptual representation of a system by its topological model assists in
understanding how the HPEM field can enter into a system and affect its internal electrical
components, it is difficult to use this tool for the accurate prediction of upset or damage. This
is due to the large uncertainty in the details of the coupling, penetration and propagation
mechanisms, and to the uncertainties as to how the electrical components will respond to the
electrical stress. The benefit of this topological modelling, however, is that it allows one to
design and conduct appropriate experiments to evaluate system responses to the HPEM
stresses.

Whilg"The resulis of many HPEM test programs are closely held and not released, iq the
publlc, there have been several test results that have been released. LoVetri, etaf:| [29]
desdribe both FDTD calculations and measurements aimed at analysing the penetration| and
cougling of electromagnetic energy into a typical personal computer (PC) cabinet. Vafious
conflgurations were investigated: exposed motherboard; case-cover off, and,case-covef on.
The | purpose of these investigations is to better understand the coupling mechanfisms
assdciated with the HPEM environment.

The jnteresting experimental results, which were reported in this reference, are as follows|

a) disruption of the computer occurred only at specific repeatable frequencies;

b) this same disruption occurred only for specific polarisdtions of the incoming electro-
magnetic plane-wave; and

c) disruption always occurred in the form of a “hard” fault, i.e. the computer had tp be
rebooted in order to regain operation.

The [polarisation and frequency dependencies of ‘the coupling phenomenon were also stydied
by LpVetri, using a finite difference time-domain (FDTD) model.

The experiments of HPEM coupling to PCs were done in an anechoic chamber, where th¢ PC
was [illuminated by a horn antenna fromya distance of 1 m at an approximate level of 100 [V/m.
Threje different PCs were tested at varying frequencies, field strengths and modulation of the
carrier. The experimental results are’shown in Table 1.

Table 1 — Description of PCs tested, the environment and effects (after LoVetri [29])

PC type Carrier E- field Modulation Observed
frequency GHz Vim effects
133 MHz 2,713 30 Cw Loss of data
Peptium 2,770 50 AM Loss of data
1,133 50 AM, Pulse Reset
2,675 50,75 AM, Pulse Loss of access
2,887 75 AM Loss of access
233 MHz 1,070 100 Pulse Disk write error
Pentium Il 1,460 100 CW, AM, Pulse Power down
1,480 100 Ccw Power down
300 MHz 1,040 45 Pulse Power down
Pentium Il 1,400 100 Cw Power down
100 AM Power down
100 AM Reset
75 Pulse Power down
75 Pulse Power down
50 Pulse Power down
85 Pulse Power down
AM: amplitude modulation.



https://iecnorm.com/api/?name=7280ec738e22006bc5d5a404fc9e8e1b

TR 61000-1-5 © IEC:2004(E) - 25—

In the measurements of Table 1, it is seen that the type of modulation (CW, AM 80 % 1 kHz,
pulse with a repetition frequency of 217 Hz and 50 % duty cycle) is also a crucial parameter in
terms of observed effects. All three modulations produced adverse effects on the PC. The
observed effects range from loss of data, reset (where the PC reboots itself), and disc write
error (message from the disk operating system, where manual power down is required to
restore the system) to power down, which requires unplugging and plugging of the power
cord. The smallest electric field that produced an adverse effect is seen to be 30 V/m. Such
effects data is very useful in understanding the EM coupling phenomena in electronic
systems.

It is important to note in passing, that newer equipment appears to be better designed, and as
a copsequence, typical upset levels for HPEM environments are on the order of 10’s tao iOO’s

of VIm. This may be due to the higher processor speeds found in newer equipment’ang the
need for these devices to adhere to various EMC requirements for radiated emissjions lead to
bettgr shielding of the equipment.

In g second example relating to HPEM susceptibility testing of automobiles PCs|and
unshielded military equipment using radar pulses (typically one or a few microsecond pulse
length and pulse repetition frequencies around 1 kHz) at 1 GHz —~3'GHz, Backstrom| [30]
repofted upset (requiring a reboot or restart of a car) occurred at field strengths of g few
100 V/m (RMS peak field strength), while permanent damage Aequired 20 — 30 dB higher
levels.

From his results, it was concluded that upset could be-caused in unprotected electfonic
systéms from a maximum distance of around 500 m forda HPM source that can be located in a
van.|For a source of a smaller size, such that it can be located in a suitcase, the estinated
distgnce decreases to 50 m. The maximum distance for causing permanent physical damage
was [estimated to be around 15 m for the HPM, van, while the suitcase had to be placed|very
close¢ to, or even in direct contact with the system. Table 2 summarises the results fron this
testing.

Tlable 2 - HPEM effects on an automobile as a function of range and source power
(Based on measured data from Backstrom [30])

Distance
Source m
15 50 500

HPM Van b -
P=1b MW Permanent damage Upset Upset )
HPM Buitcase @ o b
P = 1p0 kW Upset™*) Upset No effect
HPM Man x
SE = B0 dB Upset ) No effect No effect
HPM [Suitease
SE = B0\dB No effect No effect No effect

a May cause permanent damage very close to the victim (e.g. at a few metres).

b Upset generally refers to a temporary loss of function, however, in some cases it is possible that there will also
be permanent damage.

A third example of HPEM coupling is that of a CW illumination of many electronic devices, at
the microwave oven frequency of 2,4 GHz, as reported by Giri and Kaelin [8]. In this test, a
standard pyramidal horn was used to radiate energy produced by a commercial microwave
oven and to illuminate a number of test articles. The test articles were located at a distance of
6 m from the source, and the incident E-field was on the order of 350 V/m. Such a test
demonstrates what could be accomplished using readily available commercial equipment.
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The objects that were exposed to these fields included:

- AM, FM radios;

- plastic-cased wrist watches;

- small electro-explosive devices;
- hand held calculators;

- absorbing material;

- fluorescent lamps.

Th | Al ££ %
e VoCTITVOU CTITUULO WTUTT

a) rpdio showed thermal damage;

b) plastic watch was totally damaged,;
c) HED exploded when the leads were made into a half-wave dipole;
d) dalculator damaged, LCD display burnt;

e) dbsorber material, temperature rise;
f) fluorescent lamp lit.

It is |[seen from these examples, that the coupling of EM energy into electronic systems|is a
strong function of several parameters of the incident environment as well as the spégcific
featdres of the electronic system itself.

6.3 |Component/subsystem burnout and permanent'damage

The [HPEM effects described in 6.2 can be .seen to result in either burnout (permgnent
damage) in the equipment, or a disruption of device functioning due to logic upset. Typigally,
devige burnout is the easiest effect to quantify; using various waveform norms to charactgrise
the éxcitation to a device or componenty and correlate these norms to device failure (See
IEC p1000-5-3). For example, typical norms include the peak amplitude of an applied signal to
a component, the total energy delivered to the component, etc.

Sincg 1970, a significant effort;has been made to understand and quantify the failurel and
upsdgt levels of components ;due to HEMP excitation. A large amount of data relatifg to
component damage due tO HEMP exists [1], and results of extensive testind on
communications systems; power systems and components are available [31, 32, 33, 34|, 35,
36, 37, 38, 39, 40, 41,(and 42].

Recéntly, severalrexperiments have been performed to evaluate the upset and damage of
individual components, subsystems (e.g., PCs connected to power and telecom lines), and to
examine thepropagation capability of potentially damaging transients on the power cgbles
from| the(outside to the inside of a building. These results are discussed in the following [sub-
clauses.

6.3.1 Component damage

As noted earlier, radiated HPEM environments are different from the radiated HEMP fields,
and consequently, not all of the HEMP component failure data are directly applicable for
HPEM studies. A recent investigation into HPEM effects on components by Géransson [43]
has concluded that with regard to HPM susceptibility on digital circuitry, there can be large
differences in susceptibility between different digital circuit technologies. He observed small
differences between different samples of the same type from the same manufacturer;
however, differences of up to 16 dB in component susceptibility levels were noted for different
manufacturers. Goéransson also noted a very strong frequency dependence in the component
susceptibilities, with the susceptibility threshold level increasing rapidly with increasing
frequency. Such an effect in a TTL circuit component is illustrated in Figure 8.
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Figure 8 — Example of measured susceptibility thresholds in a DM74LS00N [TTL
quad 2-input NAND gate as a function of frequencyy’illustrating increased
susceptibility thresholds at higher frequencies [43]

Notg that the system susceptibility may be different from the individual component sugcep-
tibilifies. For analogue systems, the HPM susceptibility level was seen by Gdéransson to be
depgndent on the application. However, it issusually possible to obtain an application-
independent measure of the HPM effect. The @usceptibility level for different applications|then
can pe calculated.

6.3.2 Conducted transient effects'on PCs

For this investigation, Radasky; et al. [44] decided to use well-calibrated and repeatable
trangient test generators. For:-this reason the generators employed were those defined by the
Interpational Electrotechnical® Commission (IEC) for testing equipment to the transjents
produced by lightning and. electrical fast transients. While these transients often begip on
power lines outside ofsa‘building, there is cross coupling to the telecommunications wiring
both|outside and inside’the building.

For the experiments summarised here, two specific generators were used. One prodlced
eithgr a "combination pulse" (1,2/50 us rise/fall) or "telecom pulse" (10/700 ps) for the ppen
circdit voltage waveform. These waveforms are referred to as the CWG (combination wave
gengrator) waveform and the Telecom waveform, respectively, and their generators| are
spedified in IEC 61000-4-5 [45]. The second generator produced an electrical fast trangient
(EFT) (5/50 ns) voltage waveform into a 50 Q load. This waveform and generator are
specified in IEC 61000-4-4 [46].

6.3.2.1 Equipment tested

For the tests performed four old personal computers were used. One was a Macintosh SE,
and the other three were PCs (#1 — Pentium 66 MHz, #2-486, #3—Pentium 120 MHz). For all
four computers the power cords were tested for the EFT waveform, while two of the PCs were
tested for the Telecom pulse. In addition, the EFT waveforms were applied to the mouse
cords, keyboard cords, and to modem input wiring.
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In a second set of experiments, network ports were tested to the EFT, CWG and the Telecom
waveforms. Two types of Ethernet ports were examined on the PCs: the 10Base-2 (RG-58
coaxial cable) and the 10Base-T (Category 5 twisted pair cable). An AppleTalk port on the
Macintosh was also tested to EFT.

6.3.2.2 Test results — CWG and telecom pulses

The first set of results to be described cover the use of the energetic telecom pulse and the
CWG lightning pulse. Transient waveforms with pulse widths greater than 200 pus were

injected on the power cords of computers and on the Ethernet wiring connected to computers
throt gh internal Ethernet cards _Tabhle 3 summarises the results of the tpc’ring

In thie case of the power cords, there were no reproducible effects noted up to the(maximum
gengrator output of 4,5 kV open circuit. Note that the voltage delivered to the test-objects| was
only|1,2 kV for 4 ps followed by ~300 V for 300 ps. While the sound of arcing was apparent
during the testing, there were no effects exhibited by the computers after, the tests ere
performed.

Table 3 — Summary of results of testing power and.data ports
with the telecom and CWG pulse generators

Telecom / CWG Pulse Test Summary

. Power cord (Telecom pulse test only):

o  No reproducible damage or{coniputer upsets up to max voltage
capability.
0  Arcs heard from power¢supply area.
0  Typical maximum stresses at load (4,5 kV generator open circuit
voltage):
L] 1,2 kV "peak voltage spike (4 us wide) followed by
200.*— 300 V slow decay (300 ps width).
= 300’A peak current (limited by generator).

. 10Base-2 Ethernet (coax)

o,~\Port destroyed by both CWG and Telecom pulses.
= 500V pulse (minimum generator voltage).
= 50V DC (100 V/s =200 V/s ramp).

o  No damage to computer beyond Ethernet card.

. 10Base-T Ethernet (twisted pair)

o Damage occurred at 4 kV for Telecom pulse.

= About 4 J required for damage.

= Arcs began at 3 kV for both CWG and Telecom pulses.
o  No damage to computer beyond Ethernet card.

For the Ethernet cables, the results were more interesting. In the case of the 10 Base-2 coax
cable, the Ethernet card was damaged at the lowest test level of 500 V for both the CWG and
the Telecom pulses. It is noted that a 50 V d.c. test level also damaged the Ethernet card.
Upon inspection it was found that the RG-58 cable ground was left floating at the card by
design, thereby allowing the common mode voltage to be converted to a differential signal. It
should be emphasised that while the Ethernet card and the communication capability was lost
after this experiment, the computer that held the Ethernet card was itself not damaged.
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In the case of the 10Base-T twisted pair cable, the results were similar although the damage
that occurred happened at a much higher level. The damage that resulted during testing was
at the 4 kV level (differential mode) for the Telecom pulse. During the experiments arcing was
heard at 3 kV for both the CWG and the Telecom pulse, but the only damage occurred for the
Telecom pulse. Figure 9 illustrates one case where the RJ-45 plug was damaged by
significant arcing in the connector during the Telecom pulse testing. The energy delivered for
damage was estimated at 4 J, and as in the case of the 10Base-2, no damage to the
computer was found. It is clear that the 10Base-T is much less sensitive to damage given that
the damage levels were much higher and the testing was performed in a differential mode.

IEC 1542/04

Figure 9 — Example of damage caused by the telecom pulse generator
due to a single shot of 4,5 kV

6.3.2.3 Test results-EFT

A sdries of EFT tests were performed on the power cords of all four computers using the
stanfard IEC 61000-4-4 capacitive cable drive set-up. While some effects were n¢ted,
including computer "beeps" and mouse pointer movements, these effects did not alyays
requjre computer power resets. InnsOme cases with the Pentium computers, single EFT pulses
between 2 kV and 2,5 kV did forée the computer to hang up forcing a power reset (cold bjoot).
The Jresults were felt to be_due’ to "bit pollution" which is probably caused by EM radigation
within the cabinet changing'memory bit states. In most cases it appeared that voltages higher
than|4,5 kV for the EFT generator are needed to cause repeatable reset problems.

For festing data lines) the EFT generator was directly connected to the computers (the voltage
delivered to the.test object is the same as the generator output voltage); the resyltant
computer upsets were found to be very repeatable for different computers and typgs of
interface cabling. In Table 4 for the AppleTalk cabling connected to a Mac SE, there appears
to b¢ a trend between voltage level and the number of injected pulses. If one examines$ the
bottgm{row for a single shot, it is only at 4,5 kV that any effect is noted, and this is for 1|time
fects
begin at 2 kV and occur during every test at 4 kV. This trend continues as upsets are found at
1;5 kV for all repetition rates at and above 10 kHz.
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Table 4 — Results of injecting EFT pulses on an AppleTalk cable with the number of
upsets/number of test sequences indicated (x denotes case not tested)

Voltage level >
Spike freq. (pulses) 1000V
¥
1 000 kHz (20 000) 0/3
100 kHz (2 000) 0/5
10 kHz (200) 0/4
1 kHz (20) 0/6
Single shot 0/2
’
No failures :\
Some QQ

failures
Q
o o

In TIbIe 5 similar trends are presented although some ups %/are found as low as 1 kV| and
ther¢ is an indication of an additional repetition frequency:dependence. Note that at 2 0[00 V
and |below, the upset probability at 1 MHz is lower than~at 100 kHz. There is also a lpwer
probpbility of effect at 1 kHz than at 10 kHz or 100 g@

Table 5 — Results of injecting EFT pulse Q}’\a 10Base-T cable with the number of
upsets/number of test sequences @ icated (x denotes case not tested)

Voltage level >
Spike freq. (pulses) 1000 V‘\Z)1 500 V 2000V
¢ b

2/5

A
1 000 kHz (20 000) c\{.o/7

N
100 kHz 2000) () 79

1 kH
kb ((3\0)’ 0/6
NS
QI_ e shot 0/2
O _
C)% No failures
Some
\Q/ failures
A

fail

In Table 6 the upsets for single shots on the 10Base-2 cable (the only data that were taken)
indicate the highest level of sensitivity with single shot upsets being consistent at 2,5 kV as
opposed to at 4,5 kV for the 10Base-T and above 4,5 kV for AppleTalk.
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Table 6 — Results of injecting EFT pulses on a 10Base-2 cable with the number of
upsets/number of test sequences indicated

Voltage level 2>
Spike freq. (pulses) 500 V 1000V 1500 V 2000V 2500V 3000V 4000V 4500V
¥
Single shot 1/6 3/6 3/6 4/6
No failures
Some
fai
All

fail

6.3.2.4 Conducted transient conclusions

Thede experiments, while limited in injection peak voltage, have indicated that energetic
puls¢s such as the CWG and Telecom pulse are definite threats (to “*Ethernet cable |data
systems in terms of creating damage to the connected computer Ethernet cards. It is|also
known that the lower frequency content of these test pulses (below 1 MHz) propagates |very
well J]along these types of cables. For the EFT pulses, it is also clear that they are a sefious
thregt to creating computer upsets at very low levels (1kW/— 2 kV) injected on Ethe¢rnet
cabl¢s. These pulses do decay with distance on the catedory 5 cable, but the attenuatipn is
modegest (30 % for 30 m).

For power cord injections, the pulser limitations did not allow clear results for any of the pulse
waveforms, although some EFT upsets were noted as low as 2 kV. The high-energy pulses
(Telgcom, CWG) could not couple more than 4 kV to the load, and no damage or upsets were
notef from these waveforms.

6.3.3 Conducted testing at the building level

Congern has been raised in recent years about the ability of criminals or terroris{s to
intentionally use electromagnetic-transients to disrupt the operation of businesses to opé¢rate
in a hormal fashion. While nrany of the postulated threats involve radiating high-frequency EM
field$ at a building from a hidden location, it is just as likely that conducted EM transjents
could be injected on the power or telecom wires entering a building when there is no limitation
of aqcess.

The ffollowing isfa*summary of unique work performed by Parfenov et al. [47, 48], where|they
injegted differént types of transient signals into the wiring of an operational building to
investigate_the propagation characteristics of those transients from the outside to wall plugs
inside. ,In jaddition, the authors investigated the types of transients that could damage a
computéer power supply.

6.3.3.1 Test set-up

The building tested was supplied by a pad-mounted delta-wye 1 MW, 10 kV/380 V transformer
as shown in Figure 10. The building has five floors, and measurements were performed on the
1st and 4th floors. Note that the main building switchboard and the floor switchboards were
part of the experiment.
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Figure 10 — Description of conducted disturbance injection experiment

In tefms of the testing, pulsers were set up on-the secondary side of the transformers, andl the
testipg was performed in an un-energised mode. This was done for convenience only, and the
authprs note that it is not difficult to perform such injections while operating with full voltage
input to the building. The authors injectedin various ways including between:

hase 1 and neutral,
hase 2 and neutral,

¢
¢

« phase 1 and the remote earthing electrode;
phase 2 and the remote earthing electrode;
f

eutral and the remaote earthing electrode.

In al|] cases the measurements were made in the building between phase 1 and the neutnal at
the Jarious wallplugs.

The types. Of-transients injected included both pulse and continuous waves (CW). The pulse
charpcteristics were varied but generally included a rise time of 30 ns with pulse widths| that
varigdbetween 30 ns and 10 ys. The pulses had a peak value at the injection point of 1[5 kV
and WCIT lcpctitivciy puibcd dt 5 HL. FIUIII dall abbcbblllcllt Uf “IU ;Ilbuidtiull c]lluI fIUII the
results themselves, it was clear that the injected 1,5 kV pulses would not cause insulation
damage in the wiring of the building. For the CW injections, frequencies between 500 Hz and
1 MHz were applied.

6.3.3.2 Building test results

It was no surprise that the least attenuation of signals from the outside of the building to the
wall plugs inside occurred when the phase line measured inside was the same as the phase
line injected outside. It was also found that the attenuation was lowest with the widest pulse
(10 ys), with no discernible peak attenuation noted. For the same tests performed with CW
sources, the attenuation increased with frequency with a maximum attenuation of 5 dB at
f=1 MHz. It appears that as higher frequencies are used, impedance mismatches and higher
inductive losses increase the attenuation.
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In terms of the efficiency of coupling from one phase line to another, it was found that driving
phase 2 and measuring phase 1 resulted in a 30 — 50 dB loss in signal for frequencies
between 0,1 MHz — 1 MHz, although strong resonances were found at 250 kHz and 900 kHz.
Interestingly, injecting between the phases (or neutral) and the remote earthing electrode and
measuring phase 1 to neutral voltages also found a 40 dB attenuation in this same frequency
range.

6.3.3.3 Computer power supplies

The second portion of the work of [47, 48] involved the examination of the vulnerability of
computer power supplies to pulsed transients entering through the power cord. As it was felt
that fhe power supply TIlter circuits were most NKely to fail, three diiferent power supply [filter
circdits were analysed — a low-load filter (200 W rating), a medium-load filter (500 W =800 W
rating), and an industrial filter.

phade to neutral injection at the power plug. The modelling considered_parasitic and [non-
linegr elements of the power supply filters. The results of the study dindicated that fgr an
injegted pulse with a width of 100 ps, that the following effects were expected:

Ana}jyses were performed with a circuit code using different input pulse characteristics and a

- fljlter capacitor breakdown at 3 — 4 kV injected;
- rectifier diode breakdown at 5 — 6 kV injected;
- rectifier filter over voltage at 8 kV injected.

In order to test a portion of this analysis, the input section of a power supply was injected| with
the gxpected pulse characteristics beginning at 3 k\.,\I’he capacitor failure levels in the c|rcuit
werg between 4,2 kV and 5,6 kV, which were slightly. higher than predicted, but still consistent
with the analysis.

To tgst the overall performance of a computer system with the industrial power filter, pllses
werg injected with a 50 ys pulse width.5The test indicated a failure of the computer ppwer
supgly at an injected voltage of 6 kV.\The damage found in the power supply included] two
rectifier diodes, a thermal compengsation resistor, a filter input capacitor and a fuse. Fufther
analyses examining the impact of pulse width revealed that for a pulse width of 1 ms| the
failufe level is expected to dropto 1 kV — 2 kV.

6.3.3.4 Summary of building study

The [measurements-performed by Parfenov, et al. Clearly indicate that voltages injected on
extefnal wiring can” propagate fairly well through the wiring of a building even when
congidering multiple switchboards inside the building. It is clear from this work | that
freqyencies less than 1 MHz propagate with low attenuation as do pulses with widths gre¢ater
than| 1 ys.~Although this study did not address the issue of wiring insulation breakdown
diregtly, (t is felt that for the types of pulses considered, normal building wiring should be|able
to sypport peak voltages in the range of 10 kV.

In terms of the vulnerability of computers, both the analyses and limited testing revealed that
computer power supplies, and in particular the input filters, appear to be vulnerable to levels
of 6 kV for a 50 us pulse. Analyses indicate that levels of 1 kV — 2 kV would create damage
for a 1 ms-wide pulse.

By considering both aspects of this work, it appears possible to inject significant levels of
voltage into the electrical wiring system of a building, and the injected voltage will propagate
easily and can cause damage to computer power supplies.
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6.4 Logic upset or service interruption

A more likely consequence of HPEM illumination of a system is upset (temporary malfunction)
or latch-up (malfunction which causes a circuit to stop operation until the power is reset) of
internal digital circuitry.

This type of system vulnerability is very difficult to predict, however, due to uncertainties in
the following areas:
a) the system logic state and pending operations at the time of EM illumination,

b) the coupling of the EM energy into the system, due to the large number of important
parameters, whose values are unknown or variable,

the unknown or time-varying orientation and distance of the system with respecto-th¢ EM
source, and
t

hrget to target variations of the EM field vulnerability levels.

As gl result of the difficulty of predicting these upset effects on systems,.testing of the equip-
men} is necessary to adequately understand the possible HPEM effects. It is possible,
howgver, to examine the logic switching voltage levels within a particalar device, and require
that [any HPEM signal be significantly lower than these normal~ system voltages. |This
congervative approach can lead to over protecting a system but istone technique that cgn be
applied to the protection of highly critical systems.

7 HPEM protection concepts

As gquggested in the previous clauses of this report, HPEM environments can causq the
following effects on a system (in order of decreasing severity):

a) pgermanent physical damage;
b) permanent function failure;
c) temporary upset (with operator intervention);
d) performance reduction;
t

e) temporary upset (without.ep€erator intervention).
In sgme cases, it may be desirable to protect a system against HPEM fields. In this clguse,
variqus protection schemes are reviewed.

7.1 |Strategy for'selecting immunity levels

An important aspect of EM protection is to understand how robust the system should be.|This
is usually~expressed as a probability of system failure, when subjected to a specified EM
enviropment. To do this, statistical concepts must be used, due to uncertainties in EM|field
illumlination on the system, as well as on the variations of the system parameters. Some
systems may be deemed “performance critical” and have a very high survivability
requirement; other non-performance-critical systems may be unprotected. Decisions about
suitable survivability requirements are complex, involving attack scenarios, strategic planning,
costs, etc.

To assess the possible need for HPEM protection, it is necessary to define the survivability
requirement for the system in the larger context of its relation with other components within
the infrastructure containing the system of concern. For example, if the system under study is
a command and control communication unit within the civil defence infrastructure, its
operation could be deemed crucial to the overall operation of the infrastructure. However, if
the system is a non-critical electrical component (for heating coffee, for example) its
survivability requirement may be minimal. Thus, a careful evaluation of the role played by the
system must be made and its protection requirements assessed.
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