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FOREWORD

e International Electrotechnical Commission (IEC) is a worldwide organization for standardization_comp

-operation on all questions concerning standardization in the electrical and electronic fields.VTo' this en
addition to other activities, IEC publishes International Standards, Technical Specifications, T:echnical Re|
blicly Available Specifications (PAS) and Guides (hereafter referred to as "IEC Rublication(s)").
eparation is entrusted to technical committees; any IEC National Committee interested, in the subject dea
by participate in this preparatory work. International, governmental and non-governmental organizations li
th the IEC also participate in this preparation. IEC collaborates closely with thednternational Organizati
landardization (ISO) in accordance with conditions determined by agreement between the two organizati

e formal decisions or agreements of IEC on technical matters express, as/nearly as possible, an interng
nsensus of opinion on the relevant subjects since each technical committee has representation frg
erested IEC National Committees.

mmittees in that sense. While all reasonable efforts are made €0 ensure that the technical content g
blications is accurate, IEC cannot be held responsible fof«the way in which they are used or fol
sinterpretation by any end user.

order to promote international uniformity, IEC National "Committees undertake to apply IEC Public
nsparently to the maximum extent possible in their natiohal and regional publications. Any divergence be
y IEC Publication and the corresponding national or regional publication shall be clearly indicated in the

C itself does not provide any attestation of corfoermity. Independent certification bodies provide conf
sessment services and, in some areas, access“to IEC marks of conformity. IEC is not responsible fg
rvices carried out by independent certificationbodies.

users should ensure that they have the.latest edition of this publication.

embers of its technical committees.and IEC National Committees for any personal injury, property dam
her damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fee
penses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC Public

tention is drawn to the Normative references cited in this publication. Use of the referenced publicati
Hispensable for the correct application of this publication.

tention is drawn torthe-possibility that some of the elements of this IEC Publication may be the subject of |
hts. IEC shall not be held responsible for identifying any or all such patent rights.

TR 6060124=5 has been prepared by subcommittee 62A: Common aspects of elec
bment Used in medical practice, of IEC technical committee 62: Electrical equipme
cal practice. It is a Technical Report.

liability shall attach to IEC or its directors, employees, servants or agents including individual experg and

rising

national electrotechnical committees (IEC National Committees). The object of IEC is to promote international
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textof this Technicat Report s based omn the foftowing documents:_

Draft TR Report on voting
62A/1402/DTR 62A/1417A/RVDTR

Full information on the voting for its approval can be found in the report on voting indicated in
the above table.

The language used for the development of this Technical Report is English.
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This document has been drafted in accordance with the ISO/IEC Directives, Part 2, and
developed in accordance with ISO/IEC Directives, Part1 and ISO/IEC Directives, IEC
Supplement, available at www.iec.ch/members_experts/refdocs. The main document types
developed by IEC are described in greater detail at www.iec.ch/standardsdev/publications.

In this document, the following print types are used:

— TERMS DEFINED IN CLAUSE 3: SMALL CAPITALS;
— COMPLIANCE STATEMENTS IN CLAUSE 4 AND CLAUSE 5: ITALICS.

An asterisk (*) as the first character of a title or at the beginning of a paragraph or table title
indidates that there is guidance or rationale related to that item in Annex A.

A list of all parts in the IEC 60601 series, published under the general title Medjcal,electrical
equipment, can be found on the IEC website.

The pommittee has decided that the contents of this document will remain @nchanged unt|l the
stabllity date indicated on the IEC website under "http://webstore.iec.ch™\in the data relatg¢d to
the gpecific document. At this date, the document will be
e reconfirmed,

e Wwithdrawn,

—

bplaced by a revised edition, or

e gmended.

IMRORTANT - The 'colour inside' logo on‘the cover page of this publication indicqdtes
that it contains colours which are considered to be useful for the correct understanding
of its contents. Users should therefore print this document using a colour printer.
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INTRODUCTION

This document provides IT SECURITY specifications for MEDICAL ELECTRICAL EQUIPMENT (ME
EQUIPMENT) AND MEDICAL ELECTRICAL SYSTEMS (ME SYSTEMS) connectable to MEDICAL
IT-NETWORKS as network components. MEDICAL DEVICE SOFTWARE, although not in the scope of
IEC 60601 (all parts), can also make use of this document. The intent of this document is to
specify SECURITY capabilities that enable a MEDICAL DEVICE to be more easily integrated into a
MEDICAL IT-NETWORK environment at a given SECURITY LEVEL (SL).

ME sYSTEMS placed onto the market as a whole by one legal MANUFACTURER should follow this
document-as-a-whele-retwork-component-of-art-NEFAORK—HA-the-same-way-as-ME-EQUHRMENT.
ME gqysTEMS configured by the owner of a MEDICAL IT-NETWORK can be treated in the same|way
as ofher combinations of medical and nonmedical devices within a MEDICAL IT-NETWORK andl are
out ¢f the scope of this document but within the scope of standards for MEDICAL, IT-NETWQRKS
(e.g.|IEC 80001 (all parts) [7]1).

This|document references already existing SECURITY LEVEL (SL) requiremeénts for comporents
of an IT-NETWORK as listed in IEC 62443-4-2:2019. This document is restricted to the network
components which are MEDICAL DEVICES in order to allow the use ofbadditional nonmegdical
components within the MEDICAL IT-NETWORK complying with IEC 62443 (all parts) [3] or|with
furthler appropriate SECURITY standards. This document modifies IEC 62443-4-2:2019 only for
spedfific aspects of MEDICAL DEVICES in MEDICAL IT-NETWORKS. The-primary goal of this docupent
is to|provide a flexible framework that facilitates addressing current and future vulnerabilities
and ppplying necessary mitigations in a systematic, defendable manner. Each of the proppsed
COUNTERMEASURES should take into account that requirements regarding the safety|and
perfgrmance of a MEDICAL DEVICE should not be negatively impacted.

The main audience for this document is MEDICAL'DEVICE MANUFACTURERS and, where appropriate,
compliance authorities. Compliance authoriti€s include government agencies and regulators
with|the legal authority to perform audits:to verify compliance with governing laws|and
regulations.

MED|CAL IT-NETWORK integrators, asa further audience, may make use of the SECURITY LEVEL
clasgification for MEDICAL DEVICES, to assist them in the secure integration of MEDICAL DEVICES
into their networks. This assistance will be to help MEDICAL IT-NETWORK integrators to idgntify
the realized capability SECURITY LEVEL SL-C of MEDICAL DEVICES and thus to specify appropriate
addifional SECURITY COUNTERMEASURES in the individual MEDICAL IT-NETWORK they are procuring.

MED|CAL DEVICE MANUFACTURERS should use this document to understand and apply the
spedfifications for ‘specific capability SECURITY LEVEL SL-C of their MEDICAL DEVICES. A MEDICAL
DEVICE may notjprovide the capability itself but may be designed to integrate with a higher-Jevel
entity — e.g. @ hospital IT-NETWORK or department IT-NETWORK — and thus benefit from| that
entity's capability. This document should guide MEDICAL DEVICE MANUFACTURERS as to what
spedifications can be allocated and which specifications need to be native in the MEDICAL DHVICE.
MEDICAL'DEVICE MANUFACTURERS should provide documentation on how to properly integraté the
MEDICAL DEVICE into a MEDICAL IT-NETWORK (see Clause A.2 for typical network connections of
MEDICAL DEVICES).

This document should be used to apply and verify appropriate technical SECURITY specifications
for MEDICAL DEVICES which thus can easily be integrated into existing or growing MEDICAL
IT-NETWORKS and which in some cases are connected to the Internet. This document does not
include SECURITY specifications for any additional services installed in a MEDICAL IT-NETWORK.

1 Numbers in square brackets refer to the Bibliography.
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As defined in IEC TS 62443-1-1:2009 [4], there are a total of seven foundational requirements
to be addressed:

NOTH 1 Data CONFIDENTIALITY includes the unauthorized access to MEDICAL DEVICE data which could-belleve
to cagse all many types of HARM. The focus of this document is SAFETY-related SECURITY specifications/for ME
DEVICES regarding data CONFIDENTIALITY. However, the listed provisions for SAFETY-related data CONEIDENTIALI
a goofd base also for non-SAFETY-related SECURITY aspects.

Thede seven requirements are used for meeting the capability SECURITY) LEVEL SL-C
MEDICAL DEVICE which may be placed on a MEDICAL IT-NETWORK. Defining SL-C for MEL
DEVICES is the goal and objective of this document. The target SEGURITY LEVEL SL-T
achig¢ved SECURITY LEVELS (SL-A) for a complete MEDICAL IT-NETWORKr a subset of that net
(e.g.|a specific ZONE of it) are out of the scope of this document

A calpability SECURITY LEVEL SL-C is defined for COUNTERMEASURES and for inherent SECU
properties of a MEDICAL DEVICE. It is a measure of ‘the effectiveness strength of
COUNTERMEASURES, which are either separate or integral to a MEDICAL DEVICE, for the addre
SECURITY property and contributes to the achieved‘SECURITY LEVEL SL-A in the correspor
part pf the MEDICAL IT-NETWORK.

COUNTERMEASURES can be:

The gpecified "component requirements” (CRs) for MEDICAL DEVICES provided in this docu
are

identification and authentication control (IAC);
use control (UC);

system integrity (SI);

data CONFIDENTIALITY (DC);

restricted data flow (RDF);

timely response to events (TRE);

resource availability (RA).

technical COUNTERMEASURES (e.g. firewalls, anti-virus software, etc.), or
gddministrative COUNTERMEASURES (e.g. policies, and-procedures), or
physical COUNTERMEASURES (€.g. locked doors, encapsulated printed circuit board, etc

mainly derived from,the IT-NETWORK "system requirements" (SRs) in IEC 62443-3-
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which are in turn,derived from the overall foundational requirements defined in

IEC
enhgncements" (RES). The combination of CRs and REs implemented into a MEDICAL DE
will determine thée capability SECURITY LEVEL SL-C of the MEDICAL DEVICE.

with
PATI

IS 62443-1-1:2009 [4]. MEDICAL DEVICE specifications also include a set of "require

ment
VICE

achuman interface for processing — e.g. entering, capturing or viewing — CONFIDE

As tIis document provides specifications for MEDICAL DEVICES with external data interfacr or

TIAL

NTDATA, the specifications will be designated as follows:

MEDICAL DEVICE specifications for ME EQUIPMENT and manufacturer provided by ME SYST
MEDICAL DEVICE SOFTWARE specifications.

EMS;

The maijority of the specifications in this document are the same for these two types and are
thus designated simply as a MEDICAL DEVICE specification. When a specification is only
applicable to one of the above two types, it is specified as such.
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This document refers to both ESSENTIAL PERFORMANCE and ESSENTIAL FUNCTION, which are very
distinct. ESSENTIAL FUNCTION is a well-established term for SECURITY aspects and is different
from ESSENTIAL PERFORMANCE which is related to safety of one ME EQUIPMENT or ME SYSTEM in
NORMAL CONDITION and SINGLE FAULT CONDITION. An ESSENTIAL FUNCTION CONSIDERS, for instance,
a successful attack on the MEDICAL IT-NETWORK and its connected MEDICAL DEVICES and
supporting systems. This may lead to loss of the MEDICAL IT-NETWORK supporting function and
of some functions of the MEDICAL DEVICE itself. In that case, the MEDICAL DEVICE is still
responsible for providing a condition sustaining the required minimum functions, including but
not limited to BASIC SAFETY and ESSENTIAL PERFORMANCE.
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MEDICAL ELECTRICAL EQUIPMENT -

Part 4-5: Guidance and interpretation —
Safety-related technical security specifications

1 Scope

This
SECU
in th
MEDI
IEC
requ
docu
(SL-
mem
ZONH
SECU

This

when connected to a MEDICAL IT-NETWORK or when a human interface is used for process

e.g.

This
mee

NOTH

NOTH

This

2

The

congftitutes requirements of this document. For dated references, only the edition cited apg

For
ame

IEC

RITY features of MEDICAL DEVICES used in MEDICAL IT-NETWORKS. MEDICAL DEVICES dgalt
is document include MEDICAL ELECTRICAL EQUIPMENT, MEDICAL ELECTRICAL SYSTEMS

50601 (all parts), can also make use of this document. Based on the seven foundat
rements described in the state-of-the-art document IEC TS 62443-1-1:2009 [4],

C). The specified SECURITY capabilities of a MEDICAL DEVICE cahJbe used by va
bers of the medical community to integrate the device correctly”into defined SECU

RITY LEVEL (SL-T).

document is applicable to MEDICAL DEVICES with external data interface(s), for exa

entering, capturing or viewing — CONFIDENTIAL DATA)

document does not apply to other softwareiused on a MEDICAL IT-NETWORK which doe
the definition of MEDICAL DEVICE SOFTWARE.

1 An example of this exclusion is software.fhot incorporated into the MEDICAL DEVICE.

2 This document does also not apply teindustry protocols such as DICOM and HL7.
document does not apply tolin-vitro diagnostic devices (IVD).
Normative references

ollowing documents are referred to in the text in such a way that some or all of their co

undated <eferences, the latest edition of the referenced document (including
ndments) applies.

50601-1:2005, Medical electrical equipment — Part 1: General requirements for basic s

document, which is a Technical Report, provides detailed technical specificationg for

with
and

CAL DEVICE SOFTWARE. MEDICAL DEVICE SOFTWARE, although not in the® scopg of

onal
this

ment provides specifications for different MEDICAL DEVICE capability’ SECURITY LEVELS

ious
RITY

S and CONDUITS of a MEDICAL IT-NETWORK with an appropriateMEDICAL IT-NETWORK's target

mple
ng —

5 not

htent
lies.
any

hfety

and

LERTA- 1)

IEC 60601-1:2005/AMD1:2012
IEC 60601-1:2005/AMD2:2020

IEC 62443-4-2:2019, Security for industrial automation and control systems — Part 4-2:
Technical security requirements for IACS components
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3 Terms and definitions

For the purposes of this document, the terms and definitions given in IEC 60601-1:2005,
IEC 60601-1/AMD1:2012 and IEC 60601-1/AMD2:2020 and the following apply.

ISO and IEC maintain terminological databases for use in standardization at the following
addresses:

e |EC Electropedia: available at http://www.electropedia.org/

e |SO Online browsing platform: available at https://www.iso.org/obp

3.1
ASSHT
physfical or logical object having either a perceived or actual value to the MEDICAL/DEVIGE or
MEDICAL IT-NETWORK

Note [l to entry: In this specific case, an ASSET is any item that should be protected as part\of the MEDICAL DEVICE
SECURITY management system.

Note P to entry: An ASSET is not limited to the MEDICAL DEVICE alone but can also include the physical ASSETS under
its coptrol.

Note B to entry: Typically, the RESPONSIBLE ORGANIZATION is an ASSET owner:

[SOUYRCE: IEC 62443-4-2:2019, 3.1.1, modified — Replacement of "IACS" with "MEDICAL DgVICE
or MEDICAL IT-NETWORK" in the definition, replacement of,"[ACS" with "MEDICAL DEVICE" in Note
2 to pntry, and addition of a new Note 3 to entry.]

3.2
AUTHENTICATION
veriflcation of the claimed identity of an entity

Note [l to entry: AUTHENTICATION is usually a prérequisite to allowing access to resources in a MEDICAL DEVICE.

[SOURCE: IEC 62443-4-2:2019, *3:1.4, modified — Replacement of "control system" |with
"MEDJICAL DEVICE" in Note 1 to entry.]

3.3
AUTHENTICITY
property that an entity_is what it claims to be through AUTHENTICATION of origin and verification
of INTEGRITY

Note [l to entryy~AUTHENTICITY is typically used in the context of confidence in the identity of an entity, or the vhlidity
of a tlansmission;y a message or message originator.

[SOURCE? IEC 62443-4-2:2019, 3.1.6]

3.4

AVAILABILITY

property of ensuring timely and reliable access to and use of MEDICAL DEVICE information and
functionality

[SOURCE: IEC 62443-4-2:2019, 3.1.7, modified — Replacement of "control system" with
"MEDICAL DEVICE".]
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3.5

COMPENSATING COUNTERMEASURE

COUNTERMEASURE employed in lieu of or in addition to inherent SECURITY capabilities to satisfy
one or more SECURITY requirements

Note 1 to entry: Examples include:

— (MEDICAL DEVICE): locked cabinet around a controller that otherwise might be exposed to unauthorized access
via its physical data interfaces, or an encapsulated printed circuit board;

— (zoNE level): physical access control (guards, gates and guns) to protect a control room to restrict access to a
group of known personnel to compensate for the technical requirement for personnel to be uniquely identified by

£ I
U VMEDTCARC TT-NETVWORRK, alta

— (MEDICAL DEVICE): a product supplier's magnetic resonance imaging (MRI) machine cannot meet-ther access
cpntrol capabilities from an ASSET owner (i.e. typically the RESPONSIBLE ORGANIZATION), so the product supplier
puts a firewall in front of the MRI machine and sells it as a system.

[SOURCE: IEC 62443-4-2:2019, 3.1.9, modified — The example has been formatted as a|note
to eptry. Note 1 to entry has been modified by replacing "component-level" with "MEDICAL
DEVICE", "IACS" with "MEDICAL IT-NETWORK", "PLC" with "MRI", by removing"control system| and
by aglding a second example for the first dash.]

3.6
CONDUIT
logidal grouping of communication channels, connecting twa or'more zZONES that share conjmon
SECURITY requirements

Note [l to entry: A CONDUIT is allowed to traverse a ZONE as lahg ‘as the SECURITY of the channels contained ithin
the CONDUIT is not impacted by the ZONE.

[SOURCE: IEC 62443-4-2:2019, 3.1.11]

3.7
CONRIDENTIALITY
assurance that information is not disclosed to unauthorized individuals, PROCESSES, or deyices

Note [l to entry: When used in the context of a MEDICAL DEVICE, CONFIDENTIALITY refers to protecting MEDICAL DEVICE
data 4@nd information from unauthofized access.

[SOURCE: IEC 62443-4°2:2019, 3.1.12, modified — Replacement of "an IACS" with "a MEDICAL
DEVIGE".]

3.8
CONFIDENTIAL-DATA
data|to which-only a limited number of persons have access and which are meant for restr|cted
use

[SOURCETTSO 5127:20717, 3.1.10.18, modified — Delefion of Noie T o eniry.]

3.9

COUNTERMEASURE

action, device, procedure or technique that reduces a THREAT, a vulnerability or the
consequences of an attack by minimizing the HARM the attack can cause or by discovering and
reporting it so that corrective action can be taken

Note 1 to entry: The term "control" is also used to describe this concept in some contexts. The term
"COUNTERMEASURE" has been chosen for this document to avoid confusion with the term "control" in the context of
"PROCESS control" and "control system".

[SOURCE: IEC 62443-4-2:2019, 3.1.15]


https://eur02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.iso.org%2Fobp%2Fui%2F%23%3Aterm%3A3.1.1.15&data=02%7C01%7Cgerd.matzke%40draeger.com%7Cf164ca10258c46a05f9008d76dab24b9%7Ce8d897a8f4004625858a6f3ae627542b%7C1%7C0%7C637098454602927368&sdata=TBvJFrzQc9USg0wt0Im9Kos1Jc%2F2EbvNzl5iACfFHJc%3D&reserved=0
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3.10

* ESSENTIAL FUNCTION

CORE FUNCTION

function or capability that is required to maintain BASIC SAFETY, ESSENTIAL PERFORMANCE, a
minimum of clinical functionality as specified by the manufacturer, and operational AVAILABILITY
for the MEDICAL DEVICE

Note 1 to entry: ESSENTIAL FUNCTIONS include, but are not limited to, the SAFETY instrumented function (BASIC
SAFETY and ESSENTIAL PERFORMANCE), the control function and the AVAILABILITY of urgently needed functions and
such allowing the OPERATOR to view and manipulate the MEDICAL DEVICE safely with the most urgently needed
performance (operational AVAILABILITY). The loss of ESSENTIAL FUNCTION is commonly termed loss of protection, loss
of control and loss of view respectively.

Note P to entry: The term is derived from IEC 62443-4-2:2019, 3.1.20, and has been refined for the purposL and
scopq of this document.

3.11
FIRECALL
method established to provide emergency access to a secure MEDICAL DEV)CE

Note || to entry: In an emergency situation, unprivileged users can gain access to-key systems to correft the
problgm. When a FIRECALL is used, there is usually a review PROCESS to ensure that the access was used properly
to corfect a problem. These methods generally either provide a one-time use userjidéntifier (ID) or one-time pasgword
or other suitable measures.

Note P to entry: Also referred to as "break glass" feature.

[SOYRCE: IEC 62443-4-2:2019, 3.1.22, modified — Replacement of "control system"|with
"MEDICAL DEVICE"; addition of the words "or other suitablesmeasures" in Note 1 to entry; addition
of Note 2 to entry.]

3.12
INCIOQENT
single or a series of unwanted or unexpected information SECURITY events that have a signif|jcant
probpbility of compromising business operations and threatening information SECURITY

Note [l to entry: This definition is based 6n-the term: information SECURITY INCIDENT

[SOUYRCE: ISO/IEC 27000:2048; 3.31, modified — Deletion of "information security" in the term.]

3.13
INTEGRITY
property of protecting/ the accuracy and completeness of ASSETS

[SOURCE: IE€62443-4-2:2019, 3.1.27]

3.14
IT-NgTWORK

INFORMATION TECHNOLOGY NETWORK
system or systems composed of communicating nodes and transmission links to provide
physically linked or wireless transmission between two or more specified communication nodes

Note 1 to entry: Adapted from IEC 61907:2009, 3.1.1.

Note 2 to entry: The scope of the MEDICAL IT-NETWORK in this document is defined by the RESPONSIBLE ORGANIZATION
based on where the MEDICAL DEVICES in the MEDICAL IT-NETWORK are located and the defined use of the network. It
can contain IT infrastructure, home health and non-clinical contexts.

[SOURCE: IEC 80001-1:2010, 2.12, modified — Deletion of the reference to 4.3.3 in Note 2 to
entry.]
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3.15

LEAST PRIVILEGE
basic principle that holds that users (humans, software PROCESSES or devices) should be
assigned the fewest privileges consistent with their assigned duties and functions

Note 1 to entry: LEAST PRIVILEGE is commonly implemented as a set of roles in a MEDICAL DEVICE.

[SOURCE: IEC 62443-4-2:2019, 3.1.28, modified — Replacement of "an IACS" with "a MEDICAL
DEVICE" in Note 1 to entry.]

3.16

MEDICAL DEVICE
instrument, apparatus, implement, machine, appliance, implant, reagent for in vitro

use,

software, material or other similar or related article, intended by the MANUFACTURER/t0.be {sed,
along or in combination, for human beings, for one of more of the specific medical purpoge(s)
of
— diagnosis, prevention, monitoring, treatment or alleviation of disease,
— diagnosis, monitoring, treatment, alleviation of or compensation for-an injury,
— imvestigation, replacement, modification, or support of the anatomy or of a physiological
ROCESS,
— sjupporting or sustaining life,
— gontrol of conception,
— dleaning, disinfection or sterilization of MEDICAL DEMICES,
— providing information by means of in vitro examination of specimens derived from the hyman
body,

and |does not achieve its primary intended>action by pharmacological, immunological or
metgbolic means, in or on the human body;‘but which may be assisted in its function by puch
means

thers

Note [l to entry: Products which may be considered to be MEDICAL DEVICES in some jurisdictions but not in
include:

Note P to entry: For _clarification purposes, in certain regulatory jurisdictions, devices for cosmetic/aeg
purposes are also,considered MEDICAL DEVICES.

Note B to entry.\_For clarification purposes, in certain regulatory jurisdictions, the commerce of devices incorpo
humah tissuesis not allowed.

[SOURCE: IMDRF/GRRP WG/N47:2018, 3.26]

dipinfection substances,
aifls for persons with disabilities,
dgvices incorporating animal and/or human tissues, and

dqvices for in-vitro fertilization or assisted reproductive technologies.

thetic

rating

3.17

MEDICAL DEVICE SOFTWARE
software system that has been developed for the purpose of being incorporated into the MEDICAL
DEVICE being developed or that is intended for use as a MEDICAL DEVICE

Note 1 to entry:

[SOURCE: IEC 62304:2006 and IEC 62304:2006/AMD1:2015, 3.12]

This includes a MEDICAL DEVICE software product, which then is a MEDICAL DEVICE in its own right.
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CAL IT-NETWORK

IT-NETWORK that incorporates at least one MEDICAL DEVICE

Note 1 to entry: The MEDICAL IT-NETWORK in its INTENDED USE mainly provides connectivity for MEDICAL DEVICES that
are intended to be connected to such an IT-NETWORK. Also non-medical equipment may be connected to the MEDICAL
IT-NETWORK, mostly intended to support the MEDICAL DEVICES.

[SOURCE: IEC 80001-1:2010, 2.16, modified — Addition of Note 1 to entry.]

3.19
NON-
abilit

Note
the e

[SOL

3.20
RISK
com

Note
to avq

[SOL

3.21
SAFE
freeq

[SOL

3.22
SECU
CYBE
statg
acce
risks
resp

Note
docur

3.23

EDRDLDLATION

CTr ODTRTTOIN

y to prove the occurrence of a claimed event or action and its originating entities

to entry: The purpose of NON-REPUDIATION is to resolve disputes about the occurrence or nen-occurre
ent or action and involvement of entities in the event.

IRCE: IEC 62443-4-2:2019, 3.1.32]

bination of the probability of occurrence of HARM and the seveérity of that HARM

to entry: The probability of occurrence includes the exposure to a"\dAZARDOUS SITUATION and the pos{
id or limit the HARM.

JRCE: ISO/IEC Guide 63:2019, 3.10]

TY
om from unacceptable RISK

IRCE: ISO/IEC Guide 63:2019, 3:16]

RITY

RSECURITY

where information,_and systems are protected from unauthorized activities, suc
ss, use, disclosurg; disruption, modification, or destruction, to a degree that the re
to AUTHENTICATION, use control, INTEGRITY, data CONFIDENTIALITY, data flow, ti
bnse and AVAILABILITY are maintained at an acceptable level throughout the life cycle

to entry{ “A similar definition of the term is in preparation for ISO 81001-1:— and IEC 81001-5-1:—. |
hent, all.seven foundational requirements are included (not only three of them).

ce of

ibility

h as
ated
mely

n this

SECU

level corresponding to the required set of COUNTERMEASURES and inherent SECURITY properties
of devices and systems for a ZONE or CONDUIT based on assessment of RISK for the ZONE or
CONDUIT

[SOURCE: IEC 62443-4-2:2019, 3.1.37]
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3.24

THREAT

set of circumstances and associated sequence of events with the potential to adversely affect
operations (including mission, functions, image or reputation), ASSETS, MEDICAL DEVICES or
individuals via unauthorized access, destruction, disclosure, modification of data and/or denial
of service

[SOURCE: IEC 62443-4-2:2019, 3.1.43, modified — Replacement of "control systems" with
"MEDICAL DEVICES".]

3.25
ZONE
collection of entities that represents partitioning of a system under consideration on-the hasis
of their functional, logical and physical (including location) relationship

Note [l to entry: A zZONE has a clear border. The SECURITY policy of a ZONE is typically enforced by a combinafjon of
mechpnisms both at the ZONE edge and within the ZONE.

[SOYURCE: IEC 62443-4-2:2019, 3.1.49]

4 Common SECURITY constraints

4.1 Overview
The BECURITY related RISKS addressed in this documenishould be controlled by:

— MEDICAL DEVICE SECURITY measures, and/or
— MEDICAL IT-NETWORK SECURITY measures.

Withjn the scope of this document, only those COUNTERMEASURES are addressed which refer to
a MHEDICAL DEVICE (i.e. ME EQUIPMENT, MANUFACTURER provided ME SYSTEM, MEDICAL DBVICE
SOFTWARE). COUNTERMEASURES which(a“RESPONSIBLE ORGANIZATION might apply to a MEDICAL
IT-NHTWORK (including ME SYSTEMS specifically combined by the RESPONSIBLE ORGANISATION|) are
not within the scope of this document. However, if a MEDICAL DEVICE with external data interfpces
requjres additional (external): COMPENSATING COUNTERMEASURES, those measures should be
addressed in the ACCOMPANYING DOCUMENTS of the MEDICAL DEVICE. Risk assessnjents
according to ISO 14971:2019 [13] are not part of this document; however, they should takg into
account the technical sejutions offered in this document when assessing SECURITY related rjisks.

Comppliance with the specification should be checked by tests and inspections as specifigd in
4.2 tp 4.6, andClause 5 to Clause 7.

4.2 | * Support of ESSENTIAL FUNCTION

BASIC SAFETY and especially ESSENTIAL PERFORMANCE can be affected by THREATS, resulting in
hazardous situations or lack of appropriate AVAILABILITY of the MEDICAL DEVICE. BASIC SAFETY,
ESSENTIAL PERFORMANCE, a minimum of clinical functionality and operational availability should
be maintained during and after an exploitation of a vulnerability (see Figure 1). In this context,
the word "maintained" means that the MEDICAL DEVICE goes over to a safe condition either
without operating any longer or, for particular MEDICAL DEVICES, operating safely with
appropriate, limited functionalities or without clinical function but providing an alarm, if the
MEDICAL DEVICE is used under medical supervision.

SECURITY COUNTERMEASURES should not adversely affect the ability to maintain the ESSENTIAL
FUNCTION of the MEDICAL DEVICE.
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In particular, the following should be applied.

— Access controls (i.e. foundational requirements 1 and 2) should not prevent the operation
of ESSENTIAL FUNCTION of MEDICAL DEVICES (see also 4.6.3).

— MEDICAL DEVICES with access controls should implement specific appropriate FIRECALL
functions for emergency access to relevant clinical functions or data. If a FIRECALL function
is used, this should be made traceable.

— SECURITY COUNTERMEASURES of MEDICAL DEVICES or the connected MEDICAL IT-NETWORK
infrastructure that provide boundary protection should not impact the ESSENTIAL FUNCTION of
the MEDICAL DEVICE.

- denial of service (DoS) attack on the MEDICAL DEVICE or on the connected MEDICAL
T-NETWORK should not prevent the MEDICAL DEVICE that implements the SAFETy:related
inction from performing as indicated in Figure 1.

—_ —

MEDICAL DEVICE

ESSENTIAL
PERFORMANCE

/

BAsIC SAFETY

ESSENTIAL
FUNCTION

S

Minimum of clinical Operational
functionality AVAILABILITY

IEC

Figure 1 — ESSENTIAL FUNCTION

To determine the required (ESSENTIAL FUNCTION, a benefit-risk analysis (between safety| and
secufrity) should be conductéd to determine which functionality can be sacrificed, and which
cannot.

NOTH For examples,and’more guidance, see Annex A.

Comppliance with-the specification should be checked by inspection of the ESSENTIAL FUNGTION
condept in the/SECURITY design documents and the correlated test documentation.

4.3 COMPENSATING COUNTERMEASURES

If the target SECURITY LEVEL SL-T for a specific IT-NETWORK or a part of it (e.g. zone) exceeds
the capability SECURITY LEVEL SL-C of a MEDICAL DEVICE, COMPENSATING COUNTERMEASURES
external to the MEDICAL DEVICE are required unless the responsible organization adjusts their
SL-T. In some cases, COMPENSATING COUNTERMEASURES external to the MEDICAL DEVICE are also
required as last option to fulfil the intended capability SECURITY LEVEL SL-C. When this is the
case, the ACCOMPANYING DOCUMENTS for that MEDICAL DEVICE should describe the appropriate
COMPENSATING COUNTERMEASURES to be applied to the connected MEDICAL IT-NETWORK to allow
the specification to be met when the MEDICAL DEVICE is integrated into a MEDICAL IT-NETWORK.

Compliance with the specification should be checked by inspection of the ACCOMPANYING
DOCUMENTS, focused on the description of appropriate COMPENSATING COUNTERMEASURES, and
of the SECURITY design documents.
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4.4 LEAST PRIVILEGE

When required and appropriate, MEDICAL DEVICES should provide the capability for the
connected MEDICAL IT-NETWORK to enforce the concept of LEAST PRIVILEGE. Individual MEDICAL
DEVICES should provide the granularity of permissions and the flexibility of mapping those
permissions to roles sufficient to support this. Individual accountability should be available when
required.

NOTE The granularity of permissions and assignment is dependent on the type of the MEDICAL DEVICE and is defined
in its ACCOMPANYING DOCUMENTS.

Compliance with the specification should be checked hy inspection of the role concept and the
condept of LEAST PRIVILEGE in the SECURITY design documents and inspection_lef|l the
ACCQMPANYING DOCUMENTS, focused on the description of granular permissions;. an¢ by
inspgction of test results according to the corresponding parts of Table 1.

4.5 Data minimization

MED|CAL DEVICES should only store and transmit sensitive and person jdemntifiable information
(CONFIDENTIAL DATA) that are required, relevant and limited to what is necessary for the purppses
for which they are processed. Such data in the MEDICAL DEVICE cortext should not be he|d or
furthler used unless this is essential for reasons that are clearly stated by the MANUFACTURER in
the ACCOMPANYING DOCUMENTS (e.g. a "flight recorder" or logging function or data needef for
stanglards or regulatory requirements).

Compliance with the specification should be checked by inspection of the CONFIDENTIAL DATA
handling concept in the SECURITY design documents, inspection of the ACCOMPANYING
DOCWMENTS and by inspection of test results according to the corresponding parts of Tablg 1.

4.6 | * Overarching constraints
4.6.1 Constraints referenced by the MEDICAL DEVICE specifications

The pverarching constraints of 4.6.2 and 4.6.3 should be applied.

4.6.2 Hardware SECURITY

Basgd on a RISK and THREAT analysis, the MEDICAL DEVICE should provide the capability to
protect critical ASSETS viashardware mechanisms according to commonly accepted and prpven
SECURITY practices _dand  specifications (e.g. locks, tokens, SECURITY chips). This proteftion
involves one or more of the following SECURITY objectives: INTEGRITY, timely respgnse,
AUTHENTICITY, use\eontrol, AVAILABILITY, and restricted data flow.

NOTH 1 When“efyptographic capabilities are used for higher SECURITY LEVEL applications and the SECURITY design
and implementation of the MEDICAL DEVICE into a MEDICAL IT-NETWORK, a good reference for implementation pf the
capaljilities~is ISO/IEC 19790 [14] or FIPS 140-2 [22].

A RISK and THREAT analysis should be conducted to determine the level of hardware SECURITY
for the MEDICAL DEVICE, and a vulnerability analysis identifying the residual RISKS should be
conducted once the hardware SECURITY is selected.

NOTE 2 4.6.2 is not applicable for software which is itself a MEDICAL DEVICE (software as a MEDICAL DEVICE). The
ACCOMPANYING DOCUMENTS of such software, however, can define hardware requirements relevant to SECURITY.

Compliance with the specification should be checked by inspection of

— the hardware bill of materials, comparing it with commonly accepted and proven SECURITY
practices and specifications (e.g. locks, tokens, SECURITY chips) with focus on the ASSETS
secured by those hardware SECURITY measures,

— the corresponding concept in the SECURITY design documents, including residual RISK
assessments, and
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— test results according to the corresponding parts of Table 1.

4.6.3 * Specific SECURITY features for MEDICAL DEVICES

The MANUFACTURER of a MEDICAL DEVICE should determine, for the design and the ACCOMPANYING
DOCUMENTS, the following:

— beside BASIC SAFETY and ESSENTIAL PERFORMANCE, the required product group appropriate
ESSENTIAL FUNCTION (e.g. AVAILABILITY in case of ongoing SECURITY attacks on the MEDICAL
IT-NETWORK and the connected devices) even with temporarily reduced IT functionality of
the MEDICAL DEVICE;

— glpecific appropriate FIRECALL functions for emergency access to have the possibility to
verride SECURITY measures and how they are managed (e.g. by logging, information
ignalling, alarming) in cases of intentional overriding a SECURITY measure dug‘to higher
riority SAFETY needs;

— dppropriate minimum target SECURITY LEVEL SL-T for all INTENDED USE™environmnlents

imncluding the network integrations normally existing in these use environments in which the
MEDICAL DEVICE is typically used. If SECURITY LEVELS for the use enyirbnments are defined
by other documents, they should be taken into account and referenced.

NOTH 1 The capability SECURITY LEVEL SL-C of a MEDICAL DEVICE does not necessarily need to be as high as the
targef SECURITY LEVEL SL-T specified for a certain use environment/ZONE. Howeyver, the realized SL-C of a MEDICAL
DEVICE is documented in the ACCOMPANYING DOCUMENTS. If the SL-C is lower'than a specific SL-T, further sditable
COUNTERMEASURES outside of the MEDICAL DEVICE are applicable in the ‘specific use environment/ZONE ¢f the
RESPQNSIBLE ORGANIZATION so that the achieved SECURITY LEVEL SL-A forithe ZONE equals to the SL-T.

NOTH 2 It is expected that future editions of particular standards will specify the issues addressed in 4.6.3|more
specifically for their product groups.

Comppliance with the specifications should be checked by inspection of the ESSENTIAL FUNQTION
condept, of the FIRECALL concept, of the intended use environment concept in the SECYRITY
design documents, of corresponding test decumentation and of the ACCOMPANYING DOCUMHBNTS.

5 $ECURITY LEVELS for the different foundational requirements

5.1 * Application of SECURITY 'LEVELS

The ppecifications of this doedment for SECURITY LEVELS are given in Table 1.

The ppecifications are _based on existing documents for IT SECURITY, like IEC 62443-4-2:2019
and | IEC TR 80001-2-2:2012 [9]. They use the terms and wordings as given in
IEC p2443-4-2:2019, with some modifications for the purpose of MEDICAL DEVICES: SECURITY
LEVELS (SL),~foundational requirements (FR), component requirements (CR), softivare
application \requirements (SAR), embedded device requirements (EDR), host dgvice
requjrements (HDR), network device requirements (NDR) and requirement enhancements (RE).

Compliance with the specifications should be chiecked by Inspection of test results according to
Table 1, and by inspection of the ACCOMPANYING DOCUMENTS related to the stated capability
SECURITY LEVEL (SL-C).

5.2 Modified specifications for SECURITY LEVELS

In addition to the terminology differences explained in Clause 3, the following aspects of
Clause 5 to Clause 14 of IEC 62443-4-2:2019 have been modified by this document.

CR 1.2 (RE (1) Unique identification and AUTHENTICATION)

Add: Unique per individual device cryptographically secure communication keys should be used
to prevent leveraging the knowledge of one key to access a multitude of devices.
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CR 2.1 Authorization enforcement

Add: For applications or PROCESSES running with system privileges, an effective separation of
privileges should be in place.

NOTE 1 Further CR like CR 7.7 (least functionality) also contribute to the SECURITY concept.

CR 4.1 (new RE (1) health data de-identification)

Add following RE (1), health data de-identification

The MEDICAL DEVICE should provide the capability (e.g. application software, additiona)-todling)
to difectly remove information that allows the identification of a PATIENT by unauthorized\péergons
via the PATIENT's stored health data. This capability, which is exercised before a MEDICAL DRVICE
is sHipped for repair or disposal, should include the scrubbing of such sensitive’health |data
with@ut the loss of quality and SECURITY forensics information required by the MANUFACTURER.

NOTH 2 Pseudonymisation and use of any manner of PATIENT-identifying keys that are~separately accessibl¢ only

to authorized users permit health data to be re-identified by authorized users only.

This|RE (1) should be applicable for capability SECURITY LEVELS St:-C 2, 3 and 4.

CR 5.1 Network segmentation

Addj] In cases where standard IT is being used foriconfiguration interfaces, it should be
sufficiently protected. The available specifications\/and technical guidelines should be
implgmented properly. If, for example, a web interface is being used, the connections should
be made available exclusively in encrypted form:  Compliance with state-of-the-art minimum
requjrements on the use of secure point-to-point protocols (e.g. transport layer security) should
be epsured, and web servers should operate\according to the CYBERSECURITY specifications for

secure web server operations.

Comppliance with the specifications should be checked by inspection of test results accordihg to
the qorresponding parts of Table (1,vand by inspection of the ACCOMPANYING DOCUMENTS related

to the stated capability SECURITY)LEVEL (SL-C).

Technical description

The following technical description should be supplied to the RESPONSIBLE ORGANIZATION ag part

of the ACCOMPANYING DOCUMENTS.

a)

b)

c)
d)

A specification of target groups which are to be informed about specific technical information
relatéd,to CYBERSECURITY, including their access privileges/permissions on the device.

A technical description for the affected target groups that clearly illustrates how to opgrate
the MEDICAL DEVICE in a technically secure manner. Clinicians/physicians should be provided
with the information they need to have meaningful discussion with their PATIENTS about
CYBERSECURITY RISKS.

Sufficiently detailed, SECURITY concept related, system diagrams for the target groups.

A SECURITY concept related CYBERSECURITY bill of material including, but not limited to, a list
of commercial, open source, and off-the-shelf software and hardware components. The list
should enable the target groups to effectively manage their ASSETS, to understand the
potential impact of identified vulnerabilities to the MEDICAL DEVICE (and the connected
IT-NETWORK), and to deploy COUNTERMEASURES to maintain the ESSENTIAL FUNCTION of the
MEDICAL DEVICE.
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A specification of the minimum platform requirements for connectable devices including
administration workstations, such as hardware properties, operating system versions,
middleware and drivers, peripheral devices; additionally for "software as a MEDICAL DEVICE",
the minimum platform requirements for installation including the operating system.

A description of SECURITY features and functions (including a description of capability
SECURITY LEVEL SL-C) that protect the ESSENTIAL FUNCTION, even when the CYBERSECURITY
of the MEDICAL DEVICE or the connected MEDICAL IT-NETWORK has been compromised.
Documentation of RISKS/THREATS which are covered by the SL-C concept of the MEDICAL
DEVICE itself.

Information on how hardening of the MEDICAL DEVICE to the greatest possible extent can be
i i i 6 teve—h R S EBHEA if the

A documentation of THREATS that should be considered for the INTENDED USE envirenmgnt in
the context of a CYBERSECURITY assessment or CYBERSECURITY management-and a list of
ervices that cannot be secured alone with the mechanisms integrated in the:MEDICAL DEVICE
(papability SECURITY LEVEL SL-C) in the INTENDED USE environment rand thus require
ddditional technical or organisational COMPENSATING COUNTERMEASURES.

A documentation of SECURITY related RISKS of using the MEDICAL DEVICE outside the INTEINDED
SE environment.

u

A list of appropriate, recommended COUNTERMEASURES for the listed THREATS in the
INTENDED USE environment to permit secure network conpeeted deployment and servjcing
(g.g., supporting infrastructure requirements, end point protections such as anti-malware,
firewall/firewall rules, application whitelisting, SECURITY event parameters, lodging
parameters, physical SECURITY detection).

F

h

ecommendations regarding configurations thatiensure secure operations (e.g. a guide for
ardening the system). For example:

- information on changing default passwords and deactivating unnecessary accountg;

- achecklist to help maintain an overview about the configuration and its SECURITY spgcific
implications;

- a documentation of the SECURITY specific consequences of possible configuration
options/alternatives;

- an indication of settings-Which are to be considered critical and whose changes|may
lead to increased SECURITY RISK;

- references to further.information on SECURITY measures or for secure operations.

Advice to target groups to deactivate the applications and unused data ports, espe¢ially
mcoming ports that are not required in their particular scenarios.

 case stanpdard IT mechanisms are used in a SECURITY related context, information on|how

tp use these mechanisms in a secure manner and how to protect these mechanfisms

3:fficiently. For example, use of web interfaces exclusively in encrypted form and seleftion
f

web servers operating according to the CYBERSECURITY recommendations for securelweb
rver operations.

A documentation of all interfaces, access points, network ports and their functions, including
a description of the port functionality, the kind of other network components that can be
connected, the kind of data/signals that are being transmitted, their protocol types,
addressing schemes and the directions including the origin and destinations in which the
data/signals flow.

A description of how the design enables the device to announce when anomalous conditions
(i.e. SECURITY events) are detected. SECURITY event types could be configuration changes,
network anomalies, login attempts, or anomalous traffic (e.g. send requests to unknown
entities).

Where appropriate, instructions for target groups on how to respond upon detection of a
CYBERSECURITY vulnerability or an INCIDENT.
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q) A description of the operation in an ESSENTIAL FUNCTION mode in case of a presumed or

r)

detected attack on the MEDICAL DEVICE or the connected IT-SYSTEM, if such mode requires
activities by the OPERATOR or by SERVICE PERSONNEL.

A description of how forensic evidence is captured, including but not limited to, any log files
kept for a SECURITY event. Log file descriptions should include how and where the log file is
located, stored (including storage capacity), recycled, archived, used, and how it could be
consumed by automated analysis software (e.g. intrusion detection system).

s) A description of how to backup and restore features and a description of methods for

t)

retention and recovery of MEDICAL DEVICE log files and configurations (at least those
configurations required for ESSENTIAL FUNCTION) by an authenticated privileged user.

description of the systematic procedures for authorized users to download and, install
rsion-identifiable software and firmware from the MANUFACTURER.

u) Information on how to ensure that remote maintenance does not affect the operation gf the

EDICAL DEVICE in any way if the remote maintenance during the operation of the MEDICAL
EVICE is allowed/necessary.

v) Information, if known, concerning MEDICAL DEVICE CYBERSECURITY end of support. At thg end

Co
DOCWMENTS are complete and in agreement with the SECURITY. design documents.

7

f support, a MANUFACTURER may no longer be able to reasonably provide SECURITY patches
r software updates. If the MEDICAL DEVICE remains in service following the end of supjport,
the CYBERSECURITY RISKS for users can be expected to increasg‘over time.

liance with the specifications should be checked by Jnspecting if the ACCOMPANYING

apping of requirements to capability securnity levels (SL-C)

Tablg 1 indicates which MEDICAL DEVICE SECURITY' requirements apply to which foundatjonal
requjrements (FR) for a given MEDICAL DEVICE, Capability SECURITY LEVEL SL-C. The MEDICAL
DEVICE SECURITY requirements to be met fer.a given SL-C are denoted by a check mark.| The

FR,
IEC

CR, SAR, EDR, HDR, NDR, including RE, used in Table 1 shall be read as specifi¢d in
52443-4-2:2019.

NOTH 1 Table 1 has been transferred from1EC 62443-4-2:2019, with modifications applicable for this document as

listed|in footnotes to table a) b) and c)-and specified in 5.2.

NOTH 2 The exemplary vector oficapability SECURITY LEVEL SL-C is contained in Annex A.6, Table A.2.
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Table 1 — Mapping of single requirements to capability security levels (SL-C)

Component requirements (CR) and requirement enhancements (RE) |SL-C 1 |SL-C 2 | SL-C 3 | SL-C 4

FR 1 - Identification and AUTHENTICATION control (IAC)

CR 1.1 — Human user identification and AUTHENTICATION v v v
RE (1) Unique identification and AUTHENTICATION v v
RE (2) Multifactor AUTHENTICATION for all interfaces v v
CR 1.2 — Software PROCESS and device identification and AUTHENTICATION v v v
RE (1) Unique identification and AUTHENTICATION 2 v v
CR 1].3 — Account management v v
CR 1|.4 — Identifier management Y v
CR 1.5 — Authenticator management v v
RE (1) Hardware SeECURITY for authenticators v v
NDR|1.6 — Wireless access management v v v
RE (1) Unique identification and AUTHENTICATION v v
CR 1.7 — Strength of password-based AUTHENTICATION 4 v v
RE (1) Password generation and lifetime restrictions for human users v v
RE (2) Password lifetime restrictions for all users (human, software v
PRO(JESS, or device)
CR 1|.8 — Public key infrastructure certificates v v
CR 1.9 — Strength of public key-based AUTHENTICATION v v
RE (1) Hardware SECURITY for public key-based AUTHENTICATION v v
CR 1].10 — Authenticator feedback v v v v
CR 111 — Unsuccessful login attempts v v v v
CR 1|12 — System use notification v v v v
NDR|1.13 — Access via untrusted networks v v v v
RE (1) Explicit access request approval v v
CR 114 — Strength of symmetric key-based AUTHENTICATION v v v
RE (1) Hardware SECURITY forsymmetric key-based AUTHENTICATION v v
FR 2|- Use control (UC)
CR 21 — Authorization(€@nforcement 2 4 v v v
RE (1) Authorization enforcement for all users (humans, software v v v
PROJESSES and devices)
RE (2) Pérmission mapping to roles v v
RE (3).Supervisor override v
REX4) Dual approval v
CR 2.2 — Wireless use control v v v v
CR 2.3 — Use control for portable and mobile devices P
SAR 2.4 — Mobile code v v v v
RE (1) Mobile code AUTHENTICITY check v v v
EDR 2.4 — Mobile code v v v v
RE (1) Mobile code AUTHENTICITY check v v v
HDR 2.4 — Mobile code v v v v
RE (1) Mobile code AUTHENTICITY check v v v
NDR 2.4 — Mobile code v v v v
RE (1) Mobile code AUTHENTICITY check v v v
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Component requirements (CR) and requirement enhancements (RE)

SL-C1

SL-C 2

SL-C3

SL-C 4

CR 2.5 — Session lock

CR 2.6 — Remote session termination

CR 2.7 — Concurrent session control

CR 2.8 — Auditable events

CR 2.9 — Audit storage capacity

RE (1) Warn when audit record storage capacity threshold reached

CR 2.10 — Response to audit processing failures

AN AN AN

CR

.11 — Timestamps

R

RE (1) Time synchronization

RE (2) Protection of time source INTEGRITY

CR 2.12 — NON-REPUDIATION

RE (1) NON-REPUDIATION for all users

EDR|2.13 — Use of physical diagnostic and test interfaces

RE (1) Active monitoring

HDR|2.13 — Use of physical diagnostic and test interfaces

RE (1) Active monitoring

NDR|2.13 — Use of physical diagnostic and test interfaces

RE (1) Active monitoring

AN NE N NS EANE R

AN N N N O N N N N B N N I N N N N R N AR

FR 3| System INTEGRITY (SI)

CR 3.1 — Communication INTEGRITY

RE (1) Communication AUTHENTICATION

SAR|3.2 — Protection from malicious code

EDR]3.2 — Protection from malicious code

HDR|3.2 — Protection from malicious code

RE (1) Report version of code protection

NDR|3.2 — Protection from malicious.code

CR 3.3 — SECURITY functionality, verification

AN R N N N N NI R N RN

AN R N N N N N I N RN

RE (1) SECURITY functienality verification during normal operation

CR 3.4 — Software and/infermation INTEGRITY

RE (1) AUTHENTICITY of software and information

RE (2) Autemiated notification of INTEGRITY violations

CR 3.5 — Inputwalidation

CR 3.6&/Deterministic output

AN BN AN

CR

.= EITor nandling

CR 3.8 — Session INTEGRITY

CR 3.9 — Protection of audit information

AN

RE (1) Audit records on write-once media

EDR 3.10 — Support for updates

RE (1) Update AUTHENTICITY and INTEGRITY

HDR 3.10 — Support for updates

RE (1) Update AUTHENTICITY and INTEGRITY

NDR 3.10 — Support for updates

RE (1) Update AUTHENTICITY and INTEGRITY

DN I N N R N N N

DN I N N B N N N

N I N N I N N IO N N N N N O N N (N N I N N O N N N N N N
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Component requirements (CR) and requirement enhancements (RE) SL-C1|SL-C2|SL-C3|SL-C4

EDR 3.11 — Physical tamper resistance and detection v v v

RE (1) Notification of a tampering attempt

HDR 3.11 — Physical tamper resistance and detection v

RE (1) Notification of a tampering attempt

NDR 3.11 — Physical tamper resistance and detection v

RE (1) Notification of a tampering attempt

AN AN AL

AN

EDR 3.12 — Provisioning product supplier roots of trust

<]
<]

HDR[3-TZ = Provisioning product supplier roots of trust

NDR|3.12 — Provisioning product supplier roots of trust

EDR|3.13 — Provisioning ASSET owner roots of trust

HDR]|3.13 — Provisioning ASSET owner roots of trust

NDR|3.13 — Provisioning ASSET owner roots of trust

EDR|3.14 — INTEGRITY of the boot PROCESS v

RE (1) AUTHENTICITY of the boot PROCESS

HDR|3.14 — INTEGRITY of the boot PROCESS v

RE (1) AUTHENTICITY of the boot PROCESS

NDR|3.14 — INTEGRITY of the boot PROCESS v

AN I N N N IO N T N N N N N I N O N B NE AN N AR

AN N N N Y Y . N B N BN
AN N N R NT D N N B N O BN

RE (1) AUTHENTICITY of the boot PROCESS

FR 4| Data CONFIDENTIALITY (DC)

CR 4.1 — Information CONFIDENTIALITY v

RE (1) Health data de-identification 2

CR 4.2 - Information persistence

RE (1) Erase of shared memory resources

RE (2) Erase verification

AN I N N I NS N AN
AN I N N I NS N AN

CR 43 — Use of cryptography v v

FR 5}- Restricted data flow (RDF)

CR 9.1 — Network segmentation @

NDR]5.2 — ZONE boundary_pretection

RE (1) Deny all, permit’by exception

RE (2) Island mode

RE (3) Failcldse

AN N N N N RN
AN N N N N AN

NDR]|5.3 —-General purpose, person-to-person communication restrictions v v

CR 5.4%“Application partitioning ?

FR 6 — Timely response to events (TRE)

CR 6.1 — Audit log accessibility v v

RE (1) Programmatic access to audit logs

CR 6.2 — Continuous monitoring v
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Component requirements (CR) and requirement enhancements (RE) |SL-C 1 |SL-C 2 |SL-C 3 | SL-C 4

FR 7 — Resource AVAILABILITY (RA)

CR 7.1 — Denial of service protection v v v v
RE (1) Manage communication load from component v v v
CR 7.2 — Resource management v v v
CR 7.3 — MEDICAL DEVICE backup © v v v
RE (1) Backup INTEGRITY verification v v v
CR 7.4 — MEDICAL DEVICE recovery and reconstitution © v v v v
CR 7.5 — Emergency power
CR 7.6 — Network and SECURITY configuration settings v v v v
RE (1) Machine-readable reporting of current SECURITY settings v v
CR 7.7 — Least functionality v v v
CR 7.8 — MEDICAL DEVICE component inventory © v v

Key
CR: | component requirement which is common to all types of MEDICAL DEVICES
EDR| embedded device requirement

HDR| host device requirement

NDR| network device requirement

SAR] software application requirement

a or that row, this document includes modified or added fequirements, compared to those in IEC 62443-4-

F
2;2019.
T
al

hat row does not require SECURITY measures for a'MEDICAL DEVICE, only IT-NETWORK requirements |exist
ccording to IEC 62443-3-3:2013 [5]. The row is included for information only in this document.

¢ The term "control system", related to the "component" in IEC 62443-4-2:2019, has been replaced with "MEDICAL
DEVICE" in this document.
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Annex A
(informative)

General guidance and rationale

The approach of this document: Type testable MEDICAL DEVICE IT SECURI
properties

.

RSECURITY attacks. This document does not define a specific SECURITY LEVEL for a-sp
te, which is the task of a SECURITY RISK MANAGEMENT PROCESS. By defining alSECY
| according to this document, the MANUFACTURER of a MEDICAL DEVICE can describg
of SECURITY in a standardized way.

h this document is used for type testing, the tester simply verifies thé MANUFACTUHR
s for a certain SECURITY LEVEL as illustrated in Figure A.1. It is up t6'the MANUFACTUR
re the SECURITY LEVEL implemented in the MEDICAL DEVICE, with any limitations
nsions. The type test does not evaluate if the declared capability SECURITY LEVEL
s the device fit for purpose in a given INTENDED USE environment. That is up to the SeCy
MANAGEMENT PROCESS to evaluate.

CURITY RISK MANAGEMENT PROCESS would typically evaluate the impact on SAFETY, expd
REATS, significance of vulnerabilities and value ©f 'the ASSETS of a MEDICAL DEVICE.
sis would then result in the requirement for a certain SECURITY LEVEL.

TERMEASURES defined by a certain SECURITY LEVEL are then evaluated in the SECURITY
GEMENT PROCESS, and the residual RISK is then evaluated. This document is a tool to d

CAL DEVICE MANUFACTURERS and.network operators (RESPONSIBLE ORGANIZATIONS)
bd responsibility for RISK MANAGEMENT but different and complementary roles to playj
rent processes to apply (for furtber information, see IEC 80001-1:2010 and ISO 81001
50601 (all parts) focus on the-role of the MANUFACTURER.

TY

ER'S
ER to
and
5-C
RITY

sure
This
The
RISK
fine

have
and
-12).

2 Under preparation. Stage at the time of publication: ISO/FDIS 81001-1:2020.
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—
Security level

Higher

Strength L4
of counter-
measures

oL o
SL 2
Lower
SL 1
1 SLO ‘
= Lower Impact on safety Higher
inf;gn;e’,\:f;d — exposure to threats —

significance of vulnerabilities
value of assets to protect

Figure A.1 — lllustration with-SECURITY LEVELS

SECUYRITY LEVELS (SL) have to do with different aspects of the SECURITY life cycle as illustjated
in Figure A.2.

he target SECURITY LEVEL (SL-T) is the\desired level of SECURITY for a particular MEDICAL
-NETWORK or a specified zZONE of\it. It is usually determined by performing a |RISK
ssessment on a MEDICAL IT-NETWORK and determining that it shall have a particular leyel of
ECURITY to ensure its correct operation. A system integrator specifies the SL-T for pach
ONE of the MEDICAL IT-NETWORK: "Requirements specification" is a metaphor for this.

he capability SECURITY LEVEL (SL-C) is the SECURITY LEVEL that a MEDICAL DEVICE or ¢ther
omponents of a MEDICAK IT-NETWORK can provide when properly configured. This Jevel
ates that a particular MEDICAL DEVICE or other component of the MEDICAL IT-NETWORK is
dapable (or not) cof-meeting the required target SECURITY LEVEL SL-T natively wifhout
gdditional COMRENSATING COUNTERMEASURES when properly configured and integratdd. A
ANUFACTURER\declares and verifies the MEDICAL DEVICE's SL-C. "Datasheet and test report”
i$ a metaphor for this.

O - N 0O Q —

An achieved SECURITY LEVEL (SL-A) is the actual level of SECURITY for a particular MEDICAL
IT-NETWORK or a specified ZONE of it. It is measured after a MEDICAL IT-NETWORK's design is
guailable or when a MEDICAL IT-NETWORK is in place. It is used to establish that a SECYRITY
Systetri—o ;‘i“‘i ON is ““‘i Te—COarTS e vv“ii‘; V—S€ Ot T 1€ drget
SECURITY LEVEL SL-T. A system integrator (or someone else) evaluates the SL-A after
integration of MEDICAL DEVICES or other components into a MEDICAL IT-NETWORK. "Integration
test result" is a metaphor for this.

For more information on the use of SECURITY LEVELS, see |IEC 62443-3-3:2013 [5], Clause A.2.
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Figure A.2 — Capability — Target — Achieved

environments (ZONES) in which the MEDICAL DEVICE is typically operated. This is used
5 to specify an appropriate capability SECURITY LEVEL SL-C{for the MEDICAL DEVICE. How
is no need to mandatorily achieve an SL-C being identical or higher than the SL-T.

MENTS. The RESPONSIBLE ORGANIZATION (e.g. hospital IT manager or clinical engineer

manage that the achieved SECURITY LEVEL SL<A for the complete zONE, including fu
PENSATING COUNTERMEASURES external to the\MEDICAL DEVICE, complies with the req

| SL-C complying with the target SECURITY LEVEL SL-T is typically appropriate.

An eixplanation of security levels and their use is given in A.2.1 of IEC 62443-3-3:2013 [5]

"The
expl

S

q
th
m
c

($

following is an excerpt from 5.11.1 of IEC TS 62443-1-1:2009 [4] that provides a
bnation of what SECURITY LEVELS are and how they can be used.

ECURITY LEVELS pgrovide a qualitative approach to addressing SECURITY for a ZONE.

athematical representations of RISK, THREATS, and SECURITY INCIDENTS are developed

S

ECURITY products. It will be used to select IACS devices and COUNTERMEASURES to be

manufacturer should specify target SECURITY LEVEL SL-T for the use environment (ZONE) or

as a
Bver,
Also,

ver SL-C for a MEDICAL DEVICE can be accepted provided it is listed in the ACCOMPANYING

can
rther
lired

EDICAL DEVICE is used outside professional healthcare environments, a capability SECYRITY

jood

As a

Lalitative method, SECURITY LEVEL definition has applicability for comparing and mangging
e SECURITY.of ZONES within an organization. As more data becomes available and the

this

bnceptwill move to a quantitative approach for selection and verification of SECURITY LEVELS
bL). MY will have applicability to both end user companies, and vendors of IACS q and

ised

within a ZONE and to identify and compare SECURITY of ZONES in different organizations
across industry segments.

3 In this document, industrial automation and control system (IACS) is replaced in accordance with Clause 3. See
also last paragraph at the end of A.1.
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In the first phase of development, the IEC 62443 series [3] of standards tends to use qualitative
SECURITY LEVELS, using terms such as "low", "medium", and "high". The ASSET owner will be
required to come up with their own definition of what those classifications mean for their
particular application. The long-term goal for the IEC 62443 series [3] is to move as many of
the SECURITY LEVELS and requirements to quantitative descriptions, requirements and metrics
as possible to establish repeatable applications of the standard across multiple companies and
industries. Achieving this goal will take time, since more experience in applying the standards
and data on industrial SECURITY systems will need to be acquired to justify the quantitative
approach.

When mapping requirements to the different SECURITY LEVELS, standard developers need some
frame of reference describing what the different SECURITY LEVELS mean and how they differ|from
eacH other. The goal of this annex is to propose such a frame of reference."

The following are rationales for specific clauses and subclauses in this particular Standard,|with
clauge and subclause numbers parallel to those in the body of the document.Fhe numbegring
is, therefore, not consecutive.

Defihition 3.10 — ESSENTIAL FUNCTION

Thoygh BASIC SAFETY and ESSENTIAL PERFORMANCE are the core concept for the design|of a
secure MEDICAL DEVICE, it is recognized that only meeting“BASIC SAFETY and ESSENTIAL
PERAORMANCE requirements is sometimes not sufficient for, such a design. Under the ar¢a of
AVAILABILITY, special considerations shall be applied by a MEDICAL DEVICE MANUFACTURER.

For ¢xample, if an INTENDED USE environment/zONE i)which a MEDICAL DEVICE typically opefates
is atfacked, resulting in the introduction of malicieus code, or if the MEDICAL DEVICE itsglf is
affeqted by a cyber-attack, suitable COUNTERMEASURES should be in place to allow the affgcted
RESHONSIBLE ORGANIZATION to continue to provide some level of medical care for acute injpries
or diseases. If one only considered BASIC*SAFETY and ESSENTIAL PERFORMANCE, these qould
ofter be met by terminating clinical functionality in a safe manner (e.g. providing alarm,
implémenting safe shutdown method).

The fefinition of ESSENTIAL FUNCTION has been modified to clearly state that for MEDICAL DEVICES
additional capability may be-neéded in such cases. This, minimum clinical functionality| and
operptional AVAILABILITY, is required to ensure the RESPONSIBLE ORGANIZATION can continr\lE:e to

provlde a level of medical .care even in cases of successful attacks. An example of such a
minimum clinical functiohality is, for a MEDICAL DEVICE, to fall back to a mode isolated from the
compromised IT-NETWORK with some minimum performance required for the ongoing provjsion
of hgalthcare.

As a| SECURITY)related update of hardware or software may require weeks or even months to
validate SECURITY, safety and clinical performance, the RESPONSIBLE ORGANISATION in rany
cases needs such an ongoing ESSENTIAL FUNCTION of MEDICAL DEVICES in that interim perigd.

Subclause 4.2 — Support of ESSENTIAL FUNCTION

For the benefit-risk analysis (between safety and security), this subclause explains the risk of
losing confidentiality in parts or totally when supporting an important clinical function after a
successful attack on the IT-NETWORK or the MEDICAL DEVICE. As an example, when a ransomware
attack infects the MEDICAL IT-NETWORK, the IT department might mitigate the fast spreading of
malware by terminating all MEDICAL IT-NETWORK connections. If the MEDICAL DEVICE is configured
to use network-based authentication services, then the MEDICAL DEVICE is not accessible
anymore. Depending on the INTENDED USE, BASIC SAFETY, ESSENTIAL PERFORMANCE and
additional considerations, a benefit-risk analysis could determine to disable access controls
and grant access without login credentials in such cases, either by OPERATOR intervention or
even automatically.
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Such an analysis should consider whether it is normal operation to store and maintain PATIENT
data on the MEDICAL DEVICE; then, disabling of access controls might be inappropriate and a
fallback scenario, like cached credentials or a FIRECALL functionality, could be more appropriate
for implementation. This could be for the purpose of being able to use the MEDICAL DEVICE,
especially, for example, for life sustaining purposes or for the purpose of accessing PATIENT
information stored on the MEDICAL DEVICE, whatever is more important for its use in the clinical
setting. Special care should be taken for resolution of situations in which safety aspects can

only

be ensured in taking into account an ongoing data privacy leak.

Traceability in case of making use of a FIRECALL function means that specific means are
available, for example event logging, notification, alarming, depending on the kind of medical

devi
Sub

All o
follo
[10]

Sub
Exar

dive

A
lo
A
g

Tabl
in ty

separated from the public network or anSE-T of 2 if the clinical network is separated

|
=20 > O > =

te, the use environment and the potential harm.

clause 4.6 — Overarching constraints

ving a secure software development PROCESS, for example as described\in IEC 81001
br in |[EC 62443-4-1 [6].

Clause 4.6.3 — Specific SECURITY features for MEDICAL DEVICES

nples (particular standards can come to different results and €an also differentiate bety
se INTENDED USE environments/ZONES).

n Internet-linked implantable cardioverter modem<{usable in home environments n
perate in a use environment/ZONE with a target('SECURITY LEVEL SL-T of 4.

diagnostic workstation used in a largexclinic network might operate in a
nvironment/ZONE with a target SECURITY_LEVEL SL-T of 3 if the clinical network is
ne public network.
dialysis machine used in an in:¢céntre dialysis clinic with its own clinic network n

perate in a use environment/zONE*'with a target SECURITY LEVEL SL-T of 2.

are network might operatein‘a use environment/zoONE with a target SECURITY LEVEL SL

e A.1 lists exemplary:criteria for the selection of an appropriate target SECURITY LEVEL
bical INTENDED USE\environments.

the MEDICAL DEVICES defined in this document are assumed to be developed“and supp¢rted

5-14

veen

night

use
not
from

hight

n anaesthesia workstation.usdable in operating rooms with a separated clinical intefsive

LT of

SL-T

4 Under preparation. Stage at the time of publication: IEC/CCDV 81001-5-1:2020.
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Table A.1 — Exemplary criteria for the selection of appropriate target
SECURITY LEVEL SL-T in typical INTENDED USE environments

Aspects of vulnerability

Exemplary factors to consider

Comment/Examples

ASSETS regarding safety

Consequence of loss of BASIC
SAFETY and ESSENTIAL PERFOR-
MANCE

The level of HARM, as light injury,
serious injury or death to the PATIENT,
OPERATOR or bystanders

Range: From simple diagnostic

measurement that can easily b
peated (low SL-T) up to life-

ere-

supporting functions (high SL-T)

SECURITY (foundational

Assqts regarding information
requjrements 1 to 7)

PATIENT data

Is there any PATIENT data stored?
Single PATIENT or many PATIENTS?

From no PATIENT data)stored (I
SL-T) up to criticajkmultiple PAT
data stored (high SL-T)

IENT

Indirgct access to other ASSETS

Value of ASSETS, where access is
controlled by the device

From no(aceess to other ASSET|S in

A MEDIGAL"IT-NETWORK (low SL
up f0laccess to critical ASSETS
(High- SL-T)

T)

INTENDED USE environment

User|profile

Used by PATIENTS or used by
SECURITY-instructed healthcare
professionals only?

From use by trained and SECUH
instructed professionals only (I
SL-T) up to use by lay OPERAT
(high SL-T)

ITY-
pw
DRS

Physfical environment

Is access controlledtin‘a professional
environment or only by PATIENTS in
their homes?

From professionally controlled

areas (low SL-T) up to public greas

(high SL-T)

Size|of attack surface

Numper of, and accessibility of

Are.there no external or accessible

From no external/accessible p

rts

placement widespread?

ASSETS (high SL-T)

portgd on the device internal ports? Or do several (low SL-T) up to many and pubjicly
accessible interfaces exist, including accessible ports (high SL-T)
wireless interfaces?

Imp4dct on public health

Numbper of impacted deviges Are very few devices placed in the From very small installed base|with
market and therefore not a preferred low value ASSETS (low SL-T) tq big
target of attackers or is their number of devices with valuable

Subg¢lause 5.1 — Application of SECURITY LEVELS

In principle, the terms and wordings of Clause 5 to Clause 14 of IEC 62443-4-2:2019 have been
used in this document, especially in Table 1, with the corresponding modification (see Clause 3).

Clause 12 of IEC 62443-4-2:2019 has been used for MEDICAL DEVICE SOFTWARE while Clause 13
of IEC 62443-4-2:2019 has been used for MEDICAL DEVICES with embedded software.

For data CONFIDENTIALITY, different and diverging national requirements and sometimes even
different approval responsibilities within one country exist. The scope of this document is
restricted to SAFETY-related SECURITY specifications for MEDICAL DEVICES. However, the listed
provisions in Table 1, making use of Clause 8 of IEC 62443-4-2:2019 for SAFETY-related data
CONFIDENTIALITY, are a good base also for non-SAFETY-related SECURITY aspects.
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Clause 15 of IEC 62443-4-2:2019, which refers to network device requirements, has not been
used as the scope of this document intentionally applies only to MEDICAL DEVICES so that they
can be more securely integrated into a MEDICAL IT-NETWORK. The scope of this document does
not include SECURITY management for the overall MEDICAL IT-NETWORK. Further nonmedical
equipment and systems within the MEDICAL IT-NETWORK may follow Clause 15 or further clauses
of IEC 62443-4-2:2019, or even other SECURITY standards, but are out of the focus and scope
of this document.

When reading the acronym "IACS" in IEC 62443-4-2:2019 in the context of this document, it
should be read as MEDICAL IT-NETWORK. When reading the acronym "IACS components" in
IEC 62443-4-2:2019 in the context of this document, it should be read as MEDICAL DEVICE. When
readjng the acronym "control system" in IEC 62443-4-2:2019, in the context of this document,
it should be read as MEDICAL DEVICE.

A.2| Typical network connections of MEDICAL DEVICES covered in this-documjent

The following Figure A.3 to Figure A.6 illustrate typical situations in which:;the data interfage of
a MEPICAL DEVICE is connected to IT-NETWORKS.

IEC

Figure A.3 — Wireless point-to-point connection between
a portable device (e.g. PATIENT programmer) and an implant

[P

IEC

Figure A.4 — Connection between a PATIENT's portable device and a doctor's computer

F

=

Internet

000 "‘

IEC

Figure A.5 — Connection between a MEDICAL DEVICE and a doctor's computer
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General purpose ' network

Intensive care ward
monitoring network IEC

Each pf the bubbles can represent one ZONE or can, by itself, consist of separate zONES. The red bubbles are typically
repres$enting a different ZONE than the green bubble.

Figure A.6 — IT-NETWORK:-in a hospital

A.3| Inclusion of ME SYSTEMS
This|document is based on a SECURITY.€oncept with clear but distributed responsibilities.

It is|the responsibility of a MEDICAL DEVICE MANUFACTURER to achieve and maintain a |self-
declared capability SECURITY LEVEL SL-C with the design of the MEDICAL DEVICE.

To cpmplement this, it is\the responsibility of the individual MEDICAL IT-NETWORK'S owner [(e.g.
in a|hospital or a doetor's office) to determine the ZONES and CONDUITS of that MEDICAL IT-
NETWORK and theirneeded target SECURITY LEVEL SL-T, as well as to verify the achipved
SECYRITY LEVEL SL-A. The latter may make use of the information about capability SECURITY
LEVEL SL-C provided by the MEDICAL DEVICE MANUFACTURER.

Due [to that distributed responsibility, the IEC 60601-1 term of ME SYSTEMS has to be psed
carefully (tand has intentionally been used carefully within this document). Literally, gvery
MEDICALIT-NETWORK in terms of IEC 80001-1:2010 [8] can also be read as being an ME SYSTEM
in terms of IEC 60601-1.

NOTE IEC 80001-1:2010 [8], definition 2.16: "an IT-NETWORK that incorporates at least one MEDICAL DEVICE".
IEC 60601-1, definition 3.64: "combination, as specified by its MANUFACTURER, of items of equipment, at least one of
which is ME EQUIPMENT to be inter-connected by functional connection or by use of a multiple socket-outlet".

While this interpretation of a MEDICAL IT-NETWORK being an ME SYSTEM is possible though not
shared unanimously, it is not helpful for this document. This document focuses on the capability
SECURITY LEVEL SL-C of MEDICAL DEVICES in terms of ME EQUIPMENT or "classical" ME SYSTEMS as
a combination of a ME EQUIPMENT with a small number of (some few) further medical or
nonmedical equipment placed onto the market by one MANUFACTURER. It should be allowed for
the MANUFACTURER to design, verify and declare SL-C for such an ME SYSTEM in total as if it was
a ME EQUIPMENT. So, MEDICAL DEVICE is intended to include those ME SYSTEMS placed onto the
market by one MANUFACTURER, but for the complete MEDICAL IT-NETWORK, the responsibility
remains at the local owner of the MEDICAL IT-NETWORK.
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For integration of a MEDICAL DEVICE as a component with certain capability SECURITY LEVEL SL-C
into a MEDICAL IT-NETWORK, a target SECURITY LEVEL SL-T for the MEDICAL IT-NETWORK or certain
ASSETS of it should be assigned to an INTENDED USE environment/ZONE. An SL-T may also be
assigned to a CONDUIT. SL-T for a ZONE and CONDUIT is determined during RISK assessment for
the MEDICAL IT-NETWORK according to IEC 80001-1:2010 [8]. It is not required to assign an SL-
T to CONDUITS as long as the SECURITY properties associated with the CONDUIT are taken into
consideration during RISK assessment of the ZONES which use the CONDUIT under consideration.

The RISK assessment for the MEDICAL IT-NETWORK according to IEC 80001-1:2010 [8] should
take into consideration the likelihood and consequences of SECURITY of a ZONE or CONDUIT being
compromised. That RISK assessment may be qualitative, semi-quantitative, or quantitative. The

target SECURITY LEVEL SL-T determines the required effectiveness of COUNTERMEASU
deviges including MEDICAL DEVICES that shall be in place to prevent SECURITY of the(zZON
CONDUIT from being compromised.

The |factors that influence the determination of target SECURITY LEVEL SL-T fer a zZONE
CONDUIT are:

Withjn a zONE, determining the target SECURITY LEVEL, SE-T should be based on laye
SECURITY and their impact on the whole.

Examples of SECURITY properties that may be addressed by a COMPENSATING COUNTERMEA
external of or integral to a MEDICAL DEVICE are,given below:

A.4| Correlation to existing regulations, standards and technical specificati

ne network architecture with the defined ZONE boundaries and CONDUJTS,

ne SL-T of the ZONES with which the zONE under consideration,will communicate,
he SL-T of CONDUIT, if assigned, used for communication by-the ZzONE, and

ne physical access to devices and systems within the ZON&«

proving peer entity AUTHENTICITY;

preserving AUTHENTICITY and INTEGRITY of messages;

preserving CONFIDENTIALITY of messages/information/communication;
nsuring accountability (NON*REPUDIATION);

jnforcing access control policies;

preventing denial-of-service attacks;

aintaining platform trustworthiness;
etecting tampering;
onitoring’SECURITY status.

RES,
E or

and

s of

BURE

ons

The sheer number of CYBERSECURITY frameworks, standards and guidance documents may
seem overwhelming to the MEDICAL DEVICE MANUFACTURER. Figure A.7 shows an overview of the
most commonly used frameworks, standards and guidance used for MEDICAL DEVICES.
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1
1 Guidances
(BSI, FDA, NIST
1SO 27000 Health Canada, SP 800
Series TGA, ...) series
Information SecurITY Regulatory authorities NIST
Cybersecurity
- framework
IEC 62443 MeDicAL —
series DEVICE Information SECURITY
/_
Industrial automation
UL 2900
IEC TR series
60601-4-5
IS0 14971 . IECTR
L 80001-2-x Test house
IEC 80001-5-1
AAMI Risk management for IT-NEFWORK
TIR57/97 - incorporating MEDICAL DEVICES
. Medical device
Risk management security IEC
Figure A.7 — Selection of IT SECURITY related documents
— The NIST (National Institute of Standards and Techhology) Cybersecurity Framework and

pecial publications [24] are designed to support everything from small IT-NETWORKS to large
stems that are critical for national SECURITY.

— IBO/IEC 27000:2018 [15], together with its correlated standards, is a information SECUYRITY
andard for IT-NETWORKS in general, which,includes optional standards for a management
stem. This standard, together withits' correlated standards, includes sector-spegcific
daptations, one of which is for the medical sector.

— 1EC 62443 (all parts) [3] is a serieg 0f SECURITY standards for industrial automation cgntrol
stems (IACS)5. Since IACS care used in important systems such as electrical ppwer
istribution, water distribution_and critical industries, this series was developed to ass|st in
esigning these systems te'enable a very high level of protection against SECURITY related
isturbances.

he IEC 80001-2 [26]~and ISO 80001-2 series [7] of technical reports addresses the ngeds
f HDO's (health deljvery organizations), but some of these reports are also useful for d¢vice
ANUFACTURERS. @ne of these is IEC TR 80001-2-2:2012 [9], which describes the discldsure
f some SECURITY capabilities and is cross-referenced in this document.

escribed~as the Underwriter Laboratories (UL) Cybersecurity Assurance Program, thq test
ouse, UL published the general standard UL 2900-1 [25] for software CYBERSECURIJY in
etwork:connected products and a particular standard, ANSI/CAN/UL 2900-2-1 [19], for
ealthcare systems. These standards contain mainly PROCESS requirements and qome

; —These
standards should be viewed as containing a set of verifiable product and PROCESS
requirements rather than a complete SECURITY framework.

— In addition to the frameworks listed above, there are CYBERSECURITY guidance documents
published by regulatory authorities like the U.S. FDA [21] and the German BSI [20]. These
guidance documents contain a mix of concrete technical and organizational implementation
requirements.

5 |n this document, industrial automation and control system (IACS) is replaced in accordance with Clause 3. See
also last paragraph of Clause A.1.
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A further addition to the list above are the technical reports TIR57:2016 [17] and TIR97:2019
[18], published by AAMI. These reports define a SECURITY RISK MANAGEMENT PROCESS
modelled on ISO 14971:2019 [13] and build heavily on the NIST Cybersecurity Framework
and Special Publications [24].

ISO 14971:2019 [13] is the base standard for RISK MANAGEMENT for MEDICAL DEVICES.

A future standard for the SECURITY life cycle activities is IEC 81001-5-1 [10], which uses the
same structure as IEC 62304:2006 and IEC 62304/AMD1:2015 [2]. This standard integrates
with this document.

There are two philosophies that can be identified in the different SECURITY frameworks,
standards—and-technical rnpnrfc Qne is an open ended gpprngr‘h, which-starts with-—a- RISK
analysis (identification and evaluation) and then selects RISK control measures. [e.g.
COUNTERMEASURES) based on the RISK. This is typical of, for example, ISO/IEC 27000:2048|[15],
NIST [24], ISO 14971:2019 [13] and AAMI TIR57:2016 [17] or AAMI TIR97:2019 [18]) The ¢ther
apprpach is to start by selecting a level of SECURITY based on a general RISK asSessment (or
spedfific device-related criteria) and then choose one of several pre-defined SECURITY LEYELS.

Thislis how IEC 62443 (all parts) [3] is designed.

The future standard IEC 81001-5-1 [10] and this document will adapt ahybrid philosophy. [RISK
idenfification and evaluation is done with an ISO 14971:2019 [13] mind-set, which also has to
include the impact on SAFETY. The level of RISK, both SAFETY and ‘SECURITY, will define which
SECURITY LEVEL from IEC 62443 (all parts) [3] should be chosen.for a specific MEDICAL DEYVICE.
This|is the responsibility of the MEDICAL DEVICE MANUFACTURER and the writers of particular
stanglards. The selected SECURITY LEVEL then defines a presset number of COUNTERMEASURES,
which will determine the residual SECURITY related RISK-of the MEDICAL DEVICE. Note thaf the
IEC 2443 [3] SECURITY capabilities cannot be adapted blindly to a MEDICAL DEVICE. As an
example, all user password-related capabilities may ot be applicable to MEDICAL DEVICES |n an
intensive care unit. The combination of physicalNaccess control (e.g. only medical staff are
allowed) and the need to operate MEDICAL DEMICES without any delay in critical situations will

overfide the requirements for OPERATOR password SECURITY.

A rgview of the frameworks mentioned above shows that many of the technical|and
orgahizational implementation requirements refer back to ISO/IEC 27000:2018 [15]]|and
IEC 2443 (all parts) [3]. IEC 62443 (all parts) [3], and specifically IEC 62443-4-2:2019,| was

chosen as the basis for this doeument. The main reasons for this are:

EC 62443 (all parts).[3] can be considered as state of the art regarding SECURITY
bquirements.

=

EC 62443 (all parts) [3] is the only one of the listed open frameworks that has a tiered
ructure for (requirements (SL1 to SL4). This makes it easier for MEDICAL DHVICE
ANUFACTURERS to declare/describe their SECURITY capabilities and for system integrators
tp specify-requirements on MEDICAL DEVICES.

ost,ofithe IEC 62443 [3] SECURITY capabilities can be applied directly on MEDICAL DHVICE
EGURITY.

It should be noted, however, that some adaptations have been necessary when implementing
IEC 62443-4-2:2019 due to the fact that an industrial automation and control system cannot
always be compared to a MEDICAL DEVICE. The adaptations to IEC 62443-4-2:2019 are described
in this document.
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A.5 Concept of ZONES and CONDUITS with specified target SECURITY LEVELS
(SL-T) within an IT-NETWORK as specified by IEC 62443 (all parts) [3]

Figure A.8, which is extracted from Figure 7 of IEC TS 62443-1-1:2009 [4], gives an example
of what a complex IT-NETWORK can consist of, and how it could be segregated into different use
environments/ZONES at the same SECURITY LEVEL. It also shows CONDUITS that may connect or
even cross such zoNES. In the medical field, the components of a MEDICAL IT-NETWORK may be
MEDICAL DEVICES and/or nonmedical equipment. MEDICAL DEVICES as "components" of such a
MEDICAL IT-NETWORK are in the focus of this document.

Enterprise zone

Plant B zone

Laptop domputer
Workstation

File/print  App. Data
server___server _server
Plant B control zone

Plant A zone

Laptop domputer
Workstation

File/print ~ App. Data
server server_server
Plant A control zone

JN. .
)p. D3 dint.
sefver se fver

Laptop =
Workstation

e/print  App. Data

server___server _server
Plant C control zone

4
p. Data é
Sernver senvers

Figure A.8 — Example of what a complex IT-NETWORK can consist of

A.6| Documentation of capability SECURITY LEVEL (SL-C) of a MEDICAL DEVICE

Onelsingle capability SECURITY LEVEL SL-C of 0 to 4 should usually be assigned to a MEDICAL
DEVICE in general, so the MEDICAL DEVICE follows all technical requirements (CR) and jtheir
requjrementenhancements (RE) for the corresponding SL-C.

Howgver, such a unique capability SECURITY LEVEL SL-C for the whole MEDICAL DEVICE in Jome
cases may not be suitable or necessary, and it is also possible to assign individual SL-C for
each foundational requirement (1 to 7). In such cases, a vector should be used to describe the
mapping between the implemented capabilities SECURITY LEVELS and the seven foundational
requirements.

NOTE 1 See also IEC 62443-3-3:2013 [5], A.3.3, related to the security level vector format.

NOTE 2 For clarity in communication, the full vector format is used if no unique capability SECURITY LEVEL SL-C is
applied, for example even if only one single foundational requirement has an SL-C that is higher than "0".
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SL-Vector: SL-C (MEDICAL DEVICE) = { IAC UC SI DC RDF TRE RA}

where

IAC is the identification and AUTHENTICATION control;

uc is the use control;

Si is the system INTEGRITY;

DC is the data CONFIDENTIALITY;

RDF is the restricted data flow;

TRE| is the timely response to events;

RA is the resource AVAILABILITY-

Numeerical value (0 to 4) representing the capability SECURITY LEVEL SL-C of each of the s
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Hational requirements

PLE SL-C (Example MEDICAL DEVICE) = {3320 21 1} which decomposes as shown in Table A.2.

Table A.2 — Exemplary vector of capability SECURITY)LEVEL SL-C

FOUNDATIONAL REQUIREMENT SECURITY LEVEL
Identification and AUTHENTICATION control (IAC) SL-C 3
Use control (UC) SL-C 3
System INTEGRITY (Sl) SL-C 2
Data CONFIDENTIALITY (DC) SL-CO
Restricted data flow (RDF) SL-C 2
Timely response to events (TRE) SL-C 1
Resource AVAILABILITY (RA) SL-C 1

IS 62443-1-1:2009 [4]

clause 5:2 of IEC TS 62443-1-1:2009 [4] — Security objectives

Conceptual elements of IEC 62443 (all parts) [3] used for this documen

ymation security has traditionally focused on achieving three objectives, confidenti

even

ality,

integrity, and availability, which are often abbreviated by the acronym CIA. An information
technology security strategy for typical back office or business systems may place the primary
focus on confidentiality and the necessary access controls required to achieve it. Integrity might
fall to the second priority, with availability as the lowest.

In the industrial automation and control systems' environment, the general priority of these
objectives is often different. Security in these systems is primarily concerned with maintaining
the availability of all systems' components. There are inherent risks associated with industrial
machinery that is controlled, monitored, or otherwise affected by industrial automation and
control systems. Therefore, integrity is often second in importance. Usually confidentiality is of
lesser importance, because often the data is raw in form and need to be analysed within context
to have any value.
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The facet of time responsiveness is significant. Control systems can have requirements of
system responsiveness in the one millisecond range, whereas traditional business systems are

able

to successfully operate with single or multiple second response times.

In some situations, the priorities are completely inverted, as shown in Figure A.9.
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CE: IEC TS 62443-1-1:2009 [4], Figure 1

Figure A.9 — Comparison of objectives between industrial automation
and control systems and general IT-NETWORKS

bnding on the circumstances, the integrity ©f the system could also have the highest pri
hin operational requirements will causejindividual components or the systems as a w
ve different priorities for the objectives (i.e. integrity or availability concerns may outw

termeasures to achieve these security objectives.”
lause 5.3 of IEC TS 62443-1-1:2009 [4] — Foundational requirements

simple CIA model shown in Figure 1 (of IEC TS 62443-1-1:2009 [4]) is not adequate
nderstanding of the-requirements for security in IACS®. Although it is beyond the sco
fechnical specification to describe an exhaustive list of detailed requirements, therg
ral basic and\foundational requirements that have been identified for industrial autom
rity. Thesg¢)are the following requirements:

ccess-Control (AC): control access to selected devices, information or both to pr

Drity.
hole
eigh

dentiality or vice versa). This may in turn lead an organization to deploy diff¢grent

for a
be of
are
htion

btect

b)

sée Control ‘/Ilf“/)' control use of selected devices, information or both to prnfnr‘f ag

unauthorized operation of the device or use of information.

inst

c) Data Integrity (DI): ensure the integrity of data on selected communication channels to
protect against unauthorized changes.

d) Data Confidentiality (DC): ensure the confidentiality of data on selected communication

(o

hannels to protect against eavesdropping.

e) Restrict Data Flow (RDF): restrict the flow of data on communication channels to protect
against the publication of information to unauthorized sources.

6 In this document, industrial automation and control system (IACS) is replaced in accordance with Clause 3. See
also last paragraph of Clause A.1.
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f) Timely Response to Event (TRE): respond to security violations by notifying the proper
authority, reporting needed forensic evidence of the violation, and automatically taking
timely corrective action in mission-critical or safety-critical situations.

g) Resource Availability (RA): ensure the availability of all network resources to protect against
denial of service attacks.”

Subclause 5.6.6 of IEC TS 62443-1-1:2009 [4] — Countermeasures

"Countermeasures are actions taken, or provisions made for the purpose of reducing risk to an
acceptable level or to meet security policies. They do not typically eliminate risk. The nature of
the countermeasures employed depends on the nature of the threat being addressed

There are several possible countermeasures to address external threats. Examples ificlddg the
following:

a) guthentication of users and/or computers;
b) dccess controls;

c) imtrusion detection;

d) dncryption;
lo

e) digital signatures;

f) resource isolation or segregation;
g) Slcanning for malicious software;
h) system activity monitoring;

i) physical security.”

Subg¢lause 5.9 of IEC TS 62443-1-1:2009 [4]'< Security zones
Sub¢lause 5.9.1 of IEC TS 62443-1-1:2009 [4] — General

"Eveyy situation has a different acceptable level of security. For large or complex systems, it
may|not be practical or necessary to apply the same level of security to all compongnts.
Diffegrences can be addressed by using the concept of a security zone, or area under protedtion.
A sefurity zone is a logical grouping of physical, informational, and application assets sharing
comfmon security requirements. This concept applies to the electronic environment where Jome
systéms are included(in‘the security zone and all others are outside the zone. There can|also
be zpnes within zones, or subzones, that provide layered security, giving defense in depti and
addressing multiple levels of security requirements. Defense in depth can also be accomplished
by agsigning different properties to security zones.

A setrurity zone has a border, which is the boundary between included and excluded elemgnts.
The corcept of a zone also implies the need to access the assets in a zone from both within
and VVI.L‘ILI.UUL‘. Thl'\) dcfl’l'co thU bUIIlIIIuIII'batI.UII Cllld daUlUlUT oo IUL’UI’IUG’ tU GI’IIUVV I.IlfUIIIIGtI.UII and
people to move within and between the security zones. Zones may be considered to be trusted
or untrusted.

Security zones can be defined in either a physical sense (a physical zone) or in a logical manner
(virtual zone). Physical zones are defined by grouping assets by physical location. In this type
of zone, it is easy to determine which assets are within each zone. Virtual zones are defined by
grouping assets, or parts of physical assets, into security zones based on functionality or other
characteristics, rather than the actual location of the assets."”
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Subclause 5.10 of IEC TS 62443-1-1:2009 [4] — Conduits
Subclause 5.10.1 of IEC TS 62443-1-1:2009 [4] — General

"Information needs to flow into, out of, and within a security zone. Even in a non-networked
system, some communication exists (e.g. intermittent connection of programming devices to
create and maintain the systems). To cover the security aspects of communication and to
provide a construct to encompass the unique requirements of communications, this document
is defining a special type of security zone: a communications' conduit.

A CG ldul’t I'O d 'JCII tl’l;ullcll tyIJU Uf oL ur l't_y LUITC that ul UUNO UUIIIIIIUIH’UG:I’UIIO tlL;at odarr bU IIUH ﬂa//y
orgapized into a grouping of information flows within and also external to a zone. It cah.|be a
single service (e.g. a single Ethernet network) or can be made up of multiple data cafriefs|(e.g.
multlple network cables and direct physical accesses). As with zones, it can be made of|both
physdical and logical constructs. Conduits may connect entities within a zone or/may connect
diffefent zones.

As with zones, conduits may be either trusted or untrusted. Conduits that do not cross kone
bourljdaries are typically trusted by the communicating processes_within the zone. Trysted
conduits crossing zone boundaries need to use an end-to-end securéprocess.

Untrysted conduits are those that are not at the same level ofisecurity as the zone endpoipt. In
this |case the actual communication security becomes the" responsibility of the indivjdual
channel.”

Subg¢lause 5.11 of IEC TS 62443-1-1:2009 [4] — Security levels
Sub¢lause 5.11.1 of IEC TS 62443-1-1:2009 J4] — General

"The| security level concept has been created to focus thinking about security on a zone basis
rathér than on an individual device basis-or a system basis. Often an IACS7 consists of devices
and systems from multiple vendors, all functioning together to provide the integrated automation
functions for the industrial operatjon.” Just as the functional capabilities of the individual deVices
contfibute to the capability of.the IACS, the security capabilities of the individual deviced and
imple¢mented countermeasufes 'need to function with each other to achieve a desired leVel of
security for a zone. Security levels provide a frame of reference for making decisions onf the
use pf countermeasures-and devices with differing inherent security capabilities.

Secyrity levels proyvide a qualitative approach to addressing security for a zone. As a qualitptive
method, security~level definition has applicability for comparing and managing the securlty of
zongs within~an organization. As more data becomes available and the mathematical
représentations of risk, threats, and security incidents are developed, this concept will moye to
a qyantitative approach for selection and verification of security levels (SL). It will have
appllcability to both end user companies, and vendors of IACS and security products. It wfll be
used 1o select TACS devices and countermeasures to be used within a zone and to identity and
compare security of zones in different organizations across industry segments.

Each organization using the security level method should establish a definition of what each
level represents and how to measure the level of security for the zone. This definition or
characterization should be used consistently across the organization. The security level may
be used to identify a comprehensive layered defense-in-depth strategy for a zone that includes
hardware and software-based technical countermeasures along with administrative-type
countermeasures.

7 In this document, industrial automation and control system (IACS) is replaced in accordance with Clause 3. See
also last paragraph of Clause A.1.
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Security level corresponds to the required effectiveness of countermeasures and inherent
security properties of devices and systems for a zone or conduit based on assessment of risk
for the zone or conduit. The security level method provides the ability to categorize risk for a
zone or conduit. It also helps define the required effectiveness of countermeasures used to
prevent unauthorized electronic intervention that can read or impact the normal functioning of
devices and systems within the zone or conduit. Security level is a property of a zone and
conduit rather than of a device, system, or any part of a system."

Subclause 5.11.2 of IEC TS 62443-1-1:2009 [4] — Types of security levels

Subc¢ -1-1: - ral

"Three different types of security levels can be defined as follows:

r

a) $L(target) — target security level for a zone or conduit;
b)
c)

(@)

L(achieved) — achieved security level of a zone or conduit;

L(capability) — security level capability of countermeasures assocjated with a zone or
onduit or inherent security level capability of devices or systems within a zone or condqluit.”

O _(n

Subg¢lause 5.11.2.2 of IEC TS 62443-1-1:2009 [4] — SL(target) - target security level

"A tgrget security level should be assigned to a zone. A target’security level may be assigned
to alconduit. SL(target) for a zone and conduit is determined during risk assessment. It i§ not
requfred to assign a target security level to conduits as long as the security propqrties
assdgciated with the conduit are taken into consideration during risk assessment of the zpnes
which use the conduit under consideration. Risk assessment should take into consideratioh the
likelihood and consequences of security of azone or conduit being compromised. |Risk
assgssment may be qualitative, semi-quantitative, or quantitative. SL(target) determine$ the
requfred effectiveness of countermeasuresy. devices, and systems that need to be in plage to
prevent security of the zone or conduit fram being compromised.

Countermeasures can be:

a) technical countermeasures(e.g. firewalls, anti-virus software);
b) ddministrative countermeasures (policies and procedures);
¢) physical countermeasures (e.g. locked doors).

Factprs that influence the determination of SL(target) for a zone and conduit are:

d) network arChitecture with defined zone boundaries and conduits;

e)

f) §L(target) of conduit, if assigned, used for communication by the zone;

(@a)

L(targét)-of the zones with which the zone under consideration will communicate;

g) hvsical arcass to devices and svstems within the zone
HSHeaH—a666S5Sto0ae8VHe8SsaHa—SSteHSWHHA-H6-Z0H6-

Within the zone, computing the target security level should be based on layers of security and
their impact on the whole."

Subclause 5.11.2.3 of IEC TS 62443-1-1:2009 [4] — SL(achieved) — achieved security level

"SL(achieved) of a zone or conduit depends on inherent security properties of devices and
systems within the zone or conduit and/or properties of countermeasures that are in place to
prevent the security of the zone or conduit from being compromised. SL(achieved) is a function
of time and decreases with time due to degradation of countermeasures, new vulnerabilities,
adjusted threats or attack methods, breach in security layers, and inherent security properties
of devices and systems until they are reviewed, updated, or upgraded.


https://iecnorm.com/api/?name=b063eedad631c1a12837f92380f6ac1b
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