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IEC 6

ational electrotechnical committees (IEC National Committees). The object of IEC is to promote interr
peration on all questions concerning standardization in the electrical and electronic fields. To this-g
Hdition to other activities, IEC publishes International Standards, Technical Specifications, Technical R

aration is entrusted to technical committees; any IEC National Committee interested in theSubject de
participate in this preparatory work. International, governmental and non-governmentalorganizations

hdardization (ISO) in accordance with conditions determined by agreement betweenthe two organiza

formal decisions or agreements of IEC on technical matters express, as nearly‘as possible, an interr

Fested IEC National Committees.

Publications have the form of recommendations for international use~and are accepted by IEC N
hmittees in that sense. While all reasonable efforts are made to ehsufe that the technical content
lications is accurate, IEC cannot be held responsible for the aday in which they are used or
nterpretation by any end user.

rder to promote international uniformity, IEC National Cémmittees undertake to apply IEC Publ

IEC Publication and the corresponding national or regiohal publication shall be clearly indicated in th

itself does not provide any attestation of conformity:“Independent certification bodies provide cor
essment services and, in some areas, access to(lEC marks of conformity. IEC is not responsible
ices carried out by independent certification bodies.

Isers should ensure that they have the latest.edition of this publication.

iability shall attach to IEC or its directors; employees, servants or agents including individual expe
hbers of its technical committees and-EC National Committees for any personal injury, property dan
r damage of any nature whatsoever; whether direct or indirect, or for costs (including legal fed
Enses arising out of the publication, use of, or reliance upon, this IEC Publication or any oth
lications.

ntion is drawn to the Normative references cited in this publication. Use of the referenced publica

draws attention to(the" possibility that the implementation of this document may involve the usqg
nt(s). IEC takes nlo position concerning the evidence, validity or applicability of any claimed patent r
ect thereof. As of the date of publication of this document, IEC had not received notice of (a) patent(s
be required-{oiimplement this document. However, implementers are cautioned that this may not re
latest information, which may be obtained from the patent database available at https://patents.iec.
| not beheld responsible for identifying any or all such patent rights.
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The text of this Systems Reference Deliverable is based on the following documents:

Draft Report on voting

SyCAAL/301/DTS SyCAAL/319/RVDTS

Full information on the voting for the approval of its can be found in the report on voting indicated

in the

above table.

The language used for the development of this Systems Reference Deliverable is English.
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This document was drafted in accordance with ISO/IEC Directives, Part 2, and developed in
accordance with ISO/IEC Directives, Part 1 and ISO/IEC Directives, IEC Supplement, available
at www.iec.ch/members_experts/refdocs. The main document types developed by IEC are
described in greater detail at www.iec.ch/publications.

The committee has decided that the contents of this document will remain unchanged until the
stability date indicated on the IEC website under "http://webstore.iec.ch” in the data related to
the specific document. At this date, the document will be

e reconfirmed,

e withdrawn, or

e reyised.
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INTRODUCTION

This document deals with the ethical implications and moral questions that arise from the
development and implementation of artificial intelligence (Al) technologies applied in the active
assisted living (AAL) context.

The population in all countries is increasingly ageing. Reducing the burden of long-term care
for older persons is a major policy issue in every country. Active assisted living (AAL) systems
help older persons with daily living activities so that they can live independently as long as
possible. AAL can be a solution to this demographic issue.

AAL n
envirg
be aw|
age,

threat
perso

The t
partic
interv
and tH

nay use Al technologies to understand the condition of an AAL care recipient and their
nment and provide appropriate services at appropriate times. Al-enabled systemg must
are of the decline of the AAL care recipient's physical/cognitive/judgment abilities ag they
and these systems must act appropriately. For instance, Al can determine a life-
ening risk to the AAL care recipient and a privacy concern regarding obtaining and|using
nal information.

nree issues around Al in general are as follows: concerns_abeUt the algorithmis and
ilarly those that have been created by machine learning technology without Human
bntion; the extent to which these algorithms result in misidentification and misinformjation;
e misuse of personal data leading to consequences and\harm to individuals.

It is, therefore, necessary to develop general guidelines<{or the use of Al applied in the AAL

conte
the de

t. This document deals with the ethical implications and moral questions that aris¢ from
velopment and implementation of Al in AAL.
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ETHICAL CONSIDERATIONS OF ARTIFICIAL INTELLIGENCE (Al) WHEN

1 S

APPLIED IN THE ACTIVE ASSISTED LIVING (AAL) CONTEXT

cope

This document describes ethical considerations that are relevant when developing AAL systems
and AAL services.

This

This document analyses whether these frameworks for the governance of’Al are suffici

meet
recipi

The opjective of the ethical assessment is to create concretesafid clear ethical guideling

can

implementation.

2 N

The fdllowing documents are referred to in thedext in such a way that some or all of their c

consti
For
amen

IECT
IECT

IEC 6
Part 1

IEC 6
Part 2

3 T

For th

he requirements of the AAL environment and in particular to meetthe needs of AA
nts.

used as checklists in AAL service and system platform design, developmern

ormative references

utes requirements of this document. For dated references, only the edition cited af
ndated references, the latest edition of the referenced document (includin
iments) applies.

5 63134:2020, Active assisted living (AAL) use cases
S 63134:2020/AMD1:2022

B240-1, Active asSisted living (AAL) reference architecture and architecture mq
: Reference architecture

B240-2, Active assisted living (AAL) reference architecture and architecture mq
: Architecture model

Hocument covers AAL-specific issues related to Al that supplement those &
considerations already addressed in other Al documents. Examples include the\ WH
OECADO principles of Al and those of the High-Level Expert Group on Artificial Intelligence
by thg European Commission.

bthical
D and
set up

ent to
| care

s that
t and

bntent
plies.
j any

del —

del —

brms, definitions and abbreviated terms

e purposes of this document, the following terms and definitions apply.

ISO and IEC maintain terminological databases for use in standardization at the following
addresses:

o |EC Electropedia: available at http://www.electropedia.org/

e |SO Online browsing platform: available at http://www.iso.org/obp

3.1
3.1.1

Terms and definitions

ethics
moral principles that govern an actor's (person or technical system) behaviour or their conduct
of an activity
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3.1.2

artificial intelligence

Al

branch of computer science devoted to developing data processing systems that perform
functions normally associated with human intelligence, such as reasoning and learning

[SOURCE: IEC 60050-171:2019, 171-09-16, modified — The domain "<discipline>" has been
omitted.]

3.1.3

AAL service
activ i
action| or function of an AAL system creating an added value for customers

EXAMHLE 1 Configuration and maintenance of AAL systems.

EXAMHLE 2 Assistant systems to support the home environment.

[SOURCE: IEC 60050-871:2018, 871-01-04, modified — The note to entry’has been delgted.]

3.1.4
AAL yser

activg assisted living user
persoh who uses or benefits from, or uses and benefits from;»AAL devices, systems or sefvices

[SOURCE: IEC 60050-871:2018, 871-02-05]

3.1.5
AAL gare recipient
persoh who receives and consumes AAL care-services

3.2 Abbreviated terms

The apbreviated terms are given in.Table 1.

Table 1 — Abbreviated terms

Abbreviated term Full term
EU European Union
IEEE Institute of Electrical and Electronics Engineers
OECO Organization for Economic Cooperation and
Development
WHO World Health Organization

4 Ethical considerations relevant to the AAL context

Many national organizations and international consortia have investigated and published
proposed sets of requirements or criteria (for example the EU paper on Trustworthy Al [1]7,
IEEE paper on Ethically Aligned Design [2], OECD Principles [3], WHO Guidance [4] and
ISO/IEC TR 24368 [5]) for the creation of Al enabled and autonomous systems encompassing
capabilities such as natural language processing, machine vision, machine learning, artificial
neural networks, and their related algorithm development.

T Numbers in square brackets refer to the Bibliography.
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These requirements are proposed with the goal of enabling these systems to be "trustworthy"
(EU [1] and OECD [3] use this terminology) and acceptable for use by a broader society.

A common set of requirements emphasized

in these activities,

based both on the

abovementioned sources and including requirements of this document as well, is summarized

in Table 2.
Table 2 — Key requirements for trustworthy Al
Category Requirement Description
Lawful-Ad trterrational-and-rateraHaws—and-humanrightscanapply
Ethical| Al Ethics are moral principles that govern an actor's (person or technical-system) behaviour

or the conduct of an activity

Human agency and autonomy

Individuals have the right to decide hoy
what purpose(s) theylare using the tec

v and for
hnology.

Human dignity

Individuals shall’be respected, and tec
solutions shallmot violate their dignity
beings and, as importantly, allow vulne]
groupsdo participate in society.

Moreover, humans should be aware thg
arelinteracting with an Al system and n
informed of the system's capabilities a
limitations.

nnical
hs human
rable

t they
hust be
d

Diversity, non-discrimination, and
fairness

Unfair bias must be avoided, as it coul
multiple negative implications, from th¢g
marginalization of vulnerable groups sy
ageing population and the disabled, to
exacerbation of prejudice and discrimin]

i have

ch as the
the
ation.

Privacy and data governance

Individuals shall be able to control acc
their personal information and the use
information by the Al system and syste
developers and operators.

bss to
bf the
m

Individu@al and societal well-being

Al systems should adopt increased ind
human and societal well-being as a pri
success criterion, benefiting all human
including future generations. It should
ensured they are sustainable and
environmentally friendly.

vidual
mary
beings,
be
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Category Requirement Description

Technical dependability |Al systems should be technically dependable and reliable in their operation, secure
and robustness from cybernetic and access controls perspectives, and do not pose unreasonable
safety risk to an AAL care recipient's physical or mental health.

Reliability, safety and security Al systems should be safe and secure
throughout their entire lifecycle in conditions of
normal use, foreseeable misuse, or abnormal
conditions

Human oversight and control Al and autonomous systems should be subject
to human oversight and control at a system level
and certain important decisions should remain
subjecttotrammam review amd-approvatifienial.

Transparency The basis of a particular Al system dedision (the
data, algorithms and businessimodel) ghould

always be discoverable and/transparent.
Furthermore, Al systems shall be created and
operated with the ability te, provide an
unambiguous rationale for all decisiond made
and accountability_fortheir outcomes.

Moreover, Al systems and their decisions should
be explained(inya manner adapted to th
stakeholder concerned, including an AAL care
recipient,

[]

Accountability If something goes wrong with an Al or
autonomous technology, there should {
accountability. Appropriate mechanismp should
be available for redress for individuals and

groups that are adversely affected by decisions
based on algorithms.

)

Auditability, which enables the assessment of
algorithms, data and design processes|plays a
key role in accountability.

The djscussion of Al and autonomous systems being used in an AAL context that follgws in
Clausg 5 assumes that all Al-enabled AAL systems will be implemented in a lawful mannefr. The
focus| therefore, is on key ethical aspects as they apply to individual AAL care recipien{s and
users|(human agency and autohomy, human dignity; diversity, non-discrimination and faifness;
privagy and data governance) and specific safety and human oversight concerns as they ghould
be compsidered during théydesign and construction of the Al or autonomous system.

5 Ethical issues associated with AAL assistance

5.1 AAL levels of assistance

AAL slysiems serve AAIl care recipients on four categories or "levels of assistance" baded on
the physical and cognitive condition of the care recipient and their resulting needs:

e Independent (Level 0) — The care recipient is able to live independently with minimal
assistance.

e Some assistance (Level 1) — The care recipient is able to live independently with some
assistance required periodically.

e Assistance with IADL (Level 2) — Assistance is required with tasks related to instrumental
activities of daily living (IADLSs).

— Examples of IADLs include use of transportation, answering the phone, cooking,
housekeeping, cleaning, medication management, financial management, etc.
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e Assistance with ADL (Level 3) — Assistance is required with tasks related to activities of

da

ily living (ADLs).

Examples of ADLs include the most basic human functions such as walking and moving
around, bathing, grooming and getting dressed, continence, food preparation and eating.

The broader category of AAL users include not only those receiving AAL assistance, but also
those caregivers supporting the care recipients (e.g. family caregivers/carers, other informal
caregivers, formally trained caregivers, medical professionals), or technical AAL systems
operators. Irrespective of the type of AAL user, an Al-enabled AAL system shall be aware of
the level of assistance required by the AAL care recipient and act ethically as appropriate to

their needs.
The increasing physical limitations (declining ability to speak clearly, deterioration inyh&aring,
reduced mobility, reduced visual acuity) typically associated with the increasing)levgls of

assist
speed|
learni
comm

More

recipignt because of progressive dementia or Alzheimer's disease, is a key aspect

incred
effect
consig
instru

There

comm
suffici
and ¢

recipi¢nts.

5.2

Irresp
assist
but m

condifions may change from level O to level 3 over the years. With this change, their deg

physid

may also decling!

Thesg
how A

are aEdressed, systems shall (i) ensure data“representative of the AAL care req
u

h for natural language processing systems) from AAL care recipients -and ma
ng systems shall be trained with appropriate data representative of thehAAL care reg
unity.

mportantly, cognition, or more precisely the decline in cognitive ability of the AA

sing level of assistance required. Cognitive decline will impact how the care recipie

er actions taken toward the care recipients, while also considering the reques
Ctions of the caregivers.

fore, in addition to ensuring that the ethical concerns expressed in the use cases
nity for Al systems based on machingsl€arning is used in any training sets; and

ntly configurable to handle the cognitive limitations of the care recipients and th
bntrol of any designated caregivers>or substitute decision makers on behalf of th

The changing conditions-of AAL care recipients

ective of the level of\assistance required, not all AAL care recipients will r
Bnce with all tasks within a category. For example, some may be able to eat on the

al activity may decline and simultaneously their cognition and decision-making

declines, in both physical condition and cognition and self-judgment ability, also

vely interact with an Al-enabled system and how the%system should interact wit:lws, and

bnce imply that systems shall not expect proficient levels of interaction(e.g. clarity of

chine
ipient

| care
bf the
ht can

and

in 5.2
ipient
(ii) be
e role

care

bquire
r own

py require assistance for bathing and grooming. Furthermore, the AAL care recipients’

ree of
ability

affect
DWS.

I-enabled systems should learn and react. A couple of simple examples are as foll

e Since many AAL systems use the AAL care recipient's personal data to provide services to
the AAL care recipient, the consent of the AAL care recipient should be obtained in advance
regarding the use of the AAL system. For an AAL care recipient in level 0, the prior consent
of the user is obtained without problem. On the other hand, in the case of a Level 3 AAL
care recipient, it is appropriate to seek the consent of not only the AAL care recipient but
also of designated parties such as his/her family members or other substitute decision
makers. No matter what level the AAL care recipient is, the principle of protecting the dignity

of

that person shall not be violated.
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All individuals have the right to engage in activities that can involve putting themselves at
risk. However, as cognition declines, it is possible that users will make a request of a system
that puts their own safety at a higher level of risk. In this case, the Al/autonomous system
shall determine if the level of risk is still appropriate before acting (or allowing the activity
through inaction) while maximizing the AAL care recipient's autonomy. Two use cases where

different decisions can be made are as follows:

the AAL care recipient requests assistance to go for walk outside on a cold day; the Al
system allows this without notifying other family members (respecting autonomy and

privacy); while conversely,

the AAL care recipient, in greater pain one morning, requests the dispensation
qguantity of pain medication which can be harmful from an Al-governed dispenser; t

e As
ing

the¢y remain appropriate for the individual.

system should deny this request to minimize potential harm to the care recipient.

of a
he Al

a care recipient's cognitive and judgement abilities continue to decline, there can|be an
reased need to have a human review the user requests and the Al decisions to gnsure

5.3 [Some AAL use cases and their ethical considerations
5.3.1 General
Some| key use cases of an AAL system involving Al-enabled; autonomous, and machine

learning systems are described in 5.3.2 to provide context afd, assist potential AAL s
develeers and operators to understand the ethical considerations and potential questiors that

can a
referr
into

IEC TP 63134:2020/AMD1:2022.

Thes¢
See
gener

5.3.2
a) Pe

ystem

ise. For convenience and consistency, the use cases described in IEC TS 63134 shall be
d to; the use cases are grouped together in this degeument (although ordered diffefently)

the same five categories as are <giVven in |EC TS 63134:2020,

bl AAL system use cases.

Health and wellness
rsonal health check

his/her vital signs ‘and transmit these to a monitoring centre. The system uses
monitor the incoming data, assessing any changes in ongoing physical or cog

Ethical considerations
e Respgect for autonomy: should the Al system limit the potential movement or|

authorities be informed of changes that may impact broader population safety

flag for suspension of an AAL care recipien's automobile driver's licence)?

health or potential concerns, notifying the user and/or physician of these concerns.

and

are illustrative examples only and arecnot all-inclusive by any scope of considefation.
EC TS 63134:2020 and IEC TS 63134:2020/AMD1:2022 for additional examples of

Short description: the-eare recipient wears, or is monitored by, sensors that ¢ollect

Al to
nitive

other

actions of the AAL care recipient due to a decline in abilities? Should goverpment

(e.g.

e Diversity, non-discrimination, and fairness: decisions and actions should be

consistent for all users, but how do (should?) actions change with decline in cognitive
ability?

e Data privacy: should the Al system warn family members of negative changes? Who
should see the care recipient's data beyond the monitoring clinician?

e Safety: when and under what conditions should the Al system act (e.g. send
notifications) to minimize danger/increase safety of the care recipient?

e Human oversight and control: this should be left to the individual user, if capable, or
the monitoring clinician, to decide as to who is informed of the AAL care recipient's
personal health information.
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b) Advanced medication dispensing and monitoring

c) Fdlls detection and notification

2023

Short description: the Al system controls the dispensing of medication to the care
recipient including reminding the user of prescribed medications, tracking
medication has been taken (adherence), and potentially informing others of the level of
adherence. The smart dispenser may also provide "on demand" medication such as that
to reduce pain.

Ethical considerations

that

Respect for autonomy: how much control should the Al-enabled system exert over

the dispensing of optional medication? Who determines what this threshold is (
physician? drug company?)

Short description: a system monitors the caresrecipient within their home and not
caregiver or service when the AAL care recipient has fallen. More advanced sy
may analyse the data, learn AAL care recipient patterns, and potentially begin to ¢
a greater likelihood of falls and/or recommend preventive measures such as
prevention exercises or use of a walker.

Ethical considerations

Data privacy: who should the Al system warn if the care recipient is not adhe

user?

ing to

prescribed medications, or requests too much? When do safety concerns)ovlerride

privacy?

Safety: as the care recipient's levels of cognition decline, should the(system cease
to dispense certain medications? Should it allow the dispensing of a<high, potZlntiaIIy

dangerous amount of medication? In countries where physician-assisted d

legal, should there be any limit and should this change the Al*system's actions?

ath is

Human oversight and control: the Al system should "be\aware" of when pafety

concerns such as potential overdose occur and pot~act (dispense add

tional

medication) without approval of the physician or{pharmacist overseeing the Al

system.

Respect for autonomy: care* recipients have the right to put themselves 2
(although not other persons) even in situations of cognitive decline. For exa

fies a

stems

redict
falls

t risk
mple,

society does not limjtpatients to their beds even if they have a high risk of falling

when getting up frombed. The system should not take actions that can impact
rights.

Human dignitys:should the Al system (if capable) warn the care recipient of pote
risky behaviour?

these

ntially

Data privacy: should falls that have no consequences (e.g. injuries, inability to get

up) be“tracked and reported? If so, to whom? Should changes in mobility that
may_detect also be reported or could this end up in inappropriate restrictions
placed on the AAL care recipient's mobility within the home?

Safety: while caregiver notifications in the case of safety issues (e.g. falls with

an Al
being

dre expectied, now does the Al aetermine wnat IS a Sartety ISSuUe ana wnatis n

njury)
t?

Human oversight and control: it should be left to the individual user if capable, or
monitoring clinician, to decide as to who is informed of the AAL care recipient's

personal health information. When a human can be kept in the loop (notified of

a fall)

it is possible that an action such as calling an ambulance or other response will have

to be subject to human approval.
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5.3.3

Self-management of daily life activities at home

a) Safety monitoring and control of appliances use

Short description: appliances such as stoves or toasters are monitored to ensure they
are used properly and safely, and turned off when not in use.

Ethical considerations

e Respect for autonomy: should the monitoring and control system restrict the user
from turning on the appliance (e.g., a stove and kettle) if there is chance the user
will injure themselves? Is there a threshold of danger?

e Human dignity: the user should not perceive themselves as being "under the control

of" the Al e\]/efnm when all fhny want to do is make teal

b) As

c) Be

o Data privacy: should external caregivers be informed if the AAL care recipient Ileaves
the stovetop or oven turned on? Is there a pattern or threshold where safety)Corjcerns
override privacy concerns?

e Safety: what controls should exist to ensure the safety of the user while allowing
respect for autonomy and dignity as above?

sistance with eating (cueing)

Short description: as cognitive ability declines, care recipients often lose interest in
eating or drinking. Al-enabled devices, often in human-lik€ form, have been shown to be
effective in verbally cueing AAL care recipients to contifde to eat their meals.

Ethical considerations

e Respect for autonomy: an AAL care recipient'should always have the right notjto eat
even though this may put them at risk. How/"forceful" should the Al system bg in its
efforts to encourage behaviour? Should\ caregivers be notified if the AAU care
recipient continues not to eat or drink?

e Human dignity: the language that islused in the cueing shall be respectful of the AAL
care recipient, not be berating or\disrespectful. Furthermore, the AAL care regipient
should be fully aware (to the (éxtent to which they able to understand) that the Al
system is not a human evenif in human-like form.

e Diversity, non-discrimination, and fairness: language used in cueing shall be
culturally sensitive, which may change in accordance with the background| Also
specific diets can beculture-specific, and this should be considered in the crgation
of the algorithms:

In the contextyef AAL, there would be specific considerations as to languagd used
and diets(in~the specific AAL cueing application, even though languagg is a
consideration in all Al applications.

o Data-privacy: what data should be reported to the caregivers?

haviour*monitoring

Short description: in the early stages of assistance (level 0 or 1) the care recipient's

hohaviayr o A

mobility and balance, eating and drinking, security and safety activities (e.g., locking
their door), and potentially risky behaviours. It is assumed that this is being done to
increase the ability of the AAL care recipient to continue to live on their own in their own

home for longer.

toaradand tha Al higlde An sinAdarctandina Af hoahaviniy na terns
T ot oo G o —at o G Croa o g— oot v 1iouT—po ,

Ethical considerations

e Respect for autonomy: should the system be able to limit the AAL care recipient's
actions (see examples, such as moving or using appliances) or report actions without
the permission of the AAL care recipient? Given a sufficient level of cognitive ability,
the user should be able to determine what gets controlled and reported.

e Human dignity: the user should not feel that they are being aggressively monitored
and therefore be afraid to act in case the action is reported to the caregiver.
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Diversity, non-discrimination, and fairness: monitoring and system actions shall
consider race (e.g. facial recognitions) and cultural background.

The consideration of race in facial recognitions and cultural sensitivity is applicable
in all Al applications and hence is not AAL specific, however it should be reinforced
in the context of AAL.

Data privacy: there shall be limits on who can see the behavioural data. Should AAL
care recipients' cognition continue to decline, who controls the ability to set data
reporting limits?

Safety: the monitoring system should not present any increased safety issues to the
AAL care recipients. Moreover, when can an Al-enabled system determine there is

a poOte c cl Y O W

Human oversight and control: in the context where a system may have_ cont
well as monitoring ability, significant system actions (perhaps excluding|time-
sensitive safety concerns) should be subject to human review and conirol.

Short description: an Al-enabled TV set has the ability to establish two-way audijo and
visual communication between the care recipient and externalparties. This will likely be
done under voice control (rather than touch). This is not’different technically from| other
devices today, but the TV display and camera will likely be mounted in a prominent

position in the AAL care recipient's living space.

Ethical considerations

Respect for autonomy: the audio/video.connections, initiating or accepting & call,
shall be under the control of the user in.all (or perhaps only most) cases.

Human dignity: the system should.not’automatically enable the camera, leaving it to
the control of the AAL care recipient, in case the AAL care recipient is|in an
inappropriate condition (e.g., improperly dressed).

Diversity, non-discrimination; and fairness: the system shall allow for different
accents in voice control and use of the control language. As ability to clearly gpeak
can decline in AAL cafe-recipients, the system should learn about this decline and
react appropriately:-

In the context of AAL, while any Al-based voice control application shall conslider a
variety of accénts and choice of language (cultural) and would not be specific tg AAL,
the declining-ability to speak clearly and/or limits to the choice of vocabulary would
be veryAAL specific (so the example is partly non-AAL specific, but partly AAL
specific):

Data privacy: limits shall be placed on who has access to the call data and this shall
only be released under the control of the user. Moreover, the users should haye the
ability to limit the visual information conveyed (e.g. background and living space),
possibly limited by default.

Safety: could a situation arise when an Al-enabled device might initiate an outbound
call, or allow an inbound call to connect, if the AAL care recipient is incapable (like
the falls and behavioural monitoring systems above)? In the case of an incoming
fraudulent call, should the Al consider the cognitive ability of the AAL care recipient
and be allowed to block (audio, video or both) these potential calls?

Human oversight and control: it may be appropriate to flag certain incoming calls and
call patterns (e.g., scam calls, inappropriate telemarketing) to human oversight to
allow setting conditions to block these calls in the future to protect this vulnerable
population.
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b) Social robots

Short description: the development of robots that provide social interaction is well
underway. Social robots engage the care recipient in conversations, observe and try to
interpret facial expressions (e.g. emerging anger), and can take human form and have
facial expressions of their own.

Ethical considerations

Respect for autonomy: should the AAL care recipient develop emotional attachment
to the social robot, who would deem whether this is acceptable? The user should
have the autonomy to refuse the use of the robot, or they should be able to refuse
that the robot be taken away once introduced.

5.3.5
a) Sn

Mobility

hart walker

Ethical considerations

Human dignity: should the Al-enabled system appear to be a human, or should it be
made clear that the AAL care recipient is interacting with an Al/robot that only|looks
human? Would this affect the efficacy of the AAL system?

Diversity, non-discrimination, and fairness: social robots should consider the cultural
background of the AAL care recipient, languages, and understand.facial expresfsions.
Moreover, the system shall ensure that ongoing machine learning-does not allow the
system to make discriminatory or insulting cultural references irrespective pf the
interactions with the AAL care recipients.

Data privacy: all discussions or other interactions between the AAL care regipient
and the social robot shall be kept confidential.

Safety: in the case of autonomous robots, the devices shall adhere to all pafety
protocols and standards associated with human interaction. For conversational
robots the use of any therapeutic approaches (€.g. cognitive or behavioural) shall be
limited and used only with the knowledge“of the AAL care recipient or respopnsible
caregiver.

Human oversight and control: the social robots should monitor the interactionsftypes
of interactions and if deemed potentially inappropriate then they should be reviewed
by a human. It is possible that changes will need to be made to the system or how it
interacts if interactions are deemed inappropriate.

Short description: a.wheeled walker not only assists the AAL care recipient with the
physical aspects _of.their mobility but has the capability to understand the AAL care
recipient's desired-destination and is able to provide directions and lead the individual
to that destination.

Respect for autonomy: the device should permit the user to select any destirjation,
with very limited restrictions.

Human dignity: the device should be able to assist the AAL care recipient if they
; f i i care
recipient to their home or to another known or safe location.

Diversity, non-discrimination, and fairness: if a natural language interface is used the
system shall deal with accents, specific cultural ways of speaking, and speech
deficits. Also, the system should allow for different levels of physical deficiency and
limitations to mobility.

Data privacy: access to location records and other information on where the AAL
care recipient has been, or currently is, shall be restricted, private data. Only an
override by a limited number of individual(s) in the case of a potential safety issue
should allow this to be unblocked.

Safety: the device shall understand the physical capabilities/limitations of the AAL
care recipient and not allow them to be put at physical risk (e.g. navigate the AAL
care recipient into the middle of a busy street that they cannot cross in time).
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Human oversight and control: should the AAL care recipient request to be taken to a
destination that may be unsafe, or the route may be unsafe, the request should be
reviewed by a human and approved if appropriate.

b) Wandering detection and diversion (WDD) for persons with dementia

Short description: in some cases AAL care recipients with dementia are exit seeking and
frequently try to leave their residences. Given the outside weather (e.g. extreme cold,
every year cases are identified where persons have died after exiting their residences
in the winter) or potential for AAL care recipients to get lost, allowing this to happen puts
the person at risk. A WDD system may interact with the person to try to dissuade them
from exiting (e.g. encourage a return to bed during the night) or failing that to notify a
caregiver that the care recipient is trying to (or has) exited the residence.

Ethical considerations

tonomous vehicles

Respect for autonomy: should the system prevent the person fromexiting the
residence (e.g. automatically lock/prevent unlocking a door)? At how much risklis the
person allowed to put themselves should they wish to exit?

Human dignity: the system shall consider the dignity of the persep’when intergcting,
ensuring it does so in an appropriate manner (e.g. encouraging, rather than|using
berating or controlling language).

Diversity, non-discrimination, and fairness: any systems that depend on facial
recognition shall consider racial differences in their development and training data.

Data privacy: access to the data collected by the-system in its interactions with the
person must be controlled. Since, by definifion” of this use case the pergon is
considered cognitively impaired, data access control shall be provided fo the
appropriate family caregiver or other substitution maker.

Safety: these systems are put in place\for safety reasons and should not ingrease
risk to the persons. For example locking the doors to prevent exit may put the AAL
care recipient at risk if there is a fire ‘or other appropriate reason for them to ekit the
premises.

Human oversight and contrel:* decisions on exiting may need to be reviewed by a
human in some circumstanges to balance autonomy and safety of the person.

Short description: autonomous vehicles may be used by care recipients (without their
own vehicles or who-.have lost the ability to drive) as a convenient means to pet to

medical appointments, social engagements, or go shopping.
Ethical considerations

Respect for autonomy: in general, the autonomous vehicle should not stop th¢ care
recipient from determining their destination. However, certain controls may n¢ed to
bexin place for persons with cognitive impairments (e.g. not allow a destinatign that
is inappropriately hundreds of kilometres away).

Human dignity: all interactions between the AAL care recipient and the vehiclé shall
be courteous and respectful, even if the person requests an inappropriate
destination.

Diversity, non-discrimination, and fairness: autonomous vehicle AAL services shall
be available to all potential AAL care recipients irrespective of race or cultural
background.

Data privacy: access to ride information (who, where, when, etc.) should be closely
controlled. While the vehicle company may require the data for services planning, it
should be restricted to deidentified data wherever possible (e.g. to medical
appointments at clinics or doctors' offices). Are there situations, e.g. a missing
person, where this data should be more easily accessible by the appropriate
authorities?
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5.3.6

Safety: while respecting AAL care recipient autonomy, the Al-enabled vehicles
should not allow AAL care recipients, particularly cognitively incapable AAL care
recipients, to put themselves at risk (e.g. exiting the vehicle at an inappropriate
location). How can autonomous vehicles ensure this? Is an understanding of the AAL
care recipient's cognitive capability a required condition of use?

Human oversight and control: to balance dignity/autonomy and safety, should the
AAL care recipient request to be taken to a destination that may be unsafe, or if the
route may be unsafe, or the cost incurred potentially be too high, the request should
be reviewed by a human and approved only if appropriate.

Prevention and management of chronic conditions

a) Sh

opping and nutrition planner

Short description: an AAL care recipient living alone can require assistance innmanaging
a healthy diet as well doing their grocery shopping. An Al-enabled assistant will hglp the
AAL care recipient select appropriate meals and related ingredients that are apprdpriate
in the management of a chronic disease (e.g. diet is particularly impofrtant to diahetics)

as well as ordering and delivery.
Ethical considerations

Respect for autonomy: while diet management is important) the system should|focus
on recommendations and not prohibit the ordering of §pecific foods favoured by the
AAL care recipient.

Human dignity: while alternate recommendations)'are appropriate, the Al-enabled
system should not override AAL care recipiénts' preferences in choice selgction,
treating the AAL care recipient as if theyare’incapable. Conversely, includipng Al-
enabled restrictions or guidelines such as a maximum quantity ordered at on¢ time
(or within a short period), are appropriate to ensure the AAL care recipients ¢lo not
do something they did not intend.

Diversity, non-discrimination and fairness: there should be no restrictions on food
selections based or race or gultural background; in fact, the system shoyld be
knowledgeable of specific cultural preferences (e.g. African, western, or Asian foods)
and allow these selections as appropriate to the AAL care recipient's dietary needs.

Data privacy: food selection information should not be made available to adveftisers
without the expressed consent of the user(s). In addition, decisions about whether
to advise the caregivers about diet and food selections must be considered carefully
to balance the AAL care recipient's autonomy and privacy against the
appropriateness of their selections.

Safety: there shall be sufficient security in the system so that it does not potentially
recommend inappropriate foods. Furthermore, the inclusion of advertisements|which
canentice users to select inappropriate foods, should be prohibited.

Human oversight and control: capability should exist for questionable requestq to be
reviewed by a human while maintaining autonomy and safety. But human imposed

restrictions here should he very limited

b) Disease progression monitoring and notification

Short description: similar to the falls and behaviour monitoring use cases above, this
application monitors physiological symptoms appropriate to the care recipient's chronic
disease (e.g. blood sugar levels and weight for diabetics; blood oxygen saturation levels
for COPD patients, etc.) and sends an alert if there may be adverse events or significant
change in disease conditions that may require medical intervention.

Ethical considerations

Respect for autonomy: the users should have control over who receives any alerts
and related data, beyond the patient themselves. For example, while a medical
professional such as the family physician might be notified of a potential concern,
the user may restrict other family members from seeing measures or notifications

Human dignity: the monitoring technology shall be non-intrusive and any interactions
with the AAL care recipients shall use respectful language.
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Diversity, non-discrimination and fairness: the thresholds and event triggers shall
consider different racial backgrounds implying any machine learning training sets
must include broad racial examples.

Data privacy: control over data access by third parties (medical personnel, family
members) shall be fully under the control of the user.

Safety: the monitoring aspects of the system shall not increase the risk to the users
(e.g. difficult to use devices).

Human oversight and control: the monitoring clinician shall remain in the loop and
while clinical interventions may be recommended by the Al system (e.g. changes in
medication, diet), the final decisions on whether to implement these interventions

5.4

The u
conte

Owing
dignity
safety
specif

stoutdbetefttothectimicam:
Key requirements for Al-based AAL systems

5e case analysis given in 5.3 identifies key ethical requirements of trustworthy Al
t of AAL.

to changes in the abilities of AAL care recipients, human agency and autonomy, h
, diversity, non-discrimination, and fairness, privacy and data~governance, reli
and security, and human oversight and control are key requirements that nee
c considerations. These requirements are considered, carefully in the procs

develgping, installing and operating Al-enabled AAL systems.

Table
Al-bag

ed AAL systems.

Table 3 — Summary of AAL-specific considerations

in the

uman
bility,

AAL
ss of

3 summarizes AAL-specific considerations whieh, provide the key requiremenits for

Requirement Specific considerations
Humap agency and autonomy . Does the AAL care recipient have the right to put himself/herself at r[sk?
. Is thesystem able to limit the AAL care recipient's actions or report
actions without the permission of the said AAL care recipient?
. How much control should the Al-enabled system exert over the user
. Who determines what the control threshold is?
Humah dignity . Does the user understand that they are being monitored?
. Does the user turn on/off the system by himself/herself?
. Is the system able to assist the user without the user's permission if
his/her abilities are declined/lost?
. Does the user understand that the Al system is not a human even if |n
human-like form?
. Is the language used gentle and appropriate in manner?
. Should the system warn the user of potentially risky behaviours?
Diversity, non-discrimination, . Does the interaction with the system reflect the AAL care recipient's race,
and fairness religion, culture, and other background?
. Does the system understand different accents?
. Does the system allow different levels of physical limitations?
. Especially, does the system understand an order by voice from the AAL
care recipient when he/she loses the ability to speak clearly?
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Requirement Specific considerations

Privacy and data governance . Are the interactions between the system and the AAL care recipient kept

confidential?

. Does the system share the AAL care recipient's data to other parties
outside of those persons permitted in advance?

care recipient's data to other parties, beyond those persons permitte
advance?

recipient's levels of cognition continue to decline?

. When do safety concerns override privacy? Who should share the AAL

. Who controls the ability to set data reporting limits when the AAL care

din

Reliability, safety and security | e How does the system determine what is a safety issue and what is not?

e Does the system prevent the provision of unsafe recommendations 1p the
user?

. When and in what conditions does the system act to minimize/dangef and
increase the safety of the user, while allowing for autonemy’and human
dignity?

. Does a physical system such as robot maintain safgjinteraction with fthe
AAL care recipient?

Humén oversight and control . Do experts such as a physician or pharmagistioversee the system?

. Do experts receive immediate emergencynotices from the system?

. Do experts receive immediate noticexfrom the system when the systgm
malfunctions?

. Do experts review the system‘Operation periodically (weekly/monthly])?

Howeyer, there is no AAL-specific consideration*telating to individual and societal well-peing,
transgarency, and accountability. It is recommended to use ISO/IEC TR 24368 and|other
documents to review these requirements in the process of developing, installing and opgrating
Al-engbled AAL systems.

5.5 |Technical, operational, and.governance considerations of Al-based AAL sysfems
5.5.1 General

Al systems should be technically dependable and reliable in their operation, securq from
cybernetic and access controls perspectives, and shall not pose unreasonable safety rigks to
an AAL care recipient's-physical or mental health. This is particularly sensitive in the case of
an AAL care recipient’who may suffer from physical or cognitive limitations as descrilped in
Table|3 and whosmay not be aware of the impacts of an action by the Al/autonomous sygtem.
The fpllowing*is a discussion regarding technical and operational considerations, such as
privady,~” accountability, transparency, and overall system oversight and governance of
Al-enabled systems in their use for vulnerable AAL populations. Table 4 summarises the g¢thical

and societal considerations as described in ISO/IEC TR 24368 [5] and AAL requirements have
been added which are specific for the AAL context.

NOTE Only specific considerations in the AAL context are highlighted in this document which go beyond the ethical
and societal concerns mentioned in ISO/IEC TR 24368.
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Table 4 — Relation to ethical and societal considerations described in ISO/IEC TR 24368

Considerations in ISO/IEC TR 24368

Considerations in the context of AAL

Privacy

Privacy considerations include the following:

1)

2)

3)

4)

5)

6)

7)

8)

9)

10)

13)

are communication mechanisms available to where
issues related to privacy can be raised?

are any processes in place for end users, or other
stakeholders directly or indirectly affected by the Al
system, to report experienced privacy concerns?

are any processes in place for relevant stakeholders

Specific considerations in the AAL context
highlighted in this document:

If an AAL care recipient is not able himself/herself
to judge whether or not to use an AAL service, it
shall be necessary to obtain the informed consent
of the relevant stakeholders such as family
members or legal representatives.

The following are modified with respect to
ISO/IEC TR 24368:

to respond to privacy concerns and to take such
feledback into account (when not deemed
grounded) to improve the Al system?

[

when a user is unwilling to share all data required to
bdiy, rent or otherwise access a service or product, is
thie user refused the services or products in their
entirety or are alternatives offered?

>

w carefully have risks linked with the collection and
sforage of personal data been assessed?

afe there any internal data governance mechanisms
in|place that include traceability of how the personal
data was obtained?

has the internal data governance and handling of
pgrsonal data been respected, is the data traceable
ol re-identifiable?

has the need to collect informed consent been
poperly handled?

c3dn the user or other stakeholder fully and similarly
exercise its rights on its personal identifiable input
data and personal identifiable output data?

is|the data subject informed about how valid(consent
is|given and if needed, or requested by the\data
sybject, how such consent can be revoked?

have applicability of definitions of privacy been
agsessed and considered/acted+upon in the context
(slector, geographical area, et¢.) where the Al system
is|being developed and deployed?

what data flow and verification capabilities are being
prlovided to ensure that the collected information is
uged as intended?

afle there features-to support the ability of data
subjects to review the presence, relevance and
ag¢curacy ef\personal information collected about
them?

NOTE In this document, "AAL user" means-'AAL
care recipient and relevant stakeholders™.

Relating to list items 1, 2 and 3 in Column 1 of this
Table 4:

. Provide communication mechanisms between
the AAL user and the AAL_service providgr so
that the AAL user can_ report experienced
privacy concerns.

Relating to list item&.5,'6, 7 in Column 1:

Put in place internal data governance mechanjsms
that include:

. tracing“and re-identifying personal data, gnd

. risk\assessment linked with the collection|and
sterage of personal data.

Relating to list items 8, 9 and 10 in Column 1:

. Obtain informed consent that enables the]AAL
user to fully and similarly exercise its rights on
its personal identifiable input data and
personal identifiable output data.

. The AAL user shall be informed about ho
valid consent is given, and if needed, how
such consent can be revoked.

Accoyntability

The following are modified with regards to
ISO/IEC TR 24368

Accountability considerations include the following:

is there a nose to tail trail of decisions made in
relation to the Al system? Can the Al system be
disabled in case of deviation from intended outcomes
and be evaluated to predict potential misuse?

is a strategy and process in place for both testing and
monitoring that creation or reinforcing bias in data
and in algorithms are avoided?

are the implemented algorithms tested with regards to
their reliability, correctness and reproducibility and
are reliability and correctness measures and
reproducibility conditions under control?

how and where will the test methodology, results, and
changes based on results be documented?

. Implement a nose to tail trail of decisions
made in relation to the AAL system. The AAL
system can be disabled in the event of
deviation from intended outcomes and be
evaluated to predict potential misuse.

. Implement algorithms tested with regards to
their reliability, correctness and reproducibility
and make sure that correctness measures and
reproducibility conditions are under control.
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Considerations in ISO/IEC TR 24368

Considerations in the context of AAL

Safety and security

Safety and security considerations include the following:

are communication mechanisms available to where
issues related to safety and security can be raised?

are there any known safety and security impacts of
the Al system in the use of the system or in the event
of failure according to its intended functions (i.e.
providing wrong results, being unavailable, or used

In addition to the considerations and guidelines
shown in ISO/IEC TR 24368, this document
mentions that:

It is necessary to provide higher safety and security
measures for AAL care recipients in level 2 and/or
level 3 than for level 0 and/or level 1 AAL care
recipients.

To facilitate the understanding of "higher safety
measures", provide references to the documents

fo

* what technical measures will be taken to protect any

ra task for which it has not been tested)? relating to safety including functional safety

standards that SyC AAL is developing.

Fairng

Profe

Prom

Humajn control of technology

cdlTected data against 10Ss and unauthorized access,
d¢struction, use, modification, and disclosure?
Transparency and explainability Nothing specific to AAL can be foundinmthese

T considerations and guidelines.
ss and non-discrimination

It is necessary to mention arpotential risk / po
harm to humans, based on the Al system's
predictions, recommendations or decisions.

sional responsibility

tion of human values

Esible

Intern

ptional human rights Nothing specific to AAL can be found in these

considerations ahdjguidelines.

Respgct for international norms of behaviour

Comnpunity involvement and development

Respgct for the rule of law

Sustajnable environment

LaboJr practices
5.5.2 Technical and operational considerations
Thesq considerations for AAL systems-are not significantly different from those proposed|for Al
and gutonomous systems being déveloped for the broader population. Some addjtional
considerations for technical developers and AAL system operators are listed below.
Securjty:

o | AAL care recipients may have less awareness of when a system is acting inappropfiately
(e.g. when an inappropriate amount of medication is dispensed, or if an autongmous
vehicle is being rerouted). Therefore, security against external intrusion is of extreme
importancCe.

¢ | To ayoid potential abuse (e.g. emotional, financial, physical) generated by the system,
there 'shall be strict controls over what external users are authorized to ask the Al system
to{do. For example, a system that provides financial transaction support, such as
pmuhaaillg yluuclica, shottd—rotbe—atowed—toorder—and pay fot yluuclicb for other
persons; this would be a form of financial abuse.

e Logging of directions and changes by external human operators shall be ensured to be

able to trace back any inappropriate actions to the user. This also relates to the issue of
accountability outlined below, but focuses on deliberate actions by known external users.
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Transparency:

It shall be made clear to the system users, the AAL care recipients and, more
importantly, for their family or designated caregivers, what the Al system can do, where
its limitations might be, and what Al systems may be appropriate for the level of
assistance required by the AAL care recipient. Caregivers (family or formal) should not
have unrealistic expectations of the level of care available from the Al system.

Furthermore, the users should be able to receive a plain language explanation of why
the Al system made a particular system. For cognitively impaired individuals who may
question why something is happening or not happening, this explanation shall be very
simple and be expressed in approprlate Ianguage (something often difficult for even

anvercalhr—tha oaoraanivaorae o

Accoy

5.5.3

As di
consig

hiton o arac o araraHaieata C a ctom—an vators
aHRah UGIUSIVUIO O UUIIIIIIUIIIUCALU} CUTIVCTSCTy, are—oalrcygrveTrs—artd OyOLUIII opP

may need a detailed understanding of the rationale that went into a decision-ohpaction
by the Al system.

ntability:

Similar to discussions in IEC 63240-1 and IEC 63240-2, the Al systery developer and/or
operator shall be accountable for decisions or actions taken by the Al system. Given the
vulnerable and fragile nature of the care recipients there is an’even greater oppoftunity
for an incident to arise. The requirements of IEC 63240-1¢and IEC 63240-2 shall be
followed.

A human should retain ultimate control where appropriate, and be involved [n the
decision-making process where a clearly safe path arethically balanced decisionl|is not
obvious to the autonomous system.

In accordance with the transparency consideration above, all actions and dedisions
should be logged for an appropriate period of time, in case it should be necessfary to
review and determine accountability (user,\developer, operator) for a system action.

Operational governance considerations

scussed in 5.5.1 and 5.5.2, ethical considerations and technical trustworthiness
erations can be built into the Al-based AAL systems by the developer. Use of apprgpriate

data dets for machine learning (including AAL care recipients across the level of assistance for

which
data ¢

Howe
the sy
evolvg
decisi
gener
appro
gover

a system might be intended), proper attention to algorithm development and testing, and
rotection and controls, will go a long way to ensuring proper development.

er, ongoing governance of the Al-based system in operation is also required. Wiether
stem is largely"static" or in many cases where machine learning systems continpue to

in terms ofwoperations, there shall be ongoing oversight of the system. Actionls and
bns shall be'tracked. A determination of whether these are still appropriate shall be made,
bily for the broad population of users but also right down to level of whether decisiops are
priatesfor each individual AAL care recipient should they continue to decline. Operational
napnce)processes and governance bodies (e.g. representatives of the user comnmunity,

health

care ethicist, operating organization representatives) should be established by each AAL

system operator.
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