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INTERNATIONAL ELECTROTECHNICAL COMMISSION

TOP PRIORITY STANDARDS DEVELOPMENT STATUS
IN THE DOMAIN OF SMART ENERGY

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization caon
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote inter

co-
ina

Publicly Available Specifications (PAS) and Guides (hereafter referred to as "IEC Publi¢ation(s)").

pre

peration on all questions concerning standardization in the electrical and electronic fields. T this g
Hdition to other activities, IEC publishes International Standards, Technical Specifications, Technical R

aration is entrusted to technical committees; any IEC National Committee interested in,the) subject dg

may participate in this preparatory work. International, governmental and non-governmental organizations
with] the IEC also participate in this preparation. IEC collaborates closely with the Intefnational Organizg

Sta

hdardization (ISO) in accordance with conditions determined by agreement between the two organiza

2) The formal decisions or agreements of IEC on technical matters express, as nearly-as possible, an intery

con
inte

pensus of opinion on the relevant subjects since each technical committée has representation f}
Fested IEC National Committees.

3) IEC]| Publications have the form of recommendations for international uSe”and are accepted by IEC N
Committees in that sense. While all reasonable efforts are made to_ensure that the technical content
Puflications is accurate, IEC cannot be held responsible for the‘way in which they are used or

mis
4) In

nterpretation by any end user.

rder to promote international uniformity, IEC National Committees undertake to apply IEC Publ

transparently to the maximum extent possible in their national and regional publications. Any divergence b

any

IEC Publication and the corresponding national or regional publication shall be clearly indicated in th

5) IEC] itself does not provide any attestation of conforfity. Independent certification bodies provide con

ass
ser

6) Al
7) No

bssment services and, in some areas, accessytoIEC marks of conformity. IEC is not responsible
ices carried out by independent certification bodies.

Isers should ensure that they have the latest edition of this publication.

iability shall attach to IEC or its direectors, employees, servants or agents including individual expe

mermbers of its technical committees and }EC National Committees for any personal injury, property dan
oth¢r damage of any nature whatsoever, whether direct or indirect, or for costs (including legal feg

exp

Enses arising out of the publication; use of, or reliance upon, this IEC Publication or any other IEC Publj

8) Attgntion is drawn to the Normative references cited in this publication. Use of the referenced publical

indi

Bpensable for the correct.application of this publication.

9) Attgntion is drawn to the/possibility that some of the elements of this IEC Publication may be the subject o
rights. IEC shall not bg held responsible for identifying any or all such patent rights.

IECS
comm

RD 63199, which is a Systems Reference Deliverable, has been prepared by IEC sy
ittee Smart"Energy.

The tgxt of-this Systems Reference Deliverable is based on the following documents:

Draft SRD Report on voting

prising
ational
nd and
eports,
Their
alt with
liaising
tion for
ions.

ational
rom all

ational
of IEC
or any

cations
etween
b latter.

formity
for any

rts and
hage or
s) and
lcations.

ions is
patent

stems

SyCSmartEnergy/129/DTS SyCSmartEnergy/139/RVDTS

Full information on the voting for the approval of this Systems Reference Deliverable can be

found

in the report on voting indicated in the above table.

This document has been drafted in accordance with the ISO/IEC Directives, Part 2.
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The committee has decided that the contents of this document will remain unchanged until the
stability date indicated on the IEC website under "http://webstore.iec.ch" in the data related to
the specific document. At this date, the document will be

e reconfirmed,

e withdrawn,

e replaced by a revised edition, or

e amended.

that jt contains colours which are considered to be useful for the correct understanding

IMPTRTANT — The 'colour inside’ logo on the cover page of this publication indigates
of it

contents. Users should therefore print this document using a colour printer



https://iecnorm.com/api/?name=2a77e42262f00efe9115a81b30098a81

-6 — IEC SRD 63199:2020 © |IEC 2020

INTRODUCTION

0.1 General

IEC systems committee Smart Energy (SyC SE) addresses standardization issues in the field
of smart energy with the purpose of identifying systems level requirements for standardization,
coordination and guidance in the areas of smart grid and smart energy, including interaction in
the areas of heat and gas.

To realize this, SyC SE has accepted the idea that "One concrete approach consists of
collectively elaborating on a master development plan to visualize new ideas under
consideration by the TCs/SCs consistently with the ongoing program of work"

[SOURCE: IEC SyC SE, WG2 IEC Smart Energy Development Plan].

To achieve this goal, SyC SE determined that it was essential to consult widely within th
commjunity and the broader stakeholder community to provide overall systems .level
suppdrt and guidance to technical committees (TCs) and other standards devélopment g

both i
impor
impor
promd
SyC S

The p

standardizing action needed for as well to raise awareneSs of the ongoing standardi
effortg.

side and outside the IEC. From this consultation effort, SyC SE rnas able to

e IEC
value,
oups,
select

ant cases that would benefit from standardization. After identifyingband assessing the

ance of these standardization cases, SyC SE has worked with)the affected T
te these efforts and periodically updates their progress in ani SRD report (calle
E development plan).

Lirpose of the SyC SE development plan is to assist TCs\M coordinating and recog

In ord

is impprtant to analyse gaps, resolve each gap’scstandardization cases (milestones, tim
dependencies, etc.), progress the development process in accordance with a timetabl
manage the development status by tracking the processes.

The u
to get
for a g

0.2S
The d
of sta
will ey

In ord

e a
im

r to develop new standards and amendments of existing standards for smart ene

timate goal is to boost, facilitate and’monitor standardization work where needed, in
the most comprehensive and consistent set of standards in the given time scale, n
eamless deployment of smart.energy domain worldwide.

ummary of development plan process
bvelopment plan is in_essence a living tool, not only because of the progressive resg
hdardization casesjincluded in the development plan, but also because the list of €
olve during time.

er to addressthis, a formal process was developed with the goal to formalize:

vay tocollect new standardization cases (cases where additional standardization
prove smart energy technology, interoperability and market support);

Cs to
ed the

nizing
zation

rgy, it
lines,
, and

order
peded

lution
ntries

could

e a

way to rank these standardization cases (from the highest priority to the low

pst) —

a necessary step in order to allocate the IEC SyC SE effort to the highest priorities only;

e a way to elaborate and select a resolution path;

e a way to engage, monitor and report on each standardization case resolution process.

This overall process is summarized in 4.1.

The review process of the development plan should be synchronized with updates of the smart
grid roadmap [1], which consists of revision update and version update. Discussion with related
TCs is very important for these updates. In principle, update of this document is expected to be

synch

ronized with version update of the development plan.
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TOP PRIORITY STANDARDS DEVELOPMENT STATUS
IN THE DOMAIN OF SMART ENERGY

1 Scope

This document presents the current status of the IEC systems committee Smart Energy (SyC SE)
development plan for readers (not limited to IEC smart energy related members). The document
identifies items that require standardization, their current status and work required, possibly by
multipfle technical committees or working groups, to address any Issues.

Since|the content of this document represents a snapshot of the dynamic/living standardigation
processes to be updated, it is subject to future changes.

Users| perspectives are considered. For example, the analysis of influences of each item
(development impact and chance to fill gaps) are stated.

2 Nprmative references
There|are no normative references in this document.
3 Terms, definitions and abbreviated terms

3.1 [Terms and definitions
For the purposes of this document, the following terms and definitions apply.

ISO ahd IEC maintain terminological databasges ‘for use in standardization at the following
addrepses:

e |EL Electropedia: available at http://www.electropedia.org
e ISP Online browsing platform: available at http://www.iso.org/obp

3.11
actor
entity that communicates and.interacts

Note 1 fo entry: These actorsiean include people, software applications, systems, databases, and even thg power
systeml|itself.

Note 2 [to entry: In IEC SRD 62913 (all parts) [2], this term includes the concepts of Business Role and SBystem
Role inyolved in Use . €ases.

[SOURCE: IEC'62559-2:2015, 3.2 [3]]

3.1.2
archifecture model
generic tool iIntended to support the modelling activities Tor use cases, functions, architectures,
in order to analyse and visualize them with respect to interoperability, domains and zones

3.1.3

cyber security

protection against unauthorized access, theft, and damage to hardware, software or electronic
data (whether stationary or transported), detection of such deliberate or inadvertent events, and
coping during such a deliberate or inadvertent event

3.1.4
demand response
action resulting from management of the electricity demand in response to supply conditions

[SOURCE: IEC 60050-617:2011, 617-04-16]


http://www.electropedia.org/
http://www.iso.org/obp
https://iecnorm.com/api/?name=2a77e42262f00efe9115a81b30098a81
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grid code
<electric power system> collection of rules concerning rights and duties of the parties involved
in a certain part of the electric power system

2020

[SOURCE: IEC 60050-617:2009, 617-03-03, modified — The term "code" has been replaced by
"grid code".]

3.1.6
micro

grid

group of interconnected loads and distributed energy resources with defined electrical
boundaries forming a local electric power system at distribution voltage levels, that acts as a

single

Note 1
[SOU

3.1.7
proto
defing
exist

[SOU

3.1.8
role b

policy

3.1.9
smart
mean
energ
and vi

3.1.10
stand
case

and market support

controllable entity and I1s able 10 operate In either grid-connected or island mode

o entry: This definition covers both (utility) distribution microgrids and (customer owned) facility, mic

RCE: IEC 60050-617:2017, 617-04-22]

col
d set of procedures adopted to ensure communication between.Sets of processes
vithin the same layer of a hierarchy of layers

RCE: IEC 60050-716:1995, 716-01-17]

ased access
tneutral access control mechanism defined around)roles and privileges

energy grid

5 to generate, store and distribute energy\tising electricity as an energy vector conn
es, thus comprising also energy transformation between electricity and the other en
ce versa

lardization case
vhere additional standardization could improve smart energy technology, interoper

ogrids.

which

ecting
ergies,

ability

3.2 |Abbreviated terms
BACBH buildingJautomation and control system
CIM common information model
DA distribution automation
DER distributed energy resources
DERMS distribtted-energyresoureemanagement-system
e-vehicle electric vehicle
HBES home and building electric system
IP Internet Protocol
IPv4 Internet Protocol version 4
IPv6 Internet Protocol version 6
LV low voltage
PV photovoltaic system
SGAM (1) smart grid architecture model

SyC

(2) smart energy grid architecture model

SE systems committee Smart Energy
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4 SyC Smart Energy development plan: development process

4.1 Purpose

The development plan is in essence a living tool, not only because of the progressive resolution
of standardization cases included in the development plan, but also because the list of entries

will evolve over time. There are many new reasons for having new entries, such as (b
limited to):

ut not

o new market trends (which may create new entries but also delete entries because no longer

of high priority);

e new technology;

e new organization of IEC or external entities, which may trigger some re-arrangemlent of

wqrks.
In order to address this, a process needs to be set formally. It has the goal to formalize:

vay to collect new standardization cases;

a

a way to rank these standardization cases (from the highest priority to the low
a mecessary step in order to allocate the effort of IEC SyC SE to the\highest priorities
a
a
s

vay to elaborate and select a resolution path;

gverall process is summarized in 1) to 4) and in Figure~\

1) A pet of recommendations [4] is obtained from the smart grid roadmap [1].

2) THese recommendations are assessed and ranked by NCs and TCs in order to sele
andardization cases.

vay to engage, monitor and report on each standardization case resolution process.

bst) —
only;

ct key

3) Multiple scenarios are developed aiming.at@esolving these standardization cases anfd are

chiecked considering advantages and disadvantages.

Final scenarios are selected and furthér refined in the development plan. These procg
described in 4.2 to 4.4.

dures

TCS P )
Rankin ;
9 Selected Highest

list ranked
(10-15 situations

Set of
recommendations

items) (81-S11)

<&
SScenarios on D | -
evelopment plan
how to address o] p
S1 L / / ————
Setected DP-—1
i DP-2 |=———
Scenarios on |:> scenarios |:>
how to address (R1-R11) —
S2 N
DP-11  |——

Scenarios on
how to address

S1

Figure 1 — Development plan overall process

IEC
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By way of this iterative resolution process, the development plan version 1.3 was determined,
as shown in Table 1.

Table 1 — List of selected items in the development plan version 1.3

No. Selected items @
1 Increase profiling support

2 Connecting and managing DER standards

3 Installations with multiple power sources

4 Extensions to support dynamic system management

5 Guidance for IEC 61850 extensions

6 Promotion and expansion of IEC 61850-7-420

7 Cooperation of cross TCs for demand response applying to smart home and building automatipn

systems

8 Standardization for interconnection and interoperability of large and distributed-energy storagqg
9 Support for the long-term interoperability of IPv4 and IPv6

1( Guidelines of smart energy cyber security requirements

11 Extension of SGAM smart energy grid reference architecture

2 Ddtails of these items are given in SyCSmartEnergy/39e/INF [5].

4.2 Collection of standardization cases

There|are many ways to collect inputs as "potential standardization cases", i.e. by identifying
gaps pr overlaps, or by recognizing other kinds ©of)standardization needs potentially affecting
the relevance of the IEC set of standards to fulfil, the smart energy requirements.

Initially, the inputs mostly came from a former assessment performed by the IEC SG3 [Smart
Grids | formalized under its report "Release 1.0 of the IEC smart grid roadmap" [1], produg¢ed by
IEC S[G3 and then assessed in "IEC Sy€1 Draft Set of Recommendations V3 0" [4]. At the end,
more than 100 potential standardization cases were identified through this process.
4.3 |Ranking process and results

4.3.1 General

The ranking process was published in "SyCSmartEnergy/37e/DC" [6].

4.3.2 Ranking criteria

Two npain criterig-for ranking the standardization were selected in order to ensure

e a quick-answer from stakeholders, and

e a simple sorting and decision-making process.

At the end of the survey, a third criterion was used to evaluate the degree of consensus of the
stakeholders.

As illustrated in Figure 2, the two criteria form the X and Y axes of a graph of each
standardization case, while the size of the area indicates the degree of consensus.
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Standardisation 4 Very high impact, high
likelyhood chance of standardisation.
. S
5
Medium impact, medium
chance of standardisation.
Area of largest
interest for WG2
Lowi = A5CRERCE™5 (I—ligh imlr_\:r\f, medium. \
[stand |rF::|isa,tion chance of standardisation.J
1 H
1 5

4.3.3
The o

Situation impact

Figure 2 — Typical graphical output and conclusions

X-axis = Smart energy deployment standardization.case impact
pjective of the first criterion was to evaluate how much the considered gaps could p

(if abgent) or boost (if present) smart energy worldwide. Thelimportance measured the po

impac
categ

-~

a W N -

The fi

4.3.4

The o
the ¢

t in the ability of smart energy to be deployed. The assessment of this cr
prized the impact as follows:

F don't know;

F almost no impact / not important / notwrelevant;

F small impact / less important;

F medium impact / medium importance (may be limited to some regions/countries);
F high impact / important / a continent;

F very high impact / veryimportant / very relevant / worldwide.

hal criteria measurement’averaged all received valid answers ("?" answer is ignore

Y-axis = Standardization case resolution likelihood

bjective of the 'second criterion was to evaluate the risk, namely how achievable
bnsidered ,standardization work actually be. The assessment of this criterion

stakelolders tos¢hoose between the following six positions:

o 2

F don't know;

IEC

revent
ential
terion

would
asked

e 1

F not achievable / very high risk;

2 = difficult to achieve / high risk;
3 = medium difficulty / medium risk;
4 = |low difficulty / relevant / low risk;

5 = easily achievable / no risk / just do it.

The final criteria measurement represents the average of all received answers ("?" answer is
ignored).

4.3.5

Evaluation of the degree of consensus

At the end of the ranking process, an evaluation of the degree of consensus was performed.

In order to measure the stakeholder’s alignment on each selected standardization case, the
number of received answers having evaluated the considered standardization cases with large
impact criteria (i.e. impact criterion =2 4) was computed.
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The stakeholders requested to contribute to the survey were

e the technical committees or subcommittees (TCs/SCs), and

e the P-member National Committees (NCs).

Each stakeholder counted as one "voice".

4.3.7
The

ranking elements and

Ranking result

results were published in

"Situation Ranking Results

SyCSmartEnergy/39e/INF" [5]. An additional consideration in selecting standardization cases

was
stand
were

telected.

Table 2 — Ranking results: selected 11 items

rdization entity. Table 2 shows the ranking results, in V\’/hiCh 11 standardization

n one
cases

Nb @ ID®

Standardization case summary

Standardization
case Impact

Standardization
likelihood

Cong
I€

ensus
vel

13 [$-INT-1

Considering the increasing number of
options in smart energy standards,
and the increasing need for multi-
vendor interoperability, IEC should
encourage and support the profiling of
use of these standards (an agreed-
upon subset and interpretation of a
specification). Such an approach
needs a complete framework to cover
the full process from specification to
testing, i.e. guidelines, processes;
tools and hosting.

4.6

3.4

86 %

17  |§-CNC-2

Develop IEC product standards. (IEC

TC 82, TC 88, TC 95, etc. ypermitting
to demonstrate complianee with grid

connection requirements.

3.4

71 %]

19 |§-CNC-4

To review installation rules for safety,
especially with*'multisources aspect.
IEC TC 64 should develop a dedicated
part within the IEC 60364 series [7] to
cover this need together with IEC TC 8
for theGrid aspect of multisource
ingtallations.

3.7

67 %

54 |§-SA-10

Develop the needed extensions (data
model and/or services) to support
dynamic system management.

3.5

83 %

55 |$-SA-11

In order to keep IEC 61850 overall
consistency, and avoid potential
overlaps, provide guidance to other
TCs than TC 57 on the process and

4.0

86 %

wcurmmiar Tuics tu d'J'JIy (U TTTAdNT
extensions to IEC 61850 in their own
expertise domain. This applies to all
potential application domains of

IEC 61850 (i.e. is not substation
automation system specific).

57 |S-DER-1

Promote the use of IEC 61850-7-420
for all DER equipment and expand the
standard to all kinds of possible
equipment. This should be done in a
generic way, which enables the
inclusion of all kinds of DER
equipment without explicitly describing
single DER equipment. The current
standard (IEC 61850-7-420:2009) is
too detailed and therefore poses
difficulties in achieving
interoperability.

3.5

80 %
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Nb @

ID®

Standardization case summary

Standardization
case Impact

Standardization
likelihood

Consensus
level

60

S-HBES/BACS-1

4.0

3.6

60 %

A close cooperation with the "demand
response" activities is needed. Here
use cases need to be defined in order
to specify the scope and involvement
of the different stakeholders. For
example, the contribution of
HBES/BACS needs to be described in
order to define their share in the
overall systems.

IEC TC 57 should develop an
equivalent standard for connection of
Targe and disiributed storage sysiems.
The result should be a generic
description of the necessary data
models, in order to accommodate the
different requirements and possibilities
of large and distributed energy
storage.

62 |S-ES-1 4.5 3.7 100 %

81 G-C-7 Anticipate the use of IPv6, and ensure 4.0 100 %o

the availability of the concerned
standards supporting IPv6.

86 |}-S-5 Given the complexity of business 4.7 3.4 100 %o
processes and the wide variety of
cyber assets used in the smart energy
environment, there is significant
confusion about how to assess cyber
security requirements and what cyber
security standards are applicable. It is
clear that no single cyber security
standard can address all security
requirements, security controls,
resilience strategies, and
technologies. Some existingstandards
and guidelines are focused. 'onthe high
level organizational security
requirements and the_moere detailed
recommended controls (What), while
other standards focus on the
technologies that-can be used to
provide these.eyber security controls
(How). The main challenge is to
clearly describe the issues around
cyber ‘security for smart energy
operations, to provide guidelines for
how“best to use the existing cyber
security standards, and what gaps
might exist where new cyber security
standards should be developed.

$-AM-1 Documentation and extension of the

SGAM to interfaces to other energies

Not quoted

a "Nt"
im

isvthe classification number defined by the IEC smart grid roadmap and does not indicate any order of
oTtance.

b IDs are "the name of items”. Details are given in SyCSmartEnergy/39e/INF [5].

4.4 From advantages and disadvantages of paths to the resolution of standardization

cases

Once standardization cases are selected, exactly who is to undertake them and how do they
need to be resolved? Before (or even after) starting the resolution process, several paths need
to be carefully considered. For instance, with the TCs, SyC SE just helped to coordinate the
work through joint discussions with the affected TCs. Usually a few possible paths were
identified for achieving the standardization case. If there were several TCs involved, SyC SE
worked with an appointed leader to identify these possible paths. Then advantages and
disadvantages were identified for each of the paths so that the most effective path could be
selected. After careful considerations by comparing these advantages and disadvantages,
SyC SE set the priority of each path.
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Table 3 is the example of advantages and disadvantages comparison (standardization case of
S-DER-1: Promotion and expansion of IEC 61850-7-420)

Table 3 — Example of scenarios comparison (S-DER-1)

Potential scenario for Advantages Disadvantages Priority
addressing
standardization cases
1.Ask TC 57 to take the Can keep consistency of Difficult to consider all 3
lead without creating the standard from TC 57 use cases including major
liaisons with other perspective. TCs activities on DER.
groups. Not able to go into
adequate detail for each
equipment.
2. TC|57 leads and works | Can reflect opinions of Getting and keeping the 1
with relevant TCs: by relevant TCs. involvement of relevant
corregpondence, joint TCs over time may be
workshops. difficult.
3. TC|57 leads and forms Get strong contribution of | Not easy to manage 2
a join{ working group relevant TCs. JWGs.
(JWG) with relevant TCs.

Finally, SyC SE selected the most appropriate paths and created into dashboard sheet| After
checkjng the advantages and disadvantages of all 11 standardiZation cases, SyC SE created
the dgvelopment plan shown in Table 4.

Table 4 — Developmentplan V1.3

ID @ Standardization case objective summary

1. S-INT-1 <BAP> Increase profiling support:

Considering the increasing number of options in smart energy standards, andl the
increasing need for.multi-vendor interoperability, IEC should encourage and
support the profiling of use of these standards (an agreed-upon subset and
interpretation of-a specification). Such an approach needs a complete frameyork to
cover the full(process from specification to testing, i.e. guidelines, processeg, tools
and hosting.

2. S-CINC-2 Connegting and managing DER standards:

Develop IEC product standards (IEC TC 82, TC 88, TC 95, etc.) permitting tdg
demonstrate compliance with grid connection requirements.

3. S-CINC-4 (CN&MGng DER)) {Installations with multiple power sources:

To review installation rules for safety, especially with multisources aspect.
IEC TC 64 should develop a dedicated part within the IEC 60364 series to cqver
this need together with IEC TC 8 for the Grid aspect of multisource installati¢ns.

4. S-SA-10 Extensions to support dynamic system management:

Develop the needed extensions (data model and/or services) to support dynamic
system management.

5. S-SA-4 GuidaneeforEGC64850-extensions:
In order to keep IEC 61850 overall consistency, and avoid potential overlaps,
provide guidance to other TCs than IEC TC 57 on the process and technical rules
to apply to make extensions to IEC 61850 in their own expertise domain. This

recommendation applies to all potential application domains of IEC 61850 (i.e. is
not substation automation system specific).

6. S-DER-1 Promotion and expansion of IEC 61850-7-420:

Promote the use of IEC 61850-7-420:2009 for all DER equipment and expand the
standard to all kinds of possible equipment. This should be done in a generic way,
which enables the inclusion of all kinds of DER equipment without explicitly
describing single DER equipment. The current standard is too detailed and
therefore poses difficulties in achieving interoperability.
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ID @

Standardization case objective summary

7. S-HBES/BACS-1

Cooperation of cross TCs for demand response applying to smart home and
building automation systems:

A close cooperation with the "demand response" activities is needed. Here use
cases need to be defined in order to specify the scope and involvement of the
different stakeholders. For example the contribution of HBES/BACS needs to be
described in order to define their share in the overall systems.

8. S-ES-1

Standardization for interconnection and interoperability of large and
distributed energy storage:

IEC TC 57 should develop an equivalent standard for connection of large and

distributed storage systems. The result should be a generic description of the
necessary data models, in order to accommodate the different requirements and

POSSIDINeSs OT 1darge dna distriouted energy storage.

9. G-C}7 (comm. Nwk)

Support for the long-term interoperability of IPv4 and IPv6:

Anticipate the use of IPv6, and ensure the availability of the concerned-standards
supporting IPv6.

10. G-$-5 (Security)

Guidelines of smart energy cyber security requirements:

Given the complexity of business processes and the wide yariety of cyber asjsets
used in the smart energy environment, no single cyber security existing stanflard
can address all security requirements, security controlsy, resilience strategieg, and
technologies. Some standards and guidelines are focdsed on the high level
organizational security requirements and more detailed recommended contrqls
(What), while other standards focus on the technologies that can be used to supply
these cyber security controls (How). The main/challenge is to clearly describe the
issues around cyber security for smart energy. operations and to provide guidelines
for how best to use the cyber security standards.

11. S-AM-1&New

Extension of SGAM smart energy-grid reference architecture:

The SGAM framework is established*by merging the concept of the interopenability
layers with the smart grid planexTo describe the interaction between the elegtrical
grid and the systems in the areas of heat and gas, SGAM extension will be
needed.

a8 |Dgl are "the name of items”. Details are given in SyCSmartEnergy/39e/INF [5].

4.5 |Facilitation of standardization case activities by SyC SE

In producing this development plan, SyC SE is seeking to facilitate these standardizatior
activitjes by involving the relevan? groups, and by monitoring and reporting on progress.

case

Basically, the development plan standardization cases fall into the following three scenafios.

1) Ldad Group Scenario when the lead groups exist

A Bcenario where-one of the concerned entities is recognized as the leader to condu
wqrk, with an)extended perspective" corresponding to the scope agreed with SyC Sk.

ct the

2) Parallel Greups Scenario when coordination is needed across groups which are working in

pgrallel

A [scehario where specific activities involving concerned entities with associatdd co-

ordination are set under the assistance of SyC SE.

3) Hosted by SyC SE Scenario other than 1) and 2), in which the standardization case needs

to be hosted by SyC SE

A last scenario where all the activities are hosted by SyC SE with liaisons with the concerned
bodies. This is only the case when abovementioned 1) and 2) are not feasible. This is limited
to the activities that SyC SE can effectively host (such as guides, reports, consistency

framework, and glossary).
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According to this classification, standardization cases in the development plan are categorized
as follows.
a) Lead Group Scenario — three cases:
e S-INT-1: Increase profiling support;
e S-SA-10: Extensions to support dynamic system management;
e S-SA-11: Guidance for IEC 61850 extensions.
b) Parallel Groups Scenario — five cases:
e S-CNC-2: Connecting and managing DER Standards;

e [[S-CNC-Z: Tnstallations with multiple power sources;
e | S-DER-1: Promotion and expansion of IEC 61850-7-420;

e | S-HBES/BACS-1: Cooperation of cross TCs for DR applying to smart home and bdilding
automation systems;

e | S-ES-1: Standardization for interconnection and interoperability ofdarge and distr|buted
energy storage.

c) Hosted by SyC SE Scenario — three cases:
e | G-C-7: Support for the long-term interoperability of IPv4 and IPv6;
e | G-S-5: Guidelines of smart energy cyber security requirements;

o | SGAM: Extension of smart energy grid architecture.
5 Apssessment of each standardization case

5.1 S-INT-1: Increase profiling support
511 Purpose of IEC effort

Interoperability is clearly one of the most important challenges the smart energy domain pas to
face, and the main reasons can be summadrized as below:

o higher variety of actors (generation, transmission, distribution, grid users including DER and
cugtomer premises, and energy market related actors) needing to exchange data, incjuding
the fact that these actors were not used to interacting in such way;

e higher number of actors needing to exchange data (a new order of magnitude needing to be
reached, stepping frem hundreds to tens of thousands or even higher);

e n businesses and functions, requesting new data (including the fact that some of|these
new businessesiand associated functions are not fully matured);

e mare complex data to exchange;

e an|evolving standardization case.

Facing‘stich a challenge has been the main driver for creating and promoting the Smart nergy
Grid Architecture Model, also presenied as standardization case described in 5.171.

So on one hand, the standards are becoming more and more complex (in the sense that they
include a larger and larger number of parts and elements), and on the other hand, the need for
interoperability increases.

One way to address such a standardization case is to derive profiles from a general purpose
standard. These profiles focus on specific applications of this standard by defining some
agreed-upon restrictions of usage of the optional parameters of a considered standard, fitting
the specified application. Applying such profiles increases the chance of components being
interoperable by design.

IEC needs thus to provide the method and guidelines to explain how to proceed, as well as to
provide tools and support machine-processable ways to define, host and maintain such profiles.
This impacts potentially all IEC entities of the smart energy domain dealing with digital
communication.
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Such profiles may be particularly relevant to S-CNC-2 (see 5.2) and S-DER-1 (see 5.6)
especially by better supporting regional applications of grid codes.

Providing tools to support to profile definitions is also the objective of S-AM-1 (refer to 5.11).

5.1.2 Description of current standardization efforts

The first challenge has been to consider the existing practices of profiling, especially in
IEC TC 57, and in providing a common framework. This resulted in the publication of
IEC TR 62361-103 [8] providing guidelines on how to perform the profiling of the Common
Information Model (CIM) and IEC 61850 (Communication networks and systems for power utility
automation) standard.

Defining smart energy requirements down to a point where profiles can be defined is desgribed
in the|lEC 62559 series (use case approach) [9], complemented by IEC SRD 62913:1,[4], and
a futufe SRD on the SGAM.

The ngxt phase has been to document such profiling activity in the specific case of IEC §1850,
and this led to the publication of IEC TR 61850-7-6 [10]. A new profiling.Work is curreptly in
develppment which identifies the IEC 61850 data objects for grid codes and-other functions and
maps [them to a specific protocol, initially IEEE 1815 (DNP3).
5.1.3 Description of remaining standardization efforts

Some|important works still remain:

¢ Ddmonstrate by real cases the application of basic application profiles.
e Prpvide a machine-processable way of specifying-a\profile (in the case of IEC 61850).

e Dgfine a way of hosting and maintaining profiles,»with possibly an important contribution of
usgrs associations:

— | possibly under the form of a "database®,
— | with adequate IP and licensing rules:

The DER world may be a first relevant-case of application of such profiling activity, espgcially
when [considering grid codes related‘requirements for observability and controllability of DERs
(then refer to S-CNC-2 in 5.2).

5.2 |S-CNC-2: Connecting.ahd managing DER standards
5.21 Purpose of IEC.effort

The integration to the'grid of variable power generation from renewables such as PV| wind
energy, storage, fuel cells, reciprocating engines, e-vehicles with their charging stations|— any
kind of electricity, generators and/or flexible loads, of whatever installed power size — s{arting
from the smallest of few watts, is becoming a must.

This Hecotmes even more critical in three senses: the increased ratio of renewables conrected
to thegfidsconsidering that their variability and predictability impact the functioning of the whole
electrici [op i g = i TSSi i et anced
contribution of grid users to these parameters), as well as the development of microgrids with
very little energy inertia.

Thus preparing and coordinating the development of International Standards and other
deliverables related to connection of grid users to the grid, to ensure a smooth, balanced
operation and stability of the grid, is as well becoming a must.

Such an activity should cover grid integration standards for renewable energy (as much as
possible agnostic in terms of the generation technology), aggregating contributions of all grid
users and prescribing interaction modes between the grid and power plants. This includes
requirements for interconnection and related tests for grid code compliance, as well as
standards or best practice documents for planning, modelling, forecasting, assessment, control
and protection, scheduling and dispatching of renewables with a grid level perspective.
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Developing grid level requirements to enable secure, non-discriminatory and cost-effective
operation of electricity supply systems with a significant share of renewable generation leads
to setting up a requirement for co-ordination between IEC TC 8, SC 8A, TC 13, TC 69, TC 82,
TC 88, TC 95, TC 114, TC 115, TC 117, and TC 120. On the IT part, the same approach will be
used by ensuring that data models and functions related to grid users connection are able to
interoperate.

Many different cases may be faced:

e Product TCs may have addressed (or will address) the grid connection requirement
differently on a product basis (typically PV may define something different and not
interoperable with energy storage, energy storage different from e-vehicle). This would
mean than some standards are already published, but not with the expected consistency
between them.

o Local or regional standards may already exist.

e Local or regional regulation may be in place superseding any willingness, toyconvergé¢ on a
sef of harmonized standards.

5.2.2 Description of current standardization efforts

A new entity SC 8A — derived from and reporting to IEC TC 8 — was formed to address grid
connection requirements and compliance. IEC TS 62786:2017 [11] is’being revised as a|multi-
part series of Technical Specifications: IEC TS 62786 (all parts),

A joint standardization activity is progressively encompassifig the most important gengration
technplogy such as PV, wind, energy storage, and thus contributing to a sort of horigontal
standard.

5.2.3 Description of remaining standardization efforts
Some|important work still remains:

e Further extend the scope to ensure that all types of grid user are considered (typically
e-yehicle, flexible loads, ...).

e Sdpport potentially with IEC TC 95)and/or TC 85 the definition of specific "protection” tnd/or
"measurement function" needed to support the grid connection functional requirement.

e Ensure the coordination andvalignment with other standards such as IEEE 1547.

e Ensure the coordinatian and alignment with local or regional standards, such as EN 50549
frgm CENELEC.

NOTE | The last two item§ may be addressed through a sort of profiling (as described in the S-INT-1 standardization
case —fefer to 5.1).

5.3 |S-CNC-4idnstallations with multiple power sources
5.3.1 Purpose of IEC effort

The integration of generation at all levels of the grid is becoming a reality, raising the qugstion
of how te'define the limit between what used to be called the "supply side" and what used to be
called the "demand side". This means for example that generators may be more and more
connected internally to a "customer premises" installation, while remaining connected on the
grid, with a potentiality to export energy when possible and relevant. Such a grid user may even
under certain conditions decide to run temporarily off-grid, having inside enough electricity
generation capability to support its loads.

Having this "new" way of operating a grid user installation changes many things at both sides:

e From a grid perspective, this would mean that the flow is bidirectional and changing. The
consumption of energy from the grid may depend on local user strategies, which are
unknown by the grid operator, leading to some issues regarding energy balancing,
congestion and voltage management (among the possible difficulties). This may also affect
the way maintenance of a feeder should happen, to guarantee the absence of energy during
field work for example.
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e From a customer premises perspective, this would mean that the installation should be able
to manage safely and securely these two modes (on-grid, off-grid) and the transition
between both, that the loads and generators will be protected at the same level against an
unexpected electricity event, that the earth will be as well managed properly when islanding,
etc.

Whatever the view, an adequate set of standards is required to design, protect, operate, and
maintain such new types of installation.

Microgrids may be seen from both sides: as a small scale distribution grid, or as a specific
customer installation. Thus typically IEC TC 8 (top-down) and TC 64/TC 99 (bottom-up) may all
work on the subjects, leading to potential discrepancies. This may have also some impacts on
the desighofkey components—suchas PV panels—inverers—storageelemenisandasspciate

inverters, e-vehicles and associated charging stations.

The main challenge is to ensure the production by IEC of a consistent and comprehensiye set
of stapdards.

It has|links with grid codes as depicted in the S-CNC-2 standardization case) presented [n 5.2.
It has| as well some links with the information technology side of the.standardization case
depicted in S-DER-1 (refer to 5.6).

5.3.2 Description of current standardization efforts
A new entity SC 8B — derived from and reporting to IEC TC 8 —was formed to address midrogrid
issueg. A new series of Technical Specifications — IEC TS 62898 (all parts) — is being devegloped.

IEC T 64 has engaged work to complete the IEC 60364 'series, to guide LV main stakehplders
such as installers on how to cope with such request ({fEC 60364-8-2 and IEC TS 60364-§-3).

A joinf standardization roadmap is progressively‘being set up between TC 8 and TC 64, with
potential cross-contributions of experts in both’series mentioned above (IEC TS 62898 and
IEC 60364).

IEC T|C 57 is intending to provide data’ models and communication standards to syipport
microg@rids specific features (extending the work done on DER) through an extension pf the
IEC 61850 series.

5.3.3 Description of remaining standardization efforts

Some|important work still sgemains:

e Transform the joint,;roadmap into concrete deliverables.

e Take into acceunt the grid codes requirements as expressed in IEC TS 62786 [11] (re¢fer to
S-CNC-2 depicted in 5.2).

e Ensure the coordination and alignment with other "product" standards such as produged by
IEC TC 82, TC 69, and TC 120.

5.4 |S=SA-10: Fxtensions to support dynamic system management
5.4.1 Purpose of IEC effort

It is a reality that digital installations are more and more dynamic animals. Many reasons lead
to modifying an existing digital installation, such as (but not limited to):

e shorter life cycle than conventional electro-technologies;

e evolving needs, requesting agility from the already deployed installation, to adapt their
functions and architectures to new requirements;

e cybersecurity patches — an existing installation can’t run with a known cybersecurity
vulnerability. Patches will have to be installed to ensure such vulnerability is fixed.
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At the same time:

— installations comprise a larger and larger number of devices, which makes manual
intervention not practical,

— efficiency of field teams is under huge pressure, which would favour remote activities;

— configuration of digital devices is getting more and more complex, potentially requiring skills
from many technical domains (protection, measurement, power quality, communication,
automation, etc.).

As a conclusion, system management of digital installations within the smart energy domain
(but not only), maximizing machine-to-machine system management, limiting the intervention
of humans, will become a must

While|a solution needs to be brought for smart energy, should this solution be smartgnergy
specific? Or should it be shared by other domains? To what extent should a solution‘be specific
to a spnart energy technology?

The main challenges are:

o tojcollect the requirements in a "domain agnostic" manner;
e toladdress the cases of firmware update, configuration update, dévice replacements.
This has links with some cybersecurity standardization case (G-S-5 exposed in 5.10), where:

— role based access is a key aspect of system management;
— paftch management is a key expected requirement;
— et¢.

As a ptarter, IEC TC 57 is the most involved ‘body as far as the smart energy domain is
concerned; however, TC 65 (for smart manufacturing aspects) or ISO/IEC JTC1/SC #1 for
Internet of Things should be included as well

5.4.2 Description of current standardization efforts

A new work item is engaged in IEC JC 57, with a joint specific task force established within the
TC, w|th the goal to capture the requirements. The second CD of IEC TR 61850-90-16 hag been
circulated.

5.4.3 Description of remaining standardization efforts

Some|important works(still remain:

e Finalize the requirement phase and publish IEC TR 61850-90-16.
o Elaborate techhical scenarios to meet the requirements.

e Elaborate a technical solution — should be handled at current time by IEC TC 57 WG10.
5.5 [S<SA-11: Guidance for IEC 61850 extensions
5.5.1 Purpose of IEC effort

Born to meet the requirement of substation automation, IEC 61850 has a much wider potential
to address the whole set of communication requirements of power utilities systems, at field level,
and this encompasses feeder automation, DER, hydro plants, wind farms, and potentially
charging stations of e-vehicles.

This means that an increasing number of technology domains are considering extending
IEC 61850 for their own domains.

Unfortunately, IEC 61850 was not documented or organized to support such a wide number of
different stakeholders. Without clear guidelines on how to extend IEC 61850, the other entities
could break the overall consistency, produce conflicting models, and at the end miss the key
target of supporting the smart energy field level communication, as expressed in the smart grid
standardization roadmap in IEC TR 63097 [12] and completed by the IEC power utilities
targeted architecture, expressed in IEC TR 62357-1 [13].
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Writing such guidelines is not as such a cross cutting issue. However, ensuring its application
in all entities working at extending IEC 61850, while ensuring the good level of support by
IEC TC 57 is de facto cross-cutting.

The main challenges are:

e to

write down the existing rules, mostly set in the mind of key experts;

e to extend the rules and associated processes to allow parallel extensions by multiple IEC
(and other) entities;

e to adapt the IP and licensing rules of IEC to support code components within standards;

e to

adapnt the nublication process to sunnort as well code components snreadina:
L Lad Lad rr L Lad g7

e to
This H

case ¢f extension of IEC 61850 (refer to 5.6).

5.5.2
A Tec
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organize the evolution of core features and rules to support new domains.
as links with the standardization case depicted in S-DER-1, which is de facto a

Description of current standardization efforts

Description of remaining standardization efforts

important works still remain:

sure all concerned entities apply correctly the sef of proposed rules.

t up a transverse process to evaluate requirements coming from new domains, and

S-DER-1: Promotion and expansion of4EC 61850-7-420
Purpose of IEC effort

850-7-420 [15] defines the IEC 61850 information models to be used in the excha
ation with distributed energy resources (DER) and distribution automation (DA) sys
at generating a new model @s’generic as possible.

odelling proposal is cl€arly in line with the objective of harmonization between all
R.

Ities are identified in developing a generic model from the existing IEC 61850 consi
s of DER together with the modelling principle of the individual DER which is deve
andardized«in different TCs in different perspectives.

hain standardization challenge is to harmonize DER models, whatever their
ration, storage and loads), by sharing modelling principles with other models (esp
h order also to establish a well harmonized modelling approach by design).

hnical Specification has been developed within IEC TC 57 — IECJS 61850-1-2 [14].

major

adapt

nge of
tems,

types

Hering
loped

type
ecially

Addressing the above standardization challenges will imply the contribution of IEC TC 57,

TC 69

5.6.2
Here i

, TC 82, TC 88, TC 105, TC 8/SC 8A/JWG10, SC 8B, TC 120, and TC 8.

Description of current standardization efforts
s a list of already engaged standardization works:

e |EC 61850-7-420: Distributed energy resources logical nodes — including grid connection
function modelling (from IEC TR 61850-90-7). A second edition is under development.

e |EC TR 61850-90-6: Use of IEC 61850 for distribution automation systems.

e |EC TR 61850-90-8: Object model for electric mobility [16].

e |EC TR 61850-90-9: Object model for electric energy storage (under development).
e |EC TR 61850-90-10: Object model for scheduling.
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e |EC 61850-8-2 — SCSM — Mapping to Extensible Messaging Presence Protocol (XMPP).

NOTE For some documents listed in 5.6.2 and 5.6.3 with the description of "under development", submission is
currently scheduled but may be delayed or changed due to TC- or market-related issues. This document is in line
with the IEC internal publication SyCSmartEnergy/95/INF related to the content of development plan v1.3.

5.6.3
Some

Description of remaining standardization efforts
important work still remains:

e Finalize IEC TR 61850-90-9 to support electrical energy storage.

e Finalize the work of issuing the second edition of IEC 61850-7-420, currently approved for
CDV, and publish the IS.

e E
e En

e G
co|
an

5.7

5.7.1

sure dll concerned entities apply correctly the sel Of proposed ruies.

sure seamless interoperation with CIM.

nsidering the existing issues among related TCs. Main efforts are expeCted to be
d organized by IEC TC 57.

S-HBES/BACS-1: Cooperation of cross TCs for DR applying to smart home a
building automation systems

Purpose of IEC effort

The demand response (DR) management system comprises<all”"the needed compone

perfor]
comm
and in
if the
meter

Im the expected demand flexibility, and is mostly madé_of application servers, fro
unication processors and interfaces to the DR contributer, which can be of home, bu
dustry, or DER types. It may comprise the AMI (advanced metering infrastructure)
communication channel considered for getting )connected to the DR contributor
ng channel.

A clo

defingd in order to specify the scope and involvement of the different stakeholders. For ex

overa

the cqgntribution of HBES/BACS needs totbe described in order to define their share
| systems.
ardization needs to address these challenges to provide multi-vendor interoperab

Stand

easy to integrate solutions for demand response (DR) management systems.

A set
the in

This i
side O

Addre
TC 23

eroperability betweén distribution grid domain and customer domain.

ER.

, TC.57/TC 65, TC 100, ISO/TC 205 and ISO/IEC JTC 1/SC 25.

5.7.2

Description of current standardization efforts

idelines like IEC TR 61850-7-520 and IEC TR 61850-90-15 are supposed to’be drafted

made

hd

nts to
nt-end
jlding,
itself,
is the

e cooperation with the demand response @ctivities is needed. Here use cases need to be

ample,
in the

e and

pf profiles should be described and standardized in order to give guidelines for pgths to

em relates to (S-DER-1 because DR management systems will control some cugtomer

ssing theyabove standardization challenges will imply the contribution of IEC TC 13,

A minimal data model and services for demand response (DR), pricing, and distributed energy
resource (DER) communications had been specified by IEC 62746-10-1 [17]. But the CIM
(Common Information Model) mapping between grid domain and customer domain is still under

study.

International Standards related to this issue are listed in Table 5.
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Table 5 - International Standards related to S-HBES/BACS-1

In add
and a
help r

5.7.3

Standard SDO Technical body
ISO 16484-2 (BACS), -3 ISO TC 205/WG3
IEC 62325 all parts (DR CIM) IEC TC 57/WG16
IEC 62325-451-6:2018 [18]
IEC 61968 all parts (DCIM) IEC TC 57/WG14
IEC 61968-11 ED3
IEC TR 62746-2 (DR use cases) [19] IEC TC 57/WG21
IEC 62746-10-1 (Open ADR) IEC PC118
IEC 62746-10-2 (CIM mapping) IEC TC 57/WG21
IEC 62746-10-3 (CIM-Open ADR adapter) [20] IEC PC118

ition, a specific system-level activity is launched by IEC SyC SE to get a comprehe¢nsive

greed standardization landscape related to interfaces to any Smart\Grid users. Th
paching the next steps.

Description of remaining standardization efforts

A clo

defingd in order to specify the scope and involvement of the different stakeholders. For ex
the cgntribution of HBES/BACS needs to be described in‘order to define their share

e cooperation with the demand response activities is needed. Here use cases need

overall systems.

The fgllowing action plan needs to be performed.

1) Ensure mutual understanding between the>concerned bodies of use cases for D
HBES/BACS, especially where each standard locates in the system. IEC SRD 6326
shiould help.

2) Specify the gaps within related bodiés:

3) Share this assessment with corresponding bodies.

4) Revise or develop standards(within the relevant bodies.

5.8 [S-ES-1: Standardization for interconnection and interoperability of large and

distributed energy.storage

5.8.1 Purpose of IEC effort

Storage is becoming. more and more important in grid management with renewable e

Conn{cting andninteracting with such new equipment or systems are raising new tyf

standardization'requirements.

There
storad

arelmany efforts by different groups including the IEC to address the interconnec
e.with the grid. Coordinating these efforts requires understanding of both the sf

is will

to be
ample,
in the

R and
8 [21]

hergy.
es of

ion of
orage

characteristics and the Impacts on the grid. In addition, communication requirements am

ng all

actors involved in installing, interconnecting, operating, and maintaining storage resources are
critical. By this effort, we can align and construct total DER families. One main specificity of
storage is that it can both generate energy and act as easily controllable load when charging.
One other specificity is the rapid evolutions of this domain, both from a technological point of
view and from a user point of view. As a first step, as far as modelling is concerned, IEC focuses
on energy storage (ES) devices; later, it is expected to address systems that are equivalent to
electric energy storage such as thermal storage, microgrids, and combinations of generation,
storage and loads.

For example, Figure 3 illustrates a typical classification for storage systems according to their
form of energy storage.
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Electrical energy storage systems

[SOUREE: IEC 410 White Paper Electrical Energy Storage:2011]

Figun

Standprdization needs to address these challenges to provide multizvendor interoperab
easy fo integrate solutions for both market and grid management requirements, consister
other peneration and load management solutions.

IEC should develop an equivalent standard for connectionkof large and distributed st
equipment. The result should be a generic description of the necessary data models, in

to acq
storag

For lafge EES data model, see Annex A.

This ifem relates as well to S-DER-1 (5.6) because storage is "just" a kind of DER.

Addre
TC 12

NOTE
5.8.2
Most
doma
e |E

re
e |E
e |E

Mechanical Electrochemical Electrical
Secondary batteries Double-layer
Pumped hydro - PHS lead acid / NiCd / NMh / Li / NaS capacitor - )ISLC
. Flow batteries Superconducting
Compressed air - CAES Redox flow / Hybrid flow magnetic coul - SMES
Flywheel - FES Chemical Thermal
Hydrogen Sensible heat storage
Electrolyser / Fuel cell / SNG Molten salt / A-CAES

IEC

e 3 — Classification of electrical energy storage systems according to energy

ommodate the different requirements and possibilities of large and distributed ¢
e.

ssing the above standardization:.¢hallenges will imply the contribution of IEC T
0, TC 21, SC 21A, SC 8A, TC 69;°TC 8/JWG10, TC 13, and SC 22F.

This item was originally named "Eguivalent standard for connection of large and distributed energy st
Description of current'standardization efforts

pf the effort has involved working at solving modelling issues for operation (IEC
n) and standardization bridging to electrotechnical aspects (refer to S-CNC-2, 5.2)
C 61427-2, Secondary cells and batteries for renewable energy storage — G
yuirements~and methods of test — Part 2: On-grid applications [22]

C 62933-1:2018, Electrical energy storage (EES) systems — Part 1: Vocabulary

C 62933-2-1:2017, COR1:2019, Electrical energy storage (EES) systems — Part 2-

2020

form
e and
t with

orage
order
nergy

[C 57,

orage".

51850

eneral

2 Unit

pa

rameters and testing methods — General specification [23]

e |EC TS 62933-3-1:2018, Electrical energy storage (EES) systems — Part 3-1: Planning and
performance assessment of electrical energy storage systems — General specification [24]

e |EC TS 62933-4-1:2017, Electrical energy storage (EES) systems — Part 4-1: Guidance on

en

vironmental issues — General specification [25]

e |EC TS 62933-5-1:2017, Electrical energy storage (EES) systems — Part 5-1: Safety
considerations for grid-integrated EES systems — General specification [26]

e |EC TR 61850-90-9:—1, Communication networks and systems for power utility automation —
Part 90-9: Use of IEC 61850 for electrical energy storage systems

1 Under preparation. Stage at the time of publication: IEC DTR 61850-90-9:2109.
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e |EC 61850-7-420:—2, Communication networks and systems for power utility automation —
Part 7-420: Basic communication structure — Distributed energy resources logical nodes

o |EC 62933-5-2:2020, Electrical energy storage (EES) systems - Part 5-2: Safety
requirements for grid integrated EES systems — Electrochemical based systems

5.8.3 Description of remaining standardization efforts

e Provide storage requirement inputs to DERMS.

e Extend modelling activities to CIM.

e Extend to e-mobility.

5.9 G-C-7: Support for the long-term interoperability of IPv4 and IPv6
5.9.1 Purpose of IEC effort

The Internet Protocol version 6 (IPv6) is the most recent version of the Internet Protocql (IP),
the cdgmmunications protocol that provides an identification and location system-~for'computers
on ngtworks and routes traffic across the Internet. IPv6 was developed (by the Internet
Engingering Task Force (IETF) to deal with the long-anticipated problem, of |IPv4 address
exhaustion. IPv6 is intended to replace IPv4, and communication networks'are gradually shifting
to usg IPv6 rather than IPv4.

IPv6 grovides other technical benefits in addition to a larger addressing space. In particular, it
permif{s hierarchical address allocation methods that facilitate’  route aggregation acrogs the
Interngt, and thus limit the expansion of routing tables. The\use of multicast addresging is
expanlded and simplified, and provides additional optimization for the delivery of senvices.
Device mobility, security, and configuration aspects hayédeen considered in the design [of the
protoqol.

However, this shift will take time and many networks will need to support IPv4 and IPv6
simultgneously. The two protocols were not designed to be interoperable, complicating the
transifion to IPv6. Several IPv6 transition “mechanisms have been devised to permit
commjunication between IPv4 and IPv6 hosts, but these did not necessarily meet the availability,
reliability, and performance requirements’of power system operations.

For the power industry, this necessitated the review and study of possible solutions that would
meet these availability, reliability ‘and performance requirements.

e |ELC TR 61850-90-12 raised’the issues of IPv4 transition to IPV6 [27].
e |ELC TR 62357-200:2015 [28] was developed to address the issues.
5.9.2 Descriptionofcurrent standardization efforts

IEC TR 62357-200:2015 [28] applies to information exchange in power systems including, but
not regtricted tojsubstations, control centre, maintenance centre, energy management systems,
synchfophasor-based grid stability systems, bulk energy generation, distributed gnergy
genergation-(renewables), energy storage, and load management.

It addfesSes the issues encountered when migrating from Internet Protocol version 4 (IBv4) to
Internet Protocol version 6 (IPv6). It describes migration strategies, covering impact on
applications, communication stack, network nodes, configuration, address allocation, cyber
security and the related management. |EC TR 62357-200:2015 considers backward
compatibility and shows concepts as well as necessary migration paths to IPv6 from IPv4 where
necessary, for a number of protocols in the IEC 61850 framework.

5.9.3 Description of remaining standardization efforts

No further standardization efforts are needed, since IEC TR 62357-200 [28] addresses the
IPv4/IPv6 issues.

2 Under preparation. Stage at the time of publication: IEC CDV 61850-7-420:2020.
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5.10 G-S-5: Guidelines of smart energy cyber security requirements
5.10.1 Purpose of IEC effort

Given the complexity of business processes and the wide variety of cyber assets used in the
smart energy environment, no single cyber security existing standard can address all security
requirements, security controls, resilience strategies, and technologies. Some standards and
guidelines are focused on the high level organizational security requirements and more detailed
recommended controls (What), while other standards focus on the technologies that can be
used to supply these cyber security controls (How).

While many additional documents and regulations are applicable to national and local regions,
the key IEC, ISO, IEEE, NIST, and Internet-based cyber security standards and best practices
shoulg-be-identified—while-theircoverage—gap - s rotHa—He—ae tbed

Since|cyber security standards have been developed by different organizations,(getting a
commjon understanding by security experts of the purposes and meanings of these-standards
is very challenging.

In addition, most non-cybersecurity experts do not understand these\. Cyber security
requirements very well.

The main challenge is to clearly describe the issues around cyber seecurity for smart gnergy
operations and to provide guidelines for how best to use the cyber security standards, espégcially
coming from ISO/IEC JTC 1/SC 27, IEC TC 57 WG15, IEC TC 65C;, SyC SE WG3 cyber sgcurity
task force, NIST, IETF, etc. The key standards and guidelines @re’shown in Figure 4.

Cyber Security Standards and Guidelines that Apply to Smart Effergy Operational Environments
Area (Focus) Organizational (What) Technical (How) Process towards Complie1nce
- | >
“[ISOIIEC 27001 Security Requirements] JETF /ITU / W3C ISO/IEC 27001 Certification (ISO|IEC
Genergl IT Security Reflecting 27002/27019)
Busfness Requirements ISO/IEC 27005, NIST SP800-39, ISO 31000| | Directory:sves X500  Cloud Services - —
Risk Assessment PKI{X509 IPSec ISO 22301 Business Continuify
] OCSP RFC 6960 TLS RFC 5246 | (Copereecurity Capabili :
pability Maturity flodel
Bnergy Systems AU GEEr SRRy [ e E(S:-II;PRFC 7030 SNMP v3 (C2M2) (for determining the degrde of
" ; ISO/IEC 27002, 27019 Syslog RFC 5424 compliance)
Op ?gt;:'::i;?;’r":"aw:ms Security controls OAuth ...
BrpceduiraliS ety [ Smart GriNdISs.LI;Zig%ontrols / \
Controls) 1EC 62351
= g“;‘(‘:ﬁi';‘;s'rﬁ“‘;aan'q‘g <H ; IECEE CMC TF Cybersecurity flor
P 9\ IEC 62351-3 to 6 Security for protocols IEC 62443 24, 41 (in progres$)
IEC 62443-3-3 Nﬁecurity controls IEC 62351-7 NSM (e.g. SNMP) P —— 3
5 = IEC 62351-8 Access control (RBAC) ybersecurity for
Fnergy Systems IEC/TR 62351&2)esmenoe of power IEC 62351-9 K . IEC 62443 3-3, 4-2 (in progres$)
Operptional Technologies systems with DER -9 Rey d get
(Tlechnical Security ¥ IEC 62351-10 Security Architecture IEEE 1686 Conformance (future) ]
Contfols and Techniques) [ 'ES@“'Z SREIY e [ ES IEC 62351-14 Security logging \EC 6235110000k Conf
- - IEC/TR 62351-90-2 Deep packet inspection ~109-xx Conformange
[ > 686 Security for substations \ / (in progress)

IEC

Figure 4 — Key cyber security standards and guidelines

5.10.2 _Description of current standardization efforts

o EXecutive summary of Pyhpr melrity and resilience gllidplinpq for the smart dnergy
operational environment (Phase 1).

e Detailed assessment of cyber security and resilience standards for the smart energy
operational environment (Phase 2).

5.10.3 Description of remaining standardization efforts

Some important work still remains:

e Complete Phase 1 and Phase 2 documents.

e Publish for free at least Phase 1.

¢ Identify for the SyC SE gaps and conflicting overlaps.

e Determine what other cyber security cross-cutting efforts could or should be undertaken.

¢ Interact with ACSec, TCs, and other IEC groups on their cyber security efforts and interests
for future work.
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5.11
5.11.1

S-AM-1&New Extension of SGAM smart energy grid reference architecture
Purpose of IEC effort

The concept of SGAM, introduced by the CEN-CENELEC-ETSI Smart Grid Coordination Group
(refer to [29]), has already been disseminated widely as a well-known concept, but there was
no official definition. And recently, interactions between Smart Grid systems and heat/gas
systems are becoming increasingly necessary. Therefore, an official definition of SGAM and its

expan

sion to potentially include heat/gas systems is required.

An official definition of SGAM should be provided by SyC Smart Energy as a Systems Reference
Deliverable, associated with a formal ontology provided in a textual format as well as with code
components.

The work will be conducted so that generic elements that could be used by different,do
are sg¢parated from the specific application of the generic elements to the smart.enéergy grid
domain.

All elgven standard development items are related to this item because they are for the
tandardization activities, and the SGAM may be of relevant use-to describg their
standardization cases.

Grid

The
stand
relate

mart Grid Coordination Group in CEN-CENELEC-ETSI ‘s closely related t

mains

Smart

b this

rdization because SGAM was designed and defined by them. IEC TC 57 is also dlosely

I because it provided the roadmap document (IEC TR.63257-1 [13]) and show

compénents of Smart Grid. IEC TC 1, TC 3, TC 8, TC 65 and TC 120 are also related,

other

5.11.2

The §
frame
differe
zones

EC systems committees such as AAL, Smart Cities,and Smart Manufacturing.

Description of current standardization efforts

d the
s are

bmart Energy Grid Architecture Model (SGAM) is a three-dimensional architgctural
vork (see Figure 5) that can be used te>model the exchange of information befween
nt entities located within the smart energy arena. The three dimensions are domains,

, and layers.

e Dg

o 7
en

e La

pr
The p
key tg
involv
- us

pla

mains identify a set of roles associated with five different areas of the energy grid: bulk

nes represent the six chierarchical levels of power system management: market,

gq'neration, transmission, distribution, distributed energy resources, and customer.

erprise, operation, station, field, and process.

pcesses, information models, communication protocols, and components.

rimary focus of'\the SGAM is on interoperability, since the exchange of information
ng intereperability, including:

e cases, by identifying where the various roles, systems, and information exchange

ce/within the three-dimensional SGAM structure;

yers represent the five ‘aspects of information exchanges: business objectives, fungtional

is the

the smart.'energy grid. However, the SGAM can be used for many different purposes

s take

— standards development, by assigning different types of information exchange standards to
the areas that they are designed for, which may facilitate a better coordination between

en

tities, solving potential overlaps and gaps;

— architectures, by identifying the portions of the three dimensions that are applicable to the
architecture of interest;

— implementations, by designating the different interactions between different systems within
different domains at different layers.


https://iecnorm.com/api/?name=2a77e42262f00efe9115a81b30098a81

- 28 — IEC SRD 63199:2020 © |IEC 2020

Business Objectives
Polit./Regulat. Framework

Business Layer

Function Layer

Information Layer

Interoperability Layers
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Figure 5 — g&GAM framework
The ektension of SGAM for the interac&s@in the areas of heat and gas has started.

In order to describe the smart ener“gs)grid architecture, two kinds of energy interactions| such
as (a)|energy and information fl between the grid and heat, and (b) energy and inforrpation
flows petween the grid and gas;need to be represented within a single framework. One [of the
methdds is to prepare (a) a heat model plane and (b) a gas model plane, to describg each
architecture on each pl and also to describe the interactions among those three different
types lof energy resou .

This gxtended co@onent layer is shown in Figure 6.

O
D
&S



https://iecnorm.com/api/?name=2a77e42262f00efe9115a81b30098a81

	CONTENTS
	FOREWORD
	INTRODUCTION
	1 Scope
	2 Normative references 
	3 Terms, definitions and abbreviated terms
	3.1 Terms and definitions
	3.2 Abbreviated terms

	4 SyC Smart Energy development plan: development process
	4.1 Purpose
	4.2 Collection of standardization cases 
	4.3 Ranking process and results
	4.3.1 General
	4.3.2 Ranking criteria
	4.3.3 X-axis = Smart energy deployment standardization case impact 
	4.3.4 Y-axis = Standardization case resolution likelihood
	4.3.5 Evaluation of the degree of consensus
	4.3.6 Who were involved for prioritizing?
	4.3.7 Ranking result

	4.4 From advantages and disadvantages of paths to the resolution of standardization cases
	4.5 Facilitation of standardization case activities by SyC SE

	5 Assessment of each standardization case
	5.1 S-INT-1: Increase profiling support 
	5.1.1 Purpose of IEC effort
	5.1.2 Description of current standardization efforts
	5.1.3 Description of remaining standardization efforts

	5.2 S-CNC-2: Connecting and managing DER standards 
	5.2.1 Purpose of IEC effort
	5.2.2 Description of current standardization efforts
	5.2.3 Description of remaining standardization efforts

	5.3 S-CNC-4: Installations with multiple power sources 
	5.3.1 Purpose of IEC effort
	5.3.2 Description of current standardization efforts
	5.3.3 Description of remaining standardization efforts

	5.4 S-SA-10: Extensions to support dynamic system management 
	5.4.1 Purpose of IEC effort
	5.4.2 Description of current standardization efforts
	5.4.3 Description of remaining standardization efforts

	5.5 S-SA-11: Guidance for IEC 61850 extensions 
	5.5.1 Purpose of IEC effort
	5.5.2 Description of current standardization efforts
	5.5.3 Description of remaining standardization efforts

	5.6 S-DER-1: Promotion and expansion of IEC 61850-7-420
	5.6.1 Purpose of IEC effort
	5.6.2 Description of current standardization efforts
	5.6.3 Description of remaining standardization efforts

	5.7 S-HBES/BACS-1: Cooperation of cross TCs for DR applying to smart home and building automation systems 
	5.7.1 Purpose of IEC effort
	5.7.3 Description of remaining standardization efforts
	5.7.2 Description of current standardization efforts

	5.8 S-ES-1: Standardization for interconnection and interoperability of large and distributed energy storage 
	5.8.1 Purpose of IEC effort
	5.8.2 Description of current standardization efforts
	5.8.3 Description of remaining standardization efforts

	5.9 G-C-7: Support for the long-term interoperability of IPv4 and IPv6
	5.9.1 Purpose of IEC effort
	5.9.2 Description of current standardization efforts
	5.9.3 Description of remaining standardization efforts

	5.10 G-S-5: Guidelines of smart energy cyber security requirements 
	5.10.1 Purpose of IEC effort
	5.10.3 Description of remaining standardization efforts
	5.10.2 Description of current standardization efforts

	5.11 S-AM-1&New Extension of SGAM smart energy grid reference architecture 
	5.11.1 Purpose of IEC effort
	5.11.2 Description of current standardization efforts
	5.11.3 Description of remaining standardization efforts


	6 Synchronized process with gap analysis <review process> 
	Annex A (informative)Electrical energy storage systems (EESS)
	Bibliography
	Figures
	Figure 1 – Development plan overall process
	Figure 2 – Typical graphical output and conclusions
	Figure 3 – Classification of electrical energy storage systems according to energy form
	Figure 4 – Key cyber security standards and guidelines
	Figure 5 – The SGAM framework
	Figure 6 – The interaction model of three energies' component layer
	Figure A.1 – Large EES data model

	Tables
	Table 1 – List of selected items in the development plan version 1.3
	Table 2 – Ranking results: selected 11 items
	Table 3 – Example of scenarios comparison (S-DER-1)
	Table 4 – Development plan V1.3
	Table 5 – International Standards related to S-HBES/BACS-1




