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INTERNATIONAL ELECTROTECHNICAL COMMISSION

FUNCTIONAL ARCHITECTURE OF INDUSTRIAL INTERNET
SYSTEM FOR INDUSTRIAL AUTOMATION APPLICATIONS

FOREWORD

1) The_International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all rjational electrotechnical committees (IEC National Committees). The object of IEC is to promote interpational
co-gperation on all questions concerning standardization in the electrical and electronic fields. To this/¢nd and
in afldition to other activities, IEC publishes International Standards, Technical Specifications, Technical Reports,
Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC Publication(s)”)]. Their
preparation is entrusted to technical committees; any IEC National Committee interested in the'subject dgqalt with
may| participate in this preparatory work. International, governmental and non-governmental.organizations|liaising
with the IEC also participate in this preparation. IEC collaborates closely with the International Organizgtion for
Stampdardization (ISO) in accordance with conditions determined by agreement between-the two organizagions.

2) The|formal decisions or agreements of IEC on technical matters express, as nearly-as possible, an interpational
congensus of opinion on the relevant subjects since each technical committee has representation from all
intefested IEC National Committees.

3) IEC|Publications have the form of recommendations for international use“and are accepted by IEC National
Committees in that sense. While all reasonable efforts are made to ensufe that the technical content| of IEC
Pubjications is accurate, IEC cannot be held responsible for the avay in which they are used or for any
misinterpretation by any end user.

4) In grder to promote international uniformity, IEC National Cémmittees undertake to apply IEC Publ|cations
transparently to the maximum extent possible in their national‘and regional publications. Any divergence Hetween
any|lEC Publication and the corresponding national or regional publication shall be clearly indicated in thg latter.

5) IEC]|itself does not provide any attestation of conformity,”Independent certification bodies provide comnformity
assessment services and, in some areas, access to lEC marks of conformity. IEC is not responsible [for any
serJices carried out by independent certification bodies.

6) All gsers should ensure that they have the latest.edition of this publication.

7) No liability shall attach to IEC or its directors} employees, servants or agents including individual expgrts and
members of its technical committees andAEC National Committees for any personal injury, property darhage or
othgr damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fe¢s) and
expgnses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC
Pubjications.

8) Attgntion is drawn to the Normative references cited in this publication. Use of the referenced publications is
indispensable for the correctiapplication of this publication.

9) Attgntion is drawn to the(possibility that some of the elements of this IEC Publication may be the subject of patent
righfs. IEC shall not be held responsible for identifying any or all such patent rights.

A PAS is an intenmediate specification made available to the public and needing a lower level
of conjsensus than an International Standard to be approved by vote (simple majority).

IEC PAS 63441 has been processed by IEC technical committee 65: Industrial-pfocess
measurement, control and automation

The text of this PAS is based on the This PAS was approved for
following document: publication by the P-members of the
committee concerned as indicated in
the following document

Draft PAS Report on voting
65/927/DPAS 65/933/RVDPAS

Following publication of this PAS, which is a pre-standard publication, the technical committee
or subcommittee concerned may transform it into an International Standard.
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This PAS shall remain valid for an initial maximum period of 2 years starting from the publication
date. The validity may be extended for a single period up to a maximum of 2 years, at the end
of which it shall be published as another type of normative document, or shall be withdrawn.

IMPORTANT - The "colour inside" logo on the cover page of this document indicates that it
contains colours which are considered to be useful for the correct understanding of its
contents. Users should therefore print this document using a colour printer.
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INTRODUCTION

For traditional plants, each piece of equipment is isolated, and the production data of equipment
is collected manually, while the efficiency of manual statistics is also very low. With the
continuous development of industrial automation, digitalization, and intelligent technologies, the
intelligent and connected plant combined with "end-edge-cloud" collaboration extends the
scope of the original plant and builds close ties between people and production equipment via
data. In this way, it realizes the whole process with real-time interconnection between users,
equipment and products, achieving zero distance between them, with transparent visibility of
the whole process. In addition, the in-depth application of artificial intelligence and big data
technologies in the industrial field contributes a large number of algorithms for intelligent

optimig viding—eriticat—sotutions—fer—upgrad boward
intelligent industrial systems.
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FUNCTIONAL ARCHITECTURE OF INDUSTRIAL INTERNET
SYSTEM FOR INDUSTRIAL AUTOMATION APPLICATIONS

1 Scope

This document defines the functional architecture and functional model of the industrial internet
system for industrial applications. It presents the models, structures, activities, and interaction

contents-betweenlavers of the end.-edge—and-cloudinfrastructure as-a-service (1aasS) nl
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3 Terms, definitions, abbreviated‘terms, and acronyms

3.1

For th
and |B

ISO a
addre

o |E
e |S

ervice (PaaS), and software as service (SaaS), respectively.

brmative references

llowing documents are referred to in the text in such a way that some_erall of their ¢
utes requirements of this document. For dated references, only the edition cited ajf
ndated references, the latest edition of the referenced ,document (includin
ments) applies.

p264-1:2013, Enterprise-control system integration — Part-1: Models and terminolo

rise-control system integration

p264-3:2016, Enterprise-control system-, integration — Part 3: Activity mods

Terms and definition

b purposes of this document, the terms and definitions given in IEC 62264-1, IEC 62
C 62264-3 as well_as the following apply.

nd IEC maintdin) terminological databases for use in standardization at the fol
Eses:

C Electrepedia: available at http://www.electropedia.org

D Online browsing platform: available at http://www.iso.org/obp

bntent
bplies.
J any

24

p264-2:2013, Enterprise-control system integration~— Part 2: Object and attribufes for

b/ls  of

264-2

owing

3.1.1

industrial application
software which is based on the industrial internet, carries industrial know-how and experience,

and m

3.1.2

eets specific needs

industrial big data
generic term of industrial data including enterprise informatization data, industrial loT data, and
external cross-field data

3.1.3

industrial internet system
industrial cloud system that builds a service system based on massive data collection,
aggregation, and analysis, and supports the ubiquitous connection of manufacturing resources,
flexible supply, and efficient allocation
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3.1.4

platform as a service

PaaS

business model providing the operation and development environment of application services
as a cloud service

Note 1 to entry: PaaS is located between the laaS and SaaS models and provides the development and operating
environment for applications.

3.1.5

software as service

SaaS

model[of providing software throughn the internet

Note 1 fo entry: The vendor deploys applications on its own servers. Customers may order the required apglication
servicep from vendors via the internet according to their actual needs, pay the vendor according_tothe number of
service$ ordered and the period of services, and obtain the services through the internet.

3.1.6
infrasftructure as a service
laaS
model| of utilization of all computing infrastructure as a service, ‘including processing| CPU,
memoyy, storage, network, and other basic computing resources

Note 1 fo entry: In this model, users are able to deploy and run any software, including operating systems and
applicajions. Customers do not manage or control any cloud computing infrastructure, but are able to corjtrol the
choice pf operating system, storage space, deployed applications{ and potentially obtain the control of restricted
networl components (such as routers, firewalls, and load balancérs):

3.1.7
data management
process of efficiently collecting, storing, processing, and applying data using computer
hardwpre and software technologies

3.1.8
microlservice
indepfndently deployable artifact providing a service implementing a specific functional part of
an apjplication

[SOURCE: ISO/IEC TS23167:2020, 3.15]

3.1.9
microservices architecture
design approach that divides an application into a set of microservices

[SOURCE> ISO/IEC TS 23167:2020, 3.16]

3.1.10
cloud service
one or more capabilities offered via cloud computing invoked using a defined interface

[SOURCE: ISO/IEC 20924:2018, 3.1.8]

3.1.11

software defined networking

set of techniques that enables to directly program, orchestrate, control and manage network
resources, which facilitate the design, delivery and operation of network services in a dynamic
and scalable manner

[SOURCE: ISO/IEC TR 22417:2017, 3.9]
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3.1.

12

data processing
systematic performance of operations upon data

[SOURCE: ISO/IEC 2382-1:1993]

3.2 Abbreviated terms and acronyms
For the purposes of this document, the abbreviated terms and acronyms given the following
apply.
API Application Programming Interface
DCS Distributed Control System
EAL Edge Application Layer
ECS Elastic Container Service
EFL Edge Foundation Layer
EIP Elastic IP
laaS Infrastructure as a Service
IP Internet Protocol
LAN Local Area Network
LoP List of Properties
OPCJUA OPC Unified Architecture
PaaS Platform as a Service
PLC Programmable Logic Controller
PLM Product Lifecycle Management
Saa¥ Software as a Service
SLB Server Load Balancer
SDN Software Defined Netwerking
TSD Time series data
TSN Time Sensitive Networking
VPC Virtual Private Cloud
VPN Virtual Private Network
4 General
4.1 Functiomand-architecture

4.1

A Hierarchy

The overall functions of the industrial internet system include:

Synchronous collection and transmission of multi-source heterogeneous data, such as
industrial process data, video, and audio;

Edge data processing and real-time condition perception: Use edge equipment to realize
the connection and unified management of industrial process related equipment;

Visual analysis and know-how database construction combining industrial mechanism with
big data, so as to ensure data association analysis;

Design, management and decision-making based on industrial data analysis to support
personalized service requirements.
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The industrial internet system includes end, edge, and cloud architecture. It is divided into 5
layers:

— Layer 0: end layer;

— Layer 1: edge layer;

— Layer 2: l1aaS layer;

— Layer 3: PaaS layer;

— Layer 4: SaaS layer.

See Figure 1.

Edge

Production Production
unit 1 . unit n

v

PERS EQPT MATL PERS EQPT MATL PERS EQPT MATL

N IEC

Key OQ~

PERS zz?é
EQPT ment
N\

MATL —matertat

Figure 1 — Overall architecture of industrial internet system

4.1.2 Activities of End Layer (Layer 0)

Main activities of end layer:

— Provide data perception, collection, and storage in the process of industrial production
activities;

— Provide equipment connection and network transmission environment in industrial
production activities;

— Perform the tasks of production units in industrial production activities.


https://iecnorm.com/api/?name=f99e2e0f437764fe2c8ab5bd7fc88201

IEC PAS 63441:2022 © IEC 2022 -1 -

41.3

Activities of Edge Layer (Layer 1)

Main activities of edge layer:

— Provide pre-processing of multi-source heterogeneous industrial data and guarantee real-
time;

— Provide the functions of isolation and protection between industrial applications and
industrial internet infrastructure (such as terminal devices and servers).

41.4

Activities of laaS Layer (Layer 2)

Main activities of laaS layer:

- Pr
se

4.1.5

Main activities of PaaS layer:

- Pr
- Pr

processing of the industrial big data;

— En
kn

—  Ad
md

4.1.6

Main activities of SaaS layer:

— Res

bvide computing resources, network resources, storage resources, and relatedyreq
fvices, and serve as the basis for the operation of the industrial cloud layer,

Activities of PaaS Layer (Layer 3)

pvide the service environment and tools for the whole life cycle 'of-industrial produg

bvide the conversion, cleaning, hierarchical storage, analysis and mining, and visu

capsulate the processes, data, and models in industrial production and IT technol
bw-how, and methods into industrial microserviceséand micro-components;

cess various industrial resources, and process,vcombine and optimize them tq
dular manufacturing capability.

Activities of SaaS Layer (Layer 4)

alize the whole life cycle coordination and management of industrial productg

- R
pr
— En
by

4.1.7

Secur
opera
manag

re{uirement interaction, design,smanufacturing, all the way to sales;

alize the effective integration of industrial production resources, simplify entq
cesses, and reduce costs;

hance the utilization,rate of resources and production efficiency of industrial enter
offering services:-

Security

ion, atvall levels of the industrial internet, including risk assessment and p
emeént:

ource

ts;
alized

ogies,

form

from
rprise

prises

ty requirements should be considered in the process of design, implementation, and

rivacy

- D

— Network transmission;

— Data and application services.

See relevant requirements specified in |EC 62443, 1SO 27000, ISO/IEC 27005
ISO/IEC 20547-4, ISO/IEC 14888-3, ISO/IEC 19944, ISO/IEC 17788, ISO/IEC 1
ISO/IEC 27017, ISO/IEC 27018, and ISO/IEC 27002.

4.2

See F

Functional Model

igure 2 for the functional model of the industrial internet.

:2018,

7789,
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[ Service requirements

'y
Drive Support

Service \

Production and operation monitoring, operation process

Plant simulation
and digital design

monitoring, data visualization, quality management, process
inspection management, energy management, on-site service,
and intelligent business decision-making ...

jO]
7
/ﬁ\

5 Modet

Cloud - ! \
! PaaS { Plant model J ‘,[ Process model, mechanism model, and data model ... J |
i S A& N2 S

Y

laaS / Data storage management, virtualization |

Efige - | Data analysis and,processing

A Network communication, data collection,

n

\ and asset' management /
Plant comimissioning/
Plant construction éperation

@ >4

Plant optimization

pe

IEC
Figure 2 — Functional model of industrial internet

Servige requirements of the industrial’internet include:

— Rgalize the networking allogation, collaborative R&D, and production of resources |in the
wHole production process in cross-industry chains, between enterprise departments, and
befween production units within enterprises;

— Maget the requirements of mass customization;

— Mget the management requirements of production efficiency, cost, product quality, gafety,
and energy_éfficiency;

— Redgalize intetligent operation and maintenance management of equipment;

— Rdalize-the interconnection of production resources (personnel, equipment, materialg, etc.)
with'miodels and services.

The hierarchical model and requirements of the industrial internet for industrial applications can
be divided into end, edge, cloud, and service requirements from the system level.

From the perspective of the whole life cycle of the plant, it can be divided into three stages
according to the construction progress of the plant:

a) plant construction;

b) plant commissioning/operation;

c) plant optimization.

In the plant construction stage, the digital model of the overall design, process flow, and layout

of the plant for service requirements based on the plant simulation and digital design system is
built; the simulation visualizes the production process data and helps to optimize the production
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process. This stage also creates a network architecture model for plant communication to
realize the information interconnection between various links of the manufacturing process,
such as process, production, inspection, and logistics, and between the manufacturing process
and the data collection and monitoring system, manufacturing execution system, and enterprise
resource planning system. A digital model of production planning, scheduling, and execution is
built to realize analysis and decision making, quantitative process management, dynamic cost
and quality tracking, and collaborative optimization from raw materials to finished products.

In the plant commissioning/operation stage and the optimization stage, the data about
personnel, equipment, materials, etc., are collected and related assets are managed at the end
layer. In the meantime, such data are interconnected through industrial network technologies,
passe@d-ta the pdgp Inypr for real-time data anlyciq and InrnmacqinG, and interoperated th rough
OPC UA, TSN, SDN, and other technical means. Moreover, data storage managemepnt and
virtualization are realized at the laaS layer. Then, combined with industrial models|sych as
process model, mechanism model, and data model, big data analysis technologie's are applied
to prog¢ess and integrate the collected data to provide such services as productionsand opgration
monit@ring, operation process monitoring, data visualization, quality management, pfocess
inspedtion management, energy management, on-site service, and cintelligent busginess
decisipn-making, so as to meet the service requirements of users and.drive the optimization
and upgrading of services based on service requirements.

5 Enpd layer

5.1 Overview

The end layer, represented by Figure 3, performs manufacturing tasks directly at the industrial
field, pnd interacts with personnel, equipment and--materials involved in the manufagturing
proce$s. The sensors in the end layer collect information about personnel, equipmenf, and
materjals from the industrial field and providevit to the upper layer for analysis and dgcision
making. Meanwhile, the manufacturing system in the end layer executes commands frgm the
upper|layer to realize the execution and ¢antrol of the manufacturing process.

5.2 Model and architecture

The end layer, which is located-inthe industrial field of the manufacturing enterprise's workshop,
uses [the production resources on the site to complete the production process thHrough
produg¢tion management_and ‘control.

The fynctions of the management layer include:

nagement:~complete the production process management, including the collabgrative
nagement of manufacturing data, production scheduling, and planning and scheduling,
achieve the production informatization management at the workshop level |of an

en[erprise;
— Optimization: improve the conirol execution process and data collection,

— Decision-making: identify, diagnose, and give feedback on problems that exist in the
production process of the industrial field;

— Interaction: realize information interaction between the end layer and the edge layer.
The functions of the control layer include:

— Control execution: perform control of the production process;

— Data collection: collect the production data and equipment status information by sensors in
the industrial field, including images, videos, and audios;

— Data storage: record the data collected from the industrial field in some format on a storage
medium.
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The field layer contains production resources, which refer to the personnel, equipment and

materi

als necessary to complete the production process.

Figure 3 represents the end layer structure.

5.3

The e
the m
produ
thus p
the i

manuflacturing resources and data on the-end layer.

The a
- Pe
inf
us

Management o . . .
1 ayer g Management Optimization Decision-making Interaction
Control . .
1 Control execution Data collection Data storage

ayer /
Field layer Production resources

IgC

Figure 3 — Structure of end layer

Activities of End Layer

nd layer is located at the industrial field. It provides task execution and data collec
anufacturing process to achieve manufacturing goals, digitizes key informat
Ction equipment and process, and accesses‘the industrial internet through the edge
roviding the information interaction with.other layers of the industrial internet, as
nking and sharing between the service and management on the cloud an

ctivities of the end layer mainly(include:

rception and storage of industrial data: collect production process information and
brmation of production‘objects, production equipment, production environment, e

pr
- C

m
be

m
ta

equipment during manufacturing.

5.4

ng sensors configured at the industrial field, so as to realize the collection
cessing, storage,~and transmission of such information;

nnection and management of production resources: connect industrial field equipni

network through proper network communication mode, and implement the conn
nagement/of the equipment in the network, so as to realize the information intern
ween the/field equipment and the upper layers;

cufion and control of the industrial manufacturing process: through the opg

tion in
on of
layer,
ell as
d the

status
c., by
., pre-

ent to
ection
action

ration
ve the

nagement on the production site, the manufacturing process is controlled to reali

End Supports to Edge

The supports provided by the end layer to the edge layer include:

uction

— The data provided to the edge layer can fully reflect relevant information of production
resources such as personnel, equipment, and materials;

— Data are complete, accurate and effective, and the data transmission meets the time
deterministic requirement;

— The real-time communication for different application scenarios (burst control, closed-loop
control, open-loop control, alarm, logs, etc.) meets the control requirements of the edge
layer for field devices;

— Have security measures for communication.
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6 Edge Layer

6.1 Overview

The edge layer is used to expand the capability to process and compute unstructured data,
which is not supported by traditional control systems. It integrates the four core capabilities of
network, computing, storage, and industrial application, and can process structured and
unstructured data and transmit them to the cloud.

6.2 Model and architecture

EAL Edge Model-based service Direct
management choreography resource call
Control function Analysis function Optimization function

Computing/network/storage AP|
EFL

Computing Network Storage
resources resoufees resources

IEC
Figure 4 — Functional model of edge layer

As shown in Figure 4, the edge layer provides modelled open interfaces, which are dividgd into
Edge Application Layer (EAL).and Edge Foundation Layer (EFL) with the following functions.

The fynctions of EAL include:
— Edge management;manage all physical entities and computing/network/storage resoprces,
sugh as edge servers, edge gateways, and edge controllers;

— Maqdel-based<service choreography: provide a visual workflow definition tool to complgte the
semantic'eheck and policy conflict detection;

— Direct,"resource call: call computing/network/storage resources directly through| code
management, network configuration, database operation, etc.

The functions of EFL include:

— Control function: including perception and execution of industrial production process, real-
time communication, entity abstraction, control system modelling, equipment resource
management, and program execution;

— Analysis function: including analysis of industrial process data and field video/audio/image,
intelligent computing, and industrial data mining;

— Optimization function: including optimization of measurement and execution, optimization of
environment and equipment safety, optimization of control strategy, optimization of
collaborative control, optimization of real-time parameters, and optimization of production
unit scheduling;

— Application programming interface (API): For computing/network/storage call;
— Basic resources, including computing resources, network resources, and storage resources:
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e Computing resources: including key computing hardware units on the edge layer, which
support the processing of massive structured and unstructured data;

o Network resources: including OPC UA, time sensitive networking (TSN), and software
defined networking (SDN), which support the access and expansion functions for a
massive number of network devices;

o Storage resources: including temporal databases that support fast writing, persistence,
and aggregated query of temporal data.

Activities of Edge Layer

For industrial processes, the activities of the edge layer include:

Ddta pre-processing: including the processing of data such as production process vajables,
mqnitoring, logistics, suppliers, customers, environment, process sensor flow data;images,
solnds, text, and operation records;

Operation status identification: the operation status of industrial equipmentand production
lines are identified according to the industrial big data and mechanism.analysis, incldding:

o [ Intelligent perception of multi-source heterogeneous informatior;

¢ | Causality mining based on dynamic characteristics of industfial big data;
e | Operation condition identification.

Optimal control for multi-source heterogeneous operation

Under|the condition of safe operation, the automatic industrial process control system negeds to

be able to:

c)

The control system should specifically’include:

6.4

Improve the operation indexes that reflect thekproduct quality and efficiency;

Rdgduce the operation indexes reflecting«th€ consumption of the product productign and
processing process;

Rdalize the operation optimization ceftrol of the entire industrial production process.

¢ | Mechanism to model thematerial transformation process;
¢ | Intelligent modelling based on machine learning and mechanism analysis;

¢ | Optimized working-condition identification and self-optimization correction.

Edge Supports to laaS

The sppports (provided by the edge layer for the laaS layer include: device access, prtocol

parsinlg, and-edge data processing:

6.5

Dgviceraccess: connection and unified management of a large number of devices |in the
protess of mdustriatproduction;

Protocol parsing: utilize protocol conversion to realize the interconnection and
interoperability of large quantities of industrial data;

Edge data processing: utilize edge computing technologies to realize the pre-processing for
the elimination of incorrect industrial data, industrial data caching, and edge real-time
analysis.

Edge Supports to PaaS

After plant construction, the edge layer starts to provide the following support to PaaS:

Resource management: provide data from physical entities (such as edge servers, edge
gateways, and edge controllers) and from computing/network/storage resources;

Edge control: provide the abilities of perception, execution, and optimization in industrial
production processes.


https://iecnorm.com/api/?name=f99e2e0f437764fe2c8ab5bd7fc88201

IEC PAS 63441:2022 © IEC 2022 -17 -

7 laaS Layer

7.1 Overview

In the laaS layer, the infrastructure provider provides virtualized resources and services f

or the

building and operating industrial platforms and provides infrastructure resources for the

functional operation and services of PaaS and SaaS layers.

7.2 Model and architecture

Conta_lner Flexible scaling Load balancing
service
] Batch Equipment
Service module processing VPN templaté
Computing service Multi-tenant service Egquipment service
R dul Computing Network Storage Production
esource module resources resources resources resources

Figure 5 — Functional structure of laaS

As shown in Figure 5, the laaS layer, consists of hardware and software resources and ha
functigns as processing, computing, 'storage, and virtual mapping. It provides a develo
framework that supports multiple.application types, an operating environment, and sean
integrated available support components matching basic resources. It supports secure r

IEC

5 such
pment
lessly
emote

operalion and maintenancge, .and provides an application development environment, with the

follow|ng functional modutes:

— Rgsource module:-provide infrastructure such as storage resources, computing reso
nefwork resources, and production resources, as detailed below:

o | Storage resources: provide a distributed or centralized shared storage environmsg
industrial applications;

urces,

bnt for

e | Coamputing resources: provide computing conditions for service managemept for

mdustriat-apptications;

e Network resources: provide private lines, virtual machines, and other related network

facilities for industrial applications;

e Production resources: provide the attribute list (LoP) for industrial infrastructure.

— Service module: Including computing service, multi-tenant service, and equipment service,

as detailed below:
e Computing service: including container service and batch processing service;

e Multi-tenant service: realize resource sharing in a multi-user environment, and p
services such as flexible scaling and VPN;

e Equipment service: including load balancing and equipment template.

rovide
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Activities of laaS Layer

The laaS layer mainly abstracts, optimizes, and virtualizes resources, provides hardware and
expansion conditions for industrial internet systems, including computing, storage, and network
resources and hardware infrastructure, and provides an interactive portal for managing virtual
users, manages and schedules resources, and provides virtualized resources for industrial
applications. The main activities include:

7.4

The |4
netwo
sched
custor
includ

8

8.1

Computational optimization activities: The flexibly configured acceleration services meet the
requirements of data computing;

Storage management activities: Including the management and storage of industrial demand

fil

s and data;

Mu

provide two-way communication and |IP address rental services;

Vi
ba

H4grdware infrastructure: Provide hardware conditions for computatianal optimizatig

md

St

Av
cld

Cd

Iti-tenant management activities: Support access to a massive number of device

tual network management activities: Build and accelerate the virtual LAN, provid
ancing for the virtual LAN, and solve network congestion;

nagement.
laaS Supports to PaaS

aS layer provides PaaS with the necessary storage capacity, computing capacit
'k communication capacity for its normal operation. The PaaS layer should supp
lling management, multi-user management, and pertal’system for laaS, and realiz
hization and resource control. The supports provided by the laaS layer to the Paa§

-

C .

brage, access, and sharing of infrastructure‘facilities and other resources;

ailability of required resources, including redundant network connections, res
ster support, storage availability support, and fault isolation of virtual machines;

mputing services to ensure the stability of data flow from creation to use;

s and
e load

n and

y, and
brt the
e high

layer

ource

Viftual resources, including virtualmachine deployment and disaster recovery, on-dgmand

reg

Rd
sc
hig
A
md

P

ource allocation, network expansion, and load balancing;

quired management, including system vulnerability management, fault manage
ipt automation management, state monitoring management, topology manage
tory record management, and multi-tenant management;

inified equipment-template and the definition of a common attribute set and inforq
del.
haS Layer

Overview

ment,
ment,

hation

The PaaS layer provides open and scalable industrial service and system capabilities, which
integrate industrial technology principles, industry know-how, and basic models based on rules,
software, and modules, and encapsulate them into reusable and flexibly called components.
Components include know-how, algorithms, and models.
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8.2

Model and Architecture

Basic services Development tools Industrial component library Industrial big data system

The P
indust|

op
ba

a
ca

>

&
Figure 6 — Functional model of PaaS Iayelvg

aasS layer includes basic services, development tools, iréﬂrial component librar
rial big data system, as shown in Figure 6: S\\

- B}?ic services involve such functions as resource m gement, multi-tenant managgq

ration and maintenance management, and fau&@:overy, which are used to supp
ic operation of the platform layer: N

Resource management: allocate and apﬁ@middleware and components requir|
supporting platform applications; %)

Multi-tenant management: realize sp\'atform component sharing in the mul
environment, and ensure data is& on among users;

Operation and maintenance r@nagement: maintain platform logs and realize reg
monitoring; $

IEC

y, and

ment,
brt the

ed for

i-user

I-time

velopment tools: provide support for development tools, provide management mechanism

Fault recovery: help to.quickly recover the platform in case of any fault of the plar]\!orm.

d operating envir ent covering service registration, discovery, communicatio
ling, and supp mponent-based development and deployment:

Continuou gration: support rapid iteration of platform applications;

Micros architecture: support the development and deployment of applic
usin microservice architecture on the platform;

, and

ations

e, and

V@eware: provide public middleware services such as registration center, cach
message required by applications.

— Industrial component library: provide various knowledge, algorithm, and model components
that can serve the industrial field:

Know-how components: maintain and manage the knowledge databases of various

industrial fields, and accumulate and share industrial know-how;

Algorithm components: maintain and manage various industrial algorithm libraries.
Users can build their own algorithm libraries on the platform, or use algorithms provided

by other users on the platform;

Model components: maintain and manage various industrial model libraries. Users can

build their own model libraries on the platform, or use models provided by other
on the platform.

users

Industrial big data system: by utilizing specialized expertise in various fields and combining

with practical experience in industrial production, the system constructs various models to
realize storage, management, modelling, and analysis of data:
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e Data storage: provide the storage service for various types of big data including
relational data, non-relational data, and stream data;

o Data management: provide data cleaning, data archiving, and other data management
services;

e Modelling: use models to describe industrial processes according to related mechanisms;

o Data analysis: support analysis of industrial data from personnel, equipment, materials,
methods, and environment.

8.3 Activities of PaaS Layer

integration tools provided by the platform, the PaaS layer enables developers to fealize
rapid development of applications;

— Application deployment: the container, virtualization, and other technologies are used to
achieve operation and iteration of industrial applications;

— Dgta modelling: industrial processes are described and analyzed to finally form industrial
mqdels, which include plant models, process models, equipment models, quality analysis
mqdels, fault monitoring models, and predictive maintenance models;

— Dd4gta storage and management: support storage of structured data and unstructured data,
and support data model management, data asset.management, data quality management,
angd data security management;

>

— Dgta analysis: perform integration, computation, and result visualization of structuref data
anfd unstructured data in industrial processes;

— Opgeration and maintenance: support monitoring, optimization, and troubleshooting for
mifldleware and components.
8.4 |PaaS Supports to SaaS

The PpaS layer provides component sharing, middleware services, and application deployment
for the applications in the Sda$' layer. The PaaS layer mainly supports the SaaS layer|in the
follow|ng aspects:
— Prpvide application\development tools that support optimization and decision-makingj;

— Prpvide an application operating environment that supports optimization and decision-
m3aking;

— Propvide the-big data services.

9 SaaS‘Layer

9.1 Overview

The data driven SaaS layer is used to evaluate and optimize the plant operation process, to
complete operation monitoring and decision-making, and to meet service requirements.
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9.2

Model and architecture

Business requirements

Application layer
(Industrial know-how)

Production Operation Process Intelligent

and

Data Quality inspection Energy On-site business

process

operation monitoring visualization management management management service decision-

mon

As sh

— Ap

— Ap
md
ins
ma

- M

NOTE
9.3
The a

itoring making

Application management and monitoring platform

Multi-tenant platform

Figure 7 — Functional model of SaaS

bwn in Figure 7, a hierarchical architecture is supported by SaaS, in€luding:

plication layer: support know-how for different industrial fields;

pection management, energy management, on-site service, intelligent business de
king, etc.; each functional module is packaged as .an industrial application;

Iti-tenant platform: allow multiple users to order,software application services on de

See 4.2 for service requirements.
Activities of SaaS

ctivities of the SaaS layer mainly include:

IEC

plication management and monitoring platform: suppoft)production and opgration
nitoring, operation process monitoring, data visualization{,quality management, pfocess

cision-

mand.

— Industrial know-how: digital expression of industry differentiated demands and specific

practices;

Prpduction and operation manitoring: the real-time management of production and opgration
is fealized by monitoring the group, enterprise, and production unit layer by layer;

Ogperation process menitoring: including production scheduling, production warning, gontrol
index management{ process management, and equipment management;

Ddta visualizatien:“integrate DCS and PLC data from each production equipment, display
the panorama of production processes and the status of production links and equipment in
real time, and multidimensionally analyze production operations;

Qdality'management: monitor the analysis data of products, raw materials, and intermediate
processes through the online analysis of quality data;

| data

Proce ST M management, compare the abnormal data witt
during process inspection, and manage the process control indexes;

Energy management: including scientific planning, organization, inspection, control, and
supervision of the energy production, distribution, conversion, consumption, and recycling;

On-site service: including on-site personnel management calendar, planning, tasks, queries,
and collaboration;

Intelligent business decision-making: make correct operational decisions by utilizing the
modern data warehouse technology, the online analysis and processing technology, and
data mining;

Multi-tenant management: share application services among multiple users and ensure
service isolation among them;

Others, including warehouse logistics management, spare parts management, and lean
production.
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Annex A
(informative)

Architecture Case of Industrial Internet System

Overview

This section describes the field implementation case of an industrial internet system for an
enterprise. This system consists of the industrial edge layer, laaS layer, PaaS layer, and SaaS
layer, as shown in Figure A.1. The system provides an integrated solution from real-time data

coIIeclion, secure data transmission and storage, data modelling and analysis in the i
field t¢ in-depth industry application.

q,
(],Q

Basic services Advanced service Industry customized %é
® =

management management automation

Ed

A.2

A.2.1

Taking
develq
the dg
See F

Lightning monitoring TSD Equipment Energy Building Cloud MES %jon warning
V

v

Computing resources / storage resources / network resources / security services

~© Inteligent lightning | Intelligent firewall
g q monitoring |

Figure A.1 — Overall architeb@re of the industrial internet system in this case

S
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he ) i Data collection
x[} . gateway

Application cases,

Q

End and Edge Layer

N2

ustrial

IEC

the new- %ration PLC product system as the core, the end and edge layer useg open
pment p ms and a variety of model libraries to provide full lifecycle services coyering
velop , integration, simulation, verification, and release of models and applications.
gur .
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The IgaS layer supports functions such as processing, computing, storage, and virtual ma
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Figure A.2 — Full lifecycle service framework of the end. and edge layer

laaS Layer

the load pressure of the server in combination with SLB. See Figure A.3.

IEC

ping.

orage resources (databases such as Redis, PostgreSQL, and Cassandra) provided by
the platform make available a shared storage environment for industrial application
computing resources (dynamically configured E€S) provide elastic computing services for
rial applications; the network resourcesp(VPC and EIP) provide private lines,

switches, virtual routers, and other related."network facilities for industrial applic

; the

irtual
tions.

vhile, when the number of users suddenly increases in the multi-tenant managgment
the built-in auto scaling can dynamically adjust the number of ECS resources and flelieve
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paS layer integrates ex@«é&serwce capabilities, which can be categorized as appli
, service capability access, and service engine. Downward, it measures basic s
lities according to s§vice capability needs and calls hardware resources through t
4.

PaaS Layer

led by the laaS; rd, it provides the service scheduling and routing service, mq
s resources of latform in real time, and opens these resources to SaaS users th
Pl. See Fig
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O
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Figure A.4 — PaaS service architecture
The PpaS platform implementation mainly consists of thefollowing parts:
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A.2.4

uting module: the routing module routes the_user request to the corresponding
tance and provides functions such as dynamicrapplication registration;

plication container: as the core of the PaaS platform, the application container
nages the application lifecycle and reports the running status of applications;

plication deployment: during application deployment on the PaaS platforn
plication needs to be packaged intoa release package that can be directly deploye
dule is the key to develop the RaaS platform. It supports multiple programming lang

ferent programming languages and then pass it to the container module for deploy

nitoring module: thexmodule continuously monitors the running status of applicatio
ample, health status (survive or not), resource utilization (such as CPU, memoryj
k, and network); and availability. These indicators are the key to the operatio

ssage bus: the message bus is the core communication module of PaaS to ¢
mmunication among all services.

SaaS Layer

intenance of'the entire PaaS platform, and also lay the foundation for auto scalind;

server
mainly

, the
. The
uages

d frameworks such as Java, Python, Ruby, and PHP. When an application is relg¢ased,
the platform needs to package the application into a generic release package accorg

ing to
ment;
ns; for
, hard
n and

nsure

The SaaS layer can deploy applications on the industrial cloud server in a unified manner.
Customers may order the required application services from vendors via the internet according
to their actual needs. Users only need to pay the fee according to the number of services
ordered and the period of services, and obtain the services through the internet. Instead of
buying software, users rent web-based software from the industrial cloud platform to manage
the business operation activities, and do not need to maintain the software. Vendors have full
authority to manage and maintain the software. Figure A.5 shows the service pattern framework.
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Figure A.5 — Service pattern framework of SaaS

A.2.5 Smart Application Implementation of SaaS Platform

A.2.5 Smart Service: Equipment Management

The efjluipment management system takes therequipment asset account management

basic knowledge database of equipment maintenance, and uses modules such as work
spare - parts management, spot-check management
preventive maintenance to implement maintenance. The equipment management system
clear |dea of continuous improvement. Relying on the built-in technical standard syster
system realizes a comprehensive-continuous improvement closed-loop composed of "tec
standIrd for equipment — service module — equipment account effect analysis — teg

management,

stand

standard work,

rd for equipment". See‘Figure A.6.
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