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INTERNATIONAL ELECTROTECHNICAL COMMISSION

INDUSTRIAL NETWORKS -
WIRELESS COMMUNICATION NETWORK
AND COMMUNICATION PROFILES -

WIA-FA
FOREWORD

1) ThellInternational Electrotechnical Commission (IEC) is a worldwide organization for, prising
all |national electrotechnical committees (IEC National romote
intefnational co-operation on all questions concerning standardization in the elegctri iglds. To
this|end and in addition to other activities, IEC publishes International Standards, T j fications,
Technical Reports, Publicly Available Specifications (PAS) and Guideg e g gds “IEC
Publication(s)”). Their preparation is entrusted to technical committees; any IE ioR erested
in the subject dealt with may participate in this preparatory wor d non-
governmental organizations liaising with the IEC also participate inthisspreparation. IEG collaborates|closely
withl the International Organization for Standardization (ISO) in_acsorda ned by
agr¢ement between the two organizations.

2) The|formal decisions or agreements of IEC on technical matters ¢ ational
congensus of opinion on the relevant subjects since e cal, co rom all
intefested IEC National Committees.

3) IEC| Publications have the form of recomn for internationatdse|~ahd are accepted by IEC National
Committees in that sense. While all reasona ade Mo ensuyre that the technical content| of IEC
Pubjications is accurate, IEC cannot be held\ respan f y in which they are used or for any
mis{nterpretation by any end user.

4) In grder to promote international uniformit empiittees undertake to apply IEC Publ|cations
transparently to the maximuym\exte | and regional publications. Any divgrgence
between any IEC Publication. and'the ar regional publication shall be clearly indi¢ated in
the |atter.

5) IEC]|itself does not provide formity
assessment servige € IEC marks of conformity. IEC is not responsible [for any
seryices carried @ i S.

6) All ysers should ensuré that\the ’ edition of this publication.

7) No liability shall a ors, employees, servants or agents including individual expdrts and
merhbers of its tet C National Committees for any personal injury, property darhage or
othgr damage™~of any soever, whether direct or indirect, or for costs (including legal fe¢s) and
expgnses atising™aut of\the “publication, use of, or reliance upon, this IEC Publication or any other IEC
Pubjicatiens

8) Attgntio ative references cited in this publication. Use of the referenced publications is
indigpens

9) Attgntion is«drawn to the possibility that some of the elements of this IEC Publication may be the supject of
patgnt rights“IEC shall'nhot be held responsible for identifying any or all such patent rights.

A PAS$iS/a technical specification not fulfilling the requirements for a standard, but|{made

available o the public.

IEC PAS 62948 has been processed by subcommittee 65C: Industrial networks, of IEC
technical committee 65: Industrial-process measurement, control and automation.

The text of this PAS is based on the This PAS was approved for
following document: publication by the P-members of the
committee concerned as indicated in
the following document

Draft PAS Report on voting
65C/784/PAS 65C/789/RVD

Following publication of this PAS, which is a pre-standard publication, the technical committee

or sub

committee concerned may transform it into an International Standard.
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This PAS shall remain valid for an initial maximum period of 3 years starting from the
publication date. The validity may be extended for a single period up to a maximum of 3 years,
at the end of which it shall be published as another type of normative document, or shall be
withdrawn.

A bilingual version of this publication may be issued at a later date.

IMPORTANT — The ‘colour inside' logo on the cover page of this publication indicates
that it contains colours which are considered to be useful the c(irrect
undernstanding of its contents. Users should therefore print this nt"using a

colouf printer. (-\
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INDUSTRIAL NETWORKS -
WIRELESS COMMUNICATION NETWORK
AND COMMUNICATION PROFILES -
WIA-FA

1 Scope

This RASspecifies the systemarchitecture and commumnication protocotof WHA-FA (Wireless

Netwqarks for Industrial Automation — Factory Automation) based on I|E -2012
Physig¢al Layer (PHY).

This RAS applies to wireless network systems for factory automatio njtoring
and control.

2 Nprmative references

The fdllowing documents, in whole or in part, are normativ 1ced’in this documept and
are inflispensable for its application. For dated ¢ C he edition cited appliess. For

undate¢d references, the latest editio o
amendments) applies.

document (including any

IEC 61588, Precision clock synchroni etworked measurement and gontrol

systems

IEC 61499, The industrial p

ISO/IC 7498-1, ri rence
Model|— The Ba e

IEEE s and
inform ems — Local and metropolitan area networks — Specific
requir ess LAN Medium Access Control (MAC) and Physical |Layer

(PHY)

3.1 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

3.11
absolute timeslot number
number of timeslots from the start of the network, generally denoting the current timeslot

Note 1 to entry: The value is incremented by one, usually the same with the current timeslot sequence number.
Once the maximum value (2%8—1) is reached, the value is reset to 0.

3.1.2

access device

device installed in the field, which is responsible for forwarding the sensor data, alarm and
network management related information of the field device to the gateway device, or
forwarding control signals, management information and configuration information of the
gateway device to field devices
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3.1.3

aggregation

process of aggregating data from multiple user application objects into one packet, or
aggregating several frames into one frame

3.1.4

application configuration

configuration process for user application processes in field devices to finish certain jobs
during the application of factory automation

3.1.5
appligation—subtayer

protodol sublayer that provides data and management services for the app

3.1.6
backqff
process of retrying a frame in pre-determined retransmission tipy
is failgd

ission

3.1.7
beacqn
specigl frame broadcast by the access device in the

Note 1 fo entry:

3.1.8
channel
RF mgdium used to convey a frame fro

3.1.9
coexistence

state |n which all wire
their application@ﬁ y

[SOURCE: IEC 62697

Ifil all

3.1.10
communicatio
channjels

3.1.11
disagpgregation
process of-dividing the aggregated packet into data of multiple user application obje¢ts, or
dividing\the aggregated frame into multiple frames

3.1.12

field device

device installed in industrial field and connected by sensors and actuators, which is used for
transmitting field data and receiving control commands

3.1.13
gateway device
device that connects the WIA-FA network to other plant networks

3.1.14
handheld device
portable device used for network provisioning and firmware updating
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3.1.15

heartbeat message

signal sent by the working gateway device to the redundant ones, which indicates th
gateway device is working properly

3.1.16
host computer

at the

computer through which operation, maintenance and management personnel interact with the

WIA-FA network

Note 1 to entry: Host computer performs functions of configuration, provisioning, and data display.

3.11

intergperability
ability|of two or more network systems to exchange information and tg
information that has been exchanged

[SOURCE: ISO/IEC TR 10000-1:1998, 3.2.1 — modified b
“netw@rk systems”]

3.11

joinin
process in which a WIA-FA device is authentic
network

3.1.19
link

Note 1
current

Note 2

3.1.20
netwdg
8-bit

Note 1

3.1.21
netwag
process of configuring
commpnication

parameters for WIA-FA devices to maintain network operatio

of the

" with

IA-FA

heters

umber,

n and

3.1.22
network manager

logical role responsible for configuring the network, allocating communication resources,

monitoring and reporting network performances

Note 1 to entry: There is only one network manager in a WIA-FA network.

3.1.23
passive leaving

process in which an online field device is instructed by the gateway device to leave the WIA-

FA network

3.1.24
physical address
EUI-64 bits uniquely identifying the device in the WIA-FA network
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Note 1 to entry: : |Itis also called long address.

Note 2 to entry:

3.1.25
prima

ry gateway device

gateway device working in a WIA-FA network

3.1.26

provisioning
process of pre-configuring some static information that includes network identifier, security
level, join key, and shared key

A physical address is assigned by a manufacturer.

3.1.27

redurJdant gateway device

hot b

3.1.28
relatiy
timesl

3.1.29
secur
logica
keys,

3.1.30
super
collec

Note 1

3.1.31
times
basic

ckup of the primary gateway device

fe timeslot number
bt number counted from the start of a superframe

ty manager
role responsible for configuring,the sec
bnd authenticating devices

frame
ion of channels and ti

o entry: It specifies

R,
ime unit use

whole network, marn

Note 1

3.2

For th

ACK

Al

AD

AL Application Layer

ASLDE Application SubLayer Digital Entity
ASLM ASL State Machine

AMCTL ASL State Machine of Client
AMSV ASL State Machine of Server
AMPB ASL State Machine of Publisher
AMSB ASL State Machine of Subscriber
AMRS ASL State Machine of Report Source

AMRK ASL State Machine of Report Sink

aging
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AO
ASL
ASN
APDU
ASDU
C/S
CCM*
DI

- 18 —

Analog Output

Application Sub-layer
Absolute Slot Number
Application Protocol Data Unit
Application Service Data Unit

Client/Serve

IEC PAS 62948:2015 © IEC 2015

Extension of counter with cipher block chaining message authentication code

Digital Input

DO
DGO
DLL
DLPDY
DMAR
EIRP
ENC
FCS
FD
FDMA

LSB
LQl

Digital Output

DisaGgregation Object

Data Link Layer

Data link Layer Protocol Data Unit
Device Management Application Process
Equivalent Isotropic Radiated Power
ENCryption

Frame Check Sequence

Field Device
Frequency Division Multip
Gateway Device
Host Comp
Handhgeld De

Least Significant Bit

MAC
MIB
MIC
MSB
NACK
NRT
NONCE

PAGO
PDU

Hnk—Quatity thdication
Medium Access Control
Management Information Base
Message Integrity Code

Most Significant Bit

Negative Acknowledgement

Non-Real-Time

Number used once, a value that has (at most) a negligible chance of

repeating
Packet Aggregation Object

Protocol Data Unit
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PHY PHYsical layer

P/S Publish/Subscriber

R/S Report/Sink

SAP Service Access Point

SM Security Manager

TDMA Time Division Multiple Access

UAO User Application Object

UAP User Application Process

VCR Virtual Communication Relationship

WIA-HA Wireless Network for Industrial Automation — Factory

3.3 Conventions

For the purposes of the state machines and state transitio
conveptions apply.

This FAS uses a diagram to represent a state machi
machipes are shown in Figure 1.

Figure 1 — Conventions used for state machines

ions”used in the

owing

state

The conventions used in the state machines are as follows:

— The labeled circles represent states that a device can be in.

— State transitions are directed lines. They show which state a component leaves and which

state it transitions to.

— A transition is labeled by T with the events that caused it and the corresponding actions
(this may be empty). The events (above the line) causing the transition is separated from

the resulting actions (below the line) by a horizontal line.
— || Logical "OR".

The conventions used in the state transitions are shown in Table 1.
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Table 1 — Conventions used for state transitions

# Current state Event/conditions Next state

=>action

Events or conditions that trigger this
state transaction.

The current state to => The next state after the
Name of transition which this state ) actions in this transition is
transition applies The actions that are taken when the taken

above events or conditions are met.
The actions are always indented
below events or conditions

The c

— = A

rig

- &8
= I

This ¢

The Ig

Examplg:

for (I

end

This ¢

may b

transifion.

Examplg:

If (cq
else

endif

4 D

bnventions used in the state transitions are as follows:

Logical "AND".
ogical "OR".

Hentifier = start_value to end
actions

bctions

bn the

which

Ata-coding

4.1

Overview

WIA-FA data coding specifies the machine independent syntax for the data conveyed by each
layer services. WIA-FA supports the definition and transfer of both basic and struct data

types.

Basic types are atomic types that cannot be decomposed into more elemental types. Struct
types are types composed of basic types and other struct types. Their complexity and depth of
nesting is not constrained by this PAS.
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4.2 Basic data type coding
421 Integer coding

The integer is a signed value, as shown in Figure 2 and Table 2. For this data type, MSB is
transmitted first, then the subsequent octets, and finally the LSB.

Notations: Integer8, Integer16, Integer24, Integer32

Data type Value range Length
Integer8 -128 <i <127 One octet
thtegert6 32 F668—<+<3276F Fwo-octets
Integer24 223< <223 _ 4 Three octets (
Integer32 231 <ij<231 4 Four O/K< A

Complement binary notation
MSB is the bit followed by the first octet (SN)
SN = 0: positive and 0

SN = 1: negative \
Figure 2 — Integer/coding \>
Table 2 - D(ﬁ\tlon({k; ge d typ

octet

7 6 /5 \4\ 3 2 1 0
1 SN RN 212 211 210 29 28

2 27 \g?/ \xi ) g\“/ 23 22 21 20

4.2.2 | Unsigned codi S/

The upsigned vs oded as Q imFPigure 3 and Table 3. For this data type, MSB is
sent first, then the tets, and finally the LSB.

NOQBY Unéi? , Unsigned16, Unsigned24, Unsigned32, Unsigned40,
Unsigned48, Unsigned64, Unsigned80

Value range Length
UMedS\ 0<i<255 One octet
ﬁhs@ﬂ\e}m/ 0<i<65535 Two octets
Wd% 0<i<224 1 Three octets
Unsigned32 0<i<232_1 Four octets
UNSIgnedau 0T 24— Five octets
Unsigned48 0<i<248_1 Six octets
Unsigned64 0<i<264_1 Eight octets
Unsigned80 0<i<280_4 Ten octets

Figure 3 — Unsigned coding

Table 3 — Unsighed16 coding

octet bit
7 6 5 4 3 2 1 0
] 515 o4 513 212 o1 510 29 28
2 27 26 25 24 23 22 21 20
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4.2.3 Float coding

The value of floating point is coded as shown in Figure 4 and Figure 5.

The MSB of the sign and the exponent is sent first, and then the remained bits of the
exponent and the bits from MSB to LSB of the fraction. If the value of the floating point data is
unknown, 0x7F and 0xAO are firstly sent, followed by 0x00, which means “Not-a-number”.

Notations: Single Float (four octets)

Value range [See in IEC 60559, Short Real Number (32 bits)

coding See in IEC 60559, Short Real Number (32 bits)

MSB /\gﬂa\
Bit 7 E |5 |4 |3 |2 |1 .
Octet Exponent (E)
1 sN |27 26 25 24 23 2 2 \/
Fraction (F) | \ >
2 20 |2'1 22 3 o4 ég\ 28 2
Fraction (F) X
3 28 29 10 11 12 o a4\ ,-15

Fraction (F)
4 2-16 =17

2 22,23

SN: sign 0 = positive,

o e

Notations: D ble FIo (elght octets)

Value range ee Nc\é%ﬁg\sﬁb\\e\l Number, 64 bits
coding Seg\iﬁE\E\OS%\\h\rthxal Number, 64 bits

LSB
bit (\ |4 |3 |2 |1 |o
octét Xpo ent
4 \ | 10 29 o8 o7 o6 o5 o4

Exponent” (E) |Fraction (F)
23 |22 21 20 1 22 3 4

Fraction (F)
3 2-5 2-6 2-7 2-8 2-9 2-10  5-11 2-12

Fraction (F)
44 45

12
4 Z Y 27T Z

Z Z Z Z Z

Fraction (F)

5 2-21 2-22 923 24 525 526 527  5-28
Fraction (F)

6 229 530 5-31 2-32 533 o34 535 5-36
Fraction (F)

7 2-37 538 -39 540 541 2742 543 -44
Fraction (F)

8 245 546 547 548 549 550  5-51 2-52
SN: sign 0 =positive, 1=negative

Figure 5 — Double float coding
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4.2.4 Octetstring coding

The Octetstring coding manner is shown Table 4. For the data with N octets, the MSB of the
most significant octet of PDU is first sent.

Table 4 — Octetstring coding

octet bit
7 6 5 4 3 2 1 0
1 28N-1 58N-2 28N-3 >8N-4 28N-5 28N-6 28N-7 28N-8
2 28N-9 28N-10 28N-11 28N-12 28N-13 28N-14 28N-15 28N-16
N 27 26 25 24 23 22 (2! 20
4.2.5 Bit Field coding
Bit Figld data are used to encode objects as single-bit datd. The_bit.coding mariner is $hown

in Tahle 5, Table 6, and Table 7. This data type is defined\as ies.of eight bits. Flor the
data with two octets, the most significant octet of PDU’is s irst, bit of the bjt field
data type, there is a corresponding definition table.

Table 5 - Codin{bQBit{ichdat w@o e octet
> bit

pctet
7 6 ( 5 3 3 2 1 0
1 7 6 \5 \ 4 3 2 1 0
T bls\fi\cgdintha with two octets
~ N,
octet \ \ S bit

\//(& 6 5 4 3 2 1 0
1 15 @ N\ 13 12 11 10 9 8

2 7 >V s 4 3 2 1 0

<N¥\7i§oding of Bit Field data with three octet

oc \\ > bit
\ 7 6 5 4 3 2 1 0
1 23 22 21 20 19 18 17 16
2 15 14 13 12 11 10 9 8
3 7 6 5 4 3 2 1 0

4.2.6 TimeData coding

This data type is an unsigned integer with a length of 64 bits, indicating time incremented by
1us.

4.2.7 KeyData coding

This data type is an unsigned integer with a length of 128 bits.
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4.3  Structured data type coding
4.3.1 Structure type coding

A structure is made of an ordered set of heterogeneously different typed data called members,
which may be basic data type or structured data type. The member of a structure is identified
by MemberlID. The structure data may be accessed as a whole, or just one of its members
may be accessed by specifying the MemberID.

4.3.2 List type coding

A list is composed of an ordered set of homogeneously same typed elements called records,
which|may be basic data type or structured data type. The record of a is identified by
FirstSforelndex. The list data may be accessed as a whole, or one or sg of its_records
may be accessed by specifying the starting FirstStorelndex and the cou

5 WIA-FA overview

5.1 Device types
The dpcument specifies five types of WIA-FA devices;

host computer (HC);
gatewpy device (GW);
acces$ device (AD);
field device (FD);

handhleld device (HD).

To im ndant
gatew

NOTE ice (see
3.1.25) undant
gatewa nection
manner| reTime

NOTE §
concurr

Hevices

5.1.1

Host (¢ nel to
execufe functions of application configuration, network configuration, and data display. Its
speciflclimplementation is beyond the scope of this PAS.

5.1.2 Gateway device
The main functions of the gateway device are listed as follows:

— Providing interconnection interfaces between WIA-FA network and other external networks,
such as fieldbus, using data mapping and protocol conversion means;
— Responsible for network management and security management;

— Communicating with other WIA-FA devices through access devices, and exchanging
information between devices;

— Acting as the unique clock source in the WIA-FA network for network time synchronization.
5.1.3 Access device

The main functions of the access device are listed as follows:
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- Fo

ceiving data gathered by field device and forwarding them to the gateway device;
rwarding the control command of gateway device to the actuators of field device;

— Forwarding the management information and configuration information of gateway device
to the field devices;

— Receiving alarms and network management information of field device and forwarding
them to the gateway device.

NOTE The access devices and gateway devices are connected by wire. Their synchronization method is beyond
the scope of this PAS.

5.1.4

Field device

Field Jievices are installed in industrial field and connect sensors and actyators, Fielddevices
collect field application data and control production process. The powep's odes qf field
devicgs include wired power supply, battery power supply, etc., whigh scope
of this| PAS.

5.1.5 Handheld device

Handheld devices are portable devices that used for provi evice,
and gpteway device. A handheld device communicate ire onnécted devicg, and
does |not communicate with other ) evices use RS-232
maintet ay device and| write
security level, join keys, shared keys( network ldentifier (ID) for
them.

5.2

As sh ar topology, which is compriseld of a
center is comprised of one gateway device
(redun

Wire connect

Wireless connect

Host computer

Primary
gateway device

Redundant
gateway device

Access device

Field device

Figure 6 — WIA-FA enhanced star topology
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5.3 Protocol architecture

IEC PAS 62948:2015 © IEC 2015

The WIA-FA network protocol follows the ISO/IEC 7498-1 OSI reference model. The WIA-FA
network protocol defines the Physical Layer (PHY), Data Link Layer (DLL) and Application
Layer (AL). Figure 7 shows the mapping between WIA-FA and OSI basic reference model.

OSl layer Function WIA-FA
o Provides the user with network capable L L .
Application - Distributed application services
application
. Converts between application layer data
Presentation

and the lower layer data formats

Session Connection management services
Provides network independent,

Transport
transparent message transfer

Network Resolving network addresses,

etwor End- to- end routing of packets.
. ~N
Data link Establishes data packet structure, L
ata fin framing, error detection, bus arbitration Com ”'Ca“°"*’§&f°. le ADs, TDMA, FDMA,
retranSryjssiony, aggregatiop’..
. Mechanical / electrical connection. PH

Physical . .

Transmits raw bit stream (IEEE/STD .M-2012 PHY)

Figurg 8 shows the protocol architecture of
includes the following components:

Figure 7 — OSI basic. refe

ce

— Proptocol layers: including

— Entities of protoco

management en

mana
specigl User Appli
messgges Wi

Devicx

entities (DLME~an
— Protocol laye S

odel

WASEA.

aC;e o WIA-FA

he protocol architecture of W

IA-FA

ement

P) and

ocess (DMAP) includes the network manager/ng¢twork
anager/security management module, and MIB. DMA
(UAP) and uses ASLDE-SAP together with UAP to exc

P is a
hange
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NM SM
UAP — /Network /Security
management || management
module module
ASLDE-SAP )
By
<
Data o Management || ¢
entity Application sub-layer entity g
7
<
MIB
DLDE-SAP ] ( DLME-SAP
o
<
Data . Management || © \
entity Data link layer entity g \\ /
-
( PLDE-SAP ) [ PLME-SAP

PHY
(IEEE STD 802.11-2012)

G
<

The data flow over WIA-FA network is

— Aield device has PHY, DLL, and AL;

— An access device has PHY and DLL; levice
by|wires;

— Thle gateway device o g teway

delice consists of ' WIA-

FA network, plus plant

yer of

network, pIu
the WIA-FA netwo

Atcess Device Gateway Device Host Computer
(Control System)
WIA-FA\ Translator [+ CoRtrdla * T A
AL LAt .t v _Con}ml /§L. .
= == « | I
|
| WIA-FADLL ':':':': N
| Bridge ettt
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Figure 9 — Data flow over WIA-FA network
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6 System management

6.1 Overview

The WIA-FA network adopts centralized management framework, as shown in Figure 10. The

system management is implemented by the network manager and security manager

in the

gateway device, and the network management modules and security management modules in

field devices and access devices. The network manager and security manage

r are

responsible for managing the access devices and field devices. Network management
modules and security management modules are realized in field devices and access devices,

which perform management functions together with the gateway device.

CPIED

GW
Network Security
management ess devicel management
module module

et Security
anagemeh )Actess.de\ice( management
nodule module

Network S
manageme mar
nt module nt

Network
manageme
nt module

Security
manageme
nt module

Security
manageme
nt module

Netwo
manageme

m module

Field device Field devig

Security
" manageme
nt module

curity
ageme
nodule

6.2

The f i gement’in WIA-FA network are implemented by the [
Management Applicati s_(DMAP) in each device. The DMAP is a particulal
Application P esponsible for managing devices and providing MIB 4
services. Th ponent of the DMAP in the protocol architecture are shq
Figur . € part is the DMAP, and the white parts are function modules in [
includjng:

— Ndgtwork_Manha NM) of Gateway Device (GW), the network management modu

Access Devices (AD) and Field Device (FD);

Device
User
ccess
DWnN in
MAP,

les of

— S€curity Manager (SM) of GW, the security management modules of AD and FD;

— Management Information Base (MIB), saving all the attributes for network management

and security management in WIA-FA network.

DMAP is a special User Application Process (UAP) and uses ASLDE-SAP together with UAP

to exchange messages with ASL, as shown in Figure 11.
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Network management functions

Network management functions

Requirement

Network establishment

Initialization: initializing the NM/network management modules and
starting the network

Time source configuration and system time service; the WIA-FA network
should set up one reference time source, which is performed by the
gateway device. Devices in the network should only synchronize with
gateway device.

Device join process management: the devices need NetworkID (see
Table 14) before joining. The joining devices invoke the join process,
after the authentication of SM, the NM returns the join response.

networkyhas a
and\an| 8-bit

Network address allocation: Each device in the
global unique 64-bit address which is called |
or 16-bit network address which is called s
address of each device is assigned by v e @4-bit

Extended Unique Identifier (EUI-64). The shor rletwork
device is assigned by the NM.

Topology management: forming a maw tthed star
topology as shown in Figureﬁ./\ N

ement: intaining the communicatjon
attributes, including the
thuted by the NM, finishing the

Network configuration ma
resources, network address, netw
information of all network devicesdis
configuration of MIB. ﬁ

Network scheduling and Communication
resource allocation

Superframe establis Mt' es@ishin he superframe for
comimunication accarding @' the_application requirement.

Commvpnicationrgsoutgce alwmlocating the communicatio
reso in stperframento the links.

(0]

Activation/ ctivations activating and deactivating the superfrani
racco ing to application pfocess.

Channgl Network diagnosis and N
performjance monitoring

S

Channg arﬁém ¢ monitoring and maintaining the channel ligt and
(aen\ditio :

Device health status management: monitoring and maintaining th
héalth status’of each device.

[

l/\\l\ero@performance monitoring

Leaving

A\

Devjce leave process management: the leave process of field deyices

and access devices includes passive leaving and abnormal leavipg, The
passive leaving is invoked by the gateway device, the field devicés and
access devices leave the network after receiving the leave requept, and
the gateway device releases the communication resources of fielf
devices; The abnormal leaving is detected and processed by the
gateway device.

\> Table 9 —

Security management functions

Sedurity management functions

Requirement

Secure network establishment and
configuration

Secure join process: when a new field device invokes the secure join
process, SM shall authenticate the field device and return the result to
NM; NM returns a join response considering the authentication result.

Key establishment: after FD secure joining, SM generates and
distributes keys used to make secure operation during normal operating
process, including KEK, KEDB, and KEDU.

Key updating

Key update: SM updates the keys in use before the ends of their
lifetime, including KEK, KEDB, and KEDU.

Security performance monitoring

Security alarm: monitoring the update status and attacked counts of
keys.
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6.2.1 Network manager

Network Manager (NM) realizes network management function in the gateway device, which
manages the information of all devices in the network. One WIA-FA network has only one NM.

NM mainly performs the following functions:

— Allocating the unique 8-bit or 16-bit short address for all devices in the network (see 6.3);
— Constructing and maintaining the enhanced star topology;
— Allocating communication resources for communications of WIA-FA devices;

- M nii‘nring the pnrfnrmannn of the WIA-FA network, inr‘lllriing device status, and channel
condition, etc.

6.2.2 Security manager

Secur WIA-

FA ne

SM m

— Adthenticating the field devices attempting to join/the WIA

- Mg 11.4).

- H3g

6.2.3

Netwo nation

neede

The main functions of tt

- Coordinating{:\:}

— Cgdgordinating P

— Cqgordinating wit evice
sta

6.2.4

Secur nation

for se

— Cdordinating with-SM to conduct secure joining (field device only);

— Cdordinating with SM to manage keys;

— Coordinating with SM to report security alarm.
6.2.5 DMAP state machines
6.2.5.1 DMAP state machine of gateway device

The DMAP state machine of the gateway device is shown in Figure 12, which includes Init and
Idle states. The gateway device enters into Active state if it finishes initializations.
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TO
T T2]..T16

The D

Next stdte

T0 Init \[sDMAPI WM == TRUE Active

T T2l .. T16 [adi T1||\Q>T16 Active
é
able 11

The OM
Figurgd 13.
parallg¢l. The.tri
(see Tlable~11).

device maintains a state machine for each field device, as shgwn in
evice can process multiple packets from multiple field deviges in
ering, condition from Init state to Active state in Figure 11 is one of T1 {0 T16
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MAP state transition of gatewa ce 9

9,

e



https://iecnorm.com/api/?name=abfb7c461fc72ea7982303c425d62e29

- 34 - IEC PAS 62948:2015 © IEC 2015

Table 11 — DMAP state transition of gateway device for each field device

# Current State Event or condition Next state
=> action

PrimitiveType == DLME-JOIN.indication

T1 Active Join
=>
Authentication(PhyAddr, SecMaterial) == SUCCESS
&& AllocateShortAddr(Addr) == SUCCESS

T2 Join - Operation
DLME-JOIN.response(Status:= SUCCESS, ShortAddr);
Authentication(PhyAddr, SecMaterial) = SUCCESS
|| AllocateShortAddr(Addr) != SUCCESS
=>
If ((Authentication(PhyAddr, SecMaterial) '= SUCCESS)

_ {

T3 | Join DLME-JOIN.response(Status := AUTH_FAILURE, Sho End
telse if(AllocateShortAddr(Addr) |= SUCCESS)

T4 Qperation Res Alloc

- O-SET.confirm
= 128/|| AttributelD == 129)
T5 Res Alloc Res Alloc
/\ .request(AttributeOption:= 0, (AttributelD:= 128) ||
AllResAllocateDone() == TRUE

T6 Res Allec = Opergtion
DLME-INFO-SET.request(AttributeOption:= 2, AttributelD:= 131,
AttributeMemID:= 12, AttributeValue:= OPERATION);
Primitive Type == DMAP-MIB-SET.request
=>

T7 | Operation Status = WriteToMIB(Handle, AttributeOption, AttributelD, AttributeMemID, | OPeration
FirstStorelndex, Count, AttributeValue);
DMAP-MIB-SET.confim(Handle, Status);
PrimitiveType == DMAP-MIB-GET.request
=>

T8 Operation Operation

Status := ReadFromMIB(Handle, AttributelD, AttributeMemID,
FirstStroelndex, Count, AttributeValue);

DMAP-MIB-GET.confim(Handle, Status, Count, AttributeValue);
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# Current State Event or condition Next state
=> action

IsHostComputerSet MIB() == TRUE

T9 Operation = Operation
DLME-INFO-SET.request(Handle, DstAddr, AttributeOption, AttributelD,
AttributeMemlID, FirstStorelndex, Count, AttributeValue);
PrimitiveType ==DLME-INFO-SET.confirm

T10 | Operation => Operation
IndicateSetMIBResult(Handle, Status);
IsHostComputerGet MIR() == TRUE

T11 | Qperation = OperJtion
DLME-INFO-GET.request(Handle, DstAddr, AttributelD, AttributeMem
FirstStorelndex, Count); fx\
PrimitiveType ==DLME-INFO-GET.confirm \}

T12 | Qperation => Opergtion
IndicateGetMIBResult(Handle, Status); \
PrimitiveType == DLME-CHANNEL-STATUS.i Ca'n\Q\ %

T13 | Qperation => Operation
HandleChannelStatusReport(Addr, ghza\n el
PrimitiveType == DLME-DEVIC TUS

T14 | Qperation => Opergtion
HandleDeviceStatusRe owerSup ySt
IsHostComputerReques DeV| eave

T15 | Qperation Leave]

Jo
In

deyi

NN
ad
the
sh
JGO

n state

failuresresult. After the DMAP state machine enters to End State; if authenticatig
prt, address assignment succeeds, the DMAP of the gateway device invokes [
INdtesponse to notify the field device that the join process is successful; the

h field
y, the
short
levice
n and
DLME-
n, the

DMAPstate machine enters to Operation state.

Operation state

In

Operation state, the following events shall occur:

a) Host compute remotely sets the field device’s MIB attributes; DMAP invokes DLME-
INFO-SET.request to request DLL generating a remote attribute set request frame (see

b)

8.4.16).

DLL invokes DLME-INFO-SET.confirm and returns the result of remote attribu
operation to DMAP.

te set

Host compute remotely gets the field device’s MIB attributes; DMAP invokes DLME-

INFO-GET.request to request DLL generating a remote attribute get request
(see 8.4.14).

frame

DLL invokes DLME-INFO-GET.confirm and returns the related MIB attributes of a field

device to DMAP.
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Host computer invokes DMAP-MIB-SET.request to locally set the gateway’s MIB

attributes; DMAP sets its MIB attributes and invokes DMAP-MIB-SET.confirm to
the result of local attribute set operation to the host computer.

return

Host computer invokes DMAP-MIB-GET.request to locally get the gateway's MIB
attributes; DMAP returns its MIB attributes and invokes DMAP-MIB-GET.confirm to

return related MIB attributes to the host computer.

DLL invokes DLME-DEVICE-STATUS.indication to DMAP after it receives the device

status report from a field device.

DLL DLME-CHANNEL-STATUS.indication to DMAP after it receives the channel

condition report from a field device.

The D

Host computer requests a field device leaving WIA-FA network. DM INVOKes [
LEAVE.request to request DLL generating a leave command frame/(see™8.4.

— R¢gs Alloc State
In nication™esour
a field device; DMAP invokes DLME-INFO-SET.request to remot g supexfrar
links to the field device. If the communlcatlon resource aII ating.p ocess\is comple
fai attrib
Oq

- Le
In fon resources th
ocp ne enters to End stateg.

6.2.5.

DLME-

ces to
nes or
ted or
ute to

at are
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T0

Discovery

The DMAP state
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Table 12 — DMAP state transition of a field device

Current State Event or condition Next state
=> action
IsDMAPInitializationDone() == TRUE
TO Init => Discovery
DLME-DISCOVERY.request(ScanChannels, ProbeTime);
PrimitiveType == DLME-DISCOVERY .confirm
&& Status == SUCCESS
T1 Discovery - Join
DLME-JOIN.request(NetworkID, Channel, PhyAddr, SecMaterial);
PrimitiveType == DLME-DISCOVERY .confirm
&&Status == NO_BEACON
T2 Discovery - Discovgry
DLME-DISCOVERY.request(ScanChannels, Probew
PrimitiveType == DLME-JOIN.confirm \
&& Status == SUCCESS
T3 Join - Operation
DeviceStruct.ShortAddr = ShortAddr; m
PrimitiveType == DLME-JOIN.copfirm\ >
T4 Join & Status = SUCCE O End
=>
T5 Operation Res Allpc
Option, AttributelD,
unt, AttributeValue);
. ndle, Status);
~\BLME-INFO-SET.indication
== 128 |['AttributelD == 129)
T6 Res Alloc Res Allpc
IB(Handle, AttributeOption, AttributelD,
D, FirstStorelndex, Count, AttributeValue);
/\ LME-INFO-SET.response(Handle, Status);
N imitiveType == DLME-INFO-SET.indication
& (AttributelD == 131 && AttributeMemID == 12)
AttributeValue == OPERATION
T7 Res-Alloc => Operatipon
Status = WriteToMIB(Handle, AttributeOption, AttributelD,
AttributeMemID, FirstStorelndex, Count, AttributeValue);
DLME-INFO-SET.response(Handle, Status);
PrimitiveType == DLME-INFO-SET.indication
=>
T8 Operation Status = WriteToMIB(Handle, AttributeOption, AttributelD, Operation
AttributeMemID, FirstStorelndex, Count, AttributeValue);
DLME-INFO-SET.response(Handle, Status);
PrimitiveType == DLME-INFO-GET.indication
=>
T9 Operation Status = ReadFromMIB(Handle, AttributelD, AttributeMemID, Operation

FirstStroelndex, Count, AttributeValue);

DLME-INFO-GET.response(Handle, Status, Count, FirstStorelndex,
Count, AttributeValue);
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# Current State Event or condition Next state
=> action

PrimitiveType == DMAP-MIB-SET.request
=>

T10 Operation Status = WriteToMIB(Handle, AttributeOption, AttributelD, Operation
AttributeMemID, FirstStorelndex, Count, AttributeValue);
DMAP-MIB-SET.confim(Handle, Status);
PrimitiveType == DMAP-MIB-GET.request
=>

T11 Operation Status = ReadFromMIB(Handle AttributelD_AttributeMem(D Operation
FirstStroelndex, Count, AttributeValue);
DMAP-MIB-GET.confim(Handle, Status, Count, AttributeVaIuy)'\(\
DevStaRptCycle timeout

T12 Operation => eration
DLME-DEVICE-STATUS. request(PowerSuppIySta s)

_ PrimitiveType == DLME-DEVICE-STATUS. co%w _

T13 Operation Operation
=>
(ChaStaRptCycle timeout)

T14 Operation Operation
DLME-CHANNEL- Smks re@'ﬁég;ann |COI0 Inf6);
PrimitiveType == DL L S TU onflr

T15 Operation Operation
=>

T16

PrimitiveType == DLME-LE |nd| aw
Operation => End
R[e@ase esourc?s(édd .

o O %V

In [Init state, the field ice\initializes itself and enters to Discovery state.

scan
}twork
ers to

ise, the DMAP state machine of a field device stays in Discovery state
anfd restarts the.network discovery.

Jo|nétate

In Join state, the DMAP of a field device invokes DLME-JOINTequest to try to join the
network; DLL invokes DLME-JOIN.confirm to return the joining results. If the result
indicates the join process is successful, the state machine enters to Operation state;
otherwise, the state machine enters to End state.

Res Alloc state

In Res Alloc state, DLL invokes DLME-INFO-SET.indication after it receives a remote
attribute set request from the gateway device to write superframes or links. The DMAP of
the field device writes superframes or links into MIB, and invokes DLME-INFO-
SET.response to return the result. If the DeviceState (see Table 19) in MIB is set to
Operation by the gateway device, the state machine enters to Operation state.

Operation state

In Operation state, the following events shall occur:
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DLL invokes DLME-INFO-SET.indication after it receives a remote attribute set request
frame (see 8.4.16), which indicates DMAP to set MIB attributes. The DMAP of a field
device sets the MIB attributes properly and invokes DLME-INFO-SET.response to
return the result.

DLL invokes DLME-INFO-GET.indication after it receives a remote attribute get
request frame (see 8.4.14), which indicates DMAP to get MIB attributes. The DMAP of
a field device gets the related MIB attributes properly and invokes DLME-INFO-
GET.response to return the requested MIB attributes.

APP/DLL invokes DMAP-MIB-GET.request to locally get MIB attributes. The DMAP
invokes DMAP-MIB-GET.response to return the related MIB attributes.

APP/DL | invokes DMAP-MIB-SET request to Inr‘nlly set the MIB attributes. The DMAP

6.2.5.

The fu

invokes DMAP-MIB-GET.response to return the result of DMAP-MIB- .requést.

If the timer for device status report expires every DevStaRptCycle\(se 2.1) time,
the DMAP of a field device invokes DLME-DEVICE-STATAS. | d the
device status report to the gateway device.

DLL invokes DLME-DEVICE-STATUS.confirm to DMAP sult of
sending device status report.

If the timer for the channel condition report e (see
6.7.1.2.1) time, the field device DMAP invoke L-STATUS.request to
returns the result of sending channel conditiop repaort.

DLL invokes DLME-CHANNEL-STATUS.conf sult of
sending channel condition repo

DLL invokes DLME-LEAVE.indication iV m the
gateway device; the field device > F cation
resources, and enters to End sta

J Functions used

nctions used in 3.

9,
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Table 13 — Functions used in DMAP state transition

Function Input Output Description
Authentication() PhyAddr SUCCESS Authenticating a joining
field device
FAILURE
AllocateShortAddr() Addr SUCCESS Allocating short address
FAILURE for a field device
IsHostComputerConfigureDone() TRUE Judging whether the
application configuration
FALSE of the host computer is
finished
ResAllodAgrithm() SuperframelList SUCCESS Mmmur ication
N resource
LinkList NO_RESOURCE ~
IsHostCemputerRequestDevicelLeave() TRUE i the host
field
FALSE AEA
IsHostCdmputerSet MIB() TRUE ~\Ju ing whether the host
computer remotelyl request
F setting the attributies of a
field device
Indicate$etMIBResult() Handle \) Indicating the resufts of
> the remote attribute set
Statu operation to the hdst
computer
HandleChannelStatusReport() Addr Processing the channel

Chann ICor‘(d-'rtqﬂn

condition report

HandleD|

eviceStatusReport()

s

report

Process the devicg status

&t\at}

IsHostCemputerGet MIB() TRUE Judging whether the host
computer remotelyl request
FALSE getting the MIB attfibutes
Indicate EetMIBResuIW Handle Indicating the resufts of
the remote attribute get
t operation to the hgst
computer
ReleaseResources() Addr Releasing communication
resources occupiefl by a
N field device
Indicatelfost M_e veResult() Addr Indicating the leavg of a
field device to the host
computer
Write ToMIB(); Handle SUCCESS Locally writing MIH
) ) attributes
AttributeOption INVALIDATTRIBUTE
AttributelD INVALIDATTRIBUTE_
. MEMBER
AttributeMemID
. INVALID VALUE
FirstStorelndex
Count
AttributeValue
ReadFromMIB() Handle SUCCESS Locally reading MIB
) attributes
AttributelD INVALIDATTRIBUTE

AttributeMemID
FirstStroelndex

Count

AttributeValue

INVALIDATTRIBUTE _
MEMBER

INVALID RANGE
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Function Input Output Description
IsDMAPInitializationDone() TRUE Judging whether the
DMAP initialization is
FALSE finished
IsAlIResAllocateDone() TRUE Judging whether all
communication resources
FALSE are allocated

6.3 Addressing and address assignment

Each WAA-EA network (fipld device access device and gateway dn\/i(‘n\ has a nlnhql unique

64-bit Iong address and an 8-bit or 16- blt short address (|nd|cated by Add ssTypeFIag in

Table short
addre$ e long
address, ¢ UI-64.
The lgast significant octet of DeviceShortAddress (see Table 9 i N202)Nis valid | if the

networ

Gatew

In the

— Th
— Th
— Th
- Th

— Th
— Th
— Thle valuge range of field device short address is 0x0003 to OXFFFE;
— The\broadcast address in WIA — FA network is OXFFFF.

The default short address of a device is 0x00 or 0x0000, and it means the device hasn’t been
allocated short address.

6.4 Communication resource allocation
6.4.1 General

Communication resources consist of channels (see 3.1.8) and timeslots (see 3.1.31).
Allocation of communication resources means allocating channels and timeslots in
superframe to access devices and field devices for creating links according to data priorities
and resource occupation methods. LinkList attributes include LinkID, LinkType, PeerAddr,
RelativeSlotNumber, Channellndex, and SuperframelD (see 6.7.1.2.2).
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6.4.2 Communication resource allocation

6.4.2.1 Data priorities

According to the functions and requirements of data in industrial fields, the data is set to
different priorities. WIA-FA defines the following five data priorities:

Emergent data (RTO)

RTO data has the highest priority. It refers to the data that plays a key role to application
behaviours and requires being timely transferred. RTO data includes: command from the
host computer to brake the actuator; emergent alarm of failure/error notification; critical
network management services from the host computer, such as start/stop command. The
transmission of RTO data uses R/S communication mode (see 10.5.5.3,3)

Pdriodic process data (RT1)

RT[1 data has the second highest priority. It refers to the periodi€ transmitted _pfocess
data that has strict real-time requirement. RT1 data mai i physical
megasurement and control data of a control system. The tra g4 uses
P/ communication mode (see 10.5.5.3.2).

Aperiodic non-urgent data (RT2)

RT2 data has the third highest priority. It refers to icalty” transmitted data
triggered by events, such as the non-urgent al ission of RT2 data
uses R/S communication mode (see 10.5.5.3,3).

Pdriodic management data (RT3)

RT3 data has the fourth highest priority. igdically transmitted mon|toring
dafa of device and network status,-whi S ain real-time requirements. RT3 data
m3ginly includes the device status, [cha a The transmission of RT3 data uses
P/$ communication mode

Ngn-real-time data (NF
NRT data has the |ow iority. o data that is generated by network opgration

anfd has no strict r - ent. the industrial field, NRT data usually in¢ludes
pafameter c i agement data. The NRT data transmission should not
interfere with iSSi ine data. The transmission of NRT data uses C/S

communication mo

The transmissjon of data above five priorities uses different communication modes
and djfferent’ V \ jon of communication modes, VCR, and the correspgnding

6.4.2.

For transmitting da
resoulces include scheduling, preemption, and competition.

nethod of communication resources

with different priorities, the occupation methods of communication

Scheduling

Scheduling is used for transmitting RT1 data and RT3 data. Network manager schedules
all communication resources for whole WIA-FA network. After field devices and access
devices joining the network, the network manager allocates fixed timeslots to periodically
transmit and retransmit RT1 and RT3 data.

Preemption

Preemption is used to transmit RTO data. The gateway device and field devices can utilize
timeslots original for periodic data to transmit RTO data, which defers the transmission of
the periodic data.

Competition
Competition refers to using shared transmitting link to transmit RT2 data and NRT data.
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6.5 Joining and leave process of field device
6.5.1 Joining process of a field device

The handheld device provisions a field device through RS232 maintenance port when this
field device attempts to join WIA-FA network. The provisioning information includes:

— NetworkID;

— Seclevel;

— KJ (when the security level is not 0);

— KS (when the security level is not 0).

The jgin process of a provisioned field device is shown in Figure 16. The ocess 'ig| listed

as follpws.

— Access devices periodically broadcast beacons;

— A [field device with attempt to join the WIA FA networ anti ns “available
ch \ 2y devjce by
us

— The fi i i ie eacon frame and
utifi i i joi >st; the, shared timeslot is determined
by in the
be ; i i i ) [ Jo' request utlllzmg timeslot
bap

- An i joi ¢ i a field device to the gateway
deyi

— The NM residing on the gatewa » e join response; if the joining is
approved, the value o spo e is set to SUCCESS; otherwisg, the
value of the Status sho or reasons (See Status in 8.3.4.3);

— Anlaccess device forware joi anse-to the corresponding field device;

— Thie field dev'.é ecei Qin(re 2 from an access device; if the value of Status in
the join response i £SS,the field device should restart or terminate the join
process; if the ¥alu Y e join response is SUCCESS, the join procgss is
completed.

Fﬁvic Access device Gateway device
Beacon

Join request

Join request

Join response

Join response

Figure 16 — Joining process of field device

NOTE See Clause 10 for security.
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6.5.2 Communication resource allocation to field device

After a new field device joins WIA-FA network, the host computer requests the gateway
device to read UAOs of the field device by using the remote attribute get services (see 8.3.7),
and to write application configuration information/VCRs (see 10.5.5.3 and 10.5.5.4) for the
field device by using the remote attribute configuration services (see 8.3.8).

The NM residing on the gateway allocates communication resources for new joined field
device by utilizing the remote attribute configuration services (see 8.3.8). These
communication resources are used for communication between field devices and access
devices. If the new Jomed fleld deV|ce mfluences the superframe structures of access devices

(see ist and
LinkLi it and
field d

The ¢ e I7:

— Th

— AC . o

— Affer receiving the "remote attribute configuration s the

"rgmote attribute configuration" response;
— Access devices forward the "remote attrib teway

de)ice.

Fjeld device Access devi Gateway device Host computer

S
Read UA cndm‘ﬁk\e{pph tio@nfigur ation information
L wﬁgure VCRs

Remote attribute
/e guration request

)

tribute
configuration.requ

Re
\c&lg%@i&ponse

Remote attribute
configuration response

Figure 17 — Communication resource allocation process for a field device

6.5.3 Leaving process of a field device
The leave process of field devices includes abnormal leaving and passive leaving.

— Abnormal leaving: devices can not communicate with other devices because of failure,
invalidation, or energy depletion. If the gateway device does not receive any packet from a
field device during LossConnectDuration (see 6.7.1.2.1), it shall judge that the field device
has left the WIA-FA network abnormally. The gateway device releases the short address
and communication resources of the field device. If the field device does not receive any
packet from access devices during LossConnectDuration (see 6.7.1.2.1), it shall judge that
its connection with access devices is lost. The field device shall handle it as abnormal
leaving and restart itself.
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— Passive leaving: the gateway device requests a field device to leave the WIA-FA network.
The passive leave process of a field device is shown in Figure 18, which includes the
following procedures.

The gateway device sends the leave request to a field device (see 8.4.9) through the

access device;
After receiving the leave request, the field device returns a leave response;

After the gateway device receiving the leave response forwarded by access devices

from a field device, the network manager on the gateway device handles the

leave

response, updates the device list, and releases the short address and communication
resources of the leaving field device; and the access device updates its MIB

VN H-V IV

aCCoOTaTTygTy -

Field device Access device Gatevg@Q

6.6
6.6.1

The fi
6.7.1.
report

report|i

status

PO N

lease network
address and
communication
resources

Uﬁ)date device list

of a field device

Leave request

es

Network perfor

Device
eld device per'd| its_ device status to the gateway device (see Device
p.2 for the s). After the gateway device receives the device
of a field evaluates and diagnoses the device status. The device

List in
status
status
The

is use al status of a field device, such as low battery power, etg.
report field device is shown in Figure 19
X
ield device Access device Gateway device
Device status report
Device status report
NACK
NACK
[ [ [

Figure 19 — Device status report process of field device
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6.6.2 Channel condition report

The channel condition report is used for a field device to remotely report the channel
condition to the NM (see ChannelConditionList in 6.7.1.2.2 for the detailed channel condition).
The process of the channel condition report is shown in Figure 20.

Field device

Access device Gateway device

Channel condition report

Channel condition repop/\

NACK <\
NACK \

— Dyhhamiicyattributé: its value is changed frequently without any external command.
dyhamic attribute shall recover to the default value set by manufacturer after the

p oc% of field device

ng the
ed by

es:

dress.

d can
ribute

The

ower-

L
downfreboot:

According to the attribute data types, the attributes in the MIB are divided into unstructured
attributes and structured attributes.

There are two types of access control to attributes in the MIB:

R (Read), which means the value of the attribute can be read by other devices in WIA-FA

network; and

W (Write), which means that the value of attribute can be modified by other devices in WIA-FA

network.

According to the implementation requirements, the attributes in the MIB are divided into
mandatory attributes and optional attributes.
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Attributes in MIB are identified by AttributelD.

6.7.1.2

6.7.1.2.1

Unstructured attributes are listed in Table 14. Unstructured attributes are unique in whole

MIB attributes

WIA-FA network.

Unstructured attributes

IEC PAS 62948:2015 © IEC 2015

Table 14 — Unstructured attributes

Attribute Attribute name. Data f\’lpn \/alid Access sfnrngn Default! Dgvice nncr\ri'r_\l'in
ID range | type type | value type /\
0 PriGwFailureTime TimeData |0 to R/W S 10 Gatewa e maximal duratipn
(2%4—1) devic <with ubheartbeat sjgnal
AN
1 AddressTypeFlag  |Unsigned8 [0to  |RIW | 0 I 2§-bit shortaddrss;
255 device )
N= 16-bit short address
2 MaxPayloadLength |Unsigned16|0 to R/W S 000 | Maximum length of|the
(216 — ic LL payload (in ocfet)
)
3 NACKCount Unsigned8 |0 to R/W S ? All &Iumber of broadcapt
255 (] I\ |devices” [NACKs
4 NetworkID Unsigned8 |00 _|Ri 0 ) fa  |Network identifier, yised
2 devices [for identifying multiple
\/ coexisting networkg
5 BitMap Bit Field 0 R/W 0 All Channel bitmap, inglicating
(234 — devices |used modulation
1) mechanism and channel
states:
\/ bit 0 to 3: modulatipn
( mechanism;
> bit 4 to 17: channel| state,
0 stands for unavailable
channel, 1 stands fpr
available channel,
others are reserved.
See 7.3.3 for detailp of
BitMap coding.
6 evS tC anigned16 0to R/W S 10 Gateway|Cycle of device stajus
65 535 devices [report (in length of default
and field [superframe)
devices
7 ChaStaRptCycle Unsigned16|0 to R/W S 10 Gateway|Cycle of channel stptus
65 535 devices [report (in length of default
dfiald £ )
and-fietdsuperframer)
devices
8 LossConnectDuration|Unsigned24|0 to R/W S 30 Gateway|lf a WIA-FA device does
(224— device |not receive any packet
1) and field [from a neighbour device
devices |during
LossConnectDuration, it
shall judge that the
neighbour device has
abnormally left the WIA-
FA network (in length of
default superframe)
9 KeyupdataDuration |Unsigned8 |0 to R/W S 24 All Cycle of key update (in
255 devices |hour)
10 TimeSlotDuration Unsigned16|0 to R/W S 200 All Timeslot length (in ps)
65 535 devices
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Attribute| Attribute name Data type | Valid |Access|Storage|Default| Device Description
ID range | type type | value | type
11 TwoWayTimeSyn Unsigned8 |0 to R/W S 0 All Indicate the utilization of
255 devices [two-way time
synchronization method:
0 = one-way time
synchronization;
1 = two-way time
synchronization.
12 TwoWayOverTime [Unsigned8 |0 to R/W S 1 All The dead time of the two-
255 devices [way time synchronization
((in length of default
su ame)
13 ADTeamNum Unsigned8 |0 to R/W S 1 Gateway%unt of the(ADtegms
255 device N\
14 TargetLossRate Single 0to R/W S 0 Ga ewéx d_packetNops rate
Float 255 evice \i network,| which
&\be een™Q and 1
15 LossRate Single 0to R/W S 0 Gat w%\()u ent ket losd rate of
Float 255 Vi factory environment,
wmc is between Oland 1.
16 MaxRetry Unsigned8 |0 to R/W S 3 ig/laximum number qf
255 devices ffetransmissions
)
17 SeclLevel Unsigned8 (o) R 0 N\ N{ 0 = None;
25 devi
\/ evices 1 = Authentication;
2 = Authentication8dMIC-
32;
3 = Authentication8MIC-
64;
( - 4 = AuthenticationgMIC-
> 128;
Q 5 = Authentication8ENC;
6 =
Authentication&ENL&MIC-
32;
7=
Authentication&ENL&MIC-
64;
8 =
Authentication&ENC&MIC-
128;
others are reserved
18 AttackStatisDur Unsigned16|0 to R/W S 60 All The period of attac
65 535 devices [statistics (in min)
19 MaxKeyAttackedNum |Unsigned8 |0 to R/W S 5 All Maximum count of key
255 devices |attacked
20 AlarmRptDur Unsigned8 |0 to R/W S 1 All Interval of repeating alarm
255 devices [(in length of default
superframe)
6.7.1.2.2 Structured attributes

Structured attributes are listed in Table 15. Access device and field device should only
maintain structured attributes related to them. Gateway device should maintain structured
attributes for each field device, and stores structured attributes of each device indexed by
short address or AdID.
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Table 15 — Structured attributes

Attribute Attribute name Data type Access |Storage| Device type Description
ID type type

128 SuperframelList Superframe_Struct|R/W D All devices Describing the
structure, see superframe information
Table 16

129 LinkList Link_Struct R/W D All devices Describing the link
structure, see information
Table 17

130 ChannelConditionList{ChanCon_Struct |R/W D Gateway Recording the statistic
structure, see device and information of channel
Table 18 fleld devices |condition

131 DevicelList Device_Struct R/W D All devices %escribin the device-
structure, see related_attributes of WIA-
Table 19 PA devices

132 KeyList Key_Struct RIW D All devic Deseiib gWrmation
structure, see f(Keys.
Table 20

133 VCRList VcrEP_Struct R/W D Gateway IRec rding the VCR

evic nd information

structure, see fiotd devices
Table 21

134 SupUAOList UAOCIlassDesc R Gat ay Describing the UAH

_Struct structure vicerand information of eacH field

see Table 22 /\ N fle d deyices |device.

135 CfgUAOList UAPInstDesc R Describing the UAH

_Struct structure |ce and information of each
see Table 23 field devices |configured field deyice.
ﬁpe\%eéuct structure
MembgerID Member ‘1\\@ Data range Description

0 Superframel sig > to 255 Unique identifier of the superframe,
supplied by the NM

1 NumberS@ts 0 to 65 535 Superframe size (counts of timeslots|)

2 ActiveFla st 0 to 255 Superframe active flag:

0 = Inactive;
1 = Active.

3 tiveS Unsigned48 0 to (248—1) | Absolute timeslot number (ASN) when a
superframe begins active, which is
calculated as:
| TimeValue/TimeSlotDuration | .
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Table 17 — Link_Struct structure

MemberlD Member name Data type Valid range Description
0 LinklD Unsigned16 0 to 65 535 Unique identifier of the link
1 LinkType Unsigned8 0 to 255 Bit O represents the link type:
0 = Unicast;
1 = Broadcast;
Bit 1 and bit 2 represent the character of a
link:
00 = Transmitting;
3
= Management/Data timeslot;
others are reserved.
/\ <\ Bit 6 to bit 7 are reserved.
2 ActiveSlot \Qmsigned)\s\ 0to (2¥8<1) | Absolute timeslot number (ASN) wien a
link begins active, which is calculated as:
b/\ x | TimeValue/TimeSlotDuration | .
3 PeerW \ \l{nsﬁ&ed%x 0 to 65 535 The short address of peer device
4 Relativﬂ%\r\lumr Urn\ﬁéhe@%/ 0 to 65 535 Relative timeslot number
5 Channelindex Dhsigpe!dS 0 to 255 The sequence numbers of current ysed
channel.
> 0 to 13 is used in this PAS;
\ others are reserved.
6 \Sb\o%még Unsigned8 0 to 255 Reference to an superframe in the
superframe table
Table 18 — ChanCon_Struct structure
MemberlD Member name Data type Valid range Description
0 ChannellD Unsigned8 0 to 255 The sequence number of channel.
0 to 13 is used in this PAS;
others are reserved.
1 LinkQuality Unsigned8 0 to 255 Link Quality Indication (LQI) value of a
channel
2 PacketLossRate Single Float 0 to 255 Packet loss rate of a channel, the value of
which is between 0 and 1
3 RetryNum Unsigned16 0 to 65 535 Trr:e COlet of retransmission of every
channe
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Table 19 — Device_Struct

Member Access |Storage| Default

ID

Member name

Data type

Valid range

type

type

value

Description

Version

Unsigned16

0 to 65535

R

Cc

2013

Device version, owing to
different devices

LongAddress

Unsigned64

0 to (254—1)

R

Cc

EUI-64 (see 6.3), which
defines the octet 4 and octet
5 as follows:

0 = Gateway device;
1 = Access device;
2 = Field device;

AGGSupportFlag

Unsigned8

0 to 255

R/W

flag
ce

AGGEnableFlag

Unsigned8

R/W

Wn and
disaggrégation enable

0 = Disenable;
1 = Enable.

flag:

NumOfSupUAO

Unsigned16

R

Number of UAOs supp¢rted

by a field device

NumOfCfgUAO

Unsigned16

0to %35

Number of configured WAOs

in a field device

TxDelay

Unsigned16

0 to 6553

Transmission delay timle of a

frame (in ps)

ProbeTime

7

U ignédé

0 to

Time for scanning a channel
(in length of default

superframe)

TimeVaIue<>

TimeDéa

Absolutely time (in ps)
counted from 0

RedundantDevEtag

0

uns ned\B\

ther
Ant

Flag that indicates wh4g
this device is a redund
device:

0 = Irredundant device
1 = Redundant device.

Aél\o

v

U&signedS

0 to 255

R/W

Identifier of an access Hevice,
invalid for a field device

10

SS

Devicwm

N8|

Unsigned16

0 to 65 535

R/W

Short device of a device (see
6.3)

11

PowefSupplyStatus

Unsigned8

0 to 255

R/W

Types of power supply [and

energy levels:

U = Fixed power supply;

1to10 = energy level of
battery power supply(from low
to high)

12

DeviceState

Unsigned8

O0to3

R/W

Status of device:

0 = Not joined;

1 = Joining;

2 = Security authenticating;
3 = Application configuring;
4 = Resource allocating;

5 = Operation;

others are reserved.



https://iecnorm.com/api/?name=abfb7c461fc72ea7982303c425d62e29

IEC PAS 62948:2015 © IEC 2015

— 53 —

Table 20 — Key_Struct structure

MemberID | Member name Data type Valid range Description
0 KeylD Unsigned16 0 to 65 535 Key identifier
1 PeerAddr Unsigned16 0 to 65 535 Pair address, namely the short address of
neighbour device
2 KeyType Unsigned8 0 to 255 Key type:
0 = KJ;
1 =KS;
2 = KEK;
3 = KEDU;
4 = KEDB;
Others are reserved, “
3 KeyDataValue KeyData Key value \\/
4 KeyActiveSlot | Unsigned48 | 0to (248—1) |Absolute t|me<§i N\l}«@key bdgins
active. (In):mks conds)
5 KeyAttackCnt | Unsigned16 | 0 to 65535 |The total mN{k \at@ck>
6 AlarmFlag Unsigned8 Bitmap nt flag elated to the key are
If a%secur t related to the key is
, the €0 espo ing bit is set to 1:
@ larm;
y update timeout alarm
7 KeyState Unsigned8 The‘using state of a key:
0 = BACKUP;
Q 1 = USING;
= EXPIRED;
Q 3 = INVALID;
/\ \/> Others are reserved.
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Table 21 — VcrEP_Struct definition

MemberID | Member name Data type Valid range Description

0 VCR_ID Unsigned16 0 to 65 535 Unique identifier of the VCR on the device.
VCR_ID = 0 is used for default C/S VCR, others
are configured by host computer.

1 VcrEP_Type Unsigned8 0 to 255 Type of the VCR endpoint:
0 = CLIENT;
1 = SERVER;

2 = PUBLISHER,;
3 = SUBSCRIBER;
4 = REPORT SOURCEt;

5 = REPORT SINK;
others are reservet<\

2 UAP_ID Unsigned8 0 to 255 Unique identifier of<\the, UAP on\the device.
UAP_ID = 0 is\used fi MAP, others“are

configum st oguipdter.

3 PeerAddr Unsigned16 |0 to 65 535 W ;Wevice or gatpway
dgvice.

4 VCRActiveTime |TimeData 0 to (264—1) S VCR, /indicating the absolite
endpoint should be activpted.
dateRate of the UAP shall start at this

ime~The defaultvalue is 0, which means thg VCR
> { e activated immediately.

S and R/S VCRs, the value should be set 0.

5 DataUpdateRate |Unsigned32 to ( OWid for P/S VCR, indicating the proce$s data
E>bl|shment cycle of UAP (in ms).

or C/S and R/S VCRs, the value should be |set 0.

.

6 Deadline nsi d8 te2 Only valid for P/S VCR, indicating the maximum

amount of DataUpdateRate for the VCR endpoint
Q not receiving new data from the last time

/

The max. time = DataUpdateCycle x Deadline.

If the device has not received new data within
Deadline time interval, it shall produce the
"PROCESS DATA NOT UPDATED" alarm event.

5

7 at hdogN unsi 32 0 to (2%2—1) Only valid for C/S VCR endpoint, indicating the
maximum time that the VCR endpoint shall wait for
the service response (in ms). The default value is

100 ms.

If the VCR endpoint has not receive the servjce
response within WatchdogTime interval, it shall
returns a negative response with "Service time
expired"
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Table 22 — UAOClassDesc_Struct definition

MemberlD

Member name

Data type

Valid range

Description

0

ClassID

Unsigned8

0 to 255

the field device, indicating the cl
template for instantiating UAOs.

Unique identifier of the UAO class on

ass

UAQOTypte

Unsigned8

0 to 255

as follows:
0= Al
1=A0;
2=Dl;

Type of the UAO class, the values are

3 =DO;

others are

MaxInputDatalLen

Unsigned8

0 to 255

@
Maxim t data Size suppor
the UAQ_ class

ed by

MaxOutputDatalen

Unsigned8

0 to 255

rted by

MinDataUpdateRate

Unsigned32

0 to (232—1§|

xim utput data size suppd
the UAO class
ini

M um cess data publishm
rted by the U

Ent
(0]

>

SupplnputType

ProDataDesc_Struct,
see Table 23

X

AN

scription of the UA
ing all data types of the in
ported by the UAO clas
bits representing the inpu
s supported by the UAO clas
. If the UAO class has n
data, each bit shall be set 0.

D

put

. That
data
s shall
input

SuppOutputType

<

N

ProDataDesc_Struct,
ee fa 2

i

&

Output data description of the U
indicating all data types of the o
data supported by the UAO clas
is, the bits representing the outp|
types supported by the UAO clag
be set 1. If the UAO class has n

output data, each bit shall be se

NO,
itput

. That
ut data
s shall

0.

%y
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Table 23 — ProDataDesc_Struct definition

MemberlD Member Data type | Data Length | Valid range Description
name (in octet)
0 ParamDesc | Bit Field 2 0 to 65 535 Indicating the process data type supported

by UAO. Each bit represents a data type
and the coding is as follows:

Bit0 = Unsigned8, fixed length 1 octet

Bit1 = Unsigned16, fixed length 2 octets
Bit2 = Unsigned32, fixed length 4 octets
Bit3 = DigitalData8, fixed length 2 octets

octets
octets
Ctets
ctets
th 5

hth 9

ws:
= supported

N

&&@
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Table 24 — UAOInstDesc_Struct definition

MemberlD

Member name

Data type

Valid range

Description

0

UAO_ID

Unsigned8

0 to 255

Unique identifier of the UAO on the
field. UAO_ID = 0 is used for MIB

Class_ID

Unsigned8

0 to 255

Class identifier of the UAO class,
indicating the UAO is an instance of the
UAO class with class_ID in the
SuppUAOList

UAP_ID

Unsigned8

0 to 255

Identifier of the UAP that the UAO
belonging to on the device. If a UAP is

allecated—with—more—than—oen

UAO,
these UAOs same

UAP_ID

MVe the

AckFlag

Unsigned16

e set tonthe AckFlag

This valuglshall
of the YA ven See\ Table 80
for the codi each bit.

NumlInputData

Unsigned8

0 to 255

Ao oL AT ot

NumOutputData

Unsigned8

0 to 255

\%&{unt\{fmo\o@pMata

CfglnputDataList

ProDataDesc_Struct,
see Table 23

N

cription list of tHe UAO
member of fthe list
process data type and
rder specifies the process
to be transferred

licate
the’ octet length of the Octetstring data
as follows:

Bit 0 to Bit 5 = 0, 1 octet;
Bit 0 to Bit 5 = 1, 2 octets;

Bit 0 to Bit 5 = 31, 32 octets;
others are reserved.

ist

Cfgo@at

oDataDes M

seedable 23

Data type description list of tHe UAO
output data. Each member of [the list
indicates one process data type and
the member order specifies the process
data order to be trarjsferred
periodically.

If Bit 10 is set 1, Bit O to Bit 5 indlicate
the octet length of the Octetstring data
as follows:

Bit 0 to Bit 5 = 0, 1 octet;
Bit 0 to Bit 5 = 1, 2 octets;

BitOto Bit 5=3t3S2uctets:

others are reserved.

6.7.2

6.7.2.1

MIB services

General

The attributes in the MIB can be read and written locally through the DMAP attribute get and
DMAP attribute set services provided by local DMAP.

6.7.2.2

DMAP attribute get service

DMAP-MIB-GET.request is used by all layers to request attributes in the MIB.
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The semantics of DMAP-MIB-GET.request are as follows:

DMAP-MIB-GET.request(

Handle,
ShortAddr,
AttributelD,
MemberlD,
FirstStorelndex,
Count

)

Table 25 specifies the parameters for DMAP-MIB-GET.request.

Table 25 - DMAP-MIB-GET.request parameters

Parameter Data type Valid range
. Assigned handle when inyo w
Handglle Unsigned8 0 to 255 GET request \X\\’K\K
The 8 or 16-bit,sho addré&)f f|e| ice, orfthe
. AdID (see 6 ccess device. ShortAgdr
ShortAddr Unsigned16 01065535 is valid only f localsMIB attributels of
a field device~ar
AttributelD Unsigned8 0 to 255 Attrlb@te I(Dﬁf theXMIB
he |(§e,m)| r ttribute member
MenfberlD Unsigned8 0to2 e (Valug 55 at all attributes should bd
read\MempberlD is i valld for unstructured attribugtes.
FirstStorelndex | Unsigned16 0 to 65 A35 flrs torage index of multiple attribute valueg.
~ st tore dex is invalid for unstructured attributes.
\El M\ttrlbute values or attributes member
. alueswhich is only used to get the structured MIB
Count Unsigned to 6583 attribdtes; Getting all attribute values from
FirstStorelndex if Count = 0

DMAP-MIB-GET@H N, is used

The s¢mantics of D ir

DMAR-MIB-GET.

Table

26 specifies

Wesult of DMAP-MIB-GET.request.

are as follows:

buteValue

parameters for DMAP-MIB-GET.confirm.
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Table 26 — DMAP-MIB-GET.confirm parameters

Parameter Data type Valid range Description

Assigned handle when invoking the DMAP-MIB-

Handle Unsigned8 0 to 255 GET request
Attribute getting results:
0 = SUCCESS;

Status Unsigned8 0 to 255 1= INVALIDATTRIBUTE;

2 = INVALIDATTRIBUTEMEMBER,;
3 = INVALID RANGE;

Others are reserved.

Count Unsigned16 0 to 65 535 attributes; Getting all attfibutewvalu
FirstStorelndex if Count's 0.

Status = SUCCES§/\

Returned attribute Iues}r%tri utes mber
AttributeValue Octetstring values. AttribdteValue is walid-only\if Status =
SUCCESS.

If the [operation of getting attributes is successful, sheould SUCCESS and the
AttribyteValue is valid; if the MIB does not have the needed “atttibutes; the Status sholild be
INVALID ATTRIBUTE; if the MIB does.not ha i

ute members, the Ptatus
should be INVALID ATTRIBUTE M R; have the needed regcords
indexq

6.7.2.
DMAR

DMAR

buteValue

Table [27 specifies parameters for DMAP-MIB-SET.request.
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Table 27 — DMAP-MIB-SET.request parameters

Parameter Data type Valid range Description

Handle Unsigneds 0 to 255 Assigned handle when invoking the DMAP-MIB-
SET.request
The 8 or 16-bit short address of a field device, or the

. AdID (see 6.7.1.2.1) of an access device. ShortAddr

ShortAddr Unsigned16 010 65535 is valid only for GW to write its local MIB attributes of
a field device or an access device.

AttributelD Unsigned8 0 to 255 Attribute ID in the MIB
The identifier of attribute member.

MemberlD Unsigned8 0 to 255 The value 255 means that all attri s shouldsbg
written. MemberlD is invalid for/unstructured
attributes.

FirstStorelndex | Unsigned16 0 to 65 535 The first storage index 0 iple mb te V ey
FirstStorelndex is invali for nstruc r|b tes.
Number of attributg’va r attrib tes m er

. values, which is used to s e\struc 1B

Count Unsigneds 0 to 255 attributes; Se |n alhattributevalues fr m
FlrstStoreIn t=

AttributeValue Octetstring Wr|ttep/tr|b\ta\%rue\s or a\th\t{s member valyes.

DMAR-MIB-SET.confirm is used to retu

DMAR-MIB-SET.

Table |28 specifie

-MIB-SET.confirm.

AP-MIB-SET.confirm parameters

of D A@H -SET.request.

P4 ramete< \D\até\ty[}K Valid range Description
Handi igned 0 to 255 Assigned handle when invoking the DMAP-MIB-
SET.request
\\\> Attribute setting results:
0 = SUCCESS;
1 = INVALID ATTRIBUTE;
Statdis Unsigned8 0 to 255

2 = INVALID ATTRIBUTE MEMBER;
3 = INVALID VALUE;

Others are reserved.

IEC PAS 62948:2015 © IEC 2015

If the operation of setting attributes is successful, the Status should be SUCCESS; if the MIB

does not have the needed attributes, the Status should be INVALID ATTRIBUTE;

if the MIB

does not have the needed attribute members, the Status should be INVALID ATTRIBUTE
MEMBER,; if AttributeValue is out of valid range, the Status should be INVALID VALUE.
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7 Physical layer

7.1

General

The physical layer of WIA-FA is based on the IEEE STD 802.11-2012 PHY. WIA-FA supports

different modulation modes (FHSS, DSSS, OFDM, etc.) in IEEE STD 802.11-2012.

7.2

Table 29 specifies the IEEE STD 802.11-2012 PHY selection for a WIA-FA device.

General requirements based on IEEE STD 802.11-2012

Table 29— PHY protocol sefection /\
Clayuse Header J/R\'esence\Cons raints

7 PHY service specification \ \
71 Scope \E\S\ \ )
7.2 PHY functions ( YES
7.3 S\
7.31 Scope and field of application \ \ *@S \
7.3.2 Overview of the service - \(ES
7.3.3 Overview of interactions ( () YES
7.3.4 (\\"/
7.3.4.1 General N4 ./ |YEs
7.3.4.2 PHY-SAP peer-to-peer service Mitiv@s\ / YES
7.3.4.3 PHY-SAP sublayer-to-sublayer s/efv%e prm\'ktibe\s YES
7.3.4.4 PHY-SAP service primitives pareﬁmetq@\ > YES
7.3.4.5 Vector descripticyé\ \ \ YES
7.3.5 ] N
7.3.5.1 Introduction | O\~ YES
7.3.5.3 PHY-DATA.request N YES
7.3.5.3 PHY DATA.indication YES
7.3.5.4 PHY-DATA confir AN YES
7.3.5.5 PHY-TXSTART.request. ) YES
7.3.5. PHY-TXSTART.confirm_ YES
7.3.5.7 RHY-TXEND(request YES
7.3.5.4 /[PRY-TXEND confirm YES
7.3.5.9 PHY:CCARESET,request NO
7.3.5.10 PEY;CCARESET.confirm NO
7351 PHY-CCA.ifidication NO
7.3.5.12 PHY-RXSTART.indication YES
7.3.5.13 PHY-RXENB-indication YES
7.3.5.14 PHY-CONFIG.request YES
7.3.5.15 PHY-CONFIG.confirm YES
7.4 PHY management YES
14 Frequency-Hopping spread spectrum (FHSS) PHY specification for the | YES

2.4GHz industrial, scientific, and medical (ISM) band
15 Infrared (IR) PHY specification NO
16 DSSS PHY specification for the 2.4GHz band designated for ISM YES

applications
17 High Rate direct sequence spread spectrum (HR/DSSS) PHY YES

specification
18 Orthogonal frequency division multiplex (OFDM) PHY specification Partial 2,4 GHz
19 Extended rate PHY (ERP ) specification Partial 2,4 GHz
20 High Throughput (HT) PHY specification Partial 2,4 GHz
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Additional requirements

General

A device compliant with this PAS shall operate in the license-free 2,4 GHz band using
modulations of IEEE STD 802.11-2012. The frequency band, channels, transmission power,
and the data rate are defined specifically.

7.3.2

Frequency band

WIA-F

2,4 GHz frequency band (see IEEE STD 802.11-2012 PHY). For exa

freque

Al H 4 H 4l 'H £ o A 1l Lo U = S A4 " b A H
A UTVILES UpPCTAdlT 11T UIT TILCTISTTITCT 4,9 OT'l4 UdlTU. UTITTCTTITU CLUUTIUCS UTTITIC Ul

2,4 Gz frequency band in Japan is defined from 2,471 GHz to 2,497,G

7.3.3

WIA-H

defined by 3 octets to indicate modulation modes and ¢
BitMap is shown in Figure 21.

Channel bitmap

A devices use BitMap (see 6.7.1.2.1) to describe t

ferent
GHz
d the

itMap is

of the

Bits: 0 to 3 Bits: 4 to \ )/ Bite: 18 to 23
te

BitMa

- Mg

— Ch
31
u
us

[

The ¢
shown

N
Modulation modes /\GQann(erfﬂa > ( > Q Reserved

dulation modes:

annel states; Bi
. Bit 4 in%
hble and the Va

3] 14 are same as Bit 4.

able 30 — Coding of Modulation modes

odes.

Table
el 1 is

hannel 1 is not usable. Bits 5 to 17 indicateéd the

012 is

Bit 3 to Bit 0 Modulation
0000 FHSS
0001 DSSS
0010 HR/DSSS
0011 OFDM
0100 ERP-DSSS
0101 ERP-CCK
0110 ERP-OFDM
0111 ERP-PBCC
1000 DSSS-OFDM
1001 No-HT mode
1010 Mix mode
1011 HT mode
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The available channels are shown in Table 31.

Table 31 — Channel indices

7.3.4

Trans
FA de
radiat
is dep

7.3.5
A WIA

The d

Modulation Supported channels
FHSS
DSSS Channels indexed from 1 to 14
HR/DSSS Channels indexed from 1 to 14
OFDM Not defined, maximum 14 channels
ERP ERP-DSSS Channels indexed from 1 to 14
ERP-CCK
ERP-OFDM
ERP-PBCC Q
DSSS-OFDM
HT No-HT model Channels indexed from\{ to 1
- 20 MHzchannel s ing;
Mix mode
Channels ind oK 5 13
HT mode for 40 MHz hannehspasifig

Transmission power

mit power shall be the Equivalen
vices shall provide a nominal
bd power level shall not exceed
oyed.

Data rate

-FA device shoul

hta rates suppart

able 32 — Data rate

mW) £ 3dBm. The ma
irements that apply where the

WIA-
imum
levice

\ \MoMon Data rate (in Mbps)
A
N\ . FHSS 1/1.5/2/2.5/3/3.5/4/4.5
\  Dsss 12
HR/DSSS 1/2/5.5/11
OFDM 1.5/2.25/3/4.5/6/9/12/13.5 for 5 MHz
channel spacing (support of 1,5, 3,
and 6 Mb/s data rates is mandatory)
ERP ERP-DSSS 1/2
ERP-CCK 5.5/11
ERP-OFDM 6/9/12/18/24/36/48/54
ERP-PBCC 5.5/11/22/33
DSSS-OFDM 6/9/12/18/24/36/48/54
HT No-HT model Support rates of ERP PHY
Mix mode Not defined
HT mode Unsupported
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8 Data Link Layer

8.1

General

2015

The WIA-FA Data Link Layer (DLL) is designed to guarantee real-time, reliable and secure
communication between WIA-FA field devices and access devices. WIA-FA DLL includes:

— DLL data transport functions: adopting TDMA mechanism based on superframe, to avoid
transmission collision between messages, and ensure the reliability and rea
performance of transmission; supporting frame aggregation/disaggregation.

I-time

— DLL management functions: defining device joining, leaving, time synchronization, remote

attribute yct/ bunfigmatiun, etc:
8.1.1 Protocol architecture
WIA-HA DLL protocol architecture is shown in Figure 22. WIAFA ¢ ervice
interfgces for AL. DLL includes DLL data entity (DLDE) and DLL._managem LME).
DLDE]| is responsible for providing data service i | provides
management interface for joining, leaving, time synchronizati ametefs and
monitgring running status of DLL, etc.
DLDE-SAP
o
%
. anag ment i
Data entity aTitity g
-
@)
PLME-SAP
FA DLREL protocol architecture
8.1.2
WIA-H access mechanism to realize reliability and real-time
perfor ion. In the sight of time, WIA-FA superframe consists of
timesl timeslot is shown in Figure 23. The length of a timeglot is
config eslot is only used for one frame’s transmission. In the sight of
comm VIA-FA superframe consists of several links, and every link is
specif
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<«——TxMaxPHYPacket—— »
Source
device
<®; [ €——TxMaxMPDU———»
[ «——TsCCAOffset 4@;
TXCCATime @ PreambleLength
— (2)  PLCPheaderLength
RxTxTurnaroundTime
SynError (\
> l—
Destination A
device
-RxOffset»€—————RxWait———> \/

Figure 23 — The template of timesiot s t

The parameters of timeslot template are defined in T/abl

Table 33 — Para ete<§\g}

Parameter name \\Dest,/ription

TsCCAOffset Tlmifrom the Wéa timeslot to the beginning of implempenting
in s

TsCCATime P}e\BQm\r&m}:ntK\g CA (8 symbols)

RxTxTurnarour,th'ime N Nlm}ﬁq\wm tyne of Rx to Tx transition

Preambl;kengk\h fﬁqﬂé}ﬁissﬁ)qtime of physical layer preamble

PLCPHeadeyLength Transmissicn time of PLCP head

TxMaxDPD( jl@k\syfssion time of the longest DLPDU

TxMaxPHYPacket \;?%smission time of the longest physical layer framei the value |s
eambleLength+PLCPheaderLength+ TxMaxMPDU (in pys)

R ffset\ \) Time from the beginning of a timeslot to the beginning of transcefiver
N sensing

XM \) Shortest time of destination device waiting to start frame transmipgsion,
which depends on time shift.

SynErw Time difference from the actual start time of a frame to the ideal fime,
i.e. the time synchronization difference between a destination depice
and a source device (in ps)

After WIA-FA network initialized, the gateway device firstly maintains a default superframe. As
shown in Figure 24, the default superframe consists of beacon timeslot, management
timeslots, and data timeslots. The SuperframeList attribute (see Table 16 in 6.7.1.2.2) of the
default superframe is set as follows:

— SuperframelD is set to 0;

— The length of the default superframe is set to 50ms in WIA-FA network;

— ActiveFlag and ActiveSlot are set to 0; ActiveFlag and ActiveSlot can be modified by users.

The structure of the default superframe is broadcast by beacon, and beacon frame format is
seen in 8.4.6.
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Uplink Uplink . Uplink .
P P Downlink P Downlink
Beacon shared shared A shared a
A 5 timeslot 5 timeslot
timeslot timeslot timeslot

Figure 24 — WIA-FA default superframe

The functions of different kinds of timeslots in default superframe are shown as follows:

— Access device broadcasts beacon at the allocated beacon timeslot in default superframe
(see 8.1.2) for field device joining the network (see 8.3.3.5).

— Figiddeviceandgateway device use the uptink strared—timestots—anddowrmimk—tjm

de

regpectively.

After

numbgr of superframes and the length of these superfra

and d
same

and 1

Gate ay device maintains all devices’

fined in the beacon frame (see 8.4.6) to send join request and join

b field device joins the network, NM could configut

, the report cycles are 2 and

devicgs. The structure of a configured superframe.i wn in Figure 25.

”
Supgrframe 2 Beacon, N

Supgrframe 3 Bear}b\/

Supdgrframe 1 | Beacon \( X timeslo

eslots
8.3.4)

ration

it. The

cycles
s the
es, N

1, 2,
ames.
frame

ame as that of managed field

WIA-HA pt TDMA access mechanism to communicate at dil
channgls~_As \v igure 26, WIA-FA network devices use multiple chann
commpnicate:

ferent
Bls to

Channel 3i

Channel 2

! |

(]
timeslot »

Channel 1

timeslot

\:I Occupied timeslot

(] (] (] (]
timeslot ¢ timeslot s timeslot o timeslot s timeslot

Figure 26 — The example of WIA-FA devices multi-channel communication
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8.1.3 Communication based on multiple access devices

8.1.3.1 Beacon communication based on multiple access devices

WIA-FA network allows having multiple access devices. Multiple access devices connect with

the gateway device by wires (see Clause 9). NM divides the access devices into multipl

e sets

according to the current available channels, and assigns a channel for every set to send
beacon. Access devices in every set could be divided into several teams to send beacon, and

the team count is indicated by ADTeamNum. The transmission range of all access devi
one team should cover maximal working field devices at one channel.

NM in the gateway device distributes a unique AdID for each access device (see 9.2). B

ces in

eacon

frame$ in the WIA-FA network is broadcast by access devices. The NM adopts a grguping

strate@y for broadcasting beacons, which includes the following steps:

— Thle default superframe is divided into ADTeamNum segments fok A egms of
acfess devices;

— Allpcating beacon timeslots from the beginning of each{(seg team. The
number of allocated beacon timeslots in one segment € dccess
deyices in one team;

— C4lculating the beacon timeslot number for each ac as

(SuperframeLength/ADTeamN

where
S
Te
In

Each ‘ ation if it receives a beacon from any gccess

devics i ) ’ me precision is improved by multiple| time

synchfonizati i

An eX ame for an access device is shown in Figure 27a). In

Figursg ngth is 30 timeslots and the timeslot O is used for broadcast

beacop; 3 ample of a superframe for multiple access devices. 6 gdccess

device Jivided 'nto 2 eams. AD11, AD12, and AD13 in one team, and AD21, AD22, and

AD23 i : eam. The superframe in Figure 27b) is divided into two segments

and the first th eslots in each segment are used for broadcasting beacons

A TDMA superframe
(a)

AD12 AD22
ADq | AD13

/I

segment

segmen

(b)

Figure 27 — An example of beacon communication based on multiple ADs
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8.1.3.2 Other frame communication based on multiple access devices

When a field device sends a frame according to the LinkList attributes (see Table 17)
distributed by NM, the gateway device may receive same frames from multiple access devices.
The gateway device filters duplicate frames through the sequence number (see 8.4.1).

When the gateway device sends a frame to a field device, the gateway device should choose
an access device to forward the frame by using pre-allocated link (specific selection algorithm
in NM is beyond the scope of this PAS).

8.1.4 Time synchronization

The internal clock of the gateway device is set as time source in WIA-FA " brding
to IEQ 61588, all access devices keep strict time synchronization with the gateway.devjce by
wires.|WIA-FA network supports one-way time synchronization and twg nizgtion.

— If TwoWayTimeSyn (see 6.7.1.2.1) is set to 0, field devices impleme ; y time
synchronization with access device.

— If TwoWayTimeSyn (see 6.7.1.2.1) is set to 1, field devis olem y time
synpchronization with access device before joining W implement twlo-way
time synchronization in the first superframe after joining S gnd continug one-
way time synchronization after two-way time synchroni oh. 1.2.1)

is fecorded during the two-way time synchronj

For the one-way time synchronizatio 5 frames periodically| After
receiving a beacon frame, a field device\corrects~i ime value according to the
timestamp value in a beacon frame to hronization of the whole neftwork.
The process of the one-way time synchronizat shown in Figure 28. See 8.4.6 fpr the
forma{ of a beacon frame.

A

Gateway devi ( ccess device Field device

g

ini

<\s\yn ronization wires
\\s Beacons

igure 28 — Process of one-way time synchronization

For the two-way time synchronization, shown In _Figure 29, a iield device sends a time
synchronization request frame (see 8.4.12) to an access device in uplink shared timeslot after
receiving a beacon frame. An access device sends the time synchronization response frame
(see 8.4.13) to the field device in management timeslot. The payload of the time
synchronization response frame contains FieldDeviceTimeValue and ReceiveTimeValue. The
field device implements the two-way time synchronization and calculates TxDelay according
to Absolute time value in Beacon frame, received time of this beacon, FieldDeviceTimeValue,
and ReceiveTimeValue. TxDelay is calculated as:

TxDelay= ((received time of this beacon — Absolute time value in Beacon
frame)+( ReceiveTimeValue- FieldDeviceTimeValue) )/2
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Gateway device Access device Field device

Beacon

Maintaining strict time
synchronization by wires

Time synchronization
request frame

Time -svuynchronization
HRe-SYReHoRZaHeh

response frame

] ]
Figure 29 — Process of two-way time synchronizatio

8.1.5 Aggregation/Disaggregation

The OLL of WIA-FA supports frame aggregation/disagg [ i e the
number of transmitted frames.

The aggregation shall apply to RT1 and same
priority, i.e., RT1 or RT3.
Framg aggregation/disaggregation i ' LL. i frame
aggregation and field d i levice
needs|to send N data ame: ' 3 i i gth of
frame|after aggregatign. dxPayloadLength of aggregated fram¢ (see
6.7.1.2.1), the DLL ¢ ice eiving
aggregated dat bts its
own ffame. The aggrec rames
from gccess devices
Framg aggregation\i » i ice. i i ess of
aggregation function :
— Hgst ©« gccess
deyices \ine¥whether they support frame aggregation/disaggregation function. If

=

the AGGSupportFlag of both field devices and access devices are 1, host computer
coptindes the following configuration process. Otherwise, AGGEnableFlag (see 6.7/1.2.1)
in plithe WIA-FA devices are set to 0.

— If the aggregation/disaggregation function is enabled, NM shall set AGGEnableFlag in all
WIA-FA devices to 1.

The frame aggregation/disaggregation function of an access device is performed as follows:

— If the value of AGGEnableFlag is 0, the access device shall not enable the frame
aggregation/disaggregation function.

— If the value of AGGEnableFlag is 1, the access device shall enable the frame
aggregation/disaggregation function. The access devices aggregate multiple frames for
multiple field devices according to the format of the aggregated frame shown in Figure 30.
The length of aggregation frame shall be less than the max length MaxPayloadLength (see
6.7.1.2.1). DLL of access device sets Frame Type (see 8.4.1) to aggregation frame, and
uses broadcast timeslot (receiving timeslot in the corresponding field devices) which
network manager pre-allocated for access devices to send aggregation frames.
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The first frame The nth frame
1 octet 1/2 octets 2 octets Variable 1/2 octets 2 octets Variable
Length Length
Aggregated Field device Data Field device Data
number address length Data address length Data

Figure 30 — Aggregation frame payload format

Each field in Figure 30 is defined as follows:

— Aggregation number: length is 1 octet, indicates the number of frames that is aggregated

t P £iaold ol H
(0] CTTU TU TITCTU UT VIU TS,

~ Fi

agpregated data.

— Ddta length: length is 2 octets, represents the length of data tha{

- D4g
The d
AQG
dis

ag
- W

acp
8.1.6
8.1.6.

WIA-HA support

a) NACK-based

or | management

Retransmission

Retransmi

rame (e.g.,

remote attribute get,

remote attribute set, two-way
syhchronization) to the gateway device, it retries by backoff the retransmission tirlneslot

Id device address: length is 1 or 2 octets, indicates the destination(address of\fol

owing

ice.

br set
ion and
frame

regate

levice

i data
vice.

sends
field

frame
time

ackerdingte-GAGK

A—Z g n v

The non-aggregated broadcast frame from the gateway device to field devices doesn’t need to
return ACK, thus no retransmission is needed.

NACK frames and GACK frames should be sent multiple times to ensure the network

reliability.

8.1.6.2

NACK-based retransmission mode

The NACK retransmission mode is realized according to the following steps.

— The NM allocates several groups of retransmission timeslots for periodic data exchange
between field devices and the gateway device. These periodic data can be data or
management frames. The count of groups and the count of timeslots in each group are
determined by Lossrate and TargetLossRate (see 6.7.1.2.1).
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A method of reserving retransmission timeslots is designed as follows.
The minimum count of retransmission times minRetryTime is calculated as

minRetryTime= log LossrateTargetLossRate.

Then, the retransmission times MaxRetry >=minRetryTime (see 6.7.1.2.1 for MaxRetry).

The count of the nth group retransmission timeslots minRetrySlotNum[n] satisfy

mnRetryStotNumni>=FrameCoumnt™TargettossRatem;,

where

FramgCount is the count of periodic frames sent to the gateway

— A field device firstly uses a pre-allocated timeslot to s

Thie NACK frame includes the short addresse
galeway device does not receive periodi
timeslots. The repeating count of i

ent frames

— Field devices parse the received NA 3 NACK frame has the a¢
of|a field device, this field devi ettansmit its periodic frame by usin

field device shall postponetit ASh according to next NACK.

Figurg 31 is an examp

TargetiLossRate is™Q,0
field device first
gatewpy device. The

devicds indicatin

data/management, frame ' d retransmission timeslots according to the seq
indicafed in 2

in schd

scheduled retransmissjon_time enough’for field device retransmission

mode. Supposing that Lossrate is 0
= 4. Let MaxRetry>= minRetryTime be 4
o0 send periodic data/management frames
rates NACK frame and broadcasts 4 times t
frames from field devices. Field devices retry pegriodic

MaxRetry =4
Superframe
\/ e o

frame.

ement

Ceives
times.
Ch the
bduled

dress
g the
If the
s, the

1 and
Each
to the
b field

uence

[ ] First transmission timeslot
[] NACK timeslot
]

Retransmission timeslot

Figure 31 — Example of retransmission mode based on NACK

8.1.6.3 Multi-unicast retransmission mode

The multi-unicast retransmission mode is used by the gateway device to send non-aggregated
and periodic data/management frames. The gateway device sends the non-aggregated and
periodic data/management frames to a field device by multiple times until MaxRetry (see

6.7.1.2.1).

An example of multi-unicast retransmission mode is shown in Figure 32.
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MaxRetry =4
Superframe

A
\J

u Timeslot for non-aggregated and
periodic data/management frame

[ ] Othertimeslot

8.1.6.4 Multi-broadcast retransmission mode

In a WIA-FA network supporting aggregation/disaggregation mechani jevice
broadg¢asts an aggregated frame to field devices by multiple tim

An example of multi-broadcast retransmission mode is showni

Superframe m

(\\S
N

AN
> S \ q &K
ss [] Timeslot for aggregated frame

[ ] Othertimeslot

MaxRetry =4

A
\J

k/

broadcast retransmission mode

backoff retransmission mode to retry apegriodic
time

¢ field
e field

me or
lated
pete

eived NACK frame does not include its address, the field device retries the r
dald/Mmanagemer raime DV U Nng Cc ne O DACKO metnod O O
retransmission timeslots.

The retransmitting timeslots (see LinkList in 6.7.1.2.2) in each superframe shall be used by
field devices to retry aperiodic data/management frames. The field devices set links as
receiving links in GACK broadcast timeslot and prepare to receive the GACK frame. If a field
device does not receive a NACK frame or the received NACK frame does not include its
address, it completes the retransmitting timeslots for sending aperiodic data/management
frames. If the competition is failure, the field device shall delay its retransmission to next
retransmitting timeslot until MaxRetry (see 6.7.1.2.1).

An example of GACK-based timeslot backoff mode is shown in Figure 34.
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8.2
8.2.1
The d

transnpission between an access device and a field device:

includ
8.2.2

Applic

DLDE

Table

MaxRetry =4
Superframe

A
\J

[] Retransmitting timeslot
[] Retransmitting timeslot for field device F1

[] Other timeslot

Data link sub-layer data services
General

pata link layer data entity service access point (DLDE-S

DLDE-DATA.request primitive

ation sub-layer invokes DLDE-DA

DATA.request(

9,

34 specifie

-point
mitive
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Table 34 — DLDE-DATA.request primitive parameters

Name Data type Valid range Description
DstAddr Unsigned16 0 to 65 535 The short address of destination
device
. VCR identifier for data. VCR_ID is
VCR_ID Unsigned16 0 65535 invalid only if DataType =0
DataType Unsigned8 0 to 255 Data type:
0 = DATA;
1 = NACK;
2 = GACK;
others are’r erv/_e\d
Priorily Unsigned8 0 to 255 i load;
f\ rs are reserved.
PayloadLength Unsigned16 0 5 K/ ting the length of payload (the
uhit is octet)
Payload Octetstring Payload

8.2.3

DLDE

DLDE

Table

Table 35 - DLDE-DATA.indication primitive parameters

ver.

Name Data type Valid range Description
SrcAddr Unsigned16 0 to 65 535 The short address of source device
DataType Unsigned8 0 to 255 Data type:
0 = DATA;
1 = NACK;
2 = GACK;
others are reserved
PayloadLength Unsigned16 0 to 65 535 Denoting the length of Payload (in
octet)
Payload Octetstring Payload
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8.2.4 Time sequence of DLL data service

Figure 35, Figure 36, and Figure 37 give the basic process of data frame transmission,
reception, and acknowledgement.

FD ASL FD DLL AD DLL GW ASL

DLDE-DATA.request

Period data frame

DLDE-DATA dic&'@kb

NACK

— —

Figure 35 — Time sequence of\period data e from FD to GW

FD ASL \FKB‘DN\ s %DLL GW ASL

e T

N

/\ Other data frame

/

DLDE-DATA.indication

GACK

—— — - —
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GW ASL AD DLL FD DLL FD ASL

DLDE-DATA.request

Data frame/GACK/NACK

DLDE-DATA.indication

— — —

Figure 37 — Time sequence of data service from

8.3 |Data link sub-layer management services
8.3.1 General

The data link layer management entity service accéss point(D

P), defines th

e way

that gpplication layer passes management com link layer. Tahle 36
summprise all the management service

All Rg¢quest services are invoked by DV te a request command frame;
Indication services are used by DLL to J eceiving a command frame; Response

services are invoked by DMAP to DL
are used by DLL to DMAP

sponse frame; and Confirm services
tus of a request command framg.

SeQﬁgéQaky ;> R/huest Indication Response

Confirm

DLME-DISCOVERY 8,3.2.1 8.3.7.2
DLME-TIME-SYN \ 8.3.3.1 8.3.3.2 8.3.3.3 0

DLME-Jo 8.3.4.1 8.3.4.2 8.3.8.2 8.3.9.2
DLME- )EVICE@TA\US\ \ > 8.3.5.1 8.3.5.2 8.3.5.3
DLME- :H@N&Qg N@l\ﬁ)N 8.3.6.1 8.3.4.3 8.3.6.3
DLME-INFO%Q\ \\/ 8.3.7.1 8.3.7.3 8.3.8.3 8.3.7.4
DLME-INFO-SET > 8.3.8.1 8.3.2.2 8.3.4.4 8.3.8.4
DLME-LEAVE 8.3.9.1 8.3.9.2 8.3.9.3

8.3.2 L Network-discovery-services
8.3.2.1 DLME-DISCOVERY.request

DLME-DISCOVERY.request is used to request a device to scan channels.

DLME-DISCOVERY.request(
ScanChannels

)
Table 37 specifies the parameters for DLME-DISCOVERY.request.
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Table 37 - DLME-DISCOVERY.request parameters

Parameter Data type Valid range Description
i IEEE STD 802.11-2012
ScanChannels Unsigned8 gltm1ag gsee
7.1.2.1) 14 physical channels available

8.3.2.2

DLME-DISCOVERY.confirm

DLME-DISCOVERY.confirm is used to respond to DLME-DISCOVERY.request.

DLMEFDTSCOVERY.confirm(

Status,
BeaconCount,
SuperframelLength,
TimeslotDuration,

FirstSharedTimeslotNum,

SharedTimeslotCount,
AbsoluteTimeValue,
BeaconDescription

Table

)

Table 38 - DLMM%«:

Parameter Data type V\akd range Description
\> Scan results:
Q 0 = SUCCESS;
Status sighed 0 5
1 =NO_BEACON;
/\ Q\ Others are reserved.
BeaconCount /\ Unsig%d\s\ yo 255 The number of beacons discojered
SuperfremelLength ignedd 6. \> 0 to 65 535 specifies the length of default
superframe in timeslot (see 8J1.2)
TimeslqtDuration Unsi ne\(NG\/ 0 to 65 535 The timeslot length set by network
(see TimeSlotDuration in 6.7.]1.2.1)
FirstSh aredTiméxilotNu rn.Unsigned16 0 to 65 535 The shared timeslots in superframe
ShareT|méslot er signed8 0 to 255 The total number of shared timeslots
(see 8.4.6)
AbsoluteTimeValu TimeData 0to (264—1) The absolute time value send|ng the
beacon (see TimeValue in 6.7.1.2.1)
Beacon[Description List of See Table 39

BeaconDescription

Struct structure

Table 39 — BeaconDescription_Struct parameters

Name Data type Valid range Description
Channellndex Unsigned8 0 to 255 The channel of receiving Beacon
(see BitMap in 6.7.1.2.1)
BeaconRelativeTimeslotNum | Unsigned16 0 to 65 535 The timeslot sending beacon
ED Unsigned8 0 to 255 The energy level of a received
Beacon
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8.3.2.3 Network discovery process

The process of the network discovery is shown in Figure 38.

FD DMAP FD DLL FD PHY

DLME-
DISCOVERY.request

Q H <l
oLdadimmiyg pruttualtT™

DLME-
DISCOVERY.confirm

— —

The field device DMAP invokes DLME-DISCOVE layer
invokgs the scanning procedure (see 10.1.4. eports
scann|ng results to DMAP by DLDE- DJ£

8.3.3 Time synchronization service

8.3.3. DLME-TIME-SYN.request

DLME}TIME-SYN.reques frame
requested by the DMAP

DLME

DLME C i | re null, which request physical layer to wrile the
absoly i i

8.3.3.

DLME pquest
comm

DLMEFTIME;SYN.indication(

Qrt‘Addr,
FieldDeviceTimeValue

)
Table 40 specifies the parameters for DLME-TIME-SYN.indication.

Table 40 - DLME-TIME-SYN.indication parameters

Parameter Data type Valid range Description
The short address of the field device
SrcAddr Unsigned16 0 to 65 535 (see DeviceShortAddress in

6.7.1.2.1)

The timestamp when the field device
FieldDeviceTimeValue TimeData 0 to (264-1) sends time synchronization request
frame, in microseconds, see 8.4.12
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8.3.3.3 DLME-TIME-SYN.response

DLME-TIME-SYN.response is the response of DLME-TIME-SYN.indication.

DLME-TIME-SYN.response(
DstAddr,
FieldDeviceTimeValue,
ReceiveTimeValue

)
Table 41 specifies the parameters for DLME-TIME-SYN.response.

T
Aarameter Data type Valid range escripw
DstAdd} Unsigned16 0 to 65 535 (Tsheeesé‘@?és drgftm%%‘!e;"ge”
i ent f% device
FieldDdviceTimeValue | TimeData 0 to (254-1) ot o8 Sya ':j“f’ra:zae (ir;
}m\ :Ms), see 8.4.12
e %es mMen the accesp
Receivg¢TimeValue TimeData 0 to (264- ) seV::hrc:e'Celtigi trlgzzest commdnd
(\ /\ fra (in microseconds), see 8/4.13
N\ Q)j/
8.3.3.4 DLME-TIME-SYN.confirm

DLME
two-w
synch

DLME

Table

by time

ronization request fra

-TIME-SYN.fonf

synchro

LTIME-SYN.confirm is used to forw

y time

N:b 42 — DLME-TIME-SYN.confirm parameters

value that the field device sendls the
cess
nchronization frame (see 8.4.12).

device receives the | time

aramete

Data type

Valid range

Description

Status

L

Result of the time synchronizatjon
request:

0 = SUCCESS:

Unsigned8

0 to 255

1 = OVERTIME (When the overtime
>= TwoWayOverTime,
the time synchronization is failed);

Others are reserved.

See 6.7.1.2.1 for TwoWayOverTime.

FieldDeviceTimeValue

TimeData

0 to (254-1)

The timestamp when the field device
sends two-way time synchronization
request command frame, in
microseconds, see 8.4.12

ReceiveTimeValue

TimeData

0 to (254-1)

The timestamp when the access
device receives two-way time
synchronization request command
frame (in microseconds), see 8.4.13
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8.3.3.5 Time synchronization process

Time synchronization process is shown in Figure 39.

FD DMAP FD DLL AD DLL GW DMAP

DLME-TIME-SYN.request

Time synchronization
request frame

GACK

Time synchronizﬂ;\)‘oﬁ\ ~X
f
response frame |

DLME-TIME-SYN.confirm

N.request in DLL, indicating DLL send time
synchfonization r est r receiving the time synchronization request
commpnd frame@ ACK, and reports to the gateway device DMAP
by DLME-TIME- gateway device DMAP invokes  DLME-TIME-
SYN.response prirj access device DLL sending time synchronigation
respopse comman iwing the time synchronization response command frame,
the figld device™DLL confirms to DMAP by DLME-TIME-SYN.confirm.

8.3.4
8.3.4.

DLME}JOIN;request’is invoked by DMAP of a field device attempt to join WIA-FA netwlork to
request BLL generating a join request command frame.

DLME-JOIN.request(
NetworkID,
Channel,
PhyAddr,
SecMaterial

)
Table 43 specifies the parameters for DLME-JOIN.request.
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Table 43 — DLME-JOIN.request parameters

Parameter Data type Valid range Description
Network identifier, used for multiple
NetworkID Unsigned8 0 to 255 networks coexisting (see NetworkID
in6.7.1.2.1)
. Bitmap (see Channel used for joining, chosen from
Channel Unsigneds 6.7.1.2.1, Table 17) | valid channels supported by PHY
Long address of the new device
PhyAddr Unsgned64 0 to (264-1) waiting to join (see LongAddress in
6.7.1.2.1)
Device security material for
SecMaterial Unsgned64 0 to (2°%-1) authentication (see-11.3). If the
SecLevel is 0, ms NULD)
8.3.4.2 DLME-JOIN.indication

DLME}JOIN.indication is used to inform DMAP of the gatewa

from dne device has been successfully received.

DLME}JOIN.indication(

Table

44 specifies the parameters for

PhyAddr,
SecMaterial

)

parameters

pquest

Parameter Da typ’e\ Description
N Long address of the new device
PhyAddr [N@;n\fm Q waiting to join (see LongAddress| in

6.7.1.2.1)

SecMlaterial

O

Device security material for
authentication (see 11.3). If the
SeclLevel is 0, this field is NULL.

8.3.4.
DLME
DLME

ShortAddr
)

Table 45 specifies the parameters for DLME-JOIN.response.


https://iecnorm.com/api/?name=abfb7c461fc72ea7982303c425d62e29

-82 - IEC PAS 62948:2015 © IEC 2015

Table 45 - DLME-JOIN.response parameters

Parameter Data type Valid range Description

Result of join requestjoin request:
0 = SUCCESS

1 = NetworkID mismatched;

Status Unsigned8 0 to 255

2 = Authentication failure;

3 = Network overload;

others are reserved.

Short address allocated by the GW to
Shor{Adar Unsigned 16 010 65535 device waiting tojoin{see

DeviceShortAddresstin 6.7.1. 24| if
Status=SUCC)§ S, this field.is\wvalid.
N

8.3.4.4 DLME-JOIN.confirm
DLME}JOIN.confirm is a response to DLME-JOIN.request.

DLME}JOIN.confirm(
Status,
ShortAddr

)

Table |46 specifies the parameters for

Table 46 — DL parameters
AN
Parameter Ma typ/e\ \Va id ra}rg\e Description
N Result of join requestjoin requestf
0 = SUCCESS;

1

NetworkID mismatched;

st O
N
A\

2 = authentication fail;

3 = network overload;

Others are reserved.

\d> Short address allocated by the G|V to
L Uhsigned 6 0 to 65 535 device waiting to join (see

DeviceShortAddress in 6.7.1.2.1)}, if
Status=SUCCESS, this field is vdlid.

ShorlAdd&
\‘>

8.3.4.5 Device join process

Devic jU;II PTroc€ess ts—shown—in r;yt.uc 40~
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FD DMAP FD DLL AD DLL GW DMAP

DLME-JOIN.request

Join request command
frame

GACK

DLME-JOIN.in |ca

DLME- Jp@sp

@

Join response
command frame

2

DLME-JOIN.confirm

The

send jpin request commandxframe; Aft

devicq

The dateway deV|ce DMAR i

devicq
field d

8.3.5
8.3.5.

DLME}
gatew

DLME}

PowerSupplyStatus

primitive
equest command frame, the &
device DMAP by DLME-JOIN.indid

in DLL, indicatin|

, indicating the 4

g DLL
ccess
ation;
ccess
e, the

o the

Table |47<specifies the parameters for DLME-DEVICE-STATUS.request.
Table 47 — DLME-DEVICE-STATUS.request parameters
Parameter Data type Valid range Description
PowerSupplyStatus Unsigned8 0 to 255 Information of device electric power,

(See PowerSupplyStatus in
Device_Struct structure)

8.3.5.2

DLME-DEVICE-STATUS.indication

DLME-DEVICE-STATUS.indication is used to report the receipt of a device condition report
command frame to the DMAP.

DLME-DEVICE-STATUS.indication(
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PowerSupplyStatus
)

Table 48 specifies the parameters for DLME-DEVICE -STATUS.indication.

Table 48 - DLME-DEVICE -STATUS.indication parameters

Parameter Data type Valid range Description
PowerSupplyStatus Unsigned8 0 to 255 Information of device electric power
(see PowerSupplyStatus in
Device_Struct structure)
8.3.5.3 DLME-DEVICE-STATUS.confirm
DLME}DEVICE-STATUS.confirm is used to return the resu B)\ DEVICE-
STATUS.request.
DLME} DEVICE-STATUS.confirm(
Status
)
Table |49 specifies the parameters for DLME-DEVICEASTAT

others are reserved.

Parameter Data type éh\ }Q Description
Status Unsigned8 '_bto 25 w Result of the device status reporf
request:
Q 0 = SUCCESS;
1 = FAILURE;

SN
3

8.3.5.4 Devi

Devic¢ status rep

ce stat orf\pr s
rt processyis shown' in Figure 41.

DM FD DLL AD DLL GW DMAP
DEVICE-

STATUS.request

Daovica ctatiic ranart

Device-status+eport

commond frame
NACK

DLME-DEVICE- DLME-DEVICE-
STATUS.confirm STATUS.indication

— — —

Figure 41 — Device status report process

The field device DMAP invokes DLME-DEVICE-STATUS.request
send device status report command frame; After receiving

in DLL,
device

-

indicating DLL
status report
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command frame, the access device returns NACK, and reports to the gateway device DMAP
by DLME-DEVICE-STATUS.indication. The field device DLL confirms to DMAP by DLME-
DEVICE-STATUS.confirm after receiving NACK.

8.3.6
8.3.6.1

Channel condition report services

DLME-CHANNEL-CONDITION.request

DLME-CHANNEL-CONDITION.request is used to report the communication channel condition
to the gateway device by a field device.

DLME-CHANNEL-CONDITION.request(

Table

Table 50 - DLME-CHANNEL-CONDITION.req

Count,
ChannelConditionInfo

)

50 specifies the parameters for DLME-CHANNEL-CONDITIO

Rarameter

Data type

Valid ra

\\\;

Count

Unsigned8

ie lehgth of list of ChanCon |

Struct

ChanndIConditionInfo

List of
ChanCon_Struct (see
Table 18)

Inférmation of channel conditi
ttributes

8.3.6.2

DLMEFCHANNEL-CO

report

DLME-CHAN

command frame
DLME-CHANNEL-:O

ChannelConditionIinfo

)

dition

Table |51V specifiessthe-parameters for DLME-CHANNEL-CONDITION.indication.
le 51 — DLME-CHANNEL-CONDITION.indication parameters
Parameter Data type Valid range Description
The-shertaddress—of-the-device
SrcAddr Unsigned16 00 to 65 535 asking to leave (see
DeviceShortAddress in 6.7.1.2.1)
. The length of list of
Count Unsigned8 0 to 255 ChanCon_Struct
ChannelConditionInfo List of ChanCon_Struct Information of channel condition
structure (see attributes
Table 18)

8.3.6.3

DLME-CHANNEL-CONDITION.confirm is used to return the results of DLME-CHANNEL-

CONDITION.request.

DLME-CHANNEL-CONDITION.confirm(

DLME-CHANNEL-CONDITION.confirm
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Status
)
Table 52 specifies the parameters for DLME-CHANNEL-CONDITION.confirm.

Table 52 - DLME-CHANNEL-CONDITION.confirm parameters

Parameter Data type Valid range Description
Status Unsigned8 0 to 255 Result of the channel condition report
request:
0 = SUCCESS;
+—=FAHORE;
others are resefved.

N

8.3.6.4 Channel condition report process

The process of channel condition report is shown in Figure 42.

X

FD DMAP FD DLL AD' DL >W DMAP

O

DLME-CHANNEL-
CONDITION.request

DLMECHANN%? DLME-CHANNEL-

CONDITWO irm CONDITION.indication

—_— —_— —_—

The figld eV| AP invokes DLME-CHANNEL-CONDITION.request in DLL, indicating DLL
send ¢hannel _condition™~réport command frame; after receiving channel condition rgports
commpnd framei~the ‘access returns NACK, and reports to the gateway device DMAP by
DLMECHANNEL- DITION.indication; the field device DLL confirms to DMAP by DLME-

CHANNEL-CONDITION.confirm after receiving NACK.

8.3.7
8.3.71

Remote attribute get services

DLME-INFO-GET.request

DLME-INFO-GET.request is used to remotely request attributes in the MIB.

DLME-INFO-GET.request(

Handle,
DstAddr,
AttributelD,
MemberlD,
FirstStorelndex,
Count

)

Table 53 specifies the parameters for DLME-INFO-GET.request.
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Table 53 — DLME-

— 87 —

INFO-GET.request parameters

Parameter Data type Valid range Description
. Assigned handle when invoking the DLME-
Handle Unsigned8 0 to 255 INFO-GET.request
DstAddr Unsigned16 0 to 65 535 The 8/16-bit short address of destination
device
AttributelD Unsigned8 0 to 255 AttributelD in the MIB
MemberID Unsigned8 0 to 255 The identifier of attribute member, which is
used to get the structured MIB attributes. The
value 255 means that all attribute members
stroutdberead—Thisvatuetsmot-vajid for
unstructured attributes
FirstStqrelndex Unsigned16 0 to 65 535 The first storage index of multiple regcords,
this value is valid\forthe lunstrugtured
attributes
Count Unsigned16 0 to 65 535 get the
n
8.3.7.2 DLME-INFO-GET.indication
DLME}NFO-GET.indication is used to jnform t frame
has bgen successfully received.
DLME}INFO-GET.indication(
SrcAddr,
AttributelB
Table |54 specifi@ NFO-GET.indication.
FO-GET.indication parameters
P4 ramete(\ \ Data thsSe Valid range Description
SrcAdd | Unsigned1s 0 to 65 535 The 8/16-bit short address of soufce device
AttributpID \ ﬁsj\ine}a 0 to 255 AttributelD in the MIB
MembefID Unsigned8 0 to 255 The identifier of attribute member|, which is
used to get the structured MIB atfributes.
The value 255 means that all attrjpute
members should be read. This vajue is not
valid for the unstructured attributgs
FirstStorelndex Unsigned16 0 to 65 535 The first storage index of multiple records,
this value is not valid for the unstructured
attributes
Count Unsigned16 0 to 65 535 Number of records, which is used to get the
MIB records, getting all records from
FirstStorelndex if Count = 0
8.3.7.3 DLME-INFO-GET.response

DLME-INFO-GET.response is used to respond to DLME-INFO-GET .indication.

DLME-INFO-GET.response(
DstAddr,
Status,
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AttributelD,
MemberlD,

FirstStorel
Count,

ndex,

AttributeValue

)

IEC PAS 62948:2015 © IEC 2015

Table 55 specifies the parameters for DLME-INFO-GET.response.

Table 55 — DLME-INFO-GET.response parameters

Parameter Data type Valid range Description
DstAddf Unsigned16 0 to 65 535 The 8/16-bit sho ress of desjination
device
Status Unsigneds 0 to 255 i It
AttributpID Unsigneds 0 to 255 AthMe M\}a
MembefID Unsigned8 0 to 255 he entlfle onrlbute member} which is
used to-get the structured MIB atlrlbutes.
The*value means that all attribute
embers should be read. This vajue is not
lid for'the unstructured attributgs
FirstStdrelndex Unsigned16 0 to\65'835 wlrst storage index of multiplg records,
s value is not valid for the unst

N

attributes

fuctured

Count

Unsign&

oi@% N

Number of records, which is used

FirstStorelndex if Count = 0

to get the

MIB records, getting all records fjom

AttributpValue

Oct{aé\s\tring (\

Value of the attribute to be read

Handle,
SrcAddr,

~—
N\

suecessful, the Status should be SUCCESS;

if th

Status should be UNSUPPORTED_ATTRIBUT

e MIB
-, and

Status;
AttributelD,
MemberlD,

FirstStorelndex,

Count,

AttributeValue

)

Table 56 specifies the parameters for DLME-INFO-GET.confirm.
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Table 56 — DLME-INFO-GET.confirm parameters

Parameter Data type Valid range Description
. Assigned handle when invoking the DLME-
Handle Unsigned8 0 to 255 INFO-GET.request
SrcAddr Unsigned16 0 to 65 535 The 8/16-bit short address of source device
Status Unsigned8 0 to 255 Execution result of the request
0 = SUCCESS;
1 = UNSUPPORTED_ATTRIBUTE;
Others are reserved.
AttributplD Unsigned8 0 to 255 AttributelD in th?’IVITB\
MembefID Unsigned8 0 to 255 The identifie i , which is
usedto g ributes.
The val bute
members\sh ue is not
vaydTBQh u s
FirstStqrelndex Unsigned16 0 to 65 535 i torage deMultiple records,
is_not valid for the unstfuctured
Count Unsigned16 0 to 65 535 r of records, which is used|to get the
records, getting all records flom
\ ,{irst torelndex if Count = 0
AttributpValue Octectstring A > ( @Iu&&the attribute to be read

8.3.7.

The p

ocess of the remote/attrib

Remote attribute get process

N/

t ro%s shown in Figure 43.

GW DMAP, > AD DL FD DLL FD DMAP
DLM@R GET.réquest >
\> Remote attribute get
request frame
DLME-INFO-
GET.indication
DLME-INFO-
Remote attribute get GET response
response command
frame
GACK
DLME-INFO-GET.confirm
] ] ] |

Figure 43 — Remote attribute get process

The gateway device DMAP invokes DLME-INFO-GET.request primitive in DLL, indicating the
access device DLL sends remote attribute get request command frame; After receiving remote
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attribute get request command frame, the field device reports to DMAP by DLME-INFO-
GET.indication; The field device DMAP invokes DLME-INFO-GET.response, indicating DLL
send remote attribute getresponse command frame; After receiving remote attribute
get response command frame, the access device returns GACK, and reports to DMAP by
DLME-INFO-GET.confirm.

8.3.8 Remote attribute configuration services
8.3.8.1 DLME-INFO-SET.request

DLME-INFO-SET.request is used to remotely modify the MIB attribute values of field devices.

DLMEFINFO-SET.request(

Handle,
DstAddr,
AttributeOption,
AttributelD,
MemberlD,
FirstStorelndex,
Count,
AttributeValue

)
Table |57 specifies the parameters for DLME-INFO-SET.tequest

Table 57 — DLV\@N&-S T.fequ st@r

Pdrameter Data type A V%QMge Description

INFO-SET.request

DstAdd Unsignedd6 The 8/16-bit short address of destipation
[\ N\ device

Handle Unsigneds 0 t@‘& \) Assigned handle when invoking th¢ DLME-
0,65 535
0 to 255

AttributpOption Unsigne v The operation of remote set attribute:
0 = Add;

> 1 = Delete;

2 = Update.

1

AttributpID \Qnégn}s@ 0 to 255 AttributelD in the MIB
lgneds

MembefID 0 to 255 The identifier of attribute member, [which is
used to set the structured MIB attr{butes.
The value 255 means that all attriqute
members should be set. This valug is not
valid for the unstructured attribute

FirstStdrelndex signed16 0 to 65 535 The first storage index of multiple fecords,
this value is not valid for the unstryictured
attributes

Count Unsigned16 0 to 65 535 Number of records, which is used to set the
MIB records, setting all records from
FirstStorelndex if Count = 0

AttributeValue Octetstring Value of the attribute to be written. If
AttributeOption=1, this value is NULL

8.3.8.2 DLME-INFO-SET.indication

NLME-INFO-SET.indication is used to inform the DMAP of the successful receipt of an
attribute setting request command packet.

DLME-INFO-SET.indication(
SrcAddr,
AttributeOption,
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AttributelD,
MemberlD,
FirstStorelndex,
Count,
AttributeValue

)

Table 58 specifies the parameters for DLME-INFO-SET.indication.

Table 58 — DLME-INFO-SET.Indication parameters

Parameter Data type Valid range Description
SrcAdd Unsigned16 0 to 65 535 The 8/16-bit sho;t’add{ess of soufce device
AttributpOption Unsigned8 0 to 255 The operatio remote sgt attribute:
AttributbID Unsigneds 0 to 255 thel‘Q\'\}he \WB
MembefID Unsigned8 0 to 255 ifi ttribute member}, which is
structured MIB attributes.
eans that all attribute
uld be set. This valye is
r the unstructured attribytes
N
FirstStqrelndex Unsigned16 OMo 535 e t storage index of multiple records,
this Aalue is not valid for the unstfuctured
l ributes
Count Unsigned16 0 55 Number of records, which is used|to set the
MIB records, setting all records from
/\ FirstStorelndex if Count = 0
AttributpValue Octetstrin N \) Value of the attribute to be written. If
T\ (\ AttributeOption=1,this value is NYLL

8.3.8.
DLME
DLME

AttributeOption,
AttributelD,
MemberlD,
FirstStorelndex,

Count,
Status

respond to DLME-INFO-SET.indication.

)

Table 59 specifies the parameters for DLME-INFO-SET.response.
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Table 59 — DLME-INFO-SET response parameters

Parameter Data type Valid range Description
SrcAddr Unsigned16 0 to 65 535 The 8/16-bit short address of source device
AttributeOption Unsigned8 0 to 255 The operation of remote set attribute:
0 = Add;
1 = Delete;
2 = Update.
AttributelD Unsigned8 0 to 255 AttributelD in the MIB
MembepB Ullo;sllcds 0to255 Fhreidentiffer-of-attribute IIIGIIIbUI, which is
ributes.
bute
eis
tes
FirstStqrelndex Unsigned16 0 to 65 535 The flrst tor eNinde ofw records,
th| valid forthe unstfuctured
at |butes
Count Unsigned16 0 to 65 535 to set the
om
i n
Status Unsigned8 0 to 255
UPPORTED_ATTRIBUTE;
l 2 =/INVALID_PARAMETER,;
Others are reserved.
If the pperation of rem [, the Status should be SUCCESS] if the

MIB dpes not have the

if the| number

8.3.8.
DLME
DLME

Table

oirecqQ
INVALID_PARA

)

d to return the results of DLME-INFO-SET.request.

Handle,
Status

60,specifies the parameters for DLME-INFO-SET.confirm.

to the required count,

s should be UNSUPPORTED_ATTRIBUTE;
the Status shodld be

Table 60 — DLME-INFO-SET.confirm parameters

Parameter Data type Valid range Description
Handle Unsigneds 0 to 255 Assigned handle when invoking the DLME-INFO-
SET.request
Status Unsigned8 0 to 255 Result of remote set attribute:

0 = SUCCESS;
1= UNSUPPORTED_ATTRIBUTE;
2 = INVALID_PARAMETER,;

Others are reserved.
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Remote attribute Configuration process

The process of the remote attribute set is shown in Figure 44.

The gpteway device DM#

acces$ device D‘
attribyte set re@
SET.i:rdication; The

send flemote attribute

set regponse com
DLME}INFO-

8.3.9
8.3.9.

GW
DMAP AD DLL FD DLL FD DMAP
DLME-INFO-
SET.request
Remote attribute set
reqest-frame
DLME-INFO-
SET.indica iog\
DLME-INEO-
/8EI. spon
Remote attribute set \
response frame
GACK f
DLME-INFO-
SET.confirm \) O
|

after receiving

DLME}LEAVE.request is used for a field device to leave WIA-FA network.

ng the
emote
INFO-

vokes DLME-INFO-SET.response, indicating DLL
remote at

ribute
AP by

DLMEHEAMErequest

ShortAddr

)

Table 61 specifies the parameters for DLME-LEAVE.request.

Table 61 — DLME-LEAVE.request parameters

Parameter Data type Valid range Description
The short address of the device
ShortAddr Unsigned16 0 to 255/0 to 65 535 asked to leave, (see
DeviceShortAddress in 6.7.1.2.1)
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8.3.9.2 DLME-LEAVE.indication

DLME-LEAVE.indication is used to notify the field device that it has received a device leave
request.

DLME-LEAVE.indication(
)
8.3.9.3 DLME-LEAVE.confirm

DLME-LEAVE.confirm is used to report the result of DLME-LEAVE.request.

DLME-LEAVE.confirm(
Status

)
Table |62 specifies the parameters for DLME-LEAVE.confirm.
Table 62 — DLME-LEAVE.confirm para<me\te<§

Parameter Data type Valid range \\es\s\riptM

Status Unsigned8 0 to 255

AN

thers are reserved.

8.3.9.4 Device leave process

Devic¢ leave process is s in

GW DMAP > &\ FD DLL FD DMAP
DL E-%a@e

Leave request frame

DCME-LE ‘confirm DLME-LEAVE.indication

Figure 45 — Device leave process

The gateway device DMAP invokes DLME-LEAVE.request primitive in DLL, indicating the
access device DLL to send leave request command frame; After receiving leave request
command frame, the field device reports to DMAP by DLME-LEAVE.indication. The access
device DLL reports sending leave request command frame successfully to the gateway device
by DLME-LEAVE.confirm.

8.4 DLL frame formats
8.4.1 General frame format

The DLL general frame format is illustrated in Figure 46.
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DLPDU
FCS

DLL frame header

DLL payload

Figure 46 — General frame format

The DLL frame is composed of:

— WIA-FA DLL frame header, see Figure 47;

— DLL payload;

— Frame Check Sequence (FCS).

NOTE

See Clause 11 for Security.

1 octet 1 octet 1/ 2/8 octets 2 octets Q&{tek\
Frame control Network ID Peer address Sequence nu%{)er Fra\ﬁ\QIe t

The DLL frame header field has the following subfields;

- Fr

- Fr

WIA-HA DLL frame contr

me Control, see Figure 48;
— Ndtwork ID: this field has 1-octet le

Figure 47 — DLL frame header \ \)

Bit: 6 Bit: 7

B):o o4

Frame type Preemption flag Address mode

— Frame Type fi

i W DLL frame control format

as)4-bit length, defined in Table 63;

short

ence,
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Table 63 — Frame type coding

Bit: 0 to 4 Frame Type
00000 Beacon frame
00001 Data frame
00010 Aggregation frame
00011 GACK
00100 NACK
00101 Join request frame
00110 Join response frame

AQ-d-d-4 1 —
UUTTT LCavc Tocyucst 1Tallic

01000 Device status report frame

01001 Channel condition report frame /\\ =
01010 Time synchronization request frame

01011 Time synchronization response fram{

01100 Remote attribute get request fran@ \
01101 Remote attribute get respon§e/h‘a{n\ \\\

01110 Remote attribute set req}a{tMe \ \ )
01111 Remote attribute setye/sponse\f@ﬁe\

10000 Key establish requeg\t fra(ne?(see\’f\kfw

10001 Key establish résponse frafmef(see 11:7,4)

10010 Keﬁupa&e équ‘est@rame\(sew.ﬁ??)/

10011 Key Mate\rgs\pgnse\f{ame\@q)/fjﬁ)

10100 Secpﬁt?alarm\gq\e@t Me (see 11.7.7)
/

10101 to 11111 Reserve

ocfpupied frame or not

— Address Mofi 3 ' i is field specifies the type of source addregs and
deptination address\ e header, see Table 64.

Description
0 64-bit long address
4 8/16-bit short address

8.4.2 Date frame format

The format of the data frame is shown in Figure 49.

7/8 octets Variable Length

DLL frame header Data frame payload

Figure 49 — DLL Date frame format

— DLL frame header: see Figure 47;

— Data frame payload: this field has variable length, this field specifies the content of data
frame, see Payload in 8.4.2.

8.4.3 Aggregation frame format

The format of the DLL Aggregation frame is shown in Figure 50.
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7/8 octets Variable Length

DLL frame header Aggregation frame payload

Figure 50 — DLL Aggregation frame format

— DLL frame header: see Figure 47;

— Aggregation frame payload: this field has variable length, this field specifies the content of

Aggregation frame, see Figure 30 in 8.1.5.
8.4.4 NACK frame format

The format of the NACK frame format is shown in Figure 51
718 octets 1 octet Variable.Length
DLL frame header Retransmitting devices count Shor %Qressﬁ@\
Figure 51 — NACK frame format
— DUL frame header: see Figure 47;
— Rdtransmitting devices count: this field has 1-octet | ing the count of field
deyices required retransmitting;
— SHhort address list: this field has variable length, of short addressgs that
fie]d devices required retransmitting.
8.4.5 GACK frame format
The fgrmat of the GACK frame format i owniin ‘Rigure 52.
718114/o\tets \ Q&(et Variable Length
DLL fra e he eV| GACK information
WUWWrame format
C 1 octe 2 octets
\eiﬂzés\sh\w Sequence number
Wﬂ — GACK information
— DUL fram (s i 47;
— Dgvice count: ‘this field is 1 octet length, indicating the count of devices transmitting
frames™to a - i
— GACK infermations this field is variable, which includes Device short addres$ and
Sequence number in Figure 53.
— S€quéence number: this field has 2-octet length, indicating the sequence numbef of a

frame received from a field device.
8.4.6 Beacon frame format

The general format of the DLL beacon frame is shown in Figure 54.

7/8 2 2 octets 2 octets 2 octets 1 octet 8 octets Variable Length

octets octets

DLL Super 2:21060” First Shared

P Timeslot . shared timeslot Absolute Beacon frame
frame frame . relative . )
duration . timeslot count (see time value | payload
header length timeslot :
number number Figure 55)

Figure 54 — DLL Beacon frame format
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Bit: 0 to 3

Bit: 4 to 7

Uplink shared timeslot number

Downlink timeslot number

Figure 55 — Shared timeslot count

— Super frame length: this field has 2-octet length, this field specifies the length of the
default superframe, see 8.1.2;

— Timeslot duration: this field has 2-octet length, this field specifies the timeslot length that
has be configured, see TimeSlotDuration in 6.7.1.2.1;

re

- Ab
be

— B¢
be

8.4.7

The g

— S¢
inf]
thi

8.4.8

The g

acon frame.

Join request frame format

bneral format of the<DLL\jojn request

t shared timeslot number: this field has 2-octet length, this fi
eslot in superframe, see 8.1.2;

spiown in Figure 56.

14 o&t\et

0/8 octets

) Security Material

| DLL frame (header_

LL’join request frame format

bneralyformat of the DLL join response frame is shown in Figure 57.

hared

Limber
b field
ponse
ed by
onse,
8.1.2;

bad in

cation
lue of

— DLL frame header: see Figure 47;

T4octets

I—octet

172 octets

DLL frame header | Status

Allocated short address

Figure 57 — DLL join request frame format

— Status: this field has 1-octet length, this field specifies the joining status of field device;
see Status in 8.3.4.3 for the value of this field;

— Allocated short address: this field has 1 or 2-octet length and specifies short address
allocated by the GW to device waiting to join, see ShortAddr in 8.3.4.3 for the value of this

fie

8.4.9

The general format of the DLL leave request frame is shown in Figure 58.

Id.

Leave request frame format
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718 octets

DLL frame header

Figure 58 — DLL leave request frame format
— DLL frame header: see Figure 47.
8.4.10 Device status report frame format

The general format of the DLL Device status report frame is shown in Figure 59.

7/8 octets Variable Length

DLL frame header Device status

Figure 59 — DLL Device status report frame forr

— DUL frame header: see Figure 47;
— Dgqgvice status: this field has Variable length and specifi

DgviceConditionInfo in 8.3.5.1 for the value of this field.
8.4.11 Channel condition report frame format

The geéneral format of the DLL Channel condition report frame\s,shov

\ 2\
718 octege/\ /War ble(.en th v

DLL frame héQer ChaNel coO dition/

Figure 60 — DLL Channel co

ition report frame format

- DU
— CHh and specifies the condition
se e of this field.

8.4.12 izati : ame format

The fq i ization request frame is shown in Figure 61.

8 octets

LL frame header | Field Device Time Value

DLL time synchronization request frame format

— DUL framehgaders see Figure 47;
— Figld Deyvice Ti

Figure 60.

device; see

of chpnnel;

¥¢ Value: this field has 8-octet length, this field specifies the timestamp

when, the field device sendstime synchronization request command frame| see

FieldDeviceTimeValue in 8 3 3 3 for the value of this field

8.4.13 Time synchronization response frame format

The format of the DLL time synchronization response frame is shown in Figure 62.

7/8 octets 8 octets 8 octets

DLL frame header | Field Device Time Value Receive Time Value

Figure 62 — DLL time synchronization response frame format

— DLL frame header: see Figure 47;
— Field Device Time Value and its value: see 8.4.12;
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Receive Time Value: this field has 8-octet length; this field specifies the timestamp when

the access device receivesthe time synchronization request frame; see

ReceiveTimeValue in 8.3.3.3 for the value of this field.
8.4.14 Remote attribute get request frame format
The format of the DLL remote attribute get request frame is shown in Figure 63.

718 octets 1 octets 1 octets 2 octets 2 octets
First storage index Number of
DLL frame header AttributelD Attribute member ID of multiple tributes
attribute values attribu
Figure 63 — DLL Remote attribute get request frame fo

— DUL frame header: see Figure 47;
— AtfributelD: this field has 1-octet length; see AttributelD in 8.3.7¢1 fo is field;
— At{ribute member ID: this field has 1-octet length; see Member lue of

thig field;
— Finst storage index of multiple attribute values: thi ; see

FinstStorelndex in 8.3.7.1 for the value of this field;
— Number of attributes: this field has 2-octet lengt pof this

fie|d.
8.4.19 Remote attribute get response frame format
The fgrmat of the DLL remote attribute respansé.frame is shown in Figure 64.

7/8 Varifable

! 1 octets ctet 1 octet 2 octets 2octets
octet$ (f\a\ 7/\ N Length
N First storage
DLL 4 index of .
frame Status Attribute < tribu multiple Nur_nber of Attribufe
header member attribute attributes Value
values

DU
St

At{ribute
thip field;

Fifst/ sterage index of multiple attribute values: this field has 2-octet length;

attribute get response frame format

1-octet length; see AttributelD in 8.3.7.3 for the value of this field;

FinstStorelndex in 8.3.7.3 for the value of this field;

is field has 1-octet length; see MemberID in 8.3.7.3 for the value of

see

Number of attributes: this field has 2-octet length; see Count in 8.3.7.3 for the value of this

field;

Attribute Value: this field has variable length; see AttributeValue in 8.3.7.3 for the value of

this field.
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8.4.16 Remote attribute set request frame format

The format of the DLL remote attribute set request frame is shown in Figure 65.

7/8 octets 1 octets 1 octets 1 octets 2 octets 2octets \{-ariable
ength
First storage
. index of .
DLL frame | AttributeOption Attributelp | Attribute multiple Number of | Attribute
eader member 1D ) attributes Value
attribute
values
Figure 65— DLL Remote attribute set request frame format
— DUL frame header: see Figure 47;
— AtfributeOption: this field has 1-octet length; see AttributeOption in lue of
thig field;
— AtfributelD: this field has 1-octet length; see AttributelD in s field;
— At{ribute member ID: this field has 1-octet length; see lue of
thig field;
— Fist storage index of multiple attribute values: ; see
FinstStorelndex in 8.3.8.1 for the value of this field;
— Number of attributes: this field has of this
fie|d;
— At{ributeValue: this field has variable lue of
thig field.
8.4.171 Remote attribute set response f%
The fgrmat of the DLL 7e\m ea
7/8 octets 126’&\%3 % 1%%&\ \N{t% 2 octets 2o0ctets oct1ets
DLL frajme AttributeO@ A ibwwte First storage index of Number of S tatus
header W\ \Q ber ID multiple attribute values attributes
Mte attribute set response frame format
— DUL frame hea see F e 47;
- Attri is field has 1-octet length; see AttributeOption in 8.3.8.3 for the v3lue of
thip
— AtfributelD:-thi d has 1-octet length; see AttributelD in 8.3.8.3 for the value of this field;
— At{ribute’'member ID: this field has 1-octet length; see MemberID in 8.3.8.3 for the vglue of
thig field;

FirstStorelndex in 8.3.8.3 for the value of this field;

Number of attributes: this field has 2-octet length; see Count in 8.3.8.3 for the v
field;

8.5 Data link layer state machines

8.5.1 DLL state machine of access field

The state machine of an access field is shown in Figure 67.

First storage index of multiple attribute values: this field has 2-octet length; see

alue of this

Status: this field has 1-octet length; see Status in 8.3.8.3 for the value of this field.
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T1 S2

T2 T3]|.. T8

The DLL state tran;i i
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Table 65 — DLL state transition of access device

# Current Event or condition Next
State => \action state
T1 Idle (PrimitiveType == PHY-DATA.indication) S1
=>
FrameType = GetFrameType(DLPDU);
T2 S1 (FrameType == JoinRequest Command) Idle
=>
PhyAddr = GetPhyAddr(DLPDU);
DLME-JOIN.indication(PhyAddr, SecMaterial);
T3 S1 (FrameType == Data) idle
=>
SrcAddr = GetSrcAddr(DLPDU);
PayloadLength = GetPayloadLength(DLPDU);
Payload = GetPayload(DLPDU);
DLDE-DATA.indication(SrcAddr, DataType:=Data,~PayloadLeng
Payload); /6/'136\
TH S1 (FrameType == RemoteAttributeSet e@e Idle
DLME-INFO-SET. cor@aqd Status);
T5 S1 Idle
Ti6 S1 Idle
7 S1 Idle
T8 S ra eType == TowWayTimeSynchronizationRequest) Idle
\ 3
IME-SYN.indication(ShortAddr, FieldDeviceTimeValue);
T Idle A}P or DMAP invokes primitives of DLL S2
10, [\S2 (PrimitiveType == DLME-JOIN.response) Idle
BuildFrame(FrameType:= JoinResponse);
T11 | S2 (PrimitiveType == DLME-INFO-SET.request) Idle
=>
BuildFrame(FrameType:= RemoteAttributeSetRequest);
T12 | S2 (PrimitiveType == DLME-INFO-GET.request) Idle
=>
BuildFrame(FrameType:= RemoteAttributeGetRequest);
T13 | S2 (PrimitiveType == DLDE-DATA.request) Idle
=>
BuildFrame(FrameType:= Data);
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# Current Event or condition Next
State => \action state
T14 | S2 (PrimitiveType == DLME-TIME-SYN.response) Idle

=>
BuildFrame(FrameType:= TowWayTimeSynchronizationResponse);

T15 | S2 (PrimitiveType == DLME-LEAVE.request) Idle

=>

BuildFrame(FrameType:= LeaveRequest);

T16 Idle Slot timeout S3

=>

If (LinkType == TRANSMIT_LINK)

{
Phy_set RF_mode(TRANSMIT_MODE);

DLPDU = GetDLPDUFromQueue();
PHY-DATA.request(DLPDU);

}

Else if (LinkType == RECEIVE_LINK)

{
Phy_set RF_mode(

Else if(LinkType == SHARED_TRA LINK

{

} |\N

7 | s3 (TtWWWeiveCompletelSR()) Idle
=>

Init state

In |Init state,. The DLLYG access device initializes itself and enters to Idle state.

ollowing events shall occur:

‘DATA.indication to pass the received frame to DLL. DLL unpacks

the frameé~and obtains DLPDU. The state machine enters to S1 state.

b)| APRP_or DMAP invokes the DLL primitives. The state machine enters to S2 state.

If timeslot is timeout DIl sets RF into transmission or receive mode according to the
corresponding link type (see LinkType in Table 17) and performs transmission or reception.
The state machine enters to S3 state.

S1 state

In S1 state, DLL parses the frame type (see 8.4.1) of an unpacked frame, and triggers
different conditions and executes different actions according to the frame type of DLPDU.
Finally, the state machine enters to Idle state.

a) DLL invokes DLME-JOIN.indication after receiving a join request frame (see 8.4.7).
The state machine enters to Idle state.

b) DLL invokes DLDE-DATA.indication after receiving a data frame (see 8.4.2). The state
machine enters to Idle state.

c) DLL invokes DLME-INFO-SET.confirm after receiving a remote attribute set response
frame (see 8.4.17). The state machine enters to Idle state.
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- S2

DLL invokes DLME-INFO-GET.confirm after receiving a remote attribute get response
frame (see 8.4.15). The state machine enters to Idle state.

DLL invokes DLME-TIME-SYN.indication after receiving a two-way time
synchronization request frame. The state machine enters to Idle state.

DLL invokes DLME-DEVICE-STATUS.indication after receiving a device status report
frame (see 8.4.10). The state machine enters to Idle state.

DLL invokes DLME-CHANNEL-STATUS.indication after receiving a channel condition
report frame (see 8.4.11). The state machine enters to Idle state.

state

In S2 state, the following events shall occur:

a)

b)

- S3

In
Lin
lin
DA
DL
Aff
en

8.5.2

The st

DMAP invokes DLME-JOIN.response to instruct DLL to generate a/join response|frame
(see 8.4.8) and post it to the transmission queue. The state piachine enters to Idle
state.

DMAP invokes DLME-INFO-SET.request to request DLL ribute
set request frame (see 8.4.16) and post it to the tra state
machine enters to Idle state.

DMAP invokes DLME-INFO-GET.request to request -\\ ribute

get request frame (see 8.4.14) and post it ansmissiongqueue. The| state

machine enters to ldle state.

8.4.2)
frame
hé state machine enters fo Idle

state
DMAP invokes DL .resp N -waly time
synchromzatlon re 4. i issi ueue.

state

S3 state, or reception mode according to link types (see

kType in T is receiving, DLL sets the RF to reception mpde; if
[ RF into transmission mode and invokes |PHY-

it a’frame in transmission queue; if the link type is transmit-ghared,
hBacKoff function to transmit it by using a backoff algqgrithm.
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T12

T2 T3] .. T11
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Table 66 — DLL state transition of field device

# Current Event or condition Next
State => \action state

T1 Idle (PrimitiveType == PHY-DATA.indication) S1
=>
FrameType = GetFrameType(DLPDU);

T2 S1 (FrameType == JoinResponse) Idle
=>
DLME-JOIN.confirm(Status, ShortAddr);

T3 S1 (FrameType == RemoteAttributeSetRequest) idle
=>
DLME-INFO-SET.indication(Handle, AttributeOption, Attribute{,\x ibu&%’ﬁ
FirstStorelndex, Count, AttributeValue);

T4 S1 (FrameType == RemoteAttributeGetRequest) \ \> Idle
=>
DLME-INFO-GET.indication(Handle, Attribute,AttributeMe JFirstStroreindex,

Count); /J\

15 || s1 (FrameType ==Data) \) iile
= Q
DLDE-DATA.indication(@Déa&} PayloadLlength;Payload);

T6 S1 (FrameType == LeaveRequest) Idle
DLME-LEPyE\.indication(); Q

T7 S1 (FrameType == CK) && chStatusReportCommand) Idle
=>

/Di\ME- EVICE=STATUS confirm(Status);

T8 || s1 NEra AGK)&& (NACK is for ChannelConditionReportCommand) iile
@- ANNEL-STATUS confirm(Status);

S1 \% pgw_%?on) && (device status == NOT_JOINED) => Idle

T oSynchranization();

Q\DL ISCVOERY.confirm(status:= SUCCESS)

T10 || S1 (FrameType == Beacon) && (device status != NOT_JOINED) => Idle
DoS¥ynchronization();

T11 Sd (FrameType == TowWayTimeSynchronizationResponse) Idle
=>
DLME-TIME-SYN.confirm(Status, FieldDeviceTimeValue, ReceiveTimeValue);

T12 | Idle APP or DMAP invokes primitives of DLL S2

T13 | S2 (PrimitiveType == DLME-JOIN.request) Idle
=
BuildFrame(FrameType:= JoinRequest);

T14 | S2 (PrimitiveType == DLME-INFO-SET.response) Idle
=
BuildFrame(FrameType:= RemoteAttributeSetResponse);



https://iecnorm.com/api/?name=abfb7c461fc72ea7982303c425d62e29

- 108 - IEC PAS 62948:2015 © IEC 2015

# Current Event or condition Next
State => \action state
T15 | S2 (PrimitiveType == DLME-INFO-GET.response) Idle

=>
BuildFrame(FrameType:= RemoteAttributeGetResponse);
T16 | S2 (PrimitiveType == DLDE-DATA.request) Idle

=
BuildFrame(FrameType:= Data);
T17 | S2 (PrimitiveType == DLME-DISCOVERY.request) Idle

=>

ScanChanels(Channels); (\

T18 || S2 (PrimitiveType == DLME-DEVICE-STATUS.request) ) Idle
=>
BuildFrame(FrameType:= DeviceStatusReport); (\

T19 || S2 (PrimitiveType == DLME-TIME-SYN.request) N\ Idle
=>
BuildFrame(FrameType:= TowWayTimeSyMR est);

T20 || S2 (PrimitiveType == DLME-CHANNEL-STATUS.request Idle
)
BuildFrame(FrameType:= ChannelStatusReport);

T21 Idle Slot timeout

hy’ set\ RF_mode(RECEIVE_MODE):

Else if(LinkType == SHARED_TRANSMIT_LINK)

{
PHYSendWithBackoff(DLPDU);

}

T22 | S3 (TransmissionCompletelSR() ) || (ReceiveCompletelSR()) Idle

=>

— Init state

In Init state, The DLL of a field device initializes itself and enters to Idle state.
— Idle state

In Idle state, the following events shall occur:

a) PHY invokes PHY-DATA.indication to pass the received frame to DLL. DLL unpacks
the frame and obtains DLPDU. The state machine enters to S1 state.
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b) APP or DMAP invokes the DLL primitives. The state machine enters to S2 state.

c) If timeslot is timeout, DLL sets RF into transmission or receive mode according to the
corresponding link type (see LinkType in Table 17) and performs transmission or
reception. The state machine enters to S3 state.

— 81 state

In S1 state, DLL parses the frame type (see 8.4.1) of an unpacked frame, and triggers
different conditions and executes different actions according to the frame type of DLPDU.
Finally, the state machine enters to Idle state.

a) DLL invokes DLME-JOIN.confirm after receiving a join response frame (see 8.4.8). The
state machine enters to Idle state.

b)[ DLL invokes DLDE-DATA.indication after receiving a data frame (see state

machine enters to Idle state.

c)| DLL invokes DLME-INFO-SET.indication after receiving a remote attrib et request

d)| DLL invokes DLME-INFO-GET.indication after receiving i quest
frame (see 8.4.14). The state machine enters to Idle state.

e)| DLL invokes DLME-LEAVE.indication after receiving.a lea 80 8.4.9).
The state machine enters to Idle state

f) [ DLL invokes DLME-TIME-SYN.confirm after feceivj ) i ization
response frame (see 8.4.13). The state ma <

g)| DLL invokes DLME-DEVICE- (see
8.4.4). The state machine enters.to Id

h)| DLL invokes DLME-CHANNEL-S b (see
8.4.4). The state machine enter

i) | DLL makes time s izati a field
device attempt to joi f e state
machine enters ft

— S state

In [S2 state,

a)| DMAP invoké L frame
( it’to the transmission queue. The state machine enters fo Idle
state

b)| DMAP emote
attribute, set.response frame (see 8.4.17) and post it to the transmission queug. The
st

c)| DMAPR (i - - . i emote

attribute getuesponse frame (see 8.4.15) and post it to the transmission queug¢. The
state’machine enters to Idle state.

d) - BDMAPrvekesBEDE-BDATArequesttorequest BH—generating—dataframe (scc 8.4.2)
and post it to the transmission queue. The state machine enters to Idle state
e) DMAP invokes DLME-DISCOVERY.request to request DLL setting RF to reception

mode and scanning channels according to the parameters in DLME-
DISCOVERY.request. The state machine enters to Idle state.

f) DLL invokes DLME-DEVICE-STATUS.request to request DLL generating a device
status report frame (see 8.4.10). The state machine enters to Idle state.

g) DLL invokes DLME-CHANNEL-STATUS.request to request DLL generating a channel
condition report frame (see 8.4.11). The state machine enters to Idle state.

— S3 state

In S3 state, DLL sets RF to transmission or reception mode according to link types (see
LinkType in Table 17). If the link type is receiving, DLL sets the RF to reception mode; if
link type is transmitting, DLL sets RF into transmission mode and invokes PHY-
DATA.request to transmit a frame in transmission queue; if the link type is transmit-shared,
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DLL invokes PHYSendWithBackoff function to transmit it by using a backoff algorithm.
After the interrupt handle of a transmission or reception is executed, the state machine

enters to ldle state.

8.5.3

Functions used in DLL state transitions

The functions used in DLL state transtitions are listed in Table 67.

Table 67 — Functions used in DMAP state transition

Function

Input

Output

Description

GetFrametypet

1= —am—a~

JoinReguest

Data
RemoteAttributeSetRespons
RemoteAttribute GetResponse

DeviceStatusReport
ChannelConditio

JoinResponse

Rorcina frooa LIV
aFSHg—

ae—typ

GetPhyAddr()

N

Parsing physical address

GetSrdAddr() x Parsing source address

GetPa IoadLengtW \ DI)S’\QU PayloadLength Parsing payload length

BuildFfame() RrameTyp Generating frame gnd
putting into queue

Phy_sdgt RF_mede \ m&ig Setting RF mode

GetDLP 0 Qu u\é\ DLPDU Taking DLPDU from
transmission queus

Transmission rﬁete SW Interrupt function after
transmission

RecelveCompIeteISW Interrupt function after
receiving

DO_Bd kU”U threaendinL Pclfuullilly backoff
algorithm

PHY-CCA() BUSY Performing PHY CCA

IDLE

DoSynchronization() Performing time
synchronization

ScanChanels() Channels Scanning channels

PHYSendWithBackoff() DLPDU Sending data by using

backoff
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9 Wired specifications between GW and AD

9.1 Overview

The wired services and frame formats between the gateway device and access devices are
defined in this PAS. The wired communication methods are beyond the scope of this PAS.

9.2 Join process of access device

An access device does not scan channels when it attempts to join a WIA-FA network.

The jdin process of an access device Is performed as follows.

— The access device sends a join request command frame to the gate\
the general frame with service identifier being 0 (see 9.3);

supsequently, the network manager allocates communication
links, etc.) for the access device by using the general/frame\wit
12

See 9|3 for the service identifiers.
The 8{16-bit short address of an acce

9.3 Frame formats between GW an

The ggneral format of frames between\the ¢e and an access device is shown in
Figurg 69.
1 qctet 2 octets Variable length
Sefvice Lengt_h of Service
. e service
identifier parameters
parameters
B@I frame format between GW and AD
Each field in<Fi ' ined as follows:
— Sdrvice i ifler:"the\length is 1 octet. Service identifier is used to identify different
sefvices e 68) between the gateway device and an access device.

— AdID: the length isy1 octet. AdID is used to identify ADs (see Table 19). AdID is inyalid if
sefviceridentifiers 0 or 1;

— AD ong address: the length is 0 or 8 octet(s). If the service identifier is 0 or 1, AD long
address is the EUI-64 of an access device, otherwise, AD long address is invalid,

— Length of service parameters: the length is 2 octets.

— Service parameters: the length is variable. Service parameters are wired service data
between gateway device and an access device. See Table 68 for the definitions of Service
parameters.

The services and service identifiers are defined in Table 68.
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Table 68 — Wired services between GW and AD

Service . . Service
. g Services Service Parameters o
identifiers transition
0 AD join request See Table 69 AD->GW
1 AD join response See Table 70 GW->AD
GW request AD to
2 send GACK See Table 71 and Table 72 GW->AD
GW request AD to
3 send NACK See Table 73 GW->AD
Parameters defined in DI DE-DATA request
4 Data request GW-2>AD
(see 8.2.2) /\
5 Data indication gazr%r;eters defined in DLDE-DATA.indicati e >\3<GV

6 Device join indication ga?,rirg?ters defined in DLME-JOIN. |nd|c§t|\o\}w\ }D@'gv

7 Device join response g%rir%?ters defined n DLME(*OQ\espon Se GW->AD

Parameters defined in
8 Device status report | STATUS.indication AD->GV
(see 8.3.5.2)

Channel condition Par ters d
° report O{I@I%Q\Nédlcat on (se AD=>GY

Remote attribute get Param ers d.in MWGET request (see
10 GW->AD
request 8.3.7

1 S;:'?i(:rf attribute get Para\v{}te@sf\me}\ -INFO-GET.confirm (see ADS G

Remote attribute SN Parametecs define DLME-INFO-SET.request (see
12 GW->AD
request §T3\8.1)

i m égibuteéét Q’Wefined in DLME-INFO-SET.confirm (see | 50

14 Devmw Wrs defined in DLME-LEAVE.request (see GWSAD

15 /\Q\?té?\swke\ %?_jt)ers defined in KEY-ESTABLISH.request (see | ~\v A

Parameters defined in KEY-ESTABLISH.confirm (see

16 y\ lis con 11.2.2.4) AD->GV

17 K\ey uWuest I;’f;ar;e;t)ers defined in KEY-UPDATE.request (see GWAD

18 Key update confirm I;’f;argit)ers defined in KEY-UPDATE.confirm (see AD- G

19 Security-alarm Parameters-defiredin-SEC-ALARMrequest{ses A0S GW
indication 11.2.4.2)

20 to 255 Reserved

The services identified by 0 and 1 are used for ADs joining WIA-FA network. The service
parameters of AD join request and AD join response are shown in Table 69 and Table 70,
respectively.

The services identified by 2 and 3 are used by GW to request ADs sending GACKs or NACKs.
The related service parameters are shown in Table 71, Table 72, and Table 73 respectively.
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Table 69 — Service parameters of AD join request

Parameter Data type Valid range Description

. Network identifier, used for multiple networks
NetworklD Unsigned8 010 255 coexisting (see NetworkID in 6.7.1.2.1)

. 64 __ Long address of the new access device waiting
PhyAddr Unsigned64 Oto(2 " to join (see LongAddress in 6.7.1.2.1)

Table 70 — Service parameters of AD join response

Parameter Data type Valid range Description

Result of join request;
0= SUCCESS;
1= NetworkID

Status Unsigned8 0 to 255

a Mice allocated| by the
AdID in 6.7.1.2.1){ AdID is

tifi
AdID Unsigned 0 to 255 gateway i
(ﬁaliid if Status~i

SU CESS
ADAddr Unsigned8/ 0 to 255/ )T 6-bit\short address of an acces$ device
Unsigned16 5 535 llodate y thle gateway device
Table 71 — Service paramw\\q\es\tm’gAD to send GACK
Parameter Data}xe \Vakd\ane Description

\\J)
DeviceCount Unmgned%\ ho\{ Count of flgld devices received frames py any
access device

GACKInfbrmation GAC Infon Information of DeviceCount field devicgs,
indicating by GACKInfo_Struct (see Table 72)

ble\/z\\>a\a/ﬁ\>\>s of GACKInfo_Struct structure

Parameter }H\typ\e\ Valid range Description
8/ 0 to 255/ Destination address, which can be shoit
DstAddr e 16/ 0 to 65 535/ address or long address.
ned 0 to (264—1)
SequencaNuth\ Unsi n\d/6 0 to 65 535 Sequence number of a received frame

\/

Table 73 — Service parameters of GW requesting AD to send NACK

Parameter Data type Valid range Description
RetryDeviceCount Unsigned8 0 to 255 Count of field devices required retransmission
. Unsigned8/ Destination address. See DeviceShortAddress
DstAddressList Unsigned16 in6.7.1.2.1

10 Application Layer

10.1 Overview

WIA-FA application layer (AL) provides distributed applications for users. It defines
application objects that interact with industrial processes as well as communication services
that support communications among distributed applications. AL is comprised of UAPs and
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ASL. Each UAP is composed of one or more UAOs. DMAP is a special UAP (see 6.2). ASL
defines communications among UAPs on different devices.

10.2 AL protocol stack

Figure 70 shows the position and construction of AL within the WIA-FA communication
protocol stack, and the grey parts denote the AL related portions.

M NM/ SMm/
User Application Processes (UAPSs) Netwrok Security
\/ V ?v'iallagclllclli Manaucmcut
:< Module ule
ASLDE-SAP ) /Wl“od

. Management Q\/
Data Entity ASL Er?tity >
1B
DLDE-SAP ) ( DLME-SAP \

DMAP

The functions of med by ASL data entity (ASLDE) and ASL
management e . s ASL data transmission function (see 10.7.2)
and the data serviceninterfaceis-provided for UAPs on ASLDE-SAPs. ASLME pefforms
applicption configua i e 10.5.5) and the management service interface is
provided on ASL

10.3 |AL function
10.3.1

Three|types of application data are transferred between the gateway device and field dgvices,
includ|ng periodicabkmeasurement values (i.e. input data) and set point values (i.e. putput
data),| réequests and responses of attribute read and write access, and alarm repqrts in
abnormal”’cases. WIA-FA defines corresponding application services (see 10.6) and Wirtual
communication relationships (see 10.5.5.3) to support the usages and transmissions for the
different application data.

The maximum length of WIA-FA application service messages is restricted by DLL resources
and transmission capability. The maximum length of DLL payload is specified by
MaxPayloadLength attribute in MIB (see 6.7.1.2.1).

10.3.2 Management function

The input and output data of field devices shall be transferred periodically according to
predefined cycle. When a field device joins WIA-FA network, it shall be configured by the host
computer, i.e. specifying the UAOs of the field device to be used, the input data and output
data of UAOs to be transferred periodically, and the corresponding data update rate (see
10.5.5.2 for UAO configuration).
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If multiple UAOs are assigned to one UAP on a field device, these UAOs shall have the same
data update rate and use the same P/S VCR.

10.3.3 Communication mode

ASL supports three communication models: Client/Server (C/S) model, Publisher/Subscriber
(P/S) model and Report source/Sink (R/S) model. These communication models are used to
transmit the application data with corresponding priority.

— C/S communication model: applicable to aperiodic non-real-time read/write access and
alarm acknowledgement (NRT). The transmission is unicast.

). The
tr

nsmission can be umcast or broadcast

— R/B communication model: applicable to aperiodic alarm reports (RT mand
(RJF0). The transmission can be unicast or broadcast.
The rgles played by the gateway device and field devices in dj nodels

are shown in Table 74.

Table 74 — Communication models between W d devices

Devide Device Mode

Gatewjay Field Communication | Priority Q \trsig/e>

Client Server unicast R y deyice\re writes the attributes of M|B or
UAO or@cknow ed the alarms for field devices|

[
=

Publish Subscriber | unicast RP\*\ \e\x\@ce lishes the output data to a fiel

broa% F}Q \C% ate \s@%{ce publishes the output data to all fig]
/‘\ dévices.

o

Subscriper | Publisher ufn\ca\t\ N . R Fleld)\%wce publishes the input data to gateway d¢vice.

/“/

Report Report nic 2 Field device reports alarms to the gateway device.
Sink Source

/hTO Gateway device sends the start or stop command fo all
field devices.

Report Report icast RT Gateway device sends the start or stop command fo a
Source Sink /d\ field device.

These ication models are accomplished by corresponding types of VCRs|[ VCR
defing i ication relationship between gateway device and field device, (which
is rep the YVCR endpoint in the devices. VCR endpoint defines the communication
relate [ CR and is identified uniquely by VCR_ID in the device.

10.4 "Apptlicationdata
10.4.1 General

In WIA-FA devices, the application data which is used for UAOs includes attribute data,
process data and event data. Attribute data are the attributes for aperiodic read and write
accesses, including structured and unstructured attributes in MIB (see 6.7.1.2) as well as the
attributes associated with the process or technology in UAOs. Process data is the input and
output data of UAOs, which is periodically exchanged between field devices and the gateway
device. Event data is the alarm reported by field devices to the gateway device.
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10.4.2 Process data
10.4.2.1 General

Process data that is periodically transferred between field devices and gateway device
includes input data and output data. Input data is the data such as sensor measurement value
or actuator feedback value, and output data is the data such as actuator set point value.
Process data are also divided into analog data and digital data. Such data can be values (e.g.
float or unsigned type) or values with status. Manufacturer specific process data is allowed in
WIA-FA.

10.4.2.2 Analog data with status

WIA-RA defines two types of analog data with status, i.e. SingleAnalogDatq and
DoublgAnalogData, as shown in Table 75 and Table 76.

Table 75 — SingleAnalogData definm

MembperlD Member name Data type Valid range \Qe&:\rlp\h\p/
0 Value Single Float %u\h&}t\ X
1 Status Unsigned8 0 to2 fthe data, and the value sHall be:
0= OD;

@BAD;
2°=UNCERTAIN;

s are reserved.

Ie 76 — D&;b%w“ﬂnmon

MembperlD Member ,\Qme Valld ange Description

0 Value L \s\ble\r\\ Value of the data

1 S@ K/\ ns@% \ﬂ/tOZ Status of the data, and the value shall be:

0 = GOOD;
1 = BAD;
2 = UNCERTAIN;

Others are reserved.

10.4.2.3 with status

WIA-HA defines three types of digital data with status, i.e. DigitalData8, DigitalData16 and
Digita|Data32, as shown in Table 77, Table 78 and Table 79.

Table 77 — DigitalData8 definition

MemberlD Member name Data type Valid range Description

0 Value Unsigned8 Value of the data

1 Status Unsigned8 Status of the digital data, and the value
shall be:

0 = GOOD;
1 = BAD;
2 = UNCERTAIN;

others are reserved
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Table 78 — DigitalData16 definition

coding for each bit is as follows:

0 = acknowledgement not needed;

1 = acknowledgement needed.

MemberlD Parameter Data type Valid range Description
name
0 Value Unsigned16 Value of the data
1 Status Unsigned8 Status of the data, and the value shall be:
0 = GOOD
1 =BAD
2 = UNCERTAIN
Others are reserved
Table 79 — DigitalData32 definition “
MemperlD Member name Data type Valid range \sz}c{lpt\l‘eg\/
0 Value Unsigned32 Value@f ttﬁé@ \ >
1 Status Unsigned8 tat f t cﬁ\gital data, and th¢ value
10.4.3 Event data
WIA-H ormal
event rs, its
Event all be
ackno 80. The events defined for UAOs are shown in
Table
MemberiD MeN Data typ Data Valid Description
ame length range
N
1 EWa @ield 2 The coding for each bit is as follows:
\/ 0 = event doesn’t exist;
1 = event exists.
2 AckFlag Bit Field 2 Flag indicating whether the corresponding
event need to be acknowledged, The
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Table 81 — UAO events definitions

10.5
10.5.1

WIA-H

applicptions in the industrial field envi

devicgs over WIA-FA network. DAP is i

by UAP Identifiers (UAP_ID) uniquely evices. A WIA-FA device can s
one of more UAPs. Figure 71 shows t g een DAPs and UAPs over W
network. DMAP is a special kin accomplishing system and security manag
functigns (see 6.2). Eachh\WI icE implement only one DMAP. The UAP
DMAR is 0.

Bit Event Type
Bit 0 CONFIGURATION_ERROR
Bit 1 SENSOR_FAULT
Bit 2 ACTUATOR_FAULT
Bit 3 INPUT_EXCEEDS_UPPER_LIMIT
Bit 4 INPUT_EXCEEDS_LOWER_LIMIT
Bit 5 OUTPUT_EXCEEDS_UPPER_LIMIT
Bit6 OUTPUTEXCEEDSLtOWERLHWMT
Bit 7 PROCESS_DATA_NOT_UPDATED
Bit 8 PROCESS_DATA_LENGTH_INCONQS?EI{F\
Bit 9 to Bit15 Reserved
Bit 16 to Bit23 Manufacturer specific even%s/\ \
XV

User application process

General
A defines distributed applicat accomplish the distr

on’the device, which is ide

1/\ > < Mﬁqsu\re\rﬁeﬁ(and Control Object

\/A T A
De@ Qvice B Device G
\\\D\L> ; Y _:_:V_:_:

\/ UAPA UAP 1 UAP 1

buted

ntified
Lpport
IA-FA
ement
| ID of

y A
DAPR 2 DAP.3
UAP 2 UAP 2 UAP 3
A A
y y y y

WIA-FA network

Figure 71 — The relationships between UAPs and DAPs
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10.5.2 User application object

A UAP is composed of one or more UAO(s) within one field device, shown in Figure 72. Each
UAO manages and provides the run time exchange of messages across the network and

within the device.

User | yap[uao| [uao]||uap [uao]| [uao]|| DMAP
Application 1 1 | n 9 n+1 | m (UAO 0)
Process

1L I T

Sublayer ASL

Application .

Figure 72 — User application obje

WIA-HA supports four types of UAOs: analog input (Al), a
and dligital output (DO). Manufacturer specific UAQOs>.are
implementation of UAO types is optional for field deyices.

beyond the scope of this PAS.

UAO shall be identified uniquely by
and has only one UAO (UAO_ID=0).

10.5.3

It is optional for gateway,
devicg joins WIA-FA network,
devicqg, which is used

devicg. Thus, when
fieldbys), it canm
devicsg.

The gpteway device
interpret the input &

When|a
image|forthe field devi

Figurg 73 shows an_i
Implerrentation is manufacture specific and beyond the scope of this PAS.

digital input (DI),

The
tes is

f UAP

a field
e field
b field

(e.g.
te 1/0

sed to

data

plementation example of the IO data images on the gateway device.
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Gateway device

IODatalmage 1 IODatalmage 2 IODatalmage 3
FDAddr 1 FDAddr 2 FDAddr 3
UAP 1 UAP 2 UPA 1 UAP 3
InputBuff ‘ OutputBuff | | InputBuff ‘ OutputBuff| InputBuff InputBuff

(/////\)
|

/]

UAP1

Field device 1 Field device 2

Figure 73 — Implementation example of 10 data i

10.5.4 Alarm mechanism

All UAOs in the field device should maintai EventData type, see Table 80).
When|an abnormal event (alarm even appears, the corresponding EventFlag
bit shall be set (appear) or reset (dis Plag bits of the event data inldicate
whethp > igh can
be confi , ice. aH pacK the event data into a REPORT request

Ceives
ported

For those alarm_e\ ¢ ing acknowledgement, when UAP of the field device re
the REPORT\AC age, it shall clear the alarm events of UAO that are re

previolusly Ni.e\res ) i its. i i ’ ie the
REPQOR e S ithi i i , shall
report| the ata s in. i . The
ackno i i

The fljeld device can report more than one alarm event and the gateway devicg can

10.5.5 Application configuration process
10.5.5.1 General
The application configuration process for the field device is divided into the following steps:

a) write CfgUAOList for setting application configuration data;
b) write VCRList for configuring the C/S VCR, P/S VCRs, and R/S VCRs.

10.5.5.2 UAO configuration

When a field device joins WIA-FA network, the gateway device shall first read its
NumOfSupUAOQO (see Table 19) attribute to obtain the number of UAO types supported by the
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field device, and read SupUAOList (UAOClassDesc_Struct type, see Table 22) to obtain all
UAO class descriptions which are implemented by the field device. The UAO class description
includes Class_ID, UAO type, minimum data update rate, as well as the data type and length
of the input data and output data supported by the UAO. The gateway device shall deliver this
information to the host computer.

The host computer shall configure UAPs for the field device according to real application
requirements, instantiate several UAOs of the UAO classes supported by the field device, and
assign these UAOs to UAPs. All UAOs belonging to one UAP shall have the same data

update rate.

The

(UAOllnstDesc_Struct, see Table 24) to the field device. The sum of all the input/outpu

AOList
t data

length| of a configured UAO shall be less than the maximum input/outp eeified
by the] UAO class. The type and order of the periodically transferred in all be
considtent with the configuration.
When|a field device leaves WIA-FA network, it shall clear the Cfg
10.5.5.3 VCR Configuration
After |[configuring UAOs, the gateway device shall jevice
according to the UAO configuration. The host co 15) to
the figld device for setting communicati VCRs.
Therelis a default C/S VCR (VCR_ID =) 2. The
configuration of C/S VCR for a field device i
Table |82 shows the overview of attribute settings 2. See
Table |21 for VcrEP_Structdre definiti
T[a\»ke/\ onfiguration overview
MdmberlD M/e\m>r nﬁi\ VcrEP_Type
VER/ PUBLISHER | SUBSCRIBER REPORT
SOURCE
0 VCND 0 Configured Configured Configured
1 VCNP\A\ \9 2 3 4
A
2 W_IE\ 0 Configured Configured Configured
3 PeerAddf Short address Short address Short address Short address|
of gateway of gateway of gateway of gateway
device device device device
5 VCRActiveTime Invalid and 0 or configured 0 or configured Invalid and
should be set 0 should be set 0
6 DataUpdateRate | Invalid and configured configured Invalid and
should be set 0 should be set 0
7 Deadline Invalid and configured configured Invalid and
should be set 0 should be set 0
8 WatchdogTime Default value is | Invalid and Invalid and Invalid and
100 ms, and it should be set 0 should be set 0 should be set 0
could be
changed by
host computer

When configuring the VCRList for a field device, the gateway device shall create the
corresponding VCR endpoints in order to establish the VCR connections with the field device.
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When the field device leaves WIA-FA network, it shall clear the VCRList except the server

VCR endpoint.

10.5.5.3.1 C/S VCR configuration

Only one default C/S VCR (VCR_ID = 0) is needed between the gateway device and a field
device. The gateway device is client while the field device is server.

Figure 74 shows the C/S VCR relationship between the gateway device and field devices.
Arrows indicate the data transmission directions.

VCRList
Client VCR
| —P] Endpoint 1
Host Computer
p— Client

VCR Endpoint 2

GW

os VR

C/S VCR >

output

Figure

VCRList

Server VC
Endpoint

e\

Setver

/

A

N

ships between GW and FDs

AP on a field device. If the UAOs have input d
igured and the field device acts as a publisher.

ata, a
If the
levice
put or

d show the P/S VCR relationships between the gateway devige and
field d arrows indicate the data transmission directions.
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VCRList
Subscriber | | UAP1 @
FD 1 o VCR > Output
10 Data Imag ?\,\/ Endpoint1 Buffer @
VCRList C
UAP1 s /?\‘5\] Subscriber
/ Output Buffer N Publisher VCR |—] - VCR i
UAP1 Endpoint 1 O‘?*?'/ Endpoint2 \
™~ N UAP 2
/ Output Buffer | I pubiisher VCR B _ Output @
Endpoint 2 L] : Buffer
Host
Computer FD 2 FD1
1O-Bata :masg Publisher /CR.
Endpoint
\ UAPm | nepomtm R ) /
Output Buffer . S 7 VCRList
; /?,7,\‘ , Ny UAD 1
Subscriber
A Outpu
( Buffer E
GW
Figure 75 — P/S VCR relation e @ GW _and FDs

VCRList

Publisher ‘f::;:
VCR N
g’\// Endpoint1 Buffer
VCRLI c
' N Publisher

u SubseribenVCR- & | { VCR
gfp\/\ Qgidgoint C}\31/ Endpoint2 '\
N UAP 2
y( Input Buffer \Sub riW o _ s
\/ g\/\ Endpoint < : Buffer

LS

Host AN Ne /\\\/ .
Conpiputer
D2
10 Datamage >_SdéscriberVCR
Endpoint m AN
\ P'm o,
ut Buffer S VCRList
- ™ | Q”’\ Publisher UAP m pO 1
\ E \ RV <€<— Input
VCR Buff
Endpoint utter hO 2
GW
FD 2

Figure 76 — P/S VCR relationships between FDs and GW

10.5.5.3.3 R/S VCR configuration

At least one P/S VCR shall be established between the gateway device and a field device.
The field device is report source while the gateway device is report sink.

Figure 77 shows the R/S VCR relationship between the gateway device and field devices.
Arrows indicate the data transmission directions.
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- VCREP
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/
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Gateway device Field device

READ request(NumOfSupUAO)

READ response(NumOfSupUAO)

READ response(SupUAOCiIassList)

READ response(SupUAOCiIassList)

Assign 10 data
image for the
field device
(optional)

WRITE request(NumOfCfgUAO)

WRTIE response(NumOfCfgUAOQ)

WRITE request( CngAP(stL st)

T{\@@U%Insm f) O

Assign
corresponding
VCR endpoints
for the field %
device /—W V(‘{u_,

E re onse(VCRLlst)

ii> Configuration complete

e .78 — Configuration process for a field device

10.5.9.5 on and disaggregation of process data

Data ¢f alNJAOs allocated to one UAP shall be aggregated on the field device. As a publisher,
the UAP. shall obtain all process data according the configured order and form one PUBLISH

request message. This is the AL aggregation process.

As a subscriber, the UAP shall parse the received PUBLISH request message and transfer
the data to the respective UAOs. This is the AL disaggregation process.

Figure 79 shows an example of an UAO aggregation and disaggregation process.
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UAP1 update cycle —————— UAP1 update cycle ——
UAO1 data |. Patai .Dalert]
UAO2 data | Data?2 Data 2
PUBLISH.request
reaueet - Dat ‘D] Data2 |
. UAP_ID .Data{ | Data2 UAP_ID - Pafad | Data2
Aggregation ASL packet ‘ — ‘ ‘ Jala ‘ ‘ ‘ ‘ ‘
process ASL Header ASL Header
\ \
Transmission Transmission
AN
Disaggregation <— UAP1 update cycle UAR1 updatei¢ycle —
pfocess ASLpacketl  [UAP_ID| |:Datat| Data2 | [UAP_iD| (: Datar:| bata2 |
Mntvbiald L ]

UAO1 data [} Pata)

UAO2 data

Figure 79 — UAO agg

10.6 |Application services
10.6.1 Confirmed servi

WIA-HA application lay,
accessg, periodic proce

The application
servicps are used
servicps are use

ASL Header

PUBLISH.request
hrequest

/write
ble 83.

firmed
firmed
S.

Servnce« ervice Message Type
Nanje ntifie

Description

Request to read the value of a UAO or MIB attribute

READ OXO\I\> request

response(+)

The UAO or MIB attribute is read successfully, and the
value of the attribute shall be returned in the responge

response(-)

Fail to read the UAO or MIB attribute, and the failure
reason shall be returned in the response

WRITE 0x02 request

Request to write the value of a UAO or MIB attribute

response(+)

The UAO or MIB attribute is written successfully,

response(-)

Fail to write the UAO or MIB attribute, and the failure
reason shall be returned in the response

PUBLISH 0x03 request Request to publish the input or output process data
REPORT 0x04 request Request to report a or multiple UAO event(s)
REPORT 0x05 request Acknowledge the reported alarm(s)

ACK response(+) Alarm(s) is/are acknowledged successfully

response(-)

Fail to acknowledge the alarms, and the failure reason
shall be returned in the response
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10.6.2 READ service
10.6.2.1 Message format

Figure 80 shows the format of READ request message.

2 octets 1 octet 1 octet 1 octet
UAO
Attribute Identifier Storage Index Member Identifier
Identifier

Figure 80 — READ request message format

Figurd 81 shows the format of READ response(+) message.

Variable length in octet (
Data

Figure 81 — READ response(+) me

Figurgq 82 shows the format of READ response(-) messa

oot N e S

Error code \Qddithan\al infoymation

The fi
~ UA

- St
Th

— M4
me

- D9
- Er
- Ad

read.

tes all

TJ

Vet Meeaning
\attes:

1 SERVICE_EXPIRATION

SERVICE_NOT_SUPPORTED

UAO_NOT_EXISTENT

ATTRIBUTE_NOT_EXISTENT

STOREINDEX_NOT_EXISTENT

MEMBER_NOT_EXISTENT

LENGTH_TOO_LARGE *

OTHERS

Ol (N[N

to 255 Reserved for future use

2 MaxPayLoadlLenth describes the max length of DLL payload, when the size of Data is more
than MaxPayLoadLength, this error code is returned.
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10.6.2.2 Service process

This confirmed service transmits NRT data via C/S VCR. The gateway device shall use this
service to read aperiodically an attribute or an attribute member of a UAO. If the UAP_ID,
AttributelD or MemberID is wrong, or the service is not supported by the field device, it shall
return the appropriate error code. Figure 83 shows the READ service process.

Gateway device Field device

READ regeust

READ response

|
Figure 83 — READ Ser

10.6.3 WRITE service

10.6.3.1 Message format
Figurg 84 shows the format of WRITE equist\me ag
2 octets {\octét\( T octet \/ 1 octet Variable lengfth

At rib tifier Storage Member ldentifier Data

Identifier

\/ igure 4&!®E request message format

No format is defined fo se(+) message.
Figurg 85 shows th t ITE response(-) message.
1 octet 1 octet
> Error code Additional information

Figure 85 — WRITE response(-) message format

The fields of the WRITE messages are described as follows:

— UAQO Identifier: UAO_ID of the UAO that is written, value 0 is used for MIB;
— Attribute Identifier: AttributelD of the attribute in UAO or MIB;

— Storage Index: Index of a record in the list. Value 255 indicates all records shall be written.
This field is invalid for the unstructured attributes;

— Member Identifier: MemberlD of a member in a structured attribute. Value 255 indicates all
members shall be written. This field is invalid for the unstructured attributes;

— Data: value that is written;
— Error Code: Failure reason code. The definition is shown in Table 85;
— Additional Information: Additional information for failure reason, manufacturer specific.
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Table 85 — Error code definition for WRITE response(-)

Values

Meaning

SERVICE_EXPIRATION

SERVICE_NOT_SUPPORTED

UAO_NOT_EXISTENT

ATTRIBUTE_NOT_EXISTENT

STOREINDEX_NOT_EXISTENT

DA | O|N

MEMBER_NOT_EXISTENT

N

FENGTH NOT MATCH

VALUE_EXCEED_SCOPE (
N

OTHERS (\

10 to 255

Reserved for future use <

10.6.3.2 Service process

This donfirmed service transmits NRT data via C/S W«
service to write an attribute or an attribute memb : A
UAP_|D, AttributelD or MemberID is wrong, or exceeds scope, or the data

does jhot match, or the

appropriate error code. Figure 86 shows th

ice shall ug
aperiodically.

service is sup

9,

10.6. PUBL vice
1

10.6.4.

RITE response
9
I

Message format

&way devic (Q \;Id device
/—\ N

i NN
xWR bQE reqeust

Figure 86 — WRITE Service process

Figure 87 shows the format of the PUBLISH request message.

Variable Length in octet

Data

Figure 87 — PUBLISH request message format

PUBLISH service is an unconfirmed service and has no response.

The fields of the PUBLISH request message are described as follows:

— Data: all input and output data that is published by UAP.

e this
If the
ength
n the
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10.6.4.2 Service process

This unconfirmed service transmits RT1 data via P/S VCR. The gateway device or field
devices shall use this service to publish periodically the process data upon DataUpdateRate.
UAOs belonging to the same UAP shall be aggregated to one PUBLISH service. Figure 88
shows the PUBLISH service process from the field device to the gateway and Figure 89
shows the opposite direction.

Gateway device Field device

DataUpdateRat:
:| expire

PUBLISH request

Figure 88 — PUBLISH Procedure from Field i 3a ay Device

Q .
Gateway device ield device

DataUpdateRat: Q

expire

request

%

Procedure from Gateway Device to Field Device

Figurg 90, shows the format of the REPORT request message.

1 octet 4 octets 1 octet

UAO_ID Event Additional information

Figure 90 — REPORT request message format
REPORT service is an unconfirmed service and has no response.

The fields of the REPORT request message are described as follows:

— UAO_ID: UAO_ID of the UAO that reports the alarm events;
— Event: the reported alarm events with the data type of EventData (see Table 80);

— Additional information: manufacturer specific additional information.
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This unconfirmed service transmits RTO data via R/S VCR. The field device shall use this
service to report the appearance or disappearance of one or more than one alarm event to the
gateway device. Figure 91 shows the REPORT service process.

Gateway device Field device

REPORT reqeust

| [
Figure 91 — REPORT Service process
10.6.6 REPORT ACK

10.6.64.1 Message format
Figurd 92 shows the format of the REPORT ACK requést message,

N
1 octet /\\)/ th}t{

UAO_ID ™\ }

Figure 92 - REPORT'AC \e%\essage format
Figurd 93 shows the form the(REP\RT% res se(+) message.
N
C OO restet)
: DAO_ID
Figur

Figurd 94 shozvst\ farmat, of\the

Q&tet\ 1 octet 1 octet

\ D\N > Error Code Additional information

igure 94 — REPORT ACK response(-) message format

CK response(+) message format

PORT ACK response(-) message.

The fie

— UAO_ID: UAO_ID of the UAO that is alarm acknowledged;

— AckEvent: acknowledged events. Each bit represents one event defined in Table 81 and
the value 1 indicates the corresponding event is acknowledged;

— Error Code: failure reason code. See Table 86 for definition;
— Additional information: manufacturer specific additional information.
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Table 86 — Error code definition for REPORT ACK negative response

Values Meaning
1 SERVICE_EXPIRATION
SERVICE_NOT_SUPPORTED
EVENT_NOT_EXISTENT
ACKNOWLEDGEMENT_NOT_REQUIRED
OTHER

DA | O|DN

to 255 Reserved for future use

10.6.6.2 Service process

As a ¢onfirmed service, this service transmits NRT data via C/S ¥C
shall use this service to acknowledge all or part of the events
previously from the field device. Figure 95 shows the REPORT<AC

(B
Gateway device vic
()

ML)
g
Q W%

7

ERORT ACK Service process

10.7 |Application
10.7.1

levice
eported

Application sublaye \ des the transparent end-to-end data transmission service for

the UAPs

10.7.2 ASL data service

10.7.2.1 , ( General

ASL el alad + £ AD : al 4 I I ' alat oot
p UVIUTS Udta STIVILT TUT UAT S TIT UTUTT TU TALTTAlTyc appiivalivll Udla UTLWTTITI

WIA-FA network.

A\

A
T\

Ps over

The ASL data service primitives include ASLDE-DATA.request, ASLDE-DATA.indication,

ASLDE-DATA.response, and ASLDE-DATA.confirm.

10.7.2.2 ASLDE-DATA.request primitive

UAP transfers the application service request message to ASL by invoking ASLDE-
DATA.request primitive. ASL shall form an APDU by adding ASL header according to ASL

general packet format (see 10.7.3.1) and send it to DLL.

The definition of ASLDE-DATA.request primitive is as follows:

ASLDE-DATA.request(
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DstAddr,
ServicelD,

UAP_

ID,

Priority,
AsdulLength,
Asdu

)

The parameters of ASLDE-DATA.request primitive is described in Table 87.

Table 87 — ASLDE-DATA.request primitive parameter definitions

Parfpmeter Data type Valid range Descrnptpn\

DstAdd Unsigned16 0 to 65 535 Destination address of the}e Ilcatlo erwce request

Service]D Unsigned8 1t05 Service identifier of th I|cat| n servic
see Table 83

UAP_IO Unsigneds 0 to 255 Identifier of the Wn\he\ \d\ev\oe\

Priority Unsigned8 0 to 255 Priority of the applicatio tay the\a\ly,gs are gs
follows:

AsdulLength Unsigned16 0 to 6!{535(\ \l\e\u\ﬁh }Qhe application service message

Asdu Octetstring \ \ Ap\p@ on service message

10.7.2.3 ASLDE-DA

When|ASL recel DLL, it

shall i

The d

ASLDE

The parametersefASLEBDED \-reicationprimitive-is-deseribedinTable-88

Table 88 — ASLDE-DATA.indication primitive parameter definitions

Parameter Data type Value Range Description
ServicelD Unsigned8 0 to 255 Service identifier of the application service, see Table
83.
UAP_ID Unsigned8 0 to 255 Identifier of the UAP on the field device
AsdulLength Unsigned16 0 to 65 535 Length of the application service message
Asdu Octetstring Application service message
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10.7.2.4 ASLDE-DATA.response primitive

UAP transfers the confirmed application service response message to ASL by invoking
ASLDE-DATA.response primitive. ASL shall form an APDU by adding ASL header according

to ASL general packet format (see 10.7.3.1) and send it to DLL.

The definition of ASLDE-DATA.response primitive is as follows:

ASLDE-DATA.response(
ServicelD,
MsgType,
UAP_ID,

AsdulLength,
Asdu

)
Paranjeters of ASLDE-DATA.response are described in Table 89.

Table 89 — ASLDE-DATA.response primitive parame efini

N
Parameter Data type Value Range \2e§§ip{ion>
Servicell Unsigned8 0 to 255 Servic;e/identifmf\fh&;ppli}e\tion service, see Tpble 83.
MsgType Usigned8 0 to 255 Me s%ﬁp of the ppMn service. The valug shall
Q\\Z%\ia e feserved.
UAP_ID Unsigned8 0 fto 255 \-Iiier?t\iﬁgr of the UAP on the field device
N

AsdulLength Unsignedﬁ%\ 0 to @\5\35 \Le)éth of the application service message
Asdu Oc}etitrirkk x Application service message

10.7.2.5 confirm primitive

When|ASL receive ed application service response included in an ASL packgt from

DLL, if shall invoke A.confirm primitive to transfer the response message to [UAP.

The definiti ATA.confirm primitive is as follows:

ASLDE-DATA:cOo
SrcAddr,
ServicelD,

MsSgType,
UAP_ID,
Asdulength,
Asdu

)
Parameters of ASLDE-DATA.confirm are described in Table 90.
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Table 90 — ASLDE-DATA.confirmPrimitive Parameters

Parameter Data type Value Range Description
SrcAddr Unsigned16 0 to 65 535 Source address of the application service response
ServicelD Unsigned8 0 to 255 Service identifier of the application service. See Table 83.
MsgType Usigned8 0 to 255 Message type of the application service response. The
value shall be as follows:
1 = RESPONSE_P;
2 = RESPONSE_N;
Others are reserved.
UAP_ID Unsigned8 0 to 255 Identifier of the UAP on the field dev
AsdulLength Unsigned16 0 to 65 535 Length of the application sey’(bé messag\e\
Asdu Octetstring Application service mess/fg\e\ \
10.7.3 ASL packet format

10.7.3.1

— ASL payload with variable length.

The ABL general packet format is showh in Figu

General packet format

@W \> Q ASL Payload
Packet Control Uh&ldenn(’\l\ Length Payload

1 octet

e

2 octets

Variable length

10.7.3.
10.7.3.2.
10.7.3.24.

The dpta type ¢
ServidelD, Message

N

Figure %@L general packet format

pe subfield, shown in Figure 97.

Bit: 5to 7

Bit: 3 to 4

Bit: 0 to 2

ncluding

10.7.3.2.1.2

Reserved

Message Type

Service ldentifier

Figure 97 — Format of packet control field

Service Identifier Subfield

The length of Service Identifier subfield is 3 bits, indicating the AL service types. Its values
are shown in Table 91.

Table 91 — Service Identifier subfield definition

Bit: 0 to 2

Meaning

0b001

READ
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0b011 PUBLISH
0b100 REPORT
0b101 REPORT ACK

10.7.3.2.1.3

Message Type Subfield

IEC PAS 62948:2015 © IEC 2015

The length of Message Type subfield is 2 bits, indicating the AL message types. Its values are

shown in Table 92.

Table 92 — Message Type subfield definition

Bit: 3 to 4 Meaning (
0b00 REQUEST )
0b01 RESPONSE_P <
0b10 RESPONSE_N ( \
0b11 Reserved N\

10.7.3.2.2

The dpta type of UAP Identifier field is Unsigned8
be UAP_ID indicating the UAP on the field device

10.7.3.2.3

The dpta type of Payload Length field/is Unsigheo
length| of ASL payload in octet, which e clu%’-\s head

10.7.3.3 ASL payload
Payload field inclydes
differgnt messam

10.7.3.

Accordi
machi
state

(AMR

10.7.3.
10.7.3.5.4

UAP Identifer Field

Payload Length Field

Confirmed service primitives

, and the valusd
used for DMAP.

shall

b data

define

state
criber

Figure 98 and Table 93 show the primitives for confirmed service exchanged between ASL

and general UAP, DLL.
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Client Server
READ/WRITE/
REPORT ACK request
F—_— — — — — — — — — — _— »
UAP — _ [ - - T T T 7 7 UAP
y Y READ/WRITE/ \
ASDE-DATA ASDE-DATA | REPORTACKresponse | pope pata ASDE-DATA
.request .confirm .responsey, .indication
ASL ASL
A A
DLDE-DATA DLDE-DATA DLDE-DATA DLDE-DATA
.request .indication .request .indication
DLL DLL
i NN F\\>
Figure 98 —Confirmed service primitives‘exch d between’layers

Tgble 93 —Confirmed service primitives%ﬁi

bNe ASL and other layers

Primitives Sourc \ \ ) Parameters
ASLDE|DATA request UAP /X Mdc%\s,erm UAP_ID, Priority, AsduLength, Asdu
ASLDE|DATA.indication ASL ( S&{%e\lo,\gAP_lD, AsduLength, Asdu

ASLDE

DATA.response

\s}erv%e}lD, UAP_ID, AsduLength, Asdu

ASLDE

DATA.confirm A

S rcN

dr, ServicelD, UAP_ID, AsduLength, Asdu

DLDE-I

ATA.request

\DéAddr, DataType, Priority, PayloadLength, Pay

oad

DLDE-I

/
ATA.indication )

SrcAddr, DataType, PayloadLength, Payload

n ASL
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Publisher/Report source Subscriber/Report Sink
PUBLISHER/
REPORT request
UAO | ——~———— — — - - — —  UAO
A
ASDE-DATA ASDE-DATA
request § .indication
ASL ASL
A
DLDE-DATA DLDE-DATA
TeqUESTY “Idtcation
DLL DL

Tabjle 94 — Unconfirmed service primitives e N L and other layers
Primitives Soure\é N\ 6 K \) Mrameters
ASLDE|DATA.request UAP stAc}dQ ServicelD/UAP_ID, Priority, AsduLength, Asdu

ASLDE|DATA.indication ASL f \SQM@NAPJD, AsduLength, Asdu
\

DLDE-DDATA.request \ Dstk@r, taType, Priority, PayloadLength, Payload

DLDE-DATA.indication %rc&d)fr, DataType, PayloadLength, Payload

10.7.3. L and DMAP/DLL

When
primiti

s the MIB attributes of a field device, the sgrvice
DMAP, DLL are shown in Figure 100 and Table P5.
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Client Server
READ/WRITE request
UAP P R | — DMAP
A READ/WRITE response A
ASDE-DATA ASDE-DATA DMAP-MIB-GET/SET DMAP-MIB-GET|SET
.request § .confirm .confirm v -request
ASL ASL
A A
DUBE-BATA DEBE-DATA OLOE-DATA BLDE-DATA
-request .indication request y Indication
DLL @'Ii o\
A < N
<\\ \>
Figure 100 — Primitives invoking for read/ een layers
Table 95 — Primitives for réad/ write en layers
Primitives Sourc?/“\ Parameters
ASLDE}DATA request UAP D ericelD, VCR_ID, Priority, UAPSpec
Asdulength, Asdu
ASLDE{DATA.confirm SL SreAddr, ServicelD, AsduLength, Asdu
DMAP-MIB-GET.request L ~H€mdle, ShortAddress AttributelD, MemberID,
FirstStorelndex, Count
DMAP-MIB-SET.request ASL Handle, ShortAddress AttributelD, MemberID,
N FirstStorelndex, Count, AttributeValue
DMAP-MIB-GET.confirf ‘oMar. ) Handle, Status, Count, AttributeValue
DMAP- vnB-SET./oa@r\m\ DM\AQ Handle, Status
DLDE-T ATA.reégest \ RSJ\) DstAddr, DataType, Priority, PayloadLength, Pajload
DLDE-(ATA indicationh..~ | \DLL SrcAddr, DataType, PayloadLength, Payload
\\'>
10.7.3.7 Client state machine
The client’ state machine (AMCL) shall have the following states:

Idle state: the initial and idle state of the client VCR endpoint. In this state, the VCR

endpoint is waiting for ASLDE-DATA.request primitive to deliver a confirmed service
request message. After receiving the primitive, it shall pack the request message into an
ASL packet and invoke DLDE-DATA.request primitive to send the packet, and then
transfer to Wait_Cnf state waiting for the corresponding service response.

Wait_Cnf state: in this state, the client VCR endpoint is waiting for the AL service

response returned from the field device. It shall perform one of the following state

tra

nsitions:

If it receives the service response through DLDE-DATA.indication primitive within
Watchdog interval, it shall parse the ASL packet and deliver the response message to
UAP by invoking ASLDE-DATA.confirm primitive, and return to Idle state; or
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If it does not receive the service response within the Watchdog interval, it shall return

a negative

invoking ASLDE-DATA.confirm primitive, and return to Idle state.

Figure 101 and Table 96 show the state transitions of the client state machine.

T4, T5

T2

response message with “SERVICE_TIME_EXPIRATION” to UAP by

Figure 101 — State transition diagram of AMCL

Table 96 — State transition table of AM

Event or condition
=> action

# Gurrent Next
State state
T1 |ld]e (ASLDE-DATA.request() && ServicelD != (READ || WR CK)) Idle
|| ASLDE-DATA.response()
|| DLDE-DATA.indication()
=>
Ignore;
T2 |ld]e - i AD L WRI EPORT ACK) Wait_Cnf
ad:= BuildAPDU(ServicelD, MsgTyep, UAP_ID, AsduLength , Asdu)
T3 | Whit_Cnf ASLDMTA.request() Wait_Cnf
|| ASLDE-DATA.response()
|| (DLDE-DATA.indication()
&& (DataType != DATA || TakeServicelD(Payload) != (READ||WRITE||REPORT ACK)
|| TakeMsgType(Payload) != (RESPONSE_P || RESPONSE_N))
=>
Ignore;
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# Current Event or condition Next
State => action state
T4 |Wait_Cnf | DLDE-DATA.indication() Idle

&& DataType == DATA
&& TakeServicelD(Payload) ==(READ || WRITE || REPORT ACK)
&& TakeMsgType(Payload) == (RESPONSE_P || RESPONSE_N)
=>
VCR_ID:= GetVcrID(SrcAddr, CLIENT, 0);
StopWatchdogTimer(VCR_ID);
ASLDE-DATA.confirm(

SrcAddr,

ServicelD:= TakeServicelD(Payload),
AsdulLength:= PayloadLength — 4,
Asdu:= TakeASLPayload(PayloadLength, Payload)

)

1]

AN
T5 |Whit_Cnf | Watchdog Timer with VCR_ID expires \ \> Idi

=>

ASLDE-DATA.confirm(

MsgTyep:= RESPONSE_N
AsdulLength:= 2,

Asdu:= Buiwsg\_
) N

10.7.3.

The s

- Idl VCR
enfdpoint s waiting luding
a confi i S packet
an P, and
then tra

— Wait_Rsp\state: in this state, the server VCR endpoint is waiting for the AL service

response: message returned from UAP. It shall perform one the the following| state
transitions:

o If it receives the service response message through ASLDE-DATA.response primitive
within Watchdog interval, it shall pack the response message into an ASL packet and
invoke DLDE-DATA.request primitive to send the ASL packet, and then transfer to Idle
state.

o If it does not receive the response message within Watchdog interval, it shall return a
negative response with “SERVICE_TIME_EXPIRATION” to the field device, and
transfer to Idle state.

Figure 102 and Table 97 show the state transitions of the server state machine.
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T6,T7,T8,T9,T10
T Idle Wait_ Cnf TS5
T2, T3, T4

Figure 102 — State transition diagram of AMSV

Table 97 — State transition table of AMSV

Current

Event or condition Next state
State => action /\

T1 Idle ASLDE-DATA.request() idle

|| ASLDE-DATA.response()

|| DLDE-DATA.indication() >

&& (DataType != DATA || TakeMsgType(Payload) != REQUES

|| TakeServicelD(Payload) != (READ || WRITE || A

=>

Ignore; //—\\
T2 Idle Wait| Rsp

DLDE-DATA.indication() \)
&& DataType == DATA G

TEJ'REPORT ACK)

th:= PayloadLength — 4,
:= TakeASLPayload(PayloadLength, Payload)



https://iecnorm.com/api/?name=abfb7c461fc72ea7982303c425d62e29

IEC PAS 62948:2015 © IEC 2015 - 143 -

Current
State

Event or condition
=> action

Next state

T3

Idle

DLDE-DATA.indication()

&& DataType == DATA

&& TakeServicelD(Payload) == READ

&& TakeMsgType(Payload) == REQUEST
&& TakeUAPID(Payload) ==

=>

ServicelD:= TakeServicelD(Payload);

Wait_Rsp

VCR_ID:= GetVcrID(0, SERVER, 0);
StartWatchdogTimer(VCR_ID);
StoreSvrID(VCR_ID, ServicelD);

DMAP-MIB-GET.request(
Handle,
AttributelD,
AttributeMemID,

FirstStorelndex,

SEIPNG A

T4

Idle

DLDE-DATA.indication()

AttributelD,
AttributeMemID,

FirstStorelndex,

Wait| Rsp

Count,
AttributeValue

)

T5

Wait_Rsp

(ASLDE-DATA.response() && ServicelD != (READ || WRITE || REPORT ACK))
|| ASLDE-DATA.request()

|| DLDE-DATA.indication()

=>

Ignore;

Wait_Rsp
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Current
State

Event or condition
=> action

Next state

T6

Wait_Rsp

ASLDE-DATA.response() && ServicelD == (READ || WRITE || REPORT ACK)
=>
VCR_ID:= GetVcrID(UAP_ID, SERVER, 0);
StopWatchdogTimer(VCR_ID);
DLDE-DATA.request(
VCR_ID
DataType:= DATA;

Idle

Priority:= NRT,

PayloadLength:= AsdulLength + 4,

Payload:= BuildAPDU(ServicelD, MsgType, UAP_ID, AsdulLe , Asdu
)

T7

Wait_Rsp

DMAP-MIB-GET.confirm()

&& Status ==

=>

VCR:= GetVcrID(0, SERVER, 0);
StopWatchdogTimer(VCR_ID);
ServicelD:= READ;
MsgType:= RESPONSE_P;
UAP_ID:= 0;

AsdulLength:= Sizeof(AttributeVa
Asdu:= Attrib

%,

Idle

T8

VCR= GetVcrlD(0, SERVER, 0);
StopWatchdogTimer(VCR_ID);

Idle

ServicelD:= WRITE;
MsgType:= RESPONSE_P;
UAP_ID:= 0;
DLDE-DATA.request(
VCR_ID,
DataType:= DATA;
Priority:= NRT,
PayloadLength:= 4,
Payload:= BuildAPDU( ServicelD, MsgType, UAP_ID, 0, NULL)
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# Current Event or condition Next state
State => action
T9 Wait_Rsp | (DMAP-MIB-GET.confirm() || DMAP-MIB-SET.confirm()) Idle

&& Status =0

=>

VCR_ID:= GetVcrID(0, SERVER, 0);
StopWatchdogTimer(VCR_ID);
ServicelD:= RestoreSvrID(VCR_ID);
UAP_ID:= 0;

Msglype:= RESPONSE_N;
Asdu:= BuildErrAsdu(Status, 0);
AsdulLength:= 2;
DLDE-DATA.request(
DstAddr:= GetPeerAddr(VCR_ID),
DataType:= DATA;
Priority:= NRT,
PayloadLength:= AsdulLength + 4,
Payload:= BuildAPDU(ServicelD, MsgType, UAP_IDNAsdulLe

, Asdu)

) EVTE

T10 \Wait_Rsp |Watchdog Timer with VCRXND e

S

Idle

10.7.3.9/,“Publisher state machine

The publisher state machine (AMPB) shall have the following states:

— Init state: the initial state of the publisher VCR endpoint. After completing configuration,
the VCR endpoint shall perform one the the following state transitions:

e |f the value of VCRActiveTime is 0, it shall enter Active state; or

e If the value of VCRACctiveTime is non-zero, it shall enter NO_Active state;

— No_Active: in this state, the publisher VCR endpoint has already been configured but not

activated. If VCRActiveTime expires, it shall enter Active state;

— Active: the activative state of the publisher VCR endpoint, in which it is waiting for ASLDE-
DATA.request primitive to deliver a PUBLISH request message. The VCR endpoint shall

perform one the the following state transitions:
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