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INTERNATIONAL ELECTROTECHNICAL COMMISSION

DEPENDABILITY OF SOFTWARE PRODUCTS
CONTAINING REUSABLE COMPONENTS -
GUIDANCE FOR FUNCTIONALITY AND TESTS

FOREWORD

1) Th :IItUIIIGt;UIIG: E:Ubtlutb‘bhll;\;a: CUIIIIII;DD;UII (:EC) ;b [=} VVUI:dVV;dU UIHGII;LG{;UII fUI btallddld;Lat;Ull CUIT |pI'ISIng
all |hational electrotechnical committees (IEC National Committees). The object /6f TE is t6)gromote
intefnational co-operation on all questions concerning standardization in the electricall and elesironic, figlds. To
this|end and in addition to other activities, IEC publishes International Standards, ications,
Technical Reports, Publicly Available Specifications (PAS) and Guides (he efegred Yo ds “IEC
Pubfication(s)”). Their preparation is entrusted to technical committees; any IE¢ Nt| al { iterested
in the subject dealt with may participate in this preparatory work. arld non-
governmental organizations liaising with the IEC also participate in this aration. korates|closely
with the International Organization for Standardization (ISO) in accordance 'c ditiogs determined by
agregement between the two organizations.

2) The|formal decisions or agreements of IEC on technical matters ex ¢ possible, an interpational
congensus of opinion on the relevant subjects since each i i épresentation from all
intefested IEC National Committees.

3) IEC| Publications have the form of recommendations forint i and aré accepted by IEC National
Committees in that sense. While all reasonable efforfs are, hat the technical content| of IEC
Pubfications is accurate, IEC cannot be i hich they are used or for any
mis|nterpretation by any end user.

4) In grder to promote international uniformity i 3 i undertake to apply IEC Publ|cations
transparently to the maximum extent posgible |n th' i and regional publications. Any divg¢rgence
between any IEC Publication and the corre tonal publication shall be clearly indi¢ated in
the Jatter.

5) IEC|itself does not provide i Nndependent certification bodies provide cofpformity
assgssment services ang, in 3 B arks of conformity. IEC is not responsible [for any
seryices carried out by inde 8

6) All disers should

7) No [iability shall i ire employees, servants or agents including individual expdrts and
members of its technjcal Ry C Mational Committees for any personal injury, property dampage or
othgr damage of a i vhether direct or indirect, or for costs (including legal fe¢s) and
expgnses arising{ oul\ of _the “publication, /Juse of, or reliance upon, this IEC Publication or any other IEC
Publications.

8) Attgntion is ative>references cited in this publication. Use of the referenced publications is
indispensabl i

9) Attdntion_is dra e possibility that some of the elements of this IEC Publication may be the supject of
patgnt rights, held responsible for identifying any or all such patent rights.

A PAS$ is a-tech specification not fulfilling the requirements for a standard, but|made

availaple tothe public.

IEC/PAS 62814 has been processed by IEC technical committee 56: Dependability.

The text of this PAS is based on the This PAS was approved for
following document: publication by the P-members of the
committee concerned as indicated in
the following document

Draft PAS Report on voting
56/1479/PAS 56/1490/RVD

Following publication of this PAS, which is a pre-standard publication, the technical committee

or subcommittee concerned may transform it into an International Standard.
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This PAS shall remain valid for an initial maximum period of 3 years starting from the
publication date. The validity may be extended for a single period up to a maximum of
3 years, at the end of which it shall be published as another type of normative document, or
shall be withdrawn.

@%
¥
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INTRODUCTION

Technological growth is accelerating; development cycles for products are becoming shorter
and shorter. At the same time software is taking an increasingly important part in the control
and functionality of products and in integrating the functions of hardware components. The
disciplined development of software has been going on for more than 40 years and software
is now available in many forms and formats. Apparently, the cost of software development can
easily be amortized if it is embedded as often, and in as many different products, as possible.
This potential benefit of software reuse should at no time be at the expense of dependability.
Dependability is the ability of a system to perform as and when required to meet specific

objectives under given conditions of use.

Any |1novat|ve product that has matured enough to hit the shelves needs a rnew and
progrg ' ry for
newly are is
embedded) to be accepted and sold. Therefore and its
compq e and
its colnponents have been assured for many decades. This dization of
softwe dware
compg

The de rming
the dg t may
be p¢d other
applic w and
better ndamental to provide the certainty that
reuse and does not need to be re-designed
from ombined if required. Therefdre an
adequfate test process pufpose and the different application
configuration in combination further used components is ngeded.
Altogdther, testing of suftwa aining reused components is an important |target
to be reached.

An adgditional, im@ Y idered is the energy efficiency and eco-friendliness
of hagdware prod oftware. Reuse of a component with a bad gnergy
consu i s bad behaviour, and thus negatively impact the|entire
energ em that is composed of such components; the same way
as an impacts the dependability of the system into which it will be
built. egused software should not result in a product consuming more
energ nergy-efficient product on the market.

This |publicly’\~available specification (PAS) addresses the functionality, testind and
dependability. of software components to be reused and products that contain software|to be
used |n<mgore than one application; that is, reused by the same or by another development
organ 79Hr\n, rngarrllnec of whether it hnlnnge tothe same aor another Iogal nnfify thanthe one

that has developed this software.
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DEPENDABILITY OF SOFTWARE PRODUCTS
CONTAINING REUSABLE COMPONENTS -
GUIDANCE FOR FUNCTIONALITY AND TESTS

1 Scope

This publlcly avallable specmcatlon mtroduces the concept of assurmg reused components

enging

compgsite systems containing such components in evaluating reuse
dependability.

Focus|is on the dependability of software reuse and, thus, thl 652309
which|exclusively considers hardware reuse. In addition to i - d IEC
standard, the present PAS also crosses further, appropriate 2 to be
applie}i in the development and qualification of softwa a to be
reused and products that reuse existing component therkwo i asses

relatedl tests. Their performance and q fication of the receiving system
is subject to existing standards, foxK examp 0111, IEC 61508-3 [01] and
IEC 61508-4 [03]. The process frame X207 JO04] on systems and software
enginIering and ISO/IEC 25000 [01 aspects of dependability on software

the features of software components for reuse, their |nt atjon into th receiving system, and
oy

engingering apply to this PAS.
The fdurpose of this PAS_i malysis and tests that the functionality,
depenldability and ecodfti i ew.prodyct containing reused software compdnents

is comparable to a prpd i \y Rew xcomponents. This would justify the manufgcturer
providing the n by for the functionality and dependability of a
produ¢t with reu et of hardware/software has a unique relatignship
and ig governed by df afio, the dependability determination has to copsider
the upderlying of d. Dependability also influences safety. Thefefore,
wherejer it see aspects have to be considered the way IEC 6(3300-1

addre$

This PA
comm

be\ applied in producing product-specific standards by teghnical

This HAS is not inteded for certification purposes.

2 Normative references

The following documents, in whole or in part, are normatively referenced in this document and
are indispensable for its application. For dated references, only the edition cited applies. For
undated references, the Ilatest edition of the referenced document (including any
amendments) applies.

IEC 60300-1, Dependability management — Part 1: Dependability management systems

IEC 62628, Guidance on software aspects of dependability

1 Numbers in square brackets refer to the Bibliography.
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IEC 62309, Dependability of products containing reused parts — Requirements for functionality
and tests

3 Terms, definitions and abbreviations
For the purposes of this document, the following terms and definitions apply.

3.1 Terms related to software engineering

311

software

progrgms, procedures, rules, documentation, and data of an information pyo em
Note 1 o entry: Software is an intellectual creation that is independent of the medi rded.

Note 2 [o entry: Software requires hardware devices to run, to store, and transmitdata\

Note 3 fo entry: Documentation includes: requirements specifications, desig icati urce istings,
commepts in source code, “Help” text and messages for display at i allation
instructjons, operating instructions, user manuals, and support guides

3.1.2
embe¢dded software
softwgre within a system whose primary purpose

EXAMPLE Software used in the brake controksyste medical
health-¢are.

3.1.3
softwpare unit/software module
softwgre element in prggra
documented and test
softwgre function

be separately specified, compiled,
Wity to achieve a desired outcomg of a

Note 1 fo entry: T ents of
one angther in differ dized.
314

softw

softwa ration
manag;ement proce

Note 1 :  Algoftware_copfiguration item can consist of one or more software units to perform a software

function.

3.1.5

softwaréefunction/(software) function block
elemewmmuwwmmmmmmdeﬁm¢as per

stated requirements to fulfil a well-defined user or system function or a part of it

EXAMPLE Calculation of sinus of a given angle is a function block of a unit to calculate trigonometric functions;
giving the address to buy a ticket is a function block of a web portal.

Note 1 to entry: Software units consist of function blocks.

Note 2 to entry: A function block contains input variables, output variables, through variables, internal variables,
and an internal behaviour description of the function block.


https://iecnorm.com/api/?name=c329892111993cc96782c2d40670ccb0

PAS 62814 © IEC:2012(E) -9-

3.1.6

software system

define

d set of software items that, when integrated, behave collectively to sati

requirement

sfy a

system

EXAMPLES Application software for accounting and information management, application-oriented
software for text processing / performance analysis / programming tools, system software for linking library
functions.

3.1.7

(computer) program
set of coded instructions executed to perform specified logical and mathematical operations

mer or

enable

br input

nslator

ons or

ion

when

on data

Note 1 |to entry: Programming is the general activity of software development in which the_prograrn
computer user states a specific set of instructions that the computer has to perform.

Note 2 |[to entry: A program consists of a combination of coded instructions apd\data d

computer hardware to perform computational or control functions.

3.1.8

program code

charagter or bit pattern that is assigned a particular mea omputer prpgram
in a pjogramming language

Note 1 fo entry: “Source codes” are coded instructions and data de€finitions expre

to a trapsducer, that is, assembler, compiler, or other translato

Note 2 fo entry: “Object code” or “binary codge”

and is ready to run.

Note 3 |to entry: “Coding” is the process of

descripfions into a programming language.

Note 4 jo entry: A programminrg

3.1.9

product line

collection of sys

3.2

3.21

software de

ability

3.2.2

reuse

ability| of (aycomposite system containing reusable components to perform as and
requiredfo meet users’ service needs

3.23

software fault

bug

error or flaw in a software item that may prevent it from performing as required

Note 1 to entry: Software faults are either specification faults, or design faults, or programming faults, or
compiler-inserted faults, or faults introduced during software maintenance.

Note 2 to entry: A software fault is dormant until activated by a specific trigger and usually reverts to being
dormant when the trigger is removed.

Note 3 to entry: In the context of this standard, a bug is a special case of software fault, also known as latent

software fault.
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3.24
software failure
failure that is a manifestation of a software fault

Note 1 to entry: A single software fault will continue to manifest itself as a failure until it is removed.

3.2.5

validation

confirmation by examination and through provision of objective evidence that the
requirements for a specific intended use or application have been fulfilled

Note 1 to entry: Validation answers the question whether or not the right software has been developed.

3.2.6

verifi¢ation
confirmation by examination and through the provision of objective
requirements have been fulfilled

Note 1 jo entry: Verification answers the question whether or not the develoged so

3.2.7
qualiffcation
procesgs of validation and verification (V&YV), used to

of megting its specification for all the required conditions

3.2.8
quality target
specifjed level of quality as a goal; wherever possiy

iability ite S\ >
cyclomatic complexity of a software tqit/be kep bIo

EXAMPLE The overall reliabilit, Ent that

3.3 |Terms related to

3.3.1 Q
softwhre reuse

using |a software 3
problgm in order {0

ferent

Note 1 fo entry! i i “heritage” and “legacy” software, and it is refined into categories:|“black-

box”, “white-hox Q natic”, and “accidental” reuse (see 3.3.12 to 3.3.16).

Note 2 jo entry: i “software reuse” is “software one-use” that requires being developed from scratch.

EXAMPLE SomeAd ed software routines, such as security codes, are not designed for reuse; they dre one-
use comiponents.

3.3.2
software (reuse) asset
software configuration item that has been designed for use in multiple contexts and domains

EXAMPLE 1 Design, specification, source code, documentation, test suites, manual procedures, etc.

EXAMPLE 2 Availability of the information that a specific navigation function uses an algorithm based on Kalman
filter.

Note 1 to entry: Also a software-based or software-oriented knowledge is an asset.

3.3.3
context
software environment tied to mission and software requirements
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3.34
domain
problem space or application area

3.3.5
software reusability

degree to which a (reuse) asset can be used in more than one software system or in building

other assets

Note 1 to entry: In a (reuse) repository software reusability represents the characteristics of an asset that
easy to reuse vertically or horizontally.

make it

Note 2 fo entry: Usability is a measure of software unit’s or system’s functionality, ease of use, and efficien

3.3.6
(software) component
constifuent of a software system with specified interfaces and explici
depenldencies

Note 1 jo entry: A software component can consist of one or more soft

EXAMPLE 1 An individual component is a software package, a web
related [functions (or data).

3.3.7
(software) component off the shelf
COTS
commercially available components
Note 1
Note 2

Note 3
applica

Note 4

Note 5
for cusf

EXAMPLE 3 t is used to create software, but is not part of a composite software system
COTS software; it is a development tool. However, development environments with runtime modules are
istal Basic™, Sysbase™), or information retrieval applications (e.g., hypertext and data mining tg

cy.

omain

ction.

A set of

d-alone

e need

ion for
TS.

s, etc.,

is not
COTS
ols), or

m utilities (e g for file operations and memory management)

3.3.8
glue code
software that intermediates between the reusable component and the receiving system

3.3.9
connector
interface elements of composite system to receive reusable components

3.3.10
wrappers

additional software to complete the functional and interface requirements if they are not

priorly fulfilled
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3.3.11
(reuse) repository
storage of a collection of reusable components

Note 1 to entry: In a narrower sense, “software libraries” have the same function as software repositories, e.g.,
building sets of reusable software units such as trigonometric functions.

3.3.12
accidental reuse
reuse without strategy, typically reusing software components not designed for reuse

Note 1 to entry: Also known as “ad hoc” or “opportunistic” reuse.

3.3.13
systematic reuse

develgping software components intended for reuse and/or buildi from
those |reusable components, following a formal plan of product ling anned
reuse’

3.3.14

adaptjve reuse

using | previously developed software that is modi new
applicption on a different operating system

3.3.15

blackibox reuse

reuse |[of unmodified software components i ng software components|into a

new application without modification

3.3.16
whiteibox reuse
modifying and integrati s into new applications
3.3.17
verticpl reuse
reuselin the sameAom

3.3.18
horizgnt
reuse |indiffexent domains

3.3.19
internal reuse
in-holisé reuse
reuse

3.3.20
external reuse
reuse of a software unit of another company, or government unit

Note 1 to entry: A “third party software” is usually written by another company as a legal entity. It incorporates
external reuse if it will be used in a context or domain other than that for which it has been designed and
developed. It can be, however, also a dedicated, one-use software component.

EXAMPLE 1  Open-source software (OSS), mostly for external reuse.

EXAMPLE 2 A service-oriented architecture (SOA) can operate on components in internal or external reuse.

3.3.21
heritage software
inherited software reused from a previous mission that has currently been in usage
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3.3.22

legacy software

software reused from a previous mission that has currently been out of usage, or in restricted
usage

3.4 General terms

3.41

component to be reused

software component that is intended to be reused in a different context or domain other than
its original development context or domain, by any kind of software reuse

3.4.2
reusaple component
softwgre component to be reused after being qualified for reuse

3.4.3
receiying system
softwgre system in which reusable component(s) will be inte

3.4.4
integnation of reusable components
process of installation/assembly of reusable cory
integr

uding

3.4.5
comp
final s

3.4.6
qualif
comp(

3.5
COTS
GOTS
FB
FTA

technology

KSLOL < /Kilo-(thousand) source lines of code

0SS Open-source software

PAS Publicly available specification
RBD Reliability block diagram

SOA Service-oriented architecture

4 Dependability of software reuse methodology — Reusability-driven software
development

4.1 General

Software reuse has many facets; the practical and relevant kinds have been defined in 3.3. A
general taxonomy of software reuse is included in Table 1, which uses the following seven
aspects for a thorough, exemplary classification [06].
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reuse assets and entities can be product-oriented and, thus, concrete, such as
components; they can also be ideal, such as concepts, ideas, algorithms, etc.;

domain scope refers to application area (3.3.17 and 3.3.18);
development scope refers to origin of the component (3.3.19 and 3.3.20);

additional work required prior to reuse is referred to by modification (3.3.14, 3.3.15,
3.3.16);

whether and which kind of work is to be done in performing reuse is a managerial aspect
(3.3.12, 3.3.13);

reuse approach is compositional if existing components are reused (such as the Unix
shell); generative reuse requires application or code generators (such as refine and meta
tool);

difect reuse approach requires no "glue code" that intermediates between the, relisable
component and the receiving system, indirect reuse necessitates\an inte i
(414).

Table 1 — Summary of reuse classifiCation

w

Reus Reuse entity Domain Development Modificati nagement Aplproach
asse scope Scope

Ideas,

concepts

Architectures Vertical Internal daptive \&cidental Compositional
N\

). 4
Artefacts, Requirements Horizontal Exterqal BIa@ox Systematic Geherative
components

Procedurg

skills

Designs l Ww Indirgct

»

Specifications (\ ) Diregt

Object code N

\
Source code /_\ \) X
AN )

N

Test cases L

Claus
achie

Software reuse is thexprace
buildin

should be

fcreating software systems from existing software rathgr than
stems from scratch. The vision of software reuse is as old as software

itself 1+ it'w ed aJready in 1968, in the year as the term “Software Engineering” was

coineq i titutional NATO conference in Germany [07].
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Component-Based
Development

Commercial / ] ‘
Governmental off Service-Oriented
the Shelf Software \ / Systems
Design Application

Product lines

Object-Oriented / \ Aspect-Oriented

Programming Developmey/\

Patterns

Program
Generators

Figure 1 — Approaches to softwave r e and its eléments

Software reuse is not limited to the sou L cade; it hag, moreover, to considef all of
the ipformation that is related P generating processes, includingl also
requirements, analysis, design, documients, and, te ases apart from the code (Figyre 1).
Examples of well-known, widely accept f are reuse are [08]:

— Cdmponent-based de i RBDY: ing Systems by integrating componen{is that
copform to system’s ificatior

— COQTS integratiqn: € i ciabhcomponents.
— Service-orien ' : Buildi -

- Pr oduce

co
- Ap bcture
SO ferent

cu
— Ohj
da

— Asppect-oriented software development: Weaving shared components into an applicafion at
diffefent places when the program is compiled, if separation of concerns is feasible.

sist of

4.2 Dependability methods for reuse

As hardware reuse (IEC 62309), also software reuse, whether involving home-grown or COTS
components, certainly promises lower cost, better dependability, thus providing a decrease in
risk, increase of productivity, and, consequently, considerable potential for a less stressful
development process.

During the last decades much research progress has been achieved to technically master
software reuse by industrial best practices. However, software reuse has proved to be
complex and steadily evolving with the progress of software engineering so that it needs
appropriate methods and techniques for dependability assessment and assurance.

The applicability of the conventional dependability techniques to the analysis and evaluation
of software reuse is limited. A common recommendation for software reuse is to constraint the
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reusable software components to perform only one function completely. This restriction is
supposed to ease the implementation, deployment, and maintenance of reusable components
and composite systems that contain such components. Furthermore, deviation from such
restriction could have adverse effect on dependability due to the possibility of errors
introduced into the software during implementation or maintenance. This requirement “one
component — one function” is, however, a severe constraint that limits the scope of software
reuse, and is thus difficult to be accepted by the industrial and commercial software
development and marketing, where rather universally deployable components are more
attractive.

During the last years, specific methods provide effective and broadly well-understood and,
thus, '-m(‘pln’rpd solutions for dnpnndahilify assurance. pepp(‘ially (‘nnm:\rning functionali y and
testing of software. A selective amount of them are appropriate reuse
depenldability analysis and evaluation, applicable to both reusable compahents arnd~comjposite
systems. Indeed, many factors influence the dependability perfor ife [cycle,
includjng the early stages and implementation and integration phase

Figurg 1 includes constructive methods and approaches that hé& ile producing
reusable software, which is the best way of fault handii 5 nalytic
methods are necessary to detect and eliminate faults tha G trsting
and tgst case generation, these analytical approache i ode (if avajlable)
leading to white-box testing, or software specification g g ile\leading to bla¢k-box
testing. Grey-box testing combines both approaches. 2 of theeffectiveness of|a test
set in|fault revealing, coverage-oriented 2| i esratio of the portion [of the

specifjcation or code that is covered ilé testing to the uncqvered
portioh. Examples are: CO test, C1 te -box testing), or causeteffect
analygis and operational profile analysisk ing). Belief is, the higher the degree of
test cpverage, the lower is the risk of hayi ifi sftware artefacts that have nof been
sifted [through.

To avpid singularity ofNest™cas ' 3 i ormal (e.g. sound mathematical methods)
are rgcommended, suc S S i nodel-based testing, and formal propfs of
progrgms. Finall 30ds tistically evaluate software based on tedt data
recorded during%é\s}m more\precisely\theMiumber and time intervals of failures triggefed by
test cases. Thus, Wjth » is dlso pOSSIble to determlne the rel|ab|I|ty of software
reuse{ Annex B, Ar

When| consideéri 3 2bili , it is essential to include the operation and
maintenance stage i alysis of composite systems, such as legacy or haritage
softwgre ¢ performance and dependability of service of reuse shodld be
continuou lysed and evaluated.

4.3 |Dependability<related objectives of software reuse

Reusd dependability is the ability of a composite system containing reusable compongnts to
perform as and when required to meet users’ service needs. Thus, for fulfilling the
requirements of assessment of reuse dependability, the identification and deployment of the
relevant methods and techniques of reuse dependability are indispensable.

Several activities influence the dependability of reuse, including the following ones:

— development, operation, and maintenance of reusable components as reuse assets and
composite systems with reuse assets;

— management of practice and assets of reuse.

The dependability of the composite systems with reuse assets is influenced by following
factors:

— software functions to serve and satisfy user needs;
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— dependability of these services.

The present document focuses on requirements on functionality and tests of software
products containing reusable components.

4.4 Ingredients of software reuse and hypotheses for reuse dependability

Software reuse, that is, the use of existing software components or knowledge to build a new
software system, is supposed to realize benefits such as improved productivity, but also not
negatively impact the dependability. Figure 2 summarizes the reuse process that consists of
identifying an appropriate reusable component, its analysis, and integration into the receiving
system.

Component Adoption

Identify
Reusable Component F— &
; Analyze

ntegrate

Figurg 3 dep; ¢ of a reusable component into a receiving system to proquce a

compg@sit ess requires that both parts be “prepared,” e.g. by conngctors
and glue 0), which means additional work and, thus, additional dependability
risks.
Connectors
1, 4
Receiving \ Glue Code Reusable

System Component

e
N

Figure 3 — Integration of the reusable component

Approaches to measure the software reliability are available. The relationship between
hardware reuse and dependability has been pursued, for example in IEC 62309. The
desirable, however, naive demand about reuse can be stated as follows [06]:

“Increased software reuse can significantly improve the dependability of a software system.”
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This desire necessitates fulfilling following preconditions:

— D1: Reusable components have to be more dependable than their one-use equivalent.

— D2: Composite systems built by reusable components have to be more dependable than
its equivalent built by one-use components.

— D3: Generating a system from a high-level, user-oriented, behaviour-based specification
realized by reusable components has to be more dependable than one built by hand.

To make these requirements operable, D1 and D2 can be studied by means of reliability
measures that can be determined using software reliability models that are available for
mdustrlal practlce (AIAA R- 013 1992 [10], IEEE 1633-2008 [08]) It is ewdent that, from the
view p of the
receivjng system, are to be considered as a part of the reuse process. T nced
by thg reliability of the glue software to an extent that is comparable of the
reusalble component.

D3 copcerns the domain which can be judged best by the end idering

also the domain of the composite system. See Annex D for pra

5 S

5.1

51.1 General

Depern g € reuse.
Pre-store and pre-use characteristics ild- Id-by-
reuse |should be distinguished.

Anothger point covers ptions
and rules to improve ftware
interagtion is tak@

Archit=cture is the Ke ucture
to con those
eleme| e—hierarchical, centralized (star form), or decentrdalized
(neth ofined as consists-of or neighboured. Architectural elements
canb K,Service-Oriented. It is important for reuse that the software architecture
shoulq & ; Soi ign and specification of interfaces and their dependability-¢ritical
featurg it \enabJés evaluation, selection, acquisition, and integration of reusable

comp(

While [planning substantial reuse of their software components, software engineers arg often
over|y npfimiefir\ r\nnr\nrning how much reusable funr\finnnlify can-be achieved. Reuselis not
an ultimate saver of costs, schedule, or dependability. Even COTS deployment often satisfies
only less than 40 % of the functionality of an industrial application.

Also important is the addressing of the critical non-functional requirements, that is,
dependability and quality, which certainly result in schedule and cost impacts, and, caused by
poor dependability and reliability, maybe invoke severe safety and security risks. Note that if
the functional and interface requirements are not fulfilled, glue code (3.3.8) and wrappers
(3.3.10) are to be planned, specified, designed, implemented, and carefully tested.

“Software-by-reuse” is the use of existing applications or their components to build new
applications. It is widely accepted and convenient to consider software reusability from the
following viewpoints.

— Build-for-reuse enables planned production of reusable components.
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— Build-by-reuse attempts planned production of systems using reusable components.

Both of these viewpoints focus on characteristics of reusability that are to be checked before
storing the component and before reusing it in a new product.

Following recommendations do not address only internal reuse; they can easily be adopted
also for external reuse.

5.1.2

Pre-store characteristics of reusability

Before storing a component for reusability, following characteristics are to be considered as to

wheth

or and how to use it in other svstems 121 (Fiaure 4)
J L J\ ~J 7

lan
in

Ease-of-modify < AN AN
Universality \We

Ease-of-tes
lagity
Reusability Interoperability Cg?ﬁﬁgfjﬂ;"
N
mpliagce

Data
Commonality

Software/Platform
dependence

Hardware/Environ-
ment Independence

documentation of the component. The most important factors are ease-of-unde
ahd ease-of-analyse;

yin a
to be
tics:

priate
rstand

ease-of-test requires availability of appropriate test criteria to generate test cases, and

test oracles to justify the decision whether or not the modification achieves its
required by both reusable components and new system’s specifications (B.1).

goals,

e Interoperability is defined over the ability to communicate with other systems to adapt and
communicate, and requires following features.

Modularity is an architectural property of software being composed of units th

at are

functionally independent from each other in the sense that a change in one component

has minimal impact on other components.

Compliance requires the component follow existing standards and de-facto standards,
i.e., state-of-the-art rules methodology or best practice techniques. It concerns

primarily interfaces, protocols, bandwidth, and data structures used, among
things.

other
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e Portability is defined by the ability of software to operate on different platforms and
requires the independence from software and hardware resources, e.g., from programming
languages, operating system characteristics, etc., and operating hardware and application
periphery, e.g., processor’'s word length and speed, environmental influences (e.g.,
electro-magnetic emissions).

5.1.3 Pre-use characteristics of reusability

Prior to reusing a stored component, it will be retrieved from a library or repository, and,
likely, modified to satisfy the receiving system’s requirements. Accordingly, functionality
characteristic is the major pre-use factor to be checked. In addition to the pre-store
characteristics (Figure 4), pre-use process has to check the following sub-characteristics to
validafe functionality.

— Syitability is the ability of the component to achieve the receiving g¥ys ments
and expectedly produce the results (outputs and behaviour) of the

— Adcuracy is the precision of the results expected from the reused, co

- Cd ds the
composite system has to follow, perhaps in addition to a S -store
prpcess.

5.1.4 Build-for-reuse

To avoid dependability and productivity risks, reu € uality.

Poor |quality, and the risks associ quality

compgnent is reused. To avoid those ri quires

some fextra effort.

Build-for-Reuse

Identify the
objectives of
the reusability

Check
Compliance

1
1
Take the gampo- i
| ] : | Repository/
i : Market
i : of Reusable
i : Components
i i ;
| i
i ! Reusability }
i i test passed
i Dewelop indepen- e -
i Ent SUb-compo- i 1
i nents & integratej 1 I
them to build the Potentially 1 Pre-store 1
Reusable 1 Send to the
AR Components 1 Procese : <|: library /
1 1 market
A v 1
i1 . 1
Validate the sub- i Reusability i
componets & vali- i Characteristics :
! date their integra- } !
| tion to build the Retest : : :
| component by — '
| ™ Reusability -
e e e e e ~ | Test 1
i1 1
b

Not Delivered ‘ Reusability A
reusable / Software test failed
One-use Component
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Legend |:| Process steps, activities {:> Results / triggers, information

Figure 5 — Build-for-reuse framework

Figure 5 summarizes the stages of the development of reusable components having some
differences from the common software development [12].

— In the planning phase, the objectives of the reusability to enable the component extraction
are defined. The component to be reused will be identified. Domain analysis provides
precise explanation when/where/how it will be reused, and, if possible, the domains where

- Dg

it should not be reused will be listed.

— In|the requirement phase, decision will be made whether to build the component for[reuse
or|for only one-use. The reuse library and the market are checked ,a vether'guch a
component already exists.

ring analysis, design, implementation, and test phases, the § ics are
considered and assured (Figure 4, 5.1.2).
— In|the pre-store process, the characteristics (Figure 4) o S are extfacted

tolassure its qualification for use in different system(s):

— In|reusability test, pre-store characteristics of thg )
is [to be transferred to a library or a repositor i g consideratiop in a
market.

As a nesult of the build-for-reuse process, twossoftware products are delivered at the ppint in

time “Delivered Software Product” (Figuxe i — even though those tw

literally identical. The first one is the fequired for the market (the component

centrg of Figure 5). The second one is\the omponent deployed in the specifidg

posite[system.

5.1.5 Build-by-reus

Reusgbility neer ncept to select, modify (as little as possibl

test, gnd deploy areusa igure 6 summarizes the stages of the develo

of rey S following differences from the common so

develq

- In e availability of reusable components should be checke
if avai

reuse,\or the rquirements of the new, composite system should be validated (g
market by the test in build-by-reuse (5.1.2 and 5.1.3).

o are
in the
com-

P), re-
pment
ftware

i and,
Ild be

Id-for-
n the
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Build-by-Reuse

Planning

Requirements

Identify the
objectives of
the reuse

Retest

Legend

5.1.6

eps, activities

Delivered Software
Product

|
E Analyse & adopt
! Analysis & the design of the
Hepository/ I Design consigered comnpo-
Market €« ! s within the
of{ Reusable E xadesign
Cemponents i
i
i
Take from !
repository/ !
market |
| R \
[ | i htegrate the cpm-
1 ; ponents into the
| Pre-use Reusable receiving system
| Process Component
I
I
I

Validate the sygtem
& the integratiop
of the components

Composed by
reusable partg

@ Results / triggers, informatio

Figure 6 — Build-by-reuse framework

dild-for-reuse” and “build-by-reuse”

=]

The trpasfer from “for-reuse” to “by-reuse” realizes the link between the development “for-use”

and

2 - £ - £ £
y=use—andisof greatmportanceforthe—success of reuse:

This—tmkcouptesfigure 5

and Figure 6 producing Figure 7, which summarizes the entire reuse process. The coupling
link is located in the centre of Figure 7 and consists of three elements:

— Pre-store process,
— pre-use process, and

— storage of reusable components.

Figure 7 reveals also the main steps of the reuse process and also its requirements:

understand — analyse — modify —

test
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As explained in 5.1.2, ease-of-understanding, ease-of-analysis, ease-of-modification, and
ease-of-testing are the key factors to ease-of-reuse of a component. They enable the
selection and analysis of components to be reused in a new system (B.1).

@%
¥
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Note that during its life cycle a reusable component encounters two types of modifications and
thus two types of tests. The first to satisfy and assure the characteristics required by the
library and/or the market and a second type of modification and test are then necessary prior
to its deployment after it has been removed from the storage. Note also that the first
modification and test aims at generalization of the component, whereas the second one aims
at specialization of this component to satisfy the requirements of a new system in realizing
another application in another domain.

5.2 Validation, re-validation and reliability of software reuse

The most common form of reuse is using software developed for one-use in a new
application, which is, accidental reuse. One of the major objectives of the present PAS is to
warn {he managers that this Kind of unplanned reuse can be a poiential minefie €cguse it
can cause the inheritance of all the problems of the pre-existing software in~the neapging of
only gl few of its benefits. Many managers, while planning for software feuse, forget) that both
the rgused component and the composite system are to be tested in ¥ domain.
Experlence reports say that reusable software can cost 60 % mdte one“usge software,
wherepy a good portion of additional costs goes to testing.

Software reuse involves redesign, reimplementation, and re>estint i i if the
existing functionality does not fulfil the requirements o ask\begause it reguires
reworking to realize the new function, and, prior to i si everse engineefiing to
undergtand its current functionality. The design charge te S 9 entation. Exhajustive
re-tesfing (as a kind of regression testlng) is 2 alidate the functionality pf the
reused software in the new domaé i not redesign and
reimplementation are needed.

Following undesirable events/situatigns, ed by managerial misjudggment,
negatively influence the dependability

— failing to select the right componen e wrong selection criteria;

— failling to justify and"s i ¢ r extent of the modification of the sefected

— failing to jus j or“and/or extent of the maintenance of the se]ected
component duri i

To avppid such undesira ign, re-implementation, and re-testing activities can be
clustefed in fg i

e Rdd

— | archi \ esigh modification: detection of architectural design part(s) [to be
modifiedy” reaNzation of the modification, re-validation of the entire architgctural
design;
— | detailed redesign: detection of design part(s) to be modified, realization ¢f the

modification re-validation of tha antira-desian-
HecHHEaHOR— VaHeaHOR-6+HA AHH-8-G8S+gh-

— reverse engineering: detection of the part(s) to be modified, which are not familiar to
developers; understanding, modification, re-validation of the entire component;

— re-documentation: detection of the part(s) to be modified, modification, re-validation of
the entire document;

e Re-implementation requires re-coding, code review, and unit testing (IEC 62628).
¢ Re-testing activities can be clustered in following groups (B.1):

— testre-planning

— test procedures to be altered:

— re-integration testing

— re-release and re-acceptance testing

— test drivers/simulators to be altered:
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— testreports to be rewritten.

Fundamental facts influence dependability, especially reliability when using commercially
available components, e.g., COTS components for software development (B.2, Annex D).

— Very often no source code is available, thus there is no way to correct a detected fault.
This is a great restriction that prohibits application of the most widely used reliability
models (“reliability growth models” (AIAA R-013-1992 [10], IEEE 1633-2008 [08]) that
require perfect correction of detected faults.

— If source code is available: Note that COTS software is no longer COTS after its source
code is modified to correct a fault detected because the COTS supplier no longer
maintains the documentation and source code (just as electronics equipment warranties
arg no longer valid after a seal is broken). Furthermore, the modificatio can violgte the
original software design. From then on, modified COTS software i andled |as an
accidental reuse.

5.3 |Naive assumptions and rules for improving software reuse de

Commercially available software components for reuse, eg. j p dress
commpn needs, and the arguments for them often induce i should
be, hgwever, seriously questioned [13][14].

— “CJOTS software contains fewer faults than the opfie-use S, ity i s kind
of |software is made by regular developers ang i ' bject to having bugs.

- “S i is also
helr ind of
sof

- “G ople’s
SO cess.

- “C itional
eft

The fd

[ ]

which

outputs;

— Lhave a visible architecture that can be identified and easily understood;

— have been on the market for some time and equivalent alternates are available from
competitive sources (then look for likely industrial standards).

5.4 Dependability and reuse aspects of software/hardware interaction
5.4.1 General

It is described which limitations for reuse could occur with upgraded software and
remanufactured hardware. There might be limitations due to incompatibilities between
hardware and software, dependability or the ecological properties like energy consumption.

5.4.2 Reuse of software with an upgrade / remanufactured hardware

Updated, refurbished, or remanufactured hardware means in most cases the reuse of
software that might not be compatible with the new hardware. An upgrade of the software will
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be required due to changes and new features or to avoid other side effects, for example
different word lengths of the present and the new processor, or electro-magnetic compatibility,
or too high energy consumption. Software could also be combined with the reuse of some
refurbished hardware components, which might not be compatible with a new product.

5.4.3 Limitations of hardware

In those cases where the hardware of a product or a system remains almost the same and the
system is only checked for quality purposes, two documents are important: The device master
record (DMR) and the device history record (DHR). DMR describes the total documentation of
the manufacturer, mcludmg the requwed updates the DHR descrlbes which updates have
alread 3 ) ) 3 he necessary
install tlons and updates are managed to guarantee the state of the art he system|to be
resold. The state to be achieved has to be the same as if the product w bn the
market the first time.

5.4.4 Limitations due to incompatibilities

Also ipcompatibility of the software to networks or externa ) ¢ limitations.
Thesel cases can violate dependability requirements, or it$ig eco m|cal to epforce
compatibility.

5.4.5 Dependability, energy consumption and e

Embe¢ded software, e.g., wireless se
the sensors plugged in, sensors get pov
alive ps long as possible, it is very im ve energy while the netwprk is
functioning. For this purpose, energy-effici are available. The situation is gimilar
for software embedded in gqui . Another example is software that
contrdls technical S | S gregn-house gases emissions and wast¢ and
pollutants production. Trad 3 IS\ M eCessary between energy efficiency, sus-
tainabjility, and dependakilit ifem *g.._concerning workload balancing and lifecycle

extengion. It is ali| th i niNor the dependability of the entire system to haye the

ost applications do nof have
ey carry. To keep the network

softwgre that co Qit ‘all possible power-savings features of the hardware
and controlled de

There a better energy consumption goal; for exampfe, by
sparin i | a g commands, avoiding excessive transport of large amoynts of
data, i are routines that do not do this. All these operations, exgcuted
by re ¢ W an cause more energy consumption than necessary. Thernefore,

softwa 3 oritically checked and made lean wherever possible. Knowle@ige of
the op i conditijons’of the hardware components is necessary.

6 Software reuse assurance

6.1 General

In Clause 6 the validation and the qualification of components to be reused for build-for-reuse
and build-by-reuse are explained.

Software components that are to be reused should be qualified and the qualification process
should be documented in accordance with ISO/IEC 12207 [04]. The context and domain of
reuse and operational and/or embedding hardware are to be identified.

Dependability and safety requirements and potential exceptions should be specified; likely
conflicts between those requirements are to be identified and solved.
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6.2 Build for reuse — Validation and qualification of components to be reused
6.2.1 General

The manufacturer of reusable components and, wherever possible, the reusing party should
together specify the functional properties of these components and should identify the quality
targets in accordance with ISO/IEC 12207 [04]. Design, redesign, test, and re-test issues are
to be defined (4.2 and 5.2).

Any modification and additional software, including wrapper and glue code necessitated by
reuse, might influence dependability, safety, and/or energy efficiency. They are to be taken
into account and checked. Conformance to and compatibility with hardware and overall

systerm requirements are to be validated.

6.2.2 Validation and qualification

The mjanufacturer of reusable components and, wherever possible\the re g party’$hould
together specify and perform the validation and qualification gro S\ ument
the te 3 y should
be inc

For e n, the
valida cturer of the reysable
compq party.
Recon dation
proceq taken
into ag¢count.

6.2.3

The manufacturer of r neQts or thefeusing party should ensure that quantjfiable
quality targets a iabi sures
(Annek B).

6.3

6.3.1

Beforg i been
qualifi Y [04],
IEC 6

The manpufacturer of the receiving system and, wherever possible, the reusable component
shoulq todgether specify the functional properties of these components and should ident|fy the

quality targets in accordance with ISO/IEC 12207 [04]. Design issues should be defined.
Architectural issues, e.g., redundancy for realizing fault tolerance, to increase the availability,
and/or other aspects to meet the quality targets, should be considered during design and
implementation.

6.3.2 Validation and qualification

The manufacturer of the receiving system should specify and perform the validation process
and should document the validation results in accordance with ISO/IEC 12207 [04]
IEC 61508-3 and IEC 61508-4 [01][03]. Qualification documents of reused components should
be included in the qualification documentation of the composite system. Quality targets should
be validated.

The composite system should be qualified by the reusing party considering the documentation
of the components manufacturer in the light of the context and domain foreseen for the reuse.
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Recommendations concerning organization, characteristics of reusability and validation
process, test and re-test criteria, as explained in Clause 4 and Clause 5, should be taken into
account.

6.3.3 Assessment of quantifiable quality targets

The manufacturer of the composite system should ensure that quantifiable quality targets are
met, e.g., reliability measures, complexity metrics, and test coverage measures.

7 Warranty and documentation

7.1 General

For warranty life cycle, contextual criticality and the warranty period “areNi . The
produ¢t documentation is a basis for these aspects. Product safet \ to be
met. Uegal aspects cover the contract and product liability.

7.2 |Life cycle, contextual criticality, warranty period

The li me of
relea d the
warra dance
with th

7.3

The ¢ action
should dlso requirements pertaining fo the

operation description, tr i the product; also the content pf the
produ¢t manual should be docun

7.4 |Product s@

Safegparding basi f » protect human health and life and valuable goods,
relativie to the r|sk S endegree of safety expected from the product in qugstion,
shoulg i . : hould be executed by after sales control of the prgduct’s
behav|

7.5 |Le
7.5.1

The rqeuse/ofisoftwaré affects also legal issues regarding the deployment and marketing|of the
compgsite Systems. Some basic principles are outlined in the following.

7.5.2 Contractual issues

A composite system containing a reusable component should comply with the required
standard of quality.

Reused components may be subject to license restrictions. Even slight modifications of the
software component that will be reused in a different context may infringe third party rights to
this component.

NOTE The context of reuse is problematic in case of open source software that is not necessarily free for any
third party use, especially in commercial applications.

The reuse of a software component differs from a simple transfer of COTS software that has
been purchased and will be forwarded to a third party. Modifications needed to adjust the
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software component for reuse for the deployment in a different context may infringe the rights
granted.

Any reuse of software in a different context may also result in a loss of warranty rights or
guarantees granted by the original manufacturer of the software component to be reused.

7.5.3

Product liability

Any software component, which is not producing data for interpretation of a person, but is
generating direct physical effects, may be subject to product liability rules.As a result also the

safety

and integrity of persons and property within reach of the composite system should be
ad

obsery

The ¢
softwg
for a ¢
conte

3w

ontext in which a lower level of safety was required than the
t, should be re-qualified for the requirements of the new ¢on

eused
Elified
new
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Annex A

(informative)

General remarks on software reuse

Many efforts to reuse software have succeeded; there is an increasingly overwhelming
number of success stories available in literature. Almost all major companies and institutions
that deal with information & communication technology practice software reuse and report
about their success, e.g., Nippon Electronic Company, GTE Corporation, Raytheon, DEC, HP,
NASA,_and many maore [1R], [16] and [17]

Nevertheless,

the promises of decreased cost and
decreased risks, are not always realized. The frightening newsaabout\ regcent\dis
definitely caused by careless software reuse are still being warning i

attribdted to all software reuse. The failure of Therac-25

compagnent was carried over from a previous version of an X-r&
to malfunction, resulting in the loss of several lives in a terw

burned [18].

In the| Ariane project, failure of a reused software/ component caused’the loss of a

costing around half a billion dollars [19].

Thesel recent disasters as a consequence af
as a gonsequence of good reuse on the

not tI enhance and sustain conti

perspéctive.

reuse from a lucrative bu

one side and success S

ith and
oftware

thus
asters

chine
ctually

rocket

tories

actors in deciding whether or

Publish

siness

> Find

Consumer

Service
Registry /
Service
Broker

Figure A.1 — Service-oriented architecture

Not each “copy and paste” action, which programmers do daily when they construct their
programs, forms a software reuse this PAS has in mind. Also calling an internal or external
function and even a remote-procedure call is not necessarily a reuse this PAS would regulate.
All these examples suggest that the context and domain of the called software does not
change. Therefore, there is no need for them to perform pre-store and pre-use activities
described in Clause 5.
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Using a service in a service-oriented (SO) landscape or in “Common Object Request Broker
Architecture (CORBA)” is of more interest to this PAS because the context and domain of the
software that delivers a service might change. Indeed, Figure A.1 and Figure 7 both have
similar constellations concerning constructing, offering, selecting, and validating services. A
service has to be registered and “published” before it will be offered. Infrastructural services
are offered to realize a broker, etc. [20].

The safeguarding of basic dependability requirements to protect human health and life and
valuable goods, relative to the risks involved and the degree of safety expected from the
product in question, should be carefully taken into account when considering reuse of existing
software. Control should be executed by monitoring the product’'s behaviour in the field after
sales.

To sum up, before reusing a software component, the context and
should be carefully compared with the context and domain it is i
includjng the hardware and physical and organizational aspects [21

domain it was built for
S bdilt in,
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Annex B
(informative)

Qualification and integration of reusable software components

B.1 Testing issues

B.1.1 General

Systelmatic approaches to supporting compositionality during integration—testing enaple to
establjsh reproducible connections between test cases for component testing and_integration
testing. In particular, adequate coverage criteria defining objective integratioadesting stopping
rules are required.

A number of approaches suggest alternative possibilities of perfor ing. It is
widely recommended to proceed incrementally, that is, to dntegrate & Ep-by-
step. The reasons for avoiding the so-called “Big-bang” S egration testing)
concefn economic aspects as well as effectiveness. 3 all/software uhits in
one s|ngle step assumes each of them having alre X ely tested on it own,
thus réquiring the cost-intensive provision of a high amadu Qh-reusable stubs and dfivers,
to be fdischarged later on without further benefit( In addi onxipcremental testing ig likely
to legdd to a globally incorrect behaviot tianed “Big Bang”), extgemely
difficult to be diagnosed in terms of loca i.e., the fault(s) to be removed.

Alternptive to the “Big Bang”, increment o) for integration of components|exist,
which|may be organized

— in|a top-down fashion)\i.e.,N i them

— in|a bottom-up. fashi i;e.\integrating hew modules only after all modules they invoke
were alread

at the
hierarghical invo

— logical

— operati

With this in

— infegration testifyg approaches based on top-down increments will tend to tesf very
thoroughly the upper logical modules, at the cost of neglecting the lower operational

m dolac:
OoGoTCSy

— the opposite is true for integration testing strategies based on bottom-up increments,
which will tend to favour a more thorough verification of operational modules when
compared with the logical ones.

Both types of modules, however, may be significantly relevant for different reasons:

— by encoding the control logic of the design, logical modules are likely to contain the most
critical and complex faults and to require for such reasons to be thoroughly tested;

— on the other hand, even when conceived for re-use, operational modules may have been
experienced in the past only under very particular robustness measures or circumstances
preventing them from failing; identical defensive design conditions may not apply,
however, to future applications.
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In order to support extensive testing of both logical and operational modules, a compromise is
offered by the so-called “sandwich integration”, which combines top-down incremental testing
for logical modules with bottom-up incremental testing for operational modules before joining
and testing both “sandwich parts”.

B.1.2 Criteria for integration testing based on coverage measures

To measure the effectiveness of a test suite in revealing faults, mostly a coverage-oriented
adequacy criterion is used; this criterion uses the ratio of the portion of the specification or
code that is covered by the given test suite to the uncovered portion: the higher the degree of
test coverage the lower is the risk of having critical software artefacts that have not been
sifted through

Concdgrning the definition of suitable coverage measures for integradj i everal
approaches were proposed in the past. They mainly differ in the grantlarity ofktheundegrlying
interagtion concept. Assuming

— cdmponents to denote units of composition with contractua

— interfaces to denote access points of components,
sefrvices, then

— integration testing denotes the amount of tesfi '\ erned with exposing
“defects in the interfaces and in the interactions z

[t

The apove mentioned definition of inje \ : ed on
the cr|terion of exercising at least once al G g bpera-
tion cpverage). Such a simplistic view oKintegrati quent
sourc ; ented
comp? city of
potenti

— interface coverage

— event coverage, ns; in
other words once
(i.e. interface S hst all
passible events

— cagntext-depénde erayg tional
seguences’

— cdgnte : Y S\ B one
inferfaceNqnyadill | data
fl i

On the whaoley,a 2 e two

extremes of

- bl = ing into

account the component-specific behaviour triggering the access to such interfaces. As
commented above, this procedure is likely to result in a rather cursory test coverage;

— white-box integration testing, taking into account the complete control and data flow
within each component. This procedure, on the other hand, is likely to result in an
extremely laborious and inefficient phase, involving a considerable overlap with unit
testing and requiring source code information which in case of re-usable off-the-shelf
components may not be available.

For these reasons, the optimal level for the integrated system under test lies usually between
both extremes just illustrated and is carried out by

— grey-box integration testing based on an abstract representation of component
behaviour, typically a UML diagram, providing relevant information on components
interaction(s) without requiring full implementation details.
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Depending on the underlying abstraction selected, different model-based integration testing
strategies may be applied, like

— dynamic model-based integration testing, aimed at covering dynamic UML models like
sequence diagrams or collaboration diagrams (e.g. by requiring the coverage of
operational call sequences).

— static model-based integration testing, aimed at covering static UML models like state
diagrams or collaboration diagrams (i.e. by requiring the coverage of state-based
information).

The main I|m|tat|on of dynamlc model- based mtegratlon testing strategles is Ilkely to lie in the

— encoding component interactions by matching sta (so>called “trampsition
ma hines)
ar in the
in in the
in

Finally veyed

above| hite-box testing has begn and

still is 3f the effort once required. This| effort
concefns the identification of suitable test [ the target coverage as well @s the
verificpti j >eTva yting them. While this justification may
have applied in the past, I\is ile .\ést case generation techniques and tools
based| on evolutionary st i Q ha chieved the degree of maturity required for
being [applied to an industhia t ilethey are not (and will never be) able to guafantee
complete (i.e. 1) ) i ased on random algorithms), they can nonetheless
provide valuable™suppont 3 atic testing phase (including integration testimg) by
generating a numbe s\possible of test cases (i.e., test sequences with correspgnding
test data) capable s ing>coverage measures as high as possible.

B.2

Intensfive re S 3t was devoted in the past to the compositionality of reliability
estimae Y , resulting in a number of different approaches

bt SY ir-generatl-anrd-without
J J

focusing on specific software engineering aspects are often based on a Markov model of the
underlying component-based structure. An analysis of the sensitivity of system reliability to
changes in specific component reliabilities was carried out in [26].

Littlewood [27] considers the particular case of software systems and distinguishes between
inter-modular failure rates and intra-modular failure rates. It is questionable whether the
memory-less property (on which Markov transitions rely) always applies to systems.
Depending on the granularity of components, this property may be violated.

Successive research work considered also the issue of reusability of components as well as
of testing with respect to operating experience gained with them. [28] compares testing and
operational profiles observed in the past with usage profiles expected in future and suggests
evaluating the maximal relative deviation between past and future frequency of occurrence
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per demand. This measure allows deriving a conservative estimation of the overall system
reliability.

Saglietti [29] considers a similar problem in the light of individual software component
reliability estimations derived by analysing correct component-specific operating experience
by means of statistical sampling theory. This theory allows for an evaluation of testing with
respect to operational experience of reusable components in case the runs observed fulfil the
following conditions:

the selection of a run should not influence the selection of further runs;

the execution of a run should not influence the outcome of further runs;

ru
op
no

The a
syster
provid

It has
repreg
testing
of the

ns should be selected in accordance with their expected frequency of-eccurrence
eration;

failure (or at worst very few failures) is (are) observed during tg¢

phases (B.1); the latter support interactio
underlying component-based architectur

&

Huring

vative
on by

ct and
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cA1

C.A1.1

Today component engineering is gaining substantial interest in the sloftware
unity. In the real world, many software systems are developéd "ba@sed (OR’ reysable
compagnents. This annex reviews and identifies the testing and \n i issue

comm

challe

more

softwa
contin
depen

Annex C
(informative)

Testing and integration of reusable software components —
Issues for industrial best practice

Basic concepts about software component testing

__General

engin

-based software pr

eering

arket,
based

component technpology

pducts

iwWeness of software h‘esting

proce ; 8 ethods to deal with redisable
compq ir i ion, ) ome new issues and opening
challe oxaponents [31], [30], [32]. Today, a§ more
softwg ponents, engineers and marjagers
are lo -

Clausg¢ C.2 reviews fjrs isti and solutions in component testing and
compagnent-basegd sof Qvi N , the opening challenges in validating redisable
compognents are@ sed. .3\dist sses testing issues for software components and
reusalle componerits’befor CI se Q infroduces component testing maturity levels in quality
contrdl of reusable . adse C.5 discusses the problems and solutigns in
integr inYycomponent-based software

C.1.2

In tragditi esting eoncepts, software component testing refers to testing activities that
uncovpr software faulis and validate and confirm the quality of a software component [at the
unit level. .For" thecking the functions, structures and behaviours based on the [given
specifjcations in a given operational environment, white-box testing and/or black-box tegts are
performed-to detect structure-related program faults, and b) specification-based faults [30].

In component-based software engineering, components should be validated from two different
perspectives: a) vendor-oriented testing, and b) user-oriented testing. These two types of
component testing have different focuses, tasks, and objectives.

e Vendor-oriented component testing, which occurs as one step of a component
velopment process. It refers to a component test process and testing activities
performed by a component vendor to validate a software component based on its
specifications. In vendor-oriented component testing, the primary purpose is to answer the

de

fol

lowing questions for component developers:

Are we building a right component with high quality?

Are we building a component based on the specified standards and component

model?
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e User-oriented component testing, which occurs as a part of a component based
software development process for a specific application project. It refers to the component
validation processes and testing activities in a specific context to make sure all involved
software components deliver the specified functions, interfaces, and performance.
Moreover, component reuse is validated in the given context and operational environment.
User-oriented component testing is performed to find the following answers for component
users:

— Are we selecting and deploying a reusable component that is right for a system?
— Are we reusing a component correctly in a system?

— Are we adapting or updating a component correctly for a project?

C.2 | Validation processes for reusable software components

Cc.21 Types of reusable components

Today, many software systems are made based on four types ¢ 3 s They
are: g) third-party commercial components from other vendars, o ce, b)
reusalple components from other projects, c) altered redsak - bvious
releasles, and d) a set of newly constructed components. gre th ftware

produ¢ts depends on the quality of these componepnts, and_their, integrati hs the
effectiveness of involved validation processes and i g S rs the
companent testing processes for different types o

C.2.2| Vendor-oriented component\testi

In vendor-oriented component testing, 3 nt test
process based on well-defined compq methods, strategies and critgria to
validaje the developed sp dor-oriented component testinlg has
three major objectives:

— uncover as many cp

— vd|idate co b face behaviours and performance basgd on
component spegi

— check compo r gifg and deployment in the specified platforms and
operation enviro .
(\ Component Specification
@on@cké&x Testing [~~~ """"""""""-""TTTSoooomsmsoooo-s |

\SQonnégt White-Box Testing [~~-- B -\,\.\_\: ----------- P, ﬁ

Component Usage Testing |--------------- A e
Component Performance Testing 4 Component User Interface Doc.

~

Packaging and Customization [~=-~-_.____

Xy L

il Component Admin. Testing

Component Deployment Testing

Figure C.1 — A test process in vendor-oriented component testing [30]

As shown in Figure C.1, a component test process for a vendor consists of the following six
steps:
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— Step 1: Component black-box testing — Component developers and test engineers
exercise black-box tests to check incorrect and incomplete component functions and
behaviours based on the component specifications. Traditional black-box test methods
can be used here.

— Step 2: Component white-box testing — In this step white-box tests are performed to
uncover the internal faults in program logic, structure, data objects and structure. Existing
white-box test methods can be used here [31], [30].

— Step 3: Component usage testing — Test engineers exercise various component usage
patterns through contract-based component interfaces to confirm its correct functions and
behaviours. Traditional usage test methods can be used here.

eople
nents.
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bCcess,
signed

onent
ftware

erform
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o the

— Is a reused component packaged and deployed properly in a targeted operational
environment?

— Does a reused component provide the specified user interfaces accessible to a user?

— Does a reused component provide the correct functional features, proper behaviours, and
acceptable performance when it is reused in a new context and environment?

Validating newly developed components is similar to vendor-based component testing. The
component test process described before can be used here. However, validating reused and
updated components has different focuses and limitations. For example, a component user
usually has no access to the source code and artefacts of a completely reused component
from a third party. The user has to validate the reused components using black box testing
without access to the personnel and expertise used to create it. This occurs as a part of a
component evaluation process at the earlier phase of a component-based software
development process.
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R d
Reused Component Validation | --------------------------- |I Cilrfr?onent

\ Documents

Black-Box Testing for Customized Parts

~
~
~
~
~
~

White-Box Testing for Customized Parts |------->sc oo _______ Customized
NN Component
\ e Source Code

Integration for Customization

\
e

Performance Evaluation

- - f=——=) Customized

Validqting adapted and updated components is another r
Thesg components are known as customized compone gloped basged on
reusalble components by customizing and altering > contain reused
compagnents and newly added parts for a specific prgjec i idation process differs from
the repsed components. Figure C.3 shows a validati dmized components.

users.

— Step 1: Reused component vadlidatia component users validate
completely reused components, SC campongnts, based on its previous
validation process.

— Step 2: Black-box testing for custo ated\parts — In this step, black-box tests
arg exercised to check Qi arts. Theurhajor objective here is to uncover the

function and behavio ; parts based on the given specifications.
— Step 3: White-bo Z€ pdated parts — In this step, white-box tests
arg performed based ofi\the gixen\source code to uncover program logic and structure

erfors in the as added functions, adapters, and tailored parts|.

— Step 4: Integrativ ization — Reused components are integrated with
customized paxl 3 new function feature) to form a spgcified
customized cmpo use context and environment.

— Step 5: F ance aluation — Concerning component performance, component

users have to evalugte somponent performance and its non-function requirementg for a

C.3 | Testingy gs for software components and reusable components

Since |1990; there are a number of testing issues addressed in various technical publications

[30] [2'71 Thesce icsstitac ara idantifiad and ciimmarizad haolow
, |OETReseISSHesafretaehdHeaaRaSHmaHZe 6o eto0Ws

— Adequate component test criteria

Adequate testing of modern software components is different than adequate testing of
traditional modules because of their unique properties in reusability, interoperability,
composition, packaging, and deployment. These new component properties extend the
semantics and scope of adequate testing. For example, testing a traditional module
always concerns one specific usage context and operation environment. However, a
reusable software component should have diverse usage contexts, and it may support
more than one operating environment. This suggests that a vendor should try to test it for
diverse reuse contexts, and validate it under all specified operating environments to
achieve adequate testing. On the other hand, component users also have the difficulty to
understand and define an adequate test model and criteria for reusable components in a
reuse context. In the past years, some published papers have proposed different test
coverage criteria to address the needs in testing software components, such as API-based
test execution sequences [33] and API-based test pattern coverage [34].
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Testability of reusable components

Testability of software components usually includes a) observability, and b) controllability
[24]. Controllability of a program (or component) is an important property which indicates
how to control a program (or component) on its inputs, operations, behaviours and
outputs. Observability of a program (or component) is another critical property which
indicates how easy to observe a program in terms of operational behaviours and outputs
relating to inputs. In [30], three other factors are added to observability and controllability:
Understandability, traceability, and test support.

Based on the feedback from engineers, it is not easy to test third-party software
components. From a customer’s point of view, the testability of current software
components depends on the following features:

— | external tracking mechanisms and tracking interfaces in softwarg coxponents| for a

client to monitor or observe external behaviours;

— | built-in controllable interfaces in software components to suppapt
ponent tests and check the test results;

Oof com-

— | built-in tests and standard test interfaces to support cop at the
unit level.

Although most in-house components contain some built~ ingsode for fault trage and

expeption reporting, there is not yet any consistent1 i ismytrace formgt, and

tracking interface for all components. In recent years chnical papers discugs this

estability. Systematic
improve their testability.

isque by providing different solutions to
megthods and standards help create testable

T i in-house quality control procesges for
software products. i P paradigm shift from traditional software
copstruction to compopent-based\ so 3 ion, they frequently run into a
question about the dif - ponewt quality control process and a software
program quality controk progess. They ure whether or not the existing quality
coptrol process ang \ applied onto software components. Due the lpck of
stgndard component qualit 3 sses and standards, they frequently end ug in an
adthoc com psti i well-defined quality certification standar@ls. As
digcussed in 3 S ofined, component testing and certification criteria and
stgndards are nek i ttesting for third-party component certification.

Cgmponent test

In [the c@gmponent fengineening paradigm, software components are reusable paits for
component-basedsoftware/products. To support component testing, engineers have to

copsfruc i 8 In the past, engineers used to construct prpduct-
specific\{es and stubs (or simulators) for a specific project based on|given
requirements, is_ approach becomes very ineffective and costly for component-pased
softwareproje because of the evolution of reusable components and their djverse

functional customizations. For in-house reusable components, engineers usually yse an
ad| hoc approach to develop simple test drivers and/or test stubs for unit tests. However,
they are not easy to be reused and updated, and integrated to support component
integration and system tests due to the following factors:

— they are developed using ad-hoc methods, technologies, and computer platforms;
— they are project-specific or product-specific;

— they have no well-defined standard interfaces between components and test suits, and
components with a test bed.

The existing software testing methods and tools can help testers generate black-box and
white-box tests for components in a systematic manner [31], taking the issues listed in Table
C.1 into account.
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Table C.1 — Testing issues of reusable software components

Component test adequacy | What are adequate test criteria for reusable components in a reuse context?

What are adequate test criteria for customizable components?

Component testability What is the testability of software components?
How to construct testable components?

How to measure the testability of software components?

Component test suite How to construct well-formatted test suites for software components?

How to manage and maintain test suites for software components?

Comp enttest pnlatform. How to conetruct nnmpnnavﬂ drivers-and-ctube in o cyefamofin 2
ot —pratreH iy oWt REHHGT 7 ReR—eaHv-e+rs—aRaStdesth— Hatc—<

test stybs & drivers

How to maintain and manage test drivers and test stubs in amaive waly?

Certifigqation and quality What is a well-defined certification standard for softwar co}\p tsf?

control
How does a quality control process of software componeyts.diffenfro

quality control process for a software product?

a regular

Companent test How to achieve test automation for reusable sdftware™sowp erﬁs?\>
automgtion

How to generate a reusable component test ptatform fQKSO twaxe components|?

AN

C.4 | Testing maturity for reusable softwa

Building cost-effective products needs ¢ ing.” As component engingering
gains Ja wide acceptance in today’s software\ tware companies have pegun
to setlup component-based software pfoduct li ivering high quality component-pased

softwgre needs also a well-defined co 9 i ocess. To understand the statUs of a

component test process,
effectiveness of the proces

ager to have a tool to measure the
ol that is useful to measure the mpaturity

level pf a process in [a ¢ Q. his section, we define a maturity model t¢ help
managers measure the staftt est process. It focuses on component test
standards, test ia, management)procedpres, measurement activities. Figure C.4 shows

the fivie process mafdrit

Certified /

Systematic
Component
Testing

Component

Managed / Testing
Component

Standard / Testing Level 3
Component

Aberiod / Testing Level 2

Co pnnant

Levell4

Testing Level 1

Level O

Figure C.4 — Maturity levels for a component testing process

— Level 0: Ad-hoc component testing

A component testing process is considered as an ad hoc process if it has the following

characteristics: a) ad hoc test information formats, including test cases, test

procedures,

test data and scripts, b) ad hoc test generation and test criteria for both white-box and
black-box tests, ¢) ad hoc quality assurance standards and quality control systems, d) ad
hoc construction of component testing environment, such as test drivers and stubs, and e)
inconsistent requirements and mechanisms on tracking component behaviours. An ad hoc
component test process is inefficient and costly due its poor reusability of test information
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and test drivers/stubs. Besides, it is very hard for managers to control and manage it. The
most critical issue of the process is the quality of delivered components. Without well-
defined test criteria, managers cannot control the quality of tested components.

Level 1: Standard component testing

A component testing process is characterized as a standard process if managerial
operations and engineering activities are performed based on a set of test information
standards, pre-defined management procedures, well-defined criteria, and well-designed
mechanisms. The standards define requirements and formats on test plan, test case and
data, trace messages, test reports and problem reports. Management procedures refer to
a component quality control process, a component testing workflow, a configuration
management procedure, and a problem tracking workflow. Test criteria include white-box
and black-box test criteria, acceptance test criteria, and quality conifrol criterid. The
defined mechanisms support component tracking, problem tracking d\.configdration
management.

Lejvel 2: Managed component testing

A |component testing process is categorized as a managéed : ecls the
defailed measures of the process and component quali )t peasufes of
component test cost, component test metrics, comporent qual i and process
megasurements.

Leivel 3: Certified component testing

A component testing process is considered 2 ifi rocesg if it has defined and
implemented a certification standard and tware components| The
ceftification standard includes cedtificatio plan, test tools, test platform
and environment, criteria, test metries, The fest plan includes certification
tegts, which focus on testing of use i , installation, and
cuptomization or configuration functi this process has a well-defined

Qns

certification procedure .and workflow. desig i engineer or group, known|as a
co ifier, 4 nts\this procedure> based on the given standard.| After
c ifi S the certifier will issue a certificatg for a

co
L

o

cterized as a systematic process if it has defined

tho@ls and mechanisms to automate this procegs. To

s need well-defined systematic methods to suppori their
sSential systematic methods are classified in four argas: a)
ction, b) component design for testing, c) component test

Since|2000,) a great number of papers address the problems and solutions in compgpnent-
based| software integration and system regression testing. They can be classified into| three
approaches:

Component-based interaction approach

A component interaction model, known as CIG, is used to present different types of
interactions between components in component-based software. The model is used to
represent three types of component interactions. They are: a) API-based interactions, b)
event interactions between components, and c¢) message interaction between
components.

UML-based approach

UML-based models (such as component collaboration and sequence diagrams) are used
as system-level test model to support component integration and re-integration, as well as
system regression testing.
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— Hybrid approach

A graphic presentation model is used to present the combining white-box and black-box
information from specification and implementation, respectively. This graphical
representation can be used for test case identification and reuse, based on well-known
structural techniques.

The major applications of these system-level test models for component-based software
include: a) integration strategy identification, b) system-level change and impact identification,
and c) system regression test selection and reuse.

In a component-based software product line, programs are built based on a set of software

compq ; = e ; ucted
application components. In fact, a product is an integration of customjzed ts to
meet [the specific requirement set. There are two factors, which af ity of
compagnent integration. The first is the number of involved comp is the

customization capability of components.

®
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Annex D
(informative)

Example of software pre-use

D.1 System under consideration and operation experience

A software component realizes a supervision system as described by Figure D.1. It controls
an analogue variable of an industrial plant based on two thresholds: one for warning and
anothér one for plant shut-down. In both cases a digital signal plays a role;,indicatingrwhether
the warning should be only optical or optical and acoustical, and whethey the shitdown”should
be sldqw or fast. If the analogue signal is not valid, e.g., if it has ndise-leve another
digitall signal is checked, whether or not a warning should be i 8 thgr one
whethgr or not an alarm shall be given. As indicated in Figure D.1 3 i g exist.

Exper|ence is available by observing the software in operating

— one supervision channel, and

— sejveral parallel supervision channels.

Following, basic reliability theoretical backgrouny
of the|above described component foKa reuse

m@ed gr calculating the reljability

D.2

Uppern limit p Bn be

estimgted by using stafi

If we gssume th s, the
number of failure
(D.1)
where is N prokability of » observing failures in n operation runs, and C' dg¢notes
the nJ i erving
failure
P(RZO):“_P)” (D.2)

For given any confidence level (ﬂ) and n correct operation runs, p can be determined as:

(1-p) =1-f=a (D.3)
P =-In(a)/n (D.4)

An upper limit of its failure probability for each demand class Cj is:

pi =-In(a)/n with i =12, ..., k (D-3)
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