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INTERNATIONAL ELECTROTECHNICAL COMMISSION

IntelliGrid Methodology for Developing Requirements for Energy Systems

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising all
national electrotechnical committees (IEC National Committees). The object of IEC is to promote international co-
operation on all questions concerning standardization in the electrical and electronic fields. To this end and in
addition to other activities, IEC publishes International Standards, Technical Specifications, Technical Reports,
Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC Publication(s)”). Their preparation
is enftrusted to technical committees; any IEC National Committee interested in the subject dealt with may, pprticipate

in th|s preparatory work. International, governmental and non-governmental organlzatlon IEC also
partifipate in this preparation. IEC collaborates closely with the International Organiza n (ISO)
in adcordance with conditions determined by agreement between the two organizationg

2) The [formal decisions or agreements of IEC on technical matters express, as n dgrnational
consensus of opinion on the relevant subjects since each technical committee ha interested
IEC National Committees.

3) IEC |Publications have the form of recommendations for international use and t National
Compmittees in that sense. While all reasonable efforts are made tg R 2 t of IEC
Publ|cations is accurate, IEC cannot be held responsible for the i \ for any

misinterpretation by any end user.

4) In ofder to promote international uniformity, IEC National
transparently to the maximum extent pOSSIb|e in their natlonal
IEC

to “apply IEC Publications
. Any divergence betyeen any

5) IEC uipment
decl3

6) All up

7) No | erts and
mem| or other
dam s arising
out g

8) Attenti i i ¢ this\publication. Use of the referenced publiqations is
indis i

The Inte] e with this

documen

tute, Inc.
b Electric

Electric Power Researc
EPRI. ELECTRIFY THE
Power R \

able and
he holder

The holg
non-disgri
of these

EPRI, 34p

Attentionp_issdrawn to the possibility that some of the elements of this document may be the subject of patent rights other
than those identified above. IEC shall not be held responsible for identifying any or all such patent rights.

A PAS is a technical specification not fulfilling the requirements for a standard but made available
to the public .

IEC-PAS 62559 has been processed by technical committee 8: Systems aspects for electrical energy
supply.

The text of this PAS is based on the This PAS was approved for
following document: publication by the P-members of the
committee concerned as indicated in
the following document

Draft PAS Report on voting

8/1233/NP 8/1237/RVN
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Following publication of this PAS, the technical committee or subcommittee concerned will
transform it into an International Standard.

This PAS shall remain valid for an initial maximum period of 3 years starting from the
publication date. The validity may be extended for a single 3-year period, following which it
shall be revised to become another type of normative document, or shall be withdrawn.
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o



https://iecnorm.com/api/?name=2645a8bf2ab17b64aa9bc3eac03f2992

PAS 62559 © IEC:2008(E) -11-

EPRI DISCLAIMER OF WARRANTIES AND LIMITATION OF LIABILITIES

THIS DOCUMENT WAS PREPARED BY THE ORGANIZATION(S) NAMED BELOW AS AN
ACCOUNT OF WORK SPONSORED OR COSPONSORED BY THE ELECTRIC POWER RESEARCH
INSTITUTE, INC. (EPRI). NEITHER EPRI, ANY MEMBER OF EPRI, ANY COSPONSOR, THE
ORGANIZATION(S) BELOW, NOR ANY PERSON ACTING ON BEHALF OF ANY OF THEM:

PROCESS, OR SIMILAR ITEM DISCLOSED IN THIS DO
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IntelliGrid Methodology for Developing Requirements for Energy Systems

1.

Scope and Objectives

This section describes the scope, purpose and objectives of this specification and the architect-

ure on

11

which it was based.

Scope of the Specification

This Publicly Available Specification (PAS) defines a methodology for power system domain
experts to determine and describe their user requirements for automation systems, based on

their

Architg¢cture developed by the Electrical Power Research Institute (EPR

of the IniglliGrid
a (meagns to

ity business needs. This methodology was originally developed as pa

implement the “IntelliGrid vision” of the automated, self-healing, and effiCi er system of

the fu

1.2

1.21

The In
ineerir
ificatio
or ted

1.2.2

The o
the fol

re.
Overview of the Methodology

Concept of System Engineering

telliGrid methodology is a subset of the sciencg of sy e gering. System$ eng-

g methodology separates the concepts of * from “technical | spec-
ns”: user requirements define “what” is ne i ence to any specific designs
hnologies, while technical spegifi S to Amplement the automation

IntelliGrid System Englneerlng Methodolog
eraII IntelliGrid systesf i dolog illustrated in Figure 1 and congists of
C i ps:

Executives or [other ili 3 s_review business cases which describe and

justify a perceiv
Domain t
undertake the/pt

veers are tasked to develop a project team to
the first undertakings of the project team, all jpower

system ex S f shtlders (users) that could impact or be impacted py the
project shoul i ified_and’represented (full time, part time, or as applicable) pn the
projec

Domali e existing IntelliGrid Use Cases for applicability and idpas
Tdes \X\adéﬁnslc n be found at

httpi igrid.info/intelliGrid_Architecture/Use Cases/IECSA use cases overview.htm

Domainexperts develop a list of Use Cases (functional descriptions), covering n¢t only
thel specific business need but other user needs and future possibilities that could impact
orUmight be impacted by the project.

Domain experts, with possible assistance by project engineers who understand the Use
Case process, draft the key Use Cases, capturing all of the necessary user require-
ments.

Domain experts review and update these Use Cases to ensure their needs are
captured correctly and to assess possible misunderstandings, overlaps, holes, and other
inconsistencies


http://intelligrid.info/IntelliGrid_Architecture/Use_Cases/IECSA_use_cases_overview.htm
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Project engineers assess and coordinate the Use Cases from which they develop a
comprehensive and detailed user requirements document. This detailed user require-
ments document contains only user requirements.

Information specialists apply the appropriate standards and technologies, based on
the user requirements document. The strategic vision of the IntelliGrid Architecture
should be used to determine the key standards and technologies.

Design engineers develop the Technical Specifications, which combine the user
requirements from the domain experts, the strategic standards and technologies from the
information specialists, and the tactical approach to system development recommended

Review

Exg
De

Powe
Domai

@7@. v Describe User

I 4l [T T B~ W I\ ot +
Uy UIc mmenrora ATCTeUiure.

IntelliGrid Methodology for Project Definition

cutive s on
.. l'O.eC S
isions Start Proj s Cases

Approved BUSTE

System Requirements as Use g
Experts

IntelliGrid
HAS

Regpirements

bject

Detailed
User Requirements

Functions, Performance, etc /

brds &
Cialists

Technical

Specifications
Standards, Technologies

echnical Specifications
d Tactical Approach

Deve hni
Based on intelliGri

Figure 1: IntelliGrid Methodology for Project Definition

The user requirements as elicited by the Use Case process and ultimately described in the
detailed user requirements document cover:

Functions from the user perspective, including functional description of processes, user
choices, types of input data, types of results, and possibly display appearance
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Configuration issues, such as access to field data, electrically noisy substation
environment, control centre LAN, or cross-organizational interactions

Performance requirements, such as availability, response times, latency, precision,
frequency of updated results, and other user parameters

Security requirements, such as confidentiality, access restrictions, detection of failures
and/or intrusions, failure management, and other safety, security, and failure issues

Data management requirements, such as sizes, numbers of devices, amounts of data,
expected growth over time, data access methods, data maintenance, and other data
management considerations.

e | Constraints, such as contractual, legal, regulatory, safety rules, s that
could impact the requirements
While |a complete systems engineering methodology covers both user
requirgments and the development of technical specifications, thi ly the
methofology for determining and documenting the user requireme
1.2.3 | Overview of Phased Approach
Althou 5 PAS
focussg first 3
phase User
Requit
The In 5isting
of the
o 5iness
cost-
, from the IntelliGrid Architecture pgint of
pCts is
in the
r why
eling,
, data
. ph the
ments
tailed
. ~Project Engineers develop the more detailed functional and performance
requirements™¥rom the Use Cases that were developed by the domain experts.
e | Rhase 4: Project Engineers and IT Specialists assess applicability to the project|of the

standards, technologies, and best praclices identified in the appropriate IntelliGrid
Environments.

Phase 5: Design Engineers develop Technical Specifications based on Strategic Vision,
Tactical Approach, & Standards
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Phase 1: IntelliGrid Methodology for Executives

Step 1: IntelliGrid Recommendations for Executives

As described in the IntelliGrid Architecture report and web site, the following are the general
IntelliGrid recommendations for utility executives:

1.2.4.2

When

metho
Cases
potent
justific

As the
expec
(often

1.24.3

Once

develd
stakeN
by the
projec

Adopt the IntelliGrid Architecture as the strategic vision for the utility information

infrastructure

ow to
utilize the relevant parts of IntelliGrid Architecture products, including t ystem
functional descriptions and IntelliGrid Architecture Strategic Vision
Develop a plan for implementing the IntelliGrid Ar and
standards-based technologies, based on the utility’s sp ds, the
timeframe appropriate for meeting those needs, and the fipdngi
Provide feedback to EPRI and Standards Org IiGrid
Architecture can evolve to meet future needs and re¢om reated
in the future.
Ensure all Business Cases explicitly state Vision
issues will be part of the project, includj odeling for functions, alstract
data models, security issues, nefwork a c t, and
integration/ interoperability.
Step 2: Executives and Business
specific business need ps the
H for assessing and<{dete 5iness
typically describ nts of
al ways for meg vith a
ation for thiec
first phase s) are
ed to review tf riteria
financial p
Step
the § have >approved a project to meet a business need, the first steq is to
p a project team.~This project team should include representatives from all of thg main
olders\in“order o ensure more useful functional requirements and to help ensure “Buy-in”
5e ultimate usefs of the function. Not all stakeholders need to be full-time members|of the
téam, but should always be included in any discussions that are relevant to their areas of

expert

1.2.5 Phase 2: IntelliGrid Methodology for Domain Experts: Modeling User Requirements with
Use Cases

1251

Step 1: Identification of All Potential Stakeholders

One of the very first tasks of the project team should be to identify ALL potential stakeholders,
even if some eventually do not directly participate in the project. Often they may have
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requirements that may appear peripheral to the main project but could easily be met if designed
in from the beginning.

Once identified, all of these stakeholders should have the project explained (briefly) to them, and
then asked if they have any user requirements that could impact (or be impacted by) the project.
They should be encouraged to think “out of the box”, to brainstorm future scenarios, and to
envision new capabilities, rather than just restating existing functions. Thinking “out of the box”
and generating “idealized designs” about what a stakeholder really needs can make profound
changes in how businesses operate and how projects are implemented. This process can be
difficult because understanding what might be possible under different conditions and
technologies is very different from stating what is currently done.

Some |of the new user requirements could just piggyback on the project without signfificant
technigal or financial impact while others might involve changing the overat\\user reguiremgnts to
accommodate the new needs. Other requirements might lead to simp e accon moatlons for
future [expansion of the systems being implemented so that they ca 5 the w, but
possibly not yet justified, requirements in the future. Some brai i i i might
cause |other stakeholders to rethink their own needs in a new way(

Althou rming
could
1.2.5.2
The W i i / I t iGrid Architecture project
identif n new
types e Use

an be
iyely to

Case
review
descri

1.2.5.3

A list| of func : user
requirgments assogjates rpose
of the|project. This | d Use
Cases

Howeyer, i { ng to the Use Case process involves not only discardipg old

minds¢ ing, but also learning how to use the Use Case proces$ most
effectiyely hering process should use an iterative and stepwise refingment-
based 5logy\This approach facilitates the requirements gathering process by stimdilating
stakeh 9 borating on new ideas, and obtaining stakeholder buy-in.

In some cases, thedlist/of functions may need to be pared down, combined, or prioritized go that
the primary_functions are identified.

1.2.5.4 Step 4: Drafting Use Cases

The functions identified in the list should then be drafted into a set of Use Cases. These Use
Cases should be the product of domain experts, but often these experts are not experienced in
Use Case concepts. Therefore, project engineers who are experienced in the Use Case process
could help elicit the requirements from the domain experts.

Drafting Use Cases can also be iterative, with some Use Cases expanded and possibly split into
multiple Use Cases, while others are amalgamated into one.
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The process of developing Use Cases using the IntelliGrid PAS Use Case template is described
in Annex A.

1.2.5.5 Step 5: Reviewing and Updating Use Cases

All domain experts should have a chance to review and comment on Use Cases. Some
stakeholders may be more proactive than others, but care should be taken that the requirements
of less active stakeholders are not lost.

Some Use Cases may end up belng spllt mto multlple Use Cases, whlle other Use Cases may be

ience.

Requitements

1.2.6.1] Step 1: Coordinating and Combining Use Cases

Project engineers should coordinate the many Use Cases f ssibly
combine any common components into “subroutine” UseCa A aimtaining the dinique
compdnents. The results should be reviewed by the dgmain_experts>to ensure their requirgments
did not get left out by accident.

In pargicular, project engineers should réyi s of xommon component$ (e.g.
types |of data, configuration, quality oRsery i management), and dévelop
compreghensive and/or coordinated require 2 ases. For instance, they should
identify the most “constraining” require ’ highest level of security needed|or the

most fapid response requirements, so (that eitheral ents will meet that constraint or the
constrpined elements are isplated from tke o
1.2.6.2] Step 2: Developi

Use Cpses are vitakto tinderstanyj
combination. Th
experts and the projeg g S

dual user requirements, but are difficult to Jiew in
al”’Use Cases have been finalized by the domain
(or just a few) Functional Requirements docyments
(coordinated) user requirements. Just like the Use
uirements address “what” is needed, but not “how” it is

should
Cases
to be j

These i i us form the basis for Technical Specifications which cgn add
additig fi i

idn with
bhasis
n cost
and quality for the users of electrical energy. Electricity supply system encompasses
transmission and distribution networks and connected user installations (generators and loads)
with their network interfaces.”

IEC TCS8 is therefore developing this PAS to with the following objectives:

e To develop a standard methodology for determining and defining user requirements in a
consistent and comprehensive manner. Standards often address only the technical issues
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that are included in technical specifications; however, it is just as vital to develop
standards to assist users to clearly and comprehensively define their requirements.

To clarify the distinction between “user requirements” (the “what” as needed by power
system experts) and “technical specifications” (the “how” as technical descriptions of
systems, applications, and information flows to meet the “what”). Currently this distinction
is an “invisible line” so that often the “what” and the “how” are mixed together — with
technology-oriented project engineers jumping directly to the “how” without fully exploring
the “what” with the power system experts.

To emphasize the critical need to determine all user requirements first, before any

UUIIIIII;tIIICIItO alrc |||adc Ul “hUVV” tU IIICUt thUOU IUL{U;IUIIIUIItO. BCUGUOU GutUIIIGt;Ln and
control systems are so complex and are becoming increasingly so, if/all requirements are
not clearly defined first, then the premature design of systems eqn block\or seriously
hinder meeting those requirements that were not initially recognj

incorporated by the vendors.

Audience of this Specification
pected audience of this PAS include:

3 @eed o understand the ¢verall
process for implementing solutiogs tome Qseneeds:

Power system experts who know _tkei . eghgineering, but are not familiar
with methods for expressing their automation requirements in a manner that project
engineers can use

Project engineers ihar\yi project management procedures but want

to utilize state-pf-ths user
requirements, a ini ' to make unplanned modification$ and
replacemei’t\of d equipmentNo accommodate unexpected user requirements.
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2. Normative References

Users can access the IntelliGrid Architecture documents or the IntelliGrid Architecture web site
at http://IntelliGrid.info.

@%
o



http://IntelliGrid.info
https://iecnorm.com/api/?name=2645a8bf2ab17b64aa9bc3eac03f2992

-20- PAS 62559 © IEC:2008(E)

3. Definitions and Abbreviations

Abbreviation Definition

EPRI Electric Power Research Institute

IEEE Institute of Electrical and Electronic Engineers
PAS Publicly Available Specification r\

@%
o
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4. Glossary of Terms

4.1 Referenced Sources of Glossary Terms
e |EC TC/SC:ACEA IEC GUIDE 114, ed. 1.0 (2005-05) Ref 3.13
e |EEE STD 1471, 2001

@%
o
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4.2 Terms and Definitions

Term Definition

421  Application (Software) Software designed to fulfill specific needs of a user: for example, software for
navigation, payroll, or process control. [[EEE Std 100-1992]

Software that is specific to the solution of an application problem. [ANSI
X3.172-1996]

422  Architecture An architecture is the fundamental organization of a system embodied in its
components their relationships to each other and to the environment, and the
principles guiding its design and evolution. [IEEE Std/‘IA-ML

423 Business Need Requirement of a business to meet its missio oals, and/or,-objectives.
Business needs can be identified in a business\6ase that describes alproject
or procedure to meet that business need. [Cothmgn™Usag

424 | Domain An area of knowledge or activity chagecterized by ‘@\set Me[ts and
terminology understood by practitioners i that AOMGUM

4.2.5 | Methodology (software A methodology is a codified set reﬁc&c ied outNo produce sdftware.

engineering) [Common Usage]

4.2.6 Project Engineer An engineer or team of enéine rs howwroject. [Common Usage]

N\ X
4.2.7 Project Management Project i finite
objectiv gration
bs. The
project, t to use
materials, energy, space, proyisions,
.) to meet the pre-defined objgctives.
4.2.8 | Design Specificatio \eL_g!) documents that describe the organifzation
ioning of an item, and that are used as a basis for the
Q ' IEC 62138, ed.
429 | UseCase ass specification of a sequence of actions, including vafiants,
hat™a system (or other entity) can perform, interacting with
astors of the system IEC 62390, ed. 1.0 (2005-01)

4210 Modeling language and methodology for specifying, visualizing,
constructing, and documenting the artifacts of a system-int¢nsive
process IEC 61970-501, ed. 1.0 (2006-03)

4.2.11 | User Requirements Requirements of the function based on the business needs, without ekplicitly

identifying any specific technologies or products. The same documgnt can

alSo cover ‘non-functional” requirements, such as constraints, performance,
security, and data interactions with other applications or systems. [Common
Usage]
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5. Introduction to the IntelliGrid Architecture

The systems engineering methodology described in this specification is based on the IntelliGrid
Architecture. This section provides an overview of the goals and capabilities of this architecture.

5.1 History and Rationale
The lectric_Power Research Institute (I:DDI) initiated_a research prnjnr\f in—2002 which

eventyally developed the IntelliGrid Architecture. The basic premise of the | iSrid Architecture
is that both the power system infrastructure and the information ip st be
interagtively designed if the future vision of the highly reliable, highly effiient, ing jpower
grid is|ever going to be realized.

Since |the public began to use electrical power, utilities h desligned,
constrlcted, operated and mamtalned the power system infr d need
for infi v also
needs ign with
the po

Power years
to buil s and
techng s

To he eded
bridge inee 2 i 3 engineers. This methodology must
permit i SN ation user requirements without bedoming
instan

The In ases,
which G se is
simplyl a “story” ; Wi , ideally developed by the people who will
actually be using i ¢ i 5 their
informption need neers

to devg
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5.2 Basic Concepts

The IntelliGrid methodology is a process for utilities to use when designing communications
systems and information systems targeted at transmission and distribution systems and/or the
utility customer. Shows the domain space over which the IntelliGrid System Architecture can be

applied.

Real-time Simulation and Contingency Analysis \

Vs
Y
-uted Generation and Aiternate Eneray. S»

Self-Healing Wide-Area Proiection and Islanding

Asset Management and On-L.ine Equipment Moritcrirg
N

-

Participation in Energy Markets )

S

Grid Applications

There i G Jts and principles that are promoted in the IntelliGrid
itecturp:

[ ]

[ ]

[ ]

e | Mapping techrology solutions to requirements
The |

communications and information systems:

e Templates for capturing and defining requirements
¢ Recommendations of standards and technologies to use

e Strategies for building security into systems

() (90
NI
AN

Demand Resneiise and Real-time Pricing

—4

L

Shared Informati o Dptimizing — Intelligent Responses!

Arch-

utility
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Strategies for migrating to open, standards-based systems and integrating new open,
standards-based systems with existing systems

Strategies for developing “layered” solutions that minimize the impact of changing tech-
nologies in the future

An application of the IntelliGrid Architecture is the use of any or all of the above tools and high-

level ¢

There

oncepts.

are a variety of methods to describe and use the IntelllGrld Architecture. This chapter

discus
which

5.3

The concepts and tools of the IntelliGn

vieweq(

ac thran of thaca ma +I~.nrln H—\n{- ara nnr\-F I -an- ru-\{-lnru-i nnnnnnnnnnnnn te and than -~ Ialns
1od e—usefufor-gathering Ae-thenr—exp

POt T o Ot e ot =4 oot

portions are appllcable to this specmcatlon.
The conceptual pyramid
Five sequential steps

Three concurrent streams

The Pyramid

€ the previous section gan be
as a pyramid that consists of theollowing igure 3 depicts the IntglliGrid
S build on each other:

d, justified”in business cases and approjed by

executives, drive th€ undeptaking ts to ;meet those needs. These projects need to

ir e IntelliGrid methodology urges |these

S i eir requirements in comprehensive dets of

“Use Casesg’. c e _Cases>can™hen be used by project engineers to develop a
single co 5 irements that reflect all stakeholder requiremgnts.

abstract modeling, security, network and gystem
integration, interoperability, and technology indepen-
ts need to be woven into the system design phgse, in

Strategic
managemen

Technology Independent Techniques of information models,
'ces and mterfaces This tactlcal approach identifies the techmcal concepts

requirements.

Standards, Technologies, and Best Practices that could be used in different prpjects.

Qnhe“size does not fit all: the energy industry encompasses many special types of
information requirements. some unigue to its operational needs and some very chmon
to many industries. Therefore, the IntelliGrid Architecture categorizes these special
requirements as the IntelliGrid Architecture Environments, defining each Environment
according to its common requirements, and identifying possible appropriate standards

and technologies.

Methodologies for using the IntelliGrid Architecture, focusing on how different groups
can best use the IntelliGrid components. These groups include executives, automation
architects, power system planners/engineers, project engineers, information specialists,
regulators, and standards organizations.
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5.4

The u rid pyramid is composed of the business needs of the
systen. or all subsequent components of the IntelliGrid Archit
pyram|d. ¥’business needs are typically identified through business

which 'Qr the project, the expected business benefits, the options cons
(with or carrying forward each option), and the expected costs

projec and the expected risks. Once projects have been authorized at

level, 6 determine the functional requirements.

In the [past; the step from project authorization to implementation often involved just asking

—-26- PAS 62559 © IEC:2008(E)

Business Needs

{o l?ower Syst_em
[2) of‘. Functional Requirements
,006 S Strategic Vision
Q & Abstract Modeling, Security,

Network Mgmt, Data Mgmt, Interoperability

Tactical Approach
Technology Independent Techniques, based on
Information Models, Common Services, and Interface Adapters

power
pcture
Cases,
dered
pf the
B high

a few

power System engineers 10 develop and Issue a technical specification that would be sent to
vendors (or used in-house) to procure the power system equipment and/or some computer-based
controllers and software applications. These engineers would describe what they wanted, usually
with no attempts to involve any other groups.

That process is no longer the optimal methodology except possibly for the simplest purchases.
Most power system equipment, computer systems, and software applications now need to be
integrated into a larger whole. Many more users want to take advantage of information flowing
from the power system equipment as well as related computer systems. Often this information
goes well beyond what the core users are interested in. For instance, operators use SCADA
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systems to monitor key power system states, and have little or no interest in routine maintenance
activities or distribution transformer loadings or customer power quality measurements. However,
some systems that may be needed by operators can also benefit these other users if they can
access more types of information.

Islands of automation are no longer cost-beneficial. Yet the process for determining and
amalgamating all the new requirements from all the new users seems like a very daunting task.

Top-down system engineering provides a solution to this problem. At the start of the project,
cross functional teams are assembled to assess what the business and functional requirements
are the target of the information system under investigation. These teams use a methodology
called . i i i i will
actually be used when deployed rather than being constrained by the design/of existing-prgducts.
The ufility’s intent is to clearly define the desired requirements, leavipg|vendo ee as
possiblle to come up with innovative solutions.

5.5 Development Phases

Anothgr way to view the IntelliGrid architecture is to thi \ Jverall
procegs for undertaking IntelliGrid projects consists( of ted in
Figure| 4.

e | Phase 1: Executives use Business S jetts in order to meet Bupiness
Needs. Although financial needs s a_technical point of view the key
requirement for executives in approving p(o is that they should require all IntglliGrid
Strategic Vision issues (securit work®xpanagement, data management, etc.)|to be

addressed in the Bugigess Cases Business Cases should explicitly state

‘ ; ill be part of the project, including Use
Case modeling use\ of "a > s, security issues, network and gystem

e | Phase 2: ; ps describe their User Requirements through the
formal Us c S ses’permit these experts to express their requiregments
in a formalize Y § en be coordinated and solidified into more de¢tailed
functional 3

e | Phase 3: F 2 i develop the more detailed functional and performance
requi ) the o Cases that were developed by the domain experts.

¢ | PhHase 4; Pxoj Engineers and IT Specialists assess applicability to the project|of the
standardgy“technologies, and best practices identified in the appropriate IntdlliGrid
Environ

e | Phase5: Desjgn Engineers develop Technical Specifications based on Strategic Yision,
Tagctical Approach, & Standards
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IntelliGrid Methodologies

A\

ra

> Executive
- f Decisions
Step 1: Executives
Approve Projects based on Business Cases e &
il which address Strategic Vision issues QL)
i aton N2 TTRAS,
ot s comonnes ; Stakeholder
Step 2: Domain Expert Stakeholders Domain Experts
Develop Use Cases to Address Business Needs, Y
brainstorming on new approaches and current processes .

Step 3: Project Engineers

Develop Functional and IT Requirements based on all of the Use
Cases from all Stakeholders

: g

Step 4: Project Engineers and IT Special
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5.6 Development Streams

An alternate way to view the IntelliGrid system engineering development process is as three
separate streams as shown in Figure 5.

External Engagement System Design Technology Development
Regulatory Business & Functional
Stakeholder equireme
Engagement
Technology
Advisory Board
Conceptual
Industry & Trade-off
Standards Reference Analysis
Architecture
Utility
Collaboration

The th

Ctively
Dilities
rtm?”, “Who is mvolved |n the information system, ang Who
nformatlon’?” “Where are the data sources for the refuired
g e organizational and technology components integrated|into a

2(CHN cture” Which systems, subsystems and components do we need in order
~ | pequirements?”, and with “What standards, technologies, and yendor
solution il o tility use to accomplish the project goals?” With these questipns in
can start the process of capturing the Business & Fundtional
Requirements, create a Conceptual & Reference Architecture, and perform the Trade-
off Analysis and Cost/Benefit Analysis.

External Stakeholder Engagement

There are many parties who interact with a utility and have an impact on the utility’s
operations and provide input to its regulation. These stakeholders include Regulatory
personnel, Technology Advisory Board, Industry Standards, and Utility
Collaboration and user groups. These external stakeholders are also sources of
requirements that need to be taken into account in the development of systems.
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System Technology Development

The IntelliGrid process requires development of the specifications and technology that
enables interoperable equipment from different vendors. Projects deploying systems now
will do extensive Vendor Engagement in order to assess current market capabilities and
ability to meet minimum levels of interoperability. This process also requires in-depth
Technology Evaluation, along with Vendor Product Bench Testing against
requirements.

Final Business Case & Regulatory Application

Business Needs and Functional Requirements step and
development process so that when the time comes to deplo
the information they need for a final go/no-go decision
regulatory approval at this step also.

5.7 Scope Addressed in this Specification

As disp an be
descri DCesSS.
The fi

f user

heéir requirements through formal Use Ca
squirements reflect all these needs. These Use

evformance, security, and data requirements of|all
before any implementation activities are commencgd.

, Tactical Approach, and assessment of standards
ironments These guidelines are intended to help engingers

bas on an analysis of their specific utility situations, the performarce
implications of different power system “environments”, and the capabiljties

This Publicly Available Specification focuses on just the first of these two elements: the IntelliGrid
methodology for addressing business needs though describing user requirements. However, the
strategic and tactical guidelines are also described briefly to illustrate how the functional
requirements can then be developed into complete technical specifications by project engineers
and information specialists.

Similarly, although an IntelliGrid development process involves all three streams of development:
business and functional assessment, external engagement, and technology development, this
specification will focus mainly on the requirements portion of the business and functional
assessment.
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The remainder of this document is organized according to the five phases, and discusses the
steps to be executed within each phase.

@%
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6. Phase 1: Executives Determine Business Needs and Plan Projects

This section describes the initial planning phases of the project, to be performed by upper
management.

6.1.1 Determine Business and Regulatory Drivers

It is important that all subsequent steps be driven by the business needs of the organization.
Before beginning a utility automation project, it is important to be clear what financial problems
latory compliance issues are being addressed. Some examples include:

or reg

6.1.2

Within
implen
categq

6.1.3

Determi
de fag
Intellig

6.1.4

Based
and cq
point

6.1.5

Exami
organi
follow
assess

Requirements for information sharing with other organizations
Requirements for improving energy efficiency or reliability

Potential new service offerings or revenue streams

he this process and determine which steps are applicable tqg
pation 3 je ithin your organization. As illustrated in Figure 5 the project
three_“cohct t streams of effort: external engagement, business and fun
ment,jand tecAinology development.

mented; for instance,

in the

5, and
bn the

cision
ect.

your
should
ctional

6.1.6

Identify Stakeholders

Determine which parts of your organization, and which other organizations, are affected by the

proposed project.

Pay particular attention to traditional “silos” within your organization and

ensure that even groups that would not traditionally be involved in an information technology
project are considered. Figure 6 illustrates some groups that should be considered, using
advanced metering as an example.
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Once identified, all of these stakeholders should have the project explained (briefly) to them, and then
asked if they have any user requirements that could impact (or be impacted by) the project. They should
be encouraged to think “out of the box”, to brainstorm future scenarios, and to envision new capabilities,
rather than just restating existing functions. Thinking “out of the box” and generating “idealized designs”
about what a stakeholder really needs can make profound changes in how businesses operate and how
projects are implemented. This process can be difficult because understanding what might be possible
under different conditions and technologies is very different from stating what is currently done.

Executive Sponsors & Oversight
AMI Program Steering
Director Commlttee
Prpject Management Office AMI Project
Manager
AMI Vision & AMI Systems BU Operaticiis Business
Architecture Integration Suppon Transformation
Requifements & Internal
Busirjess Case ]_ [ cis ]__[ ] [ Legal /_§< T[ Stakeholder Mgmt
OMS / DMS Vendo,
[ AMI / MDMS ]__[ SCADA ] [ Procaeme XNQ ]
[ Work & Asset ]__[ i ] ]-[7{ %&F}g| Interface ]
Management
Sensors & stém Pnin Market & ISO
Measurement 9 Integration

GIS

elecomm

[
L
[k
[

Communicatigns

Eng ering

Co structlon Stakeholder Mgmt

Tech Assessment

)
)
External ]
)

J I I
FL—LFL

Training

External Systﬂﬁ&\]< »‘\lé\[\ %r ]— —[ Generation
A i N
\[\;xnsmission ]— —[ Distribution

Operational Support

Business
Transformat

Vision & Design

on

6.1.7

Once is to
develg main
stakeh uy-in”
by thepe ultimate~users of the function. Not all stakeholders need to be full-time members|of the

projec| team; but shodld always be included in any discussions that are relevant to their aneas of
expertjsé:

6.1.8 Select Teams

As suggested by Figure 6, develop cross-functional teams for performing the requirements
definition process. These should include both the “go-to” people with technical knowledge, and
their managers who can commit to whether a particular idea is a true requirement for the
organization, or just a “would be nice” feature.
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Key to the team selection is the choice of “systems architecture” or “vision and design” team,
whose responsibilities will be to lead the process, provide guidance, develop and document the
business cases and the architecture from the information that the requirements teams will
produce.

@%
o
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7. Phase 2: Stakeholders Define User Requirements with Use Cases

This section describes the requirements gathering process, to be performed by the cross-
functional teams of stakeholders defined in Phase 1.

7.1 Use Case Methodology

To develop requirements based on Use Cases, the utility should organize a process consisting
of series of workshops using cross-functional teams, as illustrated in Figure 7. Use Cases
place particular emphasis on how the system will actually be used when deployed rathir than
being constrained by the design of existing products. The utility mus ime the
desifed requirements, leaving vendors as free as possible to cor inndvative
solutions.

o3
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7.1.1 | Use-Case Introduction

A use Tase 15 simply a Story thatinciudes various  actors , and the patit they take to achieve
a particular functional goal. By considering the actions of the actors working to achieve this
functional goal, a completed use case results in the documentation of multiple scenarios, each
containing a sequence of steps that trace an end-to-end path. These sequential steps describe
the functions that the proposed systems and processes must provide, directly leading to the
requirements for the given use case.

A use case may have many parts, but the following are the most important:
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71.2

The s
select
Projec
domai

A sev
technd

other domaing” Th i an be used as a basis for the use cases to consider.

7.2
This s

7.21

The goal of the use case, which is usually its name. e.g. “Utility remotely connects or
disconnects customer”.

The narrative. A short English text version of the story.

The actors. An actor is anything in the system that communicates. It may be a person, a
device, a piece of software, an organization, or anything else you can think of that acts
on its own and can have goals and responsibilities. e.g. a “customer” or a “meter”.

The assumptions that the use case is based on. These can constitute requirements in
and of themselves.

The contracts and preconditions that exist between the actors, e.g. “The customer
agrees with the utility to limit demand on selected days in exchange for a lower tariff.”
The triggering event that led to the scenario taking place.
The steps. A numbered list of events that tell the story in detail. Each st
actor, what the actor is doing, what information is being passed,/and

D identiilies an
identifies to|whom

the information is sent. e.g. “7. The operator sends a curtailmerft anthto’the meter”.
Use Case Selection
blection of use cases depends on the high-level proj 3§ driviers. A
on of use cases with utility wide scope have been identi he-InteliGrid Architecture
t. The IntelliGrid Architecture team organized t 3 i icto six fung¢tional

NS:

Market operations
Transmission operations

Distribution operations

Centralized generat

enth domaip 3 3 management, was also identified, which consists of
logical functions setwork management and security that cut across all jof the

pction de€sgribes\the process of holding use case workshops.

UseCase Workshop Goals

A Use
about

Case is a sequence of events that describes the use a particular system. It is a story
how a particular user (or set of users) of a system reaches (or fails to reach) a goal. There

may be several different scenarios within each use case, each telling a slightly different variation

of the

story, but all talking about the same goal.
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When brainstorming system requirements, there are always a few problems:

e It's difficult to tell whether you are listing real requirements, or just a “wish list”.
e [t's difficult to know if you thought of everything.
e Once you have your list of requirements, it’s not always easy to organize or track it.

The Use Case process of defining a use case forces people to find as many true requirements as
possible because:

e It's done from the users’ point of view, so it’s easier to tell what's really necessary.
e It follows a complete path, so you have more confidence you caught everything.
e | Because they’re based around user goals, there is a natural way to organjze them,

g

As earh cross-functional team develops its story about the system, the| team wembefs will
discover and make a list of requirements.

The u’tility assembles the Use Case Workshop members and e| Case
workshops. There are a number of industry tools that help to f s ¢ pf Use
Cases| The industry has standardized on a technolog j iver Mqgdeling
Langupge (UML) to help facilitate this process.

7.2.2 | Use Case Workshop Membership
The m

internal organizations who

are sts aih both subject matter ejxperts
as we He technical knowledge nFeded
to gro ers should be managers with sufficient
senior 3 workshop facilitator with expefience

ath use case team should also have a
system architecture meetings.

in the
leader|

7.2.3
Prior S the team leader(s) and facilitator should crgate a
narrati 3 ig el gqal of the use case. The facilitation team can also freate

straw

Discussion topigs that are specifically “in” or “out” of scope

These|prepdratory materials can be presented to the team members at the meeting using|slides
or handouts. These materials should be reviewed and updated for each additional workshop to
reflect the decisions made by the use case team.

7.2.4 Use Case Workshop Agendas

A lesson that has been learned from earlier applications of the IntelliGrid use case process is to
have a formal indoctrination of the stakeholders in the overall requirements capture process. The
size of the project will dictate how best to introduce the team members to the use case process.
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A focused training session involving all project participants can be used, or the training can
occur in the initial use case workshop.

The use case workshops should be structured to engage the team members to participate,
keeping in mind that a workshop may have people with widely varying backgrounds and skill
sets. A sample workshop agenda is:

e Review and validation of the use case narrative

e Validation of key use case actors and roles

e | Discussion of scenarios to be included within the use case

¢ | Discussion of goals for the day’s workshop including scenarios to be
e | General ground rules for the session
e | Developing the steps and requirements from the session

For second and following sessions...a review of outcomes of the Rrior se and tes on
any issues, action items, and parking lot items documented g

The ugse case team leader provides overall strategic di i ing, the gourse of the workshop
sessions. The facilitator provides agenda and procegs S iscpission
generates proposed scenario steps. Upon generaghagreo S i opted
and the discussion continues until the se z ‘ i an be
used tp ensure scenario completenesss

¢ | What, not how. Concentrate on wh be done, not the technology or ng¢twork
that will make it happen. You dgn’t wa tto i

e | Actor’s point of view, Are you Iok|n ten i ’ 1I1Iy the
customer’s) point of vi : lead
to usability problemss

e | Value for the actor. ; e _discussing going to help the primary a¢tor to

idetracked?
ough back to find the beginning of the sc¢nario,

accomplish.its goal*
e | Entire sc.
and are yo G

7.2.5 | Developing Re e ? siness Value

The sg¢enari g waluated by the group to identify functional and non-fung¢tional
requiréme A hé step. The requirements also result in the identificatjon of
potentjakKguanti S on-quantifiable business benefits that can be made possible by the

scenafios ine ilthe.uge case and should be documented.

It is vifally importantas each requirement is identified to qualitatively identify the business| value

of eagh(requirement. For instance, “Will reduce cost by eliminating the following npanual
steps..”»"These qualitative business value statements will be used later in the businggll case

analysis portion of the requirements definition.

The results of the use case workshop should be disseminated to the team members and
reviewed for accuracy. Questions and issues that arise during the workshop should be
addressed by the architecture team and the answers should be included in the post workshop
notes. The workshop process is repeated until the use case is complete.
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7.2.6 Writing Good Requirements

A requirement is an expression of a perceived need that something be accomplished or realized.
Note that this definition is intended to encompass all possible requirements for a project. Be
aware that in the real world, a “requirement” may merely be something that someone wants.

The following items help to define “What’'s a Good Requirement?”

Binding

e Makes it clear what is optional and what is not
e Creates a “contract” with the reader
SHows Responsibility

o |dentifies what component must take action

e Implies whose job it is to ensure it happens
Cdansistent in Level

o Target a consistent level: custemery\s

e Should not “jump ahead” to the n@/e

Measurable

e Tobe fed

Teistable

al, design, test, etc.

7.2.6.1
Gd -Verb-
(0]e ments

tog

Subject and Object

e Must be well-known parts of the system
e Try not to use “the system” — too vague
e Define your terms ahead of time

e If you involve people, make them specific roles if possible
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"«

e GOOD: “operator”, “administrator”’, “maintenance worker”

¢ NOT AS GOOD: “user”, or “client”

e Proceeded by a binding word: “must” is okay, “shall” is best

e Can use “may optionally” to identify alternatives

Qu

alifier

o Use “will” only to provide extra info: “this will ensure that...”

e Use an action word

e Passive voice is forbidden! It is designed to avoid o

e Be as precise as possible

e GOOD: “transmit”, “display”, “activate”, “
e BAD: “is”, “be”, “have”, “co

o “permit” is a good action word bn the

system providing the interface

. Specifif co
e Must be

Functional Requirements describe what the system must DO. They are actipns in
response to events, or actions performed autonomously. They represent operatiorrs and

foot e nravidad
rCatoTrcSpPTovIiaTa

Non-Functional Requirements describe what qualities the system must contain from an
execution and performance perspective. These are also known as “constraints”,
“behavior”, “criteria”, “performance targets”, etc. They set limits or controls on how well
the system performs the functional requirements. on-Functional requirements include:
reliability, security, usability, upgradeability, expandability, scalability, compatibility,

safety, performance, and conformance
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7.3 Use Case Analysis

The goal of the use case analysis is to produce a coherent set of use cases that can be used for
subsequent architecture development. The use case analysis process should begin while the workshop
process is still underway. The architecture team should review the output of the workshops to evaluate
the preliminary requirements and provide feedback. The architecture team can address questions and
issues posed by the use case teams and also identify and address scenario gaps or overlaps among
different use case teams.

7.3.1 Global Actor List

The wprkshop process will produce a list of actors and their roles. The namgs—s initipns of
these [actors should be reviewed to create a standardized list of actor names and roles| The
iteratiye nature of the workshops and the different views that use case tedms illlcause
the creation of duplicate, redundant and conflicting actors. The standaxdizati should

resolve all of these discrepancies.

7.3.2 Activity Diagrams

Activit nario.
The u D in a
graphi urring
and d points
where ¢ outcomes that shodld be
considered in the scenario. The diagram 8 ’ indicating interfaces between factors

which
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Figure 8: Example of an Activity Diagram
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7.3.3 Interface Diagrams

The purpose of the interface diagram is to provide a single conceptual picture that can be used
to express the flow and sequence of data within the system. The interface diagram can be
derived from the interactions among the actors indicated by the activity diagram. A preliminary
interface diagram can be created during the use case workshops by the architecture team to
provide a high level conceptual view. The preliminary diagram should use accepted design
patterns and should be responsive to changes required by the use case workshops. There is no
defined UML diagram for interface diagrams but the Yourdon dataflow diagram has been used

with success in previous projects. (See Figure 9)

Measurements
And Status

Aggregated
Measurements
[subset)

Third Party
heter Reader

Q nterface Diagram Example

agram is a standard UML sequence diagram that illustrates the
by-step interactiog | the actors in a scenario. The message exchanges indicate

step-
where

interfaces bet exist and the types and frequency of data that are exchanged. The

jagram can be derived from the use case scenarios or from 3

at the scenarios, activity diagrams and message sequence diagrar

ctivity
ns are
. The

additional information about the message exchanges and to aid the architecture team
system analysis. (See Figure 10)

try of
in the
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7.3.5
Use ¢ which
includ pful to

illustrg les.

7.3.6
Refini

of reviewing, classifying and consolidating the

requir should begin during the use case workshop Hy the
architsg an. S ciure team can provide feedback to the use case teams that the
requirgments{that ating are of sufficient depth to satisfy the needs of the pfoject.
When are complete the final set of requirements can by classifigd into
groups 3 reqiiirements can be compared for consistency or removed if d¢gemed
redung he Chassificatioh can be done by system component or by interface. Non-fungtional

requirgments. generated by different use cases may also specify the same metric to differing
levels |of performance/ Evaluation of the associated costs and values will determine which level
of perfounance will be specified as a requirement. The documentation of assumptions mgde by
use cgse.teams as requirements should also occur during this phase so that the assumptiohs are
documented and validated against other system requirements.

7.3.7 Identify Security Risks

Throughout the workshop process, record any potential security risks of each use case. In
general, a security analysis will involve the following steps:

¢ |dentify what assets need to be protected.
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o Identify the threats the assets need to be protected against.
o |dentify vulnerabilities to these threats found in the existing system.
e Identify various security measures to protect the assets.

o Determine which measures are best suited to protecting which assets

This stage begins the security analysis process by identifying assets, threats and vulnerabilities

and recording them along with the requirements.

7.3.8

The workshop process will identify many requirements, perhaps severa d oty
necesgary to eliminate duplicates, make wording consistent, and
statements.

7.3.9 |[Evaluate Requirements vs. Business Case

For eqch requirement and qualitative business value identifi orkshop pr
the business case teams begin to assign quantitative bg ecycle costs
work Will further distil requirements and eliminate sgme

consideration.

It is recommended that even if the oxg is™stage to not initially

certain requirements or scenarios, the : should continue to co
them. | It may be that they will be deploye project, and the architecture sho
flexiblg¢ enough to permit this.

7.3.10 |Publish Requirement

For th¢ benefit of the industry ' ilities, as well as vendors who may become invo
the project, you i ist of requirements at this stage. It may be
to hdve your tregdiretments an “advisory board” consisting of in
representatives, espe bil

vill be
value

bcess,
. This
5 from

leploy
hsider
uld be

ved in
useful
dustry
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8. Phases 3-5: Technology Selection and Deployment

This section describes how the project planning performed in Phase 1 and the requirements
gathered in Phase 2 can be used for architecture development, technology selection and
deployment. . Figure 11 illustrates the initial requirements definition and systems architecture
development processes, while Figure 12 illustrates the later steps of business case analysis,
technology selection, and deployment. This document is intended to be an overview, for the
purposes of understanding the general concepts of the process, and a checklist for monitoring
the progress of a project.

WORKSHOPS

D Requirements Document *
C) Architecture Document Use Cases ERATIVED E
romemy L
p + Requirements and Tech Selection <\
1
g®, I
i nﬁN SS cenarios
valyes +

Interface \ qurements Security A

Diagra . gse Analysis
|

\9 ¢ security
. requirements
requirements h

VY v Y oYY

actors

Message
Sequence
Diagrams

messages

scenarios

messages

TIME

Message interfaces

Matrix

]
. ]
> U;(e;plase Component Distilled 1 Capability :
y Architecture Requirements | ¢ Frameworks
Didgram g '
----------- L]

sTechnology Structural Device Communications
Choices Choices Choices with Vendors

Figurel 11: irements and Systems Architecture Process
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in this section are identifled as

8.1.1

Resolve List of Actors

The list of actors recorded in the use cases typically contains many duplicates and many

different names for the same actor.

The systems architecture team examines the list, eliminates

duplicates, agrees on common names, and by eliminating some actors, and establishes the

scope of the architecture being developed.

The resulting Global Actor list will be used as a

common language for the rest of the architecture development. Ideally, these terms are traceable
to industry standardized definitions for functions and components.
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8.1.2 Identify Messages Exchanged

For each step identified in the use cases, the systems architecture team identifies what data
must be exchanged to complete the step, and estimates how this data might be grouped into
messages. The actual type and number of messages exchanged will not be known until after
technology selection, but the messages identified here will be useful to determine which
technologies are suitable.

As illustrated in Figure 11, two useful tools at this stage are Unified Modeling Language (UML)
Message Sequence Diagrams, and a Message Matrix. A Message Matrix consists of a
sprea sheet—or—cdatabase ;dcllt;fyilly the |c:atiunoh;p between—use CasSts; a\;cllaliua, oteps,
messages, and the source and destination actors of the messages. It co o track|which
scenafrios and/or steps are currently considered to be part of the business ca

Message Sequence Diagrams are reduced forms of Activity diagre iqw the

messages between actors in a given scenario.

8.1.3 | Define Interfaces

From |the actors identified in the Global Actor Lisy”and the ¢ ssage
Sequence Diagrams, the systems architecture team can gfoy S € rfaces
and identify the interfaces between the actors.

ration
ssage

There |are several useful tools for identifying
Diagrgm or Activity Diagram, a data flow diagrax
Matrix| as illustrated in Figure 11.

The s¢t of actors and inte of the

system. Itis an idea of how S ~ithout considering actual implemenfations
yet.

8.14

Once an be
group i i 3 3 the same potential threats and technological sollitions.
Securi egrity,
confid

A spegi mains
may fg

8.1.5 | Define Security and Network Management Policies

The organization must decide on a common set of security and network management policies.
These policies must define the overall objectives of security measures, the roles of organizations
and individuals, and procedures for managing assets and credentials. These policies must also
identify how procedures may be modified within each domain while maintaining the overall
security objectives.

As illustrated in Figure 11, the domains and policies identified in the Security Analysis are
included as further requirements to be considered in vendor consultation and in later steps of
architecture development.
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8.1.6 Break Down Actors into Components

The actors that were defined in the Global Actor List and used to identify the system interfaces
will not be the actual physical components of the system. The functions of some actors may be
distributed among multiple devices, or a single physical device or computer system may
implement several different conceptual actors.

At this stage of the architecture development, consult with vendors regarding the previously
published requirements to determine how different suppliers would implement the conceptual
architecture. This process may identify some missing actors or interfaces, requiring a change in

the arghitecture:

8.1.7 | Assess Candidate Technologies

Examihe the candidate technologies identified in the planning stages 9 c logies
identifled during vendor consultation. Perform a technology ass ant \ st the
following factors:

o Le)el of Standardization - Who recognizes it as a standard”
e Lepel of Openness — How easy/costly is it to obtaiy

o Le)pel of Adoption — How widely used js it now

e Security — Can it be secured? Is it inhe

e Mgnageability — Can you control, mgnitorand/o 2
e Scplability — Will it work wt ¢ S rge nymber of sites?

e Object Modeling — Dees ikgroup

e Sejf-Description — configure and initialize itself?
o Applicability k@
e Applicability to

Develgp a Stapdard af captures this analysis shown in Figure 11.

Naturgllyy/cost s afaetor in asSessing the candidate technologies also and must be consjdered
as part o yOi ess case development.

8.1.8 | Map Candidate’ Technologies to Interfaces

Consider.which of the candidate technologies should be used on each interface, and withip each
security domain. Add this information to the Standards Catalogue, or create a separate
Standards Mapping document.

It is not necessary at this stage to select a single technology for each interface, any more than
one should favor a particular vendors’ architecture yet. The architecture at this stage should
represent a superset of the best practices in the industry that can meet the requirements of your
organization.
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8.1.9 Define Integration Interfaces

A key factor at this stage is your organization’s existing information technology architecture. You
must develop a plan to integrate these existing interfaces to those of the new project. There may

also be other similar projects underway that must be integrated with the current project.

Ideally, the groundwork for this step has already been addressed by ensuring representatives
from other parts of the organization was included on the requirements teams and has contributed

to the development of the architecture.

8.1.10| Test Architecture against Use Cases

The output from vendor consultation and the technology assessment ef houlthresult in a

platfofm-independent architecture that can represent most vendor
Test this platform-independent architecture against the original use ca
scenatos to be included in the business case can be implementg i
interfagces.

8.2 Seject Technologies

vices.
all the
ks and

This i wplement the plgtform-
indepgndent architecture that you have d 1 valtrate vendor submissions. As
illustrgted in Figure 13, the technology i 2 égins in the earlier ghases

with th

IMap requirements to Rank technologies
componentis on capability scales

Refine requirements
to match technology
capabilities

Screen
technologies

Initial technology
assessment results

Short-list of technologies and
a clear systems architecture

Figure 13: Overview of the Technology Selection Process
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8.2.1 Build Technology Capability Scales

Create a framework of Technology Capability Measurement (TCM) scales from the Distilled
Requirements and Security Requirements as illustrated in Figure 11. TCM scales are a tool for
evaluating any given technology, as one might expect from the name. Perhaps surprisingly, they
can and should also be used to evaluate your set of requirements.

A framework of TCM scales is essentially a set of ratings from 0 to 5 in a number of categories
that are derived by the system architecture team from the use cases and distilled requirements.
For communications technologies, suggested categories might be: interoperability, reliability,
scalabytitys; ity ; . f fes; fes) might
includ¢ configurability, programmability, serviceability, power requirements, i Dry, or
display. Cost is not considered on the TCM scales; it is a separate item deg of the
trade-¢ff and business case development process.

h¢ best
ich feptures

A ratipg of O represents an unacceptable solution, 1 the mini
possible solution. An example scale is shown in Figure 14. Thé cha
are required to receive a particular maturity level rating.
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8.2.2 | Request

At thiq stage, you have a complete set of requirements, a defined minimum set of components
and ianWWW&&LmM@LM of

scales for performing evaluations. Use this information to request proposals from vendors. As
illustrated in Figure 12, vendors should be engaged throughout all parts of the design, to give a
“reality check” on what is possible with existing technology. When requesting proposals, publish
the TCM scales so vendors will know how they will be evaluated.
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8.2.3 Evaluate Requirements and Proposals

Use the TCM scales to evaluate not only vendors’ proposals, but also the distilled list of
requirements. The upper end of the TCM scales should represent the best system that could be
envisioned, while the actual requirements of the organization, especially in the short term, may

be at a much lower level.

8.2.4 Perform Gap Analysis

Use the TCM scales to determine the difference between your organization’s requirements and

the te¢hnology offered by the vendors. Since vendor technologies were g
develdping the Standards Catalog, there should theoretically not be a
technglogies discovered at this point.

The Message Matrix becomes very useful at this stage for
technglogies. If the technology contains messages and constructs

8.2.5 | Trade-Off Requirements

Based|on the gap analysis, select vendors and technplogies that the/closest to meeti
requir¢ments. efj
equipment and services to be used is kr .

Based|on the revised cost and benefit infermatio ine appropriate thresholds for th
of each component, and trade off functipnal in'st t. Revisit the set of requiremen
deterr:uine which cannot be met for this QjeCt. Document the finalized pla
specifiic architecture.

8.2.6 | Identify Missing(Star

It is qyite possib emehts of the organization cannot be met by any
existinlg solutions a im a ss of expenditure. Record each of this missing stan
technqlogies, or capat C i

8.2.7 | Create

When | te i bilities are missing the organization generally has the fol
optionk:

o Offer to"work in partnership with a vendor to develop the technology

e Crpate’a work-around solution in-house

essed as part of

nown

ations
b data

ng the

ation process now that the

le cost
s and
tform-

of the
dards,

owing

e Try to develop the technology in-house

e Relax or refine existing requirements and define interfaces for future expansion when the

technology becomes available.

The option chosen for each component or interface will vary depending on benefits, costs,

schedule and the business drivers behind the project.
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In addition, there may be a number of external factors affecting the availability of the technology,
such as:

Captute all of these events and choices in a Technology Roadmap, indicatiqg your srganiz
plan for the future. It should clearly indicate dependencies on exterpal f
organigation could take to influence technology development, and gthe N the d

project.

8.2.8 | Submit Proposals to Standards Bodies and Industry G

Creation of legislation or regulations to encourage development of the technology.
Creation of an industry organization or forum.
Completion of an agreed-upon national or international standard.

Adoption of a technology by key players in the industry.

Completion of a pilot proiect by another set of organizations
g L Lt J 7 ~J

organigations or industry groups that would improve the i this project or

projecs in the future. Submit these recommendatjons i he development
requir¢d standards if possible.

8.2.9 | Complete Final Business Case

With v
full bu

vary p

tion’s
s the
urrent

ions to stanmdards

Similar
of the

into a
s may
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A.

AA1

Annex A: How to Develop Use Cases

What is a Use Case?

Each Use Case describes a single scenario, business goal, or task. Therefore, typically many
Use Cases are needed to cover all scenarios for a particular system. All domain experts who will
be impacted or will impact the system need to describe their own requirements through one or
more Use Cases.

Use Cases treat the technology aspects of the system as a black box. Domain experts should

describe the interactions with the “black box” system from outside the tem. Thii is a
delibefate policy, because it simplifies the description of requirements, ar{d avoids_the-trap of
making assumptions about how this functionality will be accomplished g, Use
Cases| capture the “What” of user requirements, but deliberately avoi pw” of
technglogies.

Develgping Use Cases is both a science and an art. Domain basic
rules ¢f Use Case development, but the degree of formality Case
can vpry significantly, depending upon whether the Usé& latively stgndard
requirgments or very new requirements, whether certain requj : tringent or|rather
loose,|the relative importance of the particular Use C s complete set of Use Cases,
and other factors. The key is to include enough in the to.efisure that the dser is
comfoftable that their real needs are included, bu ci\that\the result is overwhelnjing or
confuging.

A2

Use Cphse templates can be used to help scribe their user requirements|in the
manngr needed by the Use/X

This IntelliGrid PAS include \ { at is slightly simplified from the ofiginal
IntelliGrid Architecture S atel original template contains additional information
that wgs used to help ) idMrchitecture, and also assumed that experienced
IntelliGrid projec afs Were avai hg out
the foms.

Initiall en the
400 IntelliGrid functiors: Lases,
but wgs adequate_to\screet

Not al pes of
User Req what
charagteristi more
gener;t

The IntelliGrid PAS Use Case template consists of the following sections.

A.3 IntelliGrid PAS Use Case Template: Setting the Stage

A.3.1 Domain Expert(s) Responsible for Use Case

The primary domain expert who is filling out the Use Case should be identified. In addition, any
other domain experts or “Use Case” experts who are assisting in the process should be

identif

ied.
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A.3.2 Name of Function

The name of the function should be unique within the set of Use Cases so that it can be easily
identified.

A.3.3 Scope and Objectives of Function

The scope and objectives of the function address how this particular Use Case fits into the
overall set of Use Cases that are being developed for a particular project or system. This section
should also identify which business needs are being met by this Use Case.

A.3.4 | Narrative of Function

The njarrative is where the domain expert describes the function i i that it is
intelligible to non-expert readers. This section can range from a few 3 bages,
depenfding upon the complexity and/or newness of the function beihg described. is/dection
often helps the domain expert to think through the user requi SR f et before
getting into the details required by the next sections of the Use Ca

A.3.5 | Actors: People, Systems, Applications, Databases
Stakeholders

Actors| are entities outside the system that intera
data, gtoring data, or manipulating data

like receiving data, sénding
ple, software applications,

A.3.6 | Legal Issues: Contracts, Regulations, Safe

Legal [ssues, such as contrastual constraj gquirements, and safety rules, cgn also
impac{ functions. If so, S i , it is
implemented, will comply witk thee '

A.3.7 Precondi
o\

In sonje functions,
made.|For instance

stapd what preconditions or other assumptions are|being
g actors and their activities could be crucial to knpw, or

assumptions abodt the i ioh, such as what systems already exist, what contjactual
relatiohs exist atcanfigurations of systems are probably in place. For example, if]power
system data s requi pction, a precondition to this particular activity might be “pormal
monitqring dwex system activities is taking place”.

A4 IntelliGrid*PAS\Use Case Template: A Picture is Worth a Thousand Words

The old adage, “a pisture is worth a thousand words”, is absolutely true when working with Use
Cases| Drawings or diagrams of the function can help clarify the interactions between the jactors
and the“components of the system. The main caveat is that the drawings should NOT| show
technical solutions, but should show these interactions abstractly.

The Unified Modeling Language (UML) does specify how formal Use Case diagrams should be
drawn, and are clearly a good method for producing these drawings. However, any drawing or
diagram that shows the actors, the system components (as black boxes), and the information
flows between them will provide most if not all of the necessary information. Figure 15 illustrates
a diagram showing the steps and information flows of a function being described in a Use Case.
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Actor #1

Sefver: Actor #2

Figure|

A.5

A.5.1
The s

Specif|cally each 3
compgnent of th

senso

sends|data to billing

system) exchange could also include human-to-human intera
(by phone, ema S but the main emphasis is on the automated exchanges be
actors|and ths come S O

Again,| these™steps void “how” the function might be implemented, and address
the “what”, and technical constraints can be taken into account.

A.5.2 | Contents of Stéeps

The cqnténts of the IntelliGrid PAS Use Case steps are the following:

Function Described in Use Case

Step 2 Component #1
I
Step 6
Actor #3

\Sfep 4

A

Step 5 /

Component
#2

Legal {ssues

stem stores data in a database, settlement g
modeling application sends new model to an e

sends datatp

@)

-step.
K box”

(e.g.
ystem
ternal
ctions
tween

strictly

No.: This is the number of the step. It could be simple “1, 2, 3" or could include

identification of parallel steps if this is relevant, e.g. “1a, 1b, 2, 3a, 3b, 3¢”.

Event: The event that starts the step. This might be completion of the previous step, a
human requesting the function, data being reported periodically, or a power system

event.
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Description of Process or Activity: This describes what action takes place in this step.
The focus should be less on the algorithms of the applications and more on the
interactions and information flows between “entities”, e.g. people, systems, applications,
data bases, etc.

Information Producer: This identifies the producer or source of the information. This
should be one of the Actors identified above.

Information Receiver: This identifies the receiver of the information. This should also be
one of the Actors identified above.

Information Exchanged: This describes briefly the information to be exchanged,
including information that is:

— Input to the function from some external source that is not descriped in this*Use|Case

— Internal to the function between different components, s and
systems within the function

— Output from the function that will be used by other ¢ s Use
Case

Configuration: Locations, distances, communication . i twork banqwidth,

existing protocols, numbers of devices, systems ' s/ expected gfowth,

etc.

Quality of Service Requirements: A i ferent

components, recovery, backup future

changes, response times, latenc B

Security Requirements: Authenticati _ id€ntiality, integrity, preventfion of

denial of service, non-repudiatioy error management

Data Management X f\data, correctness or validity of| data,

timeliness or time i ¢ e of data, synchronization or consistepcy of

data across system i 0SS ; validation of data across organizational

boundaries, i ) - data naming, identification, formats &cross

disparate and databases

Constrai ns.

IntelliGrid

Characteristic

stive Ttems Vi S steps.

characteris d with

tep, suc ervice

manece, respongeé times, etc.), security (access control, authentication, encryption, backup,
0gging, etc.), data issues (volume of data, frequency of data, etc.), and any additional

constr

hints (legal, regulatory, safety, etc.). Again, very importantly, these characteristics qre the

user requirements for the transactions taking place within the step, and are not related to specific
technologies.

A.6.2
Config

Configuration Issues

uration issues reflect the typical, probable, or envisioned communication configurations

that are relevant to the use case step. These configuration issues include numbers of devices
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and/or systems, expected growth of the system over time, locations, distances, communications
types, network bandwidth, existing protocols, etc., but only from the user’s point of view. In some
cases, only one of the possible choices is reasonable, while for other situations, more than one
choice is reasonable. For any particular use case step, many will either not be relevant or will be
implicit from previous steps.

Table 1 provides the IntelliGrid checklist of configuration issues that domain experts can use to
ensure they address all relevant issues.

Table 1: Checklist of IntelliGrid Configuration Issues

IntelliGrid Configuration Issues
a. Nymbers of “end” entities or sources of data:
— | One
— | Two to a few
— | Few to a hundred
— | Hundreds to thousands
— | Thousands to millions
— | Significantly varied in different implementations
— | Changes frequently
— | Other
b. Numbers of “central” entities or users of data;
— | One
— | Few
— | Hundreds
— | Thousands
— | Millions

— | Changes frequently
— | Other
o Distance ée{w@
A few feet

— | Building

— —Substation

— Field outside substation
— Customer site

— Another corporation

— Mobile

— Changes frequently
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IntelliGrid Configuration Issues
Other
Location of information receiver (user of data):
Operations center
Corporate building
Building
Substation
Field outside substation
—Gustomersite

Another corporation
Mobile
Changes frequently
Other
Communications configuration:
WAN
LAN
One-on-one
One-to-many
Many-to-many
Multi-drop
Ad hoc
Other
Communications media:
Any
Landline preferred
Wireless possibl

Wireless reguire
Other <qg

Communicatio

Any

Utility-owne

Jointl

C

In

Other
Commf{r_mic_wndwidth:
<2400 bps

2:4-56 kbps

10 Mbps-100Mbps
100Mbps - 1 Gbps

>1 Gbps

Other

Data exchange methods:
Any
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IntelliGrid Configuration Issues

— Master-slave

— Peer-to-peer

— Client-server

— Publish-subscribe

— Through database

— Adhoc

— Other

— | Any or all 3

— | Request-response

— | Periodic reporting

— | Report-by-exception

— | Control command

— | Select-before-operate

— | Set parameter values

— | Query for data by name

— | Subscribe

— | Broadcast

— | Multi-cast

— | Data discovery

— | Use of data sets
— | Query to find location of data
— | Query to determine i
— | Execute application
— | Establish and en
— | Logging
— | Journalin
— | Remote resta
— | Remote reconf|

- Remot?go i

Data fl__o_wé patterns basically even
— | Data-flows include high volume bursts

— LQther

m. Growth:
— 2x number of participating devices - Over the next 5 years
— 10x number of participating devices - Over the next 5 years
— 100x number of participating devices - Over the next 5 years
n. Commonly used data exchange technologies
— Public Internet as communications media
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IntelliGrid Configuration Issues
— Internet-based protocols (e.g. HTML, XML)
— Computer Industry Component Technology Standards (e.g. CORBA, EJB, .Net, Web Services)
— Transaction Technologies (e.g. Corba, EJB, .NET, Web Services)
— Database Access Services (SQL, OQL, object browsing)
— Methodologies for process management (e.g. EDI, ebXML)
— NAESB protocols (OASIS, E-tagging, RTO (TBD))
— |IEC 61970 Common Information Model (CIM) Standard
— HEGC-61970-Generictnterface-Definition{GID)-Stardard———————— M M —
— |IEC 61968 Interface Exchange Model (IEM) Message Definition Standards 1
— |IEC 61850 (UCA) Standard
— | IEC 60870-6 TASE.2 (ICCP)
— |IEC 60870-5 and/or DNP
— [ Other legacy SCADA protocols
— | Building Automation Protocols SSPC135
— [ Other Building Automation Protocols
— |ANSI C12 SC 17 (IEC 62056-53/61/62) Metering Star
— | Graphics data exchange standards
— [ Through a database using proprietary database
— |Flat files or CSV files
— [ Other standard technologies
— [ Other standard technologies
— | Vendor proprietary technologies
— [ Other non-standard teeh j

o. Relative matyrit
- [Very matur wid
— [Moderately maty

— [Fairly new
— [Future, ng

- Extensiyé change$ will be needed for full system functionality
— [Moderate changes will be needed

— [Eew r‘hnngpe will he needed

— No changes will be needed

A.6.3 IntelliGrid Quality of Service (QoS) Issues

Quality of service (QoS) issues address availability of the system, such as acceptable downtime,
recovery, backup, rollback, etc. QoS issues also address accuracy and precision of data, the
frequency of data exchanges, and the necessary flexibility for future changes.
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Table 2 provides the IntelliGrid checklist of QoS issues that domain experts can use to ensure

they address all relevant issues.

Table 2: Checklist of IntelliGrid Quality of Service Issues

IntelliGrid Quality of Service Issues
a. Elapsed time response requirements for exchanging data:
1-4 milliseconds
4-10 milliseconds
Less than 1 second

— 12 seconds

1|0 seconds

ore than 10 seconds

0 specific response requirements

ther

ontractual timeliness for exchanging data is required:

ithin some longer time:
o specific contractual timeliness is g
ther

vailability of information flows:

quired

bnditions

— Not relevant
— Other
e. Accuracy of data requirements
— Requires quality flag indicating at least normal and not normal
— Age of data needs to be knowable
— Time skew of data must be known
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IntelliGrid Quality of Service Issues
— Adequate accuracy can be assumed
— Accuracy of data not an issue
— Other
f. Frequency of data exchanges:
— Essentially continuous
— Every few milliseconds
— Every few seconds
_ Periodici : I
Upon event
Upon request
— Random
g
d

parse
ther
g. Commonly used techniques for meeting quality of service reguirem
ailure detection
utomatic restart
utomatic failover to second source of data or functign
utomatic failover of communication channels to
ackup of data
ransaction rollback
poS monitoring

larming on QoS failure
one

ot needed or not relev
ther

\Jata'e changg

|
OlzZ > o4 m > > > T

v. It is
gssess
either

y y y q ns for
implementing secunty measures. Ultimately, the need for security for a specific information asset
is a judgment call, based on:

e The probable risk of the security threat (which is a combination of the attractiveness of
the information and the ease of access to it)
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e The financial and non-monetary consequences of a successful security attack (during the
attack, while recovering from the attack, and financial, legal, and social consequences
after the attack)

e The cost of minimizing the security threat, including financial costs, data exchange
performance impacts, implementation of methods for detection of attacks, human
responses to security measures, etc.

At this high architectural level, only general judgment calls can be made. So, the word “crucial”
implies that protection against a threat is generally very, very important, but does not imply what
a specific implementation may judge the threat to be.

One of the most useful ways of assessing security requirements is for the do to ask

which pof the following security issues are important:
¢ | Authentication of user
¢ | Confidentiality
e | Integrity
¢ | Prevention of Denial of Service

¢ | Non-repudiation or Accountability

Table |3 provides the IntelliGrid checklist of s s
ensurg they address all relevant issue
Table B: Checklist of IntelliGrid Security }ssues

at domain experts can lse to

a. Favesdropping: Ensu
unauthiorized reading of data, is
— (rucial
— Quite import
— Not particulam
— Detection that
o N
b. [ o™ i
- (
- G
- N
- 0
_— en_ .
C. Authentication: Masquerade and/or spoofing: Ensuring that data comes from the stated sourde or

goes to-atthenticatedreceiveris:
— Crucial
Quite important
Not particularly important
Detection that a security violation was attempted is crucial
Other
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d.

Security Issues
Repudiation: Ensuring that the source cannot deny sending the data or that the receiver cannot

deny receiving the data is:

h.
non-repudiation with contractuaha

Crucial
Quite important
Not particularly important
Detection that a security violation was attempted is crucial
Other

eplay: Ensuring that data cannot be resent by an unauthorized source is:
Crucial
Quite important
N
O

ot particularly important

etection that a security violation was attempted is crucial
nformation theft: Ensuring that data cannot be stolen or deleted £
rucial

buite important

ot particularly important
etection that a security violation was attempted is crucia
ther
Denial of Service: Ensuring unimpede
rucial

uite important

ot particularly important
etection that a security i
ther

This data exchange

OO Z2 0 0 00 2 00

for

Logging of onl
ogging of the

irtual Private Netorks (VPNs)
riv}até -(secret) key encryption
ublic key encryption (e.g. SSL/TLS)

Firewalls with Access Control Lists and/or proxy servers
Dial-back modems

Bilateral data access control tables

Time stamping, logging, and data records

Non-repudiation techniques
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Security Issues
— Kerberos
— Network management such as SNMP or CMIP
— Physical isolation
— Backup
— Security policies with procedures to follow
— Trusted parties so no cyber security needed
— None, but needed

one—and-notneaded
ohe—aRaHotHeeata

— Qther /\

A.6.5 | IntelliGrid Data Management Issues

Data |management is becoming an increasingly important ation.| Data
managdement in this context covers both the management <f the data>e ges in each Use
Case ptep and the management of data at either end j A\ 3 ntNis/impacted by data
exchanges. An example of the first type of data manag i Lgoing

maintg A ation
Syster i icati its data, X mpIe of the second type of
data management is the need to ba S istericy of data whenevgr it is
exchanged, such as if new protection settings multi i ices, ttings
need tp be reflected in Contingency Analysi
Again, 6 view.
Thereflore, user requirement agen hou igh, but
should concentrate on the i I data
handling applications.
Some |typical data manag i ' idity of
data, fimeliness or'ti { f data
acrosy systems, aries,
transagtion managém 5, and
maintg
Table [s can
use to
Table §: i iGrid Data Management Issues
_\d} Data Management Issues

a. Type-of.source data

— Source data was directly measured

— Source datawas previousty automaticatty storedimadatabase
— Source data was previously manually entered in a database
— Source data was calculated or output by an application
— Other Not Applicable
b. Correctness of source data
— Source data is always correct (e.g. by definition)
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Data Management Issues
— Source data is usually correct
— Source data is often not correct (incorrectly entered, out of date, not available)
— Source data is rarely correct
— Correctness of source data is not relevant
— Other
Up-to-date data management
— Received data must be up-to-date within seconds of source data changing

anagement of large volumes of data that are being exchanged
ajor part of step involves handling large volumes of data
ome part of step involves handling large volumes of data
o part of step involves handling large volumes of data
ther

|
oz w

q

9

synghronized with other systems within s

syn(
— Day-by-day synchronization: Data beihg e
othgr systems within hours or days

— No synchronization: D
with|other systems

— Other

. Manageme ti
— Contractuall/r

ata [nqs_t include’quality codes to indicate its validity
— Data’from different sources must be validated against each other

d with

— Datammapping of dataitemmmames is Tequired for data fromdifferent sources
— Data can be assumed as valid (or validity checking is handled elsewhere)

— Data is usually not validated

— Data cannot be validated

— Validity of data is not relevant

— Other
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“CO

Data Management Issues
Management of accessing different types of data to be exchanged
Each data exchange could entail different types of data (e.g. query a database)
Numbers or types of data being exchanged are changed or updated every few minutes
Numbers or types of data being exchanged are changed or updated every few hours
Numbers or types of data being exchanged are changed or updated every few days or weeks
Numbers or types of data being exchanged are rarely changed or updated
Not relevant

Qthret
Management of data across organizational boundaries

ata exchanges go across corporate boundaries

ata exchanges go across departmental boundaries

ata exchanges go across boundaries between system developed
ata exchanges are within one vendor’s system
ot relevant

ther

Ol ZzZ O oo o

G a states

Data exchanges require full backup for immediaté “fai c{@bs:ec nd source of data
Data exchanges require backup of crlciakdate

Data exchanges do not require rollbac

Qther

Pata format requirements:

g

g

Graphics formats
gDI
HTML-base
AML-based
d
g
=

pecial-format data (e.g. text, documents, oscillographic data) m

Mangge__rheh\s@a formats in data exchanges

he’same data exchanged between different applications have different formats that need to
erted”

ust be

The same data exchanged between different applications have the same formats
Conversion of data formats is automatically handled by each application
Other

Naming of data items

Names of data items are different in different applications and must be “mapped” to each other

Meanings of data items are different in different applications and must be “converted”
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Data Management Issues
Other Not Relevant
Management across different implementations
Types of data being exchanged can vary significantly in different implementations
Types of data being exchanged vary very little in different implementations
Not relevant
Other
Data exchange maintenance in which a human changes or updates what is to be exchanged

ata avchanaes reaauire-maintanance-avenfow hours.
eHae-EXEHa R geS+eguire-HatiteRaRce-eVery—eW-Hours

ata exchanges require maintenance every few days

ata exchanges require maintenance every few weeks or months
ata exchanges rarely require maintenance

ot relevant

ther

Database maintenance in which a human changes or updates
atabase requires maintenance every few hours
atabase requires maintenance every few days
atabase requires maintenance every few weeks or
atabase rarely requires maintenance
ot relevant
ther

Ol Z O g o Qg -0 Z2 -0 .0

Data maintenance involves significant humanimeXand

Data maintenance is p3 emated |ves ome human time and manual data entfies
Data maintenance is mostly aufomatedhbuf réq ires\o€casional intervention

Data maintenance i authotized) completely automated (e.g. Live Update of vjrus
imitions or MicrQsoftlup

Not relevant

Qther

tandard computex formats\(e.g~int€gers and floating pt, files)
tandard serial f (e.g. analog points, status points, control points, such as usedl in

TML-based-formats
ML-based formats

omma separated variables (CSV) in a file

Proprietary data format

Data updates are done manually by a database administrator or maintenance personnel
Data is validated automatically

Data objects have well-known names (e.g. CIM and IEC61850)

Transaction and data exchanges "discovery" is handled automatically (e.g. ebXML)

Mechanisms are in place to ensure consistency of data

S
5
F
d
DI for
I_
X
d
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Data Management Issues
— Transaction rollback capabilities are used
— Not relevant
— Other

A.6.6 IntelliGrid Constraints and Other Issues

Constfaints and

ISSues not captured in the p

financjal, or just very specific to a particular step. For instance, one sté
received from another utility that requires special handling: format ¢6x
intervgntion. This is a catch-all for such special issues.

¥
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B. Annex B: Use Case Template
Using the IntelliGrid PAS User Requirements Use Case Template, Version 1
B.1 Description of the User Requirements of a Function
B.1.1 General
The Inte/I/Gr/d methodo/ogy separates the concepts of “user requirements” from “technical
specifi I pecific
desigrls or technologies, while technical specifications define “how” to i sot thelS)ystems
and applications in order to meet the user requirements.
B.1.2 | Domain Expert(s)
This IntelliGrid PAS User Requirements Template focuses o y o exled from a
functign, as described by those who are experts in their and who will
ultimafely be the users of the function. In filling out the tempflate, perts, may be agsisted
by other types of experts, but they should keep c/earW\ must be th¢ user
requiements.

N O X

Domafin Expert Name Title/\\) %\ \ Area of Expertise

. N\

Pringry S CHIY

Additjonal > X

Additjonal
B.1.3 | Name of Functign
Name |of the funcg’@x

/\ N}ne of Function

B.1.4 ectives of Function
Descripbe bri , objectives, and rationale of the function. The intent is to put the
functign in coft paxticularly in relationship to other related functions, such as piggybacking
other functons on function (or vice versa). This is not necessarily a justification or benefit-

cost a

Es€sSment, but can be used to hit the key points of the function.

Scope and Objectives of Function
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B.1.5 Narrative of Function

A complete narrative of the function from a domain expert user’s point of view, describing what
occurs when, why, with what expectation, and under what conditions. This narrative should be in
“English”, written so that non-domain experts can understand it.

Narrative of Function

B.1.6 | Actors: People, Systems, Applications, Databases, the Power Syste
Stakeholders

Descr bvices
involvé 5, end
users, IEDs,
and e s, but
only o bles in

one fu

Actor|Name Actor Type
(person, device,
database, system
etc.)

B.1.7

Identif
contra
constrpi

s, Policies, and Constraints

ect the design and requirements of the function, indluding
financial considerations, engineering constraints, pdllution
tal quality issues.

Legalllssue \6‘\“ \ Impact of Legal Issue on Function

B.1.8 Preconditions and Assumptions

Describe conditions that must exist prior to the initiation of the Function, such as prior state of
the actors and activities. Identify any assumptions, such as what systems already exist, what
contractual relations exist, and what configurations of systems are probably in place. Identify any
initial states of information exchanged in the steps in the next section. For example, if power
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system data is being monitored by a SCADA system, a precondition to this particular activity
might be “normal monitoring of normal power system activities is taking place”.

Actor/System/Information/Contract Preconditions or Assumptions

@%
o
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B.2 Drawing or Diagram of Function

For clarification, draw (by hand, by Power Point, by UML diagram) the interactions, identifying
the steps where possible.

Drawing or Diagram of Function

Function Described in Use Case

e

Component #1
I

$erver: Actor #2

Databasé¢:
Actor #4

Legal dssues
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Step by Step Analysis of Function

Describe steps that implement the function. If there is more than one set of steps that are
relevant, make a copy of the following section grouping (Steps normal sequence and Steps
alternate or exceptional sequences). If more steps are needed than are in the Step Table, add
Steps (not just another row).

entire

B.3.1 Steps — Normal Sequence
Descri ation
or new information exchanges or new /nterface issues to address Should the seque equire
detaildd steps that are also used by other functions, consider creating a , then
referrihg to that “subroutine” in this function. Remember that the focp bn the
algorithms of the applications and more on the interactions and tween
“entiti¢s”, e.qg. people, systems, applications, data bases, etc. The blation
betweg
o if|this is
o the previous dtep, a
or a power dystem
event.
° tion takes place in thig step.
e gdpplications and more qn the
jcqtions,
data bases, etc
e | Information Prod . This
should be one of th
e | Information Regeive\Jhi ifie eiver of the information. This should glso be
one of the Acto K
e | Informati input to
rnal to
in the
in this
o , distances, communications layout, media, network bandqwidth,
mbers of devices, systems, volume of data items, expected growth,
J g;@n srvice Requirements: Availability, acceptable downtime of different
c onents, recovery, backup, frequency of data exchanges, flexibility for |future
E{anges, response times, latency of data between detection and its display or actioh,

Security Requirements: Authentication of user, confidentiality, integrity, prevention of

denial of service, non-repudiation or accountability, error management

Data Management Issues: Type of source of data, correctness or validity of data,
timeliness or time stamping of data, volume of data, synchronization or consistency of
data across systems, timely access to data, validation of data across organizational
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boundaries, transaction management, data naming, identification, formats across
disparate systems, maintenance of data and databases

e Constraints or Other Issues: This is a catch-all for any additional issues or concerns.

Function
Name:
# | Event Description.o.f Information Informgtion Information Chelxr:?grtfnr;st,itécnsof
Process/Activity Producer Receiver Exchanaed
7 7 EXchangds
1 Configuration(
QoS A( N aN
Secur{(l/y\ \
Data Myt \
&\onsth'm\\s\ >
2 NConfighgatioh |\

< QS AN]
a Mg
/(\ [\Con%i)aints

3 ) Q/Cdﬁ(iguration
> _20S

Security

Q Data Mgmt
/\ N Constraints

B.3.2 | Steps — ti t_and/or Maintenance/Backup Sequences

Using| copies of degcribe any alternative, error management, |nd/or
maintenance/baclyp\ quegc

Characteristics of
Informatiqn
Exchanggs

Functiop
Name: (\ \ \
Information | Information | Information
ty

4 Ev=n< cription”of
i ProsasstActiv Producer Receiver | Exchanged

1 \) Configuration

QoS

Security

Data Mgmt

Constraints

2 Configuration

QoS

Security

Data Mgmt
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Function
Name:
Description of Information | Information | Information Character|s.t|csof
# | Event o . Information
Process/Activity Producer Receiver | Exchanged E
xchanges
Constraints

@%
o
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C. Annex C: Example of Transmission Synchro-Phasor Use Case

Using the IntelliGrid PAS User Requirements Use Case Template, Version 1
CcA1 Description of the User Requirements of a Function

C.1.1 General

The IntelliGrid methodology separates the concepts of “user requirements” from “technical
specificatt - f I I I pecific
desigrls or technologies, while technical specifications define “how” to i sot thelS)ystems
and applications in order to meet the user requirements.
C.1.2 | Domain Expert(s)

This IntelliGrid PAS User Requirements Template focuses omy o exled from a
functign, as described by those who are experts in their ) and who will
ultimafely be the users of the function. In filling out the tempflate, perts, may be agsisted
by other types of experts, but they should keep clearm must be th¢ user
requiements.

N O X

Domajin Expert Name TitI(\\) %\ \ Area of Expertise

Prim:Lry Mark A. Protec on\\ lVFua&m ission synchro-phasor

gineer systems
Addit’onal (
Additjonal

C.1.3

Name

N
&W
Jik

/\\ \G%W\%me of Function

Synch

'o-Phas%\ \ DN

C.14

Descr
functid
other

cost a

n in~centext pdrticularly in relationship to other related functions, such as piggyb
fuctiens on this function (or vice versa). This is not necessarily a justification or b

ut the
hcking
enefit-

pseSsment. but can be used to hit the key points of the function.

Scope and Objectives of Function

This system provides synchronized and time-tagged voltage and current phasor measurements
to any protection, control, or monitoring function that requires measurements taken from several
locations, whose phase angles are measured against a common, system wide reference. This is
an extension of simple phasor measurements, commonly made with respect to a local reference.
Present day implementations of many protection, control, or monitoring functions are hobbled by
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Scope and Objectives of Function

not having access to the phase angles between local and remote measurements. With system
wide phase angle information, they can be improved and extended. The essential concept behind
this system is the system wide synchronization of measurement sampling clocks to a common
time reference.

In addition to providing synchronized measurements, the synchro-phasor system distributes the
measurements. Voltages and currents are measured at many nodes throughout the power grid.
Any protection, control, or monitoring function can access measurements from several nodes,
either by subscribing to continuous streams of data, or requesting snapshots as needed. In
princigie, any function could request measurements from any node, though_in practicg most
functigns require data from only a few nodes. /q'\

C.1.5 | Narrative of Function

A complete narrative of the function from a domain expert user ¢ what
occury when, why, with what expectation, and under what c be in
“Engligsh”, written so that non-domain experts can understan

Narrative of ﬂé(pr} /
The fq urrent
differe lligent
electrg hases.
Physid s to a
thous3 ne by
summ bt, the

e phasor values against the sam¢ time

is can be done with synchro-phasors.

two in’l:
refere

Each intelligent
server| it provide

b a client and a server of synchro-phasors| As a

partner. It is a S efric situation. We will examine the example mostly frdgm the
point ¢ !

Termirn n-of phasors for three phase currents from terminal B. [n this
particy ompute phasors every ¥z cycle of the power system freqliency,
and to| tra cycle. To simplify things, it is decided not to perform frequency

the sampling frequency on absolute time. For this particular cpse, it
is degi ization between any pair of measurements must be within 10
microg i ‘steady state, even though there are other applications that require fighter
synchionization, Such/as to within 1 microsecond. Transiently, much larger synchronization
errors|are\permitted, but each terminal requires an estimate of the least upper bound [of the
synchfonization error if it exceeds 10 microseconds.

tracking;

For correct transient tracking, it is decided that the sampling windows must be aligned. That is,
the set of sampling times for each phasor window must be the same at each terminal:
overlapping is not allowed. It is understood that there may be some latency involved in the
exchange of information, but it should not exceed 24 milliseconds, for example. It is also
recognized that some data might get lost or corrupted. A certain amount of lost data is
acceptable. The amount is somewhat arbitrary, but experience has shown that 2.5% lost data can
be tolerated. For this application, it is not necessary to retransmit the lost data, since more, up-
to-date data will be arriving shortly anyway. However, it is necessary to inform the protection
application, so that it can move on to the next time slot. It is also recognized that sometimes,
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Narrative of Function

communications might be down altogether.

The possibility of corrupted data is a fact of life in this arena. Without even considering abnormal
events such as electrical interference from faults, many types of communications are considered
to be operating normally with a low, but non-zero bit error rate. Unless some steps are taken, it is
possible for bit errors to corrupt the data being exchanged. For this application, corrupted data
must be detected and ignored, since incorrect data could very well cause a false de-energization
of a transmission line, and move one step closer to a black out. Bad data is worse than no data
at all. To that end, protection engineers would either want to see at 32 bit cyclic redundancy code

protecfing against corrupted data, or have Some other assurances that under a crediblie] worst
scenario, it would not be expected that a corrupted phasor would sneak thrg n than
once gvery 300 years.

During installation of the differential protection scheme, the two ter each
other, pnd various parameters are selected, including those that impa z nchro-
phasofs. There are GPS receivers at both substations tha A S or Ysampling
synchionization, so the intelligent devices are configured to sync (That
is not Jalways the case.) In this case, the GPS receivers arg { , SO a
backup strategy is required in which the intelligent device : in the
netwoflk using the network time protocol. Also, the system i trust
digital|communications, so they insist on two physically if unications channels
betwe g tine to\provide protection if orlly one
of the 6

During ed to their GPS clocks and

vices are then re-initialized in an

érvice synchronizes the local sampling
f synchronized phasors. Terminal pA then
cenario, has not been initialized yet, so
and begin to exchange synchro-phasof data,
protection of the transmission line.

e Synchro-phasor also provides an alignment s¢rvice.

receive dafa,out of order. In that case, it is permissible to throw some data away, on the theory
that mpre/will be arriving shortly.

On rare occasions, the GPS clock at one or both of the terminals may become unavailable. In
that case, it is desired to automatically throw over to the use of the communications network to
maintain the synchronization of the sampling clock(s), although the protection function will need
to be informed of the loss of the GPS clock, and will need an estimate of the synchronization
error. In the case of loss of clock synchronization altogether, the protection function also needs
to be notified.

On resumption of clock synchronization following a loss of synchronization, there are two
options: a step reset of the sampling clock, or a gradual ramping. As far as the protection
function is concerned, either approach is acceptable, but protection is turned off until complete
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Narrative of Function

resynchronization is attained.

C.1.6 Actors: People, Systems, Applications, Databases, the Power System, and Other

Stakeholders

Describe all the people (their roles or jobs), systems, databases, organizations, and devices
involved in or affected by the function (e.g. operators, system administrators, technicians, end

users, SETVICE pb'loumlt—,'/, L—,')(U(,u[ivco, SCADA oyaicm, Tear-tinTe u'd[dbdo(—;, RTuo, RTUo, /EDS,
and evten the power system). The same actor could play different roles in differex{ funglions, but
only ohe role in one function. If the same actor (e.g. the same person) do (ble rples in
one fupction, list these different actor-roles as separate rows.
Actor|Name Actor Type Actor Description \)
(person, device,
database, system
etc.)
Generpl phasor | function Any monitori g on function thaf could
client request p a o me ts on a one-time basis].
Synchfo-phasor | function Any C ent at bs to a continuous strepm of
subsciiber M}Ch 0 ime- gge phasor measurements.
Synchfo-phasor | function ny clle t requests a single snapshpt of
requegtor ynghr e-tagged phasor measurements.
Host device device \(\ Jhe ¢ ring of data generally requires a host deyice to
prawide the pasic hardware functions for supporting the
b/\ Q u ts, such as sensors, filters, A/D convgrters,
e
Time \[w? i A g\ltﬁ)ally synchronized local clock that is uded to
Synchfonization trol the timing of data sampling and the time-tagging
Devicg /\ of phasors. Usually provided by the host device.
Sampling evige A device such as a variable frequency oscillator (VCO),
Devicg delta-sigma A/D converter, or simple A/D converter, for
converting analog information into digital form. Usually
Q \ provided by the host device.
Commjunicatio device The interface to the wide area communications ndtwork.
interface Usually provided by the host device.
Clock manitor function A function that monitors the sampling clock to Tnsure
synchronization
Phasor device Phasor measurement unit
Measurement

Unit (PMU)
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C.1.7 Legal Issues: Contracts, Regulations, Policies, and Constraints

Identify any legal issues that might affect the design and requirements of the function, including
contracts, regulations, policies, financial considerations, engineering constraints, pollution
constraints, and other environmental quality issues.

Legal Issue Impact of Legal Issue on Function

IEEE 1344-1995 Integrating measurement systems into substation environments,
specifying data output formats, and assuring that the measurement
processes are producing comparable results T~

Draft ¢37.118 The SYNCHROPHASOR standard defines the iziagyinput and

the data output for phasor measureme station
computer systems. It also discusses ed in
computing phasors from sampled data. gndard

will be of considerable value to the deve digital

¥
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C.2 Drawing or Diagram of Function

For clarification, draw (by hand, by Power Point, by UML diagram) the interactions, identifying
the steps where possible.

Drawing or Diagram of Function

Reporting Hierarchy Options

f____.-—-""H;g h-speed Collect/
= Decisions Decide

Very High-speed CUIFECU—‘

Decisions Decide
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Step by Step Analysis of Function

Describe steps that implement the function. If there is more than one set of steps that are
relevant, make a copy of the following section grouping (Preconditions and Assumptions, Steps
normal sequence, and Steps alternate or exceptional sequences). If more steps are needed than
are in the Step Table, add entire Steps (not just another row).

C.2.1 Preconditions and Assumptions

Describe _conditions that must exist prior to the initiation of the Function, such as prior s

fate of

the adtors and activities. Identify any assumptions, such as what systems ady exgs{] what

contraftual relations exist, and what configurations of systems are probablylin pla Ieyttlfy any

initial |states of information exchanged in the steps in the next sectio if lpower

system data is being monitored by a SCADA system, a preconditig gctivity

might pe “normal monitoring of normal power system activities is takiny plac

Actor/Jystem/Information/Contract | Preconditions or Assumptlon

Time $ynchronization Device Prior to publication A6f s as r%asurementu the
underlying sampling cI mu ronized to the| other
clocks in the sysperQ

Commjunication interface Prior ub of Mr -phasor measurements, the
comm ter ce must be/initialized.

Phasof publication enabled Phasor b|IC o nabled after the sampling clock is
synchr nlz?d\n unication interface is ready.

@
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C.2.2 Steps - Normal Sequence

Describe the normal sequence of events, focusing on steps that identify new types of information
or new information exchanges or new interface issues to address. Should the sequence require
detailed steps that are also used by other functions, consider creating a new “sub” function, then
referring to that “subroutine” in this function. Remember that the focus should be less on the
algorithms of the applications and more on the interactions and information flows between
“entities”, e.q. people, systems, applications, data bases, etc. There should be a clear correlation
between the narrative and these steps. The entries in the steps are:

e No.: This could be simple “1, 2, 3” or could include identification of parallel steps if this is
Tefevart, €.g. 1a, 10, 2, 394, 30, 3C -

e | Event: The event that starts the step. This might be completion Qff
human requesting the function, data being reported periodica

gtep, a
qystem

event.

e | Description of Process or Activity: This describes what acti Mg step.
The focus should be less on the algorithms of the Gpplisaonk,'an n the
interactions and information flows between “entities”, &.g. ¢ 5 : jicqtions,

e | Information Producer: This identifies the producer™r s L . This
e | Information Receiver: This identifies the of g Iso be

e | Information Exchanged: This des
the function from some external

put to
'nal to

the function (although could b QP in the
function), output from_the functio if| bs in this
Use Case

e | Configuration: st width,
existing protocojs, N S rowth,
etc. Q

e | Quality of” 8 s: Availability, acceptable downtime of different
componentg R, frequency of data exchanges, flexibility for |future
changes, y ateply of data between detection and its display or actioh,

e | Secu QNS Authentication of user, confidentiality, integrity, prevention of
depjal Q i gpldiation or accountability, error management

o | Data _Mangagenrs Issues: Type of source of data, correctness or validity of| data,
timelin S Wne stamping of data, volume of data, synchronization or consistepcy of

data<deros tems, timely access to data, validation of data across organizational
b aries, transaction management, data naming, identification, formats fcross
i§parate systems, maintenance of data and databases

e Constraints or Other Issues: This is a catch-all for any additional issues or concerns.
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Function Name: | Synchro-Phasor Measurements

Characteristics of

Event Description of Information Information Information Information
Process/Activity Producer Receiver Exchanged E
xchanges
Collection of Normal, on- Phasor Host device Phasor Configuration | A number <100
phasor data going collection | measurement measurements of PMUs in
of a continuous | unit (PMU) substations
stream of spread widely
synchronized, over utility
time-tagged territgry; 1 Host

phasor devick in
measurements. substation control
O\ Phouss;

\t\?}ncy <24 ms,
ime

synchronization
within 10 ys, <
2.5%|loss of data

detedtion with

equivalent to 32-

G bit CRC, no
encryption,

probgbly no

l authgntication

:‘>eM Bad data

> Data Mgmt Rapiq data, small

data packets but
/\(\ sent gvery 8 ms
A Constraints

accuffacy of
convgrsion,

Phasor Compute an os{ device Host device Computation — | Configuration
computafion provi‘ Fe no information | QoS < 5% variance in
R ; exchange
ime-taY

timestamp within
10 ps
Security Integfity required
Data Mgmt Very rapid
conversion

requifed
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Function Name:

Synchro-Phasor

Measurements

Event

Description of
Process/Activity

Information
Producer

Information
Receiver

Information
Exchanged

Characteristics of
Information
Exchanges

each phase.
The theoretical
basis for the
calculation is
providing a

laast maan

Constraints

square error fit
of a sine wave
to the samples
over a given
time window,
using a fixed
sampling
frequency.
Corrections
should be made
for errors
caused by off-
nominal
frequency.

Request
subscript
phasor
measure

or
on to

nents

Request that
local phasor
measurements
be transmitted
continuous

to a remote
clienton a
basi@ Q

Generic
phasor client

3

O

}ﬂost Vi

W
DS

stream of
ital phasor
measurements

Configuration

WAN]|and/or LAN
betwgen one Host
devicg in
substiation and a
few Hhasor
clients located in
operdtions centre

QoS

Latenicy < 24 ms,
time
synchjronization
withig 10 ps, <
2.5%]|loss of data

Security

Bad data
detedtion with
equivialent to 32-
bit CRC, no
encryjption,
authgntication of
clienfrequired

Data Mgmt

Rapiq data, small

data packets but
sent every 8 ms

Constraints
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Function Name: | Synchro-Phasor Measurements
Description of Information Information Information Characterls.tlcs of
Event L . Information
Process/Activity Producer Receiver Exchanged
Exchanges
Cancellation Cancellation of | Synchro- Host device One Configuration | WAN and/or LAN
of subscription | @ previous phasor cancellation between one Host
subscription subscriber message device in
request substation and a
few Phasor
ehents located in
/~ N\ | operdtions centre
Acknpwledgement
redeipt of
cahgellation
Sequr “adthdntication of
clienfrequired
AN Data Mgmt
C%ngtr/a?nts
Request for Request that a Synchro- Communicatiors ﬁnfiguration WAN]|and/or LAN
single phasor | single local phasor interface betwgen one Host
measurefent | phasor requestor devicg in
measurement substation and a
be transmitted few Hhasor
to a local client l clients located in
operdtions centre
> QoS Laterlcy < 24 ms,
time
synchronization
within 10 ys, <
2.5%|loss of data
Q Security Bad data
detegtion with
equivialent to 32-
bit CRC, no
encryption,
authgntication of
clienfrequired
< Data Mgmt Only pmall
amount of data
Constraints

C.2.3 Steps — Alternative, Error Management, and/or Maintenance/Backup Sequences

Using copies of the Steps Table, describe any alternative, error management, and/or
maintenance/backup sequences.
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Function Name: Synchro-Phasor Measurements
Event Description of | Information | Information Information %?Tr:?grt;rzité?
Process/Activity | Producer Receiver Exchanged
Exchanges
Loss of clock Loss of Clock Host Loss of Configuration | A number <
synchronization | synchronization | monitor device synchronization 100 of PMUs in
triggers either message substations
censoring of spread widely
phasor data, or over utility
;Ild;\lat;ull thﬂt tUII;tUI '; 1 HOSt
the phasors are devicelin
not substation
synchronized, N \o\ntro house,
or an estimate QQ\S\ \
of the synch \ﬁ\e&Qb\ Autferltication
error. .
equirgd
At Mymt Error
management
qustraints
Cloch recovery | Synchronization | Clock Host \pr{figuration A numbper <
is established monitor device 100 of[PMUs in
and normal substafions
operation is spread widely
resumed. § over ufility
territory; 1 Host
devicelin
substafion
\(\ contro| house;
\)\/ QoS Testin
synchrpnization
to withjn
latency < 24
ms, time
synchrpnization
within 10 ps, <
2.5% lpss of
data
Security Autherftication
\ requirgd
Data Mgmt
Constraints
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Example of Distribution Automation Use Case

Using the IntelliGrid PAS User Requirements Use Case Template, Version 1
CJ3 Description of the User Requirements of a Function
C.3.1 General

The Inte/I/Gr/d methodo/ogy separates the concepts of “user requirements” from “technical
specifi I pecific
desigrls or techno/ogies, while technical specifications define “how” to i sot thelS)ystems
and applications in order to meet the user requirements.
C.3.2 | Domain Expert(s)

This IntelliGrid PAS User Requirements Template focuses o y o exled from a
functign, as described by those who are experts in their and who will
ultimafely be the users of the function. In filling out the tempflate, perts, may be agsisted
by other types of experts, but they should keep c/earm must be th¢ user
requiements.

N O X

Domaljin Expert Name TitI(\\) %\ \ Area of Expertise

Primaty Fred Qriﬁ}iga()o\r}su@ant lBJ',s)tri§)t~}¢6n Automation

Additignal > X

Additignal
C.3.3 | Name of Functign
Name |of the funcg'@x

/\ \\\g\{b e of Function

Advancpd DistributioQ/Ab\\thN\A}\Func)b
C.34 s of Function
Descripe bri objectives, and rationale of the function. The intent is to put the
functign in ceRtEx¢{, paXticularly in relationship to other related functions, such as piggybfcking
other funcHonrs on function (or vice versa). This is not necessarily a justification or benefit-
cost aps€ssment, but can be used to hit the key points of the function.

Scope and Objectives of Function

Objective: The objective of Advanced Distribution Automation Function is to enhance the reliability of power system
service, power quality, and power system efficiency, by automating the following three processes of distribution
operation control: data preparation in near-real-time; optimal decision-making; and the control of distribution
operations in coordination with transmission and generation systems operations.

Scope: The ADA Function performs a) data gathering, along with data consistency checking and correcting; b)
integrity checking of the distribution power system model; c) periodic and event-driven system modeli

ng and
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Scope and Objectives of Function

analysis; d) current and predictive alarming; e) contingency analysis; f) coordinated volt/var optimization: g) fault
location, isolation, and service restoration; h) multi-level feeder reconfiguration; i) pre-arming of RAS and
coordination of emergency actions in distribution; j) pre-arming of restoration schemes and coordination of
restorative actions in distribution, and k) logging and reporting. These processes are performed through direct
interfaces with different databases and systems, (EMS, OMS, CIS, MOS, SCADA, AM/FM/GIS, AMS and WMS),
comprehensive near real-time simulations of operating conditions, near real-time predictive optimization, and actual
real-time control of distribution operations.

Rationale: By meeting its objectives in near-real time, the Function makes a significant contribution to improving the
power JySTem operations trough automation, Which cannot be achieved USMg exiStng operationat methogs.

e been
mented

Status:| The methodology and specification of the Function for current power syst
developed, and prototype (pilot) and system-wide project in several North-American utifti
by Utility Consulting International and its client utilities prior to the IECSA project.

C.3.5 | Narrative of Function

¢ what
be in

A complete narrative of the function from a domain ex
occury when, why, with what expectation, and under
“Engligsh”, written so that non-domain experts can und&rstgn

This application is based on a re

al-time unbalanced ibuti r flow for dynamically changing distfibution
6 Qf he pawer flowSsimulations and provides the operator With the

operatir

summa pplicati with pseudo-measurements for each distfibution
system ters/in the secondaries. The model is kept up-to-fate by
real-tim and relevant components of the transmission system.

The Distri

eflects cndltlons expected in the near future (from one hour to one week

The key
1. Mogdeli missionfSub-Transmission System Immediately Adjacent to Distribution Circuits

This spb-function proviges topology and electrical characteristics of those substation transformefs and
transmigsion/sub-transmission portions of the system, where loading and voltage levels significantly depend on the
operating\conditions of the particular portion of the distribution system. The model also includes subpstation
transformers and transmission/sub-transmission lines with load and voltage limits that should be respected by the
application.

2. Modeling Distribution Circuit Connectivity

This sub-function provides a topological model of distribution circuits, starting from the distribution side of the
substation transformer and ending at the equivalent load center on the secondary of each distribution transformer. A
topological consistency check is performed every time connectivity changes. The model input comes from
SCADA/EnergyManagementSystem, DistributionSCADASystem, from field crews, from DISCO operator, from
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Narrative of Function

AM/FM/GIS, WorkManagementSystem, and OutageManagementSystem databases, and engineers.

o Data Management Issues between AM/FM/GIS and ADA Distribution Connectivity Database: Standard
interfaces between different AM/FM/GIS Databases, data converters, and ADA database are not developed
yet for practical use. The AM/FM/GIS Databases were not designed for real-time operational use. They lack
many objects and attributes needed for ADA. The population of the databases is not supported by an
interactive consistency check. The existing extractors of data and the converters into ADA databases do
not determine all data errors. The ADA applications must conduct additional data consistency checking and
data corrections before recommendations and controls are issued. Typically utility do not have established

procedures for regular update of the atabases Dy the operation and mamnienance pefsonnel.
Therefore many changes implemented in the field remain unnoticed by the databases. izption of
the field state with the ADA database is a challenge in modern utilities.

¢ | Data Management Issues between CIS and AM/FM/GIS and ADA Distribytion €onnexti abgse: For
the ADA applications, the AM/FM/GIS data must be associated with_ the pond stomer
information data from the CIS database. This data include billing 3 seripd stomer
specifics, such as rate schedule, customer code, meter number, addre ) iticaki ion is the
billing data. This data is updated based on metering cyclgs i ot well
synchronized. In order to synchronize billing data an g 8 Mg uld be
implemented. In order to update the ADA databases moy€ i solution

of ADA functions to individual distribution transforme apacity
communication system should be introduced to gathe ; bters at
the same time. Some of the modern procedure ict with
the needs of ADA model. An exampleSi Fibution
transformers located in different sites o prnal to

CIS world.

3. Mogdeling Distribution Nodal Loads %

This sup-function provides chdractensti 8 ctive J6ad connected to secondary side of distribution
transformer or to primary digtt ireuit i esofprimary meter customers. These characteristics are sifficient
to estinjate kW and kvars af a tigirputi QdeNg rtime and day and include the load shapes and |oad-to-
voltage|sensitivities (forreaNand reatsive pus load categories. In real-time mode, the nodal lopds are
balancgd with real-t al orresponding primary circuits. A validity check is applied to
real-timg measurement$. /Tt 3 det input comes from Distribution SCADA System, from CIS suppdrted by
Automafed Meter Reading g i ith/AM/FM/GIS, and weather forecast systems.

4. Mogeling Distri

This sub-fupstion o lowingAdistribution circuit facilities:

Substation andkgjstribution transformers, including step-down transformers
Station and feeder capacitors and their controllers

Feeder series reactors

Voltage regulators (single- and three-phase) and their controllers

LTC’s and their controllers

Distribution generators and synchronous motors

Load equivalents for higher frequency models

All facilities should be modeled with sufficient details to support the required accuracy of Distribution Operation
Modeling and Analysis application.

5. Distribution Power Flow
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Narrative of Function

The sub-function models the power flow including the impact of automatically controlled devices (i.e., LTCs,
capacitor controllers, voltage regulators), and solves both radial and meshed networks, including those with multiple
supply busses (i.e. having Distributed Energy Resources (DER) interconnected to the power system).

6. Evaluation of Transfer Capacity
This sub-function estimates the available bi-directional transfer capacity for each designated tie switch. The

determined transfer capacity is such that the loading of a tie switch does not lead to any voltage or current

i i | thg int tod food
V|0|at|0 S nng e lnlarconnacio faYal nrc'

7. Power Quality Analysis

This sub-function performs the power quality analysis by:

Comparing (actual) measured and calculated voltages against the limj
Determining the portion of time the voltage or imbalance are outside the limits
Determining the amount of energy consumed during various voltdge~dewatidas and impalance
Recording the time when voltage violations occur

Performing modeling of higher harmonics propagatio
available from the sources of harmonic distortion
e | Performing modeling of rapid voltage changes base i atie ilable from the sources
of voltage distortion

rmation

The sup-function provides the ability to estima e 3 2 i i lanned
change$ in connectivity and reactive power compehsatio

8. Loss Analysis

This sup-function bases its analysis ics g. , ho-load
losses,|and dielectric losss e g pder or
substatfon transformer). For the defiged aceayttiese [0 i ime i month,
quarter] year, etc.).Toey sed on
measurgments) intofi ¢ malized
to the dame time interval errors
and the

9. Fa

This sup-fupsti 3 tection
zone a$se |ate ith Ve bd with
protectipn se R i losers.

10. Evaluation of Operating Conditions

This sup-function determines the difference between the existing substation bus voltage and the substatlon bus
voltages limits.

The sub-function also estimates the available dispatchable real and reactive load obtainable via volt/var control.
The operator or other applications can use this information for selective load reduction. The sub-function provides
aggregated operational parameters for the transmission buses to be used in transmission operation models.

B. Fault Location, Isolation and Service Restoration (FLIR)

This application detects the fault, determines the faulted section and the probable location of fault, and recommends
an optimal isolation of the faulted portions of the distribution feeder and the procedures for the restoration of
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Narrative of Function

services to its healthy portions. The key sub-functions performed by the application are as follows:
1. Fault Location

This sub-function is initiated by SCADA inputs, such as lockouts, fault indications/location, and, also, by inputs from
OutageManagementSystem, and, in the future, by inputs from fault-predicting devices. It determines the specific
protective device, which has cleared the sustained fault, identifies the de-energized sections, and estimates the
probable place of the actual or the expected fault. It distinguishes faults cleared by controllable protective devices
from those cleared by fuses, and identifies momentary outages and inrush/cold load pick-up currents.

2. Fallllt Isolation and Service Restoration

This sub-function supports three modes of operation:

. ‘ . ghgrates a
switching order (i.e., sequence) for the remotely controlled switching{deviCes Yo i e g section,
and restore service to the non-faulted sections. The switching opder i$ ! ia $CADA.

e | Advisory mode, in which the sub-function is initiated b a S rates a
switching order for remotely- and manually-controlled switchin i k bn, and

restore service to the non-faulted sections. The switghiag grder is pres val and

eduser. It an

: yzes a saved case modified by the
user, and generates a switching order und grating{condition

specified by the user.

If during execution, there is change in connectjvity, ion ipterrupts the execution and re-optimiges the

solution : ¢ is another fault, the sub-function rung again
considefring a new fault scenarfq. WHh sub-function is instructed to generate a switching
order fgr restoration of thengormal configuration? generatéd switching orders are based on consideling the
availability of remotely contyolled switchi i er—paralleling, creation of islands supported by dis}ributed
energy fesources, an icKy i
C. Cofptingency Analysj
This application perfgfms\a ingency/analysis in the relevant portion of distribution. The function|runs in
the follqwing manp

[ )

[ ]

o e conditions are defined and the application is started by the {iser.

The application infofms the pperator on the status of real-time distribution system reliability.

D. Multidevel Feeder Reconfiguration (MFR)

This application recommends an optimal selection of feeder(s) connectivity for different objectives. It supports three
modes of operation:

e Closed-loop mode, in which the application is initiated by the Fault Location, Isolation and Service
Restoration application, unable to restore service by simple (one-level) load transfer, to determine a
switching order for the remotely-controlled switching devices to restore service to the non-faulted sections
by using multi-level load transfers. .

e Advisory mode, in which the application is initiated by SCADA alarms triggered by overloads of substation
transformer, segments of distribution circuits, or by DOMA detecting an overload, or by operator who would
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Narrative of Function

The ap

indicate the objective and the reconfiguration area. In this mode, the application recommends a switching
order to the operator.

Study mode, in which the application is initiated and the conditions are defined by the user.
plication performs a multi-level feeder reconfiguration to meet one of the following objectives:

Optimally restore service to customers utilizing multiple alternative sources. The application meets this
objective by operating as part of Fault Location, Isolation and Service Restoration.

Optimally unload an overloaded segment. This objective is pursued if the application is triggered by the
overload alarm from SCADA, or from the Distribution Operation Modeling amd~ Analysis;.gr from
Contingency analysis. These alarms are generated by overloads of substation frz ex_or.seégnjents of
distribution circuits, or by operator demand.

Minimize losses
Minimize exposure to faults

Equalize voltages

The lasf three objectives are selected by engineer/planner.
E. Relay Protection Re-coordination (RPR)
This ap . |This is
accompli , Whether
the swi '1g, and
weathe nditions
are cha
F. Voltage and Var Control (
This ap power
electroni ives at
differen
It suppg
. d by an
ication’s
o 5 {0 the
. rom 1

heurthrough 1 week) by the operator.

The foll
are sup

OWINg ODbjECTIVES, which could De preset for different times of the day and overwritien by operator it need to,
ported by the application:

Minimize kWh consumption at voltages beyond given voltage quality limits (i.e., ensure standard voltages
at customer terminals)

Minimize feeder segment(s) overload

Reduce load while respecting given voltage tolerance (normal and emergency)

Conserve energy via voltage reduction

Reduce or eliminate overload in transmission lines
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Narrative of Function

Reduce or eliminate voltage violations on transmission lines
Provide reactive power support for transmission/distribution bus
Provide spinning reserve support

Minimize cost of energy

Provide compatible combinations of above objectives

If, during optimization or execution of the solution, the circuit status changes, the application is interrupted and
solution is re-optimized. If, during execution, some operations are unsuccessful, solution is re-optimized without
involving the malfunctioning devices. If some of the controllable devices are unavailable for remote control, solution

does nd

G. Prg

This af
parame
healing

H. Cq

This ap
some R
applica
volt/var

I. Co

This ap
ADA ch
voltage

J. In

This af
parame
cause ¢
some fg
with log
protecti

t involve these devices but takes into account their reaction to changes in operating

-arming of Remedial Action Schemes (RAS)

grid) or intentional DER islanding.

ordination of Emergency Actions

anges the order of feeder re-connectio
until there are disconnected feeders.

(tuning
of self-

blication recognizes the emergency situation based on changes alating j ction of
AS to operational changes and coordinates the objectives 3 3 er ADA
ions. For example, Under-frequency Load Shedding Sche igge node of

ample,
normal

plication analyzes ) ¢ afms and other rapid changes of the opefational
ers in distribution and transmission\a e multiple alarms into one massage defining {he root
f the alarms. F\: ' ! voltgge violations along a distribution feeder and overlpads of
eder segme 2 E feeder
s of significan ar fuse

C.3.6
Stakel
Descr bvices
involvg 5, end
users,| serigé personnel, executives, SCADA system, real-time database, RTOs, RTUs,|IEDs,
and eved{the power system). The same actor could play different roles in different functions, but
only ofre rofe T ore fanction. i thesanme actor (e.g. tTe sarre persorT) does piay muoitiptetoles in
one function, list these different actor-roles as separate rows.
Actor Name Actor Type Actor Description

(person, device,

database, system

etc.)
DisCos Operator Person in charge of distribution operations during the shift
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Actor Name Actor Type Actor Description

(person, device,

database, system

etc.)
Distribution Distribution System Supervisory Control and Data Acquisition
SCADA System
Conversion The C&V function uses standard interface between AM/FM/GIS
Validation Database and converts and validates information about incremental
Function changes implemented in the field.
ADA Dgta The ADA Data Checker monitors data entered-into SCADAdatabase
Checkef and detects changes. When pre-defined chianges are detecled, the

data checker triggers the ADA Dispatchirg ys}eQ
ADA Digpatching The ADA Dispatching System star Spo ADA\fynctions
System based on pre-defined periodicity angd even det tethbythe ADA
Data Checker. /\

ADA Topology The ADA Topology Updat stem d\ﬁst A\P/topolog model
Update|System based on status change etec dat ecker
ADA Distribution Calculation and Apdlysis of\po flow/s tMlmatlon results
Operatipn Model
and Analysis
(DOMA
ADA VWC DA \'E) Control er: Coordinated optimal coptrol of
Controller (VVC) Vo rin strlb r different system-wide objecfives
ADA: Fault ault tecti d location in distribution
location| function
ADA: Fault \( otationef faultedportions of distribution feeders and restoration of
Isolatiop and services to healthy portions
Service
Restorgtion (FLIR)
ADA: Fgeder \/ Obtimaf selection of feeder connectivity for different objectivep
Reconfiguration Q
(FR) A\
ADA: Rglay Adjustment of relay protection settings and operational medes of
protectipn switches to provide a coordinated relay protection under r¢al-time
coordingtion~ . configuration
ADA: Pfearming \ \> Change of RAS settings in anticipation of a probable emergercy
of Remgdial
Action $chemes
(RAS)
ADA Emergency Change of action priorities during the emergency state of the system
Coordinatiom
System

ADA Restoration

Controlling the priorities of actions during the restorative state of the

Coordination system
System
ADA: Intelligent Summarizing multiple alarms into one descriptive message.

Alarm Processing
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Actor Name

Actor Type
(person, device,
database, system
etc.)

Actor Description

Load Management
Device

DLC), interruptible and curtainable loads

Controlling cycles of cyclic electric appliances (direct load control-

UFLS: Under- Shedding load based on frequency conditions
Frequency Load

Shedding

Schemgs

UVLS: Under- Shedding load based on voltage conditions
Voltage|Load

Shedding

Schemgs

SLS: Special Load Shedding load based on speci 'CW o%
Shedding

Schemgs <\ N

Outage Trouble call processing, W ispatch
Managgment

System . Q ¢

Work i{ntenanee,manage ent@iistrib tion
Managgment

System

Field Pg¢rsonnel

Mﬁrﬁal op&ths (Neld devices, repair and construction w

rk

Field Dgvice ocal\ntetigen Wnitoring and control of automated defices in
¢\ /ditributigh, commynicates with SCADA

Distributed N isteibuted Int n@ence Schemes (DIS) - Performs operatiops in a

Intelliggnce ized di ution area based on local information and ¢n data

Schemgs <> angs, between members of the group. Can communicdte with

ADA/

IEDs of|DIS /\< \/\\QE/DQ grouped in a Distributed Intelligence Scheme

membefs

DER Owner \ Maintenance and operations of DERs

TransCPs \ \) Transmission of energy from generation to distribution| within
/\ o distribution-defined constraints/contracts

Energy \ \) Transmission and generation management system providing ADA

Managgment with transmission/generation-related objectives, constrain{s, and

System input data

RTO/ISP Wide-area power system control center providing high-level load

management and other signals for DisCos

Market Operation
System

market signals for DisCos

Wide-area energy market management system providing high-level

Major customers

rules

Major users of DisCo’s services according to regulatory and contract

Customer Service
Representative

Intermediary entity between DisCos and group of customers
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Actor Name Actor Type Actor Description
(person, device,
database, system

etc.)
AM/FM/GIS Repository of distribution system assets, their relationships
Database (connectivity), ownerships, and activities
Customer Repository of customer information related to DisCos services
Information
System
Automated Meter Automated Meter Reading interfaced wit S and AM/FM/GIS
Reading Device Databases
Asset Asset Management Systems interface ith A /Gl
Managgment
System

Remedijl Action Remedial Action Scheme p rforﬁ%4 Wy opgrations
Schems based on local informatio in ternal pignals.
on

Can adapt to the changi c ions.

ADA D4tabase ADA Database cofitains “information o the current conngctivity,
operational parameters) eletirical,~ecopomic and other felevant

characteristigs ok th trl}s@tio ower’system

ADA Tesst
Databasge

AT
AN

TN
Environmental Q
daily dqta
collector N A~

IT Perspnnel

[
Load Fqrecaster B 2 <

N/
S DA

System|Operator

Prearm|ng of RAS \)
schemes fynttion

Fault is>|at}7%\({\\ \)

service [restorati
subfundtion

ADA logd Including ADA VVC Controller
managgment
functions

C.3.7 Legal Issues: Contracts, Regulations, Policies, and Constraints

Identify any legal issues that might affect the design and requirements of the function, including
contracts, regulations, policies, financial considerations, engineering constraints, pollution
constraints, and other environmental quality issues.
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Legal Issue

Impact of Legal Issue on Function

Contract between DISCO
and TRANSCO

Operational boundaries. |If the boundaries are at the circuit breaker level, then
ADA has no direct access to substation capacitors and voltage regulators within the
substation fence. In order to execute coordinated Volt/Var control, feeder
reconfiguration, service restoration, ADA needs information about the substation
connectivity, substation transformer loading, state of voltage regulators and
capacitors, and their controllers. Furthermore, ADA should have capabilities for
controlling these devices in a closed-loop mode. If the boundaries are at the high-

voltage side of the substation transformer, then ADA has access to the substation
devices and corresponding information.

Volt/Var Agreement. Defines the voltage limits at’th iS5 ide and
reactive power requirements for distribution side. If/th ers are
not respected, the Volt/Var application may not me voltage

Contradts between DISCO
and DER Owner

limits at the customer side may be violated.
t differént timps and

les must beg timely
istribution syptem.

ing for
setting
ed and

Schedules. Defines amount of kW ge
constraints for power flow at PCC.
detected and compensated by other rese

Standard 1547. (EPS).
Deviation from lays in
service restoration, { d must

Contradts between Disco
and Cugtomers

ines\p6W uality requirements at customer terminals. ADA
igned. to regpect these requirements. ADA must be capable of
estimating the power quality parameters at the cystomer

based rates. Defines the target level of service reliabilify. The
and the ADA function should be design to meet the target

rantees. ADA function should distinguish the customefs with
ity guarantees from those without and focus the service restoration $olution
om\meeting the guarantees, while providing other customers with target |service

e ty.
}ad management agreements. Defines the conditions, amount, and frequgncy of
irect load control, load curtailment, interruption, and shedding.

G50

C.3.8 |_Préconditions and Assumptions

Describe conditions that
the actors and activities.

must exist prior to the initiation of the Function, such as prior state of
Identify any assumptions, such as what systems already exist, what

contractual relations exist, and what configurations of systems are probably in place. Identify any
initial states of information exchanged in the steps in the next section. For example, if power
system data is being monitored by a SCADA system, a precondition to this particular activity
might be “normal monitoring of normal power system activities is taking place”.
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Actor/System/Information/Contract

Preconditions or Assumptions

AM/FM/

GIS Database

AM/FM database contains the geographical information of the distribution
power system circuit connectivity, as well as the parameters describing the
power system facilities. Conceptually, the AM/FM/GIS Database can contain
transmission connectivity and facility data and relevant to distribution
operations customer-related data.

CIS system (or proxy for CIS data)

CIS contains load data for a customer that is estimated for each nodal
location on a feeder, based on billing data and time-of-day and day-of week

load shapes for different load categories.
Energy Management System SCADA | Energy Management System contains the tran
model, and can provide the transmission cophe
facilities in the vicinity of the distribution po ith
outputs from other Energy Managemept S
DMS SCADA database Distribution SCADA System dat g and
operator inputs. Required s
measurements are providéd, supervisory.
supported.
(\ A\
Convergion Validation Function The C&Y functiod extracts inc méﬂigl ges from AM/FM/GIS/Cugtomer
Informatiog Systemand cenverts it into/ADA database format
Environmental daily data collector Collects%nviw\té%o
System|Operator x Q{ne V\w isiyq,%)on operation of the power system
N ~
Load Fqrecaster /\ K \Lﬁd\K{\esgth}system
ADA D4ta Checker <\ Wecker frequently checks the changes in SCADA database
A\
ADA Digpatching System ispatching System is designed to coordinate the ADA functiong in a
re-defined manner
~\
ADA Topo@%&&te\m> Checks the topology of the distribution system
IT Perspnnel \> Field IT support
ADA Topaldgy Update System ADA Topology Update System “reconfigures” connectivity models in

SEcods

ADA Te

st Database

Database containing test data values

ADA Distribution Operation Modeling
and Analysis (DOMA)

Preconditions: Distribution SCADA System with several IEDs along
distribution feeders, reporting statuses of remotely controlled switches and
analogs including Amps, kW, kvar, and kV. System Operator’s ability for
updating the SCADA database with statuses of switches not monitored

remotely. Substation SCADA with analogs and statuses from CBs exists.



https://iecnorm.com/api/?name=2645a8bf2ab17b64aa9bc3eac03f2992



